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SYSTEMS AND METHODS FOR
PROVIDING A BUSINESS CONTINUITY SERVICE

Field of the Invention

The present invention generally relates to business and workforce continuity services.
In particular, the present invention relates to systems and methods for providing an end-to-

end information system solution for business continuity and workforce displacement services.

Background of the Invention

Business continuity planning has long been thought of simply having to deal with
events such as data loss, physical damage to electronic information, data center outages and
so on. As companies implement and test its plans to deal with data destruction, another
aspect to business disruption gets highlighted - that is workforce disruption. Businesses
today have unstructured and often unsophisticated approaches to dealing with business
disruptions such as weather related events, terrorist attacks, wide spread flu, traffic related
disruptions etc. Many times, plans to deal with workforce disruption end with documents,
but no tools or products to enforce the plans.

Prior solutions have been mostly random concoctions implemented directly by the
executive staff of a specific person in charge of business continuity at a company. These
solutions have actually largely focused on data recovery and information related disaster
events — but very little if any on workforce disruption. Many existing technologies like
virtual private networks (VPN) and distributing laptops have been used to cope with workers
not being able to physically be at their place of work. But as discussed above, that is only a
partial solution. Further it is not feasible to provision laptops and VPN for your entire
workforce before hand — nor is that a tractable or scalable solution.

It would, therefore, be desirable to provide systems and methods for providing a

business and workforce continuity end-to-end information technology solution.

Brief Summary of the Invention

The systems and methods describe herein provides a business continuity management
(BCM) solution for helping companies cope through a workforce disruption. The BCM

solution enables emergency communications to employees with corporate policies and
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instructions, allows employees in various groups to communicate with each other via voice
and chat messaging , and connects employees to their applications, their data and their
desktops — all from any anonymous computer — without compromising corporate security
policies. The BCM system also provides employees and management visibility into the
workforce disruption crisis and allows management to access the situation and make and
communicate decisions to the workforce.

The systems and methods described herein provide ad-hoc and simple to deploy BCM
solution that manages and covers the three aspects needed for a workforce continuity
solution: 1) application access in any form from any computer, 2) emergency communication
and alerts via any communication medium, such as Short Message Service (SMS), email,
voice, and 3) employee collaborations tailored to the disruption event.

The details of various embodiments of the invention are set forth in the accompanying

drawings and the description below.

Brief Description of the Figures

The foregoing and other objects, aspects, features, and advantages of the invention
will become more apparent and better understood by referring to the following description
taken in conjunction with the accompanying drawings, in which:

FIG. 1A is a block diagram of an embodiment of a network environment for a
deployment of a business continuity and workforce displacement system;

FIG. 1B is a block diagram of an embodiment of a data center environment for a
deployment of a business continuity and workforce displacement system;

FIG. 1C is a block diagram of an embodiment of a voice integration architecture and
environment;

FIGs. 1D and 1E are block diagrams of embodiments of a computing device;

FIG. 2A is a block diagram of an embodiment of an emergency communication
forwarding scenario using insertion of a business continuity service in a coverage path;

FIG. 2B is a block diagram of an embodiment of a system to implement call
forwarding using an appliance to bridge the calls;

FIG. 2C is a block diagram of another embodiment of a system to implement call
forwarding using an appliance to bridge the call;

FIG. 2D is a block diagram of another embodiment of a system to implement call
forwarding using Voice over Internet Protocol (VoIP) termination;

.
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FIG. 2E is a block diagram of an embodiment of a system to implement a click-to-call
communication;

FIG. 2F is a block diagram of an embodiment of a system to handle outbound
communications;

FIG. 3 is a block diagram of an embodiment of an appliance providing business and
workforce continuity services;

FIG. 4A is a pictorial diagram representing an embodiment of a Universal Serial Bus
(USB) device for providing software and services related to business and workforce
continuity;

FIG. 4B is a flow diagram depicted an embodiment of a method for setting up and
provisioning a USB device, such as the device depicted in FIG. 4A;

FIG. 4C is a flow diagram depicted an embodiment of a method for using a USB
device, such as the device depicted in FIG. 4A;

FIG. 5A is a pictorial diagram representing an embodiment of the type of users of the
business and workforce continuity solution described herein;

FIG. 5B is a pictorial diagram representing an embodiment of a user workflow
architecture;

FIG. 5C is a pictorial diagram representing an embodiment of a user interface for
creating an emergency scenario;

FIG. 5D is a pictorial diagram representing an embodiment of a user interface for a
manager to approve an emergency scenario;

FIG. 5E is a pictorial diagram representing an embodiment of a USB device or stick
for a user to use in case of emergency;

FIG. 5F is a pictorial diagram representing an embodiment of a user interface for
testing an emergency scenario;

FIG. 5G is a pictorial diagram representing an embodiment of a user interface for
activating an emergency;

FIG. 5H is a pictorial diagram representing an embodiment of a user interface for
notification of an employee or user;

FIG. 51 is a pictorial diagram representing an embodiment of a user interface
providing an employee communication center;

FIG. 5] is a pictorial diagram representing an embodiment of a user interface

providing information for a roll call;
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FIG. 5K is a pictorial diagram representing an embodiment of a user interface
providing an employee workplace;

FIG. 5L is a pictorial diagram representing an embodiment of a user interface
allowing users to collaborate for resources;

FIG. 5M is a pictorial diagram representing an embodiment of a user interface
allowing users to communicate with peers;

FIG. 5N is a pictorial diagram representing an embodiment of a user interface
allowing users to access a computing environment providing access to applications and data;

FIG. 6A is a pictorial diagram representing embodiments of user interfaces for the
user’s side bar;

FIG. 6B is a pictorial diagram representing other embodiments of user interfaces for
the user’s side bar;

FIG. 7A is a pictorial diagram representing embodiments of user interfaces for startup
screens for the USB device;

FIG. 7B is a pictorial diagram representing other embodiments of user interfaces for
startup screens for the USB device; and

FIG. 7C is a pictorial diagram representing additional embodiments of user interfaces
for startup screens for the USB device.

The features and advantages of the present invention will become more apparent from

the detailed description set forth below when taken in conjunction with the drawings.

Detailed Description of the Invention

FIG. 1A depicts an embodiment of a system for providing business and workforce
continuity services and methods. For example, the business and workforce continuity services
described herein may be deployed in a corporate enterprise, such as part of a corporate
network environment. In brief overview, the system includes a computing device 100,
sometimes referred to as a client, and a telecommunications device 100 in communication
with a workforce continuity (WFC) gateway 192, which provides access to a workforce
continuity (WFC) server 194. The system includes a communication server 196, a media
gateway 198, and one or more databases 185. The system also includes a computer telephone

integration device or software 188, a private branch exchange 186 and a phone 182, a short
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messaging service (SMS) or system 184, and a remote access and computer remote control
software or service 182.

The WFC gateway 192 includes any type and form of gateway, device, appliance or
interface unit to provide access to the WFC server 194. In one embodiment, the WFC
gateway 192 provides a virtual private network (VPN) connection to a computing device 100.
In some embodiments, the WFC gateway 192 provides a Secure Socket Layer (SSL) VPN
connection to a computing device 100. In other embodiments, the WFC gateway 192
provides an [Psec based VPN connection. In some embodiments, the WFC gateway 192
provides one or more of the following services, functionality or operations: SSL VPN
connectivity, switching/load balancing, Domain Name Service resolution, acceleration and an
application firewall for communications between one or more clients and one or more
servers. In some embodiments, the WFC gateway 192 performs any one or more of the
following acceleration techniques: 1) compression; 2) decompression; 3) Transmission
Control Protocol pooling; 4) Transmission Control Protocol multiplexing; 5) Transmission
Control Protocol buffering; and 6) caching. In one embodiment, the WFC gateway 192
provides LAN acceleration. In other embodiments, the WFC gateway 192 provides WAN
acceleration.

In some embodiments, the WFC gateway 192 comprises any of the gateway or
appliances manufactured by Citrix Systems, Inc. of Ft. Lauderdale, Florida. In one
embodiment, the WFC gateway 192 comprises any of the following Citrix Access Gateway
line of appliances: Access Gateway Standard Edition, Access Gateway Advanced Edition,
Access Gateway Enterprise Edition. In another embodiment, the WFC Gateway 192
comprises the Citrix Application Firewall functionality or device. In other embodiments, the
WEFC Gateway 192 comprises any of the Citrix models of NETscaler appliances. In yet
another embodiment, the WFC Gateway 192 comprises any of the Citrix models of
WANSscaler appliances.

The WFC server 194 comprises any type of server, appliance, or computing device
for providing any portion of the services, functionality, operation, logic and/or integration of
the business and workforce continuity services and functionality described herein. In one
embodiment, the WFC server 194 comprises a web server. In another embodiment, the WFC
server 194 comprises an HTTP (HyperText Transfer Protocol) server. In some embodiments,
the WFC server 194 provides a web based user interface for accessing the functionality and
operations of the services described herein. In one embodiment, the WFC server 194

provides a portal web-site or service. The WFC server 194 comprises one or more
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applications, programs, libraries, services, processes, tasks or set of executable instructions
providing the logic, functionality and operations of the business and workforce continuity
services described herein. For example, in one embodiment, the WFC server 194 comprises
any type of workflow or logic engine for handling operations of the system.

In one embodiment, the WFC server 194 comprises any type and form of application
delivery system. In some embodiments, the application delivery system comprises any
portion of the Citrix Access Suite™ by Citrix Systems, Inc., such as the MetaFrame or Citrix
Presentation Server™ and/or any of the Microsoft® Windows Terminal Services
manufactured by the Microsoft Corporation. In one embodiment, the application delivery
system may deliver one or more applications to or users via a remote-display protocol or
otherwise via remote-based or server-based computing. In another embodiment, the
application delivery system may deliver one or more applications to clients or users via
streaming of the application.

In one embodiment, the WFC gateway 192 and/or WFC server 194 includes a policy
engine for controlling and managing the access to, selection of application execution methods
and the delivery of applications. In some embodiments, the policy engine determines the one
or more applications a user or client may access. In another embodiment, the policy engine
determines how the application should be delivered to the user or client, e.g., the method of
execution. In some embodiments, the application delivery system provides a plurality of
delivery techniques from which to select a method of application execution, such as a server-
based computing, streaming or delivering the application locally to a client for local
execution.

The WFC server 194 may interface, comprise or otherwise use one or more databases
185 to store configuration, data or information. The database 185 may comprise any type and
form of database, such as SQL Server manufactured by the Microsoft Corporation of
Redmond, Washington or an Oracle database manufactured by Oracle Corporation of
Redwood Shores, California. In other embodiment, the database 185 comprises an object
database. In another embodiment, the database 185 comprises a file system or one or more
files. In some embodiment, the database 185 stores information or data identifying contact
information and methods of communication for one or more users of the workforce
continuity server 194.

The communication server 196 provides one or more types of communication
services via email, SMS, instant messaging (IM), Voice over Internet Protocol (VoIP) or any

other form of telecommunications and communication mediums and means. In one
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embodiment, the communication server 196 comprises Live Communications Server
manufactured by the Microsoft Corporation. In this embodiment, the communication server
196 provides tools necessary to connect users to public instant messaging (IM) Internet
service providers, such as MSN, AOL, and Yahoo!. Using Microsoft Office Communicator
manufactured by the Microsoft Corporation , the Live Communications Server enabled users
who are licensed for public IM connectivity, can add contacts, send instant messages, and
share presence information with users of MSN Messenger, AOL Instant Messenger (AIM)
and Yahoo! Messenger. In one embodiment, the computing device 100 or
telecommunication device 100’ comprises the Microsoft Office Communicator.

In some embodiment, the communication server 196 provides any of the following:
1) search for contacts easily using an Address Book Service. This allows users to search for
others via their corporate global address list (GAL), as well as local address information on
their computer, 2) Integrate with Microsoft Office Outlook and Microsoft Exchange Server to
let users view other contacts' free/busy information from their schedule, as well as display
their 'Out of Office' messages directly in Microsoft Office Communicator, 3) extend
presence, including the ability to allow users to set 'custom notes', to provide more rich
information to other contacts, enabling them to make more informed decisions on how to
interact, 4) Control enterprise phones directly from a computing device 100. With the
appropriate private branch exchange (PBX) or public switched telephone network (PSTN)
gateway infrastructure in place, Microsoft Office Communicator provides integration with
enterprise telephony systems, allowing the user to initiate calls and even divert calls to a
remote location when they are not at their desk, and 5) Initiate conference calls with partner
service providers directly from Microsoft Office Communicator making it easier for
information workers to communicate with others.

The media gateway 198 comprises any type and form of server, gateway, device or
appliance for communicating, translating or interfacing between disparate
telecommunications networks. In one embodiment, a media gateway provides an interface
between a first type of telecommunication network and a second type of telecommunication
network. In another embodiment, a media gateway provides an interface between a first type
of telecommunication protocol and a second type of telecommunication. In some
embodiments, the media gateway converts between the different transmission and coding
techniques of the telecommunication networks. In one embodiment, the media gateway
comprises a Voice over Internet Protocol (VoIP) media gateway. In some embodiments, the

media gateway performs the conversion between Time Division Multiplexing (TDM) voice
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to VoIP. In yet another embodiment, the media gateway comprises a signaling gateway. In
some embodiments, a Signaling Gateway is a network component for translating signaling
messages (e.g.,. information about call establishment and teardown) between one medium
(e.g., Internet Protocol and another (PSTN). For example, a signaling gateway might
translate between ISUP (ISDN User Part) and Session Initiation Protocol (SIP). In one
embodiment, the media gateway may comprises a SMS gateway.

In one embodiment, the gateway 192, WFC server 196 or media gateway provides or
supports the provision of IP telephony services and applications to a telecommunication
device 100. In some embodiment, the gateway 200 includes Voice Office Applications
having a set of one or more telephony applications. In one embodiment, the Voice Office
Applications comprises the Citrix Voice Office Application suite of telephony applications
manufactured by Citrix Systems, Inc of Ft. Lauderdale, Florida. The gateway 192, WFC
server 196 or media gateway may transcode, transform or otherwise process user interface
content to display in the form factor of the display of the telecommunication device 100.

The computer telephony integration (CTI) 188 comprises software, hardware or any
combination of software and hardware that provides a link between telephone systems and
computers to facilitate incoming and outgoing call handling and control. In one embodiment,
the CTI comprises a physical link between a telephone and server. In some embodiments,
CTT is a technique by which computers control telephony systems such as PBXs, for
example, a call center where calls are queued up and routed to agents based on criteria such
as caller ID and called number.

The PBX 186 comprises any type and form of private branch exchange. In some
embodiments, a PBX 186 comprises a private voice-communications-capable switching
facility located in a entity’s premises which provides on-premises connection between
terminals connected to it, including dial service, and may provide connections to between
those terminals and other communications networks, including a PSTN (Plain Old Telephone
System).

The telephone 182 may comprise any type and form of telecommunication device.
The telephone 182 may comprise software, hardware, or any combination of software and
hardware. In one embodiment, the phone 182 is a plain old analog phone. In another
embodiment, the phone 182 is a digital telephone. In some embodiments, the Phone may
comprise a VoIP device for communicating voice data over internet protocol
communications. For example, in one embodiment, the IP Phone may include any of the

family of Cisco IP Phones manufactured by Cisco Systems, Inc. of San Jose, California. In
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another embodiment, the I[P Phone may include any of the family of Nortel IP Phones
manufactured by Nortel Networks, Limited of Ontario, Canada. In other embodiments, the
IP Phone may include any of the family of Avaya IP Phones manufactured by Avaya, Inc. of
Basking Ridge, New Jersey. The phone may support any type and form of protocol,
including any real-time data protocol, Session Initiation Protocol (SIP), or any protocol
related to IP telephony signaling or the transmission of media, such as voice, audio or data
via a network 104. The phone may include any type and form of user interface in the
support of delivering media, such as video, audio and data, and/or applications to the user of
the IP.

The SMS Messaging 184 comprises software, hardware or any combination of
software and hardware for transmitting and/or receiving Short Message Service messages. In
one embodiment, the SMS messaging 184 comprises a service, gateway or interface for
communicating SMS messages from one type of telecommunication form or network to a
device capable of sending and/or receiving SMS. In some embodiments, the SMS messaging
may be deployed on any type and form of device, gateway, server or appliance, including the
WEC server 194, WFC gateway or Media gateway 198.

In one embodiment, the system may include multiple, logically-grouped servers In
these embodiments, the logical group of servers may be referred to as a server farm. In some
of these embodiments, the serves may be geographically dispersed. In some cases, a farm
may be administered as a single entity. For example, any of the WFC gateway, WFC server,
LCS server, database, and/or media gateway may be deployed as a server farm. In other
embodiments, the server farm comprises a plurality of server farms. In one embodiment, the
server farm executes one or more applications on behalf of one or more clients. The servers
within each farm can be heterogeneous. One or more of the servers can operate according to
one type of operating system platform (e.g., WINDOWS NT, manufactured by Microsoft
Corp. of Redmond, Washington), while one or more of the other servers 106 can operate on
according to another type of operating system platform (e.g., Unix or Linux). The servers of
each farm do not need to be physically proximate to another server in the same farm 38.
Thus, the group of servers logically grouped as a farm may be interconnected using a wide-
area network (WAN) connection or medium-area network (MAN) connection. For example,
a farm may include servers 106 physically located in different continents or different regions
of a continent, country, state, city, campus, or room. Data transmission speeds between
servers in the farm can be increased if the servers are connected using a local-area network

(LAN) connection or some form of direct connection.
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Although FIG. 1A shows a network 104 between the devices 100 and the gateway
192, the devices 100, 100’ and/or the gateway 192 may be on the same network 104 or on
different networks 104 and 104°. The networks 104, 104’ can be the same type of network or
different types of networks. The network 104 and/or the network 104° can be a local-area
network (LAN), such as a company Intranet, a metropolitan area network (MAN), or a wide
area network (WAN), such as the Internet or the World Wide Web. In one embodiment,
network 104’ may be a private network and network 104 may be a public network. In some
embodiments, network 104 may be a private network and network 104’ a public network. In
another embodiment, networks 104 and 104’ may both be private networks. In some
embodiments, clients 102 may be located at a branch office of a corporate enterprise
communicating via a WAN connection over the network 104 to the servers 106 located at a
corporate data center.

The network 104 and/or 104’ be any type and/or form of network and may include
any of the following: a point to point network, a broadcast network, a wide area network, a
local area network, a telecommunications network, a data communication network, a
computer network, an ATM (Asynchronous Transfer Mode) network, a SONET
(Synchronous Optical Network) network, a SDH (Synchronous Digital Hierarchy) network, a
wireless network and a wireline network. In some embodiments, the network 104 may
comprise a wireless link, such as an infrared channel or satellite band. The topology of the
network 104 and/or 104’ may be a bus, star, or ring network topology. The network 104
and/or 104’ and network topology may be of any such network or network topology as
known to those ordinarily skilled in the art capable of supporting the operations described
herein.

FIG. 1B depicts another embodiment of a system for providing business and
workforce continuity services and methods deployed in a data center. In brief overview, the
business and workforce continuity system 160 referred to herein as WFC or BMC, is
deployed in a data center such that there is a primary system and a backup system. In this
embodiment, the appliance gateway 192, WFC server 194 and communication server 196
(Live Communication server (LCS)) are in communication with an Lightweight Directory
Access Protocol (LDAP) Server 195. The WFC server 195 is in communication with an
Internet Telephony Service Provider (ITSP) 164, which provides an interface to a PBX 186 at
a customer site 166 having one or more computing or telecommunication devices 100, 100°.

The ITSP 164 also provides access to a Public Switched Telephone Network (PSTN) 182.
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Any user computing device 100 may access the services of the system 160 via the network
104.

In one embodiment, the primary portion of the system 160 is active and upon
identification of a failure or error with the primary system, the backup portion of the system
becomes active. In some embodiments, the primary portion transmits, or the backup portion
obtains from the primary, information about state, status, data and/or any other information to
be able to take over responsibility from the primary portion in a seamless and transparent
manner.

Referring now to FIG. 1C, an embodiment of a telecommunication call fall is depicted
in another deployment of the business and workforce continuity system 160. In this
embodiment, the BCM 160 provides a system and method for automatically forwarding a
call to an emergency call. The BCM 160 intercepts the call leveraging the coverage path and
transfers a call to a user inside a PBX to an emergency contact number of the user when the
PBX extension is not answered. At step 1, a user via a telecommunication device 100 places
a telecommunication call to an extension of a user in a PBX system. At step 2, the dialed
PBX telephone extension rings but is not answered. At step 3, the PBX sends the call to an
external service number, such as a 1-800 number, via a path in its coverage path. The PBX
routes the call to the local telco (telecommunications) provider, such a via a Primary Rate
Interface (PRI). The local telco provider routes the call via the PSTN to the ITSP. At step 4,
the ITSP coverts the call to a VoIP and sends the call to a data center or the business and
workforce continuity system 160. At step 5, the system 150 queries for phone numbers, such
as emergency contact numbers, in the database 185. At step 6, the system 160 places an
outbound call to the queried number. The ITSP carrier 164 receives the outbound call and, at
step 7, coverts the call to PSTN 162 to complete the call. At step 8, the phone 100 identified
by the emergency contact number rings.

The servers, gateway, database, computer and telecommunication, software and
services and any other item depicted in FIGs. 1A-1C may be deployed as and/or executed on
any type and form of computing device, such as a computer, network device or appliance
capable of communicating on any type and form of network and performing the operations
described herein. FIGs. 1D and 1E depict block diagrams of a computing device 100. As
shown in FIGs. 1D and 1E, each computing device 100 includes a central processing unit
101, and a main memory unit 122. As shown in FIG. 1D, a computing device 100 may
include a visual display device 124, a keyboard 126 and/or a pointing device 127, such as a

mouse. Each computing device 100 may also include additional optional elements, such as
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one or more input/output devices 130a-130b (generally referred to using reference numeral
130), and a cache memory 140 in communication with the central processing unit 101.

The central processing unit 101 is any logic circuitry that responds to and processes
instructions fetched from the main memory unit 122. In many embodiments, the central
processing unit is provided by a microprocessor unit, such as: those manufactured by Intel
Corporation of Mountain View, California; those manufactured by Motorola Corporation of
Schaumburg, I1linois; those manufactured by Transmeta Corporation of Santa Clara,
California; the RS/6000 processor, those manufactured by International Business Machines
of White Plains, New York; or those manufactured by Advanced Micro Devices of
Sunnyvale, California. The computing device 100 may be based on any of these processors,
or any other processor capable of operating as described herein.

Main memory unit 122 may be one or more memory chips capable of storing data and
allowing any storage location to be directly accessed by the microprocessor 101, such as
Static random access memory (SRAM), Burst SRAM or SynchBurst SRAM (BSRAM),
Dynamic random access memory (DRAM), Fast Page Mode DRAM (FPM DRAM),
Enhanced DRAM (EDRAM), Extended Data Output RAM (EDO RAM), Extended Data
Output DRAM (EDO DRAM), Burst Extended Data Output DRAM (BEDO DRAM),
Enhanced DRAM (EDRAM), synchronous DRAM (SDRAM), JEDEC SRAM, PC100
SDRAM, Double Data Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ESDRAM),
SyncLink DRAM (SLDRAM), Direct Rambus DRAM (DRDRAM), or Ferroelectric RAM
(FRAM). The main memory 122 may be based on any of the above described memory chips,
or any other available memory chips capable of operating as described herein. In the
embodiment shown in FIG. 1D, the processor 101 communicates with main memory 122 via
a system bus 150 (described in more detail below). FIG. 1D depicts an embodiment of a
computing device 100 in which the processor communicates directly with main memory 122
via a memory port 103. For example, in FIG. 1E the main memory 122 may be DRDRAM.

FIG. 1E depicts an embodiment in which the main processor 101 communicates
directly with cache memory 140 via a secondary bus, sometimes referred to as a backside
bus. In other embodiments, the main processor 101 communicates with cache memory 140
using the system bus 150. Cache memory 140 typically has a faster response time than main
memory 122 and is typically provided by SRAM, BSRAM, or EDRAM. In the embodiment
shown in FIG. 1D, the processor 101 communicates with various I/O devices 130 via a local
system bus 150. Various busses may be used to connect the central processing unit 101 to

any of the I/0 devices 130, including a VESA VL bus, an ISA bus, an EISA bus, a
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MicroChannel Architecture (MCA) bus, a PCI bus, a PCI-X bus, a PCI-Express bus, or a
NuBus. For embodiments in which the I/O device is a video display 124, the processor 101
may use an Advanced Graphics Port (AGP) to communicate with the display 124. FIG. 1E
depicts an embodiment of a computer 100 in which the main processor 101 communicates
directly with I/O device 130 via HyperTransport, Rapid I/O, or InfiniBand. FIG. 1E also
depicts an embodiment in which local busses and direct communication are mixed: the
processor 101 communicates with I/O device 130 using a local interconnect bus while
communicating with I/O device 130 directly.

The computing device 100 may support any suitable installation device 116, such as a
floppy disk drive for receiving floppy disks such as 3.5-inch, 5.25-inch disks or ZIP disks, a
CD-ROM drive, a CD-R/RW drive, a DVD-ROM drive, tape drives of various formats, USB
device, hard-drive or any other device suitable for installing software and programs such as
any business and workforce continuity software 120, or portion thereof. The computing
device 100 may further comprise a storage device 128, such as one or more hard disk drives
or redundant arrays of independent disks, for storing an operating system and other related
software, and for storing application software programs such as any program related to the of
business and workforce continuity software 120. Optionally, any of the installation devices
116 could also be used as the storage device 128. Additionally, the operating system and the
software can be run from a bootable medium, for example, a bootable CD, such as
KNOPPIX®, a bootable CD for GNU/Linux that is available as a GNU/Linux distribution
from knoppix.net.

Furthermore, the computing device 100 may include a network interface 118 to
interface to a Local Area Network (LAN), Wide Area Network (WAN) or the Internet
through a variety of connections including, but not limited to, standard telephone lines, LAN
or WAN links (e.g., 802.11, T1, T3, 56kb, X.25), broadband connections (e.g., ISDN, Frame
Relay, ATM), wireless connections, or some combination of any or all of the above. The
network interface 118 may comprise a built-in network adapter, network interface card,
PCMCIA network card, card bus network adapter, wireless network adapter, USB network
adapter, modem or any other device suitable for interfacing the computing device 100 to any
type of network capable of communication and performing the operations described herein.
A wide variety of I/O devices 130a-130n may be present in the computing device 100. Input
devices include keyboards, mice, trackpads, trackballs, microphones, and drawing tablets.
Output devices include video displays, speakers, inkjet printers, laser printers, and dye-

sublimation printers. The I/O devices 130 may be controlled by an I/O controller 123 as
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shown in FIG. 1D. The I/O controller may control one or more I/O devices such as a
keyboard 126 and a pointing device 127, e.g., a mouse or optical pen. Furthermore, an I/O
device may also provide storage 128 and/or an installation medium 116 for the computing
device 100. In still other embodiments, the computing device 100 may provide USB
connections to receive handheld USB storage devices such as the USB Flash Drive line of
devices manufactured by Twintech Industry, Inc. of Los Alamitos, California.

In some embodiments, the computing device 100 may comprise or be connected to
multiple display devices 124a-124n, which each may be of the same or different type and/or
form. As such, any of the I/O devices 130a-130n and/or the I/O controller 123 may comprise
any type and/or form of suitable hardware, software, or combination of hardware and
software to support, enable or provide for the connection and use of multiple display devices
124a-124n by the computing device 100. For example, the computing device 100 may
include any type and/or form of video adapter, video card, driver, and/or library to interface,
communicate, connect or otherwise use the display devices 124a-124n. In one embodiment, a
video adapter may comprise multiple connectors to interface to multiple display devices
124a-124n. In other embodiments, the computing device 100 may include multiple video
adapters, with each video adapter connected to one or more of the display devices 124a-124n.
In some embodiments, any portion of the operating system of the computing device 100 may
be configured for using multiple displays 124a-124n. In other embodiments, one or more of
the display devices 124a-124n may be provided by one or more other computing devices,
such as computing devices 100a and 100b connected to the computing device 100, for
example, via a network. These embodiments may include any type of software designed and
constructed to use another computer’s display device as a second display device 124a for the
computing device 100. One ordinarily skilled in the art will recognize and appreciate the
various ways and embodiments that a computing device 100 may be configured to have
multiple display devices 124a-124n.

In further embodiments, an I/O device 130 may be a bridge 170 between the system
bus 150 and an external communication bus, such as a USB bus, an Apple Desktop Bus, an
RS-232 serial connection, a SCSI bus, a FireWire bus, a FireWire 800 bus, an Ethernet bus,
an AppleTalk bus, a Gigabit Ethernet bus, an Asynchronous Transfer Mode bus, a HIPPI bus,
a Super HIPPI bus, a SerialPlus bus, a SCI/LAMP bus, a FibreChannel bus, or a Serial
Attached small computer system interface bus.

A computing device 100 of the sort depicted in FIGs. 1D and 1E typically operate

under the control of operating systems, which control scheduling of tasks and access to
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system resources. The computing device 100 can be running any operating system such as
any of the versions of the Microsoft® Windows operating systems, the different releases of
the Unix and Linux operating systems, any version of the Mac OS® for Macintosh
computers, any embedded operating system, any real-time operating system, any open source
operating system, any proprietary operating system, any operating systems for mobile
computing devices, or any other operating system capable of running on the computing
device and performing the operations described herein. Typical operating systems include:
WINDOWS 3.x, WINDOWS 95, WINDOWS 98, WINDOWS 2000, WINDOWS NT 3.51,
WINDOWS NT 4.0, WINDOWS CE, and WINDOWS XP, all of which are manufactured by
Microsoft Corporation of Redmond, Washington; MacOS, manufactured by Apple Computer
of Cupertino, California; OS/2, manufactured by International Business Machines of
Armonk, New York; and Linux, a freely-available operating system distributed by Caldera
Corp. of Salt Lake City, Utah, or any type and/or form of a Unix operating system, among
others.

In other embodiments, the computing device 100 may have different processors,
operating systems, and input devices consistent with the device. For example, in one
embodiment the computer 100 is a Treo 180, 270, 1060, 600 or 650 smart phone
manufactured by Palm, Inc. In this embodiment, the Treo smart phone is operated under the
control of the PalmOS operating system and includes a stylus input device as well as a five-
way navigator device. Moreover, the computing device 100 can be any workstation, desktop
computer, laptop or notebook computer, server, handheld computer, mobile telephone, any
other computer, or other form of computing or telecommunications device that is capable of
communication and that has sufficient processor power and memory capacity to perform the
operations described herein.

Referring now to FIG. 2A, another embodiment of a scenario via the BCM 160 for
emergency call forwarding is depicted. As illustrated, the BCM 160 is integrated into,
connected or linked via an interface point in the coverage path of call transfers in the PBX.
In one embodiment, the coverage path of the PBX is configured, modified, defined, designed,
constructed or otherwise adapted to transfer the call to the BCM. In some embodiments, the
coverage path is adapted to transfer the call to an external number of a service, such as the
telephone number of 1-800 service. The service may provide a media gateway to translate or
interface the call from one type of telecommunication network or protocol to another. In
other embodiments, the coverage path is adapted to transfer the call to a BCM appliance or

server, such as the WFC gateway or WFC server as depicted in FIG. 1A.
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As depicted if FIG. 2A, this coverage path integration technique automatically signals
to the PBX to redirect extensions to TDM lines for any user and without any user
intervention. If a corporate user is displaced under a disaster or emergency, a call to the user
will be automatically and transparently redirected from the PBX system to an emergency
contact number queried from a database. In one embodiment, the BCM transfers the call to a
mobile phone number. In another embodiment, the BCM transfers the call to an IP phone,
VoIP phone, such as a soft phone on a computing device 100.

The BCM 160 may deploy any type and form of system or use a service that
determines the most effective or appropriate emergency contact number for contacting a user.
In some embodiments, the service verifies or confirms the current status of an ordered list of
emergency contact info to determine at which number or telecommunication means a user
can be reached. In one embodiment, the services determines the status of the emergency
contact numbers or which one to use for that user at, before, or during the emergency. For
example, upon the coverage path transferring to the BCM, the BCM may then check the
status, via the service or otherwise, of the contact numbers. In one embodiment, the BCM
determines the last emergency contact number used to contact or reach a user. In another
embodiment, the BCM attempt to transfer the call to an emergency contact number provided
by the user and stored in the database. In some embodiments, the BCM tries to transfer the
call to one of a plurality of enumerated contact numbers stored in the database.

In still other embodiments, if the BCM is unable to transfer the call to a contact
number of the user then the BCM may transfer the call back to the coverage path of the PBX.
In some embodiments, the PBX will continue to the next point in the coverage path. For
example, the PBX may then transfer the call to voice mail. In another embodiment, if the
BCM cannot transfer the call to a contact number of the user, the BCM may terminate or drop
the call. In some embodiments, the BCM may accept the call and provide a voice mail
service for the user. In yet another embodiment, the BCM may transmit or forward the voice
mail message to the user upon obtaining a working contact number or determining a contact
number in which to reach the user.

Referring now to FIG. 2B, another embodiment of a solution via the BCM for call
forwarding with a PSTN network or from a PSTN to SIP is depicted. In this example and in
one embodiment, the BCM is used to bridge PSTN to PSTN calls. Also in this example of
FIG. 2B and in another embodiment, the BCM forwards or transfers the call to a softphone or
IP phone and acts as a PSTN to SIP gateway. In some embodiments, the BCM appliance
transfers or translates the call to the softphone via a VPN appliance. As shown in FIG. 2B
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and as described below in more detail, the BCM system may be deployed in the form of an
appliance.

Referring now to FIG. 2C, an embodiment of the details of a call forwarding scenario
via the BCM is depicted. Atstep 1, a caller initiates a phone call via the PSTN to a PBX
extension, for example, extension 2034 as shown in FIG. 2C. The PBX extension, at step 2,
rings without an answer. And at step 3, the PBX via the coverage path integration technique
described above, transfers the call to a VoIP gateway (media gateway 184). At step 4, the
VoIP gateway transmits a SIP transaction, e.g., SIP invite — call route request, to a SIP
redirect proxy. The SIP redirect proxy requests a number forwarding lookup from the BCM,
and responds with a SIP 302 moved command with the forwarding number, at step 6, to the
VoIP gateway. At step 7, the VoIP gateway transfers, routes, or translates the call from SIP
to the PBX to make an outbound call at step 8 to the user’s forwarding number. If the user
does not answer, at step 9, the coverage path of the PBX may have the call transfer to a voice
mail server.

FIG. 2D depicts another embodiment of the BCM to provide call forwarding to a
VolIP, IP or softphone using VoIP termination. In this embodiment, the VoIP gateway, at
step 6, receives a SIP 302 moved command to redirect the response to SIP
telecommunication destination, e.g., john(@citrix.com. In response, at step 7 and in one
embodiment, the VoIP gateway establishes via a network, such as the Internet, an IP based
telecommunication session to a softphone, IP phone or VoIP phone associated with the
destination. In another embodiment, at step, the VoIP gateway established a connection to a
telephone via a second VoIP gateway providing a media gateway or interface via PSTN to a
plain old telephone or cellular phone of the user.

FIG. 2E depicts an embodiment of the BCM using a click 2 call implementation to
initiate the telecommunication session. A BCM Client intercepts the number to call (number
clicked), and pairs this with the users preferred call back device (e.g., cell or local extension)
and sends the two numbers to BCM. BCM places both calls though the PBX and bridges the
call once they are both connected.

FIG. 2F depicts another embodiment for outbound calling that is similar to click-to-
call in an emergency location. In this embodiment, a BCM client on computing device 100
initiates an outbound call request to the BCM appliance. The BCM appliance first dials user
at the emergency location and the BCM appliance bridges the call to the outbound number

with the user’s phone.
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FIG. 3 depicts another embodiment of the BCM as a appliance based deployment. In
one embodiment, the functionality described herein, such as any of the VoIP infrastructure
logic, functions or operations described above may be deployed in a single appliance. As
illustrated in the appliance of FIG. 3, the BCM appliance may include one or more modules,
programs, applications, logic, operations or executable instructions in software and/or
hardware to provide one or more of the following: 1) Business Continuity and Workforce
displacement management (BCM), 2) PBX integration and SIP proxy, 3) a database, 4)
instant messaging and presence, 5) Network Interfaces, and 6) ISDN interfaces.

The BCM logic and management includes operations, logic, and functions to provide
any type and form of a 1) web portal, 2) work flow engine, 3) database connectivity, 4)
LDAP connectivity and 5) server configuration. The PBX integration and SIP Proxy includes
operations, logic and functions to provide translation, a gateway or otherwise an interface
between PSTN and SIP or H.323 to SIP. In some embodiments, the PBX integration can
federate with the communication server, such as with a Live Communications Server (LCS).
The Instant Messaging and Presence module includes supports for TCP and SSL or TLS, and
any type and form of SIP based phone, such as a generic SIP phone. The Network Interfaces
of the BCM appliance include support for any type and form of communications for or
related to SIP and H.323 trunks, as well as general network connectivity, including TCP/IP
based networking communications. The ISDN interfaces support PRI/BRI ISDN interfaces
and in one embodiment, may be used when a SIP or H.423 trunk is not available.

As illustrated in FIG. 3, the BCM appliance may support, integrate, interface,
communicate or otherwise work with any type and form of PBX system, including but not
limited to any model and type of PBX system manufactured or provided by Avaya, Cisco,
Nortel, MyTel or Semmins. In one embodiment, the PBX system includes voice mail.

Although the appliance is depicted in FIG. 3 with a Linux based operating system, the
BCM appliance or BCM server or any other component of the solution may be deployed on
any type and form of operating system supported by a computing or telecommunications
device 100.

On the client-side of the embodiment of the BCM solution depicted in FIG. 2, a
computing device may include one or more client agents, or other software to provide one or
more of the following functions or applications: 1) click to call, 2) a SIP phone or IP based
phone, VoIP phone, 3) Instant messaging and presence, 4) BCM logic, and 5) VPN logic. In
some embodiments, any one or more, or all, of these functions or applications may be

provided or delivered via a USB device or stick. In other embodiments, any one or more, or
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all, of these functions or applications may be provided or delivered via download from a web-
site, such as a BCM portal, or from a BCM appliance or WFC gateway. In another
embodiment, an appliance, such as the BCM appliance or WFC gateway may automatically
deliver the client-side applications or agent, and the computing device may automatically
install and/or execute the applications.

The BCM logic on the client includes logic, functions, or operations to perform
account validation with a BCM appliance or BCM server, such a user authentication and
authorization. It may also include any executable instructions to communicate with the BCM
appliance to receive and/or transmit data and information related to business and workforce
continuity functionality described herein. The VPN logic includes logic, functions or
operations to establish a virtual private network (VPN) connection with a private network,
such as a corporate or enterprise network. As illustrated in FIG. 2, a computing device 100
may establish a VPN connection via a VPN appliance to the BCM appliance on a private
network which interfaces with a PBX system.

The client may include one or more client agents to provide 1) end point detection and
authorization, 2) LAN and application delivery acceleration, 4) WAN acceleration, 5) remote
display or server based computing processing, 6) VPN and secure access gateway
functionality, or 7) application delivery. The client agent may include any of the client
agents manufactured by Citrix Systems, Inc. including but not limited to, any of the client
agents for the Access Gateway appliance, NETscaler appliance, Citrix Application Firewall,
or WANSscaler appliance. The client agent may also include an ICA client that supports the
Independent Computing Architecture (ICA) protocol of Citrix Systems, Inc. and as used with
the Citrix Presentation Server product embodiments. In another embodiment, the client
agent may include any type and form of agent for supporting or providing streaming of one or
more applications.

In another embodiment, the BCM solution described herein can be deployed as a
Software-as-a-Service (SaaS) model. Any portion of the functionality, operations or logics of
the BCM described herein can be provided via a hosted application model that is accessed by
ong or more users via a web-page or portal. In some embodiments, the software stack of the
relational database management system, operating system and application are designed for
multi-tenancy — hosting multiple customers simultaneously. The SaaS delivery model of the
BCM solution described herein may provide business process configurability, such as
notification, scenarios, work flows, etc. The hosted BCM solution may also provide for user

gencrated content, such as surveys, messages boards, and status. Additionally, via the hosted
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solution, uses may update and configure resource maps dynamically to identify types and
locations of resources to use in an emergency scenario. In some embodiments, the SaaS
delivery model of the BCM solution minimized end user customization while providing
Voice and remote computer access, such as via GotToMyPC of Citrix Online.

Referring now to FIG. 4A, an embodiment representing the BCM client-side content
or delivery of content via a USB device or stick is depicted. In an emergency scenario, the
USB device comprises one or more applications, programs or executable instructions to
provide the user a convenient, seamless or automatic mechanism to establish a connection,
communications and interface with the BCM server or appliance, and the functionality
provided thereby. A user may connect the USB device to any computing device and gain
access to the functionality of the content of the USB device as well as access to the web-
portal of the BCM solution. In brief overview, the USB device may provide the following
functionality: 1) remote desktop, 2) message board, 3) secure instant messaging, 4) soft
phone, 5) announcement board, 6) forced contact information entry, 7) roll call report, 8)
secure storage and a 9) WFC client. The WFC client may be sued for connecting,
communicating or interacting with the WFC gateway, WFC server or any portion of the
BCM solution as described herein.

Referring now to FIG. 4B, an embodiment of a method for setting up and
provisioning a BCM USB device is depicted. An administrator may create one or more users
via an LDAP directory service, import the users and create one or more groups. The users
may be grouped logically by functional area, department, geography, emergency response
team, etc. A BCM USB stick is provided to the users, and an email is sent to each of the
users providing information and instructions with regards to provisioning. The user receives
the USB stick and email. The email may include a link or URL for installation of applications
related to the USB stick or for otherwise provisioning or readying the USB stick for use with
the BCM system. The instructions may inform the user to insert the stick into the computing
device and click the install link/URL. Upon clicking the installation URL, installation of an
online remote desktop control and collaboration agent, such as GoToMyPC from Citrix
Online is initiated. The GoToMyPC online system receives a request with user and WFC
server generated credential and code, and in response, creates a user in the GoToMyPC
system. Any user passwords, codes and credentials for GoToMyPC may be stored in a
database and associated with the user. A WFC client is downloaded and installed on the USB
stick. In one embodiment, the WFC client is downloaded or provided by the WFC gateway
or WFC server. The installation processes installs a shortcut to GoToMyPC onto the stick.
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Upon completion of the installation, the BCM USB stick has been setup for the user to use
with the BCM server or appliance in case of emergency.

FIG. 4C depicts an embodiment of a scenario of a user deploying the BCM USB
device provisioned in accordance with FIG. 4B. At step 1, the user plugs in the USB stick
and a step 2, the user authenticates with the BCM servers or the BCS (Business Continuity
Service as it may be referred to in the case of an SaaS model), for example via LDAP. At
step 3, in some embodiments, the user launches GoToMyPC. In one embodiment, the user is
not required to provide any password or access code. In another embodiment, the client
computing device prompts the user for an access code. At step 4, the BCM/BCS finds the
GoToMyPC credentials for the user which may be stored in the database. At step 5, the
BCM/BCS authenticates the user with GoToMyPC. At step 6, a connection between the
client and user’s host computer is established.

Although the above description of provisioning and using the BCM USB stick is
generally described in conjunction with GoToMyPC, the USB stick and BCM server or
services may be designed and constructed to use any type and form of remote desktop control
application, program or service, or any type and form of online collaboration tool.

Referring now to FIGs. SA-5N, embodiments of a web based user interface or portal
provided by the BCM (WFC) server or via the BCM solution deployed as a SaaS model are
depicted. The BCM provides a single point of contact for the setup, registration, and access
of business and workforce continuity services, such as in the case of a disaster or emergency.
The BCM solution generally follows a three-step paradigm, methodology or scenarios of 1)
prepare, 2) emergency, and 3) work. Under a preparation scenario, the BCM solution
provides user interfaces and functionality to plan emergency scenarios, perform emergency
drills or test, and to provision USB keys or devices. The preparation user interfaces and
functionality described herein allow an emergency response team to prepare and configure
emergency scenarios and configure the system for execution or deployment under a real
emergency or disruptive event. When an emergency or disruptive event occurs, the BCM
system provides user interfaces and functionality to deliver alerts and notifications to the user
community, management and emergency response team as well as providing a roll and
employee directory mechanism to account for, and obtain status and other information from
geographically displaced team members. The emergency functionality of the BCM system
allows for seamless ad-hoc collaboration among a displaced workforce. As displaced team
member come online via the BCM solution, the next phase is the work phase. The BCM

solution with client-side access provided via a USB stick allows displaced workers to obtain
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access to applications and data via any remote computing device. A displaced worker may
be able to obtain access to his or hers corporate computer via GoToMyPC or to a remote
desktop computing environment via Citrix Presentation Server. Additionally, a displaced
work can communicate via softphone, instant messaging. SMS and the like via the Voice
infrastructure of the BCM solution to facilitate work and emergency related activities.

The components of the BCM continuity system or service comprises: 1) keys, 2)
servers and 3) services. The BCM solution provides users access and communication tools
and capabilities via a provisioned USB device, stick or key. The server component of the
BCM solution provides alerts and notification services, communication services, such as
those provided by Live Communication Server, and secure access services such as via a VPN
or SSL VPN gateway. The BCM solution also integrates with and provides access to remote
desktop control and access services, such as GoToMyPC, as well as SMS and VoIP delivery
of communications.

With the web-portal and user interfaces depicted in FIGs. SA-5N, the BCM solutions
provides scenario planning tools for Emergency Response Team personnel, as well as run-
time collaboration and communication tools. The BCM servers and appliances provide an
emergency communication and tracking solution for organizations. The BCM USB stick
provides a simple and secure “work from anywhere” type solution for employees, such as
employees displaced by an emergency or disruptive event.

Referring now to FIG. 5A, the BCM user interface or web portal is designed and
constructed generally with three types of personas: 1) emergency response team (ERT), 2)
employees and 3) managers. The ERT prepare and configure scenarios, groups and zones as
will be illustrated in further detail below. The employees receive and response to alert
notifications, and use a client-side sidebar and/or emergency workplace portion of the portal
to work during the Emergency situation. Managers use the portal and user interfaces
described herein to access history and reports, such as a roll call, in managing the workforce
during an emergency or disruptive situation. Although generally described from the
perspective of these three personas, the BCM user interfaces or web portals may be designed
and constructed for other types of users.

FIG. 5B depicts an embodiment of a user flow architecture in accessing or using the
functionality provided by the BCM user interface or web portal. During the prepare phase,
the ERT prepare zones, groups, surveys and notifications, and create, test and approve

emergency scenarios. The employee may receive email with explanation on how to provision
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the USB device kit he or she received. Managers approve prepared or configured emergency
scenarios.

During the emergency portion of the user flow, the ERT activate an emergency, send
emergency alert notifications, and update status, issue announcements and surveys.
Employees receive emergency alert notifications, respond and update contact information,
and plug in USB device. A manager may use the remote workplace portion of the portal or
BCM web-site to post messages, read status updates and answer surveys. Also, the manager
may review, update or otherwise manage the roll call portion of the web-site.

During the work portion of the user flow, employees use the sidebar deployed via the
plugged in USB device to collaborate with other employees via the BCM system. In some
embodiments, the employee launches GoToMyPC to use work computer remotely. The
manager reviews and works with reports and history information provided by the BCM
solution.

FIG. 5C depicts an embodiment of user interfaces for an ERT team member to create
emergency scenarios. Via these user interfaces, ERT personnel created groups, zones,
surveys, notifications, and scenarios.

FIG. 5D depicts an embodiment of user interfaces for a manager to approve a
prepared scenario. In some embodiments, a scenario may be configured to require a
predetermined or minimum number of signatures (e.g., electronic approval) before the
scenario is approved.

FIG. 5E depicts an embodiment of a BCM USB device kit provided to employees or
users who will access the BCM services under an emergency or disruptive solution. The kit
may comprise any type and form of case designed and constructed to hold the desired
contents thereof. In some embodiments, the kit includes a USB drive or stick having content
as described in conjunction with FIGs. 4A-4C, any type and form of headset for
telecommunications, and an instructional pamphlet. In some embodiments, employees would
maintain the USB kit in a manner appropriate to have access during a workplace disruption or
emergency situation.

FIG. 5F depicts an embodiment of a user interface for an ERT to test a configured
emergency scenario. In some embodiment, testing the emergency scenario is similar to a real
emergency except for a smaller group of people. An ERT selects a scenario from a list of one
or more configured scenarios, activates the test scenario and selected one or more recipients

to participate in the test.
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FIG. 5G depicts embodiments of user interfaces for an ERT to activate an emergency.
As shown in FIG. 5G, a ERT selects a scenario from a list of one or more scenarios, and
activate s the emergency scenario. In some embodiments, approval requests are issued if the
activation of the scenario required approval. For example, approval requests may be In one
embodiment, the emergency scenario does not complete activation until a minimum set of
approvals are obtained. In others embodiments, approval requests are issued but are optional
to activate the emergency. Upon activation or completion thereof, USB devices, sidebar and
workplace functionality are activated.

FIG. 5H depicts embodiments of user interfaces for providing employee emergency
notification. The alert is activate and notifications are sent. Employees receive voice and
SMS notifications, reply and update contact information. If available, the employees plug in
their USB devices.

FIG. 51 depicts an embodiment of a client-side sidebar which provides an emergency
communication center that works in conjunction with and communicates to the BCM system.
In some embodiments, the sidebar application is provided on or via the USB device. In other
embodiments, the employee or user downloads the sidebar application from the BCM web-
site or the WFC gateway or server to the user’s computing device. The employee
communications center provided by the sidebar application or agent displays status
information, roll call, instant messaging and directory information. The employee
communication centers provide links or access to Citrix Presentation server, remote control
of a desktop of the user and access to the workplace functional area and user interface of the
BCM portion as described herein.

FIG. 5] depicts an embodiment of user interface for providing a roll call management
and information screen for the manager role in the BCM system. The manager can get the
latest roll call information and escalate a status of an employee or communicate or try to
communicate with employees. The manager can create, modify or update a status of
information in the roll call.

FIG. 5K depicts an embodiment of the emergency workplace portion of the BCM web
portal. In one embodiment, a user can access the emergency workplace from the sidebar or
employee communications center. In the employee emergency workplace user interface, an
employee reviews the current status of the emergency or disruptive information (for example,
as it is updated by ERT personnel). The employee reviews announcements and participate
(post and reply) in message boards. The user interface also displays information for the

employee regarding the employee roll call, with links to surveys, resources and news. The
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employee can take surveys to provide information and status to the BCM system for updating
reports and for tracking people and resources.

FIG. 5L depicts an embodiment of a user interface for user to collaborate with regards
to resources. In the employee emergency workplace of the web-portal, the user answers
surveys and reviews replies to surveys. In one embodiment, the resources area of the
workplace provides a graphical display of a map that identifies locations and types of
resources. In some embodiments, the map is an interface and a user may add, edit or
place/relocate resources on the map. In other embodiments, the map identifies geographical
impacts and other status information related to the emergency or disruptive event.

FIG. 5M is an embodiment of a user interfaces for users to communicate with peers.
Via the emergency communication center, users can search the corporate directory for
contact information, including updated or emergency contact information. Via the BCM
system and the emergency communication centers, inbound calls are re-directed from the
office extension (e.g., PBX extension) to a new number, such as a softphone on the user’s
computing device or included in the sidebar. In some embodiments, inbound calls are
redirected to the user of the communication center via any of the redirection embodiments
discussed above in conjunction with FIGS. 2A-2F. Via the emergency communication
center, the user can place outbound calls. In some embodiments, the outbound calls may be
forwarded, transferred or redirected via any of the embodiments discussed above in
conjunction with FIGS. 2A-2F. In yet another embodiment, the emergency communication
centers enables user to chat or instant message their peers.

FIG. 5N depicts an embodiment of a user interface to access the user’s application
and data. In some embodiments, the user launches a user interface from the emergency
communications center to access applications and data via an application delivery system,
such as Citrix Presentation server. For example, the user clicks the my programs user
interface element as depicted in FIG. SN. In other embodiments, the user launches a user
interface to access a remote desktop, such as a corporate or office computer, via GoToMyPC
services. For example, the user clicks the GoToMyPC user interface element as depicted in
FIG. 5N.

FIGs. 6A-6C depict embodiments of a plurality of user interfaces for the sidebar or
WEFC client. The sidebar user interfaces of the emergency communication center may display
one or more of the following: 1) one emergency active, 2) multiple emergencies active, 3)

emergency over, 4) no active emergency, 5) search results, 6) the logged in user’s status and
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info and contact information 7) peer information, 8) chat session, 9) chat archive, 10)
softphone calling, 11) softphone call in progress status, and 12) call history.

FI1Gs. 7A-7C depicts embodiments of a plurality of user interfaces for startup screens
when a user deploys and uses the BCM USB stick to access BCM servers or services, such as
in the case of an emergency or disruptive event. The startup user screens may display one or
more of the following types of screens: 1) no internet connection, 2) a login and password
screen, 3) error logging in message, 4) welcome, no emergencies in progress, 5) welcome,
active emergencies in progress, updating software, 6) welcome, no emergency in progress,
update in progress, 7) welcome, active emergencies in progress, update contact information,
8) welcome, active emergencies in progress, update complete, 9) welcome, one or more
emergencies in progress, and 10) welcome, emergency over.

Appendix A describes an embodiment of business and workforce continuity
preparation related functionality and user interfaces of a portal web-site or system.

Appendix B describes an embodiment of business and workforce continuity
emergency related functionality and user interfaces of a portal web-site or system.

Appendix C describes an embodiment of business and workforce continuity work
related functionality and user interfaces of a portal web-site or system.

Appendix D describes an embodiment of a web service for the BCM USB device.

Appendix E describes an embodiment of an implementation and design of software
for the BCM USB device.

In view of the structure, function and operations of the systems and methods
described herein, the BCM solution provides the following end-to-end solution in the case of
workforce displacement, an emergency or disruptive event: 1) application access in any form
from any computer, 2) emergency communication and alerts via any communication
medium, such as Short Message Service (SMS), email, voice, and 3) employee collaborations
tailored to the disruption event.

Many alterations and modifications may be made by those having ordinary skill in the
art without departing from the spirit and scope of the invention. Therefore, it must be
expressly understood that the illustrated embodiments have been shown only for the purposes

of example and should not be taken as limiting the invention.
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Abstract

SYSTEMS AND METHODS FOR PROVIDING A BUSINESS CONTINUITY
SERVICE

The solution enables emergency communications to employees with corporate
policies and instructions, allows employees in various groups to communicate with cach
other via voice and chat messaging , and connects employees to their applications, their data
and their desktops — all from any anonymous computer — without compromising corporate
security policies. The product also provides employees and management visibility into the
workforce disruption crisis and allows management to access the situation and make and
communicate decisions to the workforce. The systems and methods described herein provide
ad-hoc and simple to deploy solution that manages and covers the three aspects needed for a
workforce continuity solution — namely 1) application access in any form from any computer,
2) emergency communication and alerts via any communication medium, such as Short
Message Service (SMS), email, voice, and 3) employee collaborations tailored to the

disruption event.
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APPENDIX A

FUNCTIONALITY OF

PORTAL - PREPARE
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1. Introduction

2. Site Architecture
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3. Global Settings

(a) Global Navigation

e NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)
and saves to bean. Grayed out for last page.

e BACK - grayed out at first page, saves to bean.

e  SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if
not all filled, ungrayed if filled) and saves to bean which saves to db.

e CANCEL —undoes all changes (up to last save point) made to existing record, delete record if new
record. Then exits to list view of workflow.

¢ CLEAR - undoes changes made to page.

o Ifclick a tab to exit, warn that data will be lost.

(b) Global Image Names

e  Make sure, comma in Yes, Delete and No, Cancel.

(¢) Global Style Sheet

(d) Global Search

The Search Results page should provide a list of results, ranked by closeness of match.
Results should indicate whether the file is a scenario, zone, resource, or employee. Search
results page should list results 1-10 and provide click through navigation to more results.
Each Result list should include a title and a one line description or contact info for an
employee.
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4. Groups

(a) View Groups — #GR0010
Groups

The table betow Hsts groups currently avaitable. froups are assigned to zones,which are us=d in scenarics o define
what users receive Alerts and Remiote Workforce activation in an emergenay situation.

Chick a Group pamme o view detaily and associated uzers. sz the New Group Button to add customized groups to the Hst

AL Adraini Al Adrministrator
ALLERT SIEERT imsimbaey B S PR R 1Y BEl
&AL Managers Adb ¥anagers in the Oampany AT 200 412
{VRLL Brnpdopes A EplovEeE I tha samipany G Rt SN
Attanta Admin Sl Acminiztraters inthe Stlanta effice ; It
A At ERT A AFERT rrvsrrilusty e ATk oitice i
’g; Attanta ERT Members AP ERT Sdarmdmets bn the Attanta office 43
3 Attants Al Al Emphovess the silants offics 50
\j Atlarita Managers Al Emplovaas in the Athanta office 5
5 oAkt Brplagess AlbAiitisraca e Boston ity 3
(3 Boston Adrmin AJLERT rroembats [0 the Basbon 2fioe 7
Hostan ERT: A RANIGER I The Brsten aificd AT a it &7
Boston Managers Sl Eniploess i the Botton affice 5 14
Y Bostan Erpltsses SISt s Dorvsiofas W e §5
’f‘ Clerver A.:In-‘n; AlLERT members in the Danver offize QFH 2 &g

Description
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Groups are a way of managing users. Here is where you can view groups that have been created and get
to them to edit, view, and delete them.

View
Sort by Group Name, Last Modified, and Members. Default sorting is set to Group Name. Edit and
Delete button will be grayed out if someone else is editing group. Pressing the delete button will bring
up a confirmation.
Navigation
e EDIT goes to (c)

o VIEW goes to 4(b)
e DELETE goes to 4(b)
o NEW Group goes to 4(¢c)

Client Side Validation

APIs
Object w/ all Groups Information
- methods(add)(delete)(update)(get)
Object w/ Group Information
- methods(get)

Server Side Validation

(b) Group Detail View - #ZN0020, Group Zone - #ZN0040

Yiew Group Details #GROD2G

Serrmve g s e fown of Hhe New Sroup pravess.

T TR Y Edit Group: ¥GRO030

mm Editing 7 aroup i5 simaost identicat io the Create Now fraur process.

The same soreens appoar with alf fizkds pre-fillsd,

Cielete Group: MGROG4G
We sy want o e sone swies such as Grougs can NOT be
defeted after they hove been included &1 Zones,

NS N
LU ELWILATANT

AR

Are you stre you want to delete the Greup named:
Atfantz SouthERT?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the group, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the group.

View

Navigation
o EDIT goes to (c)(c)
e DELETE goes to 4(b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation
APIs
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Server Side Validation

(©) Name Group — #GR0050

Hew Group Step 1: $GRODS0
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New Group

SF: Mame Greup

N

Followe the thres simple steps below to create a new Group.

Gt Mavme

| Atanta EKT Members |

faramip Type thase seturgs comtna what privileges arno asailabde for this grou:
[ &chaniristrstors

ERT Members

O Mariagers

O Erpdonvsas

Group ez ption:

Atlarta ERT Sembiers from capotats dirsctay plus alb Atbavs HR
Citrortors anmd Managpsrs

RN
13131'&% P i

Description

When creating a new group, step one is to define the group name, type, and description.

View

Group type, sort by importance. Pressing the cancel button will bring up a confirmation.

Navigation
e NEXT goes to (¢)

e SAVE saves datad(b)

4136052v1

-35-



10

15

20

25

30

35

CTX-293PR

e CANCEL goes to (a)

Client Side Validation
If user leaves any data not filled out and clicks next give error message.

APIs
Object w/ Groups Information
- methods(delete)(update)(get)
Group type is object to pull from db. (get)

Server Side Validation
If group name is already used, display same screen with error message.

(d) Members - #GR0070

Mgt Group Step 2: #GRO0EO

@\\“\&C&i\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\s

Achid wsers to thiks gueay fram the Cerporate Dirackory
(cHokinig: i oy reame sk dispday msmbses 1 a separate windoey Sefsctal
W RSN
y Aty ERT
it idusia
B33 kb e
""" [ JalEERT s AHERT Iembers IR saming T Stk
| [ at SN L2 S ¥anagors in the comparns Revinivna
|:[ ALEEfRIO eI S Ernpiins I the ComEn
| |:| Atlarta &donin (13) A Adninisteataes i the Atlanta office
Atlarrs R SHERT frostivaes iy this Atfainy afffos
| |:| Atlanta Managax (33 A Yaanazs in the Atlanta office :
D Atlabts Ernplavess IR0 AN Enplayses i the Atlanty bifive :
| |:| Boston Admin 6 & Scministrabos in the Bastun office
D Breston Evmplivess AILERT srisinbs s if tha Bostar oiits ‘,
3
N N e N e N
Need screenshot for Search
Description

Step three is when you define the users that will be in the group. You can choose either a full group
from your corporate AD, or select individual users for to put in the group.

Search is based first name and last name of user. Displays name, type. Groups displayed here are our
groups which are currently being used.

View
Default sort is alphabetical. Cancel will bring up a confirmation.

Navigation
e BACK goesto (c)
e NEXT goes to (¢)
e SAVE saves datad(b)
e CANCEL goes to (a)

Client Side Validation
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Error message if user clicks next with no groups or users added.

APIs
Object w/ Groups Information
5 - methods(delete)(update)(get)
Object w/ all group information
- methods(get)(search)
Object w/ all user information (corporate AD)
- methods(get)(search)
10

Server Side Validation

15

(e) Review and Save - #GR0080

e Group Step 3 §GROGTE

B Raviaw your Group details below,

Ao o
Aambers

Review & Save

N
A ANCEL:

20 Description
Step 3 is when you review your group information and, if correct, save it as an active group.

View
Pressing the save button will bring up a confirmation. Cancel will bring up a confirmation.
25
Navigation
e BACK goesto (¢) (d)
e SAVE goesto (a)
e CANCEL goes to 4(b)
30
Client Side Validation
APIs
Object w/ Group Information
35 - methods(delete)(update)(get)

Server Side Validation
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5. Zones

(a) View Zones - #ZN0010

Zones
The table betesv Rsts zonss currerthy available,
Lores are used i scenarios to define what users receive Alerts and Remote Wirkforce sctivation in an emigpgency situation.

7y Arlana Morth BSgErt ard CRghtar offices. Atlania MorthERT, Sdmin,
st Ay S

el & Emnpleyeas

SRy ERT &S Bk e
Chilcacp b} 56 s b (!

SRR RO oS

Chicago ERT. Addmibn, Marager & Enplayees
Dairsar ERT-Adimi: Siamger § Einplomngs
Derwer East Baldviin, Bradley srd Flairis offices. Cionver Bast ERT Admin & Employass
 Darpsr Mauneaing Banlder srd Foattill officss.
o7 Los Arwgeles AH Al 2 LA wifics,

Thirsar EAQuntalts ERT A vl A Sresar 2 B avess
L8 ERT. Schriin. Manaoer & Emphoayess

Léb ;ﬁgeies sutitn Sty Aiunicaisn by Santaenica BRT Acfmin Saanser & Eaplagses
{5 Mernphis Momptis Tenmsssas NOC ornprivis ERT, Adirdn Manager & Emphavess
R S actar IS LS APER PR OfTE SRSt ERT M S aier SRy s
Santa Be Sata P Distasanter Hant Fe ERT, Adimin. Manager & Emplayees
i PR S Bianch i Copaite pificas SarErancisco ERT Admin SMansgar S Emplayess
LS Seattle Satthe comporshs Sfficas. Hwattte ERT, &dmin, Marager & Bmplavass
Description

Zones are a collection of groups that define a certain geographic area. These are used when you

activate your scenarios and control who is alerted to, and allowed to view your active scenario. On this
screen you are showed a list of all zones that have been created and allows you to select them to view,

edit, or delete them, and allows you to go on and create new zone.

View
Sort by Zone Name. Default Sorting is Zone Name, alphabetical, ASC. Pressing the delete button will
bring up a confirmation
Navigation
e EDIT goes to (c)

e VIEW goes to (b)
e DELETE goes to (b)
e NEW ZONE goes to (¢)
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Client Side Validation

APIs
Object w/ all Zones Information
- methods(add)(delete)(update)(get)
Object w/ Zones Information
- methods(get)

Server Side Validation
Zone Object Level locking in data base.

(b) Zone Detail View - #ZN0020, Delete Zone - #2N0040
YView Zone Details: $ZMO020

Sorme 5 Stap forer o the Mow 205 BRoeEss.

TR

Edit Tone: £ZNI03G
Editing o group i qimost fdeatical o the Create Sew Jome proces,
The SEme SreRns cppeay it o feids pee fifled

: N

Dalete Zone: #ZNGRI0
e ray want fo frciisde some aRs such o8 Farmss covr MO e
delefvdatter they ve heon induded it Saenuarion.

RN AT

SRR

Ayl SRR Yo wart 1o dekote the donie rismed:
Aglarta South?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the group, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the group.

View

Navigation
o EDIT goesto (c)4(c)
e DELETE goes to (b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Zones Information

- methods(get)(delete)

Server Side Validation
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(©) Name Zone - #ZN0050

New Zone

Faltoey the fiowr simple steps below to create a new Zone.
\\\\;;;\\y.-?eh RN
AR

Plame o

D Eare Nane

| Atlants

T Dlescription

P Al Akanta sifices including Headquarters dewntown and brarch offices in
Bellavip ared Sprinugfislt.

e
mﬁ.;:.:.§;w:ﬁ!§§ﬁ:§

Description
Step 1 in creating a new zone requires that you give the zone a name and a description. This is used to
identify the zone and make it easy when selecting it.

View

Navigation
o NEXT goes to 4(c)
e SAVE saves data.
e CANCEL goes to (a)

Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.

APIs
Object w/ Zone Information
- methods(add)(update)(get)(delete)

Server Side Validation
Validate Zone Name is Unique.
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New Zone Step 2: #IN0D60

\‘-’:}\ A b e S
el

Adg Groups and ndividuals to this Tonw

Al Acteniadstratars in tha comasny

R aeatieas
A LARREY

tlants Mansgers Al Maasgessin the Afanta ofire
ool g S Erasageng i
M Adeunistrate i

Eietiunied
Bagtarn afice

Fridiciie i

Boston Admin

SEENT e R N e pice

Atlants Sanagsiy
falinty Dovalaes

. 3

Description
Step 2 is when you select which groups will be a part of your zone.

View
Sorts by Group Names, alphabetical, ASC. Error message is caused if no groups are selected and user
clicks Next. Cancel will give user a confirmation.

Navigation

e BACK goesto 4(c)

NEXT goes to (e)

SAVE saves data.

CANCEL goes to (a)

SEARCH searches through corporate AD for groups to add

Client Side Validation
Give Error if user clicks next without selecting at least 1 group.

APIs
Object w/ zone information
- methods(update)(delete)(get)
Object w/ all group information
- methods(get all)
Object w/ all Corporate AD group
- methods(search)

Server Side Validation
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(e) Leaders - #ZN0070

New Zone Step 18ZNOO?G

i\\\i\‘\\‘\\?\\\\ii A

Choose 1-10 teaders for this Zone, Leaders mush be ERT mambars.
Qnty Zome Leaders ton activate and deactivade smernency stuations.

Sadecisd bendarn
Rdany Favey
HR IR TR
David Lo
Cparsiongiiaasse By

8= CH Rty
Latiahzy Thchnical Supooit
BN AT ot Syt Adnrnstany

e Berlineg
FEIEE AN ge INSNSgRE

Lee Operations Manager
By Sefios Manager
Singhia Aralyst

LN GEserabOaniger
Daide Aralyst

L e e

Description
Step 3 defines who the team leaders are for this zone. These are the users who will manage a scenario,
including activation and de-activation.

View
Sort by first name, last name. Default sorting set to last name, ASC, Cancel will give user a
confirmation.
Navigation
¢ BACK goesto(d)
e NEXT goes to ()
e SAVE saves data.
e CANCEL goes to (a)
e SEARCH scarches through the ERT Group

Client Side Validation
Validate that at least one leader has been selected.

APIs
Object w/ zone information
- methods(update)(get)(delete)
Object w/ all ERT members
- methods(get all)(search)

Server Side Validation
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() Review and Save - #ZN0080

e ———

W L Bevisw your Lony details bslow,

fise A

Rasrissy & Save

Description
Step 4, and the final step of creating a zone is reviewing all the zone data you have entered and then

saving the zone.
View
Save will give user a confirmation. Cancel will give user a confirmation.
Navigation
e BACK goesto 4(c) 4(d)
e SAVE goes to (a)
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ zone information
- methods(update)(delete)
Server Side Validation
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6. Notifications

(a) Notification Workflow - #NF0010
Notification Weorkflows

Thetable belowy Hsts Notification Workflows currently available. Notification Workflows are included in Scenarios to
contrel how frequentdy Emergency Activation and Deactivation Alarss are sent 1o employees through SMS, email and
thie web portal. Responses to Emergency Alerts are required and cortral the ermployee Roll Calf display,

3| Irgperty infinite alerts Infinite Sctivation and Deactivation Alsrts £

Ut Gk T ettt et Dadtivatis Sy *

3 Urgent, 3 abertg 3 &ctivation shd Dagctivation Aerts &%

Mmipsrantanfinealers IRfinits St ran N DRadiation At &

3 Irespenttant, 16 aborts 18 Activathor and Doartivatizn Slorts &

[oaporiant. 3skerts 2 AT R DIt Al W

Ympesrtant, 1 abert 1 Sctisestion ard Deactivation Alsrs w

Sacharane & gty Sdativation s 2 Danciation SRS fs

{3 Moderabz, 3 alerts 3 Activation aid | Reactivatizn Alarts 0y

CRSahiatel ¥ alent Tcifastion ard Deacrlvition AlEns s

Lo 3 alarts 3 dotivation shd 1 Deactiation Aberts oy

: '\} Lot ale Fractiskmand T Degrthathan A ks B
Description

Notification Workflows are a way of defining how the initial alerts will be sent out to the users in a
given emergency.

View
Can sort by Notification Name, Importance, and last modified. Default Sorting is by Importance,
DESC. Pressing the delete button will bring up a confirmation.
Navigation
e EDIT goes to (d)
e VIEW goes to (b)
e DELETE goesto (b)
e NEW NOTIFICATION goes to (¢)

Client Side Validation
APIs
Object w/ all Notification Workflow information
- methods(add)(delete)(get all)

Importance is object to pull from db. (get)
Object level locking for Notification.

Server Side Validation

(b) Notification Detail View - #NF0020, Delete Notification - #NF0040
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View Natification Workflow Details: §NFOGZ0
Same gy step 5 of the New Notificotion WarkJow process.

LR\ G wimonis it s ot st Wi

process, The some scresyts appedy with off Selds pre-fiffed.

Delete Notification Workflow : #NFaGA0

We maywant to indude same rules such as Waskifipws can NOT be
deteted afver they have baen included in Scenerios. Defidt
workfiows alse can nat be defetad.

L

Are you stve you want to delete the Motification Waorkflowr
narred: Urgent: Hourly M5 Aleris?

prrerrrrrrrrrrrrrrrrrr_rg

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the Notification Workflow, and gives the option to go directly into edit or to delete the
record. Delete, brings up a confirmation asking if you are sure you would like to delete the Notification

Workflow.
View
Navigation
e EDIT goes to (d)4(c)
e DELETE goes to (b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Notification Information

- methods(get)(delete)

Server Side Validation
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(©) Start and Choose Source - #NF0050

New Notification Workflow
Foltow the 5 simple steps below to create 2 new Alert Notification Workflow.,

\\\ A \\\\\\\\\\\\\\\\\\\\

Start and Choose i Creste e Matification WinrkFlow from scratch
source i i

HUTIFCATNON WOREFLOW RAME DESCRIPTION

¢ dmporantinfinie slers

Clmpestant o Dalerts

/

&\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ =

Description
At this point you can choose to create a Notification Workflow from scratch, or, use an existing one as
a template.
View
Can sort by Notification Name, Importance. Default Sorting is by Importance, DESC. When using
existing, default selects record 1.
Navigation
e NEXT goes to (d)4(c)
e SAVE save data
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ Notification Workflow information
- methods(add)(get all)(clone)
Importance is object to pull from db. (get)
Server Side Validation
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(d) Name Notification Workflow - #NF0060

N ptification Workfow Naree:

3 T haoss

Uraent Howrtly WS Aberes

ame Motificaton |
Workflow P Motification WorkRlew Deseriptian:

Haurly SM3 Acthvation Alerts sent;
Email alerts sert ewery twozlkoz hours;

Vuioe Merts sent avery twe hours,

! hmpertance Levek
& & Urgent
& I impertant

i Muderate

W Law

Description

e l\\\i\\\\\i\\\\\\\i&\\\\i\\\ L

e

At this step, you enter in the name, description, and importance level of your Notification Workflow.

View
Navigation
¢ BACK goesto(¢)
e NEXT goes to (e)4(c)
e SAVE save data
e CANCEL goes to (a)

Client Side Validation
Validate that all fields are filled out before moving on.

APIs
Object w/ Notification Workflow information
- methods(update)(get)(delete)
Importance is object to pull from db. (get)

Server Side Validation
Validate that Workflow Name is unique
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(e) Create Activation & Deactivation Workflow - #NF0070

: SRS SLRRYS VOHCE ALERTS BRI BLERTS

Creat Stivation
Workflow

L SMS Adert Preguency: Waine Alert Eraqueney: Fanwil Alert Er eqpunniny:
- tEwvery Hour L tEvery Hour LW i Every Hour i

Pl WS Blavt Duation Werite Alurt Dristion: L Bewsi Bleet Duration:
L {Thiee Duys i | ThrezDays i

P i ThresDays

Akt Devations:
Alert Fraguescies: 12 howrs
Evary 15 Mihnutes ooy
Evary Holf Hov < eliayr
Evgry Howy Foays
oy 7 Howrs 4 days
Evory 4 Hours Sdmvs
Every § o f wook
Brary 1.2 Howrs 2 weaky
Eviory 24 Hooes e
Description
Here you set the frequency and the duration that messages will go out for each delivery option.
View
Default values based on priority setting.
Navigation
¢ BACK goesto(d)
o NEXT goes to (H)4(c)
e SAVE save data
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Notification Workflow information

- methods(delete)(update )(get)

Object w/ frequency and duration
- methods(get)

Frequency is object to pull from db. (get)
Duration is object to pull from db. (get)

Server Side Validation
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() Review and Save - #NF0080

e ———

: Review pour &lert Metification Workflesw details below

d Raviaw & Save

Description
This is the final step where you review your information and save it for use.
View.
Navigation
e BACK goesto (e)
e SAVE save data, goes to (a)
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ Notification Workflow information
- methods(delete)(update )(get)

Server Side Validation
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Surveys

View Surveys - #SV0010

Surveys

The tabfe beboxe Hsts Surveys cuvrently svaitable. Surveys can be includsd in Scenarios and also semt to employees after an
emgrgency situation has started, Surveys are displayed on the Remote Waorkforce Web Portal,

i E

Aot
J

g

SEnergl s SH PR Bty eRATRR Gt IRe A aRs iEsPans e TRIKE

i Phonie Btatus Simiphs phiine check: ohie giesticn
Peitdenti rig Shatits HatSSedtity Chaek S i S Unah

) Rernob: Status Rernote relocaticn emphoyeas roflcall. 19 quastions

i,.) Long: Flanniriy Erwsrgency daactivatizn plarnineg, 20 qusstions

ple Status SHrpke status chaglyone queastion and apen maponss fiafd

Sinepde family health chack, sna rtestion atd opsn pspotae fisld
SHT PN CoriEc It Shack Siie sty arck oy resiare fisld
Equiprnant sty 19 apen questions

S e At PR SRRt B e stvRg

GolatdyPC chark nhe question

sk S Permotedr pives ratistaction qitstionnaine IR qusstions
wacuatian Status Evacuatior status, § questions

ST Dantige eerbary Tty

il A Traval PRI RG surves: 1 puaitiang

Description

Surveys are used to collect information from users through the portal. On this page, you can see all of
the surveys that have been created. From this page you can edit, view, and delete surveys as well as
create a new survey.

View
Sort by Survey Name, Last Modified. Default sort is by survey name, ASC. Pressing the delete button
will bring up a confirmation.
Navigation
e EDIT goes to (d)
e VIEW goes to (b)
e DELETE goes to (b)
o NEW SURVEY goes to6(c)

Client Side Validation

APIs

Object w/ survey data
- methods(delete)(get all)
Object level locking for surveys.

Server Side Validation

(b)

41360

Survey Detail View - #SV0020, Delete Survey - #SV0040

-50-
52vl



10

15

20

25

30

35

CTX-293PR

Vikey Survey Details: § SV0026
Sawe g step Lofihe New Survey provess.
N gd“it Survey: #3YG030

mm Editing o revey & ohnost iasntial to the Droste Now Sunvapprovess
The ssme screens appear with off fiebds prefilled.

Gelets Survey: #5004

W may wisnt to inciude some rulos swch as Surveys car NOT be
doloted after they have bear included I Srenavies. Default
soercrios 6l can not be defoted,

\t::t. AR R
T -

Are yad sure yorwant ta delete the Survey named:
Atlanty Rurricana Rmndin Tost?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the survey, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the survey.

View

Navigation
o EDIT goesto (c)4(c)
e DELETE goes to (b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Survey Information

- methods(get)(delete)

Server Side Validation

-51-
4136052v1



10

15

20

25

CTX-293PR

(©) Start and Choose Survey Source - #SV0050

Mew Survey
Foltow the 4 simple steps below 1o create 3 new Survey.

mmemtg Nial

Start and Choosea | Create a new survey fam seratch
Survey Saurce i i

| suresy b begine Chck a survey narme bebow to sdlect it far wes

Loy Yook Staties

Description
Step 1 of creating a survey is selecting between using an existing survey as a template or creating a

new survey from scratch.
View
Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing,
default to record 1.
Navigation
e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ all survey data
- methods(clone)(get all)
Server Side Validation
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(d) Name Survey - #SV0060

\\\\i\@*@@ - \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\@

i oy Ebe 2 s R
Whiat amployvess woutd ntetasted in relocating ta the Houston
M York offices and what Faily maermibars okl szosmpay therm,

L el e

Descrlptlon
Step 2 is defining the Name and Description of your survey for selection purposes.

View
Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing,
default to record 1.
Navigation
e BACK goes to (¢)
o NEXT goes to (¢)
¢ SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.

APIs
Object w/ survey data
- methods(update)(get)(delete)

Server Side Validation
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Add Questions - #SV0070

New Survey

NEW SIURWEY. STEP 3

UE&TK}Y\ FF Esooyou have 3 gaad intarist nonrestion st homs?

UFEETHOM 22 Do yuu nsed any-office squipment at hame?
If 22 ol et dasoribe what vou nged,

+ CAIESTION 23 |

Srbect Question Ty | Spen-Erded. Multi-Ling Pesponse | hd |

Thuasten:
Eriter the text far pour guestion behx.

Doz oo nesed antg 2ffice suppdies at home? I 5o, please desorike what pou need,

MIESTICRN 24 Do mzeed 2 el phane?

Description

View

Step 3 is when you add your questions to the survey. First you select the type of question you want, this
associates to the type of answers you accept from the user. You then enter an answer. Then you can add
another question, or move on to the next step.

Error message is caused if no questions are entered and user clicks Next. All buttons
except for Save(in the question) will be grayed out during the creation of a new
question. Cancel will give user a confirmation. Delete(question) will give
confirmation. No move up button for first question. No move down button for last
question. Cancel button needs to be in new question.

Navigation

BACK goes to (d)
NEXT goes to (f)
SAVE saves data
CANCEL goes to (a)

ADD ANOTHER QUESTION brings up another question to be added.
MOVE UP moves question up in order of questions

MOVE DOWN moves question down in order of questions

EDIT brings up edit fields for questions

REMOVE removes question from survey

SAVE (in question area) Saves new question to survey.

Client Side Validation

APIs

Validate that at least one question has been entered before proceeding.

Object w/ survey data
- methods(add question)(delete question)(get question) (update)(get) (delete)
Question type is object to pull from db. (get)

Server Side Validation
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IR
\\\\\\\\\\\ \\\\\

View.

10
Navigation
e BACK goesto (e)

e SAVE save data, goes to (a)
e CANCEL goes to (a)
15

Client Side Validation

APIs

Object w/ survey data
20 - methods(update)(delete)(get)

Server Side Validation
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®. Scenario Creation

(a) View Scenarios - #SC0010

by
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For Pending Scenarios: If a user who is not an approver for the said scenario clicks the Edit button or
scenario name, they see the standard Details screen. An approver however will also see approve/deny
buttons on the Details window.

Description
When you first to the scenario preparation screen you see a list of all the scenarios that have been
created by ERT members. As well as controls to edit and delete a scenario, and to create a new
scenario. There is also an option to test a scenario. This activates a scenario for a small number of users
defined in the test group.

View
Sort by Scenario Name, last modified, status. Default Sorting is Scenario Name, alphabetical, ASC.
Pressing the delete button will bring up a confirmation.
Navigation
e EDIT goes to (d)

e VIEW goes to (b)
e DELETE goes to (b)
o NEW SCENARIO goes to 4(c)

Client Side Validation

APIs
Object w/ all scenario data
- methods(add)(delete)(get all)
Object w/ scenario data
-methods(get)
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Server Side Validation
Object level locking for scenarios.

By default, status is in-progress. Status is object from database.

(b) Scenario Detail View - #SC0020, Delete Scenario - #SC0040

4136052v1
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Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the scenario, and gives the option to go directly into edit or to delete the record. Delete
brings up a confirmation asking if you are sure you would like to delete the scenario. If a Scenario has
already been approved and/or used, the Delete button does not appear. If the user is an Approver for a
scenario they will also see Approve and Deny buttons on the View Details window.

View

Navigation

o EDIT goes to (d)4(c)
DELETE goes to (b)
TEST goes to test page in Emergency Section
YES, DELETE delete, then goes to 4(b)(a)
NO, CANCEL goes to 4(b)(a)

Client Side Validation
APIs
Object w/ Scenario Information

- methods(get)(delete)

Server Side Validation
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(©) Choose Scenario Sources - #SC0060

.
New Scenario
Fllow the nine simple steps below to create a new Scenaric from an existing scenario or from scratch.

i Startand Choose
+ Segnario Source

Fac s E
{3 Create 5 new swerario from saatch
@ tlse & termyedate s at exizsting scenaris to begin, Tlidk a soxnario pame below to selact it for wse.

.......

RSN

* Tamplates

Description
After choosing to create a new scenario you choose a source for your new scenario. This allows you to
pick from either templates or already prepared scenarios to pre-populate data into the scenario. The
option is to create a scenario from scratch where no data is pre-populated.

View
Sort by Scenario Name. Default Sorting is by Scenario Name, ASC. Cancel button will bring up a
confirmation. Default when select existing, selects record 1.

Navigation

e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ all scenario data

- methods(get all corporate scenarios)(get all template scenarios)(clone scenario)(clone template)

Server Side Validation
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(d) Name and Description - #SC0070

cumario Name:

s el

Description
At this point you will be setting up the name and description of your scenario. These are for selection
purposes later on when activating or editing your scenario.
View
Navigation
¢ BACK goesto(¢)
o NEXT goes to (¢)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.
APIs
Object w/ scenario data
- methods(delete)(update )(get)

Server Side Validation
Make sure that scenario name is unique.
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(e) Zones - #5C0080

Chouse one or taare xones from the lztbclow (optional}.

3 ZDNE NAME ZONE DESCRIPTION
F et A

AN Aefatey cffines

Configuring zones is optional at this point. You can choose to assign which zones will be affected by
the scenario or leave it blank and assign zones on activation. (even if you assign zones now, you can
change those choices on activation)

View
Zone is not a required field.

Navigation

e BACK goesto (d)

e NEXT goes to ()

e SAVE saves data

e CANCEL goes to (a)
Client Side Validation
APIs

Object w/ scenario data

- methods(delete)(update)(get)
Object w/ all zone information
- methods(get all)

Server Side Validation
Zone is not required field.
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(f)  Notifications - #SC0090

LR

&

SR
4 Brave g nded 2 th1s B

Description
Here you will configure the messages that get sent out for each device to users in an emergency.

View
Questions not required.
Navigation
e BACK goesto (e)
e NEXT goesto (g)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next. Questions not required
APIs

Object w/ scenario data

- methods(delete)(update )(get)

Object w/ all Notification Workflow information

- methods(get all)

Questions come from the database, and Notification info from db.

Server Side Validation
Questions not required.
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(g Status - #SC0100

Status

I

Z

Description
At this point you will configure the initial Status message that will be deployed with your scenario
when activated. This message will appear on the main portal page and the sidebar for all employees and
can be changed before deploying a scenario and during a scenario.

View

Navigation
e BACK goes to (f)
e NEXT goes to Error! Reference source not found.
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error message is caused if field are not filled out and user clicks Next.

APIs
Object w/ scenario data
- methods(delete)(update)(get)

Server Side Validation
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(h)  Surveys - #SCO110

L Choase une of moens amgloyes Sureays. fopt
i These survays will appesr on the Warkfarne Web Pavtal. You can addd and edit sureays during an
SIVERpPEICY SThuation a0 wesll

: SURVEY NAME SURVEY RESCRIPTION
1 Emploves Healeh

ey atssut smphoese health status.

Description

The surveys that you choose here will appear for users to fill out on the main portal page. You can
choose as few or as many as you want. You will be able to deploy new surveys after a scenario is
activated.

View
Sort by Survey Name, ASC

Navigation

BACK goes to (g)
NEXT goes to (i)
SAVE saves data
CANCEL goes to (a)

Client Side Validation
Not a required field.

APIs
Object w/ scenario data
- methods(delete)(update)(get)
Object w/ all surveys
- methods(get all)

Server Side Validation
Not a required field.
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(1) News and Resources - #SC0120

L

Choose Nows and Besonraes to displ oy on the smployer web perrtal for this emergency,
i, s 4
{ogrivnal)

NEWS FEEDS | RESOUBCES
(] Stharns Map

eis & Resources

Description
Here is where you add news feeds and resources to your scenario. Again you can choose as few as or as
many as you would like. You can add more after the scenario has been activated.

View
Sort by News Feed Name, ASC. Sort by Resource Name, ASC
Navigation
e BACK gocs to Error! Reference source not found.
e NEXT goes to (j)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
Not a required field.
APIs

Object w/ scenario data

- methods(delete)(update)(get)
Object w/ all news info

- methods(get all)

Object w/ all Resources info
- methods(get all)

Server Side Validation
Not a required field.
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(i) Review - #SC0130

o \\\\“\\\\\\\\\\\\\\ AL

Review your Scenario details below.

\\\\\\\

Description
This is the final step where you review your information and save it for approval (if required)

5
View.
Navigation
e BACK goes to (i)
10 e SAVE save data, goes to (k)
e CANCEL goes to (a)
Client Side Validation
If validation is required, send to (k), otherwise, save data and go to (a)
15

APIs
Object w/ scenario data
- methods(delete)(update)(get)

20  Server Side Validation
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Step B:Beview Altemativer No Approval Requured

Review your Scenario details batow, When you are finishad, dick the Save button.
Your Scenario wil then ba complete and ready for testing.

Mo

S8 REANITTes

...... oa, U‘N(ﬂ\
SR \\\\\\\\\\\\\\\’\\
(alternative, no approval required)

If no approval, automatically sets status to approved. Otherwise, sets status to pending.
5

10

(k) Approval - #5C0140

Scenarios must be approved by at least one othar ERT Mamber to ba deployed.
Sefart one ar two ERT marmbers bebey 1o recebve a Scenatia Bpgvenst Recquest viz ermail

EMERGEMCY RESPONSE TEARM
%) Adam Bingstey

xxxxxxxx

Your Scenaric Approval Keguest has bean sent to Adarm Kingsley and Debbie Smith.
I your do pet vecelve a responss within 24 hours, you wsy send out approval requests to other

ERTs. To send out roes reguests, choose this sconaria from the Prepare > Scenarios page and
click the Bdit button.,
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This is the final step if approval is required. At this point you select the people that need to approve the
scenario for it to become active. A confirmation message appears after clicking the Send Approval
Request. Sample text for this message is shown above. An Email message is sent to the selected
Approvers (see below for details).

View.

Default Sort is by Last Name, Alphabetical, ASC. Save will bring up a confirmation. Cancel will give
user a confirmation. If ERT members selected, will get an email.

Navigation

BACK goes to (j)

SEND APPROVAL REQUEST goes to (a)
SAVE save data

CANCEL goes to (a)

Email Approval Request Message

Title: Scenario Approval Request: <name of scenario>

To: <Approver>

From: <Scenario Creator>

Date: <Date Stamp>

Message: You have been asked to approve the following Emergency Response Scenario
<Scenario Name & Description>. Click the link below to review full Scenario details and
either approve or deny this scenario. Thank you, <Company Name> Emergency Response
Team.

Link <url to 9.3 Approval screen>

Client Side Validation
Error if user clicks “Send Approval Request” with less than the minimum required number of ERT
members selected

APIs

Object w/ scenario data

- methods(delete)(update)(get)
Object with all ERT members
- methods(get all)

Object w/ config data

- method (get)

Server Side Validation
Email goes out to server side. Configuration for exchange server to be used.
When sent for approval, status is set to pending.

4136052v1
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9. Scenario Approvals

(a) Approval Process
After approval, data is sent to the DB. After data is confirmed an email is sent to all selected approvers. This
email contains some explanation text and a link to a page for approval (link contains scenario ID). When
approver clicks link they go to
Log in screen (if not already logged in)

Then to scenario review page where all scenario data can be seen. On this page is also 2 buttons (approve)
(deny) and a comments field.

After approval or denial, inserts data into DB.
Go to confirmation page.
After all approvers have responded, system sends an email to the creator of the scenario letting them know if it

was approved or denied and a has a link to a page where they can see the comments.

If approved, scenario becomes approved and able to activated, if not, can be edited and then resubmitted.

(b)  Approvals Screen
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JEUSEANCH )

EYSTERY MOMTOR ¥ FROFLES ™ BURVEYS W0 NOTIFICATIONR ® 1 SCENARIOS W

Scenario Approvals
The tables below dissday the status of new Scamavios you have sent for aparovaland
new Scenarios that have been sent to you for appraval.

Rew Scanarios | Have Sent far Approval 7k an Approver’t nama ta sead tharnamall

Miami Office Closure Pan Apnraved

Lipsies. oy heet] tiheiude Rottar Mert sortaged Goo the Lo 1vale Seaharis for an aXampia,

ety N rEspongg
SEam HorHiane DR S

SRR T

e

s Angetes Traffic A e AT e o Bk ing?

Jessica Char Denid, LA i 30460 iy Azarai

Dace: Mt Ty Limaied, g 7% Che whvoeal? Wmnng

Scenario Approval Requests } Have Recaived

Duaver Blizaaed Steve (lbrian oo response, Ciick hare 1o

Euower Teaffle iR Ry e e R o TR s
San Fracxisco Mexics] Daniel Neteworthy Aorraved

SR Traffic e o Sz

SF Egcthiquake Anororeard

opyright X6 Acme Company & Chrix Corparation HELP | FAQ | CONTACT SRUFPORT

Description

This is the screen that a user goes to check on approvals that they must make and the status of items
they have sent out for approval. When the user clicks on a page that needs their approval, they go to the

review and approval page shown above.

View.
Sort by Scenario Name. Default is by Scenario Name, ASC.

Navigation
e CLICK ON NAME goes to (c)

Client Side Validation
APIs
Object with all scenarios user has sent out for approval
- method(get)
Object with all scenarios user has to approve

- method (get)

Server Side Validation
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If yosu ey this S

You have been asked to approve the new Emergency Scenario shown balow,
PMloase raviawe this

cenan detalls hebuaw ¥itmn you sre finshed, tlick the dpproave o Dieny bustan,
erabin, pleass indude carments explainig why

frchude the reasorn far denving this Scenavic e

Description

This is the screen that a person comes to, to approve or deny a scenario.

View.

Navigation
e APPROVE will give a confirmation
e DENY will give a confirmation

Client Side Validation

APIs

Error if user clicks Deny with no comment filled in. Deny gives confirmation.

Object w/ scenario data including all dependent data (news, resources, etc.)

Methods(get all)(approve/deny)(add comment)

Server Side Validation

if user denies, require comment.

Track each individual approval. If any deny, status is set to deny. Approved only when each approver

approves it.
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12. Global Settings

(a) Global Navigation

e NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)

and saves to bean. Grayed out for last page.
5 e BACK - grayed out at first page, saves to bean.

e  SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if
not all filled, ungrayed if filled) and saves to bean which saves to db.

e CANCEL —undoes all changes (up to last save point) made to existing record, delete record if new
record. Then exits to list view of workflow.

10 ¢ CLEAR - undoes changes made to page.
o Ifclick a tab to exit, warn that data will be lost.

(b) Global Image Names
15

(¢) Global Style Sheet
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13. Test Scenario

(a) Choose Scenario

Test the Emergency Activation and Notification System
ot have no teasts curently rurmning.

Teetest an Ervrergencoy Activation and Notification, select an Emergency Scenario, and dizh the Test fathen.
The next three sorzens will dispay o chaize of t2t message redipdems and & rzsponse mathd.
A greharic rust e approved ahd tested before it can e activatsd

W FCATIETIOS

LS G Earitguaks Earthiguake resmsizs g nmws fesds ivdudsd: Ao
L e Hood Flaexd anl weater damags resounes and niews fewds inchidad, Apprizesd
Himiesne mape raamaiat s v fasde lindindad: Tasted
Traffic maps rescurozs and mews fesds inchuded. Syrpirved
Msiien tuzarries i eis ek ki Approwad
Waathat farecasts. maps resotons and news faeds inczdsd, Appreved
i RS Thaskrs BT e Ry A e Tk I Ik Hspred
{‘_} Stiammt Office Clasurg Miami offize claved far sanstructinr 1-2 weeb dosurs planred far .. Livedt 21
RSy Bt SismboRie dhsed divs e hamhane waring tnderanined nath Aaraad
1t Los dngetas Trafhic L3 Traffic delays announced. Cormmuters comire from the-sath 2. Hlzed (11
{: VS Bpistes Earthauske LAEathuake affios clesgra sisengte affice Srrahacments svailsie Testad
t Livs Sngrates Fre L& Fme office clesure. &ternate offics arrarsypiments availabda, Tested
TEEarthojuske ol dostre Samiste cdBor sitandernen s avalabke for et
5F Traffic office clasure Afternate office srangements availabbs Far . 0TS0 Appraved

Description

This screen has all scenarios that have been approved and can now be tested. You select one, and click

the Test Scenario button to start the process.

View

Sort by Scenario Name, Last Modified, Status. Default Sorting is Scenario Name, alphabetical, ASC.

Navigation
o TEST SCENARIO goes to (b)

Client Side Validation

APIs
Object w/ all approved scenarios
- method (get)

Server Side Validation
Scenario can not be tested more than once at same time.
Object level lock on test scenario.
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(b) Review Zones

Trst Emergency Step 2: §TEGD

eSS Review the selacted Zones for this Emergency then click the Naxt button.

ZONE RAME ZONE DESCRIRFTION

Description
This screen is here to show what zones would be effected in an actual activation. You can not change
any of the data on this screen for a test.

e

View
Sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC. Highlighting selected zones
for this scenario.

Navigation

e BACK goes to (a)
e NEXT goes to (¢)
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ scenario data - zones
- method (get)
Object w/ zone data
- method(get)

Server Side Validation
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(©) Review Alert Notification

Tt Emvergenty Retbestinn Steg 3 #TEGHED

Review the selacted Notification &fert Worflow, Alert Messages snd Questions.

T

Alart Workiiow: )
SR, Emal, Woice: URGENT ®

. Review Afert Slert SMS Messags

otifications A hurvicane hos forced office dhesure, Bespond and aqthote USR8 devica.
AsX Quostions:

A yon OK7

W i tron Teost pliand roamibor te pasch wou?

D adurt Wolce Mersage
: A hurricans has fovoed on affice closur, Rezpend amd activase USE dovice,

Aert Ervall Mesrage: his messegs will otent i eroplopess wread. Bo ikt
A hurrivans warainy hos forved offive cinssiss For yours avec.
¥ you have nat roiponded to this emergendy alert, plesse respand by dicking repdy row.
Lnoyrte o eavssgsncy LSE dewre, onud fog into the & IWorkptace Partald webroln o

Description
Here you can see the messages that will get sent out by the notification system. Again, you can’t
change this data here, though you will be able to when actually activating an emergency.

View

Navigation
¢ BACK goesto (b)
e NEXT goes to (d)
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ scenario data - notifications

- method (get)

Server Side Validation
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Reviow the Stxtus Messspe that wilf be inftialiy displayed on the web ports! and Sidebar.

Description

Here you review the scenario status that will be initially deployed with an activated scenario.

View

Navigation
¢ BACK goesto(¢)
e NEXT goes to (¢)
e CANCEL goes to (a)

Client Side Validation

APIs
Object w/ scenario data - status
- method (get)

Server Side Validation

4136052v1
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(e) Request Activation Approval

Test Emergenty Step Sr#TENORS

i Salectone or mobr ERT to approve Bis Bmarganoy Activation,

eSS

ERToAtdsnts Approwers
John o

ctivation Approval

Trang you Far veanending prompthy

cription
Here you select who will approve the scenario to start the test.

View

Navigation
¢ BACK goesto(d)
e NEXT goes to ()
e CANCEL goes to (a)

Client Side Validation
Make sure min. number of approvers is met.

APIs
Object w/ scenario data
- method (get)
Object w/ ERT Members data
- method (get)
Config Object - Number of approvers needed is

Server Side Validation
Must select minimum number of approvers. Email is sent out from server to recipients.
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() Select Test Recipients

Test Bmargency Step & FTEQGEG

W\%\m@\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\§

Sebeotaneor mare ERT mambers ta The following yeice, email atid ZMS messages
receive this Enerpency Test swilt be sent 1o the test recipionts you salestad:

ERT: M Memdiars T g tost of ths Erpsagency Activation Systam

[ Bdam Hingskey : A 15!§ oy atost

O F'f'edsu t@.q. st 3k ‘.iedu,}p rasaidig this fast

e mssags by

- IACHCEY pressing Grenor soy phofte

Bebbis mith IS Chicking this Beply tRton

[ Earl Etlington ] -:Ji:n~] Foply to this sl with Ok i

| £ iR

Sedert O LMEB\UwyurU.Edmmw g kb the
B8 Tast Regipients O wab prrtak snd Navigare v Ernergenos s Tests:

Mawin Char Thm Tk yi:u‘ﬁar t}:ﬁp\j}lwﬂ}-_} fo Rtk of the
febichast Boommberg ] TSIy AR Syshan,

5

. e e

10

15
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Description

Here you select who will participate in this test. These are members of the ERT team.

View

Can sort by ERT Member Name. Default Sorting is by Member Last Name, alphabetical, ASC.

Navigation
¢ BACK goesto (b)

e ACTIVATE sends scenario for activation
e CANCEL goes to (b)

Client Side Validation

Must select one recipient at least. User will automatically be selected as a user.

APIs

Object w/ scenario data
- method (get)(update)
Object w/ ERT members

- (get)

Server Side Validation

Status changes to pending.
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(2) Approve or Deny

ﬁppm\m or Deny Emergency Activation

v approval i3 neoessatyta acthate the Bmergency Situation: SEES Hurncans Sowthsm Offices Qasurs
Thls Eriesgenicy St PRt s snt I woul By Remty Lee 31505 EST, Sugust i s

Pleaze raviaw the
By licking Aoty

Ermergerioy details showry baloes carabulls them dhick the ctivate or Deny Buttan,
etk il b irafiaticog an Ermergenoy Situation: for FEX emplayass inthe Atfarnta sore,

IETRSIR E0 RTROAR RO IR YN L0 ST e AT e .

MAKE NOTES
Similar screen to scenario approval,
# of people to initiate a test is configurable parameter from the database.

Confirmation is needed for approval and deny.

14. Activate Scenario

(a) Choose Scenario

Chrose Scensrio o
Lhooye an Emergency Scenario from ths list below, then click the Next button.

» SCENANOS

A offies Closed due

- Q1 -
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Here you choose from scenarios that are possible to activate. This is the first step in an emergency

activation.

View

Can sort by Scenario Name. Default Sorting is by Scenario Name, alphabetical, ASC.

Navigation
e NEXT goes to (b)

e CANCEL goes to (a)

Client Side Validation

APIs

Object w/ all approved scenario data
- method (get)(clone)

Server Side Validation

(b) Review Zones

Description

Kevigw tha selected Zones for this Emergency, make shangss as necassary, then <l

tha

Haxt bukton.

TONENANE
Atlanty 4

Here you select which zones will be affected by the emergency. Some of these may already be selected
from when the scenario was created. You can change these to reflect the current needs of the

emergency.

View

4136052v1
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Can sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC.

Navigation
e BACK goes to (a)
e NEXT goes to (¢)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error if no zones are selected and user clicks Next.

APIs
Object w/ active scenario data — all zones (flagged selected)
- method (get)(update)

Server Side Validation

(©) Review Alert Notifications

Reatisay the selected Nntification Alert Workflosy, Alerk Messages and Guestions.

Rewrinsy Alert
Motifications

fice chvsurs, Bespond and vate LISE e

ne bas forced an offio

A haricanag warning has
If yort Firse not respimde:

Description
This is where you define the messages that will be sent out over the various mediums upon activation
of the scenario.

View
Wortlows sorted by importance, DESC.
Navigation
¢ BACK goesto (b)
e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
If any information is not filled out, next will give an error.
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Object w/ active scenario data

- method (get)(update)

Object w/ notifications workflows
- method (get)

Server Side Validation

(d) Review Status Message

Emergency Activation Step & #ACODS0
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Tither

Beview the Status Message that will be inftially displayed on the web portel and Sidebar.

Meszage:

A feview Status Message | | SO stampa

® e office wid be dosed for st feast the nes twe days.
L i Floase use your U3E Device and the &

§ hoame,

5
4

Ahurricans waesing hizs forced offoe cosure for A dtdant Offioes
emaote Woeb Portal to contirwe waorking from your

i Check back often on this site a5 we montior and updete this smergendy hurricann seius,

Description
View
Navigation
e BACK goesto (c)
e NEXT goes to (¢)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
If any information is not filled out, next will give an error.

APIs
Object w/ active scenario data - status
- method (get)(update)

Server Side Validation
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Ewrergency Sotivation Step 5 AT S

R Y D BF NESEE EP.'F 1] a&ammm thiz ERvstiyeney Achieatiogg,
@ i & T Approwers at the tap i b

peated Sl sedectnd ERT 3embers wil
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< mn s the

ERT:AHants Spproves

[ . S N
Sctiwation Sppreval

ERT: Athasky \amdveeg

1 Em»lqe-:.v iimdtl N f(u
bt it s 2 ApdhowEs.

Thiarib o Fvr vespschivey promapitly

Description

Here you select who will approve this emergency activation. The number of people who are required is
set in the IT setup and must be met here. When the user clicks activate, it starts the activation process.

View
ERT members sorted by last name, ASC.

Navigation
¢ BACK goesto(d)
e ACTIVATE sets activation process in motion
e CANCEL goes to (a)

Client Side Validation

If the necessary amount of approvers has not been selected, will get an error.

APIs
Object w/ active scenario data
- method (get)(update)
Object w/ ERT members
- method (get)
Configuration Object — number of approvers required
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Server Side Validation

() Emergency Approval

<ime Lomesn]

id id B i
REMOTE WORNRLACE | Wofcame David Beaw |}

ENERGENCY.
13 aetvey ¥

TEST ACTWATE DEACTIVATE § APPROVALS HISTORY & REPOHTE

Emergency Approvals

The tables below display the status of Emergencies that have bean sent for approwal,

A—rﬂve Emergency Situations Requmng My ﬁppmva! Active Emergency Situations { Have Sent for Approval
o5, Chiek 3 Es ¥ Name b viss et thesn wnai Yipe Chekan B i

Maamu Ofﬁce Clasure  your

38108 AP AR
2 Chan

[Jamie: Marawnrthy Agerever

1) cy Tests ) Hme Eant for Approval

Denyer Blixxard eyt Denver Blizxand e Dbrien

ORRvRr Triic Deoiee Ihates itar sage Msde Re el Dsenver Thadtic ertiva Gnan
San Francisce Medicsd Apprevad §

SEToNR

i SF Esrthguake

Copyright 2006 Acme Company & Cirk Carparation. HELP | FAQ | CONTACT SUPPORT

Description
This is the screen that a user goes to check on approvals that they must make and the status of items

they have sent out for approval. When the user clicks on a page that needs their approval, they go to the
review and approval page shown above.

View
Sort by Scenario Name, ASC.

Navigation
e RESPOND goes to (g)

Client Side Validation

APIs
Object w/ all active scenarios pending approval from you

- method (get)
Object w/ all active scenarios sent for approval from you
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- method (get)

Object w/ all test scenarios sent for approval from you
- method (get)
Object w/ all test scenarios pending approval from you
- method (get)

Server Side Validation

(2) Approve or Deny

Approve or Deny Emargency Activation

our approval iz neozssaly Lo acthiate the Emangancy Situation: StEata Hureicare Southsm SFices Qosure
THAS ERRURniry AT Fonpiest wias san by b By Lie al S35 BT, Supash Te s

Please rayiew the Emerganny details showay ksl camfullys then dhick the Activats or Paiy button.

By clicking Actival il will b initiationg an Ermergenoy Shtuation for TEY empdayees inthe Atfanta sone,

SRR 0 AR ANT RO LTl SrTAnTi

Description
This is the screen that a person comes to, to approve or deny activation of a scenario.

View.

Navigation
e APPROVE will give a confirmation
e DENY will give a confirmation

Client Side Validation
Error if user clicks Deny with no comment filled in. Deny gives confirmation.

APIs
Object w/ scenario data including all dependent data (news, resources, etc.)
Methods(get all)(approve/deny)(add comment)

Server Side Validation
if user denies, require comment.

Track each individual approval. If any deny, status is set to denied. Approved only when each approver
approves it.
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15. Deactivate Scenario

(a) Choose Scenario

Deactivate Emergency

1, sebect it helow and cick the Deactivate buttan, to send an Bmergency Over messagys to all empployess.
rriail and will abse sppear on the Ramote Workplace YWelr Portal,

Whan an Erreergency Situation is cve
This rressage will be sent by Volos, SIS,

Avtive Emergencies {3}

Attarda South

Hubis
Bastan

Description
This screen shows all of the active scenarios. To deactivate a scenario, select it, then press the
deactivate button.

View
Sort by Emergency Name and Date Started. Default is by scenario Name.

Navigation
e DEACTIVATE goes to (b)

Client Side Validation
APIs
Object w/ all active scenarios

- method (get)

Server Side Validation
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(b) Review Deactivation Message

Emergenty Deactivation: 3DC0028

L meview Review the Desciivation Messages that will ba sent to alf effected employeas,

Deactivation Ewmail Mossage: This mezsage with be sent 1o avaplovess szl Mo et
Message q

gy . ) - . B -

§ The sdlana Rurricane Clasure i niow over. Blease sl o your mguiar work focation.
g

g

Description

Here you define what the messages that will be sent out for deactivation to all the users. You define
them by message type.

View
Send will be grayed out.

Navigation

e BACK goes to (a)
e NEXT goes to (¢)
e CANCEL goes to (a)

Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.

APIs
Object w/ active scenario
- method (update)

Server Side Validation
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(©) Choose Approvers & Review Message

Sebect ane or more ERT membees to approve this Eniergency Deactivation, than click Sand.
This ressage MUIST be sert to the Twe Approvers ot the top of the list and they MUST appmeve this
reguest for tha emeﬂ‘;enc}f to be desctivated. All selected ERT Members will receive the messagse shown on
thez tight by Yodoe, SMS and Email. Yo will receive the general Bmergency Dreactivation Alerts, which will
corfirm sqpmoval of this Emergenoy Deactivation.

Q Choose Approvers

TG REWIRW 1 e Beactivation Approval Message:
Meszags BRY: Sifants Spprovars :

i This is an Ermergency Deactivatian dpprovat Regiest.
: This s NYT 5 test

: This Deactivaticn Approval Beduest is for the Stiarda
Hurkcate Thosure wiich started h July 27, 200,

2 This test was sent o o from Diavid Drawr,

Johin Saitherten

{ Lipon apprving this Emengensy Dectivatban Raquast,
: rntiffestlons withke sont by R4S, Valos and Email
102 ol affected wmployees,

Plaase approve of disappiove this Emusgancy by:
$ (WCHCE SASE or EMBAIL sperific nstruciions)

Thark wosy far responding prarmpthe.

Description
This is the final step if approval is required to deactivate. You select the people that need to approve the
scenario for it to be deactivated.

View
Next will be grayed out.

Navigation
¢ BACK goesto (b)
e SEND starts process to deactivate a scenario.
e CANCEL goes to (a)

Client Side Validation
Error message is caused if no ERT members are selected and user clicks Send.

APIs
Object w/ active scenario
- method (get)(update)
Object w/ all ERT members
- method (get)

Server Side Validation
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APPENDIX C

FUNCTIONALITY OF

PORTAL - WORK
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16. Introduction

17. Site Architecture
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5 Work Navigation

WBRE

10

15

20

18. Global Settings

(a) Global Navigation

-93 -
4136052v1



CTX-293PR

(b) Global Image Names

(¢) Global Style Sheet
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19. Work Portal

(a) Portal Home Page
Work

T wark and manage an Emergency Situation, please select an active smirgercy from the list Bebow, then click the Werk button.
our el then b able to manage arad wdit Rl Cafl, States, Anmeuncements, Surseys and otfier baals for that Ermengency.

Active Emergeindss {3

Stlaria South Cffics Chesurs St dfiue desd v ftlarta south U

|, Hotsth Humieine Thidy AU HRuES o E AN e NS e 1Y
\'\ Paysti Tramsit Strike Brestor offics ke fur arm Jay covly dose o eemjoy B ™
Description
5 When a user, either ERT or a user comes to this screen, they will see a list of all active emergencies

that apply to them. When they select one and click the WORK button, they get brought into the portal
populated with the data from the selected emergency.

View
10 Sort by Emergency Name, Date Started. Default Sorting is Scenario Name, alphabetical, ASC.

Navigation
e  WORK (for user) goes to (¢)
e  WORK (for ERT) goes to (b)

15
Client Side Validation
APIs
Object w/ all Active Emergencies
20 - method (get)

Server Side Validation
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T L E Vvw

Al RSesieal oo i Soorgeren s

CURRENT STATUS

fiami Office Closead

Last Ypdate: July 21, 2008 .83 piy 85T

g
Ko

Read Repiles >

Due to an Avian Fhs warning from the
Ceanter for Disease Conirol, the Miami
office will be closed starting the mnming

F duly 22, 2006, Emplovees are sskad
to work from home for the noxt week or
urtt otherwise advised.

EMERGENCY ROLL CALL

RERDUKRCES

% LA I,

BURVEYE {24
LoDee Fnyone have sy seira laptops thay
et Gne

Description
This screen is where an ERT member come after selecting an emergency. This screen is identical to the
user portal, except that it has edit buttons for the various elements.

R MESSAGE BOARD{ST}

iy

Post Reply »»

Goawih oved R

o s
o 17 respansas

A0 DA Songnin
D game onale

> Past Raply >»

. 1

ead Replies »>  Post Reply »»

ppom Reguest Foem x>
Read More »»>

NEVE

L%

S DN Ay

;\%\‘:ﬂ'ﬁNN{BLﬁNCﬁMEﬁTﬁ {14}

View
Message Boards sorted by date modified. Announcements sorted by date modified.

Navigation

e EDIT STATUS goes to 20(a)

¢ MANAGE ROLL CALL goes to (d)

e NEW ANNOUNCEMENT goes to 21(b)

e EDIT goes to 21(¢c)

e DELETE goesto 21(d)

e EDIT (MESSAGE BOARD) goes to 25(a)

o EDIT (RESOURCES) goes to 24(b)

e NEWS (EDIT) goes to 23(b)

Client Side Validation

APIs
Object w/ Emergency Status
- method (get)
Object w/ all Roll Call
- method (get)
Object w/ top n Announcements (n is configurable)
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- method (get) (get all)
Object w/ all active Surveys (titles)
- method (get)(get all)

Server Side Validation
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(¢) UserPortal

ﬁ%‘?ﬁgx REMDTE WORNPLALE PORTAL Wealsonte John Sroitk
&

- Viue gompater i traiable |

tl}ﬂﬁﬂ‘ﬂ' S?RWS y; NOUNCEMENTS(N RRVEYS {3}

\\\\\\\\\\\\\\\\\\\\\\\

Wowe aif Renouauenranis sx

Las! Update: July 27, 05 §:54 ser E8T
iami Office Closed

Qe o an Avian Fiu waming from the Cerder
for Gisease Sontrof t affice wil be

closed starting the merning of July 22, 280§,
Employees are asked o wark from homes for "
the next week or unti ofherwiae advised. ,"‘ [

Dos» an.yurn fravw any axtrs laptaps they

pong have o extrs coll phang?

24 & laptop? Other office squtpment?
this Yorre: Bupport Request Form 25

,;,%W

RET—————

RESOUHCER

Eacs Mesing
0z EST Diakin Dotalls =

This alart iz to inferm you thet the Remote

1o faamn membors whe nead ans’

\\\\

I

T

Workpiace Portal is now ON. Use this sBe o

T——

tay with compa 8, .
nd it Company nes SAGEBOARD{SY!

g wents, surveys and further alerts

~ " DSROHAS B
You wil rgceive a massage by phore and email
when thiz amergency sifuation has ended. AfpOnE nave
Resd Theeads:»

atra fdge? 1 reaganyes
pand o Pagk s>

Kot Povt

s iz s in the Sospits!

ol Thwaady s

Rezpoad toPrst >

} s tocking for 26 ol wihas gAMe ConselE L. responaee
Hea Trirgadan Resporadto fos!

//////////////////////////////////////

i

Aevs sLigRs 0o dee with bored ida? L, 34 ovgpreser
Read Theaad: » Recprord oz Mnuse >

Ve news Poc CNW and e New
Yook Tines az well as local papers,

Lot ipsumn dsior Bt amet o *t FOSDENER!
Read Threador rumm-x-e Dozt

Rex View &f >0

A\ \\\\\\\\\\\\\\\\\\\\\\\\\\ M \\\\\\\\ AN \\ \\\
Description
This page is the first page a user comes to after selecting an emergency. This page give a user access to
all of the available information on the Portal.
View
Message Boards sorted by date modified. Announcements sorted by date modified.
Navigation

e VIEW ALL POSTS goes to 25(a)

VIEW ALL (ANNOUNCEMENTS) goes to 21(a)
RESOURCES goes to 24(a)

NEWS goes to 23(a)

SURVEY LINK opens specified survey in new window
VIEW COMPLETE DETAILS (ROLL CALL) goes to (d)

Client Side Validation

APIs
Object w/ Emergency Status
- method (get)
Object w/ all Roll Call
- method (get)
Object w/ all Announcements
- method (get) (get all)
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Object w/ all active Surveys (titles)
- method (get)(get all)

Server Side Validation
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Roll Call

(d) Roll Call Homepage

Y
3
N
N

{iseamny)

& e o SNEOREER P & S _ A RN
ARkl SRCEEAE Patednmite. LY Empivies Vo FERTHS L ARNGLNEERENTE SURYENS: HEWS: U RESCURCES © U NESERGE ROSRED

RoH Call Dverview

3 177 rolleagues i549a) ftawe respnnded sutof 280 aleried.
F2E239%) hares respnded and spe 7

Llinvashive

% M S
Rl Call Details (259 smplnyens) Qickan Bnployes namets el detaits A PRINT  {RIERPORT

R DS AR
TR AN Y EST

: RGN TTTAS EST:
[] arma Departmant:
D SPENLE Sreunting
[] Bethh Feidut Exescutivns Staff
[T s QNN Facitities
I:‘ Zathy SBdpRET Firarie
[ 14 Cattettan Firsande He
[] it Hunter Leaal T
D P fes BRI IZl Leyat
[] Edegar Quertan Secountmng Gipsrations
[ 3 Franitns 10 ] HR Fraudust
[] Frank Eeflevus Exeaumve Staft
1 GRS Hubsi R
D 3 Murgt HR
[ 1any Dl ERAT
[ Hugh Stephensn ¥
[ Jissie Erifik; Finaos:

ADD SEND EMAIL MESSAGE BUTTON, SAME AS SMS DEPARTMENT FILTER
AS DROPDOWN.

Description
The roll call page is where an ERT comes to see all of the contact and status information for all users
that are a part of the emergency. From here, an ERT can make a phone call using a soft phone. Can
select users to send an sms or email message to, and can sort through the results.

View
Sort by First Name, Last Name, Status, Department, Contact, Date/Time Responded. Default is by
Status. Hover region is over First and Last name.

Navigation

o SEND SMS MESSAGE goes to (f)

o SEND EMAIL MESSAGE goes to(f)

e ADD USER TO ROLL CALL goes to (g)

e SEARCH Searches all roll call data

e PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog
box and prints data on screen

[

EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file
o FILTERS when selected, it narrows down the results visible on screen.
e ROLL OVER pops up with users info, phone numbers are click to call

Client Side Validation
APIs

Object with all roll call and data.
- method (get)(get all)(get filtered)(search)(SMS multicast)(Email multicast)
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Object w/ user data
- method (get)(send SMS)(send Email)

5 Server Side Validation

(e) Edit User Details

Edit User Details

LELL PHONE HME PHONE
Pols02-4535as |

Rezpondied amd O,

& § Mot Besginaded
- 3 e .
B Responded but not X

-, RN L
»3 % Respondad but nor g

TITY STATE

10 Description
This page is used to edit a users details, such as status, phone number, and address.

View

15  Navigation
o SAVE saves data, goes to (d)
e CANCEL goes to (d)

Client Side Validation
20
APIs
Object w/ user data
- method (get)(update)
Object w/ roll call data for user
25 - method (get)(update)
Object w/ status
- method (get all)

Server Side Validation

30
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(f) Send SMS or Email

Tor Ahigadt Sonith, Frances Lee, Richard Beoker

KA
Message

N

Description
After selecting users and clicking send sms or send email. You see this screen where you write your
5 message and send it.

View
Navigation
10 e SEND sends an SMS Message, goes to (d)

e CANCEL goes to (d)

Client Side Validation
if no data is entered, gives an error
15
APIs
Object w/ roll call selected users from previous screen
- method (get all)(Send SMS multicast)(Send Email Multicast)

20  Server Side Validation

-102 -
4136052v1



CTX-293PR

(g) Add user to roll call

s Erveerguany Silutution Feom tha Torgoeraiy Diractory:

Description
At this page, you can search the corporate AD for a user to add to the roll call.
5
View
Navigation
e ADD saves data, goes to (d)
10 e CANCEL goes to (d)
Client Side Validation
If user leaves out data, will get error
15  APIs
Object w/ roll call data
- method (get)(add)(search)
Object w/ status data
- method (get all)
20 Object w/ ad users
- method (search)(get)

Server Side Validation
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20. Status

(a) Status Home

Status
The fedlawing mrestage s displaped an the Ramaote Workfuroe Portal BUirforms empdeyess of the cumrsent state of tha emargency situation.

Torupdats tha Status mrsssams st adit the tevt it the window bedoaw and then click Sawe.

Tithe: | Rtiami Office Clased

Massrge:

Bure ter ann Swetan Fiu warrdng from the Center for Biksase Contrid, the Miand offizs will be closed starting the morming of Joly 32, 2005,
Enploness ave ashed to ok from home for the mextwesk or until atheraise advised,

Eny emiplogess who feal they may e dewdlsping fu-ibe spmptoms eaze contact i HSCs hatline b 1-800-754-Q0787

The Rernote Sk placa Fortal is mow GHL Uz thiz site 10 stay cumantwith cornpany Rews anpmunemeends, surasys aned further aerts.
T CATT A 02ES Yo ORrmputer, weurk Fifes, wrice maik ard budady st from this sibe and the sidelar

Description
5 This is where an ERT will come to change the status of an emergency. When they change the data, a
record of it will be kept in the backend.

View
Populate with current status message.
10
Navigation
o SAVE saves status, goes to 19(b)
e CANCEL goes to 19(b)

15 Client Side Validation
If any fields are not filled out, give an error.

APIs
Object w/ Current Emergency Status.
20 - method (get)(update)

Server Side Validation
Create a backup of status when new one saved.
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21. Announcements

(a) Announcements Home

Announcements {11}
The fellowing announcemants have bean issusd to all smployeas during this emergency situstien,

@ New Center For Disesse Controd Wpsdates Angust 16th, 2006 0523 EST
Thoz B has just bssusd new precautionary quith=lines isr heatth and safety during this shsatbam. hibps S weaw cdo.gow34233443F°

{Florem insum Dalor Sit Smst Sdgost 1GR 2SR EST

horer acEnir Sed Bt qugi Buspendinge fachis setatingl Munc et et Masomnas Beugist lectis Tiveras:

S ullsom Bpsum Dalor SitAmmet August 15th, 2098 021 FEST
Mlubiarss ot misk 2u retis dichem sHamompen Corm socis natogues penstibus stmagrds Sis parturiers. montes, esoatur ddisulus mes
Fduge mist doresm, aliquet ot volutpsat vestiiwum, sodlicitudin non, iguta. Ut liguka quarr, porttior id pretiurm guis, witioss vel, dolor
Rlur crarsus, st g gravida wiverns, sdio Bboro condimentws runc, =t wiius sz ipswm wal arck

o Lonsm ipsum Dobor Sit Amet fugus 16k 20060311 E5T
Phiasaliuis quis sriin i sdhpiss By consegat Sed mget iaassiut le s depibvs ladnin ntege pulvinass et Fend Mol e

Fhiakalicrs mude iy 3 il 3diplseting consaquit Sed wget Bous utlectus dapiusiadaby: Intdger Sivingr conssgiist lose Mg Weland

Firent e Enbn Sed gt gise Suspendisse facinly snrat nish Moo e tes Maeconas fauglat eckis insros U Bguks quanigssrstipor i
iR s g vl abelar NUHR TUrs Srat S GrRaE N Sdie Hiber g SonsimEn Ui RO Cat e s S el ard
Regad Rbogg 2w

{7 Nullanm Ipsum Dolor Sit Amet Sugast 164, 2086 U211 EST
Mutlam et mist ey meatus dictum vllamonrpern Cum socifs matogue penatibus et magnis dis parturient montes, nasostur Adiculus mus
PirRric Faist mreim, alliguet gt wolutpat vestibudum, sodlboitudin nor, figuke. Ut ligute guarn. porttitar id pretiuee: guis, eltdozs vel, delor
Pdubla aursus, erat 2 gravida whrerrs, cdio Bbere condimentum punc, &t varus libero ipsum vel crek

Description
When a user comes here the see all current announcements.

View
Default sorting is by most recent. All buttons only appear for ERT.

Navigation
e EDIT goes to (c)
e DELETE goes to (d)
o NEW ANNOUNCEMENT goes to (b)

Client Side Validation
APIs
Object w/ all Current Emergency Announcements.

- method (get)

Server Side Validation
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(b) New Announcement
FANDE40 Kew Annoarcersent v 4.0 - Sugest 34, 2008

MNew Announcement

Title: |
Massagea:

Description

This is where an ERT comes to create a new announcement.

View

Navigation
e SAVE saves data, goes to (a)
e CANCEL goes to (a)

Client Side Validation
If either field is left blank, returns an error.

APIs
Object w/ Current Emergency Announcements.
- method (add)

Server Side Validation
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(¢) Edit Announcement

FANIONEN Edit Announoemeant ¥ 18 - August 14, 2088

Edit Announcement

Tithe: | Lorem fpswm Dolur 5t Bt

flessage;

Phasslluz quis enimn a et adipiscng coenge

gt facus ut bectus dapibus Facinia, Integer pulsinar
conseguat lew, Mullam efeifend lorem ac =nim. Sad
at guam Susperidisss lacinia evat at sl Nunc et
eot. Masnenas feugiat bectus it eros,

Description

This is where an ERT comes to edit a current announcement.

View

Navigation
e SAVE saves data, goes to (a)
e CANCEL goes to (a)

Client Side Validation
If either field is left blank, returns an error.

APIs
Object w/ Current Emergency Announcement
- method (get)(update)

Server Side Validation
Update timestamp on back end
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(d) Delete Announcement

FANDRIG Dalets Snrecincernent v 1.0 - August 14, 2805

Delete Announcement

SULR R ATARIOE
e
#Are you sure you want to delete the Announcement helow?

s

Tifs: Lovaa sy Roler S8 Rwst

Message: Fhaselbus quiz enim s rl adipiscing conssgquat. Sed

mqet bacus ot leotes dapibus lacinia. rite xebanas
sevpeiat keo. Multam sleifend borem ac ertim, becd
at quiert Suspendises lavinia et at nigh Muns ot
et Mascanas feuniat lectus in sros.

LK

e
Description
5 This is where an ERT comes to delete a current announcement.
View
Navigation
10 e YES, DELETE delete record, goes to (a)

e NO, CANCEL goes to (a)
Client Side Validation
15  APIs
Object w/ Current Emergency Announcement

- method (get)(remove)

Server Side Validation

20
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22. Surveys

(a) Survey Home

Surveys (2 active, 3 dosad)

Actiws Sursaps: The folbewing surveys ars currently runnimg.

Dors amyone have m exira call phene they coubd mai o team mambers whe meed one?

Clased Surveys: The following surveys sre dosed.

{vwnrun '

ek ol nisi guis metus gravida Praesent fiv fBbere £ jusin. Rullam lacus mi, dignissim ae, sagitis ree,
vEnenFts SampET, Rung. T

Description
This is where an ERT comes to view current (open and closed) surveys and see their results.

View
Closed Surveys are sorted by closed timestamp. Active surveys sorted by deployed timestamp.

Navigation
e CLOSE saves data, goes to (¢)
e NEW SURVEY goes to (¢)
e VIEW REPLIES goes to (b)

Client Side Validation

APIs
Object w/ Open Surveys for Current Emergency
- method (get)
Object w/ Closed Surveys for Current Emergency
- method (get)

Server Side Validation
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(b)  Survey Results
Survey Results: Sesking Extra Laptops o questiuns;
Frahess Opery Resuitsl TT% 348 of 348 ampbuyaes) Buos vespondad §_1 BRINT {gs}mw

Ruesiian L Doas anvons have any exba iaptops thay moidd nnii to s membaers wi posd one?
o oenaes S5 3T O 340 awe responten MRa

Nuesien 3 Doues xvores have an Bricy baltery for s BallCagsat

7 SRROE 1423 ERT
Rdam Gartaely Vi FHws i ORI FTSREST
! Anmz Singa Yoz SFRALS2E 2RI EST
Srthir Ehar N SRS aREET
| gem Charwdler (1N TR FLSREST
Bob: Exajbagy P SFESE L S RIAEST
| ety Cirews Na FRAVIOBE 12 EST
Chrik Eathorin o oI FEEREST
| mowid Hiurtter N OFRN2ME ZIAZEST
s fi o SRRNE TARTERT
| dgar Crwarton [ FREOE IBYAEST
Franing Semmiy o RN K EST
| Framk Bellevue N HPRLOS VESSEST
TRbIge bt P SRERRRE SRS ERT,
| Greg Kurent Ka TN 14T EST
Hamy Eiouias Ma TFRGRIG T IREST.
| Hugh Shaphanson Ne TG BV EST

‘ Base Frank Wi

Description
This is a way to view users responses for the surveys. Clicking the arrows will expand or collapse the
results.
View

Sort by First Name, Last Name, Response, Date/time responded. Default to Last Name.

Navigation
e  ARROWS expand or contract results
e PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog
box and prints data on screen
e EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file

Client Side Validation

APIs
Object w/ Selected Survey for Current Emergency
- method (get)(get all questions)
Object w/ Question Object with all Responses
- method (get all responses)
Object w/ single Response
- method(get)

Server Side Validation
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(¢) Post New Survey

Fost New Survey
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) Troved State Toagek phannlini SORes 1T qisting Rty 5
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B
Description
5 This is where an ERT deploys new surveys to users.
View

Sort by Survey Name.

10 Navigation
e VIEW DETAILS saves data, goes to (f)
e POST goes to (d)

Client Side Validation
15
APIs
Object w/ all Finished Surveys
- method (get)(clone)

20  Server Side Validation
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(d) Post Survey Confirmation

FSYOITE Post Survey, Pubiic oy Private, Confirmation v 20 - August 18, 2088

Public/Private Options
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/

Post Survey Confimation
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Chick v the madn Survey tals o view replies ar clese this survsg

= N
.

Description

CTX-293PR

Here the ERT decides whether the results are public or private and then gets a message indicating

whether or not the survey was posted successfully.

View

Navigation
e CLOSE closes window
e POST goes to (d) (confirm)

Client Side Validation

APIs

Object w/ Active Survey
- method (get)(update)

Server Side Validation
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(e) Close Survey

Close Survey

Responss:
§7% o amplapeas have roxponde (432 out of 78

Description
If you choose to close a survey. This window pops up giving you the results so far and asking if you

5 are sure you would like to close it.

View
Navigation
10 e CLOSE SURVEY closes survey, goes to (a)

e CANCEL goes to (a)
Client Side Validation
15  APIs
Object w/ Active Survey
- method (close survey)(get)

Server Side Validation
20 Set status to closed
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(f)  Survey Details

Description
Here you can see all of the details of a survey before choosing to post it.
5
View
Sort by question.
Navigation
10 ¢ CLOSE closes popup
Client Side Validation
APIs
15 Object w/ Survey
- method (get)
Server Side Validation
20
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23. News

(a) News Home

¥ Miami Hersld Headlifes Waw s =>
News el ar Flu Caseg o the Drdine
Sept 1 Mayoral Primary Hectians in Delabe
Frafiminary Vacdine Trfake Fosithe
e Best for the Weany
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¥ Now York Headlines Wewall x>
Larern s Dhiodor Sit Srmst
Aalpeing Lumak el Cirtonz:
Quisque Posuare LErbies Justa
Fusos Blandit Sem sc Falis
Sereasn Tampor

P CHK Headlinez Wewali>»
¥ Wall Strest Jourmal Hosdlinas Vswalt x>
P Soogle News Headlines Wise =8
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Faad Full Srticks o

Description

This page is where user goes to see news feeds. The left side contains each feed title and all their

articles. On the right is the headline and description of a selected article. Clicking Read Full Article

will popup a new window with the article.

View

Navigation

o EDIT NEWS FEEDS goes to (b)
¢ Read Full Article opens a new window

Client Side Validation

APIs

Object w/ all selected News Feeds

- method (get)

Server Side Validation

4136052v1
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(b) Edit News Feeds

Acrie Canpany:
REMOTE WORKELACE  Wetcone Banid D
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ORI
mi.cam
PEG-TY Miambich 8}

0 aw Thires
6 620 Miany Hews Radin

Description
This page allows a user to add news feeds and select the ones that are available in the current
emergency.

View

Navigation

e ADD saves then goes to (b)

Client Side Validation

If user clicks add and there is nothing entered it errors

APIs

Object w/ all News Feeds (with selected flag)
- method (get)(add)(update)(move)

Server Side Validation

Validate that news feed works.
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24. Resources

(2)

Resources Home

Aosa oy
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Description

This page gives a view of all Articles and Documents in the Resources area of the emergency, and the

Naranti A A

Hbane R slaas ecvivs SO6RS M0 55, Wanik LR
3358 ¥ p JLTATS)

B Lanpacter Borats, 208 Fieos 55, Micenh 74 04553
AT h s it

Nt N i,

S e S e T
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QER Sraktiz PRDL SEETETEsbe S, Mo, FLAFEZ
000 PSSP TUDS S ikt

Caceedtin boa S52, 24270 5oin M-, Mo, FLHIIT
-2RE-G5GT

Ssaican, 324 S Sx e
o ringit b i 2

e e Teogae i gvdda cod ieres

map with resources put in by users. Map works like google maps.

View

Navigation
o EDIT ARTICLES goes to (b)
o EDIT MAP goes to (¢)

Client Side Validation
APIs
Object w/ Emergency Resources
- method (get)(get all)
Object w/ Map Points
- method (get)(get all)

Server Side Validation

4136052v1

-117 -

Ardd Aporhsy Fokt ra the Haw

Syecciddrecn




10

15

20

25

CTX-293PR

(b)  Edit Resources

Acre G,

REMOTE ‘m@&tz Werbaores: David Brww 1t

| Edit Resourges

Prasat 3nd Seiected Resowrc:

Extan Flu Prepase

W

.

Description
Here is where an ERT members add resources for users.

View
Navigation

¢ DELETE RESOURCE goes to (b)

e ADD goes to (b)

e SAVE saves changes, goes to (a)

e CANCEL goes to (a)
Client Side Validation

Error if add is clicked and data is missing.

APIs

Object w/ Emergency Resources
- method (get)(add)(update)

Server Side Validation
Check that file uploaded properly, and that web address is valid
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(c) EditMap

Resources ; Edit Map

Fyws: Rasdbeal {hasogat
Drondnkean Hasg

IR T SE-008T

Description

B4 BevBer Paintio the Map:
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Titdes

BRexsspiiaw:

Sevset A drexs:

Here is where any user can add or remove a resource to the map.

View
Navigation
e ADD goes to (b)
o DELETE saves changes, goes to (b)

Client Side Validation

Error if add is clicked and data is missing.

APIs
Object w/ Emergency Map Resources
- method (get)(add)(update)(delete)
Object w/ all types
- method (get)

Server Side Validation

4136052v1
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25. Message Board

(a) Message Board Home

Message Board

B e
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Description
This screen shows all of the top level messages in the message board. An ERT sees the option to Delete
Messages.

View

Navigation
e DELETE MESSAGE goesto 0
o POST NEW MESSAGE goes to (d)
¢ MESSAGE HEADLINE IS A LINK goes to (b)

Client Side Validation

APIs
Object w/ all Message Board Messages
- method (get)(get all)

Server Side Validation
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(b)  View Post Details

2 Bach ko AN sty

Lorens iprum Dolor S Rmet @3 rsspassst

Poopsd by: David Molevnsde | DS TH88 4353 85T

TR erstuar 23ipdsaing it Peltentezaus s edicu dn vivera snte ed adiplang westhulum Stam il oreer trmin vel Jepbas magra nta 0 odis denBadumn b nuila
Currbitcr 2RrmMNtEn, T2e it amet Wit Fraeet bigust poaniads Pt LR onarg sedsdes s,

L snesis P58 PRARRIIK Forfod hay Jormdo fiten | D6-52-08 €32 8T
raz it nidlis

shery, AL dighela drvbeody

coesodonudien ronzs, Docoag meongier.

iz parbaciont moeabes, cies

dicts :apien quis e Mune pavtaanid guiz wilputete dictum nedtla ofit NeERtLiR Fi2Us, Wi

ari® arituemy . s banmest Gt ish Frracs grovida punas.

NTUS A 65 guieua.

Falfentorgue hubdtan soorbi tristigue senacius Soed by et Bakes | 683040 €33 BFF
Ratuz etinsiesusds Grnes 3 tunls sgastss Crax mndia riegie, dignisd et herdreell ror Faucibus corsed remer, pede Etiay dok. Mauis vilse sem. ir ez erat in moleatie
brtnaidt, ek 2ean fibendeim kechos, b3 Tirazite nite oot mac paie BT @bIrodon, fsus iaintend rratesineda, 2apban fobis Imgpendoat pzarn, Red obarren it rorgsa mief st

L BRY
DAOEDOE TN Wi FLeDce RS LI 1NeCHuE JIR ITdsger 0 0Dy o magna convaliis

s R iR i aune ports IR Robd by Ko bxe | N-I08 &
iz s pharetre abigast Ddis Paciize massa anpenddat R

Ur% bl £1UIH Tl

termgs Rlsetenas placert eren quis s dnteger semper pharette tellus. Fuaos phamsten, Senean vitee i
L suais Jas patatibus 8

rard:

Bt iz dis pariurient seorites, masoetue rdintfus mross. D

s coridtrnendems o Ear o

sapun avos eibsien

T Egat, hemdnaelt nesm, TalecBas canses
P tedin, fiswz i d

ot ipsarn, sed ebetneniur mrassa mit e pasto,

S0 N s, FUSme Mt tis fusban 1ed ber i indenes I it et miagne convals

it B

FUson Dara s

Az wharete Auget LR Faddbis nidose

Description

This screen shows the Message data, and then all of the replies for this message. At this point you can

use reply to add a reply.
View
Navigation
e REPLY goes to (c)
e BACKTO ALL POSTS goes to (a)
Client Side Validation
APIs
Object w/ Message Board Messages with all replies
- method (get)

Server Side Validation
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(c) Reply to Post
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Description

5 This form is used to create a reply for a message.
View
Navigation
10 e POST goes to (b)

e CANCEL goes to (b)

Client Side Validation
Error if user click Post without filling out both fields.
15
APIs
Object w/ Message Board Message
- method (add reply)

20  Server Side Validation

-122 -
4136052v1



5

10

15

20

25

30

35

(d) Post New Message

Post Mew Message

Resdspwts

PSS THE

Description
This form is used to create a post a new message.

View
Navigation
e POST goesto (a)
e CANCEL goes to (a)

Client Side Validation

APIs

Error if user click Post without filling out both fields.

Object w/ Message Board Message
- method (add)

Server Side Validation
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(e) Edit(delete) Posts
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Description
This form is used to delete either full messages, or replies. User selects which replies to delete and
presses DELETE REPLIES to delete them or presses DELET ENTIRE POST to delete the message
and all replies.

View

Navigation
e DELETE ENTIRE POST deletes post and all its replies, then goes to (a)
e DELETE REPLIES deletes selected replies, then goes to (a)

Client Side Validation
Error if user click DELETE REPLIES without selecting any replies.

APIs
Object w/ Message and its Replies
- method (delete reply)(delete)

Server Side Validation
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APPENDIX D

DESIGN SPECIFICATION:

WEB SERVICE FOR STICK CLIENT
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26. Introduction

This document describes the web service that will provide information to the software
components residing on the USB stick device. The APIs are styled as C prototypes, but this is
just for convenience to show the general type information expected of an API. The actual
wrapper API might be deferent. The foundation of the web service will be a SOAP based
component. Error handling has not been defined yet.

27. Security
Security provided by VPN access?

28. Definitions

Bootstrap | This is the initial application that will run on the stick. It will have the ability
loader to “boot strap” the stick from just itself to a stick with an installed Sidebar
application using the web service to download the required components.
Once the stick is up to date it will pass execution to the Sidebar loader.

Sidebar | This executable sets options and configuration files for the Sidebar
loader application and starts the Sidebar (this may be combined into the Sidebar
application itself -- TBD)

Sidebar | The application that runs from the stick and is visible on the left or right hand
side of the users Windows desktop. This is the application that provides alert
status information, links to the portal and GotoMyPC, and other pre-defined
components such an instant messenger application and a softphone.

29. APIs
(a) GetVersion
(i) Prototype

int GetVersion(int* major, int* minor);

(i)  Arguments

Name Description
major Returns major version.
minor Returns minor version

(iii)  Returns
0 if no error
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(iv)  Notes

(b) Logon

(i) Prototype

CTX-293PR

int Logon(const char* username, char*buf, size t len);

(i)  Arguments

Name Description

username Logon username.

buf Buffer to store returned session 1D
len Length of buffer

(iii)  Returns

SessionID or empty string on error

(iv)  Notes

This creates a session. User has been authenticated using the VPN link to establish a
connection to the domain. TODO: enhance the security here. The problem is that a user can
impersonate another user once they have logged on legitimately using their own account.

(c) Logoff

(i) Prototype

int Logoff(const char* sessionld);

(i)  Arguments

Name

Description

sessionld

Session Id..

(iii)  Returns

(iv)  Notes
Ends a session.

(d) QueryUpdate

(i) Prototype

Int QueryUpdate(const char* sessionld, const char* itemld, , const char*
lastUpdateCookie, char*buf, size tlen);

(i)  Arguments

Name Description
sessionld Session Id.
itemld “wfcBoot.exe”
“netbvpn.exe”
“app.cab”
lastUpdateCookie Cookie from last successful update. Can be null to force an

4136052v1
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update.
buf Buffer to store returned cookie
Len Allocated length of buffer

(iii)  Returns
1 if update is required
buf will contain new cookie
0 if update is not required

(iv)  Notes
The cookie value is determined by the service and is not evaluated in any way by the client. .
The stick client will update its cookie value for this item only after it has successfully
downloaded and installed the updated item.
If an update is required the stick client will download the item with the same itemld value
using the GetBinaryltem API.

(e) IsComputerHostNameOkForRemoteAccess

(1) Prototype
int IsComputerHostNameOkForRemoteAccess (const char* computerName);

(i)  Arguments

Name Description
sessionld Session Id.
computerName This is the computer’s host name.

(iii)  Returns
1 if the computer name/host name is in a domain acceptable for remote access (GotoMyPC
hosting).

(iv)  Notes
This API is used determine if the computer is a suitable candidate for GotoMyPC host
software installation. The Kent administrator will specify what domains are acceptable. So,
for instance, if the Kent administrator has specified that the domain “citrate.net” is an
acceptable domain for Kent GotoMyPC host installation then the call
IsComputerHostNameOkForRemoteAccess(“brenton-xp.citrate.net”) would return 1.

(f)  GetBinaryltemSize

(i) Prototype
int GetBinaryltemSize(const char* sessionld, const char* itemld);

(i)  Arguments

Name Description

sessionld Session Id.

itemID The item ID is returned from another API. Typically it will be a
path and file name and we may want to explicitly define it as
such.
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(iii)  Returns
Size of item in bytes. -1 if item does not exist.

(iv)  Notes
The ItemID for a binary item can and will be used in the client as a path and file name. The
ItemIDs from the web service should use appropriate names for binary objects. An example
might be an ItemID of “RollcallPanel.dll” for a Sidebar DLL. The client will write this to
<filesystem-root>.

(g) GetBinaryltemChunk

Prototype

size t GetBinaryltemChunk(const char* sessionld, const char* itemld, int dataOffset, char*
buf, int len);

(1) Arguments

Name Description

sessionld Session Id.

itemID See GetBinaryltemSize above.

dataOffset The offset in bytes from the beginning of the file to start returning
data.

buf Buffer for returned data

len Length of above buffer in bytes

(i)  Returns
Size of returned data returned in provided buffer.
-1 on error

(h) GetXmlltem

(1) Prototype
size t GetXmlltemChunk(const char* sessionld, const char* itemld, char* buf, int len);

(i)  Arguments

Name Description

sessionld Session Id.

itemID A string that identifies the tag name of the XML fragment

requested. These are defined so far as:

“RollCallSummary”
“AlertStatus”
“Tools”

buf Buffer for returned data

len Length of above buffer in characters

(iii)  Returns
Size of returned string data (in characters) including the terminating zero. If the provided
buffer is too small this value will exceed the value of len and no data will be copied to the
provided buffer.
-1 on error
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(i)  GetExpressDirectory

(1) Prototype

int GetExpressDirectory(const char* sessionld, const char* lastUpdateCookie.
char* itemld, size t lenltemId);

(i)  Arguments

Name Description

sessionld Session Id.

lastUpdateCookie Cookie from last successful GetExpressDirectory call. Can be
null to request the entire directory

itemld Buffer to store returned item 1D

lenltemld Length of itemld buffer

(iii)  Returns
1 if no error

(iv)  Notes
The returned ItemID can be used in GetBinaryltemChunk to retrieve the data. The
UpdateCookie is used similarly to the UpdateCookie field in GetUpdateManifest.

30. Express Directory

The Express Directory in the Sidebar will be downloaded asynchronously to the usage of the
Sidebar. Initially the Sidebar will download the entire directory and save the data on the stick.
On subsequent Sidebar startups, the panel will request updates to the directory using the
cookie provided to it from the server on the last directory retrieval. The client uses the
GetExpressDirectory and GetBinaryltem APIs (described above) to do this. In order to save
network time the data should be compressed by the server and decompressed by the client.
The panel will always integrate the existing directory with the update and save the updated
directory on the stick.

Since clients might be requesting directory updates frequently it might tax the system if each
request caused a specific database query. One strategy to ease this load would be to 1) limit
the parameters of a query and 2) cache the results on the server. The two elements go hand-
in-hand, as it would not be practical to cache the results of the queries if the parameters were
not limited. A limited number of queries means there will be a limited number of results to
cache.

(a) Limiting the parameters of a query

Normally, to get all the records that were changed in a dataset since the last update one would
request all records that were changed after the time of the last update. To limit the number of
queries we can lengthen the granularity of the time period. For instance, if we use a one hour
interval then the maximum number of queries every hour will be the number of hours the
alert has been active. The actual number of queries will be much smaller than this theoretical
maximum.

To increase the time period to one hour, the server should return a cookie with the time the
request was made. When using that cookie, however, the server should modify the time to the
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previous whole hour and use that time to make the database query (after first checking to see
if there is an already cached dataset of this query on disk).

(b)  Caching the results on the server

After making a query the server should 1) compress the results using a data compression
algorithm such pkzip, and 2) Save the results to the disk using a file name that combines the
last update time (from the requester’s cookie) and the current date (rounded down to the
previous whole hour).

It is this file name that the server returns to the caller in the itemld field in the
GetExpressDirectory APIL. The caller will fetch the data using the normal API to retrieve
binary data (i.e., GetBinaryltemChunk).

(¢) Returning cached results

As mentioned above, the server will first check the file system for a cached result of the
query before making a new database query. The cached files will be named to identify the
query used to create there contents. If a file exists with a name <cookie data time rounded
down>-<current time rounded down> then the server will simply return that name in response
to a GetExpressDirectory call from the client. There are other ways to do the same think. For
instance, all current query results could be kept in specific folder. The names of the file in the
folder would contain the update query time only (the current time is assumed). When the hour
changes the server would delete all files in this folder. A further and perhaps significant
optimization would be to not delete the contents of this folder if no changes have been made
to the express directory within the last hour.

31. XML Schemas

(a) Version
Example XML:

<Version major="1" minor="0">1.0</Version>

(b) RollCallSummary

Example XML:

<RollCallSummary total="1000">
<TimeStamp><Date>2006-10-22</Date><Time>22:00:02Z</Time></TimeStamp>
<CheckedIn total="100" requestingAssistance="50" />

<Link href="/rollcall” />

</ RollCallSummary>

(c) AlertStatus
Example XML:

<AlertStatus responded="true” level="1">
<Activated><Date>2006-10-22</Date><Time>22:00:02Z</ Activated >
<LastUpdate><Date>2006-10-22</Date><Time>22:00:02Z</Time></LastUpdate>
<Zones><Zone>Miami</Zone></Zones>
<Title>MIAMI OFFICE CLOSED</Title>
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<Description>Due to an Avian Flu warning from the Center of Disease Control, the Miami
office will be closed</ Description>

<Link href="/" />

</AlertStatus>

(d) Tools

This example uses a made-up protocol of “cmd” to in the href tag to execute the internal
command that will start GotoMyPC for this user. This is TBD. Alternatively, something like
href="file://start_g2.exe -u “phil.smith@acme.com” -pw “39950390” -nn “OfficePC” -ac
“12345°” could be used to start an executable on the stick with the GotoMyPC arguments
needed to start a G2 session on a specific host computer.

<Tools>
<Tool href=cmd://start-g2>
<Image src="/images/gotomypc.png” />
<Title>Y our office computer is available!</Title>
<Button style=""">Launch GotoMyPC</Button>
</Tool>
</Tools>

(e) Configuration

Example XML:
<Config>
<Application>
<Panel>Status</Panel>
<Panel>Rollcall</Panel>
<Panel>Tools</Panel>
<Panel>Communicator</Panel>
</Application>
<GoToMyPC>
<Userld>Charley.Smith@acme.com</Userld>
<Password>B990B00B-DOFF-40d0-8D60-80D023DD3706</Password>
<Host>
<Name>charley</Name>
<AccessCode>C011A69D-7922-4¢a9-856E-22CFB9236B0F</AccessCode>
</Host>
</ GoToMyPC>
</Config>
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DESIGN SPECIFICATION:

STICK SOFTWARE
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32. Introduction

The Sidebar is tightly integrated with the USB Storage device (the stick) that is provided to
cach employee as part of the WFC employee package. In this document we will discuss the
user interface and user process elements on the stick that relate to GotoMyPC installation and
usage, the Sidebar and to the entire user client experience. The creation and management of
the stick is discussed in another document.

33. Stick provisioning
(a)  Stick minimum requirements

(1) Stick hardware/firmware requirements

A stick must support the plug and play ability (U3 related?) that reports rwo volumes to the
operating system upon insertion. This is necessary to cause our executable located on the
stick to automatically run when the user inserts the stick. The first volume is the bulk of the
device’s storage and is called the data partition. The second volume is a small section of the
USB device’s storage that emulates a CD ROM device and is reported to the operating
system as a CD ROM device. The CD ROM emulated section contains an autorun.inf file that
the operating system will automatically search for and execute. This will cause a small
executable, also residing on the CD ROM section, to run. This small executable will detect
the disk identifier of the stick’s data partition and will start an executable located on that
volume.

The U3 platform is an open-standard developed by SanDisk and M-systems.

For further explanation here is a summary of this functionality from the everythingusb.com

web site:
A small, 4MB read-only system partition of the U3 drive pretends to be a CD-ROM drive,
while the data partition shows up as a regular flash drive. Because Windows is led to
believe that the system partition is a CD, U3 takes advantage of the AutoPlay feature in
windows to automatically run the U3 LaunchPad and unlock the data partition of the drive.
It should be noted that U3 will run on any Windows 2000/XP system, regardless if the user
has administrative rights or not.

(ii))  Minimum files on the stick’s CD-ROM volume

Autorun.inf A text file that causes Windows to run AutoLauncher.exe.

AutoLauncher.exe | Small executable that determines the drive letter of the stick’s data
partition and starts the executable wfcBoot.exe located on that
volume.

u3dapil0.dll A helper component that AutoLauncher.exe uses to determine the
drive letter of the stick’s data partition. This is a DLL provided in
the U3 SDK.

(iii)  Minimum files on the stick’s data partition

wicBoot.exe The Kent bootstrap executable. This program can communicate
with a WFC service and download all other program files necessary
for a fully functioning Kent enabled stick.

netévpn.exe VPN client software
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With the exception of u3dapi.dll all the files listed above must be created and prepared by the
Kent development team.

(b)  Other stick considerations
Along with the minimum wfsBoot.exe file on the data partition, it may be beneficial to also
include other files needed for a functioning Kent enabled stick (i.e., the Sidebar components
and G2 installers). The bootstrap loader is able to detect an out-of-date Kent installation and
will download and install newer components from the WFC service. If, however, the
installation is not out-of-date, then downloading time is saved and the user can start using the
Sidebar without delay.

34. Stick software major components

In this section we list and discuss every significant process, utility or application that resides
on the stick.

(a) Auto Launcher (AutoLauncher.exe)

This component is described in the Stick provisioning section above. It resides on the CD-
ROM portion of the stick and is responsible for launching the wfcBoot.exe application on the
stick’s data partition.

(b) WFC bootstrap (wfcBoot.exe)

The application performs the actions listed below.
1. Detects or obtains Internet connectivity.

2. Discovers VPN service URL. A service located on a Citrix owned server may be used
to obtain the Access Gateway URL. The user may be prompted for a company ID if
the stick has never been used before and has not been pre-seeded with a company 1D
or company Access Gateway URL). This discovery process is documented in
TODO:xxxx

5. Processes program update information from server (this is documented in
TODO:xxxx). Note that in the event that the VPN client or the bootstrap program
itself has been updated then the bootstrap program will restart. The existing logon
state can possibly be preserved by caching the current session ID. If not, a screen

laining the re-start will be displayed to th r

Starts Sidebar loader.

~
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(¢c) Sidebar loader (loader.exe)

The Sidebar loader performs the following functions:
1. Sets up all Sidebar configuration files. This step is to insure that the Sidebar is always
correctly configured.
2. Starts the Sidebar

Notes
e [t’s the intention that the functionality of the loader will be put into the Sidebar itself.
When and if that occurs this component will be eliminated.
¢ Another option would be to put this functionality into the bootstrap application, also
eliminating this component.
e The loader will be provided with the current session ID using a command line
argument.

(d) The Sidebar (dsidebar.exe)

The Sidebar is the main application and function of the stick and is described in a separate
section below. In a yet to be determined method the Sidebar will be provided with the current
session ID from the bootstrap application or the loader.

35. Sidebar

The main functions of the Sidebar are to provide alert status information to the user, allow the
user to respond to the alert with status information, provide a link to instant GotoMyPC
functionality, provide links to more complete information and functionality on the WFC
portal web site, and to provide a customized IM and Softphone component preloaded with the
user’s managers and peers.

One underlying programming strategy of the Sidebar is to let the WFC drive the component
as much as possible. That is, the Sidebar is, as much as possible, a “dumb” client. This is
analogous to a web page, where it is the server that determines the content and functionality
of the page and not the web page itself.

(a) Launch

If the stick has been initialized the Sidebar is automatically launched by the loader
application as described in the Stick sofiware major components section above.

By the time the Sidebar is launched it is fully configured and displayable. Each panel,
however, may need to download specific data from the WFC service. These downloads will
be asynchronous with the display and usability of the Sidebar. The strategy is to download
the minimum amount of data necessary prior to the launching of the Sidebar in order to keep
the UI as responsive as possible.
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(b) Overall
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An example screen shot of the Sidebar.

A mini-application in the Sidebar is called a panel. In the screen shot shown above there are
four panels: Status, Roll Call, Tools, and Directory/IM. The specific panels loaded into the
Sidebar is an IT configurable option and can be based on the ERT and Manager status of the
user. At a minimum the Status panel will be loaded. Normally the Status, Tools, and
Directory panels will be loaded for all users, and the Roll Call panel will be loaded for ERT
personnel and Managers. Optionally the Roll Call panel can be loaded for all employees.
Each of these panels will be described below.

Note: Unless otherwise stated all links open up a web page on the WFC server using the
computer’s default browser. A session ID provided by the WFC service will be encoded in
the URLs to identify the requester to the portal.
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(¢) Sidebar Panels

(i) Status

The status panel displays the current status of the alert as supplied by the WFC service. The
panel will poll the WFC service once a minute for changes and will update the display as
changes occur.

The background of the message will be color coded depending on the status (color coding
values TBD).

A color-coded line at the bottom of the panel will display the user’s response status to this
emergency. This will be a clickable link to a page where the user can enter or modify a
response.

The Read More link will open the home page on the portal for this emergency.

(ii))  Roll call

The Roll call panel displays statistics and a bar graph showing the number of employees who
have responded to the alert.

A View Details link will open the Roll Call page on the portal.

(iii)  Tools
The Tools panel contains URL links to selected applications. The main purpose of this panel

is to make the GotoMyPC URL link clearly visible and available to the user. The details on
how the GotoMyPC link works in described in the section TODO:xxxx in this document.

The other standard link will be a URL to the home page of the portal for the current
emergency.

Optionally, links to other tools can be made available here. Additional tool entries will be
under the control of the WFC service. Each optional tool entry will specify an icon image, a
button name, a short description, and a URL. The URL can be coded to point to an
application residing on the stick.

(iv)  Communicator
This panel offers two separate but related features.

(1)  Express Directory

The directory contains the names and abbreviated contact information of everyone in the
organization. (TBD will this contain only those participating in the current alert or will it
contain everyone in the organization -- similar to the corporate Outlook contacts directory).
On start-up the panel will look to see if a local copy of the directory is on the stick. If the
directory is not on the stick the panel will download the entire directory from the WFC
service. If the directory is on the stick the panel will check the WFC service for time-stamped
updates and start a download of updated and new entries if necessary. (TBD: the protocol for
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determining what needs to be updated). In both cases the download will be asynchronous to
i indication that an update is in progress, however.

Configurable # of letters for match
How do you get match from server?

(2) Instant Messaging and Softphone

The IM component connects to a Kent configured LCS server via a VPN connection to a
Gateway server. The logon credentials will be provided by the WFC service. The pre-
configured buddy names and groups for this user will be obtained from the WFC service and
temporarily combined with the user’s buddies already on the LCS server.

Users can exchange text messages and start voice conversations with single or groups of
buddies in their list. Users can also dial-out to any phone number to create PC to phone voice
conversations. The Softphone functionality is a feature of the LCS server. The Communicator
panel initiates a voice phone call by communicating with the LCS server. The LCS server
dials out (figuratively speaking) to the other party to complete the connection. Audio is
transmitted from the user’s PC to the LCS server, and from the LCS server to the party at the
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36. GotoMyPC host installation alternatives

The initialization of a stick can be run on the employee’s computer at work, but this is not
required. The advantages to initializing on the user’s office computer are:

1. Can setup GotoMyPC host on the user’s office computer using the stick.

2. Potentially faster access to the company’s WFC service.

The disadvantages or impediments to initializing the stick on the office PC are:
1. Attempting to install GotoMyPC from the stick may fail if the user does not have
administration privileges.
2. The office computer’s USB port may be locked down making initializing from the
office computer impossible.
While it is possible to initialize a stick on a non-office computer, the company IT department
will have to provision GotoMyPC host software independently.

At this time is has been decided that GoeToMyPC host installation will not be something
offered on the stick. Installation of GoToMyPC will be an IT task.

37. GotoMyPC client viewer

A GoToMyPC short-cut will be provided from the WFC service to the Sidebar. A “short-cut”
is a URL pointing to the gotomypc.com website and includes an encoded string that tells the
website 1) the user requesting the connection, and 2) the host computer the user wishes to
connect to. A cookie is provided with the request to authenticate the user.
The process goes something like this:
1. GoToMyPC.com gets request with short-cut and cookie. The information is verified
and if acceptable a Java applet is downloaded to browser.

Note that the user may have to grant permissions for the Java applet to run and may
have to grant other permissions for other actions in this process.

2. The applet downloads a viewer (a regularWin32 executable) into the computer’s temp
directory.
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3. The applet starts the viewer. At this point the viewer is handed an already established
connection with the host or is given the URL to the target host (it’s either one or the
other; I just don’t know the details). In either case, the viewer has or will establish a
connection with the host computer (the user’s office computer).
5 4. The viewer will prompt the user for an Access Code. Using the Secure Remote
Passwords (SRP) protocol the Access Code is verified and GoToMyPC session will
begin.

The WFC service will provide the Sidebar with the short-cut, the cookie, and the Access
10 Code. What the Sidebar process will be:
1. Start a global hook
2. ...moretocome... ...
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. e -3 Groun Type URese wTRagE pndeol what geivieges sre Pralebie for this groval
Hermbars * Ll Adeinigzeztees
_ ) 1 BRERT Merberr
57 foview b Save . Cisdnagers
T <y Dlemplayeet

NMame & Description _?c@ano ama,,@ e S ;
' -y Atlends Hurricane - R ] - : .

2 slertNetifisation —
) ) Scenarie Description:

Seetus Hurricane maps, resources and nows feeds included for a major hurricsne

warring or disastar in the Atlanta South egion. |

Zones

Surveys B Nt

Y News & Hesources

Ravisw S

Approval

FIG. 5C



Manager approves a
scenaric

- Minimum number of
signatures required
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Managers approve scenarios

s Stavtand Choose Scenarios must be approved by at least one other ERT Member to be deployed.
T Scomario Soug Safect et or tweer ERT risinbas beliny To recaive 2 Scanarnis Approvsl Request vis emsid,

Marme & Doscriptlan

EMERG 'NCYRSPOHSETSM#
Zones A

flerts

Status

Sureys

ij i-iééﬁié{ Bxs!mp

Fowes & Hesvurces
A

‘You have been asked to approve the new Emergency Scerario shown below,
Ploase roview thie Soonado dotiils befo YWhen you st finished gk the A;:g:»rwe or Desty ¢ c«gzmn
Hyvou dcry thiz Sccmf%cgp mase mdudfe comments expiaining why

Include the reasen for derying this S{em}m} hee

FIG. 5D
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Employee Preparation
-Email notification about stick
-Stere in a safe place.

Qption 2 - Hard Case

“ Product

WORKFORCE
RECOVERY

iRESUME
FHEEERT TR (Y

Employees get prepared

FIG. 5E
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ERTs test scenario

Text Emiergenty Stap & STEQQS0
AR

Emergency Test:

- Like the real thi g QXC@QE for a smaller fonmm Seenarie Sefegt’nne_otmafeﬁfm%mbeﬁto . ﬂgféﬂmﬁ&q?&imemiiaﬁdshﬁSgﬁ
recefee this Emergency Tesh wil e sent to the test redipients you selacted;
group . Er feview Zonas oo ERTT R Mowbews .m:ﬂs:mmmawmﬁmnms IO
- ERT selects a scenario o o Mambinggey ' :
; . — farview Alere
- ERT activates test scenario 2! jeasifications
- Select test recipients 7 Raview Status Message
-z Pntmat )
Vo Adlivatien Approval
- Sefect

& Test Redipients

mnkfﬁu fccr&p&féﬁééﬁmﬁd the
Efmrgaexcy' Beriiten S*;s:’zen

FIG. 5F



Erfiergency Activation  Notification:

- ERT selects a scenarnio
- ERT activates emergency scenario
- Approval Requests are issued {optional)

Emergency Approvals
The taldes badow dapdry the stetin of {mempactimu that hivs e 400 fie aporseEh,

At SRTROS
VIEFIEY L

X Acsive Lmergeacy Hivations Sequiing Apeoval Tes Tk srfmssans,

WMiarol Stloe Clonuce | o5 e

Sprgicy S Bt

s Sty Aprried

SR R R bttt Bt e #0A2

- USB Devices, Sidebar and Web Workplace

activated

5 Approve or Deny Emergancy Activation
YT ApEe Credd £ heass ey To- 2tvate the Bty Rendonc Alfanta
This Ertes genty ACEVIOR Fegrodst vwirs Bord U0 piuiley KRNI Lee 2 &35 O Auyen

{ Proose eevicw the Ermagerrcy detads showr beltvercdrefully then ik t
Sy cickang Acthrato yout wik be inftivtiyy an Erergency Situstion foe

s Boviose At

&7 Bevlvs Tarus Metssge

© Btvlew Tonds

Mot tioas

Reausst
TElien AppravEl
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Emergency
Activated/
Notifications
Sent
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Employee notification

Employee Emergency Notification

- Alert Activated

- SMIS & Voice Messages Sent

- Emplovees recsive messages.reply and update

wWekrame ththe

contact information
- Plugin USB Device (if available)

Fleaze lag inwsing your cuporett Vaer Nume and Pesnseont,

Employees Employees
“Receive Plug in USB
Voice & 5MS Device
" Notifications

FIG. 5H
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Sidebar

-Casily accessible
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-Displays status, roll call, 1M, and directory

-Links to CPS, PC, and workplace

srm e Mb

- Rcthve Em«gﬁn{y Miami Burdcane Wambig
iwtmwﬂmhsmmdﬁﬂwm :

M‘wé‘: OTON N, S i G i g mmmﬂe&j! m&_ﬁt&
. CHITESE. @IWE JUOY RSCerivn, :

Employee communications center

FIG. 5l
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Manager’s roll call

Ernargenon WEst ERER SURVETE - HEWS | RESOURCES - HESLABCEGAS
it e paeen: Srmreien SURIEYS | HEWS “RESOURCES | NESSAGEBOMD

Roll Call Overview =3
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@ SRINT @Enom

Manager’s Roll Call
- Get Iatest roll call and

886838’{8 ar o mmuni cate Roll Call Details (2492 aruployess) Clickans Biplopes name i #GT dotals

H Status
o  ws O e et B0 ECES B
Edhn : )
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Users use emergency workplace

cr’rn’x EMERGENCY WORKPLACE -

ETETRRY

e N Tarae i el [T

Workplace
Usage

- Get latest
status

- Read
Announceme
nts

- Participate
in message
boards

Wined Beatest Fandemie Do O eptpts ves

Emergency —

CURRENT STATUS Fe
Miami Office Closed
Last Updates Jofy 27, 2006 £34 pm EST

Dus to an Avisn Flu warming flom the
Cenlgr (o2 Discase Controd, the Miami
office will by cosed slarling the moming

to work from hame for the next v.a:ok or
untif otherwise advised,

EMERGENCY ROLL CALL
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out of 289,
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A7 [ have vy poided Bt e not able o wawk
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e
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Users collaborate for resources

Employee Emergency Workplace
Usage

-Answer Surveys

-Post and Reply to Message Board
-Access Resources & News

Forien iy Pwpam;

o i pregan Yo Fevichald do Bl oy G Mrm Tt oy Techigh

Epicsrtrth, M‘%Mﬂ\ﬂ'mm? p{ﬁsawﬁwwzwwn
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ot Sl g 2 .
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s PSSR e i
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Ymmwamdyms@wmm”!am.smy - . .
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Users communicate with peers

Communications

- Search corporate directory amsooe stoni

- Inbound phone calls are re-directed from | MIAMI OFFICECLOSED
office to new number ﬁfggg;‘ﬁﬁgfm,m

- Place outbound calls  Miomi offics wifibo dlesed. -0
*Chfﬁt Rea&u‘m:-»

:: 1?‘35?&&:@%3 (M}mmndm RE

Atk Sinha: HOW 218 YOUZ :
o B .mmmphumuﬂs» )
Clickto chat
’ e @
(75 i D S B B 5 4]
%&iﬁ(ﬁm‘uw
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(o) (YT ——————
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Reath Baoney wm;w e x ‘
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S — el e e
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ch'n;x ¢ Web Interface
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CURREMT STATUS

VIS S 5T

MLAMI OFFICE CLOSED
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Welcome to the

ciTRIX'

- EMERGENCYWORKPLACE

Attentiond No Intemet connection.
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RO - feghaanmad S

Welcome to the
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 EMERGENCY WORKPLACE

User Haras: i i

Password: ¢

Please log in using your corporate User Name and Password.
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 WeldomoDirvid Smith .

Wadcoms David Smith

Mo Emargancies are active in vour area.

- No emerganciesare active far your Zone, and thersfore
your Emergency Workplace isinactive.

Howawar, we noticed that your Emergency Workplace software is out of data:
Forths latest updates, dick Get Updates.

This update showld mie ¢ gproxkiate iy § mimres.

SR

o
Rt

Me Emergencies are currently active in your area.

Softwara Updstas in Prograes

Wslcome Deavid Smith- .

Waleorme David Smidhi

Active Emergency: Miami Hurricane Waming
&hurricans waning has bean issued for yourara.

Your Emergancy Workplacs software b being updated.
Whan i update compldss, you Can changs yaur camizdt irfor mation and sooess

the Emergancy Workpiace,

Softwars Updabas in Fregress:

Fﬁmﬂgﬂrzd;ﬁ&ﬁﬁ mﬁfﬁvsmﬁﬁg

LM | Hip, o

Active Emergency: Miami Hurricane Warning
A hurticatie warning hasbesn issued for your area.

UPDATEYGURCONTACT INFD
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 WalcenieDavidSinith © "

- | Mo Emeargencies are currently active in your area.

1 gef;;n:;;ﬁ;datescomplatﬁ .

fou can tow view the Emergency Werkplace tools that areavailable
during anemergency.

Flease remember to mere poar USE Fen and store it ing
safe place for emargancy use
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Welceane Dawid Sty 0

Emergency Ovar: The Miami Hurricane alertis oven

Please return to yeur nermal workplace,

Yeur office plong v no fenger ferwanded.

Active Emergency: Miami Hurricane Warning
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UFDATEYOUR CoNTACT [HFRG: i
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