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 30
. T

he
 m

et
ho

d 
of

 c
la

im
 

20
, w

he
re

in
 d

ur
in

g 
th

e 
en

tir
e 

tim
e 

be
tw

ee
n 

w
he

n 
th

e 
ph

on
e 

nu
m

be
r o

f t
he

 
re

ce
iv

in
g 

m
ob

ile
 p

ho
ne

 
is

 re
tri

ev
ed

 a
nd

 w
he

n 
th

e 
fir

st
 re

sp
on

se
 is

 re
ce

iv
ed

, 
th

e 
re

ce
iv

in
g 

m
ob

ile
 

ph
on

e 
is

 n
ot

 c
on

ne
ct

ed
 to

 
an

y 
m

es
sa

ge
 se

rv
er

. 

Th
e 

A
cc

us
ed

 In
st

ru
m

en
ta

tli
tie

s p
er

fo
rm

, d
ur

in
g 

th
e 

en
tir

e 
tim

e 
be

tw
ee

n 
w

he
n 

th
e 

ph
on

e 
nu

m
be

r o
f t

he
 

re
ce

iv
in

g 
m

ob
ile

 p
ho

ne
 is

 re
tri

ev
ed

 a
nd

 w
he

n 
th

e 
fir

st
 re

sp
on

se
 is

 re
ce

iv
ed

, t
he

 re
ce

iv
in

g 
m

ob
ile

 p
ho

ne
 

is
 n

ot
 c

on
ne

ct
ed

 to
 a

ny
 m

es
sa

ge
 se

rv
er

. 
 D

ur
in

g 
th

e 
en

tir
e 

tim
e 

be
tw

ee
n 

w
he

n 
th

e 
ph

on
e 

nu
m

be
r o

f t
he

 re
ce

iv
in

g 
m

ob
ile

 p
ho

ne
 is

 re
tr

ie
ve

d 
an

d 
w

he
n 

th
e 

fir
st

 re
sp

on
se

 is
 re

ce
iv

ed
, t

he
 re

ce
iv

in
g 

m
ob

ile
 p

ho
ne

 is
 n

ot
 c

on
ne

ct
ed

 to
 a

ny
 m

es
sa

ge
 

se
rv

er
.  

A
pp
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 m

ai
nt
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 st
at
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 in

fo
rm

at
io

n 
fo

r a
n 

iP
ho

ne
 b
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ed

 o
n 

w
he

th
er

 th
e 

iP
ho

ne
 se

nt
 a

 ti
m

el
y 

“h
ea

rtb
ea

t.”
 T

he
 ID

S 
w

ill
 n

ot
 re

tu
rn

 e
nc

ry
pt

io
n 

ke
ys

 fo
r a

n 
iM

es
sa

ge
 su

bs
cr

ib
er

 th
at

 h
as

 m
is

se
d 

a 
“h

ea
rtb

ea
t.”

   
In

 a
 c

as
e 

w
he

re
 th

e 
re

ce
iv

in
g 

m
ob

ile
 p

ho
ne

 h
as

 g
on

e 
of

fli
ne

 (a
nd

 is
 th

er
ef

or
e 

no
t 

co
nn

ec
te

d 
to

 A
pp

le
's 

Pu
sh

 N
ot

ifi
ca

tio
n 

se
rv

er
(s

)) 
bu

t h
as

 n
ot

 y
et

 m
is

se
d 

se
nd

in
g 

a 
“h

ea
rtb

ea
t”

 (b
ec

au
se

, 
e.

g.
, t

he
 ti

m
e 

fo
r s

en
di

ng
 th

e 
ne

xt
 h

ea
rtb

ea
t h

as
 n

ot
 b

ee
n 

re
ac

he
d)

, t
he

 re
ce

iv
in

g 
m

ob
ile

 p
ho

ne
 w

ill
 

re
ta

in
 a

n 
ac

tiv
e 

st
at

us
 e

ve
n 

th
ou

gh
 it

 is
 o

ffl
in

e.
  I

n 
su

ch
 a

 c
as

e,
 th

e 
ID

S 
w

ill
 se

nd
 e

nc
ry

pt
io

n 
ke

ys
 (t

he
 

fir
st

 re
sp

on
se

) t
o 

th
e 

se
nd

in
g 

iP
ho

ne
 fo

r t
he

 re
ce

iv
in

g 
m

ob
ile

 p
ho

ne
 e

ve
n 

th
ou

gh
 th

e 
re

ce
iv

in
g 

m
ob

ile
 

ph
on

e 
w

as
 o

ff
lin

e 
du

rin
g 

th
e 

tim
e 

be
tw

ee
n 

w
he

n 
th

e 
ph

on
e 

nu
m

be
r o

f t
he

 re
tri

ev
in

g 
m

ob
ile

 p
ho

ne
 w

as
 

re
tri

ev
ed

 a
nd

 w
he

n 
th

e 
fir

st
 re

sp
on

se
 w

as
 re

ce
iv

ed
. 

 
1.

 R
eq

ue
st

 fo
r p

ub
lic

 k
ey

s a
t t

he
 ID

S 
da

ta
ba

se
 

W
he

n 
co

m
po

si
ng

 a
 m

es
sa

ge
, t

he
 se

nd
in

g 
de

vi
ce

 c
he

ck
s w

he
th

er
 p

ub
lic

 k
ey

s a
re

 a
va

ila
bl

e 
fo

r t
he

 re
ce

iv
in

g 
de

vi
ce

 in
 th

e 
ID

S 
da

ta
ba

se
…

 
 a)

 P
ub

lic
 k

ey
s a

re
 st

or
ed

 in
 th

e 
ID

S 
da

ta
ba

se
 if

: 
 

• 
th

e 
re

ce
iv

in
g 

de
vi

ce
 is

 re
gi

st
er

ed
 fo

r i
M

es
sa

ge
 a

nd
 n

ot
 lo

gg
ed

 o
ut

; a
nd

  
 

• 
th

e 
re

ce
iv

in
g 

de
vi

ce
 se

nd
s s

ys
te

m
 m

es
sa

ge
s (

so
-c

al
le

d 
he

ar
tb

ea
ts

) t
o 

th
e 

ID
S 

da
ta

ba
se

. T
he

se
 h

ea
rtb

ea
ts

 m
us

t b
e 

se
nt

 to
 th

e 
ID

S 
da

ta
ba

se
 b

y 
ea

ch
 d

ev
ic

e 
re

gi
st

er
ed

 w
ith

 iM
es

sa
ge

 a
t i

nc
re

as
in

g 
in

te
rv

al
s. 

...
 . 

 
 

Se
e:

 E
xh

ib
it 

17
, A

pp
le

 B
rie

f, 
da

te
d 

Ju
ne

 1
5,

 2
02

2,
 a

t 5
. 

 

51



H
B

C
U

 T
E

C
H

N
O

LO
G

Y
 F

O
U

N
D

A
T

IO
N

’S
 F

IR
ST

 IN
FR

IN
G

E
M

E
N

T
 A

N
A

L
Y

SI
S 

 

51
 

 

Th
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se
nd

in
g 

m
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ile
 w
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 d
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 w
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 se
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 th

e 
m

es
sa

ge
s t

o 
th
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in
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 iM
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ge
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e 

pu
bl

ic
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 in
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e 
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t t
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e 
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S 
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 re
ce

iv
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g 
de

vi
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 If
 p

ub
lic

 
ke

ys
 a

re
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ce
iv

ed
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va
ila

bl
e 

fo
r t
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 re

ce
iv

in
g 

de
vi
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 se
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in
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ce
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al
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 se
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m
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