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Abstract

We describe a real-time interprocess communication ser-
vice (RT-IPC) suitable for distributed systems built over
ATM networks. This location-transparent communication
service offers end-to-end quality of service guarantees, and
‘end-to-end priority propagation. It relies on a specific real-
time ATM Adaptation Layer (AAL-RT), that grants to pre-
empt the transmission of a low priority message by a higher
priority one, and on a transport service in charge of QoS
negotiation, setup of the ATM virtual channel and prior-
ity inheritance. The RT-IPC service is implemented in the
Chorus distributed operating system, as servers running in
the micro-kernel address space. It is used for the real-
time communication within ANTARA real-time clusters, and
grants to communicate at a user rate up to 130 Mbps, over
155 Mbps ATM links. The end-to-end transfer delay be-
tween participants is less than 400 pus.

1. Introduction

Today’s widely used networks, with the notable excep-
tion of FDDI, are designed to handle communication traf-
fic in a best-effort fashion, meaning that no performance
guarantee can be provided to user applications. By con-
trast, ATM networking technology can now offer such level
of service. This leads ATM to be a privileged medium to
support new multimedia and real-time distributed applica-
tions that have stringent performance requirements. In this
paper, we therefore present an IPC (Inter-Process Commu-
nication) system that offers the abstractions and transparen-
cies required by distributed systems, and provides end-to-
end quality of service (QoS) guarantees.

This real-time IPC (RT-IPC) service uses a flexible traf-
fic specification that grants admission control and resource
reservation. It also uses an efficient end-to-end priority
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propagation mechanism that ensures a correct, prioritized,
handling of messages in each communication level crossed,
including the ATM network layer. Applications primar-
ily targeted by this solution are the SCADA (Supervision
Control And Data Acquisition), and remote process control
systems, where both real-time supervision commands and
video control streams are to be supported.

The first section surveys earlier work related to real-time
IPC systems, while the second one reviews the features of-
fered by the RT-IPC system. We then introduce the transport
and ATM level features we rely on, and finally, we present
the RT-IPC programming interface and describe our imple-
mentation.

2. Related work

Real-time communication systems with QoS manage-
ment facilities have been widely studied and experimented
during the last years. Two main approaches can be distin-
guished: the first one is to take advantage of the proper-
ties of a given networking technology, such as FDDI, to
establish end-to-end communication channels. Other pro-
posals, such as the Tenet [3] and IETF frameworks, address
the setup of real-time circuits across hop-by-hop internet-
works, and thus require resource check and reservation at
each crossed node. Communications over ATM networks
are hybrid in the sense that end-to-end virtual channels have
to be opened prior to data transfer, but admission control is
performed at connection setup on a per-switch basis, along
followed virtual paths. Each of these communication sys-
tems introduces its own traffic and QoS models, although
translation among them is possible [6]. They also provide
their own API, that generally reflects the properties of the
underlying network service. [1] surveys different existing
network and transport APIs that support QoS specification.
The authors advocate the definition of QoS semantics com-
mon to different architectures, and the extension of the QoS
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guarantees from network services to IPC mechanisms.

In the context of distributed object architectures, a clause
describing the required and offered QoS can be associated
to object interfaces. Extensions to interface definition and
solutions are proposed in [5]. Researches in this field have
been carried out at CNET [11], where experiments were
made over an FDDI ring [13]. These results account for
previous work on IPC and priority inheritance at CMU on
ARTS [19] and RT-Mach systems [16].

QoS-controlled communications over ATM networks were
also studied at Lancaster University [10]. These works
focus on resource management required in end-systems
to support continuous media. Experiments were made
on a Chorus-based testbed platform. They provide their
own communication framework with goals similar than our
work.

The use of ATM for hard real-time communications in in-
dustrial systems is also studied at MERL laboratory [15].
These researches notably address traffic management and
connection admission control [18].

3. Real-Time IPC
3.1. Requirements

Basically, an IPC system grants its users to exchange
messages between communication endpoints. The funda-
mental property expected from this service is the location
transparency of the communicating entities. This means
that the different participants can be named and accessed
in a uniform way, whatever their distribution on the various
nodes of the network. Real-time distributed applications in-
troduce two additional requirements on the IPC system: it
has to provide end-to-end quality of service guarantees, and
has to handle priorities over the network. Quality of service
requirements are expressed in terms of throughput, message
size, delay and jitter. Admission control grants to ensure
that the requested QoS requirements will actually be met,
if adequate resource reservation is performed. In order to
ensure that an IPC user will not overtake the traffic contract
admitted by the service provider, some control on the quan-
tity of data submitted for transmission must be provided.
Priority management relies on end-to-end priority inheri-
tance mechanisms, that propagates message priority to re-
ceiver priority, combined to prioritized message queueing
policies.

The last requirement is the only one to be relevant in case of
local IPC interactions. There, messages may be copied from
the address space of the sender to the one of the receiver, or
remapped across address spaces. Zero-copy communica-
tions require the receivers to supply reception buffers in ad-
vance, in order to store incoming messages. Dynamic buffer
allocation and on-demand remapping is time consuming

and then forbidden. The control of kernel pre-allocated
buffers can be shared between the service provider and the
user, but induces some risks of faulty behaviour of the ser-
vice provider, if the application doesn’t release delivered
buffers after message processing. We thus prefer a deter-
ministic scheme where the user allocates a pool of buffers.
Also note that zero-copy transmission facilities can be im-
plemented using adequate software features, but zero-copy
reception generally requires a more sophisticated network-
ing hardware. In the context of ATM networks, the network
adapter is then expected to maintain per-connection buffer
supply queues. A communication service provider that of-
fers both zero-copy transmission and reception is therefore
termed as frue zero-copy.

3.2. Chorus IPC features

The IPC feature provided by the Chorus kernel grants
threads hosted by actors to exchange messages through
ports [8]. Message broadcast is also allowed via port
groups. The IPC service is location transparent. It is based
on a global uniform naming scheme, built using unique
identifiers. These identifiers are guaranteed to be unique
in time and space despite site reboots.

A message is an untyped octet sequence, termed as the mes-
sage body. Its length is variable but limited in size. The
message can be completed by a small fixed-size annex. The
message body and the message annex are transferred with
copy or move semantics across address spaces.

Messages are addressed to ports, named by their unique
identifiers. The port is attached to a single actor at a time,
but can migrate, from one actor to another, locally or across
the network, along its lifetime.

Ports therefore provide an extra level of indirection between
any two communicating threads, and thus grants transparent
reconfiguration of application services.

Messages can be sent asynchronously, meaning that the
sender is blocked only during the time of the local pro-
cessing of the message, or can be sent using an at most
once remote procedure call semantic. The sender is there
blocked until a reply is returned by the receiver. The usual
way for an actor to consume messages received by ports
is to have threads explicitly waiting on these ports. Alter-
natively, privileged supervisor actors can attach a message
handler to a port. This handler is a procedure called each
time a message is received on the related port.

Ports can be gathered into groups. This offers multicast fa-
cilities to applications. Creating a group of ports just al-
locates a unique identifier for the group. Then, ports can
later be inserted and removed from the group. Messages
are sent to the group members according to the addressing
mode specified by the caller:
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o broadcast: the message is delivered to all ports in the
group;

e functional: one port of the group is selected, arbitrar-
ily, or on a given host, ot on a host different from a
given one.

The last release of the Chorus system is based on a compo-
nentized approach. The kernel is made of building blocks,
selected according to application requirements. The se-
lected components determine for instance the programming
facilities that remain available, but also fundamental system
features such as the virtual memory model or the schedul-
ing policies. Consequently, the system can be targeted to a
wide range of environments, from small embedded systems
to large servers. Our real-time IPC framework could be in-
serted as a new building block in the Chorus componentized
architecture.

3.3. RT-IPC service

The standard Chorus IPC service processes messages
in a best-effort fashion. Even if the underlying network
supports performance guarantees, there is no provision for
resource reservation nor QoS specification. Furthermore,
messages are queued and delivered by ports in FIFO order,
as there is no notion of message priority. This leads to pri-
ority inversions when critical messages are delayed by pre-
vious, less critical, ones.

In order to support the level of service expected by dis-
tributed hard real-time applications, we have designed a
new IPC service for the Chorus system. This RT-IPC ser-
vice retains most of the features offered by the classical
Chorus IPC but also provides end-to-end quality of service
guarantees and supports priority inheritance. Our system
introduces new abstractions and communication semantic.
The main differences with the classical Chorus IPC are de-
scribed below.

The RT-IPC service allows exchange of RI-messages be-
tween RT-ports. A RT-message is similar to a classical Cho-
rus message, except that it additionally conveys a priority.
If the user does not explicitly precises a priority, then the
message inherits the one of the sending thread. Depending
on the option chosen at port creation time, RT-ports queue
messages according to a FIFO order, or according to the
message priority. The receiver thread also inherits the pri-
ority of the first message to be delivered, immediately after
its reception by the port. The message reception makes the
receiver thread eligible by the system. Priority propagation
ensures that it will gain the processor according to the criti-
cability of the message being delivered and processed.

By contrast to the classical Chorus IPC, there is no actor
default port. RT-ports have to be explicitly created on both
side of the communication. Transfer of messages between
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RT-ports is allowed as soon as the source and destination
ports have been connected. The connection is established
on request from the application, that precises the quality
of service it expects. Explicit binding is our main change
to the semantic of the Chorus IPC communication. More-
over, as one can not guarantee that a connection can be re-
established with the same performance level to another host,
RT-ports can not migrate.

Connection request is subject to admission control, in order
to ensure that the QoS required by the application can actu-
ally be provided. In the case of a local communication, this
step always succeeds.

Admission tests are based on a description of the connec-
tion, that details the characteristics of the data traffic be-
ing conveyed and the QoS expected from the RT-IPC ser-
vice. Traffic specification is expressed in term of peak and
substainable rates, and maximum message size, while the
QoS spectfication include transfer delay and maximum ad-
missible jitter. Traffic and QoS specifications compose the
flow specification, or flowspec. For any connection estab-
lishment request, two flowspecs are submitted:

e a target flowspec, that denotes the nominal service
level for the connection being requested;

e an acceptable flowspec, that defines the minimum ser-
vice level acceptable for the connection. If the service
provider is unable to establish the connection at the re-
quested target level, it should try to establish it at the
best possible level, greater or equal to the acceptable
flowspec.

Connection request also includes a commitment level, that
expresses the degree of certainty that the QoS requested will
actually be provided. Three commitment levels are defined:

o guaranteed: QoS will be kept as long as the service
provider functions properly [6];

e predicted: QoS will be kept under the assumption that
the future load of the service provider corresponds to
the load currently observed. Resources reserved can be
preempted, if necessary, to establish new guaranteed-
commitment connections;

o best-effort: QoS will be kept as good as possible.
However, there is no guarantee that the required per-
formance is ever provided. Hence, there is no admis-
sion control nor resource reservation.

The connection description is finally completed by a prior-
ity level parameter, used to control resource preemption. A
predicted-commitment connection with a low-priority will
have its resources preempted before one with a higher pri-
ority level. Also note that the current version of the UNI
signalling protocol does not support QoS renegotiation. It
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follows that degrading the QoS granted to a predicted-
commitment connection means tearing down the used ATM
channel, and re-establishing it at a lower performance level,
inducing temporary service interrupt.

User requirements are translated into ATM traffic and QoS
parameters by the underlying real-time transport service.
This service is in charge of VC management and actual
end-to-end message transfer with priority propagation, as
described in [14].

4. Architecture

The RT-IPC system relies on underlying layers to
achieve real-time communication. It mainly implements
protocols for location-transparent naming of RT-ports and
groups, and provides mechanisms for local interactions.
Two underlying software layers are used to support real-
time remote communication. At the ATM adapter level, we
introduce a new, priority inversion free, adaptation layer to
support real-time flows. Then, directly running on top of
this real-time AAL, we describe the transport protocol in
charge of end-to-end management of ATM VCs. This com-
munication architecture is depicted by figure 1.

Zero-~copy, location transparent, programuming intcrface

Real-Time IPC protocol

Zero-copy programming interface

System services

Real-time
transport protocol

Real-time
set-up protocol

i

UNI 3.1 signalling

C-level interface

ATM driver

i
i

Real-time ATM adaptation layer

ATM adapter

ATM adapter firmware and hardware

Figure 1. Architecture of the communication
system.

4.1. Real-Time AAL

The ATM Adaptation Layer (AAL) adapts user traffic
to cell-based networking [4]. Its sublayers are responsi-
ble for segmentation and reassembly of messages, and for
the enforcement of possible timing relationships between
source and destination systems. Several AALs have been
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defined, to accommodate to a wide variety of traffic, from
connectionless, asynchronous data to connection-oriented
isochronous audio or video streams. The only AALs that
support timing requirements between source and destina-
tion systems are AAL1 and AAL2. AALL1 is devoted to
synchronous constant bit rate, while AAL2 handles syn-
chronous variable bit rate traffic.

In our opinion, these AALs do not provide the level of ser-
vice required for hard real-time applications, because they
do not take into account the relative priority of messages
submitted for transmission, leading to priority inversions
when messages are queued. In order to support real-time
traffic with end-to-end priority propagation, a new adapta-
tion layer, called Real-Time AAL (AAL-RT), has been de-
fined at CSTI. This AAL provides features similar to the
standard AAL3/4 [12], but is devoted to real-time CBR traf-
fic instead of non-time sensitive VBR traffic.

The AAL-RT uses the same PDUs as the AAL3/4, but
makes a different usage of the the Message Identification
(MID) field, defined in the PDU of the segmentation and re-
assembly (SAR) sublayer. In standard AAL3/4 scheme, the
MID field grants to multiplex different user message frag-
ments into one VC. In the AAL-RT scheme we propose, this
10-bit field is used to convey an end-to-end priority associ-
ated to the message. Using the streaming transfer mode,
this priority is used to preemprt a low priority message by a
higher priority one. Transfer of the preempted message is
interrupted, and restarts after the completion of the sending
of the higher priority message. This ensures a correct, pri-
oritized, message processing, within the scope of a virtual
channel, when crossing the AAL layer.

4.2. Real-Time transport

The underlying real-time transport (RT-transport) ser-
vice basically grants to establish end-to-end unidirectional
VCs, whereas its programming interface also provides ab-
stractions to use bidirectional communications. This ser-
vice is based on two protocols. The first one is in charge of
connection setup while the second one handles data trans-
mission.

The connection setup service is responsible for connection
admission control and resource reservation in the network
and in end-systems. Admission tests are derived from those
presented in [7]. Remaining bandwidth of the ATM net-
work and worst-case transfer delays are determinated using
the admission algorithms proposed in [20], by the way of
a centralized connection manager. On completion of these
setup steps, the ATM virtual channel is finally established.

The real-time transport protocol conveys user data after the
connection was established. It also ensures that the ac-
cepted traffic contract is not exceeded by the sender. Data
requested for transmission are therefore submitted to a traf-
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fic shaper, that limits the rate of the data injected into the
network, by rejecting the message or blocking the sender
until the amount of data submitted can truly be accepted. A
message is rejected or delayed unless its priority is strictly
greater than the one of the message currently transmitted.
Combined to the preemption mechanism run by the AAL-
RT, this shaping policy grants to avoid priority inversion.
However, in order to ensure that every message will be
transmitted in a bounded delay, the number of times a mes-
sage can be preempted must be bounded. Otherwise, the
transmission of a low priority message can potentially never
be completed, if it is continually preempted by the transmis-
sion of higher priority messages.

Determining the number of times a message of a given pri-
ority can be preempted requires an in-deep knowledge of
the user application, notably the minimum inter-arrival de-
lay between two messages of the same priority to be sent
into a given VC. This bound is thus provided by the user at
connection setup time.

5. RT-IPC interface

Most of the abstractions and primitives here are inherited
from the off-the-shelf Chorus IPC service. Inherited calls
requires additional parameters to handle the QoS require-
ments, and new calls have been introduced to support our
zero-copy architecture. The whole set of primitive offered
by the RT-IPC system is distinct from those of the standard
Chorus IPC, to ensure a compatible approach to the compo-
nentized architecture of the micro-kernel. Our framework
can therefore be added to the Chorus system as a third-party
building block for distributed application that requires QoS
support.

The most meaningful entry points of the RT-IPC service are
reviewed below.

5.1. Port management

RT-ports are managed by the following calls:

e rtPortCreate () creates a RT-port and allocates a
unique identifier. The user also precises the message
queueing policy (i.e. FIFO or prioritized), the priority
inheritance options, and the pools of shared buffers, for
transmission and reception or RT-messages, associated
to the RT-port;

rtPortDeclare () is similar to the preceding call,
except that the unique identifier of the RT-port is pro-
vided by the user, which is therefore responsible for its
unicity in time and space;

rtportDelete() destroys a RI-port previously
created. When the port is deleted, queued messages
are lost;
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Ports can be gathered into groups by the following calls:

e rtGrpAllocate () allocates a unique identifier for
the RT-port group. Initially, the group is empty;

e rtGrpPortInsert () inserts a RT-port in a group.
The insertion may fail if the RT-IPC service provider
is unable to bind the port being inserted to remote RT-
ports that are already connected to the group, at the
QoS level they requests;

e rtGrpPortRemove () grants to remove a RT-port
from a group.

RT-ports have to be bound before message transfer. The
binding is done through a connection setup step. The bind-
ing request conveys the target and acceptable flowspecs,
that describe the performance level expected by the appli-
cation. Therefore remote bindings may fail if sufficient re-
sources cannot be reserved in crossed switches or in the
end-systems. Connection management is performed by the
following calls:

e rtPortConnect () tries to establish a connection
between a RT-port and another port or group. If all the
ports involved in the binding are located on the same
host, this call just remaps the transmission buffer pool
of the caller to the address space of the actors hosting
the receiver ports. Otherwise, the request is submitted
to the admission controller;

e rtPortDisconnect () releases a connection es-
tablished by the preceding call.

5.2. Buffer management

As the RT-IPC system is based on a true zero-copy ar-
chitecture, buffers have to be provided by the user prior to
the reception of incoming messages. Buffer management is
based on two abstractions: shared buffers and buffer pools.
Buffers are the unit of allocation, and pools are the unit
of mapping between address spaces. Related calls are de-
scribed below:

e rtBufferAllocate() allocates a buffer. Privi-
leged actors can allocate buffers using physically con-
tiguous memory pages. This grants the underlying
real-time transport service to produce only one DMA
descriptor to submit the whole buffer to the ATM
adapter.

rtBufferFree () frees a buffer previously allo-
cated;

rtPoolAllocate () grants to allocate a buffer
pool;
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rtPoolInsert () inserts a buffer in a pool;

rtPoolMap () remaps the buffers inserted in a pool
to the address space of the RT-IPC service provider;

rtPoolGet () retrieves a free buffer from a pool.
The buffer is subsequently declared as busy. The buffer
being returned is selected according to a FIFO policy;

rtPoolRelease () grants to release a busy buffer
to its pool, when it is no longer used;

rtPoolFree () frees a pool allocated by the previ-
ous call and, if required, frees inserted buffers.

Two functions are used along the data transfer phase. The
rtPoolGet () function is called by the user in order to
retrieve a free buffer from the pool. The buffer can then
be used as the body of a RT-message being transmitted.
rtPoolRelease () is later called by the underlying RT-
transport server on completion of the RT-message trans-
mission. Then, during reception process, rt PoolGet ()
is called by the RT-transport server each time a buffer is
required to store an incoming message. More precisely,
buffers are provided in advance to the per-VC supply queues
of the ATM adapter, depending on a low-water/high-water
marks policy. The rtPoolRelease () function is also
called by the receiving application after the processing of a
delivered RT-message.

5.3. Data transfer

After RT-ports have been connected, data transfer oper-
ations are similar to those granted by the classical Chorus
IPC framework. The main related calls are:

e rtIpcSend() sends a RT-message to a RT-port or
to a port group. The message is transferred asyn-
chronously, and the caller is blocked only during the
time required to enqueue the RT-message. The related
shared buffer will later be implicitly released to its pool
by the underlying transport server. If the user has not
set a priority for the message being sent, then it inherits
the priority of the caller’s thread;

rtIpcReceive () blocks until a message is re-
ceived. According to inheritance option of the target
RT-port, the priority of the incoming message may be
propagated to the receiver’s thread;

rtIpcCall () sends a message to a RT-port and
blocks the caller until it gets a reply from the desti-
nation port. As before, the receiver may inherit the
priority of the RT-message. This call may be invoked
only if two distinct connections have been established
between pair RT-ports, one in each direction, because
such binding is unidirectional;

1018

e rtIpcReply () grants a receiver to answer a RT-
message;

e rtIpcTarget () specifies the addressing mode (i.e.
broadcast or one of the functional modes reviewed in
section 3.2) of a group. It defines which group mem-
bers will be reached by a RT-message targeted to a

group.
6. Implementation

The services above described are used for real-time com-
munication in the ANTARA distributed real-time servers.
An ANTARA server is a cluster of processing nodes inter-
connected by ATM links. In order to ensure the real-time
capabilities of the system, ANTARA nodes uses a specific
ATM adapter, designed by CSTI. It supports all the ser-
vice classes defined by ATM specifications, and provides
enhanced real-time functionalities, such as a true zero-copy
interface and the AAL-RT adaptation layer.

6.1. Operating system support

Each processing node runs the Chorus operating system.

The RT-IPC and RT-transport services are implemented as
system actors running in the supervisor address space, also
shared by the kernel. The ATM driver is hosted by the Cho-
rus JOM (Input/Output Manager) actor, that also embeds the
TCP/IP protocols. The IOM presents to device drivers an
IFNET interface, identical to the one offered by BSD ker-
nels. This interface is used by the TCP/IP stack and, sub-
sequently, by upper level Chorus protocols, including the
standard Chorus IPC service. The IFNET interface eases
the port of devices driver initially written for BSD systems,
but induces an important CPU load, due to systematic copy
of user data to/from mbuf buffer chains. Moreover, context
switches and non-real-time synchronization primitives de-
grade the predictability of the communication subsystem.
To bypass these drawbacks, the ATM driver also imple-
ments an event-driven asynchronous interface, that provides
a true zero-copy access to the ATM adapter. This VC-level
interface, called LLE (Low-Level Entry), grants its callers
to access the UNI signalling protocol and the AAL-RT layer
embedded in the ATM adapter, by running minimum ATM
driver code.
Like the RT-IPC server, the RT-transport and IOM actors
share the same address space, together with the micro-
kernel. The LLE interface is thus invoked, after a dynamic
attachment step, by direct function calls, avoiding any con-
text switch. Calls are non-blocking and reports are there-
fore delivered to LLE callers by callback handlers. The RT-
IPC user interface is implemented using Chorus local access
ports (LAPs), a lightweight facility used to implement sys-
tem calls. Figure 2 depicts this whole architecture.
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Figure 2. Implementation of the real-time IPC
system.

6.2. Performances

The RT-IPC system is used for inter-process communi-
cation between real-time applications run in the ANTARA
servers. The processing nodes of a cluster are connected
by 155 Mbps ATM links around a 16 port ATM switch.
The real-time IPC service grants to reach the user rate of
130 Mbps, over a 155 Mbps ATM link, between 133 MHz
PowerPC hosts. This is close to the maximum theoretical
rate, accounting for the overhead induced by the AAL-RT
layer, the ATM cell headers, and the SDH physical frames.
The end-to-end transfer delay, between the time the mes-
sage is submitted to the RT-IPC service, until its reception
by the destination RT-port is less than 400 ps, crossing one
unloaded ATM switch within an ANTARA cluster.

7. Conclusion

We have presented a complete real-time interprocess
communication service suitable for distributed systems built
over an ATM network. We are able to provide end-to-
end QoS guarantees to distributed real-time applications,
through a location-transparent, true zero-copy, communi-
cation service. The IPC service provider relies on the un-
derlying communication architecture to achieve end-to-end
guarantees: the AAL-RT adaptation layer grants a priority
inversion-free processing of messages submitted for trans-
mission, while the upper RT-transport protocol handles end-
to-end priority propagation. Our RT-IPC framework is go-
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ing to be used in the CSTI video server for interprocess
communication within ANTARA clusters.

This communication architecture provides an efficient basis
to support real-time QoS requirements at an upper abstrac-
tion level. It could enhance software bus environments to
address real-time distributed objects platforms. We intend
to integrate the results presented here in an object-oriented
distributed environment. First candidates to this new step
are COOL and JAZZ, respectively the object request broker
and the Java virtual machine proposed by Chorus Systems.
The ACE system [17], designed at Washington University,
could be another targeted environment.
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