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WIRELESS NODE SEARCH PROCEDURE

CLAIM OF PRIORITY UNDER 35 U.S.C. §119

[0001] This application claims the benefit of and priority to
commonly owned U.S. Provisional Patent Application No.
60/891,014, filed Feb. 21, 2007, and assigned Attorney
Docket No. 071042P1, the disclosure of which is hereby
incorporated by reference herein.

BACKGROUND

[0002] 1. Field

[0003] This application relates generally to wireless com-
munication and more specifically, but not exclusively, to a
search procedure for identifying and optionally associating
with a wireless node such as an access point.

[0004] 2. Introduction

[0005] A wireless communication system may comprise a
network of two or more wireless devices where each wireless
device may support one or more communication technologies
to wirelessly transmit information to and receive information
from another device in the network. A wireless network may
be implemented in various ways. For example, some types of
wireless networks may utilize centralized traffic flow
whereby a central coordinator handles traffic flow to and from
other wireless devices in the network.

[0006] A Wi-Fi network (i.e., an IEEE 802.11-based net-
work) is one example of a wireless technology that may
employ centralized traffic management. In a Wi-Fi network,
an access point that is connected to a network may provide
connectivity and traffic management functionality to enable
wireless devices such as access terminals that are within a
coverage area of the access point to send data to and receive
data from other devices connected to the network.

[0007] Under certain circumstances, an access terminal
may lose its connection to its associated access point. For
example, the access terminal may move out of the coverage
area of the access point or the access point may fail in some
way. If such a connection is lost, it may be desirable for the
access terminal to search for other access points in the vicinity
so that the access terminal may reestablish wireless commu-
nication.

SUMMARY

[0008] A summary of sample aspects of the disclosure fol-
lows. It should be understood that any reference to the term
aspects herein may refer to one or more aspects of the disclo-
sure.

[0009] The disclosure relates in some aspects to a proce-
dure for searching for wireless nodes. For example, a device
such as a wireless access terminal (e.g., station) may be
configured to scan for nearby access points and maintain a list
of candidate access points. From the candidate list, the access
terminal may identify an access point with which the access
terminal may associate in the event the access terminal’s
communication with its current access point deteriorates for
some reason.

[0010] Insome aspects these operations may be performed
in a proactive manner whereby the access terminal repeatedly
performs scans and updates its list of candidate access points.
That is, rather than waiting for communication with its cur-
rent access point to deteriorate before identifying a new
access point, the access terminal may have a preselected
candidate access point to which the access terminal may
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readily associate, if necessary. In conjunction with these
operations, the access terminal may monitor signals associ-
ated with its current access point and the candidate access
points to determine when a switch to one of the candidate
access points is warranted.

[0011] Insome aspects the search procedure may be based
on a state of the wireless device. For example, an access
terminal may use one search procedures when the access
terminal is searching for wireless coverage, another search
procedure when the access terminal is idle, yet another search
procedure when the access terminal is handling non-real-time
traffic, still another search procedure when the access termi-
nal is handling real-time traffic, and so on.

[0012] In some aspects the different states of the access
terminal may be associated with different optimization crite-
ria. For example, when the access terminal is in a search state
or an idle state, the search procedure may be optimized to
reduce the power consumption of the access terminal. In
contrast, when the access terminal is in a non-real-time traffic
state, the search procedure may be optimized to enable the
access terminal to provide high throughput for the traffic.
Furthermore, when the access terminal is in a real-time traffic
state, the search procedure may be optimized to enable the
access terminal to ensure that it meets the quality of service
(e.g., latency) requirements of the traffic. In some aspects,
optimizations to improve Wi-Fi search procedures may take
into account location-related information as well as Wi-Fi
deployment factors such as hidden SSIDs, regulatory restric-
tions on active transmission, and specifics of Wi-Fi coverage.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] These and other sample aspects of the disclosure
will be described in the detailed description and the appended
claims that follow, and in the accompanying drawings,
wherein:

[0014] FIGS. 1A and 1B are a flowchart of several sample
aspects of operations that may be performed to identifying
neighboring wireless nodes and switching association
between neighboring wireless nodes;

[0015] FIG. 2 is a simplified block diagram of several
sample aspects of a communication system including wire-
less nodes;

[0016] FIG. 3 is a flowchart of several sample aspects of
operations that may be performed in conjunction with search-
ing for a wireless node such as an access point;

[0017] FIG. 4 is a flowchart of several sample aspects of
operations that may be performed in conjunction with a
manual search performed during an unassociated state;
[0018] FIG. 5 is a flowchart of several sample aspects of
operations that may be performed in conjunction with an
automatic search performed during an unassociated state;
[0019] FIG. 6 is a flowchart of several sample aspects of
operations that may be performed in conjunction with a
search performed during an idle state;

[0020] FIG. 7 is a flowchart of several sample aspects of
operations that may be performed in conjunction with a
search performed during a non-real-time state;

[0021] FIG. 8 is a flowchart of several sample aspects of
operations that may be performed in conjunction with a
search performed during a real-time state;

[0022] FIG. 9 is a simplified block diagram of several
sample aspects of communication components; and
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[0023] FIGS. 10 and 11 are simplified block diagrams of
several sample aspects of apparatuses configured to support
wireless node searching as taught herein.

[0024] In accordance with common practice the various
features illustrated in the drawings may not be drawn to scale.
Accordingly, the dimensions of the various features may be
arbitrarily expanded or reduced for clarity. In addition, some
of'the drawings may be simplified for clarity. Thus, the draw-
ings may not depict all of the components of a given apparatus
(e.g., device) or method. Finally, like reference numerals may
be used to denote like features throughout the specification
and figures.

DETAILED DESCRIPTION

[0025] Various aspects of the disclosure are described
below. It should be apparent that the teachings herein may be
embodied in a wide variety of forms and that any specific
structure, function, or both being disclosed herein is merely
representative. Based on the teachings herein one skilled in
the art should appreciate that an aspect disclosed herein may
be implemented independently of any other aspects and that
two or more of these aspects may be combined in various
ways. For example, an apparatus may be implemented or a
method may be practiced using any number of the aspects set
forth herein. In addition, such an apparatus may be imple-
mented or such a method may be practiced using other struc-
ture, functionality, or structure and functionality in addition
to or other than one or more of the aspects set forth herein.
Furthermore, any aspect taught herein may comprise at least
one element of a claim.

[0026] FIGS. 1A and 1B illustrate several sample opera-
tions that may be performed by a wireless node in conjunction
with searching for and associating with another wireless
node. For illustration purposes, the disclosure that follows
describes an example where an access terminal employs a
Wi-Fi search procedure to identify nearby access points and
then associates with a selected one of the access points. It
should be appreciated, however, that the teachings herein may
apply to other types of wireless nodes and other types of
wireless communication technologies (e.g., WiMax or some
other suitable technology).

[0027] For convenience, the operations of FIG. 1 or any
other operations discussed or taught herein may be described
as being performed by specific components (e.g., compo-
nents of a wireless communication system 200 as shown in
FIG. 2). It should be appreciated, however, that these opera-
tions may be performed by other types of components and
may be performed using a different number of components. It
also should be appreciated that one or more of the operations
described herein may not be employed in a given implemen-
tation.

[0028] A briefoverview will now be provided in the context
of'the example of FIG. 2. In the system 200, an access termi-
nal 202 repeatedly conducts Wi-Fi searches to determine
whether it may associate with a nearby access point. For
example, in an enterprise environment where multiple access
points associated with a common SSID are distributed
throughout a building, a campus, and so on, it may be desir-
able for the access terminal 202 to be able to readily switch its
association from one access point to another access point as
the access terminal 202 moves through the environment (e.g.,
to maintain a high quality connection). In addition, when a
multi-mode (e.g., WWAN and WLAN) access terminal 202
that is communicating via a WWAN (e.g., a cellular network)
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enters a home environment, it may be desirable for the access
terminal 202 to associate with the WLAN at the home envi-
ronment (e.g., to obtain access to different services and/or
services having better quality of service).

[0029] Here, a determination regarding whether to switch a
current association may thus be based on whether the access
terminal 202 is preauthorized to communicate with a given
access point. Continuing with the above examples, the access
terminal 202 may be preauthorized to associate with certain
access points in an enterprise environment (e.g., at a user’s
workplace), at a user’s home, and so on.

[0030] Insome cases a determination regarding whether to
switch a current association may be based on at least on
characteristic associated with a communication link that may
be established between the access terminal 202 and an access
point. For example, the access terminal 202 may elect to
associate with an access point only if a received signal
strength indication (“RSSI”) associated with the access point
exceeds a specified threshold.

[0031] Once the access terminal 202 associates with a given
access point (e.g., an access point 204), the access terminal
202 may continue to search for nearby access points to main-
tain a list of candidate access point with which the access
terminal 202 may associate at some later point in time. By
actively searching for such access points and prioritizing any
access points that have been found, the access terminal 202
may quickly associate with a different access point whenever
it is deemed appropriate to do so. For example, the access
terminal 202 may consider associating with a different access
point (e.g., access point 206) if an exit criterion is met for
disassociating with the access point 204 (e.g., there is a dete-
rioration in communications with the access point 204). The
access terminal 202 may then associate with the access point
206 if an entry criterion is satisfied (e.g., the access point 206
currently offers better service than the access point 204). In
some aspects, handoffs may be limited to the same SSID (or
mobility domain ID “MDID” or homogenous extended SSID
“HESSID”) in enterprise or other similar applications where
common SSIDs (or MDIDs or HESSIDs) may be associated
with the same mobility and security domain.

[0032] These and other operations will now be described in
more detail in conjunction with FIGS. 1A-8. Briefly, FIG. 3
provides an overview of search procedures that may be
employed in conjunction with one or more operational states
of'a wireless terminal. FIGS. 4 and 5 describe operations that
may be performed in conjunction with an unassociated state
(e.g., no Wi-Fi state). In particular, FIG. 4 describes several
operations that may be performed in conjunction with a
manual search while FIG. 5 describes several operations that
may be performed in conjunction with an automatic search.
FIG. 6 describes operations that may be performed in con-
junction with an idle state. FIG. 7 describes operations that
may be performed in conjunction with a non-real-time traffic
state. FIG. 8 describes operations that may be performed in
conjunction with a real-time traffic state.

[0033] Referring to FIG. 1A, as represented by block 102,
at some point in time the access terminal 202 commences
Wi-Fi-related operations or at some other point(s) in time. In
some aspects, the manner in which Wi-Fi operations are com-
menced may depend on the capabilities of the access terminal
202. For example, in cases where the access terminal only
supports Wi-Fi operations, the operations of block 102 may
commence when the access terminal 202 is enabled in some
manner. In cases where the access terminal supports Wi-Fi
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operations and other wireless operations, the operations of
block 102 may correspond to the access terminal 202 being
configured in a certain way. For example, if the access termi-
nal 202 supports both Wi-Fi and cellular (e.g., 2G/3G) con-
nectivity, the operations of block 102 may correspond to a
user configuring the access terminal 202 to a mode that sup-
ports Wi-Fi connectivity (e.g., in addition to or instead of
cellular connectivity). In some implementations the access
terminal 202 may commence Wi-Fi-related operations auto-
matically. For example, Wi-Fi operations may commence
automatically upon power up, upon reset, upon loss of Wi-Fi
connectivity, and upon invocation of periodic background
Wi-Fi searches.

[0034] Insome cases, the access terminal 202 will scan for
both Wi-Fi and cellular systems at power up. For example, the
access terminal 202 may scan for these systems in a sequen-
tial manner (e.g., first Wi-Fi, then cellular, then Wi-Fi, and so
on) based on some priority (e.g., as configured into the access
terminal 202). Alternatively, the access terminal 202 may
scan for these systems in parallel to keep the time to first call
as short as possible. In cases where the access terminal 202
has multiple RF sections (e.g., one for Wi-Fi and one for
cellular), parallel scanning may be preferred since the access
terminal 202 may be awakened from a power save mode less
often which may, in turn, reduce the power consumption of
the access terminal 202.

[0035] As represented by block 104, the access terminal
202 may determine its current location after initiating Wi-Fi
operations. In some aspects, the access terminal 202 uses this
location information to determine whether it may scan for
access points and, if so, how it may do so. For example, the
access terminal 202 may determine its current geographic
location (e.g., country) to thereby determine which channels
it may use, and whether it may actively scan those channels or
whether it should passively scan those channels.

[0036] The access terminal 202 (e.g., a location determiner
component 208) may determine geographic location in a
variety of ways. For example, in some cases a user may
manually specify the current geographic region (e.g., by key-
ing-in the information).

[0037] In some cases geographic location may be deter-
mined by using position location technology such as a global
positioning system (“GPS”), differential GPS (“DGPS”),
assisted GPS (“AGPS”), or some other suitable technology.
Here, the current geographic location may be determined
from latitude-longitude information provided by such tech-
nology.

[0038] Insome cases geographic location information such
as a mobile country code (“MCC”) may be embedded in
signaling information that is broadcast over a wide area wire-
less network (“WAN”) such as CDMA2000 1X, CDMA2000
1X-EVDO, GSM, UMTS, and so on. Here, the MCC infor-
mation may denote the current country and geographic
region.

[0039] In some cases the access terminal 202 may be pro-
visioned with or may build a database that maps the identity
of a WAN base station to a current location. Such identity
information may take the form of, for example, a system
identifier (“SID”), a network identifier (“NID”), a basic ser-
vice set identifier (“BSSID”), a pseudo-noise (“PN”) offset,
and so on.

[0040] In cases where the access terminal 202 is able to
determine its current geographic location, the access terminal
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202 may elect to conduct active scans and/or passive scans.
These operations are described in more detail below.

[0041] Incases where the access terminal 202 is not able to
determine its current geographic location, the access terminal
202 may resort to passive scanning only or limited scanning
(e.g., as defined by IEEE 802.11d). In some cases, the access
terminal 202 may receive information during a passive scan
relating to its current location. For example, the access ter-
minal 202 may receive a beacon that includes a country infor-
mation element. In this case, depending on the corresponding
location information, the access terminal 202 may switch to
active scanning. Alternatively, if the access terminal 202
receives beacons without a country information element, the
access terminal 202 may potentially use active scanning on a
corresponding channel or corresponding channels.

[0042] As represented by block 106, as a result of Wi-Fi
scanning, at some point in time the access terminal 202 may
identify a nearby access point and then associate with that
access point. To this end, the access terminal 202 may include
a communication processor 210 or some other suitable com-
ponent that is adapted to perform operations to authenticate
the access terminal 202 to the access point 204 and associate
these components with one another.

[0043] As represented by blocks 108-118, and commenc-
ing at block 108 the access terminal 202 may obtain informa-
tion about neighboring access points on a repeated basis. As
represented by block 110, in some cases this may involve
receiving information from an associated access point. As an
example, the access point 204 may obtain information about
its neighboring access points and provide that information to
all of its associated access terminals (e.g., including access
terminal 202).

[0044] As represented by blocks 112-116, the access ter-
minal 202 may obtain information about neighboring access
points by performing Wi-Fi searches and maintaining infor-
mation about any access points identified by those searches.
In some aspects the search procedure used by the access
terminal 202 may depend on the current state of the access
terminal 202. For example, the access terminal 202 may use
one type of search procedure when it is in an unassociated
state, another type of search procedure when it is in an idle
state, yet another type of search procedure when it is in a
non-real-time state, and still another type of search procedure
when it is in a real-time state.

[0045] In some aspects, the search procedure for a given
state may be associated with specific optimization criteria.
For example, the search procedures for the unassociated and
idle states may be optimized to save power. In contrast, the
search procedure for the non-real-time state may be opti-
mized to ensure that the access terminal 202 provides
adequate bandwidth (e.g., throughput) for all of its traffic
flows. In addition, the search procedure for the real-time state
may be optimized to ensure that the access terminal 202 meets
the quality of service requirements of its traffic flows.
[0046] Insome aspects, one or more parameters (e.g., used
by the different search procedures) may be a function of the
current state. For example, the different search procedures
may employ different thresholds (e.g., scanning interval
threshold, RSSI thresholds, etc.) and different sized SSID-
related lists (e.g., candidate lists). In this way, a desired
tradeoff may be made between latency of inter-access point
handoff and power consumption due to scanning.

[0047] It should be appreciated that a state-based search
scheme as taught herein may be implemented in various
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ways. For example, different schemes may employ different
states (e.g., other than those described here) and these differ-
ent states may be associated with different optimization cri-
teria (e.g., other than those described here).

[0048] As represented by block 112 of FIG. 1A, upon invo-
cation of a wireless search, the access terminal 202 may
determine (e.g., define) its current state. To this end, as shown
in the example of FIG. 3, the access terminal 202 may include
a state controller 212 that specifies or monitors wireless states
(e.g., Wi-Fi states) of the access terminal 202. In some imple-
mentations, a determination as to whether the current state
relates to real-time or non-real-time traffic may involve deter-
mining whether an application has requested quality of ser-
vice (e.g., 802.11e-based service). In addition, in some imple-
mentations application program interfaces (“APIs”) may be
employed in the advanced mobile subscriber software
(“AMSS”) such that the APIs do not forward the quality of
service requests to an access point when that access point
does not support 802.1e, however, the APIs may use this
information to determine the real-time or non-real-time mode
of operation and manage scanning of neighboring access
points accordingly.

[0049] As represented by block 114, the access terminal
202 (e.g., a search procedure identifier 214) may identify the
search procedure to be used based on the current state. For
example, when the access terminal 202 is in an unassociated
state, the invocation of a wireless search may result in execu-
tion of one type of search routine and/or the use of one set of
search parameters. Conversely, when the access terminal is in
an idle state, the invocation of a wireless search may result in
execution of a different type of search routine and/or the use
of another set of search parameters, and so on.

[0050] As represented by block 116, the access terminal
202 (e.g., a search controller 216) conducts the specified
search procedure. As will be described in more detail in
conjunction with FIG. 3, in some aspects this may involve
scanning for access points using a defined channel scanning
order and/or a defined SSID scanning order, and comparing
the results of the search (e.g., RSSI of received signals) with
one or more thresholds.

[0051] As represented by block 118, the access terminal
202 (e.g., a database manager 218) may then define one or
more lists including information relating to access points that
the access terminal may potentially associate with. Moreover,
the information in one or more of these lists may be ordered
(e.g., prioritized) to enable the access terminal to readily
identify the access point that currently provides the best ser-
vice. As will be described in more detail below, in some
aspects these lists may comprise one or more of a netlist 220,
a most recently used (“MRU”) list 222, a scan list 224, a
neighbor set 226, and one or more candidate sets 228, or a
visited access point database (“VAPD”) 246 maintained in a
database 230 or in some other suitable manner. The opera-
tions of blocks 108-118 may be repeated (e.g., on a periodic
basis) to maintain the lists of access point information. In this
way, the access terminal 202 may have at its ready a current
set of access information, thereby enabling the access termi-
nal 202 to quickly and reliably acquire WLAN coverage.
[0052] The access terminal 202 (e.g., a signal and/or traffic
monitor 232) also may repeatedly monitor one or more
aspects of its communication link with its currently associ-
ated access point (e.g., access point 204) to determine
whether it should consider switching to another access point.
Accordingly, as represented by blocks 120 and 122, at various
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points in time (e.g., periodically) the access terminal 202 may
invoke operations to monitor the link and analyze any
acquired information.

[0053] Various techniques may be employed to monitor the
currently associated access point. For example, in some cases
the access terminal 202 may monitor the RSSI of periodic
pilot signals (e.g., beacons) or other signals that are received
from the access point 204. In some cases the access terminal
202 may analyze traffic conditions between the two nodes.
For example, the access terminal 202 may track uplink and/or
downlink errors (e.g., frame loss or retry rate). These tech-
niques are treated in more detail in conjunction with FIGS.
6-8.

[0054] As represented by block 124, if the criterion (or
criteria) for exiting the current association is not met, the
access terminal 202 maintains the current association and
continues maintaining its lists and monitoring its associated
access point. This exit criterion may be based on the infor-
mation monitored at block 122. For example, an exit criterion
may be satisfied if the RSSI falls below a threshold level, if the
frame loss exceeds a threshold level, if the retry rate exceeds
a threshold rate, or if some combination of these or other
criteria are met.

[0055] If the criterion (or criteria) for exiting the current
association is met at block 124, the access terminal 202 (e.g.,
an access point selector 234) determines whether the entry
criterion for another access point is met. Here, the selection of
a particular access point (e.g., access point 206) for consid-
eration at this time may be based on the ordering of a candi-
date list maintained by the access terminal 202 (e.g., at block
118). For example, as discussed at FIG. 3 below, the access
terminal 202 may maintain a prioritized list of candidate
access points wherein the access point that is expected to
provide the best connectivity is placed at the top of the list.
The selection of a candidate access point may be based on
various criteria. For example, in some cases the decision to
select a candidate access point may be based on admission
control, TSPECs, quality of service, or prior interactions with
the access point. In some cases, the access terminal 202 may
maintain this type of information in the VAPD.

[0056] Once the highest priority candidate access point is
selected at block 126, the access terminal 202 may repeatedly
monitor signals associated with that access point to determine
whether to associate with that access point. For example, the
access terminal 202 may repeatedly send directed active
scans (e.g., pilot requests) to the candidate access point 206.
The access terminal 202 may then process any signals (e.g.,
pilots signals) it receives from the access point 206 to deter-
mine whether these signals meet some criterion or criteria
(e.g., the RSSI of the signals exceeds a threshold) on a
repeated basis. In this way, the access terminal 202 may verify
that the higher signal quality associated with the access point
206 is not excessively transient in nature.

[0057] As represented by block 128, if the criterion (or
criteria) for entering into an association with the candidate
access point is not met, the access terminal 202 maintains the
current association (e.g., with access point 204) and continues
maintaining its lists and monitoring the access point 204. This
entry criterion may be based, for example, on the information
described at block 126.

[0058] If the criterion (or criteria) for entering into a new
association is met at block 128, the access terminal 202 asso-
ciates with the candidate access point 206 (block 130). The
above operations may then be repeated to continually main-
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tain the access point lists and monitor the signaling between
the access terminal 202 and any access point with which it is
currently associated.

[0059] In some cases, handoff operations similar to those
described above may be employed to determine whether to
handoff from the current access point to another access point
or to another network (e.g., a cellular system). For example, if
the exit criteria for the current access point are met (e.g., at
block 124), the selection of the target system may be per-
formed based on whether access point entry criteria are met
(e.g., at block 128). For example, an access terminal may
select a target system based on whether there are any access
points having an RSSI above a defined threshold as discussed
above. In the event there are no access points meeting these
criteria, however, the access terminal may elect to move to
(e.g., identify, then connect with) a cellular system or some
other alternative network.

[0060] With the above overview in mind, additional details
relating to Wi-Fi searching and maintaining lists of access
point information will now be described in conjunction with
FIG. 3. As mentioned above and as discussed below in con-
junction with FIGS. 4-8, in some aspects the Wi-Fi search
procedures may depend on the current state of the access
terminal. To facilitate the discussion of the state-specific Wi-
Fi search procedures that follow, F1G. 3 provides an introduc-
tory overview of several common operations that may be
employed in conjunction with these search procedures.

[0061] As represented by block 302, a variety of circum-
stances and associated components (as represented by a
search trigger component 236) may trigger the commence-
ment of a Wi-Fi search. For example, in some cases a timer
may be used to determine when to invoke a search. As will be
discussed below, the duration of the timer may be adjusted
based on current conditions in the system. In some cases a
search may be invoked in response to an action. For example,
a search may be invoked when a user activates a user input
device (e.g., a key on a keypad) of the access terminal 202,
when a user opens a cover (e.g., a clamshell cover) of the
access terminal 202, when inbound and/or outbound calls
and/or sessions are commenced, and so on.

[0062] As will be discussed below, in some cases a search
may be invoked based on timing of a power save-related mode
of operation for the access terminal 202. For example, a
search may be invoked when the access terminal 202 informs
its associated access point that it is going into a power save
mode. In addition, a search may be invoked at times specified
in conjunction with an unscheduled automatic power save
delivery (“U-APSD”) mode.

[0063] As represented by block 304, in some cases Wi-Fi
searching may be limited (e.g., delayed or not invoked) based
on the location of the access terminal. For example, in the
event the access terminal 202 is associated with its home
access point, the access terminal 202 may cease searching for
other access points or may lengthen the interval at which it
searches for other access points. Here, it should be appreci-
ated that in such an environment there may not be any other
nearby access points with which the access terminal is autho-
rized to associate. Thus, the access terminal 202 may con-
serve resources by reducing its Wi-Fi searches under these
circumstances. Such an environment may stand in contrast
with, for example, an enterprise scenario where multiple
access points associated with a common SSID may be dis-
tributed throughout the enterprise environment.
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[0064] In some aspects the location of the access terminal
202 may be indicated by the access point with which the
access terminal 202 is currently associated. For example, the
access terminal 202 (e.g., the location determiner 208) may
determine whether it is currently associated with its home
access point (e.g., as indicated by a specific SSID or MAC
D).

[0065] It should be appreciated that Wi-Fi searching may
be limited based on various criteria. For example, the timing
of'a Wi-Fi search may be defined to meet one or more perfor-
mance criteria associated with the current state of the access
terminal 202. As a specific example, searches may be con-
ducted less frequently in cases where it is desirable to avoid
interfering with other operations of the wireless device (e.g.,
Wi-Fi traffic or WWAN traffic). As another example, in some
aspects the frequency of Wi-Fi searches may depend on the
quality of the communication link between the access termi-
nal and its associated access point. For example, if the quality
of the link is improving (e.g., as indicated by an increase in
RSSI) the scans may be invoked less frequently, and vice
versa.

[0066] As represented by block 306, once a Wi-Fi search is
invoked, the access terminal 202 obtains (e.g., constructs
and/or accesses) a scan list that specifies, for example, the
SSIDs to be scanned by the access terminal 202 during the
current Wi-Fi search. Such a scan list may be implemented in
various ways.

[0067] Insome cases a scan list may be a subset of one or
more other lists maintained by the access terminal 202. For
example, the scan list may be a subset of a netlist or a most
recently used (“MRU”) list maintained by the access terminal
202.

[0068] In some implementations this netlist describes all
access points known to the access terminal 202. Such a netlist
may indicate whether the access terminal 202 is authorized to
associate with a given access point and may include informa-
tion (e.g., credentials) that facilitates such an association. In
some cases a netlist may include information that identifies a
given access point such as an associated SSID, a MAC ID
(e.g., MAC address), and so on.

[0069] Theinformation in the netlist may be providedto the
access terminal 202 and/or determined by the access terminal.
As an example of the former scenario, a service provider may
download netlist information (e.g., a list of authorized access
points) into the access terminal 202 when the access terminal
202 is provisioned. As an example of the latter scenario, in
some cases the access terminal 202 may add an access point
it discovers to the netlist (e.g., discovered during a Wi-Fi
search).

[0070] The MRU list mentioned above includes informa-
tion about the access points that were most recently used by
the access terminal 202. Such a list may be limited in some
cases. For example, the number of entries in the MRU list may
be limited and, once the list is full, the oldest entries in the list
may be overwritten by new entries. In addition, access points
may be purged from the list after a given period of time (e.g.,
ten days). In some cases, the MRU list comprises a subset of
(e.g., is defined within) the netlist discussed above. However,
if the user used a manual scan to find and associate with a
non-authorized access point, the MRU list may include
entries that are not in the netlist.

[0071] Theentriesinthescan list obtained at block 306 may
be prioritized in some manner. For example, entries from the
MRU list may have a higher priority, other entries from the
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netlist may have a lower priority, and a wildcard scan entry
may be associated with yet another priority level. In such a
case, the access terminal 202 may order its scans based on the
designated priorities.

[0072] As represented by block 308, the access terminal
202 also may obtain (e.g., construct and/or access) a channel
order 238 that specifies, for example, the order in which
channels are to be scanned by the access terminal 202 during
the current Wi-Fi search. In some cases the channel order 238
is provided in the netlist (e.g., along with the SSIDs to be
scanned).

[0073] A channel order may be defined in various ways. For
example, in some cases a channel order may be based on
priorities assigned to each SSID and/or access point (e.g., by
a service provider). In some cases a channel order may be
based on the channels specified by the entries from the MRU
list. In some cases a channel order for the 5 GHz band may be
based on the geographic location of the access terminal 202.

[0074] Different types of scans may be employed in the 2.4
GHzband. For example, in some cases a channel order for the
2.4 GHz band may simply be a sequential listing of each of the
different channels. In some cases a Wi-Fi channel order first
specifies non-overlapping channels and then specifies over-
lapping channels.

[0075] Inaddition, in some cases an optimized scan may be
employed whereby overlapping channels are scanned in
groups such that a given scan effectively scans multiple chan-
nels at once. For example, a representative channel order for
the 2.4 GHz band may be specified as: 1,6, 11,3, 8, 13,4, and
9. Here, the scans for channels 3, 8, 13, 4, and 9 may cover
multiple channels. For example, the scan for channel 3 may
effectively scan channels 2, 3, and 4, while the scan for
channel 8 may effectively scan channels 7, 8, and 9, and so on.

[0076] Insome aspects, the channel order may be revised in
an attempt to achieve a desired optimization for a given state.
For example, if a scan detects energy on a given channel, that
channel may be moved up in the channel order. In this way,
the search may more quickly obtain information about any
potential access points on that channel during subsequent
searches. In addition, in some cases one or more designated
channels (e.g., that are known to have operating access
points) may be scanned during each iteration of the Wi-Fi
search.

[0077] As represented by block 310, the access terminal
202 scans for access points based on the scan list and the
channel order. For example, commencing with the first chan-
nel of the channel order, the access terminal 202 may scan for
each of the SSIDs on the scan list, in the particular order
specified by the scan list. The access terminal 202 may then
scan the next channel of the channel order in a similar manner.
In addition, an active scan may employ a wildcard SSID
whereby all access points that support wildcard scans may
send a probe response upon receipt of the wildcard SSID.
Also, in some cases the access terminal 202 may optimize the
search procedure by issuing multiple outstanding probe
requests, each including a single SSID, on each channel or by
issuing a single probe request, including multiple SSIDs, on
each channel.

[0078] Here, it should be appreciated that the above scans
may not be conducted on a contiguous basis. For example, the
access terminal 202 may conduct a portion of the scans, then
perform some other operations (e.g., handling data traffic
flow), then perform another portion of the scans, and so on.
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[0079] In some cases the access terminal may discover
information relating to hidden SSIDs. For example, the
VAPD may include information indicative of whether a given
SSID is hidden or broadcast in a beacon. Consequently, the
access terminal may perform active scans using the hidden
SSID information provided by the VAPD.

[0080] In situations where there are a large number ot hid-
den SSIDs, however, it may be more efficient to simply con-
duct a passive scan rather than conducting individual active
scans for each hidden SSID. For example, if an active scan
takes 20 ms, and if there are 6 hidden SSIDs, it may take
longer to perform the hidden SSID scans than a passive scan
(e.g., which may take on the order of 100 ms).

[0081] Insome cases, the VAPD also may be used to iden-
tify an access point associated with a beacon containing a
hidden SSID. For example, for any hidden SSID beacon
received during a passive scan, the access terminal 202 may
search the VAPD for the MAC ID contained in the beacon. If
the search of the VAPD is successful, the access terminal will
obtain the SSID of the access point that transmitted the bea-
con. The access terminal 202 may then include the SSID from
the VAPD in a probe request directed to the access point. If
there is failure in locating the MAC ID in the VAPD, the
access terminal 202 may perform a series of active scans on
the channel, successively including each of the hidden SSIDs
from the VAPD in the probe request.

[0082] Insome implementations, the VAPD may comprise
asubsetof (e.g., is defined within) the netlist discussed above.
However, if the user uses a manual scan to find and associate
with non-authorized access points, the VAPD may include
information about access points that are not in the netlist.
[0083] If the access terminal 202 identifies any access
points during its scans at block 310, the access terminal 202
may update its database 230. For example, the access terminal
202 may store the association between the MAC ID of the
identified access point and its corresponding SSID in the
VAPD. The VAPD also may store information (e.g., statistical
information) relating to any prior interactions the access ter-
minal 202 has had with a given access terminal. For example,
the access terminal 202 may update a corresponding entry in
the VAPD when it has successfully associated with a given
access point or when it has failed to do so. Several additional
examples of data sets that may be updated in the database 230
based on the results of a Wi-Fi search follow.

[0084] As represented by block 312, the access terminal
202 may define (e.g., construct or update) a neighbor set
based on the results of its scans at block 310. The neighbor set
may specify, for example, a set of access points that are
relatively close to (e.g., within communication range of) the
access terminal 202. In some implementations, in the event
the access terminal 202 discovers an access point that is not in
the netlist, the access terminal 202 may add an appropriate
entry to the netlist. Thus, the neighbor set may comprise a
subset of (e.g., is defined within) the netlist discussed above.
[0085] Insome scenarios, at least a portion of the entries of
the neighbor set may be provided to the access terminal 202.
For example, an access point may transmit information it
collects regarding access points in the vicinity to its associ-
ated access terminals (e.g., including access terminal 202).
[0086] As represented by block 314, during some states the
access terminal 202 may generate one or more candidate sets
based on the results of its scans at block 310. As mentioned
above, a candidate set may specify the access point with
which the access terminal 202 may associate in the event the
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access terminal elects to change its current association. A
candidate set may consist of, for example, entries from the
neighbor set that are also in the MRU list and/or the netlist. As
will be discussed below, typically only a subset of these
access points (e.g., those providing at least a minimum RSSI
level) may be included in a candidate set.

[0087] Referring now to FIGS. 4 and 5, several operations
relating to an unassociated Wi-Fi state will be described. In
some aspects this state may refer to an extended period of
time when an access terminal is not connected to an access
point. In this state, the access terminal may perform various
operations to find and associate witha WLAN (via an access
point).

[0088] Unassociated state operations may be invoked, for
example, when the access terminal is powered up or reset, or
after the access terminal loses its association with an access
point. As mentioned above, the invocation of a Wi-Fi search
may be based on the current mode of operation (e.g., Wi-Fi
only, cellular and Wi-Fi mode, etc.) of the access terminal.
[0089] As mentioned above, an access terminal may deter-
mine at the commencement of its Wi-Fi operations whether it
may conduct active searches (i.e., active scans) to determine
the available access points. In some aspects, the access ter-
minal may use an active scan if the access terminal has infor-
mation regarding the current region of operation and if regu-
latory restrictions allow for active scans to be supported.
[0090] Insomeimplementations the access terminal is pro-
visioned by the service provider (e.g., operator) with a param-
eter that indicates whether the access terminal is allowed to
perform active scans. When the access terminal is not asso-
ciated with an access point that is IEEE 802.11d-capable,
then this parameter alone may dictate if active scans may be
employed. When the access terminal is associated with an
802.11d-capable network, the access point may provide
information regarding the current region and any regulatory
restrictions. The access terminal may thus use active scans
when not banned by the regulatory restrictions of the region
and the service provider provisioned parameter allows for
active scans.

[0091] In some implementations the access terminal may
maintain a table of country/region codes and the regulatory
restrictions to use during roaming. Here, the access terminal
may use active scans in the designated regions where active
scans are allowed. In this case, the region of operation may be
determined from information obtained by the access termi-
nal’s association with a WWAN (e.g., a 3G network) or in
some other manner (e.g., as discussed above).

[0092] The access terminal also may determine a permitted
channel set based on the current geographic location. On the
other hand, if geographic information is not available, the
minimum channel set defined by 802.11d may apply. When
the access terminal is not able to determine the region and
determine regulatory restrictions through the mechanisms
described herein or in some other way manner, active scan-
ning may not be enabled.

[0093] The Wi-Fi search process may be initiated manually
(e.g., by an event initiated by a user of the access terminal) or
automatically (e.g., by system selection procedures of the
access terminal). When a manual search is initiated, the
access terminal scans for available access points and presents
the results to the user. Typically, this scan will involve a
passive scan of all the channels. In contrast, an automatic
search may typically employ active scanning. FIG. 4
describes several operations that may be employed in con-
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junction with a manual search procedure commencing at
block 402 while FIG. 5 describes several operations that may
be employed in conjunction with an automatic search proce-
dure commencing at block 502.

[0094] Referring to FIG. 4, the access terminal may deter-
mine the current scan list at block 404 (e.g., for use in active
scans). As mentioned above, in some implementations the
scan list may be based on SSIDs from a MRU list, SSIDs from
a netlist, and a wildcard SSID. For example, the highest
priority entries in the list may comprise the entries from the
MRU list. SSIDs from the netlist may then make up a second
priority level of entries for the scan list. In this case, the SSIDs
may be added in an order based on relative priorities defined
by the netlist. Here, the use of duplicate entries from the MRU
list and the net list may be avoided. In addition, the scan list
may include a wildcard SSID to reduce the overhead associ-
ated with active scans.

[0095] It should be appreciated that the scan list may be
implemented such that successive scan procedures may scan
different sets of SSIDs. For example, in some cases each scan
procedure may scan each of the entries from the MRU list,
and may perform a wildcard scan, but may only scan a portion
of'the SSIDs from the netlist. Thus, it may take several invo-
cations of a scan procedure to scan all of the SSIDs in the scan
list.

[0096] At block 406 of FIG. 4, the access terminal deter-
mines the channel scan order. This block may involve, for
example, operations such as those described above in con-
junction with block 308. In some aspects, the selection of a
particular channel order may be based on the current deploy-
ment. For example, only a subset of the available channels
may be included in the channel order list for active scans due
to regulatory requirements. In other words, the channels to be
scanned may depend on the geographic location of the access
terminal.

[0097] Atblock 408, the access terminal performs a Wi-Fi
scan on each channel from the channel order list. Thus, in a
typical case, the access terminal successively performs a pas-
sive scan on each designated channel. As mentioned above,
however, in some cases an active scan also may be employed
here.

[0098] For a passive scan, the access terminal may scan
each channel for a designated period of time (e.g., 120 ms). If
a received beacon on that channel contains an SSID, the
access terminal may store the results in the neighbor set as
discussed at block 410 below.

[0099] If a received beacon does not contain an SSID, the
access terminal may take a different course of action. In some
cases beacons associated with a hidden SSID are simply
ignored. In other cases the access terminal may use the VAPD
that includes information about hidden SSID nodes to iden-
tify an associated access point. For example, a mentioned
above, the VAPD may include the SSID of a hidden access
point as well as information that may uniquely identify that
access point (e.g., a MAC ID). In such a case, the access
terminal may be able to identify a hidden access point (e.g.,
based on a received MAC ID). The access terminal may thus
update an entry in its neighbor set for the identified access
point. Conversely, if the MAC ID is not found in the VAPD,
the access terminal may conduct an active scan on that chan-
nel for all SSIDs in the current scan list.

[0100] For an active scan, the access terminal may conduct
a scan for all SSIDs in the current scan list at block 408. These
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operations may thus be similar to the operations described
above in conjunction with block 310.

[0101] As represented by block 410, any results from the
above scans are stored in the neighbor set, optionally ordered
by SSID priority (e.g., as designated by a service provider or
in some other manner). This stored information may thus
include, for example, SSID, priority, basic SSID (“BSSID”),
channel, and RSSI associated with a received beacon. In some
cases the access terminal only adds an access point to the
neighbor set if the RSSI associated with the access point (e.g.,
the RSSI of a received beacon) exceed a defined threshold
(e.g., -95 dBm).

[0102] At block 412 of FIG. 4, the access terminal may
present the results of the Wi-Fi search to the user. If the search
identified any access points, the user may then elect to asso-
ciate with one of these access points (e.g., if the netlist indi-
cates that the user is authorized to access the access point). In
contrast, if no access points were found at block 408, the user
may elect to conduct a search at a later time.

[0103] Referring now to FIG. 5, several operations that may
be employed in conjunction with an automatic search will be
treated. The example of FIG. 5 relates in some aspects to
operations that may be performed during an unassociated
state. It should be appreciated, however, that some or all of
these operations may be applicable to other states.

[0104] As represented by block 502, an automatic search
may be commenced in response to an event such as an elapsed
timer or atrigger event. In some cases the timer may comprise
a telescopic timer. Here, the duration of the telescopic timer
(i.e., the time between subsequent timed events) may change
for different iterations of the timer. As a specific example, the
time duration for the telescopic timer may be setto 4, 8,32, or
96 seconds.

[0105] Blocks 502-510 relate to operations that may be
iteratively performed to define (e.g., construct or update) the
neighbor set. Accordingly, in at least some aspects these
operations may be similar to the corresponding operations
described above in conjunction with blocks 404, 406, 408,
and 410 of FIG. 4. Specifically, at block 504 the access
terminal determines the current scan list for the current itera-
tion of the automatic scan operation. At block 506 the access
terminal determines the channel order for the current iteration
of the automatic scan operation. At block 508 the access
terminal performs the current iteration of the automatic scan
operation. At block 510 the access terminal defines the neigh-
bor set based on the results of the Wi-Fi search.

[0106] As represented by block 512, at some point in time
(e.g., immediately after conducting an automatic scan), the
access terminal may attempt to associate with an access point
that has been identified by a Wi-Fi search (e.g., added to the
neighbor set). For example, at block 514 the access terminal
may select an access point from the set of access points in the
neighbor set that have the highest priority. Here the selected
access point may be the one having the highest RSSI in the
highest priority set.

[0107] At block 516 the access terminal may repeatedly
monitor signals associated with that access point. In some
aspects the operations of block 516 may be similar to the
operations described above in conjunction with block 126.
For example, the access terminal may send a directed scan at
adesignated intervals (e.g., every 300 ms) for a defined period
of time (e.g., for two minutes).

[0108] As represented by block 518, the access terminal
may filter the signaling information it receives from the des-
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ignated access point to verify that the signaling from that
access point consistently meets a designated criterion or cri-
teria. Such a filter may take various forms. For example, in
some cases a filtered RSSI value may be generated by an
iterative formula: new filtered value=(1-a)*current RSSI
reading+a*current filtered value. Here the value (e.g., 0.9) of
the exponential averaging constant o may depend on the
current state of the access terminal and the access point being
monitored. For example, different values for o may be
employed during WLAN acquisition (e.g., unassociated
mode), during idle mode when monitoring the current access
point, during idle mode when monitoring a candidate access
point, during an in-traffic mode (e.g., real-time or non-real-
time) when monitoring the current access point, and during an
in-traffic mode when monitoring a candidate access point.
Here, the value for oo may be selected, for example, to empha-
size more recent samples over older samples.

[0109] As represented by blocks 520 and 522, the access
terminal may then elect to associate with the access point if
the entry criterion is (or criteria are) met. For example, the
access terminal may associate with the access point if the last
filtered RSSI value exceeds a designated threshold (e.g., —80
dBm). The access terminal may then add this access point to
the top of the MRU list.

[0110] Here, since the access terminal waits for a set period
of time before associating with a found access point, there is
little latency benefit in not completing the full scan once an
access point on the current scan list is found. This time period
may thus be used to complete the scanning on all channels in
an attempt to find the best available access point.

[0111] If an entry criterion was not met at block 502, the
above operations may be performed on a repeated basis until
a suitable access point is found. That is, the access terminal
may continue updating its neighbor list and analyzing signals
it receives from any access points on that list.

[0112] Referring now to FIG. 6, several operations relating
to an idle Wi-Fi state will be described. In some aspects this
state may refer to procedures that an access terminal that is
associated with a WLAN system undertakes in conjunction
with retaining the association with an access point and per-
forming Wi-Fi searches in an attempt to find a better access
point. In particular, this state may relate to a period of time
when the access terminal is associated with an access point
and is currently not handling any traffic (e.g., the access
terminal is not involved in active traffic exchange and thus
does not have any active calls or active sockets). Here, an
access terminal may be defined as not currently being in an
in-traffic state if the access terminal is not sending or receiv-
ing, over a given time period, a number of packets that is
greater than or equal to a threshold.

[0113] As represented by block 602, a Wi-Fi search during
anidle state may commence in response to an event such as an
elapsed timer or a trigger event (e.g., as discussed above in
conjunction with block 502). In some cases a decision to
conduct a Wi-Fi search may be gated (e.g., limited) based on
certain criteria. For example, as discussed above automatic
scans may be disabled or the time duration for the telescopic
timer may be increased in the event the access terminal is
currently associated with a designated access point (e.g., a
user’s home access point).

[0114] In some aspects, an important factor for idle state
operations relates to reducing power consumption and, con-
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sequently, improving standby time. To this end, an access
terminal may employ less frequent Wi-Fi searches during the
idle state.

[0115] As represented by blocks 604 and 606, during each
iteration of the idle state search, the access terminal may
maintain the neighbor set as well as a candidate set to facili-
tate the recurring search for the best access point in the vicin-
ity of the access terminal. Operations relating to maintaining
the neighbor set may be similar to the operations described
above in conjunction with FIG. 5 (e.g., at block 504-510). For
these operations, the currently associated access point may be
atthe top of the MRU list that is used to define the current scan
list (e.g., as discussed above).

[0116] As represented by block 606, the access terminal
defines a candidate set to provide a ranked list of access points
with which the access terminal may associate. In some cases
the candidate set may consist of a set of entries from the
neighbor set that are in the MRU list or the netlist (or both).
For example, a candidate set may consist of the top five (i.e.,
highest priority) entries other than the associated access point
in an ordered neighbor set. Note that in the idle state, the
candidate set entries may or may not have a common SSID
since traffic flow may be not negatively impacted when the
access terminal switches its association to an access point
having a different SSID.

[0117] In some circumstances the candidate set may be
empty. This may be the case, for example, if all of the entries
in the neighbor set are access points with which the access
terminal cannot associate. In this case, as represented by
block 608, the access terminal may reduce the current Wi-Fi
search frequency (e.g., by increasing the time period of the
telescopic timer). In this way, the access terminal may elect to
conserve resources since there is a reduced likelihood that the
Wi-Fi searches will identify any access points that are better
than the currently associated access point.

[0118] As represented by blocks 610-614, the access ter-
minal may regularly (e.g., immediately after each iteration of
constructing the candidate set) determine whether it should
consider associating with a different access point. Here, the
access terminal may repeatedly monitor signals associated
with that access point (block 612) and determine whether the
exit criterion has (or criteria have) been met (block 614). In
some aspects the operations of blocks 610-614 may be similar
to the operations described above in conjunction with blocks
120-124.

[0119] A specific example of active access point monitor-
ing operations follows. In this example the access terminal
monitors the RSSI of the access point in conjunction with
normal receive operations and stores the information in a
management information base (“MIB”). The access terminal
may then invoke a MIB query at regular intervals (e.g., every
two seconds) to obtained a filtered RSSI value (e.g., as dis-
cussed above in conjunction with block 518). For example,
the filtered RSSI value may comprise an exponential average
over a given number (e.g., five) measured RSSI values.
[0120] Inthe event an exit criterion is not met at block 614,
the access terminal maintains the current association, contin-
ues maintaining the neighbor set and candidate set, and con-
tinues monitoring its associated access point. As discussed
herein, in some cases the exit criterion may relate to whether
the RSSI (e.g., the filtered RSSI) of the current access point is
less than or equal to a threshold level.

[0121] Intheeventanexit criterionis metatblock 614 (e.g.,
as indicated by loss of association with the current access
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point), the access terminal may attempt to associate with the
highest priority entry of the candidate set. As represented by
block 616, if the candidate set is empty, the access terminal
may reconstruct the neighbor set (e.g., by performing the
neighbor set operations described above).

[0122] If the candidate set is not empty at block 616, the
access terminal will attempt to identify the best access point
in the candidate set at block 618. In addition, the access
terminal may continue to maintain the candidate set. For
example, at regular intervals (e.g., 120 ms) the access termi-
nal may conduct active scans on all access points in the
candidate set. At the same interval, the access terminal also
may conduct active scans using the current scan list, adding
one different channel each time (e.g., in a round robin manner
based on the current channel ordering). For example, if can-
didate access points are on channels 1 and 6, a series of scans
may scan channels 1, 6, and 3, then scan 1, 6, and 8, and so on.
These operations also may periodically update the neighbor
set.

[0123] A specific example of selecting a candidate access
point at block 618 follows. As an initial criterion, the RSSI of
all the candidate access point must meet or exceed a threshold
(e.g., =75 dBm). As an additional criterion, the RSSI of the
candidate access point having the highest RSSI must exceed
a threshold based on the RSSI of the currently associated
access point (e.g., exceeds the current access point RSSI by at
least 10 dB). In this way, some degree of hysteresis may be
added to the access point switching process to prevent the
access terminal from switching too frequently. In some cases,
the selection of a candidate access point is based on whether
the access points support pair-wise master key (“PMK”)
caching or some other method of pre-sharing authentication
information (e.g., keys). For example, the access terminal
may try to select the candidate access point that has the
highest RSSI and supports PMK caching. If no access point
meets these criteria, the access terminal may select the can-
didate access point that has an RSSI that exceeds, by a speci-
fied amount, the RSSI of the best candidate access point that
supports PMK caching (e.g., the caching-enabled access
point having the highest RSSI). For example, in this case the
RSSI of the non-PMK caching access point may need to
exceed the RSSI of the PMK caching access point by 3 dB. In
the event none of the above conditions are met, the access
terminal may simply select the access point with the highest
measured RSSI.

[0124] As represented by block 620, the access terminal
may then repeatedly monitor signals from the selected can-
didate access point for a defined period of time to determine
whether to associate with that access point. For example, as
discussed above in conjunction with blocks 126 and 516, the
access terminal may repeatedly send directed active scan
probes to the selected candidate access point and verify
whether the RSSI of the signals (e.g., pilots) received in
response to the probes exceeds a threshold (e.g., =75 dBm).

[0125] As represented by block 622, if the criterion (or
criteria) for entering into an association with the candidate
access point is not met or if there is no probe response, the
access terminal may select another access point from the
candidate set. If none of the access points of the candidate set
satisfy the entry criterions, the access terminal may retain its
association with the current access point and continue to
repeat the operations described above.

[0126] If the criterion (or criteria) for entering into a new
association is met at block 622, the access terminal associates
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with the candidate access point at block 624. The above
operations may then be repeated to continually maintain the
candidate set and monitor signals from the currently associ-
ated access point.

[0127] In some aspects a decision to switch to another
access point may depend on whether the switch will be made
to an access point having a different SSID than the current
access point. When switching between access points associ-
ated with the same SSID, the access terminal may autono-
mously perform the switching operations. When switching to
an access point with a different SSID, however, a WLAN
system determination component may arbitrate among the
available WL AN systems based on priority in enabling such
a handoff. Here, it may be up to the system determination
component to choose the WLAN system with the best result
based on the current pilot information provided by a WLAN
call processing component.

[0128] In the event the access terminal loses WLAN cov-
erage, the access terminal may shift to an unassociated state
after a specified number of failed attempts to identify or
associate with another access point. A switch to an unassoci-
ated state also may be invoked if the number of packets
received over a given period of time falls below a threshold
number, or if there is substantial inactivity (e.g., a relatively
low number of transmitted or received packets) for a defined
period of time.

[0129] Referring now to FIGS. 7 and 8, several operations
relating to in-traffic Wi-Fi states will be described. In-traffic
operation may be defined as two states. In one state the access
terminal is handling non-real-time traffic (FIG. 7) and in the
other state the access terminal is handling real-time traffic
(FIG. 8). When the access terminal is handling mixed traffic
types and at least one of them is a real-time traffic type, the
access terminal may be deemed to be handling real-time
traffic. In either case, when the access terminal conducts
background scans searching for neighboring access points,
the availability of the access terminal with its associated
access point may be impacted. This, in turn, may negatively
impact the traffic performance at the access terminal. To
address this issue, the access terminal may choose appropri-
ate time periods to tune away from its associated access point
based on traffic behavior.

[0130] Referring now to FIG. 7, in some aspects the non-
real-time state may refer to procedures that an access terminal
undertakes when it is associated with an access point, is
handling non-real-time traffic associated with that access
point, and is performing Wi-Fi searches in an attempt to find
a better access point. This state also may refer to the period
when the access terminal is associated with an access point
that supports legacy power-save mode and does not support
QoS. In this case, the access terminal may not be able to
distinguish between real-time and non-real-time traffic. This
state also may refer to the period when the access point
supports QoS and the access terminal is involved in non-real-
time traffic. In some implementations, video streaming and
video conferencing may be treated as non-real-time traffic
since the corresponding applications may handle relatively
significant delay and/or jitter. In such a case, only VoIP may
be treated as real-time traffic.

[0131] In some aspects, an important factor for non-real-
time state operations relates to maximizing throughput. In
this state, power consumption may be less of a concern.
Accordingly, an access terminal may employ more frequent,
albeit more planned, Wi-Fi searches during this state.
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[0132] As represented by block 702, a Wi-Fi search during
a non-real-time state may commence in response to an event
such as an elapsed timer or a trigger event and may be gated
based on certain criteria (e.g., in a similar manner as dis-
cussed above in conjunction with block 602). Moreover, the
searches conducted during in this state may be scheduled to
reduce the likelihood of interruption with the transmission
and reception of the non-real-time traffic.

[0133] For example, the access terminal may employ a
U-APSD mode of operation or a power save mode of opera-
tion to schedule scans and thereby reduce any potential
impact on data transfer. For the U-APSD mode case, the
access terminal may schedule its Wi-Fi scans during time
periods when the access point is queuing traffic destined for
the access terminal. For the power save mode case, the access
terminal may send an appropriate power save control mes-
sage to its associated access point to inform the access point
that the access terminal is in power save mode. As a result, the
access point will stop sending data to the access terminal until
the access terminal exits this mode. Consequently, the access
terminal may perform its Wi-Fi searches during this power
save mode period, without losing data as a result of being
tuned away from its associated access point.

[0134] As represented by blocks 704 and 706, during each
iteration of the non-real-time state search, the access terminal
may maintain the neighbor set as well as a candidate set to
facilitate the recurring search for the best access point in the
vicinity of the access terminal. In some aspects, these opera-
tions may be similar to the operations described above at
blocks 604 and 606. In this case, however, the access terminal
may limit the candidate set to those access points that have the
same SSID as the current access point. In this way, arelatively
seamless transition may be made between the access points in
an attempt to ensure that data traffic is not significantly
impacted, if at all. In addition, the number of entries in the
same candidate set may be maintained at a defined number
(e.g., five) by including the highest RSSI entries from the
neighbor set that have the same SSID as the current access
point. In this way, the frequency with which a given candidate
set access point’s RSSI is measured may be increased.
[0135] As represented by block 708, the access terminal
may reduce the current Wi-Fi search frequency under certain
circumstances. For example, in a similar manner as discussed
above at block 608, the access terminal may reduce the cur-
rent Wi-Fi search frequency if the candidate set is empty or if
the access terminal is associated with a particular access point
(e.g., a home access point). In addition, the access terminal
may reduce the current Wi-Fi search frequency if its current
access point is providing a sufficiently high quality of service.
Here, a high quality of service may be indicated by the RSSI
(e.g., the filtered RSSI) of the access point meeting or exceed
a threshold (e.g., =50 dBm).

[0136] As represented by blocks 710-714, the access ter-
minal may regularly (e.g., immediately after each iteration of
constructing the same candidate set) determine whether it
should consider associating with a different access point. In a
similar manner as described above in conjunction with blocks
610-614, the access terminal may repeatedly monitor signals
associated with that access point (block 712) and determine
whether the exit criterion has (or criteria have) been met
(block 714). For example, the access terminal may periodi-
cally (e.g., every 600 ms) conduct a MIB query and obtain
quality information relating to at least one link between the
access terminal and the access point. Here, in some aspects an
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exit criterion may be based on an exponential average of the
last five RSSI values. For example, an exit may be indicated
if the average RSSI falls below a threshold (e.g., -80 dBm). In
addition, in some aspects an exit criterion may be based on an
uplink frame loss (e.g., based on a MIB variable such as a
MAC retry counter, or some other suitable parameter). In this
case, an exit may be indicated if the average uplink retry rate
over a defined period of time (e.g., 2 seconds) is greater than
or equal to a threshold amount (e.g., 5%). Here, a packet error
rate (“PER”) may be calculated using a filter (e.g., new fil-
tered value=(1-a)*current PER reading+a*current filtered
value).

[0137] If the candidate set is not empty at block 716, the
access terminal may continue maintaining the same SSID
candidate set. For example, if the average RSSI of the access
points is below a designated level (e.g., -50 dBm), at regular
intervals (e.g., 600 ms) the access terminal may conduct an
active scan using the current SSID on one channel. The access
terminal may thus cycle through all candidate access points
and then one channel from the remaining set. Thus, in this
case the access terminal conducts one active scan using the
current SSID at a defined interval (e.g., 600 ms), independent
of'the number of entries in the same SSID candidate set (even
if the set is empty). The maximum time between active scans
to a candidate access point may thus be based on the number
of candidate set entries and the interval.

[0138] Ifthe candidate set is empty at block 716, the access
terminal may construct the candidate set. For example, if the
average RSSI is below a threshold level (e.g., =75 dBm), at
regular intervals (e.g., 120 ms) the access terminal may con-
duct an active scan for the current SSID on all channels. Here,
the channel order may be defined as discussed above. The
access terminal may then save any results it obtains based on
these scans in the same SSID candidate set (e.g., up to a
maximum defined size for the candidate set).

[0139] As represented by blocks 718-724, the access ter-
minal may associate with a new access point provided the
entry criteria are met. Here, the operations of blocks 718-724
may be similar to the operations described above in conjunc-
tion with blocks 618-624.

[0140] Referring now to FIG. 8, in some aspects the real-
time state may refer to procedures that an access terminal
undertakes when it is associated with an access point, is
handing real-time traffic associated with the current access
point, and is performing Wi-Fi searches in an attempt to find
a better access point. This state may refer to the period when
the access point supports QoS and the access terminal is
currently active for at least one application that requires real-
time traffic support.

[0141] In some aspects, an important factor for the real-
time state procedure involves maintaining quality of service
requirements such as latency and throughput. In this state,
power consumption may be less of a concern. Accordingly, an
access terminal may employ more precisely scheduled Wi-Fi
searches during this state.

[0142] Ingeneral, the operations of blocks 802-824 may be
similar to the operations of blocks 702-724 discussed above.
In this case, however, it is desirable to schedule the Wi-Fi
search to avoid interrupting any real-time (e.g., periodic) data
transfers. For example, for VoIP packets that are transmitted
at 20 ms intervals, the Wi-Fi searches may be scheduled
between the anticipated transmission times. Here, each itera-
tion of the Wi-Fi search may last for a suitable period of time
(e.g., 15 ms) that may be defined by taking into account any
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“timing jitter” that may be associated with the actual packet
transmission times. In some implementations the Wi-Fi
searches at block 802 may be scheduled using U-APSD as
discussed above.

[0143] To ensure that real-time data transfers are not inter-
rupted when an access point switch is needed, the access
terminal may be more aggressive in attempting to maintain a
viable candidate access point at all times. Accordingly, the
access terminal may not reduce the frequency of the Wi-Fi
search at block 808 (e.g., if the same SSID candidate set is
empty). In addition, the access terminal may update the same
SSID candidate set at more frequent intervals (e.g., 300 ms).
[0144] Also, during the real-time state the access terminal
may monitor its associated access point more frequently in an
attempt to ensure that traffic flow is not interrupted. For
example, at block 810, the access terminal may invoke MIB
queries at shorter intervals (e.g., 300 ms) than in the non-real-
time state.

[0145] Furthermore, at block 812 the access terminal also
may monitor downlink traffic since this information may be
available from an associated VoIP application. For example,
the access terminal may monitor downlink frame loss asso-
ciated with the VoIP application.

[0146] Atblock 814 the access terminal may employ a less
stringent exit criteria so that the access terminal is more likely
to remain associated with its current access point (thereby
reducing the number of access point switches). For example,
an exit may be indicated if the average uplink retry rate over
a defined period of time (e.g., 2 seconds) is greater than or
equal to a relatively high threshold amount (e.g., 10%). Simi-
larly, an exit may be indicated if the average downlink rate
loss over a defined period of time (e.g., 2 seconds) is greater
than or equal to a relatively high threshold amount (e.g.,
10%).

[0147] As mentioned above, an access terminal as taught
herein may be a multi-mode device that supports Wi-Fi and
one or more other communication technologies (e.g., 3G).
For example, multifunctional mobile devices may support
email, Internet access, as well as traditional cellular commu-
nication. Such mobile devices may be equipped with wide
area wireless connectivity, for example, utilizing the follow-
ing technologies: third generation wireless or cellular sys-
tems (3G), Institute for Electrical and Electronic Engineers
(“IEEE”) 802.16 (“WiMax”), and other to-be-defined Wire-
less Wide Area Network (“WWAN”) technologies. In addi-
tion, IEEE 802.11 based Wireless Local Area Network
(“WLAN”) connectivity may be implemented in a mobile
device as well. Also, ultra-wideband (“UWB”) and/or Blue-
tooth-based Wireless Personal Area Network (“WPAN”)
local connectivity may be supported by a mobile device.
[0148] Other examples of multiple communication proto-
cols in electronic devices include a laptop that may include a
WPAN utilized to connect the laptop to a wireless mouse,
wireless keyboard, and the like. In addition, the laptop may
include an IEEE 802.11b or 802.11g device to allow the
laptop to communicate witha WLAN. WLANs may be estab-
lished, for example, in enterprise environments and in homes
for both personal and business purposes. In addition, WL.ANs
may be deployed in other types of public areas and private
areas.

[0149] WWAN technologies may be distinguished by wide
area (ubiquitous) coverage and wide area deployments. How-
ever, these technologies may suffer from building penetration
losses, coverage holes and comparatively, to WLAN and
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WPAN, limited bandwidth. WLAN and WPAN technologies
may deliver very high data rates, approaching hundreds of
Mbps, but coverage may be limited to hundreds of feet in the
case of WLAN and tens of feet in the case of WPAN.

[0150] In a sample deployment, a WLAN may be associ-
ated with a wired local area network (“LAN™). Here, an
access point may be in communication with one more mobile
devices and may be connected to an Ethernet hub or switch
for the LAN. The Ethernet hub may be connected to a router
that transmits data packets to a modem that is connected to a
wide area network (““WAN™), such as the Internet.

[0151] A mobile device may support seamless switching
from an access point that is currently being utilized by the
mobile device to another access point. In some cases, such a
transfer to another access point and to the network supported
by that access point may be invoked to provide a user of the
mobile device a sought after functionality. Such a transfer
also may be a function of the location of the mobile device
and/or the data the user desires to access or upload to mobile
device. By way of example and not limitation, the mobile
device may be coupled to other electronic device(s) to utilize
WWAN and/or WLAN functionality available through the
electronic device(s). Such a transition can be user initiated or
performed autonomously by the mobile device.

[0152] In some aspects, a mobile device may include a
WWAN component that provides WWAN functionality and a
WLAN component that provides WLAN functionality. The
components may be located together and adapted to commu-
nicate via one or more associated transceivers. In some cases,
the WLAN component may handle voice traffic that is routed
through the transceiver(s). In some implementations the
WWAN component and/or the WLAN component may be
implemented in a processor of the mobile device. In another
aspect, WWAN functionality and WLAN functionality may
be provided by distinct integrated circuits. The mobile device
may connect to either the WWAN or the WLAN, or to both
simultaneously, based upon one or more criteria that relates to
functions of the mobile device. Further, processes and criteria
for switching between each of the networks and/or protocols
may also be provided. The criteria may be stored in a memory
of the mobile device and a processor may analyze a network
based on the stored criteria.

[0153] The teachings herein may be incorporated into a
device employing various components for communicating
with at least one other wireless device. F1G. 9 depicts several
sample components that may be employed to facilitate com-
munication between devices. Here, a first device 902 (e.g., an
access terminal) and a second device 904 (e.g., an access
point) are adapted to communicate via a wireless communi-
cation link 906 over a suitable medium.

[0154] Initially, components involved in sending informa-
tion from the device 902 to the device 904 (e.g., areverse link)
will be treated. A transmit (“TX”") data processor 908 receives
traffic data (e.g., data packets) from a data bufter 910 or some
other suitable component. The transmit data processor 908
processes (e.g., encodes, interleaves, and symbol maps) each
data packet based on a selected coding and modulation
scheme, and provides data symbols. In general, a data symbol
is a modulation symbol for data, and a pilot symbol is a
modulation symbol for a pilot (which is known a priori). A
modulator 912 receives the data symbols, pilot symbols, and
possibly signaling for the reverse link, and performs modu-
lation (e.g., OFDM or some other suitable modulation) and/or
other processing as specified by the system, and provides a
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stream of output chips. A transmitter (“TMTR”) 914 pro-
cesses (e.g., converts to analog, filters, amplifies, and fre-
quency upconverts) the output chip stream and generates a
modulated signal, which is then transmitted from an antenna
916.

[0155] The modulated signals transmitted by the device
902 (along with signals from other devices in communication
with the device 904) are received by an antenna 918 of the
device 904. A receiver (“RCVR”) 920 processes (e.g., condi-
tions and digitizes) the received signal from the antenna 918
and provides received samples. A demodulator (“DEMOD”)
922 processes (e.g., demodulates and detects) the received
samples and provides detected data symbols, which may be a
noisy estimate of the data symbols transmitted to the device
904 by the other device(s). A receive (“RX”) data processor
924 processes (e.g., symbol demaps, deinterleaves, and
decodes) the detected data symbols and provides decoded
data associated with each transmitting device (e.g., device
902).

[0156] Components involved in sending information from
the device 904 to the device 902 (e.g., a forward link) will be
now be treated. At the device 904, traffic data is processed by
a transmit (“TX”) data processor 926 to generate data sym-
bols. A modulator 928 receives the data symbols, pilot sym-
bols, and signaling for the forward link, performs modulation
(e.g., OFDM or some other suitable modulation) and/or other
pertinent processing, and provides an output chip stream,
which is further conditioned by a transmitter (“TMTR”) 930
and transmitted from the antenna 918. In some implementa-
tions signaling for the forward link may include power con-
trol commands and other information (e.g., relating to a com-
munication channel) generated by a controller 932 for all
devices (e.g. terminals) transmitting on the reverse link to the
device 904.

[0157] At the device 902, the modulated signal transmitted
by the device 904 is received by the antenna 916, conditioned
and digitized by a receiver (“RCVR”) 934, and processed by
a demodulator (“DEMOD”’) 936 to obtain detected data sym-
bols. A receive (“RX”) data processor 938 processes the
detected data symbols and provides decoded data for the
device 902 and the forward link signaling. A controller 940
receives power control commands and other information to
control data transmission and to control transmit power on the
reverse link to the device 904.

[0158] The controllers 940 and 932 direct various opera-
tions of the device 902 and the device 904, respectively. For
example, a controller may determine an appropriate filter,
reporting information about the filter, and decode information
using a filter. Data memories 942 and 944 may store program
codes and data used by the controllers 940 and 932, respec-
tively.

[0159] FIG. 9 also illustrates that the communication com-
ponents may include one or more components that perform
search operations as taught herein. For example, a search
control component 946 may cooperate with the controller 940
and/or other components of the device 902 to conduct
searches and perform related operations as taught herein.
Similarly, a search control component 948 may cooperate
with the controller 932 and/or other components of the device
904 to send and receive signals to another device (e.g., device
902) to facilitate discovery of the device 902 by the device
904.

[0160] The teachings herein may be incorporated into (e.g.,
implemented within or performed by) a variety of apparatuses
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(e.g., devices). For example, a wireless device may be con-
figured or referred to as an access point (“AP”), NodeB, Radio
Network Controller (“RNC”), eNodeB, Base Station Con-
troller (“BSC”), Base Transceiver Station (“BTS”), Base Sta-
tion (“BS”), Transceiver Function (“TF”), Radio Router,
Radio Transceiver, Basic Service Set (“BSS”), Extended Ser-
vice Set (“ESS”), Radio Base Station (“RBS”), or some other
terminology. Other wireless devices (e.g., wireless terminals)
may be referred to as subscriber stations. A subscriber station
also may be known as a subscriber unit, a mobile station, a
remote station, a remote terminal, an access terminal, a user
terminal, a user agent, a user device, or user equipment. In
some implementations a subscriber station may comprise a
cellular telephone, a cordless telephone, a Session Initiation
Protocol (“SIP”) phone, a wireless local loop (“WLL”) sta-
tion, a personal digital assistant (“PDA”), a handheld device
having wireless connection capability, or some other suitable
processing device connected to a wireless modem. Accord-
ingly, one or more aspects taught herein may be incorporated
into a phone (e.g., a cellular phone or smart phone), a com-
puter (e.g., a laptop), a portable communication device, a
portable computing device (e.g., a personal data assistant), an
entertainment device (e.g., a music or video device, or a
satellite radio), a global positioning system device, or any
other suitable device that is configured to communicate via a
wireless medium.

[0161] As mentioned above, in some aspects a wireless
device may comprise an access device (e.g., a cellular or
Wi-Fi access point) for a communication system. Such an
access device may provide, for example, connectivity fororto
a network (e.g., a wide area network such as the Internet or a
cellular network) via a wired or wireless communication link.
Accordingly, the access device may enable another device
(e.g., a Wi-Fi station) to access the network or some other
functionality.

[0162] A wireless device may communicate via one or
more wireless communication links that are based on or oth-
erwise support any suitable wireless communication technol-
ogy. For example, in some aspects a wireless device may
associate with a network. In some aspects the network may
comprise a body area network or a personal area network. In
some aspects the network may comprise a local area network
or a wide area network. A wireless device may support or
otherwise use one or more of a variety of wireless communi-
cation technologies, protocols, or standards such as, for
example, CDMA, TDMA, OFDM, OFDMA, WiMAX, and
Wi-Fi. Similarly, a wireless device may support or otherwise
use one or more of a variety of corresponding modulation or
multiplexing schemes. A wireless device may thus include
appropriate components (e.g., air interfaces) to establish and
communicate via one or more wireless communication links
using the above or other wireless communication technolo-
gies. For example, a device may comprise a wireless trans-
ceiver (e.g., transceiver 242 with associated transmitter and
receiver components (e.g., transmitter 244 and receiver 246)
that may include various components (e.g., signal generators
and signal processors) that facilitate communication over a
wireless medium.

[0163] The components described herein may be imple-
mented in a variety of ways. Referring to FIGS. 10 and 11,
apparatuses 1000 and 1100 are represented as a series of
interrelated functional blocks. In some aspects the function-
ality of these blocks may be implemented as a processing
system including one or more processor components. In some
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aspects the functionality of these blocks may be implemented
using, for example, at least a portion of one or more integrated
circuits (e.g., an ASIC). As discussed herein, an integrated
circuit may include a processor, software, other related com-
ponents, or some combination thereof. The functionality of
these blocks also may be implemented in some other manner
as taught herein. In some aspects one or more of the dashed
blocks in FIGS. 10 and 11 may be optional.

[0164] The apparatuses 1000 and 1100 may include one or
more modules that may perform one or more of the functions
described above with regard to various figures. For example,
a state identifying means 1002 may correspond to, for
example, a state controller as discussed herein. A search
procedure identifying means 1004 may correspond to, for
example, a search procedure identifier as discussed herein. A
search procedure using means 1006 may correspond to, for
example, a search controller as discussed herein. An informa-
tion maintaining means 1008 or 1110 may correspond to, for
example, a database manager as discussed herein. A location
determining means 1010 or 1106 may correspond to, for
example, a location determiner as discussed herein. An asso-
ciation determining means 1012 or 1108 may correspond to,
for example, a communication processor as discussed herein.
An access point identifying means 1014 or 1104 may corre-
spond to, for example, an access point selector as discussed
herein. A transmission monitoring means 1016 or 1112 may
correspond to, for example, a signal/traffic monitor as dis-
cussed herein. A searching means 1018 may correspond to,
for example, a search controller as discussed herein.

[0165] It should be understood that any reference to an
element herein using a designation such as “first,” “second,”
and so forth does not generally limit the quantity or order of
those elements. Rather, these designations may be used
herein as a convenient method of distinguishing between two
or more elements or instances of an element. Thus, a refer-
enceto first and second elements does not mean that only two
elements may be employed there or that the first element must
precede the second element in some manner. Also, unless
stated otherwise a set of elements may comprise one or more
elements.

[0166] Those ofskill in the art would understand that infor-
mation and signals may be represented using any of a variety
of different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

[0167] Those of skill would further appreciate that any of
the various illustrative logical blocks, modules, processors,
means, circuits, and algorithm steps described in connection
with the aspects disclosed herein may be implemented as
electronic hardware (e.g., a digital implementation, an analog
implementation, or a combination of the two, which may be
designed using source coding or some other technique), vari-
ous forms of program or design code incorporating instruc-
tions (which may be referred to herein, for convenience, as
“software” or a “software module™), or combinations of both.
To clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules,
circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the par-
ticular application and design constraints imposed on the
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overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted
as causing a departure from the scope of the present disclo-
sure.

[0168] The various illustrative logical blocks, modules, and
circuits described in connection with the aspects disclosed
herein may be implemented within or performed by an inte-
grated circuit (“IC”), an access terminal, or an access point.
The IC may comprise a general purpose processor, a digital
signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or
other programmable logic device, discrete gate or transistor
logic, discrete hardware components, electrical components,
optical components, mechanical components, or any combi-
nation thereof designed to perform the functions described
herein, and may execute codes or instructions that reside
within the IC, outside of the IC, or both. A general purpose
processor may be a microprocessor, but in the alternative, the
processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more MiCroprocessors in conjunc-
tion with a DSP core, or any other such configuration.

[0169] It is understood that any specific order or hierarchy
of steps in any disclosed process is an example of a sample
approach. Based upon design preferences, it is understood
that the specific order or hierarchy of steps in the processes
may be rearranged while remaining within the scope of the
present disclosure. The accompanying method claims present
elements of the various steps in a sample order, and are not
meant to be limited to the specific order or hierarchy pre-
sented.

[0170] In one or more exemplary embodiments, the func-
tions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in
software, the functions may be stored on or transmitted over
as one or more instructions or code on a computer-readable
medium. Computer-readable media includes both computer
storage media and communication media including any
medium that facilitates transfer of a computer program from
one place to another. A storage media may be any available
media that can be accessed by a computer. By way of
example, and not limitation, such computer-readable media
can comprise RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to carry
or store desired program code in the form of instructions or
data structures and that can be accessed by a computer. Also,
any connection is properly termed a computer-readable
medium. For example, if the software is transmitted from a
website, server, or other remote source using a coaxial cable,
fiber optic cable, twisted pair, digital subscriber line (DSL), or
wireless technologies such as infrared, radio, and microwave,
then the coaxial cable, fiber optic cable, twisted pair, DSL, or
wireless technologies such as infrared, radio, and microwave
are included in the definition of medium. Disk and disc, as
used herein, includes compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk and blu-ray disc
where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-
readable media. In summary, it should be appreciated that a
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computer-readable medium may be implemented in any suit-
able computer-program product.

[0171] The previous description of the disclosed aspects is
provided to enable any person skilled in the art to make or use
the present disclosure. Various modifications to these aspects
will be readily apparent to those skilled in the art, and the
generic principles defined herein may be applied to other
aspects without departing from the scope of the disclosure.
Thus, the present disclosure is not intended to be limited to
the aspects shown herein but is to be accorded the widest
scope consistent with the principles and novel features dis-
closed herein.

What is claimed is:

1. A method of wireless communication wherein a plurality
of search procedures are associated with a plurality of wire-
less communication states of a wireless node, the method
comprising:

identifying a current wireless communication state of the

wireless device;

identifying which search procedure of the plurality of

search procedures is associated with the current wireless
communication state; and

using the identified search procedure to search for access

points.

2. The method of claim 1, wherein the identification of the
current wireless communication state comprise determining
whether the wireless node is in an unassociated state, an idle
state, a non-real-time traffic state, or a real-time traffic state.

3. The method of claim 1, wherein different optimization
criteria are associated with different states of the plurality of
wireless communication states.

4. The method of claim 3, wherein the different optimiza-
tion criteria relate to reducing power consumption of the
wireless node, facilitating throughput by the wireless node,
and meeting latency requirements at the wireless node.

5. The method of claim 1, further comprising:

determining a location of the wireless node; and

limiting the search for access points based on the deter-

mined location.

6. The method of claim 5, wherein the location of the
wireless node comprises a country within which the wireless
node is located.

7. The method of claim 1, further comprising:

determining whether the wireless node is associated with a

specified access point; and

limiting the search for access points based on the determi-

nation.

8. The method of claim 1, wherein the search for the access
points is conducted according to a prioritized channel search
order.

9. The method of claim 1, wherein the identified search
procedure comprises adjusting a frequency at which access
point scans are conducted based on at least one characteristic
of a signal received from an access point that is associated
with the wireless node.

10. The method of claim 1, wherein the identified search
procedure comprises adjusting a frequency at which access
point scans are conducted based on whether a previous access
point scan detected at least one neighboring access point.

11. The method of claim 1, wherein the identified search
procedure comprises adjusting a frequency at which access
point scans are conducted based on whether a previous access
point scan identified a neighboring access point having an
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SSID that is the same as an SSID of an access point that is
currently associated with the wireless node.

12. The method of claim 1, wherein the identified search
procedure comprises scheduling access point scans between
transmission and/or reception of real-time traffic.

13. The method of claim 1, wherein the search for access
points and/or a previous search for access points identified a
plurality of access points, the method further comprising:

identifying a candidate access point from the identified

access points; and

monitoring transmissions from the candidate access point

over a defined period of time to determine whether to
associate with the candidate access point.

14. The method of claim 1, wherein the search for access
points and/or a previous search for access points identified a
plurality of access points, the method further comprising:

maintaining information regarding prior interactions of the

wireless node with the identified access points; and
determining whether to associate with one of the identified
access points based on the maintained information.

15. The method of claim 1, further comprising determining
whether to associate with one of the identified access points
based on at least one characteristic of a communication link
established between the wireless node and an access point
that is associated with the wireless node.

16. An apparatus for wireless communication wherein a
plurality of search procedures are associated with a plurality
of wireless communication states of a wireless node, the
apparatus comprising:

a state controller adapted to identify a current wireless

communication state of the wireless device;

a search procedure identifier adapted to identify which
search procedure of the plurality of search procedures is
associated with the current wireless communication
state; and

a search controller adapted to use the identified search
procedure to search for access points.

17. The apparatus of claim 16, wherein the state controller
is further adapted to determine whether the wireless node is in
an unassociated state, an idle state, a non-real-time traffic
state, or a real-time traffic state.

18. The apparatus of claim 16, wherein different optimiza-
tion criteria are associated with different states of the plurality
of wireless communication states.

19. The apparatus of claim 18, wherein the different opti-
mization criteria relate to reducing power consumption of the
wireless node, facilitating throughput by the wireless node,
and meeting latency requirements at the wireless node.

20. The apparatus of claim 16, further comprising a loca-
tion determiner adapted to determine a location of the wire-
less node, wherein the search controller is further adapted to
limit the search for access points based on the determined
location.

21. The apparatus of claim 16, further comprising a com-
munication processor adapted to determine whether the wire-
less node is associated with a specified access point, wherein
the search controller is further adapted to limit the search for
access points based on the determination.

22. The apparatus of claim 16, wherein the search control-
ler is further adapted to conduct the search for the access
points according to a prioritized channel search order.
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23. The apparatus of claim 16, wherein the search for
access points and/or a previous search for access points iden-
tified a plurality of access points, the apparatus further com-
prising:

an access point selector adapted to identify a candidate
access point from the identified access points; and

atraffic monitor adapted to monitor transmissions from the
candidate access point over a defined period of time to
determine whether to associate with the candidate
access point.

24. The apparatus of claim 16, wherein the search for
access points and/or a previous search for access points iden-
tified a plurality of access points, the apparatus further com-
prising:

a database manager adapted to maintain information
regarding prior interactions of the wireless node with the
identified access points; and

an access point selector adapted to determine whether to
associate with one of the identified access points based
on the maintained information.

25. An apparatus for wireless communication wherein a
plurality of search procedures are associated with a plurality
of wireless communication states of a wireless node, the
apparatus comprising:

means for identifying a current wireless communication
state of the wireless device;

means for identifying which search procedure of the plu-
rality of search procedures is associated with the current
wireless communication state; and

means for using the identified search procedure to search
for access points.

26. The apparatus of claim 25, wherein the means for
identifying a current wireless communication state deter-
mines whether the wireless node is in an unassociated state,
anidle state, a non-real-time traffic state, or a real-time traffic
state.

27. The apparatus of claim 25, wherein different optimiza-
tion criteria are associated with different states of the plurality
of wireless communication states.

28. The apparatus of claim 27, wherein the different opti-
mization criteria relate to reducing power consumption of the
wireless node, facilitating throughput by the wireless node,
and meeting latency requirements at the wireless node.

29. The apparatus of claim 25, further comprising means
for determining a location of the wireless node, wherein the
means for using limits the search for access points based on
the determined location.

30. The apparatus of claim 25, further comprising means
for determining whether the wireless node is associated with
a specified access point, wherein the means for using limits
the search for access points based on the determination.

31. The apparatus of claim 25, wherein the means for using
conducts the search for the access points according to a pri-
oritized channel search order.

32. The apparatus of claim 25, wherein the search for
access points and/or a previous search for access points iden-
tified a plurality of access points, the apparatus further com-
prising:

means for identifying a candidate access point from the
identified access points; and

means for monitoring transmissions from the candidate
access point over a defined period of time to determine
whether to associate with the candidate access point.
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33. The apparatus of claim 25, wherein the search for
access points and/or a previous search for access points iden-
tified a plurality of access points, the apparatus further com-
prising:

means for maintaining information regarding prior inter-

actions of the wireless node with the identified access
points; and

means for determining whether to associate with one of the

identified access points based on the maintained infor-
mation.

34. A computer-program product for wireless communica-
tion wherein a plurality of search procedures are associated
with a plurality of wireless communication states of a wire-
less node, the product comprising:

computer-readable medium comprising code for causing a

computer to:

identify a current wireless communication state of the
wireless device;

identify which search procedure of the plurality of
search procedures is associated with the current wire-
less communication state; and

use the identified search procedure to search for access
points.

35. The computer-program product of claim 34, wherein
the computer-readable medium further comprises code for
causing the computer to determine whether the wireless node
is in an unassociated state, an idle state, a non-real-time traffic
state, or a real-time traffic state.

36. The computer-program product of claim 34, wherein
different optimization criteria are associated with different
states of the plurality of wireless communication states.

37. The computer-program product of claim 36, wherein
the different optimization criteria relate to reducing power
consumption of the wireless node, facilitating throughput by
the wireless node, and meeting latency requirements at the
wireless node.

38. The computer-program product of claim 34, wherein
the computer-readable medium further comprises code for
causing the computer to:

determine a location of the wireless node; and

limit the search for access points based on the determined

location.

39. The computer-program product of claim 34, wherein
the computer-readable medium further comprises code for
causing the computer to:

determine whether the wireless node is associated with a

specified access point; and

limit the search for access points based on the determina-

tion.

40. The computer-program product of claim 34, wherein
the computer-readable medium further comprises code for
causing the computer to conduct the search for the access
points according to a prioritized channel search order.

41. The computer-program product of claim 34, wherein
the search for access points and/or a previous search for
access points identified a plurality of access points, and
wherein the computer-readable medium further comprises
code for causing the computer to:

identify a candidate access point from the identified access

points; and

monitor transmissions from the candidate access point

over a defined period of time to determine whether to
associate with the candidate access point.
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42. The computer-program product of claim 34, wherein
the search for access points and/or a previous search for
access points identified a plurality of access points, and
wherein the computer-readable medium further comprises
code for causing the computer to:

maintain information regarding prior interactions of the

wireless node with the identified access points; and
determine whether to associate with one of the identified
access points based on the maintained information.
43. A method of wireless communication, comprising:
searching at a wireless node for access points while the
wireless node is associated with a first access point; and

identifying, based on the search for access points, a candi-
date access point with which the wireless node may
associate in the event the wireless node ends its associa-
tion with the first access point.

44. The method of claim 43, further comprising:

determining a location of the wireless node; and

limiting the search for access points based on the deter-

mined location.

45. The method of claim 44, wherein the location of the
wireless node comprises a country within which the wireless
node is located.

46. The method of claim 43, further comprising:

determining whether the wireless node is associated with a

specified access point; and

limiting the search for access points based on the determi-

nation.

47. The method of claim 43, wherein the search for access
points is conducted according to a prioritized channel search
order.

48. The method of claim 43, wherein the search for access
points comprises adjusting a frequency at which access point
scans are conducted based on whether a previous access point
scan detected at least one neighboring access point.

49. The method of claim 43, wherein the search for access
points comprises adjusting a frequency at which access point
scans are conducted based on whether a previous access point
scan identified a neighboring access point having an SSID
that is the same as an SSID of the first access point.

50. The method of claim 43, wherein the search for access
points comprises adjusting a frequency of access point scans
based on quality of service provided by the first access point.

51. The method of claim 43, further comprising:

maintaining access point information acquired during the

search for access points and/or acquired during a prior
search for access points; and

determining whether to associate with the candidate access

point based on the maintained information.

52. The method of claim 51, wherein the maintained infor-
mation relates to prior interactions of the wireless node with
a plurality of access points.

53. The method of claim 52, wherein the maintained infor-
mation identifies access points the wireless node has used
most recently.

54. The method of claim 51, wherein the maintained infor-
mation identifies any access points that have an SSID that is
the same as an SSID of the first access point.

55. The method of claim 43, wherein the identification of
the candidate access point comprises determining whether
RSSI of a signal from the candidate access point exceeds a
threshold.
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56. The method of claim 43, wherein the identification of
the candidate access point comprises determining whether
the candidate access point has an SSID that is the same as an
SSID of the first access point.

57.The method of claim 43, further comprising monitoring
transmissions from the candidate access point over a defined
period of time to determine whether to associate with the
candidate access point.

58. The method of claim 57, further comprising sending
directed scans to the candidate access point during the defined
period of time.

59. The method of claim 43, further comprising determin-
ing whether to associate with the candidate access point based
on at least one characteristic of a communication link
between the wireless node and the first access point.

60. The method of claim 59, wherein the at least one
characteristic of the communication link comprises RSSI of a
signal received from the first access point.

61. The method of claim 43, further comprising determin-
ing whether to associate with the candidate access point based
on whether communication with the first access point has
deteriorated.

62. An apparatus for wireless communication, comprising:

a search controller adapted to search at a wireless node for
access points while the wireless node is associated with
a first access point; and

an access point selector adapted to identify, based on the
search, a candidate access point with which the wireless
node may associate in the event the wireless node ends
its association with the first access point.

63. The apparatus of claim 62, further comprising a loca-
tion determiner adapted to determine a location of the wire-
less node, wherein the search controller is further adapted to
limit the search for access points based on the determined
location.

64. The apparatus of claim 62, further comprising a com-
munication processor adapted to determine whether the wire-
less node is associated with a specified access point, wherein
the search controller is further adapted to limit the search for
access points based on the determination.

65. The apparatus of claim 62, wherein the search control-
ler is further adapted to conduct the search for access points
according to a prioritized channel search order.

66. The apparatus of claim 62, further comprising:

a database manager adapted to maintain access point infor-
mation acquired during the search for access points and/
or acquired during a prior search for access points; and

an access point selector adapted to determine whether to
associate with the candidate access point based on the
maintained information.

67. The apparatus of claim 66, wherein the maintained
information relates to prior interactions of the wireless node
with a plurality of access points.

68. The apparatus of claim 67, wherein the maintained
information identifies access points the wireless node has
used most recently.

69. The apparatus of claim 62, wherein the identification of
the candidate access point comprises determining whether
RSSI of a signal from the candidate access point exceeds a
threshold.

70. The apparatus of claim 62, wherein the identification of
the candidate access point comprises determining whether
the candidate access point has an SSID that is the same as an
SSID of the first access point.
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71. The apparatus of claim 62, further comprising a traffic
monitor adapted to monitor transmissions from the candidate
access point over a defined period of time to determine
whether to associate with the candidate access point.

72. The apparatus of claim 62, further comprising an access
point selector adapted to determine whether to associate with
the candidate access point based on whether communication
with the first access point has deteriorated.

73. An apparatus for wireless communication, comprising:

means for searching at a wireless node for access points

while the wireless node is associated with a first access
point; and

means for identifying, based on the search, a candidate

access point with which the wireless node may associate
in the event the wireless node ends its association with
the first access point.

74. The apparatus of claim 73, further comprising means
for determining a location of the wireless node, wherein the
means for searching limits the search for access points based
on the determined location.

75. The apparatus of claim 73, further comprising means
for determining whether the wireless node is associated with
a specified access point, wherein the means for searching
limits the search for access points based on the determination.

76. The apparatus of claim 73, wherein the means for
searching conducts the search for access points according to
a prioritized channel search order.

77. The apparatus of claim 73, further comprising:

means for maintaining access point information acquired

during the search for access points and/or acquired dur-
ing a prior search for access points; and

means for determining whether to associate with the can-

didate access point based on the maintained informa-
tion.

78. The apparatus of claim 77, wherein the maintained
information relates to prior interactions of the wireless node
with a plurality of access points.

79. The apparatus of claim 78, wherein the maintained
information identifies access points the wireless node has
used most recently.

80. The apparatus of claim 73, wherein the identification of
the candidate access point comprises determining whether
RSSI of a signal from the candidate access point exceeds a
threshold.

81. The apparatus of claim 73, wherein the identification of
the candidate access point comprises determining whether
the candidate access point has an SSID that is the same as an
SSID of the first access point.

82. The apparatus of claim 73, further comprising means
for monitoring transmissions from the candidate access point
over a defined period of time to determine whether to associ-
ate with the candidate access point.

83. The apparatus of claim 73, further comprising means
for determining whether to associate with the candidate
access point based on whether communication with the first
access point has deteriorated.

84. A computer-program product for wireless communica-
tion, comprising:

computer-readable medium comprising code for causing a

computer to:

search at a wireless node for access points while the
wireless node is associated with a first access point;
and
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identify, based on the search, a candidate access point
with which the wireless node may associate in the
event the wireless node ends its association with the
first access point.

85. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to:

determine a location of the wireless node; and

limit the search for access points based on the determined

location.

86. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to:

determine whether the wireless node is associated with a

specified access point; and

limit the search for access points based on the determina-

tion.

87. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to conduct the search for access points
according to a prioritized channel search order.

88. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to:

maintain access point information acquired during the

search for access points and/or acquired during a prior
search for access points; and
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determine whether to associate with the candidate access

point based on the maintained information.

89. The computer-program product of claim 88, wherein
the maintained information relates to prior interactions of the
wireless node with a plurality of access points.

90. The computer-program product of claim 89, wherein
the maintained information identifies access points the wire-
less node has used most recently.

91. The computer-program product of claim 84, wherein
the identification of the candidate access point comprises
determining whether RSSI of a signal from the candidate
access point exceeds a threshold.

92. The computer-program product of claim 84, wherein
the identification of the candidate access point comprises
determining whether the candidate access point has an SSID
that is the same as an SSID of the first access point.

93. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to monitor transmissions from the can-
didate access point over a defined period of time to determine
whether to associate with the candidate access point.

94. The computer-program product of claim 84, wherein
the computer-readable medium further comprises code for
causing the computer to determine whether to associate with
the candidate access point based on whether communication
with the first access point has deteriorated.
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