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Abstract-Embedded UICC (eUICC) is a new form of UICC, 
soldered into a device during manufacturing. On the contrary 
to the traditional UICC, the eUICC is not fully controlled 
by one specific MNO (Mobile Network Operator) since not 
removable physically from the device and not issued by the 
MNO. Thus, the profiles necessary for its operations should 
be provisioned remotely into the eUICC by new entity. For 
this remote provisioning, SM (Subscription Manager) is newly 
introduced by the standardization organization. However, this 
new ecosystem around eUICCs can cause tremendous security 
issues unless thorough consideration of security is accompanied 
during the standardization because the profiles usually include 
the security-sensitive information. 

In this paper, a novel secure profile provisioning architecture 
for eUICCs is proposed. Our architecture mainly defines the 
overall architecture of the secure profile provisioning for eUICCs. 

Keywords-Security, Provisioning, Embedded UICC, Subscrip­
tion Manager, Secure Architecture 

I. INTRODUCTION 

Embedded UICC (hereafter eUICC) [2] is a new form 
of UICC (Universal Integrated Circuit Card) [1], soldered 
into a device during manufacturing. The eUICC was initially 
considered to be utilized as the same roles of UICC for 
the M2M (Machine-to-Machine) device so as to endure the 
hostile environments such as high temperature, humidity, etc. 
or be adopted into the small device such as smart meter, etc. 
These days, the fields of its usages are being considered to be 
extended to the CEDs (Consumer Electronic Devices) for the 
smaller form factor to save the physical space of a device. 

The traditional UICC is pre-provisioned by the SIM Vendor 
on the behalf of MNO by using the the MNO's data and 
applications (hereafter profiles) such as NAA(Network Access 
Application) [1] with related data (e.g. IMSI (International 
Mobile Subscriber Identity), keys, authentication algorithm, 
etc.) and fundamental VASs (Value-Added Services) [4]. That 
is, the UICC is tightly coupled with and fully controllable 
by one specific MNO. On the contrary to this, the eUICC is 
tightly coupled with its installed device rather than MNOs and 
not fully controlled by one specific MNO since not removable 
physically from the device.Thus any MNO or even other 
parties wish to and should be able to provision their profiles 
remotely into the eUICC. This remote profile provisioning is 
also essential for the eUICC to support the handset switching, 
national swapping and international swapping. The inherent 
feature of the eUICC and the absence of the control entity 
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for the eUICC inevitably leads to a new ecosystem, and the 
SM (Subscription Manager) is newly defined to manages and 
controls the profiles by the standardization [2], [3]. According 
to [2], SM is further divided into two roles, SM-DP (Data 
Preparation) for the profile generation and SM-SR (Secure 
Routing) for the profile transportation, and each role can be 
performed by separate physical or logical entities. Because 
the profile is security-sensitive to the SM-DP itself and the 
customer, it is obvious that each SM-DP is hardly willing to 
reveal their generated profile to others even SM-SR. 

In this new ecosystem around eUICC, the tremendous 
security issues can be raised unless thorough consideration of 
security about the profile provisioning is accompanied during 
the standardization and the technical development. Since the 
profile includes the security-sensitive information, without 
protection during provisioning, the sensitive information can 
be revealed to malicious adversaries or competitors of business. 
Furthermore, a newly introduced SM essentially raises the 
security threats because of its right to control eUICCs and roles 
to provision the profiles. The profile provisioning should also 
consider the inherent non-removable feature and the diversity 
of capability of eUICC, otherwise there should be a repository 
to manage the huge amount of information related to the profile 
provisioning. 

Motivated by above security concerns, we propose a novel 
secure provisioning architecture to guarantee the security of the 
profile provisioning regardless of the capabilities of eUICCs. 
The rest of this paper is organized as follows: In Section II, 
we present the preliminaries about the eUICC provisioning 
ecosystem, the standardization status and the related works. In 
Section III, the problem statement is described. In Section IV, 
we propose our profile provisioning architecture and internal 
architecture of eUICC. In Section V, the analysis of our 
proposed architecture is given. Finally, the conclusions and 
further works are given in Section VI. 

II. PRELIMINARIES 

A. eUICC Provisioning Ecosystem 

The eUICC provisioning ecosystem mainly consists of 
eUICCs, eUICC Vendors, Devices and SMs (SM-SRs and SM­
DPs) [2], [4] as shown in Fig. 1. SM is divided into two parties; 
one is SM-SR for secure routing and the other is SM-DP, the 
owner or generator of security-sensitive information, for data 
preparation. As shown in Fig. 1, small numbers of SM-SRs are 
interworking with each other and SM-DPs delegate the roles 
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of secure routing of the sensitive information to their trusted 
SM-SRs. For the provisioning and management, one eUICC 
usually interworks with one SM-SR. Because of their specific 
roles, one SM-SR can interwork with several SM-DPs for 
secure routing of profiles generated by SM-DPs to eUICCs. For 
scalability, several SM-SRs can interwork each other to extend 
the manageability to other eUICCs associated with other SM­
SRs. For secure routing, SM-SRs usually utilize the SM-SR 
Credentials, installed in eUICCs during the manufacturing and 
shared by eUICC Vendors. 

1----------, 

1 __ - ~ 

:._ -~•v;ce1 l 
: ~ ---__::~~SM~-D~P~C~ '.'.'. 

I • <l=t> = Profile Provisioning 
Device 2 I <J----t> = Trusted Relationship 

I r - - • • ► = Provide SM-SR Credentials 

SM·DPA 

SM-DPB 

L _______ I - ► = Provide eUICC 

Fig. 1. eUICC Profile Ecosystem 

B. Standardization and Related Works 

The eUICC is standardized by the ETSI (European 
Telecommunications Standards Institute) SCP (Smart Card 
Platform), and the working document is ETSI TS 103.383 
V12.0.0 [2]. This standard defines the use cases and require­
ments about the eUICC and interworking with SMs. GSMA 
(Groupe Speciale Mobile Association) publishes the document 
about requirements for eUICC, which defines a number of 
requirements and use cases for developing eUICC systems [3]. 
These standards only define the conceptual models, use cases 
and requirements. Since only conceptual architecture of eUICC 
is available, there exist few works about eUICC. According to 
[4], several patents and proofs of concept have been released, 
but those are not related to the security or published in public 
to be reviewed or analyzed. 

As mentioned above, the current status of standardization 
is still immature. Thus, any detail and published secure profile 
provisioning directly related to eUICC cannot be found, but 
only few works which describes the enhanced business process 
for a flexible MCIM (M2M Communication Identity Module) 
[7] and several works related to the provisioning for UICCs 
or smart cards can be found [6], [8]-[13]. In [7], the business 
process related to M2M is mainly focused, therefore no detail 
consideration of security can be found. In [6], the methodology 
to utilize current UICC technology to provision UICC-based 
applications after issuing of UICCs is proposed where GP 
Secure Channel Protocol (hereafter SCP) is applied to the 
payment applications for post-distribution provisioning and 
personalization with the utilization of public key-based key 
agreement between Bank and UICC. In [8], [9], the On­
board Credentials (ObCs) are proposed to utilize the general­
purpose secure hardware as credentials by provisioning the 
credentials into ObC devices. In [10]-[13], new paradigm 
of smart card ownership where the ownership is delegated 
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to users not card issuers and its related security protocols 
are proposed. However, these approaches are difficult to be 
directly applied to the eUICC provisioning ecosystems even 
though some portions of works can be utilized to design other 
architectures or detail protocols. The reasons mainly include; 
no consideration of fundamental eUICC ecosystem, essential 
key separation among SM-SRs and SM-DPs, various kinds 
of capabilities which eUICCs possess, and protection of that 
capability information. Therefore, we consider the way to 
apply the de-facto standard for profile provisioning, GP SCP 
[5] to the eUICC provisioning ecosystem for comparison. 

C. Method to Apply GP SCP to eUICC 

Before describing the methodology, we first need to explain 
SD (Security Domain) and SCP briefly. SD is an application 
running inside the UICC to act as the on-card representatives of 
off-card entities. SD mainly supports security services such as 
key handling, encryption, decryption, digital signature, etc. and 
can be divided into two categories; ISO (Issuer SD) is the pri­
mary, mandatory on-card representative of the Card Issuer (e.g. 
MNO) and SSDs (Supplementary SDs) are additional, optional 
on-card representatives of Application Providers (e.g. Bank). 
SCP provides the secure communication channel between 
these SDs and off-card entities to manage UICCs and their 
applications securely. SCP usually provides the confidentiality, 
entity authentication, data origin authentication and integrity. 
By sending and receiving the APDU (Application Protocol 
Data Unit) commands between SD and off-card entity via SCP, 
the content can be loaded and installed into the UICC. 

To apply the GP SCP for eUICC, we need to define 
the relationship between SDs and components of eUICC 
provisioning ecosystem; ISO is the on-card representative of 
SM-SR and SSD is of SM-DP. To utilize SCP connections, 
the ISO key between eUICC and SM-SR should be inserted 
into the eUICC during manufacturing processes or other secure 
manners. The SSD key should be shared between SM-SR and 
SM-DP in advance of profile provisioning using additional 
secure manners or other key agreement protocol between SSD 
and SM-DP should be utilized mentioned in [6]. 

Using above circumstances, the method to apply the GP 
SCP can be depicted as shown in Fig. 2. The eUICC establishes 
the network access to SM-SR. SM-SR establishes the 1st SCP 
session with ISO of eUICC using ISO key. SM-SR installs new 
SSD with one of the privileges like Authorization Management 
or Delegated Management into eUICC by communicating with 
ISO of eUICC since only the SSDs of the listed privileges can 
load and install the profile into the eUICC. After this, SM­
SR also inserts the SSD key of SM-DP into the installed SSD 
for SM-DP if the key agreement protocol mentioned in [6] is 
not utilized. The 1st SCP session is completed and terminated. 
Now, the eUICC establishes the additional network access to 
SM-DP. SM-DP establishes a new SCP session with the SSD 
using the SSD key. SM-DP sends the blocks of profile and 
APDU commands to the SSD via the 2nd SCP session. If 
the SSD has the privilege of Delegated Management, SM-SR 
should send a Token to SM-DP for the authorization. After 
successful completion of profile provisioning, the 2nd SCP 
session would be terminated. 

Even though this approach can work properly, applying 
the GP SCP directly into eUICC provisioning ecosystem 
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Fig. 2. GP SCP for eUJCC Profile Provisioning 

has several drawbacks with respect to scalability, efficiency, 
security and flexibility as follows: 

Scalability - To share the SSD key, SM-SR and SM-DP 
should implement additional secure channel each other. These 
additional and inconvenient efforts can hinder the scalability. 

Efficiency - Two communication channels and two SCP 
sessions should be guaranteed. That is, SM-DP also needs 
to implement the communication infrastructure to interwork 
with eUICCs. Additional communication channel and SCP 
connection can be the burden of eUICCs and SMs. 

Security - Since the initial SSD key is shared between SM­
SR and SM-DP, the blocks of profile transferred by SCP can be 
revealed to other entities if installing new SSD key into eUICC 
by SM-DP is not performed before profile provisioning. 

Flexibility - Only specific cryptographic algorithms defined 
in GP specification can be utilized for profile provisioning. 
This limitation can be dangerous if security threats of the al­
gorithms are found. Furthermore, the variation due to the local 
regulation about the cryptographic algorithms is impossible. 

Ill. PROBLEM STATEMENT 

In this section, we define the requirements of the profile 
provisioning architecture for eUICC. 

A. General Requirement 

As mentioned above, profile provisioning architecture for 
eUICC should be proposed with the consideration of new pro­
visioning ecosystem. Furthermore, only minimum processing 
overhead for the security-related operations should be a burden 
to the eUICC during the profile provisioning since the eUICC 
is also the resource-constraint medium, . Finally, to address 
the drawbacks of the existing technology, the scalability, the 
efficiency, and the flexibility in Section II should be enhanced. 

B. Security Requirement 

Because the profile mostly includes the security-sensitive 
information, the protection should be supported. Therefore, 
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the following security requirements can be guaranteed: The 
following security requirements should be guaranteed in ac­
cordance with the requirements in [5]: 

Mutual Authentication - eUICC and SM-DP prove their 
authenticities each other through cryptographic exchanges. 

Confidentiality - profiles being transmitted to eUICC by 
SM-DP are only available to those authorized entities. 

Data Integrity - data being exchanged between eUICC and 
SM-DP has not been altered by unauthorized entities. 

Data Origin Authentication - eUICC and SM-DP ensure 
that data actually came from the authorized entities, SM-DP 
and eUICC, respectively. 

Non-Exposure of Key - credentials between eUICC and 
SM-DP are expose only to directly involved entities in the 
profile provisioning; eUICC and SM-DP. 

Verification of eUICC's Information - information of eU­
ICC sent to other entities is able to be verified by the receivers. 

IV. PROPOSED PROFILE PROVISIONING ARCHITECTURE 

In this section, we propose our architecture, Secure Profile 
Provisioning Architecture for eUICC (hereafter SPA) to ad­
dress the issues raised in Section III and meet the security 
requirements listed below. SPA mainly defines the overall 
architecture for the secure profile provisioning. Therefore, 
the changeable security protocols like secure communication 
protocol and key agreement protocol are out of scope. 

A. Tenninologies 

We define the terminologies in Table I. Some terminologies 
are come from [2] and reproduced here for simplicity. 

TABLE I. TERMINOLOGIES 

Terminology I Description 

eUICC ID Identification for eUICC to identify a particular eUICC 

(eUICC Certification The trusted third party to evaluate eUICCs (e.g. GSMAs 
Center SAS (Security Accreditation Scheme)) 

Provisioning Profile The profile to be utilized to access SMs for the profile 
provisioning via mobile networks 

SM-SR Credential The credential to establish the secure communication channel 
between eUICC and SM-SR 

SM-DP Credential The credential to protect the profile generated by SM-DP 

Capability The information stored in the eUICC, including supporting 
Information cryptographic algorithms, key agreement protocols, the 

capacity information, etc. 

Key Agreement The software running in the eUICC to perform the key 
Module (KAM) agreement protocol to agree SM-DP Credentials with SM-DP 

Device Module (DM) The software running in the Device to perform the roles of 
the intermediator between eUICC and SM-SR 

Profile Installer (PI) The software running in the eUICC to perform the 
decryption and verification of the protected profile blocks 
from SM-DP and provision the profile blocks 

Profile Manager (PM) The software running in the eUICC to manage profiles as 
blocks of encrypted data and has relationship with SM-SR 

B. Secure Profile Provisioning Architecture (SPA) 

SPA mainly consists of two procedures; Pre-Provisioning 
Procedure and Secure Profile Provisioning Procedure. 

Authorized licensed use limited to: IEEE - Staff. Downloaded on November 12,2025 at 20:51 :34 UTC from IEEE Xplore. Restrictions apply. 

Petitioner Samsung Ex-1019, 0006



1) Pre-Provisioning Procedure: SPA involves the pre­
provisioning procedure, conducted during the eUICC-based 
device manufacturing. Through this procedure, SM can collect 
the necessary information for SPA, and the verification of the 
capability information of the eUICC can be possible when 
performing the secure profile provisioning in the field. The 
detail of this pre-provisioning procedure is depicted in Fig. 3. 

Device 
Manufacturer 

~--P•_{_,1_cc_1_n,_•'11_s_M-_s_• I_IIC_" _'~_,,,,,,. _ _ 

Fig. 3, Pre-Provisioning Procedure 

PS 

Step P 1 - The eUICC Vendor develops eUICCs. During 
this, the SM-SR Credentials (keysM- SR) and the capability 
information ( C Iinstalled) of each eUICC are installed into each 
eUICC. Then, the eUICC Vendor generates the public key pair, 
and installs the private key (Privvendor) into the eUICCs. 

Step P2 - The eUICC Vendor requests the evaluation of 
the eUICCs to the eUICC Certification Center with the public 
key (Pubvendor ) of Step Pl. 

Step P3 - Only after the successful evaluation, the eUICC 
Certification Center responses the results with the certificate 
( C ertvendor )by using Pub vendor. 

Step P4 - The eUICC Vendor can install the received 
certificate into the eUICCs, and sends the developed and eval­
uated eUICCs to the device manufacturers. Simultaneously, 
the eUICC Vendor sends the information to SM-SR required 
for SPA such as the certificate, the eUICC IDs, the SM-SR 
Credentials, the mapping table between eUICC IDs and SM­
SR Credential indexes, etc. in the secure manner. 

Step PS - The Device Manufacturer develops the eUICC­
based devices using the received eUICCs. 

2) Secure Profile Provisioning Procedure: After the pre­
provisioning procedure, the eUICC-installed devices are de­
ployed in the field. For their operations, the profiles should be 
provisioned to the eUICCs. Fig. 4 depicts the secure profile 
provisioning procedure in detail. For the simplicity, we only 
denote one eUICC and one SM (one SM-SR and one SM-DP); 
however, the number of the entities can be extended depending 
on the needs of the market. 

Step 1 - The eUICC initially accesses SM-SR using the 
Provisioning Profile. In addition, the eUICC can access SM­
SR via WiFi, USB, etc. without the Provisioning Profile. Also, 
the provisioned profile for accessing the mobile network can 
be utilized to reach to SM-SR. 

Step 2 - After the establishment of the communication 
channel, the eUICC sends the message including the eUICC ID 
(el CCI D) and its capability information (Clproposal) to SM­
SR for the capability negotiation. The eUICC ID and capability 
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information are signed by the eUICC Vendors private key, and 
this signed value needs to be added to the message. If there is 
no KAM installed onto the eUICC, the eUICC can replace the 
key agreement protocol of the CI message with proper value 
such as null, blank, error message, etc. to inform SM that the 
installation is required. Simultaneously, the eUICC can also 
send the eUICC Vendors certificate if necessary. 

Step 3 - SM acquires the eUICC Vendors certificate from 
the eUICC Certification Center or the message sent by the 
eUICC in Step 2. With that certificate, SM-DP verifies the 
signature of the eUICC ID and the capability information. 

Step 4 - Then, SM-DP sends the message including the 
selected capabilities (Ciselected, the cryptographic algorithms, 
the key agreement protocol, the secure communication pro­
tocol and so forth) and its hashed value to the eUICC via 
SM-SR if the decision is completed based on the received 
capability information. The capability information about the 
secure communication protocol can be chosen through the 
interworking between SM-SR and SM-DP. 

Step 5 - PM of eUICC and the SM-SR establish the secure 
communication channel based on the selected protocol. The 
SM-SR Credential can be same as or derived from the master 
secret installed in Step Pl. 

Step 5 - The blocks of KAM from SM-DP and the ac­
knowledgement from the eUICC can be sent through the secure 
communication channel established in Step 5 and installed 
to the eUICC if the message of Step 2 indicates that the 
installation is necessary. This can be happened when the 
change of security policy is required, the vulnerabilities of 
the cryptographic algorithm used in that module are found, or 
other reasons are happened. 

Step 6 - KAM of eUICC and SM-DP perform the key 
agreement protocol dynamically to generate the SM-DP Cre­
dentials (keysM-DP) through the established secure commu­
nication channel between the eUICC and SM-SR. 

Step 7 - Using the agreed SM-DP Credentials and the 
selected cryptographic algorithms, SM-DP encrypts each block 
of profile (Profilei) and generates its MACed value. Then, 
SM-DP sends the protected profile blocks to the eUICC via 
the secure communication channel of SM-SR. PM of eUICC 
performs the necessary cryptographic operations for the secure 
communication channel, and then PI of eUICC decrypts and 
verifies the received profile blocks. If no problem found, the 
profile blocks are provisioned inside the eUICC by PI. Then, 
PI sends the acknowledge for each block of profile with its 
MACed value to SM-DP. This step continues recursively until 
the provisioning is completed. 

C. Proposed lntemal Architecture of eUICC 

The change of the internal architecture of the eUICC 
compared to the conceptual architecture in [2] is inevitable to 
support SPA as depicted in Fig. 5. Since new module, KAM 
is added to the internal architecture of eUICC, interworking 
among modules should be considered to reflect this change. 
DM of the device should be implemented to handle the 
messages from SM-SR. Handled messages are sent to PI for 
provisioning, and PI interworks with KAM to retrieve the 
agreed SM-DP Credentials for decrypting and verifying the 

Authorized licensed use limited to: IEEE - Staff. Downloaded on November 12,2025 at 20:51 :34 UTC from IEEE Xplore. Restrictions apply. 

Petitioner Samsung Ex-1019, 0007



SM-DP 

Device 

Network Access Establishment 

e!CCID II Clp=po,ol llSign(e!CCID II Clpn,po,ol)Pri•--
1--------'-'-------'--'-------+I- - - - - - - - - - - - - - -

Secure Channel Establishment 

t+---------~KA=M~T•=an=•=m=iss=io=n _______ ~· ~ ~ ~-f • ~1ii~1· • ~-~ • 
Ack -

SM-DP Credential reement -----~=~==~==-------------------
Enc( Profile;) k oy,M - DP 11 MAC( Profile;) kov,M - DP Encrypted Blocks 

of Profile 

)-----,--,---,--,--,------------------------
ACK, II M AC(ACK,), •• SM-DP 

. ' 
... :, _________ Network Access & Secure Channel Termination ---------~,,: 

Fig. 4. Secure Profile Provisioning Procedure 

protected profile blocks. After completing of cryptographic 
operations, PI provisions the profile into the eUICC. 

Device 

UICC Management 
Platform 

eUICC Hardware 

Fig. 5. Internal Architecture of eillCC 

E 
N 
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1) Key Agreement Module (KAM): KAM is software run­
ning inside the eUICC to perform the key agreement protocol, 
which is already known by eUICC and SM-DP after the 
capability negotiation of SPA, with SM-DP. KAM is mainly 
utilized to agree the SM-DP Credentials on demand. For the 
security, the SM-DP Credentials should not be revealed to any 
party, even SM-SR, except for eUICC. To accomplish this, 
KAM is designed and applied to SPA. KAM can provide 
the asymmetric algorithm-based key agreement protocol, or 
possess the master secrets of SM-DP Credentials, which are 
accessible only after the authentication and where SM-DP 
Credentials are derived afterward. 
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KAM can be different from each SM-DP if the capabilities 
of the eUICC are affordable. That is, depending on the security 
policies, the security threats found in some specific algorithms, 
and other reasons, different KAMs can be installed. Depend­
ing on the selected cryptographic algorithms for protecting 
profiles, KAM should be able to agree all kinds of SM-DP 
Credentials. KAM can be various forms like installable applet, 
native program of COS (Chip OS) or component of the UICC 
platform (e.g. Javacard Platform or GP) as shown in Fig. 5. 

2) Capability Information: Depending on the hardware 
specification and the implementations, the eUICC can be dif­
ferent from each other with respect to supporting cryptographic 
algorithms, affordable key agreement protocols, affordable 
secure communication protocols, total and available memory 
capacities, existences of KAM or related information, etc. If 
SM should manage all of this information, necessary storage 
can be drastic. Then, this complexity yields the increment of 
error and management cost. Therefore, this capability infor­
mation should be stored inside the eUICC and be retrieved 
by the external entities if necessary. Without the guarantee of 
the correctness and the verification about this information, SM 
has no method to convince that the capability of the eUICC 
is correctly implemented. Therefore, the technical method to 
verify the capability information sent from the eUICC should 
be existed. To address these issues, we propose a methodology 
to store the capability information of each eUICC inside itself 
and verify this information if necessary. 

V. ANALYSIS 

In this section, we evaluate our SPA against the require­
ments defined in Section ill. Furthermore, we compare our 
SPA with the approach mentioned in Section II. 
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A. Security Features 

SPA provides the secure profile provisioning together with 
supporting the non-exposure of key and the verification of 
eUICC's information (capability information). 

Mutual Authentication - Depending on the key agreement 
protocol supported by KAM, the mutual authentication be­
tween eUICC and SM-DP can be provided or not. However, 
there might exist no key agreement protocol without mutual 
authentication. 

Confidentiality - Confidentiality is guaranteed since the 
profile being transmitted is encrypted by the SM-DP credential. 

Data Integrity - Integrity is guaranteed by performing 
MAC operation for all blocks of profile by SM-DP and all 
acknowledgements by the eUICC. Therefore, eUICC and SM­
DP ensure that data being received has not been altered. 

Data Origin Authentication - Data origin authentication is 
guaranteed by performing MAC operation using the agreed 
SM-DP Credential for all blocks of profile by SM-DP and 
all acknowledgements by the eUICC. Therefore, eUICC and 
SM-DP ensure that all data actually came from SM-DP and 
eUICC, respectively. 

Non-Exposure of Key - Because KAM embeds the shared 
secret onto the eUICC or performs the key agreement protocol 
with SM-DP, any SM-DP Credential cannot be shared with 
other entities. 

Verification of Capability Information - Since the capability 
information of eUICC is signed by eUICC Vendors private key 
stored inside the eUICC, SMs can ensure that the received 
capability information was evaluated successfully by eUICC 
Certification Center and has not been altered. 

B. Cryptographic Performance of eUICC 

To support SPA, the overhead of the eUICC can be 
increased since the eUICC should perform additional cryp­
tographic operations. The cryptographic performance can be 
evaluated by measuring the time required for the eUICC to 
perform necessary cryptographic operations. Therefore, the 
overall cryptographic performance is calculated as follows: 

(1) 

where P(A) is the overall time for the eUICC to perform 
A and t(f) is the measured time for the eUICC to perform 
specific cryptographic operation, f. 

Using (1), P(SP A) can be calculated as follows: 

P(SPA)=P(SCP) + P(KAP)+ 
N {t(Dec) + t(M AC)}+ t(Sign) + t(h) (2) 

where N is number of blocks of profile, SCP is Secure Com­
munication Protocol and KAP is Key Agreement Protocol. 

If the cryptography algorithm for profile decryption is 
the symmetric and identical to GP SCP, P(SCP) can be 
approximated to (3) since secure communication protocols 
mostly include key agreement and protection of blocks of data 
with verification of MAC values. 

P(SCP)r::::!P(KAP) + N{t(Dec,ym) + t(MAC)} (3) 
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Then, (2) can be simplified as follows: 

P(SPA) r::::J 2P(SCP) + t(Sign) + t(h) (4) 

For better understanding, we compare it with the performance 
of GP SCP (t) in Section II. The cryptographic performance 
of GP SCP to be performed by eUICC can be as follows: 

P(GP) = t = 2P(SCP) (5) 

By subtracting (5) from (4), we can evaluate the performance 
increment due to SPA in the case when the symmetric al­
gorithm is utilized for the profile protection. Then, we can 
conclude that the cryptographic overhead increased by SPA 
can be as follows: 

Clsym r::::J t(Sign) + t(h) (6) 

where Clsym is the performance difference of the eUICC when 
the symmetric algorithm is applied. 

Suppose that the asymmetric algorithm is utilized for 
protecting the blocks of profile. Even though not suitable for 
the large block of profile, the performance review against every 
possible candidates can be meaningful for new ecosystem. To 
estimate the overhead of the asymmetric case, we subtract (5) 
from (2) directly and assign (3), then we acquire following 
(7): 

Clasymr::::!M{t(DeCasym + t(MAC)}-
N {t(Decsym + t(MAC)} + t(Sign) + t(h) (7) 

where Clasym is the performance difference of the eUICC 
when the asymmetric algorithm is applied, M is the number 
of blocks of profile (length=L) for the asymmetric algorithm 
(block length=bl) and N is the number of blocks of same 
profile for the symmetric algorithm (block length=b2). 

Since the block lengths of the symmetric and the asym­
metric are different each other, and ciphering and MACing are 
processed for each block of profile, (7) can be expressed as 
follows using (6): 

Clasymr::::!Clsym + I~ l · t(Decasym) - r ~ l · t(Decsym)+ 

u ~ l -I~ l} · t(M AC) (8) 

where r X l is the ceiling function of X. 

For the reference, according to the cryptographic perfor­
mance of the CCP (Crypto Co-Processor) used for (e)UICC 
[14], we calculate the approximate value of each a against the 
profile length, L, as shown in Fig. 6. We consider two cases 
to estimate a asym depending on the type of MAC algorithm; 
CMAC (Cipher-based MAC) or HMAC (Hash-based MAC). 
As the profile length, L, is increased, all Clasym values are 
increased linearly. Therefore, for the better performance, the 
symmetric algorithm for encrypting and decrypting the profile 
is preferable since the constant overhead (asym) is promised. 

C. Comparison 

We compare SPA with the approach of the GP SCP with 
respect to the security, the performance and the drawbacks 
mentioned in II. Besides the improved security, SPA overcomes 
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all drawbacks of GP SCP with reasonable overhead, a of the 
performance as shown in Table II. 

SPA does not necessitate the pre-shared secret between 
SM-SR and SM-DP since SM-DP Credential is generated 
on demand. As this inconvenient procedure is removed, the 
scalability is improved. SM-DPs do not have to implement the 
communication facilities to be accessed by eUICCs directly 
since one communication channel and one SCP session with 
SM-SR are required. This can reduce the management cost 
of eUICC systems and the network overhead of eUICCs. 
By utilizing KAM and the capability information of eUICC, 
SPA supports various kinds of security protocols if eUICC is 
affordable. Therefore, diverse key agreement protocols, secure 
communication protocols and cryptographic algorithms can be 
applied depending on the circumstances around the eUICC. 

TABLE II. COMPARISON 

Criteria I GP SCP SPA 

Mutual Authentication 0 0 

Confidentiality 0 0 

Security 
Data Integrity 0 0 

Data Origin Authentication 0 0 
Non-Exposure of Key I::,. 0 
Verification of Capability Information X 0 

Communication Channel 2 I 

Performance Secure Communication Channel 2 I 

Cryptographic Overhead of (e)UJCC t t + a 

Scalability I::,. 0 
General Efficiency I::,. 0 

Aexibility I::,. 0 

VI. CONCLUSION AND FURTHER WORKS 

In this paper, we propose a novel secure profile pro­
visioning architecture, SPA for the eUICC. For the profile 
provisioning, we primally defines the overall architecture of the 
secure profile provisioning for eUICC. To protect the profile 
and overcome the drawbacks of current UICC technology, we 
utilize the capability negotiation using the capability informa­
tion of eUICC and the special module, KAM, to agree SM­
DP Credentials dynamically during the profile provisioning 
procedures. To show the excellence of SPA, we analyze our 

303 

SPA against security, cryptographic performance of eUICC, 
scalability, efficiency and flexibility. Our analysis depicts that 
SPA is superior to the methodology to apply GP SCP with 
reasonable overheads of eUICC if the symmetric algorithm 
for protecting profile is applied. 

As further works, we intend to study about new secure 
communication protocol and key agreement protocol optimized 
for eUICC systems. This study should mainly deal with new 
circumstances raised by the eUICC provisioning ecosystem 
such as the inevitable remote management of numerous eU­
ICCs, the security concerns for all related entities around, etc. 
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Embedded UICC (eUICC) is a new form of UICC, soldered into a device during manufacturing. On the contrary to the 

traditional UICC, the eUICC is not fully controlled by one specific MNO (Mobile Network Operator) since not removable 

physically from the device and not issued by the MNO. Thus, the profiles necessary for its operations should be 

provisioned remotely into the eUICC by new entity. For this remote provisioning, SM (Subscription Manager) is newly 

introduced by the standardization organization. However, this new ecosystem around eUICCs can cause tremendous 

security issues unless thorough consideration of security is accompanied during the standardization because the 

profiles usually include the security-sensitive information. In this paper, a novel secure profile provisioning architecture 

for eUICCs is proposed. Our architecture mainly defines the overall architecture of the secure profile provisioning for 

eUICCs. 
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SECTION I. 

Introduction 
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Embedded UICC (hereafter eUICC) [g] is a new form ofUICC (Universal Integrated Circuit Card) [!], 

soldered into a device during manufacturing. The eUICC was initially considered to be utilized as the same 
roles ofUICC for the M2M (Machine-to-Machine) device so as to endure the hostile environments such as 

high temperature, humidity, etc. or be adopted into the small device such as smart meter, etc. These days, the 
fields of its usages are being considered to be extended to the CEDs ( Consumer Electronic Devices) for the 

smaller form factor to save the physical space of a device. 

The traditional UICC is pre-provisioned by the SIM Vendor on the behalf of MNO by using the the MNO's 
data and applications (hereafter profiles) such as NAA(Network Access Application) [!] with related data (e.g. 

IMS! (International Mobile Subscriber Identity), keys, authentication algorithm, etc.) and fundamental VASs 
(Value-Added Services) [4]. That is, the UICC is tightly coupled with and fully controllable by one specific 

MNO. On the contrary to this, the eUICC is tightly coupled with its installed device rather than MNOs and not 
fully controlled by one specific MNO since not removable physically from the device. Thus any MNO or even 

other parties wish to and should be able to provision their profiles remotely into the eUICC. This remote 
profile provisioning is also essential for the eUICC to support the handset switching, national swapping and 

international swapping. The inherent feature of the eUICC and the absence of the control entity for the eUICC 
inevitably leads to a new ecosystem, and the SM (Subscription Manager) is newly defined to manages and 

controls the profiles by the standardization 12.1, [3]. According to 12.1, SM is further divided into two roles, 
SM-DP (Data Preparation) for the profile generation and SM-SR (Secure Routing) for the profile 

transportation, and each role can be performed by separate physical or logical entities. Because the profile is 
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security-sensitive to the SM-DP itself and the customer, it is obvious that each SM-DP is hardly willing to 

reveal their generated profile to others even SM-SR. 

In this new ecosystem around eUICC, the tremendous security issues can be raised unless thorough 
consideration of security about the profile provisioning is accompanied during the standardization and the 

technical development. Since the profile includes the security-sensitive information, without protection 
during provisioning, the sensitive information can be revealed to malicious adversaries or competitors of 

business. Furthermore, a newly introduced SM essentially raises the security threats because of its right to 
control eUICCs and roles to provision the profiles. The profile provisioning should also consider the inherent 

non-removable feature and the diversity of capability of eUICC, otherwise there should be a repository to 
manage the huge amount of information related to the profile provisioning. 

Motivated by above security concerns, we propose a novel secure provisioning architecture to guarantee the 

security of the profile provisioning regardless of the capabilities of eUICCs. The rest of this paper is organized 
as follows: In Section II , we present the preliminaries about the eUICC provisioning ecosystem, the 

standardization status and the related works. In Section III, the problem statement is described. In Section 
IY, we propose our profile provisioning architecture and internal architecture of eUICC. In Section V, the 

analysis of our proposed architecture is given. Finally, the conclusions and further works are given in Section 
VI. 

SECTION II. 

Preliminaries 

A. eUICC Provisioning Ecosystem 

The eUICC provisioning ecosystem mainly consists of eUICCs, eUICC Vendors, Devices and SMs (SM-SRs 

and SM-DPs) [g], [4] as shown in EigJ. SM is divided into two parties; one is SM-SR for secure routing and 
the other is SM-DP, the owner or generator of security-sensitive information, for data preparation. As shown 

in EigJ, small numbers ofSM-SRs are interworking with each other and SM-DPs delegate the roles of secure 
routing of the sensitive information to their trusted SM-SRs. For the provisioning and management, one 

eUICC usually interworks with one SM-SR. Because of their specific roles, one SM-SR can interwork with 
several SM-DPs for secure routing of profiles generated by SM-DPs to eUICCs. For scalability, several SM-SRs 

can interwork each other to extend the manageability to other eUICCs associated with other SM-SRs. For 
secure routing, SM-SRs usually utilize the SM-SR Credentials, installed in eUICCs during the manufacturing 

and shared by eUICC Vendors. 

r-

eUICC 
Vendor 

, _ _ _ 
Device 2 

Fig. 1. eUICC Profile Ecosystem 

B. Standardization and Related Works 

SM-DPA 

SM-DPB 

SM-DP C 

= Profile Provisioning 

<J--t> = Trusted Relationship 

• • ► = Provide SM-SR Credentials 

- ► = Provide eUIOC 

r, 
LJ 

The eUICC is standardized by the ETSI (European Telecommunications Standards Institute) SCP (Smart Card 

Platform), and the working document is ETSI TS 103.383 V12.o.o [g]. This standard defines the use cases and 
requirements about the eUICC and interworking with SMs. GSMA (Groupe Speciale Mobile Association) 
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publishes the document about requirements for eUICC, which defines a number of requirements and use 

cases for developing eUICC systems [3]. These standards only define the conceptual models, use cases and 
requirements. Since only conceptual architecture of eUICC is available, there exist few works about eUICC. 

According to l4J, several patents and proofs of concept have been released, but those are not related to the 
security or published in public to be reviewed or analyzed. 

As mentioned above, the current status of standardization is still immature. Thus, any detail and published 

secure profile provisioning directly related to eUICC cannot be found, but only few works which describes the 
enhanced business process for a flexible MCIM (M2M Communication Identity Module) [7.] and several works 

related to the provisioning for UICCs or smart cards can be found [fil, [fil- [!3]. In [7J, the business process 
related to M2M is mainly focused, therefore no detail consideration of security can be found. In [6], the 

methodology to utilize current UICC technology to provision UICC-based applications after issuing of UICCs 
is proposed where GP Secure Channel Protocol (hereafter SCP) is applied to the payment applications for 

post-distribution provisioning and personalization with the utilization of public key-based key agreement 
between Bank and UICC. In [8], [9], the Onboard Credentials (ObCs) are proposed to utilize the general­

purpose secure hardware as credentials by provisioning the credentials into ObC devices. In [lQJ- [!3], new 
paradigm of smart card ownership where the ownership is delegated to users not card issuers and its related 

security protocols are proposed. However, these approaches are difficult to be directly applied to the eUICC 
provisioning ecosystems even though some portions of works can be utilized to design other architectures or 

detail protocols. The reasons mainly include; no consideration of fundamental eUICC ecosystem, essential key 
separation among SM-SRs and SM-DPs, various kinds of capabilities which eUICCs possess, and protection of 

that capability information. Therefore, we consider the way to apply the de-facto standard for profile 
provisioning, GP SCP [5] to the eUICC provisioning ecosystem for comparison. 

C. Method to Apply GP SCP to eUICC 

Before describing the methodology, we first need to explain SD (Security Domain) and SCP briefly. SD is an 

application running inside the UICC to act as the on-card representatives of off-card entities. SD mainly 
supports security services such as key handling, encryption, decryption, digital signature, etc. and can be 

divided into two categories; ISD (Issuer SD) is the primary, mandatory on-card representative of the Card 
Issuer (e.g. MNO) and SSDs (Supplementary SDs) are additional, optional on-card representatives of 

Application Providers (e.g. Bank). SCP provides the secure communication channel between these SDs and 
off-card entities to manage UICCs and their applications securely. SCP usually provides the confidentiality, 

entity authentication, data origin authentication and integrity. By sending and receiving the APDU 
(Application Protocol Data Unit) commands between SD and off-card entity via SCP, the content can be 

loaded and installed into the UICC. 

To apply the GP SCP for eUICC, we need to define the relationship between SDs and components of eUICC 
provisioning ecosystem; ISD is the on-card representative of SM-SR and SSD is of SM-DP. To utilize SCP 

connections, the ISD key between eUICC and SM-SR should be inserted into the eUICC during manufacturing 
processes or other secure manners. The SSD key should be shared between SM-SR and SM-DP in advance of 

profile provisioning using additional secure manners or other key agreement protocol between SSD and SM­
DP should be utilized mentioned in [fil. 

Using above circumstances, the method to apply the GP SCP can be depicted as shown in Ejg,___g. The eUICC 

establishes the network access to SM-SR. SM-SR establishes the 1stSCP session with ISD of eUICC using ISD 
key. SM-SR installs new SSD with one of the privileges like Authorization Management or Delegated 

Management into eUICC by communicating with ISD of eUICC since only the SSDs of the listed privileges can 

load and install the profile into the eUICC. After this, SM-SR also inserts the SSD key of SM-DP into the 

installed SSD for SM-DP if the key agreement protocol mentioned in [6] is not utilized. The 1st SCP session is 
completed and terminated. Now, the eUICC establishes the additional network access to SM-DP. SM-DP 

establishes a new SCP session with the SSD using the SSD key. SM-DP sends the blocks of profile and APDU 
commands to the SSD via the 2nd SCP session. If the SSD has the privilege of Delegated Management, SM-SR 

should send a Token to SM-DP for the authorization. After successful completion of profile provisioning, the 

2nd SCP session would be terminated. 

Even though this approach can work properly, applying the GP SCP directly into eUICC provisioning 

ecosystem has several drawbacks with respect to scalability, efficiency, security and flexibility as follows: 
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Fig. 2. GP SCP for eUICC Profile Provisioning 

Scalability -To share the SSD key, SM-SR and SM-DP should implement additional secure channel each 

other. These additional and inconvenient efforts can hinder the scalability. 

Efficiency -Two communication channels and two SCP sessions should be guaranteed. That is, SM-DP also 
needs to implement the communication infrastructure to interwork with eUICCs. Additional communication 

channel and SCP connection can be the burden of eUICCs and SMs. 

Security- Since the initial SSD key is shared between SM-SR and SM-DP, the blocks of profile transferred by 
SCP can be revealed to other entities if installing new SSD key into eUICC by SM-DP is not performed before 

profile provisioning. 

Flexibility• Only specific cryptographic algorithms defined in GP specification can be utilized for profile 
provisioning. This limitation can be dangerous if security threats of the algorithms are found. Furthermore, 

the variation due to the local regulation about the cryptographic algorithms is impossible. 

SECTION III. 

Problem Statement 

In this section, we define the requirements of the profile provisioning architecture for eUICC. 

A. General Requirement 

As mentioned above, profile provisioning architecture for eUICC should be proposed with the consideration of 
new provisioning ecosystem. Furthermore, only minimum processing overhead for the security-related 

operations should be a burden to the eUICC during the profile provisioning since the eUICC is also the 
resource-constraint medium,. Finally, to address the drawbacks of the existing technology, the scalability, the 

efficiency, and the flexibility in Section II should be enhanced. 

B. Security Requirement 

Because the profile mostly includes the security•sensitive information, the protection should be supported. 
Therefore, the following security requirements can be guaranteed: The following security requirements should 

be guaranteed in accordance with the requirements in [5] : 

Mutual Authentication - eUICC and SM-DP prove their authenticities each other through cryptographic 
exchanges. 
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Data Integrity- data being exchanged between eUICC and SM-DP has not been altered by unauthorized 

entities. 

Confidentiality- profiles being transmitted to eUICC by SM-DP are only available to those authorized entities. 

Data Origin Authentication - eUICC and SM-DP ensure that data actually came from the authorized entities, 
SM-DP and eUICC, respectively. 

Non-Exposure of Key- credentials between eUICC and SM-DP are expose only to directly involved entities in 

the profile provisioning; eUICC and SM-DP. 

Verification of eUICC's Information - information of eU-ICC sent to other entities is able to be verified by the 

receivers. 

SECTION IV. 

Proposed Profile Provisioning Architecture 

In this section, we propose our architecture, Secure Profile Provisioning Architecture for eUICC (hereafter 

SPA) to address the issues raised in Section III and meet the security requirements listed below. SPA mainly 
defines the overall architecture for the secure profile provisioning. Therefore, the changeable security 

protocols like secure communication protocol and key agreement protocol are out of scope. 

A. Terminologies 

We define the terminologies in Table 1. Some terminologies are come from W and reproduced here for 

simplicity. 

TABLE I. TERMINOLOGIES 

Terminology 

eUICC ID 

Description 

Identification for eUICC to identify a particular eUICC 

(eUICC Certification The trusted third party to evaluate eUICCs (e.g. GSMAs SAS (Security 
Center Accreditation Scheme)) 

Provisioning Profile The profile to be utilized to access SMs for the profile provisioning via 
mobile networks 

SM-SR Credential 

SM-DP Credential 

Capability 
Information 

Key Agreement 
Module (KAM) 

The credential to establish the secure communication channel between 
eUICC and SM-SR 

The credential to protect the profile generated by SM-DP 

The information stored in the eUICC, including supporting cryptographic 
algorithms, key agreement protocols, the capacity information, etc. 

The software running in the eUICC to perform the key agreement 
protocol to agree SM-DP Credentials with SM-DP 

Device Module (DM) The software running in the Device to perform the roles of the 
intermediator between eUICC and SM-SR 

Profile Installer (PI) The software running in the eUICC to perform the decryption and 
verification of the protected profile blocks from SM-DP and provision the 
profile blocks 

Profile Manager 
(PM) 

The software running in the eUICC to manage profiles as blocks of 
encrypted data and has relationship with SM-SR 

B. Secure Profile Provisioning Architecture (SPA) 

SP A mainly consists of two procedures; Pre-Provisioning Procedure and Secure Profile Provisioning 

Procedure. 
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1) Pre-Provisioning Procedure 
SPA involves the pre-provisioning procedure, conducted during the eUICC-based device manufacturing. 
Through this procedure, SM can collect the necessary information for SP A, and the verification of the 

capability information of the eUICC can be possible when performing the secure profile provisioning in the 
field. The detail of this pre-provisioning procedure is depicted in ,Bg,_3, 

P4 

Device 
Manufacturer 

{ / lD.keusM- 17} 11 "'••rndaT ~ ~--------., 
Fig. 3. Pre-Provisioning Procedure 

PS 

P1 The eUICC Vendor develops eUICCs. During this, the SM-SR Credentials (keysM-SR) and the 
capability information ( Ciinstalled) of each eUICC are installed into each eUICC. Then, the eUICC 

Vendor generates the public key pair, and installs the private key (Privvendor) into the eUICCs. 

P2 The eUICC Vendor requests the evaluation of the eUICCs to the eUICC Certification Center with the 

public key ( Pubvendor) of Step Pl. 

P3 Only after the successful evaluation, the eUICC Certification Center responses the results with the 

certificate { Certv,ndor) by using Pubvendor • 

., 
LJ 

P4 The eUICC Vendor can install the received certificate into the eUICCs, and sends the developed and 
evaluated eUICCs to the device manufacturers. Simultaneously, the eUICC Vendor sends the information 

to SM-SR required for SPA such as the certificate, the eUICC IDs, the SM-SR Credentials, the mapping 

table between eUICC IDs and SM-SR Credential indexes, etc. in the secure manner. 

Ps The Device Manufacturer develops the eUICC-based devices using the received eUICCs. 

2) Secure Profile Provisioning Procedure 

After the pre- provisioning procedure, the eUICC-installed devices are deployed in the field. For their 
operations, the profiles should be provisioned to the eUICCs. ,Bg,_4. depicts the secure profile provisioning 

procedure in detail. For the simplicity, we only denote one eUICC and one SM (one SM-SR and one SM-DP); 
however, the number of the entities can be extended depending on the needs of the market. 

Pl The eUICC initially accesses SM-SR using the Provisioning Profile. In addition, the eUICC can access 

SM-SR via WiFi, USB, etc. without the Provisioning Profile. Also, the provisioned profile for accessing 

the mobile network can be utilized to reach to SM-SR. 

P2 After the establishment of the communication channel, the eUICC sends the message including the 

e UICC ID ( eICCID) and its capability information (CI proposal)) to SM-SR for the capability negotiation. 

The eUICC ID and capability information are signed by the eUICC Vendors private key, and this signed 
value needs to be added to the message. If there is no KAM installed onto the eUICC, the eUICC can 

replace the key agreement protocol of the CI message with proper value such as null, blank, error 
message, etc. to inform SM that the installation is required. Simultaneously, the eUICC can also send 

the eUICC Vendors certificate if necessary. 
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P3 SM acquires the eUICC Vendors certificate from the eUICC Certification Center or the message sent by 

the eUICC in Step 2 . With that certificate, SM-DP verifies the signature of the eUICC ID and the 
capability information. 

P4 Then, SM-DP sends the message including the selected capabilities ( CI,, ieeted) , the cryptographic 

algorithms, the key agreement protocol, the secure communication protocol and so forth) and its hashed 
value to the eUICC via SM-SR if the decision is completed based on the received capability information. 

The capability information about the secure communication protocol can be chosen through the 

interworking between SM-SR and SM-DP. 

P5 PM of eUICC and the SM-SR establish the secure communication channel based on the selected protocol. 

The SM-SR Credential can be same as or derived from the master secret installed in Step P1. 

P5 The blocks of KAM from SM-DP and the acknowledgement from the eUICC can be sent through the 

secure communication channel established in Step 5 and installed to the eUICC if the message of Step 2 

indicates that the installation is necessary. This can be happened when the change of security policy is 
required, the vulnerabilities of the cryptographic algorithm used in that module are found, or other 

reasons are happened. 

P6 KAM of eUICC and SM-DP perform the key agreement protocol dynamically to generate the SM-DP 

Credentials (keysM- DP) through the established secure communication channel between the eUICC 
and SM-SR. 

P7 Using the agreed SM-DP Credentials and the selected cryptographic algorithms, SM-DP encrypts each 

block of profile (Profile;) and generates its MACed value. Then, SM-DP sends the protected profile 
blocks to the eUICC via the secure communication channel of SM-SR. PM of eUICC performs the 

necessary cryptographic operations for the secure communication channel, and then PI of eUICC 
decrypts and verifies the received profile blocks. If no problem found, the profile blocks are provisioned 

inside the eUICC by PI. Then, PI sends the acknowledge for each block of profile with its MACed value 
to SM-DP. This step continues recursively until the provisioning is completed. 

C. Proposed Internal Architecture of eUICC 

The change of the internal architecture of the eUICC compared to the conceptual architecture in [g] is 

inevitable to support SP A as depicted in .Ejg,.5. Since new module, KAM is added to the internal architecture 
of eUICC, interworking among modules should be considered to reflect this change. DM of the device should 

be implemented to handle the messages from SM-SR. Handled messages are sent to PI for provisioning, and 
PI interworks with KAM to retrieve the agreed SM-DP Credentials for decrypting and verifying the protected 

profile blocks. After completing of cryptographic operations, PI provisions the profile into the eUICC. 

Network Ac:ce!IS esletlllshme:m 

,-- ) 

t-- - ------'-KA""M"-T-",.......,="'-'""loo'"-_____ -\4· :_ :_·~ r-aii~i" -rrt·~. 
A,;k -

l---------------- ~--------------
A(" K, IIMA('(A("l(j) jll ('Holll-fll" 

,. ,• ~Ao::ess&SectfiO!arY1e!Termlllabon •,.., 
' ,J ___ _ ---- -- - - -- - - -- - - - - -- - - - --- --- - - -- -- - - -- - - - _ _ ___ ""., 

Fig. 4. Secure Profile Provisioning Procedure 

r, 
LJ 
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Device 

UICC Management 
Platform ~[KAM ] 

~ ------u_1c_c_P_1_atf_o_r_m _____ __,._,, [KAM ) 

~------c_o_s ______ ~ [KAM ) 

eUICC Hardware 

Fig. 5. Internal Architecture of eUICC 

1) Key Agreement Module (KAM) 

al 
C. a. 
c( 

E 
0 
't:: 
(U 

C: 

(I) 

.2: 
iii z 

r, 
LJ 

KAM is software run- ning inside the eUICC to perform the key agreement protocol, which is already known 
by eUICC and SM-DP after the capability negotiation of SPA, with SM-DP. KAM is mainly utilized to agree the 

SM-DP Credentials on demand. For the security, the SM-DP Credentials should not be revealed to any party, 
even SM-SR, except for eUICC. To accomplish this, KAM is designed and applied to SPA. KAM can provide 

the asymmetric algorithm-based key agreement protocol, or possess the master secrets of SM-DP Credentials, 
which are accessible only after the authentication and where SM-DP Credentials are derived afterward. 

KAM can be different from each SM-DP if the capabilities of the eUICC are affordable. That is, depending on 

the security policies, the security threats found in some specific algorithms, and other reasons, different KAMs 
can be installed. Depending on the selected cryptographic algorithms for protecting profiles, KAM should be 

able to agree all kinds of SM-DP Credentials. KAM can be various forms like installable applet, native 
program of COS (Chip OS) or component of the UICC platform (e.g. Javacard Platform or GP) as shown in 

Eig~s-

2) Capability Information 
Depending on the hardware specification and the implementations, the eUICC can be different from each 

other with respect to supporting cryptographic algorithms, affordable key agreement protocols, affordable 
secure communication protocols, total and available memory capacities, existences of KAM or related 

information, etc. If SM should manage all of this information, necessary storage can be drastic. Then, this 

complexity yields the increment of error and management cost. Therefore, this capability information should 

be stored inside the eUICC and be retrieved by the external entities if necessary. Without the guarantee of the 
correctness and the verification about this information, SM has no method to convince that the capability of 

the eUICC is correctly implemented. Therefore, the technical method to verify the capability information sent 
from the eUICC should be existed. To address these issues, we propose a methodology to store the capability 

information of each eUICC inside itself and verify this information if necessary. 

SECTION V. 

Analysis 

In this section, we evaluate our SPA against the requirements defined in Section III. Furthermore, we 
compare our SPA with the approach mentioned in Section II. 
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A. Security Features 

SPA provides the secure profile provisioning together with supporting the non-exposure of key and the 
verification of eUICC's information (capability information). 

Mutual Authentication - Depending on the key agreement protocol supported by KAM, the mutual 

authentication between eUICC and SM-DP can be provided or not. However, there might exist no key 
agreement protocol without mutual authentication. 

Co,ifidentiality - Confidentiality is guaranteed since the profile being transmitted is encrypted by the SM-DP 

credential. 

Data Integrity- Integrity is guaranteed by performing MAC operation for all blocks of profile by SM-DP and 
all acknowledgements by the eUICC. Therefore, eUICC and SM-DP ensure that data being received has not 

been altered. 

Data Origin Authentication - Data origin authentication is guaranteed by performing MAC operation using 
the agreed SM-DP Credential for all blocks of profile by SM-DP and all acknowledgements by the eUICC. 

Therefore, eUICC and SM-DP ensure that all data actually came from SM-DP and eUICC, respectively. 

Non-Exposure of Key - Because KAM embeds the shared secret onto the eUICC or performs the key 
agreement protocol with SM-DP, any SM-DP Credential cannot be shared with other entities. 

Verification of Capability Information - Since the capability information of eUICC is signed by eUICC 

Vendors private key stored inside the eUICC, SMs can ensure that the received capability information was 

evaluated successfully by eUICC Certification Center and has not been altered. 

B. Cryptographic Performance of eUICC 

To support SPA, the overhead of the eUICC can be increased since the eUICC should perform additional 

cryptographic operations. the cryptographic performance can be evaluated by measuring the time required for 
the eUICC to perform necessary cryptographic operations. Therefore, the overall cryptographic performance 

is calculated as follows: 

P(A) = :EtU) 

View Source 

where P( A), is the overall time for the eUICC to perform A and t(f) is the measured time for the eUICC to 
perform specific cryptographic operation, f. 

Using.(!), P(SPA) can be calculated as follows: 

P(SPA) = P(SCP) +P(KAP)+ 

N{t(Dec) + t(MAC)} + t(Sign) + t(h) (2) 

View Source 

where N is number of blocks of profile, SCP is Secure Communication Protocol and KAP is Key Agreement 

Protocol. 

If the cryptography algorithm for profile decryption is the symmetric and identical to GP SCP, P(SCP) can be 

approximated to !31 since secure communication protocols mostly include key agreement and protection of 

blocks of data with verification of MAC values. 

P(SCP)::::; P(KAP) + N{t(Decsym) + t(MAC)} (3) 
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View Source 

Then, .(g) can be simplified as follows: 

P(SP A) ~ 2P(SCP) + t(Sign) + t(h) (4) 

View Source 

For better understanding, we compare it with the performance of GP SCP ( t) in Section II. The cryptographic 

performance of GP SCP to be performed by eUICC can be as follows: 

P(GP) = t = 2P(SCP) 

View Source 

By subtracting .(5) from .(4 ), we can evaluate the performance increment due to SP A in the case when the 

symmetric algorithm is utilized for the profile protection. Then, we can conclude that the cryptographic 
overhead increased by SPA can be as follows: 

Us-ym ~ t(Sign) + t(h) 

View Source 

where u,-ym is the performance difference of the eUICC when the symmetric algorithm is applied. 

Suppose that the asymmetric algorithm is utilized for protecting the blocks of profile. Even though not 

suitable for the large block of profile, the performance review against every possible candidates can be 
meaningful for new ecosystem. To estimate the overhead of the asymmetric case, we subtract !51 from fal 
directly and assign (3), then we acquire following (7): 

Uas-ym ~ M{t(Decas-ym +t(MAC)}-

N{t(Dec,-ym + t(MAC)} + t(Sign) + t(h) 

View Source 

(5) 

(6) 

(7) 

where Uas-ym is the performance difference of the eUICC when the asymmetric algorithm is applied, Mis the 
number of blocks of profile Oength=L) for the asymmetric algorithm (block length=bt) and N is the number 

of blocks of same profile for the symmetric algorithm (block length=b2). 

Since the block lengths of the symmetric and the asymmetric are different each other, and ciphering and 

MACing are processed for each block of profile, .(zl can be expressed as follows using (6): 

Uas-ym ~ u,-ym + I! l · t(Deca,-ym) - r ~ l · t(Dec,-ym)+ 

u ! 1-r ~ l} · t(MAC) 

View Source 

where Ix l is the ceiling function of x. 

(8) 
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For the reference, according to the cryptographic performance of the CCP (Crypto Co-Processor) used for 

(e)UICC [1.4], we calculate the approximate value of each u against the profile length, L, as shown in Ejg,__Q. 

We consider two cases to estimate u asym depending on the type of MAC algorithm; CMAC ( Cipher-based 

MAC) or HMAC (Hash-based MAC). As the profile length, L , is increased, all u asym values are increased 
linearly. Therefore, for the better performance, the symmetric algorithm for encrypting and decrypting the 

profile is preferable since the constant overhead ( <7sym) is promised. 

C. Comparison 

We compare SPA with the approach of the GP SCP with respect to the security, the performance and the 

drawbacks mentioned in II. Besides the improved security, SPA overcomes all drawbacks of GP SCP with 
reasonable overhead, u of the performance as shown in Table II. 
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Fig. 6. Cryptography Performance of eUICC 

SPA does not necessitate the pre-shared secret between SM-SR and SM-DP since SM-DP Credential is 

generated on demand. As this inconvenient procedure is removed, the scalability is improved. SM-DPs do 
not have to implement the communication facilities to be accessed by eUICCs directly since one 

communication channel and one SCP session with SM-SR are required. This can reduce the management 

cost of eUICC systems and the network overhead of eUICCs. By utilizing KAM and the capability information 

of eUICC, SPA supports various kinds of security protocols if eUICC is affordable. Therefore, diverse key 
agreement protocols, secure communication protocols and cryptographic algorithms can be applied 

depending on the circumstances around the eUICC. 

TABLE II. COMPARISON 

Criteria GP SCP SPA 

Security Mutual Authentication 0 0 

Confidentiality 0 0 

Data Integrity 0 0 

Data Origin Authentication 0 0 

Non-Exposure of Key L, 0 

Verification of Capability Information X 0 

Performance • Communication Channel 2 1 

Secure Communication Channel 2 1 

Cryptographic Overhead of (e)UICC t t+a 
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Criteria GP SCP SPA 

General Scalability 6 0 

Efficiency 6 0 

Flexibility 6 0 

SECTION VI. 

Conclusion and Further Works 

In this paper, we propose a novel secure profile provisioning architecture, SPA for the eUICC. For the profile 
provisioning, we primally defines the overall architecture of the secure profile provisioning for eUICC. To 

protect the profile and overcome the drawbacks of current UICC technology, we utilize the capability 
negotiation using the capability information of eUICC and the special module, KAM, to agree SM-DP 

Credentials dynamically during the profile provisioning procedures. To show the excellence of SP A, we 
analyze our SPA against security, cryptographic performance of eUICC, scalability, efficiency and flexibility. 

Our analysis depicts that SPA is superior to the methodology to apply GP SCP with reasonable overheads of 
eUICC if the symmetric algorithm for protecting profile is applied. 

As further works, we intend to study about new secure communication protocol and key agreement protocol 

optimized for eUICC systems. This study should mainly deal with new circumstances raised by the eUICC 

provisioning ecosystem such as the inevitable remote management of numerous eUICCs, the security 

concerns for all related entities around, etc. 
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Abstract 

The increasing progress in wireless mobile communica­
tion has attracted an important amount of attention on the 
security issue. To provide secure communication for mo­
bile devices, authenticated key agreement protocol is an im­
portant primitive for establishing session key. So far, sev­
eral protocols have been proposed to provide robust mu­
tual authentication and key establishment for wireless lo­
cal area network (WI.AN). In this paper we present a fast 
and Secure Authenticated Key Agreement (EC-SAKA) pro­
tocol based on Elliptic Curve Cryptography. Our proposed 
protocol provides secure mutual authentication, key estab­
lishment and key confirmation over an untrusted network. 
The new protocol achieves many of the required security 
and performance properties. It can resist dictionary attacks 
mounted by either passive or active networks intruders. It 
can resist Man-In-The Middle attack. It also offers perfect 
forward secrecy which protects past sessions and passwords 
against future compromise. In addition, it can resist known­
key and resilience to server attack. Our proposed protocol 
uses ElGamal signature techniques (ECEGS). We show that 
our protocol meets the above security attributes under the 
assumption that the elliptic curve discrete logarithm prob­
lem is secure. Our proposed protocol offers significantly im­
proved performance in computational and communication 
load over comparably many authenticated key agreement 
protocols such as B-SPEKE, SRP, AMP, PAK-RY, PAK-X, 
SKA, LR-AKE and EC-SRP. 

1 Introduction 

In key agreement protocol two or more distributed en­
tities need to share some key in secret, called session key. 
This session key can then be used to achieve some cryp­
tographic goal such as confidential communication chan-

nel between entities or data integrity. There are two kinds 
of key establishment protocols: Key transport protocols in 
which a key is created by one entity and securely transmit­
ted to the second entity, and Key agreement protocols in 
which both parties contribute information which jointly es­
tablish the shared key [14]. A key agreement protocol is 
said to provide implicit key authentication if entity A is as­
sured that no other entity aside from a specifically identi­
fied second entity B can possibly learn the value of a par­
ticular secret key. A key agreement protocol which pro­
vides implicit key authentication to both entities is called 
an authenticated key agreement protocol. If both implicit 
key authentication and key confirmation are provided, then 
the key establishment protocol is said to provide explicit 
key authentication. A key agreement protocol which pro­
vides explicit key authentication to both entities is called an 
authenticated key agreement with key confirmation [14]. 
The security of Elliptic Curve cryptography relies on the 
discrete logarithm problem over the points on an elliptic 
curve. The best known methods to solve the Elliptic Curve 
Discrete Logarithm Problem (ECDLP) are Pollard approach 
and Pohlig-Hellman method. They are fully exponential 
while the best known methods to solve the Integer Factor­
ization Problem (IFP) and the Discrete Logarithm Problem 
(DLP), on which most of the non-ECC cryptosystems rely, 
are sub-exponential. In fact, ECC can significantly reduce 
the computation and storage overhead. 

In this paper we present a fast and secure three-pass au­
thenticated key establishment protocol for low power mo­
bile wireless devices that provides secure mutual authenti­
cation and key agreement with key confirmation. The EC­
SAKA (Secure Authenticated Key Agreement) is based on 
the Elliptic Curve Cryptographgy [19], on the EC ElGamal 
Signature Scheme (ECEGS), on SKA (Simple Key Agree­
ment) protocol [17] and on the assumption that the ECC 
discrete logarithm problem is secure [19]. Our proposed 
protocol achieves many of desirable security requirements 
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and performances. 
The ECEGS is used to make the proposed protocol fast 

and efficient, both from a computational point of view and 
in the amount of information that needs to be exchanged 
in the scheme. It is also used to minimize the amount of 
computational performed by Alice, in particular. This is 
desirable because, in many practical applications, Alice's 
computations will be performed by a smart card with low 
computing power, while Bob's computations will be per­
formed by a more powerful computer. 

The protocol described in this paper establish a shared 
key K between the two entities. A key derivation function 
should then be used to derive the session key K 8 based on 
the shared key. 

The remainder of this paper is organized as follows. Sec­
tion 2 reviews the desirable properties needed for WLAN 
(Wireless Local Area Network) authenticated protocols. 
Section 3 presents the overall archticture of our proposed 
protocol. In section 4, the security analysis is described. 
In section 5, a complete comparison over comparably many 
protocols is listed. Finally, section 6 makes concluding re­
marks. 

2 DESIRABLE PROPERTIES FOR KEY 
AGREEMENT PROTOCOLS 

A number of desirable properties for key agreement pro­
tocols have been identified [2] and nowadays most of the 
protocols are analyzed using these properties which are de­
scribed below: 

-Known-key security: Each run of a key agreement pro­
tocol between two entities A and B should produce a unique 
shared secret key called session key K 8 . A protocol should 
still achieve its goal in the face of an adversary who has 
learned some other session key. 

-Perfect forward secrecy: If long-term private keys of 
one or more entities are compromised, the secrecy of pre­
vious session keys established by honest entities is not af­
fected. 

-Key-compromise impersonation: Suppose that A's 
long- term private key is disclosed. Clearly an adversary 
that knows this value can now impersonate A, since it is 
precisely this value that identifies A. However, it may be 
desirable that this loss does not enable an adversary to im­
personate other entities to A. 

-Unknown key-share: Entity A cannot be coerced into 
sharing a key with entity B without A's knowledge, i.e., 
when A believes the key is shared with some entity C =I- B, 
and B (correctly) believes the key is shared with A. 

-Key control: No other entity should be able to force the 
session key to a preselected value. 

In addition, Identification protocols should have other 
properties which are related to performance. Because round 

trips and large blocks are critical factors in terms of com­
munication load and because exponentiations and random 
numbers are to be critical factors in terms of computation 
load, such properties are listed below: 

-Computational efficiency: this includes the number of 
operations required to execute a protocol. In order to 
achieve this property, the protocol should have the mini­
mum number of operation as possible. 

-Communication efficiency: This includes the number 
of passes (message exchanges) and the bandwidth required 
(total number of bits transmitted). 

Other desirable properties are: 
-Nature of security guarantees: including provable secu­

rity and zero-knowledge properties. 
-Storage of secrets: This refer to the location and the 

method used (e.g., software only, local disks, hardware to­
kens, etc.) to store critical keying material. 

3 Our proposed Protocol 

In this section we describe the EC-SAKA protocol in 
which two entities are both proving their identities to each 
other and establish a common session key in order to elab­
orate a secure connection. Alice and Bob represent a client 
and a server respectively. 

3.1 EC-SAKA Protocol Parameters 

Many researchers have examined elliptic curve cryp­
tosystems, which were firstly proposed by Miller [15] and 
Koblitz [8]. The elliptic curves which are based on the el­
liptic curve discrete logarithm problem over a finite field 
have some advantages than other systems: the key size 
can be much smaller than the other schemes since only 
exponential-time attacks have been known so far if the 
curve is carefully chosen [9], and the elliptic curve dis­
crete logarithms might be still intractable even if factoring 
and the multiplicative group discrete logarithm are broken. 
In this paper we use an elliptic curve E defined over a finite 
field Fp. The elliptic curve parameters to be selected [12] 
and [11] are: 

1 -Two field elements a and b E Fp,which define the 
equation of the elliptic curve E over Fp (i.e., y2 = x3 + 
ax + b in the case p ~ 4, where 4a3 + 27b2 =/- 0. 

2 -Two field elements Xp and Yp in Fp , which define a 
finite point P(xp , Yp) of prime order in E(Fp) (P is not 
equal to 0, where O denotes the point at infinity). 

3 -The order n of the point P. 

The Elliptic Curve domain parameter can be verified 
to meet the following requirements [12] and [11]. In 
order to avoid the Pollard-rho [16] and Pohling-Hellman 
algorithms for the elliptic curve discrete logarithm problem, 
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it is necessary that the number of Pp-rational points on E, 
denoted by #E(Pp), be divisible by a sufficiently large 
prime n. To avoid the reduction algorithms of Menezes, 
Okamoto and Vanstone [l] and Frey and Ruck [5], the 
curve should be non-supersingular (i.e., p should not 
devide (p + 1 - #E(Pp) )). To avoid the attack of Semaev 
[18] on Pp-anomalous curves, the curve should not be 
Pp-anomalous (i.e ., #E(Pp) =/- p). 

The table below (Table 1) shows the ECC mathematical 
parameters that are used in our proposed protocol. 

Table 1. EC Mathematical Notations 
Index I Explanation 

(h()) 
p,q 

P,Q 
a, b 
A,B 
E 
B 
x(Q) 

pw 

one-way hash function 
large prime numbers, where p = 
2.q+ 1 
Random points over elliptic curve 
Random generated private keys 
Agreed public key 
non-supersingular elliptic curve 
B E E(Pq) with order q 

x coordinate of point Q 
user 'u secret key 
u's public key with Yu 
(xuB)modp 
The user's password 

In the following, we will give an introduction to the 
EC-discrete logarithm problem, to Diffie-Hellman key 
exchange based on EC and to the elliptic curve based 
ElGamal signature scheme (ECEGS), which are the core 
theories used in our proposed protocol. 

Let E be an elliptic curve defined over a finite field Pp 
and let P E E(Pp) be a point of order n. Given Q where 
Q E E(Pq), the elliptic curve discrete logarithm problem 
is to find the integer l, 0 ::; l ::; n - 1, such that Q = l.P. 

The Diffie-Hellman key agreement protocol runs as 
follows: Alice selects a random number na and computes 
Ya = naB, he sends Ya to Bob. Similarly Bob computes 
Yb = nbB and sends Yb to Alice. Alice and Bob generate 
the same key K = naYbB = nbYa = nanbB, 

The ECEGS runs as follows: Alice selects a random 
number Xa, where 2 ::; Xa ::; n - 2, as his secret key and 
computes the corresponding public key Ya = XaB. There­
fore the public key and the private key are (E, Ya, B, n) 
and Xa. To generate a signature for a message m, Alice will 
select a random number k, where 2 ::; k ::; n - 2 computes 
R = kB and computes r = x( K B)modn. If r =/- 0, then 
computes s = K- 1 (h(m) + Xar)modn. The couple (R, s) 

will be Alice's signature of m. To verify the signature Bob 
will first confirm that r and s E [2, n-2] and then computes 
v1 = sR and v2 = h(m)B + rYa. Finally Bob will accept 
the signature if and only if ( v1 == v2). 

3.2 EC-SAKA Protocol Description 

The main goal of our proposed protocol is to achieve 
mutual authentication and key confirmation between the 
client and the server in order to establish a secure channel. 
Our proposed applies the ECEGS to the SKA protocol 
to enhance the safely level and protocol simplification in 
terms of computational and communications load. Our 
proposed protocol consists of three flows and it is illustrated 
in Figure 1. 

Figure 1. The EC-SAKA Protocol Scheme 

AlicSJ Bow 

Bob chooses b: 

Al1c·u/lC()sc, .r. 

Calculares B =b* P+Q: 

------- and s,;nds B to Ahce 

C<1k11/,1r, .J = .i• =n,.y_,l. 

(\1k11"1r.:s a = ,~B-QI: 

Compur,s J:. =IQ a , <111,/ 1 

~11</ w1ds .-l ,mJ I ro Bo, 

______ Bob Co111p111es p = b* A 

i: =Q+P a11d r: 

-------
Abe.: Compur,•s Y, = h(a) 

({(l~ = l~) 

⇒ (Alrce a111he11r1cC11es Bob 

ond k.:_r co1ifi11J1ar1011) 

also ,·0111p111es r1 and 1·, : 

if" (r1 = r, ) ⇒ 

(Bob a111he1111 0/~s .-J/ice and 

ker co1ifir111a11011) and 0111p111es 
l ~ =h(P} 

and sends J~ to .~ hce 

Before running the authentication procedure, the client 
select an elliptic curve E(Zp) defined on Zp. Alice, 
select a random point P over the elliptic curve with 
order n. n is a large prime number. Alice chooses a 
password pw, computes x = h(pw) and calculates Q 
where Q = x * P. In addition, Alice generates strong 
number p and q where p = 2 * q + 1. Once the following 
parameters ( E, Q, P, p, q, pw) are generated, Alice trans­
fers (E, Q, P, n) to the server, Bob, in a secure way. Once 
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these steps are done, the session key generation procedure 
will be executed as follow: 

Within the first flow, Bob chooses a random challenge b, 
where 1 :::; b :::; n - 1, then he calculates the point B where 

(1) 

Finally he sends B to Alice. 

Within the second flow, Alice chooses a random chal­
lenge a, where 1 :::; a :::; n - 1, then computes A where 

(2) 

and calculates a where 

a= a(B-Q) (3) 

and K = Q + a. In addition, Alice calculates r = 
(xA)mod(n) and checks that r -/- 0. If so, then Alice com-
putes 

i = a- 1(h(a) + x * r)mod(n) (4) 

Finally (A , i) becomes the signatures pair and Alice 
transfers A and i to the server. 

Within the third flow, Bob computes 

(5) 

Computes K = Q + /3 and computes r = x A modn. To 
verify the signature, first Bob checks that (r, i) E [2 , n - 2] . 
If so, then Bob computes 

V1 = i * A (6) 

and calculates 

v2 = (h(/3)P) + r * Q (7) 

Finally, Bob checks if ( v1 == v2 ), if so, Bob authenticates 
Alice and Bob can be confirmed that Alice has actually es­
tablished the same shared session key. Then Bob computes: 

(8) 

and finally he sends YB to Alice. 

In order to authenticate Bob, Alice will compute: 

(9) 

and then Alice will verify the value of YA by checking that 
(YA == YB), if so, if they match, then Alice authenticates 
Bob and Alice can be confirmed that Bob has actually 
established the same shared session key with her. 

Finally, Alice and Bob agree on the common session key 
Ks where 

Ks= h(ID(Alice)IIID(Bob)IIK) (10) 

Both sides will agree on the session Key Ks if all steps are 
executed correctly. Once the protocol run completes suc­
cessfully, both parties may use Ks to encrypt subsequent 
session traffic in order to create a confidential communica­
tion channel. 

4 Security Analysis 

In the following section, we will analyze the security of 
our proposed protocol. 

The EC-SAKA protocol is considered to be a secure 
authenticated key establishment protocol, if it satisfies the 
following properties: 

-Passive attack: Suppose that Oscar the attacker perform 
a passive attack, then the session will terminate with both 
parties accepting. That is, Bob and Alice successfully 
identify themselves to each other, and they both compute 
the session key. So, Oscar, the adversary, cannot compute 
any information about the common shared session key Ks 
by assuming the intractability of the elliptic curve discrete 
algorithms problem. Therefore the EC-SAKA protocol 
resists against the passive attack. 

-Man in the middle attack (or active attack): Suppose 
that an attacker, Oscar, intercepts B and replaces it with B' 
, Oscar then receives A and i from Alice. He would like 
to replace i by i', as before. However, this means that he 
must calculates a where a = a(B' - Q) but unfortunately 
for Oscar, he can not compute the value of a because he 
does not know the the value of Q neither the value of a. So, 
Oscar will not be able to compute K, neither Ks. Therefore 
the EC-SAKA protocol thwarts the man in-the-middle 
attack. 

-Dictionary attack: In dictionary attack, the attacker 
finds the real password by repeating a process of guessing 
the password of legal client and applying the passwords. 
The dictionary could be performed in offline or online 
mode. In our proposed protocol, it is impossible to get the 
real password since a one way hash function is applied to 
the password and during the protocol process, the shared 
Key K used in the calculation of Ks is calculated from 
b and a which are generated every new session; and by 
assuming the intactability of elliptic curve discrete loga­
rithm problem Therefore the EC-SAKA protocol thwarts 
the offline and online dictionary attack. 
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-Known-key attack: In this attack, an adversary will 
capture the session key from an eavesdropped session. 
In our proposed protocol, the client and the server both 
generates new b and a every new session, and in addition 
the shared key K is generated with every new session 
also. Thus our proposed protocol is secure against known 
key attacks assuming that the elliptic discrete problem is 
intractable. 

-Perfect forward secrecy: The perfect forward secrecy 
is that an exposed password does not enable an attacker to 
derive session keys of past communication sessions. In our 
protocol, the security of perfect forward secrecy is based 
upon the assumption that the elliptic curve discrete problem 
is intractable and on the value of the key K. Even if the 
attacker knew the correct password, the attacker still cannot 
compute the previous session keys because Ks is derived 
from the shared key K which is generated from the value 
of a and b. Therefore, the EC-SAKA protocol satisfies the 
property of perfect forward secrecy. 

-Resilience to server compromised: if the host's pass­
word file is compromised, an adversary can not use it to im­
personate legitimate user since the server does not store the 
file of the password, instead the value of Q where Q = x * P 
is stored. Thus, Oscar has to solve the elliptic curve discrete 
logarithm problem in order to retrieve the value of pass­
word. The EC-SAKA protocol provides resilience to server 
compromise. 

5 Performance evaluation: Efficiency and 
Comparison: 

Computation cost and communication cost are the most 
important aspects of password authentication protocols 
which affect the overall performance. They include number 
of steps, exponentiations, large blocks, symmetric encryp­
tion and decryption, hash functions and random numbers. 
In this section, we compare the EC-SAKA protocol with 
the following protocols: Leakage-Resilient Authenticated 
Key Exchange (LR-AKE) protocol, Simple Key Agreement 
(SKA) protocol, Secure Remote Password (SRP) protocol, 
EC-SRP, Simple Password Exponential Key Exchange (B­
SPEKE) protocol, Password-Authenticated Key Exchange 
(PAK-X and PAK-RY) protocols and Authentication Mem­
orable Password (AMP) protocol. The comparison is done 
in terms of number of steps, random numbers, exponentia­
tions and hash functions. Table 2 shows the compared re­
sult for number of steps and exponentiation. Table 3 shows 
the compared result for random numbers and hash functions 
numbers. 

It is clear from Table 2 that the EC-SAKA protocol has 
the minimal cost in terms of number of steps and exponenti-

Table 2. Comparison of Performance-1-
Exponentiations 

Protocol Rounds Client Server Total 

B-SPEKE 4 3 4 7 
SRP 4 3 3 6 
AMP 4 2 3 5 

PAK-RY 3 5 4 9 
PAK-X 3 5 4 9 
SKA 3 2 3 5 

LR-AKE 3 3 2 5 
AKEECC 4 2 2 4 
EC-SRP 3 2 2 4 

I EC-SAKA II 3 1 0 

ations compared with these above protocols. We can easily 
notice that B-SPEKE [4], SRP [20], AKEECC [7] and 
AMP [10] require 4 rounds while PAK-RY [3], PAK-X 
[13], SKA [17], LR-AKE [6] and EC-SAKA require 3 
rounds. In addition, the computational load was clearly im­
proved using EC-SAKA protocol because, as noted in table 
2, EC-SAKA requires 1 exponentiations, one for the client 
and nothing for the server. While for the other protocols, 
including SKA, LR-AKE, AKEECC [7] and EC-SRP [7], 
they require at least 4 exponentiations. 

Table 3. Comparison of Performance-2-
Protocol II Random N. I Hash Function N. I 

SRP 2 6 
AMP 2 9 

PAK-RY 3 8 
PAK-X 3 10 
SKA 2 7 

LR-AKE 2/4 6 
AKEECC 2 6 
EC-SRP 3 5 

I EC-SAKA II 2 5 

From Table 3, we can easily notice that the EC-SAKA 
protocol requires 2 random numbers and 5 hash functions 
while all the other protocols require more. In addition, for 
the EC-SRP and AKEECC protocols described in [7], we 
can easily notice that our protocol is better then these two 
protocols in terms of hash functions numbers. For the EC­
SRP protocols described in [7], EC-SRP protocol was pro­
posed for a one way authentication while our proposed pro­
tocol, EC-SAKA, provides mutual authentication. 

6 Conclusion 

Wireless network access are nowadays very important 
for users. This paper describes a new network access mech-
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anism for wireless local area networks. In this paper, we in­
troduce a fast and secure authenticated key agreement pro­
tocol based on elliptic curve cryptography and provides mu­
tual authentication and explicit key establishment. We also 
give a formal approach to prove its security based on the 
previous work by [7] . Our scheme is simple, easy to re­
alize, and secure against both passive and active attacks. It 
also resists many others attacks as described in section 4. 
Our proposed protocol is compared to well-known proto­
cols such as B-SPEKE, SRP, EC-SRP, AKEECC, PAK-RY, 
PAK-X, AMP, SKA and LR-AKE in terms of communi­
cation and computation cost and the results were well dis­
cussed in the previous section . 
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The increasing progress in wireless mobile communication has attracted an important amount of attention on the 

security issue. To provide secure communication for mobile devices, authenticated key agreement protocol is an 

important primitive for establishing session key. So far, several protocols have been proposed to provide robust mutual 

authentication and key establishment for wireless local area network (WLAN). In this paper we present a fast and 

secure authenticated key agreement (EC-SAKA) protocol based on elliptic curve cryptography. Our proposed protocol 

provides secure mutual authentication, key establishment and key confirmation over an untrusted network. The new 

protocol achieves many of the required security and performance properties. It can resist dictionary attacks mounted by 

either passive or active networks intruders. It can resist Man-In-The Middle attack. It also offers perfect forward secrecy 

which protects past sessions and passwords against future compromise. In addition, it can resist known- key and 

resilience to server attack. Our proposed protocol uses EIGamal signature techniques (ECEGS). We show that our 

protocol meets the above security attributes under the assumption that the elliptic curve discrete logarithm problem is 

secure. Our proposed protocol offers significantly improved performance in computational and communication load 

over comparably many authenticated key agreement protocols such as B-SPEKE, SRP, AMP, PAK-RY, PAK-X, SKA, 

LR-AKE and EC-SRP. 
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In key agreement protocol two or more distributed entities need to share some key in secret, called session 
key. This session key can then be used to achieve some cryptographic goal such as confidential 

communication channel between entities or data integrity. There are two kinds of key establishment 
protocols: Key transport protocols in which a key is created by one entity and securely transmitted to the 

second entity, and Key agreement protocols in which both parties contribute information which jointly 

establish the shared key LL4]- A key agreement protocol is said to provide implicit key authentication if entity 

A is assured that no other entity aside from a specifically identified second entity B can possibly learn the 
value of a particular secret key. A key agreement protocol which provides implicit key authentication to both 

entities is called an authenticated key agreement protocol. If both implicit key authentication and key 
confirmation are provided, then the key establishment protocol is said to provide explicit key authentication. 

A key agreement protocol which provides explicit key authentication to both entities is called an authenticated 

key agreement with key confirmation LL4]- The security of Elliptic Curve cryptography relies on the discrete 
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logarithm problem over the points on an elliptic curve. The best known methods to solve the Elliptic Curve 

Discrete Logarithm Problem (ECDLP) are Pollard approach and Pohlig-Hellman method. They are fully 
exponential while the best known methods to solve the Integer Factorization Problem (IFP) and the Discrete 

Logarithm Problem (DLP), on which most of the non-ECC cryptosystems rely, are sub-exponential. In fact, 
ECC can significantly reduce the computation and storage overhead. 

In this paper we present a fast and secure three-pass authenticated key establishment protocol for low power 

mobile wireless devices that provides secure mutual authentication and key agreement with key confirmation. 

The EC-SAKA (Secure Authenticated Key Agreement) is based on the Elliptic Curve Cryptographgy [19], on 

the EC ElGamal Signature Scheme (ECEGS), on SKA (Simple Key Agreement) protocol [!7J and on the 
assumption that the ECC discrete logarithm problem is secure [19]. Our proposed protocol achieves many of 

desirable security requirements and performances. 

The ECEGS is used to make the proposed protocol fast and efficient, both from a computational point of view 
and in the amount of information that needs to be exchanged in the scheme. It is also used to minimize the 

amount of computational performed by Alice, in particular. This is desirable because, in many practical 
applications, Alice's computations will be performed by a smart card with low computing power, while Bob's 

computations will be performed by a more powerful computer. 

The protocol described in this paper establish a shared key K between the two entities. A key derivation 

function should then be used to derive the session key K, based on the shared key. 

The remainder of this paper is organized as follows. Section 2 reviews the desirable properties needed for 

WLAN (Wireless Local Area Network) authenticated protocols. Section 3 presents the overall archticture of 

our proposed protocol. In section 4., the sec urity analysis is described. In section 5, a complete comparison 

over comparably many protocols is listed. Finally, section 6 makes concluding remarks. 

SECTION 2 

Desirable Properties for Key Agreement 
Protocols 

A number of desirable properties for key agreement protocols have been identified [i] and nowadays most of 
the protocols are analyzed using these properties which are described below: 

• Known-key security: Each run of a key agreement protocol between two entities A and B should 

produce a unique shared secret key called session key K 8 • A protocol should still achieve its goal in the 
face of an adversary who has learned some other session key. 

• Perfect forward secrecy: If long-term private keys of one or more entities are compromised, the secrecy of 
previous session keys established by honest entities is not affected. 

• Key-compromise impersonation: Suppose that A's long- term private key is disclosed. Clearly an 

adversary that knows this value can now impersonate A, since it is precisely this value that identifies A. 
However, it may be desirable that this loss does not enable an adversary to impersonate other entities to 

A. 

• Unknown key-share: Entity A cannot be coerced into sharing a key with entity B without A's knowledge, 
i.e., when A believes the key is shared with some entity C =I= B, and B (correctly) believes the key is 

shared with A. 

• Key control: No other entity should be able to force the session key to a preselected value. 

In addition, Identification protocols should have other properties which are related to performance. Because 

round trips and large blocks are critical factors in terms of communication load and because exponentiations 
and random numbers are to be critical factors in terms of computation load, such properties are listed below: 
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• Computational efficiency: this includes the number of operations required to execute a protocol. In order 

to achieve this property, the protocol should have the minimum number of operation as possible. 

• Communication efficiency: This includes the number of passes (message exchanges) and the bandwidth 
required (total number of bits transmitted). 

Other desirable properties are: 

• Nature of security guarantees: including provable security and zero-knowledge properties. 

• Storage of secrets: This refer to the location and the method used (e.g., software only, local disks, 

hardware tokens, etc.) to store critical keying material. 

SECTION 3 

Our Proposed Protocol 

In this section we describe the EC-SAKA protocol in which two entities are both proving their identities to 

each other and establish a common session key in order to elaborate a secure connection. Alice and Bob 
represent a client and a server respectively. 

3.1 EC-SAKA Protocol Parameters 

Many researchers have examined elliptic curve cryptosystems, which were firstly proposed by Miller [15] and 

Koblitz IB]. The elliptic curves which are based on the elliptic curve discrete logarithm problem over a finite 
field have some advantages than other systems: the key size can be much smaller than the other schemes 

since only exponential-time attacks have been known so far if the curve is carefully chosen [9J, and the 
elliptic curve discrete logarithms might be still intractable even if factoring and the multiplicative group 

discrete logarithm are broken. In this paper we use an elliptic curve E defined over a finite field Fp. The 
elliptic curve parameters to be selected [ig] and Lu] are: 

1 - Two field elements a and b E Fp, which define the equation of the elliptic curve E over Fp (i.e., 

y2 = x3 + ax + bin the case p 2'. 4, where 4a3 + 27b2 i= 0. 

2 - Two field elements Xp and YP in Fp, which define a finite point P(xp, Yp) of prime order in E(Fp) (Pis 

not equal to 0, where O denotes the point at infinity). 

3 - The order n of the point P. 

The Elliptic Curve domain parameter can be verified to meet the following requirements [!2] and [ll]. In 
order to avoid the Pollard-rho [:!Q] and Pohling-Hellman algorithms for the elliptic curve discrete 

logarithmproblem, it is necessary that the number of Pp-rational points on E, denoted by #E(Fp ), be 
divisible by a sufficiently large prime n. To avoid the reduction algorithms of Menezes, Okamoto and 

Vanstone Wand Frey and Ruck [5], the curve should be non-supersingular (i.e., p should not devide 
(p + l-#E(Fp))) . To avoid the attack ofSemaev [ill] on Fp-anomalous curves, the curve should not be Fp­

anomalous (i.e., #E(Fp) i= p). 

The table below (Table 1) shows the ECC mathematical parameters that are used in our proposed protocol. 

Table 1. EC Mathematical Notations 
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Index Explanation 

(h()) one-way hash function 
p q large prime numbers, where p -

2.q+ 1 
P, Q Random points over elliptic curve 
a,b Random generated private keys 
A,B Agreed public l<ey 
E non-supersingular elliptic curve 
B B E E(Fq) with order q 

x(Q) x coordinate of point Q 
Xu user ' u secret key 

Yu u 's public l<e> with Yu --
(xu B )modp 

pw Tue user 's pass1vvord 

In the following, we will give an introduction to the EC-discrete logarithm problem, to Diffie-Hellman key 
exchange based on EC and to the elliptic curve based ElGamal signature scheme (ECEGS), which are the core 

theories used in our proposed protocol. 

Let Ebe an elliptic curve defined over a finite field Fp and let PE E(Fp) be a point of order n . Given Q 

where Q E E(Fq), the elliptic curve discrete logarithm problem is to find the integer l, 0 S l Sn - 1, such 
thatQ = l. P. 

The Diffie-Hellman key agreement protocol runs as follows: Alice selects a random number na and computes 

Ya = n 0 B, he sends Ya to Bob. Similarly Bob computes Yi, = nbB and sends Yi, to Alice. Alice and Bob 

generate the same key K = naYbB = nbYa = nanbB-

The ECEGS runs as follows: Alice selects a random number Xa, where 2 S Xa S n - 2, as his secret key and 
computes the corresponding public key Ya = xaB. Therefore the public key and the private key are 

(E, Y0 ,B, n) and x0 • To generate a signature for a message m, Alice will select a random number k, where 
2 S k S n - 2 computes R = kB and computes r = x(K B)modn. If r =f 0, then computes 

s = K - 1 (h(m) + x0 r)modn. The couple (R, s) will be Alice's signature of m . To verify the signature Bob 
will first confirm that rands E [2,n - 2] and then computes v1 = sRand v2 = h(m)B + rYa- Finally Bob 

will accept the signature if and only if (v1 == v2)-

3.2 EC-SA.KA Protocol Description 

The main goal of our proposed protocol is to achieve mutual authentication and key confirmation between the 

client and the server in order to establish a secure channel. Our proposed applies the ECEGS to the SKA 
protocol to enhance the safely level and protocol simplification in terms of computational and 

communications load. Our proposed protocol consists of three flows and it is illustrated in figure 1. 
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Figure 1 The EC-SAKA Protocol Scheme 

r, 
LJ 

Before running the authentication procedure, the client select an elliptic curve E( Zp) defined on Zp. Alice, 
select a random point P over the elliptic curve with order n. n is a large prime number. Alice chooses a 

password pw, computes x = h(pw) and calculates Q where Q = x * P. In addition, Alice generates strong 
numberpand qwherep = 2 * q + 1. Once the following parameters (E, Q, P,p,q,pw) are generated, Alice 

transfers (E, Q, P, n) to the server, Bob, in a secure way. Once these steps are done, the session key 
generation procedure will be executed as follow: 

Within the first flow, Bob chooses a random challenge b, where 1 S b S n - 1, then he calculates the point 

Bwhere 

View Source 

Finally he sends B to Alice. 

1 

Within the second flow, Alice chooses a random challenge a, where 1 S a S n - 1, then computes A where 

View Source 

and calculates a where 

a= a(B-Q) 

View Source 

and K = Q +a. In addition, Alice calculates r = (xA)mod( n) and checks that r i= 0. If so, then Alice 

computes 

i = a- 1(h(a) + x * r)mod(n) 

View Source 
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Finally ( A, i) becomes the signatures pair and Alice transfers A and i to the server. 

Within the third flow, Bob computes 

View Source 

Computes K = Q + /3 and computes r = x A modn. To verify the signature, first Bob checks that 
( r, i) E [2, n - 2]. If so, then Bob computes 

V1 = i *A 

View Source 

and calculates 

View Source 

Finally, Bob checks if (v1 == v2), if so, Bob authenticates Alice and Bob can be confirmed that Alice has 

actually established the same shared session key. Then Bob computes: 

Ys = h(/3) 

View Source 

and finally he sends Ys to Alice. 

In order to authenticate Bob, Alice will compute: 

View Source 

5 

6 

7 

8 

9 

and then Alice will verify the value of YA by checking that (YA == Ys), if so, if they match, then Alice 

authenticates Bob and Alice can be confirmed that Bob has actually established the same shared session key 
with her. 

Finally, Alice and Bob agree on the common session key Ks where 

Ks = h(ID(Alice)IIID(Bob)IIK) 

View Source 

Both sides will agree on the session Key Ks if all steps are executed correctly. Once the protocol run 

completes successfully, both parties may use Ks to encrypt subsequent session traffic in order to create a 
confidential communication channel. 

SECTION 4 
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Security Analysis 

In the following section, we will analyze the sec urity of our proposed protocol. 

The EC-SAKA protocol is considered to be a secure authenticated key establishment protocol, if it satisfies 

the following properties: 

• Passive attack: Suppose that Oscar the attacker perform a passive attack, then the session will terminate 

with both parties accepting. That is, Bob and Alice successfully identify themselves to each other, and 
they both compute the session key. So, Oscar, the adversary, cannot compute any information about the 

common shared session key K s by assuming the intractability of the elliptic curve discrete algorithms 
problem. Therefore the EC-SAKA protocol resists against the passive attack. 

• Man in the middle attack (or active attack): Suppose that an attacker, Oscar, intercepts Band replaces it 

with B' , Oscar then receives A and i from Alice. He would like to replace i by i' , as before. However, 

this means that he must calculates a where a = a(B' - Q) but unfortunately for Oscar, he can not 

compute the value of a because he does not know the the value of Q neither the value of a. So, Oscar 

will not be able to compute K, neither K •. Therefore the EC-SAKA protocol thwarts the man in-the­

middle attack. 

• Dictionary attack: In dictionary attack, the attacker finds the real password by repeating a process of 

guessing the password oflegal client and applying the passwords. The dictionary could be performed in 
offline or online mode. In our proposed protocol, it is impossible to get the real password since a one 

way hash function is applied to the password and during the protocol process, the shared Key K used in 
the calculation of Ks is calculated from b and a which are generated every new session; and by 

assuming the intactability of elliptic curve discrete logarithm problem Therefore the EC-SAKA protocol 
thwarts the offline and online dictionary attack. 

• Known-key attack: In this attack, an adversary will capture the session key from an eavesdropped 
session. In our proposed protocol, the client and the server both generates new b and a every new 

session, and in addition the shared key K is generated with every new session also. Thus our proposed 
protocol is secure against known key attacks assuming that the elliptic discrete problem is intractable. 

• Perfect forward secrecy: The perfect forward secrecy is that an exposed password does not enable an 
attacker to derive session keys of past communication sessions. In our protocol, the security of perfect 

forward secrecy is based upon the assumption that the elliptic curve discrete problem is intractable and 
on the value of the key K . Even if the attacker knew the correct password, the attacker still cannot 

compute the previous session keys because Ks is derived from the shared key K which is generated 
from the value of a and b. Therefore, the EC-SAKA protocol satisfies the property of perfect forward 

secrecy. 

• Resilience to server compromised: if the host's password file is compromised, an adversary can not use 
it to impersonate legitimate user since the server does not store the file of the password, instead the 

value of Q where Q = x * P is stored. Thus, Oscar has to solve the elliptic curve discrete logarithm 
problem in order to retrieve the value of password. The EC-SAKA protocol provides resilience to server 

compromise. 

SECTION 5 

Performance Evaluation: Efficiency and 
Comparison 

Computation cost and communication cost are the most important aspects of password authentication 
protocols which affect the overall performance. They include number of steps, exponentiations, large blocks, 

symmetric encryption and decryption, hash functions and random numbers. In this section, we compare the 
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EC-SAKA protocol with the following protocols: Leakage-Resilient Authenticated Key Exchange (LR-AKE) 

protocol, Simple Key Agreement (SKA) protocol, secure Remote Password (SRP) protocol, EC-SRP, Simple 
Password Exponential Key Exchange (B-SPEKE) protocol, Password-Authenticated Key Exchange (PAK-X 

and PAK-RY) protocols and Authentication Memorable Password (AMP) protocol. The comparison is done in 
terms of number of steps, random numbers, exponentiations and hash functions. Table 2 shows the compared 

result for number of steps and exponentiation. Table 3 shows the compared result for random numbers and 
hash functions numbers. 

It is clear from Table 2 that the EC-SAKA protocol has the minimal cost in terms of number of steps and 

exponentiations compared with these above protocols. We can easily notice that B-SPEKE L4J, SRP _lgQ], 
AKEECC [7.] and AMP [!Q] require 4 rounds while PAK-RY [3], PAK-X [!3], SKA [17.], LR-AKE [6] and 

EC-SAKA require 3 rounds. In addition, the computational load was clearly improved using EC-SAKA 
protocol because, as noted in table 2, EC-SAKA requires 1 exponentiations, one for the client and nothing for 

the server. While for the other protocols, including SKA, LR-AKE, AKEECC [7J and EC-SRP [7J, they require 

at least 4 exponentiations. 

Table 2. Comparison of Performance-!-

Exponentiations 
Protocol Rounds Client Seiver Total 

B-SPEKE 4 3 4 7 

SRP 4 3 3 6 

AMP 4 - 3 5 
PAK-RY 3 5 4 9 
PAK-X 3 5 4 9 

SKA 3 2 3 5 
LR-AKE 3 3 2 5 
AKEECC 4 2 2 4 
EC-SRP 3 2 2 4 

I EC-SAKA II 3 I 1 I 0 I 1 I 
r, 
LJ 

Table 3. Comparison of Performance-2-

Protocol II Random N. Hash Function N. 

SRP 2 6 

AMP 2 9 

PAK-RY 3 8 

PAK-X 3 10 
SKA 2 7 

LR-AKE 2/4 6 

AKEECC 2 6 

EC-SRP 3 5 

EC-SAKA II 2 5 

From Table 3, we can easily notice that the EC-SAKA protocol requires 2 random numbers and 5 hash 
functions while all the other protocols require more. In addition, for the EC-SRP and AKEECC protocols 

described in [7.], we can easily notice that our protocol is better then these two protocols in terms of hash 
functions numbers. For the EC-SRP protocols described in [7.], EC-SRP protocol was proposed for a one way 

authentication while our proposed protocol, EC-SAKA, provides mutual authentication. 

SECTION 6 
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Conclusion 

Wireless network access are nowadays very important for users. This paper describes a new network access 

mechanism for wireless local area networks. In this paper, we introduce a fast and secure authenticated key 
agreement protocol based on elliptic curve cryptography and provides mutual authentication and explicit key 

establishment. We also give a formal approach to prove its security based on the previous work by [7J . Our 
scheme is simple, easy to realize, and secure against both passive and active attacks. It also resists many 

others attacks as described in section 4.• Our proposed protocol is compared to well-known protocols such as 
B-SPEKE, SRP, EC-SRP, AKEECC, PAK-RY, PAK-X, AMP, SKA and LR-AKE in terms of communication and 

computation cost and the results were well discussed in the previous section. 
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