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| Introduction

The invention of the 204 Patent solves a long-felt need in cellular
communications: securely identifying and authenticating a mobile device. Prior to
the *204 Patent, a mobile device’s identity, known as an IMSI, was transmitted “in
the clear” and unencrypted. This allowed nefarious actors to intercept the IMSI and
potentially identify and track a user.

The invention of the *204 Patent solves this problem by, in part, using an
encryption technique known as an elliptic curve integrated encryption scheme in a
particular way that allows a mobile device to encrypt and send its IMSI to the cellular
network servers before the mobile device is authenticated with the network.

Petitioner’s references do not use this method. Petitioner’s primary reference,
Semple still transmits the IMSI in the clear, and does not describe sending encrypted
data in conjunction with a module public key. Wang, which the Petition only uses to
argue that Semple could be modified to send the IMSI encrypted, does not use the
claimed encryption scheme or keys, instead using a different scheme to encrypt the
IMSI. Wang likewise does not suggest sending encrypted data in conjunction with a
module public key.

Recognizing that the art does not describe the claims of the ’204 Patent,
Petitioner, and its expert in a declaration that simply mirror’s the language from the

Petition, asserts a theory that completely rewrites the security scheme’s described
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by both of its primary prior art references in a way that can only be explained by
hindsight. Petitioner’s modifications to these systems weaken their existing security
features and fail to improve those systems. This improper argument cannot show a
reasonable likelihood that the claims of the *204 Patent are obvious.

II. Background
A. Authentication in Cellular Networks

Securely authenticating devices and users in a cellular network has always
been a challenge. EX2024 94930-32. Any such system must be able to authenticate a
device and allow access to the network. /d. 4430-31. One solution, employed in older
versions of the cellular standard promulgated by the likes of the ETSI and 3GPP,
primarily relied on two pieces of information: a key K and an international mobile
subscriber identity (“IMSI™). Id. The key K is a secret key used to derive the keys
used by the various security functions in mobile networking. /d. The key K is
historically provided to the mobile device on its SIM card. /d. 431. Each mobile
device has a unique key K that is also known to the device’s home network. /d. §30.
In a secure environment, no other devices or entities know this key K. /d. The IMSI
is a number that uniquely identifies a user of a cellular network. /d. §30. Like the
key K, the IMSI was historically assigned via the SIM card. /d.

At the home network, each IMSI is associated with a particular key K. /d. §30.

This association is used in cellular networks to authenticate mobile devices. /d. 932.
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One way to do this is a technique called EPS-AKA used in 4G cellular systems. This

approach is illustrated below:
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Figure 2 - LTE Authentication Procedure

EX2025, 5. In the EAP-AKA procedure, a mobile device attempting to connect to a

network first completes the “Radio Resource Control” (“RRC” above) procedure,

following which the mobile device sends the “Attach Request.” Id., 4-5 This request

includes the device’s IMSI and is forwarded to the device’s Home Network. /d., 4.

Using the IMSI, the Home Network identifies the corresponding shared se

cret key

(indicated as Ki in the home network, above). Id. Using that key, the Home Network

can generate an expected response token, or XRES and an authentication token, or

AUTH. Id. The AUTH is forwarded to the mobile device, which compares it to its
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own token based on Ki to authenticate the network. /d., 5. If the network appears to
be authentic, the mobile device generates a response token, or RES, based on Ki and
transmits RES back to the network. /d. If RES is equal to XRES, then further security
keys are generated for future secure transmissions, and the mobile device is allowed
access to the network. /d.

It had long been recognized that this process was vulnerable to attack because
the IMSI was sent in the clear, without encryption. /d., 6; EX2024 432. This allowed
nefarious actors to intercept the IMSI to various ends. EX2024 932; EX2025, 6. The
inventor of the ’204 Patent recognized this problem in existing authentication
practice and sought to solve it. EX2024 433; EX1001, 2:48-4:32.

B. The °204 Patent Invention

The 204 Patent is titled “Systems and methods for ‘machine-to-machine’
(M2M) communications between modules, servers, and an application using public
key infrastructure (PKI).” EX1001, cover. It was invented by John A. Nix. The 204
Patent was filed on January 12, 2022, and claims priority through a chain of five
continuation applications to October 16, 2013. Id. cover, page 2. The *204 Patent
1ssued on March 14, 2023. Id.

As noted above, the inventor of the 204 Patent recognized a need in the art
for better security in wireless network communications. /d., 2:48-4:32. One solution

is to “leverage established public key infrastructure (PKI) techniques and
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algorithms” in cellular networks. /Id., 2:54-56. But, doing so presented a number of
technical challenges. Id., 3:51-53; see id., 3:53-4:8. The inventor of the *204 Patent
sought to address these challenges. Id., 4:43-48.

The claimed invention of the ’204 Patent describes a mobile device with
certain capabilities that enable the mobile device to complete an authentication
process with a mobile network without revealing its IMSI. /d., 100:31-67 (claim 1).
These capabilities include storing a public key for a server of the mobile network on
the mobile device, in addition to storing the IMSI and key K. /d., 100:40-45. The
device can then derive its own public key and private key. /d., 100:46-48. The private
key can be used in conjunction with the server public key to derive a symmetric
ciphering key. /d., 100:49-53. Using that symmetric ciphering key, the mobile device
can generate module encrypted data that includes the IMSI. Id., 100:54-57. The
mobile device then sends an encrypted message to a server for a wireless network
that includes the IMSI, in addition to the mobile device’s public key. Id., 100:58-65.
The device can authenticate itself with the mobile network using a message digest.
1d., 100:66-67.

These capabilities are reflected in claim 1, the only independent claim of the
’204 Patent:

1. A mobile device comprising:

(a) at least one processor; and
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(b) at least one computer-readable medium operatively connected to the
at least one processor and having stored thereon instructions that,
when executed by the at least one processor, cause the mobile device
to perform a method of authentication with a wireless network, the
method comprising:

(1) storing a server public key, a module identity, cryptographic
algorithms, and a pre-shared secret key, wherein the module
identity comprises a permanent identifier for the mobile device
and the cryptographic algorithms includes a symmetric ciphering
algorithm;

(2) deriving a module private key and a corresponding module
public key using the cryptographic algorithms;

(3) deriving a symmetric ciphering key using (1) an elliptic curve
integrated encryption scheme with the server public key and the
module private key and (ii)) an American National Standards
Institute standard X-9.63 key derivation function;

(4) generating a module encrypted data using the symmetric
ciphering key and the symmetric ciphering algorithm, wherein

the module encrypted data includes the module identity;
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(5) sending a message to a server for the wireless network, the
message comprising the module encrypted data and the module
public key, wherein the server mutually derives the symmetric
ciphering key using at least the module public key, and wherein
the wireless network selects the pre-shared secret key for the
mobile device using the module identity; and

(6) authenticating with the wireless network using a message digest
with the pre-shared secret key.

1d., 100:31-67 (claim 1).

C. Effective Filing Date of the *204 Patent

The 204 Patent claims priority to October 16, 2013, through a chain of five
continuation applications. /d., cover. Petitioner does not dispute that the priority date
of the ’204 Patent 1s October 16, 2013. Pet., 7.

D. Level of Ordinary Skill in the Art

For purposes of this Preliminary Response, Patent Owner does not contest
Petitioner’s recitation of the level of skill in the art, because even under Petitioner’s
proposed level of skill (Pet., 7), Petitioner has failed to demonstrate a reasonable
likelihood of success. Patent Owner reserves the right to propose its own definition

of a person of ordinary skill in the art in the future if necessary.
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Petitioner asserts eight grounds of invalidity based on combinations of six

references: (1) Semple; (2) Wang; (3) SECI; (4) Bhuyan; (5) Pierce; and (6)

Jorgensen. Pet., 3—4. All eight grounds rely on Semple as the primary reference

combined with Wang. Grounds 5-8 add SECI as an additional reference but are

otherwise identical to Grounds 1-4.

Groun Claims Statute References
d
1 1-7,9, 11-12, 14-16, § 103 | Semple and Wang
18-20
2 5 and 8 § 103 | Semple, Wang, and Bhuyan
3 10 § 103 | Semple, Wang, and Pierce
4 13,17, and 18 § 102 | Semple, Wang, and Jorgensen
5 1-7,9, 11-12, 14-16, § 103 | Semple, Wang, and SEC1
18-20
6 5and 8 § 103 | Semple, Wang, SEC1, and Bhuyan
7 10 § 103 | Semple, Wang, SECI1, and Pierce
8 13,17, and 18 § 103 |Semple, Wang, SECI, and
Jorgensen
Pet., 3-4.!

' For the purposes of this preliminary response, Patent Owner has addressed

independent Claim 1 because Petitioner has failed to demonstrate a reasonable

8
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1. Semple [EX1005]

Semple is U.S. Patent Publication No. 2010/0174907, titled “Secure
bootstrapping for wireless communications.” EX1005, cover. Semple describes a
method of authenticating users in a cellular network that is similar to the methods
used prior to the invention of the 204 Patent. Specifically, Petitioner focuses on

Semple’s Figure 6 and related discussion:

likelihood of success of showing unpatentability of that claim (and therefore
dependent Claims 2-20 as well). If trial is instituted, then Patent Owner reserves the
right to further address the deficiencies in Petitioner’s theories, including

deficiencies regarding the dependent claims.
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EX1005, Fig. 6; Pet. 8-10. Figure 6 illustrates the interaction of four components: 1)
the SIM on the mobile terminal (608); 2) the mobile terminal, itself (606); 3) a
bootstrapping server function (BSF), part of the mobile devices home network (604);
and 4) the home local register (HLR), also part of the mobile device’s home network
(602). EX1005 9924-26, 47. As with the EAP-AKA, Semple begins with the mobile
device transmitting its IMSI, in the clear, to the HLR in step 600. Id. 948. Upon
receiving the IMSI, the HLR will identify the key Ki that corresponds to that IMSI.

Id. Using Ki and a random challenge, RAND, the HLR will generate a signed
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response, or SRES. /d. This information is provided to the BSF, which generates a
public key for itself (Px). /d. The BSF then computes a digital signature (SIG) using
Px, and sends RAND, Px, and SIG to the mobile terminal. /d.

Using this information, the mobile terminal verifies SIG and computes its own
key Py. Id. 949. The mobile terminal also passes RAND to the SIM which computes
and returns SRES and Kc based on RAND and Ki. /d. The mobile terminal uses this
information to generate a message authentication code (MAC) of Py keyed with
SRES and Kc and sends a response containing Py and MAC to the BSF. /d. The BSF
then receives this message and verifies the MAC using the SRES and Kc it
previously obtained from the HLR. /d. §50.

Using this technique, both the mobile terminal and the BSF can mutually
authenticate each other, as neither could generate a matching SRES without the
correct key Ki. /d. 50-51. The mobile terminal and BSF can also generate a mutual
key Pxy, which can be used in further communications between the two devices. /d.
I51.

Unlike the invention of the *204 Patent, Semple requires that the IMSI be sent
in the clear. Without doing so, Semple’s HLR cannot identify the correct key Ki
corresponding to the mobile device. There is no teaching in Semple that would allow
the IMSI to be sent encrypted during the authentication process. Indeed, no

encrypted information is exchanged during that process.

11
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2. Wang [EX1006]

Wang is International Publication Number WO 2008/005162 titled “Method
and apparatus for security protection of an original user identity in an initial signaling
message.” EX1006, cover.

Wang recognized the need to encrypt the IMSI in cellular communication. /d.
5. To solve this problem, Wang describes a control-plane packet data convergence
protocol (“C-PDCP”) layer in a mobile device (the “WTRU”) that performs
ciphering and integrity protection of initial signaling messages. Id. 915, 28.

The Petition focuses on Wang’s process as illustrated in Figure 3:

211 — A0 e ] 20 A sowierc | - A HwRiAC]

s ] ,JRRﬂ km 250
[C-POCP ACTIVATION {FROW USiH) | 302
SYSTEM INFORMATION 300
212 T (PUBLIC KEYS, RAND i) Q| _
aTTaGH LLO ( LOAD SECURTY PARAMETERS n-306 304
/D’ (IM81) """TLTE RRCCONNEC|TION REQUEST
308 [(ATTACH < IMST, [MAC4 >, PLMN - D) 316
310 [INTIAL ATTACH I1MS! CIPHERING | - 314 B
— (e Rre ] 318 320
%6 312 CONNECTION REQUEST ISELECT aGW BY PLMN -1D l AUTHENTICATION
(ATTAGH,PLMN-ID)  ¢— INITIAL WTRU MESSAGE ——=3__ DATA REQUEST w
§ A wmmoaTon ——LATACH WH M) ==\ mevncanoy 71
AUTHENTICATE NETWORK ), REQUEST DATA RESPONSE ,
COMPUTE KEYS AND 324 (RAND/AUTN) 322
RESPONSE 330
i 1 AUTHENTICATION | RESPONSE (RES) y
. _ 328 AUTHENTICATE UE,
336 CHECK RES = XRES
SH \4 A SECURITY MODE ____ {—— AUTHENTICATION
4= INDICATOR —L§ |30 COMMAND COMPLETE
7 LOAD KEYS 4~ Lowp Kevs 334 332
38— [cowicieu-poce] | 34 344
WITH A NEW CK e pram— ( _ K346
dh ATTACH ACCEPT =/
o o 3 — —— Fie. 3 [

12



IPR2026-00115
U.S. Pat. No. 11,606,204

1d., Fig. 3. Upon WTRU power-up, the C-PDCP layer is activated (step 302) and
receives security parameters from the USIM and system information broadcast by
the eNode-B (“eNB”) of the network, which includes public keys or key derivation
information and random numbers (step 304). Id. Y15, 29. Initial security
parameters, including a ciphering key (CK) and an integrity key (IK), are then loaded
into the C-PDCP layer (step 306), drawn from the USIM and/or derived from the
broadcast system information. /d. 430. The CK may be a public key selected from a
broadcast public key set, enabling asymmetric encryption of the IMSI even before
any mutual authentication has occurred. /d. 30.

Next, the NAS layer of the WRTU triggers an RRC connection by sending an
ATTACH message with the IMSI to the RRC layer (step 308), which forwards the
message along with a MAC-I to the C-PDCP layer (step 310). Id. §31. The C-PDCP
layer ciphers the attach message and the IMSI using the initial CK and sends the
ciphered LTE RRC connection request to the eNB (steps 312, 314). Id. 431. The
eNB selects an appropriate access gateway (aGW) based on the PLMN ID (step 316)
and forwards the ciphered attach message with the IMSI to the aGW (step 318). /d.
932. Following the initial ciphered connection is an AKA authentication procedure,
which authenticates the WTRU and eNB to each other. /d. 9933-36.

Unlike the *204 Patent, Wang’s encryption of the IMSI relies on a pre-existing

ciphering key CK that is either pre-stored on the USIM or derived from system

13



IPR2026-00115
U.S. Pat. No. 11,606,204

information broadcast by the network. /d. 15, 31. Wang does not teach encrypting
the IMSI with a key derived from an elliptic curve integrated encryption scheme.
Instead, Wang’s CK is generated from the pre-shared secret key K and a random
value through the conventional 3GPP AKA mechanism. EX1006 994748, Fig. 6.

III. Claim Construction

Petitioner contends that no terms require construction. Pet., 8. For the
purposes of this preliminary response, Patent Owner agrees.

IV. Arguments

In each of Petitioner’s grounds, Petitioner has failed to show a reasonable
likelihood that its proposed combinations teach or disclose the independent claim of
the *204 Patent. Accordingly, institution should be denied.

The Petition fails on a fundamental level: each of Petitioner’s references are
old techniques with failings that the invention of the 204 Patent solves. Semple
requires that the IMSI be transmitted in the clear and unencrypted, compromising
privacy of the IMSI. Petitioner contends that this could be fixed simply by importing
Wang’s teaching that encrypts an IMSI in a transmission and includes a MAC-I. But,
Semple’s system does not teach sending encrypted data at all during the
authentication process, and Petitioner’s proposed combination fails to address the
fact that this new method is less secure than Semple’s teachings. This combination

is conjured from hindsight and relies on a fundamental re-design of the security

14
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systems of both Semple and Wang. Unsurpisingly, this combination fails to teach
several elements of claim 1 of the *204 Patent.

A. Sending a message to a server for the wireless network, the message
comprising the module encrypted data and the module public key,
wherein the server mutually derives the symmetric ciphering key
using at least the module public key, and wherein the wireless

network selects the pre-shared secret key for the mobile device
using the module identity (Claim 1(b)(5), all Grounds).

Element 1(b)(5) requires that the mobile device is capable of “sending a
message to a server for the wireless network, the message comprising the module
encrypted data and the module public key....” As noted above, “the module
encrypted data includes the module identity.” The Petition recognizes that this
element is not disclosed by Semple. Instead, Petitioner proposes that a POSITA
would modify Semple to “encrypt IMSI, as taught by Wang, rather than sending it
in the clear....” Pet. 35. Petitioner reasons that “Wang discloses preparing encrypted
module data that includes the IMSI, and the encryption would be performed using
the symmetric ciphering key in the combined Semple-Wang system.” Pet. 36. For
the reasons explained below, the Petitioner fails to show a reasonable likelihood that
Semple in view of Wang renders this claim obvious, because neither Semple or
Wang describe a “sending a message to a server for the wireless network, the
message comprising the module encrypted data and the module public key.”

Throughout the Petition, and in reference to element 1(b)(5), Petitioner relies

on Semple’s figure 6, which is described above in section IL.E.1:

15



608

i SIM
Stored: :

o IMSI for SIM !
* Ki ~pre-shared secret |
integrity key ‘
* A3 and A8 algorithms |

Mobile
Ternminal

« BSF digitat

certificate

* Verify SIG using
BSF digital certificate
* Generate secret

IPR2026-00115
U.S. Pat. No. 11,606,204

602 ..

HLR

{ MST Identifier)

Stored:

= IMS] dawbase

* Ki ~pre-shared secret
integrity key

* A3 acd AS algorithms
Generate:

® RAND -~ random number

* SRES - signed response
based on Ki and RAND

* K¢ -~ confidendal encryption

L key bused on Ki and RAND
BSF

| I—

L Generate secret exponent X
'

1 ® Compute p*

L2610
! (RAND,PX SIG) |
e

'
»

exponent y
» Comnute PY
612
(RAND)
Generate
* SRES based on Ki
and RAND
s Kc based on Ki and 614
RAND ( SRES, K¢ )

= Compute MAC of

PY keyed with SRES ;

and Kc

LI
; ®Y ., MAC) ¢
—

‘,,,62 8
Confirmation

Figure 6

g » Compute SIG using RSA

private key
Stored:
« BSF digital
certificate

e Verfy MAC using the
key SRES and Kc

« If this verification
produces the same P,
then verification has
succeeded.

EX1005, Fig. 6; see Pet. 36. As illustrated here, Semple describes sending the IMSI

from a mobile terminal to a BSF in a first step 600. Ex1005, Fig. 6, 948. Later, in

step 616, Semple transmits a message 616 that includes a public key Py and a MAC.

Id. Fig. 6, 949. As noted above, Semple never transmits any encrypted data during

this process. EX2024 939. In fact, the shared keys required to do so are not generated

until the end of this process. EX1005 9950-51.

Neither Semple nor Wang disclose transmitting an encrypted IMSI with a

public module key. EX2024 9939, 47. See Pet. 35 (“Semple by itself describes the
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MT sending the IMSI before doing the Diffie-Hellman exchange....”). In fact,

neither disclose transmitting even an unencrypted IMSI with a module public key.

EX2024 947. Recognizing this, Petitioner contends that Semple’s process could be

completely re-organized to eliminate step 600 and instead include an encrypted IMSI

in step 616. Pet, 35, 37. This modified Semple-Wang system is illustrated by

Petitioner annotated version of Semple’s figure 6:
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Pet. 39. But, there is no support in Semple or Wang to completely re-work Semple’s

security techniques, as Petitioner proposes. EX2024 9940, 47-48; see also id. §437-

57.
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The proposed modification moves the IMSI transmission from an initial
connection request to the authentication step. Pet. 39, EX2024 9940-41. Neither
Semple nor Wang teach or suggest this change. EX2024 q442-43. Instead, both teach
away from it by requiring their systems to first receive an IMSI before beginning the
authentication. /d. 9943-47. In Semple, the IMSI is first verified as having a valid
subscription to the network before the parameters for authentication are generated
and transmitted. Id. 943, 49. In Wang, the authentication vectors cannot be
generated without first identifying the IMSI. Id. 4943-44, 50.

Moreover, Semple never suggests transmitting any encrypted data during the
process of figure 6. Ex2024 949. Instead, each message is sent in the clear, and other
than the original IMSI, only contains keys, MACs, and other values used for various
security functions, as opposed to any encrypted data and certainly not any data
encrypted with an ECIES derived key. See EX1025 9948-50. To the extent Semple
does envision transmitting encrypted data, it is only after the figure 6 process is
complete. EX1025 951; EX2024 438. And as explained further below, sending the
IMSI immediately before receiving the RAND, Px, and SIG provides security
benefits that Petitioner’s proposed changes eliminate. EX2024 9949, 51-55.

Wang also does not support this modification, which is why the Petition only
relies on Wang for the idea of an encrypted IMSI sent with a MAC-I. Pet. at 37. Like

Semple, Wang also sends its IMSI prior to the authentication request message
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containing RAND and AUTN and cannot generate the AUTN without first receiving
the IMSI and identifying the corresponding keys. EX1026 9933-34; EX2024 950.

The Petition glosses over these issues by arguing that sending the IMSI prior
to the key exchange “is not necessary since computing x and Px does not depend on
the IMSI or the pre-shared key associated with it.” Pet. 35. This is wrong. In fact, a
POSITA would not implement this modification because the change to Semple
reduces security of the system. EX2024 948, 57; see also id. 449-56.

Semple’s system relies on the short, sequential timing of its transmissions to
prevent attacks on its transmissions. EX1005 953; EX2024 952-53. For example,
broadcasting message 610 to any device provides time for nefarious actors to attack
the keys used in Semple and attack the security of the BSF. EX1005 §53; EX2024
9952-53. Semple itself recognizes this problem and suggests both that RAND is fresh
with each use and that response 616 is received a short time after message 610 is
sent. EX1005 953; EX2024 9952-53. But, this is not guaranteed when message 610
is broadcast to all devices. EX2024 953. The modified system also increases the risk
to the terminal device of a compromised BSF, because the mobile device cannot rely
on the security of the HLR to ensure it is communicating with its home network.
EX2024 954.

Semple’s original design reduces these security risks. EX2024 955. In Semple,

the mobile terminal can rely on the fact that the BSF will not transmit message 610
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unless it receives an IMSI and identifies a corresponding Ki. /d.; EX1005 948. Since
RAND, Px, and SIG are computed only in response to message 600, an interloper
may still intercept message 610, but the mobile device and network can rely on the
short timing of the transmissions to ensure security. EX2024 952, 55; EX1005 953.

Highlighting this, Wang follows a similar approach, sending its IMSI in step
312 before receiving the authentication request message containing RAND and the
authentication token in step 324. EX1006 931-34. This allows the WTRU to
authenticate the network in step 326. Id. 934.

Thus, Petitioner’s proposal to shoe-horn an IMSI into Semple’s message 616
is nothing more than hindsight. EX2024 9947, 56. The proposed modification
reduces the security of both Semple and Wang, and a POSITA would never make
that mistake. See, e.g., Tec Air Inc. v. Denso Mfg. Mich., Inc., 192 F.3d 1353, 1360
(Fed. Cir. 1999) (no motivation to make a combination that would render device
inoperable for its intended purpose). The actual security systems described by these
references teach away from Petitioner’s proposed modification for this very reason.
In short, the Petition fails to show that Semple and Wang render obvious “a message
comprising the module encrypted data and the module public key” under any

standard. EX2024 957.
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B. Generating a module encrypted data using the symmetric
ciphering key and the symmetric ciphering algorithm, wherein the
module encrypted data includes the module identity (Claim 1(b)(4),
all Grounds).

Element 1(b)(4) requires that the mobile device is able to generate “module
encrypted data using the symmetric ciphering key and the symmetric ciphering
algorithm, wherein the module encrypted data includes the module identity.” The
Petition recognizes that the Semple does not teach encrypted data that includes the
module identity. See Pet. 32-34. Instead, Petitioner contends that Wang’s encrypted
IMSI could be inserted into Semple’s step 616 further using Semple’s key Pxy as an
encryption key. /d., 33-34. But this combination fails for a fundamental reason:
neither Simple nor Wang teaches encrypting the IMSI using a symmetric ciphering
key. EX2024 939. In fact, Semple never suggests encrypting any data during the
process illustrated by its Figure 6. See EX1005 9948-53. On the other hand, Wang
only teaches encrypting the IMSI with a cipher key (“CK”), which is a public key.
EX1006 Abstract, 915, 29, 38, and 81.

As explained above in section ILLE.1, Semple’s figure 6 depicts an
authentication process between a mobile device and a mobile network. EX1005,
Fig. 6. At the end of this process, both the mobile device and the mobile network
will be able to confirm the identity of the other and both will have generated a Pxy
key to use in future encryption. /d. 4950-51. But, importantly, Semple never suggests

transmitting any encrypted data during this process. See id. 9948-51._While Semple
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posits that its Pxy may be used to generate “a key for further communications,”
Semple never actually describes encrypting any data with Pxy, much less encrypting
any data during the authentication process which generates Pxy. /d. 951.

Petitioner’s combination with Wang does not solve this problem. As
Petitioner recognizes, Wang does not teach encrypting the IMSI with a symmetric
cyphering key. See Pet. 33. Instead, Petitioner relies on hindsight to re-construct the
claims of the ’204 Patent from thin air, as discussed supra section IV.A. This
modification is nothing more than hindsight and cannot overcome the fact that
neither reference teaches encrypting the module identity using a symmetric
ciphering key. EX2024 9947, 56.

C. Secondary considerations show the °204 patent is not obvious.

Secondary considerations support the conclusion that the *204 Patent is not
obvious. As explained below, the invention of the 204 Patent solved a long-felt need
and has subsequently been copied by the telecommunications industry.

1. The °204 Patent solved a long felt need.

The need to securely transmit the IMSI was a long recognized problem in
cellular communications that existed well into the 4G and LTE versions of cellular
communications standards. EX2025, 1-6; EX2024 958. Other techniques exist to
provide some protection to the IMSI, such as the use of GUTI, but even those

techniques did not fully protect the IMSI. /d., 6.
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The 204 Patent solves this problem. EX2024 959. The claimed invention
allows an IMSI to be encrypted during all communications, while also reliably
authenticating the mobile device to the network, and vice versa. Id. As illustrated by
the Petitioner’s reliance only on obviousness combinations, this solution did not
exist in the art prior to the invention of the *204 Patent. /d.

2. The industry has adopted the ’204 invention to enable
encrypted IMSI transmissions.

Petitioner and others in the industry have adopted the invention of the *204
Patent to provide security to the IMSI. See generally EX2026. The invention of the
’204 Patent is now implemented in the latest 5G standard promulgated by ETSI and
3GPP. Id. These standards describe two authentication procedures, EAP-AKA’ and
5G AKA, which encrypt and transmit the IMSI using ECIES encryption and
authenticate the mobile device using the claimed invention of the 204 Patent. /d.

These factors re-enforce the non-obviousness of the 204 Patent. Despite
Petitioner’s arguments to the contrary, POSITAs long desired to find acceptable
solutions to encrypt the IMSI yet failed to do so prior to the invention of the *204
Patent. After its invention, the techniques claimed by the *204 Patent were widely
adopted by the cellular community. The Petitioner’s arguments cannot overcome
these factors.

V. Conclusion

In all the asserted grounds, Petitioner’s proposed combination of Semple and
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Wang fails to teach or suggest elements 1(b)(4) and 1(b)(5) of the only independent
claim, claim 1. And POSITA would never combine Semple with Wang as proposed
by Petitioner in the first place. For these and all of the reasons discussed above,
Patent Owner respectfully requests that the Director decline to institute inter partes

review of the 204 Patent.

Dated: February 20, 2026 Respectfully submitted,

/ Michael F. Heim /

Michael F. Heim (Reg. No. 32,702)
Attorney for Patent Owner
Network-1 Technologies, Inc.
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