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(57) ABSTRACT 

Methods and Systems are provided for improving access 
control, administrative monitoring, reliability, as well as 
flexibility of data transmission and remote application Shar 
ing over a network. Secure, Stable network connections and 
efficient network transactions among multiple users are 
Supported by an open and distributed client-Server architec 
ture. A datagram Schema is adapted to enable dynamic 
datagram Switching in Support of a multitude of applications 
and network Services. Mobile intelligent data carriers are 
provided that allow for the implementation of an authenti 
cation and encryption Scheme. The intelligent data carriers 
are adapted to target deliver applications to authorized users, 
thereby achieving access control to not only data but also 
applications. The authentication and encryption Scheme in 
one embodiment is based on physical or performance bio 
metrics. The methods and Systems of this disclosure may be 
advantageously deployed in an enterprise network environ 
ment to Support a wide spectrum of business, research, and 
administrative operations. 
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PERVASIVE, USER-CENTRIC NETWORK 
SECURITY ENABLED BY DYNAMIC DATAGRAM 

SWITCH AND AN ON-DEMAND 
AUTHENTICATION AND ENCRYPTION SCHEME 

THROUGH MOBILE INTELLIGENT DATA 
CARRIERS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation-in-part of U.S. 
patent application Ser. No. 10/428,895, filed May 2, 2003, 
the entire disclosure of which is hereby incorporated by 
reference. 

BACKGROUND OF THE DISCLOSURE 

0002) 1. Field of the Embodiments 
0003. The present disclosure relates in general to digital 
network communications. Specifically, the present disclo 
Sure relates to Secure data transmission and provision of 
remote application Services in an open or closed network 
Setting. More specifically, methods and integrated Systems 
are provided for improving access control, administrative 
monitoring, reliability and integrity of data transmission and 
remote application sharing over a network. The disclosed 
methods and Systems employ a datagram Schema that 
enables dynamic datagram Switching in network transac 
tions in Support of a multitude of applications and network 
Services. Mobile intelligent data carriers are provided in 
various embodiments that allow for implementation of an 
authentication and encryption Scheme. The pervasive, user 
centric network security enabled by the disclosed methods 
and Systems may be advantageously deployed in, among 
other things, the financial and banking environment, the 
national Security and military information technology (IT) 
Systems, the healthcare management networks, the IT infra 
Structure for legal and other professional consultation Ser 
vices, and various online commercial transaction Systems. 
The Systems and methods according to this disclosure may 
be implemented in connection with biometric and other 
Suitable authentication means. 

0004 2. Description of the Related Art 
0005 The digital revolution, accompanied by globaliza 
tion, is transforming people's life in an unprecedented way. 
The growth and evolution of the Internet fuels the expansion 
of the existing businesses while fostering the emergence of 
new enterprises croSS nation lines. In today's global 
economy, the viability of a busineSS or research institution 
turns in a large part on its efficiency in processing and 
managing information. Data transmission and management 
is playing an increasingly Vital role in a variety of industries. 
Engineers and busineSS Visionaries have been faced with a 
Significant challenge to institute Secure network Systems that 
enable stable and efficient data transmission, effective acceSS 
control, and remote Sharing and management of application 
resources among distributed computers in Service to mul 
tiple users. 
0006 Various network configurations have been in use in 
institutional IT infrastructures. Ethernet, token ring, and 
client-Server architecture, for example, are widely adopted. 
Related technologies for data encryption and compression 
are similarly known and have been utilized to facilitate 
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Secure data transmission. The existing network Systems 
often Suffer from interception of data transactions and loSS of 
network connections. It is generally difficult to restore a lost 
connection. It is even more challenging to accurately rees 
tablish the parameters of a lost connection thereby ensuring 
the integrity of the reconnection. Data may be lost and data 
transmission will need to start over. The loss may be 
permanent if one cannot trace and gather a threshold level of 
information to allow rescue. This lack of Stability greatly 
compromises the fidelity of data transmission and thus poses 
a fatal problem for distributive data processing and man 
agement. Significant costs are incurred in coping with Such 
failure. As manifested in the difficulties encountered in the 
recent years by on-line electronic businesses, this problem 
can hamper an entire industry. 

0007. The problem of instable-hence unreliable-net 
work communications is compounded by a want of com 
prehensive, robust, user-friendly, and cost-efficient network 
Security Solutions for Safeguarding information dissemina 
tion and application management in a distributive enterprise 
IT environment. Private businesses and public institutions 
alike often Suffer Significant financial losses from Security 
breaches. A great deal of money is also wasted on inefficient 
IT Security Solutions due to uncoordinated information and 
application management. 

0008 Drawbacks of the current network security solu 
tions are manyfold. In the main, four aspects are noteworthy: 
First, there is lacking an integrated System that Secures an 
entire network without Severely limiting business growth. 
Organizations are forced to employ a multiplicity of prod 
ucts from different vendors to fulfill different security func 
tions. Each of these products only Solves a discreet aspect of 
the overall network Security needs. For example, a firewall 
does not encrypt data being transmitted across the Internet; 
an Intrusion Detection System (IDS) cannot validate and 
ensure that the perSon who enters an authorized login name 
and password to open a Virtual Private Network (VPN) 
connection is in fact the intended user; and, a VPN doesn’t 
help an IT department monitor user rights and acceSS poli 
cies. Thus, no existing System or method is capable of 
Singularly protecting every aspect of a network. Resorting to 
multiple Security products from competing vendors creates 
incompatibility problems. Maintaining a fluctuating number 
of peripheral Security devices and Software packages can 
also be extremely complex and overly expensive. On the 
whole, Such patchwork Solution is less than effective in 
protecting institutional IT framework. 
0009 Secondly, the existing focus is on securing devices 
and data. Such System-centric approach fails to Safeguard 
the point of access at individual users who use the devices. 
This inherent problem with the current approach will 
become more and more conspicuous as the number of 
devices and degree of user mobility increases-an inevitable 
as the World is transitioning into pervasive computing. 

0010. To appreciate the inherent flaws of the system 
centric Systems, one can consider the various Scenarios of 
cyber-crimes. Cyber-crimes are often marked by the perpe 
trators attempt to disguise its identity, whether masquerad 
ing as Someone else or covering its trail over the routings. 
Such attempt too often Succeeds because, at least in part, the 
techniques used to establish and verify the user's identity are 
fallible. For example, most passwords are easy to break; 
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they are often too obvious or are Stored on a device that can 
be easily compromised. The existing infrastructure Support 
ing digital certificates and public/private keys is also Subject 
to abuse. Therefore, the existing ways for identifying the 
users of a network device and Securing the device vis-á-vis 
these users-hence System-centric-presents inherent Secu 
rity liabilities. A high level of security will remain illusory 
if no effective means is adopted for pinpointing the identities 
of those who attempt to access a protected network. A major 
paradigm shift is thus warranted for better network Security, 
from protecting the devices and data to protecting the users. 
A user-centric Scheme for establishing and validating user 
identities, thereby enabling mobile acceSS and event-based, 
user-centric Security, is desirable. 
0.011 Third, the existing IT security solutions are too 
complex for ordinary users. Average users are expected to 
perform complicated Security procedures, which often result 
in errors and Security lapses in the enterprise IT environ 
ment. For example, VPNs are far from straightforward in 
their installation, operation, or maintenance. Encrypting 
emails involves extra work so very few ever bother to do it. 
Even Selecting and remembering a good password can be 
too much trouble for many people. Relying on users who are 
not IT experts to perform complicated Security procedures 
Simply doesn't work. An ordinary user may find ways to 
bypass the Security procedures or outright ignore them. 
Moreover, maintaining and operating a deluge of Software 
patches also drains the resources in many IT departments 
and run beyond their capacity. Therefore, an effective secu 
rity Solution that is user friendly and that draws minimal 
operational and administration overheads is in need. 
0012 And finally, like in other fields, certain inertia 
exists in the IT Security industry. Changes and new meth 
odologies to Some extent are resisted. The existing way of 
doing things prevails and dominates the landscape of net 
work security solutions on both the provider side and the 
consumer Side. The adherence to the existing technologies 
and the band-aid approach for improvements and modifica 
tions hampers the development of true innovative Solutions. 

0013 For the aforementioned reasons, there is a need for 
a new network Security paradigm that delivers the desired 
reliability, efficiency, and user-friendliness. The kind of 
security solution that can meet the needs of distributive IT 
framework and Support pervasive computing and informa 
tion processing must address the fallacies of the existing 
Systems. 

0.014) A skilled network engineer or a learned user of 
busineSS IT networks will appreciate the importance of 
better IT security solutions. To that end, a brief review of the 
history of institutional computing and IT networks will be 
useful. 

0.015 The first computers were mainframes. These com 
plex monolithic devices required a protected environment to 
function properly. They could only be operated by skilled 
technicians with highly specialized knowledge. Access to 
them was confined and they offered limited connectivity 
with other devices. As a result, they were easy to Secure. 
0016. The advent of the personal computer (PC), the 
evolution of networking technology and, particularly, the 
recent explosive growth of the Internet transformed the way 
people use and relate to computers. The Size of the computer 
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devices decreased; they became readily moveable, as well as 
operable by lay individuals aided by friendly user interfaces. 
Computers were connected to create computer networks, 
allowing for information and application sharing. The Inter 
net brought the network connectivity to its acme-the true 
global connectivity that is affordable to the mass. In addition 
to the desktop and laptop PCs, personal digital assistant 
(PDAs), Tablet PCs, and mobile phones grew popular 
among people who need network access outside of their 
home or office. 

0017. The rapid advance of technologies and expansion 
of busineSS needs presented an unprecedented challenge for 
the IT departments around the World. An ever-increasing 
amount of data-accessible from a vast number of 
devices-needs to be protected. And, Such protection must 
be instituted against the backdrop of the broadband “always 
on' connections. Also noteworthy are the regulatory initia 
tive in various countries addressing privacy and information 
ownership concerns over the Internet. Clearly, a network 
Security Solution that is technically robust and comprehen 
Sive busineSS-Wise is needed, especially in View of the next 
inevitable phase of the IT evolution, one marked by perva 
Sive computing. All analog devices are being and expected 
to be replaced by digital counterparts. Televisions, tele 
phones, CDS and DVDs, digital cameras, Video cameras, and 
computer game platforms alike will-if not already-all 
Support Internet access. AS network data acceSS becomes 
possible everywhere and all the time, the need for protecting 
proprietary corporate data and sensitive private information 
becomes more pressing and, the level of difficulty in meeting 
Such needs correspondingly elevates. 
0018. In sum, reflecting on the evolution of the organi 
Zational IT infrastructure and the current deficiencies in 
Secure network communications, an ordinarily Skilled arti 
San will appreciate the need for Systems and methods that 
improve the Security, Stability, efficiency, and flexibility of 
network data transmission and, connected thereto, the need 
for a new network paradigm for Secure and reliable enter 
prise information management and application Sharing. 

SUMMARY OF THE VARIOUS EMBODIMENTS 

0019. It is therefore an object of this disclosure to provide 
systems and methods for improving the reliability, flexibil 
ity, and efficiency of Secure data transmission and applica 
tion sharing over a network. Particularly, the methods and 
Systems disclosed herein enable an open client-Server archi 
tecture that Supports Secure, flexible network connections 
and reliable, efficient network transactions among multiple 
users. This IT network platform delivers pervasive security, 
i.e., Security on demand with variegated network connecting 
devices, and it is user-centric, i.e., it Secures the users rather 
than the devices the users use to connect to the network. The 
pervasive and user-centric Security may be instituted accord 
ing to one embodiment with the presently disclosed Systems 
and methods anytime, anywhere, using any network device. 
0020. A datagram schema is provided in one embodi 
ment, which allows for the implementation of dynamic 
datagram Switching in Support of a multitude of applications 
and network Services. In another embodiment, mobile intel 
ligent data carriers are provided, which implement an 
authentication and encryption Scheme for user authentica 
tion. The pervasive, user-centric network Security according 
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to this disclosure may be advantageously deployed in any 
enterprise IT environment where a distributive computer 
network is used, including, for example, governments, mili 
taries, manufacturers, and in financial Service, insurance, 
consulting, healthcare, and pharmaceutical industries. 
According to various embodiments, this IT Security platform 
may facilitate a broad array of busineSS operations, includ 
ing, inter alia, inventories, Sales, customer Services, market 
ing and advertisement, teleconferencing, and remote sharing 
of a variety of applications. The Systems and methods of this 
disclosure may be implemented in connection with biomet 
ric and other Suitable authentication methodologies in cer 
tain embodiments. 

0021. The present disclosure thus provides a network 
Security platform that is distinctive compared to the existing 
patchwork Solutions. A holistic approach is taken and a 
Single Solution is provided that allows organizations to 
protect the entire network, as the network dynamically 
extends its resources to users around the World who connect 
through a diverse array of devices or application interfaces. 
The network security platform of this disclosure focuses on 
Securing the user, not the various network host devices used 
by the user. Such user-centric Scheme affords unprecedented 
Simplicity and flexibility, which, in turn, lends improved 
user-friendliness to the network System. The enhanced Secu 
rity is transparent to the user. And yet, the user activities may 
be effectively monitored as needed. IT departments have the 
complete control over all user access. 

0022. In accordance with this disclosure, there is pro 
Vided, in one embodiment, a System of Secure network 
connectivity between one or more users and at least one 
network Server. The System comprises: at least one intelli 
gent data carrier, issued to one user, wherein the intelligent 
data carrier comprises at least (i) one memory, adapted to 
Store data, (ii) one input-output apparatus, adapted to input 
and output data, and (iii) one processor, adapted to process 
the data Stored in Said memory, wherein the intelligent data 
carrier is capable of connecting to a host computer device 
thereby transmitting data via Said input-output apparatus 
over the network, and wherein the intelligent data carrier is 
adapted to establish a network identity for the user through 
an authentication and encryption Scheme, and a dynamic 
datagram Switch for dynamic allocation and Swapping of 
datagrams for a multiplicity of applications in Service to the 
OC O. O.C. USCS. 

0023. According to one embodiment, the intelligent data 
carrier is mobile. According to another embodiment, the 
intelligent data carrier is implemented with one of USB key, 
Compact Flash, Smart Media, Compact Disk, DVD, PDA, 
firewire device, and token device. 

0024. According to yet another embodiment, the authen 
tication and encryption Scheme comprises the following 
Sequential Steps: (a) a request being caused to forward from 
the intelligent data carrier to the network Server that the 
intelligent data carrier be authenticated; (b) the network 
Server presenting to the intelligent data carrier a plurality of 
authentication methods; (c) the intelligent data carrier Select 
ing one authentication method from the plurality through an 
event; (d) the network Server sending the intelligent data 
carrier a demand, based on the Selected method, for authen 
tication data from the intelligent data carrier; (e) the network 
Server transforming the authentication data received from 
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the intelligent data carrier into one or more data authenti 
cation objects, wherein each data authentication object is a 
data vector object, capable of being analyzed using one or 
more classifiers, (f) the network Server analyzing the data 
authentication objects, according to the one or more classi 
fiers, thereby determining the result of the authentication; 
and (g) the network Server sending the result to the intelli 
gent data carrier, indicating a Successful or failed authenti 
cation attempt. 
0025. According to a further embodiment, the event in 
Step c) is a click of a mouse, a touch on a screen, a keystroke, 
an utterance, or a biometric measurement. 
0026. According to still a further embodiment, the 
demand in Stepe) comprises at least one of a pseudo random 
and a true random code. A pseudo random code is generated 
based on a mathematically pre-calculated list. A true random 
code is generated by Sampling and processing a Source of 
entropy outside of the System. 
0027 According to another embodiment, the randomiza 
tion is performed with one or more random generators and 
one or more independent Seeds. 
0028. According to a further embodiment, the analyzing 
in Step f) is based on one or more analysis rules. In a still 
further embodiment, the one or more analysis rule comprises 
classification according to the one or more classifiers of Step 
e). 
0029. According to another embodiment, the classifica 
tion is speaker verification, wherein the data object vectors 
involve two classes, the target Speaker and the impostor. 
Each class is characterized by a probability density function 
and the determining in step (f) is a binary decision problem. 
0030. According to yet another embodiment, the deter 
mining in Step (f) comprises computing at least one of the 
Sum, Superiority, and probability from the one or more data 
vector objects, based on the one or more classifiers of Step 
(e). In still another embodiment, the Sum is one of a Superior 
and a random Sum computed from the one or more data 
vector objects. 
0031. According to a further embodiment, the one or 
more classifiers in Stepe) comprise a Super classifier derived 
from the more than one data vector objects. 
0032. According to a still further embodiment, the Super 
classifier is based on physical biometrics, comprising at least 
one of voice recognition, fingerprints, handprints, blood 
vessel patterns, DNA tests, retinal or iris Scan, and face 
recognition. In another embodiment, the Super classifier is 
based on performance biometrics, comprising habits or 
patterns of individual behavior. 
0033 According to a further embodiment, the authenti 
cation and encryption Scheme comprises asymmetrical and 
Symmetrical multi-cipher encryption. In a still further 
embodiment, the encryption uses at least one of output 
feedback, cipher feedback, cipher block chaining, and cipher 
forwarding. In another embodiment, the encryption is based 
on Advanced Encryption Standard (AES) Rijndael. 
0034. According to yet another embodiment, the authen 
tication and encryption Scheme uses Secure Key EXchange 
(SKE). SKE employs a public key system in one embodi 
ment. SKE uses Elliptic Curve Cryptosystem (ECC) private 
keys in another embodiment. 
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0035. According to still anther embodiment, the authen 
tication and encryption Scheme includes at least one of a 
logic test adapted to validate that the intelligent data carrier 
has been registered with the Server, a device test adapted to 
validate the physical parameters at the intelligent data carrier 
and the host computer device, and a personal test adapted to 
authenticate the user based on event-level data. 

0036). According to a further embodiment, the multiplic 
ity of applications comprises at least one of window-based 
remote terminal Server applications, applications on 3270/ 
5250 terminal emulators for mainframe, directly embedded 
applications, and multimedia applications, wherein the 
directly embedded applications comprise at least one of 
database applications, data analysis tools, Customer Rela 
tion Management (CRM) tools, and Enterprise Resource 
Planning (ERP) packages. 
0037 According to another embodiment, the dynamic 
datagram Switch comprises a datagram Schema and a parser. 
The datagram Schema comprises two or more datagrams, 
belonging to one or more datagram types. The datagram is 
adapted to carry (i) content data for network transmission 
and (ii) other information for managing and controlling 
network connections and Support network applications. 
Each datagram type comprises a plurality of functions. The 
parser is adapted to parse the one or more datagram types. 
0.038 According to yet another embodiment, the data 
gram Schema comprises at least one major datagram type 
and Within the one major datagram type, at least one minor 
datagram type. 
0.039 According to still another embodiment, the parser 
is capable of parsing a matrix of datagram types. In a further 
embodiment, the matrix comprises a first multiplicity of 
major datagram types and in each major datagram type of 
the first multiplicity, a Second multiplicity of minor data 
gram types. 

0040 According to another embodiment, the major data 
gram type is selected from the group consisting of (i) the 
Server messages and connection control datagram, adapted 
to authenticate and control user connections, (ii) the content 
datagram, adapted to transmit the content data, (iii) the 
broadcast datagram, adapted to manage point-to-point, 
point-to-multipoint, and multipoint-to-multipoint data trans 
mission, (iv) the connection proxy datagram, adapted to pass 
proxy data between the network Server and the intelligent 
data carrier, (v) the instant message type, adapted to transmit 
messages in real-time, (vi) the large content transfer data 
gram, adapted to transfer oversized data and media files, 
(vii) the user directory datagram, adapted to Search for 
network users, and (viii) the remote management datagram, 
adapted to remotely control network users. 
0041 According to another embodiment, each datagram 
in the datagram Schema has a generic layout, which includes 
(A) header fields for (i) one or more major datagram types, 
(ii) one or more minor datagram type, (ii) the datagram 
length, and (iii) a datagram checksum, and (B) a datagram 
payload for carrying data in transmission. 
0042. In yet another embodiment, the generic layout 
comprises one or more additional header fields. In a further 
embodiment, the generic layout follows a TCP header. 
0043. According to another embodiment, the intelligent 
data carrier further comprises a radar connector; the radar 
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connector interfaces the network and is adapted to monitor 
and control network connections. In Still another embodi 
ment, the network Server further comprises a radar connector 
adapted to monitor and control network connections. The 
radar connector of the network Server is connected to the 
radar connector of the intelligent data carrier over the 
network. In a further embodiment, the radar connector is 
further adapted to detect lost connections and initialize 
contact to the network Server thereby reestablishing connec 
tions. 

0044 According to yet another embodiment, the system 
of Secure network connectivity further comprises an injector, 
adapted to connect an existing networks to the network 
Server and transmit data between the existing network and 
the intelligent data carrier via the network Server, wherein 
Said existing network is wired or wireleSS. In Still another 
embodiment, the injector further comprises a radar connec 
tor, interfacing the network and adapted to monitor and 
control network connections. 

0045. In accordance with the present disclosure, there is 
provided, in another embodiment, a client-Server commu 
nication System, which comprises at least one Server and one 
client. The Server comprises a dynamic datagram Switch for 
dynamic allocation and Swapping of datagrams for a mul 
tiplicity of network applications. The client is an intelligent 
data carrier, capable of connecting to a host computer device 
thereby transmitting data via the input-output apparatus over 
the network. The intelligent data carrier is adapted to estab 
lish a network user identity through an authentication and 
encryption Scheme for Secure data transmission between the 
Server and the client. 

0046 According to another embodiment, the client 
Server communication System further comprises an injector, 
adapted to connect an existing network to the Server and 
transmit data between the existing networks and the client 
via the Server. The existing network is a wired or wireleSS 
network. 

0047 According to yet another embodiment, the server, 
client, and injector each comprises a radar connector. The 
radar connector interfaces the network and is adapted to 
monitor and control network connections. The radar con 
nector of the client is connected to the radar connector of the 
Server over the network, and the radar connector of the 
injector is connected to the radar connector of the Server 
over the network. 

0048. According to a further embodiment, the server in 
the client-Server communication System further comprises 
an encrypted virtual file System for dedicated data Storage 
for the client. 

0049. In accordance with the present disclosure, there is 
provided, in yet another embodiment, an intelligent data 
carrier, which comprises at least (i) one memory, adapted to 
Store data, (ii) one input-output apparatus, adapted to input 
and output data, and (iii) one processor, adapted to process 
the data Stored in Said memory. The intelligent data carrier 
is capable of connecting to a host computer device on a 
network thereby transmitting data via its input-output appa 
ratus over the network. The data transmission is through 
dynamically-Switched datagrams. The intelligent data car 
rier is adapted to establish a network user identity through an 
authentication and encryption Scheme for Secure network 
data transmission. 

Petitioner Samsung Ex-1008, 0013



US 2004/0221163 A1 

0050. In accordance with the present disclosure, there is 
provided, in Still another embodiment, a method for Secure 
network communication. The method comprises: issuing to 
a network user an intelligent data carrier, which is capable 
of connecting to a host computer device on the network 
thereby transmitting data via its IO apparatus over the 
network and establishing a network identity for the network 
user through an authentication and encryption Scheme, and 
providing a dynamic datagram Switch in a Server on the 
network for dynamic allocation and Swapping of datagrams 
in Support of a multiplicity of applications. In various 
embodiments, the method performs authentication, encryp 
tion, and randomization in connection with data vector 
objects. Super classifiers are used, particularly with physical 
and behavior biometric measurements in certain embodi 
mentS. 

0051. In accordance with the present disclosure, there is 
provided, in a further embodiment, a method for target 
delivery of one or more applications to a user. The method 
comprises issuing the user an intelligent data carrier, adapted 
to dock onto a host computer device that is connected to a 
network on which a network Server sits and communicate 
with the network server over the network, wherein the 
network Server communicates with the intelligent data car 
rier through dynamically-Switched datagrams, the Server 
authenticating the user through an authentication and 
encryption Scheme; and granting the user access to the one 
or more applications upon Successful authentication. 
0.052 According to another embodiment, the one or more 
applications are preloaded on the intelligent data carrier or 
installed on the network Server or the host computer device. 
In yet another embodiment, the host computer device is 
connected to the network via wired or wireleSS means. The 
host computer device may be a desktop or laptop computer, 
a personal digital assistant (PDA), a mobile phone, a digital 
TV, an audio or Video player, a computer game consol, a 
digital camera, a camera phone, and a network-enabled 
domestic appliance. 
0.053 According to a further embodiment, the one or 
more applications may be window-based remote terminal 
server applications, applications on 3270/5250 terminal 
emulators for mainframe, directly embedded applications, 
and multimedia applications. The directly embedded appli 
cations comprise at least one of database applications, data 
analysis tools, Customer Relation Management (CRM) 
tools, and Enterprise Resource Planning (ERP) packages. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.054 FIG. 1 depicts the interactions between a client, a 
Server, and an injector according to one embodiment of this 
disclosure. 

0.055 FIG. 2 illustrates an object vector Super classifier 
according to another embodiment of this disclosure. 
0056 FIG. 3 depicts a datagram parser according to 
another embodiment of this disclosure, including the various 
components, modules, and processes involved therein. 
0057 FIG. 4 is a generic layout of a datagram according 
to another embodiment of this disclosure. 

0.058 FIG. 5 illustrates an intelligent data carrier, the 
various modules and processes implemented therein accord 
ing to another embodiment of this disclosure. 

Nov. 4, 2004 

0059 FIG. 6 depicts a client according to another 
embodiment of this disclosure, including the various com 
ponents, modules, and processes involved therein. 
0060 FIG. 7 depicts a server according to another 
embodiment of this disclosure, including the various com 
ponents, modules, and processes involved therein. 
0061 FIG. 8 depicts an injector according to another 
embodiment of this disclosure, including the various com 
ponents, modules, and processes involved therein. 

DETAIL DESCRIPTION OF THE VARIOUS 
EMBODIMENTS 

0062 Brief Discussions of Relevant Terms 
0063. The following terms, network, client, server, data, 
data vector object (also referred to as data object vector, 
object vector), classifier, decision-making, deterministic 
analysis, object based deterministic analysis (also referred to 
as object analysis), random number, random number gen 
erator, Seed, randomization, probability, probability density 
function, authentication, private key, public key, Elliptic 
Curve Cryptography (ECC), ECC signature, parser, packet, 
header, TCP, UDP, firewall, Universal Serial Bus (USB), 
Apple Serial Bus (ASB), Serial Port, Parallel Port, token, 
firewire, as well as other relevant terms throughout the 
present disclosure, are to be understood consistently with 
their typical meanings established in the relevant art, i.e. the 
art of mathematics, computer Sciences, information technol 
ogy (IT), physics, Statistics, artificial intelligence, digital 
networks, network communications, Internet technologies, 
cryptography, encryption and decryption, compression and 
decompression, classification theories, prediction modeling, 
decision making, voice recognition, and biometrics. 
0064. The following terms, Secure Key Exchange (SKE), 
Advance Encryption Standard (AES), Public Key Infrastruc 
ture (PKI), Encrypted Virtual File Systems (EVFS), Virtual 
Private Network (VPN), Intrusion Detection System (IDS), 
Demilitarized Zone (DMZ), Personal Digital Assistant 
(PDA), USB key, USB token, USB dongle, Parallel Port 
dongle, Serial Port dongle, firewire device, token device, 
Smart Card, Smart Media, Compact Flash, Smart Digital 
Media, DVD, Compact Disk, Multiprotocol Label Switch 
ing Standard (MPLS), Lightweight Directory Access Proto 
col (LDAP), Electronic Data Exchange (EDI), Internet 
Relay Chat (IRC), Cyclic Redundancy Checksum (CRC), 
Terminal Identifier (TID), as well as other relevant terms 
throughout the present disclosure, are to be understood 
consistently with their typical meanings established in the IT 
industries, electronic or online commerce, and particularly 
the network Security and any related fields. 
0065. A network, as used herein, refers to any group of 
networking enabled devices interconnected via a medium 
(Such as fiber optic cable) Suitable for transmitting digital 
and/or analog data over a distance. A network may be an 
open network, Such as the Internet, or a closed network, Such 
as an enterprise intranet System. The network-enabled 
device, also referred to as network-connecting device, con 
necting device, or device, may be a computer, a digital 
mobile phone, a PDA, a digital camera, a digital audio-video 
communicator, or any other devices that may be connected 
to a network via wire or wireleSS means. The network 
connecting device may be a client or a Server as referred to 
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in this disclosure. In one embodiment, the connecting device 
may also refer to a host computer for a mobile client Such as 
an intelligent data carrier. See the discussion infra on the 
client as an intelligent data carrier. In certain embodiments, 
a network may include one or more Such clients and one or 
more Such servers. In other embodiments, a network also 
includes one or more injectors, discussed infra in the 
detailed description of this disclosure. 

0066. As used herein, a Virtual Private Network (VPN) 
applies Security procedures and tunneling to achieve privacy 
in network transactions while sharing public network infra 
Structure Such as the Internet. Tunneling refers to the trans 
mission of the protected data-Such as those proprietary to 
a busineSS or private to an individual-through a public 
network. The routing nodes in the public network are 
unaware that the transmission is part of a private network. 
Tunneling is typically accomplished by encapsulating the 
private network data and protocol information within the 
public network transmission units So that the private net 
work protocol information appears to the public network as 
data. Tunneling enables using the Internet to transmit data on 
behalf of a private network. Numerous tunneling protocols 
have been developed, among which Some examples are the 
Point-to-Point Tunneling Protocol (PPTP), developed by 
MicroSoft and Several other companies, generic routing 
encapsulation (GRE), developed by Cisco Systems; and the 
Layer Two Tunneling Protocol (L2TP). Tunneling, and the 
use of a VPN, does not substitute for encryption in ensuring 
Secure data transmission. Encryption may be used in con 
nection to and within the VPN. 

0067 Biometrics, as used in the present disclosure, refers 
to the individual characteristics-physical or behavioral 
that are used to establish user identities in order to authen 
ticate a user and properly authorize or deny access to a 
protected institution network or a protected Source of infor 
mation. Physical biometricS comprises voice recognition 
(i.e., speaker verification), fingerprints, handprints, blood 
vessel patterns, DNA tests, retinal or iris Scan, and face 
recognition, among other things. Performance biometrics 
comprises habits or patterns of individual behaviors. 

0068 Data, as used herein, refers to any information 
capable of being transmitted over a network. Data is used 
interchangeably in various embodiments with the term digi 
tal information or information. The content data refers to any 
data that is designated for transmission by a user over a 
network. For example, in a financial institution or a bank, the 
customer account information constitutes one type of con 
tent data that may be transmitted among one or more clients 
and Servers used or operated by various authorized account 
managers and System administrators. The account payment 
information would be one type of content data in the context 
of EDI transactions. Another example of a different kind of 
content data is the inventory information on raw materials 
and finished products in a manufacturing facility; this data is 
often transmitted among clients and Servers throughout Such 
a facility for access by production engineers and busineSS 
planning perSonnel. Multimedia data Such as audio, Video 
files represent yet another form of content data. The trans 
action data-also referred to as the connection data-means, 
in the present disclosure, any information that depicts the 
State of the network connection between a client and a server 
and the data transmission between them. It includes infor 
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mation on that State of user authorization and methods of 
authentication, among other things. 
0069 Data Compression and encryption, as referred to in 
this disclosure, may be implemented according to the typical 
industry practice. A variety of Specifications and algorithms 
for compression/decompression and encryption/decryption 
are well known in the art and many related products are 
publicly or commercially available; they may be utilized in 
the methods and Systems according to the various embodi 
ments of this disclosure. 

0070 A user interface, as used herein, refers to any kind 
of computer applications or programs that enables interac 
tions with a user. A user interface may be a graphical user 
interface (GUI), Such as a browser. Examples of Such a 
browser include Microsoft Internet ExplorerTM and Netscape 
Navigator". A user interface also may be a simple com 
mand line interface in alternative embodiments. A user 
interface may also include plug-in tools that extend the 
existing applications and Support interaction with Standard 
desktop applications such as Microsoft Office, ERP systems 
etc. Further, a user interface in certain embodiments may 
also refer to any point of information entry, Such as, inter 
alia, a keypad, a PDA, a microphone, or any type of 
biometric input unit. 

0071. A radar connector, as used herein, refers to a 
module that is adapted to monitor and control network 
connections. It may be included or connected to a client, a 
Server, or an injector, according to the various embodiments. 
The radar connector of the client in certain embodiments is 
adapted further to detect lost connections and initialize 
contact to the Server thereby reestablishing connections. It 
first looks to connect to a port; thereafter, it continuously 
monitors the network connections and when a loSS of 
connection is detected, it attempts to reestablish the connec 
tion by calling the Server. On the Server Side, the radar 
connector may remain active at all times, monitoring the 
State of connections with various clients. 

0072 Pervasive computing, as used in this disclosure, 
refers to the increased and widespread use of network 
computers or other digital devices in people's busineSS and 
domestic affairs. The rapid growth of digital and web 
enabled electronics and domestic appliances (e.g., mobile 
phone, digital TV, PDA, Global Positioning System (GPS), 
camera phone, and networked microwave, refrigerator, 
washer, dryer, and dishwasher etc.) and the omnipresence of 
the broadband Internet connections mark the era of perva 
Sive computing. 

0073 Pervasive security, as used in the various embodi 
ments, refers to a network Security platform that delivers 
Security on demand, using one or more network host or 
connecting devices. The user centric Security according to 
this disclosure refers to that the System Secures the one or 
more users instead of one or more computer host devices 
employed by the users to connect to the network server. The 
pervasive and user-centric Security may be instituted in one 
embodiment using the Systems and methods of this disclo 
Sure anywhere, anytime, using any network device. 

0074 Datagram is defined as “a self-contained, indepen 
dent entity of data carrying Sufficient information to be 
routed from the Source to the destination computer without 
reliance on earlier eXchanges between this Source and des 
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tination computer and the transporting network.’ See, Ency 
clopedia of Technology Terms, Whatis.Com, QUE, Novem 
ber 2001. Datagram and packet can be used interchangeably. 
Id. 

0075) The term “intelligent data carrier” (IDC) is used 
interchangeably with the term “client” in various embodi 
ments of this disclosure. An intelligent data carrier com 
prises at least (i) one memory, adapted to Store data, (ii) one 
input-output apparatus, adapted to input and output data, and 
(iii) one processor, adapted to process the data Stored in Said 
memory. An intelligent data carrier is capable of connecting 
to a host computer device thereby transmitting data via its IO 
apparatus over the network. It is also adapted to establish a 
network identity of a network user through an authentication 
and encryption Scheme, according to certain embodiments 
of this disclosure. In one embodiment, the intelligent data 
carrier is mobile. The intelligent data carrier may be imple 
mented with or on a USB key, a firewire device, Smart Card, 
Compact Disk, DVD, Smart Media, Compact Flash, PDA, 
Smart Digital Media, or a token device. A token device may 
be a Software dongle Such as a Serial Port dongle or a 
Parallel Port dongle, any onetime password generation 
device, or System access device. Other digital media reader 
may be implemented as intelligent data carriers according to 
this disclosure. They are capable of connecting to a variety 
of host computer devices through various ports or drives and 
in different manner. The intelligent data carrier bears all the 
data and faculties for establishing Secure network connec 
tions on behalf of the user and launching applications 
on-demand, once the user is properly authenticated by the 
Server. See infra the detailed discussion on a client as an 
intelligent data carrier. 

0.076 A Client-Server-Injector Network Communication 
System 

0077. A client-server communication system is provided 
in one embodiment of this disclosure that includes one or 
more clients and one or more Servers. Each client is an 
intelligent data carrier capable of Supporting an authentica 
tion and encryption Scheme for Secure connections to a 
network Server. See infra the discussion on a client as an 
intelligent data carrier. The System enables user centric 
Security, as it authenticates and protects each user directly 
through an intelligent data carrier. No matter what kind of 
connecting devices or local host computers are used, a user 
may dock the intelligent data carrier to the host and launch 
an authentication Session to connect to the target Server. 
Thus, the focus point of access Safeguard is not at the 
connecting device or local host machine but, rather, it is 
directly on the individual user who is issued an intelligent 
data carrier. The intelligent data carrier may be mobile, Such 
mobility enhances the pervasiveness in the Security Solution 
afforded by the System. It is Security on demand, using any 
connecting device or local host machine. 

0078. In another embodiment, an injector is included in 
the client-Server communication System. The client-Server 
injector System enables convenient integration with existing 
network infrastructures and facilitates the overall Security of 
data transmission and application Sharing. See infra the 
detailed discussion on the injector connecting with the 
Server and client. One or more clients, one or more Servers, 
and one or more injectors may be instituted in Such a 
network communication System. Each injector links to and 
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communicates with one or more Servers. Each Server con 
nects to and Serves one or more clients. The multiple Servers 
in the System may communicate with each other in manag 
ing data flows in the entire network. 
007.9 FIG. 1 outlines the connections among an injector 
105, a client 103, and a pair of peer servers 101 according 
to one embodiment. Each Server, client, and injector has a 
radar connector 107, interfacing with the network. The radar 
connector 107 constantly monitors the state of network 
connections. When a loSS of connection is detected, the radar 
connector 107 on the client side makes one or more attempts 
to reestablish the connection by calling the Server. Since the 
client has recorded-and hence remembers-the parameters 
of the connection State for the most recent connection(s), the 
lost connection may be quickly restored with the desired 
accuracy. Consequently, the integrity of data transmission 
may be protected and the rate of failure may be reduced. 

0080. In addition to the radar connector 107, certain other 
modules and processes are common among the client 103, 
injector 105, and two peer servers 101 depicted in FIG. 1. 
The permissions manager 109 assigns and manages user 
permissions. The Service facilitator 111 ensures that Specific 
applications or Services are provided to the user as 
requested. A datagram parser engine 113 is included in each 
client 103, server 101, and injector 105, as shown in FIG. 1. 
The parser engine 113 may consist of a parser and a dynamic 
datagram Switch of the system. See, FIGS. 7 and 8, a 
dynamic datagram switch 701, 801 and a frame parser 703, 
803 are included in the server 101 and injector 105, respec 
tively. Correspondingly, a Service parser 601 and Services 
frames 603 are included in the client 103, as shown in FIG. 
6. The datagram Switch 701, 801 operates in conjunction 
with the radar connector 107 on both the client side and the 
Server Side to process multiple instances of datagram trans 
missions. The detailed discussion on the dynamic datagram 
Switch 701, 801 is set forth below. The encryption engine 
115 processes encryption and decryption of the data trans 
actions over the network. In the client 103, server 101, and 
injector 105 systems, the encryption engine 115 is one level 
behind the radar connector 107 that interfaces with the 
network. The parsing engine 113 and the Service facilitator 
111 implemented in both the server 101 and the injector 105 
enable the Overall System to Support a multitude of network 
Services and applications as well as transmission of various 
types of data. Further details on these and other modules and 
processes are discussed in the Separate Sections below for 
the client 103, server 101, and injector 105. 

0081 Client as an Intelligent Data Carrier 
0082. A client is any computer or device that is capable 
of connecting to a server computer or device through a 
network, wired or wireless. A client may also refer to 
computer Software or firmware that calls and connects to a 
Server. The client is an intelligent data carrier (IDC) accord 
ing to one embodiment. A client or IDC may be imple 
mented by executing a Software, firmware, or flash memory 
on a host computer device linked in a network. A user 
interface is provided in one embodiment by the host com 
puter device or the IDC, which allows a user to monitor the 
network transactions and control data transmission once the 
user connects to a network server through the IDC. For 
example, the user interface may provide a login form for the 
user to log onto the network. The form may accept entries in 
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different formats, whether textual, object, or graphical. The 
user interface also enables a user to issue instructions for 
controlling the network transaction and data transmission. 
0.083. An intelligent data carrier may be mobile according 
to one embodiment of this disclosure. In various embodi 
ments, an intelligent data carrier may be implemented with 
or on a USB key, Compact Flash, Smart Media, Compact 
Disk, DVD, PDA, firewire device, token device Such as 
Serial Port dongle or Parallel Port dongle, or other digital, 
analog devices or medium readers. 
0084. An intelligent data carrier has three principle com 
ponents according to one embodiment: a memory adapted to 
Store digital information, an input-output (10) apparatus 
adapted to input and output digital information, and a 
processor adapted to process digital information Stored in 
the memory. An IDC is capable of connecting to a computer 
host device that sits in a network and thereby transmitting 
data over the network via its IO apparatus. 
0085. The memory of an IDC may take the form of any 
computer readable media, Such as CDS, floppy disks, DVDs, 
Erasable Programmable Read-Only Memory (EPROM), and 
flash memories (Compact Flash, Smart Media, USB key, 
etc.). 
0.086 The IO apparatus of the IDC is capable of con 
necting to a host computer device via any kind of 10 
connection or port, including, for example, mouse ports, 
keyboard ports, serial ports (USB ports or ASB ports), 
parallel ports, infrared ports, and firewire connections (IEEE 
1394), among other things. The IO connection may be wired 
or wireleSS according to various embodiments. For example, 
in one embodiment, Short-range wireleSS connection may be 
established between the IDC and a host device pursuant to 
Bluetooth specification. See, www.bluetooth.org. In other 
embodiments, 802.1 lb-g and infrared communication are 
used. The IO apparatus includes a transceiver in a further 
embodiment that is adapted to Send and receive voice or 
image data. The IDC thus supports VoIP applications. 
0087. The processor of the IDC comprises an integrated 
circuit (IC) in one embodiment. In another embodiment, the 
IC is an Application-Specific Integrated Circuit (ASIC). The 
IC Supports the execution of the preloaded applications on 
the IDC as well as the applications installed on the host 
computer device or those made available from the remote 
server. In alternative embodiments, the processor of the IDC 
does not itself include an IC; it relies on an IC of a host 
computer device and is adapted to process information 
stored in the IDC's memory and information loaded onto the 
IDC's memory from applications installed on the host 
computer device. See infra for detailed discussions on 
application delivery. 

0088. The intelligent data carrier according to this dis 
closure is adapted to establish a network identity for a user 
through an authentication and encryption Scheme. The intel 
ligent data carrier locates the Server and presents itself to the 
Server by initiating the authentication process. See infra the 
discussions on authentication and encryption. In the Secure 
network System of this disclosure, each user may be issued 
an IDC that allows the user to connect to the network server 
and access the data and applications thereon. A user may use 
the IDC to connect, disconnect, and reconnect to the Server 
at will and as needed. The connection may be made from any 
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network host device and at any time according to one 
embodiment. A host computer device may be a desktop or 
laptop computer, a personal digital assistant (PDA), a mobile 
phone, a digital TV, an audio or Video player, a computer 
game consol, a digital camera, a camera phone, and a 
network-enabled domestic appliance Such as a networked 
refrigerator, microwave, washer, dryer, and dishwasher. In 
certain embodiments, the IDC may be directly embedded in 
a host device thereby provides Secure data eXchange or 
application sharing over a network. The network acceSS is 
private and Secure with regard to each user. See infra the 
discussion on Encrypted Virtual File System. The IDC thus 
affords great mobility and enhanced, user-centric Security to 
network communications. 

0089 Applications may be delivered to an intended user 
through an IDC in a Secure, controlled manner. In one 
embodiment, certain licensed applications may be preloaded 
to an IDC that is issued to an authorized user, one who is 
registered with the Server. The user may run the application 
off the IDC upon proper authentication by the server, irre 
spective of what local host the IDC is docked to. That is, for 
example, the user may insert a USB key IDC to a com 
puter-which is connected to the Internet-at one location 
and launch the application off the USB key IDC once 
Successfully connected to the Server-also sitting on the 
Internet. The user may close the application and Save the file 
onto the server or the USB key IDC. The files are stored in 
an Encrypted Virtual File System (EVFS) connected to the 
network server. See infra the discussions of EVFS. When at 
another location, the user may launch the application-upon 
proper authentication by the server-off the USB key IDC 
using a different computer host device and continue working 
on the same file. Such Secure, mobile, and user-centric 
connectivity between the IDC and the network server thus 
provides a paradigm for managing and controlling not only 
data acceSS but also application delivery. 
0090 Intelligent data carriers may be used to deliver 
Standalone applications or operating Systems according to 
one embodiment. A user may be issued an IDC with appli 
cations and/or an operating System that is read only and copy 
protected. The user may use the IDC to boot a host system 
that does not have an operating System or Storage device 
installed thereon and to acceSS Server-based applications or 
the preloaded applications on the IDC. 
0091 Intelligent data carriers may be used to deliver 
applications and media content according to another 
embodiment. For example, the user may be provided with an 
IDC containing the application that is copy protected and 
read only as well as a unique Serial number to permit the 
initial installation of the application. When the installation is 
completed, the IDC may request the System name, MAC 
number, processor Serial number, or other Static System 
based information to create an anti-copying code, which is 
then stored on the IDC in the form of an encrypted code 
hidden from the user. This code may ensure that the appli 
cation be only installed on the original host device. 
0092] Intelligent data carriers are used for media specific 
distribution according to yet another embodiment. Each user 
may be issued an IDC that works with one or more specific 
decoderS authorizing access to specific digital media 
Sources, such as DVD, CD, or MP3 data files. The server 
may track the access and usage of the Specific data files 
through the IDC. 
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0093. The application delivery paradigm according to 
this disclosure is therefore especially useful for proprietary 
data content, as well as commercial Software packages and 
ITtools, including, among other things, specialized database 
applications, data analysis tools, and various Customer 
Relation Management (CRM) and Enterprise Resource 
Planning (ERP) packages. Controlled and targeted delivery, 
coupled with rigorous authentication and encryption as well 
as centralized data and file management, makes this para 
digm a practical rival of the existing Software licensing 
schemes such as enterprise licenses and floating licenses. In 
this capacity, an IDC enables digital rights management 
(DRM) for proprietary data, applications and Services. 
0094) Referring to FIG. 5, an intelligent data carrier 
implements a number of modules and processes according to 
one embodiment of this disclosure. For example, an Appli 
cation Boot Loader 501 allows System Integrators (SIs) and 
Original Equipment Manufacturers (OEMs) to create cus 
tom boot calls to applications that are stored on the IDC or 
applications installed on the host computer device. The 
Application Boot Loader 501 is part of the processor of an 
IDC according to this embodiment. It may call a config file, 
a SYS file, or an executable file, among other things, to boot 
an application. 

0095) The memory of the IDC may be partitioned-by 
the SIs or OEMs, for example-into user data storage 503, 
application data storage 505, and administrative config 
partition 507, according to one embodiment. The user data 
storage 503 is read-and-write enabled. The application data 
storage 505 is read-only. The administrative config partition 
507 is read-only and copy protected. The partition informa 
tion is stored on the IDC in such a way that it is not in the 
user's view nor directly accessible by the user. 
0096). Additional modules are also included, including an 
On Device Authentication Client module 509 for user 
authentication, a radar connector 511 for monitoring and 
control of network connections, and an Encryption module 
513, among other things. The Authentication Client 509 may 
employ various user authentication means including object 
method 515, password system 517, and other rights policies 
519, among other things. The detailed discussion on authen 
tication and encryption is set forth below. 

0097 FIG. 6 provides another illustration of a client 
according to one embodiment of this disclosure. Various 
modules and components are also depicted, as are the 
processes involved. For example, depending on the connec 
tion with the server, the client Supports different type of 
transmission, including messaging 605, streaming 607, and 
other custom communications 609. A datagram parser (ser 
vice parser 601) is employed, corresponding to that of the 
datagram switch (701, 703) in the network server in one 
embodiment. See infra the discussion on the Server with a 
dynamic datagram Switch. Secure Key EXchange 611 and 
encryption 613 are implemented in the client. See infra the 
discussion on authentication and encryption. Randomization 
is utilized in connection to the authentication and encryption 
scheme. See infra the discussion on randomization in the 
creation and analysis of data objects. Additionally, a radar 
connector 615 is included as part of the client, linking the 
client to the server. The radar connector 615 monitors the 
connections between the client and the Server. The connec 
tion may be through a public network Such as the Internet. 
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It can also be established within a private, enterprise net 
work, especially one that involves distributive computing. 
0098) Server with a Dynamic Datagram Switch 
0099. A server can be any computer or digital device that 
sits on an open-e.g., the Internet-or closed-e.g., an 
institutional environment-network that is capable of con 
necting to a client, authenticating the client, and providing 
data and application access to the client. The network may 
be wired, or in part or in whole wireless. The server defines 
the permissions or rights of the various clients or users in the 
system. The permissions may be compiled and issued based 
on the physical user identities-e.g., according to biometrics 
measurements-and the geographical locations-e.g., local 
host names, the local time, or any other detectable param 
eters. Once the client is successfully authenticated, the 
server accepts the connection from the client and allows 
access to the data or applications that are owned by the user 
or that the user is authorized to access. The data files are in 
an EVFS that provides Secure, private access to each user. 
See infra the discussion on EVFS. In other embodiments, the 
server may deliver applications to the authorized user once 
the connection is established, as discussed Supra. 
0100. As shown in FIG. 7, a server according to one 
embodiment includes a set of modules and components, 
some of which are analogous to that included in the client, 
shown in FIG. 6. For example, SKE 705 and encryption 707 
are implemented in the server. Randomization is also uti 
lized in connection with the authentication and encryption 
scheme. As discussed supra, an EVFS 709 is linked to the 
server, providing each client a virtual private file System for 
data access and storage. The EVFS 709 links to the server 
via an EVFS interface 711. See infra for detailed discus 
sions. Further, a radar connector 713 is included as part of 
the server, interfacing with the radar connector 615 at the 
client side. The network connection between the client and 
server with a radar connector on each side enables effective 
monitoring and control of the network connection. The radar 
connector may also detect lost connections and reestablish 
the connection when needed, according to another embodi 
ment of this disclosure. Various applications or Services are 
supported, including, for example, messaging 715, stream 
ing 717, and customized communications 719. 
0101) The data transmission between the client and the 
server is effectuated by a dynamic datagram Switch based on 
a datagram schema in certain embodiments. See infra 
Example 1. All the data-whether the content data or 
transaction data-destined for transport through the Server is 
formatted into a datagram. Each datagram is carried within 
a TCP packet according to one embodiment. In alternative 
embodiments, other network protocols such as UDP, HTTP, 
and HTTPS may be used. Multiple datagram types are 
defined in the datagram schema according to one embodi 
ment. A major datagram type may have a plurality of minor 
or sub types. A minor datagram type may further comprise 
lower level datagram Subtypes in alternative embodiments. 
A set of methods and functions may be defined for each 
datagram type or subtype. Each datagram type or Subtype is 
capable of supporting one or more specific applications and 
carrying one or more specific kinds of data. The Various 
types may require different and specific privileges and/or 
permissions. 
0102 Datagrams are processed in the server by the 
dynamic datagram Switch 701. The dynamic datagram 
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Switch is capable of creating 701, allocating, processing, and 
Swapping datagrams in real time. Datagram allocation and 
de-allocation are performed dynamically. In one embodi 
ment, the same memory Space is used when one datagram is 
de-allocated while another is allocated. Memory pointers are 
used for multiple datagrams. When one datagram is in 
Service, its pointer points to the allocated memory. The use 
of memory pointer provides high-level efficiency and Speed 
in deploying multitudes of network applications and Sup 
porting network data transmission in Service to one or more 
users. The Switch of datagrams may be implemented, in 
certain embodiments, within a network connection through 
one port; and in alternative embodiments, the Switch of 
datagrams may be implemented in connection with multiple 
ports. 

0103) The dynamic datagram Switch 701 constitutes the 
datagram parser engine 113 according to one embodiment. 
The parser engine 113 also includes a parser 703, which 
filters the datagrams based on their major and minor types. 
For example, data are first read from the Socket and are 
appended to the in-queue for that Socket. The parser engine 
113 then checks to see whether that socket has a complete 
datagram in the queue. If not, it goes back to Sleep and waits 
for the next packet to arrive at the Socket. If yes, it removes 
the completed datagram from the Socket's in-queue and 
Sends it to a decryption and parsing unit to be decrypted and 
parsed. 

0104. The parser engine 113 then asks whether the data 
gram passes decryption and validation. If no, it checks to See 
whether the datagram show any signs of alteration or 
injection. If alteration or injection is detected, the datagram 
is discarded and the user who sends the datagram may be 
disconnected. If the datagram is Successfully decrypted and 
validated, the parser engine 113 then tries to determine the 
intended recipient of the datagram. If the datagram is 
intended for another connected Server, the datagram is then 
forwarded to the peer parser engine 113 on that peer Server. 
If the datagram is targeted for the local Server, it is then 
passed on to the local parser 703. 

0105. The parser 703 then checks whether the sender has 
the permission to Send that particular type of datagram. This 
is performed using the object classifier in one embodiment. 
See infra Example 2 and the discussion on authentication 
and encryption. If the Sender has no permission to Send the 
particular type of datagram, the datagram is discarded and a 
log file is created. If the Sender has the permission for the 
datagram type, the parser further checks to see whether the 
Sender has permissions to Send the particular datagram and 
whether the recipient has the permission to receive the 
datagram. If no, and if the negative permission is permanent, 
then the datagram is discarded and a log file is created. If no, 
but if the negative permission is temporary, then the data 
gram may be Stored for later retrieval and processing. If the 
Sender has permissions to Send the datagram and the recipi 
ent has the permission to receive the datagram, the parser 
then proceeds to determine the datagram type. 

0106 FIG. 3 shows the relevant processes for determin 
ing datagram types 301 and parsing datagrams implemented 
in a parser 703 according to one embodiment. Each data 
gram type has a corresponding processing engine, Such as 
instant messaging engine 303, broadcast engine 305, con 
nection proxy engine 307, user authentication engine 309, 
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user administration engine 311, user directory engine 313, 
etc. Once the datagram type is resolved, the datagram is fed 
into and processed by the designated engine for the corre 
Sponding datagram type. 

0107 Peering engine 315 refers to the peer parser engine 
residing at another connected Server, a peer Server. User 
logons and logoffs are broadcasted 317 to all peers. User 
access to each peer Servers may be coordinated and managed 
as desired. For example, an existing connection the user has 
to a Server may be terminated when the user is Successfully 
authenticated by and connected to a peer Server that grants 
higher level of access privilege. Connected with the user 
administration engine 311, the permission engine 319 man 
ages and records permissions for all users. Other modules or 
processes may be included in other embodiments that pro 
vide additional functionalities as needed, including, for 
example, the VPN tunneling engine 321. 

0108. In one embodiment, the server may dynamically 
process a matrix of datagram types. The matrix includes a 
first predetermined number (e.g., 256) of major datagram 
types, each of which has a Second predetermined number 
(e.g., 256) minor datagram types. In alternative embodi 
ments, the parser 703 is capable of parsing a matrix of 
datagram types that has more than two dimensionalities or 
layers. The parsing may be implemented, therefore, based on 
datagram types, fields, and layers. 

0109 The appropriate functions or methods may be 
executed for each datagram once the datagram is properly 
parsed out, according to the generic layout of the datagram. 
FIG. 4 provides a generic layout of the datagrams according 
to one embodiment. The datagram layout includes the pay 
load 401 and the header fields such as the major datagram 
type 403, the minor datagram type or subtype 405, the 
datagram length 407, and the datagram checksum 409. The 
payload 401 carries the content data in transmission. Addi 
tional header fields 411 may be included for different data 
gram types. 

0110 Referring to Example 1 infra, in one embodiment, 
the major datagram types include, among other things: the 
Server messages and connection control datagram, capable 
of authenticating and controlling user connections, the con 
tent datagram, capable of managing content data transmis 
Sion; the broadcast datagram, capable of managing real-time 
point-to-multipoint and multipoint-to-multipoint data trans 
mission; and the connection proxy datagram, capable of 
transmitting proxy data between the network Server and the 
intelligent data carrier. 

0111. The server messages and connection control data 
gram includes minor or Sub datagram types Such as: the 
authentication request datagram, capable of initiating an 
authentication request; the authentication reply datagram, 
capable of Sending a response upon a request of authenti 
cation; and the authentication result datagram, capable of 
Sending the result of an authentication Session. 
0112 The content datagram includes minor or sub data 
gram types Such as: the normal content datagram, capable of 
transmitting content data; the remote logging datagram, 
capable of communicating with the network Server and 
establishing a login Session; and the remote data collector 
datagram, capable of transmitting data from a remote con 
nection; the content approval request datagram, capable of 

Petitioner Samsung Ex-1008, 0019



US 2004/0221163 A1 

requesting Verification of the content data transmitted; and 
the content approval reply datagram, capable of responding 
to a request of Verification of the content data transmitted. 
0113. The connection proxy datagram includes minor or 
Sub datagram types Such as: proxy data to Server, capable of 
passing proxy data to the network Server from the intelligent 
data carrier; and proxy data from Server, capable of passing 
the proxy data from the network Server to the intelligent data 
carrier. Another example of major datagram type is the 
instant message type. It includes minor datagram types Such 
as the file transmission type, the audio-video transmission 
type, the instant mail message type, and the remote data 
collection type. 
0114 
0115 The secure network system of this disclosure 
includes an injector in a further embodiment, adapted to 
connect the Server to an existing network infrastructure. The 
injector can be Software or firmware that provides network 
connectivity. The injector converts physical connection data 
into logical network resources. It allows convenient integra 
tion with the existing networks and reduces the need to 
modify the existing IT infrastructures. 

Injector Connecting with Server and Client 

0116 Referring to FIG. 8, an injector in one embodiment 
includes Similar modules and processes as those in a client 
(FIG. 6) or a server (FIG. 7). For example, SKE 805 and 
encryption 807 are implemented in the injector. Random 
ization is also utilized in connection to the authentication 
and encryption Scheme. Like the Server, the injector is also 
linked to an EVFS 809, providing users a virtual private file 
system for data access to the existing networks. The EVFS 
809 links to the injector via a Virtual File System (VFS) 
interface 811. The injector, like the client and the server, also 
Supports different types of communications, including, for 
example, messaging 813, Streaming 815, and other custom 
communications 817. 

0117 Moreover, the injector employs a dynamic data 
gram switch 801 and has a datagram or frame parser 803. 
The datagram switch 801 and frame parser 803 correspond 
to the datagram Switch 701 and datagram parser 703 in the 
network server. A radar connector 819 is also included as 
part of the injector, interfacing with the radar connector 713 
at the server side. The radar connector 819 monitors and 
controls the network connection between the injector and the 
server. The radar connector 819 may also detects lost 
connections and reestablish the connection when needed, 
according to another embodiment. 
0118 Authentication and Encryption 
0119). In various embodiments of this disclosure, the 
Secure network System may employ a variety of authenti 
cation and encryption means, including, for example, an 
encrypted or non-encrypted ASCII String, a single classifier 
model, and a Super classifier model. Symmetrical and asym 
metrical multi-cipher encryption may be used. Encryption 
may be altered over time by output feedback, cipher feed 
back, cipher block chaining, cipher forwarding, or any other 
method that alters the cipher and/or key in a manner that 
both the encryption or decryption engine can predict or 
reproduce. In certain embodiments, Secure Key EXchange 
(SKE) is employed. SKE involves the generation of random 
key pairs that are only used once and thereafter discarded. 
Pursuant to SKE, no keys are Stored on any device or System 
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except the public-private key pair owned or controlled by 
the server. SKE differs from Public Key Infrastructure 
(PKI), which requires a public key storage System to serve 
multiple users. The omission of an intermediate public key 
Storage System-a typical target for network hackers 
allows for enhanced network Security. 
0120) The SKE module in the secure network system 
according to certain embodiments uses various public key 
systems, including commercial off the shelf (COTS) sys 
tems. In one embodiment, Advanced Encryption Standard 
(AES) Rijndael is used. See, Federal Information, Process 
ing Standards Publication 197, Announcing the Advanced 
Encryption Standard, November 2001, (available at csirc 
.nist.gov/publications/fips/fips 197/fips-197.pdf). See also, 
websites of cSrc.nist.gov/CryptoToolkit/aeS/; CSrc.nist.gov/ 
CryptoToolkit/aes/rijndael/; and cSrc.nist.gov/CryptoTool 
kit/aes/rijndael/rijndael-ip.pdf. In another embodiment, a 
163 bit Elliptic Curve Cryptography (ECC) key may be 
used. The ECC technology is known. See, e.g., Tatsuaki 
Okamoto et al., PSEC: Provably Secure Elliptic Curve 
Encryption Scheme, (Submission to P1363a), March 1999 
(available at grouperieee.org/groups/1363/P1363a/contri 
butions/pSec.pdf). See also, websites of world.std.com/-dp/ 
elliptic.html and csirc.nist.gov/cryptval/dss/fro00215.html. 
0121. In alternative embodiments, various encryption 
methods may be employed on a random base and in com 
bination. For example, the alternative ciphers include, 
among others: Gost, Cast 128, Cast256, Blowfish, IDEA, 
Mars, Misty 1, RC2, RC4, RC5, FROG, SAFER, SAFER 
K40, SAFER-SK40, SAFER-K64, SAFER-SK64, SAFER 
K128, SAFER-SK128, TEA, TEAN, Skipjack, SCOP, 
Q128, 3Way, Shark, Square, Single DES, Double DES, 
Triple DES, Double DES16, Triple DES16, TripleDES24, 
DESX, NewDES, Diamond II, Diamond II Lite and Sap 
phire II. The alternative hashes include, among others: MD4, 
SHA, SHA-2, RipeMD128, RipeMD160, RipeMD256, Rip 
eMD320, Haval (128, 160, 192, 224 and 256 bits) with 
Rounds, Snefru, Square, Tiger, and Sapphire 11 (128, 160, 
192, 224, 256, 288 and 320 bits). 
0.122 The authentication in one embodiment is based on 
event-level data. An authenticating event includes a mouse 
click, a keystroke, a touch on a Screen, an utterance, or 
taking a biometric measurement. Event-level data encom 
passes data generated at the event as well as data generated 
pre- and post-event. An event window may be specified in 
recording or measuring the event. That is, for example, a 
Sampling of Sound may be taken within a time limit. This 
data may be used in compiling Super-classifiers according to 
one embodiment. 

0123 The use of a Super classifier involves three aspects: 
the classification (see infra Appendix 1), analysis (see infra 
Appendix 2), and decision (see infra Appendix 3). A Super 
classifier function is a feature extraction of input vector data. 
The input vector data may be binary or non-binary. See, e.g., 
appendix 3. An object vector based Super classifier is used 
in one embodiment. See infra, Example 2. Randomization is 
applied in the Super classifier based object analysis, dis 
cussed in the next Section. 

0.124 Authentication is performed each time when a 
client or an IDC attempts to connect to a network Server. 
According to one embodiment, an authentication and 
encryption scheme is enabled with the IDC. The authenti 

Petitioner Samsung Ex-1008, 0020



US 2004/0221163 A1 

cation and encryption Scheme involves a Series of StepS. 
First, the user sends, via the client or the IDC a request to the 
network Server, requesting to be authenticated. The initiation 
of an authentication Session is thus from the client or the 
IDC. Second, the server sends to the IDC a list of authen 
tication methods that are available, from which the user 
Selects one through an event—e.g., a click of mouse, a touch 
on a Screen, an utterance, a keystroke, or any other Suitable 
notification event. Input from a digitizer Such as a camera or 
biometric device constitutes other examples of Suitable 
notification events. Third, based on the Selected authentica 
tion method, the server sends the IDC a demand for authen 
tication data. The demand may be for a password, which is 
true random or pseudo-random according to various 
embodiments. The pseudo random password is generated 
based on a mathematically pre-calculated list, and a true 
random password is generated by Sampling and processing 
a Source of entropy outside of the System. Fifth, the Server 
transforms the authentication data received from the IDC 
into one or more data objects or object vectors. Sixth, the 
Server performs the object analysis on the data objects, using 
one or more classifiers or a Super classifier. A Super classifier 
based on biometricS measurements may be used. And finally, 
the result of the analysis or the decision based on the 
classifier is sent from the server to the IDC, which either 
affirms the proper authentication of the user thereby permit 
ting the connection of the IDC to the server or declares that 
the authentication attempt from the IDC failed. 
0.125. According to other embodiments, three phases of 
authentication or three authentication tests may be imple 
mented: the logical test for client-Server match, the device 
test for the IDC, and the personal test for the user. Random 
ization may be used in connection with one or more of the 
three tests, with or without data object classifiers. 
0.126 The logical test for client-server match is a test that 
allows the IDC or client to find its correct server. It involves 
a number of StepS. At the outset, when the Server is installed 
or initialized, a public/private ECC key pair is created at the 
Server, used only for validation purposes. Any client or IDC 
of this server is given the server public key (PKI) when the 
IDC is configured or created, such that the IDC is imprinted 
with the server’s “genetic code” and hence has “registered” 
with its designated Server. Later, when an IDC is assigned to 
a user and attempts to connect to the Server remotely over a 
network, the Server's randomizer generates a large Stream of 
random data and uses it for Seed in producing a new ECC 
(PK2) public/private key pair for this connection Session. 
This public key is then Signed with the Server private key 
previously created that is only for validation purposes. The 
server thereafter sends both the newly produced public ECC 
key as well as the Signature to the IDC. Upon receiving Such 
information, the IDC uses the “validation only” public key, 
with which it was imprinted, to verify the signature of the 
public ECC key. If the signature does not match the 
“imprint,” the server is not the right server and the IDC 
disconnects. If the Signature matches, the IDC generates a 
new ECC (PK3) public/private key pair for the session, and 
sends the public key as part of the Client Identity and 
Facility (CIF, see Supra, Example 1). The CIF is in turn 
encrypted using the server's public key PK2. 

0127. The device test for the IDC focuses on the physical 
parameters of the IDC for verification. For example, at the 
time of deploying the client Software on a carrier device, i.e., 
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when the carrier or storage device becomes an IDC, the IDC 
is registered on the Server and certain of its parameters are 
Stored on the Server, Such as in a Server database. When the 
IDC generates the CIF package, it stores in the CIF any 
information it may gather on the host computer device or 
network connecting device where it is docked, encrypts the 
entire CIF package with the public key PK1 which has been 
validated in the previous logical test, and Sends the 
encrypted CIF to the server. After decryption, the server may 
verify whether the data in the CIF matches the parameters 
pre-registered in the server and whether the IDC is con 
nected from a known or legitimate network host. If the 
Verification fails, the Server may end the Session and dis 
connect the IDC. 

0128. The personal test for the user focuses on authenti 
cation of a particular user. This test may be implemented 
with or without classifiers or a Super classifier. A test without 
using a Super classifier may involve a number of Steps. For 
example, following a Successful SKE, an authentication 
request datagram is Sent to the IDC, including a list of 
authentication methods and, if one of these methods is a 
challenge-response based authentication, a challenge that 
the IDC be authenticated. The IDC then chooses one of the 
authentication methods. It may or may not prompt the user 
for interactive login. In cases where the IDC already has 
Sufficient knowledge to authenticate, automatic login is 
provided. Proceeding with the authentication, the IDC sends 
an authentication object to the Server, implemented in 
another datagram type, which contains the validation data to 
be examined by the server. The analysis of the authentication 
data objects varies based on the authentication method that 
is in use. 

0129. A user test with the use of a Super classifier, on the 
other hand, may proceed as follows. A Super classifier is 
implemented based on the various types of datagram types 
and datagrams at the Server. Upon a Successful SKE, an 
authentication request datagram is Sent from the Super 
classifier to the IDC, including a list of authentication 
methods and a challenge that the IDC be authenticated if one 
of the authentication methods is a challenge-response based 
authentication. The IDC then similarly selects an authenti 
cation method. For authentication, the server sends the IDC 
a request for execution of an event-level task. The request is 
built with the Super classifier based on input from a ran 
domizer. The IDC performs the task and the resulting event 
level data is then wrapped into an authentication data object. 
This data object includes in one embodiment a Separate 
random generated identifier for this particular network 
eXchange Session, Such that the likelihood of compromising 
the Session is minimized. The authentication object is then 
returned from the IDC, which is analyzed by the server's 
“verifier” based on the Super classifier. Data object analysis 
may vary depending on the Specific authentication method 
that is in use. 

0.130) Randomization in the Creation and Analysis of 
Data Vector Objects 

0131 Randomization techniques are well known in the 
field of theoretical and applied mathematics. They are often 
applied in the decision-making processes where no apparent 
common denominator exists. The use of randomization is 
facilitated by the vast computing power available today. 
Randomization typically involves the use of a Seed. Random 
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number generators generate pools of random numbers based 
on the Supply of one or more Seeds. Depending on the 
characteristics of the Seed, randomization may be classified 
into pseudo random or true random. Most random genera 
tors are pseudo-random number generators. They are based 
on a mathematical pre-calculated list, one that can be 
compromised. By contrast, true random numbers are usually 
generated by Sampling and processing a Source of entropy 
outside the computer Systems or networks involved. One 
must identify the Source of the entropy and how the entropy 
generated the Seed in order to break a true randomizer. 

0132) Randomization is also applied in computer or net 
work Security. The existing application of randomization in 
data Security is largely Static. For example, a random number 
may be generated by a client, a Server, or another computer 
device, and Subsequently passed onto a computer by the 
user. If the number matches a number within the random 
number “frame” allowed by the system specific random 
generator, the user will be granted access. This is similar to 
a Public Key Infrastructure (PKI) where two secretly gen 
erated keys are matched and validated at a shared validation 
point. One problem with this paradigm is that the shared 
validation point may be compromised relatively easily: At 
the System shared validation point is a random generator that 
contains a frame of numbers (or any desired output combi 
nation Such as alpha digits) based on a given Seed. Although 
the random generator Seems to generate an infinite number 
of random numbers, the total number of random numbers to 
be generated is pre-determined once the generator is created 
(seeded). That is, what is random is only the order in which 
the random numbers are generated. Such randomization is 
Static. Each random number is theoretically predictable. 

0.133 Randomization according to certain embodiments 
of this disclosure is applied in a non-static manner. Ran 
domization is implemented in data objects through one or 
more classifiers or Super classifiers. See infra Example 2. A 
true random generator is Seeded to provide random numbers 
for the analysis of data vector objects. Data objects are 
utilized in certain of the tests for authentication as discussed 
Supra. 

0134) Multiple and separate private keys are generated 
based on true random values in various embodiment. These 
keys do not contain any information based on the initial 
Server validation key, because the data object transforms the 
number into a value or a data image, based on entropy 
outside the computer at the event level. It is therefore outside 
the environment of the randomizer or random generator and 
becomes non-Static. Since what is used for the randomiza 
tion-based object transformation is itself a key, it becomes 
possible to match the two unknowns (private keys) and 
make them known. In alternative embodiments, more than 
two private keys may be similarly generated and used. 
Moreover, any numbers of private keys may be generated by 
the objects in the classifier, and thereby makes the number 
of private keys unknown. 

0135) In this embodiment, randomization is implemented 
both for (i) confronting the user or the client with an 
authentication challenge based on a true random generator 
and (ii) Selecting the object analysis to be performed and 
performing the Selected analysis. 
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0.136 A typical pre-programmed random generator may 
take the following form: 

0137) See, e.g., Numerical Recipes, W. H. Press et al., 
Cambridge University Press. Whether simple linear congru 
ential generators or improved generators are used, multiple 
random generators may be employed-thereby creating a 
combinatorial problem-So as to prevent the calculation of 
the Seed from, for example, observing a number of random 
numbers generated in Sequence. In certain embodiments, the 
least Significant digits are truncated in the Sequence, to 
minimize the possibility of leaving out any hints. In other 
embodiments, besides the Seed, the generator Specific con 
Stants a, c and m are also provided according to the above 
formula. A table with a large number of possible values may 
be created for constants a and m. When the constants are 
chosen using Some noise input, this approach will derive 
more robust randomizers. In Still other embodiments, a 
number of pre-chosen random generators may be used in 
connection with N independent Seeds. A simple Sum may be 
used as follows: 

1 y (a Xii + ci) mod ni 

0.138 An example of a useful algorithm for combining 
two linear congruential generators with a combined period 
of about 2.3x10" is the ran2 described in Numerical Reci 
pes. The algorithm may be modified using two independent 
seeds. It may be further modified using 3 or N generators. In 
one embodiment, at least one Seed is obtained using an 
indeterministic Source that a perpetrator does not have easy 
access to. The indeterministic Source may be anything 
outside of the randomizer and beyond the network system of 
interest, Such as, for example, an external device, the occur 
rence of an external event, a third party, and bits derived 
from the recent history of the computer. 
0.139. When one specific classifier is used in the analysis 
of an object-based vector, the predictability may be rela 
tively high Such that a perpetrator may Solve the classifier 
and the Seed. In certain embodiments, an ensemble of 
classifiers-i.e., multi classifiers or Super classifier-are 
used, where lower predictability may be achieved. The 
dimensionality of the feature vectors may be reduced as the 
variations that are not class discriminative are discarded. See 
infra, Appendices 1 and 2. 
0140. In summary, true randomization according to this 
disclosure improves protection on data access. The data 
objects are based on Specific values-Such as those of 
biometricS measurements in one embodiment-that are only 
known to the user at the event level. This focus on the 
user-rather than the devices-marks the user-centric Secu 
rity according to this disclosure. The data objects trans 
formed at the event level in a true randomized manner and 
analyzed in a Super classifier provides a Superior foundation 
for establishing and Verifying user identities. 
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0141 Encrypted Virtual File System (EVFS) 
0142. An EVFS according to the various embodiments is 
a per-user (or group of user), per-client virtual file System, 
also referred to as a file repository. It is a Server-based file 
System or file and data Storage facility, which allows the 
users of a network System to Store files or data away from 
their local hosts or client carriers. An EVFS may be useful 
when, for example, the Storage capacity is deficient at the 
local host. Examples of the use and implementation of 
EVFSs are available in public. See, e.g., the websites of 

0.143 www.microsoft.com/technet/treeview/defaul 
t.asp?url=/TechNet/prodtechnol/wind owS2000serv/ 
deploy/confeat/nt5efs.asp; 

0144) www.serverwatch.com/tutorials/article.php/ 
2106831; and 

0145 www.freebsddiary.org/encrypted-fs.php. 

0146 According to one embodiment of this disclosure, 
the Server of the Secure network System is connected to an 
EVFS 709 through an EVFS interface 711, as shown in 
FIG. 7. The EVFS 709 includes a user directory 721, a 
per-user file database 723, and file storage 725. The user 
directory contains relevant information for all the users, 
including password, login parameters, biometric profile, 
physical or geographic location, online and offline Status, 
public ECC key used to encrypt files which are stored in the 
EVFS. The users are the individuals who have connected to 
the network server through a client or an IDC and have used 
or are using certain applications Supported by the network. 
The applications may be delivered and run off the IDC 
according to one embodiment of this disclosure. The appli 
cations may also run on a host computer or device to which 
the IDC or the client is connected. Or, alternatively, the 
applications may run remotely on the Server on behalf of the 
client. 

0147 The server uses a user directory interface 727 
which resides in the Server-to access the user directory 
721. The file storage 725 is a digital medium that has stored 
thereon the files and any other data of interest to the users. 
It may be any kind of computer memories. This is the 
physical location where the files or data generated from or 
modified by the user applications are Stored; the user appli 
cations are executed on the IDC, the host computer, or 
remotely on the server. The file storage 725 may be opti 
mized for Speed and convenient access. 
0.148. The per-user file database 723 contains user file 
information Such as the original file name, date and time, and 
an encrypted representation of the encryption key used to 
encrypt the file. All files stored within the EVFS 709 are 
assigned true random names as well as true random encryp 
tion keys, they are mixed among each other in the file 
Storage 725. The data access is private and Secure with 
respect to each user. Each individual user may only See and 
access those files or data that the user has ownership of or 
that the user has obtained the permissions to access. The 
level of access the user has with respect to each file or 
document is controlled by the Server. That is, a user may 
only be permitted to read and edit a file, but not to move or 
copy it off the server-or the IDC if the application is run off 
the intelligent data carrier-in certain embodiments. AS 
Such. Each user virtually has a private database-i.e., per 
user database 723-connected to the server. 
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0149 The EVFS 709 used in the secure network system 
disclosed herein provides enhanced protection to the data 
and applications belonging to each user. In case of physical 
compromises, e.g., the IDC is lost or Stolen, the data Stored 
in the EVFS 709 will be unreadable-or not in view-to 
anyone but the properly authenticated user, the owner of the 
file who has access to the private ECC encryption key that 
can unlock the files. 

0150. The provision of EVFS 709 thus enhances the 
user-centric aspect of the Secure network System according 
to the various embodiments. Along with encryption, authen 
tication, and other features discussed throughout the present 
disclosure, the EVFS 709 enables secure delivery and stand 
alone operation of applications through an IDC. 
0151. The various embodiments are further described by 
the following examples, which are illustrative of the dis 
closed embodiments but do not limit the Same in any 

C. 

EXAMPLE 1. 

Datagram Examples and Specifications of Major 
and Minor (Sub) Datagram Types 

Data Gram Examples 
0152) 
0153 
0154) 
O155) 
0156) 
O157) 
0158 
0159) 
0160 
0161) 

0162 Stock ticker 

Instant Message types 
Instant Message 
Remote logging 
Remote data-collection 

Execute remote command 

File Transmission 

Audio-video communication 

EDI transaction 

Broadcast types 
Non real-time point-to-multipoint transmission 

0163 Non real-time multipoint-to-multipoint transmis 
Sion 

0164 Channel-based chat (IRC style) 
eal-time DOnt-to-DOnt tranSmISSIOn 0.165 Real-time point-to-poi 

0166 User-to-user chat 

0167 Audio-video conference (audio or voice tele 
phony) 

0168 Real-time point-to-multipoint transmission (broad 
cast) 

0169. Audio-video broadcast 
0170 Real-time multipoint-to-multipoint transmission 

0171 Audio-video conference 
0172) User Directory Types 
0173 Query 
0174 Update 
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0175 Server Queue Types 
0176) Offline storage 
0177 Server swap area 
0178 Content Filter Control 
0179 Filter status 
0180 Filter statistics 
0181 Filter update (add/remove rules) 
0182 Filter set 
0183 Filter reset 
0184. Mandatory Datagram Fields 
0185. The beginning of each datagram may be laid out as 
follows: 

Byte size Populated by Content 

1. Client Datagram major type 
1. Client Datagram minor type (sub type) 
8 Server Datagram received at server (timestamp) 
4 Server Data gram originator (Client-ID of sender) 
1. Client Signature/CRC type 

Client Signature/Checksum field 
(e.g., ECC Signature, 
MD4, MD5, SHA, SHA1 etc.) 

0186. Additional header fields may be appended to the 
aforementioned fields, depending on the type of the data 
gram. The additional header fields are typically populated by 
the client, and may be validated by the server. 
0187 Signature/CRC Types: 

Type Length of CRC field 

O: No checksum 0 bytes (Depreciated) 
1: ECC Signature 87 bytes 
2: SHA 20 bytes 
3: SHA1 20 bytes 
4: MD4 
5: MD5 16 bytes 
6: 
7: 
8: CRC32 

0188 There are appended additional headers in various 
datagrams. The headers are populated by the client and may 
be validated by the server. 
0189 Symmetric Cipher Types 
0190. Part of the SKE (Secure Key Exchange) are nego 
tiated. Symmetric ciphers may be supported by both the 
client and the Server and Selected based on permissions and 
cipher type priority. 

Type Name 

1. Rijndael 
2 Blowfish 
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Type Name 

3 RC6 
4 Twofish 

0191) Secure Key Exchange 
0.192 SKE is utilized to implement random, one-time 
(throw-away) encryption keys in certain embodiments, Such 
that no Symmetric cipher keys are Stored in the client that 
would Subject to the risk of compromise. 
0.193) Other information or data are exchanged over the 
network when SKE is executed. These information or data 
may Substantiate restrictions or elevated privileges for the 
USC. 

0194 SKE Process Overview 
0195 1. Client connects to server 
0196. 2. Server sends SPK datagram to client 
0.197 3. Client validates server signature and returns CIF 
datagram 

0198 4. Server validates client data and returns SKP 
datagram 

0199. 
0200 

5. Client sends receipt 
6. Server sends receipt 

0201 SPK Datagram 

0202) The Server Public Key (SPK) datagram is used to 
transport the Server public key for the Session to the client. 
The server may sign the key with the private key from the 
pre-shared public/private ECC key pair that is generated 
during Server installation to guard against intervening hack 
Ing. 

Byte Size Description 

2 Length of Server's Public Key for 
the session (in hex) 
Server Public Key for the session 
Signature 

0203 CIF Datagram 
0204 The Client Identity and Facility (CIF) datagram 
encodes data regarding the client (IDC), including informa 
tion on the host where the IDC runs, as well as the public key 
the client wishes to use for the Session. 

0205 The data are encoded in a CSV-like manner. 

Field Description 

Client Public Key for the session 
Space separated list of cipher-methods and keylengths supported 
Space separated list of hash-methods 
Client Device Type (may be encoded binary data) 
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-continued 

Field Description 

5 Client Identifier (may be encoded binary data) 
Symmetric Cipher key for client -> server stream 

7 IV for the Symmetric cipher 
6 

0206 Cipher and keylength are formatted as follows: 
0207) <cipher methodd--keylength><cipher 
methodd--keylength> 

0208 Client Device Type refers to a description of the 
IDC hardware environment (such as the PNP Device-ID for 
windows-based hosts). Any information can be used on the 
host to which the IDC have been connected, including, for 
example, the host’s Processor Serial number, the firmware 
revision and serial number of the motherboard (or mother 
board BIOS), authentication data from different hardware 
tokens (e.g., biometric input devices, Smartcard readers, 
flash readers), and the MAC of the network interface 
through which the host communicates with the Server. 
0209 The entire CIF datagram may be encrypted using 
the server public key. The Exchanged Value (EV) is sent 
along the encrypted package. The encrypted datagram Sent 
may read as follows: 

0210 1" and 2" octet are (in hex) the length of the 
EV. 

0211 in octets follows with the EV 
0212 n octets follows with the encrypted CIF data 

0213) SKPP Datagram 
0214) The Server Key Package (SKP) datagram holds 
information on cipher, bit length and keys, but can be 
extended for other purposes. 
0215. The server need not sign the information in the 
SKP datagram. The SKP are encrypted with client's public 
key, which in turn are Sent to the Server and encrypted with 
the server's public key. This datagram is encoded in a CSV 
like manner: 

Field Description 

1. SKP Datagram type 

0216) SKP Type 0 
0217. This is the normal SKP datagram. It holds infor 
mation to the client on the cipher, keylength and ciphermode 
for up- and down-stream. 

Field Description 

Cipher chosen for server -> client stream 
Bitlength for server -> client stream 
Ciphermode (ECB, CBC, CFB, OFB) for server -> client stream 
Cipher chosen for client -> server stream 
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Field Description 

Bitlength for client -> server stream 
Ciphermode (ECB, CBC, CFB, OFB) for client -> server stream 
Symmetric Cipher key for server -> client stream 
Symmetric IV for the server -> stream 

0218 SKP Type 1 

0219. Instructs the IDC to retrieve a “client identity” 
update from a specific server (or an additional identity). 

Field Description 

2 IP address of server holding the additional identity 
3 Port on which the server listens 

4 Optional “Client Identity to give the server during SKE. 

0220 SKP Type 8 

0221) Informs the IDC that it is not allowed to connect to 
the System from its current location. The Server may auto 
matically terminate the connection upon Successful transfer 
of the type 8 SKP datagram. 

Field Decription 

2 Message to show user (optional) 

0222 SKP Type 9 

0223 Asks the IDC to attempt retrieval of a firmware 
update. 

Field Description 

2 IP address of server holding the firmware update. 
3 Port on which the server listens. 
4 Optional “Client Identity to give the server during SKE. 

0224 SKP Type 10 

0225. Instructs the IDC to ask the user to return the IDC 
device, as it has been reported missing or lost. 

Field Description 

2 Message to show user 
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0226 SKP Type 11 
0227. Instructs the IDC to attempt “self destruction”. 

Field Description 

2 Method (bitfield) 
Cookie (optional) 3 

0228) SKP Type 11 Methods 

Bilt Decription 

O Unlink drives 
1. Wipe 
2 Add "cookie' 

0229. The SKP datagram are encrypted with the client's 
public key. The Exchanged Value (EV) is sent along the 
encrypted package. The encrypted datagram Send may read 
as follows: 

0230) 
EV. 

0231 in octets follows with the EV 
0232 n octets follows with the encrypted SPK data 

0233. CR Datagram 
0234. The Client Receipt (CR) datagram is a SHA-1 
Hash of the entire (unencrypted) SKP datagram, encrypted 
with the Symmetric cipher, bitlength and method provided 
by the server. 
0235 SR Datagram 
0236. The Server Receipt (SR) datagram returns the same 
hash, both as receipt and as a test of the Cipher Stream from 
the server to the client. 

1" and 2" octet are (in hex) the length of the 

0237 Major Type 0: Server Messages and Connection 
Control 

0238. The datagram type is used for the server to send 
messages, error notifications, and Server-client specific 
information over the network connection. 

0239 Subtype 1: Authentication Request 
0240. Upon connecting to the server, the server may issue 
a Type 0,1 datagram, requiring the client to identify itself 
This datagram informs the connected client on the authen 
tication method required to be authenticated by the Server. 
0241. Subtype 2: Authentication Reply 
0242. This datagram is used by the client to validate the 
USC. 

0243 A plurality of authentication methods may be used 
in connection to these Subtypes of datagrams, as exemplified 
in the following list: 

O Username and password 
1. Username and password + x.509 Client 
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certificate signature (see, e.g., 
www.webopedia.com/TERM/XIX 5.09.html) 

2 Username and password + ECC signature 
3 Password 

4 Password + x.509 Client certificate signature 
5 Password + ECC signature 
6 One-time password (S-Key style, predefined, 

ordered list of passwords) 
7 One-time password + x.509 Client certificate signature 
8 One-time password + ECC signature 
9 Voicekey 
1O Voicekey + x.509 Client certificate signature 
11 Voicekey + ECC signature 
12 Biometric hash 

13 Biometric hash + x.509 certificate signature 
14 Biometric hash + ECC signature 
15 X.509 Client certificate (signature) 
16 ECC signature 
17 Content Transfer ID (TID) 
18 One-time password transmitted by alternative carrier. 
19 Temporary auth-token 

0244. The specific authentication method used deter 
mines the number of additional data fields in these data 
grams. The examples of various fields when certain methods 
are used are shown below: 

0245 Method 0 

Byte Size Description 

1. Length of UserName field 
Usrname 

1. Length of Password field 
Password 

0246 Method 1 

Byte Size Description 

Length of UserName field 
Username 
Length of Password field 
Password 
X.509 signature on username and password fields 

0247 Method 2 

Byte Size Description 

Length of UserName field 
Username 
Length of Password field 
Password 
ECC signature on username and password fields 
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0248 Method 8 

Byte Sie Description 

1. Length of password field 
One-time Password 

ECC Client certificate signature 

0249 Method 11 

Byte Size Description 

1. Length of ECC signature 
ECC signature on Voicekey data 
Voicekey data 

0250) Method 12 

Byte size Description 

Biometric hash 

0251 Method 14 

Byte Size Description 

1. Length of ECC signature 
ECC signature on Biometric hash 
Biometric hash 

0252) Method 16 

Byte Size Description 

ECC signature on Challenge 

0253) Subtype 3: Authentication Result 

0254. After the authentication request is processed, the 
client will receive a 0.3 datagram which delivers the authen 
tication result. This datagram has certain Static fields: 

Byte Size Description 

1. 1 = Granted, O = Denied 
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0255 For successful authentication, additional fields may 
be included: 

Byte Size Description 

1. User Profile sent 
4 If profile sent, indicates length of profile field 

Mime-encoded User Profile 

0256 Subtype 4: Generic Error 
0257) If the server encounters any error during a client 
Session, this type of datagram captures the error. The fields 
included are: 

Byte size Description 

Error message 

0258 Subtype 5: Invalid Datagram 
0259. If the datagram passed to the server are considered 
invalid for any reason, this type of datagram will contain the 
reason in its payload. 

Byte Size Description 

Error description 

0260 Subtype 6: Improper Permissions 
0261) This datagram denotes that the network access is 
denied. 

Byte Size Description 

1. Major Type 
1. Minor Type 

Error Message 

0262) Subtype 7: Keep-Alive 
0263. This datagram is sent by the server and/or the client 
to each other in a predetermined interval, to keep the TCP 
connection open. This is useful when the System is running 
through various proxy-firewalls (e.g., FW-1) or running over 
a dial-up connection (e.g., through a dial-up router). 
0264. This type of datagram is also useful for the server 
to request that the client return a keep-alive datagram, So as 
to detect whether the client is alive. The server may discon 
nect when no response is received from the client. 

Byte size Description 

0, 1 O = No answer needed; 1 = Please reply 
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0265 Major Type 1: Content Datagram 
0266 Subtype 1: Normal Content Datagram 
0267. This datagram contains the actual content data to 
be transmitted. 

Byte size Content 

4 Final Recipient-ID 
Mime encoded data 

0268 Subtype 2: Remote Logging 
0269. This datagram contains log-entries from a connect 
ing device, with a "log-collector” client installed, destined 
for a logging Server, which may itself be a client to another 
network, according to certain embodiments. 

Byte size Content 

8 Final Recipient-ID 
Mime encoded log-data 

0270. Subtype 3: Remote Data-Collector 
0271 This datagram represents a query for a client from 
the “Remote Data Collector engine at the Server, to acquire 
data from the client for establishing the connection. 

Byte size Content 

8 Final Recipient-ID 
1. Data gram type (query or answer) 

Mime encoded data 

0272 Subtype 4: Content Approval Request 
0273. This datagram is used for requesting approval of 
the content data transmitted, Such as, Signing off documents, 
expense reports, and approving an electronic financial trans 
action. 

Byte size Content 

8 Final Recipient-ID 
Mime encoded and XML formatted 
content for approval 

0274 Subtype 5: Content Approval Reply 

This datagram is used to reply to Content 
Approval Requests (Subtwpe 4). 

Byte size Content 

8 Final Recipient-ID 
1. Approve or reject 
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This datagram is used to reply to Content 
Approval Requests (Subtwpe 4). 

Byte size Content 

1. Length of signature field 
ECC Signature on the data-field of 
the “Type 8' packet. 

0275 Major Type 2: Broadcast Datagram 

0276. This type of datagrams is used for a variety of 
conferencing and broadcasting applications. A number of 
Subtypes may be implemented, including: non real-time 
point-to-multipoint transmission; real-time point-to-point 
transmission (e.g., user-to-user chat, audio-video confer 
ence); real-time point-to-multipoint transmission (e.g., Stock 
ticker, audio-video broadcast); real-time multipoint-to-mul 
tipoint transmission (e.g., audio-video conference). 
0277 Major Type 3: Connection Proxy 

0278. The Connection Proxy datagrams are used to carry 
raw connection data and Send the same from an embedded 
or built-in application on the client to a network Server. 

0279 Proxy Connections are typically requested over a 
control-channel, i.e., the first connection to the Server, and 
established when a new connection to the Server is opened 
upon the request, which is Successfully processed. A “Proxy 
Connection-ID is then given, also used for authentication 
purposes. In alternative embodiments, the Proxy Connec 
tions may be established over the control-channel directly. 
This Supports data transmission via a Single connection. It 
lightens the load on the Server and client if the proxy 
connection carries very little data, Such as the case when a 
Terminal Server or telnet connection is used. 

0280 Connection Types 

0281 Different types of connection protocols may be 
used. 

O: TCP 
1: UDP 

0282) Subtype 1: Proxy Data From Client 

0283 These datagrams carry the actual data for the proxy 
connection, coming form the client end. One user may have 
one or more proxy connection open at the same time. A 
Connection ID (CID) field is included to identify each 
connection. 

Byte Size Description 

2 Proxy Connection ID 
Data 
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0284 Subtype 2: Proxy Data To Client 

0285) These are the connection data coming back from 
the proxy connection to the client (or the owner of the 
connection). No other field than the actual data is included, 
Since the proxy connection only Sends to and receives 
connection data to the owner of the connection. In order for 
the client to identify which remote connection (i.e., server) 
responded, the CID is included in the originator field of the 
datagram. 

Byte Size Description 

N Data 

Type Sender Description 

O: Server Remote Socket Connected. 
1: Server Remote Socket Disconnected. 
2: Client Disconnect Remote Socket but 

keep Proxy Connection (CID). 
3: Client Terminate Proxy Socket Connection 

(complete teardown). 
4: Server Proxy Socket Terminated 

(complete teardown). 

0286 Major Type 4: Large Content Transfer 

0287. These datagrams are designed to transfer large 
pieces of content data Such as audio-video media and data 
files. 

0288 Subtype 0: Receipt On Transfer 

0289. If the sender requested a receipt from the final 
recipient, the final-recipient may issue a 4.0 type datagram 
with a receipt on the transfer. 

0290 The receipt returned includes the content of the 
CRC field and the transfer-ID. 

Byte Size Description 

1. Length of CRC field 
Checksum on content transferred 
Transfer-ID 

0291 Subtype 1: Content Transfer Request 

0292 Used by a client to request transfer of large content. 
Upon receiving client's request, the Server will return a 
Transfer-ID (TID) for the client to use, so the client can open 
an additional connection to the Server for transferring the 
content. AS Such, the control-connection will not be blocked 
during lengthy transferS. 

Byte Size Description 

4 Size in bytes of content to be transferred 
2 Total number of chunks to send 
4 Final Recipient-ID 
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0293 Subtype 2: Content Transfer Reply 

Byte Size Description 

1. O = Transfer denied, 1 = Transfer Allowed 
If Transfer Allowed, this field will be present 
and contain the Transfer ID (TID) to be 
given to the server, when the client opens 
another connection for transferring the file. 

0294 Subtype 3: Content Transfer Segment 

Byte Size Description 

2 Segment number 
Segment chunk 

0295 Subtype 4: Re-Transmission Request 

0296. This is used to re-request a segment of content, 
usually in the case where the content transferred fails to pass 
checksum check. It may also be used to recover from loSS of 
transfer-connection. 

Byte Size Description 

2 Chunk to resend 
TID 

0297 Major Type 5: User Directory 

0298 Datagrams of this type are used to search for users, 
user groups, or update user information in the User Direc 
tory. 

0299 Search fields in the query are treated as a mask. 
Searches are done with the Search masks treated as a regular 
expression, when the underlying database infrastructure 
Supports. 

0300 MySQL may be implemented to provide a default 
database base System, in which regular expression Searches 
are Supported. The System configuration thus Supports all 
Searches using regular expressions. 

0301 Subtype 1: User Online 

0302) This datagram are used to notify the system when 
a user becomes connected to the network. 

Byte Size Description 

4 UserID of user 

0303 Subtype 2: User Offline 

0304. This datagram are used to notify the system when 
a user is disconnected from the network. 
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Byte Size Description 

4 UserID of user 

0305 Subtype 3: User Search Request 
0306 This is used by the connected client to search for 
users in the entire user directory based on a certain data 
mask. This type of Search returns the type 5,10 datagrams. 

Byte Size Description 

Mask to search for 

0307 Subtype 4: Distinct User Search 
0308 Similar to Subtype 3, but returns a more precise 
match on the user. This type of search returns the type 5,10 
datagrams. 

Byte Size Description 

4 UserID 
8 Last login 
1. Online status 

Display Name 

0309 Major Type 6: Remote Management 
0310. This datagram type enables the administrators or 
privileged users in the network System to remotely control 
other connected clients, execute applications on the con 
nected clients and push updates. 
0311 Subtype 1: Execute Remote Console Application 
0312 The 6.1 datagram executes the application defined 
and maintains an open handle to the application, where the 
proceSS-id of the application are returned to the initiator 
upon Successful execution. This proceSS-id must be used in 
all Subsequent command-or control datagrams for the 
proceSS. 

Byte Size Description 

8 Target User-ID 
Full path and name of application to execute 

0313) Subtype 2: Remote Execution Result 
0314 Are sent back to the initiator of the 6.1 datagram 
upon Successful execution of the 6.1 datagram. 

Byte Size Description 

8 Destination User-ID 
2 Process-ID 
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0315) Subtype 3: Remote Process Terminated 
0316. When the remote process initiated by the 6.1 data 
gram terminates, a 6.3 datagram are Sent with the exit code 
from the application. 

Byte Size Description 

8 Destination User-ID 
2 Process-ID 
2 Application Exit Code 

0317 Subtype 10: Remote Tool Request 
0318. To simplify retrieval of data from a remote client, 
or perform basic control on a remote device, a basic tool-set 
are made available to retrieve information from the remote 
device, including information on a list of running processes, 
logged-in user(s), data storage etc. 

Description 

Byte Size 

8 Target User-ID 
1. Tool identifier 

Optional Parameters (if the specific tool need them) 
Tool Identifiers 

List Running Processes 
List Running Processes including hidden processes 
Kill process (PID given as parameter) 
List Services 
Stop Service (Service Name as Parameter) 
Start Service (Service Name as Parameter) 
Restart Service (Service Name as Parameter) 
List Local Storage Devices, including volume 
label, size, block size, space used and file 
system type. 

0319 Subtype 11: Remote Tool Reply 
0320 Contains a CSV formatted reply depending on the 
tool requested. 

Byte Size Description 

8 Destination User-ID 
CSV data output from Remote Tool 

0321) Subtype 20: Application Transfer Request 
0322 Used to initiate the transfer of an application or 
application update. 

Description 

Byte Size 

1. Transfer type 
Destination User-ID 

1. Options (bitfield) 
4 Size of content 
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-continued 

Description 

Path and Name target of file (optional, 
defaults to root of client) 

Options Bitfield 

Bt 

1. Auto execute (also covers auto-update, 
auto-expand etc.) 

2 Prompt user (before execution/update) 
3 Return Receipt after transfer 

Transfer types 

1. Transfer of file (for update, existing file 
are not required present) 

2 Transfer of Client firmware (replaces current) 
3 Transfer of Client ISO codes (replaces current, 

ISO codes include CD ROM data format e.g., ISO 
9660, and other data standards per the International 
Organization for Standardization, www.iso.org) 

4 Transfer of compressed archive 
(to be expanded at target location) 

0323 Subtype 21: Application Transfer Reply 
0324 Used to signal grant or denial. 

Byte Size Description 

1. Allow/Deny 
8 Transfer-ID (Only appended if transfer granted) 

0325 Subtype 22: Application Transfer Content Part 
0326. These datagrams hold the actual data for transfer. 
0327. The four-octet Content Part field would allow for 
up to 2564 parts in a single transfer, which would provide 
for the transfer of applications, images and archives exceed 
ing 4 Gigabytes in size (if, e.g., using datagrams holding 1 K 
of data each). 
0328. The Transfer Part Field starts at 1 and increments 
by one for every part transferred, Sending a 6.22 datagram 
with a “Transfer Part of 0 (zero) to signal end-of-transfer. 

Byte Size Description 

8 Transfer-ID 
4 Transfer Part 

Data Content 

0329 Subtype 23: Transfer Receipt 
0330. A checksum of the application transferred. 

Byte Size Description 

1. CRC-Type 
Checksum on Application Transferred 
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0331 Major Type 7: Real-time Multimedia Transfer 
0332 This type of datagrams is utilized to support client 
to-client transmissions of multimedia content. 

0333 Subtype 1: Transfer Request 
0334. Used to request permission to begin the transmis 
Sion. 

Description 

Byte Size 

4 Recipient UserID 
2 Media Content Type 
4 Minimum Bandwith Required in Kbit/S 

Media Content Types 

Type 

1. 5 KHz, 8 bit, 1 channel audio 
2 8 KHz, 8 bit, 1 channel audio 
3 11 KHz, 8 bit, 1 channel audio 
4 11 KHz, 8 bit, 2 channel audio 
5 22 KHZ, 16 bit, 2 channel audio 
6 44 KHZ, 16 bit, 2 channel audio 

0335) Subtype 2: Transfer Reply 
0336 Bvte Size Description y p 

0337 4 Recipient UserID 
0338 1. Accept (1) or Deny (O) 
0339) 4 Content Stream ID (issued by the receiving 
client and should exist only if the request was 
accepted) 

0340 Subtype 3: Media Stream Packet 
0341 These datagrams carry the individual packets that 
make up the transmission. 

Byte Size Description 

4 Recipient UserID (O for using recipient list) 
4 Content Stream ID 

Stream Packet (content data) 

0342. Subtype 4: Transmission Termination 
0343 Can be issued by both sender and receiver to 
indicate either end-of-transmission (if sent by transmission 
Source) or abort-transmission.(if sent by the recipient). 

Byte Size Description 

4 Recipient UserID (zero for using recipient list) 
4 Content Stream ID 

0344) Subtype 5: Recipient List Management 
0345 When performing a one-to-many transmission such 
as a lecture, conference call (VoIP), one may rely on these 
datagrams to manage data distribution to the entire list of 
recipients. 
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Description 

Byte Size 

1. Action 
Data 

Action Definitions: 

Action 

O Delete recipient list (if one set) 
1. Add user(s) to list (space-separated 

list of UserIDs as data) 
2 Remove user(s) from list (space-separated 

list of UserIDs as data) 

0346) Subtype 6: Transmission Diversion Request 
0347 These datagrams enable the client to transfer its 
“end of the transmission' notification to another user. 

Byte Size Description 

4 Recipient ID 
2 Media Content Type 
4 Minimum Bandwidth Required in Kbit/S 

EXAMPLE 2 

Object Vector Based Super Classifier and 
Biometrics 

0348 Referring to FIG. 2, an object vector Super classi 
fier (also referred to as multi classifiers) is shown. More than 
one data object vectors are used for event-level authentica 
tion. The classification decisions may be made based on 
Superior or random Sum computed from the data vector 
objects, including Object Vector 1, 2, and 3 in FIG. 2. Here, 
each object vector is connected to one or more classifiers 
from classifiers 1 to N. That is, feature extractions may be 
made from multiple object vectors and then transformed into 
a Set of classifiers, which collectively constitute a Super 
classifier. Event-specific transformation provides relatively 
Simple distributions that characterize event-based features. 
0349. One example of user authentication using Super 
classifiers involves biometrics. In one embodiment of this 
disclosure, the Super classifier is used in connection with 
physical biometric measurements, including Voice recogni 
tion, fingerprints, handprints, blood vessel patterns, DNA 
tests, retinal or iris Scan, and face recognition, among other 
things. In an alternative embodiment, the Super classifier is 
used in connection with performance biometric measure 
ments, including habits or patterns of individual behavior. 
0350. The event-based authentication session and the 
Selection and execution of the object analysis based on those 
user-specific events increases the likelihood of identifying or 
deriving binary Structures in the object decision analysis. AS 
binary Structures are added to a Super classifier, the authen 
tication Session may be evaluated with a high probability 
rate. 

0351. It is to be understood that the description, specific 
examples and data, while indicating exemplary embodi 
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ments, are given by way of illustration and are not intended 
to limit the various embodiments of the present disclosure. 
All references cited herein are specifically and entirely 
incorporated by reference. Various changes and modifica 
tions within the present disclosure will become apparent to 
a skilled artisan from the description and data contained 
herein, and thus are considered part of the various embodi 
ments of this disclosure. 

0352 Appendix 1: Object Classification in Speaker Veri 
fication 

0353 Classification and Probability Density Estimation 
0354) Speaker verification is a classification problem like 
any other data object vector involving two classes: target 
Speakers (I) (user of object) and impostors (-I) (perpetrator 
of object). In order to do classification, in this case, a set of 
measurements derived from recordings of a speakers voice 
are needed. These measurements are conveniently repre 
Sented as D-dimensional vectors: 

(xeRP) 
0355 Each speaker is characterized by a probability 
density function: 

p(x|I) 
0356 which measures the likelihood of observations. The 
probability density is characterized by 

p(x|I)>OW x Equation: 1.1 

0357 where P(I) and P(-I) are the a priori probabilities of 
respectively target Speaker trials and impostor trials. For 
Speaker Verification, the a posteriori probability of the 

Equation: 1.2 

Equation: 1.3 

claimed Speaker, I, given an observation, X, is of interest. 
0358. The a posteriori probability can be computed by 
Bayes rule 

P(I)p(x|I) e-Equation: 1.4 

0359 Since I and -I are mutually exclusive we have 

correct given the observation, X, plus the probability of 
Some other speaker (not I) was speaking Sum to one. It is 

Equation: 1.5 

i.e. the probability that the identity claim was 

attractive to use the a posteriori probability P(x) for 
classification purposes: the identity claim is accepted or 
rejected by the rule: 

Decide: 
0361) 

accept if P(I) > P(-i I) 
reject otherwise 
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accept if P(a) >PC-li) Decide { reject otherwise 

Likelihood 

p(x|I) P(I) p(-I) P(I) 

Figure: 1 Probability densities for the two classes, I and -l. The densities overlap in the 
regions: 
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LE& LE I: Equation: 1.6 

0362 this causes the Bayes error rate to be greater than 
0. A classifier that uses this decision rule is called a Bayes 
classifier. The error rate of a Bayes classifier is equal to 

EBayes = ? P(-i II)p(x) dx+ ? P(IL)p(x) dix (-Equation: 1.7 
E. L-1 e-Equation: 1.8 

E. L-1 

0363 where 

L=}x P(x)2P(x)} Equation: 1.10 

Equation: 1.11 

In practice the probability functions: 

P(x) and P(Ix) 
0365 are unknown and can only be approximated. 
Hence, the error rate of any practical decision Strategy is 
bound to have an error rate which on average is not less than 
the Bayes error rate. 

0366 A Priori Probabilities & Risk Minimizations 
0367 The average error consists of two terms; rejections 
of target speakers (TA errors): 

Equation: 1.12 

and acceptances of impostors (IR errors): 

0369. Using a posteriori probabilities to classify samples 
is essentially the same as classifying according to maximum 
likelihood. The overall error rate is, however, dependent on 
the relative number of impostor and target Speaker trials. If 
impostor trials are much more frequent than target Speaker 
trials, then it pays of too classify Some Samples as class-I 
even if class I is more likely, because the overall absolute 
error is more dependent on E-I than on EI. In other words, 
E-I is minimized at the expense of EI. The way to balance 
these error rates optimally is by fixing the a priori probabili 
ties to reflect the relative number of impoStor/target Speaker 
trials (object attempts). 

Equation: 1.13 

0370 Assigning prior probabilities is only one way of 
balancing TA and IR errors. Generally the two types of 
errors may have different consequences and it may therefore 
be desirable to achieve a balance which reflects the cost of 
misclassification. In this case P(I) and P(-I) are replaced by: 

0371 where C(II) is the cost of classifying an 
-I-Sample as I. The classification is here according to risk 
and not a posteriori probability: 

Equation: 1.14 
Equation: 1.15 

-X e-Equation: 1.16 
R(Ix) = 
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0372 Analogously to equation 1.6 we have the decision 
rule: 

accept if R(Ix) > R(-i Ix) e-Equation: 1.17 
Decide 

reject otherwise 

0373) A more pragmatic approach to the problem of 
balancing TA and IR errorS is to decide a priorian acceptable 
error rate for either E or E_i', and then use this to determine 
the decision surfaces (and by extension P(I) and P(-I)). 
Whatever way is chosen, the real problem of estimating the 
class likelihoods, 

and 

0375) Probability Estimation 
remains the same. 

0376 One approach to implementing a decision rule is to 
Separately estimate the probability densities and 

and 

p(x|I) 
0377 in the test situation-use Bayes rule to convert 
likelihoods to probabilities, which can be used in place of 

P(x) 
0378. This solution, however, is more extensive than 
required, since the verification (which by virtue of its 
utterance translation becomes a binary data object) problem 
only depends on the likelihood ratio: 

0380. In terms of LR(-x), the decision function 2.6 
becomes: 

accept if LR() > 1 e-Equation: 1.18 
Decide 

reject otherwise 

0381. The Bayes decision Surface between class I and 
class -I is characterised by: 

LR(x)=1.0 
0382 For classification purposes we only need to know 
on which side of the decision Surface the test Sample x falls. 
In the example given in FIG.2.1, this surface is the simplest 
possible: a single point X=t, where t is the decision threshold. 
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0383. A distinction is made between parametric and 
non-parametric classification. The difference lies in the prior 
assumptions that are made about the class distributions. 
Parametric classification assumes that the Samples to be 
classified belong to a narrowly defined family of probability 
density functions, whereas non-parametric classification 
makes only weak assumptions about the prior distributions. 
Hence, non-parametric classification is more general, 
whereas parametric classifiers are easier to construct, 
because they have fewer degrees of freedom. 

0384 Parametric Classification 
0385 As an example of parametric classification, we 
might assume that the classes (i=1,2) are characterised by 
normal probability densities: 

1 Equation: 1.19 
(2)P2S1/2 
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-continued 

In this case: 

LR(x) 
is given by: 

ln(LR(x) = g(x) Equation: 1.20 

g(x) (s pl.)'s.' (s pl.) Equation: 1.21 

- - A - 1 - - (x-pi) ST'(x-pi)+21 

0386 This is a quadratic function. If we furthermore 
assume that the two distributions share the same covariance 
matrix S1=S2=S, this simplifies to 

g(x)= a( i) Equation: 1.22 

0387) 
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g(r) = a(ii-pi) 
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Equation: 1.22 

Prettably dirtutulsior two cases 

Figur2 Two classes were the Bayes classifier uses quadratic decision surfaces. 
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0388 Left: The classes have similar means: 
it=15, it=17 

0389 Right: The classes have different means: 
it=15, it=27 

0390. In the right example, the Bayes decision surface 
can be approximated well by a linear function 
0391) where 

d S(pi, -pi) e-Equation: 1.23 

e-Equation: 1.24 1 -X 
il 5 (pi, + i) 

0392 This is a linear function. In discriminate analysis 
equation 1.22 is known as Fisher's linear discriminate 
function. AS we have Seen, this discriminate function is 
optimal for normally distributed classes characterized by the 
Same covariance matrices, but its usefulneSS goes beyond 
this. It is a robust function, which (although not optimal) can 
be used with good results if the class distributions have the 
form of “spherical clouds”. In fact, even if it is known that 
equation 1.21-and not equation 1.22—is the optimal dis 
criminate function, equation 1.22 may yield better results 
(Raudys and Pikelis 1980). The problem when using equa 
tion 1.21 is that from a limited sample set, it is difficult to 
obtain good estimates for S1 and S2. This is especially true 
in high dimensional Spaces. 
0393. The linear classifier is less sensitive to estimation 
errorS Since the dependence is primarily on the first order 
moments (the means): 

At 1& it: 

0394 which are easier to estimate than S1 and S2 (the 
Second order moments). If needed, the linear classifier may 
be further simplified by assuming S to be diagonal, or even 
S equal to the identity matrix. 

EXAMPLE 

0395 FIG. 2 shows two examples of 1-dimensional 
density functions for two normally distributed classes. In 
both examples the Bayes decision Surfaces are quadratic, 
because the variances are different 

it=15, it=27 

In case one the means are: 

and in case two: 

0398 Assuming equal priors, we can determine a deci 
Sion rule using equation 1.21: 

LR(x)=1 
0399) 0 

Equation: 1.25 

Equartion: 1.26 
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-continued 
2 2 

it it 2 1 O1 
- - - - –2in ) = 0 
as of 

0400 Hence we have the decision rule: 

Class 1 if Y g 15.3 v Y - 18.9 
Decide 

Class 2 otherwise 

04.01 The error rate is 

1 
E = - E + E 5 (El+ 2) 

1 
= 5 (0.30+0.07) 
as 18.8% 

0402. In the linear case we have from 1.22: 
LR(x)=1 Equation: 1.27 

0403) 0 

1 Equation: 1.28 
5 (41 + u2) - 

04.04 which leads to the decision rule 

Class 1 if x < 16.0 
Decide 

Class 2 otherwise 

04.05 With the error rate (0.40+0.16)/2-28%. The Qua 
dratic classifier is here Significantly better than the linear 
classifier. In case 2 the corresponding decision rule becomes 

Class 1 if x < 24.2 v x > 31.4 
Decide 

Class 2 otherwise 

0406 f 
04.07 or the quadratic classifier and 

Class 1 if x < 21.0 
Decide 

Class 2 otherwise 

0408 for the linear classifier. The average error rates are 
respectively 0.007% and 0.03%, which very small for both 
decision rules. Relatively, the quadratic decision rule is, 
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however, Still significantly more accurate. This is not 
because it is quadratic: a linear decision rule Such as 

Class 1 if x < 24.2 
Decid 

Class 2 otherwise 

04.09 has the same small error rate as the quadratic 
decision rule. Hence, the difference in performance is here 
caused by the assumptions about the prior distributions. 
0410 Linear Versus Non-Linear Decision Surfaces 
0411 Assuming a priori that the solution to 

LR(x)=1 Equation: 1.29 

0412 is linear in Simplifies the design of a classifier. 
Non-linear classifiers are more powerful, because they allow 
the solution to 1.29 to be drawn from a larger set (which 
usually includes the linear Solution as a special case). There 
is, however, nothing limiting about assuming linear decision 
Surfaces, Since the linearity refers to x, but the vector x 
may be "preprocessed” before being given to the classifier. 
ASSume, for instance, that the optimal decision Surface-in 
a given 2D problem 

0414. A linear classifier is able to implement this decision 
Surface if the classification, rather than in terms of X and X 
is done in terms of 

(p(x), p(x), p(x). (p(x), ps(x" 
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0415 where 

0416) In other words, the 2D quadratic decision function 
can be implemented by a linear function in a 5D space. 

Equation: 1.30 

0417 Non-Parametric Classification 
0418 FIG. 3 shows a realistic example of what the class 
(speaker or the object) distributions in a speaker recognition 
System or an object recognition engine might look like. 

0419. The assumption that the observations from a given 
Speaker are drawn from a normal distribution is here rea 
Sonable. 

0420 Fisher's discriminate function is suitable for dis 
crimination between any two speakers (and in this case 
comparative to object containing any given data Source), but 
is obviously a poor model (in 2D) for discriminating 
between one target Speaker and the remaining Speakers in 
the population (a line can not be drawn which separates an 
individual speaker from most of the other speakers in the 
population). In fact, the impostor class is too complicated to 
be modeled well by any simple parametric distribution. This 
is a common situation for many pattern classification prob 
lems. A number of techniques exist for non-parametric 
classification and probability density estimation. 
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Figur 3 Probability distribution of 2D samples drawn from a set of ten different 
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0421 Non-Parametric Probability Density Estimation 

0422 Given a training set of samples with known class 
membership, non-parametric probability density estimation 
is the problem of constructing a PDF, that approximates the 
real PDF characterizing the classes without assuming any 
thing about this function other than it exists. 

0423. Histogram Rules 
0424 The Simplest approach to non-parametric density 
estimation is to divide the feature Space into Volumes V of 
size h", where h is the side length of a D-dimensional 
hypercube. The likelihood of a given test Samples, x, can 
then be computed by identifying the Volume, v(x), to which 
it belongs, and computing the relative number of training 
samples that fall in this volume: 

n(v(X) g- Equation: 1.31 

Nov. 4, 2004 

(0425) where n(v(x)) is the number of samples that fallin 
the Volume, v(x), to which x belongs, and N the total 
number of Samples in the training Set. 1.2.2 k-Nearest 
Neighbour. 

0426) Nearest neighbour PDF estimation removes the 
problem of Selecting the parameter h by letting the sizes of 
the different volumes vary so that a fixed number of training 
Samples (k) fall in each volume. The result is a So called 
Voroni partition (tessellation) of the feature space. An 
example (k=1) is given in FIG. 4 

0427. Like the histogram rule, however, the probability 
density estimate is discrete: two neighbouring Samples on 
different sides of a cell boundary generally have different 
likelihoods, despite the fact that the distance between them 
may be 
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Figur 4: Voroni partition of the feature space resulting from a 1-nearest 
neighbour 
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0428 Rule arbitrarily small. The Voroni partition also has 
a boundary problem, because Some cells may have an 
infinite Volume, which means that Samples falling in these 
cells have an estimated likelihood of Zero. 

0429 Kernel Functions 

0430. An alternative generalisation of the histogram rule 
is to compute p(x) as a sum of kernel functions (Hand 
1982): 

Equation: 1.32 W 

a X 5X. 1 ( - i. p(v)=w Ik h - 
k=1 

0431) The shape of the kernel K(x)) determines the 
characteristics of p(x). For instance a uniform kernel 
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if : - (-1. 11P €- ion: 1. KG)={ if x e -1; 1 Equation: 1.33 
0 otherwise 

0432 essentially leads to the histogram rule, whereas if 
-e M -e- 

K(x) is a continuous function then p(x) is continuous as 
well. Gaussian kernels are a popular choice: 

e- Equation: 1.34 
K(x) = 

1 D 
exp-0.5) x 

0433 Since p(x) approximates a PDF, it is convenient to 
require 

-> --> 

K(x).dx Equation: 1.35 

K(x)>0.wix Equation: 1.36 

0434 because this automatically means that p(x) is a 
PDF. 
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Figure 5: Likely Hood 
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0435 Likely Hood 

0436 FIG. 5: Kernel estimate of the density function 
corresponding to FIG. 3 The kernel functions are generally 
placed non-uniformly in the feature Space. Hence, as 
opposed to the simple histogram rule, Some regions of the 
feature space are not “modelled at all, and in others-where 
the density function is complicated-several kernel func 
tions may overlap in order to model the density. 
0437. For instance, to approximate the density function 
shown in FIG. 3, it would be reasonable to use 10 kernels, 
with the centers corresponding to the center of each of the 
circular regions into which samples of a specific Speaker fall. 
In this case h should reasonably correspond to the Standard 
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deviation of a given speakers data. An example of this is 
shown in FIG. 1.5, where Gaussian kernels have been used. 
0438) Non-Parametric Classification 
0439. The purpose of estimating PDF's is to be able to 
compute a postheory probabilities, which can be used in 
decision rule 1.6. It is possible, however, to implement 1.6 
directly, without this intermediate step. The way to do this 
is, basically, to partition the feature space into regions and 
label each region according to which class Samples falling in 
this region (probably) belong to. It is not hard to see how the 
k-Nearest Neighbour rule can be used for classification: 
simply label each Voroni cell according to which class the 
majority of the ksamples in the cell belong. The resulting 
decision surfaces will be piece wise linear. 
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Class 2 

W W2 

X X2 

Figur 6: The perceptron (right) forms a hyperplane and classifies samples according to 
which side of the hyperplane they fall. 
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0440 Classifiers can also be based on kernel functions. In 
this case the requirements to the kernel functions K() are 
less restrictive, because the constraints of a PDF do not have 
to be fulfilled. The Radial Basis Function (RBF) network is 
an example of a classifier based on kernel functions. 
0441 Basis Function Radius Maximisation 
0442. For RBF networks a structure can be imposed on 
the basis functions by considering the radii of the basis 
functions: 

e- Equation: 1.59 

0443 the smaller h is the more “spiked’, is the basis 
function. A Spiked basis function is only Sensitive to a very 
Small region of feature Space and may well signify over 
training. Wide basis functions (h large) cover a large Volume 
of the feature Space; the larger h is the more the basis 
function resembles a simple bias which is always active. 
Hence, a network trained to have large radii is more likely 
to be able to generalise; the radii should be expanded to the 
point where it does not significantly impair the classification 
performance on the training Set. 

0444 Classifier Ensembles 
0445. It is a problem for many models-in particular 
neural networkS-with even just a limited complexity, that 
the training algorithms used for estimating their parameters 
are unable to determine the global minimum of the optimi 
Zation criteria, but only Succeeds in determining a local 
minimum. For this reason it can be useful to train Several 
classifiers on the same data, and use these networks to create 
a new “super” classifier. The combination of different net 
WorkS can not easily be done in the parameter domain, but 
networks representing different local minima are likely to 
model different parts of the problem, and a classifier defined 
as the average output of the individual classifiers will in 
general perform better than any of the individual classifiers: 
if the individual mean Square error rates (equation 1.40) of 
N classifiers is denoted, 

E1. . . . .EN 

0446 t can be shown that the expected mean square error 
rate of the ensemble of classifiers is given by (Perrone and 
Cooper 1994): 

1 e- Equation: 1.60 
Eensemble = N:X. E; 

0447 provided the networks make errors independently. 
Hence, as long as the errors are uncorrelated, the perfor 
mance of the classifier ensemble can be improved by adding 
more networkS: the mean Square error rate is cut in half each 
time the number of networks is doubled. 

0448. For perceptron type models, networks representing 
different local minima can be created Simply by initializing 
the weights differently (Hansen and Salamon 1990; Battiti 
and Colla 1994). In Benediktsson et al. (1997) individual 
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networks (perceptrons) are trained on data that has been 
transformed using different data transforms. Ji and Ma 
(1997) propose an algorithm specifically for Selecting and 
combining weak classifiers (perceptrons). 
0449) Speaker Verification 
0450 Speaker verification and object handling in a ran 
domized environment is a pattern recognition problem, and 
conceptually it is a very Simple, Since only two classes 
(patterns) need to be discriminated: target speakers or object 
and impostors. However, it is not easy to Separate the two 
classes in the feature Space. The class distributions are 
complex and must in practice be modelled using non 
parametric techniques. Neural networks are attractive clas 
sifiers for problems of this kind: their discriminative training 
Schemes enable them to focus the modelling on the regions 
of feature Space that discriminate Speakers or objects well. 
0451 A problem with many training or object learning 
algorithms, however, is that they are unable to guarantee 
optimal values of the model parameters. In this case Struc 
tural risk minimization techniques can be used for placing 
constraints on the models that enhance their ability to 
generalize. A different approach to the problem with-Sub 
optimal-parameters is to use ensemble techniques: An 
ensemble of Simple Sub-optimal classifiers can be combined 
to form a new more powerful and robust classifier. Ensemble 
methods are attractive, because the error rate of the classifier 
ensemble, in principle, is inversely proportional to the 
number of ensemble members. 

0452 Appendix 2: Object Analysis Exemplified by RBF 
Based Phon Me Modeling 
0453 This example presents a classifier architecture, 
which can be applied for Speaker Verification at the event 
level, however it is to be viewed as example of a method that 
could be used for any given object data type. The classi 
fier-a RBF network is itself not able to identify the 
events on which it operates and relies on the feature extrac 
tion process to do this. FIG. 1.1 shows the classifier archi 
tecture schematically. Hidden Markov Models are used for 
Segmenting the Speech Signal. A hidden Markov phoneme 
model, models the phoneme Segments as a mixture of 
normal distributions, where the means and covariances of 
the mixtures change at discrete points in time: at the State 
transitions. The discrete changes should ideally be continu 
ous, but this is difficult to model. 

0454. After the phoneme segments have been identified, 
a new feature extraction is performed (Section 1.1), whereby 
each individual phoneme Segment is re-presented by a single 
vector of features. A feature vector representing an entire 
phoneme observation will here be referred to as a phoneme 
Vector: 

(c) 
0455 When the phoneme vectors have been extracted, 
the Signal no longer contains time information; the fact that 
the phoneme vectors were measured Sequentially over a 
period of time is irrelevant and contains no information 
about the speaker identity. Further the binary form of the 
voice print is “created” on a (true) random utterance model, 
which makes the binary object entirely unique. What this 
essentially means is that the vector model becomes a random 
vectorn" 
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"The period should here be at least two so that a target speaker pattern and 
an impostor speaker pattern is presented in each period. More generally 
the-period-could be increased so that each update is based on a set of 
distinct phoneme observations-for instance corresponding to different pho 
neme contexts. If this this is not done the learning can tend to be "erratic: 
the network becomes biased to the most recently presented training token 
and-forgets-some of the information it has previously been taught. 

0456. The basic feature representation used here is in 
terms of filter bank energies and the phoneme vectors 
therefore need to be normalised in order to eliminate the 
Signal gain (Section 1.2). Following this they are Subjected 
to a transformation 1: 

0457 before finally being passed as input to the RBF 
network, which computes the Speaker probability: 

P(I). 
0458 Frame Selection 
0459 Phoneme durations are a function of phoneme 
context, Overall Speech tempo and other factors, phoneme 
durations are highly variable. For a Static modelling 
approach it is necessary to represent the phonemes by a fixed 
number of features. This can be done by using the Markov 
Segmentation, where each phoneme is Segmented into a 
number of Sub-segments corresponding to the different 
emitting Markov states in the phoneme model. Possible 
representation Schemes are: 

0460) 1. Compute a new “variable” frame segmen 
tation (and speech parameterisation), where the new 
frame length is adjusted to be an integer fraction of 
the total phoneme Segment. 

0461 Computationally this may be relatively expensive, 
but the advantage is that the entire phoneme Segment is used. 

0462 2. Select a fixed number (N) of the existing 
frames as representatives of the phoneme Segment. 
Several frame Selection Strategies may be consid 
ered: 
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0463 a. Linear selection: Select N linearly spaced 
frames from the phoneme Segment. 

0464) b. Sub-segment selection: Select one frame 
from each Sub-honeme Segment. In order to pro 
mote homogeneity of representation, the Selection 
should be done consistently; e.g. by always Select 
ing the center frames in each Sub-phoneme Seg 
ment modelled by separate HMM states. This is 
motivated by the hypothesis that center frames 
represent the same point in the “moving average' 
transition which the Speech Signal undergoes in 
the phoneme Segment. 

0465 c. Maximum Likelihood Selection: select 
the frame from each Sub-phoneme Segment that 
has the highest likelihood. 

0466. After the relevant frames have been identified, the 
corresponding feature vectors are “concatenated to form 
one long vector. 
0467 Selection schemes 2A and 2B are quite similar; it 
has here been chosen to use 2B as the frame Selection 
Strategy, because in connection with ensemble methods (see 
Section 2.7) variations in the frame Selection Strategy can be 
used for generating “different” phoneme models for the 
Same phoneme. Selection Scheme 2B can easily be varied by 
Selecting, e.g. the right or left most frames in each Sub 
Segment instead of the center frame. 
0468. Normalisation 
0469 A problem with the filter bank representation of the 
Speech Signal is that the Signal gain is not well controlled. 
The Signal gain depends on the SpeakerS Speaking level, the 
distance to the microphone, the angle between the mouth 
and the microphone and the recording equipment. This 
effectively means that the absolute gain cannot be used for 
Speaker recognition, and must be normalised. AS is usual for 
Speech processing, a logarithmic filter bank representation is 
used here. This means that the logarithm of the energy 
output from each filter 
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0470 bank is used. Energy outputs below one are dis 
carded; they most likely represent noise and due to the 
singular behaviour of the log function, it is best not to 
model these energies. 

0471. In the logarithmic energy domain, the gain factor 
becomes an additive bias: 

log(Sx)=log(S)+logx Equation: 1 

0472 Taking the log() of a vector here means that the 
log() function is applied to every vector element. Likewise, 
addition (multiplication) of a Scalar and a vector means that 
the Scaler is added (multiplied) to every vector element. 
Since Scale is not relevant, phoneme vectors are assumed to 
have norm 1: 

0473) 

0474. The gain can therefore be removed by computing 
the norm of, 

e- Equation: 2 

after Scaling the norm is 

e- Equation: 3 

|X| 

0475 and subtracting the logarithmic norm from the filter 
banks put out: 

y-log(x)-logx|=logx Equation: 4 

0476. To further homogenise the data, the vector: 

0477) is here normalised to have norm 1 

0478 If an independent gain factor is associated with 
each filter bank channel, this results in a bias vector being 
added to the feature vectors. This type of gain can not be 
eliminated by looking at one particular feature vector, but 
can instead be compensated for by estimating the average 
energy output over one utterance. 

0479 Bias removal is a useful heuristic in practise, but is 
actually a non-trivial problem because the bias which is 
estimated depends on the phonetic content of the utterance 
(Zhao 1994). This heuristic is not used here. 
0480 RBF Training: 

0481. The normalised phoneme vectors are subjected to a 
transformation before being input to a phoneme, 

(d) 
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0482 and speaker dependent RBF network, which is 
used for computing the function: 

(b) anh e- Equation: 5 
3d t SX vii; () 

0483 where S is the activation function scale and 

0484 were D is the dimensionality of the input vectors. 
The basis function Scales, C, and the variances, 

e- Equation: 6 
u; (b) = exp 2 

Xk - itik 2 Self-r 

0485 , are constrained by: 

f e- Equation: 7 
- i. 

0486 which ensures that the network will approximate 
the optimal Bayes Discriminant function: 

0487. A number of techniques can be used for this (Press 
et al. 1995; Bishop 1995). In this case, the simplest approach 
is to use gradient descent, because the gradient here is easy 
to compute, because of the size of the network the training 
algorithm converges So fast that conjugate gradient, or 
Quasi-Newton methods are not required. Gradient descent is 
an iterative technique, where the parameters in iteration t are 
updated according to: 

E as . w = w”-n(i) e- Equation: 8 

E Equation: 9 a' = 4"-no € Equation 

E Eduation: 10 cr = r."-n(); € Equation 
E as . 

C) C-1) -n(I). e- Equation: 11 

S(t) = S(i-1) -no, e- Equation: 12 

0488 where 

Equation: 13 
X.no cx A Xiro 3 x 
t= t= 

and 
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-continued 

0 E \, , , 8tanh(Y(b)) Al-Sa')-2N), (3) p= oy (d.) 

a tanhly ?o - 11... ? -> 
tanh( ls fiel Cwu,(d.) O. 

S (- aY(5) 

and 

otanh(Y(b)) 4 

oY(6) (exp(Y(5) + exp(-Y(5))) 

Equation: 14 

Equation: 14 

Equation: 15 

Equation: 16 

Equation: 17 

Equation: 18 

e- Equation: 18 
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0489) and 

otanh(y(t) 4 
dy(d) (exp(y(3) + exp(-y(t) 

0490 The gradients are here shown to be computed as the 
Summation over all the training Samples. In order to Speed 
the training process up, this requirement is usually relaxed 
So that Subsets or even individual Samples are used as the 
basis for computing the gradient and updating the param 
eters. This is reasonable if the training data is “periodic". 
"The period should here be at least two so that a target speaker pattern and 
an impostor speaker pattern is presented in each period. More generally 
the-period-could be increased so that each update is based on a set of 
distinct phoneme observations-for instance corresponding to different pho 
neme contexts. If this this is not done the learning can tend to be "erratic: 
the network becomes biased to the most recently presented training token 
and-forgets-some of the information it has previously been taught. 

0491. The form of the gradient equations are relatively 
easy to understand. The gradient equations have Some 
common terms and Some specific terms. 
0492 Common Terms All gradients include the error 
term, 

(g 5)-t), 
0493 which is zero unless samples are misclassified. 
Hence, the parameters are not updated if Samples are clas 
sified correctly. In case of misclassifications, the error term 
is positive if the target output is negative and negative if the 
target output is positive. The error term can be given a class 
dependent weight in order to emphasise one class error rate 
over the other. For instance, target Speaker patterns may be 
given a higher weight, because the training Set contains 
relatively few target Speaker patterns, and hence the classi 
fier is more likely to “over learn' these patterns than it is the 
abundant impostor Speaker patterns. 
0494. A second term which is present in all gradients is, 

0495. This term has the effect of preventing parameter 
changes if, 

(i. 
0497 is misclassified by a large margin. Intuitively this is 
useful if the training Set contains outliers, which can not be 
correctly classified by a Small change of the existing param 
eterS. 

0498. A third term shared by all gradients is the basis 
function output, 

i.e. if the parameters, 
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0499 which is a value between Zero and one. Hence, the 
parameters related to a given basis function are not updated 
unless the Sample, 

1. (p", 

0500 falls in the hyper elliptical region where, 

u;(s) 
0501) 
0502. Weights 
0503 Weights are updated so that for misclassified 
Samples, the weight is increased if the target output is 
positive and decreased otherwise. In the final classifier, basis 
functions with a positive weight represent class I and basis 
functions with a negative weight represent class I. 

0504) Means 

is activated. 

0505 Basis functions representing the target class, 

0506 are moved closer to the misclassified sample and 
basis functions representing the opposite classare moved 
away. The Step Size depends on how activated the indi 
vidual basis functions, 

0507 are, the radius of the basis functions, 
2 Ci, p. 

0508 the distance to the misclassified point and as usual 
the size of the classification error. 

0509 Basis Function Scales 
0510) The width of the basis functions are controlled by 

C. 

0511 For basis functions representing the target class, 
C 

0512 is decreased (the width is increased) so as to 
include that Sample in the Sphere of influence of those basis 
functions. For basis functions representing the opposite 
class, 

C. 

0513) is increased (the width is decreased) so as to 
exclude the Sample from the Sphere of influence of these 
basis functions. 

0514 Updating the variances has the same effect of 
widening the width of the basis functions for the basis 
functions representing the target class and decreasing the 
width of the basis functions representing the opposite class. 

0515 Variances 
0516) The variances, 

opf, 

0517 specify the relative variance of the individual fea 
ture elements. The variances do not necessarily correspond 
to the Statistical variances of the individual elements, but 
rather to the importance of the features. Feature components 
that have little importance for the classification, may be 
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given a large “variance” So that they have relatively leSS 
influence on the activation of the basis function. 

0518) Activation Function Scale 
0519. The scale of the activation function S is increased 
for Samples on the correct Side of the hyper plane imple 
mented by the perceptron, and decreased for Samples on the 
incorrect Side. The classification of Samples, however, is not 
improved or changed by updating S. Consequently the 
learning algorithm does not change the value of S for the 
purpose of minimising the error rate. The activation function 
Scale may, however, be adjusted Subsequently in order to 
improve the RBF model as a probability estimator. 
0520 
0521. The iterative training algorithm requires initial 
estimates of the network parameters. The parameters of a 
RBF network are much easier to interpret than the weights 
of a MLP, and consequently it is not necessary to initialise 
using random values. Specifically, a clustering algorithm can 
be used for computing reasonable basis functions represent 
ing respectively the target Speaker and the cohort Speakers. 
The weights corresponding to target Speaker basis functions 
can be initialised to 

Initialisation 

e- Equation: 19 

0522 where 
N.() 

0523 is the number of training samples falling in the ith 
target Speaker cluster. Likewise the weights corresponding 
to cohort Speaker basis functions can be initialised to: 

w = N-1) e- Equation: 20 
- (-1) XN, 

i 

0524) The bias weight, 
(wo) 

0525 should be initialised to a value less than Zero: if the 
network is presented with a phoneme vector that does not 
activate any basis functions, the classification should be - I 
(rejection). 
0526. The convergence of the training algorithm depends 
critically on the initialisation of the basis functions, but is in 
practise insensitive to the weight initialisation. Hence, the 
weights may simply be initialised to random values (in the 
range -1; 1). 
0527 Posterior Probabilities 
0528. The RBF networks are trained to minimise the 
mean Square error rate on the training Set (equation 1.9). 
Minimisation of this error criteria causes the RBF network 
to approximate the optimal (Bayes) discriminant function 
given by: 

gBayes(q)=P(q)-P(Ic) Equation: 21 
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0529. This important fact has been proved by several 
authors (Ruck et al. 1990; Richard and Lippmann 1991; 
Gish 1990a; Ney 1991). 

0530 Even though gd(c)approximates the optimal dis 
criminant function, it still remains to answer whether or not 
it, in principle, is capable of exactly implementing this 
function. The Squashing function, tanh( ), present in the 
output, of the RBF network limits the number of mappings 
from RP to -1; 1) that can be implemented. For instance, a 
general function Such as 

0531 can not be implemented by an RBF network of the 
above type, even if it had an infinite number of basis 
functions. It would be unfortunate if gby.() was of this 
type, because that would mean that it could not, even in 
principle, be computed. 

0532. The underlying function Y(c) is, however, Very 
flexible. By application of the Stone-Weierstrass Theorem it 
can in fact be shown that this function can approximate any 
mapping from RP to R arbitrarily well (Hornik 1989; Cotter 
1990). Since tanh(x) is a monotone function which can take 
on any value in the interval 0:1), it is up to to approximate 
the function: 

Y(q)=arctan h(P(q)-P(q)) Equation: 22 

0533. The choice of tanh(x) as activation function is, 
however, not arbitrary. Consider, for instance, that in a 
2-class classification problem, the two classes to be dis 
criminated are characterised by Gaussian probability distri 
butions: 

p(5' - I) (27t)P2|U|12 Equation: 24 

1 , , , , . . . . . . exp(-ic -pl.) Uli (6'- p.) 

0534. According to Bayes rule, the a posteriori probabil 
ity of class I is given by: 

-> p(5|I)P(I) Equation: 25 

1 

1 + exp(-2a) 

1 + 
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-continued 

stanh(a) -- 2 

0535 where 

2- i? PVIII" –4a – Inn, it 12" 
p T p 0.5(d -pi) U (5 -pi)- 

e- Equation: 26 

0536 This is exactly the form we would like it to have, 
since if the RBF network approximates the discriminant 
function: 

Equation: 27 

then we have (using 2.5): 

- 1 - 1 Equation: 28 Pld) = g(d) + € Equation 

e- Equation: 29 

0538 where 

0539 Adjusting the Activation Function Scale 

Equation: 30 

0540 AS probability estimates, equations 33 and 34, are 
Somewhat crude. If a steep activation function (large acti 
Vation function Scale S) is used, the output is essentially a 
binary variable. The activation function scale (S) may be 
adjusted by first estimating the empirical activation function 
from-ideally-an independent test Set: 

Equation: 31 

Petitioner Samsung Ex-1008, 0052



US 2004/0221163 A1 

0541 where 0(x) is a step function: 

1 if x > 0 ar. 0(x) = e- Equation: 32 
0 otherwise 

-> 1. -e 0542) and where () '...., 'N, and cal, ..., 'N 
-I-I are the phoneme vectors in the independent test set. 
Now the value, G(Y), for which P(I)=P is identified (i.e. 
G(Y)=2P(I)-1)) and the activation function scale adjusted 
So that 

tan h(SY)=P, 
0543. This is done by choosing: 

Equation: 33 

arctanh(P) 
YP 

e- Equation: 34 

0544 where 

Equation: 35 1 1 + x 
arctanh(x) = 2 in 1 - x 

0545 An alternative, and potentially more accurate 
approach is to simply replace tanh( ) by the empirical 
activation function (equation 36). 
0546) An alternative, and potentially more accurate 
approach is to simply replace tanh( ) by the empirical 
activation function (equation 36). 
0547 Adjusting the Bias 
0548 Training a RBF network from a limited training set 
is difficult. The problem is usually not the impostor part of 
the training Set, but rather the target Speaker part. This, of 
course, can in itself make it diffcult to train a speaker model, 
but in particular it makes it diffcult to adjust the model So 
that it achieves the desired balance between the TA and IR 
errors. The balance can to some extent be controlled by 
various training parameters, eg. by Scaling the error term (g( 
5)-t, differently for target Speaker Samples and cohort 

Speaker Samples, by presenting target/cohort patterns with 
different frequencies, or by the way the models are con 
Strained using weight/radii penalties. These means are, how 
ever, fairly crude, and a more accurate approach is to 
adjusting the bias (wo) of the RBF models. This can be done 
by estimating the mean and variance of Y( ) given the 
target Speaker, Y(c.|I), and given the impostor Speakers, Y( 
co-I). ASSuming a Gaussian distribution of these two 
variables, the bias is reduced (b=b-Ab), So that, illew 

N.Y.). Y(II) vary 31) 
N(Y(5|- 1); Y(5|- 1), var(Y(8|- 1) 

Equation: 36 
= B 
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0549. This solution can be found by determining the roots 

Equation: 37 

it it O - - 2 lin- - - ln B = 0 O: O () 

Equation: 38 

-> Equation: 39 

Equation: 40 

0551 For B=1 this is the same equation as equation 1.26, 
(the example on object classification. The Solution we are 
interested in is the one between Y(II) and Y(II). 
0552) An alternative- if the Gaussian assumption is 
poor—is to use the empirical activation function (equation 
X.36). If a different balance, B, of errors is desired, the bias 
can be adjusted according to: 

G(Y( ')+1 = B Equation: 41 

-G(Y(5) + 1 

0. Equation: 42 

G|Y(b)) (i. Equation: 43 

0553 Hence, to adjust the odds ratio to have balance B, 
the solution, Ab=Y(s), to equation 48 is determined and 
Subtracted from the bias: 

Womew=Woold-Ab 
0554 For B=1 the equal error rate is approximated, for 
BC1 the number of TA errors is minimised at the expense of 
the IR errors, and for B1 the IR errors are minimised at the 
expense of the TA errors. 
0555 FIG. 8 shows an example where the class condi 
tional empirical distribution functions, 

and 

P(Y(cHI)). 
0556 and the empirical activation function, 

0557 for a set of speaker models. The figure shows the 
functions both 
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0558 For the training data, respectively 1622 and 6488 
local target Speaker and impostor Speaker decisions were 
used. For the test data, respectively 394 and 1576 local 
decisions were used. 
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0559 for the training data and for the test data. For the 
training data the empirical activation function is approxi 
mately zero for Y(s)=0, but not for the test data (the 
speaker models are “overtrained”). FIG. 9 shows the same 
functions as FIG. 8, but after bias compensation. 

0560. In Summary, a phoneme based speaker model has 
been described. The model uses HMM’s as "feature extrac 
tors' that represent phoneme observations as fixed vectors 
(phoneme vectors) of spectral feature elements; this part of 
the model is speaker independent. The phoneme vectors are 
transformed and finally passed as input to a phoneme 
dependent RBF network, trained to estimate the Speaker 
probability from the phoneme vectors. The speaker prob 
ability can be used directly for producing a (local) speaker 
Verification decision, or it can be combined with other 
Speaker probabilities estimated from other phoneme obser 
Vations in order to produce a more robust decision. The input 
vector (phoneme) is only stated to exemplify what an object 
based i.e. verification could be. Any other type of biometric 
vectors could be used with training filters accordingly. 

0561 Appendix 3: Object Based Decision Making 
Exemplified By Speaker Verification 

0562) Object verification-or in this case speaker verifi 
cation is a binary decision problem, and can therefore in the 
end be reduced to computing a score and verifying identity 
claims by determining whether or not the Score is greater or 
less than a given threshold, t: 

accept if score > t --- Decide{ equation: 1 reject otherwise 

0563. When computing this score or i.e. an object value, 
each phoneme Segment in the Speech Signal makes a con 
tribution (even when phonemes are not explicitly modelled). 
In a conventional text independent Speaker verification 
algorithm, the contribution of the different phonemes to the 
overall score (e.g. utterance likelihood) is unknown; the 
overall Score depends on the particular frequency with 
which the phonemes are represented in the test utterance, 
and on the duration of each phoneme Segment. 

0564) This is clearly not optimal, since no regard is taken 
to the extent that local scores contributed by individual 
phoneme Segments express Speaker identity and the extent to 
which different phonemes express the same information 
about the Speaker; e.g. a nasal and a vowel presumably 
represent information which is largely complimentary 
whereas two back vowels, Say, represent highly correlated 
information about the Speaker. 

0565. The algorithm described here has two parts: first 
phoneme Segments are identified and the Speaker identity 
modelled for each phoneme Segment independently. The 
result of this is a number of local Scores-one for each 
different phoneme in an utterance-which Subsequently 
must be combined in order to produce a global verification 
decision or a class of object data. 
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0566 Combining Scores 
0567 An RBF networks are trained to approximate the 
discriminant function: 

gd(q)=P(Ig)-P(Ic) equation: 2 
where 

(1 
0568) is a phoneme observation. Since: 

P(q)+P(Ic)=1 equation: 3 

0569) we have 

PI3) - (3) + equation: 4 = 59.10) +5 
& 

5) 1 , , . 1 equation: 5 P- || 6’) = - gold") + 

0570) which can be used for implementing a decision rule 
for a Single phoneme observation. When Several indepen 
dent phoneme observations are available, more robust deci 
Sions can be made by combining the local Scores into a 
global Score. Two basically different approaches can be 
followed: ensemble combination and probability combina 
tion. 

0571 Ensemble Combination 
0572. One approach to combining local verification 
Scores is simply to "average' the local Scores: 

equation: 6 

0573) equation: 6 
0574 where 

#cb 

0575) is the number of different phonemes in the alpha 
bet, 

#d, 

0576 the number of observations of phonemed, and the 
(p 'i the jth observation (phoneme vector) of phoneme d. 
It is a characteristic of this Scoring rule that for an increasing 
number of observations, the Score will converge to a value 
in the range -1; 1; The magnitude is not directly affected 
by the number of observations. 
0577 Probability Combination 

0578. An alternative to ensemble combination is to 
exploit the fact that the networks compute a posteriori 
probabilities. When several independent observations, d'= 
c. • • • 9 (r are made, the confidence of the classification 
is expected to rise. This can be expressed by defining the 
odds ratio: 
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. . tion: 7 R(d)(f)) = P(18) go (8)+ 1 equation: 
i=1 P- || 2) i=l -go (8)+1 

0579 equation: 7 
0580 since 

P(Id())+P(Id())=1 equation: 8 

0581 it follows that 

(t) y - equation: 9 
P(Id') = 1 + R-1 (d) 

- Ild)) = equation: 10 P(- Id') 1 + R(d) 

0582 Hence, an alternative scoring strategy is to use 
score=P(Igb(9)-P(Ide) 

0583. It is a characteristic of this scoring rule that in 
practise it will converge to either -1 or +1 when more 
phoneme observations are added. 

equation: 11 

0584) The difference between equation 6 and 11 is mainly 
the assumption about the independence of the observations. 
Suppose for a given phoneme vector, (cp) the Speaker 
probability is estimated to, Say, P(Ic)=0.7 If equation 11 
(probability combination) is used we assume that the prob 
ability is only 0.7 and not 1.0, because the observation (cp) 
has been affected by "random noise, whereas if equation 
1.6 (ensemble combination) is used, we assume that a 
certain proportion of the impostor population is capable of 
producing phoneme vectors like (cp). 
0585. This distinction is important, because noise can be 
“averaged” (derived) away, whereas obtaining more obser 
Vations (of the same event) cannot be expected to improve 
the probability estimate, if the same impostor Speakers are 
fundamentally able to produce the same phoneme vectors as 
the target Speaker. 
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0586 A problem with both equation 1.6 and 1.11 is, 
however, that the overall score will be dominated by the 
most frequently occurring phoneme. This is unreasonable to 
the extent that different phonemes can be regarded as 
different sources of speaker information (Olsen 1997b; 
Olsen 1996b). 
0587. In practise it is, however, possible to use equation 
1.6 and 1.11 with good results, because “pathological” 
Sentences that are dominated by a specific class of phonemes 
are not frequently occurring. Any reasonable Sentence will 
typically have a broad Selection of phonemes represented, 
but it should still not be left to chance how to weight the 
evidence provided by each phoneme observation. 

0588 Committee Machines 
0589 Each phoneme model can be regarded as a speaker 
Verification expert given a specific type of information: 
observations of a specific phoneme. Since individual experts 
are assumed to model different "aspects of the Speaker, it 
makes Sense to limit the influence each expert can have on 
the global Score. One approach to this is to use either 
equation 1.6 or 1.11 for combining the local Scores from the 
Same expert into a phoneme level local Score. A local binary 
decision-with an empirically known probability of being 
correct-can then be made for each phoneme represented in 
the test utterance: 

1 if P(1 d) > 0.5 
-1 otherwise 

equation: 12 

0590. Following this approach, the simplest way of com 
bining local decisions into a global decision, is by making a 
“majority” vote: 

if d equation: 13 
SCO X. DL(d) C 

i=l 

0591) 
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Figure: The probability of a committee machine making a correct decision as a function of the 
number of committee members. 
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0592 where #d is the number of different phonemes 
represented in the test utterance. This type of global classi 
fier is called a committee machine (Nilsson 1965; Mazurov 
et al. 1987). 

0593. If the individual decisions are independent and all 
have the Same probability, P, of making a correct decision, 
the probability of the committee machine making a correct 
decision is given by: 

W N ion: 14 Ponn (N) = X. ( k p. (1-p)^* equation: 
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0594 where N is the number of committee members. The 
probability function P(N) is shown in FIG. 1. The 
graph is “rippled” because for even N, a tie (k=N/2) is 
counted as an error even though the error probability is 
actually only 50%. AS long as the errors are uncorrelated, the 
performance of the committee machine can be improved by 
adding more members. Provided P>0:5, the committee 
machine always performs better than the individual com 
mittee members. 

0595. This is not necessarily the case if the individual 
classifiers have different classification accuracies, but the 
model is nevertheless remarkably robust in this case. 
ASSume, for instance, that three classifiers with individual 
accuracies P1, P2 and P3 are to be combined. The committee 
machine performs at least as well as the most accurate of the 
individual classifiers (say P1), provided: 
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P < PPP + P.P.(1 - P)+P(1-P)P + (1-P)PP 

- FF P. < 1-2PP-P-P 
equation: 15 & equation: 16 

For instance if P2 = P3 = 0.9, then P1 must have an accuracy higher than 0.99 
if it alone is supposed to be more accurate than the combination of P1, P2 and 
P3. 
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0596 For instance if P2=P3=0.9, then P1 must have an 
accuracy higher than 0.99 if it alone is Supposed to be more 
accurate than the combination of P1, P2 and P3. 
0597 Expert Weighting 
0598. Votes from different experts are not equally impor 
tant; the different phoneme dependent Speaker models have 
different accuracies. The basic voting Scheme can therefore 
be improved by weighting the individual votes differently. A 
“static' approach to this would be to Simply weight each 
vote by the expected equal accuracy rate, A=1-EER, of 
the corresponding classifier: 

equation 17 

- AEER otherwise 

0599. The corresponding “dynamic weighting scheme 
would be to weight each vote by the differential speaker 
probability computed by the classifier: 

0600 Even if the probability estimate P(Id) is some 
what crude, the advantage here is that the weight is depen 
dent on the actual phoneme observations. 
0601 Expert Grouping 

equation: 18 

0602 Phonemes can be divided into different groups, e.g. 
nasals, fricatives, plosives, vowels etc. Two experts Special 
ising on, Say, two nasal phonemes are intuitively likely to 
show correlations in the Voting domain, whereas two experts 
Specialising of different phonemes, Say, respectively a nasal 
and a fricative phoneme, are less likely to show correlations. 
It may therefore be reasonable to divide the experts into 
groups representing different phoneme classes. A speaker 
verification Score, D, can then be computed for each 
phoneme group(C): 

equation. 19 

-1 otherwise 

0603 where #C denotes the number of phonemes in 
group C. Equation 19 effectively defines a new set of 
experts. The global verification decision can then be made as 
before by combining the votes from the group experts, rather 
than from the "phoneme' experts. In principle this decision 
Strategy can be extended, to include Several layers of 
experts, where the experts at the lowest level represent 
different individual phonemes and experts at the upper levels 
represent broader Sound classes (nasals, vowels, fricatives, 
etc.). 
0604) Modelling Expert Votes 
0605 An attractive way of combining N expert votes is 
to train a network (RBF or MLP) to learn the empirically 
best combination strategy (Wolpert 1992). This way both the 
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accuracy of the individual experts and the correlation 
between different expert votes can be taken into account 
directly. When this approach is followed, all that has taken 
place up to the point where the expert Votes must be 
combined is essentially regarded as feature extraction; the 
feature vectors are here decision vectors: 

D. (d5(t)=(D, (d), . . . . D(PN (N)))T equation: 20 

0606. There are, however, two problems with this 
approach. 

0607. The first problem is that the “super” network, 
which combines local expert Votes...can not be 
trained on decision vectors produced simply by 
evaluating the local experts on the data on which 
they were trained-the experts are likely to be over 
trained and their-training data votes-are therefore 
too “optimistic'. Hence, either additional training 
data must be provided or alternatively the Super 
network must be speaker independent. 

0608. The second problem is that here the local 
expert votes represent different phonemes and the 
phonetic make of different test utterances can vary a 
lot, and this makes it impossible to train a network 
that optimally combines the votes resulting from 
particular test utterances. 

0609 Given a limited number of training utterances, it is 
of course possible to simulate a much larger number of 
decision vectors by combining relevant expert decisions 
extracted from different training utterances. However, the 
number of possible phoneme combinations that can occur is 
Still very large. Suppose, for instance, that in any given 
utterance, exactly 15 different phonemes out of 30 possible 
will be represented. Then up to 

30 30 16. 108 
(E)- is 30 - 1s) 

0610 different vote combinations would have to be con 
sidered. This calculation ignores that votes may be based on 
more than one phoneme observation-and hence be more 
reliable-and that the actual number of different phonemes 
may be more or may be less than 15. 

0.611) A possible solution to this dilemma is to make the 
Super classifier utterance Specific, i.e. to postpone the train 
ing until the moment it is decided which prompting text to 
issue next-or even more convenient: until a phoneme 
Segmentation has been computed for the actual speech 
utterance. The Super classifier may in this case be a simple 
perceptron, and the training is therefore not in itself a Serious 
Computational problem. FIG. 2 shows an example of this. 

0612 Alternatively-in order to avoid the iterative per 
ceptron training algorithm-Fisher's linear discriminant 
function can be used for learning the individual expert 
weights. 

0613. In summary, this example discusses how local 
Speaker probabilities estimated from individual phoneme 
observations (which essentially is an object can be combined 
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in order to produce global Speaker verification decisions. 0.614. The main difficulty faced when deciding how to 
Successful combination Schemes must take into account that weight each local decision is that-unless the prompting 
on the one hand Some specific phonemes are more informa- texts given to speakers are Seriously constrained-the total 
tive than others, and on the other hand that different pho- number of different phoneme combinations that can occur in 
nemes to Some extent provide complimentary information test utterances is extremely large. Hence, these weights can 
about a speaker. not easily be computed a priori. 
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d = ...,d, 

fy d = i,..., P(Id.)- P(IIPS) 

Figure: 2 A super classifier 

  

Petitioner Samsung Ex-1008, 0064



US 2004/0221163 A1 

0615. The classifier takes the differential speaker prob 
abilities from the individual phoneme models as input and 
combines them into a global Score: 

P(Ild),..., de N)-P(Ild),..., d. N) 
We claim: 

1. A System of Secure network connectivity between one 
or more users and at least one network Server, comprising: 

at least one intelligent data carrier, issued to one user, 
wherein Said intelligent data carrier comprises at least 
(i) one memory, adapted to store data, (ii) one input 
output apparatus, adapted to input and output data, and 
(iii) one processor, adapted to process the data stored in 
Said memory, wherein Said intelligent data carrier is 
capable of connecting to a host computer device 
thereby transmitting data via Said input-output appara 
tus over the network, and wherein Said intelligent data 
carrier is adapted to establish a network identity for the 
user through an authentication and encryption Scheme; 
and 

a dynamic datagram Switch for dynamic allocation and 
Swapping of datagrams for a multiplicity of applica 
tions in Service to the one or more users. 

2. The System of claim 1, wherein Said intelligent data 
carrier is mobile. 

3. The System of claim 1, wherein Said intelligent data 
carrier is implemented with one of USB key, CompactFlash, 
Smart Media, Compact Disk, DVD, PDA, firewire device, 
and token device. 

4. The System of claim 1, wherein Said authentication and 
encryption Scheme comprises the following Sequential Steps: 

(a) a request being caused to forward from the intelligent 
data carrier to the network Server that the intelligent 
data carrier be authenticated; 

(b) the network Server presenting to the intelligent data 
carrier a plurality of authentication methods, 

(c) the intelligent data carrier Selecting one authentication 
method from Said plurality through an event; 

(d) the network Server sending the intelligent data carrier 
a demand, based on Said Selected method, for authen 
tication data from the intelligent data carrier; 

(e) the network Server transforming said authentication 
data received from the intelligent data carrier into one 
or more data authentication objects, wherein each Said 
data authentication object is a data vector object, 
capable of being analyzed using one or more classifiers, 

(f) the network server analyzing said data authentication 
objects, according to Said one or more classifiers, 
thereby determining the result of the authentication; 
and 

(g) the network Server sending said result to the intelligent 
data carrier, indicating a Successful or failed authenti 
cation attempt. 

5. The system of claim 4, wherein said event in step (c) 
comprises at least one of a click of a mouse, a touch on a 
Screen, a keystroke, an utterance, and a biometric measure 
ment. 

6. The System of claim 4, wherein said demand in Step (d) 
comprises at least one of a pseudo random and a true random 
code, wherein a pseudo random code is generated based on 
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a mathematically pre-calculated list, and wherein a true 
random code is generated by Sampling and processing a 
Source of entropy outside of the System. 

7. The system of claim 6, wherein said randomization is 
performed with one or more random generators and one or 
more independent Seeds. 

8. The System of claim 4, wherein Said analyzing in Step 
(f) is performed based on one or more analysis rules. 

9. The system of claim 4, wherein said one or more 
analysis rule compriseS classification according to the one or 
more classifiers of Step (e). 

10. The system of claim 9, wherein said classification 
comprises Speaker verification, wherein the data object 
vectors involve two classes, the target Speaker and the 
impostor, wherein each class is characterized by a probabil 
ity density function, and wherein the determining in Step (f) 
is a binary decision problem. 

11. The System of claim 4, wherein Said determining in 
Step (f) comprises computing at least one of the Sum, 
Superiority, and probability from Said one or more data 
vector objects, based on the one or more classifiers of Step 
(e). 

12. The system of claim 12, wherein the sum is one of a 
Superior and a random Sum computed from the one or more 
data vector objects. 

13. The system of claim 4, wherein said one or more 
classifiers in Step (e) comprise a Super classifier derived 
from the more than one data vector objects. 

14. The system of claim 13, wherein said super classifier 
is based on physical biometrics, comprising at least one of 
Voice recognition, fingerprints, handprints, blood vessel 
patterns, DNA tests, retinal or iris Scan, and face recognition. 

15. The system of claim 13, wherein said super classifier 
is based on performance biometrics, comprising habits or 
patterns of individual behaviors. 

16. The system of claim 1, wherein said authentication 
and encryption Scheme comprises Symmetrical and asym 
metrical multi-cipher encryption. 

17. The system of claim 16, wherein said encryption uses 
at least one of output feedback, cipher feedback, cipher 
forwarding, and cipher block chaining. 

18. The system of claim 17, wherein the encryption is 
based on Advanced Encryption Standard (AES) Rijndael. 

19. The system of claim 1, wherein said authentication 
and encryption Scheme implements Secure Key EXchange 
(SKE). 

20. The system of claim 19, wherein SKE employs a 
public key System. 

21. The system of claim 19, wherein SKE employs 
Elliptic Curve Cryptosystem (ECC) private keys. 

22. The System of claim 1, wherein the authentication and 
encryption Scheme comprises at least one of a logic test 
adapted to validate that the intelligent data carrier has been 
registered with the Server, a device test adapted to validate 
the physical parameters at the intelligent data carrier and the 
host computer device, and a personal test adapted to authen 
ticate the user based on event-level data. 

23. The system of claim 1, wherein said multiplicity of 
applications comprises at least one of window-based remote 
terminal server applications, applications on 3270/5250 ter 
minal emulators for mainframe, directly embedded applica 
tions, and multimedia applications, wherein the directly 
embedded applications comprise at least one of database 
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applications, data analysis tools, Customer Relation Man 
agement (CRM) tools, and Enterprise Resource Planning 
(ERP) packages. 

24. The System of claim 1, wherein Said dynamic data 
gram Switch comprises a datagram Schema and a parser, 
wherein Said datagram Schema comprises two or more 
datagrams, belonging to one or more datagram types, 
wherein Said datagram is adapted to carry (i) content data for 
network transmission and (ii) other information for manag 
ing and controlling network connections and Support net 
work applications, wherein each datagram type comprises a 
plurality of functions, and wherein Said parser is adapted to 
parse the one or more datagram types. 

25. The System of claim 24, wherein Said datagram 
Schema comprises at least one major datagram type and 
within Said one major datagram type, at least one minor 
datagram type. 

26. The system of claim 25, wherein the parser is adapted 
to parse a matrix of datagram types, Said matrix comprising 
a first multiplicity of major datagram types and in each 
major datagram type of Said first multiplicity, a Second 
multiplicity of minor datagram types. 

27. The system of claim 26, wherein the major datagram 
type is selected from the group consisting of (i) the server 
messages and connection control datagram, adapted to 
authenticate and control user connections, (ii) the content 
datagram, adapted to transmit the content data, (iii) the 
broadcast datagram, adapted to manage point-to-point, 
point-to-multipoint, and multipoint-to-multipoint data trans 
mission, (iv) the connection proxy datagram, adapted to pass 
proxy data between the network Server and the intelligent 
data carrier, (v) the instant message type, adapted to transmit 
messages in real-time, (vi) the large content transfer data 
gram, adapted to transfer oversized data and media files, 
(vii) the user directory datagram, adapted to Search for 
network users, and (viii) the remote management datagram, 
adapted to remotely control network users. 

28. The system of claim 27, wherein the server messages 
and connection control datagram comprises at least one of 
minor datagram types: (i) the authentication request data 
gram, adapted to initiate an authentication request, (ii) the 
authentication reply datagram, adapted to Send a response 
upon a request of authentication, and (iii) the authentication 
result datagram, adapted to Send the result of an authenti 
cation Session. 

29. The system of claim 28, wherein the content datagram 
comprises at least one of minor datagram types: (i) the 
normal content datagram, adapted to transmit the content 
data, (ii) the remote logging datagram, adapted to commu 
nicate with the network Server and establish a login Session, 
and (iii) the remote data collector datagram, adapted to 
transmit data from a remote connection. 

30. The system of claim 29, wherein the content datagram 
further comprises at least one of minor datagram types: (iv) 
the content approval request datagram, adapted to request 
verification of the content data transmitted, and (v) the 
content approval reply datagram, adapted to respond to a 
request of Verification of the content data transmitted. 

31. The system of claim 27, wherein the connection proxy 
datagram comprises at least one of minor datagram types: (i) 
proxy data to Server, adapted to pass proxy data to the 
network server from the intelligent data carrier, and (ii) 
proxy data from Server, adapted to pass the proxy data from 
the network Server to the intelligent data carrier. 
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32. The System of claim 27, wherein the instant message 
type comprises at least one of minor datagram types: (i) the 
file transmission type, (ii) the audio-video transmission type, 
(iii) the instant mail message type, and (iv) the remote data 
collection type. 

33. The system of claim 24, wherein each datagram in the 
datagram Schema has a generic layout comprising: 

(A) header fields for (i) one or more major datagram 
types, (ii) one or more minor datagram type, (ii) the 
datagram length, and (iii) a datagram checksum, and 

(B) a datagram payload for carrying data in transmission. 
34. The system of claim 33, wherein the generic layout 

comprises one or more additional header fields. 
35. The system of claim 33, wherein the generic layout 

follows a TCP header. 
36. The system of claim 1, wherein the intelligent data 

carrier further comprises a radar connector, wherein the 
radar connector interfaces the network and is adapted to 
monitor and control network connections. 

37. The system of claim 36, wherein the network server 
further comprises a radar connector adapted to monitor and 
control network connections, wherein the radar connector of 
the network Server is connected to the radar connector of the 
intelligent data carrier over the network. 

38. The system of claim 37, wherein said radar connector 
is further adapted to detect lost connections and initialize 
contact to the network Server thereby reestablishing connec 
tions. 

39. The System of claim 1, further comprising an injector, 
adapted to connect an existing networks to the network 
Server and transmit data between Said existing network and 
the intelligent data carrier via the network Server, wherein 
Said existing network is wired or wireleSS. 

40. The system of claim 39, wherein the injector further 
comprises a radar connector, interfacing the network and 
adapted to monitor and control network connections. 

41. A client-Server communication System, comprising: 
at least one server, comprising a dynamic datagram Switch 

for dynamic allocation and Swapping of datagrams for 
a multiplicity of network applications, and 

at least one client, wherein the client is an intelligent data 
carrier, comprising at least (i) one memory, adapted to 
Store data, (ii) one input-output apparatus, adapted to 
input and output data, and (iii) one processor, adapted 
to process the data Stored in Said memory, wherein Said 
intelligent data carrier is capable of connecting to a host 
computer device thereby transmitting data via Said 
input-output apparatus over the network, and wherein 
Said intelligent data carrier is adapted to establish a 
network user identity through an authentication and 
encryption Scheme for Secure data transmission 
between Said Server and Said client. 

42. The client-Server communication System of claim 41, 
wherein the intelligent data carrier is mobile. 

43. The client-Server communication System of claim 42, 
wherein Said intelligent data carrier is implemented with one 
of USB key, Compact Flash, Smart Media, Compact Disk, 
DVD, PDA, firewire device, and token device. 

44. The client-Server communication System of claim 41, 
wherein Said dynamic datagram Switch comprises a data 
gram Schema and a parser, wherein Said datagram Schema 
comprises two or more datagrams, belonging to one or more 
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datagram types, wherein said datagram is adapted to carry (i) 
content data for network transmission and (ii) other infor 
mation for managing and controlling network connections 
and Support network applications, wherein each datagram 
type comprises a plurality of functions, and wherein Said 
parser is adapted to parse the one or more datagram types. 

45. The client-server communication system of claim 44, 
wherein Said datagram Schema comprises at least one major 
datagram type and within Said one major datagram type, at 
least one minor datagram type. 

46. The client-server communication system of claim 45, 
wherein the parser is adapted to parse a matrix of datagram 
types, Said matrix comprising a first multiplicity of major 
datagram types and in each major datagram type of Said first 
multiplicity, a Second multiplicity of minor datagram types. 

47. The client-server communication system of claim 46, 
wherein each datagram in the datagram Schema has a 
generic layout comprising: 

(A) header fields for (i) one or more major datagram 
types, (ii) one or more minor datagram type, (ii) the 
datagram length, and (iii) a datagram checksum, and 

(B) a datagram payload for carrying data in transmission. 
48. The client-server communication system of claim 41, 

wherein Said authentication and encryption Scheme com 
prises the following Sequential Steps: 

(a) a request being caused to forward from the intelligent 
data carrier to the Server that the client be authenti 
cated; 

(b) the network Server presenting to the intelligent data 
carrier a plurality of authentication methods, 

(c) the intelligent data carrier Selecting one authentication 
method from Said plurality through an event; 

(d) the server Sending the intelligent data carrier a 
demand, based on Said Selected method, for authenti 
cation data from the intelligent data carrier; 

(e) the server transforming said authentication data 
received from the intelligent data carrier into one or 
more data authentication objects, wherein each Said 
data authentication object is a data vector object, 
capable of being analyzed using one or more classifiers, 

(f) the server analyzing said data authentication objects, 
according to Said one or more classifiers, thereby 
determining the result of the authentication; and 

(g) the server sending said result to the intelligent data 
carrier, indicating a Successful or failed authentication 
attempt. 

49. The client-server communication system of claim 48, 
wherein said event in Step (c) comprises at least one of a 
click of a mouse, a touch on a Screen, a keystroke, an 
utterance, and a biometric measurement. 

50. The client-server communication system of claim 49, 
wherein said demand in step (d) comprises at least one of a 
pseudo random and a true random code, wherein a pseudo 
random code is generated based on a mathematically pre 
calculated list, and wherein a true random code is generated 
by Sampling and processing a Source of entropy outside of 
the System. 

51. The client-server communication system of claim 50, 
wherein Said randomization is performed with one or more 
random generators and one or more independent Seeds. 
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52. The client-server communication system of claim 48, 
wherein said analyzing in Step (f) is performed based on one 
or more analysis rules. 

53. The client-server communication system of claim 49, 
wherein Said one or more analysis rule comprises classifi 
cation according to the one or more classifiers of step (e). 

54. The client-server communication system of claim 53, 
wherein Said classification comprises Speaker verification, 
wherein the data object vectors involve two classes, the 
target Speaker and the impoStor, wherein each class is 
characterized by a probability density function, and wherein 
the determining in Step (f) is a binary decision problem. 

55. The client-server communication system of claim 48, 
wherein said determining in step (f) comprises computing at 
least one of the Sum, Superiority, and probability from Said 
one or more data vector objects, based on the one or more 
classifiers of Step (e). 

56. The client-server communication system of claim 56, 
wherein the Sum is one of a Superior and a random Sum 
computed from the one or more data vector objects. 

57. The client-server communication system of claim 48, 
wherein said one or more classifiers in Step (e) comprise a 
Super classifier derived from the more than one data vector 
objects. 

58. The client-server communication system of claim 57, 
wherein Said Super classifier is based on physical biometrics, 
comprising at least one of Voice recognition, fingerprints, 
handprints, blood vessel patterns, DNA tests, retinal or iris 
Scan, and face recognition. 

59. The client-server communication system of claim 57, 
wherein Said Super classifier is based on performance bio 
metrics, comprising habits or patterns of individual behav 
iors. 

60. The client-server communication system of claim 41, 
wherein Said authentication and encryption Scheme com 
prises Symmetrical and asymmetrical multi-cipher encryp 
tion. 

61. The client-Server communication System of claim 41, 
wherein Said encryption uses at least one of output feedback, 
cipher feedback, cipher forwarding, and cipher block chain 
ing. 

62. The client-Server communication System of claim 61, 
wherein the encryption is based on Advanced Encryption 
Standard (AES) Rijndael. 

63. The client-server communication system of claim 41, 
wherein Said authentication and encryption Scheme imple 
ments Secure Key Exchange (SKE). 

64. The client-server communication system of claim 63, 
wherein SKE employs a public key System. 

65. The client-server communication system of claim 63, 
wherein SKE employs Elliptic Curve Cryptosystem (ECC) 
private keyS. 

66. The client-server communication system of claim 65, 
wherein the authentication and encryption Scheme com 
prises at least one of a logic test adapted to validate that the 
intelligent data carrier has been registered with the Server, a 
device test adapted to validate the physical parameters at the 
intelligent data carrier and the host computer device, and a 
personal test adapted to authenticate the user based on 
event-level data. 

67. The client-server communication system of claim 41, 
further comprising an injector, adapted to connect an exist 
ing network to the Server and transmit data between the 
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existing networks and the client via the Server, wherein the 
existing network is wired or wireleSS. 

68. The client-server communication system of claim 67, 
wherein the Server, client, and injector each comprises a 
radar connector, wherein the radar connector interfaces the 
network and is adapted to monitor and control network 
connections, wherein the radar connector of the client is 
connected to the radar connector of the Server over the 
network, and wherein the radar connector of the injector is 
connected to the radar connector of the Server over the 
network. 

69. The client-server communication system of claim 68, 
wherein the radar connector of the client is further adapted 
to detect lost connections and initialize contact to the Server 
thereby reestablishing connections. 

70. The client-server communication system of claim 41, 
wherein the Server further comprises an encrypted virtual 
file System for dedicated data Storage for the client. 

71. An intelligent data carrier, comprising at least (i) one 
memory, adapted to Store data, (ii) one input-output appa 
ratus, adapted to input and output data, and (iii) one pro 
ceSSor, adapted to process the data Stored in Said memory, 
wherein the intelligent data carrier is capable of connecting 
to a host computer device on a network thereby transmitting 
data Via Said input-output apparatus over the network, 
wherein the data transmission is through dynamically 
Switched datagrams, wherein the intelligent data carrier is 
adapted to establish a network user identity through an 
authentication and encryption Scheme for Secure network 
data transmission. 

72. The intelligent data carrier of claim 71, wherein said 
authentication i i and encryption Scheme comprises the 
following Sequential Steps: 

(a) a request being caused to forward from the intelligent 
data carrier to a server on the network that the intelli 
gent data carrier be authenticated; 

(b) the server presenting to the intelligent data carrier a 
plurality of authentication methods, 

(c) the intelligent data carrier Selecting one authentication 
method from Said plurality through an event; 

(d) the server Sending the intelligent data carrier a 
demand, based on Said Selected method, for authenti 
cation data from the intelligent data carrier; 

(e) the server transforming said authentication data 
received from the intelligent data carrier into one or 
more data authentication objects, wherein each Said 
data authentication object is a data vector object, 
capable of being analyzed using one or more classifiers, 

(f) the server analyzing said data authentication objects, 
according to Said one or more classifiers, thereby 
determining the result of the authentication; and 

(g) the server sending said result to the intelligent data 
carrier, indicating a Successful or failed authentication 
attempt. 

73. The intelligent data carrier of claim 72, wherein said 
event in Step (c) comprises at least one of a click of a mouse, 
a touch on a Screen, a keystroke, an utterance, and a 
biometric measurement. 

74. The intelligent data carrier of claim 72, wherein said 
demand in Step (d) comprises at least one of a pseudo 
random and a true random code, wherein a pseudo random 
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code is generated based on a mathematically pre-calculated 
list, and wherein a true random code is generated by 
Sampling and processing a Source of entropy outside of the 
System. 

75. The intelligent data carrier of claim 74, wherein said 
randomization is performed with one or more random gen 
erators and one or more independent Seeds. 

76. The intelligent data carrier of claim 72, wherein said 
analyzing in Step (f) is performed based on one or more 
analysis rules. 

77. The intelligent data carrier of claim 76, wherein said 
one or more analysis rule comprises classification according 
to the one or more classifiers of Step (e). 

78. The intelligent data carrier of claim 77, wherein said 
classification comprises Speaker verification, wherein the 
data object vectors involve two classes, the target Speaker 
and the impostor, wherein each class is characterized by a 
probability density function, and wherein the determining in 
Step (f) is a binary decision problem. 

79. The intelligent data carrier of claim 72, wherein said 
determining in Step (f) comprises computing at least one of 
the Sum, Superiority, and probability from Said one or more 
data vector objects, based on the one or more classifiers of 
Step (e). 

80. The intelligent data carrier of claim 79, wherein the 
Sum is one of a Superior and a random Sum computed from 
the one or more data vector objects. 

81. The intelligent data carrier of claim 72, wherein said 
one or more classifiers in step (e) comprise a super classifier 
derived from the more than one data vector objects. 

82. The intelligent data carrier of claim 81, wherein said 
Super classifier is based on physical biometrics, comprising 
at least one of Voice recognition, fingerprints, handprints, 
blood vessel patterns, DNA tests, retinal or iris Scan, and 
face recognition. 

83. The intelligent data carrier of claim 81, wherein said 
Super classifier is based on performance biometrics, com 
prising habits or patterns of individual behaviors. 

84. The intelligent data carrier of claim 71, wherein said 
authentication and encryption Scheme comprises Symmetri 
cal and asymmetrical multi-cipher encryption. 

85. The intelligent data carrier of claim 84, wherein said 
encryption uses at least one of output feedback, cipher 
feedback, cipher forwarding, and cipher block chaining. 

86. The intelligent data carrier of claim 85, wherein the 
encryption is based on Advanced Encryption Standard 
(AES) Rijndael. 

87. The intelligent data carrier of claim 71, wherein said 
authentication and encryption Scheme implements Secure 
Key Exchange (SKE). 

88. The intelligent data carrier of claim 87, wherein SKE 
employs a public key System. 

89. The intelligent data carrier of claim 87, wherein SKE 
employs Elliptic Curve Cryptosystem (ECC) private keys. 

90. The intelligent data carrier of claim 71, wherein the 
authentication and encryption Scheme comprises at least one 
of a logic test adapted to validate that the intelligent data 
carrier has been registered with the Server, a device test 
adapted to validate the physical parameters at the intelligent 
data carrier and the host computer device, and a personal test 
adapted to authenticate the user based on event-level data. 

91. The intelligent data carrier of claim 71, said intelligent 
data carrier being mobile. 
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92. The intelligent data carrier of claim 91, said intelligent 
data carrier is implemented with one of USB keys, Compact 
Flash, SmartMedia, Compact Disks, DVDs, PDAs, firewire 
devices, and token devices. 

93. The intelligent data carrier of claim 71, wherein the 
dynamically-Switched datagrams belong to one or more 
datagram types and are adapted to carry (i) content data for 
network transmission and (ii) other information for manag 
ing and controlling network connections and Supporting 
network applications, wherein each datagram type com 
prises a plurality of functions. 

94. The intelligent data carrier of claim 93, wherein the 
datagram types comprise at least one major datagram type 
and within the major datagram type, at least one minor 
datagram type. 

95. The intelligent data carrier of claim 94, wherein the 
datagrams conform to a generic layout, Said generic layout 
comprising: 

(A) header fields for (i) one or more major datagram 
types, (ii) one or more minor datagram type, (ii) the 
datagram length, and (iii) a datagram checksum, and 

(B) a datagram payload for carrying data in transmission. 
96. A method for Secure network communication, com 

prising: 

issuing to a network user an intelligent data carrier, 
wherein the intelligent data carrier comprises at least (i) 
one memory, adapted to store data, (ii) one input-output 
apparatus, adapted to input and output data, and (iii) 
one processor, adapted to process the data Stored in Said 
memory, wherein the intelligent data carrier is capable 
of connecting to a host computer device on the network 
thereby transmitting data via Said input-output appara 
tus over the network, wherein the intelligent data 
carrier is adapted to establish a network identity for the 
network user through an authentication and encryption 
Scheme, and 

providing a dynamic datagram Switch in a Server on the 
network for dynamic allocation and Swapping of data 
grams in Support of a multiplicity of applications. 

97. The method of claim 96, wherein the intelligent data 
carrier is mobile. 

98. The method of claim 97, wherein said intelligent data 
carrier is implemented with one of USB key, CompactFlash, 
Smart Media, Compact Disk, DVD, PDA, firewire device, 
and token device. 

99. The method of claim 96, wherein the dynamic data 
gram Switch comprises a datagram Schema and a parser, 
wherein the datagram Schema comprises two or more data 
grams, belonging to one or more datagram types, wherein 
the datagram is adapted to carry (i) content data for network 
transmission and (ii) other information for managing and 
controlling network connections and Support network appli 
cations, wherein the datagram type comprises a plurality of 
functions, and wherein the parser is adapted to parse the one 
or more datagram types. 

100. The method of claim 99, wherein the datagram 
Schema comprises at least one major datagram type and 
within Said major datagram type, at least one minor data 
gram type. 

101. The method of claim 100, wherein the parser is 
adapted to parse a matrix of datagram types, Said matrix 
comprising a first multiplicity of major datagram types and 
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in each major datagram type of Said first multiplicity, a 
Second multiplicity of minor datagram types. 

102. The method of claim 99, wherein each datagram in 
the datagram Schema has a generic layout comprising: 

(A) header fields for (i) one or more major datagram 
types, (ii) one or more minor datagram type, (ii) the 
datagram length, and (iii) a datagram checksum, and 

(B) a datagram payload for carrying data in transmission. 
103. The method of claim 96, wherein the authentication 

and encryption Scheme comprises the following Sequential 
Steps: 

(a) a request being caused to forward from the intelligent 
data carrier to the Server that the intelligent data carrier 
be authenticated; 

(b) the server presenting to the intelligent data carrier a 
plurality of authentication methods, 

(c) the intelligent data carrier Selecting one authentication 
method from Said plurality through an event; 

(d) the Server Sending the intelligent data carrier a 
demand, based on Said Selected method, for authenti 
cation data from the intelligent data carrier; 

(e) the server transforming said authentication data 
received from the intelligent data carrier into one or 
more data authentication objects, wherein each Said 
data authentication object is a data vector object, 
capable of being analyzed using one or more classifiers, 

(f) the server analyzing said data authentication objects, 
according to Said one or more classifiers, thereby 
determining the result of the authentication; and 

(g) the server Sending Said result to the intelligent data 
carrier, indicating a Successful or failed authentication 
attempt. 

104. The method of claim 103, wherein said event in step 
(c) comprises at least one of a click of a mouse, a touch on 
a Screen, a keystroke, an utterance, and a biometric mea 
Surement. 

105. The method of claim 103, wherein said demand in 
Step (d) comprises at least one of a pseudo random and a true 
random code, wherein a pseudo random code is generated 
based on a mathematically pre-calculated list, and wherein 
a true random code is generated by Sampling and processing 
a Source of entropy outside of the System. 

106. The method of claim 104, wherein said randomiza 
tion is performed with one or more random generators and 
one or more independent Seeds. 

107. The method of claim 103, wherein said analyzing in 
Step (f) is performed based on one or more analysis rules. 

108. The method of claim 107, wherein said one or more 
analysis rule compriseS classification according to the one or 
more classifiers of Step (e). 

109. The method of claim 108, wherein said classification 
comprises Speaker verification, wherein the data object 
vectors involve two classes, the target Speaker and the 
impostor, wherein each class is characterized by a probabil 
ity density function, and wherein the determining in Step (f) 
is a binary decision problem. 

110. The method of claim 103, wherein said determining 
in Step (f) comprises computing at least one of the Sum, 
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Superiority, and probability from Said one or more data 
vector objects, based on the one or more classifiers of Step 
(e). 

111. The method of claim 110, wherein the Sum is one of 
a Superior and a random Sum computed from the one or more 
data vector objects. 

112. The method of claim 103, wherein said one or more 
classifiers in Step (e) comprise a Super classifier derived 
from the more than one data vector objects. 

113. The method of claim 112, wherein said Super clas 
sifier is based on physical biometrics, comprising at least 
one of Voice recognition, fingerprints, handprints, blood 
vessel patterns, DNA tests, retinal or iris Scan, and face 
recognition. 

114. The method of claim 112, wherein said Super clas 
sifier is based on performance biometrics, comprising habits 
or patterns of individual behaviors. 

115. The method of claim 96, wherein said authentication 
and encryption Scheme comprises Symmetrical and asym 
metrical multi-cipher encryption. 

116. The method of claim 115, wherein said encryption 
uses at least one of output feedback, cipher feedback, cipher 
forwarding, and cipher block chaining. 

117. The method of claim 116, wherein the encryption is 
based on Advanced Encryption Standard (AES) Rijndael. 

118. The method of claim 96, wherein said authentication 
and encryption Scheme implements Secure Key EXchange 
(SKE). 

119. The method of claim 118, wherein SKE employs a 
public key System. 

120. The method of claim 118, wherein SKE employs 
Elliptic Curve Cryptosystem (ECC) private keys. 

121. The method of claim 96, wherein the authentication 
and encryption Scheme comprises at least one of a logic test 
adapted to validate that the intelligent data carrier has been 
registered with the Server, a device test adapted to validate 
the physical parameters at the intelligent data carrier and the 
host computer device, and a personal test adapted to authen 
ticate the user based on event-level data. 

122. The method of claim 96, further comprising provid 
ing a first radar connector in the intelligent data carrier and 
a Second radar connector in the Server, wherein the first radar 
connector is adapted to connected to the Second radar 
connector over the network, wherein the first and the Second 
radar connector are adapted to monitor and control network 
connections. 

123. The method of claim 122, wherein the first radar 
connector is further adapted to detect lost connections and 
initialize contact to the Second radar connector thereby 
reestablishing connections. 

124. The method of claim 96, further comprising provid 
ing an encrypted virtual file System in the Server for dedi 
cated data Storage for the client. 

125. The method of claim 96, wherein the dynamic 
datagram Switch performs datagram allocation and Swap 
ping in real time. 

126. The method of claim 96, wherein the dynamic 
datagram Switch performs datagram allocation and Swap 
ping based on memory pointers of two or more datagrams. 

127. A method for target delivery of one or more appli 
cations to a user, comprising: 

issuing the user an intelligent data carrier, adapted to dock 
onto a host computer device that is connected to a 
network on which a network Server sits and commu 
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nicate with the network server over the network, 
wherein the network Server communicates with the 
intelligent data carrier through dynamically-Switched 
datagrams, wherein the intelligent data carrier com 
prises at least (i) one memory, adapted to Store data, (ii) 
one input-output apparatus, adapted to input and output 
data, and (iii) one processor, adapted to process the data 
Stored in Said memory; 

the Server authenticating the user through an authentica 
tion and encryption Scheme; and 

granting the user access to the one or more applications 
upon Successful authentication. 

128. The method of claim 127, wherein said one or more 
applications are preloaded on the intelligent data carrier or 
installed on the network Server or the host computer device. 

129. The method of claim 128, wherein the host computer 
device is connected to the network via wired or wireleSS 
CS. 

130. The method of claim 128, wherein the host computer 
device comprises at least one of a desktop or laptop com 
puter, a personal digital assistant (PDA), a mobile phone, a 
digital TV, an audio or Video player, a computer game 
consol, a digital camera, a camera phone, and a network 
enabled domestic appliance. 

131. The method of claim 130, wherein the network 
enabled domestic appliance is one of a network-enabled 
refrigerator, microwave, washer, dryer, and dishwasher. 

132. The method of claim 127, wherein said one or more 
applications comprise at least one of window-based remote 
terminal server applications, applications on 3270/5250 ter 
minal emulators for mainframe, directly embedded applica 
tions, and multimedia applications, wherein the directly 
embedded applications comprise at least one of database 
applications, data analysis tools, Customer Relation Man 
agement (CRM) tools, and Enterprise Resource Planning 
(ERP) packages. 

133. The method of claim 127, wherein said intelligent 
data carrier is mobile. 

134. The method of claim 127, wherein said intelligent 
data carrier is implemented with one of USB key, Compact 
Flash, Smart Media, Compact Disk, DVD, PDA, firewire 
device, and token device. 

135. The method of claim 127, wherein the dynamically 
Switched datagrams belong to one or more datagram types 
and adapted to carry (i) content data for network transmis 
Sion and (ii) other information for managing and controlling 
network connections and Support network applications, 
wherein the datagram type comprises a plurality of func 
tions. 

136. The method of claim 135, wherein the datagram 
types comprises at least one major datagram type and within 
the major datagram type, at least one minor datagram type. 

137. The method of claim 136, wherein the datagrams 
conform to a generic layout that comprises: (A) header fields 
for (i) one or more major datagram types, (ii) one or more 
minor datagram type, (ii) the datagram length, and (iii) a 
datagram checksum, and (B) a datagram payload for carry 
ing data in transmission. 

138. The method of claim 127, wherein the authentication 
and encryption Scheme comprises the following Sequential 
Steps: 
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(a) a request being caused to forward from the intelligent 
data carrier to the Server that the intelligent data carrier 
be authenticated; 

(b) the server presenting to the intelligent data carrier a 
plurality of authentication methods, 

(c) the intelligent data carrier Selecting one authentication 
method from Said plurality through an event; 

(d) the server Sending the intelligent data carrier a 
demand, based on Said Selected method, for authenti 
cation data from the intelligent data carrier; 

(e) the server transforming said authentication data 
received from the intelligent data carrier into one or 
more data authentication objects, wherein each Said 
data authentication object is a data vector object, 
capable of being analyzed using one or more classifiers, 

(f) the server analyzing said data authentication objects, 
according to Said one or more classifiers, thereby 
determining the result of the authentication; and 

(g) the server sending said result to the intelligent data 
carrier, indicating a Successful or failed authentication 
attempt. 

139. The method of claim 138, wherein said event in step 
(c) comprises at least one of a click of a mouse, a touch on 
a Screen, a keystroke, an utterance, and a biometric mea 
Surement. 

140. The method of claim 138, wherein said demand in 
Step (d) comprises at least one of a pseudo random and a true 
random code, wherein a pseudo random code is generated 
based on a mathematically pre-calculated list, and wherein 
a true random code is generated by Sampling and processing 
a Source S of entropy outside of the System. 

141. The method of claim 140, wherein said randomiza 
tion is performed with one or more random generators and 
one or more independent Seeds. 

142. The method of claim 138, wherein said analyzing in 
Step (f) is performed based on one or more analysis rules. 

143. The method of claim 142, wherein said one or more 
analysis rule compriseS classification according to the one or 
more classifiers of Step (e). 

144. The method of claim 143, wherein said classification 
comprises Speaker verification, wherein the data object 
vectors involve two classes, the target Speaker and the 
impostor, wherein each class is characterized by a probabil 
ity density function, and wherein the determining in Step (f) 
is a binary decision problem. 

145. The method of claim 138, wherein said determining 
in Step (f) comprises computing at least one of the Sum, 
Superiority, and probability from Said one or more data 
vector objects, based on the one or more classifiers of Step 
(e). 

146. The method of claim 145, wherein the Sum is one of 
a Superior and a random Sum computed from the one or more 
data vector objects. 
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147. The method of claim 138, wherein said one or more 
classifiers in Step (e) comprise a Super classifier derived 
from the more than one data vector objects. 

148. The method of claim 147, wherein said Super clas 
sifier is based on physical biometrics, comprising at least 
one of voice recognition, fingerprints, handprints, blood 
vessel patterns, DNA tests, retinal or iris Scan, and face 
recognition. 

149. The method of claim 147, wherein said Super clas 
sifier is based on performance biometrics, comprising habits 
or patterns of individual behaviors. 

150. The, method of claim 127, wherein said authentica 
tion and encryption Scheme comprises Symmetrical and 
asymmetrical multi-cipher encryption. 

151. The method of claim 150, wherein said encryption 
uses at least one of output feedback, cipher feedback, cipher 
forwarding, and cipher block chaining. 

152. The method of claim 151, wherein the encryption is 
based on Advanced Encryption Standard (AES) Rijndael. 

153. The method of claim 127, wherein said authentica 
tion and encryption Scheme implements Secure Key 
Exchange (SKE). 

154. The method of claim 153, wherein SKE employs a 
public key System. 

155. The method of claim 153, wherein SKE employs 
Elliptic Curve Cryptosystem (ECC) private keys. 

156. The method of claim 127, wherein the authentication 
and encryption Scheme comprises at least one of a logic test 
adapted to validate that the intelligent data carrier has been 
registered with the Server, a device test adapted to validate 
the physical parameters at the intelligent data carrier and the 
host computer device, and a personal test adapted to authen 
ticate the user based on event-level data. 

157. The method of claim 127, further comprising pro 
Viding a first radar connector in the intelligent data carrier 
and a Second radar connector in the Server, wherein the first 
radar connector is adapted to connected to the Second radar 
connector over the network, wherein the first and the Second 
radar connector are adapted to monitor and control network 
connections. 

158. The method of claim 157, wherein the first radar 
connector is further adapted to detect lost connections and 
initialize contact to the Second radar connector thereby 
reestablishing connections. 

159. The method of claim 127, further comprising pro 
Viding an encrypted virtual file System in the Server for 
dedicated data Storage for the intelligent data carrier. 

160. The method of claim 127, wherein the datagrams are 
dynamically Switched based on their memory pointers. 
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