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What is claimed is:
1. A mobile device comprising:
(a) at least one processor; and

(b) at least one computerreadable medium opeatively connected to the at least one processor and having stored thereon instructions that, when executed by the at least
one processor, cause the mobile device to perform a method of authentication with a wireless network, the method comprising:

(1) storing a server public key, a module identity, cryptographic algorithms, and a pre-shared secret key, wherein the module identity comprises a permanent identifier for
the mobile device and the cryptographic algorithms includes a symmetric ciphering algorithm;

(2) deriving a module private key and a corresponding module public key using the cryptographic algorithms;

(3) deriving a symmetric ciphering key using (i) an elliptic curve integrated encryption scheme with the server public key and the module private key and (ii) an American
National Standards Institute standard X-9.63 key derivation function;

(4) generating a module encrypted data using the sy ic ciphering key and the sy ic ciphering algorithm, wherein the module encrypted data includes the
module identity;

(5) sending a message to a server for the wireless network, the message comprising the module encrypted data and the module public key, wherein the server mutually
derives the symmetric ciphering key using at least the module public key, and wherein the wireless network selects the pre-shared secret key for the mobile device using
the module identity; and
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(6) authenticating with the wireless network using a message digest with the pre-shared secret key.

2. The mobile device of claim 1, wherein the message further comprises a module identity string, the module identity string comprising a temporary identification for the
mobile device.

3. The mobile device of claim 1, wherein the pre-shared secret key comprises a key K, wherein the mobile device and the wireless network mutually derive a response
from (i) a random value and (ii) the key K, and wherein the mobile device receives the random value from the wireless network.

4. The mobile device of claim 1, wherein, in step (1), the pre-shared secret key is stored within a subscriber identity module card, the pre-shared secret key comprising a
key K.

5. The mobile device of claim 1, wherein, in step (1), the pre-shared secret key is stored before the mobile device communicates with the wireless network.

6. The mobile device of claim 1, further comprising, in step (1), storing parameters for the cryptographic algorithms, the parameters comprising a standard curve for
elliptic curve cryptography, and wherein, in step (2), the module public key and the module private key are derived using the standard curve.

7. The mobile device of claim 6, wherein, in step (5), the message further comprises the parameters for the cryptographic algorithms, and wherein the server mutually
derives the symmetric ciphering key using at least the module public key and the parameters for the cryptographic algorithms.

8. The mobile device of claim 1, wherein the mobile device receives the pre-shared secret key via a wireless 802.11 connection to a web portal after a user for the mobile
device submits a pre-shared secret key code for the mobile device to the web portal.

9. The mobile device of claim 1, further comprising, in step (2), deriving (i) the module private key from a random number generator and (i) the module public key from a
key pair generation algorithm, wherein the module private key comprises a random number.

10. The mobile device of claim 9, wherein the random number generator is configured to generate the random number from a seed value, and wherein the seed value
comprises data from at least one of a sensor and a radio for the mobile device.

11. The mobile device of claim 1, wherein, in step (1), the server public key is stored in a nonvolatile memory of the mobile device.

12. The mobile device of claim 1, wherein the server comprises a plurality of computers, wherein the plurality includes at least one sub-server and at least one database.
13. The mobile device of claim 1, wherein the server comprises at least one virtualized server operating on at least one computer.

14. The mobile device of claim 1, wherein the wireless network includes the server.

15. The mobile device of claim 1, wherein, in step (1), the module identity is stored in a read-only nonvolatile memory address, wherein the mobile device designates the
read-only nonvolatile memory address as read-only for a time interval.

16. The mobile device of claim 1, wherein the wireless network comprises at least one base station communicating with a 3 GPP wireless technology.

17. The mobile device of claim 1, wherein the message comprises a single user datagram protocol packet.

18. The mobile device of claim 1, wherein the symmetric ciphering algorithm comprises an Advanced Encryption Standard algorithm and has a length of 128 bits.
19. The mobile device of claim 1, wherein the module identity comprises a number for an international mobile subscriber identity number.

20. The mobile device of claim 1, wherein the mobile device comprises a smartphone.

Description
CROSS-REFERENCE TO RELATED APPLICATIONS

This is a continuation of U.S. patent application Ser. No. 16/593,561, filed Oct. 4, 2019, which is a continuation of U.S. patent application Ser. No. 16/036,506 filed Jul. 16,
2018, now U.S. Pat. No. 10,530,575, which is a continuation of U.S. patent application Ser. No. 15/583,968 filed May 1, 2017, now U.S. Pat. No. 10,057,059, which is a
continuation of U.S. patent application Ser. No. 15/010,905 filed Jan. 29, 2016, now U.S. Pat. No. 9,641,327, which is a continuation of U.S. patent application Ser. No.
14/055,606 filed Oct. 16, 2013, now U.S. Pat. No. 9,276,740, each of which is fully incorporated by reference herein.

The subject matter of this application is related to the subject matter of U.S. patent application Ser. No. 14/023,181, filed Sep. 10, 2013, which issued as U.S. Pat. No.
9,350,550, in the name of John Nix, entitled “Power Management and Security for Wireless Modules in ‘Machine-to-Machine’ Communications,” which is hereby
incorporated by reference in its entirety.

The subject matter of this application is also related to the subject matter of U.S. patent application Ser. No. 14/039,401, filed Sep. 27, 2013, which issued as U.S. Pat.
No. 9,288,059 in the name of John Nix, entitled “Secure PKI Communications for ‘Machine-to-Machine’ Modules, including Key Derivation by Modules and Authenticating
Public Keys,” which is hereby incorporated by reference in its entirety.

BACKGROUND
Technical Field

The present methods and systems relate to communications between wireless modules and a network, and more particularly, to efficient methods and systems for
supporting secure, efficient, and flexible communications using Internet Protocol networks, where a server can communicate with both a “machine-to-machine” modules
and an application.

Description of Related Art

The combination of “machine-to-machine” (M2M) communications and using low-cost sensors, Internet connections, and processors is a promising and growing field.
Among many potential benefits, M2M technologies allow the remote monitoring of people, assets, or a location where manual monitoring is not economic, or costs can
be significantly reduced by using automated monitoring as opposed to manual techniques. Prominent examples today include vending machines, automobiles, alarm
systems, and remote sensors. Fast growing markets for M2M applications today include tracking devices for shipping containers or pallets, health applications such as
the remote monitoring of a person's glucose levels or heartbeat, monitoring of industrial equipment deployed in the field, and security systems. Many M2M applications
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leverage either wired Internet connections or wireless connections, and both types of connections continue to grow rapidly. M2M applications may also be referred to as
“the Internet of things”.

M2M communications can provide remote control over actuators that may be connected to a M2M device, such as turning on or off a power switch, locking or unlocking
a door, adjusting a speed of a motor, or similar remote control. A decision to change or adjust an actuator associated with an M2M device can utilize one or a series of
sensor measurements. An M2M device may also be referred to as a “wireless module” or also simply a module. As one example, if a building or room is too cold, then
temperature can be reported to a central server by an M2M device and the server can instruct the M2M device to turn on a switch that activates heat or adjusts a
thermostat. As the costs for computer and networking hardware continue to decline, together with the growing ease of obtaining either wired or wireless Internet access
for small form-factor devices, the number of economically favorable applications for M2M communications grows.

Many M2M applications can leverage wireless networking technologies. Wireless technologies such as wireless local area networks and wireless wide area networks
have proliferated around the world over the past 15 years, and usage of these wireless networks is also expected to continue to grow. Wireless local area network (LAN)

technologies include WiFi and wireless wide area network (WAN) technologies include 3'd Generation Partnership Project's (3GPP) 3" Generation (3G) Universal Mobile

Telecommunications System (UMTS) and 4! Generation (4G) Long-term Evolution (LTE), LTE Advanced, and the Institute of Electrical and Electronics Engineers' (IEEE)
802.16 standard, also known as WiMax. The use of wireless technologies with “machine-to-machine” communications creates new opportunities for the deployment of
M2M modules in locations without fixed-wire Internet access, but also creates a significant new class of problems that need to be solved. First, many wireless wide-area
networking standards were designed and optimized for mobile phones, which may be continuously connected to the network during the day (i.e. non-sleeping hours for
most subscribers while they may charge phones at night), in order to receive inbound phone calls and messages. In this case, the radio may be in an idle state but
utilizing discontinuous reception, but the radio is still active and drawing power in order to receive and process incoming signaling from the network such as a Public
Land Mobile Network (PLMN). A need exists in the art to make wireless M2M communications efficient in order to conserve battery life and radio-frequency spectrum
resources.

Since the packets transmitted and received by a wireless module will likely traverse the public Internet for many applications, a need exists in the art to (i) prevent
eavesdropping at intermediate points along the path of packets transmitted and received, (ii) allow endpoints to verify the identity of the source of packets received. A
need exists in the art for a wireless module and a monitoring server to leverage established public key infrastructure (PKI) techniques and algorithms. A need exists in the
art for communication to be secured without requiring the established, but relatively processing, bandwidth, and energy intensive security protocols, such as IPSec,
Transport Layer Security (TLS), and Secure Socket Layer (SSL). The establishment of theses links requires extra overhead in the form of packet handshakes and/or key
exchanges at levels including the network and transport layer of the traditional Open Systems Interconnection (0OSI) model. M2M applications frequently require small,
periodic messages sent between a wireless module and a monitoring server, where the wireless module sleeps between the messages. M2M applications may leverage
wired modules as well which also sleep between messages. During relatively long periods of sleep such as 30 minutes or more, the a wireless or wired network with
intermediate firewalls will often tear down the network and/or transport layer connections, which means the wireless module would need to re-negotiate or reestablish
the secure tunnels each time the wireless module wakes and seeks to send a relatively small message to a server. A need exists in the art for supporting established
security protocols with an external application, without requiring them to be implemented on a module due to the relatively long periods of sleep and other complexities
from inactivity in the module.

Next, a need exists in the art for the communication between a module and a monitoring server to be highly energy and bandwidth efficient in order to reduce energy
consumption over the operating lifetime of a module. A limiting factor for a wireless module for M2M applications deployed or installed into the field is the lifetime of the
battery of the wireless module. If the transmission techniques for the wireless module are not energy efficient, the system will require more frequent manual intervention
for the replacement or recharging of batteries. If the battery becomes sufficiently low, then communication with the wireless module will be lost, or the frequency would
have to be reduced for sensor measurements sent by the wireless module or actuator commands sent by a monitoring server. The energy saving techniques for
transmitting and receiving data should leverage established Internet protocols, in order to utilize the public Internet, in addition to the need for secure communications
noted above. For wired modules operating for years or decades, a significant cost will be the power consumed from land-line power.

Further, a need exists in the art for the secure, energy efficient communications that support Internet protocols to support intermediate firewalls that may exist along the
path of packets sent and received by both a wireless module and a monitoring server. Without support for communication through an intermediate firewall, packets may
be blocked by the firewall and the M2M application would not properly function in this case. A need exists in the art for techniques of secure and energy-efficient
communications between modules and monitoring servers to support a wide variety of manufacturers of modules and M2M applications. Currently, there are dozens of
manufacturers and form-factors of modules, and this diversity will continue to increase for the foreseeable future. By leveraging standards such as the Internet and PKI
technologies, an efficient, secure, and highly scalable system of communicating could support the wide variety of modules.

In addition, the utilization of PKI technologies in modules can increase security, but a number of technical challenges must be addressed. These challenges increase if a
deployed module required updated private/public key pairs after operation begins. The typical paradigm of “swapping out a SIM card” (which also depend on a pre-shared
secret key Ki embedded in the card) with mobile phones may not be applicable or cost effective with modules, where swapping out the SIM card could be burdensome. A
need exists in the art to allow for a deployed module to securely and automatically begin using new private and public keys (i.e. without human intervention such as
swapping out a SIM card). Newer PKI technologies may offer a wide variety of algorithms for ciphering with public keys, and a need exists in the art for the utilization of
new public and private keys to support the wide variety of algorithms, even after a module has been installed. In other words, a system should preferably both be highly
secure and also flexible enough to adopt new security keys and standards. A need exists in the art for a scalable and secure method of associating a module identity with
a module public key, when the module begins utilizing a new public key. A need exists in the art for a module to efficiently be able to utilize multiple public/private key
pairs at the same time, such as with different service providers or different applications simultaneously.

Another desirable feature is for an M2M module to efficiently and securely communicate with applications. Applications can include a web-based interface for users to
view status or input settings for a plurality of modules, and the modules may be associated with an M2M service provider. However, a set of PKI algorithms, keys, and
communication protocols within used by the module for efficient communications module may not be directly compatible with an application. As one example, the
application on a web server may prefer to use a transport layer security (TLS) protocol with transmission control protocol (TCP) datagrams, while for energy efficiency
and to conserve battery life, an M2M module may prefer to use user datagram protocol (UDP). A need exists in the art for an intermediate server to securely translate
secure communications to/from a module into secure communication from/to an application. As another example, it would be desirable for a module to support elliptic
key cryptography (ECC), while the application may support RSA-based cryptography, and therefore a need exists in the art for a server to securely translate between the
two cryptographic methods, thereby allowing the M2M module to communicate with the application.

And other needs exist in the art as well, as the list recited above is not meant to be exhaustive but rather illustrative.
SUMMARY

Methods and systems are provided for secure and efficient communication using a server to communicate with modules and an application. The modules and
application can support “Machine to Machine” communications. The methods and systems contemplated herein can also support other applications as well, including
mobile phone handsets connecting to a wireless network. An objective of the invention is to address the challenges noted above for securing the deployment of modules
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that utilize PKI algorithms and keys, as well as increasing efficiency in order to reduce power consumption, including extending the battery life of a module, if present.
More efficient communication can also conserve valuable radio-frequency spectrum, among other benefits. Using a server for secure and reliable communication of data
between an application and a module can increase the value and usefulness of modules for a user.

An exemplary embodiment may take the form of methods and systems for a server to securely receive data from a module and forward the data to an application server,
and an application may operate on the application server. The application can include a graphical user interface for a user to visually see reports and/or control modules.
The module, server, and application can preferably include a set of cryptographic algorithms for use in sending and receiving data. The cryptographic algorithms can
include asymmetric ciphering algorithms, symmetric ciphering algorithms, secure hash algorithms, digital signature algorithms, key pair generation algorithms, a key
derivation function, and/or a random number generator.

The module can utilize the set of cryptographic algorithms to securely generate or derive a module private key and a module public key. The module private key and
module public key can be generated either (i) upon initial use or installation of the module, or (i) at a subsequent time after initial use such as when a new set of key
pairs are required or are useful for continued operation of the module. After deriving the module public key and module private key, the module private key is preferably
recorded in a secure or protected location in a nonvolatile memory within the module. The module may then utilize the recorded pre-shared secret key to authenticate
with a server that also records or has access to the pre-shared secret key. The authentication could comprise either using message digest with the pre-shared secret key,
or using the pre-shared secret key as a symmetric ciphering key, and the authentication may also utilize a second key derived by both the module and the server using the
pre-shared secret key. After authentication, the server can authoritatively record the derived module public key with the module identity in a database. Thus, the use of a
pre-shared secret key can ensure the submitted module public key is validly associated with the module and module identity. The module can be associated with a
monitored unit and the module can use a sensor to collect data regarding the monitored unit. The module may also optionally include an actuator for controlling a state
of the monitored unit, although the actuator may optionally be omitted.

The server can include a private key associated with the server and the derived public key associated with the module. The server public key can leverage established
public key infrastructure (PKI) standards, such as X.509 v3 certificates and RSA or elliptic curve cryptography (ECC) algorithms and include a digital signature from a
certificate authority. The server can use a module controller and an operating system plus a connection to the Internet to monitor a socket for incoming messages from a
module. After receiving the module public key, including potentially after a period of sleep or dormancy by the module, the server can receive a message, where the
message includes a module identity and a module encrypted data. The module encrypted data can include a server instruction, a security token, and additional data such
as a sensor measurement. The server can decrypt the module encrypted data using the received module public key and extract plaintext data from the module encrypted
data.

The server can establish a secure connection with the application server using a secure connection setup, which could comprise the initial handshake messages for a
transport-layer security protocol such as transport layer security (TLS) or IPSec. The secure connection setup can include the transfer of a server public key and an
application server public key. The server can send an application message to the application server using a secure connection data transfer, where the application
message includes data received from the module such as a sensor measurement or sensor data. The server can use (i) an RSA-based asymmetric ciphering algorithm
and first public key with the application server to securely transfer a first symmetric key to the application server, and (ii) an ECC-based asymmetric ciphering algorithm
and second public key with the module to securely transfer a second symmetric key to the module. The server may also preferably use a transmission control protocol
(TCP) with the application server and a user datagram protocol (UDP) with the module. The application message to the application server can include a server identity, an
encrypted update instruction, and the sensor data. The sensor data may also include a sensor identity. The server can use a first Internet protocol address and port
(IP:port) number for receiving the message from the module and a second IP:port number for sending the application message to the application server. The application
server can record the sensor data in an application database for subsequent processing and analysis for a user or other business or commercial needs.

In another embodiment, the module may be deployed within a wireless network such as a 4G LTE network or a WiFi network. The module can change state between a
sleep state and an active state, wherein the sleep state may utilize a few milliwatts or less and the active state, including transmission of radio signals, may utilize several
hundred milliwatts of power or more. After being installed next to a monitored unit, the wireless module can wake from a sleep or dormant state, utilize a sensor to
collect data associated with the monitored unit, connect to the wireless network and the Internet, and send the sensor data to a server. During an active period, the
module can use a UDP IP:port number to both send a message to the server and receive a response to the server. The message as a UDP datagram can be a UDP Lite
datagram and with a checksum only applied to the packet header. A UDP Lite datagram with sensor data can include channel coding for the body of the datagram to
mitigate the effect of bit errors. Or, a regular UDP packet could be sent in multiple copies in order to provide forward error correction.

In another embodiment of the present invention, the application server may send an application message to the server using a secure connection data transfer. The
application message could be encrypted using a first server public key and could include a module identity and a module instruction. The module instruction can include
an actuator setting, and also optionally an actuator identity (since the module may include multiple actuators). The server can decrypt encrypted data within the
application message and record the module identity and module instruction in memory or a module database. Since the module can transition between periods of sleep
and active states to conserve power, after receiving the application message the server can wait until a next message is received from the module with the module
identity before sending the module instruction in a response. After waiting for the next message, the server can send the module instruction to the module in a server
encrypted data using a second server public key. The first and second server public keys can use different cryptographic algorithms that are not directly compatible (i.e.
the first server public key could be RSA-based and the second server public key could be ECC-based).

In another embodiment, the server can securely send the module a set of parameters, where the set of parameters includes values to define an equation for an elliptic
curve. The values could comprise constants and variables such that the module can calculate a new elliptic curve, and the elliptic curve can be different than standard,
published curves. The set of parameters could be sent from the server to the module in a server encrypted data, where the server encrypted data was processed using
any of (i) a first module public key, (ii) a symmetric key, and (iii) a shared secret key. The module can use the set of parameters, a random number generator, and a key
generation function within a cryptographic algorithms in order to generate a new key pair, which could comprise a second module public key and a second module private
key. The module can securely and/or authoritatively send the second module public key to the server, where the security includes the use of the first module public key
and/or the shared secret key.

Continuing with this embodiment, after the server confirms the proper receipt of the second module public key in a response message, the server and the module can
begin secure communications between them using the second module public key. By using this exemplary embodiment, security can be further increased with the server
and module using an elliptic curve that can be unique, non-standard, or defined between them and security therefore increased. In this exemplary embodiment, the
parameters to define the elliptic curve equation are sent securely to the module, so an observer along the flow of data could not observe the elliptic equation being used
with a public key.

In yet another embodiment, the server can receive a first message with a module identity and a module encrypted data, where the first module encrypted data includes a
first sensor measurement. The server can use a first module public key associated with a first module public key identity to decrypt the first module encrypted data. As
one example, (a) the first module encrypted data could be ciphered with a symmetric key, and (b) the symmetric key could have been communicated using the first
module public key (including using the first module public key to verify a module digital signature in a session where the symmetric key was transferred), and therefore
(c) the module encrypted data could be encrypted using the first module public key. The server can also use a first server public key to decrypt the first module encrypted
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data, such as the symmetric key being derived using both the first module public key and the first server public key and a key derivation function within a cryptographic
algorithms. The server can extract the first sensor measurement and send the data to an application server in an application message. The application message could be
encrypted using a second server public key. The first and second server public keys can be different because they could each be associated with a different algorithm or
defining equation.

Continuing with this embodiment, the server can send a module instruction and a set of parameters to the module, where the module is instructed to derive a new set of
keys, and the module can subsequently derive a second module public key and a second module private key after receiving the module instruction. The module can then
send the second module public key, a second module public key identity, and the module identity to the server. The server can receive a second module encrypted data
that includes a second sensor data, where the second sensor data is encrypted using the second module public key. As one example, (a) the second module encrypted
data could be ciphered with a symmetric key, and (b) the symmetric key could have been communicated using the second module public key (including using the second
module public key to verify a module digital signature in a session where the symmetric key was transferred), and therefore (c) the module encrypted data could be
encrypted using the second module public key. The server can extract the second sensor data using the second module public key. The server can use the second server
public key to send a second application message with the second sensor data to the application server. Note that the module public key can change, but both (i) the
second server public key used with the application server and also (i) keys associated with the application server did not change. In this manner according to this
embodiment, a module can derive a new public and private key while a server and application server can continue to communicate using existing public and private keys.

In another embodiment, the application server can use a module public key and an asymmetric ciphering algorithm to encrypt a module instruction. The application
server can also include a digital signature of the module instruction using the application server private key. The encrypted module instruction and digital signature can
be sent to a server in an application message, and the application message can also include an identity of the application server. The server can wait until a message is
received from a module, and then send the encrypted module instruction and digital signature to the module in a response. The module can read receive the response,
read the identity of the application server, select a public key of the application server, verify the digital signature of the module instruction, and decrypt the module
instruction using the module private key. The module can then apply the module instruction and send a message with a confirmation. In this manner, the module may
receive instructions from the application that are not decrypted by the server.

These as well as other aspects and advantages will become apparent to those of ordinary skill in the art by reading the following detailed description, with reference
where appropriate to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
Various exemplary embodiments are described herein with reference to the following drawings, wherein like numerals denote like entities.

F

G. 1 ais a graphical illustration of an exemplary system, where a server and a module connect to the Internet, in accordance with exemplary embodiments;
FIG. 1 b is a graphical illustration of hardware, firmware, and software components for a module, in accordance with exemplary embodiments;

FIG. 1 cis a graphical illustration of hardware, firmware, and software components for a server, in accordance with exemplary embodiments;

FIG. 1 dis a graphical illustration of hardware, firmware, and software components for an application server, in accordance with exemplary embodiments;
FIG. 1 e is a graphical illustration of the components within a module, in accordance with exemplary embodiments;

FIG. 1 fis a graphical illustration of the components within a server, in accordance with exemplary embodiments;

FIG. 1 g is a graphical illustration of the components in a set of cryptographic algorithms, in accordance with exemplary embodiments;

FIG. 1 his an illustration of a certificate that includes a PKI public key, where the key comprises an elliptic curve cryptography (ECC) key, in accordance with exemplary
embodiments;

FIG. 1iis a graphical illustration of an exemplary system that includes a user, an application, a set of servers, and a set of modules, in accordance with exemplary
embodiments;

FIG. 2 is a graphical illustration of an exemplary system, where a module sends a message to a server, and where the server responds to the message, in accordance with
exemplary embodiments;

FIG. 3 is a flow chart illustrating exemplary steps for a server to receive a message from a module, in accordance with exemplary embodiments;

FIG. 4 ais a flow chart illustrating exemplary steps for a server to process a message, including verifying a module's identity and decrypting data, in accordance with
exemplary embodiments;

FIG. 5 a is a flow chart illustrating exemplary steps for a server to process a response for a module, including sending and signing an module instruction, in accordance
with exemplary embodiments;

FIG. 5 b is a flow chart illustrating exemplary steps for a server to communicate with a module that has derived a public key and private key, in accordance with
exemplary embodiments;

FIG. 6 a is a simplified message flow diagram illustrating an exemplary message received by a server, and an exemplary response sent from the server, in accordance
with exemplary embodiments;

FIG. 6 b is a simplified message flow diagram illustrating an exemplary message received by a server, wherein the message includes a derived module public key, in
accordance with exemplary embodiments;

FIG. 7 is a simplified message flow diagram illustrating an exemplary system with exemplary data transferred between a module and an application using a server, in
accordance with exemplary embodiments;

FIG. 8 is a simplified message flow diagram illustrating an exemplary system with exemplary data transferred between a module and an application using a server, in
accordance with exemplary embodiments;

FIG. 9 is a simplified message flow diagram illustrating exemplary data transferred between (i) a server and an application and between (i) a server and a module, in
accordance with exemplary embodiments;

FIG. 10 is a flow chart illustrating exemplary steps for a server to receive a module instruction within an application message, and for the server to send the module
instruction to a module, in accordance with exemplary embodiments;
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FIG. 11 is a flow chart illustrating exemplary steps for a server to communicate with an application and a module, in accordance with exemplary embodiments.
DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS OF THE INVENTION

FIG.1a

FIG. 1 ais a graphical illustration of an exemplary system, where a server and a module connect to the Internet, in accordance with exemplary embodiments. The system
100 includes a module 101 operating within a wireless network 102. System 100 can also include a module provider 109, an Internet 107, and an M2M service provider
108, a certificate authority 118, and a monitored unit 119. M2M service provider 108 can include a server 105. System 100 is illustrated without specific packet
transmissions between module 101 and M2M service provider 108. Examples of the communications and messages pertaining to the present invention will be illustrated
in later Figures. As contemplated herein, machine-to-machine communications may comprise communication between a module 101 and a server 105, such that data
can be transferred between the two with minimal manual intervention, although manual intervention can be required to set up system 100 and any occasional manual
maintenance required. As contemplated herein, machine-to-machine communications may also be referred to as “the Internet of things” (IoT). Also note that module 101
may comprise a wireless module, such that module 101 can communicate with wireless network 102 using a radio and an antenna. Thus, either a wireless or a wired
configuration for module 101 can be utilized in the present invention.

If module 101 operates as a wireless module, module 101 and wireless network 102 can communicate using a base station 103. Module 101 and wireless network 102
can utilize a variety of wireless technologies to communicate, including WiFi, WiMax, a 2nd generation wireless wide area network (WAN) technology such as General
Packet Radio Services (GPRS) or Enhanced Data rates for GSM Evolution (EDGE), 3rd Generation Partnership Project (3GPP) technology such as 3G, 4G LTE, or 4G LTE
Advanced, and other examples exist as well. A wired module 101 can connect to the Internet 107 via a wired connection such as an Ethernet, a fiber optic, or a Universal
Serial Bus (USB) connection (not shown).

Generally, the communication techniques described herein can be independent of the network technologies utilized at the physical and data-link layers, so long as the
underlying network provides access to the Internet 107 and supports Internet Protocols (IP). The Internet 107 can be an IPv4 or an IPv6 packet-switched based network
that utilizes standards derived from the Internet Engineering Task Force, such as RFC 786 (User Datagram Protocol), RFC 793 (Transmission Control Protocol), and
related protocols. The Internet 107 can be the public Internet comprising globally routable IP addresses, or a private network that utilizes private IP addresses. Although
Internet 107 is illustrated as the globally routable public Internet in FIG. 1, Internet 107 could also be a private Internet that is (i) not globally routable and (ii) only
accessible to authorized modules and servers. As one example of a private Internet 107, Internet 107 could use private IP addresses for nodes on the network, and in this
case Internet 107 could be referred to as an intranet or private network. Alternatively Internet 107 could be a private network layered on top of the publicly routable
Internet via secured and encrypted connections. The specific numbers for IP addresses and port numbers shown in FIG. 1 and other figures are illustrative and any valid
IP address or port number can be used, including an IPv4 and an IPv6 address.

When operating in a wireless network configuration, module 101 can access the Internet 107 via the wireless network 102. In the wireless network configuration, module
101 can be a wireless handset, a cellular phone, a smartphone, a tablet computer, a laptop, a computer with a radio, a tracking device, or a circuit board with a radio that
accesses wireless network 102. Examples of wireless modules that utilize a wireless WAN such as 2G and 3G networking technologies include the Motorola® G24-1 and
Huawei® MC323. Example manufacturers of wireless modules in 2012 include Sierra Wireless® and Telit®. In a wired configuration (not shown), module 101 can be a
computer, security camera, security monitoring device, networked controller, etc. A more detailed depiction of exemplary components of a module 101 is included in FIG.
1b and FIG. 1 e below. Module 101 could also comprise a “point of presence” payment terminal, such that a sensor associated with module 101 could collect payment
information such as an account number from a credit card or similar payment card Module 101 could communicate with the payment card via a magnetic reader or
near-field wireless communications, and in this case the magnetic reader or antenna for near-field communications can function as a sensor. Module 101 could also
operate as a “smartcard” such that an end user presents module 101 to merchants for payments.

Wireless network 102 may comprise either a wireless local area network (LAN) such as an 802.11 WLAN, Bluetooth, or Zighee among other possibilities, and module 101
operating in wireless mode could communicate with a base station 103 of a wireless network 102 using a radio and an antenna. Wireless network 102 could operate as a
Mode Il device according to FCC Memorandum Opinion and Order (FC-12-36) and related white space regulation documents. If module 101 supports IEEE 802.15.4, then
wireless network 102 could be a Zigbee network, an ISA100.17a standards-based network, or a 6LoWPAN network as described by IETF RFC 4944. Other possibilities
exist as well for the wireless technology utilized by a wireless network 102 and module 101, operating in a wireless mode, without departing from the scope of the
present invention.

Module 101 can collect data regarding a monitored unit 119 and periodically report status to an M2M service provider 108 or a server 105. Examples of a monitored unit
119 can include a vending machine, an alarm system, an automobile or truck, a standard 40-foot or 20-foot shipping container, or industrial equipment such as a
transformer on an electrical grid or elevator in a building. Additional examples of a monitored unit 119 include can also include a pallet for shipping or receiving goods, an
individual box of pharmaceuticals, a health monitoring device attached to a person such as a pacemaker or glucose monitor, and a gate or door for opening and closing.
Other examples exist as well without departing from the scope of the present invention. Module 101 can utilize a sensor to measure and collect data regarding a
parameter of monitored unit 119 such as temperature, physical location potentially including geographical coordinates from a Global Positioning System (GPS) receiver,
radiation, humidity, surrounding light levels, surrounding RF signals, weight, vibration and/or shock, voltage, current, and/or similar measurements. If monitored unit 119
is a person or a health monitoring device associated with a person, then relevant health data could be recorded by module 101 in order to transmit to a M2M service
provider 108, which could be associated with a health service such as a hospital, doctor's office, or a similar health service. Module 101 could also periodically record a
picture, image, or video of or around monitored unit 119, using either visible or infrared light.

As illustrated in FIG. 1 a, wireless network 102 may include a wireless network firewall 104 and M2M service provider 108 may include a server network firewall 124.
These firewalls may be used to secure communication at the data link, network, transport, and/or application layers of communications using the Internet 107. Firewalls
104 and 124 could perform network address translation (NAT) routing or operate as symmetric firewalls, and selectively filter packets received through Internet 107 in
order to secure system 100. The firewall functionality of firewalls 104 and 124 could be of many possible types, including a symmetric firewall, a network-layer firewall
that filters inbound packets according to pre-determined rules, an application-layer firewall, or a NAT router, as examples. Although a single firewall 104 and 124 is
illustrated in wireless network 102 and with M2M service provider 108, respectively, firewall 104 and 124 may each comprise multiple firewalls that operate in
conjunction and the combined operation may be considered a single firewall 104 and 124, respectively. Firewall 104 and/or firewall 124 can include a firewall port
binding timeout value 117 (illustrated in FIG. 2 ), which can represent the time allowed for an inbound packet from the Internet 107 to pass through firewall 104 or firewall
124 after module 101 or server 105, respectively, sends a packet out. Firewall port binding timeout value 117 may be determined on a per-protocol basis, such as an
exemplary time of 60 seconds for UDP packets and 8 minutes for TCP packets, although other time values for a firewall port binding timeout value 117 are possible as
well. Inbound packets from Internet 107 to module 101 may be dropped by firewall 104 after a time exceeding firewall port binding timeout value 117 has transpired
since the last packet transmitted by module 101.

According to a preferred exemplary embodiment, module 101 may preferably record a module private key 112. As described in additional figures below module 112 can
generate a key pair comprising a module private key 112 and a module public key 111, where module private key 112 resides within module 101 and may not be shared
or transmitted to other parties. Alternatively, the present invention also contemplates that module 101 does not derive its own module private key 112, and rather module
private key 112 is securely loaded or transmitted to module 101. Module 101 may also be associated with a module provider 109. Module provider 109 could be a
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manufacturer or distributor of module 101, or may also be the company that installs and services module 101 or associates module 101 with monitored unit 119.
Although not illustrated in FIG. 1 a, module provider 109 could deliver module 101 to an end-user, where the end-user associates module 101 with monitored unit 119.
Module provider 109 can record a module public key 111 and a certificate 122 (illustrated below in FIG. 1 e and FIG. 1 h') for module 101. Module public key 111 may be
associated with a module public key identity 111 a, which could be an identifier of module public key 111. Module 101 may utilize a plurality of module private keys 112
and module public keys 111 during the operation of a system 100, although the use of a plurality of keys may not be required in order to use some embodiments of the
invention contemplated herein.

As discussed below, a module 101 may utilize multiple module public keys 111 over the lifetime of module 101 (including multiple corresponding module private keys
112), and module public key identity 111 a can be used to select and/or identify the correct module public key 111. Module public key identity 111 a could be a string or
sequence number uniquely associated with module public key 111. As illustrated in FIG. 1 a, module public key identity 111 a may preferably not be included in the string
or number comprising module public key 111, but rather associated with the string or number comprising module public key 111, and in this case the two together
(module public key identity 111 a and the string or number for module public key 111) may be used to refer to module public key 111 as contemplated herein.

The module public key 111 can optionally be signed by a certificate authority 118 in order to confirm the identity of module 101 and/or the identity of module provider
109. Alternatively, module provider 109 may have its own provider public key 120 and provider private key 121. Module provider 109 may have its provider public key 120
signed by a certificate authority 118 and recorded in a certificate 122 (with an exemplary certificate 122 illustrated in FIG. 1 h below), and then module provider 109 could
sign module public key 111. In this manner, module provider 109 can also function as a certificate authority 118 for module 101. Thus, the validity of module public key
111 could be checked with module provider 109, and the wireless module provider's 109 provider public key 120 could be checked against certificate authority 118. Other
configurations for signing public keys and using certificates with public keys are possible as well without departing from the scope of the present invention.

Public keys and private keys as contemplated in the present invention, including module public key 111 and module private key 112 and additional keys described herein,
may leverage established standards for Public Key Infrastructure (PKI). Public keys may be formatted according to the X.509 series of standards, such as X.509 v3
certificates, and subsequent or future versions, and these keys may be considered cryptographic keys. The keys can support standards such as the International
Organization for Standardization (ISO) ISO/IEC 9594 series of standards (herein incorporated by reference) and the Internet Engineering Task Force (IETF) RFC 5280
titled “Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile” (herein incorporated by reference), including future updates to
these standards.

Module public key 111 and module private key 112, as well as the other private and public keys described within the present invention, could be generated using standard
software tools such as Openssl, and other tools to generate public and private keys exist as well. Public and private keys as contemplated herein could be recorded in a
file such as a *.pem file (Privacy-enhanced Electronic Mail), a file formatted according to Basic Encoding Rules (BER), Canonical Encoding Rules (CER), or Distinguished
Encoding Rules (DER), or as text or binary file. Other formats for public and private keys may be utilized as well, including proprietary formats, without departing from the
scope of the present invention. As contemplated herein, a key may also comprise either a public key or a private key. A public key as contemplated herein may also be
considered a certificate or a public certificate. A private key as contemplated herein may also be considered a security key or a secret key.

Other configurations besides the one illustrated in FIG. 1 a are possible as well. Server 105 could reside within wireless network 102 in a data center managed by wireless
network 102. Wireless network 102 could also operate as a module provider 109. Although a single module 101 and server 105 are illustrated in FIG. 1 a, system 100
could comprise a plurality of each of these elements. Module 101 could also record sensor data pertaining to a plurality of monitored units 119. Module 101 could be
mobile, such as physically attached to a truck or a pallet, and module 101 could connect to a series of different wireless networks 102 or base stations 103 as module
101 moves geographically. Other configurations are possible as well without departing from the scope of the present invention.

FIG.1b

FIG. 1 b is a graphical illustration of hardware, firmware, and software components for a module, in accordance with exemplary embodiments. FIG. 1 b is illustrated to
include many components that can be common within a module 101, and module 101 may also operate in a wireless configuration in order to connect with a wireless
network 102. Module 101 may consist of multiple components in order to collect sensor data or control an actuator associated with a monitored unit 119. In a wireless
configuration, the physical interface 101 a of module 101 may support radio-frequency (RF) communications with networks including a wireless network 102 via
standards such as GSM, UMTS, mobile WiMax, CDMA, LTE, LTE Advanced, and/or other mobile-network technologies. In a wireless configuration, the physical interface
101 a may also provide connectivity to local networks such as 802.11 WLAN, Bluetooth, or Zigbee among other possibilities. In a wireless configuration, module 101
could use a physical interface 101 a be connected with both a wireless WAN and wireless LAN simultaneously. In a wired configuration, the physical interface 101 a can
provide connectivity to a wired network such as through an Ethernet connection or USB connection.

The physical interface 101 a can include associated hardware to provide the connections such as radio-frequency (RF) chipsets, a power amplifier, an antenna, cable
connectors, etc., and additional exemplary details regarding these components are described below in FIG. 1 e . Device driver 101 g can communicate with the physical
interfaces 101 a, providing hardware access to higher-level functions on module 101. Device drivers 101 g may also be embedded into hardware or combined with the
physical interfaces. Module 101 may preferably include an operating system 101 h to manage device drivers 101 g and hardware resources within module 101. The
operating systems described herein can also manage other resources such as memory and may support multiple software programs operating on module 101 or server
105, respectively, at the same time. The operating system 101 h can include Internet protocol stacks such as a User Datagram Protocol (UDP) stack, Transmission
Control Protocol (TCP) stack, a domain name system (DNS) stack, etc., and the operating system 101 h may include timers and schedulers for managing the access of
software to hardware resources. The operating system shown of 101 h can be appropriate for a low-power device with limited memory and CPU resources (compared to
a server 105). An example operating system 101 h for module 101 includes Linux, Android® from Google®, Windows® Mobile, or Open AT® from Sierra Wireless®.
Additional example operating systems 101 h for module 101 include eCos, uC/0S, LiteOs, and Contiki, and other possibilities exist as well without departing from the
scope of the present invention.

A module program 101 i may be an application programmed in a language such as C, C++, Java, and/or Python, and could provide functionality to support M2M
applications such as remote monitoring of sensors and remote activation of actuators. Module program 101 i could also be a software routine, subroutine, linked library,
or software module, according to one preferred embodiment. As contemplated herein, a module program 101 i may be an application operating within a smartphone,
such as an iPhone® or Android®-based smartphone, and in this case module 101 could comprise the smartphone. The application functioning as a module program 101
i could be downloaded from an “app store” associated with the smartphone Module program 101 i can include data reporting steps 101 x, which can provide the
functionality or CPU 101 b instructions for collecting sensor data, sending messages to server 105, and receiving responses from server 105, as described in the present
invention.

Many of the logical steps for operation of module 101 can be performed in software and hardware by various combinations of sensor 101 f, actuator 101 y, physical
interface 101 a, device driver 101 g, operating system 101 h, module program 101 i, and data reporting steps 101 x. When module 101 is described herein as performing
various actions such as acquiring an IP address, connecting to the wireless network, monitoring a port, transmitting a packet, sending a message, receiving a response,
or encrypting or signing data, specifying herein that module 101 performs an action can refer to software, hardware, and/or firmware operating within module 101
illustrated in FIG. 1 b performing the action. Note that module 101 may also optionally include user interface 101 j which may include one or more devices for receiving
inputs and/or one or more devices for conveying outputs. User interfaces are known in the art and generally are simple for modules such as a few LED lights or LCD
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display, and thus user interfaces are not described in detail here. User interface 101 j could comprise a touch screen if module 101 operates as a smartphone or mobile
phone. As illustrated in FIG. 1 b, module 101 can optionally omit a user interface 101 j, since no user input may be required for many M2M applications, although a user
interface 101 j could be included with module 101.

Module 101 may be a computing device that includes computer components for the purposes of collecting data from a sensor 101 f or triggering an action by an
actuator 101 y. Module 101 may include a central processing unit (CPU) 101 b, a random access memory (RAM) 101 e, and a system bus 101 d that couples various
system components including the random access memory 101 e to the processing unit 101 b. The system bus 101 d may be any of several types of bus structures
including a memory bus or memory controller, a peripheral bus, and a local bus using any of a variety of bus architectures including a data bus. Note that the computer
components illustrated for the module 101 in FIG. 1 b may be selected in order to minimize power consumption and thereby maximize battery life, if module 101 includes
a battery and is not attached to external power. In addition, the computer components illustrated for the module 101 in FIG. 1 b may also be selected in order to optimize
the system for both long periods of sleep relative to active communications and also may be optimized for predominantly uplink (i.e. device to network) communications
with small packets or messages. The computer components illustrated for the module 101 in FIG. 1 b may also be general-purpose computing components, and
specialized components are not required in order to utilize many of the embodiments contemplated herein.

Module 101 may include a read-only memory (ROM) 101 ¢ which can contain a boot loader program. Although ROM 101 c is illustrated as “read-only memory”, ROM 101
¢ could comprise long-term memory storage chipsets or physical units that are designed for writing once and reading many times. As contemplated within the present
invention, a read-only address could comprise a ROM 101 ¢ memory address or another hardware address for read-only operations accessible via bus 101 d. Changing
data recorded in a ROM 101 ¢ can require a technician have physical access to module 101, such as removing a cover or part of an enclosure, where the technician can
subsequently connect equipment to a circuit board in module 101, including replacing ROM 101 ¢. ROM 101 c could also comprise a nonvolatile memory, such that data
is stored within ROM 101 c even if no electrical power is provided to ROM 101 c. Although not illustrated in FIG. 1 b, but illustrated in FIG. 1 e below, module 101 could
also include a flash memory 101 w. A primary difference between flash memory 101 w and RAM 101 e may be that reading and writing operations to flash memory 101
w can be slower whereas reading and writing operations to RAM 101 e may be faster, and faster reading and writing operations to memory may be required for
processing sensor 101 f signals and securely communicating with a server 105. For example, module program 101 j, data reporting steps 101 x, operating system 101 h,
or device driver 101 g could be stored in flash memory 101 w within module 101 when the module is powered off. These components and/or instructions could be
moved from a flash memory 101 w (not shown in FIG. 1 b but shown in FIG. 1 e ) into RAM 101 e when the module is powered on. In addition, portions of a RAM 101 e
can function as flash memory 101 w, such that module program 101 i, power control steps 101 x, operating system 101 h, or device driver 101 g remain resident in
random access memory even when the mobile module 101 is powered off, or powered off for the first time afte module 101 is installed or becomes active in wireless
network 102. Note that ROM 101 ¢ could be optionally omitted or included in a memory unit within CPU 101 b (not shown).

Although the exemplary environment described herein employs ROM 101 ¢ and RAM 101 e, it should be appreciated by those skilled in the art that other types of
computer readable media which can store data that is accessible by a module 101, such as memory cards, subscriber identity module (SIM) cards, local miniaturized
hard disks, and the like, may also be used in the exemplary operating environment without departing from the scope of the invention. The memory and associated
hardware illustrated in FIG. 1 b provide nonvolatile storage of computer-executable instructions, data structures, program modules module program 101 j, and other data
for computer or module 101. Note the module 101 may include a physical data connection at the physical interface 101 a such as a miniaturized universal serial bus
adapter, firewire, optical, or other another port and the computer executable instructions such as module program 101 i, data reporting steps 101 x, operating system 101
h, or device driver 101 g can be initially loaded into memory such as ROM 101 ¢ or RAM 101 e through the physical interface 101 a before module 101 is given to an end
user, shipped by a manufacturer to a distribution channel, or installed by a technician. In addition, the computer executable instructions such as module program 101 j,
data reporting steps 101 x, operating system 101 h or device driver 101 g could be transferred wirelessly to module 101. In either case (wired or wireless transfer of
computer executable instructions), the computer executable instructions such as module program 101 j, data reporting steps 101 x, operating system 101 h, or device
driver 101 g could be stored remotely on a disk drive, solid state drive, or optical disk (external drives not shown).

A number of program modules may be stored in RAM 101 e, ROM 101 ¢, or possibly within CPU 101 b, including an operating system 101 h, device driver 101 g, an http
client (not shown), a DNS client, and related software. Program modules include routines, sub-routines, programs, objects, components, data structures, etc., which
perform particular tasks or implement particular abstract data types. Aspects of the present invention may be implemented in the form of a module program 101 i and/or
data reporting steps 101 x which are executed by the module 101 in order to provide remote monitoring using a sensor 101 f and/or remote control using an actuator
101 y. In addition, the module program 101 i and/or data reporting steps 101 x can include routines, sub-routines, and similar components to support secure and
bandwidth and radio-frequency (RF) efficient communication with a server 105 utilizing the techniques described in the present invention. Further, the module program
101 j and/or data reporting steps 101 x can perform the various actions described in the present invention for the module 101 through instructions the module program
101 j and/or data reporting steps 101 x provide to the CPU 101 b.

A user may enter commands and information into module 101 through an optional user interface 101 j, such as a keypad, keyboard (possibly miniaturized for a mobile
phone form-factor), and a pointing device. Pointing devices may include a trackball, an electronic pen, or a touch screen. A user interface 101 j illustrated in FIG. 1 b can
also comprise the description of a user interface 101 j within U.S. patent application Ser. No. 14/039,401, filed Sep. 27, 2013 in the name of John Nix, which is herein
incorporated in its entirety.

The module 101, comprising a computer, may operate in a networked environment using logical connections to one or more remote computers, such as the server 105
illustrated in FIG. 1 a . Server 105 can also function as a general purpose server to provide files, programs, disk storage, remote memory, and other resources to module
101 usually through a networked connection. Additional details regarding server 105 are provided in FIG. 1 ¢ below. Additional remote computers with which module 101
communicates may include another module 101 or mobile device, an M2M node within a capillary network, a personal computer, other servers, a client, a router, a
network PC, a peer device, a base station 103, or other common network node. The server 105 or a remote computer typically includes many of the elements described
above relative to the module 101, including a CPU, memory, and physical interfaces. It will be appreciated that the network connections shown throughout the present
invention are exemplary and other means of establishing a wireless or wired communications link may be used between mobile devices, computers, servers,
corresponding nodes, and similar computers.

The module program 101 i and data reporting steps 101 x operating within module 101 illustrated in FIG. 1 b can provide computer executable instructions to hardware
such as CPU 101 b through a system bus 101 d in order for a module 101 to (i) collect data from a sensor, (ii) change the state of an actuator 101 y, and (iii) send or
receive packets with a server 105, thus allowing server 105 to remotely monitor or control a monitored unit 119. The module program 101 i and/or data reporting steps
101 x can enable the module 101 to transmit or send data from sensor 101 f or module 101 by recording data in memory such as RAM 101 e, where the data can include
sensor data, a destination IP:port number, a packet or packet header value, an encryption or ciphering algorithm and key, a digital signature algorithm and key, etc. The
data recorded in RAM 101 e can be subsequently read by the operating system 101 h or the device driver 101 g. The operating system 101 h or the device driver 101 g
can write the data to a physical interface 101 a using a system bus 101 d in order to use a physical interface 101 a to send data to a server 105 using the Internet 107.
Alternatively, the module program 101 i and/or data reporting steps 101 x can write the data directly to the physical interface 101 a using the system bus 101 d.

The module program 101 i and/or data reporting steps 101 x, or operating system 101 h can include steps to process the data recorded in memory such as encrypting
data, selecting a destination address, or encoding sensor data acquired by (i) a sensor 101 f or (i) through a physical interface 101 a such as a thermocouple, shock or
vibration sensor, light sensor, or global positioning system (GPS) receiver, etc. The module 101 can use the physical interface 101 a such as a radio to transmit or send
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the data from a sensor to a base station 103. For those skilled in the art, other steps are possible as well for a module program 101 i or operating system 101 h to collect
data from a sensor 101 f and send the data in a packet without departing from the scope of the present invention.

Conversely, in order for module 101 to receive a packet or response from server 105, the physical interface 101 a can use a radio to receive data from a base station 103.
The received data can include information from a server 105 and may comprise a datagram, a source IP:port number, a packet or header value, an instruction for module
101, an acknowledgement to a packet that module 101 sent, a digital signature, and/or encrypted data. The operating system 101 h or device driver 101 g can use a
system bus 101 d and CPU 101 b to record the received data in memory such as RAM 101 e, and the module program 101 i or operating system 101 h may access the
memory in order to process the received data and determine the next step for the module 101 after receiving the data. Processing the received data could include
deciphering or decrypting received data with a key, verifying a digital signature with a key, reading an instruction from a server 105, or similar transformations of the
received data. The steps within this paragraph may also describe the steps a module program 101 or data reporting steps 101 x can perform in order to receive a
packet. For those skilled in the art, other steps are possible as well for a module program 101 j, data reporting steps 10 ix, or module 101 to receive a packet or response
from a server 105 without departing from the scope of the present invention.

Moreover, those skilled in the art will appreciate that the present invention may be implemented in other computer system configurations, including hand-held devices,
netbooks, portable computers, multiprocessor systems, microprocessor based or programmable consumer electronics, network personal computers, minicomputers,
mainframe computers, and the like. The invention may also be practiced in distributed computing environments, where tasks are performed by remote processing
devices that are linked through a communications network. In a distributed computing environment, program modules may be located in both local and remote memory
storage devices. In addition, the terms “mobile node”, “mobile station”, “mobile device”, “M2M module”, “M2M device”, “networked sensor”, or “industrial controller” can be
used to refer to module 101 or its functional capabilities of (i) collecting sensor data regarding a monitored unit 119, (i) changing state of an actuator 101 y associated
with monitored unit 119, and/or (iii) communicating the data associated with a monitored unit 119 with a wireless network 102. The function of module 101 and sensor
101 f could be integrated, and in this case module 101 could also be referred to as a “sensor”, “intelligent sensor”, or “networked sensor”. Further, the term “module” or
“monitoring device” can be used to refer to the module program 101 i when module program 101  provides functional capabilities such as reporting data from a sensor
101 fto a server 105 or receiving instructions for an actuator 101 y from a server 105. The device driver 101 i, operating system 101 i, and/or module program 101 i
could optionally be combined into an integrated system for providing the module 101 functionality. Other possibilities exist as well for the configuration or combination of
components illustrated in FIG. 1 b without departing from the scope of the present invention.

FIG.1¢c

FIG. 1 cis a graphical illustration of hardware, firmware, and software components for a server, in accordance with exemplary embodiments. The illustrated components
for the server 105 in FIG. 1 c include a central processing unit (CPU) 105 b, a random access memory (RAM) 105 e, a system bus 105 d, storage 105 m, an operating
system 105 h, and a module controller 105 x. These elements can provide functions equivalent to the central processing unit (CPU) 101 b, RAM 101 e, system bus 101 d,
flash memory 101 w, and an operating system 101 h described above in FIG. 1 b, respectively. In general, a server 105 can have higher-end components such as a larger
CPU 105 b and greater RAM 105 e in order to support communications with a plurality of modules 101. Server 105 can comprise a general purpose computer such as a
rack mounted server within a data center or rack, or could also comprise a desktop computer or laptop. Server 105 could also be a specialized computer, with hardware
and software selected for supporting a plurality of modules 101 connecting and communicating simultaneously. Operating system 101 h can comprise an operating
system appropriate for a server such as Linux, Solaris®, or Windows® Server. Server 105 can preferably have a wired Ethernet connection with high bandwidth that is
persistently connected to the Internet 107 illustrated in FIG. 1 a, while the Internet 107 connection for module 101 may be transient as module 101 changes between
sleep and active states. Module controller 105 x can provide the server-side logic for managing communications and controlling module 101 using a module database
105 k. Server program 105 i can provide functionality for communicating with external servers or nodes, such as an application server 171 illustrated in FIG. 1 d.

A module controller 101 x and server program 105 i may be applications programmed in a language such as C, C++, Java, or Python and could provide functionality to
support M2M applications such as remote monitoring of sensors and remote activation of actuators. Module controller 105 x and server program 105 i could also be
software routines, subroutines, linked libraries, or software modules, according to preferred embodiments. Many of the logical steps for operation of server 105, module
controller 105 x, and/or server program 105 i can be performed in software and hardware by various combinations of physical interface 105 a, system bus 105 d, device
driver 105 g, and operating system 105 h. When server 105 is described herein as performing various actions such as acquiring an IP address, monitoring a port,
transmitting or sending a packet, receiving a message, or encrypting or signing a message, specifying herein that server 105 performs an action can refer to software,
hardware, and/or firmware operating within server 105 performing the action.

The server 105 may also include a user interface 105 j such as a display (not shown) which could also comprise any type of display devices such as a liquid crystal
display (LCD), a plasma display, and an organic light-emitting diode (OLED) display, or a cathode ray tube (CRT). A user interface 105 j for the server 105 may optionally
be provided remotely such as (i) via a web browser or a secure terminal such as secure shell (SSH) with (ii) another computer operated by an administrator (not shown).
A user or administrator may enter commands and information into server 105 through a user interface 105 j, such as a keypad, keyboard, and a pointing device. Pointing
devices may include a trackball, an electronic pen, or a touch screen. In addition, the server 105 may store computer executable instructions such as module controller
105 x or server program 105 j on storage 105 m. Storage 105 m may comprise a disk drive, a solid-state drive, an optical drive, or a disk array. Module controller 101 x
can manage communications with module 101 and may be downloaded and installed on the server 105. As noted previously and elsewhere herein module program 101
i and module controller 105 x can preferably interoperate with each other in order to collect sensor data and control an actuator associated with a monitored unit 119.

The server program 105 i and/or module controller 101 x operating within server 105 illustrated in FIG. 1 ¢ can provide computer executable instructions to hardware
such as CPU 105 b through a system bus 105 d in order to (i) receive a message from the module 101 and (ii) send a response, wherein the message can include sensor
101 f data and the response can include an acknowledgement of the message and/or an instruction to the module 101. The module controller 105 x can enable the
server 105 to send a response to a message from module 101 by recording data associated with module 101 in memory such as RAM 105 e, where the data can include
an instruction from module 101, a destination IP:port number, a packet or packet header value, and the data can be processed using an encryption or ciphering algorithm
or key, a digital signature algorithm or key, etc.

The server program 105 i can enable (a) the server 105 to send a datagram, packet, or an application message to an application server 171 by (b) recording data
associated (i) a with module 101 or (i) other M2M service control information in memory such as RAM 105 e, where the data can include information from module 101, a
destination IP:port number, a packet or packet header value, and the information could be processed using an encryption or ciphering algorithm or key, a digital signature
algorithm or key, etc. The operating system 105 h or the device driver 105 g can write the data from RAM 105 e to a physical interface 105 a using a system bus 105 d
and an Ethernet connection in order to send the data via the Internet 107 illustrated in FIG. 1 a . Alternatively, the software program 105 i and/or module controller 105 x
can write the data directly to the physical interface 105 a using the system bus 105 d.

The server 105 can utilize the physical interface 105 a to receive data from a module 101 and/or application 171 i using a local area network such as Ethernet, although
the physical interface 105 a of server 105 could also utilize a wireless connection. The server 105 can listen for data from the Internet 107 using port number and/or a
TCP/UDP socket. The received data from a module 101 can be a message formatted according to an Internet packet or datagram or series of datagrams inside Ethernet
packets and include information from a module 101 such as a source IP address and port number, an identity of the module, sensor data that may be encrypted, and/or a
digital signature of the module. The received data from application 171 i can comprise a series of datagrams formatted according to Internet Protocol and/or datagrams
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inside Ethernet packets. The received data or message from application 171 i can include information regarding application 171 i and/or server 105, such as a source IP
address and port number associated with application 171 i or application server 171, an identity of the server, actuator instructions or commands for a module 101 that
may be encrypted, and a digital signature associated with the application 171 i.

When server 105 receives messages or data, the operating system 105 h or device driver 105 g can record the received data from module 101 or application 171 i via
physical interface 105 a into memory such as RAM 105 e. The server program 105 i or operating system 105 h may subsequently access the memory in order to process
the data received. The server program 105 i and/or module controller 105 x, or operating system 105 h can include steps to process the data recorded in memory and
received from the module 101 or application 171/, such as parsing the received packet, decrypting data, verifying a digital signature with a key, or decoding sensor data
included in a message from the module.

The server 105 and/or server program 105 i may communicate with application 171 i by sending and receiving packets over a LAN or the Internet 107, using a physical
interface 105 a and a wired connection such as Ethernet or possibly a wireless connection as well. The server 105 can use the physical interface 105 a such as an
Ethernet connection to send and receive the data from the Internet 107. For those skilled in the art, other steps are possible as well for a server program 105 i or
operating system 105 h within a server 105 to (i) send/receive a packet or message to/from a module 101 and (ii) send/receive a packet or message to/from an
application 171 i without departing from the scope of the present invention. Server program 105 i and module controller 105 x may optionally be combined within a
server 105, or alternatively distributed across different physical computers and function in a coordinated manner using a network.

The device drivers 105 g, operating systems 105 h, and/or module controller 105 x could also optionally be combined into an integrated system for providing the server
105 functionality. Although a single physical interface 105 a, device-driver set 105 g, operating system 105 h, module controller 105 x, server program 105 i, and user
interface 105 j are illustrated in FIG. 1 ¢ for server 105, server 105 may contain multiple physical interfaces, device drivers, operating systems, software programs,
module programs, and/or user interfaces. Server 105 may operate in a distributed environment, such that multiple computers operate in conjunction through a network to
provide the functionality of server 105. Also, server 105 may operate in a “virtualized” environment, where server 105 shares physical resources such as a physical CPU
105 b with other processes operating on the same computer. And other arrangements could be used as well, without departing from the invention.

FIG.1d

FIG. 1 dis a graphical illustration of hardware, firmware, and software components for an application server, in accordance with exemplary embodiments. Application
server 171 can include application 171 i. Application 171 i can comprise a computer program or collection of computer programs, for managing a plurality of modules
101 using one or more servers 105. Application 171 i can include a web portal 171 j, service controller 171 x, an application database 171 k, and cryptographic
algorithms 141. During operation, such as when application 171 i processes data from/to modules 101 through server 105, application 171 i may reside in RAM 171 e
within an application server 171. Application 171 i and the associated computer programs may be recorded in storage 171 m so that they may be loaded by operating
system 171 h upon the startup of application server 171. Web portal 171 j can comprise a web server such as Apache and can provide a user interface for a remote user
accessing application 171 via an Internet 107. The web portal 171 j could include web pages for viewing reports from modules 101 and/or servers 105, and also
inputting settings for modules 101 by a user. The web pages could include PHP, active server pages, or Java components, in addition to other elements. Data input and
stored by application 171 i can be recorded in application database 171 k. The data could be inserted or queried using structured query language (SQL) statements.
Cryptographic algorithms 141 which may comprise a suite of algorithms or subroutines that can be utilized for (i) deriving a pair of keys comprising a public key and a
private key, (i) encrypting data using public keys, (iii) decrypting data using private keys, (iv) processing secure hash signatures using private keys, and (v) verifying
secure hash signatures using public keys, and related software, firmware, or subroutines for implementing a cryptographic system, and cryptographic algorithms 141 are
also depicted and described in connection with FIG. 1 g below.

Application 171 i may be processed by an application server 171 using a CPU 171 b. The illustrated components for the application server 171 in FIG. 1 d include a
central processing unit (CPU) 171 b, a random access memory (RAM) 171 e, a system bus 171 d, storage 171 m, an operating system 171 h, and an application 171 .
These elements can provide functions equivalent to the central processing unit (CPU) 105 b, RAM 105 €, system bus 105 d, storage 105 m, and an operating system 105
h described above in FIG. 1 ¢, respectively. Application server 171 can comprise a general purpose computer such as a rack mounted server within a data center or rack,
or could also comprise a desktop computer or laptop. Application server 171 could also be a specialized computer, with hardware and software selected for supporting a
plurality of servers 105 or modules 101 connecting and communicating simultaneously. Operating system 171 h can comprise an operating system appropriate for a
server such as Linux, Solaris®, or Windows® Server. Application server 171 can preferably have a wired Ethernet connection with high bandwidth that is persistently
connected to the Internet 107.

An application 171 i and/or service controller 171 x may be an application programmed in a language such as C, C++, Java, or Python and could provide functionality to
support M2M applications such as remote monitoring of sensors and remote activation of actuators Application 171 i can include a service controller 171 x. Application
171 i and/or service controller 171 x could also be a software routine, subroutine, linked library, or software module, according to one preferred embodiment. Application
171 i can include a service controller 171 x, which can provide the functionality or CPU 171 b instructions for the service controller 171 x described in the present
invention. Service controller 171 x can include (i) logic for processing alarms from a module 101 (such as sending out and email or text message to a user), (ii) logic for
adjusting actuator 101 y settings based upon data from sensor 101 f, (jii) accepting user input (possibly via web portal 171 j) and then making an associated change in
an actuator 101 y setting. Service controller 171 x can also accept input from external applications (not shown) in order to make decisions regarding module 101, sensor
101 £, and/or actuator 101 y.

Service controller 171 x could be included within an enterprise resource planning (ERP) solution such as SAP® or Oracle® ERP. An external application (not shown) can
communicate with the application server 171. As one example, a group of modules 101 could be installed within a manufacturing plant, and when a customer order was
entered into the external application such as ERP, the service controller 171 x could provide instructions for a group of modules 101 to server 105, such as changing
actuators 101 y to operate a production line. Other possibilities for service controller 171 x exist as well without departing from the scope of the present invention. In
general, service controller 171 x can manage the overall function of a group of modules 101 through server 105. Service controller 171 x may operate at the “user layer”
and/or “application layer” of the traditional OSI model.

Many of the logical steps for operation of application server 171 or application 171 i can be performed in software by various combinations of physical interface 171 a,
device driver 171 g, operating system 171 h, and module controller 105 i, where application 171 i communicates with module controller 105 i over a network. Application
171 i and module controller 105 i can communicate using an application message 701 (illustrated in FIG. 7 below). When application 171 i is described herein as
performing various actions such as acquiring an IP address, monitoring a port, transmitting or sending a packet or message, or encrypting or signing a message,
receiving a packet or message, specifying herein that application 171 i and/or application server 171 performs an action can refer to software, hardware, and/or firmware
operating within application server 171 performing the action. Application server 171 or application 171 i can send or transmit a message, packet, or data using the steps
depicted and described in connection with FIG. 1 ¢ for a server 105 to send or transmit a message, packet, or data. Application server 171 or application 171 i can receive
a message, packet, or data using the steps depicted and described in connection with FIG. 1 ¢ for a server 105 to receive a message, packet, or data. Application server
171 can utilize hardware components similar to server 105, such as storage 171 m can be similar to storage 105 m, CPU 171 b can be similar to CPU 105 b, and physical
interface 171 a can be similar to physical interface 105 a. Application server 171 can use a system bus 171 d to connect the hardware components shown within
application server 171, and system bus 171 d can be similar to system bus 105 d depicted and described in connection with FIG. 1 ¢ above.
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Application server 171 may also comprise a collection of individual computers, where the individual computers could be either centrally located or geographically
dispersed, but the individual computers may function in a coordinated manner over a network to operate as an application server 171. In a similar manner, application
171 i may be distributed across a plurality of computers, such as in a cloud computing configuration. Application server 171 may be a “virtualized” server, with computing
resources shared with other processes operating on a computer.

FIG.1e

FIG. 1 e is a graphical illustration of the components within a module, in accordance with exemplary embodiments. FIG. 1 e is illustrated to show a combination of
components useful for leveraging the efficient and secure communication techniques described in the present invention. In addition to the components illustrated in FIG.
1 b above, module 101 can include a battery 101 k, a server public key 114, a wireless module private key 112, a connection to an actuator 101 y, a USB interface 101 v, a
CPU wake controller 101 v, a flash memory 101 w, a symmetric key 127, a pre-shared secret key 129 a, a random number generator 128, cryptographic algorithms 141, a
radio 101 z, and other components illustrated in FIG. 1 e . Not all of the components illustrated in FIG. 1 e are required for many exemplary embodiments, and some of
the components illustrated in FIG. 1 e may also be optionally omitted in exemplary embodiments.

The CPU 101 b can comprise a general purpose processor appropriate for the low power consumption requirements of a module 101, and may also function as a
microcontroller. In a preferred exemplary embodiment, the CPU 101 b is responsible for maintaining a state machine for network and transport layer commands with an
external network such as the wireless network 102 illustrated in FIG. 1 a, where CPU 101 b can manage the overall connection of radio 101 z with a wireless network
102. CPU 101 b can include additional elements not shown, such as registers, cache memory, an arithmetic logic unit (ALU), which performs arithmetic and logical
operations, and a control unit (CU), which extracts instructions from memory and decodes and executes them, calling on the ALU when necessary.

The CPU 101 b wake and dormant or sleep states may be controlled by a CPU wake controller 101 u to put the module 101 in a dormant state in order to conserve (i)
battery life in battery 101 k, or (i) power consumption if land-line power is available, when sensor measurements, actuator control, or radio communications are not
needed. The CPU wake controller 101 u could optionally be integrated into CPU 101 b. The CPU wake controller 101 u can also include a timer to periodically wake the
CPU 101 b in order to perform sensor measurements or communicate with a wireless network 102 or server 105. The flash memory 101 w can be a non-volatile memory
and may contain a bootloader program 125 and a module program 101 i. Bootloader program 125 can comprise a software program or application that is initially read by
CPU 101 b upon power up of module 101 in order to configure interfaces and begin operations including loading module program 101 i. Module program 101 i is
depicted and described in connection with FIG. 1 b above. If module 101 operates as a payment card, then CPU wake controller 101 u could wake CPU 101 b when a
radio 101 z detects an RF signal from a payment terminal.

Note that CPU wake controller 101 u can monitor sensor 101 f in order to determine a wake condition for CPU 101 b, wherein the CPU 101 b remains dormant until
sensor 101 f reads a state that requires sending a message to a server 105. An example could be sensor 101 f comprising a shock and vibration detector or a
temperature measuring device such as a thermocouple, and other examples exist as well. The CPU wake controller 101 u can leave CPU 101 b in a dormant state until a
certain threshold of shock and vibration or temperature is recorded by the sensor 101 f, and in this manner battery 101 k can be conserved so that CPU 101 b wakes
when a threshold sensor measurement or an alarm condition is reported. The exemplary certain threshold of shock and vibration or temperature recorded by the sensor
101 f can also comprise an alarm condition. When CPU 101 b is dormant, CPU wake controller 101 u can monitor a voltage level output by sensor 101 f, and once a
threshold voltage level is read by CPU wake controller 101 u, CPU wake controller 101 u can change CPU 101 b from the dormant state to an active state in order to run a
module program 101 /.

Even without an alarm condition, CPU wake controller 101 u can periodically wake CPU 101 b to collect sensor data, connect to an external network such as a wireless
network 102, and send sensor data to server 105. CPU 101 b can include one or more cores of the processor, where each core is an independent actual central
processing unit, and the cores can be the units that read and execute program instructions. The instructions can be ordinary CPU instructions such as add, move data,
and branch. The dormant state of CPU 101 b can comprise a sleep state where a power level used by a core in the processor is less than 0.010 milliwatts during a one
second measurement sample, such as when the power supply is essentially removed from the core but power is supplied to memory 101 e in order to allow a rapid
waking of the CPU 101 b or core.

Sensor 101 f could be a device to collect environmental data or data regarding a monitored unit 119. Sensor 101 f could collect data such as temperature, humidity,
pressure, visible light levels, radiation, shock and/or vibration, voltage, current, weight, pH levels, orientation/motion, or the presence of specific chemicals. Sensor 101 f
could also be a microphone. Sensor 101 f could be a magnetic strip reader for credit cards and similar cards, or an antenna for either near-field RF communications, such
as reading an RF identity tag. An antenna for a sensor 101 f could also collect longer-range RF signals, such as reading long-range radio frequency identity tags. Sensor
101 f could also collect biometric data such as heart rate, glucose levels, body temperature, or other health measurements and in this case monitored unit 119 could be a
person. The sensor 101 f can provide data to the CPU 101 b in the form of analog or digital data, which can be communicated via a system bus 101 d or physical
interface 101 a and other electrical interfaces are possible as well. A sensor measurement can comprise the analog or digital data collected by CPU 101 b from sensor
101 f. A sensor measurement can include processing of the analog or digital data input CPU 101 b by sensor 101 f, such as averaging over time, using mathematic
formulas to convert the raw data from sensor 101 f into a usable form. Module 101 may also collect sensor data or sensor values using a sensor 101 fand CPU 101 b,
where the data or values are derived from electrical signals output by a sensor 101 f. A sensor measurement can comprise the sensor data or sensor values. If module
101 comprises a “point of presence” payment terminal, then a sensor measurement could comprise data read from a payment card.

As contemplated herein, the terms “sensor measurement” and “sensor data” can be used interchangeably, and can also be considered functionally equivalent. Although a
single sensor 101 fis shown in FIG. 1 e, a module 101 could include multiple sensors. Each of the multiple sensors 101 f could include a sensor identity 151, which
could comprise a number or string to identify the sensor 101 f Or, a sensor identity 151 could also be used with a single sensor 101 . In addition, although sensor 101 f
is shown as integrated into module 101, sensor 101 f could be external to module 101, and connected via an external interface such as through a USB interface 101 v or
other wired or wireless configuration.

Note that sensor 101 f could also connect to module 101 via a WiFi or similar wireless LAN connection such as Zigbee. Radio 101 z within module 101 can operate as a
WiFi base station (in addition to radio 101 z connecting to a wireless network 102), and sensor 101 f could contain its own radio and WiFi chipset, such that sensor 101 f
could send sensor data to module 101 via the WiFi connection (or other wireless LAN connection). In this manner, by utilizing WiFi to connect with sensor 101 f, module
101 could connect with a plurality of sensors 101 f located in a vicinity of module 101, such as within an exemplary 50 meters. In addition to the WiFi network described,
sensor 101 f and/or actuator 101 y could connect with module 101 via any suitable wireless local area networking technology including, IEEE 802.11, IEEE 802.15.4, an
ISA100.11a standards-based network, Bluetooth, and/or a 6LoWPAN.

Actuator 101 y could be a device to control a parameter or state for a monitored unit 119, such as changing a voltage or current, activating a switch or relay, turning on or
off a microphone or speaker, activating or deactivating a light, and other examples are well known in the art. Actuator 101 y could also be a speaker. Actuator 101 y could
be controlled by module 101 via a digital or analog output from CPU 101 b, which could also be transmitted or sent via system bus 101 d or a physical interface 101 a.
Although actuator 101 y is illustrated as external to wireless module 101 in FIG. 1 e, actuator 101 y could also be internal to module 101, and module 101 could include
multiple actuators 101 y.
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Although a single actuator 101 y is shown in FIG. 1 e, a module 101 could include multiple actuators 101 y. Each of the multiple actuators 101 y could include an
actuator identity 152, which could comprise a number or string to identify the actuator 101 y. Or, an actuator identity 152 could also be used with a single actuator 101 y.
If module 101 comprises a “point of presence” payment terminal, then an actuator 101 y could be a printer for printing a receipt. If module 101 comprises a payment card
for end users to make payments to merchants, then actuator 101 y could be an LED light that turns on upon submission of a payment. Sensors and actuators are well
known to those of ordinary skill in the art, and thus are not described in additional detail herein.

Module 101 can include a Universal Serial Bus (USB) interface 101 v, which could provide a general and standards-based interface for external connection to a wide
variety of sensors 101 f, actuators 101 y, and external computers such as laptops or mobile phones. Module 101 could also obtain power or recharge a battery 101 k
through the USB interface 101 v. Software programs or instructions to wireless module 101 could be provided locally through USB interface 101 v, including the initial
loading of a pre-shared secret key 129 a and/or shared secret key 510 described in FIG. 5 b below. Module program 101 i, operating system 101 h, or module private key
112 could be loaded into module 101 via USB interface 101 v, another physical interface 101 a, or radio 101 z. In order to support a preferred small form factor of a
module 101, the USB interface 101 v could preferably utilize either a micro-USB or mini-USB physical interface, or future similar miniature USB interfaces related to these
standard interfaces. Although a USB interface 101 v is illustrated in FIG. 1 e, alternative interfaces for external communication could be provided, such as a Joint Test
Action Group (JTAG) connection, optical, or a proprietary interface such as a “Lightning” connection from Apple, Inc. USB interface 101 v and similar hardware interfaces
could also be optionally omitted. According to an exemplary embodiment module 101 uses only a radio 101 z to transmit and receive data externally to module 101.

In accordance with an exemplary embodiment, module 101 can comprise a wireless module and include a radio 101 z. Note that the use of a radio 101 z is not required
for module 101, which could also obtain a connection to the Internet 107 via a wired line such as Ethernet. Although not illustrated, radio 101 z could include antennas
for reception and transmission of RF signals, and even multiple antennas could be used. Although a single radio 101 z is illustrated in module 101, module 101 could
also contain multiple radios 101 z, such that a first radio 101 z connects with a WiFi network or functions as a WiFi base station or WiFi client, a second radio 101 z
connects with a PLMN mobile network such as a wireless network 102, and a third radio 101 z connects with a wireless network 102 operating in white-space spectrum,
etc. Or, a single radio 101 z could be utilized to connect with multiple wireless networks 102 operating in different frequencies with different RF modulation techniques
and/or different RF standards.

Radio 101 z could also comprise a software defined radio, such that radio 101 z could be programmed to change RF protocols and modulation schemes without having
to change hardware within a radio 101 z. Thus, according to a preferred exemplary embodiment, module 101 can utilize a software defined radio for radio 101 z in order
allow module 101 to communicate with different wireless networks 102, including new or future standards for a wireless network 102, where the standard was not
defined when module 101 was installed. In this manner, module 101 can continue to operate over an extended period such as years by upgrading the software defined
radio in a radio 101 z as standards used by a wireless network 102 changes, thereby reducing costs for changing a module 101 or a radio 101 z within a module in a
system 100.

Radio 101 z can support wireless LAN standards such as WiFi, Bluetooth, and Zigbee, or similar wireless LAN standards Radio 101 z, if present in a module 101, could
also support communication through “white space” spectrum white space spectrum recently approved for use by the Federal Communications Commission (FCC), and in
this case radio 101 z in module 101 could operate as a Mode | or Mode Il device according to FCC Memorandum Opinion and Order (FC-12-36) and related white space
regulation documents. Radio 101 z illustrated in FIG. 1 e can comprise a radio 101 z depicted and described in connection with FIG. 1d of U.S. patent application Ser. No.
14/039,401, filed Sep. 27,2013 in the name of John Nix, the contents of which are herein incorporated in their entirety.

Note that module 101 may also operate as a base station in a wireless LAN, such as an 802.11 base station. When module 101 operates a wireless LAN, radio 101 z can
function as either a client/node or a base station 103 to support communication from other wireless nodes in physical proximity, such as other nodes within an
exemplary 50 meters. The other wireless nodes could comprise a sensor 101 f and/or actuator 101 y, and in this case a sensor could be referred to as a “networked
sensor” and an actuator could be referred to as a “networked actuator”. When radio 101 z functions as a base station 103, module 101 can operate as a gateway,
providing Internet access to these other nodes or modules 101 within the wireless LAN. Radio 101 z can simultaneously function (i) as a base station in a wireless LAN,
such as WiFi, and (ii) a client/subscriber on a wireless WAN such as a PLMN. Radio 101 z can be selected to support multiple different wireless LAN technologies in
addition to WiFi, such as the IEEE 802.15.4 standard or Bluetooth. If radio 101 z supports IEEE 802.15.4, then wireless network 102 could be a Zigbee network, an
ISA100.11a standards-based network, or a 6LoWPAN network as described by IETF RFC 4944.

In accordance with exemplary embodiments, module 101 can store module private key 112, server public key 114, and module identity 110, and a symmetric key 127 in
memory/RAM 101 e during operation, such as when CPU 101 b is active and the module 101 is connected to a network such as a wireless network 102 during data
transmissions. Module private key 112 preferably is recorded in nonvolatile memory such as flash memory 101 w, so that module 101 has access to its private key 112
after the private key has been derived or loaded, including times when a battery 101 k has been fully drained or removed from module 101 (if module 101 does not utilize
a persistent power source such as land-line power). Module private key 112 and module identity 110 could be written into ROM 101 ¢ upon manufacture or distribution of
module 101, although module 101 can also derive module private key 112 in accordance with exemplary embodiments and store the module private key 112 in a flash
memory 101 w.

The CPU 101 b preferably moves module private key 112 and module identity 110 from nonvolatile memory into volatile memory, including possibly a cache memory
within CPU 101 b, before sending data through an Internet 107 illustrated in FIG. 1 a, in order to speed computations. As a minimum, module private key 112 and module
identity 110 will need to be loaded into registers of CPU 101 b during computations or use of cryptographic algorithms 141 that require module private key 112 and/or
module identity 110, and this move of the data into registers of CPU 101 b constitutes a move or copy of module private key 112 and module identity 110 into volatile
memory.

Symmetric key 127 can be a secure, shared private key for use with symmetric encryption or symmetric ciphering algorithms 141 b (in FIG. 1 g below). Symmetric key
127 can be derived by using module public key 111 and/or server public key 114, possibly through the use of a key derivation function 141 f (also in FIG. 1 g below).
Symmetric key 127 can be used for both encryption and decryption with symmetric cryptographic algorithms 141 b described in FIG. 1 g below, where a shared secret
key can be used to both encrypt/cipher and decrypt/decipher. Symmetric key 127 may also include an expiration time 133, such that symmetric key 127 may only be
used by module 101 during a limited period of time, such symmetric key 127 remaining only valid for a day, or a week, or during a session (where the session comprises
multiple messages and/or responses between a module 101 and a server 105), etc. Module 101 can also derive symmetric key 127 according the Elliptic Curve
Integrated Encryption Scheme (ECIES) and/or ECDH 159, discussed in FIG. 1 g below, using module public key 111, server public key 114, and a random number from
random number generator 128. ECIES could be included in cryptographic algorithms 141. A summary of ECIES shared key derivation is described the Wikipedia article
“Integrated Encryption Scheme” from Sep. 18, 2013 (herein incorporated by reference). Other possibilities for shared key derivation function using public keys are
possible as well, including a Diffie-Hellman key exchange. Using a derived symmetric key from the exemplary key derivation function ECIES, module 101 could derive a
second symmetric key 127 after the expiration time 133 of the first symmetric key 127 had transpired.

Note that a key derivation function using public keys is not required to generate a shared symmetric key 127, and alternatively a shared symmetric key 127 could be
generated by any of module 101, server 105, module provider 109, or M2M service provider 108. If module 101 generates shared symmetric key 127 for symmetric
ciphering 141 b within a cryptographic algorithms 141, then module 101 can send shared symmetric key 127 to server 105 using an asymmetric ciphering depicted and
described in connection with FIG. 4 below. In this case, module 101 preferably uses a random number generator 128 to generate a random number 128 a (illustrated in
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FIG. 1 g) for input into cryptographic algorithms 141, and the seed 129 in random number generator 128 could utilize data from a sensor 101 f in order to generate a
random number 128 a with high entropy in the creation of symmetric key 127. In exemplary embodiments, random number 128 a can also comprise a string output of
random number generator 128, and thus random number 128 a may be recorded in a format other than a number. Thus, the output of a random number generator 128
can comprise a string in addition to numbers, or the output of random number generator 128 could be a binary number or a series of binary numbers that could be
encoded into a string. If server 105 or M2M service provider 108 generates the symmetric key 127, server 105 can send module 101 the symmetric key 127 securely
using asymmetric ciphering 141 a depicted and described in connection with FIG. 5 a and FIG. 1 g below.

Module identity 110 is preferably a unique identifier of module 101, and could comprise a number or string such as a serial number, an international mobile subscriber
identity number (IMSI), international mobile equipment identity (IMEI), or an Ethernet media access control (MAC) address. According to an exemplary embodiment,
module identity 110 can also comprise a serial number or string that is written into hardware of module 101 upon manufacturing or distribution of module 101. In this
case, module identity 110 could be recorded in a read only memory 101 ¢, where read only memory 101 ¢ could not be easily erased or otherwise tampered with. Or,
module 101 could read module identity 110, which could be written into hardware by a manufacturer, distributor, or module provider 109, by using a device driver 101 g
that reads a hardware address containing the module identity 110 using the bus 101 d. Module 101 can read the module identity 110 by accessing a read-only address
using the bus 101 d. In either case, module identity 110 may preferably be permanently or persistently associated with the physical hardware of module 101, which can
be helpful for the security procedures contemplated herein. Module identity 110 can function as a basic identifier for services from M2M service provider 108, server 105,
and/or application 171 i in order to properly identify module 101 among a plurality of modules. Module private key 112 and module public key 111 could be unique to
module 101 and uniquely associated with module identity 110, according to a preferred embodiment.

As contemplated herein, a module identity 110 can also have more than one use. A first module identity 110 could comprise a serial number for the physical hardware of
module 101, as described in the paragraph above. A second module identity 110 could also comprise a session identifier, for data sessions between module 101 and
server 105, where the session identifier can be uniquely associated by a server 105 to module 101. In the case where module identity 110 has more than one use, format,
or representation, the module identity 110 associated with or written into hardware of module 101 (and potentially read from a read-only address in module 101) would
preferably comprise the module identity 110 used in a certificate 122. Since a module 101 may utilize multiple module public keys 111 and module private keys 112 over
its lifetime, a certificate 122 for module 101 can preferably include both (i) the module identity 110 (such as a serial number for the physical hardware of module 101)
and (i) a module public key identity 111 a in order to specify the particular module public key 111 associated with certificate 122. The use of a module public key identity
111 aiin a certificate 122 is also described in FIG. 1 h below. Since a module 101 may also have multiple public keys 111 for different purposes (such as one for creating
digital signatures, another for asymmetric ciphering, another for use with a second wireless network 102, etc.), then module 101 may also potentially have multiple valid
certificates 122 concurrently.

Further, as contemplated herein, a module identity 110 could also comprise more than one physical string or number, such as a first string when module 101 connects
with a first M2M service provider 108 or first wireless network 102, and module identity 110 could comprise a second string when module 101 connects with a second
M2M service provider 108 or second wireless network 102. The first M2M service provider 108 or first wireless network 102 may have a first requirement or specification
for the format, length, structure, etc. of module identity 110, and the second M2M service provider 108 or second wireless network 102 may have a second requirement
or specification for the format, length, structure, etc. of module identity 110.

Server public key 114 in module 101 could be obtained from downloading the key over the Internet 107, or optionally also written into nonvolatile memory of module 101
upon manufacture or distribution. Server public key 114 could be obtained using a domain name or Internet address that is recorded in nonvolatile memory upon the
configuration of module 101, such as during installation or distribution, and module 101 could fetch the server public key 114 upon connecting to a wireless network 102
or other connection to the Internet 107. Server public key 114 can be the public key associated with server 105 or M2M service provider 108. Although a single server
public key 114 is illustrated in FIG. 1 e, module 101 could record a plurality of server public keys 114, where each server public key 114 is associated with a different
server 105. Server public key 114 can optionally be signed by a certificate authority 118 in FIG. 1 a, such that when module 101 communicates with server 105, module
101 can verify a signature 123 (shown in FIG. 1 h ) within a certificate 122 associated with server 105. Successful verification of the signature 123 can provide a high
level of certainty that server 105 is properly identified and belongs to M2M service provider 108, as opposed to being an imposter or part of a “man in the middle” attack.

Module 101 may also contain cryptographic algorithms 141, which may comprise a suite of algorithms or subroutines that can be utilized for (i) deriving a pair of keys
comprising a public key and a private key, (i) encrypting data using public keys, (iii) decrypting data using private keys, (iv) processing secure hash signatures using
private keys, and (v) verifying secure hash signatures using public keys, and related software, firmware, or subroutines for implementing a cryptographic system,
including symmetric ciphering algorithms. Cryptographic algorithms 141 (also described below in FIG. 1 g ) could utilize publicly available software libraries within tools
such as OpenSSL maintained by The OpenSSL Project (http://www.openssl.org/), libgecrypt maintained by The Free Software Foundation
(http://www.gnu.org/software/libgecrypt/), and similar libraries such as libmcrypt and Crypto++. Note that cryptographic algorithms 141 could also use proprietary
cryptographic libraries as well. In addition to implementing asymmetric encryption/ciphering, such as used with RSA and ECC cryptography, cryptographic algorithms 141
can provide symmetric ciphering where a shared private key is utilized to both encrypt and decrypt, such as with the Advanced Encryption Standard (AES) cipher suite.

As illustrated in FIG. 1 e, module 101 may also contain a random number generator 128. Random number generator 128 may contain a seed 129. The creation of
random numbers with a high degree of entropy may be important the use of cryptographic algorithms 141. However, obtaining random numbers with high entropy in
module 101 with limited processing resources may be a challenge using conventional technology. Since much of the operation of module 101 requires a CPU 101 b
following a pre-determined series of steps, such as the programmatic steps in an operating system 101 h, module program 101 i, etc., the random number generator
seed 129 should preferably be populated with data that is close to random “noise” and not subject to replay. According to a preferred exemplary embodiment, module
101 utilizes data input from sensor 101 f and/or radio 101 z into a seed 129 within a random number generator 128. As one example, the sensor data input into seed 129
could comprise the least significant digits of a sensor measurement or series of sensor measurements, where the least significant digits would otherwise be effectively
considered “noise”.

In this exemplary embodiment of using a sensor to collect a “noisy” signal for input into a random number generator 128 or seed 129, if sensor 101 f comprised a
temperature measuring device such as a thermocouple or thermistor with a stated accuracy of 0.1 degrees, module 101 could take a series of measurements with
0.0001 degree resolution and utilize the last two digits appended from a series of measurements for input into a seed 129 in order to generate a random number 128 a.
Random number generator 128 could also utilize data input from the other components illustrated in FIG. 1 e in order to generate a random number 128 a, where the data
input from the other components comprise a signal with a high level of “noise” or high entropy. The seed 129 could comprise multiple seeds 129 or also a random
number generator 128 could derive a random number 128 a using input from other components illustrated in FIG. 1 e and without using a seed 129.

Other possibilities exist as well, such as if sensor 101 f was a camera, module 101 could take a series of pictures and process the image to input data from the image
into a seed 129. Likewise, module 101 could utilize numerous radio-frequency (RF) measurements from radio 101 z in order to populate seed 129, including “noise”
measurements on unused frequencies, or other data received by a radio 101 z, including apparently random RF data. Although not illustrated in FIG. 1 e, module 101
preferably includes a timing source such as a clock, and the clock could also be utilized to input data into a seed 129. Data from radio 101 z, a clock (not shown), and/or
sensor 101 f, and/or radio 101 z could be combined in order to input data into a seed 129. Additional input into the seed 129 could include measurements or states
within memory 101 e and 101 w, operating system 101 h states and files, and reading data from hardware through a bus 101 d. A state can comprise a list or set of
constants, variables, values, and/or data at a point in time or over an interval of time.
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A plurality of the data as a source for a random number seed 129 could be appended together into a “module random seed file” 139 (illustrated in FIG. 1 g ) with a
combined series or list of states (i.e. a plurality of sensor 101 f measurements, radio 101 z measurements, clock times, memory 101 e or memory 101 w states,
operating system 101 h states, actuator 101 y states, and/or hardware 101 a or 101 d states). Note that values or data for each of the elements listed in the previous
sentence could be utilized in a “module random seed file” 139 instead of or in addition to a state. The “module random seed file” 139 can then be input into the secure
hash algorithm 141 c described in FIG. 1 g below, and the output of the secure hash algorithm 141 ¢ could then be used in the input as a seed 129 within random number
generator 128. Also, this combined data (including in the form of a “module random seed file” 139) could be utilized by random number generator 128 directly in order to
process a random number 128 a. Other possibilities exist as well without departing from the scope of the present invention.

Note that the term “public key” as contemplated herein includes a key that may be shared with other elements, where the other elements may not be under the direct
control of the same entity that holds the corresponding private key. However, the term “public key” as used herein does not require that the public key is made available to
the general public or is publicly disclosed. An additional layer of security may be maintained in the present invention by preferably only sharing public keys on a
confidential basis with other entities. For example, module public key 111 may be created by module 101 when generating module private key 112, and module 101 may
share module public key 111 with M2M service provider 108 in order to record module public key 111 in server 105, but module 101 could choose to not share module
public key 111 with other entities, such as wireless network 102 or make a certificate 122 with module public key 111 available on the Internet 107. The benefits of
confidentially sharing module public key 111 with server 105 are also further described in connection with FIG. 10 below.

Although a single public key and private key for (i) module 101 and (i) server 105 are illustrated in FIG. 1 e and also FIG. 1 f below, respectively, both module 101 and
server 105 may each utilize several different pairs of public keys and private keys. As one example, module 101 may record a first private key 112 used for creating a
digital signature and a second private key 112 for decryption using asymmetric ciphering algorithms 141 a. In this example, a server 105 could utilize a first module
public key 111 to verify the digital signature, and a second module public key 111 could be utilized to encrypt messages sent to module 101. Similarly, either module 101
or server 105 may use private key 112 or 105 ¢, respectively, to derive secondary shared keys such as a derived shared key 129 b below. Thus, one key pair could be used
with digital signatures, a second key pair used for asymmetric ciphering, and a third key pair to derive shared secret keys. Each of the three illustrated pairs of keys could
comprise a set of keys, and each of the illustrated pairs of keys could also use a different set of parameters 126, although the parameters 126 for the various pairs of
keys could also be the same.

In addition, module 101 could utilize a first set of keys to communicate with a first server 105 and a second set of keys to communicate with a second server 105. The
first set of keys could use or be associated with a first set of parameters 126 and the second set of keys could use or be associated with a second set of parameters
126. Likewise, M2M service provider 108 illustrated in FIG. 1 a could utilize a first pair of secondary private and public keys with a first server 105, and a second pair of
secondary private and public keys with a second server 105. As contemplated herein, the term “private key” can also refer to secondary non-shared keys derived from a
“parent” private key such as key 112 or key 105 ¢, and the term “public key” can also refer to (i) secondary, shared keys derived using a private key such as key 112, or (ii)
secondary, shared keys associated with a public key such as key 111. Other possibilities exist as well for a key to represent derived or associated keys without departing
from the scope of the present invention.

According to exemplary embodiments, module 101 may also include a pre-shared secret key 129 a. Pre-shared secret key 129 a can comprise a secret key that is shared
between module 101 and server 105 before module 101 begins (i) communicating with server 105 and/or a certificate authority 118, (ii) or utilizing PKI-based encryption
and authentication to communicate with M2M service provider 108. As illustrated in FIG. 1 f below, server 105 could also record the pre-shared secret key 129 a, and a
pre-shared secret key 129 a can be associated with each module 101 using a module identity 110. A pre-shared secret key 129 a could be a secure key comprising a
string or number loaded into a nonvolatile memory 101 w of module 101 by a manufacturer, distributer, installer, or end user of module 101. Pre-shared secret key 129 a
can be moved by CPU 101 b from the nonvolatile memory 101 w into a RAM 101 e for further processing during the use of cryptographic algorithms 141.

Note that pre-shared secret key 129 a can be different than a pre-shared secret key used with conventional technology such as SIM cards in PLMN networks, such as the
key Ki, where the pre-shared secret key in a SIM card is designed to not be available for movement or loading into a RAM 101 e for processing by CPU 101 b. Alternatively,
pre-shared secret key 129 a could be derived using a second pre-shared secret key Ki within a SIM card, but then server 105 would need to be able to derive the same pre-
shared secret key 129 a, even though server 105 may not have pre-shared secret key Ki available. Although not shown in FIG. 1 e, a module 101 may also include a SIM
card that includes a pre-shared secret key 129 a, wherein the pre-shared secret key 129 a in a SIM card is different than pre-shared secret key Ki, since the pre-shared
secret key in the SIM card cannot be moved into RAM 101 e for processing with a cryptographic algorithms.

Pre-shared secret key 129 a as illustrated in FIG. 1 e can be loaded by a manufacturer, distributor, installer, or end user of module 101 using a physical interface 101 a,
such as (i) a USB interface 101 v, or (ii) a local WiFi network if module 101 includes a WiFi client. Pre-shared secret key 129 a may optionally be uniquely bound to
module identity 110, such that another module 101 with a different module identity 110 could not utilize pre-shared secret key 129 a. Or, pre-shared secret key 129 a
could be used by any module 101, but only used one time and thus a second module 101 could not utilize the exact same key within a pre-shared secret key 129 a for
authentication with server 105 at a subsequent time. Alternatively, pre-shared secret key 129 a could be shared by a plurality of modules 101, and for example compiled
into a module program 101 i, such that multiple modules utilize the same pre-shared secret key 129 a.

Pre-shared secret key 129 a could be obtained by a distributor, installer, or end user of module 101 by (i) using a local computer to access a web page from a web portal
171 j, where the web page can be user password protected, (i) entering, submitting, or typing information including a module identity 110 into the web page, and
subsequently (i) downloading pre-shared secret key 129 a from the web portal 171 j. A different web server could be utilized besides the web portal 171 j illustrated in
FIG. 1 d . The web server could be operated by an entity such as module provider 109, M2M service provider 108, or even certificate authority 118 (since pre-shared
secret key 129 a could be used to authenticate the submission of module public key 111). Note that the pre-shared secret key 129 a could also be presented visually on a
response web page to the submission, and the a manufacturer, distributor, installer, or end user could record the pre-shared secret key 129 a visually presented on the
response web page. Pre-shared secret key 129 a could comprise a string of an exemplary set of characters or numbers such as 10-16 digits or characters, although other
lengths for pre-shared secret key 129 a could be possible as well.

According to a preferred exemplary embodiment, in order to obtain the pre-shared secret key 129 a from a web page as described in the above paragraph, the distributor,
installer, or end user of module 101 could read a pre-shared secret key code 134. Pre-shared secret key code 134 could be physically printed on module 101, such as
next to a serial number printed on the enclosure of the device. Pre-shared secret key code 134 could be a unique and/or randomized string such as an exemplary 8 byte
number or 10 character string (and other possibilities exist as well), where upon (a) successful submission to a web page of both the pre-shared secret key code 134
with a module identity 110, then (b) the release of pre-shared secret key 129 a would be authorized for the distributor, installer, or end user of module 101. Pre-shared
secret key 129 a could be transmitted through a secure web session such as SSL or TLS from a web portal 171 j to a computer operated by the distributor, installer, or
end-user. The distributor, installer, or end-user could then load the pre-shared secret key 129 a into the nonvolatile memory of the module using (i) a LAN connection such
as WiFi to the module (and in this case radio 101 z in module 101 could support an 802.11 type connection) or (ii) a USB interface 101 v.

Pre-shared secret key 129 a could be utilized by a module 101 (i) as a shared secret key 510 in FIG. 5 b , or (ii) to derive a shared secret key 510 also recorded by a server
105 in FIG. 5 b below. Note that module program 101 i preferably includes a verification process for any pre-shared secret key 129 a loaded by a distributor, installer, or
end user, where a hash value or combination of the pre-shared secret key 129 a and module identity 110 could be verified. As one example, the last few digits or
characters in a pre-shared secret key 129 a could comprise a checksum for a string comprising both module identity 110 and pre-shared secret key 129 a, such that
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module 101 could calculate the checksum after entry of pre-shared secret key 129 a, and module 101 can reject the pre-shared secret key 129 a if the checksum failed.
In this manner, or through the use of similar techniques, system 100 can be designed so that pre-shared secret key 129 a can only reasonably be utilized by a correct
module 101 with the correct module identity 110 for the pre-shared secret key 129 a.

Since module 101 may have multiple module identities 110, a first module identity 110 could be used with a pre-shared secret key code 134 and printed on an enclosure
of module 101, while a second and more secure (i.e. longer length or more randomized bits) module identity 110 could be used as a module identity 110 in a message
208 as described in FIG. 2 below. Note that when using the exemplary embodiment illustrated in FIG. 5 b below, (x) the module identity 110 submitted with a web page
and pre-shared secret key code 134 is preferably different than (y) an unencrypted module identity 110 within a message 208 illustrated in FIG. 6 aand FIG. 6 b . A
module identity 110 submitted by a distributor, installer, or end user in a web page could preferably be easy to manually type into a web page, such as 10 or 12 decimal
digits or characters, while an unencrypted module identity 110 within a message 208 could be significantly longer, such as 16 or 24 extended ASCI characters, and other
possibilities exist as well without departing from the scope of the present invention.

Application server 171 running web portal 171 j could (i) record a table of triplets including module identities 110, pre-shared secret key codes 134, and pre-shared secret
keys 129 a, and (ii) return via a web page the pre-shared secret key 129 a upon a successful match and entry of the submitted pre-shared secret key code 134 and
module identity 110. Once the pre-shared secret key 129 a has been utilized to authenticate or verify a module public key 111 with a server 105 (such as using
subsequent steps 517 in FIG. 5 b below), then that particular pre-shared secret key 129 a may be “discarded” and not used again for security purposes contemplated
herein. After module 101 obtains an initial secure connection to server 105, using the techniques illustrated in FIG. 3 through FIG. 6 b, then server 105 can securely send
keys for use with future communication including a symmetric key 127 or other shared secret keys for authorizing any subsequent submission of a new module public
key 111 with module identity 110 by module 101 in a step 517 illustrated in FIG. 5 b.

Note that the use of a pre-shared secret key 129 a and pre-shared secret key code 134 is also optional, such that a module program 101 i could cipher of obfuscate the
initial submission of a derived module public key 111 and module identity to a server 105, so that server 105 could be reasonably assured only a valid module 101
submitted the module public key 111. Alternatively, the module manufacturer could load the pre-shared secret key 129 a in non-volatile memory such as flash 101 w
upon manufacturing, and in this case a distributor, installer, or end-user may not need to access or load the pre-shared secret key 129 a. However, the steps for a
distributor, installer, or end-user to read a pre-shared secret key code 134 and submit the code to a web portal 171 j to obtain pre-shared secret key 129 a may still be
useful, such as if module 101 needs the equivalent of a “factory reset” after deployment, reconfiguration such as loading new firmware, or otherwise reset or returned to
a default state.

Although (A) a pre-shared secret key 129 a may be useful for sending module public key 111 to server 105 or other entities connected to the Internet 107, such as a
certificate authority 118, (B) pre-shared secret key 129 a could be used for other purposes as well, such as input into a key derivation function 141 f shown in FIG. 1 g so
that module 101 and server 105 could obtain common derived shared secret keys 129 b. In this case, a derived shared secret key 129 b could be utilized as a shared
secret key 510 depicted and described in connection with FIG. 5 b below. In addition, after the first use of pre-shared secret key 129 a, a manufacturer, distributor,
installer, or end user may also upload a second pre-shared key 129 a into module 101 at a future date, such as upon reconfiguration of a module 101.

According to a preferred exemplary embodiment, module 101 can derive its own module private key 112 and module public key 111, and utilize pre-shared secret key 129
a in order to securely and/or authoritatively communicate the derived module public key 111 with server 105 and/or a certificate authority 118. The use of pre-shared
secret key 129 a can be particularly useful if module 101 has already been deployed with a monitored unit 119 and connects to server 105 though the Internet 107 for the
very first time. Server 105 could preferably utilize pre-shared secret key 129 a in order to confirm that a received module public key 111 and module identity 110 from
module 101 authoritatively belong to module 101, as opposed to being an unauthorized or even fraudulent submission of module public key 111 and module identity
110.

Server 105 could utilize a pre-shared secret key 129 a and the steps depicted and described in connection with FIG. 4 below in order to securely receive module public
key 111 and module identity 110 from module 101, including the first time module 101 sends module public key 111 to server 105. As one example, pre-shared secret
key 129 a could be utilized as a symmetric ciphering 141 b key, described in FIG. 1 g below. After the first submission of module public key 111 to server 105, any
subsequent submissions of new module public keys 111 derived by module 101 could either (i) continue to use the pre-shared secret key 129 a, or (i) use a symmetric
key 127 derived after the first module public key 111 has been received. Securing the submission of module public key 111 with server 105, including both the first
submission and subsequent submissions, is also depicted and described in connection with FIG. 5 b below.

FIG.1f

FIG. 1 fis a graphical illustration of the components within a server, in accordance with exemplary embodiments. Server 105 can include a module database 105 k, a sub-
server 105 w, and a message preprocessor 105 y. In an exemplary embodiment, the elements illustrated within a server 105 in FIG. 1 f may be stored in volatile memory
such as RAM 105 e, and/or storage 105 m, and may also be accessible to a processor CPU 105 b. In another exemplary embodiment, the module database 105 k, sub-
server 105 w, and message processor 105 y can comprise separate computers. Module database 105 k, sub-server 105 w, and message preprocessor 105 y could
represent either different processes or threads operating on a server 105, or physically separate computers operating in conjunction over a network to perform the
functions of a server 105. Since server 105 can preferably support communications with a plurality of modules 101, server 105 can utilize module database 105 k to
store and query data regarding a plurality of modules 101, monitored units 119, and the overall M2M service. The server 105 can store a plurality of module public keys
111 associated with a plurality of devices in the module database 105 k. The server 105 can use the module identity 110 of device 101, received in a message such as a
UDP packet, to query the module database 105 k and select the public key 111 or symmetric key 127 associated with the module 101.

Although not illustrated in FIG. 1 f, module database 105 k can also record a pre-shared secret key code 134, a set of parameters 126, and a module identity 110 for each
module 101, along with the pre-shared secret key 129 a shown in FIG. 1 f. In addition, although not illustrated in FIG. 1 f, module database 105 k could store a symmetric
key 127 for each module 101, if cryptographic algorithms 141 utilize a symmetric cipher 141 b such as AES for communication with module 101. Examples of module
database 105 k could include MySQL, Oracle®, SQLite, hash tables, distributed hash tables, text files, etc. Module database 105 k could reside within RAM 105 e or
storage 105 m. Server 105 may also record a symmetric key 127, where the symmetric key 127 can be associated with an expiration time 133. Symmetric key 127 can
also be recorded in a module database 105 k or a sub-server 105 w.

Message preprocessor 105 y can process incoming packets and route them to an appropriate sub-server 105 w using information contained in an incoming message,
such as a module identity 110, a server identity 206 illustrated in FIG. 2 below, and/or a destination IP address. Message preprocessor 105 y can include rules for
processing and routing, such a dropping malformed incoming messages or incoming messages without correct cryptographic data. Message preprocessor 105 y could
also optionally be combined with a server firewall 124 in order to provide firewall functionality and security at the network laye . Message preprocessor 105 y may
preferably remain “silent” to incoming packets without proper cryptographic data contained in an incoming message, such as one example of a properly formatted
message 208 illustrated in FIG. 6 a below.

Sub-server 105 w can include a server private key 105 ¢ and cryptographic algorithms 141. A plurality of sub-servers 105 w can be utilized by a server 105 in order to
support communication with a plurality of wireless modules 101. The server private key 105 ¢ and module public key 111 can be utilized by server 105 to secure
communication with module 101, including the steps depicted and described in connection with FIG. 4 and FIG. 5 a below. Cryptographic algorithms 141 may comprise a
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suite of algorithms or subroutines and can be utilized for (i) encrypting data using public keys, (i) decrypting data using private keys, (iii) processing secure hash
signatures using private keys, and (iv) verifying secure hash signatures using public keys.

A first sub-server 105 w can process messages and responses with a first module 101 using a first set of security keys and algorithms, such as using RSA-based
security, and a second sub-server 105 w can process messages and responses with a second module 101 using a second set of security keys and algorithms, such as
using ECC-based security. Consequently message pre-processor 105 y could route incoming messages to the appropriate sub-server 105 w depending on the encryption
algorithm used in the incoming message (which could be determined by message pre-processor 105 y by querying the module database 105 k using a module identity
110 in the incoming message 208). Sub-servers 105 w may utilize separate server private keys 105 c, or the sub-servers 105 w can share a common private key 105 c.
Sub-servers 105 w may utilize separate cryptographic algorithms 141, or the sub-servers 105 x can share common cryptographic algorithms 141. Although separate sub-
servers 105 w are illustrated in FIG. 1 f, the sub-servers may optionally be combined with a server 105, or omitted, with the corresponding server private key 105 ¢ and
cryptographic algorithms 141 stored directly in a server 105.

Server 105 may also comprise a collection of individual computers, where the individual computers could be either centrally located or geographically dispersed, but the
individual computers may function in a coordinated manner over a network to operate as a server 105. Server 105 may be a “virtualized” server, with computing
resources shared with other processes operating on a computer.

FIG.1g

FIG. 1 g is a graphical illustration of the components in a set of cryptographic algorithms, in accordance with exemplary embodiments. As contemplated herein,
communications between (i) a module 101 and a server 105, and (ii) between application 171 i and server 105 can be secured by using cryptographic algorithms 141.
The cryptographic algorithms 141 used by module 101, server 105, application server 171, and/or application 171 i can comprise a set of steps, procedures, or software
routines for accomplishing steps to cipher, decipher, sign, and verify messages, including the generation of public keys, private keys, and derived shared keys.
Cryptographic algorithms 141 can be implemented in software operating on (i) module 101 in the form of a module program 101 i, (ii) server 105 in the form of a module
controller 105 x, or (iii) application server 171 in the form of an application 171 i. Example software for a cryptographic algorithms 141 includes the libraries within the
openssl, libmcrypt, and/or and Crypto++ discussed in FIG. 1 e . Other possibilities for the location of cryptographic algorithms within a module 101, server 105, or
application 171 i exist as well, including possibly module operating system 101 h, server operating system 105 h, and application server operating system 171 h,
respectively.

In addition, cryptographic algorithms 141 may be implemented in hardware or firmware on any of module 101, server 105, or application 171 i. Note that module 101,
server 105 and application 171 i could each utilize a different set of cryptographic algorithms 141, although the sets of algorithms should preferably be fully interoperable
(i.e. ciphering with a first symmetric ciphering algorithm 141 b and a symmetric key 127 on module 101 could be deciphered by a second symmetric ciphering algorithm
141 b on server 105 using the symmetric key 127, etc.). As illustrated in FIG. 1 g, cryptographic algorithms 141 may comprise an asymmetric ciphering algorithm 141 a,
a symmetric ciphering algorithm 141 b, a secure hash algorithm 141 c, a digital signature algorithm 141 d, a key pair generation algorithm 141 e, a key derivation function
141 f, and a random number generator 128.

Asymmetric ciphering algorithms 141 a can comprise algorithms utilizing public key infrastructure (PKI) techniques for both (i) encrypting with a public key and (ii)
decrypting with a private key. Example algorithms within asymmetric algorithms 141 a include the RSA algorithms 153 and the Elliptic Curve Cryptography (ECC)
algorithms 154, and other asymmetric algorithms could be utilized as well. For example, either the ECC algorithms 154 or RSA algorithms 153 can be used for encryption
and decryption, including (i) encryption element 503 discussed below, as well as (ii) decryption element 413 discussed below. A set of parameters 126 can include input
into asymmetric ciphering algorithms 141 a, such as specifying key lengths, elliptic curves to utilize (if ECC), modulus (if RSA) or other parameters or settings required.
As contemplated herein and described in additional detail below, the algorithms illustrated in FIG. 1 g can perform both ciphering and deciphering, using the appropriate
keys.

The use and application of RSA algorithms and cryptography are described within IETF RFC 3447 titled “Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography
Specifications Version 2.1”, herein incorporated by reference, among other published standards for the use of RSA algorithms 153. The use of an RSA algorithm 153 for
encryption and decryption, including with cryptographic algorithm and other description of encryption or decryption algorithms, can also be processed according to the
description of the RSA algorithm according to the Wikipedia entry for “RSA (algorithm)” as of Sep. 9, 2013, which is incorporated by reference herein.

The use and application of ECC algorithms 154 for asymmetric ciphering algorithms 141 a within cryptographic algorithms 141 are described within IETF RFC 6090 titled
“Fundamental Elliptic Curve Cryptography Algorithms” (herein incorporated by reference), among other published standards using ECC. ECC algorithms 154 can also
utilize elliptic curve cryptography algorithms to the Wikipedia entry for “Elliptic curve cryptography” as of Sep. 9, 2013, which is incorporated by reference herein. ECC
algorithms 154 may utilized according to exemplary preferred embodiments in order to maintain high security with smaller key lengths, compared to RSA, thereby helping
to comparably reduce the message lengths, radio frequency spectrum utilization, and processing power required by module 101. Thus, the use of ECC algorithms 154
within various steps requiring ciphering or digital signatures may help conserve battery life of module 101 while maintaining the objective of securing system 100. Note
that as contemplated herein, other algorithms besides with ECC algorithms 154 and RSA algorithms 153 may be also be used in asymmetric algorithms 141 a.

Cryptographic algorithms 141 may also include a set of symmetric ciphering algorithms 141 b. Symmetric ciphering algorithms 141 b can utilize a symmetric key 127 by
one node such as a module 101 to encrypt or cipher data, and the encrypted data can be decrypted or deciphered by server 105 also using the symmetric key 127.
Examples of symmetric ciphers include Advanced Encryption Standard 155 (AES), as specified in Federal Information Processing Standards (FIPS) Publication 197, and
Triple Data Encryption Standard (Triple DES), as described in NIST Special Publication 800-67 Revision 1, “Recommendation for the Triple Data Encryption Algorithm
(TDEA) Block Cipher (Revised January 2012)" Parameters 126 input into symmetric ciphering algorithms 141 b can include symmetric key 127 length, such as the
selection of 128, 192, or 256 bits with AES 155 symmetric ciphering, and parameters 126 could also select a symmetric ciphering algorithm in a collections of symmetric
ciphering algorithms 141 b. Other examples of symmetric ciphering algorithms 141 b may be utilized as well within cryptographic algorithms 141. Also note that as
contemplated herein, the term “symmetric ciphering” contemplates the use of a symmetric ciphering algorithm 141 b in order to encrypt or cipher data with a symmetric
ciphering algorithm 141 b, and “asymmetric ciphering” contemplated the use of an asymmetric ciphering algorithm 141 a to encrypt or cipher data with a public key, such
as module public key 111 or server public key 114.

Cryptographic algorithms 141 may also include a set of secure hash algorithms 141 c in order to compute and output a secure hash value or number based on a string or
file input into the secure hash algorithms 141 c. Example secure hash algorithms include SHA256 156 (also known as SHA-2) and SHA-3 157. SHA256 156 is specified in
the National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS PUB) 180-2 titled “Secure Hash Standard”. SHA-3
157 is scheduled to be published in FIPS PUB 180-5 Parameters 126 input into secure hash algorithms 141 ¢ can include the selection of the length of the secure hash,
such as using 224, 256, or 512 bits with either SHA-2 or SHA-3, and other possibilities exist as well.

Cryptographic algorithms 141 may also include a set of digital signature algorithms 141 d, in order to sign and verify messages between (i) module 101 and server 105
or (i) server 105 and application 171 i. Digital signature algorithms 141 d can also verify signatures such as comparing that (i) a first secure hash value in the form of a
digital signature in a certificate (not shown) using a certificate authority public key 132 matches (i) a second secure hash value in the certificate (not shown) Digital
signature algorithms 141 d can utilize algorithms in National Institute of Standards (NIST) “FIPS 186-4: Digital Signature Standard”, or IETF RFC 6979 titled “Deterministic
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Usage of the Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA)". The use of ECDSA algorithm 158 within a set of digital signature
algorithms 141 d may be preferred if keys such as module public key 111 and server public key 114 are based on elliptic curve cryptography. Other PKI standards or
proprietary techniques for securely verifying digital signatures may be utilized as well in digital signature algorithms 141 d. Parameters 126 input into digital signature
algorithms 141 d can include the selection of a secure hash algorithms 141 c to utilize with digital signature algorithms 141 d, or the algorithm to utilize, such as ECDSA
shown or an RSA-based alternative for digital signatures is possible as well. Parameters input into digital signature algorithms 141 d can also include a padding scheme
for use with a digital signature algorithms 141 d. Digital signature algorithms 141 d could also include an RSA digital signature algorithm for use with RSA-based public
and private keys.

Cryptographic algorithms 141 may also include key pair generation algorithms 141 e, a key derivation function 141 f, and a random number generator 128. Key pair
generation algorithms 141 e can be utilized by module 101, server 105, or application 171 i to securely generate private and public keys. The key pair generation
algorithms 141 e can also use input from a parameters 126, such as the desired key lengths, or an ECC curve if the public key will support ECC algorithms 154. According
to an exemplary preferred embodiment, module 101 can derive a pair of module public key 111 and module private key 112 using key pair generation algorithms 141 e.
Software tools such as openssl and libcrypt include libraries for the generation key pairs, and these and similar libraries can be used in a key pair generation algorithm
141e.

Key derivation function 141 f can be used by module 101, server 105, and/or application 171 i in order to determine a common derived shared secret key 129, using at
least two respective public keys as input, and may also include the input of a private key. A key exchange to share a common symmetric key 127 can be performed using
a key derivation function 141 f and parameters 126. An exemplary algorithm within a key derivation function 141 f can be the Diffie-Hellman key exchange, which is used
by tools such as secure socket layer (SSL) with RSA algorithms 153. When using ECC algorithms 154, module 101 and server 105 can utilize Elliptic Curve Diffie-Hellman
(ECDH) algorithms 159, and a summary of ECDH is included in the Wikipedia article titled “Elliptic Curve Diffie-Hellman” (http://en.wikipedia.org/wiki/Elliptic_curve_Diffie
% E2%80%93Hellman” from Sep. 24, 2013, which is herein incorporated by reference. Other algorithms to derive a shared secret key 129 b using public keys and a private
key may also be utilized in a key derivation function 141 f, such as the American National Standards Institute (ANSI) standard X-9.63 160. Parameters 126 used with key
derivation function 141 f with elliptic curve cryptography can include a common base point G for two node using the key derivation function 141 f and public keys. The
base point G in a parameters 126 can be transmitted or sent from a module 101 to a server 105 in a message 208, and the base point G can be sent from a server 105 to
amodule 101 in a response 209, and other possibilities exist as well. Parameters 126 can also include other or additional information for using a key derivation function
141 fin order to derive a commonly shared symmetric key 127.

Parameters 126 input into key pair generation algorithms 141 e can include the type of asymmetric ciphering algorithms 141 a used with the keys, the key length in bits,
an elliptic curve utilized for ECC, a time-to-live for a public key that is derived, and similar settings. Additional parameters 126 for a public key can include a supported
point formats extension, where the supported point formats extension could comprise uncompressed, compressed prime, or “compressed char2” formats, as specified in
ANSI X-9.62. In other words, an ECC public key can have several formats and a set of parameters 126 can be useful to specify the format. Although a set of parameters
126 is illustrated in FIG. 1 g as internal to cryptographic algorithms 141, parameters 126 could be recorded in other locations in a module 101 or a system 100. As one
example, parameters 126 could be recorded in a server 105 and downloaded by module 101 using the Internet 107. The various algorithms within cryptographic
algorithms 141 may utilize a random number generator 128, which is also depicted and described in connection with FIG. 1 e above.

According to a preferred exemplary embodiment, parameters 126 can include values to define an elliptic curve and/or use ECC algorithms 154. The values could be
constants or variables in a defining equation for an elliptic curve, or the parameters could simply name an existing, defined curve such as the standard named curve
illustrated in parameters 126 in FIG. 1 h . Parameters 126 could include a set of ECC parameters 137 for using elliptic curve cryptography in ECC algorithms 154, where
the ECC parameters 137 can include the ECC parameters in section 3.3 of IETF RFC 6090, including: (i) a prime number p that indicates the order of a field Fp, (ii) a value
“a” used in a curve equation, (iii) a value “b” used in the curve equation, (iii) a generator “g” of the subgroup, and (iv) an order “n” of the subgroup generated by “g”. Further,
the ECC parameters 137 could include values used for elliptic curve cryptography as specified in IETF RFC 5639 titled “Elliptic Curve Cryptography (ECC) Brainpool
Standard Curves and Curve Generation”, section 3: (i) a “p” value for the prime specifying the base field, (ii) “A” and “B” are coefficients for an equation such as
y{circumflex over ()}2=x{circumflex over ( )}+A*x+B mod p defining the elliptic curve, (iii) “G"=(x,y) as the base point, i.e., a point in E of prime order, (iv) “q” as the
prime order of the group generated by G, and (v) “h” as the cofactor of G in E, i.e., #E(GF(p))/q. Other possibilities exist as well for an ECC parameters 137 that can be
used in a cryptographic algorithms. Parameters 126 could also include an ECC standard curve 138, which could comprise a name and/or values for a standardized curve,
such as the list of named curves included in section 5.1.1 of IETF RFC 4492 titled “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS).”

As contemplated herein, a set of cryptographic algorithms 141 may operate using either strings or numbers, and parameters 126 could include either strings or numbers
as well. The processing of cryptographic algorithms within a module 101 can take place within a CPU 101 b, or module 101 could also process cryptographic algorithms
in a cryptographic processing unit (not shown) connected to the system bus 101 d. According to an exemplary embodiment, a module 101 or a server 105 could include
a cryptographic processing unit (not shown) separate from the CPU 101 b in order to speed cryptographic computations and/or reduce energy required for supporting
the use of cryptography through a system 100. Alternatively, cryptographic algorithms can be implemented entirely in software within a module 101 and/or server 105.

FIG.1h

FIG. 1 his an illustration of a certificate that includes a PKI public key, where the key comprises an elliptic curve cryptography key, in accordance with exemplary
embodiments. Public and private keys in system 100 can utilize PKI techniques other than RSA, such as the elliptic curve cryptography (ECC) public key 111 illustrated in
FIG. 1 h. One benefit of using ECC is that an equivalent level of security can be obtained for a much smaller key length. Also, energy may be conserved using ECC
algorithms 154 compared to RSA algorithms 153. An analysis of the energy conserved for ciphering, deciphering, signing, and verifying messages using ECC versus RSA
is included in the paper titled “Energy Analysis of Public-Key Cryptography on Small Wireless Devices” by Wander et al (herein incorporated by reference). Smaller key
lengths save bandwidth, memory, processing resources, and power, which are all valuable for a module 101 to conserve a battery 101 k and usage of radio-frequency
spectrum. For example, an ECC key length of 283 bits provides security similar to an RSA key length of approximately 2048 bits. Module public key 111 can comprise an
ECC key in an X.509 certificate, as illustrated in FIG. 1 h . Another benefit of using ECC algorithms 154 is that many different defining equations for elliptic curves could
be utilized, and the defining equations could also be kept confidential, such that a defining equation for an elliptic curve used in ECC algorithms may optionally be omitted
from a certificate 122. In this case, if a public key such as module public key 111 is recorded in a certificate 122, a name or identifying value for the elliptic curve used
with a public key could be recorded in a certificate 122, but the underlying defining curve for an elliptic curve could remain confidential. The values to determine an elliptic
curve defining equation could be stored in a parameters 126, and the defining equation could also optionally be disclosed.

Certificate 122 could include a signature 123, where signature 123 can be signed using ECC signature techniques, such as the Elliptic Curve Digital Signature Algorithm
(ECDSA) 158 with a secure hash such as SHA256 156. In order to generate signature 123, the private key associated with either CA 118 or module provider 109 may also
be an ECC-based private key. Note that the public key 111 in a certificate 122 could use a different asymmetric ciphering algorithm 141 a than the algorithm used for
signing, such that the public key 111 can be an ECC key, while the signature 123 could be generated with RSA algorithm 153 and/or key. Certificate 122 may also include
parameters 126, where parameters 126 can specify an elliptic curve utilized with the module public key 111. Parameters 126 could also include the start and end times
for the validity of either public key 111 or certificate 122. Other parameters 126 can be utilized in a certificate 122 as well, and a parameters 126 may specify values that
are not included or external to a certificate 122.
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Certificate 122 illustrated in FIG. 1 h also illustrates an exemplary embodiment of the present invention. Over the lifetime of a module 101, which could be a decade or
longer, multiple module public keys 111 may be utilized. The potential use of multiple different module public keys 111 include (i) the expiration of a certificate 122
(including expiration of a public key associated with a certificate authority used in signature 123), (ii) a need to change an elliptic curve specified in a parameters 126, (iii)
adding a new public/private key pair for connection with a different wireless network 102, (iv) as increasing a key length utilized in a public/private key pair, (v) the
transfer of ownership or control of module 101, and/or (vi) module 101 connecting to a new server that utilizes a different asymmetric ciphering algorithm (i.e. RSA
instead of ECC). Other possibilities exist as well for reasons a module to derive a new module public key 111. Note that the multiple module public keys 111 may also be
utilized concurrently, such that (i) a first module public key 111 in a first certificate 122 can be utilized with a first server 105, and (ii) a second module public key 111
(possibly derived using a different set of parameters 126 including using a different elliptic curve) can be utilized with a second server 105 and/or wireless network 102.

In either case of (i) module 101 using multiple module public keys 111 concurrently, or (ii) module 101 using different module public keys 111 in sequence, a certificate
122 can preferably include a module public key identity 111 a to specify the module public key 111 utilized in a certificate 122. As illustrated in FIG. 1 a, the module
public key identity 111 a could be included in the “Common Name” (CN) field, and the module identity 110 can be included in the “Organizational Unit” (OU) field.
Alternatively, the module public key identity 111 a and module identity 110 can be appended together and used in the CN field. In this manner and according to preferred
exemplary embodiments, a module public key identity 111 a is utilized with both a module identity 110 and a module public key 111 within a certificate 122. Also, as
noted previously herein, the use of a certificate 122 may optionally be omitted, such that module 101 and server 105 share public keys without using certificates 122. The
module identity 110, or a value associated with the module identity 110 can also be included in certificate 122, such as the “Common Name” (CN) field of a X.509
certificate 122, as illustrated in FIG. 1 h.

Note that the use of a certificate 122 is not required for the format of a public or shared key, and the public keys could optionally omit a signature from a certificate
authority 118. In this case, the public keys such as module public key 111 and/or server public key 114 could be recorded in the format of a string, without the additional
fields illustrated in FIG. 1 h . Server public key 114 may also be recorded in a certificate 122 with a signature 123 from a certificate authority 118. Other possibilities exist
as well without departing from the scope of the present invention.

FIG.1i

FIG. 1iis a graphical illustration of an exemplary system that includes a user, an application, a set of servers, and a set of modules, in accordance with exemplary
embodiments. System 199 illustrated in FIG. 1/ can include a user 183, an application 171 i, a set of servers 105, and a set of modules 101, which can communicate as
illustrated using the Internet 107. Each of a server 105 A and server 105 B and additional servers can communicate with a plurality of modules. An application 171 i can
communicate with a plurality of servers 105. Although the servers 105 an application 171 i in system 100 in FIG. 1 i are illustrated as being separate, application 171 i
and server 105 may optionally be combined into a single node, such that the application 171 i and server 105 operate as separate processes or programs on the same
computer, or on a computer operating in a distributed environment such as a cloud configuration. In addition, even though a single application 171 i and a single user 183
are illustrated in FIG. 1, a system 199 could include multiple applications 171 i and multiple users 183.

User 183 can comprise an individual, business manager, network engineer, systems administrator, other employee with functional responsibilities for a system 199 (or
components within a system 199 or system 100) accessing application 171 i using a computer with a user interface such as a web browser 183 a. Application 171 i
could also send an email or text message to user 183 if an alarm condition is detected in system 199, such as if a sensor 101 f measurement exceeds a prescribed
threshold value. The web browser 183 a could use a connection 184 to access a web portal 171 j operating on application 171 i. Connection 184 could include hypertext
markup language (HTML) messages, and could be through a secure connection such as TLS or IPsec, although other possibilities exist as well to those of ordinary skill in
the art. Any module 101, such as Module 101 A, could use the Internet 107 and establish a primary connection 181 with server 105 A, and also module 101 A could
establish a backup connection 182 with server 105 B if the primary connection 181 is not available. Alternatively, any module 101, such as module 101 A, could
communicate with more than one server 105 concurrently or in sequence, such that module 101 A communicates with both server 105 A and server 105 B. According to
exemplary embodiments, during an active state between periods of sleep or being dormant, module 101 may communicate with more than one server 105, such as a
first server 105 A and a second server 105 B. Other possibilities for a plurality of modules 101 to communicate with a plurality of servers 105 exist without departing
from the scope of the present invention.

FIG. 2

FIG. 2 is a graphical illustration of an exemplary system, where a module sends a message to a server, and where the server responds to the message, in accordance with
exemplary embodiments. Module 101 as depicted and described in FIG. 2 can operate as a wireless module 101, although a wired connection to the Internet 107 could
alternatively be utilized. System 100 as illustrated in FIG. 2 includes RF signals 201, module IP address 202, port number 203, module IP:port 204, server port number
205, server ID 206, server IP:port number 207, message 208, response 209, wireless network firewall address 210, and firewall port binding packet 211. Many of the
elements illustrated within system 100 in FIG. 2 are also depicted and described in connection with FIG. 2 of U.S. patent application Ser. No. 14/039,401 (the contents of
which are hereby incorporated by reference in their entirety). As contemplated herein, a wireless module 101 can comprise a module 101, or in other words a wireless
module 101 may be a module 101 that is wireless. Functions described as being performed by a wireless module 101 may also be performed by a wired module 101
(where connection to a wired network would be used instead of connection to a wireless network 102). Also as contemplated herein and illustrated in FIG. 2, the wording
“module 101 sends a message 208" can also be considered equivalent to “server 105 receives a message 208". Likewise, the wording “server 105 sends a response 209"
can be considered equivalent to “module 101 receives a response 209"

A wireless module 101 can wake from a dormant state in order perform (i) remote and automated monitoring and (ii) control functions such as collecting a sensor 101 f
measurement, communicating with server 105, and controlling an actuator 101 y. If module 101 is connected to land-line power or a long-lasting external power source
such solar power, then module 101 may remain in an active state and bypass a dormant state, although transmitting RF signals 201 may preferably only be utilized when
communicating with wireless network 102 or sending data to and receiving data from server 105. Upon waking from the dormant state and starting communication with
a server 105, a wireless module 101 can begin transmitting RF signals 201 to base station 103. The wireless module can acquire an IP address 202 from the wireless
network 102. IP address 202 is illustrated as being an IPv6 address, but IP address 202 could also be an IPv4 address. IP address 202 could also be a subset of IPv6
addresses such as the last 32 or 64 bits in a full 128 bit IPv6 address, and wireless network 102 could append the beginning 96 or 64 bits, respectively, of the IPv6
address when wireless module 101 sends packets to the Internet 107.

In order to transmit or send data from wireless module 101 to server 105, a wireless module 101 can use module program 101 i to collect data from a sensor 101 fin
order to update server 105. Module program 101 i can request a port number 203 from operating system 101 h in order to have a source IP:port for sending data using IP
protocols such as TCP and UDP. The terminology “IP:port” as described herein refers to combining an IP address with a port number. Wireless module IP address 202
and port number 203 can be combined to form IP port number 204. IP:port number 204 can be utilized as a source IP:port number for packets transmitted from wireless
module 101, as well as a destination IP:port number for packets received by wireless module 101, when communicating with server 105.

In order to utilize Internet 107, module 101 may also need a destination IP address and port number in order to send packets to server 105. Before sending data to server
105, wireless module 101 preferably retrieves server IP address 106 and server port number 205 from RAM 101 e. Server IP address 106 could be recorded in RAM 101 e
via (i) a DNS query using server name 206 or (i) queries to M2M service provider 108 or wireless network 102. CPU 101 b may copy server IP address 106 and server

port number 205 from nonvolatile memory into volatile memory such as a register for processing to send a packet to server 105. Server name 206 could also be a server
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identity. (A) Server IP address 106 or server name 206 and (B) server port number 205 could be recorded in a nonvolatile memory such as flash memory 101 w so that
wireless module 101 can store the proper destination of packets transmitted or sent even when wireless module is dormant or shutdown, which avoids the processing
and bandwidth requirements of obtaining server IP address 106 and server port number 205 every time the wireless module 101 wakes from the dormant or shutdown
state. Server IP address 106 and server port number 205 can be combined into a server IP port number 207.

After collecting data from a sensor, module 101 can send a packet from IP port 204 to IP:port 207, and the packet could comprise a message 208 that may include the
data from a sensor 101 f. Note that message 208 does not need to include sensor data, and message could potentially be a periodic registration message or keep-alive
message. As contemplated herein, the term “sensor measurement” can refer to data associated with or derived from a sensor 101 f. A sensor measurement, can
comprise a string containing data regarding a parameter of a monitored unit 119 and collected by a sensor 101 f. The sensor measurement as sent in a message 208
can also represent a string (alphanumeric, binary, text, hexadecimal, etc.), where the string comprises a transformation or processing of sensor data collected by a CPU
101 b, such including formatting, compressing, or encrypting, encoding, etc. of sensor data.

In order to minimize bandwidth and time required for RF signals 201 to be active, module 101 can send the message 208 as a single UDP datagram in accordance with a
preferred exemplary embodiment. The single UDP datagram in this embodiment can preferably be the only packet sent from module 101 to server 105 or M2M service
provider 108 during a wake state for the module 101 when the radio 101 z is active and transmitting, such as in a radio resource control (RRC) connected state. In other
words, according to this preferred exemplary embodiment, the message 208 sent by module 101 can preferably be the only message or packet sent by the wireless
module to the server 105 between dormant periods of module 101. By sending message 208 as a single UDP datagram, both a battery 101 k is conserved and utilization
of valuable RF spectrum is reduced. Message 208 could also comprise a series of associated UDP messages.

Also, as contemplated herein, message 208 could comprise a related series of packets, so that message 208 could comprise multiple datagrams. As one example, if
TCP is utilized as the transport protocol for message 208, then the series of TCP messages including the initial handshake, one or more packets of payload data, and the
closing of the connection could together comprise message 208. As another example, if UDP or UDP Lite is utilized for the transport protocol, and payload data exceeds
a maximum transmission unit (MTU) size for the UDP packet and the payload data is spread across multiple packets, then the multiple packets would comprise a
message 208. Further, a related series of packets comprising a message 208 could be identified by using the same source port number for module 101. In addition, a
related series of packets comprising a first message 208 could be identified as a series of packets sent by module 101 before receiving a response 209 from a server,
and packets sent after receiving a response 209 could comprise a second message 208. Other possibilities for a message 208 to comprise multiple packets or
datagrams may exist without departing from the scope of the present invention.

The UDP datagram for message 208 could also be formatted according to the UDP Lite protocol, as specified in IETF RFC 3828, which is also incorporated by reference
herein. The term “UDP Lite” described in the present invention may also refer to any connectionless protocol widely supported on Internet 107 where checksums may be
partially disabled, thereby supporting the transfer of bit errors within a datagram. The advantages of UDP over TCP is that UDP can be quickly sent, while TCP requires a
“handshake” with the server which requires more time and bandwidth, which would utilize more energy from battery 101 k. Weak or “noisy” RF signals between wireless
module 101 and wireless network 102 may degrade or slow TCP transmissions, resulting in unwanted and unnecessary retransmission of individual TCP messages in
the standard TCP “handshake” and connection close procedures. Also, the sensor data from a sensor 101 f may be relatively small, such as a dozens of bytes in an
exemplary embodiment, and UDP can provide significantly less signaling overhead than TCP, especially with small messages for the duration of the session. However,
some M2M applications may prefer or require TCP and in this case message 208 can be formatted according to TCP. Thus, according to an exemplary embodiment, both
message 208 and response 209 can be TCP messages. In this exemplary embodiment, message 208 and response 209 could each comprise a series of TCP messages
that can include a TCP SYN, SYN ACK, ACK, ACK w/data, FIN ACK, etc.

According to an exemplary embodiment, module 101 sends the same sensor data in multiple copies of the same UDP packet. Each of the multiple copies of the same
UDP packet can also optionally be formatted according to the UDP Lite protocol. As one example, wireless module sends three identical copies of the UDP or UDP Lite
packet that include the same sensor data. The benefit of sending three copies of UDP Lite include (i) the RF signals 201 received by the base station 103 could include bit
errors, which could result in a regular (RFC 768) UDP packet being dropped, since a bit error could result in a UDP checksum mismatch, as received and processed by
wireless network 102. Note that the use of checksums is mandatory in IPv6, and thus checksums cannot be fully disabled in IPv6. With UDP Lite packets transmitted by
wireless module 101, where the mandatory checksum for IPv6 can cover the packet header, wireless network 102 can forward all packets received, potentially including
bit errors, to server 105 over the Internet 107.

Server 105 can receive the multiple copies of the UDP or UDP Lite packets, which could include bit errors received, and server 105 could compare or combine the multiple
copies or each individual UDP Lite packet in order to remove bit errors. Note that UDP Lite is not required, and wireless module 101 could send the message 208 using a
single UDP packet, or multiple copies of a regular UDP (i.e. non UDP Lite) packet. However, using UDP Lite with multiple packets sent can provide benefits such as if the
sensor data is encrypted in the packet, then a single bit error would normally break the receiver's ability to decipher the data using a cryptographic key, unless the
encrypted data was channel coded and the channel coding could recover from the bit error in order to present an error-free input of the encrypted data to a deciphering
algorithm.

Further, between periods of sleep when a wireless module 101 becomes active and transmits RF signals 201, module 101, which may also comprise a wireless module
101, could send the sensor data in a single UDP Lite packet where the packet includes channel coding, which can also be referred to forward error correction. Forward
error correction could also be implemented by sending multiple copies of the same UDP packet. Note that since large segments of message 208 could include encrypted
or hashed data, those segments may not be appropriate for compression since the data is often similar to random strings which are not readily compressed. Channel
coding techniques for the data in message 208 could include block codes and convolution codes. Block codes could include Reed-Solomon, Golay, BCH, Hamming, and
turbo codes. According to a preferred exemplary embodiment, data within message 208 is sent as a UDP Lite packet using a turbo code to correct multiple bit errors
within a packet or datagram sent by module 101 and received by server 105.

In system 100 illustrated in FIG. 2, server 105 can use IP:port 207 to receive the packet from wireless module 101 and sent from source IP port 204 to IP:port 207, and
the packet could comprise a message 208 that may include the data from a sensor associated with module 101 or monitored unit 119. As contemplated herein, a
message 208 illustrated in FIG. 2 does not need to include sensor data and other data could be transmitted or sent, such as a server instruction 414 (described in FIG. 4
below), or other data pertaining to module 101 or a monitored unit 119. Note that server 105 can use IP:port 207 to receive a plurality of messages 208 from a plurality of
wireless modules 101. Server 105 preferably listens for UDP packets on IP:port 207 or monitors IP:port 207, although TCP packets could be supported as well. If server
105 receives multiple copies of the same UDP packet from module 101, server 105 preferably includes a timer. The timer can start when the first packet in the series of
packets comprising a message 208 is received, and packets received outside the expiration of the timer would be discarded. In this manner, server 105 would be
protected from replay attacks, even though module 101 may send multiple copies of the same packet in order to implement forward error correction. The timer used by a
server 105 to drop duplicate packets received outside the timer window could be a relatively short value such as less than 5 seconds.

After receiving the message 208 and processing the message according to the techniques described below such as in FIG. 4, server 105 can send a response 209. Since
module 101 may belong to a wireless network 102 which includes a firewall 104, the source IP:port of the message 208 received by server 105 could be different from
the source IP:port 204 utilized by wireless module 101. The source IP:port in message 208 could be changed if firewall 104 performs network address translation (NAT),
as one example. Server 105 may not readily know if a NAT translation has been performed on the message 208. Alternatively, firewall 104 may not perform NAT, but
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could still block data from the Internet 107 which does not properly match the firewall rules. As one example, firewall 104 could be a symmetric firewall (but without NAT
functionality), where only packets from IP:port 207 to IP:port 204 are allowed to pass the firewall after message 208 has been sent by module 101.

In either case, where firewall 104 may or may not perform NAT routing, server 105 preferably sends the response 209 from the server IP port 207 to the source IP:port it
receives in message 208. According to a preferred exemplary embodiment, response 209 is a UDP packet sent from server 105 with (i) a source IP port 207 and (i) a
destination IP:port equal to the source IP:port received in message 208, as illustrated in packet 209 a. The example use of source and destination IP:ports in message
208 and response 209 are also illustrated in FIG. 6 a below. In this manner, the UDP packet can traverse a firewall 104, if firewall 104 is present. If firewall 104 is present
and performs NAT routing, then firewall 104 can receive the response 209 and change the destination IP address and port within response 209 to equal IP:port 204.

According to exemplary preferred embodiments module 101 may also obtain power from a land-line source, such as a traditional 120 volt wall socket, or possibly power
over Ethernet, and other non-transient power sources could be utilized as well. In this case, module 101 may remain persistently connected to the Internet through either
a wireless network 102 or a wired connection such as Ethernet. In other words, module 101 may omit entering periods of sleep or dormancy where inbound packets from
the Internet would not be received due to the sleep state of module 101. Consequently in an exemplary embodiment module 101 which does not sleep for periods longer
than a minute may preferably periodically send a firewall port binding packet 211 from IP:port 204 to IP:port 207 in order to keep ports and addresses within a firewall
104 and/or firewall 124 open to communications between module 101 and server 105. Firewall port binding packet 211 can comprise a packet that is sent periodically
using a timer interval that is shorter than the port-binding timeout period 117 on a firewall 104 and firewall 124.

Continuing with this exemplary embodiment where module 101 does not sleep for periods longer than approximately one minute, if UDP is utilized fo message 208 and
response 209, then a small UDP packet comprising firewall port binding packet 211 can be sent periodically such as every 45 seconds. If TCP is utilized for message 208
and response 209, then a small TCP packet comprising firewall port binding packet 211 can be sent periodically such as every 4 minutes. Other possibilities for the
timing of sending firewall port binding packet 211 are possible as well. By sending firewall port binding packet 211 periodically, server 105 (i) can send module 101 a
response 209, which could include a module instruction 502 as explained in FIG. 5 a, at (ii) time intervals between message 208 and response 209 that are longer than
the firewall port binding timeout values 117 of firewall 104 and/or firewall 124. Without firewall port binding packet 211, if (A) a response 209 sent from server 105 at an
exemplary 180 seconds after receiving message 208, such as after a firewall port binding timeout value 117 of firewall 104 of an exemplary 60 seconds, then (B)
response 209 would be dropped by firewall 104 and the response 209 would not be received by module 101.

FIG. 3

FIG. 3 is a flow chart illustrating exemplary steps for a server to receive a message from a module, in accordance with exemplary embodiments. As illustrated in FIG. 3,
FIG. 3 can include steps used by a module controller 105 x in a server 105 as illustrated in FIG. 1 ¢ . The processes and operations, including steps fo module controller
105 x, described below with respect to all of the logic flow diagrams may include the manipulation of signals by a processor and the maintenance of these signals within
data structures resident in one or more memory storage devices. For the purposes of this discussion, a process can be generally conceived to be a sequence of
computer-executed steps leading to a desired result.

These steps usually require physical manipulations of physical quantities. Usually, though not necessarily, these quantities take the form of electrical, magnetic, or optical
signals capable of being stored, transferred, combined, compared, or otherwise manipulated. It is convention for those skilled in the art to refer to representations of
these signals as bits, bytes, words, information, elements, symbols, characters, numbers, points, data, entries, objects, images, files, or the like. It should be kept in mind,
however, that these and similar terms are associated with appropriate physical quantities for computer operations, and that these terms are merely conventional labels
applied to physical quantities that exist within and during operation of the computer.

It should also be understood that manipulations within the computer are often referred to in terms such as listing, creating, adding, calculating, comparing, moving,
receiving, determining, configuring, identifying, populating, loading, performing, executing, storing etc. that are often associated with manual operations performed by a
human operator. The operations described herein can be machine operations performed in conjunction with various input provided by a human operator or user that
interacts with the computer.

In addition, it should be understood that the programs, processes, methods, etc. described herein are not related or limited to any particular computer or apparatus.
Rather, various types of general purpose machines may be used with the following process in accordance with the teachings described herein.

The present invention may comprise a computer program or hardware or a combination thereof which embodies the functions described herein and illustrated in the
appended flow charts. However, it should be apparent that there could be many different ways of implementing the invention in computer programming or hardware
design, and the invention should not be construed as limited to any one set of computer program instructions.

Further, a skilled programmer would be able to write such a computer program or identify the appropriate hardware circuits to implement the disclosed invention without
difficulty based on the flow charts and associated description in the application text, for example. Therefore, disclosure of a particular set of program code instructions
or detailed hardware devices is not considered necessary for an adequate understanding of how to make and use the invention. The inventive functionality of the claimed
computer implemented processes will be explained in more detail in the following description in conjunction with the remaining Figures illustrating other process flows.

Further, certain steps in the processes or process flow described in all of the logic flow diagrams below must naturally precede others for the present invention to
function as described. However, the present invention is not limited to the order of the steps described if such order or sequence does not alter the functionality of the
present invention. That is, it is recognized that some steps may be performed before, after, or in parallel other steps without departing from the scope and spirit of the
present invention.

The processes, operations, and steps performed by the hardware and software described in this document usually include the manipulation of signals by a CPU or
remote server and the maintenance of these signals within data structures resident in one or more of the local or remote memory storage devices. Such data structures
impose a physical organization upon the collection of data stored within a memory storage device and represent specific electrical or magnetic elements. These
symbolic representations are the means used by those skilled in the art of computer programming and computer construction to most effectively convey teachings and
discoveries to others skilled in the art.

At step 311, the server 105 can record a module public key 111, or a plurality of module keys 111 in a module database 105 k. The module public key 111 could be
received in a message 208 according to steps 516 and 517, including authenticating the message 208, as depicted and described in connection with FIG. 5 b below.
Module public key 111 could also be recorded at step 311 before module 101 connects to the Internet 107 the very first time, and in this case module public key 111
could be recorded in server 105 by M2M service provider 108 or module provider 109. At step 312, the server 105 can open a TCP/UDP socket associated with an IP:port
number 207 and listen or monitor for incoming message from modules. At step 313, server 105 can receive a message 208 sent by module 101, using the IP:port
number 207. Although not illustrated in FIG. 3, upon the first communication from module 101 by server 105 where the communication could include step 313,
according to an exemplary embodiment module 101 can also send a certificate 122 to server 105, where certificate 122 would normally include module public key 111
and module identity 110. Server 105 could utilize a certificate 122 to verify a module identity 110, as described in FIG. 4 below at step 412.
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An exemplary format of message 208 is depicted and described in connection with FIG. 6 a below, and other possibilities for a message 208 exist as well. Although not
illustrated in FIG. 3, after receiving message 208, server 105 may also process any channel coding present in message 208 in order to eliminate any bit errors received.
The channel coding could be included in a message 208 that utilizes the UDP Lite protocol. At step 314, server 105 can decrypt a message 208 using a cryptographic
algorithm 141 and one of (i) server private key 105 c, or (ii) a symmetric key 127. Additional details regarding step 314 are depicted and described in connection with FIG.
4 below. At step 315, server 105 can verify that message 208 was sent by module 101 using a module identity 110, module public key 111, and a cryptographic algorithm
141. Additional details regarding step 315 are depicted and described in connection with FIG. 4 below. Note that step 315 can take place before step 314 if the module
identity 110 and/or a digital signature is not encrypted within message 208 (i.e. a sensor measurement in message 208 could be encrypted but a module identity 110 or
digital signature may not be encrypted). Step 315 may optionally be omitted, if a symmetric key 127 is used to cipher data within message 208, such that a module
digital signature from module 101 was previously verified when the symmetric key 127 was implemented.

After verifying the identity of module 101 in step 315, at step 316 server 105 can record sensor data or sensor measurements within message 208 in a module database
105 k, if message 208 has a sensor measurement. Note that message 208 may not have a sensor measurement, and in this case step 316 can be skipped, or message
208 may also include other data besides a sensor measurement. Sensor data recorded in module database 105 k can be made available for subsequent processing by
server 105 or other servers or applications associated with an M2M service provider 108 in order to manage the function and operation of module 101 or monitored unit
119. As illustrated in FIG. 7 through FIG. 9, received sensor data could also be forwarded by server 105 to an application server 171. Although not illustrated in FIG. 3, in
an exemplary embodiment at step 316 server 105 could alternatively forward the sensor data to application 171 i instead of recording the data in module database 105
k.

After receiving message 208, server 105 can process a response 209 at step 317 a. Step 317 a can comprise encrypting an instruction, where the instruction could
include an acknowledgement of the message received, a command or setting for an actuator, and/or another control message for module 101. Server 105 can utilize a
module public key 111 and cryptographic algorithms 141 in order to encrypt the instruction. Step 317 b can comprise creating a digital signature for the response 209
using the server private key 105 ¢ and cryptographic algorithms 141.

Additional details regarding steps 317 a and 317 b are depicted and described in connection with FIG. 5 a below. Note that step 317 a and/or step 317 b may optionally
be omitted, such that response 209 is transmitted without encryption and/or a signature, and security could be obtained through other means, such as through firewalls
104 and 124, or using a secured network link between module 101 and server 105, such as setting up a virtual private network (VPN) or SSH tunnel between the two
endpoints. These alternative means for security at the network layer would likely require additional bandwidth and power consumption for a module 101 and thus may
not be adequately efficient. As one example, if module 101 is a wireless module that sleeps for relatively long periods such as every hour (and obtains a new IP address
for every wake period), setting up a new VPN between module 101 and server 105 in order to receive send a message from module 101 may not be practical due to the
extra drain on a battery 101 k for re-establishing the VPN. Or, only portions of steps 317 a and 317 b could be used, such that a response 209 (or a message 208 received
in step 313) is not encrypted but a digital signature is used in the response 209 (or message 208).

After completing steps 317 a and 317 b, at step 209 a, server 105 can send response 209 from (a) the source port utilized to receive message 208 to (b) a destination
IP:port. The destination IP:port can comprise the source IP:port in message 208 as received by server 105, and the destination IP:port can represent the external
interface of a firewall 104. In other words, server 105 may send response 209 from server IP:port 207 to the source IP:port received in message 208, which could
represent the source IP:port on a wireless network firewall 104, wherein the source IP:port on the wireless network firewall 104 contains the firewall IP address 210. The
wireless network firewall 104 could forward the response 209 to module IP:port 204. As contemplated herein, server 105 can send response 209 as soon as practical
after receiving message 208, and in any case response 209 should be sent before the expiration of a firewall port binding timeout value 117 associated with firewall 104.
According to a preferred exemplary embodiment, response 209 is sent by server 105 within 1 second of receiving message 208. After completing step 209 a as
illustrated in FIG. 3 b, server 105 can return to step 312 and listen for or monitor for additional incoming messages 208 from modules 101.

FIG. 4

FIG. 4 is a flow chart illustrating exemplary steps for a server to process a message, including verifying a module's identity and decrypting data, in accordance with
exemplary embodiments. The steps illustrated in FIG. 4 may comprise step 315 and step 316 illustrated in FIG. 3 above. Server 105 can receive message 208 using
IP:port 207, as illustrated in FIG. 2 . Message 208 can be formatted according to the UDP protocol or UDP Lite protocol, although other possibilities exist as well without
departing from the scope of the present invention

At step 407, server 105 can process the packet using the appropriate transport layer protocol, such as UDP. In this step 407, the body of the packet comprising message
208 can be extracted, and a checksum, if any, can be calculated to verify the integrity. Note that if the UDP Lite protocol is utilized, the checksum may optionally only
apply to the packet header. At step 408, server 105 can remove channel coding, if present in message 208. Channel coding techniques utilized in step 408 could include
block codes and convolution codes, and can use the same channel coding algorithms used in channel coding algorithms implemented by module 101, depicted and
described in connection with FIG. 5 a below. By processing channel coding in step 408, server 105 can correct potential bit errors received in message 208, although
channel coding 408 may be optionally omitted. As noted above, the use of channel coding 408 can be preferred in an embodiment, since any bit errors received within
module encrypted data 403 in message 208 could break (i) a cryptographic algorithms 141 used by server 105 at subsequent steps 413, and/or (ii) the verification of
module digital signature 405 at step 410 below.

At step 409, the server 105 can read and record the module identity 110, if module 110 is included in message 208 as external to module encrypted data 403 as
illustrated in an exemplary message 208 in FIG. 6 a below. Although not illustrated in FIG. 4, server 105 can select a module public key 111 for module 101 by querying a
module database 105 k with module identity 110. Module identity 110 could comprise a string or session identifier, whereby server 105 could derive or track a module
identity 110 from one message 208 to the next message 208 using the string or session identifier. By including module identity 110 in a message 208, but external to
module encrypted data 403 such as illustrated in FIG. 6 a below, a server 105 can utilize module identity 110 in order to select a server private key 105 ¢ or symmetric key
127 for decrypting module encrypted data 403. According to an exemplary embodiment, a plurality of serve private keys 105 c could be utilized, where a first private key
105 c is used with a first set of modules 101 and a second private key 105 c is used with a second set of modules 101. The first and second private keys 105 ¢ could use
or be associated with different sets of parameters 126. By reading the module identity 110 outside of module encrypted data 403, the module identity 110 can be read
before decryption, in order to identify which of the first or second set server private keys 105 c that a module 101 sending message 208 is associated with, and thus
server 105 can subsequently select the first or second set of serve private keys 105 ¢ to use when decrypting module encrypted data 403.

Alternatively according to an exemplary embodiment, if server 105 operates in a distributed environment (such as comprising multiple sub-servers 105 w as illustrated in
FIG. 1 f), an unencrypted module identity 110, including a possibly a session identifier for module identity 110 within a message 208, can be utilized by a message
preprocessor 105 y to select the appropriate sub-server 105 w to process the message 208. Server 105 using message preprocessor 105 y could forward the message
208 to the correct sub-server 105 w. At step 410, server 105 can validate and verify the module identity 110 using the module digital signature 405 inserted by module
101 in message 208. As described in FIG. 4 a above, module digital signature 405 can comprise a secure hash signature or tag, where module 101 generated the hash
signature using the module private key 112 and digital signature algorithms 141 d. As one example, server 105 can utilize the module public key 111 recorded in memory
105 e to securely validate the module digital signature 405 receive in a message 208.
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The module digital signature 405 can be verified according to public key infrastructure (PKI) standards such as the National Institute of Standards (NIST) “FIPS 186-4:
Digital Signature Standard”, or IETF RFC 6979 titled “Deterministic Usage of the Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA)".
Other PKI standards or proprietary techniques for securely verifying a module digital signature 405 may be utilized as well. If message 208 comprises an initial
communication from module 101, at step 412 server 105 can verify that module public key 111 is associated with module identity 110 using a module certificate 122,
where certificate 122 includes a signature 123 from a certificate authority 118, as illustrated in FIG. 1 h . Server 105 could receive certificate 122 before module 101
sends message 208, or server 105 could query module 101 or another server for certificate 122 after receiving message 208. Server 105 could use digital signature
algorithms 141 d to compare a secure hash calculated using (i) a first certificate 122 and/or public key from module 101 and (ii) a second certificate and/or public key
from certificate authority 118 or another server, in order to confirm that module public key 111 is associated with module identity 110, where module identity 110 was
read from message 208 in step 409. The secure hash could also be calculated using module public key 111 and a public key from certificate authority 118, and other
possibilities using PKI exist as well for server 105 to confirm module public key 111 is associated with module identity 110 at step 412.

Steps 409 and 410 are not required to utilize the efficient techniques described herein, and may optionally be omitted. As one example, security could be maintained at
the network layer through the use of wireless network firewall 104 and server network firewall 124, such that only an inbound message 208 to server 105 could be
received by server 105 after security methods are applied at the network layer or application layer. Note that if (A) module encrypted data 403 includes module identity
110 and/or module digital signature 405, then (B) steps 409 and/or 410 may also take place after step 413, where server 105 (i) first decrypts module encrypted data
403 and can then (ii) verify module identity 110 by performing steps 409 and 410 after step 413. If module encrypted data 403 utilizes a symmetric cipher 141 b, then a
module identity 110 can preferably be external to module encrypted data 403 so that server 105 can select the appropriate symmetric key 127 used by module 101 in
order to decipher module encrypted data 403 (since a plurality of modules 101 may communicate with server 105 concurrently).

After verifying module digital signature 405 in step 410, server 105 can record an authenticated module encrypted data 403 from module 101 received in message 208.
At step 413, server 105 can decrypt module encrypted data 403 using cryptographic algorithms 141 and either (i) server private key 105 c as a decryption key with
asymmetric ciphering 141 a or (i) symmetric key 127 with symmetric ciphering 141 b. A symmetric key 127 may be stored in a module database 105 k, as noted in FIG. 1
fabove. If a symmetric key 127 is used at step 413, the symmetric key 127 could be (i) sent by server 105 in a response 209 or (ii) received by server 105 in a prior
message 208, before the message 208 illustrated in FIG. 4 was received by server 105.

With an asymmetric ciphering 141 a scheme used in a module encrypted data 403 and by cryptographic algorithms 141 at step 413, server 105 can decrypt module
encrypted data 403 using (i) server private key 105 c and (ii) RSA algorithms 153, elliptic curve cryptography (ECC) algorithms 154, or other algorithms for public key
cryptography. The use and application of RSA algorithms 153 and cryptography are described within IETF RFC 3447, among other published standards. The use and
application of ECC cryptography and algorithms are described within IETF RFC 6637, among other published standards. ECC algorithms 154 may be preferred in order to
maintain high security with small key lengths, compared to RSA, in order to minimize the message lengths, radio frequency spectrum utilization, and processing power
required by module 101. Thus, the use of ECC algorithms within a decryption algorithm at step 413 may help conserve the life of a battery 101 k of module 101 while
maintaining the objective of securing system 100. Note that module encrypted data 403 may also include a security token 401 (not shown in FIG. 4, but shown in FIG. 5
a ), which could comprise a random string, and thus each module encrypted data 403 received by server 105 in message 208 may be reasonably considered unique and
thus robust against replay attacks.

With a symmetric ciphering 141 b scheme used in a module encrypted data 403 and by cryptographic algorithms 141 at step 413, server 105 can decrypt module
encrypted data 403 using (i) symmetric key 127 and (ii) a symmetric cipher 141 b such as AES 155, Triple DES, or similar secure symmetric ciphers. As one example, by
using ECC cryptography and ECIES, server 105 could decrypt module encrypted data at step 413 by using the steps outlined in FIG. 3, titled “ECIES Encryption Functional
Diagram” in “A Survey of the Elliptic Curve Integrated Encryption Scheme” by Martinez et al in the Journal of Computer Science and Engineering, Volume 2, August 2010,
page 11, (herein incorporated by reference). Other possibilities exist as well without departing from the scope of the present invention. Server 105 can utilize step 413
illustrated in FIG. 4 to extract the plaintext, or decrypted data within module encrypted data 403.

After decrypting module encrypted data 403, server 105 can read the resulting data within message 208, which could comprise a server instruction 414. The server
instruction 414 can represent the purpose of the message 208 for server 105. Server instruction 414 could comprise a plurality of different procedures for server 105,
such as an “update” with sensor data, a “query” for data or instructions from server 105 or M2M service provide 108, a “notification” of state or condition at module 101
such as an alarm or error, a “configuration request” where module 101 seeks configuration parameters, a “software request” where module 101 request updated software
or routines, a “registration” message where module 101 periodically registers with server 105, etc. Thus, server instruction 414 can comprise the purpose module 101
sends message 208. In addition, server instruction 414 could comprise a “confirmation”, where module 101 sends a “confirmation” in a second message 208 after
receipt of a response 209, where response 209 could include a module instruction 502 (below), and the “confirmation” in this second message 208 could signal server
105 that the module instruction 502 had been properly executed. As contemplated herein, the term “Message (update)” can comprise a message 208 that includes a
server instruction 414 of “update”, and the term “Message (confirmation)” can comprise a message 208 that includes a server instruction 414 of “confirmation”, etc.

As examples for server instruction 414, an “update” could be used to periodically notify server 105 of regular, periodic sensor data 305 acquired by a sensor 101 f An
“update” for server instruction 414 may also comprise a periodic report regarding monitored unit 119 or information regarding a state, condition, or level for an actuator
101 y. A “query” for server instruction 414 could comprise module 101 querying server 105 for data from a module database 105 k, where the data could be associated
with monitored unit 119, wireless network 102, an element within module 101 such as an actuator setting. A “notification” for server instruction 414 could comprise
module 101 notifying server 105 that an alarm or error condition has occurred, such as a sensor measurement exceeds a threshold value or another error condition such
as loss of contact with monitored unit 119. A “configuration request” for server instruction 414 could comprise module 101 requesting server 105 for configuration
parameters or a configuration file. Other possibilities for server instruction 414 exist without departing from the scope of the present invention.

At step 415, server 105 can process the server instruction 414. If server instruction 414 comprises an “update”, then sensor data, or other data in server instruction 414
including potentially a new symmetric key 127 generated by module 101, could be recorded in module database 105 k, Other applications may subsequently access the
sensor data for generating reports or making decisions regarding monitored unit 119. If server instruction 414 comprises a “query”, then server 105 could execute the
query at step 415. If server instruction 414 comprises a “notification” of an alarm, then step 415 could initiate procedures for alarm notification to 3rd parties or alarm
resolution. Other possibilities for processing a server instruction 414 at step 415 exist without departing from the scope of the present invention.

FIG.5a

FIG. 5 ais a flow chart illustrating exemplary steps for a server to process a response for a module, including sending and signing a module instruction, in accordance
with exemplary embodiments. The steps illustrated in FIG. 5 a may comprise step 317 a and step 317 b illustrated in FIG. 3 above. Since message 208 and response 209
may traverse the public Internet 107, a module 101 and a server 105 may prefer to take additional steps to sending plaintext in packets in order to maintain security of a
system 100. Server 105 can process a response 209 to a message 208 from module 101 using a module public key 111 and a server private key 105 ¢, according to a
preferred exemplary embodiment. If a symmetric cipher 141 b is utilized within cryptographic algorithms 141, then server 105 may also utilize a symmetric key 127 to
encrypt data within a response 209. Note that the security methods described herein are optional, and message 208 and response 208 can be sent without any or all of
the additional security steps described herein, but the use of these security steps may be preferred.
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After receivingmessage 208 as illustrated inFIG. 2, server 105 can prepare anacknowledgement501. The acknowledgement501 can be a simple text, binary, or
hexadecimal string to confirm thatmessage 208 has been received and/or processed byserver 105. Since message 208 may be transmitted via a UDP or UDP Lite
packet,module 101 may preferably utilize a reply message fromserver 105 containingacknowledgement501, in order to confirmmessage 208 has been received by
server 105. Alternatively, if TCP is used to transmitmessage 208, an acknowledgement501 may be used at the application layer of the Open Systems Interconnection
(0SI) model, wherein a simple TCP ACK message may operate at the lower transport layer than the application layer. UDP may be preferred over TCP in order to reduce
processing resources formodule 101 and server 105, especially considering the relatively small and comparably infrequent rv ges sent bety )dule 101 and a
server 105 (when compared to web browsing and consideringnodule 101 may have abattery 101 k that may preferably last for weeks or longer without recharging). In
processing aresponse 209, server 105 may optionally add asecurity token401, which could be arandom number128 a, or a randomly generated text, binary, or
hexadecimal string.Security token401 could be arandom number128 a or string that is included inresponse 209 in order to make eachresponse 209 unique and thus
avoid any replay attacks whenresponse 209 traverses Internet 107. Note that amessage 208 may also preferably include asecurity token401.

In other words, the use ofsecurity token401 can ensure to a high level of certainty that eachesponse 209 will be different and thus the data withinresponse 209 would
not be sent more than once. Note thatsecurity token401 may be generated bymodule 101 in message 208, and in this case server 105 can use the same security token
received inmessage 208. Security token401 can alternatively be generated byserver 105 and different than anysecurity token401 received in message 208. As one
example, server 105 could use afirst security token401 received in message 208 to process asecond security token401, where the second security token401 is
generated using (i) a pre-agreed algorithm betweermodule 101 and server 105 and (ii) thefirst security token401 as input into the pre-agreed algorithm Security token
401 illustrated in FIG. 5a can be derived or processed by usingnessage 208 in accordance with preferred exemplary embodiments.

Server 105 may also optionally add amodule instruction502 when preparing aresponse 209. The module instruction502 could be a string that contains instructions or
configuration parameters formodule 101, such as an order to change state, parameters regarding the monitoring of monitorednit 119, server names or addresses,
radio frequency parameterswireless network 102 authentication parameters or keys, keys for communication witlserver 105 or M2M service provider108, etc. Module
instruction 502 may also comprise an instruction to change the state ofictuator 101 y, a timer value, a sensor threshold value, the threshold for an alarm state, and
information for display at auser interface 101 j an instruction to sleep, etc.Module instruction502 may further comprise an updated moduleprivate key 112, and
updated server public key 114, or the address or name of anew server105 added toM2M service provider108. According to an exemplary preferred embodiment, a
module instruction502 could comprise a “key generation” instruction, wherenodule 101 generates a new pair of a moduleprivate key 112 and a modulepublic key111,
utilizing the exemplary steps and procedures illustrated iffIG. 5b below. The “key generation” 608module instruction502 (illustrated in FIG. 6a below) could be used to
create new keys for a new purpose (such as connecting to aew wireless network102 or communicating with a new server105), while the existing keys used to
communicate withserver 105 could remain operable or be deprecated at a later time. Alternatively, an existing modulsublic key 111 could be deprecated or become
invalid once server 105 sends a “key generation"'module instruction502.

In order to controlmodule 101, server 105 would normally need to includemodule instruction502 in the response 209 only after receivingmessage 208, since the server
105 would normally not be able to send messages to anodule 101 at arbitrary times, such as before anessage 208 has been received by theserver 105. The reasons
include (i) the module may normally be in a sleep or dormant state, in order to conserve battery life or power consumption, where an unsolicited incoming Internet packet
from server 105 would not be received bymodule 101, and (i) a wireless network102 (or equivalent wired network that awired module101 could connect with) may
frequently include afirewall 104. Firewall 104 could prevent packets from thelnternet 107 from reachingmodule 101 unless module 101 had previously first sent a

packet to server 105 within a firewall port-bindingtimeout period 117 of firewall 104. The port-binding timeout period of afirewall 104 may be an exemplary period such

as 20-60 seconds for UDP packets and several minutes for TCP packets. Note thahodule instruction502 may optionally be omitted, such that (b) someesponse 209
messages may includemodule instruction502, and (b) other response209 1 ges may omitmodule instruction 502, but include anacknowledgement501 to

message 208. Also note that according to an exemplary embodiment described herein, the use of optional strings or steps can be depicted in FIGSadd 5 a through the
use of dashed lines for the various elements illustrated.

Server 105 may then use as input theacknowledgement501, security token401, and module instruction502, including optional data andparameters 126, into
cryptographic algorithms141 at step 503. The cryptographic algorithms141 at step 503 can utilize either (i) modulepublic key 111 as an encryption key ifasymmetric
ciphering141 ais utilized, or (ii) a sharedsymmetric key 127 if a symmetric cipher141 b is utilized, such asAES 155 ciphering. The output ofcryptographic algorithms
141 at step 503, using acknowledgement501, security token401, and module instruction502, plus optional data andparameters 126, as input, can be serverencrypted
data 504, as illustrated in FIG. 5a . Server encrypted data504 could be a string or number, including a text, binary, or hexadecimal string or series of numbers or bits, and
other possibilities for the formal of serveencrypted data504 exist as well, including a file, without departing from the scope of the present invention. By using module
public key 111 and/or symmetric key127 in the cryptographic algorithms141 at step 503, server encrypted data504 may only be reasonably decrypted bymodule 101
using module private key 112 and/or symmetric key 127. Thus theresponse 209 transmitted across aninternet 107 may be reasonably considered secure and only
reasonably decrypted bymodule 101.

Server 105 can then process serverencrypted data 504 by appending or includingserver identity206. Note that server identity206 can be appended or included after the
operation of step 503, since the server identity206 may optionally be openly readable within aesponse 209 transmitted or sent tomodule 101. As one example,server
identity206 could compriseIP address 106 as a source IP address inresponse 209, which would be openly readable on theinternet 107 since a valid packet must have a
source and destination IP address. Additional details on an exemplary structure afsponse209 are illustrated inFIG. 6 a below. By includingserver identity 206 after
encryption at step 503, the module can read theserver identity 206 and verify a digital signature withinresponse 209 without having to first decrypt data withirresponse
209 using the moduleprivate key 112 or symmetric key 127. Note that server identity206 could alternatively be included within serveencrypted data504, such that step
505 takes place beforestep 504. In other words, includingserver identity 206 external to a serverencrypted data504 can be used bymodule 101 to select the proper
server public key 114 when verifying a digital signature inresponse 209.

Server 105 can then process a serverdigital signature506 using the serverprivate key 105 ¢. The server digital signature 506 can be processed according to public key
infrastructure (PKI) standards such as the National Institute of Standards (NIST) “FIPS 186-4: Digital Signature Standard” (which is hereby incorporated herein by
reference), or IETF RFC 6979 titled “Deterministic Usage of the Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA)” (which is hereby
incorporated herein by reference). The use of a servedigital signature506 can be processed according to the description of a digital signature according to the

Wikipedia entry for “Digital Signature” as of Sep. 9, 2013, which is incorporated by reference herein in its entirety. Also note that other uses of a digital signature as
contemplated within the present invention may refer to the above three references and related standard techniques for processing and creating digital signatures. Other
PKI standards or proprietary methods for securely generating a servedigital signature506 may be utilized as well.

According to a preferred exemplary embodiment, ECC algorithms for generating servatigital signature506 may be utilized in order to minimize the key length compared
to RSA algorithms. Serverdigital signature 506 may comprise a secure hash signature using a hash algorithm such as secure hash algorithm (BHA-1), or subsequent
standards such as SHA-2 and SHA-3, and other possibilities exist as well. Servedigital signature 506 is illustrated inFIG. 5a as being processed after serverencrypted
data 504, but server digital signature 506 may also optionally be included in serverencrypted data504. Step 506 may also take place beforestep 505.

Also note that serverdigital signature506 may preferably be included in aresponse 209 before module 101 begins either (i) utilizing asymmetric key 127 shown in step
413to encrypt a moduleencrypted data403, or (i) accept or process amodule instruction502. After including serverdigital signature 506 in a first response 209 that
uses asymmetric ciphering141 a, server 105 may omit serverdigital signature506 in a second subsequent response. The second subsequent response could be a case
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where (i) serverencrypted data504 utilizes a symmetric key 127 for ciphering (whereserver 105 received the symmetric key 127 in a message 208 that utilized
asymmetric ciphering141 a as illustrated in FIG. 4above) and (ii) expiration time 133 of symmetric key 127 has not transpired.

Although energy may be conserved for anodule 101 utilizing the exemplary steps illustrated in FIG. % and elsewhere herein, a high level of security is desirable for
many “machine-to-machine” applications. Anodule 101 may be utilized for industrial applications or health monitoring, where the receipt afnauthorized module

Instructions502 from 3¢ parties could results in damages or losses. Without proper security that can include the steps illustrated in FIG.25 response 209 could include
amodule instruction502, and module 101 could potentially receive commands or instructions from sources other thaserver 105, such as hackers.

FIG.5b

FIG. 5b is a flow chart illustrating exemplary steps for a server to communicate with a module that has derived a public key and private key, in accordance with
exemplary embodiments. In order to utilize communications secured with PKI techniques such as private keys, public keys, certificates, and identitiesnadule 101 may
preferably obtain or generate these keys and utilize anodule identity 110 and/or acertificate 122 in a secure manner. Given that a plurality ofnodules 101 may be
deployed in potentially remote places, without frequent contact with end users or technicians, the use of secure PKI techniques formdule 101 can create a significant
set of challenges for the generation of modulepublic key 111 and module private key 112, as well as properly and securely obtaining «ertificate 122 with anmodule
identity 110. Using conventional technology, significant challenges and costs can be incurred when (fhodule 101 has already been deployed, such as collecting data
from a monitoredunit 119, and (i) module 101 needs to utilize a new set of moduleprivate key 112 and module public key 111.

Exemplary embodiments that include derivation or processing of a new modulprivate key 112 and module public key 111 may utilize the particular steps and
procedures contemplated herein, in order to minimize any potential human intervention (with related costs) while continuing to maintain or also enhance security,
compared either (i) externally generating modulerivate key 112, and/or (i) continuing to use the same modulerivate key 112 for the lifetime ofmodule 101. Over a
long period of operating time for anodule 101, such as several years or longer, there may bemany reasons module101 may need a new pair of PKI keys, such as (i)
expiration of acertificate 122, or the certificate 122 of a parent signature authority, (ii) the transfer of ownership or control afiodule 101, where the prior ownership
could have direct or indirect access to the modul@rivate key 112, (iii) supporting anew server 105 that has different security requirements or a different set of
parameters 126 (longer keys, different ECC curves, differentryptographic algorithms141, etc.), and/or (iv) revocation of a public key in a chain o§ignatures 123
associated with acertificate 122. In the case of (ii) above, new ownership ofnodule 101 may require amodule 101 to utilize a new moduleprivate key 112 since the old
ownership may have access to an old modulerivate key 122. In the case of (iii) above, anew server 105 may require a pair of public/private keys incompatible with a
prior set of public/private keys utilized bynodule 101 and/or acertificate 122 for module 101.

Other possibilities exist as well for reasons why anodule 101 and/or server 105 may prefer for amodule 101 to utilize a new modulepublic key 111 and new module
private key112. In an exemplary embodiment,module 101 may generate a new public/private key periodically in order to enhance the security of system100. A benefit
of a system 100 supporting periodic generation of keys bynodule 101 is that the key length can be shortened in order to obtain a similar level of security, and the
processing power and energy consumption, possibly from dattery 105 k, can be reduced through the use of shorter key lengths. In other words, over time such as
several months or years, the use of a plurality of different pairs of public/private keys fanodule 101 with shorter key lengths can be both more secure and energy
efficient than using a single pair of public/private keys with a longer key length for the lifetime afiodule 101. Shorter key lengths may also be more compatible with
processing power constraints of amodule 101. Thus, in exemplary embodimentsmodule 101 and/or server 105 may prefer formodule 101 to periodically generate new
public and private keys.

The general approach adopted by most mobile phone networks over the past two decades has been founded upon the use of a pre-shared secret key recorded in SIM
cards, such as the Ki pre-shared secret key in 2G and 3G networks. That approach may work for mobile phones, where the SIMs can often be easily replaced, but the use
of a pre-shared secret key in a SIM may not be suitable for anodule 101 and M2M service provider108 for many circumstances. As one example, significant costs may
be incurred by swapping out a SIM card for already deployednodules 101, especially if they are in remote locations or continually moving such as a tracking device on a
container, pallet, truck, or automobile. In an exemplary embodiment, module 101 may preferably record multiple pairs of publicgrivate keys 111/112 for various and
different functions, such as connecting tadifferent servers 105, connecting todifferent wireless networks102, etc. As contemplated herein, recording more than one
public/private key 111/112 can comprise module 101 recording a plurality of pairs of modulepublic keys 111 and module private keys 112 In exemplary embodiments,
one pair comprising a first modulepublic key111 and a first moduleprivate key 112 can be identified or selected from a different pair comprising a second module

public key111 and a second moduleprivate key 112 using a module publickey identity 111 a.

The number of pairs of public/private keys useful to anodule 101 concurrently could be several, such as an exemplary three or more actively used public/private keys,
although other possibilities exist as well. Manually trying to change or add a new SIM card each time a new security key is required may not be efficient or feasible. Or in
another exemplary embodiment, the multiple pairs of private and public keys could be used in sequence, such thatodule 101 with server 105 utilizes a single module
public key 111 and module private key 112 at any given point in time. In the case where moduld 01 (i) uses more than oneprivate key 112 and more than onepublic key
111 and (ii) derives at least one moduleprivate key 112 and one public key 111 during the lifetime ofmodule 101, this case may be consideredmodule 101 using a
plurality of moduleprivate keys 112 and using a plurality of modulepublic keys 111. Inthe case wheremodule 101 derives or generates more than one modulerivate
key 112 and module public key 111 during the lifetime ofmodule 101, this case may be consideredmodule 101 deriving a plurality of moduleprivate keys 112 and
module public keys 111, or also deriving a plurality of pairs of modulepublic keys 111 and module private keys112. The various pairs in the plurality may use different
sets of parameters 126 or the same set ofparameters 126. The plurality of modulepublic keys 111 and module private keys 112 can be processed by aCPU 101 b with
key pair generation algorithms141 e and a random number generator128. The random number generator128 can use input from asensor 101 f, a radio 101 z, and/or
temporary random seed file.

In p module 101 can use a modulepublic key 111 for sending @ moduleencrypted data403 or receiving a serverencrypted data504 by either (i)
sending the modulepublic key 111 to a server 105 in order to allow the moduleencrypted data403 to be decrypted (such as using a stepd13) or the serverencrypted
data 504 to be encrypted (such as using a step503), or (ii) inputting the modulepublic key 111 into a key derivation function141 fin order to derive or process a derived
shared secret key 129 b, which could be used with asymmetric key 127. Other possibilities exist as well formodule 101 to use its own public key 111 with cryptographic
algorithms for communicating with aserver 105.

y embodi

FIG. 5b illustrates exemplary steps that can be performed witlmodule 101, including using amodule program 101 J, for generating, deriving, and/or updating a module
public key111 and module private key112. The steps illustrated inFIG. 5b include both (i) an “initial” or “startup” case wheremodule 101 has not previously derived keys
(or keys not internally derived may not have been loaded), and (ii) a subsequent or “follow on” time whemodule 101 can generate or derive keys after keys were initially
obtained or derived. Note that efficient and secure methods and systems contemplated herein, including in FIG5, may also be utilized with a regular consumer mobile
phone, or smartphone, as amodule 101. Mobile phones asmodule 101 can benefit from (i) deriving a modulepublic key 111 and a moduleprivate key 112, (i) sending
moduleencrypted data403 in a message 208 using the derived keys, and (iii) receiving a serveencrypted data504 in a response 209 also using the derived keys. In the
exemplary embodiment wheremodule 101 comprises a mobile phone, thensensor 101 f may comprise a microphone andactuator 101 y may comprise a speaker, and
other possibilities exist as well to those of ordinary skill in the art fomodule 101 to comprise a mobile phone.
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At step 511, during manufacturing ofmodule 101, including manufacturing of subcomponents such as a circuit board, assembly of hardware components illustrated in
FIG.1b, etc., a module identity 110 could be written into the hardware, and could comprise a serial number, International Mobile Equipment Identity (EVIEI) number,
Ethernet MAC address, or a similar persistent identification for anodule 101. An IEMI number may be used with a mobile phone asnodule 101, in a preferred
embodiment. For security purposes, themodule identity 110 may preferably be written into a read-only location, such as a readable location onsystem bus101 d,
which could also comprise aROM 101 c. Recording and utilizingmodule identity 110 is also depicted and described in connection witlflG. 1e , FIG. 2, and elsewhere
herein. Alternatively,module identity 110 could be recorded in a non-volatile memory such as dlash memory101 w.

At step 512, module 101 can be distributed to end users and also installed with a monitorednit 119. If module 101 is a mobile phone, then monitoredunit 119 could be

a person that carries the mobile phone. Also note that a monitoredinit 119 could be omitted, and amodule 101 could use the techniques contemplated herein. Astep
513, a shared secret key 510, parameters 126, and a server address207 can be recorded in anonvolatile memory101 w. Parameters 126 may comprise settings for a
cryptographic algorithms141 as illustrated inFIG. 1g, including (i) key lengths, (ii) algorithms to utilize for key generation or ciphering, such as selectirRSA algorithms
153 or ECC algorithms 154, (iii) a specificsecure hash algorithm141 c to utilize, such as SHA-256 or SHA-3, (iv) an expiration date of the modulpublic key 111, (v) a
maximum time value for anexpiration time 133 associated with asymmetric key 127, (vi) a ECC parameters137 or an ECCstandard curve138 as parameters 126 in FIG.
1h, (vii) the specification of or values for a padding scheme for use with digital signature algorithms141 d, and/or similar or related values for usincryptographic
algorithms141 d. Although not illustrated in FIG. S , at step512 a configuration file could also be loaded into non-volatile memory, where the configuration file includes
a plurality of fields specifying the operation ofnodule 101. The shared secret key 510, parameters 126, and server address207 could be included in a configuration file.

Continuing atstep 513, server identity 206 could be utilized in place of or in addition teserver address 207, and in this case module 101 can later perform a DNS or
DNSSEC lookup usingserver identity206 in order to obtainserver address207 for use in amessage 208, such as the destination address. Sharedsecret key 510 and
server address 207(or server identity 20§ could also be recorded in aROM 101 c at step 513. Step 513 may also be performed concurrently withstep 511 or step 512.
According to an exemplary embodiment, a manufacturer may perfornstep 513 and in this case step513 could take place concurrently withstep 511. In another
embodiment, a distributor ofmodule 101 could performstep 513 and in this case step513 could take place concurrently withstep 512. Alternatively, step 513may be
performed by a technician or end user after manufacturing and distribution and befomnodule 101 begins collecting sensor data with a monitored unit. Other
possibilities exist as well for the sequence ofteps 511 through 513 illustrated in FIG. 5b without departing from the scope of the present invention.

Note that step 513 may take place multiple times during the lifetime of anodule 101, and in this case (a) thefirst time step513 is conducted,step 513 could be
conducted concurrent withsteps 511 or 512, and (b) asubsequent time step513 is conducted, step 513 could be conducted after the receipt of aresponse 209, where
the response 209 includes a second sharedsecret key 510, server address 207, and also potentially anew module identity110. In other words, although not illustrated in
FIG. 5b,a module 101 could return to step513 from later steps upon the equivalent of a “factory reset”, or similar command wherflash memory 101 w and other
nonvolatile memory would be cleared. In an exemplary embodiment wheretep 513 takes place a second time may potentially be the transfer of ownership or control of
module 101, or a another embodiment wherestep 513 takes place a second time could be the upload of new firmware that is incompatible with a previous configuration
file. In any case, sharedsecret key510 can preferably be uniquely associated with moduld 01 (i.e. any given sharedsecret key 510 may belong only to an individual
module 101).

Shared secret key 510 may comprise a pre-shared secret key 129, as described inFIG. 1e. If module 101 has already derived a moduleprivate key 112 and module
public key111 (such as whenstep 513 is being conducted at a second or additional time as contemplated in the previous paragraph), then sharegbcret key 510 may
comprise () akey received in a serverencrypted data504 including possibly asymmetric key 127, or (i) a derived sharedsecret key 129 b. Derived sharedsecret key
129 b could be obtained from using akey derivation function141 f and module public key 111 and server public key 114, using a modulepublic key 111 that has already
been derived or used by module 101(such as if at least one moduleprivate key 112 and module public key 111 had already been used or derived before stef513).

As contemplated herein in an exemplary embodiment, an first modulprivate key 112 and first modulepublic key 111 could be derived outsidemodule 101 and loaded
into a nonvolatile memory such asflash memory 101 w at a prior time beforestep 513, and the shared secret key 510 could be received bymodule 101 using the first
module private key 112 and module public key 111(such as receiving the sharedsecret key510 in a serverencrypted data504 using the first moduleprivate key112
which had been loaded). Step513 could then comprise a later time after the serveencrypted data 504 has been received that includes the sharedsecret key 510, where
module 101 may (i) prefer to begin utilizing keys thamodule 101 internally derives usingcryptographic algorithms141 instead of (ii) continuing to use the first module
public key 111 and module private key 112 that were derived outside of themodule 101, such as possibly loaded into a nonvolatile memory from an external source.

In the embodiment where sharedsecret key 510 has not been received bymodule 101 in a server encrypted data 504, shared secret key 510 could be obtained and
loaded by a distributor, installer, or end user into a nonvolatile memory such aflash memory 101 win the form of a pre-shared secret key129 a, where pre-shared secret
key 129 a was obtained using amodule identity 110 and pre-shared secretkey code 134 as depicted and described in connection withFIG. 1 e above. Module 101 could
also utilize a first pre-shared secret key 129, including a first pre-shared secret key129 a entered by potentially a distributor, installer, or end-user described iflG. 1e,
to derive shared secret key 510. Other possibilities exist as well for sharedsecret key 510, and shared secret key 510 can be useful for the proper identification and/or
authentication of module 101 upon module 101’s generation of aprivate key 112 and public key 111, as described below includingstep 517. If module 101 is a mobile
phone, as contemplated herein, sharedsecret key510 could be loaded by a distributor or company selling or servicing the mobile phone, or sharestcret key 510 could
be obtained by the end user or subscriber accessing a web page associated with a mobile operator forwireless network 102 associated with the mobile phone and/or
SIM card.

Also note that as contemplated herein, an initial modul@rivate key 112 and initial modulepublic key 111 could be recorded into nonvolatile memory astep 513. For
example, a manufacturer, distributor, installer, technician, or end-user could load the initial module private key and initial modidablic key 111, where the initial module
public key 111 would be utilized to authenticate at step517 a subsequent set of public/private keys derived bynodule 101 at step 515. In this case, the initial module
public key 111 and/or initial moduleprivate key 112 described in the previous two sentences could comprise the sharedecret key510. One reason the initial module
private key 112 with the initial modulepublic key 111 would comprise a sharedsecret key 510 may be that (i) the initial moduleprivate key 112 and initial modulepublic
key 111 together have been “shared” in the sense that the initial modulgrivate key 112 has been located outsidemodule 101 and in possession of an entity such as the
manufacturer, distributor, installer, technician, or end-user in order to load the initial module private key into a nonvolatile memory such fissh memory101 w (and initial
module public key 111 is subsequently shared with server 109, (ii) the initial moduleprivate key 112 and initial modulepublic key 111 can be used to authenticate a
subsequent message208 containing a public key internally derived by the module astep 517 below, and (iii) the initial moduleprivate key 112 would remain “secret’ in
the sense that it is not publicly shared (i.e. aninitial or “loaded” modulprivate key 112 could preferably kept confidential and thus part of a “shared secret key”). Thus,
FIG. 5b also contemplates an embodiment where sharediecret key 510 at step 513 comprises an initial public/private key pair fornodule 101 that is not internally
derived bymodule 101, including keys derived atstep 515.

Note that the contemplation of the use of sharedsecret key510 as a pre-shared secret key 129a within the present invention may be different than the use of a pre-
shared secret key within a SIM card as commonly supported bwireless networks102 with mobile phones in 2013. Specifically, as depicted and described in connection
with FIG. 1 e and elsewhere herein, the sharedsecret key 510, either (i) comprising a pre-shared secret key 12% or (ii) derived from a pre-shared secret key129 a, may

be moved byCPU 101 b into a volatile memory such asRAM 101 e, with subsequent access bycryptographic algorithms141. In contrast, the pre-shared secret key
within a SIM card for mobile phones is usually designed to prevent movement of the pre-shared secret key within a SIM inRAM 101 e.
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If a SIM card is present withinmodule 101, and the SIM card contains a pre-shared secret key, such as Ki, then as contemplated herein, sharesteret key 510 may be
derived using the SIM card and Ki. As one examplemodule 101 could (i) utilize a RAND message, potentially received from a 3G or 4G mobile network such agireless
network 102, and (ii) input the RAND into the SIM card and receive a response RES (or SRES), and utilize the string in RES to process or derive a sharsekcret key 510.
Response RES could also comprise a sharedsecret key 510. Server 105 could also submit the same RAND associated with the SIM card and Ki twireless network102,
and receive the same RES as obtained bynodule 101. By both module 101 and server 105 having the same RES value, they can follow a pre-agreed series of steps to
use the same RES in order to derive a commonly shared secret ke§10 (or the shared RES could comprise a shared secret key610). In one embodiment wheremodule
101 includes a SIM card for awireless network102, such as a 4G LTE networkmodule 101 and server 105 could both utilize akey derivation function141 f, using the
same RES as input, in order to derive the same sharedsecret key510.

At step 514, module 101 can read module identity110 using a read-only address Module 101 can read module identity 110 directly from read-only hardware address by
using system bus101 d, including from aROM 101 ¢, or module 101 can read module identity110 from a nonvolatile memory such as aflash memory 101 w. Thus, the
read-only address could comprise an address accessible orsystem bus101 d that is designated read-only for a period of time. Thanodule identity 110 could be
recorded into aflash memory 101 w by module 110 after a prior read of module identity 110 from a read-only address. In this case fnodule 101 taking the step described
inthe previous sentence),reading module identity110 from the nonvolatile memory atstep 514 can also comprisemodule 101 reading module identity110 using a read-
only address. Thus, althoughmodule 101 may read module identity110 from a flash memory 101 w, if () module 101 initially utilized a read-only address to record the
module identity 110 into the flash memory 101 w, then (b) reading module identity110 from the flash memory 101 w could comprise using a read-only address to read
module identity 110. Other possibilities exist as well, such as the address that includemodule identity 110 in either (i) a nonvolatile memory such as &ROM 101 ¢ or (i)
an address accessible onsystem bus 101 d, could be designated for a period of time as available for a read-only operation. Stef14 could also take place afterstep 515
below.

At Step 515, module 101 can derive moduleprivate key 112 and a corresponding modulepublic key 111 using (i) random number generator128, (ii) parameters 126, (iii)
cryptographic algorithms141, and/or (iv) a keypair generation algorithm141 e. Module 101 at step 515 and elsewhere in the present invention can be a mobile phone
such as a smartphone.Private key 112 and corresponding modulepublic key 111 can be derived according to a wide range oparameters 126, and can utilize different
algorithms for different pairs of keys, such asRSA 153 or ECC 154. Key derivation atstep 515 could generate keys of various lengths, such as 2048 bits witlRSA 153 or
283 bits with ECC 154, and other possibilities exist as well. If usindECC 154 to derive a pair of keys formodule 101, step 515 could also accommodate the use of
different elliptic curves for compatibility withserver 105, such as the use of odd-characteristic curves, Koblitz curves, and making sure the derived keys bmodule 101
use a compatible or identical elliptic curve or defined elliptic curve equation aserver 105, etc. Module 101 can use ECC parameters137 or an ECC standard curve 138in
a parameters 126 to derive moduleprivate key 112 and/or module public key 111.

Deriving keys instep 515 could also comprise using values such as constants or variables in parameters 126 to define an elliptic curve equation for use with arECC
algorithm 154. The values or constants to define an equation for an elliptic curve could be input into a keyair generation algorithms141 e in the form of ECC
parameters 137 or an ECC standard curve 138. In an exemplary embodiment, where aparameters 126 does not include constants and variables for defining an elliptic
curve equation, a keypair g ion algorithms141 e could use pre-defined elliptic curves withECC algorithms 154 such as standardized, named curves in ECC
standard curve138 including exemplary values such as sect283k1, sect283r1, sect409k1, sect409r1, etc. Exemplary, standardized named curves, as opposedrtmdule
101 and server 105 using an internally generated elliptic curveequation using parameters126, are also identified as example curves in IETF RFC 5480, titled “Blliptic
Curve Cryptography Subject Public Key Information®. Thusmodule 101 could use either standardized elliptic curves, or a separate defined elliptic curve equation as
specified in aparameters 126.

The curve formodule 101 to utilize in deriving modulepublic key 111 and module private key 112 at step 515 could be specified inparameters 126. Consequently, the
parameters of keys generated bymodule 101 at step 515(including key length or algorithms utilized) may be selected based upon the requirements of the application
and can be included in aparameters 126. When deriving keys atstep 515, module 101 may also preferably utilize data fromsensor 101 f, radio 1012,a bus 101 d, a
physical interface101 a, memory 101 e, and/or a clock in order to generate aseed 129 for random number generator128, or random number generator128 could utilize
these inputs directly. Arandom number128 a can be input into keypair generation algorithm141 e in order to derive the modulepublic key 111 and module private key
112 Note that withECC algorithms 154, a module private key 112 can be a random number128 a in one embodiment, and the modulepublic key111 can be derived with
a key pair generation algorithms141 e using the moduleprivate key 112 comprising therandom number128 a.

Upon key derivation atstep 515, module private key 112 and module public key 111 can be recorded in anonvolatile memory 101 w. Module private key 112 is preferably
not transmitted or sent outsidemodule 101. Note that module 101's internal derivation, or processing or creation, of modulgrivate key 112 and corresponding module
public key 111 can have many benefits. First, moduleprivate key 112 does not need to be recorded in any other location than withimodule 101, and thus may also be
considered not shared. Recording moduleprivate key 112 only within module 101 avoids potential security risks of (i) storing or recording modulerivate key112 in
other locations, such as withmodule provider 109, M2M service provider108, or an installer or end user ofmodule 101, and (ii) transferring moduleprivate key 112to
and/or from these other locations. One security risk from storage of modulprivate key 112 outside module 101 is that unauthorized 3 parties may gain access to the
module private key112.

Also note that over a potential lifetime of a decade or more of operation afiodule 101, each time a new moduleprivate key 112 may be required (for various potential
reasons outlined above), the external recording and/or transferring of modulprivate key 112 incurs a potential security risk. Security risks can be compounded if the
external location recordsprivate keys112 for a plurality of modules 101. Also, by internally generatingprivate key 112 at step 515 module 101 can overcome significant
limitations and costs requiring the distribution of a pre-shared secret key Ki in the form of a SIM card or similar physical distribution of a pre-shared secret key, after
module 101 begins operations. In comparison, the use of a sharedsecret key 510 in the present invention does not require physical distribution of a new sharedecret
key 510 after module 101 begins operations.Module 101’s key derivation could be triggered by either (i) dootloader program125, where the bootloader program125
determines that memory withinmodule 101 does not contain a moduleprivate key 112, or (i) via amodule instruction 502 such as a “key generation” command in a
response 209 from a server, and other possibilities exist as well.

Note that module 107's generation of keys after deployment and installation may create challenges for authentication of a new modupablic key 111 with module
identity 110, since module 101 may be connecting toserver 105 or M2M service provider108 via the Internet 107. After module 101 creates new modulepublic key 111
and module private key 112 at step 515, at step 516 server 105 can receive amessage 208 with the module identity110, the new modulepublic key 111, and parameters
126. Parameters 126 in message 208 at step 516 can represent theparameters 126 used to generate the modulepublic key111. The sub-steps for aserver 105 to
receive a message 208 are also depicted and described in connection witlfIG. 2 above. Parameters 126 within a message 208 can comprise descriptive values for new
module public key 111. Note that atstep 516, server 105 does not need to receive new modulepublic key 111 in the form of a certificate 122(although it could be in the
form of a certificate122). New module public key 111 could be received byserver 105 within a string or field within abody 602 of a TCP/UDP packet 601 a, illustrated in
FIG. 6 b below. As depicted instep 516 shownin FIG. 6b below,message 208 can also optionally include a module publicey identity 111 a, which can be recorded in
module database 105 k along withmodule identity 110 and module public key 111 a.

According to an exemplary embodiment, a first source (IP:port) number received infirst message 208 at step 516 can be different than a second source IP:port number
ina second message208 at step 518 below, wherein aresponse 209 send in step 519 below can preferably be sent to the second source IP:port number received in the
second message208 at step 518 in order to traverse a firewall104 (as depicted and described in connection wittpacket 209 a in FIG. 2). In other words, the proper
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destination IP:port for aresponse 209 to a module 101 can change over time, such as the proper destination IP:port changing due to the use of sleep states module
101 and/or function of afirewall 104. Consequently, according to an exemplary embodiment, aesponse 209 can utilize a destination IP:port number equal to the source
IP:port number received in thelast message 208 from module 101 received by server 105.

At step 517, server 105 can authenticate themessage 208 received instep 516 using the sharedsecret key 510 described instep 513. Server 105 could record the
shared secret key510. If step 517 occurs for the first time in a lifetime ofnodule 101, then sharedsecret key 510 could comprise a pre-shared secret key129 a recorded
by server 105 in a module database 105 k illustrated inFIG. 1f. If step 517 occurs at subsequent time, th ver 105 could have sent sharedsecret key510 in a server
encrypted data 504 and recorded sharedsecret key510 in a module database105k for later use (such as at step517). Server 105 can authenticate themessage 208
according to message digest, or using the sharedsecret key 510 as a symmetric key 127 within asymmetric ciphering algorithm141 b, where the successful encryption
and decryption of data withinmessage 208 using the shared secret key 510 on both ends could be confirmation thamessage 208 is authenticated, since both parties
would only be able to mutually encrypt and decrypt by sharing the same sharedecret key 510.

Other possibilities exist as well forserver 105 to use a shared secret key510 in order to authenticate amessage 208 that contains a new module public key 111(where
module 101 contains a new module private key112). In one embodiment,message 208 in step 516 could include a moduledigital signature405, where the module 101
used the sharedsecret key 510 as a private key to generate the moduladigital signature405. After receiving authenticated new modulepublic key 111 in steps 516 and
517, according to a preferred exemplary embodimentserver 105 can preferably only accept and process (A) either incoming (i) symmetric keys127 ciphered with a
asymmetric ciphering algorithm141 a, and/or (ii) incoming server instructions414, when (B) the next or a subsequentincoming message208 from module 101 using
module identity 110 also includes a valid moduledigital si €405 verified by using the new modulepublic key 111, received at step 516.

According to an exemplary embodiment, sharedsecret key $10 can be associated with a module publickey identity 111 a, and sharedsecret key 510 can be used to
authenticate a particular value for a module publickey identity 111 a. In this embodiment, (i) amessage 208 with module public key 111 and a first module public key
identity 11 a may be authenticated using a sharedsecret key510, but (i) a second message with moduleublic key 111 and a second module publickey identity111 a
may not be authenticated using the same sharedsecret key 510. Thus, in accordance with an exemplary embodiment, sharedecret key510 can be used for both (i) a
single time for authenticating a modulepublic key 111, and (ii) authenticating a modulepublic key 111 with a particular value for the module publickey identity111 a.
Note that module publickey identity 111 a can be particularly useful with key revocation, such that a key revocation could specify a particular module pubkey identity
111 a (associated with a particular module public keyl 11) to be revoked, but other modulepublic keys111 with different module publickey identities 111 a could remain
valid and not revoked.

Although not illustrated inFIG. 5 b , server 105 could operate with acertificate authority118 in order to utilize a new modulepublic key 111, as described in this
paragraph. Atstep 516, new modulepublic key 111 could be received byserver 105 in the form of a uniform resource locator (URL) or domain name for download of a
certificate 122 corresponding to the new modulepublic key111. If new module public key 111 is included in acertificate 122 in this embodiment of step 517(or a URL to
the certificate122), then module 101 could sendserver 105 a URL or address on thelnternet 107 where server 105 could download the new modulepublic key 111, such
as if module 101 had a certificate authority118 sign the new modulepublic key111. In this case, (i) the certificate authorityl 18 (or a separate server than server105)
could perform the steps 0f516 and 516 before server 105 conducts step518 below, and (ii) certificate authority 118 would need someconfirmation module101 using
module identity 110 was the correct owner of new moduleublic key111. Certificate authority118 could authenticatemodule 101 using the shared secret key510
(instead of server 105 authenticating module101 directly with the shared secret key510). Other possibilities exist as well formodule 101 to utilize shared secret key510
to authenticate a modulepublic key111 that has been derived bymodule 101.

After steps 516 and 517, server 105 can update amodule database105 k using the module identity 110 to insert or update the new modulepublic key111, and
parameters 126 associated with new modulepublic key111. Server 105 may communicate with a plurality ofmodules 101, and thus could utilize amodule database
105k in order to record the new modulepublic key 111 and parameters 126 with the module identity 110. In one embodiment, themodule identity 110 could preferably
operate as an index within a table ofnodule database105 k in order to speed reads and writes from the table used with modulpublic key 111, parameters 126, and
also selecting asymmetric key 127 for a symmetric ciphering algorithm141 b in later messages. As described in FIG. 19, parameters 126 can include data useful for
the operation ofcryptographic algorithms141 and module public key 111. According to a preferred exemplary embodiment, somenodules 101 in a system 100 could
utilize afirst elliptic curve, such as using a first set oECC parameters137 or first ECC standard curve 138 within a parameters 126, and other modules101 could utilize
a second and different elliptic curve within gparameters 126, such as a second set ofECC parameters137 or second ECCstandard curve 138.

After updating the new modulepublic key111, in step 518 of FIG. 5 b, server 105 could receive asecond message208, and the second message 208 can include a
module identity 110 and module encrypted data403. Although not illustrated inFIG. 5b , the second message208 could also include a moduledigital signature405,
wherein the module digital signature is created with the new modulpublic key 111 received instep 516. Server 105 could then utilize the steps illustrated in FIG. 4n
order to process theincoming message208 with the new modulepublic key 111, including using themodule identity 110 received in thesecond message208 to select
the new module public key 111 and subsequently verify a moduledigital signature405 using the new modulepublic key 111 and digital signature algorithm141 d. Also
as discussed inFIG. 4in connection with processing a receivednessage 208, server 105 could decrypt the moduleencrypted data403 in the second message208 by
using server private key 105 ¢. In one embodiment, thesecond message208 as illustrated inFIG. 5b , which could be the next message after authenticating module
public key 111 in step 517, could include a symmetric key127.

The module encrypted data403 in step 518 could include asymmetric key 127 for utilization with asymmetric cipher141b. Module 101 could also send sensor data in
amodule encrypted data403 at step 518. Or, at step 518 the second message208 could be a signal forserver 105 to use a key derivation function141 f with the server
public key 114 and the new module public key111 (received at step 51§ to create a new derived shared keyl129 b for use with symmetric ciphering algorithms141b in
subsequent messages208. If the second message208 in step 518 comprises a signal forserver 105 to derive a new derived shared key129 b, then this second
message 208 could then optionally leave off moduleencrypted data 403 and/or a moduledigital signature405. The successful use of a new derived shared kef29 b
(using the new modulepublic key 111 and existing server public key114) with symmetric ciphering algorithms141 b at subsequent steps by bothmodule 101 and server
105 can indicate to each the communications are mutually authenticatedSsecond message208 could also include aserver instruction414, and other possibilities exist
as well without departing from the scope of the present invention.

At step 519, server 105 can send a response 209 to module 101, where theresponse 209 includes serverencrypted data 504 and a module instruction502. Server 105
could take the steps to create and sendresponse 209 as depicted and described in connection witlf1G. 5a . Response 209 could be formatted according to the
exemplary response209 illustrated in FIG. 6a . The module instruction 502 could be anacknowledgement501 that the second message208 sent in step 518 was
received by server 105. At step 520, server 105 can receive athird message 208 with a confirmation 414 to server 105. Confirmation414 can be used to signal proper
execution of module instruction502, if module instruction502 comprised an instruction other than an “ACK” oacknowledgement501. If module instruction502 in step
519 was an acknowledgement 501 from server 105, then the confirmation414 may omitted and in this case step 520could be skipped.

At step 521 server 101 can determine or evaluate if a new modulepublic key 111 and/or certificate 122 are required for continued operation. One reason for the need of
new keys could be the expiration of acertificate 122 for module 101, or the desire to utilize a different set ofharameters 126 such as a longer key length for increase
security or the use of adifferent ECC parameters137 or a different ECCstandard curve138 with cryptographic algorithms141. As described elsewhere herein, many
other possibilities exist for reasons whymodule 101 and/or server 105 can prefer formodule 101 to utilize a new modulepublic key 111 and new module private key
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112 Either server 105 or module 101 may determine that the use of a new modulepublic key 111 and new module private key 112 may be preferred atstep 521. If
module 101 determines that the use of a new modulepublic key 111 and new moduleprivate key 112 is preferred or desirable,module 101 could sendserver 105a
signal that new keys will be generated either beforestep 521 or at step 521.

Upon determining new keys are desirable atstep 521, then server 105 could instructmodule 101 to derive new private and public keys by returning to stef515. Although
not illustrated inFIG. 5 b, upon determining “yes” atstep 521, server 105 could send amodule instruction 502 of “new key generation” and also a new set oparameters
126 to utilize with the new moduleprivate key 112 and module public key 111. In accordance with exemplary embodimentsmodule instruction502, including the “new
key generation” instruction and set ofparameters126, can be sent in aresponse 209 both (i) aftermodule 101 wakes from a sleep or dormant state and sends a
message 208 after waking from the sleep or dormant state, and (ii) before the expiration of a firewall port bindirtimeout value 117 after receiving themessage 208. If
server 105 determines that new keys are not required or desirable astep 521, server 105 can then proceed to step 312and wait for additionalincoming messages208
from module 101 or other modules. Step312 is also depicted and described in connection witlFIG. 3.

FIG.6a

FIG. 6a is a simplified message flow diagram illustrating an exemplary message received by a server, and an exemplary response sent from the server, in accordance
with exemplary embodiments. FIG. 6a illustrates exemplary details withirmessage 208 received by server 105 and also response209 sent by server 105. Message 208
may comprise a TCPAUDP packet601 a sent frommodule 101 source |Pport 204 to server 105 destination IPport 207. According to an exemplary embodiment, UDP or
UDP Lite formatting for TCPAUUDP packet601 a may be preferred. Source IPport 204 and destination IPport 207 in message 208 may be included within a header in
TCP/UDP packet601 a. Although asingle message208, response 209, module 101, and server 105 are shown inFIG. 6a, system 100 as illustrated inFIG. 2 may
comprise a plurality of each of these elements. As contemplated herein, the term “datagram” may also refer to a “packet”, such that referring to an elementdatagram
601 a can be equivalent to referring topacket 601 a.

TCP/UDP packet601 a may include abody 602 which can represent the data payload of TCPUDP packet601 a. The data payload of message 208 can optionally

include channel coding406 as described inFIG. 4 above, if the transport protocol for TCPUDP packet601 a supports the transmission of bit errors in the body02 (as
opposed to entirely dropping the packet), such as with the UDP Lite protocol. Support for the transmission of bit errorsbody 602 by wireless network 102 would be
preferred over entirely discarding a packet, since the programs such amodule controller105 x could include support for and utilization ofhannel coding406. Without

UDP Lite formattingmessage 208 can alternatively sent bymodule 101 as a UDP datagram, such as if wireless network 10Zor a wired connection) does not support

the UDP Lite protocol. Note that in this case (no support for the transmission of bit errors in a body02), wireless network 102 and nodes withinInternet 107 would
preferably include channel coding on the data link layers of the OSI stack in order to maintain robustness to bit errors at the physical layers of various hops along the path
between module 101 and server 105.

Note that if (A) message 208 comprises (i) regular UDP or TCP formatting (i.e. not UDP Lite or similar variations) within an IPv6 network, or (ii) a UDP or TCP format
within an IPv4 network with 2603 enabled, then (B)channel coding406 may optionally be omitted.Checksum 603 can comprise a value to for an integrity check of a
packet 601 a, and the calculation and use ofchecksum 603 is defined in IETF standards for TCP and UDP packets. In accordance with a preferred exemplary
embodiment, including the use of IPv6 fodnternet 107 and a UDP datagram formessage 208 and response 209, a checksum 603 sent bymodule 101 in a message 208
does not equal achecksum 603 in the message 208 received by server 105.

The body 602 can include amodule identity 110, module encrypted data403, and channel coding406. Although not illustrated inFIG. 6 a , body 602 could also include a
moduledigital signature405, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401Module identity 110 is illustrated inFIG. 6 a as external to module
encrypted data 403, although module identity110 may optionally only be included in moduleencrypted data403, and in this case module identity110 would not be
external to moduleencrypted data403 in a body 602. By includingmodule identity 110 as external to moduleencrypted data403, server 105 can use the unencrypted
module identity 110 in order to select either (i) the appropriate modulgublic key 111 to verify moduledigital signature405 if an asymmetric cipher141 a is used within
cryptographic algorithms141, or (i) the appropriate symmetric key 122within cryptographic algorithms141 to decrypt the moduleencrypted data403. Module public
key 111 and symmetric key127 may preferably be recorded in adatabase 105 d, such that server 105 can access a plurality of public keys usinanodule identity110in
body 602 for a plurality of modules 101.

Thus, by includingmodule identity 110 external to moduleencrypted data403, server 105 can utilize themodule identity 110 to query adatabase 105d and select the
appropriate modulepublic key 111 or symmetric key 127. As noted previously,module identity110 could comprise a string or number that is uniquely associated with
module identity 110, such as a session identity, as opposed to being anodule identity110 that is read from hardware inmodule 101 such as an IMEI number, Ethernet
MAC address, etc.Module identity110 is illustrated inFIG. 6 a as a session identity that is a different representation ofnodule identity 110 of a serial number such as in
FIG. 2, but in both cases the values can comprise anodule identity 110 since the values can be uniquely associated wittmodule 101 at any point in time.

According to an exemplary embodiment whereasymmetric ciphering141 a of moduleencrypted data403 is utilized, such as (i) thefirst message208 sent by module
101 and (i) where asymmetric key 127 had not been previously exchangedmodule identity110 can be (a) within module encrypted data and (b) not external to module
encrypted data403. In this case, server 105 can utilize serverprivate key 105 ¢ to, in seq e, decrypt modul rypted data 403, extract module identity110 from the
decrypted moduleencrypted data 403, and then used themodule identity 110 to select modulepublic key 111 from module database 105k in order to verify a module
digital signature 405. Note that if amodule identity110 is in body 602 and external to moduleencrypted data 403, then module identity 110 could be obfuscated or
otherwise ciphered according to a pre-agreed algorithm witlserver 105, such that server 105 can utilize the obfuscated or cipherednodule identity 110 to select a
module public key 111 from module database 105 k. The value of “[Module Identity String]" shown in FIG. @ could comprise an obfuscatedmodule identity 110.
According to an exemplary embodiment where (i) symmetric ciphering of modulencrypted data403 is utilized, such as after afirst message 208 had already been sent
by module 101 and a symmetric key 127 had previously been exchanged, then (iimodule identity110 can be external to moduleencrypted data403 and inbody 602 in
order for server 105 to utilize module identity 110 and select symmetric key127 from a module database 105 k, thereby enablingserver 105 to decrypt the module
encrypted data 403 using the selected symmetric key127.

The moduledigital signature405 can be calculated using the steps and algorithms described in FIG. 4bove. Module digital signature 405 can be a secure hash string or
number, and can be calculated using moduleprivate key 112 and digital signature algorithms141 d. Server 105 can verify module digital signature405 using module
public key 111 according to the standard techniques for verifying digital signatures using PKI as described atep 410in FIG. 4. Note that moduledigital signature405
can be useful forserver 105 to maintain security, since servemublic key 114 may be shared and potentially other nodes besidesnodule 101 could attempt to send in
encrypted data using serverpublic key 114.

In addition, the moduledigital signature405 may optionally be omitted frombody 602 after module 101 has previously sent symmetric key127 in a previous message
208 to themessage 208 illustrated in FIG. 6a . In other words, in a series ofmessages 208, module 101 can preferably change from (i) usingasymmetric ciphering141 a
with an initial message 208 that includes symmetric key 127in a module encrypted data403 (where theinitial message 208 also includes moduledigital signature405
and module identity110) to (ii) usingsymmetric ciphering141 b with subsequent messages208 without moduledigital signature405 in the series (where the
subsequent messages208 can include an obfuscatedmodule identity 110 external to moduleencrypted data403 for server 105 to select the appropriate symmetric key
127). The series of messages208 could begin when theinitial message208 is sent bymodule 101 and end when expiration time 133 of symmetric key 127 has
transpired, and subsequently a new series ofnessages 208 could begin where thefirst message 208 in the new series of messages changes back teasymmetric
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ciphering141 a withinitial message 208 that includes symmetric key 127n a module encrypted data403 (where the initial message208 also includes a new module
digital signature405). Other possibilities exist as well without departing from the scope of the present invention.

Using a message 208 with a moduledigital signature405 can be both more efficient and overall more secure than digest authentication (such as the digest
authentication described in IETF RFC 2069), although using digest-based authentication may be alternatively used. First, the use of a moddigital signature405

requires only a single packet fornessage 208 and a single packet forresponse 209 for secure communication betweenmodule 101 and server 105. The alternative
digest-based authentication would normally require at least 4 packets comprising: (th ge 208, (i) a challenge tc ge 208 from server 105 with a security token
401, (iii) a second message frommodule 101 with a hashed string generated using (i) the challenge, (iitryptographic algorithms 141, and (iil) the moduleprivate key

112, and then (iv) an acknowledgement fromserver 105. The additional messages with digest-based authentication would thereby drain battery life faster or utilize more
energy compared to using moduledigital signature 405.

Second, the use of moduledigital signature 405 allows a system 100 to be more highly secured since (i)server 105 may need to be connected to thePublic Internet107
and receive packets from a wide range of IP addresses that are not known beformessages 208 arrive, and (ii) by using moduledigital signature 405, server 105 can

then preferably not respond to incoming packets and messages without first receiving a properly signed module digital signature 406here the module identity 110
associated with moduledigital signature 405 could also be verified using acertificate 122 and a certificate authority public key 13. By server 105 remaining silent to all
packets except packets with a properly signed moduldigital signature 405, system 100 can thereby remain more secure. In other words, according to preferred
exemplary embodiments,server 105 does not send aresponse 209 to a first message 208 in a series of messages 208 that does not include a validated module digital
signature 405 (where the validated moduledigital signature405 includes a verified module identity 119, thereby increasing security. Once at least one moduldigital
signature 405 has been received byserver 105, then server 105 could use asymmetric key127 to verify a module identity until atimer expiration 133 for the symmetric
key 127. Server 105 could receive a symmetric key using themessage 208 illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401, and other possibilities exist
as well for securely sending and receiving asymmetric key127.

Moduleencrypted data403 can be processed using the steps and algorithms described in FIG. 4Note that moduleencrypted data403 as illustrated inFIG. 6 a is shown
ina plaintext form for ease of illustration, but actual modulencrypted data 403 within body 602 of a packet 601 a could be transmitted as binary, hexadecimal, Base64
binary-to-text encoding, or other encoding rules. Note that encryption bmodule 101 may optionally be omitted, and theserver instruction 414 with corresponding data
could be included within amessage 208 without encryption, such as if security could be maintained at the network level. As one example in this case without encryption,
server instruction414 could be included inbody 602 as plaintext. The encryption and/or security could be applied through other means, such as a secure tunnel between
module 101 and server 105, although setting up and maintaining a secure tunnel and similar or other means of security may require more processing and bandwidth
resources than the efficient techniques described herein.

Moduleencrypted data403 can include aserver instruction414, a server identity206, a module identity110, a security token401, a timestamp 604 a, and asensor
measurement604 b. The server instruction414 can represent the purpose of themessage 208 for server 105, and FIG. 6a illustrates an “update” forserver instruction
414, An update forserver instruction414 could be used to periodically notifyserver 105 of regular, periodic sensor measurements604 b acquired by asensor 101f. An
update for server instruction414 may also comprise a periodic report regarding monitoredinit 119, and a server instruction414 is described inFIG. 4. Other server
instructions414 besides an “update” may be included in a modulencrypted data 403 within a body 602. The “update” illustrated inmessage 208 in FIG. 6 a can also
include a newsymmetric key 127, and the moduleencrypted data403 illustrated in FIG. 6a may comprise the use of either anasymmetric ciphering141 a with
public/private keys, or (ii)symmetric ciphering141 b with a symmetric key 127.

Aninitial transmission or negotiation of aymmetric key 127 may preferably utilizeasymmetric ciphering141 a and the use of a public key as an encryption key and a
private key as a decryption key. Subsequent transmission of a new symmetric key27 may utilize either (i) asymmetric cipher141 b with a previously negotiated but still
valid symmetric key 127(i.e. expiration time 133 has not transpired), or (i) asymmetric cipherindl41 a. If the data withininstruction414 is longer than the maximum
data length supported by a selectedasymmetric ciphering algorithm141 a and the public/private key pair, then modulencrypted data403 withinmessage 208 can be
broken up into several sections, such that the data within each section is less than the maximum data length supported by theymmetric ciphering algorithm141a and
key length.

Server identity 206 within module encrypted data 403 can be useful for properly identifying thatserver 105 is the proper recipient and final destination ofnessage 208.
Server identity206 can be useful if a plurality ofservers 105 is utilized by anM2M service provider108 with potentially hundreds of thousands or millions ofnodules
101. In this case, with a plurality ofservers 105, server private key 105 ¢ may represent a private key that is shared among a plurality ofervers 105, since otherwise
server 105 may not be able to decrypt moduleencrypted data403 if each server 105 in the plurality of servers 105 did not share the common servemprivate key 105 c.
Continuing in this example of a plurality oervers 105, a server identity206 may represent a server that associated wittM2M service provider 108 but not the recipient
of message208. In this case, (i) afirst server 105 could receive message 208 and decrypt message 208 using a common serverprivate key 105 ¢ or symmetric key 127,
and (ii) thefirst server105 can forwardmessage 208 to the second server105 (not shown) withserver identity206. In this case, the first server 105 can forward
message 208 to the second server (not shown) without the encryption applied to modulencrypted data403, since (i) thesecond server 105 may not have access to the
server private key 105 ¢ and/or symmetric key 127, or (ii) thefirst server105 could have already decrypted the moduleencrypted data403 in order to read server identity
206 within module encrypted data403.

Module identity 110 within module encrypted data403 can represent the identity ofmodule 110, and could represent a serial number read bynodule 101 from a read-
only hardware address.Module identity 110is described inFIG. 1 ¢ and can represent a unique identifier ofmodule 101. Module identity 110 outside moduleencrypted
data 403 can represent a string or number that is different than a serial number that can be used tmodule 101 within a moduleencrypted data403. Security token401
within module encrypted data403 can represent a random string in order to makenessage 208 reasonably unique and thussystem 100 in FIG. 2 robust against replay
attacks. If moduleencrypted data403 includes symmetric key 127, then security token401 could optionally be omitted since symmetric keyl27 can also function as a
security token401. Security token401 is described inFIG. Sa. Timestamp 604 a can represent a time value thatmodule 101 sends message 208 or a time value that
module 101 acquired sensor data604 b. Sensor data604 b is described with the description of asensor 101 finFIG. 1e, and sensor data604 b can representsdata
module 101 acquires usingsensor 101 f. Sensor data 604 b within message 208 may be stored by server 105 in a module database105k, or potentially forwarded to
another server (not shown) for additional processingSensor data 604 b can comprise a wide range of values for asensor 101 f besides the exemplary value of a
temperature reading shown inFIG. 6 a, including raw sensor data, compressed sensor data, and processed or averaged sensor data. Thapecific sensor data604 b
showninFIG. 6ais illustrated to be exemplary and not limiting for sending and receiving sensor dat&ensor data 604 b may also be referred to as asensor
measurement604 b.

Although not illustrated inFIG. 6 a , body 602 or module encrypted data403 may also include an (i) identity of monitoredunit 119, which may be associated withsensor
data 604 b, and/or (ii) asensor identity 151 associated withsensor data 604 b, such that data from potentiallymultiple sensors 101 f could be properly identified and
recorded. As one example module 101 could collect sensor data for a plurality of monitoredinits 119, and in thiscase message208 would preferably include an identity
of monitored unit 119 associated with thesensor data 604 b. Or, a sensor 101 f could have asensor identity 151, and message 208 could include the sensor identity 151
with the correspondingsensor data 604 b (also illustrated in FIG. 7 of U.S. patent application Ser. No. 14/039,401). As described abovenessage 208 could also include
a symmetric key 127, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401.
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Note that if (A) moduleencrypted data403 exceeds an acceptable length for input or output int@symmetric ciphering algorithms141 a, such as data within a module
encrypted data403 comprising an exemplary 3000 bits but only a 2048 bit key length is utilized in an exemplary modupwivate key 112 processed with anRSA algorithm
153, then (B) moduleencrypted data403 within body 602 could comprise multiple separate sub-sections for modulencrypted data403. In this case, each sub-section
could comprise data less than the maximum acceptable length for encryption, and the sub-sections could be combined in order to form a modetwrypted data403
within body 602.

FIG. 6 a also illustrates exemplary details withirresponse 209 sent by server 105. Response 209 may comprise a TCPUDP packet601 b sent fromserver 105 |P:port
207 the IP address 210 and port number605, where |P address210 represents the external |P address ofwireless network firewall104 and port number605 is the
source port inmessage 208 as received by server105 (i.e. the source port inmessage 208 after traversing thefirewall 104 illustrated in FIG. 6a ). Thus, IP:port withIP
address 210 and port number 605 may be different than IPport 204 in response 209, since the presence of awireless network firewall104 may perform NAT routing,
which could change the source |P address and source port number from |Bort 204 to IP address 210 and port number 605 in message 208, as received byserver 105.
The use ofwireless network firewall104 in wireless network 102 may require thatresponse 209 be sent from IPport 207 to IP address 210 and port number 605 in order
to be properly processed byfirewall 104 and forwarded tomodule 101 at IP:port 204. Source IPport 207 and destination IP address210 and port number605 in
response 209 may be included within a header in TCPUDP packet 601b. TCP/UDP packet601 b could comprise a regular UDP packet, a UDP Lite packet, or a TCP
datagram, or similar protocols supported by arinternet 107. TCP/UDP packet 601 a and TCP/UDP packet 601 b can preferably utilize the same protocol.

As noted previously, the use of checksums may be mandatory in IPv6 networks, and thus response 209 comprising apacket 601 b caninclude a checksum value 603
(illustrated inmessage 208 but not response209) for the header. The use of firewalls such adfirewall 104 can change the header values in apacket 601b. In accordance
with a preferred exemplary embodiment, irst checksum value603 within a response 209 sent by server 105 can be different and/or not equal to asecond checksum
value 603 within the response 209 received bymodule 101. Likewise, in an exemplary embodiment, dirst checksum value603 within a message 208 sent by amodule
101 can be different and/or not equal to asecond checksum value603 within the message 208 received by server 105.

A UDP, TCP, or UDP Lite datagram as a TCPUDP packet 601 b within response 209 may include abody 606. Body 606 may comprise the payload or data within a UDP,
TCP, or UDP Lite packet.Body 606 can include aserver identity 206, a server digital signature506, server encrypted data 504, and channel coding406. Server identity
206is illustrated inFIG. 6 a as external to serverencrypted data504 within body 606, but server identity 206 may optionally be included in serverencrypted data 504
instead. Module 101 may communicate with a plurality ofservers 105, and server identity 206 as external to serverencrypted data 504 can allow module 101 to select
the appropriate symmetric key127 to utilize for decrypting server encrypted data 504since each of themultiple servers105 that module 101 communicates with may
utilize a different symmetric key 127.

Also note that theserver identity 206 can be similar tomodule identity 110, such that multiple different values forserver identity 206 could be utilized in asystem 100,

but each of the different values could preferably be uniquely associated witberver 105. As one example,server identity 206, outside serverencrypted data504 as
illustrated in FIG. 6a , may comprise a session identity or session identifier, as opposed to different server identity206 that could comprise a hardware serial number or
domain name forserver 105. Thus, server identity 206 outside a serverencrypted data504 may be a different string or repi ion tharserver identity 206 within
server encrypted data504, but both strings/numbers used forserver identity 206 in response 209 could be associated withserver 105.

Server digital signature506 in body 606 can comprise a secure hash signature of a subset obody 606, where the subset ofbody 606 can comprise serverencrypted
data 504, and/or server identity 206 as illustrated inFIG. 6 a . In other words, processing the secure hash signature can omit (i) servetigital signature506 itself and (ii)
channel coding406 as input into the cryptographic algorithms141 used to process or verify serverdigital signature506. In this manner, module 101 can utilize server
digital signature 506 to authenticate thatresponse 209 was sent by server 105. Channel coding406 in body 606 is also depicted and described in connection withfIG. §
aabove.

Body 606 may include serverencrypted data504. Serverencrypted data 504 is depicted and described in connection with FIG. % above. Serverencrypted data504 may
include an acknowledgement 501, whereinacknowledgement501 can notifymodule 101 that message 208 has been received byserver 105. As illustrated in FIG. 6a,
serverencrypted data504 may optionally also include amodule instruction502 for module 101. The module instruction502 could be a string that contains instructions
or configuration parameters formodule 101, such as an order to change state, parameters regarding the monitoring of monitoredhit 119, server names or addresses,
radio frequency parameters, timer values, settings foactuator 101 y, etc. Amodule instruction502 is depicted and described in connection with FIG. & above. The
exemplary module instruction502 illustrated in FIG. 6a comprises a “key generation"608 instruction formodule 101 derive a new set of keys. The use of a “key
generation” 608 instruction was also depicted and described in connection with FIG. § above. Other possibilities for amodule instruction 502 within aresponse 209 are
possible as well without departing from the scope of the present invention. Although not depicted FG. 6a or FIG. 2, if response 209 includes amodule instruction502,
according to an exemplary embodimentmodule 101 can preferably send asecond message208 to server 105, where the second message208 includes a confirmation
that module instruction 502 was successfully executed or impl d bymodule 101. This confirmation could be included in aserver instruction414 for server 105
within a second message208.

Also, although a serverencrypted data 504 may preferably be included within abody 606, body 606 may optionally omit serverencrypted data504 and include data from
server 105 that is not encrypted, such as plaintext. As one example in this casacknowledgement501 could be included inbody 606 as plaintext. In addition, although a
server digital signature506 is not illustrated inFIG. 6 a, a server digital signature506 could be included inbody 606 and external to serverencrypted data504. In an
exemplary embodiment, the inclusion of a servedigital signature 506 in a response 209 is illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401. The server
digital signature 506 may (i) optionally be omitted as well, or (ii) included within serveencrypted data 504.

Also, although not illustrated inFIG. 6 a, server encrypted data 504 could include asymmetric key 127 for module 101 to utilize withsymmetric ciphering141b in
cryptographic algorithms141 for processing a moduleencrypted data403 in subsequent messages208 and/or responses 209. If server encrypted data504 includes a
symmetric key127, then server 105 preferably can utilize anasymmetric ciphering141 a with cryptographic algorithms141 to process the serverencrypted data504
containing the symmetric key127. An example for the previous sentence could be ifnessage 208 was received without asymmetric key 127 and server 105 can issue
the symmetric key 127. As contemplated herein, more than onesymmetric key 127 may be used concurrently in asystem 100, such as a firstsymmetric key 127 utilized
insymmetric ciphering141b for a message 208, and a second symmetric key 127 utilized insymmetric ciphering141 b for aresponse 209. Other possibilities exist as
well without departing from the scope of the present invention.

Serverencrypted data 504 in a response 209 may include a security token401. Security token401 may be a random string and may also be generated by eitheserver
105 or module 101. If security token401 is generated bymodule 101, then security token401 may be included inmessage 208 and also utilized byserver 105 in
response 209, as illustrated in FIG. 6. By including security token401 in acknowledgement 501, system 100 can be made robust to replay attacks since eachesponse
209 can be reasonably unique for eachresponse 209 sent by server 105.

FIG.6b

FIG. 6b is a simplified message flow diagram illustrating an exemplary message received by a server, wherein the message includes a derived module public key, in
accordance with exemplary embodiments. As discussed in FIG. $, there can be cases wheremodule 101 derives a new modulepublic key111 and new moduleprivate
key 112. On example would be the initial creation of the key pairs bmodule 101, and many other examples could exist as wellFIG. 6 b can illustrate an exemplary
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format and contents of amessage 208 for steps 516 and 517 of FIG. 5b . Thisexemplary message208 can also help to illustrate the significant differences from
conventional technology and improvements for efficient and secure communications by utilizing embodiments contemplated herein.

Amessage 208 illustrated in FIG. 6b using steps 516 and 517 can include (i) sending new modulepublic key 111, a module publickey identity 111 a, a module identity
110, a server instruction414, and a set of parameters 126 associated with the new modulepublic key 111 and/or cryptographic algorithms141 for using the new
module public key 111. Exemplary parameters126 illustrated in FIG. 11include (i) asecure hash algorithm141 c to utilize in signatures, which could comprise thé§HA
256 algorithm as shown (which may also be known as the SHA-2 algorithm), (i) a selected elliptic curve for use wiBEC algorithms 154 or a modulus to use withRSA
algorithms 153, and (iil) a time-to-live value for the public key, such as the illustrated “time to live” value of 1 year shown MG. 6 b . The time value for the validity of new
module public key 111 could alternatively be specified in a set expiration date. Other values associated witbryptographic algorithms141 could be included in
parameters 126 as well, and the illustrated values are intended to be exemplary instead of limiting. Other possibilities for data wittnaessage 208 illustrated in FIG. 6b
include aparameters 126 including a set of ECC parameters126, or a specifiedsecure hash algorithm141 ¢ comprising SHA-3 or SHA-512.

Additional values or fields within amessage 208 associated with communicating a new modulgublic key 111 with server 105 could include aserver instruction414 of
“new public key”. Thisserver instruction414 could informserver 105 to utilize the new modulepublic key 111 within the message 208. Module publickey identity1112a
caninclude a sequence number or identity for the new modulgublic key 111, such that module 101 or server 105 can properly reference and/or select the key froma
plurality of modulepublic keys 111 that could be associated withmodule identity 110. Although module publickey identity 111 a is illustrated as a separate field inserver
instruction 414, module publickey sequence number111 a could optionally be included inparameters126, such that the value withinparameters 126 specifies the
current sequence number or module publidey identity 111 a for the new modulepublic key 111 included in amessage 208.

Other fields and features within amessage 208 as illustrated inaFIG. 11 can be similar to the fields presented in FIG. & . Since (a) FIG. 6a can also illustrate afirst
message 208 sent by amodule 101 to a server 105, such as after keys are derived in astep 515, then (b) module 101 can read multiple values fromRAM 101 eor a
nonvolatile memory101 w or 101 ¢ in order properly construct orformat message208. Each of (i) destination IPport number 207, (i) parameters 126, and (i) shared
secret key 510 can preferably be written into nonvolatile memory astep 512 of FIG. 5b , if message 208 in FIG. 6 b represents the first message 208 sent by module
101. The source IPport number 204 can represent a number assigned by anoperating system 101 h.

If message 208 in FIG. 6 b comprises asubsequent time message208 is received by server105 (i.e. not afirst time module101 sends a module public key111), such as
after step 521 illustrated in FIG. 5b, then each of (i) destination IP:port number, (iiparameters 126, and (iii) shared secret key 510 could be updated byserver 105 using
amodule instruction502 within a server encrypted data 504 before message 208 illustrated in FIG. 6a is received byserver 105. In this manner, sharedsecret key510
could change from (i) comprising a pre-shared secret key 129 (for a first message 208 after module key derivation) to (i) comprising a shared secret key that is sent by
server 105 within a server encrypted data 504(for asubsequent message208 after module key derivation).

After receivingmessage 208, server 105 can use theunencrypted module identity110illustrated in abody 602 of FIG. 6 b to select the sharedsecret key510 in order
authenticate message 208. As described instep 517 of FIG. 5b, server 105 may preferably authenticatemessage 208 that includes modulepublic key 111 in order to
confirm that modulepublic key111 originated fromphysical module 101 with a hardware module identity110 (as opposed to being an imposter submitting the module
public key111). The use of achannel coding406 is described in connection with FIGS. 4and 5 a, and channel coding may optionally be omitted. Ifnessage208
comprises a UDP Lite packet, then channel coding may optionally be applied within theody 602. If message 208 comprises a UDP packet, then channel coding may
comprise sending the exactsame UDP packet601 a multiple times, such as an exemplary Packets 601 a sent at the same time.

Although not illustrated inFIG. 6 b , in an exemplary embodiment modulepublic key 111 could also be received in amessage 208, where the modulepublic key111 and
parameters 126 can be included in an encrypted format within a modulencrypted data403. As depicted and described in connection withsteps 1001 and 1002 ofFIG.
10, and also FIG. 11 of U.S. patent application Ser. No. 14/039,401, the security of aystem 100 can be further increased by both (i) ciphering moduleublic key111 and
parameters 126, and (ii) only sharing the modulepublic key 111 in a confidential manner withserver 105. If module 101 needed a modulepublic key 111 for other
purposes, such as obtaining a certificate, then a second, publicly disclosed modulpublic key 111 could be utilized, where the second modulepublic key 111 is different
than a modulepublic key 111 using parameters 126 that is sent to aserver 105 in a module encrypted data403.

FIG. 6 b also illustrates an exemplary embodiment, where modul@ublic key 111 can be authenticated withserver 105 using a moduledigital signature405. If message
208 comprises afirst time module101 utilizes astep 516 and step 517, such that a modulepublic key 111 has not previously been sent toserver 105, then message 208
could include a moduledigital signature405 using the sharedsecret key 510, which could comprise the pre-shared secret key 12%. If message 208 comprises a
subsequent time module101 utilizes astep 516 and step517, such that a modulepublic key 111 has previously been sent toserver 105, then message 208 could
include a moduledigital signature 405 using the previous module private key112 (i.e. not the new module private key associated with the new modulpublic key 111 in
the message 208 shown in FIG. 6b). As noted inFIG. 5b, moduledigital signature405 could be omitted, andmessage 208 with module public key111 could be
authenticated using a message digest algorithm and the shared secret key 128.

FIG.7

FIG. 7is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary
embodiments. FIG. 7includes a system 700 and illustrates anexemplary message208 from a module 101 to a server 105 and also anexemplary application message
701 between anapplication 171 and server 105. Note thatapplication message701 could also be considered as transferred between, sent to, or received frorserver
105 and application server171. System 700 can comprise amodule 101, a server 105, and an application 171 operating on anapplication server171, and these
elements may communicate over a network such as thénternet 107. For example,application server171 may utilize an IPport number 702 for sending and receiving
messages withserver 105. The IP address within IPport number702 is illustrated as an IPv4 address, but an IPv6 address could be utilized as well, or other addressing
schemes are possible. Message flows within anodule 101 from asensor 101 f and to anactuator 101 y are also included in asystem700 as illustrated inFIG. 7.
Message flows within amodule 101 could utilize a system bus 101 d.

Although not illustrated inFIG. 7, before module 101 sends a modulepublic key 111 to server 105, possibly by usingstep 516 as illustrated inFIG. 7, module 101 can
derive the public and privatekeys using step515 and a set of parameters 126. Alternatively, module 101 may have the modulepublic key 111 and moduleprivate key 112
generated outsidemodule 101 and loaded into anon-volatile memory101 w. Server 105 can utilize step516 to receive a modulepublic key111 from module 101. Server
105 can utilize astep 517 and a sharedsecret key 510 to authenticate amessage 208 that contains the modulepublic key 111 from step 516. Authentication of module
public key 111 may be preferred in order to ensure that the moduleublic key 111 is properly associated with the correciphysical module101, and prevent an imposter,
hacker, etc. from sending in a fake moduleublic key 111 for module 101. After usingstep 517 to authenticate modulepublic key 111, server 105 can record module
public key 111 and associated module identity 110(plus optionally a module publickey identity 110 a) in a module database105 k. Although not illustrated inFIG. 7,
server 105 can also send anapplication message701 to application 171/ after successfully recording modulepublic key111.

Application171 i operating within anapplication server171 can send anapplication message701 to server 105, and server 105 can receive theapplication message
701. Application message701 could include amodule instruction502, where the module instruction502 could comprise anactuator setting706. Although not
illustrated in FIG. 7, module instruction502 as transmitted or sent byapplication171 i or application server171 could include amodule identity110 and/or anactuator
identity 152. Actuator setting 706could include a setting value and anactuator identity152. As one exemplary embodiment,module 101 may have a plurality of
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actuators 101 y that comprise thermostats. Actuator setting 706where one actuator 101 y had an actuator identity152 of “Left”, could comprise an exemplary string like
“Left, 25.5", wheremodule 101 would set the “left” thermostatéctuator 101 y to 25.5 degrees C. The value “left” could also comprise thactuator identity 152. Other
possibilities exist as well without departing from the scope of the present invention, and a thermostat, temperature settings, or actuator identities are not required to use
the methods and systems contemplated herein. As discussed below in connection withiG. 8, actuator setting 706 within an application message701 could be received
within a secure connection data transfe02 from application server171. Thus, in an exemplary embodiment, the actuator setting 706nay preferably not be plaintext as
transmitted across a network such as thdnternet 107 between server 105 and application server171 in an application message701.

A module instruction 502(i) from anapplication 1711 or application server171, and (i) within anapplication message701 could include other exemplary values or
instructions for amodule 101, besides the exemplary actuator setting. According to exemplary embodiments, a module instruction 5@2uld comprise information for
module 101 such as (i) sleep timers or instructions or values for a CPU wake controller 108, (ii) server address 106or server identity206 for communicating with a
server 105 (such as sending a different server address 10&or module 101 to utilize in future communications), (iii) a new or updated values for set of data reporting
steps 101x, (iv) a new or updated module program 101 (v) software or firmware for operating system01 h and device driver 101g, (vi) a calibration value for sensor
101 f or actuator 101 y, (vii) values for a set of parameters126, (viil) software or settings for radio 101z, (ix) updated cryptographic algorithms 143(x) a new module
private key112, (xi) a symmetric key127, (xii) a pre-shared secret key value129 a for use in c« icating with a wireless networkl 02 (where the pre-shared secret key
value 129 a can be the equivalent of a Ki value in a network supporting ETSI/3GPP standards), (xii) a value for a module identity 10(kiii) a value to use in a channel
coding 406, or (xiv) a security tokend01 or settings for using security tokens. Other possibilities exist as well for anodule instruction502 without departing from the
scope of the present invention. After receivinanodule instruction502 in a response 209 from server 105, module 101 could record the data inmodule instruction502
within a nonvolatile memory101 w orRAM 101 e.

After receivingapplication message701, server 105 can wait for wait interval 703. As depicted and described in connection with FIGS. 2nd 6 4, firewall 104 may be
present in asystem 700 and/or system 100, which could block the transmission or sending of packets frorserver 105 to module 101 at arbitrary times. In addition,
according to exemplary preferred embodimentsmodule 101 can enter periods of sleep or dormancy using €£PU wake controller101 u in order to conserve energy or
the life of abattery 101k, if present. During periods of sleep or dormancymodule 101 may not be able to receive packets fromserver 105. Consequently, server 105 can
preferably wait for thewait interval 703 as illustrated inFIG. 7, before sendingresponse 209 which could include themodule instruction502. As illustrated in FIG. 7, the
module instruction502 could include an actuator setting706, but module instruction502 could include other data as well such as theexemplary module instructions
502 described in the previous paragraph.

According to exemplary embodiments, waitnterval 703 can vary depending uponmodule 101 and monitoredunit 119, and waitinterval 703 could comprise a wide range
of values. Module 101 could send asensor data604 b or a report or amessage 208 at exemplary reporting intervals such as every minute, 10 minutes, hour, 6 hours,
daily, or longer. Waitinterval 703 could be associated with the reporting interval, and thavait interval 703 would end when thenext message 208 from module 101 is
received. Ifserver 105 supports a plurality ofmodules 101, watt interval 703 can be associated with thespecific module101 associated with themodule instruction502,
possibly by using amodule identity 110 in both a message 208 and an application message701. In other words,server 105 can preferably wait for amessage 208 from
the specific module101 associated with themodule instruction502 before sending theresponse 209 which could include themodule instruction502. Response 209
could be sent using the source and destination IP:port numbers depicted and described in connection witG. 2.

Upon the receipt of message 208 from module 101 with module identity110, the wait interval 703 can end. As illustrated in FIG. 7, message 208 could include aserver
instruction414. The server instruction414in the exemplary embodiment illustrated in FIG. Zomprises an “update”server instruction414, and could include asensor
measurement604 b. Sensor measurement604 b could be obtained bymodule 101 from sensor 101 f before sendingmes sage 208, and possibly aftermodule 101

wakes from a dormant state using aCPU wake controller101 u. Sensor measurement604 b could be collected by amodule program 101/ using asystem bus 101 d. As
illustrated in FIG. 6a , a server instruction414 with sensor data604 b could be within a moduleencrypted data403 and received by server 105. Server 105 could utilize
the steps illustrated inFIG. 4to process the receivedmessage 208 at the end of wait interval 703. Sensor measurement604 b as used bymodule program 101, server
105, application171/, and/or application server171 could represent a different string or number at each element, depending upon encoding rules or encoding schemes
utilized by each el t, b r measurement604 b at each location can represent data or a value collected by sensor 101 f.

After processing the receivedmessage 208 that could includesensor data604 b, server 105 can sendapplication 171 operating onapplication server171an
application message701 that includes anupdate instruction704, where update instruction704 could includesensor data 604 b, module identity 110, and sensor identity
151, if present.Update instruction704 could include data other than sensor data604, such as data pertaining to the state ofnodule 101, including subcomponents
illustrated in FIGS. 1b and 1 e . Using update instruction704 or a plurality ofupdate instructions704, application 171 can aggregate data to generate reports for
presentation touser 183 or make decisions usingservice controller171 x. Based on data input inupdate instruction704, application 171/ could output module
instruction502 in an application message701. Application 171/ could record data received inupdate instruction704 within an application database171 k.

After receivingmessage 208 with server instruction 414, server 105 can send aresponse 209 to module 101. Note that response 209 is illustrated inFIG. 7 as being sent
after sendingupdate instruction704 to application server171, but response 209 could also be sent tomodule 101 before sendingupdate instruction704 to application
server 171. Response 209 can include module instruction502, where module instruction502 could comprise actuator setting 706according to an exemplary
embodiment. Module instruction502 could also comprise other data fomodule 101 in other exemplary embodiments, as outlined above. Although not illustrated in FIG.
7, response 209 could includemodule instruction 502 within a serverencrypted data 503 using the steps depicted and described in connection witlfIG. 5a . Module
instruction 502 could also includeactuator identity152 associated with actuator setting 706 Response 209 can be formatted as depicted and described ifFIGS. 2and 6
a, such thatresponse 209 can traverse afirewall 104 and be received bymodule 101 using IP address 204. Network fi 11104 is illu d as a dashed line inFIG. 7,
and may be optionally not be present. But, the use ofietwork firewall 104 may be included in asystem 100 and/or system 700 and network firewall104 may be beyond
the control of amodule 101, server 105, module provider 109, M2M service pravider108, etc.

After receivingresponse 209 with the module instruction502 and actuator setting 706 module 101 can process theresponse 209, which could also include server
encrypted data 503. Module 101 could extract actuator setting706 from the module instruction502. Module instruction502 could include anactuator identity 152.
Module 101 can use amodule program 101 to send the actuator setting706 to the actuator 101 y with actuator identity 152. Actuator setting 706as sent by module
program 101 i may be in a different format or data structure than actuator setting 70@s sent by application 171 j but both sets of data can achieve the same objective
of having an actuator 101y apply a setting. According to one exemplary embodiment, actuator setting 706s sent by module program101 i could be an analog voltage
along asystem bus101 d, while actuator setting 706as sent byapplication 171 could be a string or number. Or, actuator setting 70@s sent bymodule program101i
to actuator101 y could be a number in a different format than a number in actuator settind06 sent by application 171/, application server171, and/or server 105. Note
that as contemplated herein, the term “actuator data” can include or comprise “actuator setting”.

After applying actuator setting 706 actuator 101y can send an acknowledgement tomodule program101 i. Module program 101 can then send asecond message208
to server 105, where message 208 includes aserver instruction414 of “confirmation®. Theserver instruction 414 of “confirmation” could be included in a module
encrypted data403 according to a preferred exemplary embodimentServer 105 can receive thesecond message 208 with the moduleencrypted data403 and decrypt
the moduleencrypted data403 using a step 413 to extract the server instruction414 of “confirmation”. Thesecond message 208 may include theactuator identity152
and/or also themodule identity 110. Server 105 can send anapplication message701 that includes aconfirmation705, where the confirmation can (i) inform
application171 ithat the actuator setting706 sent to server 105 has been properly and/or successfully applied bynodule 101 and/or actuator 101 y. Confirmation705
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could also includemodule identity 110 and/or actuator identity 152. Application171 i could then send an acknowledgement back tcserver 105 after receiving the
confirmation705.

According to preferred exemplary embodimentsactuator identity152 is preferably globally unique, such that that including arectuator identity 152 in any packet would
allow a server 105 or application171 i to lookup amodule identity 110 and/or module 101 using the actuator identity 152 and a database such asmodule database 105
k. Similarly, asensor identity 151 may be globally unique, according to preferred exemplary embodiments such thatsensor identity 151 in any packet would allow a
server 105 or application 171 ito lookup amodule identity 110 and/or module 101 using the sensor identity 151 and a database such asapplication database171 k.

FIG.8

FIG. 8is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary
embodiments. System 800 can include anapplication server171, a server 105, and amodule 101 in connected via a network. The network could comprise thénternet
107. Application server171 could include anapplication171 j, where application171 i can include logic, algorithms, databases, user interfaces, and programs for
managing a plurality ofmodules 101 with a plurality ofusers 183. Application server171 and application171 i may be associated with anM2M service provider108, and
M2M service provider108 could use application171 ito provide and manage a service with distributednodules 101 associated with a plurality of monitoredunits 119.

Module 101 can derive apublic key111 and a private key 112 using step 515. Module 101 can derive the public and privatekeys using step515 and a set of parameters
126. Alternatively,module 101 may have the modulepublic key 111 and module private key 112 generated outsidemodule 101 and loaded into anon-volatile memory
101 w. Server 105 can utilize step516 to receive a modulepublic key 111 from module 101. Server 105 can utilize astep 517 to authenticate amessage 208 that
contains the modulepublic key111 in step 516. Authentication of modulepublic key 111 may be preferred in order to ensure that the modulg@ublic key111 is properly
associated with the correctphysical module101 with a module identity 110, and prevent an imposter, hacker, etc. from sending in a fake modulgublic key 111 for
module 101. After usingstep 517 to authenticate modulepublic key 111, server 105 can record modulepublic key 111 in a module database105 k. Although not
illustrated in FIG. 8, server 105 can also send anapplication message701 to application 1711 after successfully recording an authenticated modulgublic key 111.
Although not illustrated inFIG. 8, a module public key 111 received instep 516 may also include a module publickey identity 111 a in order to track which of a plurality of
potential module public keys 111 for amodule 101 may be used.

Also, server 105 is not required to receive modulepublic key 111 from module 101 in order to utilize the methods and systems contemplated herein. Instead of receiving
module public key111 in a message 208 from module 101, server 105 could alternatively query another server such aspplication server171 or a server associated with
certificate authority 118 for either module public key 112 or a certificate 122 associated withmodule 101 using a module identity 110. In addition, server 105 could have
alist or database table ofmodule identities 110 and module public keys 111 loaded into amodule database 105 k.

After recording modulepublic key 111 and module identity 110, possibly including a module publickey identity 111 a, server 105 can wait for wait interval 703. Wait
interval 703 could represent the time between reports omessages 208 submitted bymodule 101, and wait interval 703 for an individual module101 could comprise a
wide range of values from several times a second to several days or longer, depending upon the application and/or monitorerit 119. The wait interval 703 can end
when server 105 receives amessage 208 from module 101 with a module identity 110.

Module controller 105 x within server 105 can receive amessage 208 that includes aserver instruction414 with sensor data604 b. The sensor data604 b and/or server
instruction414 could be included in a moduleencrypted data403, where the moduleencrypted data403 can use the modulepublic key 111 submitted instep 516 above
and derived bymodule 101 in step 515. According to one exemplary embodiment, modulencrypted data403 could be ciphered with asymmetric key 127 that is derived
shared key 129b from akey derivation function141 f and module public key 111 received in step 516(and also server public key114). Module controller105 x can
process message 208 using the steps depicted and described in connection withfIG. 4 in order to decrypt the moduleencrypted data403 and obtain the plaintext server
instruction414 and plaintext sensor data604 b. Althoughsensor data604b is illustrated as theserver instruction414in FIG. 8, server instruction414 could have other
values such data associated with any of the components fomodule 101 illustrated in FIG. 1band FIG. 1e. Server instruction414 could be a “query” wheremodule 101
queries for information fromserver 105 or application 171/, or server instruction414 could be an alarm or error notification outside a regular reporting interval. Other
possibilities forserver instruction 414 exist without departing from the scope of the present inventionServer instruction414 could also be a periodic “registration”
message with no subsystem data formodule 101, and a “registration” could be a message foserver 105 indicatingmodule 101 is awake and online withinternet 107.

Server 105 can establish a secure connection withapplication server171 and application 171 using asecure connection setup801 and a secure connection data
transfer 802. Server 105 can utilize aserver program 101 i to manage the communication withapplication 171 and/or application server171, while a module controller
105 x can manage communication with anodule 101. Alternatively, server program101 /i and module controller105 x can be optionally combined or omitted, such that
server 105 performs the actions illustrated in FIG. &or server programs 101 i and module controller105 x. Likewise, server 105 and application171 could be combined
or operate on the same local area network (LAN) and thus not be connected via thimternet 107. If server 105 and application 171 are nodes within the same LAN or
virtual private network (VPN), then the network connection can also be considered a secure connection (without using encryption between the nodes), since packets
routed between the nodes may not need to traverse thénternet 107 and thus the network layer could provide security. Althouglsecure connection setup801 is
illustrated in FIG. 8as occurring aftermessage 208 is received byserver 105, secure connection setup801 could take place beforemessage 208 is received byserver
105. Secure connection setup801 could utilize a secure protocol such as TLS, IPSec, or VPN to establish a secure connection b ver 105 and application171 i
and/or application server171, such that data transferred between the two nodes is encrypted and also not subject to replay attacks. As contemplated herein, a secure
connection can comprise any of a TLS connection, an IPSec connection, a VPN connection, or a LAN connection betweerrver 105 and application server171 and/or
application171 j and other possibilities exist as well without departing from the scope of the present invention.

Other secure connections may be utilized as well, including a secure shell (SSH) tunnel, future versions of standard secure connections, or also a proprietary protocol for
a secure connection.Secure connection setup801 as illustrated inFIG. 8 may utilize a TLS protocol, such as TLS version 1.2Secure connection setup801 can include

the transfer of acertificate 122 for application server171, and also the transfer of an applicationpublic key 171 w. Server 105 can utilize applicationpublic key 171w to
encrypt data received frommodule 101 in a message 208, such as sensor data 604 b. According to one exemplary embodimentapplication message701 could be
ciphered with asymmetric key 127 that comprises a derived shared key129 b from (i) akey derivation function141 f (i) application public key 171 w and serverpublic

key 114.

The message flow in asecure connection setup801 also illustrates one benefit of the present invention, where anessage 208 can be securely transferred between
module 101 and server 105 using a single UDP datagram, whilesecure connection setup801 may require a plurality of TCP messages in both directions. In other words,
using a secure connection setup801 betweenmodule 101 and server 105 may not be energy efficient formodule 101, while using secure connection setup801 between
server 105 and application server171 can be efficient, since the data from a plurality ofnodules 101 can be shared over thesecure connection setup801. Also note that
since module 101 may sleep for relatively long periods such as 30 minutes or longer, a newecure connection setup801 would likely be required to support direwall
104 after each period of sleep, and completing the process of secure connection setup801 each time module 101 wakes may not be energy or bandwidth efficient for
amodule 101.

After completing server connection setup801, server 105 can use a secure connection data transfe02 to send afirst application message701, where thefirst
application message701 could includeupdate instruction 704 that includessensor data604 b that server 105 received in amessage 208. Data within thefirst
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application message701 containing update instruction 704 could be ciphered according to the specifications of the secure connection, such as TLS or IPSec, and other
possibilities exist as well. Note thatserver 105 can decrypt a moduleencrypted data 403 that includes sensor data 604 b and subsequently encrypt thesensor data 604

b according to the format required bysecure connection setup801 for transfer toapplication 171 using secure connection data transfer 802Server 105 can use two
different serverpublic keys 114, recorded in the form of acertificate 122 in one embodiment, to with a first servepublic key 114 used decrypt moduleencrypted data
403 and a second serverpublic key 114 used encrypt update instruction704. Server public keys 114 can be used by server 105 in a key derivation function141 fto

derive a sharedpublic keys 129 b used in asymmetric ciphering algorithm141 b for both secure connection data transfer 802and module encrypted data 403(with a
different derived sharedpublic key 129 b with module 101 and application server171, respectively).

In another embodiment,server 105 can use the same serverpublic key 114 to both decrypt moduleencrypted data403 and encryptupdate instruction704. Other
possibilities exist as well forserver 105 to use a serverpublic key 114 to (i) encrypt update instruction 704, such as using anasymmetric ciphering algorithm141 a, and
(if) decrypt moduleencrypted data403 without departing from the scope of the present invention. As illustrated in FIG. Bserver 105 can receive anacknowledgement
804 after sending the first application message701, with update instruction704 that includessensor data 604 b, where acknowledgement804 can signal that
application message701 with update instruction704 has been received byapplication171 i and/or application server171. Although not illustrated inFIG. 8, the
acknowledgement804 could optionally include amodule instruction502 for module 101.

After receivingmessage 208, server 105 can then send aresponse 209. Response 209 could be sent before or afterserver 105 sends update instruction704 to
application171 iusing secure connection data transfer 802Response 209 can include a serverencrypted data504 that includes amodule instruction 502. Module
instruction 502 could be processed byserver 105, or could be obtained byserver 105 from application171 iin an application instruction701. In other words, a secure
connection data transfer 802may be utilized by aserver 105 and an application server171 to send asecond application message701 to server 105, and be received by
server 105, in addition to the sending thefirst application message701 from server 105 to application server171 that is illustrated inFIG. 8 .

According to an exemplary preferred embodimentserver 105 waits for a response oracknowledgement804 from application171 i to application message701 before
sending response 209 to module 101. One reason for waiting for a response oacknowledgement 804 from application171i is that response oracknowledgement804
from application171 i could include amodule instruction 502, and the module instruction502 may preferably be included in aresponse209. Other possibilities exist as
well without departing from the scope of the present invention.

FIG. 8 can also illustrate a benefit of an exemplary embodiment contemplated herein. According to an exemplary embodiment, §8rver 105 and application server171
can utilize a first set ofcryptographic algorithms141 for sending and receiving data betweenserver 105 and application server171, such as with a secure connection
data transfer802, and (ii) server 105 and module 101 can utilize a second set ofcryptographic algorithms141 for sending and receiving data betweenserver 105 and
module 101, such as using the second set ofcryptographic algorithms141 for a module encrypted data403 and/or serverencrypted data504. In an exemplary
embodiment, server 105 and application server171 can use RSA algorithms 153 in the first set of cryptographic algorithms141, while server 105 and module 101 can
use ECC algorithms 154 in the second set ofcryptographic algorithms141. As one example,server 105 can use an (i) RSA-basedasymmetric ciphering algorithm1415b
and first server public key 114 with the application server171to securely transfer a firstsymmetric key 127 with application server171, and (ii) an ECC-based
asymmetric ciphering algorithm141 b and second serverpublic key 114 with the module 101 to securely transfer a secondsymmetric key 127 with a module 101.

Other possibilities exist as well for aserver 105 to use a differentcryptographic algorithms141 or parameters 126 for each of application server171 and module 101.
(A) Server 105 and application server171 could use a first set ofparameters 126 for use withcryptographic algorithms141 for an application message701 with related
server digital signatures, while (B)server 105 and module 101 could use a second set ofparameters 126 for use withcryptographic algorithms141 for a module
encrypted data403 and/or serverencrypted data504 and related digital signatures. In order to maximize security between servers such aserver 105 and application
server 171, the first set of parameters 126 could specify (i) a longer public and private key length, (ii) a shortekey expiration time133, (iil) a longer secure hash
algorithm (such as an exemplary 512 bits), (iv) a longesymmetric ciphering key127 length (such as an exemplary 192 or 256 bits), (v) the use of or values foRSA
algorithm 153 and a modulus, (vi) the use of Diffie Hellman key exchange or a first key exchange algorithm forkey derivation function141 f and key exchange, (vii} the
use of or values for a secondsymmetric ciphering algorithm141 b for symmetric ciphering, (viii) the use of or values for an RSA digital signature algorithm or a second
digital signature algorithm, and similar settings.

In accordance with a preferred exemplary embodiment, in order to minimize processing power and/or energy usage required fomrodule 101, the second set of
parameters 126 could specify (i) a shorter public and private key length, (i) a longekey expiration time133, (iii) a shorter secure hash algorithm (such as an exemplary
256 bits), (iv) a shortersymmetric ciphering key127 length (such as an exemplary 128 bits), and (v) the use of atCC algorithm 154, (vi) the use of or values for an ECC
standard curve138 and/or ECC parameters137, (vii) the use of or values forECDH 159 or a second key exchange algorithm for key derivation and exchange, (vil) the use
of or values for of a secondsymmetric ciphering algorithm141 b for symmetric ciphering, (viii) the use of or values for oECDSA 158 or a second digital signature
algorithm for digital signatures, and similar settings. In an embodiment, the first set of parametef26 (which can be used byserver 105 and application server171) and
the second set of parameters 126(which can be used byserver 105 and module 101) can both specify the use of elliptic curvecryptographic algorithms141, but with
different sets ofparameters126 such that the first set ofparameters 126 is selected for server to server communications, and the second set gfarameters 126 is
selected for communications between aserver 105 and a module 101. In another embodiment, the first set ofharameters126 and the second set ofparameters 126 can
both specify the use of RSA basedcryptographic algorithms141, but with different sets ofparameters 126 such that the first set ofparameters 126 is selected for server
to server communications, and the second set ofarameters 126 is selected for communications between aserver 105 and a module 101.

In this manner, the use ofcryptographic algorithms141 between (i) server 105 and application server171 and (i) server 105 and module 101 can be optimized given
different constraints for processing power and energy consumption foserver 105, application server171, and a module 101. In addition, anapplication server171 may
use cryptographic algorithms141 and parameters 126 that may not be compatible withcryptographic algorithms141 and parameters 126 used by amodule 101, and
server 105 can usecryptographic algorithms141 and parameters 126 to enable a translation or conversion of encrypted data and digital signatures betweenmodule
101 and an application server171, thereby establishing connectivity between anodule 101 and anapplication server171 through aserver 105. According to an
exemplary embodiment,server 105 can functionasa g y bety lication server171 and/or application 171 and a plurality of modules 101.

PP

FIG.9

FIG. 9is a simplified message flow diagram illustrating exemplary data transferred between (i) a server and an application and between (i) a server and a module, in
accordance with exemplary embodiments. Arapplication server171, a server 105, and a module 101 can send and receive data illustrated in FIG. @ Application server
171 can include application171 i and use an Internet Protocol address and port (IP:porthumber 903 for sending and receiving data withserver 105. Server 105 can
include aserver program 101 and a module controller 105 x, where server program 101 i can access a first server IPport number 901 for communicating with
application server171, and module controller 105 x can access a second server IPport number 207 for communication withmodule 101. In accordance with a preferred
exemplary embodiment,multiple modules101 can send data to server IPport number207, and thus server 105 and/or amodule controller105 x can use a single IPport
number 207 to communicate with a plurality ofnodules 101. In addition, server 105 could specify that one subset ofmodules 101 communicate with a first |Pport
number 207, and a second subset ofmodules 101 communicate with a second IPport number207, etc. In another embodimentserver 105 could use multiple Internet
Protocol addresses for sending and receiving data with anodule 101, although a givenmodule 101 can preferably send amessage 208 to |P:port number 207 and
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receive a response 209 from the |Pport number 207, and a different module 101 could use a different value for IPport number207, including potentially adifferent |IP
address 106. Module 101 can utilize an IP port number204 for sending and receiving data withserver 105.

As illustrated inFIG. 9, a symmetric firewall104 could be included betweenmodule 101 and server 105, and the of IP addresses and port numbers in packets between
server 105 and module 101 illustrated in FIG. 9could also represent routing if afirewall 104 is present and functions as a symmetric firewall without NAT routing. In this
case, firewall 104 may not perform network address translation on source and destination IP addresses, but rather filter packets based on pre-determined rules. For
example, afirewall 104 that is a symmetric firewall could drop inbound packets from Ifort number207 to module 101 unless module 101 had previously sent a packet
to |P:port number207 within a firewall port bindingtimeout value 117. Alternatively, afirewall 104 may be optionally omitted, and in this case the destination address in
packets sent fromserver 105 to module 101 could include thelP address 202 of module 101, which is also the case illustrated in FIG. 9 In other words, FIG. 9illustrates
an exemplary routing of packets in the cases that (ifirewall 104 is a symmetric firewall, and (ii)firewall 104 is optionally not present.

Server 105 can receive amessage 208 from a module 101. Server 105 can use a module controller105 x to receive the message, andmodule controller105 x could also
be identified as a process operating onserver 105 that binds to the port number in IPport 207, which could include aport number205. Message 208 could include
module identity string904, which could represent a temporary or transient string or number used bmodule 101 and server 105 to associate and identifymessage 208
with module identity110. Module identity string904 could also comprise amodule identity 110. Server 105 can use module identity string904 to select asymmetric key
127 in order to decrypt moduleencrypted data 403, since module identity string904 may preferably be not encryptedServer 105 and module 101 could use an algorithm
within cryptographic algorithms141 in order to process amodule identity string904, whereby the module identity string904 can be converted between (i) amodule
identity 110 in a form such as a serial number or IMEI withirnodule 101 and/or server 102, and (i) amodule identity string904 in a message 208 that can traverse the
Internet 107.

Message 208 as received by server 105 can also include aserver instruction414 within a module encrypted data 403, where the moduleencrypted data403 could be
ciphered using asymmetric key 127. The server instruction414 llustrated in FIG. 9can be an exemplary “update” instruction, where the “update” instruction can include

a security token401 and sensor data604 b. Sensor data 604 b can include asensor identity 151 and a sensor measurement.Server instruction414 within a message

208 could include many other values besides an update, including a registration, a query, an alarm or error notification, configuration request, software request,
confirmation, or other values also depicted and described in connection with aerver instruction414in FIG. 4. Althoughmessage 208 is illustrated as aUDP datagram
601a inFIG. 9, message 208 could also be transmitted as a TCP datagram or other Internet transport protocols including Datagram Congestion Control Protocol (DCCP)
and Stream Control Transmission Protocol (SCTP). &ecurity token401 can comprise arandom number128 a processed by arandom number generator128 and can be
preferably not reused and therefore can keepmessage 208 unique and not subject to replay attacks. Since a UDP protocol may be implemented fonessage 208, and

the connectionless UDP protocol may require anodule 101 to send retransmissions of aUDP datagram 601 a for message 208, if module 101 does not receive a

response 209 within a specified timer period.

According to an exemplary preferred embodimentserver 105 can include atimer 905, such that multiple UDP datagrams601 a received within thetimer 905 period may
be processed, but datagrams received outside the expiration of théimer 905 would be dropped. Notetimer 905 can be particularly useful for security of asystem 100
when module 101 may transmit multiple copies of UDP datagram 60%. Module 101 may transmit multiple copies of aUDP datagram 601 a in order to implement
forward error correction and compensate for any packet loss on thinternet 107 or possibly withwireless network102. The UDP datagram 601a may also be sent as a
UDP Lite datagram withchannel coding406. Server 105 can starttimer 905 when the first UDP datagram601 a in message 208 is received, and discardUDP datagrams
601 a formessage 208 after thetimer 905 expires, such as after an exemplary 2 seconds although other possibilities exist as well. In this manner fodule 101 can
securely send multiple copies of the same UDP datagram 60 in message 208, and (i) server 105 can remain robust against replay attacksServer 105 can also reset
the timer 905 to a zero value upon sendingresponse 209, and the timer value 905 could start again upon the receipt of a first UPD datagran®01 a in the next message
208.

If the UDP Lite protocol is utilized formessage 208 with multiple copies of UDP Lite datagram601 a received, then each UDP Lite datagram 601a could be different,
depending on the presence of bit errors in the datagram, and thuserver 105 can usetimer 905 to collect the multiple copies of UDP Lite datagram 60 within thetimer
905 period and process the multiple packets received, including combining the data across multiple packets, in order to eliminate bit errors within the datagrams and
collect an errorfree message208.

After receivingmessage 208, server 105 use the steps outlined inFIG. 5 a to process message 208 and read theplaintext server instructiond414, such as the sensor data
604 b illustrated in FIG. 9. Other possibilities exist as well forsensor data604 b or values or information inside aserver instruction414. Server 105 can then send or
transmit afirst application message701 to application server171 that includes data received from theserver instruction 414 from module 101 in message 208. The
data received in theserver instruction414 from module 101 could be included byserver 105 in an update instruction704. An application171 i operating within
application server171 or associated withapplication server171 could receive thefirst application message701. The first application message701 could be formatted
according to aTCP datagram 902, although other possibilities exist as well including UDP.

In accordance with an exemplary preferred embodiment, thdirst application message701 may include anupdate instruction704 with sensor data 604 b, although
update instruction704 could also contain or include other data pertaining tonodule 101 besides sensor data604 b, such as a state of a component withmodule 101, a2
state of a software routine, variable, or parameter associated withnodule 101. The first application message701 sent fromserver 105 to application server171 could
be a datagram within a secure connection data transfer 802s illustrated inFIG. 8. Sensor data604 b could be sent by server 105 using application serverpublic key
171w, such as either (i) mutually deriving a common shared key 12% between server 105 and application171 i using a key derivation function141 f, where the shared
key 129 b could function as asymmetric key 127 with a symmetric ciphering algorithm141 b, or (ii) server 105 sending asymmetric key 127 to application server171
using anasymmetric ciphering algorithm141 a and the application serverpublic key 171 w. Message 805 in FIG. 8 with the label of “Client Key Exchange” can comprise
server 105 sending a symmetric key127 (or value or parameter126 for deriving symmetric key 123 to application server171, where the symmetric key 127 can be used
by server 105 to encrypt update instruction704 illustrated in FIG. 9.

In accordance with an exemplary preferred embodimentapplication message701 may include (i)module identity 110 encrypted within secure connection data transfer
802 and also a server identity206 that is not encrypted. In this mannerapplication server171 can use server identity 206 to select a symmetric key 127(possibly sent in
message 805 as described in the paragraph above) in order to decrypt the encrypted data inpdate instruction704. Although not illustrated inFIG. 9, in accordance with
another exemplary embodiment, both amessage 208 and thefirst application message701 may also include a moduledigital signature405. Server 105 can forward the
moduledigital signature405 received in amessage 208 with sensor data604 b to the application server171 in the first application message701 illustrated in FIG. 9.
The moduledigital signature405 in a first application message701 does not need to be encrypted. Theapplication server171 can verify the moduledigital signature
405 using step411 of FIG. 4 (using a module public key111). In this manner,application 171 can verify thatmodule 101 originated the sensor data 604 b, even though
application server171 received theapplication message701 from server 105.

Application server171 can receive thefirst application message701 sent by server 105 and process the message. The message processing bwpplication server171

could use steps similar or equivalent to the steps utilized bgerver 105 illustrated in FIG. 4, in order to extract aplaintext application instruction704. Although not
illustrated in FIG. 9, application 171 i could record data received withinapplication instruction704 and record the data in anapplication database171 k. Application171/
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could use the data received inapplication instruction704 or a plurality ofapplication instructions704 to generate reports, graphs, emails, or other user information for a
user 183

Upon processing the information withinapplication instruction704, application 171 i or application server171 could send a second application message701 to server
105, as illustrated in FIG. 9. The second application message701 could be sent using a secure connection data transfer 802and could include amodule instruction502
and a module identity110. The second application message701 can use the |Pport number 903 as a source IP:port number for thesecond application message701,
where IPport number 903 also represented a destination IP:port number for thdirst application message701. The second application message701 can use the IPport
number 901 as the destination IP:port number, where IRort number 901 was the source port number in thefirst application message701. The module instruction502
within the second application message701 can comprise could include anactuator setting706. The module instruction 502 within the second application message701
can comprise other data omodule instructions502 for a module 101 that do not include an actuator setting 706such as the exemplary data depicted and described in
connection with FIG. 5a.

Either server 105 or application server171 could use the application servemublic key 171 w to process thesecond application message701. As one example,server
105 and/or application server171 could use akey derivation function141 f to derive a key, wherekey derivation function141 fused application serverpublic key 171 w.
The derived key could be used to encrypt and/or decrypt thenodule instruction502 in the second application message701. Other possibilities exists as well for the
second application message701 to use the application servempublic key 171 w, such as server 105 sending a symmetric key127 (used to encrypt and/or decrypt
module instruction502 in the second application message 70, where they symmetric key 127was ciphered using the application servempublic key171 w.

Server 105 can received thesecond application message701, and the message could be received using an IRort number 901. Although an IPv4 address is shown in
FIG. 9, and IPv6 address could be utilized as wellServer 105 could decrypt abody 602, that containsmodule identity 110 and amodule instruction 502, using
algorithms specified according to a secure connection data transfeB02 According to an exemplary embodiment, a secure connection data transfer 80Between a
server 105 and anapplication server171 could also comprise the steps for encrypting/decrypting and signing/verifying that are depicted and described in connection
with FIG. 4and FIG. 5a , and thus secure connection data transfer 802 ould also optionally use the same steps and procedures betweeserver 105 and application
server 171 that are contemplated betweenserver 105 and module 101. As one example, theapplication message701 packets illustrated in FIG. 9sent betweenserver
105 and application171 could be formatted to UDP and include a serveencrypted data504. As depicted and described in FIG. 8, a first set of parameters with
cryptographic algorithms141 could be used with anapplication message701 and a second set ofparameters 126 with cryptographic algorithms141 could be used with
server encrypted data504 and/or module encrypted data 403.

After extracting aplaintext module instruction502 and module identity110 from a body 602 in the second application message701, server 105 can take steps to
process the data within aresponse 209 for module 101. Server 105 can record or query for information pertaining tamodule 101 using module identity 110 in a module
database 105 k. In accordance with plary embodi ver 105 can use module identity110 received in thesecond application message701 to select (i) a
symmetric key127 used by module 101 for encrypting and/or decrypting a serverencrypted data 504 that can include themodule instruction 502, (ii) a destination
IP:port number 204 for sending aresponse 209, (iii) a source IPport number207 for sending aresponse 209, (iv) a determination if await interval 703 is required before
sending response 209, (v) a security token401, and (vi) a set of parameters126 for use with acryptographic algorithms141in communications withmodule 101. In one
embodiment, different modules101 connected toserver 105 may usedifferent parameters126, and server 105 can select the parameters 126 using (i) themodule
identity 110 received in the second application message and (ii) anodule database105 k. Server 105 can also usemodule identity 110 received in the second
application message701 to select (vii) a transport protocol for aesponse 209, such as TCP, UDP, or UDP Light, and (viii) a&channel coding406 parameter such as a block
code, turbo code, or forward error correction coding schemeServer 105 can use module identity 110 received inapplication message701 to format and/or send a
response 209 to module 101.

According to a preferred exemplary embodimentserver 105 may receive anapplication message701 with data for amodule 101 at arbitrary times. Server 105 could
also receive anapplication message701 at a time when afirst application message701 with module identity 110 has not (i) previously been sent byserver 105, (i) or
sent in a comparably long time such as a day or a week. As noted previouslgerver 105 may not be able to send amodule instruction502 to module 101 at arbitrary
times, because of either (i) a sleep or dormant period fomodule 101, and/or (ii) the presence of afirewall 104. Thus, server 105 may need to (i) receive amessage 208
from module 101 (such as upon waking after a sleep period after a firewall port bindintimeout value 117 period since the last message208) before (ii) sending a
module instruction502. Consequently, according to a preferred exemplary embodimenserver 105 can use module identity 110 received within anapplication message
701 to determine (i) ifserver 105 should wait until await interval 703 expires before sending response209 (where the wait interval 703 can end upon receipt of a
message 208 from amodule 101 with the module identity 110 received in the application message 707 or (i) if server 105 can send response 209 right away (such as a
firewall port bindingtimeout period 117 has not expired), whereresponse 209 includes the module instruction502 received in theapplication message701.

After (A) usingmodule identity 110 received withinapplication message701 to select values within aresponse 209 and timing for sending aresponse 209, then (B)
server 105 can send response 209 as illustrated inFIG. 9, where the specific response 209 in FIG. 9is exemplary.Response 209 can include a serverencrypted data
504. Server encrypted data 504 can include module instruction502. The exemplary response209 illustrated in FIG. 9includes an actuator setting 706within module
instruction 502, but other possibilities exist as well. Note that the use of serveencrypted data504 is optional within aresponse 209, and server 105 could sendmodule
instruction 502 as plaintext. However, in this case ofmodule instruction502 being sent as plaintext,server 105 can preferably include a serverdigital signature506 such
that module 101 can verify the serverdigital signature 506 using the serverpublic key 114 and confirm the module instruction502 was transmitted byserver 105. In
accordance with exemplary preferred embodi ,()a ge frormodule 101 to server 105 that does not include a moduleencrypted data 403 preferably includes
amodule digital signature 405, and (ii) a response 209, message sent back, datagram, or packet fronserver 105 to module 101 that does not include a serverencrypted
data 504 preferably includes a serverdigital signature 506. If data is not encrypted within a packet and the packet includes plaintext instructions such asmodule
instruction 502 or a server instruction 414, then, in accordance with preferred exemplary embodiments, the receiving node can preferably verify the identity of a sender
using a digital signature included in the packet.

Response 209 sent from server 105 to module 101 could include achecksum 603. Since firewall 104 may comprise a symmetric firewall104 (that may not perform
network address translation routing), the destination address within Iport 204 in response 209 illustrated in FIG. 9may match thelP address 202 used by module 101.
In this case, where the destination IP:port iresponse 209 includes IP address 202, a checksum 603 sent by server 105 can be equal to achecksum 603 received by
module 101. In accordance with exemplary embodimentstesponse 209 is transmitted or sent byserver 105 within a firewall port bindingtimeout value117 after
message 208 was received by server 105. In other words, if a firewall port bindingimeout value 117 was equal to an exemplary 20 seconds for UDP packets, the
response 209 illustrated in FIG. 9would preferably be sent in less than 20 seconds after receiving thtast message 208.

FIG.10

FIG. 10is a flow chart illustrating exemplary steps for a server to receive a module instruction within an application message, and for the server to send the module
instruction to a module, in accordance with exemplary embodiments. Since aapplication171 i operating with anapplication server171 may utilize a different set of
protocols for communications than anodule 101, server 105 can provide connectivity betweenmodule 101 and application 1711. As illustrated in FIG. 8and FIG. 9
above, aserver 105 can receive anapplication message701 from an application server171. The application server171 and/or application 171 i could be identified by
the source IP address in anapplication message701 received by server 105. Application ge701 could include encrypted data using a secure connection data
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transfer 802, where abody 602 within a packet could include amodule instruction502 and a module identity110. As illustrated insystem199 in FIG. 1/, server 105can
support a network with a plurality ofmodules 101, and thus amodule identity 110 within an application message701 can be useful to (i) select the proper destination of
module instruction502, and (i) other values for sending aresponse 209 to module 101 as depicted and described in connection withfIG. 9 above.

At step 1001, server 105 can preferably utilize the protocol for the secure connection data transfer 80@uch as TLS illustrated in FIG. 8) to extract theplaintext module
instruction 502 and module identity 110. Server 105 could use a firstsymmetric key 127 with application server171, such as (i) a firstsymmetric key 127 derived or
transmitted withmessage 805 and (ii) asymmetric ciphering algorithm141 b. After extracting plaintext fromapplication message701, server 105 can record the data in
amodule database105k, or simply store the data for further processingin anemory 101 e. Although not depicted inFIG. 10, server 105 could use amessage pre-
processor 105y to send and receive data withapplication server171, where the message pre-processor could comprise a program or library such as a TLS library, and
IPSec library, an SSH library, etc.

Server 105 can then wait for await interval 703, where server 105 waits for an incoming message frommodule 101. Server 105 may need to wait for thewait interval
703 because the module may sleep or be dormant, and also #irewall 104 may block inbound packets or datagrams fromserver 105 to module 101 if module 101 had
not previously sent a packet within a firewall port bindindimeout value 117. After the wait interval 703, server 105 can use step 503 to encrypt module instruction502
using a second symmetric key127 and a security token401, where the second symmetric key 127 is different than the firstsymmetric key127. As illustrated in FIG. S5a ,
the output of step 503 can be a serverencrypted data504. Although step 503 is illustrated as afterwait interval 703 in FIG. 10, step 503 could also take place either (i)
before wait interval 503 or (ii) concurrently withwait interval 703.

According to exemplary embodiments, a firssymmetric key 127 used by server 105 and application server171 is different than a secondsymmetric key 127 used by
module 101 and server 105. In addition, according to an plary embodir server 105 may use an RSA algorithm153 for asymmetric ciphering141 a in packets
with application server171 and an ECC algorithm 154 for asymmetric ciphering141 a in packets with amodule 101. Thus, according to an exemplary preferred
embodiment, server 105 can utilize (i) afirst certificate 122 with an RSA-based serverpublic key 114 for use in communication withapplication server171i and (i) a
second certificate 122 with an ECC-based serverpublic key 114 for use in communication with amodule 101. In an exemplary embodiment, the firstsymmetric key 127
is associated with a firstsymmetric ciphering algorithm141 b between server 105 and application server171, and the second symmetric key127 is associated with a
second symmetric ciphering algorithm141 b betweenserver 105 and module 101, and the first and secondsymmetric ciphering algorithms141 b are different. As
depicted and described in connection with FIG. § the first and secondsymmetric ciphering algorithms141 b may usedifferent parameters126, such as a first set of
parameters 126 with the firstsymmetric ciphering algorithms141 b and a second set ofparameters 126 with the second symmetric ciphering algorithms141b.

Server 105 can receive amessage 208 from module 101, where the module identity 110 or module identity string904 in message 208 could represent a number or string
associated with themodule identity 110 in application message701. Note that the exact string, number, or digits irmodule identity110 or module identity string904 in
message 208 does not need to match the exact string, number, or digits fomodule identity 110 in application message701, and the two messages could use different
encoding schemes or values formodule identity 110. As one example,module identity 110 in application message701 could represent a serial number fomodule 101,
while module identity 110 in message 208 could represent a session identity. Other possibilities exist as well for a string or number withinmodule identity110. Server
105 can preferably uniquelyassociate module identity110 in an application message701 with module identity110 in a message 208.

After receivingmessage 208, server 105 can send the serverencrypted data 504 processed instep 503 above within aresponse 209. A server encrypted data 504 within
response 209 could include themodule instruction502, where module instruction502 was received in theapplication message701. Note that module instruction502
within response 209 does not need to be the exact same string, number, or binary digits amodule instruction502 received by server 105 in application message701.
As one example, application message701 and response 209 could use different coding schemes (such as ASN.1 foresponse 209, and plaintext forapplication
message 701, although other possibilities exist as well). As illustrated ifIG. 10, module instruction502 within anapplication message701 can preferably represent an
equivalent action formodule 101 as a module instruction502 withinresponse 209. For example, module instruction 502 in both application message701 and response
209 could instructmodule 101 to (i) throw a switch, (ii} sleep for an interval, (iii) adjust a power level, and other possibilities exist as well. As described aboveflG. 9,
the use of encryption withinresponse 209 could optionally be omitted, but in thiscase response 209 may include a serverdigital signature506 with module instruction
502

After sendingresponse 209, at step 1002 the server 105 may preferably receive a confirmation fronmodule 101 that the module instruction 502 had been successfully
received and/or successfully applied. The confirmation could be received in the format of second message208 from module 101 with a server instruction414, where
the server instruction414 is a “confirmation®. Other data regarding the execution ofnodule instruction502 by module 101 could be included in the confirmation atstep
1002, such as atimestamp 604 a when the module instruction502 was executed. After receiving the confirmation from thenodule 101, server 105 can preferably send
a second application message701 to an application server171 and/or application171 i with aconfirmation705. The confirmation705 could be sent using a secure
connection data transfer 802 In accordance with exemplary embodiments, thepplication message701 sent from server 105 to application server171 in the form of a
confirmation705 can include thetimestamp 604 a.

In an exemplary embodiment, the reliable and secure transmission ofimestamp 604 a from module 101 to application server171 through server 105 may be useful for
proper management of a monitoredunit 119. Due to any sleep or dormant states ofmodule 101, plus periodic outages and recovery ofwireless network102, a first time
value thatmodule 101 executes module instruction502 may be significantly different than a second time value thagpplication server171 sent the module instruction
502. Consequently,application server171 may preferably receive atimestamp 604 a sent bymodule 101 in an application message701 from server 105, and the
application message701 could comprise aconfirmation 705.

Although not illustrated inFIG. 10, server 105 could then continue listening on or monitoring (i) IRort 901 for additionalincoming application messages901 from
application server171, and (i) IPport 207 for additionalincoming messages208 from amodule 101. Although not illustrated inFIG. 10, module instruction 502 may
optionally be encrypted such thatserver 105 may not be able to read plaintext withirnodule instruction502, and in this case step 1001 illustrated in FIG. 10would be
bypassed. For example,module instruction502 may be encrypted with the modulepublic key111, and thus module instruction502 may only reasonably be read by
module 101. Even if module instruction502 cannot be read in plaintext form byserver 105 upon receivingapplication message701, module identity 110 within
application message701 would preferably be in a form whereserver 105 can (i) process themodule identity 110 into plaintext (as a minimum in order to route the
message to module 101 among a plurality of modules 103, or (ii) simply read themodule identity 110 from a body 602 in the application message701.

In this embodiment wherestep 1001 is omitted inFIG. 10, the application server171 can use a modulepublic key 111 and anasymmetric ciphering algorithm141 a to
encrypt themodule instruction502 shown in the body 602 of the application message701 illustrated in FIG. 9. The application server171 can also include a digital
signature of the module instruction502 using the application servemprivate key 171t and a digital signature algorithms141 d. The encrypted module instruction502,
module identity 110, and digital signature can be sent to theserver 105 in an application message701 using the first step shown in FIG. 10 The application message
701 can also include an identity of the application server.

Continuing in this embodiment wherestep 1001 is omitted inFIG. 10, the server 105 can then use the waitinginterval 703 until a message 208 is received froma
module 101. In this case wherestep 1001 is omitted inFIG. 10, then step 503can also be omitted since themodule instructionS02 is already encrypted with the module
public key111 (by the application server171). After skippingstep 503 and receiving themessage 208, the server 105 can then send theencrypted module instruction
502 and digital signature (signed by the application servefi71) to themodule 101 in a response 209, as shown in FIG. 10. Themodule 101 can read receive the
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response 209, read the identity of the application server, select gublic key 171 w of the application server171, verify the digital signature of themodule instruction502,
and decrypt themodule instructionS502 using the moduleprivate key 112 and an asymmetric ciphering algorithms141 a. Themodule 101 can then apply themodule
instruction 502 and send amessage 208 with a confirmation atstep 1002. The confirmation atstep 1002 can include atimestamp 604 b, which the server 105 can send
to the application server171. In this manner, themodule 101 may receive instructions from theapplication server171i that are not encrypted by theserver 105.

FIG. 11

FIG. 11is a flow chart illustrating exemplary steps for a server to communicate with an application and a module, in accordance with exemplary embodiments. FIG. 11
includes a combination of different exemplary embodiments contemplated in the present invention, including (i) receiving a first modulecrypted data403 with a first
sensor data604 b from a module 101 using a first public key 111, (ii) sending thefirst sensor data604 b in a first application message701, (iii) sending amodule
instruction 502 for a module 101 to derive a new public and private key pair using a set of $126, (iv) iving a second moduleencrypted data403 with a
second sensor data604 b from module 101 using the second public key, and (iv) sending thesecond sensor data604 b in a second application message701.

Server 105 can receive a first modulepublic key 111 at step 516. The first module public key 111 can be in amessage 208 that includes amodule identity 110 and first
parameters 126, where the parameters can provide values associated with the first modulpublic key 111 such as an elliptic curve name or defining equation, a modulus
for an RSA key, a time-to-live value, acertificate authority 118 name, etc. According to an exemplary embodiment, a set oparameters 126 can include a module public
key identity 111 a, in addition to other values.Server 105 can receive the first modulepublic key 111 at step 516 in the form of acertificate 122, although acertificate
122is not required. Although not illustrated inFIG. 11, module public key 111 could optionally be encrypted in a moduleencrypted data403, as depicted and described
in connection withStep 1001 of FIG. 10 in U.S. patent application Ser. No. 14/039,401. In addition, the submission of the first modupaiblic key 111 at step 516 could be
authenticated usingstep 517 of FIG. 5 b of the present invention. In this mannerserver 105 can ensure that the first modulepublic key 111 is properly associated with
module identity 110 and/or module 101 (i.e. prevent an incorrect submission of the first modul@ublic key 111 or even the potential malicious submission of the first
module public key 111). In accordance with a preferred exemplary embodiment, théirst message208 received at step 516 can also include a module publickey identity
111 g, so that server 105 can properly keep track of multiple different modulgublic keys 111 used by amodule 101 over time, such asmodule 101 periodically rotating
public/private key pairs in order to enhance security.

At step 1101, server 105 can receive asecond ge 208 that includes a first modul rypted data403, where the first moduleencrypted data 403 was processed
by server 105 using the first modulepublic key 111 and first set of parameters 126 received in step 516. In accordance with an exemplary preferred embodimentserver
105 can use the first modulepublic key 111 to process the first moduleencrypted data403 by (i) mutually deriving a common sharedsecret key 129 b as a symmetric
key 127 for use between server 105 and module 101 using akey derivation function141 f with the first modulepublic key 111 as aninput into thekey derivation function
141, and (ii) server 105 sending a symmetric key 127 to module 101 where (ji.a) the symmetric key 127 was ciphered using anasymmetric ciphering algorithm141 a
and the first modulepublic key 111 and (ii.b) the first moduleencrypted data403 was ciphered using thesymmetric key 127. Note that the second message208 could
be optionally sent without ciphering or encryption, and in this case theecond message208 could use the first modulepublic key 111 to include a moduledigital
signature 405 in the second message208. Thesecond message 208 can include asensor data 604 b or other server instruction414. According to an exemplary
embodiment, the second message208 may also preferably include amodule identity 110 or a module identity string 904 outside of the moduleencrypted data403, so
that server 105 can select the proper key in order to decrypt the modulencrypted data403.

At step 1102, server 105 can use anapplication message701 to send the sensor data604 b from a sensor 101 f with module 101 to an application server171 and/or an
application171 i. As illustrated in FIG. 8and FIG. 9, the application message701 can use a secure connection data transfe02, and could comprise anupdate
instruction704. The application message701 can include both amodule identity 101 and a server identity 206, and the server identity 206 can be useful forapplication
server 171 since the application server171 could receive a plurality ofapplication messages701 from a plurality of servers 105, each using a different key for ciphering.
Although not illustrated inFIG. 11, steps 1101 and 1102 could be completed in series multiple times before proceeding to step103, such asmodule 101 sending
multiple messages208 with sensor data 604 b over several days or longer, andserver 105 can correspondingly send the data to arapplication server171.

At step 1103, server 105 can process amodule instruction502 for module 101 to derive a second modulepublic key 111 and a secondprivate key112. Potential
reasons for the use of a new public and private key bynodule 101 are described in connection withFIG. 5b and elsewhere herein, and could include the expiration the
validity of acertificate 122 with the first modulepublic key 111 among many possible reasons. Althoughserver 105 s illustrated as processing themodule instruction
502 at steps 1103, anapplication server171 or another server associated withM2M service provider108 or module provider109 could send a signal toserver 105 for
module 101 to derive new keys, andserver 105 could then sendmodule 101 a module instruction502 to derive new keys atstep 1103. In an exemplary embodiment, any
module instructions 502 originated outsideserver 105in a system 100 llustrated in FIG. 1may preferably be sent toserver 105 before sending tomodule 101, since
other servers besidesserver 105in a system 100 illustrated in FIG. 1would not normally be able to send a packet tanodule 101 due to the presence offirewall 104. In
accordance with an exemplary preferred embodiment, (ilnodule 101 may only receive amodule instruction502 from aserver 105, where server 105 had previously
received amessage 208, (i) before module 101 receives the module instruction502. Further,module 101 may only receive amodule instruction502 both (i) after
sending amessage 208 and (ii) before the expiration of a firewall port bindindimeout value 117 after sending themessage 208.

Server 105 can then use step 503 illustrated in FIG. 5a to encrypt (i) the module instruction 502 and (ii) the second parameters126 in a server encrypted data 504, where
the module instruction 502 comprises an instruction formodule 101 to derive a new pair of keys Server 105 can use asymmetric key 127 and a symmetric ciphering
algorithm 141 b to encrypt the module instruction502 and second parameters126. The symmetric key 127 used instep 503 illustrated in FIG. 11 could be processed
using the first modulepublic key 111, where server 105 had (i) verified the identity ofmodule 101 using a moduledigital signature405 using the first modulepublic key
111, and then (ii) subsequently sent or received thesymmetric key 127 with module 101 after the moduledigital signature 405 was verified using the first modulepublic
key 111. Alternatively, server 105 could have sent thesymmetric key 127 to module 101 in a response 209 using an asymmetric ciphering algorithm141 a and the first
module public key111. Although not illustrated inFIG. 11, in a different but related embodiment t&FIG. 11, step 506 can be substituted forstep 503, such that module
instruction 502 and/or second parameters126 are not encrypted but rather a serverdigital signature506 pre d for inclusion in a response atstep 1104 below.

At step 1104, server 105 can then send aresponse 209 that includes themodule instruction502 and second parameters 126, where the module instruction502 could be
included in a serverencrypted data 504. Theresponse 209 could be formatted according to theexemplary response209 illustrated in FIG. 6a, where theresponse 209
caninclude amodule instruction 502 for the module 101 to derive a new key pair. Theresponse 209 could be to (i) the second message208 received atstep 1101, or (ii)
a subsequent message208 received by server 105 after the second message 208 received instep 1101 and not shown in FIG. 11. The response 209 at step 1104 can
also include a second set ofparameters 126 and a security token401. As contemplated herein, the terms “parameters” and “set of parameters” may be considered
equivalent. Ifresponse 209 at step 1104 does not include a serverencrypted data 504, then response 209 at step 1104 may preferably include a serverdigital signature
506.

The second set of parameters 126 at step 1104 could be related to the first set oparameters 126 at step 516 llustrated in FIG. 11, or may be different. As one example,
a second set of parameters 126 could include a different expiration date or time-to-live value for a new modulpublic key 111. The second set ofparameters 126 could
include a new elliptic curve name or values for a defining equation, including a new elliptic curve foraryptographic algorithms141 to be utilized bymodule 101. Thus,
according to a preferred exemplary embodiment, a set oparameters 126 sent to a module in aresponse 209 can include values for an elliptic curve defining equation. In
this manner,module 101 and server 105 can utilize an elliptic curve for anECC algorithms154 that is different than an ECCstandard curve 138. For example,module
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101 and server 105 may prefer to use an elliptic curve forECC algorithms 154 that is different than defined curves in standards such the list of curve names in section
5.1.1 of IETF RFC 4492 entitled “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)", and other related curves such as defined curves
published by NIST.

One benefit of utilizing a non-standard elliptic curve (where the curve can be defined usingCC parameters 137 in a parameters 126 is that security can be increased,
since attempts to break encryption with standard elliptic curves could not be readily applied to non-standard elliptic curves used in an ECC algorith&4 (i.e. rainbow
tables and the like generated for one elliptic curve would not normally be applicable for a sufficiently different elliptic curve). In accordance with a preferred exemplary
embodiment, atstep 1104 the second set ofparameters 126, which can include values for a defining equation and/oECC parameters137, can be sent to amodule 101
in a response 209, where the parameters 126 are within a serverencrypted data 504. The security of asystem 100 can be increased by keeping confidential the elliptic
curve used inanECC algorithm 154. By sending ECC parameters 137(possibly within the second set of parameters 12§in a server encrypted data 504 in a response
209, where ECC parameters 137 include values for a different elliptic curve fornodule 101 to utilize in a cryptographic algorithms, the security of aystem 100 can be
further increased since the underlying elliptic curves used with public and private keys can change over time.

Module 101 can receive theresponse 209 sent in step 1104 with themodule instruction 502 instructing module 101 to derive a new key pair using the second set of
parameters 126. Note the second set ofparameters 126 could be omitted in theresponse 209 sent in step 1104 and in thiscase module 101 can use the first set of
parameters fromstep 516 illustrated in FIG. 11. Module 101 can decrypt the serverencrypted data 504 in a response 209 using a symmetric key 127 and/or the first
module public key 111 sent in the first message atstep 516 shown in FIG. 11. Atstep 515, module 101 can derive the new key pair using the second set oparameters
126. As depicted and described in connection with FIG. ® , module 101 can use the second set ofparameters 126, cryptographic algorithms141, a key pair generation
algorithms 141 e, and a random number generator128 to derive a second modulepublic key 111 and a second moduleprivate key 112. Therandom number generator
128 could use input from asensor 101 f, radio 101 z and other hardware in order to input “noisy” data into @eed 129 used by random number generator128, including
using a module random seed file 139.

At step 1105, server 105 can receive the second modulepublic key 111 from module 101 in a third message 208. The third message 208 could include amodule identity
110, and the second modulepublic key 112 could be authenticated byserver 105 using step 517 depicted and described in connection with FIG. ® above. Note that the
third message 208 may also preferably include a module publikey identity 111 a, so that server 105 can properly track and identify which of a plurality of modulgublic
keys 111 may be used. Module publickey identity 111 a and module public key 111 could be received byserver 105 in the form of acertificate 122, although the use of a
certificate 122 is not required. Server 105 can authenticate the second modulepublic key 111 at step 1105 using the first modulepublic key 111 received instep 516 in
FIG. 11. In one embodiment, the second modulepublic key 111 could be authenticated byserver 105, where the third message included a moduledigital signature405
that module 101 processed using the first moduleprivate key 112. Server 105 could use the first modulepublic key 111 and the first set of parameters 126 received in
(or used with) step 516 of FIG. 11 to verify the moduledigital signature405. In this manner, the second modulepublic key 111 could be authenticated with or afterstep
1105 by server 105.

Upon receiving and authenticating the second modulgublic key 111, server 105 can record the second modulepublic key 111in a module database105 k or store the
key in other memory. After recording the second modul@ublic key 111, at step 1106 server 105 can receive afourth message208 that includes (i) a module identity,
and (ii) a second moduleencrypted data403, where the second moduleencrypted data403 may be encrypted using the second modulepublic key111 received at step
1105. The second moduleencrypted data403 could include second sensor data604 b or other data as well.Server 105 can decrypt the second moduleencrypted data
403 in order to extract theplaintext sensor data604 b, or other data for aserver 105 or application171 j including aserver instruction414 different than an “update”
message.

Aq limati

At step 1107, server 105 can then send asecond application message701 to anapplication server171 and/or application 171 i, were the pp n g
could include the sensor data 604received in step 1105 and themodule identity 110. Server 105 can utilize a secure connection data transfeB02 to send the sensor
data 604 b and the module identity 110 received instep 1106. In an exemplary embodiment, the keys used for a secure connection data transfer 80& step 1107 could
be the same as used in the secure connection data transfeB02 at step 1102. In this manner,server 105 can support a change in public and private keys fomodule 101,
while no change in public and private keys are required foapplication server171 and/or application1711. Further,application 171 may require avalid certificate122 for
server 105, while server 105 may not require acertificate 122 for each module 101. Although not illustrated inFIG. 11, steps 1106 and 1107 could repeat in sequence as
server 105 continues to receiveadditional messages208 from module 101 over time, and server 105 could continue to updateapplication server171 and/or application
171i by sendingadditional application messages701. Application171i can use the plurality ofsensor data604 b received in FIG. 11to update anapplication database
171k and information presented to auser 183 though aweb portal 171).

CONCLUSION

Various exemplary embodiments have been described above. Those skilled in the art will understand, however, that changes and modifications may be made to those
examples without departing from the scope of the claims.
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Techniques for securing networked access systems
Push button configuration pairing

Active antenna element (aae) implementation for facilitating 6lowpan
data access

Baseband unit (BBU) implementation for facilitating 6LoWPAN data
access

Pico-RRU-based network implementation for facilitating 6LoWPAN
dataaccess

Secure factory data generation and restoration
Mesh network system and techniques
Conference-aware network address translation penetration method

Addressing for device to device communications

Method for reinforcing security of beacon device, system and
apparatus thereof

DATA PROCESSING METHOD

Method and Apparatus for Facilitating Accessing Home Surveillance
Data by Remote Devices

A kind of method for authenticating entities and device

Providing network credentials
Persistent network addressing system and method
Method of providing end to end encryption with auditability

Deep packet inspection (DPI) of network packets for keywords of a
vocabulary

Service processing method, related device and system

Electronic apparatus and method for shareing wireless network
access infromation in electronic apparatus

Merging proxy

COMMUNICATION DEVICE, SYSTEM, AND COMMUNICATION
PROCESSING METHOD

A kind of compensation method of doubly selective channel, system
and relevant apparatus

Application program

Method and app for of wearable

device

ing body bal

Mutual authentication with symmetric secrets and signatures

Peer-to-peer sharing of network resources

Verification method applied to remote connection and related
verification system and related ip camera

Method and server device for provisioning an embedded SIM

Method for processing request message in wireless communication
system and apparatus therefor

An electronic system for forming a control channel between an
electronic device and a videotelephone device
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Different authentication profiles
Bootstrap Mechanism For Endpoint Devices

Compression of internet protocol version 6 addresses in wireless
sensor networks

Industrial security agent platform

Method for sharing contents and device, system thereof
Secure transmission

Secure communication channel with token renewal mechanism
blish secured cor ns

Failure recovery mechanismto re

Method for keeping remote connection, electronic device and sever

Data processing apparatus, data processing method and program

Wireless devices and systems for tracking patients and methods for
using the like

HealthCheck access point

HealthCheck access point

Separating sensitive data from mobile devices for theft prevention
Internet of things device for registering user selections

Maximizing concurrency bug detection in multithreaded software
programs

Message processing for subscriber sessions which stretch over
different network domains

Intelligent key selection and generation

Subscriber identification module pooling

Systems and methods for secure provisioning of production
electronic circuits

Subscriber identity module provider apparatus for over-the-air
provisioning of subscriber identity module containers and methods

Management of relationships between a device and a service
provider

System and method for securely connecting network devices

System and method for securely connecting network devices using
optical labels

System and method for securely connecting network devices
BOX OF COMMUNICATION AND MANAGEMENT OF EQUIPMENT

Quantum key distribution system, method and device based on
trusted relay

Transparent denial of service protection

System, method, and program product for processing secure
transactions within a cloud computing system

Submissive mobile network connection regime of field device in
machine-to-machine network

Method and system for load balancing

Payment processing method and electronic device supporting the
same

Managing firmware updates for integrated components within mobile
devices

Electronic device providing electronic payment function and
operating method thereof
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Trust-zone-based end-to-end security

Method and apparatus for providing card service using electronic
device

Systems and methods for connecting purpose-built appliances to
secure wireless networks

Apparatus and method for providing a public key for authenticating
an integrated circuit

Autonomous devices
Autonomous devices

Safe-transfer exchange protocol based on trigger-ready envelopes
among distributed nodes

System and method for accurately sensing user location in an loT
system

Systems and methods for accurately detecting the user's position in
the loT system

System and method for accurately sensing user location in an loT
system

Management of encryption keys in an application container
environment

Technique for managing profile in communication system

Procedure and apparatus for managing a profile of a terminal ina
wireless communication system

Encryption equipment key injected system, method and device based
on cloud environment

Communication service for machine-to-machine devices

Virtual subscriber identity module for mobile communication
equipment

Method for sharing key between devices using physical access
restriction

Identifying trusted configuration information to perform service
discovery

Apparatus and method for flexibly generating cryptographic private
keys and device with flexibly generated cryptographic private keys

System and method for streaming content from multiple servers

System and methods for monitoring events associated with services
of mobile devices

Cryptographic unit for public key infrastructure (PKI) operations

Mobile network’s power consumption detecting system of electronic
installation and method

Internet of things (10T) automotive device, system, and method
Software security protection method and device

System, apparatus and method for transferring ownership of a device
from manufacturer to user using an embedded resource

Self-configuring key management system for an internet of things
network

Multipath demultiplexed network encryption

Methods and systems for providing updates to and receiving data
from devices having short range wireless communication capabilities

Handshake offload
Load balancing with handshake offload

Method for enabling a secure provisioning of a credential, and related
wireless devices and servers
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A kind of virtual SIM card parameter management method, mobile
terminal and server

Accelerated encryption and decryption of files with shared secret and
method therefor

Host card emulation systems and methods

Method for obtaining initial access to a network, and related wireless
devices and network nodes

Apparatus and method for establishing secure communication
channels in an internet of things (loT) system

Apparatus and method for establishing secure communication
channels in an internet of things (I0T) system

Machine to machine virtual private network

Apparatus and method for securely tracking event attendees using
10T devices

Method and apparatus for wireless validation

Secure firmware upgrade for cellular iot
Server initiated remote device registration
Bootstrapping without transferring private key
Storage device and control method

Apparatus and method for a dynamic scan interval for awireless
device

Apparatus and method for sharing WiFi security data in an internet of
things (loT) system

Fast detection and identification of lost packets
Authentication service for third party applications
Apparatus and method for secure electronic payment

Apparatus and method for trusted execution environment based
secure payment transactions

Method and apparatus for downloading a profile ina communication
system

System and method for channel security

Embedded authentication in a service provider network

Autonomous sensor system with intrinsic asymmetric encryption
Alert system for internet of things (loT) devices

System and method to reconcile cabling test results with cabling test
configurations

Cloud based system and method for managing testing configurations
for cable test devices

Method and system for securing a first contact of a mobile device
with a device

Establishment of operating state of machine-to-machine devices

COMMUNICATION DEVICE, COMMUNICATION METHOD, AND
COMPUTER PROGRAM

Systems and methods for inter-application communicationin a
network of moving things

System and methods for predictive cyber-physical resource
management

System and method for trigger-based scanning of cyber-physical
assets
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System and method for fingerprint-based network mapping of cyber-
physical assets

Geolocation-aware, cyber-enabled inventory and asset management
system with automated state prediction capability

Risk analysis using port scanning for multi-factor authentication

System and methods for dynamic geospatially-referenced cyber-
physical infrastructure inventory and asset management

Secure palicy-controlled processing and auditing on regulated data
sets

Apparatus and method for filtering wireless signals

Method and system for signaling optimization of IP connection over
a mobile-radio network

Vehicle access systems and methods

Method and apparatus for downloading profile on embedded
universal integrated circuit card of terminal

METHOD OF ESTABLISHING SECURE END-TO-END
COMMUNICATION BETWEEN A USER TERMINAL AND A
CONNECTED OBJECT

System, method, and computer program product for privacy-
preserving transaction validation mechanisms for smart contracts
that are included in a ledger

Hash-based key distribution

A communication method and device based on a virtual customer
identification module

lot-basesd things management system and method using block
chain authentification

Method and apparatus for secure interaction between terminals
Authentication of a gateway device in a sensor network

System, apparatus and method for providing privacy preserving
interaction with a computing system

Dynamically serving digital certificates based on secure session
properties

System and method for sharing internet of things (I0T) devices

System and method for establishing a secondary communication
channel to control an internet of things (I0T) device

System and method for performing asset and crowd tracking in an
loT system

Internet of things (loT) apparatus and method for coin operated
devices

Apparatus and method for modifying packet interval timing to
identify a data transfer condition

Apparatus and method for obscuring wireless communication
patterns

Method, computer-readable storage device and apparatus for
processing machine-to-machine communications

System and method for secure communications between a computer
test tool and a cloud-based server

Project documentation sharing and collaboration in a cloud-based
environment

Method and apparatus for transmitting software

Privacy preserving group formation with distributed content key
generation

Network system for secure communication

SECURE COMMUNICATION
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Wireless terminal, wireless station and method thereof
Systems and methods for enhanced mobile device authentication
Data transmission method, apparatus and device

ENCRYPTION SYSTEM FOR COMMUNICATIONS IN THE INTERNET
OF THINGS

Methods and systems for securely accessing line replaceable units

Electric device, method for communication thereof and encryption
method

CONDUCTING TRANSACTIONS USING ELECTRONIC DEVICES WITH
NON-NATIVE CREDENTIALS

System and method for authentication of things
Remote support installation mechanism
Secured service provisioning

Blockchain-implemented method for control and distribution of
digital content

Blockchain-based universal tokenization system

Methods and systems for efficient transfer of entities on a peer-to-
peer distributed ledger using the blockchain

Cryptographic method and system for secure extraction of data from
a blockchain

Authenticated network time for mobile device smart cards

Method and system for securing computer software using a
distributed hash table and blockchain

Method and system for the secure transfer of entities on a
blockchain

SYSTEM AND METHOD OF MANAGING ACTIONS ASSOCIATED WITH
ASSETS BY MEANS OF A BLOCKBOX

Personal device security using elliptic curve cryptography for secret
sharing

Method and system for efficient transfer of cryptocurrency
associated with a payroll on a blockchain that leads to an automated
payroll method and system based on smart contracts

Registry and automated management method for blockchain-
enforced smart contracts

Tokenisation method and system for implementing exchanges on a
blockchain.

Deterministic and hierarchical deterministic keys of public secrets for
secure exchange of information

Blockchain-based exchange with tokenisation

Secure multiparty loss resistant storage and transfer of cryptographic
keys for blockchain based systems in conjunction with a wallet
management system.

Cellular device authentication

Agent-based Turing complete transaction with integrated feedback
within the blockchain system

COMMUNICATION SYSTEM, TERMINAL DEVICE, COMMUNICATION
METHOD, AND PROGRAM

A kind of strong migration digital signature method merging
fingerprint, ECDH and ECC

Systems and methods for securing electronic data with embedded
security engines
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Method for using dynamic Public Key Infrastructure to send and
receive encrypted messages between software applications

Methods, systems, and media for using dynamic public key
infrastructure to send and receive encrypted messages

Trans-encryption method and apparatus for removing information
from data transmitted over a network and stored in a data storage
facility

Control device and method for saving data

METHOD FOR ESTABLISHING COMMUNICATION BETWEEN A
GATEWAY AND A COMMUNICATION MODULE

Exchange and communication method

Short term certificate management during distributed denial of
service attacks

OPTIMIZED SMALL DATA TRANSMISSION ON AN UPLINK
Communication method, network equipment, and user equipment

Electronic subscriber identity module (eSIM) provisioning error
recovery

Secure gateways for connected dispensing machines
Secure communications
Protection of privacy in wireless telecommunication networks

Method and server for issuing cryptographic keys to communication
devices

Method, server, and communication device for updating identity-
based cryptographic private keys of compromised communication
devices

Method and management server for revoking group server identifiers
of compromised group servers

Information management program, information management
method, and information management device

Watermarking for data integrity

Electronic Device including eUICC and Method for Operating the
same

Methods and entities for ending a subscription.

TECHNIQUE FOR DOWNLOADING A PROFILE OF ACCESSTO A
NETWORK

Core network connectionless small data transfer

Method and apparatus for controlling loT devices by agent device
Secure and zero knowledge data sharing for cloud applications
Computer system

Method and system for automatically generating shared secret key
Operation related to a user equipment using a secret identifier
System and method for wireless communication of glucose data

Authorized control of an embedded system using end-to-end secure
element communication

Methods and systems implemented in blockchain

Mobile transceiver having asset-based alarm profile and a method of
operation

Procedure for exchanging information

Method and apparatus for managing mobile subscriber identification
information according to registration requests
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A data processing method and device

Local recovery of electronic subscriber identity module (eSIM)
installation flow

Sensor web management system for internet of things sensor
devices with physically imprinted unique frequency keys

Low battery indication in Wi-Fi enabled device or sensor

Lightweight and escrow-less authenticated key agreement for the
internet of things

Network function virtualization system and verification method
Policy control framework

Authentication method of mobile network, terminal equipment, server
and network authentication entity

Method and apparatus for assigning mobile subscriber identification
information to multiple devices according to location

Method and apparatus for utilizing mobile subscriber identification
information with multiple devices based on registration requests

Method and apparatus for reassigning mobile subscriber
identification information

Secure communication method and system

Integrity protected trusted public key token with performance
enhancements

Method and apparatus for provisioning mobile subscriber
identification information to multiple devices and provisioning
network elements

Authentication and personal data sharing for partner services using
out-of-band optical mark recognition

Independent wakeups from deep sleep for broadcast and unicast
service

Generating an authentication result by using a secure base key

Method and apparatus for managing and reusing mobile subscriber
identification information to multiple devices

System and method for communication of analyte data
Analyte data communication system and method

Building or enclosure closing and / or opening device and method of
operating a building or enclosure

A kind of real-name authentication system and method for express
delivery industry

Mthods, systems and devices for storing website private key
plaintext

System and method for configuring a wireless device for wireless
network access

Ue and devices for detach handling

Method and apparatus for provisioning of multiple devices with
mobile subscriber identification information

Method for secure enroliment of devices in the industrial internet of
things

Associating applications with Internet-of-things (loT) devices using
three-way handshake

Lightweight encrypted communication protocol

Lightweight authentication protocol using device tokens

Quantum key chip issuing method
platform and system

lication method, issui
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Partner event gateway infrastructure

Systems and methods for real-time control

Method and apparatus for using temporary mobile subscriber
identification information in a device to provide services for a limited
time period

Method and apparatus for using mobile subscriber identification
information for multiple device profiles for a device

Method and apparatus for using active and inactive mobile
subscriber identification information in a device to provide services
for alimited time period

Circuit and method for handling write and read requests between a
master circuit and a slave circuit in different clock domains

Methods, systems, and devices for registering a communication
device utilizing a virtual network

Systems and methods for cloning an agent in a distributed
environment

Providing access to a lock by service consumer device

Systems and methods to orchestrate infrastructure installation of a
hybrid system

Systems and methods to facilitate infrastructure installation checks
and corrections in a distributed environment

Systems and methods to facilitate certificate and trust management
across a distributed environment

Sensor for acquiring measured values, methods, apparatus and
computer-readable storage medium with instructions for processing
measured values of a sensor

Control system and control method

Wireless data transmission energy consumption optimization
method

A kind of OPC UA secret key exchange methods based on chaos rsa
encryption

Based on the distributed SM2 digital signature generation method
and system for going secretization

Systems and methods for certificate chain validation of secure
elements

System and method for efficient and secure communications
between devices

Internet of Things Security Module

Method, related equipment and system for updating public key of
certificate issuer

Storing data from a sensor device into a neighboring device

Method for managing identification information and electronic device
supporting the same

A kind of Hamming code cyclic check machinery of consultation and
system

A kind of method, mobile terminal, electronic equipment and graphic
user interface connecting network

A system and a computerimplemented method for machine-to-
machine authentication of an apparatus

Managing session secrets for continuous packet capture systems
Method and System for Updating a Whitelist at a Network Node

Method and system for limiting data traffic transmission of network
enabled devices
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eSIM profile switching without SMS

IPv6 link local secure network with biometric security to secure IOT
devices

Anonymization of sensitive data for use in user interfaces
Transferable ownership tokens for discrete, identifiable devices

Embedded universal integrated circuit card (eUICC) profile content
management

Encrypting data in a pre-associated state
Elevator control system

Creation of modular applications with corresponding twins in the
cloud

Communication device and communication method

INSTALLATION AND TESTING OF AN ELECTRONIC PARTICIPANT
IDENTITY MODULE (eSIM)

Secure enabling and disabling points of entry on a device remotely or
locally

Secure shell (SSH) server public key validation by a SSHclientin a
high volume device deployment

Synchronizing content
Synchronizing content

METHOD OF GENERATING OPERATING ENTROPY

Encryption system and method

Network-based key distribution system, method, and apparatus
Internet of things services architecture

Entropy-based authentication of mobile financial transaction
Network-based key distribution system, method, and apparatus
Systems and methods for generating symmetric cryptographic keys

Generating ephemeral key pools for sending and receiving secure
communications

Provisioning ephemeral key pools for sending and receiving secure
communications

Sending secure communications using a local ephemeral key pool
System and method for device management

Applying filter rules in Ipwa communication networks

Network access control

Subscription concealed identifier

Method for updating network access application authentication
information, terminal, and server

Method and apparatus and computer-readable storage medium for
configuring local consensus

Apparatus and method for encapsulation of profile certificate private
keys or other data

Method for generating a public/private key pair and public key
certificate for an internet of things device

Multi-level authentication for secure supply chain asset management

Self-provisioning of mobile devices in deployable mobile
telecommunications networks
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Computerimplemented method of generating a threshold vault
Threshold digital signature method and system

Ensuring information security in data transfers by utilizing proximity
keys

Device and method for authorizing a color change of an apparel
device

System and method for improving content fetching by selecting
tunnel devices

Method for updating firmware and related apparatus

Managing embedded universal integrated circuit card (eUICC)
provisioning with multiple certificate issuers (Cls)

Secure vehicle to vehicle communication

Method and apparatus of supporting profile transfer of devices in
wireless communication system

Disabling MAC address aging time for an internet of things (loT)
device on a network switch

Method for protecting the confidentiality and integrity of firmware for
an Internet of Things device

Data processing and identity authentication method and system, and
terminal

Self-directing node

System and method for depicting and using one logical connection
with collection of input/output (I/0) modules as multiple individual
logical connections

Secure shared key establishment for peer to peer communications

Elevator request authorization system for a third party

Secure wireless communication physical layer slope authentication
method and apparatus

Methods for encrypted data communications

QUANTUM SOLID BLOCKCHAIN

Key sharing device, key sharing method and key sharing program
Easy connectivity provisioning for cellular network

Inline secret sharing

Method of enabling manual selection of all possible attributes of
encryption

Enhanced decoding of coded sequences with structured data

A tail energy optimization method based on data prefetchingin LTE
cellular network

Computer system and method for distributed privacy-preserving
shared execution of one or more processes

Method and system for securely enrolling cryptographic keys on
physical media for cryptographic keys, and physical media product

Methods, computer programs, computer program product,
communication devices, network device and server

Systems and methods for randomized reward distribution exchange
for loyalty points

Random number generator generating random number by using at
least two algorithms, and security device comprising the random
number generator

Random number generator generating random number by using at
least two algorithms and security device comprising the same
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Apparatus and method for selection and transmission of server
certificate

Methods and systems for supporting fairness in secure
computations

Computer architecture for emulating a synchronous correlithm object
processing system

Method and system for verifying calling number and call receiving
equipment

On-boarding entity for remote embedded universal integrated circuit
card management

METHOD OF SHARING A KEY FOR DERIVING SESSION KEYS TO
CRYPT AND AUTHENTICATE COMMUNICATIONS BETWEEN AN
OBJECT AND A SERVER

Computerimplemented system and method
Multi-key sharing method and device
A kind of smart home system

Method and system for securing communications between a lead
device and a secondary device

Session management for communications between a device and a
dtls server

A kind of communication means between power distribution
automation main station and distribution power automation terminal

Wearable electronic device and system for tracking location and
identifying changes in salient indicators of patient health

Method and apparatus for remotely updating satellite devices

Method and system for remote dynamic upgrade of embedded
software in power system

Ranking alerts based on network monitoring

Methods and apparatus to create opportunistic network of iot
collaboration agents to collect data from mobile devices

Detection of denial of service attacks
Collision detection method

System and method for dynamic geospatially referenced cyber-
physical infrastructure inventory

Quantum-resistant double signature system
Method and apparatus for processing message data

Configuration systems and methods for secure operation of
networked transducers

Device default wifi credentials for simplified and secure configuration
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Dynamic certificate management for a distributed authentication
system

Wristband locking hanism, wristband, bl
and method of securing an article to a person

electronic device

Safety certifying method and device and storage medium

Decentralized protocol for maintaining cryptographically proven
multi-step referral networks

Internet of things platform for handling firmware transfer on
machine-to-machine devices

Methods for certificate issuance in remote provisioning architectures
for embedded UICCS

A system and method for short response time data services through
cellular networks
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Preventing image or video capture of input data provided to a
transaction device

Communication system capable of preserving a chip-to-chip integrity

Using keys with targeted access to the blockchain to verify and
authenticate identity

A kind of data transmission method, device and fire-fighting system

Trust framework against systematic cryptographic

Anchor non-relocation handling in 5g

Secure wireless lock-actuation exchange

Mutual Authentication using Child Key based on ECC

Cryptography operations for secure post-quantum communications

Computer implemented system and method for encoding
configuration information in a filename

Correlating causes and effects associated with network activity
Systems and methods for managing cellular multi-connectivity

Storage memory unit with a shared nonvolatile memory interface for
a radio

Method and elevator group configured for establishing a secure data
communication between a plurality of controllers in each of a
plurality of elevators of the elevator group

CA certificate implementation method based on mobile terminal
Privacy preserving secure task automation

Execution sequence integrity monitoring system

Execution seq integrity parameter monitoring system

Network communication encryption and decryption method and
electronic equipment

Light-based lane-change control
Systems, methods, and media for managing user credentials

Content Contract System, Content Contract Method, Right Holder
Terminal, Transferee Terminal, Control Terminal, Content Storage
Server, Right Holder Program, Transferee Program, Control Program
and Content Storage Program

Offloading upload processing of a file in a distributed system using a
key that includes a hash created using attribute(s) of a requestor
and/or the file

Cryptographic key negotiation method, equipment, storage medium
and system

Secure firmware transfer from a server to a primary platform
Mobile cellular networks authenticated access
Vehicle and controlling method thereof

Technology to provide fault tolerance for elliptic curve digital
signature algorithm engines

Bootstrapping with common credential data
Device bootstrapping
Utilizing smart data tags to track and control secure enterprise data

Data acquisition box and intelligent manufacturing-oriented industrial
big data acquisition method

Obfuscation of input data provided to a transaction device
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Error correcting system shared by multiple memory devices

Key Management and Operation Method for Improving Security of
Distribution Intelligence System

Method, system and apparatus for unified security configuration
management

Energy-aware digital signatures

Securing node groups

Identity authentication method and device for terminal of Internet of
things and storage medium

Communication control device and communication control system

Data transmission method, communication processing method,
device, and communication processing program

Device registration mechanism

Template-based regi

Template-based registration
Method for providing proof of origin for a digital key pair
Method and system for transfer of data in a network

Compute digital signature authentication verify instruction

Compute digital signature authentication sign instruction

Compute digital signature authentication sign with encrypted key
instruction

Auditable system for event tracking

Public key exchange with authenticated ECDHE and security against
quantum computers

Physical layer secure transmission method based on asymmetric key

Security for contactless transactions

Leveraging goaway messages to dynamically inform connection
peers of loT events

Secure transmission
Bootstrapping a device

Method and system for blishing secured
communications using electromagnetic polarization techniques

The system and method for network security control function is
realized in substation based on wireless sensor

Communication method and device
Method and apparatus for transmitting sensor data with low power

Systems and methods for managing access to shared network
resources

Method and apparatus for generating shared secrets

Detecting injection attacks using passive network monitoring
Establishing secure communication without local time information
Content agnostic memory pageable storage model

Secure communication with individual edge devices of remote
networks that use local security credentials
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Blood Glucose Control System

Glucose control system with automated backup therapy protocol
generation

Method for improving telephone security, user end device, server
device and system

A security protection method for vehicle-road coordination network
based on electronic certificate

Modifying triage information based on network monitoring

Software defined f llular network

ingina

Correlating network traffic that crosses opaque endpoints
Correlating network traffic that crosses opaque endpoints
Information verification method, device, server and storage medium
Device authentication across unsecure network

Discovery for token secured routing

IPv6 client and method for IPv6 client to communicate with server

Automatic determination of user roles and asset types based on
network monitoring

Sensor calibration

Multiple implicit certificate issuance system using extension function
and its issuance method

System and method for providing authenticated identity of mobile
phones

Network access control system and method therefor

METHOD FOR GENERATION OF A DIGITAL PROOF OF THE
TRANSMISSION OF A MESSAGE BY A UWB RADIO TAG, ASSOCIATED
SYSTEM

Method for operating a medical system, medical system, and security
module

SSLVPN authentication method and intranet resource access and
data acquisition method

Ultra-ightweight multi-signature data processing method and system
and Internet of things platform

Communication encryption method, communication device, system,
and computer-readable storage medium

Secure communication method and device

System and method for secure storage and distribution of encryption
keys

Communication apparatus having power saving mode and capable of
saving more power in power saving mode

Wireless sensor transmission method and apparatus
A data encryption method, electronic device and medium

Certificate transaction verification method of resource public key
infrastructure based on block chain

A method for bidirectional authorization of resource public key
infrastructure based on blockchain

Multiple-key verification information for mobile device identity
document

Communication device having power saving mode and capable of
saving power as much as possible in power saving mode
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Initial configuration method and terminal equipment
Device behavior analytics
Analytics with shared traits

Automated ID proofing using a random multitude of real-time
behavioral biometric samplings

Method and apparatus for encryption key exchange with enhanced
security through opti-encryption channel

User as a password

El h Aof h i i N

Automated preemptive polymorphic deception

Privacy-preserving delivery of activation codes for pseudonym
certificates

Public/private key system with increased security
Communication method between vehicle machine and instrument

Method for sending and receiving a message comprising an
encrypted identifier of the sender device

Distributed audience computation software service
Malware infection detection service for loT devices

Self-contained encrypted data and decryption application for third
party data storage and data dissemination

Post-quantum cryptography side chain

Method and apparatus for providing secure short-ived downloadable
debugging tools

Personalized, server-specific authentication mechanism

Wearable electronic device and system using low-power cellular
telecommunication protocols

Method and apparatus for performing timed functions in a wireless
electronic device

Method and system for connectivity between a personal area
network and an internet protocol network via low power wide area
network wearable electronic device

Method and system for connectivity and control of industrial
equipment using alow power wide area network

Method and system for connectivity and control of a hazard-prone
environment using a low power wide area network

Methods, apparatus, and articles of manufacture to securely audit
communications

Threat sensor deployment and management

Distributed threat sensor analysis and correlation

Distributed threat sensor data aggregation and data export
Intelligent automated planning system for large-scale operations

System for exchanging symmetric cryptographic keys using
computer network port knocking

Communication method and communication apparatus
Health data management method, equipment and system
Transformer-based wideband filter with ripple reduction

Automated machine learning pipeline generation
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