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Preface

Authentication and key establishment are fundamental building blocks for se-
curing electronic communications. Cryptographic algorithms for encryption
and integrity cannot perform their function unless secure keys have been es-
tablished and the users know which parties share such keys. It is essential that
protocols for providing authentication and key establishment are fit for their
purpose.

Although there are certainly earlier publications on techniques for authen-
tication, it is fair to regard the 1978 Communications of the ACM paper of
Needham and Schroeder as the starting point for the modern study of proto-
cols for authentication and key establishment. There are two main research
camps that have advanced understanding of cryptographic protocols since
the publication of the Needham-Schroeder paper. These are the cryptography
community and the computer security community. Between them, these com-
munities have produced a vast number of protocols; some would say far too
many. This has led to many difficulties for researchers and practitioners who
wish to navigate this vast literature. We hope that this book will help them
find their way.

We believe that this book is the first comprehensive treatment of protocols
for authentication and key establishment. There have, of course, been previous
surveys of a more limited nature and these have provided valuable information
and examples for us. Particularly useful was the extensive survey of Clark and
Jacob [95] which includes a library of some 40 protocols as well as introductory
material and an annotated bibliography. Two chapters in the authoritative
Handbook of Applied Cryptography of Menezes, van Oorschot and Vanstone
were also a source of much information. Nevertheless, in virtually all cases we
have taken protocol descriptions directly from the original sources.

Our aim has been to provide a comprehensive coverage of our subject mat-
ter. Yet, despite restricting ourselves strictly to protocols for authentication
and key establishment, we quickly realised that it was unrealistic to be ex-
haustive. When we started the project in 1999 it seemed to us that there was
a certain stability in the field, and this was a strong argument for the time-
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VIII  Preface

liness of the work. To an extent this judgement has turned out to be sound,
at least for simple protocols of well-established type. But for more complex
protocols we were very definitely wrong, and the problem of trying to draw a
definitive picture of an ever changing landscape caused many headaches. This
is particularly true of the material on group-oriented protocols and that on
password-based protocols. Even as we write this preface, we are aware that
new protocols and design techniques are being developed in both these areas.

How to Use This Book

We hope that this book will prove useful both to those who wish to learn
more about the field and as a reference for those looking for information
about a specific protocol or group of protocols. The first two chapters are
introductory and may be useful for the graduate student, or anyone coming
to the field for the first time. Material in the remaining five chapters has
been arranged thematically to help the reader identify connections between
different protocols. Between them, these five chapters survey more than 150
protocols from the literature.

Chapter 1 starts with a tutorial aimed at explaining the general methods
of how protocols work and the typical capabilities of protocol adversaries.
Definitions for the basic protocol components follow, including a quick
overview of cryptographic algorithms and their properties, as well as a
list of typical protocol attacks.

Chapter 2 is devoted to a study of the different goals that protocols for au-
thentication and key establishment may have. We believe that this is a
critical part of understanding protocol analysis, and neglect of this issue
has been the source of much error in the past. The chapter develops a
hierarchy of different goals, considering only extensional goals. This hier-
archy is used in subsequent chapters to evaluate various protocols. We feel
the hierarchy provides a simple yet effective tool for describing protocol
properties and for evaluating attacks against protocols with unclear goals.
The last section contains a brief survey of formal protocol analysis tech-
niques, broadly divided into those using formal specification and those
using complexity-theoretic proofs.

Chapter 3 is concerned with protocols that employ symmetric cryptography.
Many of these protocols involve an on-line trusted third party, in the
tradition established by Needham and Schroeder.

Chapter 4 deals with protocols using public key cryptography, but excluding
key agreement protocols. As in Chap. 2 we include some standardised
protocols and also some protocols in wide use today, such as the TLS
protocol.

Chapter 5 is concerned with key agreement based on public keys. Most of
the protocols in this chapter are based on the Diffie-Hellman key ex-
change. There is a vast range of protocols in this class, and consequently
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Preface IX

this is the longest chapter. There is also a treatment of identity-based key
agreement protocols.

Chapter 6 covers conference key protocols. Much of this chapter concerns
generalisations of protocols from Chap. 5 to the multi-party setting. In
particular, Diffie-Hellman key agreement with multiple parties is dis-
cussed in some detail. A topic that is not treated in any depth in this
chapter is that of dynamic conferences.

Chapter 7 deals with password-based protocols. Such protocols were first
developed not much over 10 years ago. Recently there have been many
new protocols proposed in this area, and we have tried to take into account
the most important of these.

Appendix A is a brief overview of published standards for authentication
and key establishment protocols. Rather than give the details in this ap-
pendix, reference is made to many of the standardised protocols described
in different chapters of the book.

We expect that the book may be used by the practitioner for tasks such
as finding whether an established protocol exists for a specific application, or
whether any attacks are known on a specific protocol or on related protocols.
To help with such tasks we have provided a list of protocols and a list of
attacks in the front matter. There is also an index of protocol names at the
back as well as the more usual general index.

We have used a uniform notation for all protocols in the book, and have
aimed to present the protocols in a manner that explains the important details
clearly, and yet does not give excessive detail. There are different views of how
to best achieve this aim, and we have compromised by using two different
main presentation techniques. In Chaps. 3 and 4, and occasionally in later
chapters, we have used a notation simply showing the messages exchanged
between the protocol principals. We have preferred this notation when there
are more than two principals involved, and when the interpretation of protocol
actions seems straightforward. In most of the protocols in Chaps. 5, 6 and 7 we
have used protocol flow diagrams that include principal actions. This notation
seems more useful when there are complex and important actions involved.
However, these diagrams can get rather cluttered, particularly for conference
key protocols.
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1

A Tutorial Introduction to Authentication and
Key Establishment

1.1 Introduction

The newcomer to the subject of cryptographic protocols for authentication
and key management is likely to be bemused by the sheer variety of techniques
and technical background required. But even before this stage is reached
a more fundamental question needs to be faced. What are these protocols
there for at all? To answer this question it is necessary to provide an un-
derstanding of what sets cryptographic protocols apart from other types of
protocols. Above all, what are the ‘rules of the game’ when designing or at-
tacking a protocol, and why are techniques for design and analysis of ordinary
{(non-cryptographic) protocols not sufficient? This chapter provides necessary
background material for those readers who are not already familiar with the
topic of cryptographic protocols.

The first section of this chapter is a tuforial introduction to the whole
topic. This is intended to lead the beginner (who may already be familiar
with cryptographic algorithms and communications protocols) through the
fundamentals of the subject by following common mistakes in a hypothetical
protocol design. At the same time it enables us to start establishing some
common concepts and notation that will be used throughout the rest of this
book.

The remaining sections in this chapter form a more systematic approach
to the fundamental concepts required to understand cryptographic protocols.
We first present a loose classification of the different architectural settings that
are commonly encountered in protocols of this sort, in terms of the partici-
pants and their roles. The next two sections outline cryptographic mechanisms
and then methods to ensure freshness. Both of these are fundamental tools
required in almost all practical protocols. This is followed by a survey of most
known attacks on protocols; understanding protocol failures is essential in
understanding how to design and assess unfamiliar protocols. Finally we re-
view some general design principles coined by Abadi and Needham [4] which
summarise many of the themes of this chapter.
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2 1 A Tutorial Introduction to Authentication and Key Establishment

1.2 Building a Key Establishment Protocol

We now explicate an attempt to design one good protocol. The procedure we
will use to explain the ideas is to try to design a protocol for key establishment
from first principles. Problems with the protocol will be revealed in stages
through presentation of legitimate attacks so that each may be solved in turn.
Eventually a good protocol is achieved.

Before we start designing any protocol the communications architecture
must be established. We choose one common scenario, but the reader should
be aware that there is a wide variety of alternatives (these are explored in
Sect. 1.3). Our scenario has a set of users, any two of whom may wish to es-
tablish a new key for use in securing their subsequent communications through
cryptography. Such a key is known as a session key. It is important to un-
derstand that successful completion of key establishment (and entity authen-
tication) is only the beginning of a secure communications session: once an
appropriate key has been established its use comes in protecting the real data
to be communicated with whatever cryptographic mechanisms are chosen.

In order to achieve their aim the users interact with an entity called the
server which will also engage in the protocol. All users trust the server to
execute the protocol faithfully and not to engage in any other activity that
will deliberately compromise their security. Furthermore, the server is trusted
to generate the new key and to do so in such a way that it is sufficiently
random to prevent an attacker gaining any useful information about it.

Our protocols thus involve three entities (often called principals in the
literature). These are two users whom we denote A and B (often expanded
to Alice and Bob) and the trusted server S. The aim of the protocol is for A
and B to establish a new secret key K 45 which they can use for subsequent
secure communications. The role of S is to generate K 4p and transport it to
A and B. The aims of the protocol can be summarised as follows.

e At the end of the protocol the value of K a5 should be known to both A
and B, but to no other parties with the possible exception of S.
e A and B should know that K 4p is newly generated.

Let us begin with a completely naive outlook. A protocol to achieve trans-
port of a new session key K 4p is shown in Fig. 1.1. The protocol consists of
three messages. Firstly, user A contacts S by sending the identities of the two
parties who are going to share the new session key; secondly, S returns the
key Kap to A; finally, A passes K4p on to B. Before we examine the (lack
of) security of this protocol we should acknowledge that, as a specification of
the protocol, Fig. 1.1 is significantly incomplete. Note the following features.

¢ Only the messages passed in a successful run of the protocol are specified.
In particular there is no description of what happens in the case that a
message of the wrong format is received or that no message is received at
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1.2 Building a Key Establishment Protocol 3

1. A,B

2. KaB

3. KaB, A

Fig. 1.1. First protocol attempt

all. The inclusion of all such information is standard in specifying ordi-
nary communications protocols, and is essential to prove basic functional
properties [278]. It is unfortunate that it is commonplace to omit such
information from specifications of cryptographic protocols.

e There is no specification of internal actions of principals. In many protocols
the internal actions are fairly obvious; for example, they may be simply
to calculate what is required to output the next message. But in others
there are numerous alternatives and the choice can have security-critical
relevance.

e It is implicitly assumed that A and B ‘know’ that the received messages are
part of the protocol. It is common practice to omit such details which would
be required for a networked computer to be able to track the progress of
a particular protocol run. This may include details of which key should be
used to decrypt a received message which has been encrypted.

Despite the obvious limitations associated with specifying protocols by
showing only the messages of a successful run, it remains the most popular
method of describing cryptographic protocols in the literature. An equivalent
representation of the protocol of Fig. 1.1 is to show the messages sent in a
successful run, each preceded by the principals between whom it is intended
to pass. For example, the protocol in Fig. 1.1 could be specified as follows.

1. A—»S: AB
2.S—>A:KAB
3.A— B:Kap,A

Protocol 1.1: First protocol attempt in conventional notation
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4 1 A Tutorial Introduction to Authentication and Key Establishment

This notation is often preferred when a more compact description is de-
sired. However, it does make the protocol harder to visualise. Furthermore, it
may be argued that it tends to reinforce, even more than the diagrammatic
version, an assumption that messages automatically reach their destination
securely. In the authors’ experience it is usually helpful when trying to under-
stand a protocol for the first time to draw a figure showing the message flows
between the principals involved.

In this book we will generally use two different formats for protocol descrip-
tions. One is the format of Protocol 1.1, showing only the protocol messages.
However, we will usually describe any internal actions explicitly in the com-
mentary. The second format is to show the protocol flows between principals
and include, where appropriate, any internal checking that is required. Al-
though the second format is more complete, it is more cumbersome and we
will generally use it when the details are less obvious. For both formats we will
try to be as precise as possible about the properties required of cryptographic
mechanisms. (Such properties are discussed in Sect. 1.4.)

1.2.1 Confidentiality

The reader is probably already aware of the obvious problem with our first
attempt. Nevertheless it is our purpose here to be explicit about our assump-
tions. The problem is that the session key K 4p must be transported to A and
B but to no other entities. It is an assumption that the adversary, against
whose attacks we are implementing our security, can eavesdrop on all mes-
sages that are sent or received. This is a realistic assumption in typical com-
munications systems such as the Internet and corporate networks. Indeed, if
this possibility can be discounted then there is probably no need to apply
security at all.

Security Assumption 1 The adversary is able to eavesdrop on all messages
sent in a cryptographic protocol.

In order to provide confidentiality it is necessary to use a cryptographic
algorithm and associated keys. For now we will simply make the assumption
that the server S initially shares a secret key with each user of the system.
The keys Kas and Kpg are shared between A and S, and between B and
S, respectively. The need to keep K 4p confidential leads immediately to our
second protocol attempt shown in Fig. 1.2.

This protocol starts, as our first attempt, with A sending to S the identities
of the two parties who are to share the session key. S generates the session
key K ap, then encrypts it with each of the keys K 45 and Kps and sends the
result back to A. Principal A then relays the encrypted key to B along with
her identity so that B knows who else has this key.

This protocol is just as insecure in an open environment as our first at-
tempt, but for a completely different reason. A passive eavesdropper cannot
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1.2 Building a Key Establishment Protocol 5

)

2. {KAB}KAS’ {KAB}KBS

1. A, B

3. {KaB}Kkgs, A

Fig. 1.2. Second protocol attempt

see K 4p since encrypted messages may only be read by the legitimate recip-
ients who have the keys required to decrypt. This brings us to the question
of cryptographic algorithms. Fundamental cryptographic properties and their
use in cryptographic protocols are reviewed in Sect. 1.4. An understanding
of cryptographic algorithms is essential for the correct design of protocols.
However, the details of the exact cryptographic algorithm used are often ir-
relevant and such details are frequently avoided during both protocol design
and analysis. All the attacks described in this section are independent of the
cryptographic algorithms used.

In many analyses an assumption of ‘perfect cryptography’ is made, which
means that there is nothing gained whatsoever by the adversary in observ-
ing an encrypted message. Naturally this convenient assumption brings with
it certain responsibilities for the protocol designer. In order to make a de-
sign practical there must be suitable cryptographic algorithms available that
satisfy the security requirements. Furthermore, these requirements must be
made explicit as part of the protocol specification. An alternative approach
is to include an abstract model of the cryptographic algorithms as part of
the protocol specification. The protocol analysis can then aim to verify that
any advantage gained by the adversary from eavesdropping on the protocol is
sufficiently small. A comparison of these two different views has been made
by Abadi and Rogaway [5].

1.2.2 Authentication

The problem with the protocol in Fig. 1.2 is not that it gives away the secret
key K sp. The difficulty is that the information about who else has the key
is not protected. We need to take into account that the adversary is not only
able to eavesdrop on messages sent, but can also capture messages and alter
them.
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6 1 A Tutorial Introduction to Authentication and Key Establishment

Security Assumption 2 The adversary is able to alter all messages sent
in a cryptographic protocol using any information available. In addition the
adversary can re-route any message to any other principal. This includes the
ability to generate and insert completely new messages.

We may summarise the situation by saying that the adversary has com-
plete control of the channel over which protocol messages flow. The reason
for the difficulty in designing authentication protocols now begins to clarify.
In contrast to ordinary communications protocols, there is an unknown and
unpredictable principal involved. Although there may be no more than four or
five messages involved in a legitimate run of the protocol, there are an infinite
number of variations in which the adversary participates. These variations
have an unbounded number of messages and each must satisfy the protocol’s
security requirements. Over the past 10 years there have been various meth-
ods devised to gain confidence in the security of protocols; some of these are
discussed in Chap. 2.

1. A,B

2. {KaB}tKr,s . {KaB}Kgs

3. {KaB}xgs, A 3. {KaB}kps, D

Fig. 1.3. Attack on the second protocol attempt

One attack on our second protocol is shown in Fig. 1.3. The attack is
very simple. The adversary C simply intercepts the message from A to B and
substitutes D’s identity for A’s (where D could be any identity including C’s
own). The consequence is that B believes that he is sharing the key with D
whereas he is in fact sharing it with A. The subsequent results of this attack
will depend on the scenario in which the protocol is used, but may include
such actions as B giving away information to A which should have been shared
only with D. Although C does not obtain K 4p we still regard the protocol as
broken since it does not satisfy our requirement that the users should know
who else knows the session key. However, another attack on the protocol does
allow C' to obtain the session key as shown in Fig. 1.4.
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1. A,C
2. {KAC}KAS s {KAC}KCS

1. A,B

2. {Kactkas: {Kactkes

3. {Kacltres A

Fig. 1.4. Alternative attack on second protocol attempt

In this second attack C alters the message from A to S so that S encrypts
the key Kac with C’s key, K¢g, instead of with B’s key. Since A cannot
distinguish between encrypted messages meant for other principals she will
not detect the alteration. Notice that K 4¢ is simply a formal name for the
bit-string representing the session key so will be accepted by A. Also C collects
the message from A intended for B so that B will not detect any anomaly.
The result of this attack is that A will believe that the protocol has been
successfully completed with B whereas in fact C knows K4¢ and so can
masquerade as B as well as learn all the information that A sends to B.
Notice that, in contrast to the previous attack, this one will only succeed if C
is a legitimate user known to S. This, again, is a quite realistic assumption ~
it is widely agreed that insiders are often more of a threat than outsiders.

Security Assumption 3 The adversary may be a legitimate protocol partic-
ipant (an insider), or an external party (an outsider), or a combination of
both.

To overcome the attack, the names of the users who are to share Kup
need to be bound cryptographically to the value of K 4p. This leads to the
protocol shown in Fig. 1.5 where the names of A and B are included in the
encrypted messages received from S. It can easily be checked that in this
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8 1 A Tutorial Introduction to Authentication and Key Establishment

protocol neither of the two attacks on the protocol of Fig. 1.2 will succeed.
It is a necessary property of the encryption algorithm used by S that it is
not possible to alter the value of the encrypted messages. The importance of
distinguishing between this integrity property and the confidentiality property
of cryptographic algorithms will be discussed further in Sect. 1.4.

1. A,B

2. {KaB,B}k,s,{KaB,Alkps

3. {Kap, A}kps

Fig. 1.5. Third protocol attempt

1.2.3 Replay

So far our protocol has improved to the point where an adversary is unable
to attack it by either eavesdropping or altering the messages sent between
the legitimate users. However, even now the protocol is not good enough
to provide security in normal operating conditions. The problem stems from
the difference in quality between the long-term key-encrypting keys shared
initially with S, and the session keys K 4p generated for each protocol run.

One reason that a new key is generated for each session is that session
keys are expected to be vulnerable to attack. They are likely to be used with a
variety of data of regular formats, making them targets for cryptanalysis; also
they may be placed in relatively insecure storage and could easily be discarded
carelessly after the session is closed. A second reason for using new session keys
is that communications in different sessions should be separated. In particular,
it should not be possible to replay messages from previous sessions.

For these reasons a whole class of attacks becomes possible based on the
notion that old keys may be replayed in a subsequent session. Notice that even
if A is careful in the management of session keys used by her, compromise of
a session key by B may still allow replay attacks when A communicates with
B.
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Security Assumption 4 An adversary is able to obtain the value of the
session key K ap used in any sufficiently old previous run of the protocol.

1. A,B

2. {K;lB’ B}KAS7 {KféBa A}KBS

3. {K/I43> A}KBS

Fig. 1.6. Attack on third protocol attempt

Figure 1.6 shows a replay attack on our third protocol attempt. This time
C intercepts the message from A to S —indeed S plays no part in the protocol.
The key K45 is an old session key used by A and B in a previous session; by
Security Assumption 1, C' can be expected to know the encrypted messages
via which K4 5 was transported to A and B. By Security Assumption 4, C' can
be expected to know the value of K 5. Thus when A completes the protocol
with B, C' is able to decrypt subsequent information encrypted with Ky, or
insert or alter messages whose integrity is protected by K', 5.

Notice that the replay attack in Fig. 1.6 can still be regarded as successful
even if C has not obtained the value of K/, 5. This is because C has succeeded
in making A and B accept an old session key. Such an attack may be useful to
C because it allows C' to replay messages protected by Ky 5 which were sent
in the previous session. In addition it enables C' to obtain more ciphertext
with the same key which might aid in cryptanalysis.

There are various mechanisms that may be employed to allow users to
check that session keys have not been replayed. These are considered in de-
tail in Sect. 1.5, but for now we will improve our protocol using the popular
method called challenge-response. In this method, A will generate a new ran-
dom value N4 commonly known as a nonce (a number used only once).

Definition 1.1. A nonce is a random value generated by one party and re-
turned to that party to show that a message is newly generated.

Principal A sends her nonce N4 to S at the start of the protocol together
with the request for a new key. If this same value is received with the session
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10 1 A Tutorial Introduction to Authentication and Key Establishment

key then A can deduce that the key has not been replayed. This deduction
will be valid as long as the session key and nonce are bound together crypto-
graphically in such a way that only S could have formed such a message.

Since B does not directly contact the server S, it is inconvenient for him
to send his own nonce to S to be returned with K 4. How, then, is he able
to gain the same assurance as A that K4p has not been replayed?

If the encrypted key for B is included in the encrypted part of A’s message,
then A can gain assurance that it is fresh. It is tempting to believe that A may
pass this assurance on to B in an extra handshake: B will generate a nonce
Np and send this to A protected by K 4p itself. Then A can use the session
key to send a related reply to B. This leads to a fourth protocol attempt
shown in Fig. 1.7.

1. A,B,Na
2. {KaB,B,Na,{KaB, AlKkps }Kas
3. {Kan,A}kps

4. {NB}KAB
5. {NB — 1}k, p

Fig. 1.7. Fourth protocol attempt (Needham-Schroeder)

The protocol in Fig. 1.7, which we have reached by a series of steps, is
one of the most celebrated in the subject of cryptographic protocols. It was
published by Needham and Schroeder in 1978 [249] and has been the basis
for a whole class of related protocols. Unfortunately the original Needham—
Schroeder protocol is vulnerable to an almost equally celebrated attack due to
Denning and Sacco [99]. Their attack illustrates that there was a flaw in the
above argument used to justify the protocol design. This can be pinpointed
to an assumption that only A will be able to form a correct reply to message
4 from B. Since the adversary C can be expected to know the value of an
old session key, this assumption is unrealistic. In the attack in Fig. 1.8, C
masquerades as A and is thus able to persuade B to use the old key K';p.

As usual, once an attack has been spotted, it is relatively easy to suggest
ways of overcoming it. The method we choose here is to throw away the
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1.2 Building a Key Establishment Protocol 11

3. {K.’AB7A}KBS

4. {Ns}x,,

5. {Np —1}xr,,

Fig. 1.8. Attack on fourth protocol attempt

assumption that it is inconvenient for both B and A to send their challenges
to S. This leads to our final protocol shown in Fig. 1.9.

It would be rash to claim that this protocol is secure before giving a precise
meaning to that term. Yet we can say that it avoids all the attacks that we
have met so far, as long as the cryptographic algorithm used provides the
properties of both confidentiality and integrity, and the server S acts correctly.
The security of a protocol must always be considered relative to its goals; the
different possible goals are considered in detail in Chap. 2, as well as ways to
gain greater assurance that they are met.

2. A,B,Na,Ng

3. {KAB,B,NA}KA5>{KAB,A7NB}KBS

1. B,NB
4. {Kag, A, NB}KBS

Fig. 1.9. Fifth protocol attempt

To enable both users to send their nonces to S, the protocol is now initiated
by B who sends his nonce, Npg, first to A. A adds her nonce, N4, and sends
both to S who is now able to return K 4p in separate messages for A and B,
which can each be verified as fresh by their respective recipients. Although
it may seem that we have achieved more than the protocol in Fig. 1.7 using
fewer messages, A has in fact achieved less in this protocol. This is because
A in Fig. 1.7 could verify not only that the key is new and known only by A4,
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12 1 A Tutorial Introduction to Authentication and Key Establishment

B and S, but also that B has in fact received the key. This property of key
confirmation is achieved due to B’s use of the key in message 4, assuming that
{NB}k,s cannot be formed without knowledge of K 45. We will discuss key
confirmation further in Chap. 2. In the protocol of Fig. 1.9, neither 4 nor B
can deduce at the end of a successful protocol run that the other has actually
received K 4g. We leave it as an exercise for the reader to construct variant
protocol runs showing why this is the case.

It is worth noting that it has been a very common pattern for published
protocols to be subsequently found to be flawed. Each time a new proto-
col is designed and an attack is found our understanding of protocol design
improves. The frequent occurrence of such attacks should be a caution, par-
ticularly for implementers of security protocols. Much of the recent research
in cryptographic protocols has been devoted to remedying the situation.

1.3 Protocol Architectures

In Sect. 1.2 the protocol architecture consisted of an on-line trusted server,
which generated the session key, and two other principals. Here we consider
alternative architectures. There are three features that we regard as architec-
tural criteria to classify different protocols: which keys are already established,
how the session key is generated, and how many users a protocol is designed to
serve. Note that the second criterion is applicable only to protocols concerned
with key establishment.

1.3.1 Existing Cryptographic Keys

As a matter of general principle it is not possible to establish an authenticated
session key without existing secure channels already being available. In fact
this principle can be stated formally and proven to be correct [55]. Therefore,
except for the possibility of secure physical establishment of keys, it is essen-
tial either that keys are already shared between different principals or that
certified public keys are available. We may regard the use of public key certifi-
cates as equivalent to the use of an off-line server. Therefore if two principals
wish to establish a new session key there are essentially three possibilities.

1. The principals already share a secret key.

2. An off-line server is used. This means that the principals possess certified
public keys. In order to verify the authenticity of a public key it may be
necessary to verify a chain of certificates.

3. An on-line server is used. This means that each principal shares a key
with a trusted server. In order to pass information between parties it may
be necessary to pass it via a chain of on-line servers.
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1.3 Protocol Architectures 13
1.3.2 Method of Session Key Generation

There are various ways that may be employed to generate session keys in a
key establishment protocol. In the following, we use the term ‘user’ to mean
an entity who will use the session key for subsequent communication. We
continue to use the term ‘principal’ to mean an entity who will engage in the
protocol. For example, in Fig. 1.9, 4 and B are users, whereas S is not. All
three of A, B and S are principals.

Definition 1.2. A key transport protocol is a key establishment protocol in
which one of the principals generates the key and this key is then transferred
to all protocol users.

Definition 1.3. A key agreement protocol is a key establishment protocol in
which the session key is a function of inputs by all protocol users.

Definition 1.4. A hybrid protocol is a key establishment protocol in which
the session key is a function of inputs by more than one principal, but not by
all users. This means that the protocol is a key agreement protocol from the
viewpoint of some users, and a key transport protocol from the viewpoint of
others.

In the literature, key transport protocols have typically been associated
with protocols using an on-line server, while key agreement has been asso-
ciated with protocols using an off-line server. However, there is no need for
this restriction and there are examples of key agreement protocols in which
an on-line server has an input to the session key, and key transport protocols
with an off-line server.

1.3.3 Number of Users

A final component of the protocol architecture is the number of principals that
take part in the protocol. Most key establishment protocols have concentrated
on the case where two users wish to establish a session key for point-to-point
communications. To extend these to conference key protocols can complicate
matters a great deal. These protocols are examined in Chap. 6. It is quite
possible for a conference key protocol to look like a key transport protocol
to some principals (who receive the session key on a cryptographic channel)
and a key agreement protocol to other principals (who have an input to the
session key).

1.3.4 Example

The three criteria mentioned above may be used to classify key establishment
protocols; for a given number of users the first two criteria (which keys exist
and which method of key generation is used) give rise to 3 x 3 = 9 different
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14 1 A Tutorial Introduction to Authentication and Key Establishment

classes of protocols. Lest it be doubted by the reader that all classes of pro-
tocols can be populated we give in Protocol 1.2 an example in a very unusual
class. This protocol uses an on-line server, uses hybrid key generation and has
two users.

The initial state is the familiar one where A and B share long-term keys
K 45 and Kpgg respectively with S. The session key is calculated as Kap =
f(Ng, Ng) for a suitable function f, where Np and Ng are random values
generated by B and S respectively. From B’s viewpoint this is like a key
agreement protocol because B has input to the key. From A’s viewpoint it
looks like a key transport protocol.

Goal: Hybrid key establishment

1. A—>B: ANy

2. B— S: {Ng, A, B}lrys, Na
3.5~ A: {KAB,A,B,NA}KAS,NS
4. A— B: NS,{A,B}KAB

5 B— A: {B7A}KAB

Protocol 1.2: A protocol in an unusual class

Upon receiving message 2, S must check that the value obtained by de-
crypting the field B is the same as the identity of the principal whose key is
used to decrypt the message. If the same identity is received with A’s identity,
then S can deduce that A and B are to share the session key.

1.4 Cryptographic Properties

In this section we highlight the importance of distinguishing the possible dif-
ferent, properties that may be provided by cryptographic algorithms. A good
understanding of the algorithms and methods of cryptography is highly ben-
eficial in assessing cryptographic protocols, but it is not the purpose of this
section to develop such an understanding, only to give a brief overview.

Much of the material in this section is summarised from the book of
Menezes, van Qorschot and Vanstone [234]. They identify four fundamental
objectives that may be achieved by cryptographic algorithms.

Confidentiality ensures that data is only available to those authorised to
obtain it. This is usually achieved through encryption of the data so that
only those with the correct decryption key can recover it. In cryptographic
protocols confidentiality is essential to ensure that keys and other data are
available only as intended.
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1.4 Cryptographic Properties 15

Data Integrity ensures that data has not been altered by unauthorised en-
tities. This can be achieved through use of hash functions in combination
with encryption, or by use of a message authentication code to create
a separate check field. Data integrity is essential in most cryptographic
protocols to protect elements such as identity fields and nonces.

Data Origin Authentication guarantees the origin of data. It is a fun-
damental step in achieving entity authentication in protocols as well as
establishing keys. Since altering the data must alter its origin, we may say
that data origin authentication implies data integrity. Although it is in
principle possible to achieve data integrity without origin authentication,
they are normally achieved by the same mechanisms.

Non-repudiation ensures that entities cannot deny sending data that they
have committed to. This is typically provided using a digital signature
mechanism. Non-repudiation is rarely a requirement in protocols for au-
thentication and key establishment, but it automatically provides the im-
portant data integrity and data origin authentication services.

Some cryptographic transformations can provide more than one of these
properties. It is often noted that if the message source has sufficient redun-
dancy, for example a natural language source like English, then encryption
for confidentiality automatically provides some degree of data integrity. How-
ever, it is a serious error to believe that just because a decrypted message
makes sense it must be the same message that was sent. Before looking at
the properties of cryptographic algorithms meeting the different objectives,
let us consider an example illustrating the importance of identifying which
properties are provided.

The one-time pad is one of the simplest cryptosystems and it is also prov-
ably secure in a very strong sense. If we assume that the message is a string of
n bits by, bs, ..., b, then the key is a random string of bits ky, ks, ..., k,. En-
cryption takes place one bit at a time and the ciphertext string ¢y, co,..., ¢y
is found by adding, modulo 2, each message bit with the corresponding key
bit.

c;=b;®dk;forl <i<n.

Decryption is the same as encryption, since adding modulo 2 is a self-inverse
operation. Now, suppose that we know that the one-time pad is used to secure
the amount sent in a funds transfer. Then we may alter any of the bits of
ciphertext and change the amount sent even though we cannot find what the
original amount was. If we know that amounts are usually small then we could
alter the most significant bit and expect to increase substantially the amount
sent. This simple example shows that the one-time pad on its own provides
no data integrity even though it provides perfect secrecy.

We now consider definitions for the cryptographic mechanisms that are
typically used to provide the main cryptographic services. Table 1.1 sum-
marises the notation which we will use for these mechanisms throughout this
book.
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16 1 A Tutorial Introduction to Authentication and Key Establishment

Table 1.1. Summary of notation for cryptographic algorithms

E4(M) Public key encryption of message M with public key of entity
A.

{M}x Symmetric encryption of message M with shared key K.
MAC k(M) Message authentication code of M using shared key K.
Siga(M) Digital signature of message M generated by entity A.

The definitions we will give are informal, but rely on an intuitive un-
derstanding of what it means for a computation to be easy or difficult. In
complexity theory a computation is said to be easy (or feasible) if the time
it takes to complete increases as a polynomial (which could be a constant) of
the input length. If the time required increases faster than any polynomial we
may say that the computation is hard (or infeasible). Sometimes it is more
meaningful to have a specific number of operations in mind. Nowadays it is
accepted that performing up to 2%° fundamental computational operations is
‘easy’ while performing 2% such operations is ‘hard’, with something of a grey
area in between.

1.4.1 Confidentiality

Definition 1.5. An encryption scheme consists of three sets: a key set K, a
message set M, and a ciphertext set C together with three algorithms.

1. A key generation algorithm, which outputs a vaelid encryption key K € K
and a valid decryption key K—* € K.

2. An encryption algorithm, which takes an element m € M and an encryp-
tion key K € K and outputs an element ¢ € C defined as ¢ = Ex{m}. The
encryption algorithm may be randomised so that a different ¢ will result
given the same m.

3. A decryption function, which takes an element c € C and a decryption key
K~! € K and outputs an element m € M defined as m = Dg-1{c}. We
require that D -1 {Ex{m}} = m.

An encryption scheme is a symmetric algorithm if K = K~'. In contrast,
in an asymmetric or public key encryption algorithm K and K~ are different
and it is computationally hard to obtain the private key K ! from the public
key K. As shown in Table 1.1 we use different notation to distinguish between
symmetric and asymmetric encryption.

Although all encryption algorithms are intended to hide information from
the adversary, different algorithms can provide different properties. The fol-
lowing definition tries to capture the idea that the ciphertext should not be
any help to the adversary in learning anything new, including the plaintext.

Petitioner Samsung Ex-1021, 0039



1.4 Cryptographic Properties 17

Definition 1.6. An encryption scheme provides semantic security if anything
that can be efficiently computed given the ciphertext can also be efficiently
computed without the ciphertezt.

A useful equivalent characterisation of semantic security is indistinguishability.
This means that given the ciphertext corresponding to one out of two known
messages the adversary cannot guess with probability greater than 1/2 which
one is the plaintext. In this challenge the adversary is able to obtain the
encryption of any chosen messages; in other words the adversary is allowed a
chosen plaintext attack.

Definition 1.7. An encryption scheme provides non-malleability if it is in-
feasible to take an existing ciphertext and transform it into a related ciphertext
without knowledge of the input plaintext.

The property of non-malleability is strictly stronger than semantic security.
Indeed the definition is known to be equivalent to the indistinguishability
property mentioned above when the adversary is additionally given the de-
cryption of any chosen ciphertexts; an algorithm with non-malleability is se-
cure against a chosen ciphertext attack.

Since non-malleability is a stronger property than semantic security it
is not surprising that algorithms providing non-malleability in general have
greater computational requirements and message expansion than those provid-
ing only semantic security. The extent of the overhead varies from algorithm
to algorithm, but where computation and bandwidth are at a premium it is
important to know whether an algorithm used in a protocol must provide
non-malleability. There are many key establishment protocols in which non-
malleability is required, although some protocol designers have only implicitly
recognised this.

1.4.2 Data Origin Authentication and Data Integrity

Data authentication and integrity are essential in most protocols for authen-
tication and key establishment. These two cryptographic services are strongly
connected and are typically both provided together using the same mecha-
nism. This is because the origin of a message can only be guaranteed if the
message has not changed since it was formed.

There are two standard mechanisms. One is to use a hash function that
has the property of being one-way.

Definition 1.8. A function f : X — Y is one-way if it is computationally
easy to calculate y = f(z) given © € X, but computationally difficult to find
any = with f(x) =y for almost all values of y €Y.

A one-way function that is appended to a message before encryption is
known as a manipulation detection code (MDC). The idea is that without
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18 1 A Tutorial Introduction to Authentication and Key Establishment

knowledge of the message or the MDC the adversary is unable to alter the
message without destroying the correctness of the MDC. More generally, the
adversary cannot create any encrypted message which, when decrypted, would
have a correct MDC.

Definition 1.9. A message authentication code (MAC) is a family of func-
tions parametrised by a key K such that MAC g (m) takes o message m of
arbitrary length and outputs a fixed length value and satisfying:

1. it is computationally easy to calculate MAC kg (m) given K and m;
2. given any number of MAC values for a given K, it is computationally hard
to find any valid MAC value for any new message.

The second mechanism for providing data origin authentication and data
integrity is to append a MAC to a message which may be either in plaintext
or encrypted. On receipt of the MAC, the recipient who has the correct key is
able to recompute the MAC from the message and verify that it is the same
as that received.

1.4.3 Non-repudiation

Non-repudiation is usually provided through a digital signature mechanism.
Although non-repudiation is not a property that is typically required for au-
thentication or key establishment protocols, nevertheless digital signatures are
a common element in their construction. This is because digital signatures
also provide authentication and data integrity services; their implementation
through public keys makes them useful to provide these essential services.

Definition 1.10. A digital signature algorithm consists of three sets: a key
set K, a message set M, and a signature set S together with three algorithms.

1. A key generation algorithm, which outputs a valid signature key K € K
and a valid verification key K~! € K.

2. A signature generation algorithm, which takes an element m € M and
a signature key K € K and outputs an element s € S. We will write
s = Siga{m} where K is the signature generation key of entity A. The
signature generation algorithm may be randomised so that a different out-
put will result given the same m.

3. A verification function, which takes a signature s € S, a message m € M,
and a verification key K= € K and outputs an elementv € {0,1}. Ifv =1
then we say the signature is valid or if v = 0 we say that the signature is
invalid.

A digital signature algorithm is regarded as secure if it is computationally
hard for the adversary to find a valid signature of any message that has not
been previously signed, even given many previously signed messages.
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1.4 Cryptographic Properties 19

In the above definition we have stated that it is necessary to have both
the signature s and the message m in order to verify the signature. This is
sometimes called a signature with appendiz. In contrast, a signature that can
be verified without separate knowledge of the message is called a signature
with message recovery. Throughout the book we will use the notation Siga(m)
to denote a signature with appendix of message m by entity A. Notice that
even though we assume that m must be available in order to verify Siga(m),
it does not follow that an adversary cannot obtain information about m from

Siga(m).

1.4.4 Examples of Cryptographic Algorithms

Table 1.2 lists some of the best known cryptographic algorithms which provide
the different types of cryptographic properties discussed earlier in this section.
Some of these algorithms have been proven secure in the sense that there
is a proven reduction to some well-known difficult problem. However, the
reader should be aware that these reductions have varying complexities and
the underlying problems have no proof regarding their absolute difficulty. The
IEEE P1363 standard [154] covers a few public key algorithms and how to
implement them. The recent book by Mao [221] gives a detailed description
of such algorithms and explains their security proofs.

Table 1.2. Some well-known cryptographic algorithms and their properties

Algorithm Type Cryptographic service
AES [98] Block Cipher Confidentiality
ElGamal encryption [106] Public Key Cipher Semantic Security
Cramer—Shoup [97] Public Key Cipher Non-malleability
RSA-OAEP [32] Public Key Cipher Non-malleability
RSA Signature [274, 154] Digital Signature = Non-repudiation

DSS [247) Digital Signature  Non-repudiation
SHA-1 [245] Hash Function One-way Function
HMAC [26] MAC Data Integrity

The Advanced Encryption Standard (AES) is given as an example of a
block cipher. The security properties of any block cipher depend critically on
the mode of operation of the cipher, and so we have just given the generic term
‘confidentiality’ as its provided security service. The reader who is unfamiliar
with these algorithms is encouraged to refer to the cited literature for further
details.

Modern complexity-theoretic definitions are nowadays in frequent use in
the literature of cryptography. The definitions given above are informal ver-
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20 1 A Tutorial Introduction to Authentication and Key Establishment

sions of these. Study of the formal definitions is helpful in gaining a deeper
understanding of what algorithms are appropriate to use in a particular pro-
tocol, but is outside the scope of this book. Relationships exist between the
different formal definitions of confidentiality [28]. Similarly formal definitions
of security for digital signatures are available. Certain algorithms have been
proven to possess the different cryptographic properties defined above, given
certain reasonable assumptions on the underlying mathematical problems,
and sometimes on the existence of functions with random-like properties. In
many protocols the cryptographic algorithms used are not specified. However,
it, is helpful to know that appropriate algorithms do actually exist.

1.4.5 Secret Sharing

Secret, sharing is a mechanism that allows the owner of a secret to distribute
shares amongst a group. The owner of the secret is often called the dealer.
Individual shares are of no help in recovering the secret, but if all shares in
some pre-defined access sets are available then the secret can be collectively
found. A (t,n) threshold scheme is a secret sharing scheme for which n shares
are distributed, such that any set of ¢ (or more) shares is sufficient to obtain
the secret, while any set of t — 1 (or fewer) shares is of no help in recovering
the secret.

There are some similarities between secret sharing and key establishment
for groups since, for both, a group of users cooperates to derive a secret value.
However, a secret sharing scheme on its own lacks the means to provide fresh
keys, to distribute keys to principals, and to provide key authentication. We
look at some specific schemes based on secret sharing in Chap. 6.

The most well-known threshold scheme is due to Shamir [294] and is based
on the use of polynomial interpolation. This allows any polynomial of degree d
to be completely recovered once any d+ 1 points on it are known. Polynomial
interpolation works over any field, but in cryptographic applications the field
is typically Z,, the field of integers modulo p, for some prime p.

In order to share a secret s € Z, in Shamir’s (¢,n) threshold scheme, the
dealer generates a polynomial of degree ¢ — 1:

f(z)=ap+amz+...+a;1271

with coefficients randomly chosen in Z, except for ap = s. The shares are
values f(z) with 1 < z < n. If any ¢ shares are known then s can be recovered.
For example, if f(1), f(2),..., f(t) are known then:

. _ i .
=1 1<i<tgzid

Given any ¢t — 1 points on the polynomial (excluding the value at 0), all
possible values for f(0) can be obtained given one extra point. Consequently,
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1.5 Freshness 21

absolutely no information about the secret can be obtained if ¢ — 1 or fewer
shares are known.

1.5 Freshness

We have already seen that for protocols used to establish a session key, one
of the requirements is that each user of the key should be able to verify that
it is new and not replayed from an old session. This property extends to a
variety of other protocol types. For example, protocols designed to achieve
authentication in real time also need to ensure that messages sent are not
replays. Thus we see that the need to ensure that message elements are new,
or fresh, is a very common protocol requirement. It is thus worthwhile to look
at the typical ways that freshness is achieved in existing protocols.

Before considering detailed mechanisms we note that there are essentially
two different ways that freshness of a value may be guaranteed to a particular
user. The first is where the user has a part in choosing the value (which will
often be a new session key), while the second is where the user has to rely on
something received with the value that is known to be fresh itself. A typical
instance of the first case is in a key agreement protocol. Here two users A and
B both choose an input, N4 and Np respectively, to a new session key K 4p.
The session key will be formed by choosing some function of the inputs:

Kap = f(Na, Np).

A desirable property of the function f is that it should not be possible
for A or B to force an old value of K sp even if the other’s input is known.
This means that each user has independent assurance that K 4p is fresh. This
property is achieved for A if, once N4 is chosen, B is unable to choose Ng
in such a way that K4p is an old value. If we define the function g(.) =
f(Na,.) then this means that g must be a one-way function. In practice it
may be necessary to add other conditions to disallow exceptional values. A
symmetrical condition must also hold to provide the same property for B.
We will consider the desirable properties of such combining functions in more
detail in Chap. 5.

Let us turn now to the second case, where freshness depends on something
received with the message. Suppose, as is most common, that a principal A
wishes to verify the freshness of a session key K 4p that has been generated
by some principal S (which may be a server or perhaps is the principal B
that shares K 4p). Principal A must trust S to freshly generate Kap but
needs to be sure that the message received is not an old message that has
been replayed by the adversary. Assume that A receives the message field
F(K ap, N) which is a function of K 45 and a freshness value N. What are the
properties required of F' to allow the recipient to be sure that the composite
message is fresh? F must provide data origin authentication and data integrity
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so that the recipient can deduce that F(K4p, N) was generated by S and has
not been altered. If A can be sure that N is fresh then she can also be sure
that F(K 4p,N) is fresh. Since S is trusted to generate and authenticate only
fresh keys, A can therefore deduce that K ap is fresh. We next consider the
different forms that the freshness value N can take.

A freshness value must have the property that it can be guaranteed not
to have been used before. (In some protocols values used for freshness also
are required to have other properties, but this is because they are used for
other purposes as well as to ensure freshness.) There are three common types
of freshness value used: timestamps, nonces and counters. Gong [126] has
classified the various ways that these types may be used in a protocol.

Timestamps The sender of the message adds the current time to the message
when it is sent. This is checked by the recipient when the message is
received by comparing with the local time. If the received timestamp is
within an acceptable window of the current time then the message is
regarded as fresh. The difficulty of using timestamps is that synchronised
time clocks are required and must be maintained securely. Gong [123]
has pointed out that if a principal’s clock is advanced beyond the time in
the rest of the system, a vulnerability can exist even after the clock has
been corrected. This is because an adversary could have captured, and
suppressed, a message that will become fresh in the future. Gong calls
this a suppress relay attack.

Nonces (Random challenges) The recipient, A, of the message generates
a nonce, N4, and passes it to the sender of the message, B. The nonce
N4 is then returned with the message after processing with some crypto-
graphic function f as shown in Protocol 1.3.

1.A—> B: Na
2.B— A: f(Na,...)

Protocol 1.3: Use of a nonce (random challenge)

A checks the nonce on receipt and deduces that the message is fresh be-
cause the message cannot have been formed before the nonce was gener-
ated. A disadvantage of using a challenge is that it requires an interactive
protocol which may add to both the number of messages and the number
of message exchanges required. Attention must also be paid to the quality
of random numbers produced, since if the nonce to be used is predictable
a valid reply can be obtained in advance and later replayed (a preplay
attack).

Counters The sender and recipient maintain a synchronised counter whose
value is sent with the message and then incremented. A disadvantage of
counters is that state information must be maintained for each potential
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communication partner. Management of counters can also cause problems
in the presence of channel errors. Gong [126] pointed out that if a counter
is not synchronised with the receiver then preplay attacks are possible.

Mitchell [235] has suggested a hybrid between counters and timestamps.
His idea is to use a counter based on real time. For example, the counter
may be the time in seconds from some starting point: this allows a 32-bit
counter to be used for over 136 years before repeating. The motivation for
such a suggestion is that a server authenticating multiple clients can easily
recover from loss of the counter states by checking its real-time clock. Mitchell
discusses an application in mobile telephony in which the mobile handset may
not have a reliable clock but is still required to verify freshness of session keys
generated by a server.

A different way of obtaining freshness, which is less common, is if an
element is transformed with a cryptographic key that is known to be fresh.
For this method to work the cryptographic transformation must provide data
integrity. Then the recipient can be sure that the fresh key has been used to
form the message, and so the message must have been formed after the key
was formed.

1.6 Types of Attack on Protocols

In our move towards a secure protocol in Sect. 1.2 a number of attacks were
encountered. The purpose of this section is to summarise them, together with
many others that were not encountered. Before doing so we should sound a
couple of notes of caution.

Firstly, for many protocols the list will not be complete. The ways in which
the adversary may interact with one or more protocol runs are infinite. There
are almost bound to be attacking possibilities that we have omitted. Indeed, it
could be argued that it is not tremendously helpful to know that a protocol is
not vulnerable to a certain list of threats; what is really required is confidence
that it meets its security objectives given a known list of assumptions. On
the other hand, we should not underestimate the usefulness of a list of typical
weaknesses to check against.

Secondly, different protocols have different objectives. In our examples
above the stated aim was to derive securely a new session key. However,
some protocols may have no material to convey confidentially, being concerned
solely with real-time authentication. Others may have additional goals, such as
confirmation that the session key was correctly received by the protocol users.
The difficult issue of defining appropriate goals for cryptographic protocols is
the subject of the next chapter and so we will not address it here. Naturally,
whether or not a protocol achieves particular goals depends on what attacks
are deemed possible.

Bearing in mind these caveats, we now consider the most commonly en-
countered threats to cryptographic protocols. Table 1.3 lists and defines the
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24 1 A Tutorial Introduction to Authentication and Key Establishment

attacks and they are considered in turn in more detail below. It should be
noted that there are other ways to classify attacks; an alternative list, with
examples, is given by Carlsen [83].

Table 1.3. Types of protocol attack

Eavesdropping The adversary captures the information sent in
the protocol.

Modification The adversary alters the information sent in the
protocol.

Replay The adversary records information seen in the

protocol and then sends it to the same, or a dif-
ferent, principal, possibly during a later protocol
run.

Preplay The adversary engages in a run of the protocol
prior to a run by the legitimate principals.

Reflection The adversary sends protocol messages back to
the principal who sent them.

Denial of Service The adversary prevents or hinders legitimate prin-
cipals from completing the protocol.

Typing Attacks The adversary replaces a (normally encrypted)
protocol message field of one type with a (nor-
mally encrypted) message field of another type.

Cryptanalysis The adversary gains some useful leverage from the
protocol to help in cryptanalysis.

Certificate Manipulation The adversary chooses or maodifies certificate in-
formation to attack one or more protocol runs.

Protocol Interaction The adversary chooses a new protocol to interact
with a known protocol.

1.6.1 Eavesdropping

Eavesdropping is perhaps the most basic attack on a protocol. Nearly all pro-
tocols address eavesdropping by using encryption. It is obvious that encryp-
tion must be used to protect confidential information such as session keys.
In certain protocols there may be other information that also needs to be
protected. An interesting example is that protocols for key establishment in
mobile communications usually demand that the identity of the mobile sta-
tion remain confidential. Eavesdropping is sometimes distinguished as being
a passive attack since it does not require the adversary to disturb the com-
munications of legitimate principals. The other attacks we consider all require
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1.6 Types of Attack on Protocols 25

the adversary to be active. It should be remembered that many sophisticated
attacks include eavesdropping of protocol runs as an essential part.

1.6.2 Modification

If any protocol message field is not redundant then modification of it is a
potential attack. Use of cryptographic integrity mechanisms is therefore per-
vasive in protocols for authentication and key establishment.

Whole messages, as well as individual message fields, are vulnerable to
modification. Many attacks do not alter any known message field at all, but
split and re-assemble fields from different messages. This means the integrity
measures must cover all parts of the message that must be kept together;
encryption of these fields is not enough. Examples of attacks on protocols in
which encryption does not provide the required integrity properties are given
by Stubblebine and Gligor [311] and by Mao and Boyd [223].

1.6.3 Replay

Replay attacks include any situation where the adversary interferes with a
protocol run by insertion of a message, or part of a message, that has been sent
previously in any protocol run. We may regard replay as another fundamental
type of attack which is often used in combination with other attack elements.
Just as almost all protocols address eavesdropping and modification attacks by
using cryptography, almost all protocols include elements to address possible
replay attacks. Various means to combat replay were discussed in Sect. 1.5.
It is possible for the replayed message in an attack to have been originally
part of a protocol run that happened in the past (an example of such an attack
was given in Sect. 1.2.3). Alternatively the replayed material may be from a
protocol run that takes place at the same time as the attacking run. Syverson
[313] has produced a taxonomy of replay attacks based upon this distinction.

1.6.4 Preplay

Preplay might be regarded as a natural extension of replay, although it is not
clear that this is really an attack that can be useful on its own. An interesting
example of an attack that employs preplay is the so-called triangle attack of
Burmester [74] which will be presented in Chap. 5.

1.6.5 Reflection

Reflection is really an important special case of replay. A typical scenario is
where two principals engage in a shared key protocol and one simply returns a
challenge that is intended for itself. This attack may only be possible if parallel
runs of the same protocol are allowed but this is often a realistic assumption.
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For example, if one principal is an Internet host, it may accept sessions from
multiple principals while using the same identity and set of cryptographic
keys. The possibility of instigating several protocol runs simultaneously is
another common and realistic strategy for the adversary.

Security Assumption 5 The adversary may start any number of parallel
protocol runs between any principals including different runs involving the
same principals and with principals taking the same or different protocol roles.

Consider Protocol 1.4, which gives a very basic example. Suppose A and
B already share a secret key K and choose respective nonces N4 and Ny for
use in the protocol. The protocol is intended to mutually authenticate both
parties by demonstrating knowledge of K.

1. A B: {Na}k
2.B— A:{Ng}k,Na
3.A—> B: Np

Protocol 1.4: A protocol vulnerable to reflection attack

On receipt of message 2, A deduces that it must have been sent by B since
only B has K. However, if A is willing to engage in parallel protocol runs
then there is another possibility, namely that message 2 was originally formed
by A. An adversary C can successfully complete two runs of the protocol, as
shown in Attack 1.1.

1. A-» C:{Na}lk

1. C - A:{Na}x
2.A—C:{Ny}k,Na
2. C - A:{N)}k,Na
3. A C: N,
33.C > A: N,

Attack 1.1: Reflection attack on Protocol 1.4

Immediately after receiving the first message, C starts another run of the
protocol with A, and reflects back the message received from A. The reply
allows C to respond to the first message and then both runs of the protocol
can be completed. In fact all cryptographic processing has been performed by
A, while A believes two protocol runs have been completed with B.

These sorts of attacks are sometimes called ‘oracle attacks’ since A acts as
an oracle to C by presenting the required decryption. An extensive treatment
of reflection attacks is given by Bird et al. [41].
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1.6.6 Denial of Service

In a denial of service attack (often contracted to DoS attack) the adversary
prevents legitimate users from completing the protocol. Denial of service at-
tacks in practice take place against servers who are required to interact with
many clients. Attacks can be divided into those that aim to use up the com-
putational resources of the server (resource depletion attacks) and those that
aim to exhaust the number of allowed connections to the server (connection
depletion attacks).

As a matter of principle it seems that it is impossible to prevent denial
of service attacks completely. Any attempt to establish a connection must
either result in allocation of a connection or use some computational work to
establish that the attempt is invalid. Nevertheless there are certain measures
that may be taken to reduce the impact of denial of service attacks and some
protocols are much more vulnerable to this sort of attack than others, so it is
important not to ignore this issue.

e Aura and Nikander [21] suggested using stateless connections to protect

against connection depletion attacks. Their idea is to make the client store
all the state information required by the server and return it to the server
as necessary with each message sent. In this way the server need not store
any state information. Of course it is necessary that the state information
returned to the server can be verified by the server to be authentic and it
may also need to be confidential. Therefore there is an overhead in both
communication and computation incurred by transforming protocols to
provide stateless connections.
A practical mechanism for delaying the need for state at the server is
the use of cookies, which first seems to have been suggested by Karn and
Simpson for their Photuris protocols (most recent version 1999 [177] but
originally published in 1995). When a client attempts to make a connection
the server sends back a cookie. This procedure is similar to the familiar
use of cookies by World Wide Web servers, but here the cookies take a
special form: they are a function of a secret known only to the server
and other information unique to the particular connection. At this stage
the server stores no state for this request. The client needs to return the
cookie in the next message and its validity can be checked by the server
from the information sent and its secret. The idea is to ensure, before
investing significant resources, that the client is making a unique request
for connection. This technique prevents denial of service attacks in which
the adversary sends random connection requests. By changing the server
secret on a regular basis (typically every 60 seconds) even the same client
cannot make unlimited connection requests.

o Meadows [231] suggests that in order to protect against connection de-
pletion each message in a protocol must be authenticated. However, to
minimise on possibly wasted computation the authentication can be weak
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at the start of the protocol and increase in strength with subsequent mes-
sages. Cookies formed by the server, and which must be returned by the
client, may form the weak authentication. Meadows develops a formal
framework based on the idea of fail-stop protocols introduced by Gong
and Syverson [132] which abort as soon as a bogus message is discovered.

o Juels and Brainard [172] proposed a mechanism that they call client puzzles
to form stronger authentication than that provided by cookies. Their idea
is that when load on a server becomes high (possibly as a result of a denial
of service attack) the server will send a ‘puzzle’ of moderate computational
difficulty to each client which must be solved before a new connection is
made. Genuine clients will be only mildly inconvenienced by this demand
but an adversary trying to make multiple connections will have to solve
many puzzles.

1.6.7 Typing Attacks

When a protocol is written on the page its elements are clearly distinct. But
in practice a principal receiving a message, whether encrypted or not, simply
sees a string of bits which have to be interpreted. Typing attacks exploit this
by making a recipient misinterpret a message, accepting one protocol element
as another one (that is, a message element of a different type). For example,
an element which was intended as a principal identifier could be accepted as
a key. Such an attack typically works with replay of a previous message.

An example can be seen in the well-known protocol of Otway and Rees
[259] shown in Protocol 1.5 (see also Sect. 3.4.2). A and B share long-term
keys, K as and K gg respectively, with the server S. S generates a new session
key K 4p and passes it to both A and B. M and N4 are nonces chosen by A
and Np is a nonce chosen by B.

Goal: Key transport

1. A= B: M, A,B,{Na,M, A, B)x,.

9. B S: M,A B,{Na,M,A Blx,s,{Ns, M, A, By,
3.5 B: M,{N4,KaB}r,s,{NB,KaB}Kys

4. B> A: M,{Na,KaB}k,s

Protocol 1.5: Otway—Rees protocol

The typing attack works because of the similarity in the encrypted parts
of the first and last messages — they start with the same message field and are
encrypted with the same key. As usual for this kind of attack we need to make
some extra assumptions if the attack is to succeed. The attack depends on the
length of the composite field M, A, B being the same as that expected for the
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key K sp. This may be a quite reasonable assumption; for example, M may
be 64 bits, A and B could be 32 bits, so that K 4p would have to be of length
128 bits, which is a popular choice of symmetric key size today. With these
assumptions, an adversary C is able to execute Attack 1.2. Here we introduce
the notation Cpg to indicate that the adversary C is masquerading as principal
B.

1. A— CB : M,A,B,{NA,M,A,B}KAS
4, CB — A: {NA,M,A,B}KAS

Attack 1.2: Typing attack on Otway—-Rees protocol

C masquerades as B and intercepts the message from A. C then returns
the encrypted part of this message to A, which is interpreted by A as message
4 of the protocol. With the assumptions mentioned above, A will accept the
composite field M, A, B as the shared key K 4p5. Of course C knows the values
of M, A and B from message 1, and so is able to continue masquerading as
B for the duration of the session.

Typing attacks can be countered by various measures. Ad hoc precautions
include changing the order of message elements each time they are used, and
ensuring that each encryption key is used only once. More systematic meth-
ods are to include an authenticated message number in each message or an
authenticated type field with each field. Naturally these come at a cost in
computation and bandwidth. Aura [20] has considered systematic methods to
avoid typing-based replay attacks.

1.6.8 Cryptanalysis

It was already stated in Sect. 1.2.2 that cryptographic algorithms used in pro-
tocols are often treated abstractly and considered immune to cryptanalysis.
However, there are some exceptions that should be mentioned. The most im-
portant exception is when it is known that a key is weak and is (relatively)
easy to guess once sufficient evidence in available. This ‘evidence’ will nor-
mally be a pair of values, one of which is a function of the key; examples are
a plaintext value and the corresponding ciphertext, or a plaintext value and
its MAC.

The most common example of use of a weak key is when the key is formed
from a password that needs to be remembered by a human. In this situa-
tion the effective key length can be estimated from the set of values that are
practically used as passwords, and is certainly much smaller than would be
acceptable as the key length of any modern cryptosystem. A number of pro-
tocols have been designed specifically to hide the evidence needed to guess at
weak keys. These are examined in some detail in Chap. 7.
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1.6.9 Certificate Manipulation

In public key protocols the certificate of a principal acts as an off-line assurance
from a trusted authority that the principal’s public key really does belong to
that principal. Other principals who make use of a certificate are trusting that
the authority has correctly identified the owner of the public key at the time
that the certificate was issued. However, it is not necessarily expected that
the authority is provided with evidence that the corresponding private key is
actually held by the principal claiming ownership of the key pair. This leads
to potential attacks in which the adversary gains a certificate that a public
key is its own, even though it does not know the corresponding private key.
By choosing the public key to be a function of an existing public key some
undesirable consequences may arise.

An example of a certificate manipulation attack is given by Menezes et al.
[233] on a key agreement protocol of Matsumoto et al. [224]. (This protocol,
and related ones, will be examined in some detail in Chap. 5.) Principals A
and B possess public keys g% and g° respectively, and corresponding private
keys a and b. Here g generates a suitable group in which the discrete logarithm
problem is hard. Each public key is certified and so A and B possess certificates
Cert(A) and Cert(B) respectively which contain copies of their public keys.
A normal protocol run proceeds as shown in Protocol 1.6, where ¢ and y are
random values chosen by A and B respectively.

Goal: Key agreement

1. A— B: ¢°,Cert(4)
2. B— A: g¥ Cert(B)

Protocol 1.6: A protocol vulnerable to certificate manipulation (MTI protocol)

The shared key is Kap = g7, calculated by A as (g¥)*(¢*)* and by
B as (g*)¥(g%)®. The adversary C engineers an attack by choosing a random
value ¢, claiming that ¢g°¢ is its public key, and obtaining a certificate for this
public key. (Notice that C' cannot obtain the corresponding private key ac.)
C then masquerades as B in Protocol 1.6, and completes two runs of the
protocol, one with 4 and one with B, as shown in Attack 1.3.

1. A— Cp: g% Cert(4)
1. C—> B: ¢% Cert(C)
2.B—>C: g Cert(B)
2. Cp — A: g%, Cert(B)

Attack 1.3: Certificate manipulation attack on MTI protocol
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After the attacking run is complete, A will calculate the key Kap =
(g¥°)2(gb)® = ¢g%¥*P and B will calculate the key Kop = (9%°)¥(g%)® =
g%¥+%2_ Thus A and B have found the same key, but A believes this key is
known only to A and B while B believes it is known only to C and B. This
misunderstanding can lead to problems in the subsequent use of the session
key.

Attacks of this sort can be avoided by demanding that every principal
demonstrates knowledge of the private key before a certificate is issued for
any public key. Such a demonstration is ideally achieved using zero knowl-
edge techniques so that the trusted authority gains nothing useful in finding
the private key. A more convenient method may be to have the private key
owner sign a specific message or a challenge. More generally this process is
part of public key walidation which provides assurance that the public and
corresponding private key have been properly generated as specified in the
protocol.

1.6.10 Protocol Interaction

Most long-term keys are intended to be used for a single protocol. However,
it could be the case that keys are used in multiple protocols. This could be
due to careless design, but may be deliberate in cases where devices with
small storage capability are used for multiple applications (smart cards are
the obvious example).

It is easy to see that protocols designed independently may interact badly.
For example, a protocol that uses decryption to prove possession of an authen-
ticating key may be used by an adversary to decrypt messages from another
protocol if the same key is used. Kelsey et al. [180] give several examples of
how things can go wrong, and discuss the chosen protocol attack in which
a new protocol is designed by the adversary to attack an existing protocol.
Apart from limiting keys to be used in unique protocols, one method to pre-
vent such attacks is to include the protocol details (such as unique identifier
and version number) in an authenticated part of the protocol messages.

1.7 Design Principles for Cryptographic Protocols

Abadi and Needham [4] have proposed a set of principles intended to act as
‘rules of thumb’ for protocol designers. They were derived from observation
of the most common errors that have been found in published protocols. By
following these principles designers are less likely to make errors, but it must
be emphasised that there can be no guarantee that this will result in a good
protocol. Furthermore, there are many examples of protocols that ignore one
or more of the principles and yet are (believed to be) secure.

The principles are paraphrased in Table 1.4. Many of them can be related
to discussions and examples earlier in this chapter. For example, Principle 4 is
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about ensuring that the correct cryptographic properties have been used, as
discussed in Sect. 1.4, while Principle 9 could refer directly to the attack shown
in Fig. 1.8. We believe that most of the principles are self-explanatory. Abadi
and Needham discuss each principle in detail with examples to illustrate their
application.

Table 1.4. Abadi and Needham'’s principles for design of cryptographic protocols

1. Every message should say what it means: the interpretation of the message should
depend only on its content.

2. The conditions for a message to be acted upon should be clearly set out so that
someone reviewing a design may see whether they are acceptable or not.

3. If the identity of a principal is essential to the meaning of a message, it is prudent
to mention the principal’s name explicitly in the message.

4. Be clear about why encryption is being done.

5. When a principal signs material that has already been encrypted, it should not
be inferred that the principal knows the content of the message.

6. Be clear about what properties you are assuming about nonces.

7. If a predictable quantity is to be effective, it should be protected so that an
intruder cannot simulate a challenge and later replay a response.

8. If timestamps are used as freshness guarantees, then the difference between local
clocks at various machines must be much less than the allowable age of a message.

9. A key may have been used recently, for example to encrypt a nonce, and yet be
old and possibly compromised.

10. It should be possible to deduce which protocol, and which run of that protocol,
a message belongs to, and to know its number in the protocol.

11. The trust relations in a protocol should be explicit and there should be good
reasons for the necessity of these relations.
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2

Goals for Authentication and Key
Establishment

2.1 Introduction

Any attack on a protocol is only valid if it violates some property that the
protocol was intended to achieve. In other words all attacks must be consid-
ered relative to the protocol goals. Experience has proven that many protocol
problems result when designers are unclear about the protocol goals they are
trying to achieve. This in turn leads to disputes about whether protocol at-
tacks are valid, since designers may regard the goals differently from analysers.
Gollmann [118] has recognised that it is a difficult matter to decide exactly
what is meant by commonly used words such as ‘authentication’; even though
everyone has a general idea of the meaning of such a word, the actual interpre-
tation may vary with the protocol. It turns out that although most authors
can agree on general definitions, their ideas diverge when precision is required.
Clarity in describing protocol goals is desirable for all parties concerned.

Designers should make use of the protocol goals to justify each message
field and all cryptographic processing. Experience shows that protocols
with well-defined goals are streamlined and transparent to analyse.

Analysers should make use of protocol goals to direct their attempts to find
attacks or prove they do not exist.

Implementers must be clear on exactly what a protocol is intended to
achieve so that they protect the user from the correct threats. It is not the
responsibility of the implementer to work out what a protocol achieves.

Many authors have considered the question of what are the appropriate
goals for cryptographic protocols, mainly in the context of protocol analysis.
Definitions of various goals also now appear in a number of standards for
cryptographic protocols. However, there is a lack of agreement as to what are
the desirable goals for authentication and key establishment, as well as what
the definitions for these goals should be.

Let us consider an initial example to illustrate the divergent paths that
may be taken in assessing protocol goals and attacks. In Protocol 2.1 principals
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A and B wish to authenticate each other, using an initially shared key K 4p.
We will discuss below some possible meanings of authenticate, but for now we
will assume that both users wish to know that their communicating peer is in
possession of K 4.

1.A—> B: Ny
2.B—s A: MACKAB(B,A,NA),NB
3.A—-> B: MACKAB(A,B,NB)

Protocol 2.1: Example protocol

Both A and B choose nonces, N4 and Np respectively, and generate a
message authentication code (MAC) using the shared key. Protocols similar
to this one have been published in the literature (although we do not believe
this exact one has been suggested before). An attack on Protocol 2.1 is possible
which is very similar to some previously published attacks [41, 103]. In Attack
2.1, principal A is used as an ‘oracle’ by the adversary C.

1. C4 —» B: N¢

2. B%CA:MACKAB(B,A,Nc),NB
1'.Cg -+ A: N

2. A CB : MACKAB(A,B,NB),NA
3. Ca — B: MACk,,(A,B,NB)

Attack 2.1: Attack on Protocol 2.1

From the view of B the protocol has completed normally. However, the
protocol has not run correctly and it is certainly not the case that A is the
communication peer of B. On the other hand, if the protocol goal for B was
to establish that A is ready and willing to communicate with him then the
protocol has not failed. Indeed we may note that A was sent a challenge by
someone purporting to be B and replied with a message to the effect that she
was prepared to communicate with B. This example illustrates how careful
we must be to evaluate attacks against definitions of protocol goals.

One of the most important properties of any security protocol, and one
that we may regard as a goal in itself, is that the protocol should satisfy
its security goals. Much research has been devoted in recent years to ways
of gaining assurance that the security goals are satisfied and many different
approaches have emerged. Most approaches use a formal model of one sort or
another. It is beyond the scope of this book to cover each of these techniques
in detail — as a contrast the recent book of Ryan and Schneider [281] is devoted
to a single formal approach. However, we believe it is worthwhile to give a
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flavour of some of the main techniques. We aim to make a practitioner aware of
what it means to conduct an analysis or obtain a proof with these approaches.

In the next few sections we will consider various possible definitions for
the fundamental goals of authentication and key establishment protocols and
explain the reasons for our choice of definitions that we will use in subse-
quent chapters. This will lead to enhanced goals which may be desirable in
key establishment. We then look at special goals that cover the situation when
long-term keys are compromised, and consider some alternative authentication
properties which may be useful in some applications. After this, the remain-
der of the chapter is devoted to an overview of the main formal approaches
to protocol analysis. We look first at some of the techniques using formal
methods for model checking or theorem proving. Finally we briefly look at
the complexity theory approach to providing protocol proofs. This chapter
concentrates on goals for protocols with two principals; goals for multi-party
protocols are discussed further in Chap. 6.

2.2 Basic Goals

In this section we will examine the fundamental goals that are typically ex-
pected of authentication and key establishment protocols. After looking at
the different kinds of adversary, we consider to what extent key establishment
and entity authentication are connected. This leads us to consider separately
first user-oriented goals and then key-oriented goals.

2.2.1 Models of Security

As well as deciding what are the required goals of a protocol, we also need
to agree on what is the attack model that will be used to decide whether a
goal is achieved. In Chap. 1 we have already seen the kinds of actions that we
expect the adversary to be capable of. In particular the adversary:

e controls the communications between all principals, which means that the
adversary can observe all messages sent, alter messages, insert new mes-
sages, delay messages or delete messages;

e can obtain any session keys used in previous protocol runs.

Some models (a particular example is that used by Burrows et al. for their
logic [76]) have assumed that legitimate principals will act honestly. This
means that an entity that has been authenticated will follow the protocol
specification, which corresponds to a situation in which a closed group of
users trust each other to act correctly. This may be regarded as a model of
a weak adversary that cannot corrupt insiders. A more powerful attacking
model is that in which (authenticated) principals may act maliciously. This
model has been used by other researchers such as Bellare and Rogaway [30]
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who assume that the adversary is able to corrupt any principal at any time.
It is pointed out by Gollmann [119] that this corresponds to the most realistic
situation in commercial applications where the majority of real-world attacks
are said to come from insiders. In order to allow as rich an exploration of
protocol properties as possible we will not assume either of these situations in
general, but try to point out where the difference in these models is important
for different types of protocol.

Definition 2.1. A model for the the adversary allows:

e malicious insiders if the adversary may be a legitimate protocol principal;
o honest insiders if principals will only act according to the protocol.

2.2.2 Key Establishment or Authentication?

In the early literature on cryptographic protocols it was common to refer to all
protocols concerned with setting up session keys as ‘authentication protocols’.
This is not entirely satisfactory because some protocols that set up session
keys provide no authentication of one party to the other, while other protocols
designed to provide entity authentication involve no session key. Therefore it
has become usual to distinguish between protocols that provide only authen-
tication, and call these entity authentication protocols, while using the term
key establishment protocol for one that involves setting up a new key, typically
for a communications session.

Gollmann [118] has put forward a number of different options for what
could be meant by authentication. The first one is as follows.

Goll The protocol shall establish a fresh session key, known only to the
participants in the session and possibly some trusted third parties.

This goal may be achieved even though each party knows nothing about even
the existence of the other party, let alone whether the other party is willing to
engage in a session. Thus this is a goal about key establishment rather than
entity authentication.

The second goal suggested by Gollmann is as follows, in which A and B
are the protocol principals.

Gol2 A cryptographic key associated with B was used in a message received
by A during the protocol run. The protocol run is defined by A’s challenge
or a current timestamp.

This is a goal concerning entity authentication. It says nothing about a new
session key and can be satisfied by a protocol that is not concerned with key
establishment.

There appears to be more dissent in the literature regarding the nature
of entity authentication than there is with regard to key establishment. One
reason for this may be that it is difficult to be clear on the purpose of en-
tity authentication in the absence of key establishment. Diffie et al. [103] say
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that it is ‘accepted that these topics should be considered jointly rather than
separately’, while Bellare and Rogaway [33] go further in stating:

... entity authentication is rarely useful in the absence of an associated
key distribution, while key distribution, all by itself, is not only useful,
but it is not appreciably more so when an entity authentication occurs
along side. Most of the time entity authentication is irrelevant: it
doesn’t matter if you have been speaking to a given communication
partner, in that by the time you become aware of [an authenticated
entity] there will be no particular reason to believe that the partner
is still “out there” anyway.

In our view there are situations when entity authentication by itself may be
useful, such as when using a physically secured communication channel. But
it is important to appreciate exactly what it provides.

Syverson and van Oorschot [315] identify what they term six ‘Generic For-
mal Goals’. These are expressed in English in Table 2.1; for formal statements
readers should refer to their paper. There are clearly dependencies between
various of these goals. For example, SVO2 is a stronger property than SVO1.
Furthermore, it is not clear why these particular goals are important; for ex-
ample, it might be questioned whether Secure Key Establishment is useful
without Key Freshness. To be fair to the authors they state that it is not in-
tended as a ‘definitive list of the goals that a key agreement or key distribution
protocol should meet’.

Table 2.1. Syverson and van Oorschot’s generic formal goals for protocols

SVO1 Far-end Operative A believes B recently ‘said’ something.

SVO2 Entity Authentication A believes B recently replied to a specific
challenge.

SVO3 Secure Key Establishment A has a certain key K that A believes
is good for communication with B.

SV0O4 Key Confirmation In addition to SVO3, A has received evidence
confirming that B knows K.

SVO5 Key Freshness A believes a certain key K is fresh.

SVO6 Mutual Understanding of Shared Key A believes that B has re-
cently confirmed that B has a certain key K that B believes is good
for communication with A.

So far we hope to have convinced the reader that there is no unanimity
either on what the goals of authentication and key establishment protocols
should be or on how to define those goals. We will now focus on three different
classes of goals which can be thought of as those concerning entity authentica-
tion (which we term user-oriented goals), those concerning key establishment
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(which we term key-oriented goals) and those which are optional additions to
key establishment (which we term enhanced goals). We will also show how all
these goals may be fitted into a hierarchy so that it is often possible to say
that satisfaction of one goal automatically implies another. This is achieved
by considering goals in terms of the functional elements of the protocols and
what assurances can be gained from them.

2.2.3 User-Oriented Goals

The ISO Security Architecture [157] defines entity authentication as ‘the cor-
roboration that an entity is the one claimed’. This is not as precise a definition
as one might like since it does not explain which entity is the subject. Menezes
et al. [234] give a more comprehensive definition as follows.

Definition 2.2. Entity authentication is the process whereby one party is as-
sured (through acquisition of corroborative evidence) of the identity of a second
party involved in a protocol, and that the second has actually participated (i.e.,
is active at, or immediately prior to, the time the evidence is acquired).

Protocol 2.2 is an example that seems to provide entity authentication of
B to A satisfying this definition. A sends her nonce to B who replies by signing
it. It seems clear that A knows that B must have engaged in this protocol
and that the signature is fresh.

1. A— B: Ny
2.B—> A: SigB(NA)

Protocol 2.2: A simple authentication protocol

Definition 2.2 is a clear explanation, but does not go as far as is possible or
perhaps even desirable. Imagine user A having received some messages in an
entity authentication protocol. What is it that she can hope to have learned
from those messages? One aspect is that user B is really out there now,
somewhere on the network. This is the far-end operative property (SVO1)
that we have already seen. The only other assurance that seems relevant is to
know that B is ready to engage in communication with A.

Attack 2.2 on Protocol 2.2 shows why this extra assurance may be desir-
able. In this protocol run A can verify that the signature received was formed
by B, yet B has not indicated that he is aware of A. In some sense we may
even accept that the adversary C has provided assurance that he is B. On
the other hand C does not appear to be doing anything other than faithfully
replaying messages between A and B. The next definition tries to capture the
notion of one principal being prepared to communicate with another principal.
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1. A->Cg: Ny
1'.C -+ B: Na
2.B > C: Sige(Na)
2. CB—)A: SigB(NA)

Attack 2.2: An attack on Protocol 2.2

Definition 2.3. A principal A is said to have knowledge of B as her peer
entity of A is aware of B as her claimed peer entity in the protocol.

Considering again the fundamental elements used in authentication pro-
tocols this seems to be all that can be achieved. Messages can convey either
freshness, or principals with which communication is desired. Combining these
leads to a strong definition of entity authentication. (There are several alterna-
tive ways of expressing this property which all indicate that A is authenticated
to B only if A is prepared to engage in communications with B.)

Definition 2.4. Strong entity authentication of A to B is provided if B has
a fresh assurance that A has knowledge of B as her peer entity.

An enhanced version of Protocol 2.2 can provide this stronger assurance.
Protocol 2.3 provides strong entity authentication of B to A. It may be checked
that an adversary C' cannot use Attack 2.2 to convince A that B is aware of
A as his peer entity.

1.A— B: Na
2. B — A: Sigs(A,N4)

Protocol 2.3: Another simple authentication protocol

According to Defn. 2.4, there are two subgoals of entity authentication:

e A (once) has had knowledge of B as her peer entity;
s A is operative.

The latter of these is the far-end operative property discussed before in goal
SVO1 of Table 2.1. Notice that it is straightforward to extend Defn. 2.4 to
a multi-party goal of entity authentication of a group of users If to A: the
principal A is freshly aware of the principals in I/ as her peer entities.

Entity authentication is a service that is provided by one entity to one or
more other parties. Most often we are concerned with the interaction between
two entities and then it is common to differentiate between two situations.

Definition 2.5. Mutual authentication occurs if both entities are authenti-
cated to each other in the same protocol. Unilateral authentication occurs if
only one entity is authenticated to the other.
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When multiple entities are involved there are many possibilities for different
combinations of entity authentication; in principle a protocol can authenticate
any subset of the entities to any other subset. In practice there seem to be few
situations where a complex rule for who should be authenticated to whom is
useful.

2.2.4 Key-Oriented Goals

Menezes et al. [234] give the following definition for key establishment.

Key establishment is a process or protocol whereby a shared secret
becomes available to two or more parties, for subsequent cryptographic
use.

This definition can be extended and made more specific. One way to under-
stand the possible goals for key establishment is to consider what may be
achieved with typical message components. There are three types of message
components that are conventionally used in cryptographic protocols for key
establishment and entity authentication. These are:

1. keys which may be long-term keys or session keys;
2. identifiers for protocol principals;
3. nonces which may be random values, timestamps or counters.

These components are combined and processed with cryptographic mecha-
nisms to provide confidentiality and/or authentication. For key establishment
a new session key may be associated with a nonce, or with identifiers of pro-
tocol principals. In practice a session key is not of any use unless it is known
to be fresh and it is known which other entities may possess it. Most au-
thors agree that secure key establishment should require the two goals that
the key is known to be fresh and is known only to the other protocol partic-
ipant(s), possibly including trusted third parties. This is often referred to as
establishing a good key.

Definition 2.6. The shared session key is a good key for A to use with B
only if A has assurance that:

the key is fresh (key freshness);
the key is known only to A and B and any mutually trusted parties (key
authentication).

The second of these properties is often also called implicit key authen-
tication. (As pointed out by Gollmann [121], this property may equally be
regarded as being about confidentiality of the key.) It can be argued that key
authentication must imply key freshness, since a key that is not fresh can-
not be guaranteed to be kept confidential. From this viewpoint a separate
requirement for key freshness is not required.

Although not a common requirement, public session keys are certainly
possible. The above definition is easily extended to this case.
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Definition 2.7. The public session key is a good key for A to use with B
only if:

e the key is fresh (key freshness);
o the corresponding private key is known only to B (key authentication).

An interesting additional key-oriented goal has been considered by some
authors, including Janson and Tsudik [169].

Definition 2.8. Key integrity is the property that the key has not been mod-
ified by the adversary, or equivalently only has inputs from legitimate princi-
pals.

e For a key transport protocol, key integrity means that if the key is accepted
by any principal it must be the same key as chosen by the key originator.

e For a key agreement protocol, key integrity means that if a key is accepted
by any principal it must be a known function of only the inputs of the
protocol principals.

Note that there is no contradiction if a key establishment protocol provides the
good key property and yet fails to provide key integrity. It is quite conceivable
that an adversary may be able to disturb a protocol, whether it is a key
transport or a key agreement protocol, in such a way that the key has been
changed from its ‘correct’ value and yet the key is still fresh and unknown to
the adversary.

2.3 Enhanced Goals

In this section we first examine how to combine and extend the basic goals
introduced in Sect. 2.2 and then give a detailed example to clarify the def-
initions. Following this we explain how to classify protocol goals into either
intensional or extensional types. We also look briefly at protocol efficiency and
the notions of responsibility and credit.

2.3.1 A Hierarchy of Protocol Goals

It is possible to consider any combination of the goals or subgoals from key
establishment and from entity authentication. There are also goals that go
beyond both good key and entity authentication which are termed here en-
hanced goals. Which are the useful goals to aim for? To answer this question
we must examine what is the purpose to go beyond key establishment. A pro-
tocol that provides only key establishment gives no assurance that the partner
with whom communication is desired even exists. Thus key establishment only
provides the ability to engage in secure communication. Enhanced goals seek
to establish the readiness of the partner to engage in secure communication.
Since entity authentication, as in Defn. 2.4, deals with exactly this concern it
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is natural that enhanced goals should include entity authentication together
with key establishment.

Definition 2.9. Key confirmation of A to B is provided if B has assurance
that key K is a good key to communicate with A, and that principal A has
possession of K.

Key confirmation provides evidence that the partner has the same key but
leaves open the possibility that the key is intended by the partner for a dif-
ferent communication session (with the assumption that the partner may be
engaged in several conversations). Key confirmation provides evidence that
the partner wishes to communicate with some entity, so implies far-end oper-
ative, but may not imply entity authentication. Key confirmation is typically
achieved by having both parties send each other some fresh data using a
cryptographic function depending on the key; this is often referred to as a
handshake.

Shoup [299] has put forward the idea that key confirmation is not a valu-
able security property. His point is that it is not really useful for a principal
to know that the partner has, or can obtain, possession of the session key,
but rather that the partner has accepted the session key. It is never possible
to guarantee this for both parties, since one party must always finish, and
therefore accept, without the other party knowing. Nevertheless, the prop-
erty as stated may or may not be achieved, even mutually. As with entity
authentication, we prefer not to judge whether this property is a useful one.

It can be seen that Defn. 2.9 requires that the identified other party has
received the session key. Not all authors use this definition of key confirmation.
For example, the following definition is given in the Handbook of Applied
Cryptography [234).

Key confirmation is the property whereby one party is assured that
a second (possibly unidentified) party actually has possession of a
particular secret key.

This contrasts with the definition in the ISO/IEC 11770-2 key management
standard [158].

Key confirmation: the assurance for one entity that another identified
entity is in possession of the correct key.

The following definition is also taken from the Handbook of Applied Cryp-
tography.

Definition 2.10. Explicit key authentication is the property obtained when
both (implicit) key authentication and key confirmation hold.

Notice that it does not matter for this definition whether or not key con-
firmation includes identification of the other party in possession of the key.
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This is because implicit key authentication assures B that only A may have
the key, so any party that shows possession of the key must be entity A.
Mutual belief in the key, following SVO6 in Table 2.1, adds to key con-
firmation that the key is known by the partner to be good. (Actually, SVO6
does not require the good key property, but seems of little value if it does not
also hold.) It provides both key confirmation and entity authentication since if
the partner has acknowledged that the key is good for the communication this
can be taken as a confirmation that the partner is willing to communicate.

Definition 2.11. Mutual belief in the key K is provided for B only if K is
a good key for use with A, and A wishes to communicate with B using key K
which A believes is good for that purpose.

Fig. 2.1. Hierarchy of authentication and key establishment goals

The hierarchy of goals is shown in Fig. 2.1 as a lattice. Entity authenti-
cation and its two subgoals are classed as user-oriented goals, while good key
and its subgoals are key-oriented goals. Mutual belief and key confirmation
are classed as extended goals which concern both keys and users. Of course
this hierarchy does not show all possible goals. The ones shown appear to be
some of the most important ones considered in the literature. As an example
of a goal that is not included, there is an enhanced goal that lies between key
confirmation and mutual belief, which provides key confirmation and entity
authentication but does not provide assurance that the key is known by the
partner to be good.
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2.3.2 Example: STS Protocol

We turn to an example to focus discussion on the subtleties of assessing pro-
tocol attacks against published goals. The station-to-station (STS) protocol
[103] uses a digital signature in the exchanged messages to add authentica-
tion to the well-known Diffie-Hellman protocol [102]. This uses arithmetic in a
multiplicative group with generator g. Exponents x and y are chosen randomly
by A and B respectively and are used to form the session key Kap = g*¥.
Protocol 2.4 shows the messages in a successful protocol run.

1. A->B:g°
2.B— A: 9%, {Sigr(9¥,9")}kun
3. A— B: {Siga(9”,9")} k.As

Protocol 2.4: STS protocol

Here Sigx(.) represents the signature by the principal X on the string in
the brackets, while {M }x denotes symmetric encryption of message M using
key K. The particular signature algorithm chosen does not matter for the
protocol. Consider how the good key goal is achieved for A.

1. The signature in message 2 can only be formed by B.

2. It is not a replay from an old protocol run since A knows that g was
fresh.

3. The signature alone does not imply that B knows K 4p. Therefore the en-
cryption with K 4p is necessary to provide agsurance that B really knows
Kagp.

Thus it appears that A gains key confirmation, as well as a good key with
B, from message 2. With regard to user-oriented goals, it seems clear that
both users achieve liveness of the other, since each receives a signed message
containing a value they know to be fresh. Strong entity authentication, in the
sense of Defn. 2.4, is more problematic since there is no explicit inclusion of
identifiers in the signed messages which could be used to deduce the identity
of the desired communications partner.

Lowe [212] has proposed an attack on the STS protocol. To be quite precise,
the protocol analysed by Lowe is slightly different in that principal identifiers
are added to each message to give the modified version shown in Protocol
2.5. The addition of the identifiers appears to have no material difference on
the protocol since they are attached as plaintext and so are vulnerable to
both eavesdropping and modification. However, their addition is critical to
the interpretation of the attack. Lowe [212] states that the identifiers were
‘included to make the subsequent explanations clearer’.

Lowe’s attack does not affect the key establishment properties but is ad-
dressed at whether entity authentication is achieved. Suppose that C is an

Petitioner Samsung Ex-1021, 0067



2.3 Enhanced Goals 45

1. A—> B: A B,g"°
2.B— A: B, A, g%, {Sigs(9%,9") Kk us
3. A= B: A,B,{Siga(g”,9%) K ap

Protocol 2.5: STS protocol modified to include identifiers

adversary who wishes to attack the protocol. C intercepts a protocol run
started by A and masquerades as B. In parallel, C starts a protocol run with
B. Attack 2.3 shows an attacking run, where C'p denotes C' masquerading as
principal B.

1. A>Cgp: A,B,g"

1.C—-B: C,B,g"

2.B—>C: B,C,g% {Sigs(g®,9")  kun
2. Cp - A: B, A g% {Siga(9”,9") } ks
3. A= Cp: A, B,{Siga(g”,9") Yk Az

Attack 2.3: Lowe’s attack on Protocol 2.5

The attack is very simple; C is doing little more than relaying each message
that passes between A and B. What is the result? In the attacking run B has
no indication that A has engaged in the protocol and yet A has completed a
successful run and accepted that her partner is B. Is this a successful attack
on the STS protocol? If we apply the same attack to the original STS protocol
(2.4) without identifiers, we see that C' does nothing more than relay messages
between A and B, so how can this constitute an attack?

Diffie et al. [103] define security based on matching conversations. Conse-
quently, when applying the attack to their original protocol the conversation
of A does indeed match that of B and so the attack does not violate their
definition of security. A reasonable conclusion then may be that the attack
is invalid on the STS protocol as specified by the authors and in accordance
with their definition of security. But what about the modified protocol? Is
it really different from the original and is the attack valid in that case? The
answer must depend on what are the intended goals.

o After the attacking run it is clear that the good key goal has not been
broken.

e Key confirmation has indeed been achieved: A can be sure that B knows
the shared key.

¢ A does not know that B knows the key is good for use with A. In other
words the mutual belief in key goal is not achieved for A.
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e The attack shows that A would be wrong to conclude, after a successful
run, that B wishes to communicate with her. Thus strong entity authen-
tication (using Defn. 2.4) is not achieved.

We conclude that the attack would be valid if either mutual belief in the key or
strong entity authentication were protocol goals. However, it is clear from the
paper of Diffie et al. that they did not regard these as goals of their protocol.
The insight gained from the attack is therefore that the protocol does not
meet extended goals that could be desired by some users.

Lowe proposes [212] that the identity of the other party be included in the
signatures in order to prevent the attack. This also allows an informal argu-
ment that strong entity authentication is achieved, if the included identifier
is interpreted as the name of the entity with which communication is desired.

2.3.3 Intensional and Extensional Goals

Roscoe [277] considered the difference between intensional and extensional
specifications of cryptographic protocols. Although no formal definition of
these terms is given, the general principle is whether specifications take into
account the details of how the protocol operates rather than what each pro-
tocol principal gains from the protocol. An eztensional property is defined by
Roscoe as one that is:

...independent of the details of the protocol and would apply to any
other protocol designed to achieve the same effect.

Thus extensional properties cannot refer to any specific protocol messages.
An example of an extensional property would be that user A wishes to com-
municate with a user B using a shared key.

In contrast, Roscoe defines an intensional property as one:

... whose primary purpose is to assert a property of the way, in terms
of communications within the protocol, a particular state is reached.

Thus an example of an intensional property would be that user A has re-
sponded to a specific message from user B using a shared key. This intensional
property could be used to provide the extensional property mentioned above.
However, there are other methods that can be used to achieve the extensional
property; for example, a trusted server might inform B that user A has the
key and wishes to use it to communicate with B.

Roscoe showed with examples that analysis of a protocol from an inten-
sional specification is often more useful in finding protocol attacks than one
from an extensional specification. He defines the canonical intensional speci-
fication as:

... an entity will believe a protocol run has completed only if a correct
series of messages has occurred up to and including the last message
that entity communicates.
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The canonical specification is a very strong requirement which fails for many
protocols that are believed secure by different measures. It essentially says
that if the protocol completes in the view of its participants then the protocol
must have run as specified. Notice that this specification says nothing about
what the protocol achieves, and in particular is satisfied by the (admittedly
very secure) null protocol.

While intensional properties may be important for analysis, it seems that
it is extensional properties that are appropriate to be considered by the proto-
col designer. In other words the protocol designer should be ensuring that the
extensional protocol goals are achieved, by whatever means. This is because
the protocol designer should be concerned with what the protocol achieves for
the principals. It is our view that an attack on a protocol must be measured
against whether it defeats the extensional goals of the protocol. The defini-
tions of goals that we have presented in Sects. 2.2.3, 2.2.4 and 2.3.1 are all
extensional.

Various researchers have included the notion of ‘matching conversations’
in their definitions of security. This means that the protocol only succeeds if
both principals agree on the messages that were sent and received. We may
regard such issues as being concerned with intensional goals. Our example
in Sect. 2.3.2 shows that an attack may violate the matching conversations
goal and yet fail to violate important extensional goals. Thus an attack that
violates the intensional goals of the protocol does not give an indication of
which extensional goals fail.

An interesting context in which to consider the goal of matching conver-
sations is mutual authentication. Is there a sense in which a mutual authen-
tication protocol can achieve more than two symmetrical runs of a unilateral
authentication protocol? If the mutual authentication protocol can be proven
to complete only with matching conversations then both parties have assur-
ance that the other has been engaged in the protocol. On the one hand this
seems like a natural property to expect of an authentication protocol, while
on the other hand it is difficult to see what extensional goal this benefits.
Gollmann [120] has discussed this problem at some length. He points out that
matters look different depending on whether the protocol is implemented in a
circuit-switched or packet-switched network (or more to the point whether or
not the communications are connection oriented). The point is that if there
are no connections involved then it makes no sense to talk about which part-
ner an entity is ‘talking to’. In our view it is not very satisfying to make
an extensional definition of entity authentication depend on whether or not
communications are connection oriented.

2.3.4 Protocol Efficiency

It is usually important to make protocols as efficient as possible. There are
two concerns with regard to efficiency: computational efficiency and commu-
nications efficiency.
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Computational efficiency is concerned with the computations that the pro-
tocol principals need to engage in to complete the protocol. The amount of
computation required in cryptographic protocols will depend on the algo-
rithms used to provide the cryptographic services, such as encryption and
decryption functions, generation and verification of digital signatures and mes-
sage authentication codes, and calculation of hash functions. These can vary
considerably between specific algorithms and, in particular, computations re-
quired for public key algorithms are much greater than those for symmetric
algorithms. Furthermore, there has been, and continues to be, considerable
research into improvements of implementations of different fundamental cryp-
tographic operations, such as multiplication in finite fields. Advances in imple-
mentations can make a significant difference to the relative merits of different
cryptographic algorithms.

Communications efficiency is concerned with the number and length of
messages that need to be sent and received during the protocol. As well as
minimising the number of individual messages, it can be important to have
as few rounds as possible in the protocol. Gong [125] gives the following defi-
nition.

Definition 2.12. One protocol round includes all messages that can be sent
in parallel from any point in the protocol.

Protocols where the messages are independent of each other require fewer
rounds than those where messages include fields received in previous protocol
messages. Protocol messages can often be rearranged to optimise either the
number of individual message exchanges or the number of protocol rounds.

2.3.5 Responsibility and Credit

An interesting dichotomy in the way that session keys can be used has been
considered by Abadi [2]. He used the terms responsibility and credit to describe
these two different uses.

e A key can provide responsibility if the use of that key implies that the
message sender can later be held accountable for the message contents.

e A key can provide credit if the use of that key implies that the message
sender can later claim ownership of the message contents.

Although the notion of responsibility seems to be related to non-repudia-
tion, it does not require that a third party is able to judge whether the holder
of the key is authentic, but only that the recipient has assurance that the
holder of the key is authorised. Abadi gives several examples to clarify this
difference. The first (Protocol 2.6) entails establishment of a new public session
key, K, sent by A to B signed with A’s private key, with freshness ensured by
a timestamp T'4.
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1.A-> B: A,B,SigA(K,A,B,TA)

Protocol 2.6: A protocol in which A takes ‘responsibility’

The key K will subsequently be used by B to verify signed messages during
the session. However, as Abadi points out, there is no assurance to B that A in
fact knows the private key K ~!. Therefore it would be wrong for B to assign
credit to A for messages signed with K 1. However, since A has committed
to the key K as her short-term public key by signing it, it seems reasonable
to accept that A should take responsibility for messages signed with K ~!.
When we compare this example with Defn. 2.7 we see that K should only be
regarded by B as a good public key if B gains assurance that K ! is known
only to A. If B trusts A for generating new public keys for herself then it can
be a good key, otherwise it is not.

In another example (Protocol 2.7) K 4 is a shared session key sent by A
to B encrypted with B’s public key. The key K 4p will subsequently be used
to encrypt messages sent between A and B during the session.

1.A— B: EB(A,KAB)

Protocol 2.7: A protocol in which A takes ‘credit’

In this case B has no assurance of the origin of K 4p and so cannot be sure
who it is shared with. This means that B should not send secrets using Kap
and so it seems inappropriate for B to use the key to claim credit. However,
the inclusion of A’s identity in the encrypted message can be interpreted so
as to give A credit for information later sent protected with the session key
K ap. A possible scenario is where the protocol is used to deliver the answer
in a competition of some sort. From A’s perspective only B can obtain Kap
and so also B may be assigned responsibility by A for messages authenticated
with K 45. As already noted, since B has no assurance as to the other entities
who possess K 4p, this protocol does not provide a good key according to
Defn. 2.6.

2.4 Goals Concerning Compromised Keys

The goals considered in this section are different from the goals discussed pre-
viously in this chapter because they only apply in situations that we normally
assume cannot happen: when a long-term key is compromised. A user’s long-
term key is either a private key corresponding to a certified public key, or a key
shared with a trusted server. If such a key is known to an adversary, then it is
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clear that the adversary can masquerade as that user at any time. So what is
there left to salvage in such a situation? Two useful properties are discussed
in this section. Forward secrecy is concerned with protecting information that
was not compromised before the long-term key was lost. Preventing key com-
promise impersonation reduces the sorts of attack that can be mounted before
the compromise of the long-term key becomes known. Both of these goals are
most often discussed with regard to key agreement protocols, and indeed we
shall discuss them in this context in Chap. 5. However, they may both apply
generally to many different sorts of protocols.

2.4.1 Forward Secrecy

The idea of forward secrecy is that when a long-term key is compromised,
session keys that were previously established using that long-term key should
not be compromised too. Key agreement protocols in which the long-term key
is used only to authenticate the exchange provide typical examples of protocols
with forward secrecy. Key transport protocols in which the long-term key is
used to encrypt the session key cannot provide forward secrecy.

Definition 2.13. A key establishment protocol provides forward secrecy if
compromise of the long-term keys of a set of principals does not compromise
the session keys established in previous protocol runs involving those princi-
pals.

Definition 2.14. A protocol provides partial forward secrecy if compromise of
the long-term keys of one or more specific principals does not compromise the
session keys established in previous protocol runs involving those principals.

If a protocol does not provide (full) forward secrecy then partial forward
secrecy may still be useful if there is an asymmetry in the roles of the principals
involved. For example, in a client-server protocol it may be deemed more likely
that a client long-term key will be compromised than that the server key will
be. In this situation partial forward secrecy in which compromise of client
long-term keys does not compromise old session keys is a useful property.

The term forward secrecy seems to have been coined by Giinther [138].
In fact he used the term perfect forward secrecy but, in common with other
authors, we have dropped the word ‘perfect’; this is not only for the sake of
brevity, but also because it gives connotations with the term ‘perfect secrecy’
which refers to unconditional (information-theoretic) security which is not
relevant here.

The critical concept in providing forward secrecy seems to be the ephemeral
public key; this is a public key that is used only for the duration of the key
establishment protocol and is then destroyed along with the corresponding
private key. If the long-term public key is used only for authenticating the
session key then the session key cannot be recovered without the ephemeral
private key. The most commonly used ephemeral keys are of the type needed
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in the Diffie-Hellman protocol which is examined in detail in Chap. 5. Tt
should be appreciated that this is not the only type of ephemeral public key;
ephemeral keys can be used for any public key cryptosystem. Furthermore, it
is a common misconception that forward secrecy can be achieved only with
key agreement.

As an example consider Protocol 2.8 which provides key transport between
A and B. Here K is an ephemeral public key chosen by A uniquely for this
session. This key is sent to B and signed by A together with a nonce N4
chosen by A. B then uses this ephemeral key to transport the session key
K 4p confidentially back to A. Here E7(.) denotes encryption with K and h
is a one-way hash function.

1. A—> B: KT,NA,SigA(KT,B)
2.B— A: Er(Kap),Sige(h(Kag), A, Na)

Protocol 2.8: Key transport protocol providing forward secrecy

The private key corresponding to the ephemeral public key should be de-
stroyed by A immediately after the session key is recovered. It can be seen
that compromise of the long-term signature keys will not help an adversary
in obtaining the session key.

The long-term keys used in a protocol providing forward secrecy may be
either shared or public. Consider Protocol 2.9, in which A and B share long-
term keys K 45 and Kpg with server S. Random values N4, Ng and Kg are
chosen by A, B and S respectively. The protocol includes Diffie-Hellman-like
key agreement, using the generator g of some multiplicative group, together
with encryption using the long-term keys.

1. A—->S: AB
2.A—- B: A gla

3.5 B: {AB,Ks}kgs
4.5 A: {AB,Ks}r,s
5 B— A:B,g"8

Protocol 2.9: Server-based protocol providing forward secrecy

The session key K 4p is calculated by A as Kap = (¢7V8)V4&s and by B
as Kap = (g™)V8Ks_ Once the ephemeral values N4 and Np are destroyed

the session key is protected against compromise of the long-term keys shared
with S.
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2.4.2 Key Compromise Impersonation

When an adversary learns the long-term key of Alice the adversary can im-
personate Alice until the compromise is detected and the long-term key is
revoked!. Key compromise impersonation refers to an attack in which the
adversary uses Alice’s compromised long-term key to masquerade to Alice as
another user.

Definition 2.15. A protocol provides resistance to key compromise imperson-
ation ¢f compromise of a long-term key of a principal A does not allow the
adversary to masquerade to A as a different principal.

The typical situation in which key compromise impersonation is possible
is when the protocol gives assurance only that each entity has any one of a
pair of long-term keys. This situation is commonly found in key agreement
protocols where the security is often based on the property that a particular
value can be calculated by either of the two principals. It is also common in
server-based protocols. For example, the protocol in Fig. 1.9 in Chap. 1 is
vulnerable to key compromise impersonation. To see why, suppose that the
long-term key K 45 of user A becomes known to the adversary C. Then C' can
generate the message that A is expecting from the server and insert the name
of any principal that C' wishes to impersonate.

Protection against key compromise impersonation seems to require use of
asymmetric cryptography. If each party can verify that the correct private
key was used then the other party must be present. For example, if each
party receives a digital signature from the other, the adversary cannot forge
the signature from B if it only has A’s private key. Examples of protocols
providing key compromise impersonation are presented in Chap. 5.

2.5 Formal Verification of Protocols

Verifying a protocol means proving that the protocol is correct. The sheer
complexity of behaviour that security protocols can exhibit makes their ver-
ification no small task. It has long been recognised that informal arguments
about protocol correctness are not reliable. Many researchers have developed
formal methods to increase assurance in the correctness of security protocols;
this topic remains highly active in the research community. The purpose of
this section is to give an overview of some of the methods that have received
most attention to date.

Formal methods for analysing security protocols can be divided into two
major categories.

! However, there are measures that can be taken to protect compromised signature
keys against abuse, as discussed by Just and van Oorschot {174].
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Model checking methods consider a relatively large, but finite, number of
possible protocol behaviours, and allow checking that they satisfy a set
of correctness conditions. These methods are generally more suitable for
finding attacks on protocols, rather than proving their correctness.

Theorem proving methods consider all possible protocol behaviours, and
allow checking that they satisfy a set of correctness conditions. These
methods are generally more suitable for proving protocols correct, rather
than finding attacks on them.

Both model checking and theorem proving methods require computer assis-
tance to aid with the analysis. However, methods based on theorem proving
are less automated than those based on model checking.

Model checking methods for verifying security protocols include the use of
general-purpose model checkers, as was done by Lowe [211] and by Mitchell
et al. [241], as well as the development of special-purpose model checkers for
security protocols, as was done by Clarke et al. [96]. An appealing feature of
model checking methods is that they can provide a counterexample (an attack)
when a protocol is found not to satisfy a correctness condition. However, model
checkers can be uninformative when a protocol is in fact correct. They do not
yield a symbolic proof that can provide insight into the reasons why a protocol
is correct. The failure to find an attack simply indicates that the protocol is
correct. A more important limitation of model checking methods is that they
generally guarantee only correctness of a scaled down version of the protocol.
An appealing feature of theorem proving methods is that they can provide a
symbolic proof when a protocol is found to be correct. Their main limitation is
that they generally require more expert human guidance than methods based
on model checking.

2.5.1 FDR

Lowe [211] has developed a method for verifying security protocols using FDR,
a model checker for the process algebra CSP [278]. This method has been
used to find a previously unknown attack on the Needham—Schroeder public
key protocol (see Sect. 4.3.3). A comprehensive introduction to the method,
including background on CSP, is contained in the book of Ryan and Schneider
[281].

Each principal taking part in the protocol is modelled as a CSP process
representing the protocol steps performed by the principal. In CSP, commu-
nication is modelled by the notion of channels. In Lowe’s formulation of the
Needham-Schroeder public key protocol the following channels are defined:

e comm, which carries messages sent by honest principals;
e fake, which carries messages introduced by the intruder;
e intercept, which carries messages that are killed by the intruder.

In CSP, a communication is an event of the form c.v where ¢ is the name of
the channel on which the communication takes place and v is the value of the
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message that passes along the channel. Message components are put together
using a dot. For example, message 1 of the Needham—Schroeder public key
protocol is expressed by the event comm.Msgl.a.b. Encrypt.kb.na.a. Here the
letters a and b stand for variables denoting principal identities; na stands for
a variable denoting a nonce; and kb stands for a variable denoting a public
key. The simplest way of constructing processes in CSP is by prefixing. A
process that performs an action x and then behaves like process P is denoted
z — P (pronounced ‘z then P’). The — operator is right associative, so
x -y — P =2 — (y — P). The initiator in the Needham-Schroeder public
key protocol is defined by the CSP process INITIATOR(a,na) below.

INITTATOR(a,na) =
user.a’h — I_running.a.b —
comm!Msgl .a.b. Encrypt.kb.na.a —
comm.Msg2.b.a.Encrypt.ka?na’ .nb —
if na = na'
then comm!Msg3.a.b. Encrypt.kb.nb —

I_commit.a.b — session.a.b — Skip
elseSTOP

The question marks model inputting of data. The initiator waits for the value
for b from the channel user and then sends message 1. The event I_running.a.b
indicates that a is taking part in a protocol run with b. The initiator then waits
for a corresponding message 2, decrypts this message and checks that the value
for na’ matches the same value sent in message 1 (the initiator will accept any
value for nb). If the nonce matches, then the initiator sends message 3 and
commits to the session. The event I_commit.a.b represents the fact that the
initiator is committing to a session with b; the event session.a.b represents
the fact that a carries out a session with b; and Skip represents a process that
completes its task. If the nonce does not match then the initiator halts; this
is represented by the CSP process STOP.

A CSP process RESPONDER(b,nb) that captures the steps performed
by the responder is defined similarly.

The intruder is modelled using the CSP choice operator 0. The choice
operator can be applied to any number of processes. The resulting process
can choose to act like any one of the processes. For the Needham—Schroeder
public key protocol the intruder is modelled with the choice operator ap-
plied to 12 processes: three for overhearing the messages sent by the honest
principals, three for intercepting messages by the honest principals, three for
replaying overheard messages, and three for generating messages using the
known nonces and injecting them. The intruder is defined by the process
INTRUDER(m1s,m2s,m3s,ns), where the sets mls, m2s, m3s collect the
undecrypted messages 1, 2 and 3 the intruder has overheard so far and ns
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is the set of nonces the intruder has learnt. The part of the intruder process
involving message 1 only is as follows; the parts involving messages 2 and 3
are similar.

INTRUDER(m1s,m2s, m3s,ns) =
comm.Msgl7?a.b.Encrypt.k.n.a’ —
if k = Ki then I(mls,m2s,m3s,nsU{n})
else I(mls U {Encrypt.k.n.a'}, m2s,m3s,ns)
0O intercept. Msgl?a.b.Encrypt.k.n.a’ —
if k = K1 then I(mls,m2s,m3s,nsU {n})
O fake.Msg1?a.b?m : mls — I(mls,m2s, m3s,ns)
O fake.Msgl?a.b'Encrypt?k?n : ns?a’ — I(mls,m2s,m3s,ns)

To analyse the protocol, we need to restrict the CSP specification of the
protocol and intruder so that the resulting system is finite. For example,
Lowe’s CSP model of the Needham—Schroeder public key protocol is limited
to a single initiator A, a single responder B, and a single intruder. Despite this
restriction, Lowe found an attack on this protocol. This finite CSP model of
the protocol, represented by the process SYSTEM, is compared against other
CSP processes that capture the desired security properties. Lowe formalises
two authentication properties as the following CSP processes:

ATl = I_running.A.B — R_commit.A.B — Al
AR = Rrunning.A.B — I_commit.A.B - AR

The first process, A, has the behaviour that the responder B commits to a
session with initiator A only if A took part in the protocol run. The second
process, AR, has the behaviour that the initiator A commits to a session with
responder B only if B took part in the protocol run.

To check whether a given property holds for a protocol, one tests for refine-
ment between the CSP processes representing the protocol and the property
in question. In CSP, a process P refines process @) if every trace of P is also a
trace of Q. Intuitively, a trace is a sequence of events. The first authentication
property amounts to checking that SYSTEM refines A, the second property
amounts to checking that SYSTEM refines AR. The FDR tool is used for
testing these refinements. It turns out that the refinement check involving
AR succeeds, while the one involving AI does not. FDR produces a trace in
the latter case, which shows that B commits to a session with A, although A
never attempted to interact with B. This trace is the famous attack published
by Lowe.

Lowe proposed a correction to the protocol to prevent the attack found on
the original protocol. No attack on the corrected protocol is found using the
model checking technique. However, since the model checking is carried out
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on a small system running the protocol, the question remains whether there
is an attack on an arbitrary system (with an arbitrary number of initiators
and responders). To answer this question, Lowe offers a proof that any at-
tack on the general protocol implies an attack on the smaller protocol. The
proof is by hand and runs into several pages. Since no attack is found on the
smaller system, he concludes that there can be no attack on an arbitrarily
sized system.

Lowe [213] has written a program called CASPER to make his model
checking technique accessible to protocol designers and implementers lacking
specialist skills in CSP. CASPER automatically produces a CSP model of a
protocol as well as the intruder using a more abstract description of the pro-
tocol, similar to the conventional description. The CASPER  input language is
machine-readable and provides special syntax to make explicit certain aspects
of protocols. For example, the first message of the Needham-Schroeder public
key protocol is represented as:

<pkb := PK(B)>
1. A -> B: {na, A}{pkb}

The first line represents that principal A uses a function PK to look up B’s
public key. As well as the definition of the sequence of messages passed between
the principals, CASPER requires the definition of the actual system to be
checked. To define the actual system, one has to instantiate the parameters
appearing in the protocol definition to actual values. Consider a system with a
single initiator, Alice, and a single responder, Bob, each of whom has a public
key, a secret key and a nonce. This is defined by writing the following lines
within the § system heading in the CASPER input file.

INITIATOR(Alice, Na, SKa)
RESPONDER (Bob, Nb, SKb)

The size of the system to be model checked can be changed very easily.

CASPER provides a concise notation for specifying a range of security
properties, including a number of authentication properties described in an-
other paper by Lowe [214].

2.5.2 Mur¢

Murg (or just Murphi) is a general-purpose model checker with its own lan-
guage. It has been used to verify several different kinds of protocols and al-
gorithms over several years. Mitchell et al. [241] used Mur¢ to analyse three
key establishment protocols. They describe the general methodology and the
results of their analysis.

As with other model checkers, the idea is to specify certain desired security
properties and then search all reachable states and check whether the prop-
erties are always satisfied. The reachable states are limited by the number of
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instances of each principal (including the adversary) that are modelled and
the number of protocol messages. Mitchell et al. [241] reported that protocols
with three to five messages and four or five principal instances could be anal-
ysed in a few minutes, but doubling these numbers could lead to an analysis
requiring several hours and possible memory problems.

The methodology of an analysis with Mur¢ is similar to that using FDR.
Mitchell et al. [241] identify two main differences between the two tools.

1. FDR has an explicit notion of channels for communication between pro-
cesses, whereas Mur¢g models communication through shared variables.

2. Murg has a richer set of methods to reduce the searching time required
for a given choice of protocol parameters.

The three protocols analysed by Mitchell et al. [241] are the Needham-
Schroeder public key protocol, the TMN protocol and the Kerberos protocol.
In each case the tool was able to quickly find previously known problems.
Later, Mitchell et al. [242] used Mur¢ to analyse the widely used SSL proto-
col. Although no attacks were found which revealed keys or violated authen-
tication, some anomalies were identified in parts of the protocol involved with
negotiation of the protocol version and parameters. One of these had not been
previously recognised.

In common with other formal methods analyses, the model used with Mur¢
has usually taken a simple ‘perfect black-box’ view of cryptography which does
not distinguish authentication from encryption or recognise different types of
confidentiality. However, Mitchell et al. [241] did model the multiplicative
property of plain RSA encryption in their analysis of the TMN protocol. This
means that the adversary is able to derive the ciphertext of multiples of a
message m from the ciphertext of m. This is a particular type of malleability
but does not capture the whole concept.

2.5.3 Brutus

Brutus is a model checking tool designed especially for analysis of crypto-
graphic protocols. According to Clarke et al. [96] it was developed to allow
‘push-button’ checking of protocols so that designers can easily obtain the
assurance of formal analysis. If a problem is found with the protocol then
Brutus will provide an explicit attack.

As well as application to key establishment protocols, Brutus has been
used to analyse protocols for electronic payments. Clarke et al. [96] give sample
analyses of three protocols, two of which are for key establishment. One of
these is the Needham-Schroeder public key protocol, for which they were able
to rediscover the flaw previously found by Lowe using FDR. Another is the
Wide-mouthed-frog protocol, which is discussed in Chap. 3. However, because
their model does not include a notion of time they were unable to find known
replay attacks (indeed they remove the timestamps from their analysis).
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Messages are formed from keys, principal names and nonces, as well as
any data to be conveyed. An assumption of perfect encryption is made, which
requires that a ciphertext {m}; can only be formed with knowledge of key
k and message m. Notice that this means that any symmetric encryption
algorithm also provides data integrity, while asymmetric encryption must be
non-malleable. The set of messages known to any principal is recorded.

A flexible logic allows many protocol properties to be specified suitable
for different requirements. For example, for the Needham—Schroeder protocol
three properties are checked. One is an authentication property which demands
that if an instance of A has completed a protocol run apparently with B, then
an instance of B must have at least started a protocol run with A. The second
requirement is a secrecy property which requires that if the adversary knows a
nonce of principal A then A must be running the protocol with the adversary.
The final requirement is a ‘weak’ non-repudiation property which ensures that
if an instance of A has finished a protocol run with B then B must know the
nonce of A. The analysis finds that the protocol satisfies only the last of these
properties.

Clarke et al. [96] provide an extended comparison between Brutus and
other formal approaches to analysis of cryptographic protocols. They stress
that the main benefit of their tool is the ease of operation for the prac-
titioner, while the special-purpose language is more expressive than some
general-purpose approaches. They also describe extensive measures to reduce
the complexity of the search process.

2.5.4 NRL Analyzer

As part of a long-term project on cryptographic protocol analysis, the US
Naval Research Laboratory (NRL) developed a special-purpose software tool
known as the Analyzer [229]. It was one of the first tools developed for this
purpose and has been continuously improved over many years to provide in-
creased automatic support for the user. The tool is a Prolog program with
several thousand lines of code.

The Analyzer is a hybrid that possesses features of both a model checker
and a theorem prover. Searching begins from an insecure state looking to see
if that state can be reached from the initial state. If so then an explicit attack
has been found. Lemmas may be proven to show that infinite classes of states
are unreachable. These may lead to a proof that all paths to the insecure state
start in unreachable states.

The specification of a protocol consists of several elements such as:

System state which includes the values known by the adversary and the
protocol principals, as well as event sequences that have occurred.

Protocol rules which state how honest principals behave and what is learnt
by the adversary after each protocol step. The adversary may encrypt or
decrypt with known keys and concatenate known values. It is assumed
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that the adversary is able to recognise which key was used to encrypt any
ciphertext.

Rewrite rules which define the cryptographic properties, such as that en-
cryption and decryption are inverse operations.

Protocol goals are defined by the insecure states. As well as the values
known to the adversary (such as keys) the state can include a notion of lo-
cal variables (such as the value that some principal believes is the key) or
conditions on sequences of events.

In common with other tools, cryptographic properties are defined implic-
itly by what values may be found by the adversary using known keys. However,
there have been some extensions that take into account the specific proper-
ties of certain algorithms, in particular cipher-block chaining for block ciphers
[312].

The Analyzer has been used to analyse a large number of protocols and to
reproduce many known faults and find new ones. Initially the subjects were
restricted to relatively simple key establishment protocols, but more recently
the tool has been used to analyse complex protocols such as the Internet Key
Exchange (IKE) protocol [230] (see Chap. 5 for a description of IKE).

2.5.5 BAN Logic

The logic of Burrows, Abadi and Needham (BAN) [76, 77] is one of the signif-
icant, early formal methods for reasoning about authentication and key estab-
lishment protocols. The BAN logic stimulated widespread interest in the field.
Proofs constructed in the BAN logic tend to be short and can be obtained
quite easily by hand.

The syntax of the BAN logic distinguishes three types of primitive objects:
principals, keys and nonces. A protocol message is expressed as a formula of
the logic. Let P, () range over principals; let K range over keys; let X, Y
range over formulae. The formulae most frequently used in analysing shared
key protocols along with their informal semantics are shown in Table 2.2.

The inference rules of the logic reflect intuitive consequences of the seman-
tics of the logical constructs. Typically, an inference rule is read, ‘if formulae
X1,...,X, hold then formula Y holds’, written more concisely as:

Xi,...,Xn
— v
The following are some specific inference rules provided in the BAN
logic [76]:

o Message-meaning rule:

PEPLQ, Pa{X}k
PEQRX
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Table 2.2. Common BAN logic formulae

P = X P believes X; P believes that X is true.

PaX P sees X; P has received a message from which X can be read.

P |~ X P once said X; P has sent (or uttered) a message containing X.

P = X P has jurisdiction over X; P is trusted on the truth of X.

B(X) X is fresh; X has not been sent previous to the current protocol run.

P @ P and @ share key K which is good in the sense that it remains confi-
dential to P, @ and principals trusted by either P or Q.

{X}x X encrypted with key K.

e Freshness rule:
PEX)
PEHX)Y)

e Nonce-verification rule:

PEYX), PEQRX
PEQEX

o Jurisdiction rule:
PEQR X, PEQEX
PEX

To analyse a protocol using the BAN logic, one has to transform the actual
or concrete protocol into an idealised protocol. An idealised protocol is a set of
logical formulae that express the intended meaning of the protocol messages.
An example helps convey the basic idea behind idealisation. Consider the
message exchange S - A : {N4,B,Kap}Kk,s, in which a trusted server S
distributes a session key K 4p to be shared between A and B. Here K p is
a key shared by A and S, and N4 is A’s nonce, which is used by A to verify
that the message is not a replay. Suppose the above message exchange is part
of some protocol, and that this message exchange implies that S asserts K4p
to be a good session key for A and B. Then this assertion is typically reflected

in the protocol idealisation by the formula: (1) A< {N4, A "% B}k,,. To
proceed with the analysis, some formulae that express initial assumptions
about the protocol in question are also asserted, and the inference rules are
then applied to determine whether the formulae expressing the goal of the
protocol are derivable using the logic. For example, the above idealisation
can be accompanied by the following assumptions: (2) AE#(N4); and (3)

AES B A 4" B. We can derive the formula AEA "“@® B from (1), (2)
and (3) using the logic. The import of the logical analysis is that it forces us
to make explicit the various assumptions needed to obtain the desired goals.
If the desired goals do not follow from an application of the logic, the pre-
conditions to the inference rules often provide a hint to further assumptions
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that might be needed. Intuitively, if an unreasonable assumption is found
in the process, it suggests the presence of a protocol flaw. For example, the
BAN logic has been used to verify a flaw in the Needham—Schroeder protocol
pointed out by Denning and Sacco [99]. In analysing the protocol using their
logic, Burrows et al. [76] show that this flaw manifests as a dubious statement
amounting to the assumption that one of the parties believes that the session
key distributed via the protocol is fresh.

The BAN logic has been successfully used in this way to demonstrate se-
rious flaws in several published protocols from the literature. However, it has
a rather limited ability to detect protocol flaws, as many flaws do not mani-
fest themselves in the logical manipulation needed to construct a formal proof
of a protocol’s correctness using the logic. Rather they manifest themselves
only indirectly, either in one’s inability to verify the validity of the particular
idealisation of the protocol chosen or in one’s inability to verify that the var-
ious assumptions made in the logic always hold for the duration of a protocol
run. This difficulty in the use of the BAN logic is well known but is easily
overlooked in the practical use of the logic by protocol designers, thereby al-
lowing incorrect protocols to be reasoned as correct. Boyd and Mao [60] have
demonstrated two examples of flawed protocols that can be proven correct
using the BAN logic; van Oorschot [323] has pointed out that the proof of one
protocol relied on an incorrect idealisation and the proof of the other relied
on an incorrect assumption. A more controversial example is provided by a
protocol due to Nessett [250] (we omit Message 2 from the original protocol
since it is not relevant to our discussion):

Message 1. A — B : {NA,KAB}K;1

Here B trusts A to generate a session key K4p to be shared between them.
The nonce N4 is used by A to convince B that Message 1 is fresh. K Zl is A’s
private key for use in a suitable public key system. The corresponding public
key K 4 is publicly known. Nessett [250] asserts some formulae meant to reflect

the initial assumptions, which include amongst others the formula A E A Kap
B, and shows that the BAN logic can be used to sanction the protocol in the
sense that the formula B E A KAP B can be derived from Message 1. The
protocol of course is insecure, nevertheless, since everyone knows K4 and can
thus decrypt Message 1 to obtain K 4. Based on his analysis of the protocol,
Nessett claims that the BAN logic is flawed. However, Burrows et al. [78] have
argued that Nessett’s claim is invalid. They pointed out that the assumption

AE A KAP B is unjustified since Message 1 contradicts this assumption.
Informal guidelines to avoid incorrect idealisations have been proposed by the
BAN authors [79] (see also [323]), but as Mao and Boyd [222] have argued,
applying them correctly may be no less difficult than finding a protocol error
by informal means.

Many logics have been proposed by others as extensions or improvements
over the BAN logic. Prominent proposals include the logics suggested by Gong
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et al. [131], Abadi and Tuttle [6], and Syverson and van Oorschot [315]. How-
ever, a positive result of an analysis using any of these logics still leads to a
limited assurance in protocol correctness, like the original BAN logic.

2.5.6 Strand Space Model

The strand space model is a framework for producing rigorous yet mathemat-
ically straightforward proofs of protocol correctness. According to Fabrega et
al. [108], proofs in the strand space model can be more convincing than more
‘conceptual’ proofs such as proofs in belief logics, while being simple enough to
be carried out by the practitioner. As with proofs in belief logics, strand space
proofs of correctness of typical protocols can be obtained without automated
support.

A strand represents the behaviour of a principal or the adversary in terms
of message sends or receives. The elements of a strand are called nodes and
the set of all possible strands is called a strand space. In the strand space
model, the sending of a message m is represented by +m and the receiving is
represented by —m. A strand is therefore a sequence of sign prefixed messages.
For example, the sequence (+{Na, A}k, —{Na,Ng,B}k,,+{NB}K,) rep-
resents an initiator strand in the Lowe—Needham-Schroeder protocol for each
particular choice of parameters A, B, N4 and Npg. (This protocol is different
from the original Needham-Schroeder public key protocol only in that B’s
name is included in the second message.) The abilities of the adversary are
also represented by a set of adversary strands. A peculiarity of this approach
is that the messages generated by the adversary are transmitted publicly. For
example, K-type adversary strands, (+K), emit a key K from a set Kp of
keys initially known to the adversary, which includes all private keys of the
adversary.

The main idea of proving protocol properties using strand spaces is to
use the induction principle on well-founded sets. Proofs in the strand space
model are carried out with respect to structures called bundles. A bundle is a
well-founded set of strands satisfying the following two conditions: (1) every
message received by a strand is actually sent previously in some strand present
in the bundle and (2) if a node occurs on a strand then all nodes that would
have preceded itself on the same strand also occur on the strand. Bundles
thus represent individual runs of a protocol.

Different kinds of authentication properties can be proved using the strand
space framework. For example, the proofs obtained by Fabrega et al. for the
the Lowe—Needham-Schroeder protocol include assurances that the protocol
achieves injective agreement on N4 and Np for both A and B. The injective
agreement for the initiator demands that if principal A completes a run of the
protocol as initiator with B, then there exists a unique run of the protocol
with the principal B as responder, and both agree on the specific values of the
nonces N4 and Npg. The injective agreement for the responder demands that
if principal B completes a run of the protocol as responder with 4, then there
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exists a unique run of the protocol with principal A as initiator, and both
agree on the specific values of the nonces N4 and Np. The above agreement
properties are proved by establishing that whenever an initiator or respon-
der strand belongs to a bundle, then a matching strand exists uniquely in the
bundle. The analysis finds that the original Needham—Schroeder protocol does
not guarantee injective agreement for the responder. The strand space proofs
for the Lowe—Needham—Schroeder protocol also include guarantees that the
initiator’s nonce N4 and the responder’s nonce Ng remain secret in the pro-
tocol. The secrecy properties are proved by establishing that no node ever has
the nonce values unprotected.

Song [304] has designed a model checking algorithm, Athena, based on
the strand space model. One of the main benefits of Athena, as compared to
other model checking approaches, is that it does not require a large number
of states to be checked unnecessarily. For the Needham—Schroeder public key
protocol with one initiator and one responder, Mur¢ explores over 1500 times
as many states as Athena, whereas Brutus with partial order and symmetry
reductions explores over 150 times as many states as Athena.

2.5.7 The Inductive Model

The idea of using induction is to prove results about all of the infinite poss-
ible protocol states without having to explicitly examine each one. The use of
induction as a technique for verification of cryptographic protocols was pio-
neered by Paulson [263] using the proof tool called Isabelle with the formalism
known as higher order logic (HOL).

Induction is a familiar proof technique in mathematics. If P(n) is a propo-
sition indexed by an integer n then an induction proof requires a base case,
P(0), to be established along with a general result that P(i) = P(i +1). It
can then be concluded that P(n) is true for any positive integer n. The idea
of an inductive proof is to identify all desirable properties P of a protocol and
show that P is preserved under all the allowed extensions of any given set of
observed events. Properties for different principals can be proven by including
an assumption that the final message received by that principal was properly
delivered.

An inductive proof can be more convincing than the results of a model
checker that finds no attack, but there are drawbacks too. One is the lack of
an explicit attack in the case that the proof does not work. Another is that
the process tends to be significantly longer and requires more effort. Paul-
son reports that proof construction for a typical key establishment protocol
takes many days to complete, although this can be reduced to hours when an
existing proof needs to be modified due to a change in the protocol.

As with most other formal specifications, messages are made up of prin-
cipal names, nonces and keys. Messages can also be concatenated to form
compound messages. Cryptography is limited to two functions: hashing and
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encryption. Encryption follows the usual ‘perfect’ model in which messages
cannot be either read or written without the appropriate key.
Three operators are defined on any set of messages H.

e parts H represents the set of components that can be recovered from H,
which may require knowledge of certain keys.

e analz H represents the set of components that can be recovered from H
without knowing any secrets (apart from what may already be in H).

e synth H is the set of messages that can be formed from H by adding
principal names, concatenating message components, or encrypting with
keys in H.

The adversary observes the set H of messages sent on the network and can
send messages from the set synth(analz H). Because the adversary is mod-
elled in the same way for all protocols, general lemmas and proof procedures
that have been derived can be used in any protocol proof. The adversary is
allowed to start or continue any run of the protocol between any principals.
A protocol specification describes how the set of observed messages may be
extended by adding messages that would be output by principals who received
messages which the adversary can read or synthesise from H. The adversary
may also be allowed to obtain old session keys.

Paulson [263] describes proofs for three protocols. For the Otway-Rees
protocol he was able to discover an attack on a variant proposed by Burrows
et al. [76], guided by the failure of the proof. In the Needham-Schroeder pub-
lic key protocol, secrecy proofs for the initiator can be derived but not the
responder, due to the attack previously found by Lowe. When fixed in the
manner suggested by Lowe, a corresponding proof for the responder is pro-
vided. The third protocol analysed is a ‘recursive’ version of the Otway-Rees
protocol involving multiple entities, which will be discussed further below. In
later papers Paulson provided an extended analysis of the Yahalom protocol
[266] and proofs for a simplified version of the TLS protocol [264].

The proofs obtained by Paulson for the recursive Otway-Rees protocol
include assurances that the adversary cannot obtain session keys. Such proofs
are interesting to consider in the light of an attack found by Ryan and Schnei-
der [280] which does result in compromise of session keys. The attack was de-
scribed by Ryan and Schneider as ‘easy to spot and ...easy to mount’. How
then could the proof of security be formed? The answer is that the concrete
encryption scheme used in the recursive protocol does not provide the proper-
ties assumed for ‘perfect encryption’. This provides an instructive lesson that
proofs are only valid if their assumptions are satisfied.

The proofs constructed by the inductive approach using formal specifi-
cation are very different from the complexity-theoretic proofs that we will
examine in Sect. 2.6. In particular:

e the proofs are machine checkable, which means that there is no possibility
for human error in the formal arguments;
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e in common with other formal methods approaches, the cryptographic def-
initions are very simplified in comparison to those in the complexity-
theoretic proofs. Therefore cryptographic attacks cannot be ruled out.

2.5.8 Comparison of Formal Methods Approaches

In this section we have briefly introduced some of the most prominent formal
approaches to analysis of authentication and key establishment protocols. Al-
though there are a number of related ideas, each method seems to have both
strengths and weaknesses. Our list has certainly not been exhaustive and re-
search in this area continues to be active. The majority of the formal methods
analysis techniques rely on computer assistance, although there are exceptions
such as the BAN logic and its derivatives, and the strand space model. Table
2.3 summarises some of the properties of several of the analysis tools.

Table 2.3. Summary of some tools used for protocol analysis

Properties — Type Language  Usage

1 Tool

FDR Model checker CASPER Automatic
Mur¢ Model checker Special Automatic
Brutus Model checker Special Automatic
NRL Analyzer Hybrid Special User-guided
Athena Model checker Special Automatic
AAPA Theorem prover HOL  Automatic
Isabelle Theorem prover HOL  User-guided

The properties mentioned in Table 2.3 do not include any measure of how
useful each tool is in providing assurance about protocol security. This is very
difficult to compare, especially when tools use different techniques. However,
roughly we can divide the tools into those that are automatic and those which
require user intervention. It seems reasonable to suggest that an automatic
tool should be used in the early protocol design stage to filter out any simple
errors while the more complex tools, which generally provide proofs of some
sort, should be used at a later stage.

All of the tools in Table 2.3 have been mentioned in previous subsections
except for the Automated Authentication Protocol Analyzer (AAPA) [66].
AAPA (and its successor AAPA2) is an automatic tool that provides proofs
in a modified version of the Gong, Needham and Yahalom (GNY) logic [131].
Brackin, the developer of AAPA, has stated that the aim of AAPA is to be
fast and automatic while discovering the majority of protocol flaws. Using the
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protocols in the Clark-Jacob survey [95], Brackin [67] found that AAPA2 was
able to correctly classify 88% of the protocols as lawed or unflawed, using an
average time of 2.6 minutes on a modest computer.

2.6 Complexity-Theoretic Proofs of Security

An important direction in cryptographic protocol research was pioneered by
Bellare and Rogaway in 1993 {30] when they published the first mathematical
proof that a simple entity authentication protocol was secure. This work,
which covered only the two-party case, was followed up with a paper on
server-based protocols [33] and various authors have extended the same idea
to include public-key-based key transport [44], key agreement protocols [45],
password-based protocols [29, 65], and conference key protocols [70, 68].

The general approach is the same as that used in the cryptographic re-
search community to prove security of cryptographic algorithms. These are
complexity-theoretic reduction proofs; the security of the subject algorithm
or protocol S is reduced to the security of another better understood problem
P in the sense that if there is an efficient algorithm that can break S then
there is an efficient algorithm to solve P. One limitation of this approach is
that we usually have no guarantee that P really is hard to solve; for example,
P might be the integer factorisation problem.

The approach uses a mathematical model that defines a protocol in which
a powerful adversary plays a central role. The adversary essentially controls
all the principals and can initiate protocol runs between any principals at
any time. Insider attacks are modelled by allowing the adversary to corrupt
any principals, and the adversary can also obtain previously used keys. Cryp-
tographic algorithms may be modelled either with generic properties or as
specific transformations. Security of protocols is defined in terms of matching
conversations (for authentication) and indistinguishability (for confidentiality
of keys).

The significance of a proof of security remains somewhat controversial.
Some of the potential limitations are the following.

e Current provable security techniques do not help in protocol design. A
small change in the protocol will require a new proof to be constructed.

e Security proofs tend to be difficult to understand for the average practi-
tioner. They typically run to several pages of mathematical reasoning.

e Although there are relatively few protocols with security proofs available, a
number of protocols for which proofs were claimed have turned out to have
significant security weaknesses. (Examples are discussed in Sect. 5.7.3.)
The lack of accessibility of the proofs means that there are few people who
check the proofs in any detail.

Even if you agree with these points, they do not imply that a proof of
security is not worthwhile. Qur view is that a security proof is a very valuable
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property of a protocol but that it should be supplemented by informal scrutiny,
machine analysis, and any other approaches available to gain assurance.

Many complexity-theoretic proofs for protocols rely on the so-called ran-
dom oracle model [31]. This model assumes that a hash function works in an
idealised manner: it returns truly random values each time it is used, except
that it always returns the same output when the input is the same. No such
function exists in reality, but a random oracle seems to be representative of
the way that we want hash functions to work. The research community has
differing views on the reasonableness of the random oracle model, but ev-
eryone agrees that a proof that does not rely on it is preferable to one that
does.

In the remainder of this section we outline the model proposed by Bellare
and Rogaway to give an idea of the way that the proofs work. We will then
explain their definition of security for protocols. Following this we outline an
alternative model of Shoup, which uses a different security definition. Finally,
we mention briefly a newer modular approach which is in some ways a hybrid
of the previous two.

2.6.1 Model of Communication

The model of communication used is independent of the details of the protocol
and is the same for all protocols with the same set of principals and the same
protocol goals. The adversary controls all the communications that take place
and does this by interacting with a set of oracles, each of which represents an
instance of a principal in a specific protocol run. The principals are defined
by an identifier U from a finite set and an oracle II} represents the actions
of principal U in the protocol run indexed by integer s. Interactions with the
adversary are called oracle queries and the list of allowed queries is summarised
in Table 2.4. This list applies to the model appropriate for server-based key
transport protocols, as described in Bellare and Rogaway’s 1995 paper [33];
additional queries are appropriate for other protocol types. We now describe
each one informally.

Table 2.4. Queries available to the adversary in Bellare-Rogaway model

Send(U, s, M) Send message M to oracle ITj;

Reveal(U,s) Reveal session key (if any) accepted by IIf

Corrupt(U, K) Reveal state of U and set long-term key of U to K
Test(U, s) Attempt to distinguish session key accepted by oracle IT

Send(U, s, M) This query allows the adversary to make the principals run the
protocol normally. The oracle IIj; will return to the adversary the next
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message that an honest principal U would do if sent message M according
to the conversation so far. (This includes the possibility that M is just
a random string in which case II; may simply halt.) If II{; accepts the
session key or halts this is included in the response. The adversary can
also use this query to start a new protocol instance by sending an empty
message M in which case U will start a protocol run with a new index s.

Reveal(U, s) This query models the adversary’s ability to find old session keys.
If a session key has previously been accepted by IT§ then it is returned to
the adversary. An oracle can only accept a key once. (Of course a principal
can accept many keys modelled in different oracles.)

Corrupt(U, K) This query models insider attacks by the adversary. The query
returns the oracle’s internal state and sets the long-term key of U to be
the value K chosen by the adversary. The adversary can then control the
behaviour of U with Send queries.

Test(U,s) Once the oracle IT{; has accepted a session key K the adversary can
attempt to distinguish it from a random key as the basis of determining
security of the protocol. A random bit b is chosen; if b = 0 then K
is returned while if b = 1 a random string is returned from the same
distribution as session keys.

2.6.2 Defining Security

Success of the adversary is measured in terms of its advantage in distinguishing
the session key from a random key after running the Test query. If we define
Good-Guess to be the event that the adversary guesses correctly whether b = 0
or b =1 then:

Advantage = 2 - Pr{Good-Guess| — 1.

The Test query may only be used for an oracle that has not been corrupted
and has accepted a session key that has not been revealed in a Reveal query.
In addition the partner of the oracle to be tested must not have had a Reveal
query. The way of defining partner oracles has varied in different papers using
the technique. In the more recent research, partners have been defined by
having the same session identifier (SID) which consists of a concatenation of
the messages exchanged between the two. Partners must both have accepted
the same session key and recognise each other as partners.

Bellare and Rogaway define a protocol in this model to be secure if:

1. when the protocol is run without any intervention from the adversary then
both principals will accept the same session key:
2. Advantage is negligible for any efficient adversary.

The first condition is a completeness criterion that guarantees that the proto-
col will complete as expected in normal circumstances. The second condition
says that the adversary is unable to find anything useful about the session key
after interacting in the specified way. One may ask how this condition relates
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to more conventional protocol goals such as Defn. 2.6. Although it appears to
be concerned only with key confidentiality it does imply key authentication.
For suppose that the session key is known to an oracle IT}, different from
that recorded in an oracle IT};, to be tested. Then II{ is not the partner of
IT};, and so it can be opened by the adversary and so the protocol cannot be
secure. A key is defined as fresh in the Bellare-Rogaway model if it has been
accepted by an oracle that has not been opened, its partner (if any) has not
been opened, and the user it represents has not been corrupted. Since the Test
query can only be performed on oracles with fresh keys, all keys accepted in
a secure protocol must be fresh. We conclude that the conditions of Defn. 2.6
have indeed been met.

In their 1995 paper Bellare and Rogaway proved the security of a server-
based protocol (Protocol 3.35). The idea to prove security is to assume that
the adversary can obtain a significant advantage and use this to show that the
encryption mechanism does not provide indistinguishability. Then, as long as
the encryption mechanism is assumed to be secure, we deduce that the adver-
sary cannot obtain this significant advantage. In order to achieve this goal a
simulator of the oracles is defined which is efficiently constructed from public
information assuming that the usual attacks are possible (which essentially
means that anything can be known apart from the long-term key of the oracle
whose key is to be guessed and that of its partner). The simulator is fed two
random ciphertexts and asked to distinguish which of two plaintexts these
correspond to. The ciphertexts are used in randomly chosen oracle queries.
If these oracles are chosen by the adversary for the Test query it will return
the correct guess with the assumed significant advantage unless it fails. The
authenticated messages are used to show that the simulator succeeds with
significant probability.

2.6.3 Shoup’s Simulation Model

In the same tradition as the Bellare-Rogaway model, Shoup [299] developed a
formal model in which to prove security of protocols. We call this Shoup’s sim-
ulation model. There are many similarities with the Bellare-Rogaway model,
in particular the adversary runs the network to set up all connections, and
has various attacking options. We may regard Shoup’s model as being more
abstract than Bellare-Rogaway’s, and indeed it is formally shown to be a
generalisation. The major novelty is that Shoup defines two systems, an ideal
system and a real system.

In the ideal system the adversary controls the network and also chooses all
the keys and random values used by the protocol principals. The adversary
can run the protocol by initialising users, starting and aborting sessions, and
interacting with applications. This last option points out a difference from the
Bellare-Rogaway model, since Shoup’s model includes the possibility of using
the agreed key in an application. Use of the session key is ruled out in the
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Bellare-Rogaway model since it allows the adversary to distinguish between
the session key and a random value.

In the real system the adversary still controls the network but is not given
the keys and random values chosen by the principals. The adversary can ini-
tialise principals and can invoke instances of principals to respond to messages
as in the Bellare-Rogaway model. In addition, a trusted third party, TTP,
is defined, and principals can interact with T7T' P to obtain long-term keys.
This allows explicit inclusion of certificate information for public keys in the
model, another distinction from that of Bellare-Rogaway. Security is defined
in a simple manner.

1. Each principal must terminate after a small (polynomial) number of mes-
sage interactions.

2. If the adversary simply relays messages faithfully between principals then
both accept and share the same session key.

3. For any efficient adversary in the real world there must exist an efficient
adversary in the ideal world such that it is computationally infeasible to
differentiate between the behaviour of the two adversaries and the infor-
mation gained by them.

This notion of simulatability is familiar in cryptography literature as the
basis for zero knowledge proofs. The motivation behind it is that whatever
the adversary could gain by interacting with the real system, could have been
gained in the ideal system. But by construction the ideal system gains nothing
for the adversary. An attractive feature of this security definition is that it is
independent of the protocol goals. Shoup defines three shades of security by
allowing the adversary different powers to corrupt principals.

Static Corruptions cover the case in which the adversary does not use in-
teractions with the principals to decide which principals to corrupt. In this
case corruption is not explicitly modelled but any real system adversary
is able to register principals for which the secrets and random values are
known. Shoup proved that security with static corruptions in his simula-
tion model is equivalent to security in the Bellare-Rogaway model. This
seems paradoxical since Bellare and Rogaway explicitly allow the adver-
sary to corrupt principals at any time. However, Shoup points out that
there is an efficient reduction from the Bellare-Rogaway model to the
same model in which only static corruptions are allowed.

Adaptive Corruptions are those in which the adversary can choose which
principals to corrupt at any time. Protocols that are secure against an
adversary who can adaptively corrupt must provide forward secrecy. The
reason is that if old session keys could be found from a corrupted long-term
key then it must be possible to simulate this in the ideal world where no
such compromise is available. Shoup shows that security against adaptive
corruptions in the simulation model is equivalent to security with forward
secrecy in the Bellare-Rogaway model.
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Strong Adaptive Corruptions are adaptive corruptions in which the ad-
versary obtains not only the long-term key of corrupted principals, but
also any short-term secrets that have not been explicitly erased. Shoup
has explained how to maintain a secure session that is compatible with
security of such a protocol.

2.6.4 A Modular Approach to Proofs

A limitation of the models of both Bellare~-Rogaway and Shoup is that new
protocols need to be proven secure afresh when any change is made. A step to-
wards a reusable framework for design of proven secure protocols was taken by
Bellare et al. in 1998 [27]. They called their method a modular approach. The
basic idea is to prove simple protocols secure in a setting in which ideal authen-
tication is provided. This means that the adversary is limited to attacks that
use only existing messages. The simple protocol can then be proven secure in
the ‘real’ world by applying a general transformation called an authenticator.
Since there can be many simple protocols and many different authenticators
this approach can result in multiple protocols being proven secure together.

The 1998 paper of Bellare et al. used a definition of security based on
the simulation approach. However, this turned out to be too restrictive to
be very useful so in 2001 Canetti and Krawczyk [82] re-worked the model
to use a security definition based on indistinguishability similar to the older
Bellare-Rogaway definition. An important additional step in this work was a
proof that following the key establishment phase with a secure communication
phase still remains secure. The communications phase is limited to use of the
session key for encryption and authentication of messages in a well-defined
way.

At the time of writing there is still relatively little experience with the
formal proof models outlined in this section. Currently the Canetti—-Krawczyk
approach seems the most promising. The security community would benefit
from efforts to make these models more accessible.

2.7 Conclusion

Protocol goals are not simple to define, even for key establishment and au-
thentication. However, a clear understanding of what a protocol is intended
to achieve is a prerequisite for deciding whether its goals can be achieved.

The first half of this chapter was concerned with establishing informal def-
initions of various protocol goals. As well as the basic goals for user- and key-
oriented concerns we also examined more advanced goals that can sometimes
be achieved. These included goals that may allow something to be salvaged
when the disaster of a long-term key compromise occurs.

The second half of the chapter looked briefly at different methods and
techniques that have been used for protocol analysis. This is still an active
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research area and we cannot say that there is yet a foolproof method to
ensure that a particular protocol will have no flaws, especially if that protocol
is relatively complex or has unusual goals. Meadows [232] discusses various
promising research directions which the formal methods community could
follow to extend existing approaches.
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3

Protocols Using Shared Key Cryptography

3.1 Introduction

The majority of protocols for key establishment and entity authentication
that have been proposed in the literature concentrate on the case where there
are exactly two users who wish to communicate or establish a session key.
This is commonly referred to as the two-party case. In this chapter we discuss
two-party key establishment and authentication protocols based on symmetric
algorithms. The next chapter discusses two-party protocols using public key
algorithms, while the multi-party case is covered in Chap. 6.

We can classify two-party key establishment protocols using the following
two criteria discussed in Chap. 1:

1. The cryptographic keys available a priori.
2. The method of session key generation.

If only shared keys are available to establish a new session key, there are
essentially two cases to consider with respect to criterion 1:

a. The two principals already share a secret key.
b. Each principal shares a key with a trusted server.

Criterion 2 is concerned with the method of session key generation, for which
there are three different possibilities in general: key transport, key agreement
and hybrid. If a protocol has only two principals and is server-less, as in
case (a) above, one cannot distinguish between key transport and hybrid key
generation. The criteria mentioned above lead to the classification of 1 x 2 +
1 x 3 = 5 different classes of protocols. The recognition of the criteria allows
two-party shared key protocols found in the literature to be classified into one
of the above five classes. However, in this chapter we mainly emphasise the
division between server-less and server-based protocols.

In the remainder of this section, we explain the notation used to describe
protocols in this chapter. Section 3.2 discusses protocols aimed at providing
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entity authentication without key establishment. Section 3.3 discusses pro-
tocols aimed at providing key establishment without a server, including key
transport protocols and key agreement protocols. Section 3.4 discusses pro-
tocols aimed at providing key establishment using a server, including key
transport protocols, key agreement protocols and hybrid protocols. For each
class of protocols, we provide published protocols from the literature.

Notation

A widely used notation for denoting a message part as a ciphertext is {M }x
where M is the input data to a symmetric encryption algorithm that is
parametrised by the secret key K. There are other familiar notations for indi-
cating the use of encryption when specifying protocols but the above notation
remains the most popular one. Frequently, protocol designers use the above-
mentioned notation to imply that encryption provides both confidentiality
and integrity properties. Recall from Chap. 1 that the confidentiality prop-
erty is fundamental to encryption algorithms whereas the integrity property
is not. The traditional notation ignores the fact that not all encryption algo-
rithms possess the second property and encourages designers to assume that
both these properties should be applied together. It also brings with it ad-
ditional responsibility on the protocol implementer when choosing a specific
encryption algorithm.

If the protocol designer makes use of encryption for achieving both confi-
dentiality and integrity, we use the traditional notation for encryption when
presenting the protocol. Some designers use one notation for cryptographic
transformations that provide message integrity and another notation for cryp-
tographic transformations that provide confidentiality. In such cases, we use
the notation [-]5 to denote a ciphertext obtained from an encryption algo-
rithm that provides the confidentiality property alone and the notation [|x
to denote a ciphertext obtained from a one-way cryptographic transformation
such as a MAC which provides the integrity property alone.

The notation used in this chapter is summarised in Table 3.1.

Table 3.1. Notation used throughout Chap. 3

A and B The two users who wish to share a new session key
S A trusted server

{M}k Encryption of message M with key K to provide confidentiality
and integrity

M, Encryption of message M with key K to provide confidentiality

[M]x One-way transformation of message M with key K to provide
integrity
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3.2 Entity Authentication Protocols

Protocols that aim at providing entity authentication without key establish-
ment are relatively scarce in the literature. Perhaps this is because the variety
of approaches is quite limited, or maybe because the usefulness of such pro-
tocols is questionable as discussed in Chap. 2. In this section we examine the
prominent examples and discuss whether they achieve the extensional defini-
tion of entity authentication introduced in Chap. 2, or the simpler liveness

property.

3.2.1 Bird—Gopal-Herzberg—Janson—Kutten—Molva—Yung
Protocols

A paper by IBM researchers in 1993 [41] was one of the first to demonstrate
a wide class of attacks on several authentication protocols, including a draft
protocol proposed by ISO. Based on the attacks on these protocols, the authors
develop a set of security criteria to avoid such attacks and propose protocols
that meet their criteria. They start with a basic protocol which they did not
regard as secure, and improve it in a series of steps through consideration of
various attacks and other design requirements. Eventually, a good protocol is
achieved.

Protocol 3.1 is the basic protocol from their paper. Here u and v are two
functions such that K4p is needed to calculate them, and they do not give
away KAB-

1. A—> B: Na
2. B—)A:NB,U(KAB,NA,...)
3. A—)B:U(KAB,NB,...)

Protocol 3.1: Bird et al. canonical protocol 1

Initially we will assume that the functions u and v are the same. Under
this assumption the protocol does not achieve the matching conversation goal,
which Bird et al. regarded as important for the security of any authentication
protocol. In Attack 3.1, A is used as an oracle against B. Suppose I is an
adversary who wishes to attack the protocol.

e [ starts a protocol run with B while masquerading as A.
e In parallel, I starts a protocol run with A while masquerading as B.

Attack 3.1 certainly violates intensional goals since B accepts even though
the conversations do not match. In light of this attack, Bird et al. conclude
that the functions u and v must be different from one another so that A’s
reply in the parallel session cannot be used by the adversary to complete the
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1. 1o - B: N;

2. B—)IA:NB,U,(KAB,NI,...)
II.IB—)A:NB
2,.A—~)IB:NA,U(KAB,NB,...)
3. IA—)BZ’LL(KAB,NB,...)

Attack 3.1: An oracle attack on Protocol 3.1

first run. While the condition that u and v be different is adequate to prevent
the attack, it is not necessary to achieve the extensional specification. As long
as the identities of the sender and the intended partner are included inside the
functions u and v, the extensional goal can be achieved even if the functions
u and v are the same. Of course, a similar attack on such a protocol is still
possible but it would not violate the extensional definition.

3.2.2 Bellare—-Rogaway MAP1 Protocol

The MAP1 mutual authentication protocol was proposed in a landmark paper
of Bellare and Rogaway [30]. They provide a formal definition of matching
conversations and showed that MAP1 is provably secure. The messages are
shown in Protocol 3.2.

1. A>B:Na
2. B— A: Np,[B,A,Na,NBlK,p
3.A—>B: [A,NB]KAB

Protocol 3.2: Bellare-Rogaway MAP1 protocol

In the Bellare-Rogaway model of security (see Sect. 2.6), an adversary may
only interact with sessions of the same protocol. An attack of Alves-Foss [11]
shows why this assumption is important in practice. He designed Protocol 3.3,
known as EVE1, which can also be shown to be provably secure.

1.A— B: Ny
2.B—> A: NB,[A,B,NA,NB]KAB
3.A— B:[A Nslk,p

Protocol 3.3: Protocol for attacking MAP1 protocol

The only difference between MAP1 and EVEL is that the identities of A
and B are swapped in message 2. A chosen protocol attack on the MAP1
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protoco! is now possible. Suppose I is an adversary who wishes to attack the
protocol. In Attack 3.2 A is used as an oracle against herself.

o ] masquerades as B in a run of the MAP1 protocol started by A.
e In parallel, I starts a run of the EVE1 protocol with A while masquerading
as B.

1. A— IB : NA

1. Ip > A: Ny

2. A— Ip: Njy,[B,A,Na,Nilk, 5
2. Ip > A: Ny,[B,A,Na,Nilk 5
3. A= Ip:[A Nilkas

Attack 3.2: Chosen protocol attack on MAP1

Is Attack 3.2 on the MAPI1 protocol valid? A reasonable conclusion may
be that the attack is invalid since it violates an assumption of the model used
in proving the protocol secure. On the other hand, the attack is a reminder
that provable security does not guarantee security against chosen protocol
attacks.

3.2.3 ISO/IEC 9798-2 Protocols

The international standard ISO/IEC 9798 Part 2 [160] specifies six protocols
using symmetric encryption algorithms. Four of these protocols are intended
to provide entity authentication alone, while two are intended to provide key
establishment as well as entity authentication. These last two are essentially
identical to two protocols in the ISO/IEC 11770-2 standard, which are de-
scribed in Sect. 3.4.4. Two of the four protocols aimed solely at entity au-
thentication are concerned with unilateral authentication, while the other two
are concerned with mutual authentication. Below we examine these protocols
with some optional text fields omitted.

The first protocol, shown as Protocol 3.4, consists of a single message from
a claimant A to a verifier B. It provides unilateral entity authentication of A
to B. The timestamp T4 allows B to deduce that A is live, while inclusion of
the identity B ensures that A has knowledge of B are her peer entity.

A= B:{Ta,B}k.s

Protocol 3.4: ISO/IEC 9798-2 one-pass unilateral authentication protocol

The second protocol (3.5) is similar to the first, but uses a nonce instead
of a timestamp. It provides the same properties as Protocol 3.4.
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1. B> A:Np
Q.A—)B:{NB,B}KAB

Protocol 3.5: ISO/IEC 9798-2 two-pass unilateral authentication protocol

The third protocol (3.6) is constructed from two instances of Protocol 3.4.
It provides mutual entity authentication between A and B.

1. A—> B: {TAaB}KAB
2.B— A {Ts, A}k s

Protocol 3.6: ISO/IEC 9798-2 two-pass mutual authentication protocol

The fourth protocol (3.7), like Protocol 3.6, is aimed at providing mutual
authentication but uses nonces instead of timestamps.

1. B+ A: Ng
2. A— B:{Na,Ng,Blk,p
3.B—> A: {NB,NA}KAB

Protocol 3.7: ISO/IEC 9798-2 three-pass mutual authentication protocol

Notice that Protocol 3.7 is not simply a combination of two instances of
the nonce-based unilateral authentication protocol (3.5) in which the number
of messages has been reduced from four to three. Instead, the second message
includes both nonces which binds them together. This design may be chosen
because the standard implicitly regards the matching conversation goal as
important for security.

In all of the above four protocols, the inclusion of the identity of B in the
encrypted message from A is optional. Furthermore, in Protocol 3.6, the inclu-
sion of the identity of A in the encrypted message from B is also optional. The
standard comments that these fields are included to prevent reflection attacks.
Their inclusion is made optional so that the protocols can be ‘optimised’ for
networking environments where such attacks are precluded by other means.

3.2.4 Woo—-Lam Authentication Protocol
All the entity authentication protocols we have looked at so far assume a

shared key already exists between the two principals involved. Woo and Lam
[329] devised several protocols for authentication. One of these was a unilateral
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authentication protocol using a trusted server as a key translation centre which
will convert messages encrypted with one key that it knows into messages
encrypted with a different key. Protocol 3.8 shows the message flows.

1.LA-B:A

22B— A: Np

3. A B: {NB}KAS

4. B— S: {A{NB}k,s}kps
5 8- B: {Np}kgs

Protocol 3.8: Woo-Lam unilateral authentication protocol

The idea is that B chooses his nonce Ng and challenges A to encrypt
it with K 4g. On receipt of the purported encryption, B asks S to translate
it into an encryption with Kpg which B can decrypt and check. There are
several attacks known on Protocol 3.8, the first of which was found by Abadi
(as attributed by Woo and Lam [330]).

As shown in Attack 3.3, the adversary I starts two runs with B, in one
of which I claims to be A. The two protocol runs continue in parallel but
I simply sends a random value R when asked to respond to the challenge
intended for A. Furthermore, I uses the challenge intended for A in the en-
cryption for the legitimate run. The server S can only successfully translate
the properly encrypted ciphertext but the returned value is correct only for
the run where I masquerades as A. The result is that B accepts the run in
which I is masquerading as A and rejects the other run.

1. Is,—-B: A

1""I-B: I

2. B—1I4: Np

2. B—-1I: Ng

3. Ia—>B: R

3.I-B: {Nlk,

4. B—S: {A R}kgs
4.B—S§: {I7{NB}KIS}KBS
5. S —= B: {Nplkgys

Attack 3.3: Abadi’s attack on Protocol 3.8

Woo and Lam [330] consider a number of variants of Protocol 3.8 in an
effort to identify the precise source of the problem. Clark and Jacob [95]
showed that most of these are still vulnerable to typing attacks. However,
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such attacks are prevented if principals can detect replay of messages they
have created, which is an assumption of Woo and Lam.

3.2.5 Comparison of Entity Authentication Protocols

Table 3.2 summarises major properties of the seven entity authentication pro-
tocols described earlier. For the goals, an entry (*) indicates that the goal is
claimed for the protocol but fails due to attack. In the second column, we in-
dicate whether the extensional definition of entity authentication is achieved.
From the table, we see that all the protocols meet this definition. In many
protocols, knowledge of the peer entity is conveyed implicitly in the authen-
tication message. For example, in the Bellare-Rogaway MAP1 protocol even
though the identity of B is not included in the authentication field of mes-
sage 3, it is possible to infer it through the use of K4p. In the final column,
we indicate whether specific attacks have been proposed in the literature. As
discussed in Sect. 3.2.1, the attack on the Bird et al. canonical protocol fails
to violate the extensional goal. The chosen protocol attack on the Bellare—
Rogaway MAP1 protocol does violate the extensional goal, but the attack
is aimed at showing a limitation of security proofs in practice rather than
showing a weakness of the protocol.

Table 3.2. Summary of major properties of specific entity authentication protocols

Properties — Liveness Entity Security Attack
J Protocol authentication proof?

Bird et al. canonical 1 (3.1) A+ B A+ B No Yes
Bellare-Rogaway MAP1 (3.2) A+ B A+ B Yes Yes
9798-2 one-pass unilateral (3.4) B B No No
9798-2 two-pass unilateral (3.5) B B No No
9798-2 two-pass mutual (3.6) A+ B A+ B No No
9798-2 three-pass mutual (3.7) A+ B A+ B No No
Woo-Lam (3.8) B (*) B (*) No Yes

3.3 Server-Less Key Establishment

This section discusses protocols that allow keys to be established directly be-
tween two users without the use of a server. The protocols considered require
that the two users already share a long-term secret key and may either re-
quire that one user generate the established key (key transport) or both users
contribute part of the established key (key agreement).
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Table 3.3 gives additional notation used in this section. In the remainder
of this section, we examine server-less key transport protocols followed by
server-less key agreement protocols.

Table 3.3. Additional notation used for server-less protocols

Kap The long-term key initially shared by A and B

K’4g The value of the new session key

3.3.1 Andrew Secure RPC Protocol

Although more than 10 years old, the Andrew secure RPC protocol [289),
shown in Protocol 3.9, is still a widely used example in the literature. The
protocol has two rather independent components. In the first three messages,
A and B perform a handshake using a key they already share, K 5. In the
final message, B sends a new session key Ky 5 to A. Nonce N4 is chosen by
A and nonces Ng, Nj are chosen by B.

1. A= B: {Na}lx,p

2.B—> A: {NA +1,NB}KAB
3.A-> B: {NB+1}KAB

4. B A: {K:“B’N/B}KAB

Protocol 3.9: Andrew secure RPC protocol

Burrows et al. [76] have pointed out a major problem with Protocol 3.9: A
has no assurance that K ; is fresh. An intruder could substitute a previously
recorded message 4 (from B to A) and force A to accept an old, possibly
compromised, session key. Another problem was pointed out by Clark and
Jacob [94]. They proposed Attack 3.4, a typing attack in which an intruder
records message 2 and substitutes it in place of message 4.

1. A— B: {NA}KAB

2. B A: {Na+1,Nslx,,
3. A5 B: {Np+1}x,p

4, IB—)A:{NA+1,NB}KAB

Attack 3.4: Clark-Jacob attack on Andrew protocol
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The result of the attack is that A accepts the value N4 + 1 as a session key
with B. Clark and Jacob point out that the potential damage of Attack 3.4
depends on what property the nonce N4 is assumed to have. If N4 is a
predictable nonce such as a counter value, then an attacker could force A into
accepting a bogus quantity as a session key, whose value could be known to
the attacker. If N4 were random, however, then the potential damage of the
attack is not so immediate since there is no release of the session key.

It is interesting to consider a revised version of the protocol suggested by
Burrows et al. shown as Protocol 3.10. Their idea was to change the treatment
of the nonces used in the protocol. The nonce N4 need not be secret; when
sent by A in plaintext it still forms a typical usage of the challenge-response
mechanism. The nonce Np could be omitted altogether. Instead of sending
Np, B could send a key K, along with A’s nonce in message 2. Further
differences can be found in the last two messages of Protocol 3.10. In the
second last message, the encryption with K p is intended to assure B that A
knows the key. In the last message, B sends N in plaintext since its purpose is
not connected with protocol, but with the subsequent communications session.

1.A—> B: ANy

2.B— A: {NA,K,IAB}KAB
3. A B: {Na}x,

4. B~ A: Ny

Protocol 3.10: Revised Andrew protocol of Burrows et al.

Lowe [212] has published Attack 3.5 on Protocol 3.10. An intruder I en-
gages in two protocol runs with A while masquerading as B. In one of these
runs [ is the initiator of the protocol, while in the other A is induced to act
as initiator.

1. A>Ip: ANy
1.Ig - A: B,N4

2. A—Ip: {Na,Kiplk.s
2. Is > A: {Na,K)p}rap
3. A= Ip:{Na}tw,,
3"13“)A:{NA}K;‘B

4. Ig > A: Ny

4. A—Ip: Ny

Attack 3.5: Lowe’s attack on revised Andrew protocol
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The result of the attack is that A has completed two successful runs of
the protocol, apparently with B, although B has not engaged in the protocol.
More importantly, the attack defeats goals from entity authentication rather
than from key establishment. The attack is valid if either entity authentication
or key confirmation were protocol goals.

3.3.2 Janson—Tsudik 2PKDP Protocol

Janson and Tsudik [169] proposed Protocol 3.11 which extends a two-party
authentication protocol of Bird et al. [41] to provide key establishment. One
distinctive aspect of 2PKDP is that it employs two separate cryptographic
algorithms: one algorithm that provides confidentiality and another algorithm
that provides authentication. The algorithm used for confidentiality purposes
is bitwise exclusive-or, while that for authentication is a MAC algorithm. The
protocol design allows an encryption-based (CBC-MAC) or hash-based MAC
algorithm to be used. In the first message, A sends her nonce N4 to B. In
the second message, B generates a new session key K5 and computes two
values, AUTH and MASK, using K 4p.

1. A> B: A,NA
2.B— A: AUTH, MASK® K,
3. A5 B:[Na, K)g, Alkan

Protocol 3.11: Janson—Tsudik 2PKDP protocol

The quantities AUTH and MASK are defined as follows:

AUTH = [Na, Ky i3, BlK 1»
MASK = [AUTH]k .-

The second part of message 2 can be viewed as analogous to an encryption
of K'; i using a one-time pad. Upon receiving message 2, A computes a MAC
under K4p of the received AUTH value to allow decryption of the session
key from the second part of message 2, then verifies that the first part of
message 2 agrees with the MAC under K 45 of the nonce sent earlier, received
session key, and B’s identity. Verification of the first part of message 2 implies
key freshness as well as key integrity. Upon receiving message 3, B verifies
that the received value is correct, which implies key confirmation of A to B.

3.3.3 Boyd Two-Pass Protocol

Protocol 3.12 by Boyd [56] allows both A and B to contribute part of the
established key. The messages sent are simply the random numbers chosen by
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1.A—- B: Nyx
2.B—)A:NB

Protocol 3.12: Boyd two-pass protocol

A and B. The new key is Ky = f(Na,Np,Kagp), where f is a combining
function such that it must be infeasible to find f(.,., K ap) without knowledge
of K4p, even after repeated use. This property is necessary to ensure key
authentication (that is, the secrecy of K g). Another property required of f
is that it is one-way in the first two inputs. This property is necessary to ensure
key freshness. For a concrete example, any practical secure MAC algorithm
may be chosen for f.

3.3.4 ISO/IEC 11770-2 Server-Less Protocols

The international standard ISO/IEC 11770 Part 2 [158] specifies 13 protocols
using symmetric encryption algorithms. Six of these protocols are server-less,
while the other seven rely on a trusted server. The server-based protocols are
described in Sect. 3.4.4. Some of the protocols make use of a key derivation
function f(-) in forming the new session key from two or more inputs. T'wo
examples of f are given in the appendix of the standard: one is bitwise XOR of
the inputs and the other is application of a hash function to the concatenation
of the inputs.

The first two of the six server-less protocols each use only one message pass
and provide only implicit key authentication. Mechanism 1, shown as Protocol
3.13, consists only of the encrypted timestamp of A. The new session key is
derived as Ky = f(Kap,T4a) where f is the key derivation function.

A— B: {TA}KAB

Protocol 3.13: ISO/IEC 11770-2 Key Establishment Mechanism 1

The single message in mechanism 2, shown as Protocol 3.14, consists only
of the new encrypted session key. This means that B gains no assurance on
its freshness.

A—B: {KilB}KAB

Protocol 3.14: ISO/IEC 11770-2 Key Establishment Mechanism 2

The other four server-less protocols are derived from each of the four two-
party entity authentication protocols that were described in Sect. 3.2.3 by

Petitioner Samsung Ex-1021, 0107



3.3 Server-Less Key Establishment 85

adding a key (or more generally keying material) to each encrypted message.
The next four protocols, Protocols 3.15 to 3.18, may be compared with the four
entity authentication protocols, Protocols 3.4 to 3.7. The entity authentication
properties of each corresponding pair are the same.

Mechanism 3, shown as Protocol 3.15, consists of a single message from
a claimant A to a verifier B. The new session key, K/, 5, is chosen by A and
encrypted for B. Both A and B achieve the good key property, but only B
achieves key confirmation.

A— B:{Ts,B, K gtk.p

Protocol 3.15: ISO/IEC 11770-2 Key Establishment Mechanism 3

Mechanism 4, shown as Protocol 3.16, uses a nonce instead of a timestamp.
The properties achieved are the same as for mechanism 3.

1. B> A: Np
2.A—- B: {NByB,K;\B}KAB

Protocol 3.16: ISO/IEC 11770-2 Key Establishment Mechanism 4

Mechanism 5, shown as Protocol 3.17, is constructed from two instances
of Protocol 3.15. Now both A and B choose keying material, F4p and Fpa
respectively. (Optionally either one of these may be omitted.) The session key
is derived as Ky = f(FaB,Fpa) where f is the key derivation function.
Both A and B obtain the good key property, but if Fp4 is included in the
session key derivation only A will achieve key confirmation.

1.A— B :{T4,B,Fa} K.z
2.B— A: {TB,A,FBA}KAB

Protocol 3.17: ISO/IEC 11770-2 Key Establishment Mechanism 5

Mechanism 6, shown as Protocol 3.18, is similar to Protocol 3.17. Keying
material is provided from both parties and the session key is calculated in the
same way. A major difference is that it uses nonces instead of timestamps. The
extensional properties achieved are the same as for mechanism 5. However,
like Protocol 3.7, inclusion of both nonces in messages 2 and 3 binds the
protocol messages together. In contrast, an adversary could interleave two
runs of Protocol 3.17 so that A and B do not see matching conversations.
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1. B3 A: Np
2.A— B:{Na,NB,B,FaB}K.z5
3.B— A:{Np,Na,Fpalk,p

Protocol 3.18: ISO/IEC 11770-2 Key Establishment Mechanism 6

As with the authentication protocols in Sect. 3.2.3, in all of the above four
protocols, the inclusion of the identity of B in the encrypted message from A
is optional. Furthermore, in Protocol 3.17, the inclusion of the identity of A
in the encrypted message from B is also optional.

3.3.5 Comparison of Server-Less Protocols

Table 3.4 summarises major properties of the 10 server-less protocols described
earlier. The last five columns summarise the goals that these protocols meet.
For these goals, an entry (*) indicates that the goal is claimed for the proto-
col but fails due to an attack. From the table, we see that all the protocols
except the Andrew secure RPC protocol and ISO/IEC 11770-2 Mechanism 2
meet the good key goal. Further, the revised version of the Andrew protocol
suggested by Burrows et al. achieves the good key goal but fails to meet the
key confirmation goal.

Table 3.4. Summary of major properties of specific server-less protocols

Properties — No. of Key Key Key Key  Attack
1 Protocol passes control freshness auth. conf.
Andrew (3.9) 4 B No (*) Yes No Yes
BAN-Andrew (3.10) 4 B Yes Yes No (*)  Yes
Janson—-Tsudik (3.11) 3 B Yes Yes Yes No
Boyd (3.12) 2 A/B Yes Yes No No
11770-2 Mech. 1 (3.13) 1 A Yes Yes B No
11770-2 Mech. 2 (3.14) 1 A No Yes No No
11770-2 Mech. 3 (3.15) 1 A Yes Yes B No
11770-2 Mech. 4 (3.16) 2 B Yes Yes B No
11770-2 Mech. 5 (3.17) 2 A/B Yes Yes A No
11770-2 Mech. 6 (3.18) 3 A/B Yes Yes A No

Table 3.4 indicates that key confirmation may be obtained by one principal
in most of the ISO mechanisms. This is because when a key is received from
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the partner, the recipient knows that the sender is in possession of the key.
It is interesting to note that the ISO/IEC 11770-2 standard [158] indicates
that none of these protocols provides key confirmation. This may be because
mutual key confirmation is expected. The standard indicates that key con-
firmation may be achieved by sending a time varying parameter encrypted
with the session key. Note that mechanism 1 allows B to know that A sent
the timestamp (assuming that reflection attacks are prevented) and so B has
assurance that A has the ability to calculate the session key.

3.4 Server-Based Key Establishment

There exist numerous examples of server-based protocols in the literature.
Most of these are key transport or key agreement protocols in which the
server, or one or both users, have the responsibility for key generation. Hybrid
protocols in which all three of them share the responsibility for key generation
are less common and not as well known as the other two classes of protocols.

An important consideration in the design of server-based key transport
protocols is who generates the session key. Many protocol designers implic-
itly assume that the users are not capable of generating good quality session
keys, leaving this task for the server. However, this dependence is not always
necessary, as may be seen in published protocols where users, not the server,
choose a session key.

Table 3.5 gives additional notation used in this section.

Table 3.5. Additional notation used for server-based protocols

A and B Two users wishing to establish a session key

S The server
Kas,Kps Long-term keys initially shared by A and S, and by B and S
Kap Session key to be shared by A and B

3.4.1 Needham—Schroeder Shared Key Protocol

The famous protocol proposed by Needham and Schroeder [249] in 1978 is
shown as Protocol 3.19. As discussed in Chap. 1, this protocol achieves the
good key property with respect to A but not B. The second message encrypted
with A’s shared key K ag includes both A’s nonce and B’s identity, assuring
A of session key freshness and key authentication, respectively.

For B the situation is slightly different: he decrypts the encrypted message
relayed by A to learn the session key value and then carries out a nonce
handshake with A to be sure that the message is not a replay. However, the
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1. A—S: A B,Na

2.5 > A: {Na,B,Kap,{Kap,A}Kps K45
3. A—-B: {KAB,A}KBS

4. B— A: {NB}KAB

5 A— B: {NB —I}KAB

Protocol 3.19: Needham-Schroeder shared key protocol

handshake can be easily subverted since an adversary can be expected to know
the value of an old session key. This weakness of the protocol was originally
pointed out by Denning and Sacco [99]. In their attack an intruder uses a
compromised session key to masquerade as A to B. To overcome the attack,
Denning and Sacco suggested Protocol 3.20 as a solution, using timestamps
to allow verification of key freshness.

1.LA>S: AB
2.8 — A: {B,Kap,Ts,{A,KaB,Ts}kps}xas
3.A—- B: {A,KAB,Ts}KBS

Protocol 3.20: Denning-Sacco protocol

Bauer et al. [24] discuss the vulnerability of the Needham-Schroeder pro-
tocol to the compromise of A’s long-term key: an intruder who learns the long-
term key of A can impersonate A (as in the Denning—Sacco attack) even after
the compromise is detected and the long-term key replaced. They suggested a
solution without using timestamps shown as Protocol 3.21. The protocol they
proposed is essentially symmetric with respect to A and B: each of them sends

a nonce to S in plaintext, and S returns the nonces in separate messages for
A and B.

1. A—> B: A,NA

2.B—> S5: A/Na,B,Np

3.5 > B: {KAB,A,NB}KBS,{KAB,B,NA}KAS
4. B~ A: {KAB,B,NA}KAS

Protocol 3.21: Bauer-Berson—Feiertag protocol

3.4.2 Otway—Rees Protocol

The Otway—Rees protocol [259], like Protocol 3.21, provides symmetric assur-
ances of freshness. The message flows are shown as Protocol 3.22, where M is
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a second nonce generated by A. This protocol is susceptible to a typing attack,
as described in Sect. 1.6.7. The attack described there is due to Boyd [54],
subsequently rediscovered by Clark and Jacob [94].

1.A— B: M A B, {Na,M,A B},

9. B—S: M,A B,{Na,M, A, B}x,s,{N5, M, A, BYxps
3. > B: M7{NAjKAB}KAS7{NB’KAB}KBS

4. B> A: M,{NA,KAB}KAS

Protocol 3.22: Otway-Rees protocol

Consider exactly what actions are required of S upon receiving message 2
in the protocol. There are essentially two possibilities:

A1l S checks that the values obtained by decrypting the fields M, A and B
in the two encrypted parts match.

A2 S checks that the plaintext versions of (M, A, B) match the values ob-
tained by decrypting the fields M, A and B in the two encrypted parts.

An attack of Boyd and Mao [60] shows that it is essential that the plaintext
versions of M, A and B are checked. Without this, the session key can turn out
to be shared between A and an intruder, allowing the intruder to masquerade
as B as shown in Attack 3.6. Suppose A starts a protocol run with B. An
intruder C' who wishes to impersonate B chooses a nonce N¢ and substitutes
the following message in place of the original one.

2. Cp—S:M,AC{Ns,M,A, B}k ,5,{Nc, M, A, B}k

Attack 3.6: Attack on Otway—Rees protocol without plaintext checking

If we assume that S does only the checking specified by (A1), the message
will be found correct by S and so S will encrypt K4p with the key Kcg
in message 3'. It is clear that this attack violates the goal of implicit key
authentication: A believes the key is shared with B, whereas in fact it is
shared with C. Note that the attack is easily prevented if S does the checking
specified by (A2). Whether this is a valid attack on the protocol depends on
the action taken by .S, something (unfortunately) not clearly specified in the
protocol description.

In Protocol 3.22 the encrypted message received by a user from the server
does not include a concrete field for the identity of the other user to whom
S intends to make the key known. What indication, then, does a user have
about who else the session key is shared with? The answer to this question
can be found by examining a simplified version of the protocol due to Burrows
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et al. shown as Protocol 3.23. In the simplified version of the protocol, the
nonce Np is sent unencrypted in message 2.

1.A— B: M,AB,{Na, M, A B}k,

2. B—S: M,A,B,{Na,M,A B}i,s,Ns,{M,A B}x,,
3.9 B: M, {NA,KAB}KAS,{NB,KAB}KBS

4. B A: M,{NA,KAB}KAS

Protocol 3.23: Otway-Rees protocol modified by Burrows et al.

Protocol 3.23 was shown to be flawed by Boyd and Mao. Consider an at-
tacker C who has obtained the encrypted message {M, C, B}k, , by engaging
in a previous legitimate run of the protocol with B. To attack the proto-
col, C starts a run with B and masquerades as A by capturing message 2
and modifying it, replacing cleartext identifier A by C' and {M, A, B}k, by
{M,C, B} k. The attacking run proceeds as shown in Attack 3.7.

1. Ca— B: M,A,B,{Nc,M,C, B}k,

2. B> Cs: M,A,B,{Nc,M,C,B}KCS,NB,{M,A,B}KBS
2. Cg—S: M,C,B,{N(),M,C,B}KCS,NB,{M,C,B}KBS
3. S—»B: M7{N07KCB}K057{NB7KCB}KBS

4. B— Cas: M,{Nc,Kcb}ics

Attack 3.7: Attack on Otway—Rees protocol modified by Burrows et al.

The result of the attack is that B believes that the session key is shared
with A, whereas in fact it is shared with C. Notice that the above attack is
not applicable to the original Otway—Rees protocol where the nonce Np is
cryptographically bound to the identity A by encryption in message 2. As a
result of this binding, B can rely on the nonce Np in message 3 to infer that
the key is shared with A. The attack is possible on the simplified protocol
because it removes the binding. The treatment of nonces in the Otway-Rees
protocol was discussed by van Oorschot [323], subsequently by Abadi and
Needham [4]. The latter authors suggested an alternative protocol where the
nonce Np (as well as the nonce Ny4) is sent unencrypted in message 2 and
yet the above attack is prevented. The main idea is that in Protocol 3.24 the
encrypted message received by each user includes the identity of the other
user to whom S makes the session key known.

This idea was first discussed in a preliminary draft of Boyd and Mao’s
paper [59], subsequently by van Oorschot [323]. With this modification, it is
easy to check that the previous attack no longer works. Note that Protocol 3.24
is similar in structure and goal to the protocol of Bauer et al. (3.21). Like the
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1.A—>B: A B /Ny

2.B—S: A B /Ny, N5

3.S > B:{Ns, A B,KaB}r,s,{NB,A,B,KaB}Kgs
4. B> A: {Na,A,B,KaB}K,s

Protocol 3.24: Otway-Rees protocol modified by Abadi and Needham

original Otway—Rees protocol it provides key authentication and key freshness
assurances, although it differs with respect to goals for entity authentication.
In Protocol 3.22, A has assurance that B is alive: when A receives message
4, she knows that B must have sent message 2 recently. In Protocol 3.24, A
does not achieve liveness of B.

3.4.3 Kerberos Protocol

The Kerberos software system was developed at MIT to protect the network
services provided as part of project Athena. It is one of the de facto standards
for authentication on computer networks. Kerberos uses as its building block
a key establishment protocol based on the Needham—Schroeder protocol but
with timestamps instead of challenge-response, following Denning and Sacco’s
suggestion. A good overview of the current version of the Kerberos protocol,
known as Version 5, can be found in a paper by Neuman and Ts’o [251]. The
Version § protocol has evolved from the Version 4 protocol; it addresses sev-
eral shortcomings of the Version 4 protocol including some potential security
weaknesses.

Differences between Kerberos Versions 4 and 5 are described by Kohl et al.
[189]. One weakness of the Version 4 protocol is that the encryption method
used does not provide adequate integrity protection for encrypted messages,
even though the protocol was specifically designed with this requirement in
mind. Version 4 makes use of a non-standard mode of DES known as Plaintext
Cipher-Block Chaining (PCBC) mode with the property that errors in the
decrypted ciphertext propagate to all successive blocks of plaintext. However,
as pointed out by Kohl [187], PCBC encryption is susceptible to a block-
swapping attack which allows a partially garbled message to be accepted by
the receiver. Kerberos Version 5 uses standard CBC encryption and embeds
a checksum in the message before encryption for providing sufficient integrity
protection.

The basic Kerberos protocol involves three parties: a client which desires
to use some service, an application server which provides a service, and an
authentication server (AS) which is contacted by the client before attempting
to access the application server. We will use the notations A, B and S below
to denote the Kerberos terms client, application server and AS, respectively.
The client and the server do not initially share a key between themselves, but
they do share a key with S. For the sake of clarity, Protocol 3.25 shows only
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those message fields that are critical to security; details of other message fields
can be found in RFC 1510 [188]}.

1.A—>S: A B,Nay
2.8 > A: {Kap,B,L,Na,.. k.5, {Ka, A L,...}kgs
3.A—- B: {A,TA}KAB,{KAB,A,L,...}KBS

Protocol 3.25: Basic Kerberos protocol

In the Kerberos papers, the protocol message fields that are encrypted
with Kps and K 4p are referred to as ticket and authenticator, respectively.
Among other data, the ticket contains the session key generated by S that will
be used by the client and server, the client’s identity, and an expiration time
L after which the session key is no longer valid. The authenticator contains
the client’s identity and a timestamp from the client’s clock. If the time-
stamp is successfully verified by the application server, then the server obtains
assurance that the client possesses the session key contained in the ticket.

The basic Kerberos protocol allows an optional fourth message shown in
Protocol 3.26, in which the server returns the client’s timestamp along with
other optional information, all encrypted using the session key.

4. B A:{Ta,.. Ykap

Protocol 3.26: Optional Kerberos message to complete mutual authentication

The Kerberos protocol has key establishment as well as entity authenti-
cation as its goal. From A’s viewpoint the protocol provides the good key
property since A can be confident that the key is fresh and known only to
herself and B. From B’s viewpoint the protocol provides only key authenti-
cation since the ticket does not contain any information from which B can be
confident that the key is fresh. However, the freshness of the key is judged by
a different measure. To ensure key freshness from B’s viewpoint, the protocol
relies on the expiration time contained in the ticket, rather than sending with
the key a quantity known to be new. As long as the ticket has not expired, B
can still be confident that the session key is safe, even if it was used in a previ-
ous session with A. The use of a ticket without an absolute freshness indicator
has a useful aspect. It makes it possible for a client to cache the ticket from
the server so that a session key may be re-established directly with B without
the intervention of S. (Protocols that use tickets to re-establish session keys
are often known as repeated authentication protocols in the literature.)

As for the authentication properties achieved by the protocol, the combi-
nation of authenticator and ticket in the third message provides strong entity
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authentication of A to B. The fourth message, if present, provides entity au-
thentication of B to A.

3.4.4 ISO/IEC 11770-2 Server-Based Protocols

The server-less protocols in the international standard ISO/IEC 11770 Part
2 [158] were described in Sect. 3.3.4. Here we discuss the seven server-based
protocols in that standard. In four of these the server chooses the session key
and acts as a key distribution centre. In the other three the session key is
chosen by either A or B and the server acts as a key translation centre to
make that key available to the other party.

The first three of the protocols using a key distribution centre are very
similar to protocols we have already examined, therefore we do not lock at
the details.

Key Establishment Mechanism 7 The server simply encrypts and sends
Kp to both parties including the identity of the peer entity. This is
similar to the Bauer-Berson-Feiertag protocol (3.21) but the lack of nonces
means that neither A nor B gains key freshness.

Key Establishment Mechanism 8 Principal A sends anonce to S and the
key is returned encrypted for A together with A’s nonce and the identity
of B. In addition the key is encrypted for B together with a timestamp
or counter and the identity of principal A. This mechanism is essentially
identical to the basic Kerberos protocol (3.25).

Key Establishment Mechanism 9 Both principals send their nonces to S
and they are returned with the encrypted key and the identity of the peer
entity. This protocol is identical to Protocol 3.21.

In Key Establishment Mechanism 10, shown in Protocol 3.27, principal A
first sends an encrypted request message to S which checks its authenticity
(including checking the freshness of the timestamp or sequence number). This
provides the rather unusual feature that only authentic parties are able to
request new keys. S replies by sending the key to both principals after en-
crypting it together with the identity of the peer entity and a timestamp or
counter.

1.A—> S: {Ta,B}k,s
2.8 > A:{Ts,KaB,B}r,
3.8 B: {T¢, Kap,Alkps

Protocol 3.27: ISO/IEC 11770-2 Key Establishment Mechanism 10

The first of the protocols that uses S as a key translation centre, called
Key Establishment Mechanism 11, does not provide key freshness. Mechanism
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12, shown as Protocol 3.28, is similar but now adds a nonce for A to check
that the key was received by S and a timestamp for B to check freshness. The
session key, K 4, is chosen by A.

1.A— S: {Na,B,KaB}Kr s
2.8 5 A: {Na,BYk,g,{Ts,KaB, A}k s
3.A— B:{Ts,Kap,Alkgg

Protocol 3.28: ISO/IEC 11770-2 Key Establishment Mechanism 12

An optional handshake for entity authentication and key confirmation
is also specified. It is interesting to compare this protocol with the Wide-
mouthed-frog protocol (3.30) below. Although there are distinct similarities,
the asymmetry in Protocol 3.28 prevents the reflection attack described on
Protocol 3.30.

The final protocol in ISO/IEC 11770-2, Key Establishment Mechanism
13, is shown as Protocol 3.29. This time both parties send their nonces to S,
while K 4p is chosen by B.

1.A— B: Ny

22.B—S: {Np,Na,A Kaplkpgs

3.5 B: {Np,A}kps,{Na,KaB,B}r,;
4. B> A: {Na,Kap, B},

Protocol 3.29: ISO/IEC 11770-2 Key Establishment Mechanism 13

3.4.5 Wide-Mouthed-Frog Protocol

Numerous server-based key transport protocols assume that users trust only
a server to choose the key for a session. The Wide-mouthed-frog protocol,
due to Burrows [76], is intended for environments where one user trusts the
other to choose the key. The server simply makes the key chosen by one user
available to the other. The message flows are shown in Protocol 3.30, where
T4 and Tg denote timestamps from the local clocks of A and S, respectively.

1.A— S: A {Ta,B,KaB}K,s
2.8 B: {TSaA7KAB}KBS

Protocol 3.30: Wide-mouthed-frog protocol
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The intention is that the timestamps in messages 1 and 2 provide freshness
assurances to S and B, respectively. However, this may not provide adequate
protection as shown by Attack 3.8. Suppose I is an intruder who has recorded
one run of the protocol. I replays the message sent out by S in the first run
back to S to start a second run of the protocol while masquerading as B.
This would cause S to send {T, B, Kap}k,s, where T is a new timestamp.
Again I replays this message to S to start a third run of the protocol, this
time masquerading as A. The intruder continues to execute new runs of the
protocol, long after the session key is discarded. Therefore I can force B to re-
accept the key again simply by allowing him to receive a sufficiently up-to-date
message from S containing the key.

1. Ig—> S: B,{Ts,A,KaB}ryg
2. 8514 {Té,B,KAB}KAS
. 14— 8: A {Ts,B,Kap}tk,s
2" S B: {Tg,A7KAB}KBS

Attack 3.8: Attack on Wide-mouthed-frog protocol

Attack 3.8 is discussed by Anderson and Needham [14] and by Clark and
Jacob [94]. However, it should be mentioned that in the BAN logic paper
[76], where Protocol 3.30 first appeared, it is assumed that each principal will
recognise and reject their own messages. This will prevent these attacks.

3.4.6 Yahalom Protocol

The Yahalom protocol first appeared in the BAN logic paper [76]. It is fre-
quently used as a benchmark protocol by researchers using formal methods
for protocol verification (for example, see Paulson [266]). One reason for this
may be that it has a rather unusual structure. More importantly, it is subject
to some subtle attacks, which make it a challenging subject for testing a new
technique.

1. A—-> B: A,NA

2.B—S: B,{A,Na,Ne}kygs

3.5 > A: {B,KaB,Na, N}tk ,o,{A, KaB}Kyg
4. A—- B:{A KaBtkpe, {NB}K A5

Protocol 3.31: Yahalom protocol

Protocol 3.31 provides key authentication to both A and B. Key freshness
is more problematic because the positions of A and B differ. Note that 4 gains
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key freshness from the first part of message 3. A knows that this part is not a
replay from an old protocol run since she knows the message was sent recently.
The same cannot be said of the message received by B. In message 4, B has
no direct indication of the freshness of the key from the server but infers that
the key K4p was used recently by A. Since the server makes Npg available
only to the party requested by B, B can be assured that the encryption with
K 4p must have been formed by A recently. If A acts properly in relaying the
message that was encrypted for B by S as part of the current run, then B
can be assured of session key freshness. If A misbehaves by relaying a similar
encrypted message she has from an old run, then B cannot determine if the
key is fresh. It seems clear that both users gain liveness of the other. A knows
that B is active as verification of the first part of message 3 implies B sent
message 2 recently. Because of the encryption of Np with K4p in message
4, B is assured that A really knows K 4p. Thus it appears that B gains key
confirmation and liveness from message 4.

Burrows et al. suggested a modified form of the Yahalom protocol, shown
in Protocol 3.32. The nonce Ng is sent unencrypted by B in message 2 and is
returned by S in the message part encrypted with Kpg. The modified form
constitutes a typical usage of the challenge-response mechanism.

1.A— B: A Ny

2.B—S: B,Ng,{A,Na}tkygs

3.5 A: Np,{B,KaB,Na}x,s,{A, KaB,NB}Kys
4. A—> B : {A,KAB,NB}KBS,{NB}KAB

Protocol 3.32: Yahalom protocol modified by Burrows et al.

Protocol 3.32 was shown to be flawed by Syverson [313] who pointed out
two attacks. Suppose I is an intruder who wishes to attack the protocol. In
Attack 3.9 the intruder I starts a protocol run with B while masquerading as
A. After receiving the second message, I starts another run with B by sending
an arbitrary value Ny concatenated with Npg from the first run. The intruder
I is then able to play the role of S in message 4 of the first run by replaying
the encrypted component sent out by B in the second run back to B.

Attack 3.9 is an example of a typing attack. The result of the attack is that
B will interpret the value Ny as a session key with A. The attack relies on the
assumption that nonces can be of arbitrary length (this is termed substituting
‘doubled’ nonces for nonces by Syverson).

Attack 3.10 shows Syverson’s second attack on Protocol 3.32. It begins
with the intruder I intercepting an initial message from A to B. On receiving
this message, I initiates a new protocol run with A using N4 as challenge,
while masquerading as B. The second protocol run proceeds as follows. I
modifies the message from A to S, replacing the new nonce N/, by the old
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1. Ia—~B: A N;

2. B—oIs: B,Np,{A,Ni}kps
1'.I4 —» B : A,(NI,NB)

2. B— Is: B,Nﬁ;,{A,N{,NB}KBS
3. Omitted.

4. Is > B : {A,NI,NB}KBS,{NB}NI

Attack 3.9: Syverson’s attack on modified Yahalom protocol

nonce N4. I also intercepts the message from S to B and simply replays
the encrypted components of this message back as encrypted components of
message 3 in the first run but with the order of components switched.

1. A—»1Ip: ANy

1. Ig =+ A: B,Na

2. A= Is: AN, {B,Naltr,s

2". 14> S: A Na,{B,Naltx,s

3.8 1Ia: Na,{A,Kap,NaYkps, (B, Kan, Natx s
2. Omitted.

3. Is > A: N1,{B,Kap,Na}k,s,{A, Kap, Na}kgs

Attack 3.10: Alternative Syverson’s attack on modified Yahalom protocol

Attack 3.10 shows that A would be wrong to conclude, after a successful
run, that B is active. Note that these two attacks are different not only in
structure but also in aim. The first attack violates key establishment proper-
ties whereas the second attack violates entity authentication properties.

3.4.7 Janson—Tsudik 3SPKDP Protocol

The 3PKDP protocol proposed by Janson and Tsudik [169] is a server-based
protocol that uses 2PKDP (discussed in Sect. 3.3.2) as a building block. This
protocol has two executions of 2PKDP: firstly between A and S (messages
1 through 3), and then between B and S (messages 4 through 6). The final
three messages are intended for entity authentication. In Protocol 3.33 the
quantities AUTH and MASK are defined as follows.

AUTHA = [Na, K ap, Bk ,s
MASK, = [AUTHA]k .
AUTHp = [Np, K, Alk ps
MASKp = [AUTHg]x .
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.A—S: A B, Ny

S—A: AUTH4, MASKs ® KaB
.A—> S [Na,KaB, Alk s
B—>S: B,A,NB

.S —B: AUTHg, MASKB ® KaB
.B—S§: [NB,KAB,B]KBS

A B: AN,
.B—)A:[NA,NE,B]KAB,N)'E;
A= B: [Ny, Ny, Alx,p

© o NS TR W N~

Protocol 3.33: Janson-Tsudik 3PKDP protocol

Protocol 3.33 achieves goals from both key establishment and entity au-
thentication. It achieves the good key goal and the mutual authentication goal.
Considering that the entity authentication goal implies the far-end operative
property, it is easily seen that the protocol also provides the enhanced goals
of mutual belief in key and key confirmation. One oddity of this protocol is
that messages 3 and 6 do not seem to have any useful purpose. All 5§ can hope
to learn from these messages is that A and B are really out there, a property
that is not crucial to the service provided by the protocol. Protocol 3.34 is
a modified version proposed by Janson and Tsudik which omits the above-
mentioned messages and routes all communication with S via B. It achieves
the same goals as 3PKDP using five messages rather than nine messages.

1.A— B: A /Na, N,

2.B—§: A,B,NA,NB

3.S > B: AUTHA, MASKs ® Kap, AUTHp, MASKp ® Kan
4. B—)A:AUTHA,MASKA@KAB,[NA,NE;,B]KAB,N/B

5. A B: [N:’47N,B)A]KAB

Protocol 3.34: Janson—-Tsudik optimised 3PKDP protocol

3.4.8 Bellare-Rogaway 3PKD Protocol

Protocol 3.35 was proposed by Bellare and Rogaway [33]. It has key establish-
ment as its goal and is provably secure in the Bellare-Rogaway model. The
3PKD protocol uses two distinct cryptographic transformations: a symmetric
encryption algorithm and a MAC. As one possibility, the encryption function
can be constructed from a keyed pseudorandom function fg. Specifically, the
encryption of message m using f under a shared key K is computed as the
quantity (r,m @ fi(r)), where r is a random number.

Petitioner Samsung Ex-1021, 0121



3.4 Server-Based Key Establishment 99

1. A= B: Na

2.B—S: Na,Np

3.5 — A: [KaBlkas,[4, B, Na,[KaB]kaslkas
45— B: [[KAB]]KBS7[A’BiNB’[[KAB]IKBS]KBS

Protocol 3.35: Bellare-Rogaway 3PKD protocol

Protocol 3.35 provides both A and B with assurances of key authentica-
tion and key freshness. It is not designed to provide entity authentication or
key confirmation. The provably secure style definition has the property that
if the session key itself is used to cryptographically protect messages within
the protocol, the resulting protocol cannot be considered secure. Thus stan-
dard techniques for key confirmation, such as encrypting something using the
session key, are not compatible with the security proof of the 3PKD protocol.

3.4.9 Woo—Lam Key Transport Protocol

Woo and Lam [330] proposed a protocol intended to achieve mutual entity
authentication as well as key establishment. As shown in Protocol 3.36, prin-
cipals 4 and B exchange nonces before contacting the server. This allows
them to include both nonces in the encrypted messages sent to S.

.A—> B:Na

B—)A:NB

.A—> B: {A,B,NA,NB}KAS
B—S:{A,B,Na,N}k,o,{A, B,Na,NB}Kkgs

S— B:{B,Na,Ng,Kan}tr,s,{A,Na,Np,Kan}rgs
.B— A: {B,NA,NB,KAB}KAS,{NA,NB}KAB

.A—- B: {NB}KAB

N O T W N~

Protocol 3.36: Woo-Lam key transport protocol

Clark and Jacob [95] found an attack on Protocol 3.36 in which a malicious
principal B can force A to accept two copies of the same session key as new
keys. Lowe [212] also found a typing attack which allows the adversary to
masquerade as A and obtain the session key accepted by B. Even without
these attacks, it is difficult to recommend Protocol 3.36 as a practical protocol
in view of the large number of message flows and encryptions required in
comparison with alternatives.
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3.4.10 Gong Key Agreement Protocols

Gong [125] designed several protocols to illustrate lower bounds he de-
rived on the numbers of messages and rounds in server-based protocols for
key establishment. Because he was not concerned with minimising message
lengths, he took a conservative approach to message formats. In the pro-
tocols in this section, messages encrypted with key K are of the format
{Sender, Recipient, Client1, Key, Client2, Freshness ID} i where Client! and
Client2 will share Key, and Freshness ID may be a nonce or timestamp. Since
some of these fields may be identical, there is some redundancy in many of
the messages.

Protocol 3.37 is a key agreement protocol since the session key is derived
from the information contributed by both A and B. The server makes each
party’s contribution available to the other but does not itself contribute any
information to the session key. The encrypted portions of the protocol mes-
sages include timestamps to provide freshness guarantees.

1. A= S: A,B,{A,S,A,Kl,B,TA}KAS
2.5 B: {S,B,A,Kl,B,Ts}KBS
3.B—S:{B,S,B,K>, A Ts}kps
4. S A: {S,A,B,Kz,A,Ts}KAS

Protocol 3.37: Gong’s timestamp-based protocol

The values K; and K3 are random numbers serving as contributions of A
and B respectively to the session key. Both A and B compute the session key
as f(K1,K2) where f is a one-way function. This protocol provides to both
A and B implicit key authentication and key freshness. The timestamps may
be replaced by random nonces to provide freshness guarantees. The resulting
protocol has one more message as shown in Protocol 3.38.

1. A—>B: A B,Ny

2.B—S: A B,Np,{B,S B, K2, A,Na}rps
3.3 A: {S,A,B,KQ,A,NA}KAS,NB

4. A—> S: {A,S, A K1,B, N}k,

5.8 — B: {S,B,A K1,B,Ns}x,s

Protocol 3.38: Gong’s nonce-based protocol

Protocols 3.37 and 3.38 may be extended to provide key confirmation; the
cost is an extra message. In the first protocol, B could make use of K 45 as an
encryption key in message 3 to assure A that he really knows K 4 5. A new fifth
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message could provide B similar assurance. In the second protocol, 4 could
make use of K4p as an encryption key in message 4 to assure B that she
really knows K 4p. A new sixth message could provide A similar assurance.
In Protocols 3.37 and 3.38 both A and B check the freshness of an element
received with the keying material. While this is the usual method for ensuring
session key freshness in key transport protocols, it is generally redundant
in key agreement protocols. Each user can ensure that the key is fresh by
simply ensuring that its keying material is fresh; there is no need for a user
to be able to verify that the input received from the other user is fresh. Thus,
the timestamps in Protocol 3.37 and the nonces in Protocol 3.38 could be
eliminated. Protocol 3.39, due to Gong, makes use of this optimisation. It
provides key authentication, key freshness and key confirmation in only five
messages. As before, both A and B compute the session key as f(Ki, K3).

1.A—> S: A B,{A,S A K\,B}x,s,Na

2.5 B: A, B,{S,B,A K1,B}xps,Na
3.B—>S: {B,S,B,KQ,A}KBS,{B,A,NA}KAB,NB
4.8 A: {S,A,B,KQ,A}KAS,{B,A,NA}KAB,NB
5. A— B:{A,B,Ns}x,p

Protocol 3.39: Alternative Gong’s protocol

3.4.11 Boyd Key Agreement Protocol

Protocol 3.40, proposed by Boyd [57], provides key authentication, key fresh-
ness and key confirmation in only four messages. It is a server-based protocol
in which both users as well as the server contribute to the key value. The
values N4 and Np are generated by A and B respectively as input to the
MAC function determining the session key. Additionally, S generates a value
K which serves as the MAC key. Both A and B compute the session key as
Kap = MACk,(Na,Npg).

1.A—>S8: A/ B,Ny

2.5 B: {A,B,Ks}x,s:{A, B, Ks}tkgs,Na
3. B A:{A,B,Ks}k,,[Nalk.s,NB

4. A—> B: [Nglk,p

Protocol 3.40: Boyd key agreement protocol
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3.4.12 Gong Hybrid Protocol

Protocol 3.41, due to Gong [122], is an example of a hybrid protocol in which
only A and S have an input to the key derivation function. It employs two
one-way functions: a function f used for key derivation and a function g used
for authentication. These functions need not be distinct. The output of the
key derivation function f is divided into three components:

f(Ns,Na,B,Kps) = (Kap,Ha, Hg).

The first component is the session key value itself. The second component is
sent from A to B to assure the latter that A has the key. The third component
provides A with reciprocal assurance. In this protocol B derives freshness
by checking an element received with the key, while A derives freshness by
generating a fresh input to the session key generation process.

1. A>B:AB,Na

2.B—5: A B,Na,Ng

3.5+ B: Ns, f(Ns,Ng,A,Kps)® (Kap,Ha,Hp),g(Kap,Ha,Hp, Kgs)
4. B A Ns,HB

5 A— B: Ha

Protocol 3.41: Gong’s hybrid protocol

Boyd and Mathuria [61] demonstrated an unusual feature of Protocol 3.41.
Suppose A has executed a normal run of the protocol with B, with the de-
rived session key being K45 and the other two quantities being H', and H.
Furthermore, suppose that A has also recorded the reply from the server to B
and thus is in possession of the value g(K', 5, H), Hy, Kps). Now, A is able
to complete the protocol with B as shown in Attack 3.11.

3. S Ap: Ns,f(Ns,NB,A,KBs) EB(KAB,HA,HB),
9(KaB,Ha,Hp,Kps)

3. As » B: Ns,f(Ns,NB,A,Kgs) @(K;B,H;;,H’B),
9(K'ap, Ha, Hg, Kps)

4. B> A: Ns,Hpy

5. A» B: H)j

Attack 3.11: Insider attack on Protocol 3.41

The insight gained from the attack is that a malicious principal A can
force B into accepting an old session key as new. It highlights an assumption
that was probably not obvious when the protocol was designed.
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3.4.13 Comparison of Server-Based Protocols

Table 3.6 summarises major properties of the 22 server-based protocols de-
scribed earlier. For the goals an entry (*) indicates that the goal is claimed but
fails due to attack. From the table, we see that all of the protocols except the
Needham-Schroeder protocol and Wide-mouthed-frog protocol achieve the
key freshness goal. Further, all of the protocols except the BAN Otway—Rees
protocol and the BAN Yahalom protocol achieve the key authentication goal.

Table 3.6. Summary of major properties of specific server-based protocols

Properties — No.of Key Fresh Key Key Attack
J Protocol passes control  key  auth. conf.
Needham-Schroeder (3.19) 5 S A(*) A+B A Yes

A+B A+B No No
A+B A+B No No
A+B A+B No No
A+B A(*) No Yes
A+B A+B No No
A+B A+B B No
A+B A+B No No
A+B A+B No No

Denning—Sacco (3.20) S
S
S
S
S
S
S
A
B A+B A+B No No
A
S
S
S
S
S
S

Bauer-Berson—Feiertag (3.21)
Otway—-Rees (3.22)

BAN Otway-Rees (3.23)
AN Otway—Rees (3.24)
Kerberos (3.25)

11770-2 Mech. 10 (3.27)
11770-2 Mech. 12 (3.28)
11770-2 Mech. 13 (3.29)
Wide-mouthed-frog (3.30)
Yahalom (3.31)

BAN Yahalom (3.32)
3PKDP (3.33)

Optimised 3PKDP (3.34)
Bellare-Rogaway (3.35)
Woo-Lam (3.36)

Gong timestamp (3.37)
Gong nonce-based (3.38)
Gong alternative (3.39)
Boyd four-pass (3.40)
Gong hybrid (3.41)

No (*) Yes No Yes

A+B A+B B No

A+B A (*) No(*) Yes

A+B A+B A+B No

A+B A+B A+B No

A+B A+B No No

No (*) B (*) A+B Yes

A/B A+B A+B No No
A/B A+B A+B No No
A/B A+B A+B A+B No
S/A/B A+B A+B A+B No
S/A A+B A+B A+B No

L T S e O B o B e R~ N R - - R L R N O . ™
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104 3 Protocols Using Shared Key Cryptography
3.5 Key Establishment Using Multiple Servers

Each of the server-based protocols we have examined so far in this chapter
has involved three principals: one server and two users. One natural way to
generalise this situation is to allow more than two users. Key establishment
with multiple users is the subject of Chap. 6. A different generalisation is to
use more than one server. There are at least two potential benefits of such an
architecture.

e If one or more servers become unavailable, it may still be possible for the
users to establish a session key.

e If one or more servers are untrustworthy, users may still be able to establish
a good key.

There have been a few concrete proposals for protocols using multiple servers.
We examine two of these in this section.

3.5.1 Gong’s Multiple Server Protocol

Gong [124] proposed a number of variant protocols all with the same basic
structure. A feature of all these protocols is that the users, A and B, choose
the keying material while the n servers, S1, 52, ..., S, act as key translation
centres to allow keying material from one user to be made available to the
other. Initially A shares a long-term key K 4 ; with each server S;, and similarly
B shares Kp; with S;.

In order to ensure that the correct key can be recovered even if some servers
become unavailable, A and B both split up their secrets using a threshold
scheme (see Sect. 1.4.5). Specifically, A chooses a secret x and splits it into
shares z1, x2, ..., T, so that x can be recovered from any ¢ shares. Similarly B
chooses a secret y and divides it into shares y1, y2, - - -, yn- Protocol 3.42 shows
a simplified version of Gong’s main protocol. Messages 2 and 3 are repeated
for each of the n servers so there are 2n + 3 messages sent in total. On receipt
of the translated shares from each server, A is able to recover the secret y of
B, and similarly B recovers . The session key is defined as Kap = h(z,y).

1.A— B: A B,Na,{A, B,zi,cc(z)} K, ;

2.B— Si: A B,Na,Ng,{A,B,xi,cc(x)}x, ;, {B, A yi,ce(y) ks ;

3.8; = B:{B,Na,yi,cci(¥)}k4.:,{A, NB, xi,cci(®) } kp ;

4. B> A: {B,NA7y1,CCI(y)}KAY1,-~~,{B,NA,yn,CCn(y)}KA,",{NA}KAB,NB
5. A—B: {NB}KAB

Protocol 3.42: Gong’s simplified multi-server protocol

In order to prevent malicious rogue servers from disrupting the protocol,
A and B form a cross-checksum for all the shares. The cross-checksum for
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z is ce(z) = (h(z1), h(z2),...,h(zy,)) where h is a one-way function. The
cross-checksum cc;(z) received from server S; may or may not be equal to
the correct value cc(z). When B receives a checksum cc;(z) from server S; he
calculates h(z;) for every z; received from any other server S;, and compares
the result with that in cc;(z). If they are the same then S; is allocated one
credit point. When all the checks are complete B retains those shares from
servers with the most credit points. The users require ¢ shares in order to
recover the secret. The process will ensure that the correct secret is recovered
as long as half of the responding servers are honest and ¢ of them are available.

In Protocol 3.42 an adversary could replay the messages of A or B (or
even both) since the server cannot detect replayed requests. However, this
does not seem to be a major problem since both parties have assurance that
K 4p is fresh, from the freshness of their own input. Gong’s main protocol
[124] differs from Protocol 3.42 by including an initial exchange between A
and each server, in which each server delivers a nonce that is returned with
the encrypted messages intended for translation. A consequence of this is that
servers can detect replayed requests and ignore them, but the cost of this is
that the number of messages is increased to 4n + 3.

3.5.2 Chen—Gollmann—Mitchell Protocol

Chen et al. [87] designed two protocols using multiple servers. A significant
difference from Protocol 3.42 is that in both of their protocols the servers,
instead of the users, choose the keying material. Furthermore, instead of shar-
ing one secret, each server chooses an independent secret value. Both users
employ a cross-checksum to decide which servers have given valid inputs and
all of these are used in the definition of the session key. The parallel protocol
of Chen et al. is shown as Protocol 3.43. Messages 2 and 3 are repeated n
times between B and each server S; so there are 2n + 4 messages in total.

.A—>B: A B,Na

.B—5;: A,B,NA,NB

. S; = B: {B,NA,KI'}KA,“{A,NB,KI'}KBJ

.B—o A: {B,NA,Kl}KAyl,...,{B,NA,Kn}KA?n,CCB(I),...,CCB(n)
A B: cca(l),...,cca(n),{B,Np, Ny}

.B— A: {A N\, N}

= N N

Protocol 3.43: Chen-Gollmann-Mitchell multi-server protocol

The cross-checksum used in Protocol 3.43 is quite different from that used
in Protocol 3.42. If B has apparently received all n keys, then ceg(i) =
{h(K1),h(K2),...,h(Kp)}k;, for all i with 1 < ¢ < n, where h is a one-
way function. However, if B has not received any message from server S; then
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ceg(j) is simply an error message, and also h(Kj) is replaced by an error mes-
sage in the calculation of the other ccp (%) values. On receipt of the checksums
ccp(l),...,ccp(n) from B, A first decrypts the values and compares them.
Some of these may be different if A and B have received some different K;
values, but as long the majority of the servers are honest and operational, the
majority of the decrypted values will be the same. The K secrets are retained
for this majority of ¢ values and the others discarded. The cross-checksums
cca(i) are then defined in a symmetrical way, except that error messages are
inserted either if A did not receive a K; value, or if B has indicated that he
did not receive it.

Once the good keys have been identified, the session key K 4p is defined to
be the hash of all the good K values concatenated. Chen et al. show that as
long as at least half of the servers are honest and operational, then an honest
A and B pair will accept the same K; values and hence the same K 4p.

Chen et al. also proposed a variant of Protocol 3.43, which they called a
‘cascade protocol’. The difference is that instead of B making a request to
each server by repeating message 2, the request is passed on from server S; to
server Sy and so on. The response from each server is also sent on to the next
server. Finally server S, returns all the server responses to B, and the last
three messages are the same as in Protocol 3.43. The advantage of the cascade
protocol is that the number of messages sent is reduced to n + 5 since all but
one of the responses in message 3 of Protocol 3.43 are no longer required.
However, the protocol will only work if all the servers are operational; if only
one server fails to cooperate, either maliciously or due to an error, then the
protocol will fail.

3.6 Conclusion

To a large extent the problem of key establishment between two parties using
symmetric cryptography seems to have been solved. There have been no sig-
nificant new protocols in recent years. Efficient solutions have evolved which
have resisted attacks or even have security proofs. Tables 3.2, 3.4 and 3.6
show that there exist a variety of protocols which should be suitable for most
applications requiring these sorts of protocols.
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4

Authentication and Key Transport Using
Public Key Cryptography

4.1 Introduction

It is generally regarded that there are two main potential advantages of pub-
lic key techniques over symmetric cryptography. The first is that public key
systems allow the straightforward definition of digital signatures, thereby en-
abling the service of non-repudiation which is so useful in commercial appli-
cations. The second is the simplification of key management, because there
is no requirement for the on-line third party that is part of typical protocols
based on symmetric cryptography. The first of these advantages is not really
our concern in this book since non-repudiation is of limited value in authen-
tication and key establishment. However, the second advantage has led to a
great variety of new key establishment protocols since the invention of public
key cryptography. In the modern distributed communications environments
exemplified by the Internet, public-key-based protocols have become far more
important than protocols based on symmetric cryptography.

There are two costs that must be paid in exchange for these benefits. The
first one is the high computational cost that comes with all known public key
cryptosystems. Despite the advances made in public key cryptosystems and
the advantages of elliptic curve cryptology [42], public key algorithms require
two or three orders of magnitude more computation than symmetric algo-
rithms. Although computing power on a typical desktop has increased to the
extent where a handful of public key operations will not cause a delay of more
than a fraction of a second, the overhead for servers of multiple clients and for
low-power computing devices, such as smart cards, is still significant. At the
same time increased computing power means that longer key sizes are required
so that the cost of public key operations increases. It is therefore essential that
designers of public-key-based protocols should minimise the number of public
key operations wherever possible. Another issue to be considered is whether
the protocol requires more private key operations (signature generations and
decryptions) or more public key operations (signature verifications and en-
cryptions). RSA and related algorithms are much more efficient for public key
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operations than for private key operations, while for most algorithms based
on discrete logarithms the opposite is true. Furthermore, although algorithms
based on discrete logarithms (including elliptic curve algorithms) are more
efficient than RSA overall, a protocol that requires mainly public key oper-
ations may be much more efficiently implemented using RSA with a small
public exponent. Generally it is not a simple task to compare the efficiency of
different protocols when implemented using different algorithms.

The second cost of public key cryptography is that public keys still need to
be managed. The best solution for a public key infrastructure is still the sub-
ject of considerable research. Although public keys need not (indeed usually
should not) be kept confidential their integrity must be maintained, normally
through use of certificates signed by reputable third parties. The question
of how to deal with compromised private keys is a tricky one, but the most
established solution is to use certificate revocation lists to check whether a
public key is still valid, much as a blacklist is checked before accepting a
credit card. In the descriptions of protocols given in this chapter we shall
ignore the certificates, or any other means, used to ensure that a public key
is valid, and simply assume that public keys are available to the parties that
need them and are guaranteed to be correct. What correct means here is that
the claimed owner of the public key is the only entity who is able to use the
corresponding private key. Designers and users of public key protocols need
to be aware that this is an important simplification that must be addressed
in any implementation.

In this chapter we shall not cover the important class of public-key-based
key agreement protocols which are the subject of Chap. 5. In the remainder of
this section we explain our notation in this chapter and discuss general design
principles for public key protocols. Section 4.2 examines public key protocols
for entity authentication and Sect. 4.3 covers public key protocols providing
key transport.

4.1.1 Notation

The notation used in this chapter is summarised in Table 4.1. In all our pro-
tocol descriptions generic algorithms for public key encryption and digital
signatures are shown, although in some cases we will note that certain pro-
tocols were designed with specific algorithms in mind. We assume that all
encryption algorithms provide semantic security and sometimes comment if
non-malleability is also required.

4.1.2 Design Principles for Public Key Protocols

Anderson and Needham [15] have proposed a set of what they call robustness
principles for public-key-based protocols. These can be considered as more
specific instances of the general principles for protocol design proposed earlier
by Abadi and Needham and which were discussed in Sect. 1.7. They form a
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Table 4.1. Notation used throughout Chap. 4

Ex(M) Encryption of message M using the public key of principal X.
Sigx (M) Signature with appendix of message M by principal X.

Nx Random nonce value chosen by principal X.

Tx Timestamp chosen by principal X.

{M}k Symmetric encryption of message M with key K.

checklist that can be used by protocol designers to avoid the most common
errors. A summary of these principles is shown in Table 4.2. Anderson and
Needham give several examples of potential attacks that can result by ignoring
these principles.

Table 4.2. Anderson and Needham’s robust principles for public key protocols

1. Sign before encrypting. If a signature is affixed to encrypted data then one
cannot assume that the signer has any knowledge of the data.

2. Be careful how entities are distinguished. If possible avoid using the same
key for two different purposes (such as signing and decryption) and be sure to
distinguish different runs of the same protocol from each other.

3. Be careful when signing or decrypting data that you never let yourself be
used as an oracle by your opponent.

4. Account for all the bits — how many provide equivocation, redundancy, com-
putational complexity, and so on.

5. Do not assume the secrecy of anybody else’s ‘secrets’ (except possibly those
of a certification authority).

6. Do not assume that a message you receive has a particular form (such as g~
for known r) unless you can check this.

7. Be explicit about the security parameters of cryptographic primitives.

Later Syverson [314] questioned the applicability of some of the princi-
ples proposed by Anderson and Needham by showing examples when they are
not appropriate. Nevertheless, Syverson concludes that the principles are still
useful but should be used intelligently and critically by the protocol designer.
In this chapter we will see that several protocols ignore the first Anderson—
Needham principle, including protocols that are proven secure. This is dis-
cussed further in Sect. 4.3.1 and Sect. 4.3.2.
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4.2 Entity Authentication Protocols

Before looking at protocols for key establishment we examine some protocols
that achieve only authentication. In this section we examine some prominent
examples, in particular those in the international standard ISO/IEC 9798 Part
3 [159]. We discuss whether they achieve the extensional definition of entity
authentication introduced in Chap. 2, or the simpler liveness property.

4.2.1 Protocols in ISO/IEC 9798-3

Five protocols are included in ISO/IEC 9798-3 for authentication between a
pair of principals. Two of these are for unilateral authentication of one party
to another, and three are for mutual authentication of both parties to each
other. Two of the protocols (Protocols 4.2 and 4.4) are also included in the
US standard FIPS 196 [246] which includes some further guidance on the use
of optional fields.

Each protocol includes options for various ‘text’ fields to be included in
each message for application-dependent data. According to the standard, a
text field may be included in a signature for various reasons including:

to authenticate any information;

to add extra redundancy to the signature;

to provide additional time variant parameters such as timestamps;
to provide validity information for the protocol in use.

Unsigned text fields may be used for the claimed identity of the message
sender which is not otherwise explicitly stated in the protocols. Since they are
not part of the basic protocols we shall ignore the optional text fields in the
following descriptions.

The first protocol in the standard, shown as Protocol 4.1, consists of a
single message from a claimant A to a verifier B. The timestamp T4 is used
to provide freshness, or alternatively it may be replaced by a counter. The
protocol assures B that A is alive, as well as providing assurance that A is
aware of B as her peer entity.

1. A— B:Ts,B,Siga(Ta,B)

Protocol 4.1: ISO/IEC 9798-3 one-pass unilateral authentication

The second protocol (4.2) uses a nonce instead of a timestamp, which is
the most obvious difference from Protocol 4.1. The other difference is the
inclusion of the random value N4 chosen by A. This field has nothing to do
with authentication but is included to ensure that A is not signing a message
that has been chosen by B; this could cause problems for A if the signature
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1. B—» A: Np
2. A— B: Na,Ng,B,Siga(Na, N, B)

Protocol 4.2: ISO/IEC 9798-3 two-pass unilateral authentication

scheme and signing key used in the protocol are also used in other applications.
This protocol provides entity authentication of A to B.

It is interesting that the standard allows the field containing the identity
B in message 2 to be omitted, stating that its inclusion ‘depends on the
environment in which this authentication mechanism is used’. With a weaker
definition of entity authentication, having no requirement for knowledge of
the peer entity, the omission of this field is acceptable. However, if knowledge
of the peer entity is required then this field must be included in the signature
of message 2. The standard specifically forbids exclusion of the corresponding
field in the one-pass Protocol 4.1. We can speculate that the reasoning behind
this is that when a timestamp is used B has nothing to connect him to the
protocol instance, whereas when B’s challenge is returned he can reason that
he is ‘connected’ with A even if A has not indicated this. We refer the reader
to Chap. 2 for more discussion on the possible shades of entity authentication.

The third protocol (4.3) is simply the combination of two instances of
Protocol 4.1 for one-pass unilateral authentication and as in that protocol the
timestamps T4 and T may be replaced by counters. This protocol provides
mutual entity authentication. Because the messages sent are independent of
each other, this protocol can be executed in one round.

1. A— B :Ta,B,Siga(Ta,B)
2.B— A: TB,A, SigB(TB,A)

Protocol 4.3: ISO/TEC 9798-3 two-pass mutual authentication

The fourth protocol (4.4) is an extension of Protocol 4.2, allowing both
A and B to use respective nonces, N4 and Ng. The standard again allows
the field B in message 2 and the field A in message 3 to be omitted; but
the field must be included at least in message 2 if it is desired for B to gain
assurance that A is aware of B as her peer entity. The standard specifically for-
bids exclusion of the corresponding fields in Protocol 4.3 for two-pass mutual
authentication.

Blake-Wilson and Menezes [44] have proven the security of Protocol 4.4
using the Bellare-Rogaway model described in Chap. 2. This means that the
protocol satisfies the matching conversations property. By providing signa-
tures of the other party’s identity in messages 2 and 3, the protocol also
provides knowledge of the peer entity.
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1.B— A: Np
9. A— B: Na,Ng,B,Siga(Na, Ns, B)
3.B—A: NB,NA,A,SigB(NB,NA,A)

Protocol 4.4: ISO/IEC 9798-3 three-pass mutual authentication

Protocol 4.5 shows an earlier version of Protocol 4.4 that was proposed
during the standardisation process. The only difference from Protocol 4.4 is
that B chooses and signs a nonce Ny in the final message, which is different
from the nonce Np used in the first two messages. A probable reason for
this choice is that it ensures that B does not have to sign a message that is
predictable by A.

1.B > A: Np
2. A— B: Na,Ng,B,Siga(Na, N, B)
3. B A: Nj,Na, A Sige(N5,Na, A)

Protocol 4.5: Early version of ISO/IEC 9798-3 three-pass mutual authentication

Protocol 4.5 is subject to Attack 4.1, which has become known as the
‘Canadian attack’ because it was publicised by the Canadian team taking
part in the standards process. In the attack the adversary C sets up two
protocol runs, masquerading as B to A and as A to B. The response from A
in the second run can be used by C to complete the first run with B.

1. Cg > A: N¢
2. A->Cp: NA,NC,B,SigA(NA,Nc,B)
1. C4 > B:Na
2. B — Ca:Np,Na, A Sigs(Np, N4, A)
3. Cg > A: NB,NA,A,SigB(NB,NA,A)

Attack 4.1: Canadian attack on Protocol 4.5

The result of the attack is that A completes the protocol apparently with
B, whereas in fact the protocol was run with C. In terms of matching conver-
sations this is a valid attack, since A and B disagree on the second message.
However, A is correct to conclude that B is alive and has indicated awareness
of A as his peer entity. Therefore the extensional protocol goals do not seem to
be violated. This attack is closely related to Attack 2.1 discussed in Chap. 2.
Mitchell and Thomas [238] discuss Attack 4.1. They also consider methods to
prevent signatures obtained during similar protocols from being abused by an
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adversary. These methods include use of a protocol identifier in every signed
message.

Protocol 4.6 is the final protocol in the standard; it allows authentication
to be conducted in parallel between A and B. Thus messages 1 and 1’ can
be sent together, as can 2 and 2'. As with Protocol 4.4 the standard allows
the identity fields B and A, in messages 2 and 2’ respectively, to be omitted.
Once again, omission of these fields means that knowledge of the peer entity
cannot be provided, this time in either direction.

1. Ao B: N4
1.B—> A:Ng
2. A— B: Ns,Np,B,Siga(Na, Ng, B)
2. B— A: Np,Nu, A, Sige(Np,Na, A)

Protocol 4.6: ISO/IEC 9798-3 two-pass parallel authentication

We note that Protocols 4.4 and 4.6 both link together previous protocol
messages in their signed messages; this means that they provide the ‘matching
conversations’ property described in Chap. 2. In this sense it can be argued
that they provide more than Protocol 4.3 even though all three protocols
provide mutual entity authentication.

4.2.2 Protocols in ISO/TIEC 9798-5

The international standard ISO/IEC 9798-5 [161] is devoted to entity authen-
tication mechanisms using zero knowledge techniques. Three protocols are
specified. The first two cover essentially the well-known zero knowledge identi-
fication protocols of Fiat-Shamir [111], Guillou—Quisquater [137] and Schnorr
[291]. These protocols are strongly dependent on specific cryptographic mech-
anisms and are designed to prove knowledge of private keys corresponding to
known public keys. The third protocol also provides unilateral authentication
without knowledge of the peer entity.

4.2.3 SPLICE/AS

The protocol known as SPLICE/AS was proposed in 1990 by Yamaguchi et
al. [337] to provide mutual authentication between a client A and server B.
A number of different papers have progressively found attacks and proposed
improvements. The full protocol includes retrieval of certified public keys from
an authentication server. Hwang and Chen [152] showed that the original
certificate format was flawed, allowing an adversary to alter the apparent
public key of either client or server. The authentication part is shown in
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1.A—> B: A B, Ta,L,Ep(Na),Siga(A,Ta,L, Ep(Na))
2.B— A:B,A/EA(B,Ns+1)

Protocol 4.7: SPLICE/AS protocol

Protocol 4.7, where L is a lifetime of the message, purported to be used to
prevent replay.

The protocol is intended to provide mutual entity authentication. The
server B checks the signature and timestamp on receipt of the first message
in order to authenticate A. When A receives the returned message she checks
her nonce in order to authenticate B. However, Protocol 4.7 was attacked by
Clark and Jacob [93] who noted that an adversary C is able to intercept the
message from A to B and replace the signature of A with C’s own signature.
Consequently A believes the protocol has been run with B while B believes
it has been run with C.

1. A»Cg: A B, Ta,L,Eg(Na),Siga(A,Ta,L, Eg(Na))
1.C > B: C,B,TA,L,EB(NA),Sigc(C,TA,L,EB(NA))
2.B—>C: B,C,Ec(B,Ns+1)
2. Cg > A:B,AJEA(B,Ns+1)

Attack 4.2: Attack of Clark-Jacob on SPLICE/AS protocol

Attack 4.2 shows that neither party can be aware of their peer entity and
that matching conversations cannot be guaranteed. However, the responder
B can be sure that the signer of the first message is live, while A also gets
this assurance, since only B is able to decrypt N 4. Clark and Jacob proposed
Protocol 4.8 as an alternative to prevent their attack.

1.A— B: A,B,Ta,L,Es(A,Na), Siga(A,Ta, L, Eg(A,N4))
2.B— A: B, A Es(B,Ns+1)

Protocol 4.8: Clark-Jacob variant of SPLICE/AS

The protocol is again intended to provide mutual entity authentication. A
look at the message sent from A to B shows that A has given no indication
that she wishes to communicate with B so that this protocol does not provide
knowledge of the peer entity. The only difference from Protocol 4.7 is that
the identity of A is included in the encrypted field of message 1 which, it is
assumed, cannot be altered by C. This assumption is only reasonable if the
public key encryption algorithm used is non-malleable. Gray [136] pointed out
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that Attack 4.2 still works if the encrypted identity of A can be changed to
another identity. He therefore proposed the simplified Protocol 4.9 which does
provide knowledge of the peer entity. This can be seen as a hybrid of Protocol
4.3 and Protocol 4.4 since B relies on a timestamp to ensure liveness while A
uses a nonce.

1.A—> B: A/B,Ta,L,Na,Siga(B,Ta,L,Na)
2.B—> A: B,A,NA,SigB(A,NA)

Protocol 4.9: Gray variant of SPLICE/AS

4.2.4 Comparison of Entity Authentication Protocols

Table 4.3 compares some of the main features of the various entity authenti-
cation protocols explored in this section. As with the authentication protocols
based on symmetric encryption examined in Chap. 3, the protocols that have
resisted attack all have similar basic format. Therefore it seems that the basic
two-party authentication protocols are quite well understood and the proto-
cols in the ISO/IEC 9798-3 standard all seem satisfactory. It would be prefer-
able if the security proof for the three-pass mutual authentication protocol
were extended to cover the other cases too.

Table 4.3. Summary of properties of public key entity authentication protocols

Properties — Liveness Entity Security Attack
} Protocol authentication proof

9798-3 One-Pass Unilateral (4.1) B B No No
9798-3 Two-Pass Unilateral (4.2) B B No No
9798-3 Two-Pass Mutual (4.3) A+B A+B No No
9798-3 Three-Pass Mutual (4.4) A+B A+B Yes No
9798-3 Two-Pass Parallel (4.6) A+B A+B No No
SPLICE/AS (4.7) A+B No No Yes
Clark-Jacob SPLICE (4.8) A+B No No Yes
Gray SPLICE (4.9) A+B A+B No No
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4.3 Key Transport Protocols

As discussed in Chap. 1, key transport refers to protocols in which one princi-
pal chooses a session key and securely transports it to the other principal, or
principals. Sometimes it can be difficult to classify protocols as key transport
or key agreement. Some protocol specifications allow each of two principals
to choose and transport their own key but leave open whether these two will
be combined to form an agreed key, or used separately. We have included in
this chapter those protocols that can potentially be used for key transport,
but may be implemented to provide key agreement.

4.3.1 Protocols in ISO/IEC 11770-3

In this section we shall examine protocols specified in the international stan-
dard ISO/IEC 11770 Part 3 [162]. The standard specifies six key transport
protocols in a generic fashion and with some optional items. We shall see that
many of these standardised protocols are related to some other previously
published protocols, particularly those in ISO/IEC 9798-3.

Protocols in the standard are presented using generic encryption and sig-
nature functions, but specific examples are included in an annex (which is
not a formal part of the standard). As with the protocols in ISO/IEC 9798-3
discussed in Sect. 4.2.1, there are various optional text fields included in all
the standardised protocols which are ignored in our descriptions here. The
standard does not distinguish between signatures with message recovery and
those with appendix by assuming that if a signature with appendix is used
then the message signed is sent together with the signature. We show all
protocols using signatures with appendix.

Protocol 4.10 shows mechanism 1, the simplest in the standard. The session
key K 4p is chosen by A and sent to B encrypted with B’s public key. Also
encrypted are the identity of A and the timestamp T4 (or alternatively a
counter). In this protocol, as with all the key transport protocols in this
standard, it is essential that the public key encryption used provides non-
malleability as well as semantic security. If this were not the case then the
adversary may be able to change the value of the fields A and T4 included with
the encrypted session key. Notice that these fields are not generally required
to be confidential, so it may be inferred that the designers intended to use the
non-malleability to bind them to the session key. However, the properties of
the encryption algorithm used are not explicitly stated in the standard.

1.A— B: Eg(A,Kap,T4)

Protocol 4.10: ISO/IEC 11770-3 Key Transport Mechanism 1
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From A’s viewpoint Protocol 4.10 provides a good key since A can choose
the key to be fresh and the encryption provides confidence that it is known
only to herself and to B. However, A achieves no assurance with regard to key
confirmation, or even that B is operative. Since there is no authentication at
all of the origin of the key this protocol gives no assurance to B as to who this
key is shared with. As long as B can rely on the freshness of T4, he knows
that the message received is fresh; but this does not seem useful since without
authentication of the sending party B cannot deduce that K 4p itself is fresh.
Indeed the standard states that the inclusion of T4 is optional.

Protocol 4.11 shows mechanism 2, which extends mechanism 1 by adding
a signature of the whole message by A. The timestamp T4 may again be
replaced by a counter. As before, the protocol provides a good key for A but
provides no key confirmation from B. However, in contrast to Protocol 4.10,
the signature of A allows B to achieve key confirmation. As long as B trusts A
to generate the key faithfully, B also achieves the good key property. Protocol
4.11 is similar to Protocol 4.1 for entity authentication given in Sect. 4.2.
Indeed, through use of the optional text fields in that protocol, Protocol 4.11
conforms to the 9798-3 standard as well as to 11770-3.

1. A-> B: B,TA,EB(A,KAB),SigA(B,TA,EB(A,KAB))

Protocol 4.11: ISO/IEC 11770-3 Key Transport Mechanism 2

It is interesting to note that this protocol violates the first principle of
Anderson and Needham (see Table 4.2). The motivation behind this principle
is that the signature does not provide assurance that the signer knows the
plaintext in the encrypted message. For example, in Protocol 4.11 an adversary
C' could remove the signature of A and replace it with C’s own signature.
This illustrates that it is essential that B trusts the signer of the message
only to sign keys that it has generated and encrypted. However, as long as the
encryption used is non-malleable an adversary cannot change the identity of
A in the encrypted part of the message and so this does not result in a valid
attack.

Anderson and Needham give details of an attack on both RSA and dis-
crete logarithm encryption algorithms which allows a malicious principal B
to gain a signature on an encrypted message of his choice by registering a
new public encryption key matched to the signed encrypted message. How-
ever, these attacks do not apply if non-malleable versions of encryption are
used; also Syverson [314] discussed a number of practical difficulties with the
attack. Nevertheless it is prudent for users of this protocol to consider such
possibilities.

Mechanism 3, shown in Protocol 4.12, swaps around the order in which
the signature and encryption are applied in mechanism 2. The intention of
each of the fields is the same so that the protocol achieves the same goals as
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mechanism 2 as long as B trusts A to generate a good key. The inclusion of
the timestamp T4 (or counter) is again optional in the standard but without
it B cannot gain key freshness or key confirmation.

1. A— B: Ep(B,Kap,Ta, Siga(B,Kag,Ta))

Protocol 4.12: ISO/IEC 11770-3 Key Transport Mechanism 3

Protocol 4.13 is a closely related protocol proposed by Denning and Sacco
[99]. Two preliminary messages, which allow principal A to obtain public key
certificates for both A and B, are omitted here. The only difference from
Protocol 4.12 is the omission of the identity of B.

1.A— B: Eg(KaB,Ta,Siga(Kap,Ta))

Protocol 4.13: Denning-Sacco public key protocol

This omission allows an attack, discussed by Abadi and Needham [4], in
which a malicious B can engage in a protocol run with A as initiator, and then
send message 1 to C re-encrypted with C’s public key. As a result C believes
the key to be shared with A but it is also known to B. Abadi and Needham
suggest including the identities of both A and B in the signature of message
1 to prevent this attack, but including only B’s identity, as in Protocol 4.12,
seems sufficient.

Mechanism 4, shown in Protocol 4.14, is a two-pass protocol very similar to
mechanism 2 (with roles reversed), the main difference being that A now uses
anonce N4 to achieve key freshness and entity authentication of B. As long as
B is trusted to generate the key, A achieves the good key and key confirmation
properties. B achieves the good key property but no authentication of A.

1.A—= B: Nas
2.B— A: A Na,Np,Ea(B,Kap),Sigs(A,Na, Ng, Es(B, Kap))

Protocol 4.14: ISO/IEC 11770-3 Key Transport Mechanism 4

The random number Np is optional in the standard, and apparently used
only to maintain consistency with Protocol 4.2 which is the corresponding
entity authentication protocol in the 9798-3 standard. Protocol 4.14, with Ng
omitted, was proven secure by Shoup in his simulation model [299] under the
assumption of only static corruptions by the adversary (recall that this is
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equivalent to a proof of security in the Bellare-Rogaway model as discussed
in Chap. 2).

Protocol 4.15 shows mechanism 5, which is a mutual version of mechanism
4 for which two session keys K 4p and K g 4 are chosen by A and B respectively.
The standard suggests that the two session keys may be combined using a
one-way hash function, in which case this protocol is strictly a key agreement
protocol rather than a key transport protocol. It also suggests that either
Ep(A,K4p) could be omitted from message 3 so that Kg4 becomes the
session key, or E4(B, Kga) could be omitted from message 2 so that K 4p is
the session key. If K 4p is used to define the session key, then only B obtains
key confirmation. Mechanism 5 conforms to the 9798-3 standard by adding
optional text fields to Protocol 4.4, the corresponding entity authentication
protocol.

1.A— B: Nj
2.B— A: Np,Na,A,Es(B,Kpa),Sigp(Np,Na, A, Eo(B,Kga))
3.A—->B: NA,NB,B,EB(A,KAB),SigA(NA,NB,B,EB(A,KAB))

Protocol 4.15: ISO/IEC 11770-3 Key Transport Mechanism 5

The final key transport protocol in the ISO/IEC 11770-3 standard is mech-
anism 6, shown in Protocol 4.16. In contrast to all the other protocols in the
standard it uses only encryption and no signatures. Perhaps it is most clear
here that the encryption algorithm requires non-malleability since otherwise
all the fields used for authentication could be potentially altered by the ad-
versary.

1. A—» B: Eg(A,Kag,Na)
2.B—> A: Eo(B,Kpa,Na,Ng)
3.A—> B:Ns

Protocol 4.16: ISO/IEC 11770-3 Key Transport Mechanism 6

The standard states that K 4p and K g4 may be combined using a one-way
function to form a single session key. It is also stated that K 4g may be used
by A to encipher messages for B and to authenticate messages from B, and
Kpa may be used in an analogous way by B. The protocol achieves mutual
entity authentication and mutual key confirmation.

An earlier draft version of the ISO/IEC 11770-3 standard included Proto-
col 4.17 instead of Protocol 4.16; the former has become known as the Helsinki
protocol due to the location of a particular meeting of the relevant standards
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committee. The only difference from the final standardised Protocol 4.16 is
that in message 2 the identity field of B is missing.

1. A—- B: EB(A,KAB,NA)
2.B— A: Es(Kpa,Na,Ng)
3.3.A—>B: Np

Protocol 4.17: Helsinki protocol

Attack 4.3 on the Helsinki protocol was published by Horng and Hsu [148]
in 1998. There is a strong similarity between this attack and Lowe’s earlier
attack on the Needham-Schroeder public key protocol discussed in Sect. 4.3.3
below. The adversary, C, induces A to commence the protocol with C, and
then starts a protocol run with B while masquerading as A.

1. A5 C: Ec¢(A Kap,Na)
1'.Ca — B: Eg(A,Kyp,Na)
2. B—Cas:Ea(Kpa,Na, Np)
C -+ A: FEs(Kpa,Na,NB)
A—->C: Np

3.Ca > B:Np

w

Attack 4.3: Attack on Helsinki protocol

Both A and B have the view of a successful protocol run. However, if the
session key is f(Kap,Kpa) for some one-way function f, then A ‘believes’
it shares this key with C, while B ‘believes’ it shares f(K'yp, Kpa) with A.
Notice that the goal of implicit key authentication has not been violated in this
attack, because C does not know Kp 4 and therefore cannot compute either of
the session keys accepted by A and B. However, entity authentication is not
achieved in that B has incorrect knowledge of his peer entity. Mitchell and
Yeun [240] proposed to fix the protocol by adding B’s identity to message 2
which, as we have seen, was the solution adopted in the final ISO/IEC 11770
standard.

4.3.2 Blake-Wilson and Menezes Provably Secure Key Transport
Protocol

Blake-Wilson and Menezes [44] have proven the security of Protocol 4.18,
which is a simplified version of Protocol 4.15 (indeed it is an optional variant
conforming to the standard). Here the session key K 4p is chosen by B. The
protocol is strongly related to Protocol 4.4 for entity authentication, and like
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that is proven secure in the Bellare-Rogaway model. The proof incorporates
the assumption that the encryption algorithm provides non-malleability by
assuming that the adversary is able to conduct a chosen-ciphertext attack.

1.A— B:ANx
9. B— A: B, A Np,Na,Ea(B,Kan),Sigs(B,A,Ng,Na, Ea(B,Kag))
3. A— B: A, B,Np, Siga(A, B, Ng)

Protocol 4.18: Blake-Wilson-Menezes provably secure key transport protocol

We note that again this provably secure protocol ignores the first principle
of Anderson and Needham (see Table 4.2) not to sign encrypted data. In this
case the order of encryption and signature is not chosen by chance; it has
to be this way around in order for the proof to work. The reason for this is
that it is necessary in the proof to be able to simulate how the principals
in the protocol behave when the plaintext is not known. If the plaintext is
included in a signature then it is not possible to determine if a received message
has been properly signed without knowing if the plaintext in the signature
is the same as in the ciphertext. Anderson and Needham [15] commented
that protocol logics, such as the BAN logic, on the contrary cannot be used
when encrypted messages are signed. This illustrates an interesting dichotomy
between different methods of protocol validation.

4.3.3 Needham-Schroeder Public Key Protocol

The Needham-Schroeder public key protocol [249] was one of the earliest
published key establishment protocols along with its well-known companion
using symmetric encryption (see Sect. 3.4.1). Protocol 4.19 shows the messages
exchanged. There is a strong similarity with the Helsinki protocol (4.17). The
protocol was designed to provide mutual entity authentication but with the
option of using the exchanged nonces, N4 and Ng, as shared secrets for key
establishment.

1. A— B: Ep(Na, A)
2.B— A: EA(NA,NB)
3.A—>B: EB(NB)

Protocol 4.19: Needham-Schroeder public key protocol

Although this protocol is nearly 20 years old it has aroused quite some
interest recently. Lowe [211] discovered Attack 4.4 which shows that B cannot
be sure that the final message came from A. Notice that A has never explicitly
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declared her intention to converse with B so this protocol cannot provide any
assurance to B that A has knowledge of B as the peer entity.

1. A>C: Ec(NA,A)
1. CA — B EB(NA,A)
2'.B - Ca: Es(Na,Ng)
2. C— A: EA(NA,NB)
3. A5 C: E¢(Ng)
3'.Ca— B: Eg(Ng)

Attack 4.4: Lowe’s attack on Needham-Schroeder public key protocol

Attack 4.4 is similar to Attack 4.3 on the Helsinki protocol. In order to
fix the protocol against his attack, Lowe proposed the variant Protocol 4.20
which simply includes the identifier of B in the second message.

1. A— B: Eg(Na, A)
2.B—> A: EA(NA,NB,B)
3.A—- B: EB(NB)

Protocol 4.20: Lowe’s variant of Needham-Schroeder public key protocol

Lowe was able to prove secure a finite model of Protocol 4.20 using the
model checker FDR (see Sect. 2.5.1) and extended the proof to the infinite
version using several pages of mathematical reasoning. It is again important
to notice that this revised protocol is only secure as long as the encryption
algorithm used provides non-malleability. Otherwise it cannot be guaranteed
that an adversary will not be able to alter the value of the identifier B in
message 2 even without knowing the values of N4 and Ng. Protocol 4.20 has
a lot in common with Protocol 4.16 and the properties it achieves are the
same. Instead of encrypting an explicit session key, the nonces of 4 and B
can act as a shared secret; this is the reason why the third message needs to
be encrypted.

4.3.4 Protocols in the X.509 Standard

The X.500 series of recommendations was standardised by the ITU (formerly
CCITT) in parallel with ISO to provide directory services for communications.
One purpose of the directory is to store certificates for public keys and Part 8
of the standard [163] uses such public keys as the basis for the Authentication
Framework. This framework specification includes a number of protocols for
authentication and key establishment which can be used for access control to
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the directory or for other purposes. The protocols are classified as either simple
or strong. Simple authentication uses passwords sent either in cleartext or as
input to a one-way function; we shall consider only the strong authentication
protocols that use public key cryptographic methods.

There are three protocols specified, with one, two and three message flows
respectively. Each protocol extends the previous one by adding an extra mes-
sage. The goal of each protocol is transport of a session key from A to B and,
for the two and three flow protocols, transport of a session key from B to A.

In the simplest protocol there is only one message which is sent from A
to B. The certificates (or more generally a chain of certificates) are omitted
in the following descriptions, as well as optional signed data. The standard
allows for simplified versions in which the session key is omitted, intended to
provide entity authentication only. Protocol 4.21 shows the one-pass version
with the encrypted data forming the session key K 4p; this is suggested as
only one possibility by the standard.

1. A— B:Ta,Na,B,Ep(Kap), Siga(Ta,Na, B, Eg(Kag))

Protocol 4.21: X.509 one-pass authentication

There is a strong similarity between Protocol 4.21 and Protocol 4.11. The
main difference is that here the identity of A is missing from the encrypted
data, which makes any potential attacks on Protocol 4.11 easier to mount.
In particular, an adversary may remove the signature on the message and
replace it with a new signature on the identical message which leads to B
believing that the key was sent by the adversary. This problem has been
pointed out by Burrows et al. [76] while I’Anson and Mitchell [153] also discuss
the consequences of such an attack when the encrypted portion of the message
acts as a confidential request for information. Both sets of authors suggest
that to fix this problem the signature should include the unencrypted key
(hashed to protect its confidentiality) with the encrypted key sent separately.
An alternative is to use Protocol 4.11 instead.

Protocol 4.22 is the two-pass X.509 protocol; the same first message is sent
from A to B as in Protocol 4.21 and a reply is sent from B to A, which is
symmetrical except that both nonces are included in the signed part of this
message.

1.A— B:T4,Na,B,Epg(KaBp), Siga(Ta,Na, B, Eg(KaB))
2.B— A:Tps,Np,A,Na,Es(Kpa),Sige(Ts, N5, A, Na, Es(Kpa))

Protocol 4.22: X.509 two-pass authentication
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Similar remarks to those concerning Protocol 4.21 apply. The protocol
may be fixed in different ways such as by adding the sender’s name to the
encrypted blocks to form a mutual version of Protocol 4.11. The encrypted
data sent from B to A is shown as a session key Kp4; although the standard
suggests this data may be used as a session key there is no recommendation on
whether this should be used separately or combined with K 45. Protocol 4.23
is the final X.509 protocol and includes a third message intended to provide
acknowledgement of message 2 by A.

1.A— B:Ta,Na,B,Ep(KaB), Siga(Ta,Na, B, Eg(Kag))
2.B— A: TB,NB,A,NA,EA(KBA),SigB(TB,NB,A,NA,EA(KBA))
3.A—->B: NB,B,SigA(NB,B)

Protocol 4.23: X.509 three-pass authentication

There is no need in either this protocol or the two-pass protocol for both
Tp and N4 to be included since either of them is enough for A to acquire
freshness of Kpa. Indeed the standard states that Ts may be set to zero
which, as pointed out by Burrows et al. [76], makes Ts completely redundant.
The standard also states that T4 need not be checked in message 1 either.

In the first (1988) version of the X.509 standard, the field B was absent
from the third message of Protocol 4.23. A consequence of this was that if T4
was not used for freshness then the protocol could be attacked, since B is not
able to check that message 3 is part of the same protocol run. Specifically C
can replay an old first message from A to B and, in order to complete the
protocol, need only obtain A’s signature on the challenge received in message
2. C can now obtain such a signature by engaging in a protocol run with 4 as
the initiator. This attack is detailed by both Burrows et al. [76] and I’Anson
and Mitchell [153].

4.3.5 TLS Protocol

The Transport Layer Security (TLS) protocol [101] is standardised by the
Internet Engineering Task Force to provide a complete security service for
applications running over a reliable communications infrastructure such as
the TCP/IP set of communications protocols. Unlike many of the examples
in this book, the TLS protocol is a ‘real-world’ protocol that includes exten-
sive practical details and is widely implemented. TLS is the next generation
of the well-known Secure Sockets Layer (SSL) protocol originally developed
by Netscape Communications and implemented today in most popular web
browsers. In practice TLS or SSL is often employed using only unilateral en-
tity authentication due to the lack of a universal public key infrastructure;
certificates for server public keys are usually available but at present clients
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rarely possess one. Therefore many applications rely on a shared secret (or
password) to supplement the server side authentication.

It is instructive to examine a specification such as the TLS protocol to see
all the details necessary to describe a practical protocol suitable for a variety
of applications. The TLS protocol describes how to secure application data in
its Record Protocol as well as specifying key establishment in its Handshake
Protocol. Some of the issues that are covered in the more than 75 pages of
specification include:

negotiation of cryptographic algorithms to be used;

negotiation of protocol version to be used;

optional use of compression for both the Record and Handshake Protocols;
specific hash function constructions;

generation of random values for key generation;

resumption of sessions with session key renewal.

Key establishment with the TLS Handshake Protocol itself allows a num-
ber of options which may be regarded as quite different protocols. Protocol
4.24 is a simplified version of one possible protocol which transports the ‘pre-
master secret’, PM K, from the client A to the server B. The TLS standard
specifies use of RSA public key encryption for this protocol, although other
algorithms could be added to the available protocols. The digital signature al-
gorithm can be either RSA or DSS. As usual, we omit mention of certificates
in our description.

1. A— B: Nx

2.B—> A: Ng

3. A— B: Eg(PMK), Siga(Mess_Seq; ), {Mess_Seq,}k o
4. B —> A: {Mess-Seq3} k. p

Protocol 4.24: Simplified TLS key transport protocol

The session key K zp is calculated as Kap = MAC ppx(Na, Np). Notice
that although PMK is transported from A to B, the calculation of K 4p turns
the protocol into key agreement. In fact the TLS protocol specifies that four
different session keys must be derived from the pre-master secret: one for
encryption and one for data integrity (MAC calculation) in each direction.

The message sequences Mess_Seq;, Mess_Seq, and Mess_Seq; consist of
hashes of the sequence of all previous exchanged messages up to that point
using a hash function H. For example,

Mess-Seql = H(NA,NB,EB(PMK)).

Protocol 4.25 is a key agreement variant of TLS based on certified Diffie-
Hellman keys in a suitable group generated by g. (Strictly this protocol should
be in Chap. 5 but we include it here for continuity.)

Petitioner Samsung Ex-1021, 0148



126 4 Authentication and Key Transport Using Public Key Cryptography

1.A—> B: Ny

2.B—> A: Np

3. A= B: Siga(Mess_Seq1),{Mess_Seq2}k 4
4. B> A: {Mess Seqs}r ,p

Protocol 4.25: Simplified TLS key agreement protocol

This time the pre-master secret is calculated as PMK = g% where a and
b are private Diffie-Hellman keys for which the corresponding public keys are
g and ¢°, respectively. As before K 45 = MAC pyg (N4, Np).

The key transport version of the TLS protocol was formally analysed in a
simplified version by Paulson [265, 264] using an interactive theorem prover
for higher order logic (see Sect. 2.5.7). He was able to prove that this abstract
version of the protocol is secure within the formal model. However, Paulson
commented that the analysis would be more straightforward if the identity
of A was included in the public-key-encrypted part of message 3 in Protocol
4.24, so that Eg(PMK) is replaced by Eg(A, PMK).

An informal analysis of the predecessor of TLS, SSL 3.0, was made by
Wagner and Schneier [325]. There were two issues that they raised as being of
concern, but neither of these relates directly to the key establishment protocol
itself but rather to its interaction with the Record Protocol. Both of these
problems have, in any case, been avoided in the TLS protocol specification.

Another formal analysis by Mitchell et al. [242], using the tool Murg (see
Sect. 2.5.2), found anomalies in the negotiation process of SSL 3.0, similar
to some found by Wagner and Schneier. As in Paulson’s study, Mitchell et
al. examined the key transport version of the protocol but also included in
their study the SSL protocol variant in which a session is resumed using the
same pre-master secret but with new random values so that the session key
is new. An interesting approach taken by Mitchell et al. was to strip down
the Handshake Protocol and examine how it fails when different parts are
missing.

Steiner et al. [306] have shown how to integrate password-based key es-
tablishment into TLS. This allows users who possess only a short secret (a
password) with the server to set up a secure connection without allowing an
eavesdropper the opportunity to mount a brute force guessing attack to find
the password. Such protocols are considered in detail in Chap. 7.

4.3.6 Beller-Chang—Yacobi Protocols

Beller, Chang and Yacobi (BCY) [34, 35, 36], and Beller and Yacobi (BY) [37]
proposed hybrid protocols using a combination of asymmetric and symmetric
cryptographic algorithms. These protocols are designed to satisfy the require-
ments of the mobile communications environment. They are intended to pro-
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vide security between a mobile station and a base station of the fixed network,
rather than to provide end-to-end security between mobile users.

There are at least two requirements in addition to those usually needed
for authentication and key establishment protocols.

e The computational load on the mobile station must be minimised, even at
the expense of increased load on the base station.
e The identity of the mobile station must remain hidden from the adversary.

The protocols of Beller et al. were critically examined by Carlsen [84],
who identified some possible attacks and suggested protocol modifications to
avoid them. He also pointed out an inherent shortcoming of their protocols.
Although these protocols hide the identity of an initiating mobile station, the
dual requirement of hiding the identity of the responding station remained
unsolved.

The protocols of Beller et al. rely on a public key cryptosystem for which
encryption is particularly efficient, at least in comparison to other public key
cryptosystems. The specific public key cryptosystem employed is due to Rabin
[272], in which encryption and decryption are tantamount, respectively, to
modulo squaring and extracting a modulo square root (MSR). Instead of
showing the mathematical details of the MSR algorithms, we shall continue
to use our more general notation in describing the protocols of Beller et al.
(hereafter referred to as the MSR protocols). The MSR protocols consist of
three variants with different complexity and security features.

MSR Protocol

In the following, the notation SCp is a structure known as the secret certifi-
cate of the mobile station, B, which is issued by a trusted central authority.
This certificate can be checked by anyone using the public key of the central
authority in order to verify the mobile’s identity. Unlike a usual public key
certificate, this certificate must be kept secret from all other mobile users and
eavesdroppers, because it is all that is required to masquerade as B. Protocol
4.26 shows the basic MSR protocol [36].

1.A—-»B: A Ky
2. B— A: Ea(Kag),{B,SCs} K5

Protocol 4.26: Basic MSR protocol of Beller, Chang and Yacobi

Upon receiving the base A’s public key K 4, the mobile uses it to encrypt
the session key K 45, and sends the encrypted message to A. The mobile also
sends its identity and secret certificate encrypted under K sap to authenticate
K ap to the base. The symmetric encryption with K 4p in message 2 is of
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negligible computational effort compared to the public key encryption in the
same message; therefore the computational effort at the mobile is effectively
limited to that of modulo squaring of the session key. Carlsen [84] identified
two security weaknesses in Protocol 4.26. The first of these weaknesses appears
to have been recognised as early as 1993 by Beller et al. [36] themselves.

e The public key of A is uncertified, thereby allowing anyone to masquerade
as A.

e It is not possible for A to differentiate between a new run of the protocol
and one where messages from an old run are replayed by a malicious ad-
versary. At the least this may allow the adversary to transfer connection
charges to B. In addition replay of an old compromised session key then
allows the adversary to masquerade as B.

Improved MSR (IMSR) Protocol

The improved MSR protocol of Beller et al. [36], IMSR, overcomes a major
weakness of MSR by using a public key certificate of the base station. This
results in a twofold increase in the computational complexity as compared to
Protocol 4.26 since the mobile now calculates an additional modulo square to
verify the base’s certificate on receiving message 1.

Apart from this feature it is identical to the basic MSR protocol, and there-
fore does not address the problem of replay. Carlsen [84] recognised this and
suggested an ‘improved IMSR’ protocol which includes a challenge-response
mechanism to allow B to detect a session key replay as shown in Protocol 4.27.
(He also adds an expiration time to the public key certificate of A, to allow for
checks on the certificate’s validity, while at the same time deleting A’s identity
from the certificate for purposes of anonymity. The effect of this latter change
is that base station ‘impersonation attacks’ become possible, as pointed out
by Mu and Varadharajan [243]. As usual, this public key certificate is omitted
from our description.)

1. A->B: A N4
2.B5 A: EA(KAB),{NA7B7SCB}KAB

Protocol 4.27: Improved IMSR protocol of Carlsen

Upon receiving the final message, A decrypts it using the session key K ap,
and checks that the value N4 is the same as the nonce sent in message 1. Curi-
ously, although Carlsen clearly identifies the problem of replay, his suggested
improvement does not really overcome it. In the above protocol, if K4p is

compromised an adversary can obtain SCg, and thus freely masquerade as
B.
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Beller et al. [35] have mentioned the security threat posed to the IMSR
protocol by an adversary who obtains the session key; however, they do not
treat the problem of replay as such. They suggested two methods to protect
the certificate of B against a compromised session key. One of these, called the
split-certificate method, is to have the mobile send at least half of its certificate
encrypted together with K 4p under the base’s public key. The other, called
the split-key method, is to divide K 4p into two sub-keys, one of which is used
to encrypt the protocol message that authenticates B to A, and the other as
the session key proper. Both these methods can also be used to overcome the
weakness of Protocol 4.27.

Beller—Yacobi Protocol

In a separate publication, Beller and Yacobi [37] suggest a further variation on
the IMSR protocol. Like the MSR+DH protocol discussed below, the Beller—
Yacobi (BY) protocol employs a public key for the mobile as well as the base.
The mobile’s private key is used to implement digital signatures using the
ElGamal algorithm [106]. The main reason for choosing this algorithm is that
most of the computations required for signature generation can be executed
prior to choosing the message to be signed. This means that it is easy for
the mobile processor to do most of its work off-line, during idle time between
calls. The basic structure of Protocol 4.28 is similar to Protocol 4.26. The main
difference is in the last two messages which implement a challenge-response
mechanism based on digital signatures.

1.A>B:AKa

2.B— A: EA(KAB)

3.A— B:{Nalk,p

4. B— A: {B,Kp,Cert(B),Sigp(Na)} kg

Protocol 4.28: Beller—Yacobi protocol

In the third message, A sends a nonce N4 encrypted using K p. B then
returns V4 signed using his private key together with his identity, public key
and certificate Cert(B), all encrypted under K 4p. Finally, A decrypts this
message and verifies the signature on N4.

We now present a potential attack on Protocol 4.28 [62]. Although the
attack makes quite strong assumptions, it may be taken seriously because it
indicates a flaw in the protocol design. We understand that the same attack
was found independently by the original authors subsequent to the protocol’s
publication. The adversary, C', must be a legitimate user known to A. Further,
C needs to be able to set up simultaneous sessions with both A and B. (C
could be a rogue mobile and base station in collusion.) In Attack 4.5, C is
able to convince B that C is A.
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1. A-Cp: A Ky

2. Cp — A: Es(KaB)

3. A-Cp: {NA}KAB

1.C—>B: CKc

2. B—=C: Ec(K4p)

3.C—B: {NA}K;tB

4. B—C: {B,KB,Ce’r‘t(B),SigB(NA)}K:éB
4. Cp — A: {B,KB,CeTt(B),SigB(NA)}KAB

Attack 4.5: Attack on Beller—Yacobi protocol

The essence of the attack is that C starts a parallel session with B in
order to obtain B’s signature on A’s challenge N4. At the end of the attack,
A accepts Kap as a session key with B, whereas in fact it is shared with
C. The session started between C' and B can be dropped after the receipt
of message 4'. Note that message 3 must precede message 3', and message 4'
must precede message 4; the remaining messages may overlap each other.

There is a simple way to alter the protocol so as to avoid the attack [62].
Essentially the change is to have B sign the new session key K 4p when it is
first sent to A, in message 2, together with the challenge N 4, which guarantees
its freshness. The key must have its confidentiality protected by a suitable one-
way hash function h, but the use of such a function is a standard practice in
most digital signature schemes. Since K 4p is now authenticated in message
2, message 4 is redundant and message 3 is used simply for B to verify that
A has received the key. Protocol 4.29 shows the revised version.

1. A>B:A /Ny
2. B> A: Esa(Kap),{B,Ks,Cert(B)}k ,z,5iga(h(A,B,Na,Kag))
3.A—=B: {NA}KAB

Protocol 4.29: Improved Beller—Yacobi protocol

Comparison with Protocol 4.28 shows that Protocol 4.29 is no more costly
in either computational or communications requirements than the original.
Therefore it appears to be just as suitable as the original for the situation
where B has limited computing power.

Beller—Yacobi MSR+DH Protocol
Beller and Yacobi also proposed an extended version of the IMSR proto-

col which incorporates the Diffie-Hellman key exchange [102]. (The Diffie-
Hellman and many related protocols are discussed in detail in Chap. 5.) A
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major improvement is that now the mobile terminal has a public key which
means that it no longer needs to reveal its permanent secret to the base.

In this protocol the base station A has two public keys: the Diffie-Hellman
key and a public key used for encryption in the modular square root system.
The mobile station B has one public key. Carlsen [84] has also suggested
an ‘improved MSR+DH’ protocol by making similar modifications to those
carried out in the improved MSR protocol. Protocol 4.30 shows the improved
MSR+DH protocol [84].

1.A—> B: A Na
2. B— A: Ea(z),{Na, B},

Protocol 4.30: Carlsen’s improved Beller-Chang—Yacobi MSR. + DH protocol

The static Diffie-Hellman key S4p (see Sect. 5.2) is used to derive the ses-
sion key as Kap = {z}s,,. Although the security of the MSR+DH protocol
appears far improved over the other MSR variants, it carries a computational
price. Now both parties need to calculate a full modular exponentiation at
session set-up leading, as per the calculations of Beller et al., to a 100 times
increase in the required computing power.

4.3.7 TMN Protocol

One of the earliest key establishment protocols designed for use in a mobile
environment was that of Tatebayashi, Matsuzaki and Newman [317], which
has widely become known as the TMN protocol. A favourite with protocol
analysts due to its many vulnerabilities, we include it for its historical impor-
tance. The principals are two mobile stations A and B who wish to exchange
a session key to provide end-to-end security, and a server S with whom they
share distinct long-term secrets. The design takes account of the limitations
in mobile station computational ability by requiring the mobile stations only
to encrypt with short RSA [274] public exponents. A number of attacks have
been published on the TMN protocol, some of which rely on the specific cryp-
tographic algorithms used, and others exploiting problems in the message
structures [181].

The TMN paper [317] includes two protocols. The first protocol (called
KDP1) contains no authentication information and was found by the designers
to be vulnerable to certain attacks. As an improvement, Protocol 4.31 (called
KDP2) was proposed. The field s4 is a shared secret value between S and A
while T4 is a timestamp generated by A. The fields sp and T are defined
analogously. The session key K4p is generated by B, while A generates a
one-time key-encrypting key K FK. The second protocol message is simply a
request from S for B to respond.
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1.A—> S: Es(Ta,s54,KEK)
2.5— B: RSVP

3. B—>S:Es(Ts,sp,Kas)
4.8 > A: {Kap}kEK

Protocol 4.31: Simplified TMN protocol (KDP2)

The encryption in message 4 is carried out using a symmetric cryptosys-
tem. The identities of A and B are relevant to the intended meaning of
messages 3 and 4, respectively, although they are not included within the
encrypted fields of these messages. As a result, neither A nor B has any as-
surance of who else has the session key K 4p. Since S has a shared secret with
both A and B, it is questionable whether the use of public key cryptography
in the TMN protocol is justified.

A different attack, based on the algebraic properties of the encryption algo-
rithms, has been found by Park et al. [260]. They propose a variant protocol
with different algorithms, but its general structure is identical to Protocol
4.31, and consequently it suffers from the same weaknesses.

4.3.8 AKA Protocol

The Texas A&M University Anarchistic Key Authorization (AKA) protocol
was proposed by Safford et al. [286]. The name of the protocol reflects the
use of informally certified public keys in the style of PGP [344] although that
does not seem to influence the design in any particular way. AKA employs an
unusual mechanism to provide forward secrecy; instead of Diffie-Hellman key
agreement, short-term RSA keys are used.

A number of variations on the basic idea are given by Safford et al. pro-
viding greater efficiency and flexibility. Protocol 4.32 is one simple version in
which only B chooses a short-term public key; in other variants both parties
choose and exchange a short-term public key. The public keys K4 and K g are
long-term public keys of A and B while K; is a short-term public key chosen
by B for this session; encryption of M using Kz is denoted by E(M).

A B: K4

.B— A: KB,K53

A — B: E5(Na,A)

B —> A: EA(NB)

B - A: Ea(Sigr(Na))
A — B: E5(H(NB))

I

Protocol 4.32: AKA protocol
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The session key is defined as a function of the shared secret N4 & Ng. The
point of using the temporary public key can be seen if we consider the result
of a compromise of either A’s or B’s long-term private key. Since the private
key corresponding to K is not compromised then N4 cannot be recovered
and so forward secrecy is provided.

Abadi [1] has shown that this protocol is vulnerable to an attack due to
the lack of sufficient authenticating information inside the signature of B in
message 5. This means that an adversary C can interleave a run of the protocol
with B with another run with A in which C masquerades as B. Attack 4.6
shows a specific attacking run: C replaces B’s short-term public key with a
new short-term key K/,. C can use the signature of message 5 to convince A
that C is in fact B. C simply aborts the run with B after capturing message
6 from A.

1. A-Cg: Ka

1'.Ca—= B:Kau
2.B—>Ca: Kp,Kjg

2. Cp > A: K, K¢

3. A—>Cp: En(Na, A)

3. Ca— B: Eg(Ns, A)

4. B—Ca:Ea(Np)

4. CB—)A:EA(Nc)

5. B — Ca: Ea(Sigr(Na))
5. Cp = A: Ea(Sige(Na))
6. A— Cp: Ec(H(Nc))

Attack 4.6: Abadi’s attack on AKA protocol

The result of the attack is that A and C share the secret N4 @ N¢ but 4
believes that this secret is shared with B. Abadi points out that this attack can
be prevented by including more fields in the signature in message 5; specifically
the nonce Ng and the identities of A and B should be included.

A similar attack applies to the other AKA variants. In the versions where
both A and B choose a short-term key, the adversary can replace them both
with new short-term keys and obtain all encrypted information before sending
it on re-encrypted with the expected key.

4.3.9 Comparison of Key Transport Protocols

Table 4.4 summarises the main features of the key transport protocols exam-
ined in this chapter. The protocols in the ISO/IEC 11770-3 standard have
stood up well to scrutiny over a number of years, and the troubled history
of the earlier X.509 protocols seems to have been avoided. The formal proofs

Petitioner Samsung Ex-1021, 0156



134 4 Authentication and Key Transport Using Public Key Cryptography
of mechanisms 1 and 4 is a good indication that these seem well-designed

protocols that cater for a variety of requirements.

Table 4.4. Summary of major properties of key transport protocols using public
key

Properties — Key Key Key Key Attack Security
J Protocol control freshness auth. conf. proof
11770-3 Mechanism 1 (4.10) A A A No No No

11770-3 Mechanism 2 (4.11) A A+B A+B B No No
11770-3 Mechanism 3 (4.12) A A+B A+B B No No
11770-3 Mechanism 4 (4.14) B A+B A+B A No Yes
11770-3 Mechanism 5 (4.15) A+B A+B A+B A No No
11770-3 Mechanism 6 (4.16) A+B A+B A+B A+B No No
Blake-Wilson-Menezes (4.18) B A+B A+B No No Yes
Needham-Schroeder (4.19) A+B A+B A+B A+B Yes Yes

X.509 One-Pass (4.21) A A A No Yes No
X.509 Two-Pass (4.22) A A A No Yes No
X.509 Three-Pass (4.23) A+B A+B No No No No
TLS Key Transport (4.24) A A+B A+B A+B No Yes
(HMSR (4.27) B B A+B A Yes No
TMN (4.31) B B No No  Yes No
AKA (4.32) A+B A+B No No Yes No

The TLS protocol, together with its predecessor SSL, is undoubtedly the
most widely implemented of the protocols examined in this chapter. It has
received the benefit of more than one formal analysis although, as Paulson
has remarked [265], the complete protocol is so complex that it is beyond the
scope of existing methods to encompass all its variations. It is interesting that
use of the session key within the TLS protocol means that it cannot be proven
secure in the Bellare-Rogaway model.

4.4 Conclusion

The ISO/IEC 11770-3 standard specifies a variety of key transport protocols
using asymmetric cryptography. Blake-Wilson and Menezes provided a proof
for a simplified version of one of these which provides extra confidence in their
security. It would be useful to have security proofs for each of the protocols.
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The TLS protocol has been widely scrutinised and provides an alternative to
the ISO/IEC protocols.

The other key transport protocols examined in this chapter all seem to
have some problems, and they cannot be recommended over the ISO standard
solutions. We think the study of these protocols can nevertheless be instructive
in understanding typical mistakes in protocol design.

Recent attention in the research community has focused on key agreement
rather than key transport. One reason for this is that key transport proto-
cols do not usually provide forward secrecy, which is often possible with key
agreement. Key agreement is the topic of the following chapter.
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5

Key Agreement Protocols

5.1 Introduction

Key agreement, as the name implies, is a process in which principals cooperate
in order to establish a session key. Amongst the class of public key protocols
for key establishment without a server, key agreement has become much more
popular than key transport in recent years. There is an intuitive feeling that
key agreement is ‘fairer’ than key transport and can result in higher quality
random keys than key transport. In addition, by basing key agreement on
the Diffie-Hellman protocol, forward secrecy can often be achieved. We will
consider these points further below. Notice that key agreement does not have
to use public key cryptography but most examples do so. In this chapter we
look only at key agreement based on public key cryptography; some examples
of key agreement using symmetric cryptography are discussed in Chap. 3.
The definition of key agreement given by Menezes et al. [234] is as follows:

A key agreement protocol or mechanism is a key establishment tech-
nique in which a shared secret is derived by two (or more) parties
as a function of information contributed by, or associated with, each
of these (ideally) such that no party can predetermine the resulting
value.

A similar definition is given in international standard ISO/IEC 11770-3 {162],
although it insists that neither party can predetermine the shared secret. In
this chapter we are concerned with key agreement between any two principals
A and B. The general format of such protocols requires each principal to select
an independent input to the key. For our two principals these will be denoted
ra and rg respectively. The principals will then send each other messages
depending on r4 and rg, and possibly depending on other values too. There
are usually two stages to forming the session key.

1. The random inputs r4 and rg, and possibly the long-term public/private
keys, are combined to form a shared secret, Zap.
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2. The session key K 4 p is formed from Z 4, and possibly other inputs, using
a key derivation function.

In different protocols the key derivation function will generally be different.
A typical key derivation function will be a one-way hash function of the shared
secret and other data such as an algorithm identifier for the session key, a
counter and public information about A and B. A generic key derivation
function, known as KDF1, is specified in the IEEE P1363-2000 standard [154];
although KDF1 does specify the hash function to be used, the inputs to the
function are left open.

The plan for the rest of the chapter is as follows. Before looking at specific
key agreement protocols we consider some of the special properties and attacks
that can apply to them. Of course all the general attacks on key establishment
protocols discussed in Chap. 1 are relevant too.

Section 5.2 looks at the basic Diffie-Hellman protocol and emphasises its
properties and limitations. Then in Sect. 5.3 we examine in detail a set of pro-
tocols based on Diffie-Hellman which are known as the MTI protocols. This
set of protocols was designed relatively early and serves to illustrate many of
the properties and potential attacks on key agreement protocols. Section 5.4
includes a number of more recent protocols whose exchanged messages are
identical to those of Diffie-Hellman. Extra information, particularly public
and private keys, is used in the calculation of the shared secret. Section 5.5 is
devoted to a set of protocols that add extra information into the exchanged
messages rather than into the definition of the shared secret. Identity-based
key agreement is the subject of Sect. 5.6. These protocols are designed to
replace a certified public key with information about the identity of the prin-
cipals involved. Some key agreement protocols have been designed to make
the computational effort required of one principal much less than that of the
other. These protocols, suitable for devices with limited computational power,
are covered in Sect. 5.7. International standard ISO/IEC 11770-3 specifies key
agreement protocols in an abstract format. These are summarised in Sect. 5.8.
Up to this point all the detailed protocols have been described in the setting
of the multiplicative group of integers modulo a prime p. In Sect. 5.9 we list
some alternative groups that have been proposed for the Diffie-Hellman pro-
tocol. Finally we look at some key agreement protocols that do not use the
Diffie-Hellman technique in Sect. 5.10

5.1.1 Key Control

One potential benefit of key agreement is that each principal does not have to
rely on any other party to generate appropriate keys. As long as neither party
is malicious, it can often be guaranteed that the session key is sufficiently
random if at least one of the principals is able to generate sufficiently random
inputs. A related benefit is that principals can often be sure that the session
key is fresh by ensuring that their own input is fresh. For this to be true
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neither of the principals must be able to force the key to be any chosen value,
otherwise one party could force use of an old key.

Key control is a term used to describe the extent to which principals have
the ability to choose or influence the value of the shared key (or session key).
As expressed in the definitions of key agreement given above, it is usually
desired that neither principal can control the shared secret value.

In most practical situations one party will receive the random input of
the other party before it has had to reveal anything about its own random
input. This gives that party an ‘advantage’ in that it can effectively choose
a number of bits of the session key. Mitchell et al. [239] have pointed out
that, by choosing about 2° random values, the party with the advantage can
effectively choose any s bits of the key by generating new keys until the desired
bits occur. Although s will typically be much shorter than the total key length,
it is important to be aware of this possibility in assessing the properties of a
key agreement protocol.

Mitchell et al. point out that such an attempt to control the key can
be prevented by ensuring that both parties fix their random input before
information about the other party’s input is known. Ways to achieve this
include strict use of timeouts and use of a third party, but most reasonable
seems to be to have the first party send a hash of its random input as a
commitment which will be opened in a later message after the second party’s
random element is received. A major drawback of this approach is that an
extra message is required in the protocol.

A lack of strict key control applies to most published key agreement pro-
tocols. At present designers do not seem to be concerned enough about it to
propose countermeasures.

5.1.2 Unknown Key-Share Attacks

Unknown key-share attacks are applicable in a security model that allows
malicious insiders. The aim of the adversary C is to make one principal, say
A, believe that the session key is shared with C when it is in fact shared with
a different principal, B. The adversary need not, and usually does not, obtain
the session key. Nevertheless, such an attack is profitable to the adversary
in an application where B will deliver some information of value (such as
electronic cash) to principal A. Since A believes the session key is shared with
C, credit for this deposit will rest with C. (This means that this key is not
good to establish credit in the sense defined in Sect. 2.3.5.)

Unknown key-share attacks seem to have first been described by Diffie et
al. [103]. Their importance is somewhat controversial, since there are some
general methods that can be used to avoid them. Furthermore, the assump-
tions made in many of the proposed attacks are rather unusual. A common
scenario is for the adversary to obtain a public key certificate that has the
same public key value as another principal. (The adversary will not know the
corresponding secret key.)
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Many protocols have been shown to be vulnerable to this type of attack
(specific examples will be mentioned below). There are a number of methods
that can help to defeat the attack.

o Certifiers of public keys should ensure that each entity is in possession of
the corresponding private key before a certificate is issued. Some authors
assume that this precaution is always taken and do not regard an unknown
key-share attack as valid if the adversary does not know the private key
corresponding to the certified public key.

¢ Key confirmation can often defeat the attack. The confirmation messages
should include the identities of both principals so that the key is confirmed
to be held by specific claimed entities, rather than known only to some
unidentified party.

e A general method to ensure that unknown key-share attacks do not apply
is to include both principal identities within the key derivation function. As
long as the function used is collision resistant then A, if she believes the key
is shared with C, will not derive the same session key as B, who believes
the session key is shared with A. Somewhat surprisingly, Blake-Wilson
and Menezes [46] deprecate this method of avoiding unknown key-share
attacks on the grounds that the requirements of key derivation functions
have not been widely studied.

5.1.83 Classes of Key Agreement

The most well-known technique used in key agreement protocols is Diflie—
Hellman key exchange [102]; indeed sometimes key agreement is even used
synonymously with the Diffie-Hellman technique. There are some special ad-
vantages of basing key agreement on Diffie-Hellman.

e Most of the protocols can be generalised to work in any Abelian (commuta-
tive) group. This allows a flexible choice of groups, including some that are
particularly efficient in terms of computational and storage requirements.

e Many protocols based on Diffie~-Hellman have the forward secrecy prop-
erty, which is costly to achieve any other way. (However, several examples
in this chapter show that basing a protocol on Diffie-Hellman does not
guarantee that forward secrecy is achieved.)

It should be remembered that there are other ways of designing key agree-
ment protocols apart from using the Diffie-Hellman primitive. A widely used
alternative is to use a one-way function of user inputs to derive the session
key. There can be advantages in this approach too.

e There can be computational savings over Diffie-Hellman by reducing (or
eliminating) the number of expensive exponentiations.

¢ Keys can be guaranteed to be random even if one input becomes known —
a property lacking in Diffie-Hellman-based protocols.
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5.2 Diffie-Hellman Key Agreement

Diffie Hellman key agreement was published in 1976 [102]'. The elegant and
simple construction has been the basis for a vast range of protocols, but on its
own lacks any authentication. Later in the chapter we examine different ways
to add authentication to produce more effective key agreement protocols. In
this section we will introduce Diffie-Hellman and mention some protocols in
which one or both of the Diffie-Hellman inputs are fixed, and which therefore
lack some of the benefits of the technique.

In the basic Diffie-Hellman protocol, two principals A and B agree publicly
on an element g that generates a multiplicative group G. They then select
random values, r4 and rp respectively, in the range between 1 and the order
of G. A calculates t4 = ¢"* and B calculates tg = g"® and they exchange
these values as shown in Protocol 5.1. The shared secret is Z4p = g"4"5. This
value can be calculated by both A and B due to the homomorphic property

H H - Y — 4T
of exponentiation: Zyp = t/7 =t'.

Shared information: Generator g of G.

A B
TA €ER Zq
ta=g"4
L} rB ER Zq
tp = g8
tp

Zap = t;‘BA ——— ZaB :tzB

Protocol 5.1: Diffie-Hellman key agreement

Diffie-Hellman key agreement was originally described in the multiplica-
tive group Z, of non-zero integers modulo a large prime p. It has become
more usual to define the group G in which the protocol takes place to be a
subgroup of Zj, of prime order ¢. (Note that the order of Zj is p — 1 which
cannot be prime.) There are two potential advantages of this. Firstly, several
attacks (to be described shortly) can be avoided. Secondly, the size of the
group G can usually be made much smaller than Z;, which results in com-
putational savings. Typical sizes in use today are 1024 bits for the length of
p and 160 bits for the length of ¢. Several other algebraic groups have been
proposed as the setting for Diffie-Hellman key exchange. Examples are given
in Sect. 5.9. In particular, elliptic curve groups are popular today. To enable

! Tt seems that the idea was invented previously in 1974 but was not made public
at that time [107].
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a uniform presentation all the Diffie-Hellman-based protocols in this chapter
are described with G' as a subgroup of Z}, even in cases when the protocol
designers have used other groups.

Diffie-Hellman is secure against passive eavesdroppers on the widely ac-
cepted assumption that it is infeasible to recover Z4p from the values of g"4
and ¢"?. This is often referred to as the Diffie-Hellman assumption. Breaking
Diffie-Hellman is clearly no harder than solving the discrete logarithm prob-
lem, since by finding the discrete logarithm of either of the exchanged values
the Diffie-Hellman key can be found. It is a long standing open question as to
whether the Diffie-Hellman problem is really as hard as the discrete logarithm
problem despite considerable research on the topic [225]. In formal analysis
of Diffie-Hellman-based protocols it is usually possible only to obtain a proof
based on the generally stronger Decision Diffie-Hellman (DDH) assumption.
This states that it is a hard problem to distinguish between a genuine Diffie-
Hellman triple (g%, g¥,¢"Y) and a triple (¢”, ¢¥, ¢%) for random exponents z,
y and z.

The fundamental limitation of the basic Diffie-Hellman protocol is that
there is no authentication of the messages sent. This is illustrated by the well-
known ‘man-in-the-middle’ attack in which the adversary C' masquerades as
B to A and masquerades as A to B. Attack 5.1 shows how both A and B
complete a normal run, but both share keys with C, namely g"4"¢ and g™¢"?
respectively.

A C B

TA €R Lyg
ta=g"4 —L) rc €R Zq
tc =g'¢ ——tc——) TB €ER Zq
—tC Zao= e B = 9P
Zag =tF Zop =tF Zap =tF

Attack 5.1: Attack on basic Diffie-Hellman

The shared secret g™4"8 derived in basic Diffie-Hellman is called an
ephemeral Diffie-Hellman key since it depends only on randomly chosen val-
ues and lasts only until the session key is derived. In contrast, if A and B
exchange their respective public keys y4 = g*4 and yg = ¢*# then both can
calculate the value S4p = g*4%8. This is often called a static Diffie-Hellman
key, since it does not depend on any random input. Use of a static Diffie-
Hellman key on its own to derive session keys is not satisfactory since it does
not allow generation of new session keys. One method for design of robust
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protocols based on Diffie-Hellman has revolved around how best to mix the
ephemeral and static values in such a way as to obtain the desired properties.

The static Diffie-Hellman key can be used in a very simple protocol by
incorporating it with a fresh value in a one-way function. Suppose that K
is a fixed key derived from S4p. Rueppel and van Oorschot [279] note that
K could be used to transport a random session key by sending {Kap}k, or
alternatively the session key could be defined as K4p = MACk(r) where r
is a sequence number or nonce sent in cleartext. Such protocols could provide
implicit key authentication, but fail to provide some of the typical advantages
of key agreement. In particular there is no joint key control and neither forward
secrecy nor resistance to key compromise impersonation are provided.

The notation used in this section is included in Table 5.1 and will be used
throughout this chapter for describing Diffie-Hellman-based protocols. We
will also continue to use notation introduced in Table 4.1.

Table 5.1. Notation used throughout Chap. 5

P A large prime (usually at least 1024 bits).
A prime (typically of 160 bits) with g|p — 1.

[~

G A subgroup of Z;. G is often a subgroup of order ¢, but sometimes is
equal to Z,,.

g A generator of G.

ra, v Random integers, typically of the same size as the order of G, chosen
by A and B respectively.

ta,tp Ephemeral public keys: t4 = g'4 and tg = ¢"®. All computations
take place in Z,.

24, xp The private long-term keys of A and B respectively.

ya, Yy The public keys of A and B: ya = ¢°4 and yp = ¢g°®. These public
keys will have to be certified in some standard way that we do not
consider here.

ZAB The shared secret calculated by the principals.

Kap The derived session key.

SaB The static Difie-Hellman key of A and B: Sap = g®4%5B.
N4, Np Nonces chosen by A and B respectively.

H(.) A one-way hash function. Certain protocols may require specific prop-
erties and may specify particular functions.

x €p X The element z is chosen uniformly at random from the set X.

FZ@G Verify that F' and G evaluate to the same value.
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5.2.1 Small Subgroup Attacks

Small subgroup attacks seem to have been first recognised by Vanstone (at-
tributed in later descriptions [324, 201]). The idea of small subgroup attacks
is to exploit the structure of the group G in which Diffie-Hellman key agree-
ment takes place. If the order of G is composite then G will have subgroups;
furthermore, if g™ lies in some subgroup then so does g"4"5. The idea of the
small subgroup attack is to force the shared secret to lie in a small set. Then
there will be relatively few possible values available for the session key which
will help the adversary and possibly allow exhaustive search.

One way to avoid small subgroup attacks is to make G of prime order. This
is frequently done by choosing g to have prime order ¢ where g|p — 1. In this
case the only proper subgroup of G consists of the single identity element. In
order to avoid attacks it may still be necessary to check that received elements
do lie in the correct group (and are not equal to the identity). See Sect. 5.3.1
for a specific example of a small subgroup attack.

A related type of attack, first proposed by Lim and Lee [206], exploits small
subgroups that are outside the subgroup generated by G. In these attacks the
adversary, who is an insider, sends the recipient a value that should be in the
group G, but is mixed with a value outside G. This allows the adversary to gain
information about the value of the victim’s private key. This type of attack
can still work when G is a prime order subgroup of Z;. It can be prevented if
the principals ensure that all received elements are inside G. Further details,
including a specific example, are given in Sect. 5.3.3.

Zuccherato [345] has summarised the situations in which small subgroup
attacks are a threat, and proposed different ways that they can be avoided.

5.2.2 ElGamal Encryption and One-Pass Key Establishment

Before considering protocols in which both principals contribute a random
value, we first look at the situation where only one principal does so. These
protocols can be considered as half way between using static Diffie-Hellman
keys and the inclusion of ephemeral keys. These protocols are useful when it
is possible only to have communications in one direction; a typical application
scenario would be secure electronic mail.

ElGamal encryption [106] was not conceived as a key establishment proto-
col, and yet we can view it in this manner. The sender A forms a shared secret
using her random input r 4 in combination with B’s long-term yg by calculat-
ing Zap = y5'. On receipt of an encrypted message and the ephemeral public
key t4 = g"4, principal B is able to reconstruct Z4p = t%® and so decrypt
the message. Evidently B receives no authentication regarding the session key
and cannot even check the freshness of Z4p; however, A does obtain implicit
key authentication.

Protocol 5.2 shows one-pass key establishment as proposed by Agnew et
al. [8]. The static Diffie-Hellman key is used together with a nonce k4 to
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form the shared secret. The nonce k4 is sent encrypted from A to B using B’s
public key yg: the ElGamal encryption algorithm is used for this purpose.

Shared information: Static Diffie-Hellman key, Sap.

A B

ra,ka €r Zg
tAngA,sA:yTBA'kA
ta,s
Ay 84 ka = sa/t5E

k k
Zap = Sy}% ZaB = Sy%p

Protocol 5.2: Agnew—Mullin—Vanstone protocol

The shared secret is Z4p = Sf‘%. Implicit key authentication is provided
for both parties since knowledge of either z 4 or zg is required to form Z4p.
However, B has no way of knowing that the shared secret is fresh. Entity
authentication is not achieved for either party and neither is forward secrecy
nor protection against key compromise impersonation. The encryption of k4
prevents the adversary from using a known Z,p value to obtain S4p and
mounting a future active attack.

Nyberg and Rueppel [253, 255] investigated ways of incorporating message
recovery into signatures based on the discrete logarithm. As an application of
this technique they suggested to use ElGamal encryption of a signed session
key as a one-pass key establishment protocol. Protocol 5.3 is their initial
protocol [253]. If the protocol runs correctly then both A and B calculate the
shared secret Zap = g"4%5.

A B

ra,k €Er Zg
ZaB =yg'

r s
r=g"A "k s =k —zar mod g ——— Zap = (g°y,r)*®

Protocol 5.3: Original Nyberg—Rueppel protocol

Later, Nyberg [252] pointed out that it is possible for an adversary who
finds an old Zp value to replay the old r value and, by replacing the corre-
sponding s with s+ u, to establish a new key K, g = K45 -y%. She therefore
designed the enhanced Protocol 5.4. This employs a time varying parameter
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which could be a counter. Neither of these protocols provides forward secrecy
since knowledge of xp allows the adversary to obtain Z4p in the same way
as B.

Shared information: Time varying parameter .

A B
ra €r Zg
Zap = yz'
r=g"A,r' = H(Zag,t)
s=ra—xar modq _ NS Zap =18
v = H(Zag,t)
r = g'yx

Protocol 5.4: Revised Nyberg—Rueppel protocol

Other schemes for authenticated message exchange that are suitable for
one-pass key establishment have been proposed by Horster et al. [150]. (The
revised version of this paper [149] includes an attack on some of the schemes
which was found by C.H. Lim.) Schemes for combined encryption and signa-
ture known as signcryption, due originally to Zheng [341], can also be used
for this purpose.

In Sect. 5.4 we will examine several two-pass key agreement protocols.
Most of these can be converted into one-pass key establishment protocols
by replacing the random input of the receiving party with that principal’s
long-term secret. Blake-Wilson and Menezes [45] discuss this procedure and
illustrate its application.

5.2.3 Lim—Lee Protocol Using Static Diffie-Hellman

Most key agreement protocols using Diffie-Hellman make use of ephemeral
keys. We have already seen a one-pass protocol that uses the static key in
Protocol 5.2 above. Lim and Lee [205] proposed a three-pass protocol using the
static Diffie-Hellman key together with random inputs from both principals.
This allows both parties to be sure that the key is fresh. In Protocol 5.5 the
symmetric key K is a static key derived in some (unspecified) way from the
static Diffie-Hellman key Sap.

Lim and Lee suggest that the session key may be defined either as K45 =
Noa® Ngoras Kayp=K&®Ns® Ng. As long as A and B both use random
inputs this ensures the freshness of the key. However, with either of these
choices for K 4p it is possible for B to completely control the session key
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Shared information: Shared key K derived from Sap.

A B
N,
Na €r Z, ANajx,
A N,
{4, Nb}ron, NB €r Z4
{Nalkon,

Zap = Na® Np ¥y Zap = Na ® Np

Protocol 5.5: Lim-Lee protocol using static Diffie-Hellman

value. As is usual with protocols using only static keys, Protocol 5.5 does not
provide even partial forward secrecy, since knowledge of one of the long-term
keys is sufficient to find S4p5. Key compromise impersonation is possible too.

5.3 MTI Protocols

Matsumoto, Takashima and Imai (MTI) [224] showed in 1986 how to define
three classes of authenticated key agreement protocols. They incorporate au-
thentication into the Diffie-Hellman exchange in a very elegant manner by
combining the long-term and ephemeral inputs into a single equation. Al-
though many protocols have been designed using the same ideas as the MTI
protocols they have a number of shortcomings in their original form. Never-
theless we look at them in some detail in this section for two reasons. Firstly,
a detailed knowledge of these protocols will be very helpful in understanding
the many protocols based on them. Secondly, they form a useful vehicle to
explain many types of attacks on key agreement protocols.

MTT protocols are divided into three families: A, B and C. Protocol 5.6
shows the basic protocol of type A, denoted A(0). In the original specifications
the subgroup G in which Diffie-Hellman exchange takes place is equal to the
whole of Z}; as we will see below, a better choice is to make G a subgroup of
prime order q. When both principals follow the protocol, the shared secret is
Zap = gw/\rsﬂcsm_

If we accept that either x4 or zp is required to form Z4p then implicit key
authentication follows. Below we will mention a number of potential attacks
on the scheme that show that this assumption is not always valid. As with
any two-pass key agreement protocol, key confirmation is not achieved in the
basic protocol.

Matsumoto et al. [224] showed that there is an infinite sequence of pro-
tocols with a related format. Protocol 5.7 shows the A(k) class of protocols,
defined for any integer k. When both principals follow the protocol, the shared

. k
secret is Z g = g¥ATBTBTTBETATS
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A B
TA €ER Zq
ta=g"4 #—) rB €ER Zq
tp = gTB
Zap = 15yt +— B Zap = 5Py

Protocol 5.6: MTI A(0) protocol

A B
ra €ER Zg
ke ZA
ZA = ngrA —_— rB €ER Z
q
k
—_ rpTB
Z2p =g B
TA z"f‘TA ZB zp z’f;rB
ZaB = 25" Yp ¢ ZaB =24 Y4

Protocol 5.7: MTI A(k) protocol

This sequence of protocols constitutes one of three classes of MTI proto-
cols. They are all of the same basic format; they involve only two messages
and achieve implicit key authentication but no key confirmation. Table 5.2
summarises the base (k = 0) protocols for each of the classes A, B and C;
in this table z4 and zp are the messages sent from A to B, and from B to
A, respectively. The computational effort for protocols A(0) and B(0) is the
same and consists of one exponentiation before message exchange and one
multi-exponentiation to obtain the key. Protocol C(0) is slightly less complex,
since an ordinary exponentiation only is required to obtain the key.

Table 5.2. Base protocols for each class of MTI key exchange

Type ” za 1 2B | ZaB Computed by A | Computed by B
A(©) | g™ | g"® QIATB“CBTA 25y 237y’
B(O) || v5* |vi® | o*'® g 5 g
CO) || vt |y | g747® A Y

For each sequence, to obtain the k’th protocol from the base protocol the
exponent in z4 must be multiplied by =% and that of zp by z¥. The equation
to calculate Zap by A must use raz% in place of 74, and the equation for
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B must use rgz% in place of rp. The exponents needed to calculate the
shared secret for each protocol are shown in Table 5.3. Note that the protocols
for negative k values are only well defined in the case that zp is chosen
to be invertible in G (for example, zp must be prime to p — 1 in the case
that G = Zj). The extra computational effort required by the variants with
parameter k is one exponentiation with exponent of size |k|.

Table 5.3. Exponent of shared secret for each MTI protocol
k| A(R) | BR | cw

-1 -1 -1 -1 —1,. -1
—1l||zaTg ' TB +TBT, TA|T, TA+Z5 TB|T, TAZR TB

0 LATB +XZBTA ra+7r8 TATB

1 || xaxBTB + TBTATA | TATA +IBTB | TATATBTB

2 2 2 2 2 2
2 || xaxpTB + TBTATA | ThTA +TBTB | TATATBTB

k k k k k k
k|l zaxhre +xBTiTA | TATA + TBTB | TATATETB

The MTI protocols provide an elegant and flexible approach to authen-
ticated key agreement and have been the subject of considerable scrutiny in
the research community. A number of attacks have been proposed which we
examine now. It is worth noting that all known attacks can be avoided by use
of suitable countermeasures.

5.3.1 Small Subgroup Attack on MTI Protocols

A small subgroup attack (see Sect. 5.2.1) applies to the MTI protocol se-
quence C(k) in the situation that the group G is the whole of Z as originally
proposed. We suppose that the factorisation of p — 1, which is the order of G,
is known to the adversary. The attack is easiest in the case that p — 1 has a
very small factor r; let us write w = (p — 1)/r. The attack works by raising
the exchanged messages to the power w which moves these elements into the
small subgroup of G of order r. Attack 5.2 shows a small subgroup attack on
MTT protocol C(1). The adversary C plays in the middle between A and B.
The shared secret calculated by A and B is:

ZAB — gl'A’I’BEBTAUI'
Since this is an element in the small subgroup, C can easily find the shared
secret by exhaustive search and verify it from subsequent use in communica-
tions between A and B. Notice that in the extreme case when r = 1 it follows
that w = p — 1 and so the element received by both A and B is 1.
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Shared information: Generator g of Z;. Small factor rof p—1. w=(p—1)/r.

A C B
rA €R Zq
za =yt
ZA
_—
w
ZA
_— B €ER Zq
z
(—B zB = y:;BZB
w
B
Zap = (28)'* —— Zap = (24)"®

Attack 5.2: Small subgroup attack on MTI C(1) protocol

The small subgroup attack can be prevented by making G a subgroup of
prime order ¢. In addition it is necessary to check that the received elements
really are in the group G and are not equal to the identity.

5.3.2 Unknown Key-Share Attacks on MTI Protocols

Menezes et al. [233] discovered unknown key-share attacks on all the classes of
MTI protocols. All the attacks require the adversary C to obtain a certificate
for a long-term key yc which is related to the public key of A by the equation
yo = y5° = g“4%c. This means that C cannot know the private key zaz¢
corresponding to the public key yo. Attack 5.3 shows an unknown key-share
attack on the MTTI protocol B(0).

Shared information: Public key of C' is yo = y°.

A C B

TA €R Zq
r ZA
za =yg _—
z
—A) rB ER Zq

ZB r
————  zp=yl
-1
zZ z
—2C o= z2g°
L1 2=l
Zap=2z" g4 Zop =2z," g'®

Attack 5.3: Unknown key-share attack on MTI B(0) protocol
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-1
TBT o

The shared secret calculated by A is (y )z;lg” = g"8t74 while B
calculates (y}g")””l_31 g"B = g"41TB to get the same value. Although A and B
both have the same session key, A believes it to be shared with B, while B
believes it to be shared with C. There are several ways to avoid the attack
including:

e having certification authorities check that principals know the correspond-
ing private key before issuing a public key certificate;
e including the principal identities in the key derivation function.

Menezes et al. [233] suggested to add to the message returned by B a hash
of the key generated and B’s randomised reply. A must check this on receipt
of message 2 and abort the protocol if the check fails. Protocol 5.8 shows
MTI B(0) modified in this way. Just and Vaudenay [175] pointed out that the
protocol is still insecure if degenerate values such as 0 or 1 are accepted by A.
For example, in Protocol 5.8 the adversary C' can masquerade as B if A will
accept the response (up, h) = (0, H(0,0)); the shared secret is calculated by
A as 0 and is known to C.

Shared information: Hash function H.

A B

ra €R Zq
T
zA =Yg —_— TB €R L4 .
-
2=y’ Zap =2," g

h=H(zB,ZaB)

B

-1
P zp,h
ZaB = ZBA gTA

H(zB,ZAB) ; h

Protocol 5.8: Modified MTI B(0) protocol

5.3.3 Lim—Lee Attack on MTI Protocols

Lim and Lee [206] devised ingenious attacks on interactive protocols that work
in prime order subgroups. Their attack is applicable to MTI variants in which
G is a prime order subgroup. As already mentioned, this is desirable in order
to avoid small subgroup attacks on C(k) protocols and is also very beneficial
in terms of the savings in computational requirements due to smaller exponent
sizes.

The idea of the attack is that the adversary C will engage in a run of the
protocol with the victim B. For B the run will seemn normal, but in the first
message C sends a value that is not in the group G; consequently the key
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calculated by B will give away information about B’s long-term secret key
zp. In an interesting echo of the prime order subgroup attack discussed in
Sect. 5.3.1, this requires that (p — 1)/q, rather than g itself, contains many
small factors. Attack 5.4 illustrates the procedure on MTI protocol A(0).

Information known to A: 8 of small order r with r|(p — 1)/q.

c B

rc €R Ly

Btc

tc = grc _—> re €RrR Zq
tg =¢g"®
t .
Zop = t50yY = Zpc /B8P 22— Zpc = (Btc)*ByLF

Test each value of zp mod r

Attack 5.4: Lim—Lee attack on MTI A(0)

Suppose that 3 is an element whose order r is a small factor of (p — 1)/q.
The shared secret is calculated by B as Zpc = (Btc)*2y . Now since t7F =
yp and yi@ = t77, C can calculate Zgc/B®® and, since there are only r
possible values for %8, C' can try out each of these in turn. There are a
number of ways that C could verify whether the correct value has been found.
One is if a check function is returned by B as in the modified MTI protocol
of Menezes et al. described in Protocol 5.8 above. Another possibility is if 4
waits for an authenticated message sent by B following the protocol. Whatever
the method used, having identified the value of Zg, C' can obtain %5 which
reveals the value of g mod r. To complete the attack C repeats this procedure
with new factors of {p — 1)/q in place of r until the value of zg is obtained.
A very similar attack applies to all the A(k) and B(k) MTT protocols.

Lim and Lee suggested two ways to avoid this attack. The first is that
each recipient of a protocol message must check that the received value lies
in G. The cost of this is an exponentiation, which is a significant extra com-
putational burden. The second method, which they favour, is to choose the
prime p so that (p — 1)/¢ has no small factors apart from 2. In this case the
attack will give away one bit of information about the principal’s secret: the
adversary chooses 8 = —1, with order r = 2, to obtain x4 mod 2.

5.3.4 Impersonation Attack of Just and Vaudenay

Just and Vaudenay [175] found an impersonation attack on MTI A(0) protocol
in the case that the adversary can claim to A also to have identity A. This
may be possible in a poor implementation. Notice that A4 is usually expected
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to make multiple connections. Attack 5.5 shows how C can impersonate A
to herself by choosing ¢t~ based on both the received message from A and a
random input. At the end of the attack both principals calculate the shared
secret as Y’y .

A Ca
TA €ER Zyg
t
ta=g"4 SLZ SN rc €R Zqg
tC — tzlgrc

te .
Zaa =ty —— Zac =y

Attack 5.5: Just—Vaudenay impersonation attack on MTI A(Q) protocol

The attack also extends to the whole of the MTI A(k) class of protocols.
The adversary simply returns z¢ = z;l g"¢ and A will calculate the shared
secret as Z44 = y’°. A similar attack is also applicable to the MTI B(0)
protocol, although it does not seem to be quite so strong in this case. If C
masquerades as A to A and returns z¢ = z;l - g"¢ then A will calculate
Zaa = g’”zl’"c. Although C' cannot calculate this value directly, C' could
replay it to get the same key any number of times. Also by choosing r¢ = 0
the shared secret becomes Z 44 = 1. The obvious way to avoid all these attacks
is for both A and B to ensure that the other has a different identity.

5.3.5 Triangle Attacks on MTI Protocols

Burmester [74] has shown that a ‘triangle’ attack can be mounted on MTI
A(0), given certain assumptions about the release of session keys. The attack
also applies to the MTI B(0) protocol, as well as to several protocols related
to MTT A(0) which will be mentioned later. The format of the attack is as
follows.

1. The adversary C eavesdrops on a session between A and B.

2. C starts separate sessions with A and B in which C uses information
gained during step 1. (As a result C does not obtain the session key used
in these sessions.)

3. C now induces A and B to reveal the keys used in the sessions between
them. Because A and B believe that the session key should be known to
C' this may be a reasonable assumption in certain application scenarios.

4. With this information C' can recover the key used in step 1.

It can be seen that the attack requires more assumptions than usual. It
illustrates how difficult it is to consider all possible attacks on cryptographic
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protocols. A specific example of the triangle attack on the MTI protocol A(0)
is as follows.

1. C records the values t4 and tp used by A and B to form Zap =
gTE TA+TATE

2. C uses t4 as its input in a run with B. The agreed key calculated by B
is 7' = gT8%cTT4%E where g = ¢g"? is the value sent by B in this run.
Similarly C uses tg in a session with A, which A uses together with its
new value £4 = g4 to generate a key Z'jp = g™a®c+TEe4,

3. C somehow obtains Z'p and Z'j .

4. C can now calculate Zap = Z'y gt % Z{ g1 5°°.

Burmester discusses ways to prevent the attack. Perhaps the simplest is
the sensible precaution never to reveal previous session keys; good practice
is to destroy session keys immediately after use. Another way is to insist on
key confirmation before using a session key. Protocols that incorporate key
confirmation will be discussed below.

5.3.6 Forward Secrecy and Key Compromise Impersonation for
MTI Protocols

Since Diffie-Hellman key exchange is known to have the attractive property
of forward secrecy it is natural to expect that MTI protocols will have this
property. However, this turns out not to be always the case.

The shared secret in MTI protocol A(0) is g®A"™B+t%ET4_ which can be
found from knowledge of the long-term keys x4 and zp and the exchanged
messages. The same is true for all protocols in the sequence A(k). Again, for
the protocols in sequence B(k) it is not necessary to know either r4 or rg
to find the shared secret when both x4 and xzg are known; therefore these
protocols do not provide forward secrecy either. (Both the sequences A(k) and
B(k) do provide partial forward secrecy since compromise of only one of z4
and zpg does not reveal past session keys.)

The shared secret in the MTI protocol C(0) is g"4"3, the ephemeral Diffie-
Hellman key. The Diffie-Hellman assumption asserts that this secret can be
found only with knowledge of either r4 or rg. Noting that neither r4 nor
rp can be found from the exchanged messages we conclude that C(0) does
provide forward secrecy. A similar argument applies to all the protocols in the
protocol sequence C(k).

We now turn our attention to key compromise impersonation. Consider
again the MTI protocol A(0) and suppose that an adversary C has obtained
the long-term secret x4 of A. In order to masquerade as B to A, C must send
some value X in message 2 in such a way that C can find the value X*4yp*
calculated by A as the session key. If we assume that A will reject degenerate
values such as 0 or 1 then the value cannot be found without knowledge of
either g or r4, neither of which are available to C. Therefore we deduce that
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protocol A(0) is not vulnerable to key compromise impersonation®. Similarly,
in order to attack any protocol in the sequence A(k) the adversary must find

an X such that X “yg"z”c‘ can be found. Again this requires knowledge of
either r4 or zp and so key compromise impersonation seems impossible.

A similar property holds in the protocol sequence B(k), the difference being
that now the adversary cannot find g"4 without knowledge of either zp or
4. Therefore we conclude that the MTI B(k) family is also not vulnerable to
key compromise impersonation.

However, the situation with C(0) is different. Here C needs to find an
X such that X®a' ™ may be calculated. With knowledge of r4, C can use
the first message sent by A to construct an appropriate value for X. This
observation leads to Attack 5.6. After receiving C’s reply, A calculates the
shared secret as y5*"¢ which can also be calculated by C'. Therefore protocol
C(0) is vulnerable to key compromise impersonation. A similar attack also
applies to any protocol in the sequence C(k).

Information known to C: Private key of A, z4.

A C
TA €ER Z,
r ZA
ZA =Yg ——=— rc €R Z4
TAT
zp = yg*'c
-1
T, TrA ZB T
ZABZZBA — ZABZZAC

Attack 5.6: Key compromise impersonation on MTI C(0)

In summary we find that sequences A(k) and B(k) provide protection
against key compromise impersonation but do not provide forward secrecy,
while the situation for the sequence C(k) is exactly the opposite. A natural
question that arises is whether it is possible to achieve both properties at the
same time. In Sect. 5.4.4 we will examine the MQV protocol which seems to
achieve this.

5.4 Diffie—-Hellman-Based Protocols with Basic Message
Format

In this section a number of protocols are examined for which the messages
exchanged are the same as the basic Diffie-Hellman protocol. Only two mes-

% Although Just and Vaudenay [175] stated that A(0) is vulnerable to key compro-
mise impersonation this statement was later retracted.
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sage passes are involved: A sends t4 = g™ and B sends tg = ¢"5. In contrast
to the Diffie-Hellman protocol, the calculation of the shared key involves
other components in order to achieve authentication of the key. This other
information typically includes the public and private keys of the involved par-
ties, so there is some function F such that 4 calculates the shared secret
as Zap = F(ra,tp,za,yp) while B calculates in the symmetrical fashion
Zap = F(rp,ta,zp,ya). The MTI A(0) protocol discussed above fits into
this class but has a number of potential weaknesses.

One general property is that all protocols in this class are vulnerable to
the basic unknown key-share attack. For suppose that the adversary C can
obtain a certificate for the public key used by B. Then C may sit between A
and B and masquerade as B to A as shown in Attack 5.7.

Shared information: yc = ys.

A C B
TA €ER Zq
t t
th=g'4 A, A, B €R Zq
. te < tp tg = g’V‘B
ZAB = F(rAatBaxA’yB) ZCB =‘F(TB’tA’$B7yC)

Attack 5.7: Unknown key-share attack on generic protocol

Principal A calculates the shared secret as Zap = F(ra,tp,xa,yp) while
B calculates Zop = F(rg,ta,zp,yc) = Flre,ta,zB,ys) = Zap since yc¢
= yp- This attack is prevented if certificates are only issued to users who
have shown that they know the private key corresponding to their public key.
However, even this is not sufficient to prevent unknown key-share attacks in
all cases. Key confirmation can also prevent the generic attack; in Sect. 5.4.8
we will see how to add messages to achieve this.

5.4.1 The Goss Protocol

Goss [135] was awarded a US patent covering a protocol that is extremely
similar to the MTT protocol A(0). The only difference is that the shared secret
is defined as Zap = ¢g"4"8 @ g"B™4 instead of Zap = ¢g*4"® - g®F"4 in MTI
A(0). The similarity carries over into many of the protocol properties: forward
secrecy is not provided but key compromise impersonation seems impossible.
Tt is also vulnerable to Burmester’s triangle attack (see Sect. 5.3.5).
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5.4.2 KEA Protocol

The Key Exchange Algorithm (KEA) protocol was designed by the US Na-
tional Security Agency for use with the SKIPJACK algorithm in key escrow
implementations [244]. Originally classified, the protocol was released in June
1998 [248].

The KEA protocol is, like the Goss protocol, a variant of the MTI protocol
A(0) as shown in Protocol 5.9. The differences are that the shared secret is
defined as Zap = ¢g®4"® + ¢g®2"4 mod p and that there are extra checks in
place. As with the Goss protocol, KEA inherits resistance to key compromise
impersonation, but does not provide forward secrecy.

A B
TA €ER Zq
ta=g"" ——l—-—) TB €R Zq
tg =g"®
ts
F—.—_—
Zap =t +yg modp Zap =t3F +y,F modp

Protocol 5.9: KEA protocol

The KEA protocol specification includes exact parameter sizes: p is a 1024-
bit prime and G is a subgroup of order ¢ for a 160-bit prime g with g|p — 1.
There is also a particular key derivation function specified, which makes use
of the SKIPJACK algorithm itself to form the 80-bit session key. As usual we
have omitted processing of the certificates which is an essential part of the
protocol.

Before calculating the shared secret, several checks should be made. A
checks that:

1. tg and yp are integers greater than 1 and less than p;
2. t5 mod p = 1 and y§ mod p = 1 which ensures that the tg and yp are
both in G.

B makes the analogous checks. If any check fails then the checking party halts.
These checks prevent most of the attacks described for the MTI protocols.
The specification also requires each party to check that Z4p does not equal
0 before accepting the key. However, Blake-Wilson and Menezes [45] have
pointed out that this check seems unnecessary. If tg and yp are in the prime
order subgroup G then t7* = —yg* would imply that —1 is an element of
order 2 in GG. The checks already made before calculating Z4p ensure that tp
is in G and as long as yp is a genuine public key it must also be in G.
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5.4.3 The Unified Model Protocol

The Unified Model is a protocol in the IEEE P1363-2000 standard [154] and
apparently originates in a standards committee document due to Ankney,
Johnson and Matyas (cited by Blake-Wilson and Menezes [45]). It has a very
simple design and attractive security properties. As shown in Protocol 5.10 the
shared secret is the concatenation of the static and ephemeral Diffie-Hellman
keys: Zap = g"47E, g¥A%B

Shared information: Static Diffie-Hellman key Sap.

A B
A €R Zq
ta=g"4 ——tL—) TB €ER Zgq
tg =g'"
T t r
ZaB =ty ,San —  gig= t'F,SaB

Protocol 5.10: Unified Model key agreement

Before accepting the shared key, A must make the following checks. B
makes the analogous checks.

1. 1 < tp < p. In particular, degenerate values such as 0 and p should not
be allowed.

2. tL mod p = 1. This ensures that both components of Z4p are in G as
long as A has chosen t4 correctly.

The Unified Model provides forward secrecy since it is necessary to know
one of the ephemeral private keys to find Z4p. The direct inclusion of the
static Diffie-Hellman key prevents unknown key-share attacks if the principals
have shown knowledge of the private keys corresponding to their public keys.
This is because derivation of the shared secret requires knowledge of one
of the long-term private keys. However, the protocol does not prevent key
compromise impersonation since knowledge of either of the long-term keys is
sufficient to calculate Z45.

Security proofs for the Unified Model were provided by Blake-Wilson et
al. [43] in the Bellare-Rogaway model. The basic version shown in Protocol
5.10 was proven secure against active attacks as long as the Diffie-Hellman as-
sumption holds. However, the proof only works with a weakened model of the
adversary, whereas the version with key confirmation added (see Sect. 5.4.8)
can be proven secure with a strong model of the adversary. The technical point
hinges on whether the adversary is able to obtain session keys that have not
been confirmed. Certainly in this model key confirmation seems to provide
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a useful security function, rather than simply being a convenient hint to the
partner that the key is ready to use.

5.4.4 MQV Protocol

The MQV protocol was originally due to Menezes et al. [233]. It was later
improved by these authors plus Law and Solinas [201] and standardised in
the IEEE P1363-2000 standard [154].

A special operation is defined on any element ¢ of Z,, which results in
output £ = t mod 2% + 2%. Qutputs of the operation are of fixed size w, which
must be large enough to prevent exhaustive search of 2% elements. Typically w
would be 80. Protocol 5.11 shows the message exchange in our usual discrete
log setting; the protocol is often described in an elliptic curve setting, where
by convention the group is written additively.

A B

T4 €ER Zq

4
ta =g"4 L7 SN TB €ER Zq

tp =g"®
_ t -
Sa=714+tars modg «—B Sp=rp+ipzn mod ¢

Zap = (tpyiP)54 Zap = (tay)°®

Protocol 5.11: MQV protocol

The shared key is Zap = g{rattaz2)(ra+is25) Before accepting the shared
key A must make the following checks. B makes the analogous checks.

1. 1 < tp < p. In particular, degenerate values such as 0 and p should not
be allowed.

2. t§, mod p = 1. This ensures that Z4p € G as long as A has chosen t4
correctly.

3. Zap # 1. Together with the previous check this ensures that Z4p has
order ¢ so preventing any small subgroup attacks.

MQYV provides forward secrecy and also protects against key compromise
impersonation. The special operation on the exponents destroys the algebraic
structure; this may have benefits for practical security but at the same time
it obstructs a security proof in terms of any established hard problems. So far
there is no formal proof of security for MQV. It was shown by Kaliski [176]
that MQYV is vulnerable to unknown key-share attacks even in the case that
users have shown possession of their private keys. Attack 5.8 shows Kaliski’s
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A C B

TA ER Zg
ta=g"4

t
A, enz,

A —u

tc =tays g
zo = (fo) 'umod ¢

. t
yo =g¢°¢ —<—  rp€rZ,

(__tB—.._ (L tB:gTB
Sa=r4s+taza modgq Sp =rp +tprp modgq

Zap = (taylF)* Zop = (teys)®

Attack 5.8: Kaliski’s unknown key-share attack on MQV protocol

attack in which the adversary C intercepts and modifies the message sent by
A to B.

Although C is able to find the private key z¢ corresponding to yc, it
can only be calculated once the first message t4 from A has been seen. An
implementation of the attack would therefore require C' to get yc certified
before sending on the message ¢ to B, a scenario that sounds slightly far-
fetched but should not be ruled out without justification. Kaliski suggests
that the attack provides a lesson that an active certification authority should
be considered in any protocol description. As usual, the unknown key-share
attack may be prevented by including the identities in the key derivation
function. It may also be prevented in MQV by addition of key confirmation.

The point of using the reduced size exponents 4 and fg is that the total
calculations required by each principal are reduced, by half of one exponen-
tiation, when compared with most other protocols of this type, such as the
Unified Model. On the other hand it may be possible to perform some of the
computation off-line by choosing random values in advance and assuming the
partner’s public key is available. In such a case two of the required expo-
nentiations may be performed off-line for the Unified Model but only one for
MQV, so that MQV requires half of one exponentiation more on-line compu-
tation. A detailed comparison of the Unified Model and MQYV is presented by
Blake-Wilson and Menezes [45].

5.4.5 Yacobi’s Protocol

Yacobi [335] proposed a protocol identical to the MTI protocol A(0) except
that a composite modulus is used. He supplied a proof of security of this
protocol based on the idea that the exchanged messages are independent of the
private keys and hence protocol runs may be perfectly simulated by anyone;
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therefore a passive attacker should gain nothing from observing a previous
protocol run. Yacobi also claimed that this argument extends to the case of
an active attacker who is able to obtain old session keys.

Subsequently Desmedt and Burmester [100] pointed out that it cannot be
assumed that a malicious protocol partner will act according to the proto-
col. They showed that the protocol must leak information unless the Diflie-
Hellman assumption is false. This theoretical result shows that the proof is
flawed, but does not result in any practical attack on the Yacobi or MTI
protocols. Desmedt and Burmester proved that a modified protocol is indeed
secure in this model. The messages exchanged are identical, but after sending
ta = g™ and tgp = ¢g"® both principals engage in a zero knowledge protocol
to show that they know r4 and rp respectively. Now the protocol will only
complete if the principals act ‘correctly’ and so it can always be simulated.

As well as the drawback of the extra interaction required, the proof of
security of Burmester and Desmedt’s variant does not encompass all the pos-
sible actions of an adversary and also partial information on the secret is not
accounted for. Therefore it is difficult to say how useful the proof of security
is. Indeed, the generic unknown key-share attack applies, as does Burmester’s
triangle attack (see Sect. 5.3.5).

5.4.6 Ateniese—Steiner—Tsudik Protocol

Ateniese et al. [18, 19] examined key agreement for groups. Their general
protocol will be examined in Chap. 6, but here we consider their two-party
key agreement protocol which was used as a building block. Protocol 5.12
gives a slightly rearranged, but equivalent, description.

Shared information: Static Diffie-Hellman key Sap.

A B

TA €ER Zy
ta=g"4 .2 SN rB €R Zq
tp =g"®
t
K = H(SaB) — " K = H(SaB)
ZaB Zt?BA‘K ZAB ZtZB'K

Protocol 5.12: Ateniese-Steiner-Tsudik key agreement

The shared secret is Zap = g"4"2% mod p, where K = H(Sag). In the
initial paper [18] the function H is specified as either a hash function with
range in Zj or simply reduction modulo g. However, the later version of the
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paper [19] specifies that H should be a bijection from G to Z, in the case that
p = 2¢ + 1. This latter choice ensures that all possible chosen secrets will be
equally likely.

There are many similarities with the Unified Model protocol (5.10) and
the security properties are similar. Specifically, forward secrecy is provided
and unknown key-share attacks are avoided if the principals are guaranteed
to know the private keys corresponding to their public keys. Key compromise
impersonation attacks are possible since knowledge of either long-term private
key is sufficient to complete the protocol as either initiator or responder.

5.4.7 Just—Vaudenay—Song—Kim Protocol

Recognising that the MTI A(k) protocols do not provide forward secrecy, Just
and Vaudenay [175] proposed a variant of MTI A(0) with this property. Their
protocol also includes a key confirmation handshake. Later, Song and Kim
[303] proposed a very similar protocol designed for use on elliptic curves and
with optimised computation, but the shared key is the same in both protocols.
The protocol has some enhanced properties over MTI A(0) but unfortunately
a security weakness is also introduced, as explained below.

A B
rA €R Zq
ta = gTA t—A) B €ER Zq
tp =g"F
Zap =ygt 54 Bz = Yy tE e

Protocol 5.13: Just-Vaudenay-Song-Kim protocol

Protocol 5.13 shows a combined version of the two protocols that we call
the Just—Vaudenay—Song—Kim (JVSK) protocol. In keeping with our custom
in this section we omit the handshake for key confirmation included in the
Just—Vaudenay protocol (Song and Kim also provide variants with key confir-
mation). Just and Vaudenay also proposed a variant of the MTI C(0) protocol.

The shared secret is Zqp = g®AT8+28Ta+7aT8 Note that Z,p is the key
of the MTI A(0) protocol multiplied by the ephemeral Diffie-Hellman key.
This change allows the protocol to provide forward secrecy. However, contrary
to a claim of Song and Kim [303], the protocol becomes vulnerable to key
compromise impersonation. Attack 5.9 shows how this can be implemented
with adversary C masquerading as B, using knowledge of = 4. The attack still
applies if key confirmation messages are included, as in the Just—Vaudenay
version of the protocol.
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Information known to C: Private key of A, z 4.

A Cs
rA €ER Zq
ta=g"4 l—) rc €ER Zyg
te =g yz'
ZAB — yTBA _tgA‘i‘TA (té ZAC‘ :tzc tgA

Attack 5.9: Key compromise impersonation on Just—Vaudenay-Song-Kim protocol

There is another flaw in Protocol 5.13 in which an active adversary can
replace t4 with yZl and tg with ygl. In this case B will calculate Zap =y, -
y1"F " = y3°P = Syp. Similarly A4 calculates Zap = yi' - t5 T4 = Sy
and so both principals have agreed the same key which is the inverse of their
static Diffie-Hellman key. If, as we usually assume, the agreed key becomes
known to the adversary then the attack can be run again to compromise
new sessions. The attack can be avoided if B checks that t4 # yATl and A
does similarly, which adds to the required computation. However, there is no
guarantee that other attacks are not possible even if these checks are included.
This attack will not work in the version of the protocol that includes key
confirmation as long at the values of £ 4 and t g are included in the confirmation
messages. Such messages were included in the Just—-Vaudenay version of the
protocol.

5.4.8 Adding Key Confirmation

In this section we have so far only considered key agreement protocols with
two message flows without any key confirmation. All the protocols we have
described can be extended to provide key confirmation in a generic way, and
indeed this technique was explicitly used by many of the protocol authors.

Protocol 5.14 shows the general procedure. In the first two messages A and
B exchange their ephemeral Diffie-Hellman keys, as usual, while in the second
and third they exchange MACs using the derived key K'. To ensure that the
protocol does not give away material to help the adversary, two different hash
functions are used, H, and Hs, which are assumed to be independent. The
key K' is calculated using hash function H; while Hs is used to derive the
shared session key Kap = H2(Z4p). This ensures that there is no obstacle
to a Bellare-Rogaway-style proof of security as a result of this procedure.
Exactly this procedure was used by Blake-Wilson et al. [43, 45] to provide key
confirmation to the Unified Model and prove its security.

Although the MACs exchanged contain essentially the same fields, the or-
dering is different. This ensures that no MAC may be replayed to the opposite
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Shared information: Two independent hash functions, H; and Ho.

A B

A €R Zq
ta=g""
—_— rB €R ZLq
tp =g"F
Calculate Zap

ts, MACk:(2,B, A, tp,t
Caleulate 245 T712ACK 5,t4) K' = H\(ZaB)

K' = H\(Z4B)
Verify MAC

MAC K/ (3,A,B,ta, t)?) Verify MAC

Protocol 5.14: Generic addition of key confirmation to basic DH protocols

role, either to the initiator or responder of the protocol; in particular it pre-
vents a simple reflection of the MAC value in the third message. The inclusion
of the message flow numbers also ensures this.

5.4.9 Comparison

Table 5.4 compares the main features of some of the protocols we have exam-
ined in this section. We refer the reader again to the survey of Blake-Wilson
and Menezes [45] for a detailed comparison between the Unified Model and
MQYV protocol.

The comparison in Table 5.4 includes only the basic two-pass protocols.
Concerning potential attacks, the table indicates whether each protocol pro-
vides forward secrecy and protects against key compromise impersonation
attacks. We have chosen not to include an indication concerning unknown
key-share attacks in Table 5.4 even though at least one protocol (MQV) is
known to be vulnerable in its basic form. Our reasoning for this is that such
attacks can always be prevented, and also that the vulnerability of a protocol
depends on the assumptions about the capabilities of the adversary. We refer
the reader to the detailed description of the protocols for discussions on this
matter. We have also noted that a security proof exists only for the Unified
Model.

The computational requirements are indicated in Table 5.4 by counting the
number of exponentiations computed by each principal in a protocol run; this
is divided into those that must be on-line (after the protocol starts) and those
that may be off-line assuming that the partner’s public key is available and
the ephemeral Diffie-Hellman private key is chosen in advance. It is important
to note that, in order to make a uniform comparison, we have counted only
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Table 5.4. Summary of major properties of key agreement protocols using basic
message format

Properties - Fwd. Resists Exponentiations Security
| Protocol  secrecy KCI off-line on-line proof

MTI A(0) No Yes 2 1 No

MTI B(0) No Yes 2 1 No
MTI C(0) Yes No 1 1 No
KEA/Goss No Yes 2 1 No
UM (5.10) Yes No 2 1 Yes
MQV (5.11)  Yes  Yes 1 1.5 No
AST (5.12) Yes No 2 No
JVSK (5.13)  Yes No 2 1 No

those computations required to calculate the shared secret. For all protocols
it is necessary to perform an extra on-line exponentiation to prevent small
subgroup attacks in the case that G is a subgroup of much smaller size than
Zj (see Sect. 5.3.1). For MQV we assumed that the value of w used is half
the size of other exponents, which accounts for the half exponentiation shown
in the table. We also point out that different optimisations are possible. For
example, in MTT A(0) and MTI B(0) one of the off-line exponentiations can be
removed by calculating an on-line multi-exponentiation in place of the on-line
basic exponentiation, which only slightly increases the on-line calculation.
Overall there seems to be no clear winner amongst this class of protocols.
But if forward secrecy is required then either MQV or the Unified Model could
be good choices. The advantage of MQYV is its reduced overall computation and
resistance to key compromise impersonation. On the other hand the Unified
Model enjoys smaller on-line computation and has a valuable proof of security.

5.5 Difie-Hellman-Based Protocols with Enhanced
Message Format

In this section we look at protocols that add information to authenticate the
Diffie-Hellman messages exchanged between the parties. In many cases the
additional algorithms used for authentication are made deliberately indepen-
dent of the Diffie-Hellman exchange, which reduces the chance of ‘unfortu-
nate’ interaction between different protocol fields. Two features differentiate
the protocols in this section from those in Sect. 5.4.

e The shared secret is usually the ephemeral Diflie-Hellman key. In this case
the protocol will usually possess forward secrecy as long as the shared

Petitioner Samsung Ex-1021, 0187



166 5 Key Agreement Protocols

secret and the long-term keys of the principals are completely indepen-
dent. There are exceptions in which protocol designers have reused the
ephemeral Diffie-Hellman inputs in the authentication information.

e The ephemeral public keys are usually signed by the principal generating
them. In this case key compromise impersonation is always avoided since
knowing A’s private key does not help the adversary to forge B’s signature.
A similar effect occurs if the ephemeral public keys are encrypted with the
partner’s public key.

5.5.1 STS Protocol

The Station-to-Station (STS) protocol, due to Diffie et al. [103], adds a dig-
ital signature to the exchanged messages to provide authentication for the
Diffie-Hellman protocol. In addition the shared secret is used to provide fur-
ther assurances. Protocol 5.15 shows the main version of the STS protocol; a
variant in which the encryption is replaced by the use of a MAC is discussed
below. The shared secret is Z4p = ¢g"4"8 and the session key K 4p is derived
from Z 4p in some unspecified way.

A B

TA €ER Zq
ta

TB €ER Zq4
tp =g"®

~

ta=g"4

tp,{Sigs(ts,t
Zan =t gz{ 98(tB,ta)}Kap

Decrypt/verify signature

Zap = t:‘B

{Siga(ta,tB)}i,p N

Decrypt/verify signature

Protocol 5.15: STS protocol

Because the shared secret is the ephemeral Diffie~Hellman key, forward
secrecy is provided by the STS protocol. Also the signatures provide protection
against key compromise impersonation since if a long-term key is lost this
does not help an adversary to forge a signature of a different entity. Lowe’s
attack [212] on the STS protocol was discussed in Sect. 2.3.2. This shows
that the protocol does not provide mutual belief in the key, or strong entity
authentication.

Diffie et al. [103] explain that the symmetric encryption is essential in
Protocol 5.15 in order to prevent unknown key-share attacks. Specifically,
without the encryption the adversary C could remove the signature of A
in the final message and replace it with C’s own. The result is that A and
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B both complete the protocol but B believes that the key is shared with
C, while A believes that it is shared with B. An unknown key-share attack
remains possible if the adversary can obtain a certificate for a public key that
is identical to that of the victim (which can be either A or B). In a similar
way to Attack 5.7 the adversary simply relays messages between A and B.

Unknown key-share attacks can be prevented by including the name of the
partner entity in the signatures exchanged. Moreover, this change provides
an explicit indication of the peer entity so that the stronger form of entity
authentication is achieved (in particular Lowe’s attack no longer applies). In
addition there no longer seems to be a need for the symmetric encryption in the
protocol. This leads to the STS variant shown in Protocol 5.16. An essentially
identical protocol has been proven secure using the model of Bellare et al.
[27, 82] (see also the description of Blake-Wilson and Menezes [45]).

A B
T4 €ER Ly
ta=g" ta > 1B ERZ,
tp =g"B
Verify signature Lo Siga(ts,ta, 4) Zap =tP
Zap =1t Sigalta,ts, B) » Verify signature

Protocol 5.16: Modified STS protocol

The role of the encryption mechanism in the STS protocol can be taken
by a MAC since its purpose is to ensure that the signing party has possession
of the session key and not to provide confidentiality. This leads to the STS
variant in Protocol 5.17. A potential disadvantage is that it increases the
lengths of the second and third messages.

Blake-Wilson and Menezes [46] published an alternative unknown key-
share attack in which the adversary can choose the correct private key, and
so the certification process cannot be used to prevent the attack. Given a
signature Siga(ta,tp) used in the protocol run, the adversary C must find a
new public key such that Sigc(ta,t5) = Siga(ta,ts). There are two problems
that the adversary faces in engineering this situation. The first is to find such
a key that satisfies this duplicate signature property, and the second is to have
the new key certified in real time.

Blake-Wilson and Menezes show that the first problem can be solved for
many popular signature schemes. The second problem is common with the
Attack 5.8 on the MQV protocol. Once this substitution is achieved the at-
tack proceeds again with the adversary simply relaying messages between the
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A B
TA €ER Zg
t
ta=g"" A > TB €ER Zyq
tg =g'B
Zap = 77 tB,Sigl(B(tB,tA),MACKAB(tB,tA) Zan =tF

Siga(ta,t), MACk,p(ta,t5)

Verify signature Verify signature
and MAC and MAC

Protocol 5.17: STS protocol using MACs

parties. However, this attack can work only against the version of STS using
MACs (5.17), and not against Protocol 5.15, because the adversary needs to
see the signature in order to calculate the new public key.

Since the adversary knows the private key of the new public key in this
second attack, it is not sufficient to prevent it by asking certifiers to check
this knowledge. Instead Blake-Wilson and Menezes suggest a number of pre-
ventative measures. The generic solution to include the principal identities
in the key derivation function still works. Blake-Wilson and Menezes suggest
including the identities within the signature as a preventative measure. How-
ever, Baek and Kim [22] show that this is still not sufficient, but recommend
including identities explicitly within the MAC as well as in the signature.

5.5.2 Qakley Protocol

In this section, and the following two, we consider three sets of protocols
designed for practical use in the Internet. In contrast to the separate key
establishment protocols that we mainly focus on in this book, these sets of
protocols can be customised by negotiation of various protocol features during
the protocol run itself. This flexibility can result in new security threats.
Oakley is defined in Internet RFC 2412 [258]. The basic design is similar to
the STS protocol but the specification emphasises the following differences.

e As part of the protocol, principals A and B choose cookies, CK 4 and
CK g respectively, which are used to mitigate denial of service attacks.
The correct cookie must be returned in subsequent messages. The exact
format of cookies is not specified and it is optional whether cookies are
exchanged before the key exchange begins.

e The protocol includes negotiation of cryptographic algorithms that are
used to support the protocol, including the encryption algorithm, key
derivation function and authentication method. The group used for Diffie-
Hellman itself can also be negotiated.
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e There need be no use of encryption (or a MAC) for authentication of the
session key. In some versions this allows the session key to be derived after
completion of the protocol if desired.

Several specific protocols are given in the Oakley documentation. We ex-
amine simplified versions of three of these, ignoring some plaintext fields such
as a string indicating the name of the protocol itself. A further option does
not use Diffie-Hellman and therefore fails to provide forward secrecy.

Protocol 5.18 is named ‘aggressive’ because it anticipates that certain pos-
sible problems will not arise. In particular:

e it only works when B can use the same group as initially proposed and
used by A in the first message;

e it does not force either principal to respond with a cookie before the other
principal stores state information regarding the connection.

A €ER Zq
ta=g'4 CKa,ta,1list, A, B, Na,
Siga(A, B, Na,ta,list)

Verify signature

TB €ER Zg4
tp :gTB

CKgp,CKa,tp,algo, B, A, N, Na,
Sige(B,A,Np,Na,ts,tp,al .
lgB(, B A4,tA,1B,a gO) ZAB :tAB

Verify signature
ZaB =t’éA C’I{'A,C’I{B,t,q,algo,A’B,]\fA,NB7
Siga(A,B,Na,Np,ta,ts,algo)

Verify signature

Kap = MACN, Nng(ZaB,CK4,CKB)

Protocol 5.18: Oakley aggressive mode protocol

In the first message of Protocol 5.18, principal A offers a list of possible
algorithms, 1ist, for encryption, hashing and authentication, which 4 is pre-
pared to use for this session. B responds with a particular algorithm set, algo,
in message 2. The nonces N4 and Npg are chosen by A and B respectively and
are of unspecified size. Protocol 5.18 has a similar basic structure to Protocol
5.16, but here A needs to calculate two signatures instead of one.

As well as checking all received signatures, both parties must ensure that
received ephemeral values are not the degenerate values 1 or p — 1. A specific
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key derivation function is used to calculate the session key from the shared
secret Zap = g"4"B as follows.

Kap = MACn, Ny (Zap,CK4,CKp). (5.1)

Oakley was specifically designed to provide forward secrecy, which follows
from the use of the ephemeral Diffie-Hellman key as the shared secret. In
addition, the signatures of both parties prevent key compromise imperson-
ation. Unknown key-share attacks are prevented by inclusion of the principal
identities in the signatures, similar to Protocol 5.16.

Protocol 5.19 is an Qakley variant designed to prevent disclosure of user
identities, and for this reason the user identities are encrypted instead of
being signed. The identity B' can be thought of as a domain name for B and
may be a generic identity at the location of B; for example, if B is an entity
in a corporate environment, B’ may be the public key of the corporation
with a known public key. The reason for using the generic name is so that the
recipient node is able to decrypt without receiving the identity of the recipient
in plaintext. An interim key K = H(Na, Np) is used with the hash function
H in order to authenticate the exchange.

A B
TA ER Zq
ta=g"4 CKa,ta,list, B,
Ep(A,B,Eg(N
B ( 5(Na)), ro €n Z,
K = H(N4, N5)
tp =g"®
CKgp,CKa,tg,algo,
Ea(B, A, N5), MACk (B, A,tp,ta,al .
K = H(Na,Na) Al <13) x( B,ta,algo) o
Verify MAC
CKa,CKp,MACK(A,B,ta,tp,al .
Zsp =tg 4 i .y Ak g°) Verify MAC

Protocol 5.19: Alternative Qakley protocol

In this variant the shared secret is again Z4p = ¢"4"® and the session key
is defined using Eqn. 5.1. Forward secrecy and protection against unknown
key-share attacks are both provided as in Protocol 5.18. Unknown key-share
attacks are prevented because of the encryption of the N4 and Np values
used in the MAC calculation.

Protocol 5.20 is a ‘conservative’ Qakley variant which exchanges cookies
before the key exchange itself commences. This is the way that cookies were
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originally designed to work, so that some assurance about the origin of the
request is obtained before the computationally expensive part of the protocol
begins and without requiring the responder to store any state. The first mes-
sage is simply an indication to B that the protocol should commence. The
consequence of the use of cookies in this manner is the increased number of
messages and rounds required in the protocol.

A B
OK
ra ERZq (CA
CK4,CKp,ts,list
ta :grA A B,lA, 13) rB €r Z,
CKp,CKa,tp,al
CKp,CKa,tp,algo tn=g'P
ZAthgA
K' = H(ZaB) CK4,CKp,ta,
A,B,Eg(N. '
(4, B, Es(Na)} K = H(Na. No)
ZABthB
CKB,CKA, K’ZH(ZAB)

{EA(NB,NA),B,A, MACK(B,A,tB,tA, algo)}K:

K = H(N4, NB)
Verify MAC
CKa,CKp, {MACK(A,B,tA,t\B,algO)}K/

Verify MAC

Protocol 5.20: Oakley conservative protocol

As in Protocol 5.19, the principal identities are protected in Protocol 5.20
but here a temporary key K', derived from the shared secret, is used for this
purpose. The first four messages exchanged are therefore anonymous. Once
again the session key is defined using Eqn. 5.1. Forward secrecy and protection
against key compromise impersonation and unknown key-share attacks appear
to be provided as in Protocol 5.19. However, there is an important difference
in this protocol which could cause problems as we now explain.

The return of the encrypted nonce sent from B to A in Protocol 5.20 opens
up the possibility of an interesting attack in which the adversary masquerades
as A, and subsequently uses the real A as a decryption oracle. The attack
depends on an assumption that the message field E4(Ng, N¢) sent by B will
be interpreted by A as the encryption of a single nonce when replayed by
C in a second protocol run. This need not be unreasonable since the length
of nonces is variable in the Oakley specification. In a correct implementation
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each nonce should have its length specified and therefore A should detect the
problem and abort the protocol. On the other hand the attack would still
work if A ignores the second nonce and simply decrypts Npg, discarding the
second nonce. Therefore we believe that a careless implementation could be
vulnerable to the attack. In more detail the attack proceeds as follows.

1. C masquerades as A and sends tc = ¢"¢ to B so that B accepts the
temporary key K' = H(Zcp) as shared with A.

2. C sends {A, B, Eg(N¢)}k' to B in the fifth message flow. B will choose
a nonce Np and calculate K = H(N¢, Np).

3. Bsends {Ea(Np,N¢),...}x to C as part of the sixth message flow. The
adversary can remove the symmetric encryption to obtain E4(Npg, N¢).

4. C starts a second protocol run with A. This proceeds normally until the
fifth message flow when C sends {C, A, Eo(Np, N¢)} g+ where K" is a
temporary key shared between C and A.

5. As long as A interprets the pair (Ng, N¢) as a single nonce from C, she
will reply with {Ec(Na, N, No)} k. C can extract Np and so complete
the first protocol run with B.

5.5.3 SKEME Protocol

SKEME is due to Krawczyk [193]. Like Oakley, it is a set of protocols suitable
for negotiation of services in a general networked environment. In addition
to providing establishment of a good key Krawczyk [193] states additional
requirements for SKEME as follows.

Periodic Key Refreshment It should be possible to update the session key
used at low computational cost. A special mode of the protocol is included
for this purpose.

Forward Secrecy This property should be available as an option. In some
cases it may be sacrificed for efficiency gains.

Key Separation This is a principle governing how the shared secret is used
to obtain session keys. Different, cryptographic functions are provided with
independent keys.

Privacy and Anonymity As well as providing confidentiality of user data
it may be desirable to hide the identities of the communicating parties.
For this reason the SKEME protocol avoids digital signatures, which can
always be used at least to confirm the identity of the signer.

Denial of Service Protection SKEME was designed to employ Photuris-
style cookies [300] in the same way as Oakley. This requires an additional
initial message exchange that is omitted from the descriptions below (as
well as in those of Krawczyk [193]).

Efficiency and Simplicity The design tries to reduce the options and use
compact and uniform message formats. In addition, efficient algorithms
such as hash functions are preferred over the use of digital signatures.
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Support for Multiple Models and Algorithms Certificate and shared key
models are supported. Cryptographic algorithms are specified in a generic
sense so as to avoid dependence on particular primitives.

There are a number of possible protocols.

1. The basic mode, shown as Protocol 5.21, which uses public keys of both
parties to provide forward secrecy and anonymity of the principals.

2. A version using public keys but without forward secrecy, which is described
as Protocol 5.38.

3. A version using an existing shared secret and providing forward secrecy.
This is similar to Protocol 5.21 but the encrypted field in messages 1 and
2 is omitted and instead the previously shared key is used as the key Ky
for the MAC.

4. A re-keying mechanism.

Shared information: Security parameter L.

A B
Na €r [0,27]
A €R Lq
En(A, Na),t
ta=g"4 5(4,Na),ta > Ns €r [0,2%]
TB €R Ly
tg =g'"%
Ea(NB),t5, MACxk,(t4,t5, B, A
Verify MAC Al B\) £ Ko(t4,to )K[):H(NA,NB)
MACrx,(t5,t4, A, B ,
Ko = H(Na, N5) Kolts,ta, 4 B) Verify MAC
Zag =1t ZABthB

Protocol 5.21: SKEME protocol basic mode

In Protocol 5.21 the nonces N4 and Np are shown as being chosen in
[0, 2] for some security parameter; the size of L is not specified by Krawczyk,
who says only that they should be ‘chosen as (pseudo-)random values’. The
shared secret is Zap = ¢"4"8 with session key Kap = H(Zap).

Krawczyk presents arguments that the simple modes of SKEME, in which
Ky is previously shared, can be proven secure in the Bellare-Rogaway model.
Moreover, Bellare et al. [27] show that Protocol 5.21 can be derived as an
output of their modular design method, and therefore the protocol inherits a
formal proof of security in their model.
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5.5.4 Internet Key Exchange

As part of an initiative to secure the foundations of the Internet, the Internet
Engineering Task Force has been working to develop an IP security protocol,
known simply as IPSec. The concerns of IPSec go considerably beyond key
establishment so here we examine only a very small part of the development.
The reader interested in understanding the complexity of designing an overall
system to secure Internet communications is encouraged to consult the con-
siderable literature on IPSec. We refer to a number of useful sources in this
section.

During the 1990s a number of different key establishment protocols were
proposed for inclusion within the IPSec solution. These included Oakley (see
Sect. 5.5.2), SKEME (see Sect. 5.5.3) and Photuris [300]. Through a long and
complex evolution a single proposed Internet standard emerged in 1998, known
as Internet Key Exchange, or IKE [142]. At the time of writing, this document
remains a proposed standard. However, many criticisms of the protocols have
been made [110, 269, 342, 343] and it seems inevitable that a new version of
IKE will soon emerge with significant differences. Detailed descriptions of the
current IKE protocols are given by both Borella [52] and Cheng [88] which
are useful supplements to the description in the draft standard itself [142].

The IKE protocol is strongly related to the Oakley and SKEME protocols.
It has two phases. This first phase is concerned with establishing a secure
channel by key exchange. The second phase is concerned with using the secure
channel to set up sessions known as Security Associations which can be used
to protect the confidentiality and/or integrity of exchanged data. However,
the need for this split has been questioned [269] and the indications are that
the revised version of IKE will not have two phases. We will not consider the
second phase further here.

The IKE protocols employ cookies similar to those of the Oakley protocol.
However, the protocol specification requires some state to be recorded even
in the first message exchange in order to check a returned cookie. Therefore,
although there is some mitigation of denial of service attacks, the result is
not as effective as when stateless cookies are used. In addition it is optional
whether cookies are exchanged at all before the key exchange begins. This
weakening of the cookie mechanism has received considerable criticism [269)].
The protocol also includes negotiation of cryptographic algorithms that are
used to support the protocol, including encryption algorithm, key derivation
function and authentication method. The group used for Diffie-Hellman itself
can also be negotiated.

Because IKE emerged as a compromise solution it is not surprising to learn
that it contains a lot of different options. It contains no less than eight key
establishment protocols which can be divided into two sets of four according to
whether main mode or aggressive mode is used. The protocols in main mode
use six messages, which can be divided into three pairs with the following
aims.
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Stage 1: Exchange cookies and agree the algorithms to be used.
Stage 2: Exchange ephemeral Diffie-Hellman keys and nonces.
Stage 3: Perform entity authentication and key confirmation.

This division presents an attractive framework, but the large number of
exchanges is another point of significant criticism. The aggressive mode col-
lapses most of the functionality into only three message exchanges in a more
conventional manner. In general the protocols in aggressive mode suffer from
two limitations in comparison with the main mode.

e Use of cookies is of limited value since the responder needs to start the
computationally expensive part of the protocol before the cookie exchange
is complete.

o Because the Diffie-Hellman exchange begins in the first message the re-
sponding party can only complete the protocol if the group used is sup-
ported by the responding party. (This can be negotiated in the main
mode.)

Protocol 5.22 shows one of the four main versions of the IKE protocol; this
one uses digital signatures for authentication. In Stage 1, principal A offers a
list of acceptable algorithms, 1ist, that A is prepared to use, and B responds
with a particular algorithm set, algo. Once the ephemeral Diffie-Hellman keys
have been exchanged in the second pair of messages, both parties can derive
the shared secret and form the temporary key KM = MACN, ny(ZaB),
which is used to form the MAC of the protocol parameters in the final message
exchange. We have used the suggestion of Ferguson and Schneier [110] in
replacing the more general keyed hash function used in the IKE specification
with a MAC, since it seems that a MAC is what is required here. Indeed
HMAC [26] is the only explicit suggestion in the standard for this function. In
addition to KM, several other keys are derived from Z 4 5. One of these is used
to encrypt the final message exchange and is denoted by K' in Protocol 5.22.
We have not specified the function used to derive K', but the IKE specification
does so in terms of a generic keyed hash function. Although examples of
possible functions are given, Ferguson and Schneier [110] criticised the lack
of any description in the specification of the properties that such a function
should have.

Since the principal identities are hidden in all messages, the protocol pro-
vides anonymity against a passive eavesdropper. However, Perlman and Kauf-
man [269] pointed out that an active adversary can discover the identity of
A by masquerading as B during the first two phases, and thereby obtain the
correct value of K'. Of course the adversary cannot cannot forge B’s signature
and so is unable to complete the final message of the protocol. But if A were
a mobile station who wished to protect her location then the attack could be
deemed successful. Perlman and Kaufman suggest to protect A’s identity by
moving the contents of the final message back to the fourth message. Although
this means that a similar active attack is now possible against B’s identity,
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Shared information: Symmetric key derivation function SKDF'. Security parameter
L with 64 < |L} < 2048,

A B
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(—___
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Na €r [0, Ll,ra €ErR Zq

CK,ta, N,
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Decrypt and verify
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Protocol 5.22: IKE main protocol using digital signatures
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they argue that the initiator is more vulnerable to such an attack in a typical
application involving a mobile client connecting to a server. Moreover this
suggestion reduces the number of messages by one.

Ferguson and Schneier [110] pointed out that a reflection attack is pos-
sible on Protocol 5.22. The adversary masquerades as B and simply copies
and returns the values CK 4 and t4 in place of CKpg and tg in the first two
stages. Then A will also accept her own signature reflected back in the final
message. Of course the attack is only meaningful if A will accept her own
identity as the identity of her peer principal. Since IKE may be configured
only to authenticate IP (machine) addresses this may not be an unreasonable
assumption. This is an attack against the key confirmation and entity au-
thentication properties; the adversary does not obtain the shared secret. The
attack also applies to the main mode of IKE, when authentication is based
on a previously shared secret.

The signatures in the final two messages are intended to provide authen-
tication and integrity of the parameters that have been agreed earlier in the
protocol. However, it is an oversight that the list of algorithms that was of-
fered by A is included in the MAC, while the set, algos, accepted by B is not
part of the calculation. Potential problems with this omission were described
by both Zhou [342] and Ferguson and Schneier [110]. The adversary can cause
A and B to believe that different sets of algorithms were accepted, or make
A accept a weak set and attack the algorithms in a subsequent session.

Meadows [230] performed a formal analysis of IKE using the NRL Ana-
lyzer. She identified a number of ambiguities in the specification which could
lead to insecure implementations. Indeed, the incompleteness of the specifi-
cation has been a recurring theme in the several analyses of IKE that have
been published. Meadows also pointed out that several of the IKE protocols
do not provide strong entity authentication in the sense discussed in Chap. 2.
(Meadows refers instead to ‘penultimate authentication’ as the property that,
when an entity accepts a key, the peer entity should have taken part in the
earlier part of the protocol. Here we re-interpret this to mean that B does not
achieve assurance that A has knowledge of B as the peer entity.) In Protocol
5.22 the adversary C can sit between A and B masquerading as A to B while
A believes the protocol is being executed with C. The protocol messages are
relayed unchanged by C, but the final message from B is simply deleted. Con-
sequently A will not accept but B completes the protocol properly. The effect
is the same as in Lowe’s attack on STS discussed in Chap. 2 and cannot be
accepted as an attack unless strong entity authentication is a protocol goal.
Nevertheless, this extra property could easily be achieved by including the
peer identity in the signatures of the last two messages of the protocol.

Our brief look at the IKE protocols in this section has highlighted a num-
ber of serious deficiencies. A proposal for a new version of IKE has recently
been introduced into the standards discussion. It contains a simpler and more
efficient protocol which avoids the problems that have been found in the cur-
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rent version. It seems certain that a better version of IKE will scon be agreed
and published.

5.5.5 Arazi’s Protocol

Arazi’s protocol [17] was designed to integrate Diffie-Heliman with the Digital
Signature Standard (DSS) [247] in such a way that computation is saved. This
is done by overloading the random value chosen by each party to serve two
roles: one as the ephemeral Diffie-Hellman private key and one as part of the
signature. The protocol has an elegant design and is efficient, but pays for
these with some security weaknesses.

Shared information: Hash function H for DSS signature.

A B

ra €Er Lg,ta =g’ *

t
sa =71, (H(ta) + Tats) mod q BRZILEEN Verify signature (t4 mod q,s4)

T €ER Zg,tp = g'B

t
Verify signature (tg mod ¢, sg) LI R rp' (H(t) + zpts) mod q

ZaAB ZtEA ZaAB =tTAB

Protocol 5.23: Arazi’s key agreement protocol

In Protocol 5.23, the value t 4 is the ephemeral Diffie-Hellman public value,
while s 4 is calculated so as to make the pair (£ 4 mod ¢, s4) the DSS signature
of t4. The values tg and sg are calculated in a symmetrical fashion. Both A
and B are able to check the DSS signatures from the received messages and,
if they are correct, they calculate the shared secret as Zsp = g"4"8.

Forward security is not provided since if z g, say, becomes known then rpg
may be found from sg and tp using the same equation used by B to calculate
sp. Furthermore, Nyberg and Rueppel {254] showed that knowledge of one
shared secret allows all subsequent shared secrets to be found by a passive
eavesdropper. This may be seen from the following equality.

Zi{};s — gH(tA)H(tB)+IA$BtAtByg(tA)tB yf(tB)t".
If Zsp is known then ¢g®4%5 (which is the static Diffie-Hellman key) may be
found since all other values are known. When a new instance of the protocol
is run between A and B the equation can be used again to find the new Z4p
value. Nyberg and Rueppel suggest that the overloading of the random values
r4 and rpg is the root of the problem and compare the problem with an attack
on Protocol 5.33 below, which can be said to make the same mistake.
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Later, Brown and Menezes [72] showed that a key recovery attack is also
possible on Protocol 5.23. This attack follows the same basic idea as the
attacks of Lim and Lee discussed in Sect. 5.3.3, but in addition uses recent
lattice-based attacks on digital signatures to recover the key when only the
lower significant bits of rg are known in several runs.

5.5.6 Lim-Lee Protocols

Lim and Lee [205] proposed five key agreement protocols based on Diffie-
Hellman. One of these that uses only static Diffie-Hellman was described
above as Protocol 5.5. A second is essentially the MTI A(0) key agreement
with a special key confirmation mechanism. The remaining three protocols
are similar to Arazi’s protocol in that they include a signature by each party
that reuses the Diffie-Hellman parameters.

A B
ra €R Ly
t
ta=g"4 L. TN rB €ER Zqg
tB :gTB
E=H(ta,tn)
s E SB,E
te = 9°Byn +———sp=rg—xpF modgqg
E < H(ta,ts) Zap =t

sa=ra—xaF modgqg

Zap=tg — 24, g ayEmodp = ta

Protocol 5.24: Lim-Lee Schnorr-based protocol

Protocol 5.24 uses the signature scheme of Schnorr {291] to authenticate
the messages. The shared secret is the ephemeral Diffie-Hellman key but in
this case forward secrecy is not provided. This is because if g becomes known
then rp can be recovered from the public values sg and F and then Zsp = t'°
can be calculated.

Lim and Lee [205] showed that if an adversary obtains one Z 4 g value then
all subsequent values may be found in a similar way to the attack of Nyberg
and Rueppel described in Sect. 5.5.5. They point out that this attack may
be avoided if a one-way key derivation function is used, and the adversary is
assumed to be able only to obtain K 4p rather than Z4p5.

A variant of Protocol 5.24 redefines the value £ as E = ((Zap ®t4) mod
q) mod 2 for a security parameter ¢ and adjusts the checks made by A and
B accordingly. This has the advantage that there is no extra exponentiation
required to find the shared secret, and so computation is saved.
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A B
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Protocol 5.25: Lim-Lee Schnorr-based variant

Protocol 5.25 is a final variant. The shared secret is Zsp = g(“+“)‘”3’5’
which is unusual in that it is asymmetric with respect to A and B. Notice
that ¢ and ¢ are both much smaller than p, so knowledge of E and rp does
not give a simple way to recover Z 4p. Unfortunately this protocol also fails to
provide forward secrecy since knowledge of either £ 4 or zp alone allows the
calculation of Zap. If 4 becomes known then r4 can be found from s4 and
E and then Zap = yg“““)m can be re-calculated. If g becomes known
then Zap = (yata)®®"® can be re-calculated. Since Zap = SZBB(E“) yg A
this protocol shares the property with Protocol 5.23 that knowledge of one
Z ap value is sufficient to find all subsequent values.

5.5.7 Hirose—Yoshida Protocol

The protocol of Hirose and Yoshida [144] uses a novel signature scheme de-
signed to include elements from the ephemeral keys of both entities. Although
the signatures seem similar to those used in the protocols in Sects. 5.5.5
and 5.5.6, they use an extra random parameter and this allows the weak-
nesses of the former protocols to be avoided. The description in Protocol 5.26
includes some changes of sign in order to maintain our standard notation for
public keys.

The signature parameters formed by B are defined as eg = H(g*?,tp,t4)
and wg = s — eBTp — eszB mod g, where sp is randomly chosen for this
signature. The values e4 and w4 are formed by A in an analogous fashion. On
receipt of message 2, A must verify the signature. A will respond with message
3 only if this signature is correct. On receipt of message 3, B must verify the
signature from A. If the protocol completes successfully then both A and B
calculate the shared secret as the ephemeral Diffie-Hellman key: Z4p = g"475.
The extra random values, s4 and sg, prevent 7 4 and rp becoming known even
if £ 4 and zp are known, and therefore forward secrecy is provided. As long as
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A B
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Protocol 5.26: Hirose-Yoshida key agreement protocol

the signatures cannot be forged, resistance to key compromise impersonation
is provided too.

Unknown key-share attacks are possible on Protocol 5.26 if an adversary
can arrange a certified public key equal to that of a victim. The adversary can
then simply change either of the identifiers in the first two messages and make
the other party believe that the secret is shared with the adversary. Baek and
Kim [22] have shown that the more sophisticated unknown key-share attacks
constructed by Blake-Wilson and Menezes [46] apply to this protocol too by
showing that duplicate signatures can be found for the signatures used.

5.5.8 Comparison

Table 5.5 compares some of the major properties of the protocols of this sec-
tion. A feature of these protocols is that either a signature is required from
each principal, or each principal is required to decrypt some protocol param-
eters with their private key. This means that key compromise impersonation
will always be resisted by this kind of protocol. Therefore we omit this attack
from consideration in the table but we do consider vulnerability to unknown
key-share (UKS) attacks.

Although the IKE main protocol satisfies most of the desirable properties
listed in Table 5.5, its large number of message passes is a drawback. In addi-
tion, the complexity of the protocol has been heavily criticised. The SKEME
protocol is an attractive choice amongst this set of protocols. It is simple and
carries a proof of security. As with all these protocols mitigation of denial of
service can be added by use of an initial state-free exchange of cookies at the
expense of two additional message passes.
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Table 5.5. Summary of major properties of key agreement protocols using enhanced
message format

Properties — No.of DoS  Resists Forward Security
J Protocol passes mitigation UKS secrecy proof
STS (5.15, 5.17) 3 No No Yes No
Oakley aggressive (5.18) 3 No Yes Yes No
QOakley conservative (5.20) 7 Yes Yes Yes No
SKEME (5.21) 3 No Yes Yes Yes
IKE main (5.22) 6 Yes Yes Yes Yes
Arazi (5.23) 2 No No No  Broken
Lim-Lee (5.24, 5.25) 3 No Yes No No
Hirose—Yoshida (5.26) 3 No No Yes No

5.6 Identity-Based Schemes

Identity-based public key cryptography was first proposed by Shamir in 1984
[295]. The idea is to avoid the use of public key certificates by embedding the
owner’s identity in the public key. The identification information can include
any desired information such as real name, physical description and identifi-
cation numbers. In the following we will use the notation I Dy to denote the
identifying string of entity I. In most identity-based protocols it is not ac-
ceptable for a random string to be used as an identity, and therefore 1Dy is
typically calculated using a hash function. We will often write ID; = H(I) for
a suitable hash function H, but in practice the information that is included
in the hash may be much more extensive.

Identity-based schemes can be classified into three levels using a categori-
sation of Girault’s [115]. In the schemes at level 1 the public key of the entity
is exactly the identity string ID;. This means that once the description of a
principal is obtained, its public key can be correctly calculated without re-
course to any other information. This is a very attractive way of obtaining
keying material but unfortunately there is a significant drawback. No princi-
pal can be allowed to generate the corresponding private key. If this were the
case then any entity could do the same; at the least this would mean that
any entity could masquerade as any other. Therefore, in all identity-based
schemes of this basic type the private key of each principal is calculated by a
trusted third party. Such complete trust in the third party is not reasonable in
many situations, although it may be acceptable in a corporate environment.
Another important matter, which often goes unmentioned in descriptions of
identity-based schemes, is that some mechanism to deal with compromised
private keys still needs to be provided, just as with certificate-based schemes.
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A number of level 1 key establishment protocols were proposed during
the 1980s. Later it was realised that similar benefits can be achieved in key
establishment protocols even when it is not possible to explicitly extract the
public key from the identity. A value obtained from the trusted third party
may be used in combination with the partner’s identity to derive a key that can
only be calculated by a principal with the correct private key. We call such a
value an implicit certificate. This allows the private keys to be kept secret from
the authority and can be regarded as a compromise between the basic identity-
based scheme and certificate-based schemes. These schemes reach level 2 in
Girault’s classification. However, the first proposals in this category suffered
from a limitation that we now explain.

A certificate of a public key is no more than a signature by a third party
on certain information that includes the public key value. Any principal who
receives such a certificate, including the owner of the private key, cannot use
it to form another contradictory certificate (for example, one that shows a
different public key). This is simply because only the third party can form new
signatures. Certainly a malicious certification authority can generate its own
private key and produce a certificate that shows that this private key belongs
to any victim principal. This would allow the authority to masquerade as the
principal. However, this certificate will contradict the real certificate of the
principal. Because only the authority is able to produce a certificate the two
contradictory certificates can be used to show that the authority has cheated.
The problem with the early identity-based protocols, in which principals could
choose their own private key, was that the principals could use their private
information to form new implicit certificates. Since both the authority and
the principal can form contradictory certificates it is impossible to tell which
of them has cheated when two certificates appear. This situation is arguably
very little better than when the authority has access to the private key, since
it is able to masquerade as any principal without being caught.

Finally in 1991 Girault [115] solved this problem by defining self-certified
public keys. These are keys that have an implicit certificate that can only be
generated by the trusted authority. These protocols reach level 3 of Girault’s
classification. The three different levels of security are summarised in Table
5.6.

Table 5.6. Girault’s levels of identity-based schemes

Level Properties Example

1 Third party knows secret key Okamoto

2 Third part cannot find private key. Principal can  Girault and Pailles
generate contradictory public key

3 Only third party can generate valid public key Girault
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Recently there has been a revival of interest in identity-based cryptography
due to the discovery of several new applications of pairings on elliptic curves.
One of the applications of these techniques is to identity-based key agreement,
first recognised by Sakai et al. [287]. Dupont and Enge [105] have analysed
a non-interactive protocol using pairings; this is analogous to static Diffie-
Hellman but does not require certificates. Smart [301] defined an identity-
based two-pass authenticated key agreement protocol using pairings. Both
these examples are at level 1 in Girault’s classification.

We now look at two prominent schemes at level 1 and then compare them
with Girault’s level 3 scheme.

5.6.1 Okamoto’s Scheme

Okamoto’s scheme [256, 257] was the first published identity-based key agree-
ment protocol. It uses a composite modulus n = pg whose factorisation is
known only to a trusted authority. The authority chooses values e and d as
in the RSA algorithm, so that ed mod ¢(n) = 1, and an element g that is
primitive in both the integers mod p and the integers mod ¢. The values g
and e are made public.

Before engaging in the key agreement protocol each user must register
with the authority to obtain a private key. User I's identification string, I Dy,
is treated as an integer modulo n. The authority calculates the value sy =
I D,_d mod n and distributes sy securely to user I.

Protocol 5.27 shows the key agreement message flows. The shared secret
is defined as Zap = g¢"4"%. On the assumption that it is necessary to know
either s4 or sp in order to find Z4pg, the scheme provides implicit key au-
thentication.

Shared information: Public modulus n and exponent e. Element g of high order in
Z;,.

Information known to A: sa such that s§ = ID," mod n.

Information known to B: sp such that s§ = ID;}1 mod n.

A B
A €R Zn
ta=g"4 sata TB €R Zn
sptp ty=g'®
Zap = ((sptp)*IDp)"™4 Zap = ((sata)?IDs)"B

Protocol 5.27: Okamoto’s identity-based protocol
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It can be seen that the scheme has a close similarity with MTI protocol
C(0) (see Table 5.2) despite the different algebraic setting. Like that proto-
col, the Okamoto protocol is vulnerable to key compromise impersonation.
Unknown key-share attacks seem to be prevented on the assumption that
users cannot choose their own identities. We need to be careful with regard to
whether forward secrecy is provided since compromise of the long-term private
key of the trusted authority may allow the adversary to compute discrete log-
arithms in the group Z} and thereby find old session keys. Therefore, forward
secrecy is only provided if n is large enough that taking discrete logarithms
in (at least one of) Zj and Z} is hard.

Mambo and Shizuya [220} conducted a formal proof of security of Protocol
5.27 against a passive eavesdropper. They showed that any efficient algorithm
that can find the shared secret can also break the Diffie—Hellman problem in
Z>. Later this analysis was extended by Kim et al. [182] to show a security
proof against active attacks. They provide a reduction of attacks on the pro-
tocol to the Diffie-Hellman problem or to the RSA problem. Their model is
similar to the Bellare-Rogaway security model in that they define a powerful
adversary who can interact with several oracles running protocol instances.
However, success of the adversary requires that the complete key is returned,
rather than being defined in terms of any partial information on the key be-
ing recovered. Therefore it seems that these results are not as strong as they
might be.

Protocol 5.28 is a variation of Protocol 5.27 proposed by Okamoto and
Tanaka [257] which includes a hashed value to allow explicit authentication.
Timestamps, T4 and Tg, are included inside the hashes, c4 and cp respec-
tively, to ensure freshness. The shared secret is again Z4p = ¢*"4"# but this
value is calculated in a different way in this variant.

A similar variant was later published by Shieh et al. [296] with claimed
computational advantages, but Yen [338] showed that explicit authentication
fails. A further variation is to provide one-pass key establishment (previously
discussed in Section 5.2.2) suitable for applications such as electronic mail. A
scheme originally proposed by Okamoto and Tanaka [257] was shown by Tsai
and Hwang [318] to be vulnerable to attacks by insiders, and they proposed
new schemes of their own. Later, Tanaka and Okamoto [316] designed another
scheme to prevent the trusted authority from obtaining session keys (although
the centre can always masquerade as any user). A drawback of all these one-
pass schemes is that a file containing auxiliary public information for each user
is required and so it seems simpler to use a conventional public key scheme
instead of an identity-based one.

Girault and Pailles’ protocol [116] has a strong connection with Protocol
5.27. Although the former lies in level 2 of Girault’s classification, a com-
parison of the two is instructive in understanding why level 2 is of marginal
improvement over level 1. In Girault and Pailles protocol the public key, 34,
of A satisfies y5ID4 = g~ °®4 mod n, where g*4 is given to the server but
x4 is kept secret by A. But if we rearrange this we find that y4¢%4 = ID~¢
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Shared information: Public modulus n and exponent e. Element g of high order in
Zry,.

Information known to A: s4 such that s§ = 1D mod n.

Information known to B: sp such that s§ = IDIT),1 mod n.

A B

TA €ER Lp,ua = g4
ca =H(UA,IDA,IDB,TA)

UA,VA
vaA :sAgCATA ?

CA =H(UA,IDA,IDB,TA)

ID,y ;ui{‘/vj

B €r Zn,up = g'®
cB ZH(uB,IDB,IDA,TB)
UB,UB cpT

— v = §4g°B"B
cB =H(UB,IDB,IDA,TB)

IDg —‘?‘U%B/U%

T r
ZaB =ug Zap =u'?

Protocol 5.28: Okamoto-Tanaka identity-based protocol

so that A can calculate y4 herself when the same registration process as that
in Okamoto’s scheme is used. In the Girault and Paillés protocol A sends
the message y4g°4~"4 to B. But when we rearrange this message it becomes
ID=%g=74 which is the same as the corresponding message sent in Protocol
5.27 except for a change of sign. Similarly the shared secrets are identical in
the two protocols. We conclude that there is essentially no difference between
the two even though the former is classified as level 1 and the latter as level
2.

5.6.2 Gunther’s Scheme

Giinther [138] proposed an identity-based scheme in the familiar setting of
Zy. The trusted authority S has private and public key pair zs and yg =
g"S. Again IDy is a description of the identity of user I, which Giinther
suggests should be a one-way function of any relevant characteristics of 7.
We have denoted this in the protocol description as ID; = H(I). At the
registration phase user I obtains an ElGamal signature (u;,v;) generated by
S by choosing k; randomly in Z} (but prime to p — 1) and setting u; = g*:,
v; = (ID; — zsu;)/k; mod p — 1. The signature pair (u;,v;) is given to I. The
verification equation of the ElGamal signature scheme can be written as:

Vi _ ID; —u;

Uy =9 Ys
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Although any party can verify this equation, the idea is not to reveal v; but
rather that [ is the only party who is in possession of the discrete logarithm
of g1Pr yg ™ to the base u;. Protocol 5.29 shows a successful protocol run. The

shared secret is Zap = u'f "4 ujf ™.

Shared information: Public key ys of S.

Information known to A: ElGamal signature of S on IDa, (124,v4), so that g'?4 =
ylaulp
Information known to B: ElGamal signature of S on IDg, (up, vp), so that g'’8 =
yePurr.
A B
A
D% DA = H(A)
B -
IDBZH(B) ; UB XB:gIDAySuA
XA — gIDByg’uB
TA €ER Zq
_ .TA wa
wa = ug _— B €R Zq
wp _.rp
— wp = U
ZAL;ZZIUEA}(ZA 2{43 ::10231(25

Protocol 5.29: Giinther’s key agreement protocol

There is a similarity with MTI protocol A(0) and consequently it seems
reasonable to assume that one of v4 or rg, and one of vg or 7 4, are required to
find Z 4 p. With this assumption it follows that resistance to key compromise
impersonation is provided. Like Okamoto’s protocol, if users cannot choose
their own identities then the unknown key-share attacks on the MTI protocols
do not carry over. It can be seen that compromise of the long-term secrets v4
and vp enables the adversary to find old session keys, so that forward secrecy is
not provided. Therefore Giinther also proposed Protocol 5.30 as an extension
of the basic protocol that provides forward secrecy at the cost of an extra
exponentiation on each side. A and B choose additional random values, r/, and
g respectively. This time the shared secret is the same as in the basic protocol
multiplied by the ephemeral Diffie-Hellman key: Z4p = u/f"*uy’"™
Burmester [74] showed that his triangle attack is applicable to both versions
of the protocol.

Like Okamoto’s scheme, a drawback is that the trusted authority has ac-
cess to users’ private keys so that the protocol only reaches level 1. Another
potential disadvantage is that four messages are required, although it is worth
noting that messages 2 and 4 can be combined in both protocol versions. It
should also be remembered that no conventional certificates are required, so

! ’
gTA T .
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Shared information: Public key ys of S.
Information known to A: ElGamal signature of S on IDga, (ua,va), so that g'?4 =

Ua, VA
Ys ug -
Information known to B: ElGamal signature of S on IDg, (up,vs), so that g'°8 =
ysFuyl.
A B
Au
524, ID4 = H(A)
B,u u
IDp = H(B) "2 Xp=g/Paysua
Xy =g'PBys"s
TA,T:4 €R Zq
wa = 'U,;BA
’ w ,t
ta=g'4 A, TB,Ts €ER Zq
wBp = u:,B
LI
ZaB ngAXzAt;A ZAB =wZBXgBtTAB

Protocol 5.30: Giinther’s extended key agreement protocol

in practice there may be savings in comparison with other protocols that may
require additional messages to obtain the necessary public key certificates.

Saeednia [282] has proposed Protocol 5.31 as a variant of Giinther’s scheme
that reduces the number of messages to only two. The idea is to replace the
equation for the user’s secret v; with v; = IDyk; + zsu; mod (p — 1) while, as
before, the public key is u; = g*i. Consequently A can generate her random
value, t4 = ¢g"4, for the protocol without waiting to receive B’s public value
up. The shared secret becomes Zqp = ¢g¥4"8+T?574, The change effectively
replaces ElGamal’s signature in Giinther’s protocol with a variant signature
(in fact it is variant 3 in Table 11.5 of the Handbook of Applied Cryptography
[234]). Saeednia also showed how to add forward secrecy to Protocol 5.31
without further message exchanges.

5.6.3 Girault’s Scheme

The algebraic setting for Girault’s key agreement scheme [115] using self-
certified keys is the same as that used for Okamoto’s protocol (5.27). An RSA
modulus n and key pair e, d are chosen by the server, together with an element
g of high order in Z}. When A registers to use the scheme she chooses her
private key x4 and provides g4 to S, who calculates the self-certified public
key ya = (g°4 —ID 4)? mod n. (We have changed the sign of z 4 from Girault’s
original in order to maintain our usual notation.) In order for the scheme to
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Shared information: Public key ys of S.
Information known to A: Signature of S on ID4, (ua,va), so that g*4 = yg# uQD".

Information known to B: Signature of Son IDpg, (up,vp), so that g*8 = ygsugDB.

A B

TA €R Zy

Ayua,t
ta=gia A enZ,

B, t
Busts s

1Dy = H(B) ID4 = H(A)
Xa=ulBys Xp = g'Payy

ZAB ZtEAXzA ZaB :tZBX;B

Protocol 5.31: Saeednia’s variant of Giinther’s key agreement protocol

achieve level 3 it is essential that S is unable to find z 4. Saeednia [283] has
pointed out that a malicious server could choose n so that finding discrete
logarithms is easy, and for this reason the size of n should preferably be 2048
bits. In addition S should provide a proof that n is the product of two safe
primes; Camenisch and Michels [80] provide a method to achieve such a proof.

In Girault’s original short paper he only mentioned the possibility of us-
ing the self-certified keys to produce an authenticated static shared key. If
the public keys are already available this can be achieved with no message
exchanges: A calculates (y§ + IDpg)*4 in order to produce Z4p = g*4*® and
B calculates the analogous value. However, since the public key is simply a
way to find an implicitly certified key for each party, any of the MTI protocols
can be modified to provide a dynamic protocol. For example, Protocol 5.32
shows a version modified from MTI A(0), as suggested by Rueppel and van
Oorschot [279]. The shared key is Z4p = g"4*58+"8%4_ Of course the usual ex-
tra checks should be made in order to avoid the potential attacks, as discussed
in Sect. 5.3. Analogues of the other MTI protocols can be made similarly, re-
placing y4 in the MTI original with y4 + ID4 in the Girault version, and
similarly for yp.

Later Saeednia [284] described two identity-based schemes, but there seems
little to recommend these over the previously published protocols. Saeed-
nia’s first protocol is at level 1 on Girault’s scale, but it is not as efficient
as Okamoto’s. His second protocol was claimed to achieve level 3, but Kim et
al. [183] showed that only level 2 was achieved and proposed a small change
to remedy this. In any case, although there may be a very small reduction
in storage requirements, the protocol computational requirements are higher
than in Girault’s.
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Shared information: Public modulus n and exponent e. Element g of high order in
Z;,.

Information known to A: z4 with y§ + ID4 = g®4 mod n.

Information known to B: zp with yg + IDg = g*& mod n.

A B
T4 €ER Lp
r t
ta=g* —A TB €r Zn
tB tB — grB
Zap = 5 (v + ID5)"* Zap = €57 (4 + IDA)'®

Protocol 5.32: Girault’s identity-based protocol

5.6.4 Schemes Using Signatures with Message Recovery

Nyberg and Rueppel [253] suggested using their signature with message re-
covery, already discussed in Sect. 5.2.2, as the basis of identity-based key
agreement. The idea is to make the public key of each principal the signature
of g4I D;l. After recovery of the message from the signature the implicitly
certified public key can be recovered by multiplying by ID 4. With this ba-
sis, any of the MTI-style protocols can be applied, in the same manner as
explained in the previous section. Sakazaki et al. [288] explored use of elliptic
curves and other variations in order to make the basic idea more efficient.

5.7 Protocols Designed for Computationally Limited
Devices

Despite the inexorable increase in the availability of computing resources there
has been considerable interest in protocols that can be implemented on de-
vices with limited computational power. Typical examples of such devices are
mobile terminals and embedded hardware. Very often the low-power device
is a client required to establish a key with a computationally powerful server
and so an acceptable solution may have unbalanced computational require-
ments: the server end can bear an increased computational load in order to
ease the burden on the client side. Another technique that is effective is to
allow the client side to pre-compute values which can be used during the
protocol execution; mobile terminals typically have the opportunity to make
off-line computations during the idle time between awaiting calls. Horn et al.
[145] provide a survey and comparison of several protocols proposed for use
by mobile devices.
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5.7.1 Yacobi—~Shmuely Protocol

Although not itself designed for low-power computational devices, the Yacobi—
Shmuely protocol [336] has been adapted for this purpose as described below.
Protocol 5.33 differs from most other Diffie—Hellman-based protocols in that
the exchanged values are not exponentiations, but rather the random expo-
nents themselves. The shared secret is Z4ag = g"4"B.

Shared information: Modulus n. Element g of high order in Zj,.

A B
ra €Er Lp
s =ra+za —Pt rB €ER Zn
(—2— up =rp+ I8
Zap = (g"Pyp')"" Zap = (g"4y,")"?

Protocol 5.33: Yacobi-Shmuely protocol

Yacobi and Shmuely proved that their protocol is secure against passive
eavesdroppers but there is an active attack on the protocol found by Yacobi
[335]. It applies if the adversary C is able to obtain a shared secret Zp from
an old protocol run, for which the protocol messages have been previously
recorded. Thus C has the old values Zap = ¢"4"8, ra + 24 and rg + zp.
The adversary C now starts a new run of the protocol with the entity A and
replays the message rp + x5 sent by B in the old protocol run. Entity A will
send a new message r'y + 1 4, but by subtracting the old message r 4 +z 4 from
this, C' obtains 1’y — r4. The adversary is now able to find the new shared
secret Z'yp = g™A"® by the calculation Z);, = (g®8t By )aTA) . Zyp.

An essentially identical protocol was subsequently published by Alexandris
et al. [10] and it was pointed out by Nyberg and Rueppel [254] that a similar
attack applies.

Park [261] proposed a protocol for use in a wireless environment that is
based on the Yacobi-Shmuely protocol, but with a small and significant differ-
ence. In Protocol 5.34 the server or base station, A, carries out the exponenti-
ation using v 4 on behalf of the mobile station, B, with the aim of reducing the
computational load on B. Apart from this change in where the computation
takes place, the protocol (including the shared secret) is the same as Protocol
5.33. (We have omitted certain extra fields used for key confirmation which
have no bearing on this discussion.)

The replay attack on Protocol 5.33 still applies, but Boyd and Park [64]
showed that an even stronger attack is possible. Any entity C can execute this
protocol successfully with the entity B without the knowledge of the private
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*

Shared information: Modulus n. Element g of high order in Zj,.

A B
TA €ER Zn
uQ = g”+’3"‘ Y4 rB €ER Ly
(—-—uB—— up =rp+IB
Zap = (g"Py5' )4 Zap = (uayy')'®

Protocol 5.34: Park key agreement protocol

key of A. This can be seen in Attack 5.10. The adversary C calculates the
session key in exactly the same way as A does in a normal protocol run, since it
is not necessary to know the value of 74 to calculate Z4p = (ygg®e+78)"4 =
g"47E. Principal B believes that Z4p is shared with A whereas it is actually
shared with C.

Shared information: Modulus n. Element g of high order in Zj,.

C B
rc €Er Ly
uc =yag'c —Ye rB ER Zn
(———uﬁ— uB =rB +IB
Zop = (9*Pyp')"C Zap = (ucyy')"®

Attack 5.10: Attack on Park key agreement

5.7.2 ASPeCT Protocol

ASPeCT was a European collaborative project concerned with future mobile
communications. The work included specification of a candidate protocol for
authentication and key establishment based on asymmetric cryptography [146,
145]. The protocol is intended for use by mobile users to establish a secure
session with either a fixed network or a value-added service provider (VASP).
There are a number of slightly different versions; Protocol 5.35 describes what
seems to be the most recent [145]. As usual we omit the certificates from our
description, as well as other parameters used for charging and payment data.

Protocol 5.35 does not provide forward secrecy since knowledge of the
long-term key zp is sufficient to calculate K 4p from the protocol messages.
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Shared information: Three hash functions hi, he and hs.

A B
rA €r Z,
ta=g™4 —tA——-> rB €R Zq
rs,ha(Kap, 75, B .
Kap =hi(r,y}) — 2(Kap, 75, B) Kap =hi(rp, t57)
{Siga(H)} K 45

H = h3(ta,ys,r8,B)

> Decrypt and verify

Protocol 5.35: ASPeCT protocol

However, since either g or 74 is required to find K4p and also A provides
a signature, key compromise impersonation seems impossible. Notice that
principal A, which represents the mobile user, can calculate all exponentials
before the protocol is run, as long as the public key of B is known in advance.
The signature generation algorithm can also be mostly performed off-line if a
suitable algorithm, such as DSA, is used. It is for this reason that a protocol of
this sort may be preferred for a resource-limited device, even though forward
secrecy is not provided.

5.7.3 Jakobsson—Pointcheval Protocol

Jakobsson and Pointcheval’s protocol [167] is related to Protocol 5.35 and
calculates the shared secret in almost the same way. In Protocol 5.36 the
computationally limited entity A is able to complete all the computations
required to send message 1 off-line as long as the public key of the server, B,
is previously available. This means that only simple calculations need to be
performed by A during the protocol run itself. As with Protocol 5.35 a by-
product of the improved efficiency is that forward secrecy is not provided, since
once rp is compromised any previously agreed session keys become available.

A difference between Protocols 5.35 and 5.36 is that the shared key K4p
in Protocol 5.36 has no fresh input from B, whereas in Protocol 5.35 both
principals have a random input to K 4p. This means that in Protocol 5.36, B
must trust A to generate a new session key. The pair (d,r) forms a signature
on the shared secret K. Since B has a fresh input, e, to the signature, he can
be sure that A chose the input t4 for this protocol run, so a simple replay
attack is not possible.

Protocol 5.36 shows a revised version of the protocol. In the original version
the message field r was defined by r = hy(g"4); this means that there is
nothing to connect the signature (d,r) to the session key which allows an
impersonation attack as shown by Wong and Chan [328]. An interesting aspect
of this attack is that the original protocol already carried a proof of security in
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Shared information: Three hash functions k1, ke, hs with outputs of lengths I;,12,13
respectively. Security parameter k (suggested value k = 64).

A B
TA, T €Er Zg

K =y
r :hQ(grlAanytAyK)

ta=g'4 K =t?
X = h3(ys,ta, K)
X
—c eer {0,1}*
X;h3(yB7tA7K)
B A,d ? d e
dZT'A—eiL'A mOdq —_— r:hQ(g yAavatAaK)

Kap =hi(ya,ta, K)

Protocol 5.36: Jakobsson—Pointcheval protocol

the Bellare-Rogaway model, bringing into question the value of the security
proof in helping to avoid basic errors.

Wong and Chan [328] proposed Protocol 5.37 as an improvement to Proto-
col 5.36. The general design is similar but it uses a generic encryption function
to send the keying material from A to B. Again, most of the computation for
A can be carried out off-line if the public key of B is known. The symmetric
encryption using r 4 in the second message is not clearly defined, but evidently
must provide both integrity of the identity B in addition to confidentiality of
rp. As with the previous protocols in this section, forward secrecy is not pro-
vided since if B’s private key is compromised then both r4 and rg may be
found, revealing the session key.

Protocol 5.37 is proven secure in the Bellare-Rogaway model, but in an
interesting echo of the problem with Protocol 5.36 the published version of the
protocol [328] is missing the identity B from the definition of field o. With-
out this there is again a straightforward impersonation attack, in which the
adversary masquerades as a different server to A, but completes the protocol
with B impersonating as A. It seems difficult to pinpoint how this difference
affects the proof given in the paper of Wong and Chan.

A related protocol was previously published by Boyd and Park [64]. It has
the same basic structure, but uses a generic encryption algorithm in the first
message and a generic digital signature in the third message.
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Shared information: Three hash functions hi, bz, hs. Security parameter k.

A B

ra €r {0,1}F, 7, €r Z,

tA=gTIA tAaEB(TA) N
rB,B}r
< {rs, Blrs rp €r {0,1}*
o= (ra®re),B oc=rs®rs, B
y =zah{c) + 1)y mod g v gv 2 yZ(o) ta
KAB:H(G') KABZH(G')

Protocol 5.37: Wong-Chan protocol

5.8 Protocols in ISO/IEC 11770-3

The international standard ISO/IEC 11770-3 [162] is devoted to key manage-
ment techniques using public key (asymmetric) techniques. The key transport
protocols in this standard are discussed in Chap. 4. There are seven key agree-
ment mechanisms in the standard; these may be regarded as frameworks for
detailed protocols into which fall many of the protocols we have examined. All
the key agreement protocols in the standard are based on the Diffie-Hellman
exchange.

Key Agreement Mechanism 1
This is a no-message protocol. It is simply the static Diffie-Hellman protocol.
Key Agreement Mechanisms 2 and 3

These have one message exchange. Mechanism 2 involves a random input from
A to form an ElGamal encryption key. Mechanism 3 includes authentication
information from A in addition. The Nyberg-Rueppel protocol (5.3) fits into
this category.

Key Agreement Mechanisms 4 and 5

These are two message exchanges in which both principals send an ephemeral
public key. Mechanism 4 is simply ephemeral Diffie-Hellman. Mechanism 5
uses the long-term and ephemeral keys in the calculation of the shared secret.
The MTT protocols (see Sect. 5.3) fit into mechanism 5.
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Key Agreement Mechanism 6

This unusual mechanism is related to Protocol 4.12 examined in Chap. 4 but
instead of transporting a generated key, the signature used to respond to
a challenge is used as the session key. Without any special properties of the
signature this is a questionable approach. The protocol cannot provide forward
secrecy. The standard claims that an example of this mechanism is the Beller—
Yacobi protocol [37] but it is difficult to recognise any close similarity.

Key Agreement Mechanism 7

This three-message protocol is the same as Protocol 5.16, with the excep-
tion that a MAC is added into the last two messages to provide explicit key
confirmation in the manner described in Sect. 5.4.8.

5.9 Diffie-Hellman Key Agreement in Other Groups

Diffie-Hellman key agreement was originally proposed in the algebraic set-
ting of the multiplicative group Z; and we have used this setting in all our
descriptions so far. It has long been known that the basic structure can be
generalised to any commutative group. In this section we mention some of the
most prominent alternative groups that have been proposed.

Elliptic curve groups have significant potential advantages over using Z,
because of their greater efficiency and compact representation. Many re-
cent protocols have been specially designed with elliptic curve implemen-
tation in mind rather than using prime fields. Examples include the MQV
(5.11) and Oakley (5.18) protocols. The Oakley specification includes a
number of candidate elliptic curves and also provides for negotiation of
new curves during the protocol. It is sometimes possible to avoid certain
attacks because of the structure of the curve used. For example, elliptic
curve groups can be chosen to have prime order so that there is no need
to check whether elements are in a particular subgroup.

Hyperelliptic curves are generalisations of elliptic curves. The jacobian
group of a hyperelliptic curve is another setting that has been suggested
for the Diffie-Hellman technique [186]. It seems that there are many open
questions with respect to the security and best implementations in this
setting. Smart and Siksek [302] have proposed to use a different structure
on hyperelliptic curves.

Extension fields have been used by several authors. For example, Scheidler
et al. [290] give details of Diffie-Hellman in real quadratic fields. Brouwer
et al. [71] designed a Diffie-Hellman version using a subgroup of the ex-
tension field GF(p®) which has attractive performance properties. This is
related to Lenstra and Verheul’s XTR group [204] which can also be used
for Diffie-Hellman.
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Z?, McCurley [227] designed a special version of Diffie-Hellman key agreement
in Z? when n is the product of two primes: n = pg. He showed that
breaking this version is equivalent to both factorising n and breaking
Diffie-Hellman in the two subgroups Zj and Z;. Scott [292] extended
Protocol 5.27 to this setting to obtain an identity-based key agreement
protocol for which it is proven that obtaining the shared secret from the
messages exchanged (and any other public information) is equivalent to
factorising the modulus.

5.10 Protocols Not Based on Diffie-Hellman

Key agreement protocols without Diffie-Hellman usually possess a computa-
tional advantage, but lack forward secrecy. Protocol 4.16 can also be regarded
as a key agreement protocol in this class.

5.10.1 SKEME without Forward Secrecy

The SKEME protocol described in Sect. 5.5.3 has versions with and without
forward secrecy. Protocol 5.38 shows the mode without forward secrecy; it
replaces the Diffie-Hellman exchange of Protocol 5.21 with a simple exchange
of nonces chosen by A and B respectively.

Shared information: Security parameter L.

A B
Na €r [0,2%]
Eg(A,N4y),r
TA ER L4 5( a),7a > NB €r [O,QL]
B €R L4

EA(NB),TB, MACKk, (TA,TB,B,A) K

Verify MAC o= H(Na,Ng)

MACk,(rB,ra, A, B)

Ko = H(Na,Ng) Verify MAC

Kap = MACKO (MACKO(TB,T‘A,A, B))

Protocol 5.38: SKEME protocol without forward secrecy

The temporary shared secret Ky is calculated as Ko = H(N4, Ng). The
session key is calculated by applying the MAC function to the final message.

KAB = MACKO(MACKO(TB,TA,A,B))‘
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Evidently N4 and Npg, and consequently K 45, are revealed if the long-term
decryption keys of A and B become known, so forward secrecy is not ob-
tained. However, use of the public key encryption prevents key compromise
impersonation.

The SKEME re-keying protocol is identical to Protocol 5.38 with the en-
crypted values in messages 1 and 2 omitted. Instead the previous Ky value is
reused to find a new K 4p value based on the newly chosen nonces. There is
also a version of the Qakley protocol without Diffie-Hellman, whose structure
is very similar to Protocol 5.38.

5.10.2 Key Pre-distribution Schemes

Over the years a number of key establishment protocols have been proposed
in which each user stores a relatively large amount of keying material locally.
In order to agree a static key with another user a shared subset of the keying
material is selected, and used as a shared secret. Although these schemes
may not be strictly regarded as key agreement protocols, they can be seen as
analogous to static Diffie-Hellman and therefore we mention them here.

The general idea of such schemes is that a trusted server will generate a
set of secret elements and distribute a subset of these to each user. Each pair
of users must be able to generate a shared secret, so the intersection of their
secret element sets must be non-empty. Furthermore, this intersection must
be unique to those two users to ensure that no other user can derive the same
secret. Further properties may be desirable. In particular, it is often required
that any (small) subset of users should be unable to derive the keys of other
users, in order to prevent coalitions of users from attacking other users.

Blom [48, 49] seems to have been the first to address this problem. He
presented solutions based on coding theory which can be guaranteed to provide
an optimal solution in terms of the storage required by each principal. Jansen
[168] proposed a potentially more efficient scheme but Mitchell and Piper
[237] showed that it can be insecure. Gong and Wheeler [133] considered a
geometrically-based scheme. Users are given sets of keys that define lines in
the integers modulo a suitable number. The shared secret then consists of the
keys that lie at the intersection of the lines they hold.

Later Leighton and Micali [203] proposed a simple scheme in which users’
keys are stored in tamper-resistant devices. This assumption greatly eases the
problem of avoiding coalition attacks. Here we outline the simplest form of
one of their schemes.

1. The trusted authority T chooses M k-bit secret elements K1, ..., K.

2. An identity bit-string (ay,...,anr) is generated as a public function of
the user’s identity.
3. The user with identity string (ay,...,an) is allocated a secret sequence

(Si,...,Sm) where

S, = Kj if()tj:()
7 h(KJ) if aj =1.
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When principals A and B, with respective identity strings (a1,...,an)
and (f1,...,8nm), wish to generate a shared secret they simply form the string
Xap = X1,Xa,...,Xp where

X = Kj ifajZOandﬂjzo
7 | h(K;) otherwise.

Leighton and Micali omitted to include the user identities when defining
how to obtain the key from the shared secret. Zheng [340] pointed out that
this omission can allow an attack in which the adversary with identity string
(71, -+ -,7vm) can find the shared key between A and B as long as v; = 0 when
both a; = 0 and B; = 0. Therefore he suggests to derive the shared key by
hashing the shared secret together with the identities of the principals.

All these schemes are suitable only for environments in which a small num-
ber of principals are fixed in advance. A typical application is for encryption
between nodes in a network. Two limitations are that users need to store a
relatively large amount of keying material and that the keys agreed are static.
This latter problem may be addressed by including a timestamp to vary the
session key agreed each time.

5.11 Conclusion

The number of key agreement protocols that we have examined in this chapter
gives some indication of their importance, both in the research literature and
in practical applications. Protocols based on Diffie-Hellman key exchange are
by far the most common, but come in various different types. In particular
we distinguished between those in which the exchanged information consists
only of the Diffie-Hellman messages, those which exchange additional au-
thenticating information, and those which are identity-based. This last class
of key agreement protocols has been of increasing interest lately due to new
constructions using pairings on elliptic curves.

The number of proposed key agreement protocols continues to increase.
Recent proposals for an IKE replacement have shown that new ideas are still
possible and the range of additional security requirements is very large, with
anonymity and protection against denial of service becoming increasingly seen
as part of a standard list. Certainly understanding of how to properly design
such protocols has increased immensely in recent years, but there are still
some aspects that have not been covered in formal analyses. It seems likely
that there will continue to be some interesting developments in the design of
key agreement protocols in the coming few years.
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6

Conference Key Protocols

6.1 Introduction

As electronic communications and information services become more sophis-
ticated, many applications involving multiple entities become necessary. Since
these applications will generally require secure communications it is necessary
to design protocols that establish keys for groups of principals. There is a great
variety of different practical requirements that may be appropriate in differ-
ent applications, and the number of protocols is very large. In this chapter we
will mainly restrict attention to ways in which the two-party protocols that
have been explored in previous chapters can be generalised to the multi-party
situation.

Just as with two-party key establishment, different types of protocol are
appropriate depending on the application. Applications such as video and
audio conferencing may have very different requirements from other appli-
cations such as satellite TV or Internet video broadcasting. Hardjono and
Tsudik [141] discuss the following four factors that influence the requirements
for such protocols.

Application Type A fundamental feature is how many of the parties must
be able to send information. In a corporate teleconference all parties may
wish to transmit. In a satellite broadcast to a large group there is only
one sender. There may be many intermediate cases too0.

Group Size and Dynamics For small groups it is feasible for all principals
to take part in interactive key establishment; for very large groups it be-
comes impractical. Some protocols can easily accommodate addition and
deletion of members or subsets, while for others there may be a significant
computation or communication cost.

Scalability The efficiency of protocols may vary as the size of the group of
users changes.

Trust Model It is important to define which principals are trusted to gen-
erate and authenticate keys.
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Similar properties, as well as a number of typical application scenarios, are
considered by Canetti et al. [81]. Detailed study of these issues is outside
the scope of this book. However, in certain cases we are able to make some
comments regarding these matters.

The rest of this section discusses the generalisations of the security goals
of two-party key establishment that are relevant for multi-party key establish-
ment. In the next section many generalisations of Diffie-Hellman key agree-
ment are described and analysed. Section 6.3 describes protocols that pro-
vide authenticated conference key agreement by adding authentication to the
generalisations of Diffie-Hellman key agreement. Section 6.4 looks at identity-
based multi-party protocols while Sect. 6.5 is concerned with some proposals
for conference key agreement that do not use Diffie-Hellman as a basis. We
then look at multi-party key transport protocols in Sect. 6.6, including the im-
portant idea known as logical key hierarchy. The final main section introduces
protocols for broadcasting keys.

6.1.1 Generalised Security Goals

Before discussing some of the different types of conference key protocols we
first consider how the basic definitions for key establishment can be extended
to multi-party protocols. The definition of a good shared key given in Chap. 2
can be generalised to a conference key as follows.

Definition 6.1. The shared session key is a good key for principal U; to use
with the set of principals U only if U; has assurance that:

o the key is fresh (key freshness);
o the key is known only to principals in U (key authentication).

If the conference is large it may be too expensive, in terms of both com-
munications and computation, for each principal to receive and verify authen-
tication information from all other group members. Instead many protocols
simply allow each group member to implicitly authenticate the key with re-
spect to only one other group member. In a multi-party key transport protocol
it is natural for the principal distributing the key to provide key authentica-
tion. In a multi-party key agreement protocol group members communicate
with each other in some systematic way. For example, members are often ar-
ranged in a logical ring and each principal’s key input can be authenticated to
the ‘next’ member. This may be regarded as a weaker form of authentication
since each principal is relying on every other conference member to check the
authenticity for the whole group.

Generalisations of enhanced protocol properties can be tricky. We con-
sider in particular the important property of key confirmation. The potential
problems are illustrated by considering the definition given in the Handbook
of Applied Cryptography [234] which was discussed in Chap. 2.
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Key confirmation is the property whereby one party is assured that
a second (possibly unidentified) party actually has possession of a
particular secret key.

For a two-party protocol this definition is useful: if A knows that the key is
good for use with B, and that a different entity has the key, then A knows
that B must have the key. But in a conference it may be of quite limited use
to know only that some other member of the set of principals has the key.

Saeednia and Safavi-Naini [285] suggest that every principal should be sure
that either the same key is shared with all other principals or that no two
principals share the same key. In particular they consider that a situation in
which a session key is established by a subset of the intended set of principals,
but which is not known to other members of the set, is a major threat. In
contrast Ateniese et al. [18, 19] note that key confirmation for all users requires
‘at the very least, one round of simultaneous broadcasts’, implying that it may
be too costly to justify.

Instead of making a judgement on whether or not conference key protocols
ought to provide key confirmation we simply generalise our definition from
Chap. 2 so that we can examine which protocols provide the property.

Definition 6.2. Let U be a set of principals with U;,U; € U. Key confirma-
tion of U; to U; is provided if U; has assurance that key K is a good key to
communicate with every principal in U, and principal U; has received K. Com-
plete key confirmation is provided to U; if key confirmation of U; is provided
to U; for allU; e U\ {U;}.

6.1.2 Static and Dynamic Groups

After a multi-party key has been established between a group of principals it
may be desired either to add principals to the group or to remove principals
from it. Of course this may be done by simply re-starting the protocol to
establish a new key for the modified group. However, this may be inconvenient,
especially if the group is large or the full protocol is computationally expensive.
Therefore many conference key protocols have been designed, or optimised,
in order to allow members to be easily added or removed.

Notice that this issue does not apply to key establishment protocols be-
tween two principals and so we have a new way to classify protocols as catering
for either static groups in which the principals are fixed, or dynamic groups
in which the principals can change. Protocols for dynamic groups include
sub-protocols for joining and removing of principals. They may also include
sub-protocols for merging two groups together or partitioning a group into
subgroups.

New security goals may also be required for dynamic groups. Kim et al.
[184] define three new properties that may be applicable.
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Forward secrecy An adversary who knows a set of group keys cannot derive
any subsequent group key. (This is an unfortunate conflict with the more
usual meaning of the term forward secrecy.)

Backward secrecy An adversary who knows a set of group keys cannot find
any earlier group key.

Key independence An adversary who knows any set of group keys cannot
find any other group key.

The motivation for forward secrecy (in this sense) is that any group member
who leaves the group should not be able to learn any new group keys after
leaving. Similarly, backward secrecy ensures that new group members cannot
learn old group keys. Key independence is the strongest of the three properties,
and implies the other two.

In this chapter we will concentrate mainly on static groups, generalising the
protocols in earlier chapters. However, we will mention extensions to dynamic
group protocols in many cases.

6.1.3 Notation

The notation used in this chapter is shown in Table 6.1. Because many confer-
ence key protocols are based on generalisations of Diffie-Hellman key exchange
there is much similarity with the notation used in Chap. 5.

6.2 Generalising Diffie-Hellman Key Agreement

There are different ways that the basic Diffie-Hellman two-party key agree-
ment can be generalised to a multi-party protocol. In this section we will
look at several of the natural ways to do this without considering how to use
them to provide authenticated key agreement. In Sect. 6.3.1 we outline how
these protocols can be incorporated into conference key protocols to provide
establishment of good keys.

6.2.1 Ingemarsson—Tang—Wong Key Agreement

Ingemarsson et al. [156] considered a model in which principals are connected
in a ring, so that principal U, receives messages only from U;_; and sends
messages only to U;y1. To enable a general description we allow any index
i but U; and U; are the same principal when ¢ = j mod m. Ingemarsson et
al. described a number of Diffie-Hellman generalisations based on the idea of

symmetric functions.

Definition 6.3. The j’'th symmetric function on the set S = {r1,...,"m}
is denoted SU) and consists of the sum of all possible products of j distinct
elements of S.
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6.2 Generalising Diffie-Hellman Key Agreement 205

Table 6.1. Notation for conference key protocols

p A large prime (usually at least 1024 bits).
A prime with ¢|p — 1.

QQ

A subgroup of Z;. G is often a subgroup of order ¢, but sometimes is
equal to Z,

g A generator of G.

N

The set of principals intended to share the session key.
m  The size (cardinality) of I{.
U; The ¢’th principal in U, where 1 < i < m.

r;  Random integer, typically of the same size as the order of G, chosen
by Ul

t;  The value g"*. All computations take place in Z,.
z; The private long-term keys of U;.

yi  The public key of U;, the value g®:. These public keys will have to be
certified in some standard way which we do not consider here.

Z  The shared secret calculated by the principals.
K The shared session key.

H(.) A one-way hash function. Certain protocols may require specific prop-
erties and may specify particular functions.

For example, if m = 3 then SO = r| + 75 + 73, S@ = riry + rirg + rorg
and S®) = ryryrs. Ingemarsson et al. showed that protocols exist in which
the shared key is gs(]) for any 7 with 1 < j < m. However, they pointed
out that all their protocols are insecure against a passive adversary who can
tap the communications channels between the principals, except for the case
j = m, which also turns out to be the case that minimises the computations
required for each principal. (More precisely they considered how many of the
communications channels need to be tapped in order for the eavesdropper to
find the shared key in each case.)

Protocol 6.1 shows the message flows between principals U;_1, U; and U; 44
for the case j = m. In the first round, principal U; sends g™ to Us, principal
U, sends g™ to Us, and so on. In the second round, principal U; sends g™
to Us, Uy sends ¢" "2 to Us, and so on. At the end of m — 1 rounds, principal
U, is able to calculate the shared secret Z = ¢™ "™ by raising the final
received message to its exponent ;.

Of interest in all such protocols is the amount of communication and com-
putation required for each principal, as well as the number of rounds required.
In this case each principal must calculate m exponentiations, and send and
receive m — 1 messages. As explained above, m — 1 rounds are required.
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Ui—1 U; Uit
Ti—1 €ER Zg r; €ER Zq Tiy1 €ER Zg
gTi—l gTi
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2= (g e

Protocol 6.1: Ingemarsson—-Tang-Wong generalised Diffie-Hellman

6.2.2 Steiner—Tsudik—Waidner Key Agreement

Steiner et al. [308] proposed three protocols, named GDH.1, GDH.2 and
GDH.3, which can be regarded as variations of Protocol 6.1. Indeed, in each
of their protocols the same key as that of Protocol 6.1 is derived by the princi-
pals from the same set of messages. The differences between all these protocols
lie in where the computation is done and which messages are communicated.
This leads to a flexible set of protocols that can be adapted to a variety
of applications depending on the priorities in optimising communications or
computational requirements.

The two phases of GDH.1 are shown in Protocol 6.2; messages travel in
opposite directions along the line in the two phases. During the first phase
values are collected up by the principals. Principal U; initially sends g™ to Us.
Then Us raises the received value to its secret ro and adds this to the received
message to form the message sent to Us. A similar pattern is followed by
each other principal. At the end of the first phase principal U,, is able to
calculate the shared secret Z = g™ "2 "=. In the second phase principal U,
starts sending messages in the opposite direction. The message sent by U,, to
Up_y is g'm, gmim, ghreim . g"72Tm-2"m_ Principal U,,—1 now starts the
general pattern by using the last part of the message to form Z by raising it
to its own random value r,,_1, removing it from the message, then raising the
remaining m — 2 parts of the message to its secret r,—; before sending it to
Up—2.

In comparison with Protocol 6.1, GDH.1 reduces the average amount of
computation required per principal. At the same time it takes twice the num-
ber of rounds; in GDH.1 no message can be sent until the previous message
has been received, whereas in Protocol 6.1 many of the messages can be sent in
parallel. In the next version of their protocol!, GHD.2, Steiner et al. reduced

! This protocol is also known as IKA.1 in later papers of these authors [309].
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Ui—1 U; Uit
Phase 1:
T T T17T2...T;
g, g, L., gl i
3 ri €ER ZLg
g'r1 grlrz g”‘17‘2-~7‘i
? LA
Phase 2:
Riy1 = gritimitzrm
T 172 rT1r2...Ti—1
hi+11: hi+1 [ hi+1
hi — g"'iri+1-~-7"m Z — (hTI‘ile-..Ti—l)m
) 1
1 ri7T2 T172---Ti—2
RIURITE LR

Protocol 6.2: Steiner-Tsudik—Waidner GDH.1

the number of rounds required by gathering more partial calculations in the
first phase and replacing the second phase with a single broadcast message
from principal U,,.

Ui U; Uiy1
Phase 1:
Pic1 :gTITQ---ri—l’
—1 —1 -1
Ty T Ti—1
Pic1sPiZ1s 5P
T ER Zq
pi = gT17’2~--Ti,
7‘1_1 r2_1 pt
i
pi 7pi 7"'7pi
Phase 2:

U, broadcasts ZTII,ZTEI,. . .,Z”_nl
U; calculates Z = (Z’i_l)”

Protocol 6.3: Steiner—Tsudik—Waidner GDH.2

Protocol 6.3 shows the messages in the GDH.2 protocol. In the first phase
U; receives i values from U,_;; one of these values is the principal value p;_,
while the remaining ¢ — 1 values consist of p;_; with one of the exponents
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T1,T2,...,Ti—1 ‘missing’. Initially U; starts Phase 1 by sending ¢™ and g to
U,. The notation used in Protocol 6.3 is not intended to indicate how these
values are calculated: the inverted exponents are written only to conveniently
summarise the values sent. On receiving this message U; raises all received
values to its exponent r; to form ¢ new message components and also includes
the principal value p;_1 in the message sent on to U;; 1.

The second phase of GDH.2 consists of a single message broadcast by U,,,
which includes all the partial calculations necessary for each other U; to find
Z with a single exponentiation using r;. On receiving the final message in
the first phase, U,, can calculate the shared secret from the principal value
Pm-1 a8 Z = p,m ;. The final broadcast message can be calculated by U,
by raising each of the other m — 1 components of its received message to its
secret exponent 7,,.

Steiner et al. proposed another variant protocol designed to minimise the
average computation required for each principal. This protocol?, GDH.3, has
four phases.

Phase 1: Partial information is generated by the first m— 1 principals.

Phase 2: Principal U,,,_; broadcasts gm " "m-1 = Z™n

Phase 3: Each of the principals Uy, Us, .. ., Uy, 1 ‘removes’ its exponent from
the broadcast information and sends the result to principal U, to add the
final exponent to these partial values.

Phase 4: Principal U, applies its exponent r,, to all the received partial
calculations and broadcasts the results. This allows each principal to find
Z by applying its exponent to the correct partial value.

Protocol 6.4 summarises the message flows for GDH.3. Again, the notation
in Protocol 6.4 is not intended to imply that any inversion of exponents is
actually calculated. In Sect. 6.2.9 below the relative features of each of the
GDH variants is compared, together with other generalised Diffie-Hellman
protocols.

Protocols GDH.2 and GDH.3 are well suited for dynamic groups. Steiner
et al. provided explicit protocols for adding and deleting group members after
the initial key has been agreed. The idea is to reuse most of the keying ma-
terial from the initial protocol run, but one principal must renew its random
value. The introduction of a fresh random exponent makes the new and old
keys independent so that any added principal cannot find the initial key and
a removed principal cannot find the new key. Steiner et al. also provide a
protocol for many principals to join the group together.

In the original paper [308] the protocols for addition and deletion of group
members required principal Uy, to choose a new random input and update the
previous values, but later Steiner et al. [309] pointed out that any principal
can act as a group controller responsible for this. The protocols for adding
and deleting principals are essentially identical for both GDH.2 and GDH.3.

2 Also known as TKA.2 [309].
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Phase 1: (fori < m —1)

Ui U, -
gT1T2.“ri__1
E———
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Phase 2:
U —1 broadcasts gr1r2~--7‘m_1
Phase 3:
Ui .

Phase 4:
U, broadcasts ZTI_I,ZTZ*_l,. A
U; calculates Z = (Zri_l)”

Protocol 6.4: Steiner—Tsudik—Waidner GDH.3

In order to add a member the group controller must refresh the message
just before the final broadcast message using a new random exponent. Then
the added principal sends a new broadcast message and all other principals
calculate the new key the same way as in the final phase of the protocols. In
the protocol for removal of a member the group controller broadcasts a new
message for the final phase which excludes the component intended for the
member to be removed.

6.2.3 Steer—Strawczynski—Diffie-Wiener Key Agreement

The generalised Diffie-Hellman key agreement proposed by Steer et al. [305]
was designed for use in a secure audio teleconference. In their description the
messages between the principals are broadcast to all principals. However, not
all messages are required by all principals and in our description principals are
arranged in a linear fashion. Following the pattern of Protocol 6.2 there are
two phases in which messages flow in opposite directions. The shared secret Z
has the following value, but is calculated in a different way by each principal.
L (gh1T2y
z :ng(grm‘l(g )
Protocol 6.5 shows the messages flowing to and from a typical principal U;
together with the computations made by U;. Principal U; is able to calculate
Z immediately once Phase 1 is complete as follows.
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Protocol 6.5: Steer—Strawczynski-Diffie-Wiener generalised Diffie-Hellman

el
Z o)

To start Phase 2 principal Uy sets wy; = ¢; and sends this to Us who can
now calculate Z. Notice that the principals at the right hand end of the se-
quence use fewer computations than those at the left hand end. Principals
U, and Us both use m exponentiations, but the number of exponentiations
required decreases by one as 4 increases by one. Principal U,, requires only
two exponentiations: one in Phase 1 and one in Phase 2 to find 2 = ] ;.
As compared with Protocol 6.1 the increase in the average number of com-
putations is accompanied by a large decrease in the number of messages that
are sent. In Protocol 6.5 each principal sends and receives only two messages
(except for the end points which send and receive only one).

6.2.4 Perrig’s Generalised Diffie-Hellman

Perrig [270] designed a key agreement protocol in which principals are consid-
ered as leaves in a binary tree structure. At stage j of the protocol a secret is
agreed between each pair of sibling nodes of depth j. This secret is known to
all principals at leaves that are children of those nodes. This continues until a
secret is agreed between the two nodes that are the children of the root node,
and this key is the group shared secret. In comparison with the previous pro-
tocols we have looked at, an advantage of Perrig’s protocol is that the number
of rounds required is only logarithmic in the number of principals.

Figure 6.1 illustrates the protocol for the case of four principals. We assume
that there are m = 2¢ principals involved. The description below works equally
well in general with d = [log, m] and letting r; = 1 for m < i < 2¢. We denote
by Z; i the k’th key shared during round j.
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U 1 U: 2 U3 U4

Fig. 6.1. Perrig’s key agreement protocol with four principals

There are d rounds as shown in Protocol 6.6. During the first round each
pair of sibling leaves shares a standard Diffie-Hellman secret. Conceptually we
place each shared secret at the node of depth d — 1 that is the parent node of
the two leaves (principals) who share it. During round 2 one of the principals
from the pair that share Z; j calculates and broadcasts gZ1-*; both principals
also receive g?1.* where Zy 1 is the sibling node of Z; ; and thus both can
calculate Zs ~ at the parent node of Z; ; and Z; /. During round 7 the two
sets of principals who share keys at sibling nodes of depth d — i + 1 generate
a Diffie-Hellman key by using these keys as the input to the Diffie-Hellman
protocol.

At the end of round d the shared secret Z = Z; is calculated by each of
the principals as the root of the tree. Each principal can calculate the key for
every node between its leaf and the root of the tree. In round 4 one principal
must be nominated to broadcast g%, for each key K at depth d — i, to ensure
that all principals can calculate the key for the next round. We may regard
this large number of broadcast messages as the price to be paid in Perrig’s
scheme for the reduced number of rounds.

Kim et al. [184] have considered this form of tree-based key agreement in
some detail. In particular they have shown that this protocol is very suitable
when it is desirable to alter the composition of the group without restarting
the whole protocol. They show that protocols designed to add or remove either
single or groups of principals can be performed efficiently by restructuring the
tree of keys.
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Round 1

Zy1 =g

Zyo =g’

Zy ga-1 =g'motm
Round 2

Z2,1 — gZ1,121,2

Zag = 921‘321’4

Zy gd—2 = gZ1,2d—1A121,2d—1
Round d

Zg_11Z4—
Zgq = gZa-11Pd-1.2

Protocol 6.6: Perrig’s generalised Diffie-Hellman

6.2.5 Becker and Wille’s Octopus Protocol

Becker and Wille [25] proposed their ‘Octopus’ protocol in order to provide
an example that minimises the number of simultaneous message exchanges
between principals. An exchange between two principals can include a pair
of messages, one in either direction. We will discuss this matter further in
Sect. 6.2.9.

A building block for the Octopus protocol is the four-party key agreement
shown as Protocol 6.7. The resulting shared secret is the same as in Perrig’s
four-party protocol in Fig. 6.1. However, the number of exchanges required is
reduced (to four) due to the manner in which the key is derived. Firstly U1
and U, exchange Diffie-Hellman messages to obtain the shared key Z2, while
Us and Uy similarly obtain Z34. Then U; and Us use these keys as inputs to
a further Diffie-Hellman exchange so that both can obtain the shared secret
gZ12%s4 while Uy and Uy do the same. (We should strictly include a mapping
to take elements Z;5 and Z34, which are elements of G, to elements of Z,,
which are required for the Diffie-Hellman inputs. Such a mapping is easily
defined if G = Z;, but in general there is no efficient mapping known. Becker
and Wille include such a mapping, but we omit it from our descriptions.)

To set up the Octopus protocol the principals are partitioned into four
subgroups of as near equal size as possible (this is a four-legged Octopus, but
Becker and Wille also proposed a version with 2¢ legs). Each group has a
distinguished member, the subgroup controller, who manages the protocol for
that subgroup. There are three phases in the Octopus protocol.
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™ r
Zip =g"t"

212234 212234

Z3q =g"3"

Protocol 6.7: Four-principal basic Octopus protocol

Phase 1: Each subgroup controller runs a Diffie-Hellman exchange individu-
ally with each of its group members. Let us denote the secret shared with
the j’th member of the i’th subgroup as Z; ;.

Phase 2: The four subgroup controllers run the basic protocol (6.7) with
each controller using as input the product of all the keys agreed with
members of its subgroup: r; = [[; Z; ;. Thus controller U; first agrees
Zy9 = gl 71311225 with controller Uy. Then U sends g2 to controller
Us and receives g4 from Us. This process allows each subgroup controller
to calculate the group shared secret:

2 = gl 7 1172l 2. )

(6.1)

Phase 3: Each subgroup controller sends each member of its subgroup two
values, which consist of its two inputs to the last step in Phase 2 except
that the secret it shared with that principal during Phase 1 is missing
from the exponent. For example, suppose subgroup controller U; shared
secret Z ; with one of its subgroup members in Phase 1. Then U; sends
to that principal the two values gllize %15 1225 gp4 g(ng 031149 From
these values the principal can first reconstruct gl 213 11225 ysing Z; ; and
then the group shared secret Z shown in Eqn. 6.1.

The number of message exchanges required in the Octopus protocol is m — 4
during each of Phases 1 and 3, and four during Phase 2, making a total of
2m — 4. The exchanges in Phases 1 and 2 include two messages each, while
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those in Phase 3 consist of only one message. Thus in total there are 3m — 4
messages sent.

6.2.6 Burmester—-Desmedt Key Agreement

The protocol of Burmester and Desmedt [75] uses an ingenious method to ob-
tain efficiency both in the number of messages sent per user and in the amount
of computation required. Instead of using a symmetric function to define the
shared key, as in Protocol 6.1, Burmester—Desmedt key agreement uses a
cyclic function. Protocol principals are arranged in a ring so that U; = Up,q1.
The protocol is simplest to understand in the version that allows broadcast
communications; below we also describe how it can be implemented using
communication only between adjacent users in the ring. There are two phases
in this broadcast version as shown in Protocol 6.8.

Ui—1 U; Uiyt
Phase 1:
T €ER Zyq
t; o t;
— ti=g _—
Xi = (i1 /1)
Ziy =1t
Phase 2:

Principal U; broadcasts X; to all other parties.
U; calculates Z = (Zi_l,i)mX{nAlXﬂI2 X,

Protocol 6.8: Burmester-Desmedt generalised Diffie-Hellman with broadcasts

During Phase 1 each adjacent pair of users, U; and U;4, performs a basic
Diffie-Hellman key exchange. However, instead of calculating the individual
secrets, principal U; calculates the ratio, X;, of its two secrets with adjacent
principals. In Phase 2 each principal broadcasts its X; value. Once all prin-
cipals have broadcast their values, every principal can calculate the shared
secret. The following calculation shows that all principals calculate the same
shared secret if all principals act correctly.

Z = (Zi—l,i)m . Xz-rn_l - X,Z’_T_Iz Tees Xi_z

= (Zia )™ (Zi,z'+1)m_1 (Zi+1,i+2)m_2 (Zi—z,i—l)
et Zi—1,i Zii1 "\ Zio3i-2

=Zi 1 Zij+1 Ligrig2 - Li—2i1
— gr1r2+r2r3+-‘.+rmr1_

Petitioner Samsung Ex-1021, 0235



6.2 Generalising Diffie-Hellman Key Agreement 215

Just and Vaudenay [175] have pointed out that the Burmester—Desmedt
protocol can be generalised in two ways. Firstly, the keys shared between the
adjacent principals, the Z; ;1 values, can be found using any key agreement
protocol. Secondly, there are alternative ways to combine these shared keys.
One example is to choose X; = Z; ;11 — Z;_1; and then define the shared
secret as follows.

ZzZ= mZ;—1,; + (m - I)Xi + (m — 2)X¢+1 + ...+ X2
= Z1,2 + Z2,3 + ...+ Zm,l-

Horng [147] designed a protocol closely related to Protocol 6.8 but with
the principals arranged in a logical line rather than in a ring. The shared
secret is also subtly different from that of Protocol 6.8, including only the
adjacent exponent pairs on the line: £ = gnr2tm2rst+m-1"m The method
for calculating the shared secret depends on where the principal stands in
the line, but is more efficient than Protocol 6.8, especially if the number of
principals is large. Horng shows that any passive attack on the protocol that
can distinguish Z from a random string is as hard as the decision Diffie-
Hellman problem.

Since broadcast messages can be expensive in some communications net-
works, Burmester and Desmedt also proposed a protocol version that uses only
communication between adjacent principals. The basic idea of the protocol is
unchanged, but the calculations are distributed between different principals,
reducing the computation required for each principal. There are three phases
in this pairwise version as shown in Protocol 6.9.

Phase 1 in Protocol 6.9 is the same as in the broadcast version of the
protocol described above. After this phase each principal knows the shared
secrets with each adjacent principal. The purpose of Phase 2 is to distribute
the computation of the shared secret amongst all principals. This phase re-
quires m rounds starting from U; with by = ¢o = 1. Alternatively, any one
principal could gather all the X; values and do all the computation for this
phase on behalf of the other principals.

When Phase 2 is complete, U; has received the value ¢,,, = le_l -X;”_Q .

.+ Xm—1 from Up, and sets this value to dy. In the final phase each principal
can calculate the shared secret Z and also calculates the d; value to be sent
on to the next principal. For example, U; calculates Z = dj - Z{" and sends
di = do/ X" on to Us. It follows from the equality X; = X5- X3-...-X,, that
di = X3 1-X77?....- X5, so that U can calculate Z in a similar way. Notice
that all the messages passed between the principals can be calculated from
the public X; values, which are available to an eavesdropper in the broadcast
protocol version.

6.2.7 Joux’s Tripartite Diffie-Hellman

All the Diffie-Hellman generalisations described so far require at least two
rounds to complete. Later we will see that there are conference key agreement
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Ui—1 Ui Uita
Phase 1:
Ty €ER Zq
ot ti = g" b
Xi = (tiva/ti1)"
Zi1;=1",

Phase 2:

bi_1, Cie

Diz1, Giz b, = Xibi_1

bi,ci

¢ =bi—1ci1

Phase 3:
di-
L di=di X"

Z=di—1- Zinil‘i ——dz—)

Protocol 6.9: Burmester-Desmedt pairwise generalised Diffie-Hellman

protocols that can be run in one round, but they do not achieve forward se-
crecy. The protocol of Joux [171] is the only example currently known of a
group key agreement protocol that can be run in a single round and still pro-
vide forward secrecy; however, the protocol can only work with three parties.

Joux’s protocol works in elliptic curve groups and exploits properties
known as pairings of group points. These pairings are bi-linear mappings,
which means that it is possible for principal A to calculate g*4*2*¢ knowing
just 4 and the ephemeral Diffie-Hellman keys of B and C on the elliptic
curve; here g is a point in a different group defined by the elliptic curve base
point and the pairing.

The security of Joux’s protocol is based on a different problem from the
standard Diffie-Hellman problem on elliptic curves. Al-Riyami and Paterson
[9] discuss several authenticated versions of Joux’s protocol.

6.2.8 Security of Generalised Diffie-Hellman

Because we have considered only protocols without authentication in this sec-
tion, none of these protocols can provide security against an active adversary.
However, for many of the protocols in this section it is possible to relate
their security to that of the two-party Diffie-Hellman key exchange. Since the
Diffie-Hellman problem has resisted all challenges for over 25 years this is as
good a security property as we can hope for.
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Definition 6.4. Suppose that n principals each choose respective random in-
puts ry,7a,...,7, and deriwe the shared secret Z = g™ """ . The n-party
Diffie-Hellman problem is to find Z given all elements of the set {g"(9)|S C

{ri,re,...,mn}}-

Steiner et al. [308] give a formal proof that the n-party Decision Diffie-
Hellman (DDH) problem is hard if the original two-party version is hard. This
gives assurance that if the adversary is able to distinguish between a random
value and the shared secret, given the public values, then the adversary can
also solve the two-party DDH. Although it is not known that the DDH is as
hard as the basic Diffie-Hellman problem, it is widely believed to be hard, and
many security proofs assume this to be the case. For example, the problem
of finding the cyclic key used in Burmester and Desmedt’s Protocol 6.9 is
claimed by its authors [75] to be as hard as breaking the two-party Diffie-
Hellman protocol, although no proof is given.

Proofs of security seem problematic when the shared secret is defined
through ‘recursive’ use of Diffie-Hellman, because the output does not lie
in the same algebraic group as the input. Thus no security proof is available
for the Steer—Strawczynski-Diffie-Wiener key agreement (6.5) or for Perrig’s
protocol (6.6). However, Becker and Wille, in their description of the Octopus
protocol (6.7), assume the existence of an efficient bijection from the group
G generated by g to Z,; this mapping is invoked when moving the outputs
of a Difie-Hellman protocol in G to the inputs in Z,. Under this assumption
they prove that if ordinary Diffie-Hellman is secure then so is the Octopus
protocol.

6.2.9 Efliciency of Generalised Diffie-Hellman

When comparing the relative efficiencies of the protocols in this section there
are a number of different measures that may be relevant depending on the
implementation and application scenario. Table 6.2 summarises the most im-
portant performance features of each of the protocols. The purpose of this
table is only to be indicative of the comparative costs in each protocol and
therefore we have taken licence in some of the figures where the exact val-
ues differ only slightly from those indicated. For example, in GDH.1 the end
principals are required to send only one message, while in GDH.2, U,,, sends
only the broadcast message. Similarly the number of exponentiations for U,,
in GDH.1 and GDH.2 is m.

In Table 6.2 the number of messages refers to the number of point-to-point
messages sent, while the total number of broadcast messages is in addition to
the point-to-point messages. Any message sent to more than one principal is
counted as a broadcast. A number of different papers also include tables of
comparison [308, 270, 12] but the reader should be aware that these do not
all count items in the same way. Amir et al. [12] have reported on extensive
practical tests of the performance of several of these protocols.
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Table 6.2. Computational requirements in generalised Diffie-Hellman protocols

Exponentiations Messages Broad-| Rounds
per U; per U; in total | casts

ITW (6.1) m m—1m(m—-1) 0 m—1
GDH.1 (6.2) i+1 2 2m-1)| 0 2(m-1)
GDH.2 (6.3) i+1 1 m—1 1 m
GDH.3 (6.4) | 3" (mfor Un) | 2 2m -3 2 m+1
SSDW (6.5) m—i+2 2 2m-1){ 0 {2(m—1)
Perrig (6.6) [log, m] + 1} 1 m m — 2| [log, m]
Octopus (6.7) 4t 3 3m—4 0 4
BDB (6.8) 3* 2 2m m 2
BD (6.9) 3 4 4m —1 0 2m

¥ Calculation of an inverse also required.
 Minimum value. Some principals must do more.
* Average of two exponentiations with exponent m also required.

Choosing a suitable protocol for an application may depend on many fac-
tors and it may not be sufficient to optimise any one particular performance
parameter. There is no single generalised Diffie-Hellman protocol that is the
best for all the criteria used in Table 6.2. If the lowest computation per prin-
cipal is desired then the Burmester—-Desmedt (BD) or GDH.3 protocols are
attractive. (Note, however, that one principal has a high computational load
in GDH.3.) If the number of rounds is to be minimised then the Burmester—
Desmedt broadcast (BDB) protocol looks attractive but the communications
network used must support simultaneous broadcasts if the figure of only two
rounds is to be achieved. If broadcast communications are to be avoided then
GDH.1 or BD are both worth considering, although ITW may be the best if
the number of rounds should be minimised at the same time.

Becker and Wille [25] have provided lower bounds on several of the de-
sirable performance parameters. These bounds are derived from an analysis
using basic counting and inductive proofs. Their results are summarised in
Table 6.3, which is set out to emphasise the clear division between protocols
with and without broadcast, as made by Becker and Wille. As well as the
number of messages used and the number of (synchronous) rounds, Becker
and Wille also consider the number of ezchanges (connections between pairs
of users) and the number of simple rounds (in which every party sends and re-
ceives at most one message). Notice that synchronous rounds are only relevant
when broadcast messages are used.

Comparison between Tables 6.2 and 6.3 shows that in many cases the
bounds derived by Becker and Wille can be met by practical protocols. Specif-

Petitioner Samsung Ex-1021, 0239



6.3 Conference Key Agreement Protocols 219

Table 6.3. Performance bounds for conference key agreement (Becker and Wille)

Messages Exchanges Simple Synchronous
rounds rounds

Without broadcasts|2(m — 1) 2(m —2) [log, m] -

With broadcasts m m [log, m] 1

ically GDH.1 and GDH.2 meet the bounds on the minimum number of mes-
sages for the two cases without and with broadcast messages. In the case of
GDH.2, adding the single broadcast message to the m — 1 point-to-point mes-
sages gives the bound of m messages indicated in Table 6.3. When it comes to
(simple) rounds, we have seen that Perrig’s protocol meets this bound. The
Octopus protocol was specifically designed to be optimal in terms of number
of exchanges and meets the lower bound of 2m —4. Although Becker and Wille
left it as an open question whether a protocol with only one synchronous round
is possible in the case without broadcasts, we will show in Sect. 6.5 examples
of protocols that meet this bound.

In the next section we will examine how the protocols introduced in this
section can be enhanced by adding authentication to the messages sent. We
will also see that there are other features that may prove important in com-
paring the suitability of protocols for different applications.

6.3 Conference Key Agreement Protocols

When examining two-party key agreement based on Diffie-Hellman in Chap. 5,
two classes of protocol were evident: those in which the long-term public
keys were included in the calculation of the shared secret and those in which
long-term keys were used only for message authentication. For conference key
agreement the former class of protocols is completely missing. The reason for
this is that there seems to be no symmetrical way that long-term keying infor-
mation from multiple users can be incorporated into the shared key. Therefore
all the published authenticated conference key agreement protocols make use
of either public key encryption or digital signatures to provide authentication
of the messages sent in the various generalised Diffie-Hellman key agreement
protocols.

6.3.1 Authenticating Generalised Diffie-Hellman
Designers of many of the multi-party Diffie-Hellman generalisations that were

examined in Sect. 6.2 have ignored the issue of key authentication, or have sim-
ply stated that authentication using digital signatures may be added. When
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there are no long-term keys providing authentication, forward secrecy is mean-
ingless. If key authentication is added by, for example, signing protocol mes-
sages with a long-term key, then forward secrecy will usually be provided
automatically as long as the signature mechanism and ephemeral keys are
independent.

Burmester and Desmedt proposed that their generalised Diffie-Hellman
key exchange (Protocol 6.9) could provide key authentication if each ¢; value
was authenticated by any chosen means. They suggested that this means could
be any good digital signature scheme but also provide an explicit interactive
mechanism. However, Just and Vaudenay [175] pointed out that authenti-
cating the messages is not sufficient, since it does not show that the party
authenticating knows the random input r; and consequently unknown key-
share attacks are possible. In any case, this simple authentication can only
provide a weak form of key authentication in that each party authenticates
the participation of only one other party. There is no direct assurance of which
other parties may have the shared secret.

Just and Vaudenay [175] also propose a generalised form of the Burmester—
Desmedt protocol, using their two-party key agreement protocol examined in
Chap. 5 (Protocol 5.13) as the basic building block. They prove the security
of their protocol against a passive adversary. Although it avoids the unknown
key-share attack against the Burmester—Desmedt protocol it still only provides
weak key authentication. Just and Vaudenay suggest that such problems may
be avoided by making each party broadcast a signed hash of all messages sent
in the protocol. This seems to be an expensive way to provide implicit key
authentication.

6.3.2 Klein—Otten—Beth Protocol

Klein et al. [185] proposed a protocol that is related to the protocol of Inge-
marsson et al. (Protocol 6.1) but with two distinct enhancements designed to
provide authentication and robustness.

e FEach message is protected by a digital signature of the sender, which also
includes a unique identifier for the protocol run.

e FEach intermediate value is calculated multiple times with the aim of de-
tecting and recovering from errors caused by principals deviating from the
protocols.

More precisely there are m — 1 rounds to the protocol during which mes-
sages are broadcast, via a write-only bulletin board, to all other principals.
Messages all consist of triples of the form (U;, 4, Sigy, (PID, g*)), where PID
is an identifier, A is a set of users in U, and A is the set of exponents input
by the users in A. For example, a particular message sent by Us might be
(U27 {U37 U2}7 SigUz (PID, grsrz)).

Round 1: U; chooses random ephemeral input z; and broadcasts the triple
(Ui’ {Ui}’SigUi (PIDagzi))'
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Round j (2 < j < m —1): The following steps are taken.

1. U; collects all messages from round j — 1 that exclude x; in the ex-
ponents. For each of these U; raises the g# value to the exponent z;,
and forms the new message triple (adding its identity to the set A4)
and broadcasts the result.

2. Each message with the same user set A is then compared. If there are
any differences then the recovery process is invoked.

3. Once these are resolved, all duplicates are deleted and j is incre-
mented.

The recovery protocol has as input a set of principals A and a set of
message triples using set A but with differing values of g“. All principals
belonging to A are required to reveal their secret input z; which allows check-
ing against the signed inputs from the previous round. Principals found to
have been cheated by a majority of the other principals are expelled from the
conference. Those principals who have not cheated choose new z; values and
reconstruct their inputs for the current round.

Despite the attraction of having a protocol robust to disruption, this is an
expensive protocol. Even without any recovery, each principal is required to
perform a total of 2 + (ml_l) + (") .+ (Z:;) = 2™~! exponentiations,
which becomes impractical for large values of m.

6.3.3 Authenticated GDH Protocols

Ateniese et al. [18, 19] propose two methods to extend their GDH.2 protocol
(6.3) to provide authenticated group key agreement. They remark that the
same extensions can be applied to GDH.3 too, but imply that GDH.1 is less
interesting in practice, since the alternatives have smaller computation and
communications requirements (see Table 6.2).

The simplest method of providing authentication changes only the final
broadcast message of Protocol 6.3. In order to achieve this extension it is
assumed that the distinguished principal U,, shares a secret K; with each
U;. It is suggested by Ateniese et al. that this secret should be calculated
from the static Diffie-Hellman key, S; ,, = g*:*~, shared between U; and U,,;
for example, K; = F(S; ) where F' is a function taking elements of G to
Zg4. Then the first phase of the protocol is the same as Protocol 6.3. In the
second phase U,, sends Z": K g U;. On receipt of this message U; can find
the shared secret Z = g™ "2 by raising the received message to the power
riK'. The message flows are shown in Protocol 6.10 which Ateniese et al.
called A-GDH.2.

The use of the shared secret K; values means that principals can be sure
that the value they calculate for Z will be known only to those that actually
participate in the protocol with Up,. This is on the assumption that U, fol-
lows the protocol faithfully. In this sense the protocol provides implicit key
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Information shared by U; and U,,: Key K;.

Phase 1:
Ui_1 Ui Ui
Piog = grireeTio1,
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p g 172 E3
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>
Phase 2:
-1 —1 —1
U,, broadcasts 21 1 zm X2 zro Km

U; calculates Z = (Zrz'"l"‘i)ri"(i_1

Protocol 6.10: Ateniese—Steiner-Tsudik A-GDH.2

authentication. However, in common with many multi-party protocols, prin-
cipals have no direct assurance of which other principals are participating in
the protocol. This means that the principals really know which other parties
have the shared secret only if the group is fixed or assured by some other
means. Ateniese et al. claim a proof of security against passive attacks but
not against an active adversary. Indeed they point out that an attack simi-
lar to Burmester’s triangle attack is possible, although they claim that the
unusual circumstances involved make such attacks ‘very unlikely in practice’.

Pereira and Quisquater {267] conducted an analysis of the security of Pro-
tocol 6.10 using a systematic technique for deciding which powers of g can be
obtained by an active adversary. They showed that strong key authentication
can indeed fail if the group membership varies. They demonstrated an explicit
attack in which the adversary takes part in one protocol run and can find the
key in a subsequent run in which the adversary is not intended to be involved.
To see how this attack can work consider the particular case of A-GDH.2
when m = 4 shown in Protocol 6.11. The attack proceeds as follows.

1. The adversary takes part in Protocol 6.11 as Us but alters the message
sent from Us to Uy by replacing g™ " with ¢g""™. As a consequence, U,
will include g""2"+K2 in the broadcast part intended for U,, instead of
the correct value g"™37+K2, The adversary also obtains ¢""2" from the
last broadcast part, since it knows K3. The adversary records the values
exchanged in this run.

2. The adversary observes a new protocol run involving only the other three
principals from the first run. In the new run suppose that new values r1, r}
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and rj are chosen by Uy, U; and Us. The adversary replaces the message
from U; by g™ 72" obtained from the first run. Then Uy will send gr””‘”“/2
as part of its message to Uy. Finally the adversary can replace the part
of the broadcast message to Us by g""2"+K2 recorded from the first run.
This means that Us will calculate Z = g’"”?“r’2 which was sent by Us in
the second message and so is known to the adversary.

Information shared by U; and Us: Key K.

Phase 1:
U1 Uz U3 U,
™ eR Zq
1
g9
T2 ER Zq
g"",97,q"
r3 ER Zq
g’l‘l’l‘z"‘a’g’V'2T3’g7'17'3’gr17‘2
Phase 2:
Uy chooses r4 €g Z4 and broadcasts gr2msraf1 grirsrake grirzraKy

U; calculates 2 = g"17273™

Protocol 6.11: Protocol 6.10 when m = 4

Pereira and Quisquater [267] also found a more convincing attack than that
of Ateniese et al. in which old keying material is replayed by an active adver-
sary. This attack could be prevented in the case that a one-way key derivation
function is used and only the derived session key becomes compromised.

Because the long-term keying material (the K, values) is used only for
the authentication, it follows that forward secrecy from a passive adversary is
provided in Protocol 6.10, as long as the multi-party Diffie-Hellman assump-
tion holds. However, Pereira and Quisquater [267] also demonstrated that an
active adversary can alter the protocol in such a way that all but one of the
principals computes the same key but forward secrecy will subsequently fail.

If principal U;’s long-term key becomes compromised then K; is also com-
promised. In this situation the adversary can forge the messages intended for
U; in both phases and hence can find the key that U; calculates as Z. Therefore
resistance to key compromise impersonation is not provided. Key confirma-
tion is not provided either since U; obtains no assurance that any other party
has obtained the same key. However, Ateniese et al. suggest that U,, may
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include g*(?) in the broadcast message. This gives each U; key confirmation
with respect to U, only.

In comparison with the unauthenticated GDH.2 protocol, Protocol 6.10
adds only a small overhead. The computations required for U,, and for each
U; remain essentially unchanged except for the K; values. If the protocol is
run frequently the K; values may already be available.

In order to reduce the reliance on principal U,,, Ateniese et al. designed an
alternative method to provide authentication in GDH.2, resulting in a proto-
col that they called SA-GDH.2. The general idea is to allow each principal to
mutually authenticate each other principal through use of a long-term shared
secret. Each pair of principals U; and U; shares two keys K; ; and K ;. Ate-
niese et al. do not define how these are calculated, but an obvious way is to
use two different derivations of the long-term static Diffie-Hellman key S; ;.
Protocol 6.12 shows the message flows.

Information shared by U; and U;: Keys K; ; and Kj ;.
Phase 1:
Ui U; Uit

Vi-1,1,Vic1,2,..., Vi

m

1,
y
¥

r; €R Zq
rifia oyl i Kim
Visii i—1,2 yeees Vieliy. .., V)

1—1,m

7

Phase 2:

U, broadcasts Vip,; = 27 Fui--Ki-1iKitri-Kmi for each 4

-1 —1 -1 -1
r KT KDY KDY KDL
U; calculates 2 =V, ', ¢ imbiidnimims

Protocol 6.12: Ateniese-Steiner-Tsudik SA-GDH.2

As in Protocols 6.3 and 6.10 there are two phases. During the first phase
each principal sends and receives a message with m ordered fields (for U
the fields Vo1, V0,2, ., Vo,m should all be taken to equal g). U; raises the
j'th received field to the power r;K;; with the exception that the i’th field
is left unchanged. The updated fields are then sent on to the next principal.
On completion of the first phase, U, is able to calculate the shared secret
Z = g""2™m from the last field of its received message. This last field will be
gnireTm-1KimKom- Km-1m and so Uy, needs to remove the Kj , exponents
for each 0 < 5 <m — 1 and add the r,, exponent.
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In the second phase U,,, after performing the same transformations as
done by each U; in Phase 1, broadcasts the results. This allows each other
principal to find Z in the symmetrical way by removing the relevant K ;
exponents and adding the exponent r;.

The advantage of Protocol 6.12 over Protocol 6.10 is that a stronger form
of implicit key authentication is achieved. Each principal U; knows that only
principals that possess one of the shared keys K; ; are able to calculate the
same value of Z calculated by U;. There is still no confirmation that any other
principal does actually possess that key and again U; must know the other
group members’ identities by some external means. Furthermore, the com-
putational cost of Protocol 6.12 is greatly increased for each principal, with
the exception of U,,: now each principal needs to perform m exponentiations.
Ateniese et al. [19] provide a more detailed analysis of the communication and
computational cost of the A-GDH.2 and SA-GDH.2 protocols.

Bresson et al. [70], and later Bresson et al. [68, 69], have proposed a dif-
ferent authenticated version of GDH.2 and provided proofs in the Bellare—
Rogaway model. Their protocol is the same as Protocol 6.3 with two addi-
tions.

e The group identity (the names of all principals involved in the protocol)
is added to each message flow.
¢ Each message flow is signed with a long-term key of the sender.

The proof in their first paper [70] reduces the security of the protocol to
that of the m-party Diffie-Hellman problem, when the set of exponents is
restricted to those exchanged in the protocol. The reduction is not very tight,
however. Their next paper [68] extends their results in two way. Firstly, addi-
tional protocols to allow principals to join and leave an existing conference are
added and proven secure. Secondly, the security reduction is made tighter, at
least for a fixed size group. These first two papers assumed random oracles in
the proofs; the latest paper in the series [69] was able to remove this assump-
tion, but replaces the computational m-party Difie-Hellman assumption with
a stronger n-party decision problem.

6.4 Identity-Based Conference Key Protocols

In Chap. 5 we examined identity-based key agreement for two parties. This
idea can be generalised to multi-party protocols. Of course identity-based
conference key protocols do not have to use key agreement, but published
protocols seem mainly to have considered this option. As is usual with identity-
based protocols, the convenience of using only identity information in place
of public keys comes at the price of requiring a trusted authority to generate
secret keys on behalf of principals. In the following, I D; denotes the identifying
string of entity U;.
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6.4.1 Koyama and Ohta Protocols

Koyama and Ohta [191] designed three protocols using different physical archi-
tectures. A succession of attacks and consequent countermeasures have been
published, illustrating how difficult it is to consider all possibilities without
a formal security statement. Indeed, it may be suggested that problems with
these early protocols arise because at the time there was no clear notion of
what are the desired security properties of such protocols.

Koyama and Ohta’s first protocol type uses Diffie-Hellman in Z} where
n = pg is an RSA modulus whose factorisation is known only to a trusted
authority T'. The authority chooses public and private keys e and d, with
ed = 1 mod ¢(n). The principals are arranged in a ring where, as usual, we
take Up,+1 to mean U;. The protocol can be viewed as a variant of Protocol
6.1 where authentication information is added to each message.

Each principal is issued with a secret key by the authority. Before issu-
ing any secrets, the authority needs to choose a value M which will be the
maximum number of users who can participate in a conference (with the cur-
rent parameter values). In our notation m is the size of the conference so
this means that m < M. Because the computational requirements for each
principal increase with M it should not be chosen larger than necessary. Once
M is fixed the authority can calculate the secret value S;, using the following
equation, and transfer it securely to principal U;.

S, = ID?M_l mod gb(n)‘

A successful protocol run is shown as Protocol 6.13. There are m rounds
in a run. During each round, except for the last, each principal sends three
values to the next principal in the ring. On receipt of a triple in round j
the principal performs a check designed to verify that the triple has been
processed by the previous j principals in the ring. If the check is successful
the principal constructs and sends on its own triple. The first value in a triple,
X;, is a partial version of the final shared secret and the principal adds its
random exponent to the received X; value. The final shared secret Z is the
following value.

m—1
Z :ge 7‘17‘2...7‘,"'

Although not explicitly stated by Koyama and Ohta, it seems reasonable
to say that Protocol 6.13 is designed to provide a strong form of key authenti-
cation. It is apparent that some group entity authentication is also intended.
Indeed, Koyama and Ohta [191] state that if the check in round m succeeds
then U; can verify that the received messages came via U;_1, U;_o, ..., and
U;—m+1 successively. However, there is nothing that any principal can use to
verify that any received message is not replayed from an old protocol run.
Therefore it is clear that no other principal need be present in any specific
run.
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Shared information: Identity information I D; of principal U;, public RSA key (n, e),
element g of maximal order in Z},, prime c.
M-—1
Information known only to U;: Secret key S; with 57 mod n = ID;.

Ui: U; Uit
Round 1:
- 5 Sigi 1
Round 2:
X1, 2 Ty = X, 75
we/mey  Lip,,  LYISIXTT
Round j:
X YinZie p _xz
(Ve /T ) 7 21D, 1 ID; .. ID; j
X;Zilayje—lsfj_lX;iiv,]:jAl
Round m:
X1, Ym=1, Im— T = Xm 25,
(Ye /T8 ) " £ID; \IDi 5. . ID; mis
zZ= Xyrnf—l

Protocol 6.13: Koyama—Ohta type 1 identity-based conference key agreement

Koyama and Ohta’s second protocol type [191] allows every principal to
communicate with each other principal, which they call a complete graph ar-
chitecture. The original version of these protocols was attacked by Yacobi
[334] and a new version was published by Koyama and Ohta the following
year [192]. Koyama later refined these protocols again [190] due to a conspir-
acy attack by Shimbo and Kawamura [298]. We shall look only at the latest
versions, which are anyway simpler than the originals.

Initialisation phase The trusted authority chooses a modulus N to be the
product of three distinct large primes: N = pgr. These primes must be
large enough so that pg cannot be factorised. A random value e is chosen
so that N/2 < e < N and then d is calculated so that de mod ¢(N) = 1.
An element g is chosen by the authority that is of maximal order in Z%,.
The values N,r, g, e are all made public, together with a hash function h.

Registration phase Each principal U; wishing to participate in a conference
must obtain a secret key S;. This is generated by the authority from
U;’s identifying information ID; as S; = ID¢ mod N. Notice that ID; =
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S¢ mod N. S; must be transferred securely to U;. If desired, the values d,
p and ¢ may be destroyed after all principals are registered.

Round 1 Each principal U; chooses a value P; €g Z,_1 and generates a
timestamp T;. Principal U; then calculates X; = ¢°F mod N and Y; =
S;g" X TP mod N. U; broadcasts the triple (X;,Y;,T;). On receipt of
the triples (X, Y}, T;), for all j # 4, U; should verify that each timestamp
T is fresh and, if so, check the following equation.

—i7 = ID; wod N.

If all m — 1 checks are verified then U; proceeds to round 2.

Round 2 Principal U; chooses two values 7y €r Z,_1 and Qi €r Zn_1
and generates a new timestamp 7;. Then U; calculates A;; = (X; +
Qi,;7)" mod N and B; ; = S;(X; +Q,~,jr)h(A"vf’Ti’)“ mod N for all j # .
U; sends the triple (4, ;, B; ;,T}) to U;. On receipt of its own m — 1
triples, U; verifies that the timestamps T; are fresh and if so performs the
following check, for all j # i.

Bii 2

7.2
If all checks pass then U; calculates the shared secret Z as follows.

Pi“1 mod r—1

m
H Aj,i mod 7.
j=1

If the protocol is run correctly then all principals obtain the same shared se-
cret Z2 = 962(’1+’2+“‘+“"). On the assumption that S; is required in order to
form (X,,Y;) pairs and (4, ;, B; ;) pairs, each principal does obtain implicit
authentication of the shared key. There is no key confirmation provided. For-
ward secrecy is provided since knowledge of the S; values does not appear
to help in obtaining Z. The computational cost per principal is, depending
on the implementation, around 4m exponentiations, which is high compared
with alternatives.

The third protocol type proposed by Koyama and Ohta uses a star ar-
chitecture: messages are exchanged only between one principal, say Uy, and
all other principals. The protocol is related to the previous example, but now
the shared secret collapses to Z = ge ™ and so this becomes a key transport
protocol in the sense that only U; contributes to the shared secret. Consider-
able computational savings result for all principals except U;. Furthermore,
forward secrecy of the key is still maintained. However, apart from U; no
other principal now has any explicit assurance of the other members of the
conference.
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The Koyama and Ohta protocols have evolved to take into account a num-
ber of attacks. However, there is no formal basis for their security and the
problems in earlier versions do not inspire confidence. They also have high
computational costs in the versions that provide implicit key authentication.
An implementation of these protocols is reported by Goscinski and Wang
[134].

Chikazawa and Inoue [89] devised an identity-based conference key pro-
tocol that has similarities with Koyama and Ohta’s type 3 protocol. One
distinguished principal, say U;, determines the key. The only messages sent
are m — 1 messages from U; to each other principal. Shimbo and Kawamura
[298] found an attack on this protocol and it was then repaired by Chikazawa
and Yamagishi [90]. Their protocol was recently found to be vulnerable to
attacks by Shim [297], who proposed further modifications. Similar protocols
were also published by Chen and Hwang [151, 86]. None of these protocols
provides forward secrecy.

6.4.2 Protocols of Saeednia and Safavi-Naini

Saeednia and Safavi-Naini [285] proposed two identity-based conference key
protocols based on the generalised Diffie-Hellman key agreement protocol of
Burmester and Desmedt which was examined in Sect. 6.2.6. Their idea is to
use identity information of adjacent principals to gain authentication of keying
material. A composite modulus n = pq is used to provide a trapdoor so that
only the trusted authority is able to calculate user secrets related to identity
information. Two bases are used, g and h, which both have order p'q' where
p = (p—1)/2 and ¢' = (¢ — 1)/2 are also prime. In an initialisation stage,
all principals are issued with two secrets by the authority; these can only be
found with knowledge of the p'q’ (equivalent to knowing the factorisation of

Both of the proposed protocols use this same initialisation. The first pro-
tocol is computationally simpler but each party only uses the identity infor-
mation of its adjacent principals to gain assurance that these are the correct
entities. Thus there is no assurance as to who are the other protocol principals
involved so this constitutes only a weak form of key authentication. In their
second proposal a form of signature is broadcast by all principals, thereby
allowing stronger authentication. This is shown in Protocol 6.14.

A close look at Protocol 6.14 reveals that it includes exactly Protocol 6.8
of Burmester and Desmedt. Of course this means that the shared secret,

Z = gr1r2+rzr3+...+rmr1.
is exactly the same, and is calculated by each principal in the same way, as
in that protocol. The additional fields used in Protocol 6.14 constitute the

signature of each principal on the exchanged ¢; and X; values. However, it
is also necessary for the t; values to be broadcast so that all principals can
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Information held by trusted authority: Primes p’, ¢’ with p = 2p’+1 and ¢ = 2¢'+1
both prime and modulus n = pq.

Shared information: Modulus n, elements g and h of order p'q’, integer u <
min(p’, ¢’') and hash function f.

Information held by U;: §; = gID;1 mod ”"1’, T, = pIDi ' modp'a’
Phase 1:
Ui chooses r; €r Z 1 and calculates t; = g™

U; broadcasts t;
U; calculates ¢ = f(t1,t2,...,tm), Xi = (bip1/tic1)",w; = Sif(Xi)TiTiC

Phase 2:

U; broadcasts X;, w;
U; checks w]I-Dj RS = t;(xj) for j #i
Ui calculates Z = ¢ X" X077 Xy o

Protocol 6.14: Saeednia—Safavi-Naini identity-based conference key agreement

sign them; in the Burmester—Desmedt protocol these need only be passed to
adjacent principals.

The signature generation and verification requires 2m exponentiations for
each principal; this dominates the computational requirements of the protocol
except when m is very large. Knowledge of the long-term secrets S; and T;
does not help in finding r; and so forward secrecy is provided.

6.5 Conference Key Agreement without Diffie-Hellman

Just as in the two-party case, almost all multi-party key agreement protocols
are based on Diffie-Hellman key agreement. However, it is possible to use
alternative techniques which can lead to advantages in efficiency. We will look
at several examples in this section.

6.5.1 Pieprzyk and Li’s Key Agreement Protocol

Secret sharing allows a group of users to cooperate to derive a secret value.
Some researchers have shown how this can be exploited as a building block
in conference key establishment. The protocol described below employs the
threshold scheme of Shamir [294] introduced in Sect. 1.4.5. We will not present
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the full detail, but note that recovery of secrets from a set of shares can be
achieved using only additions and multiplications of the share values.

In Sect. 6.7 we will examine the use of secret sharing for key broadcasting.
The idea is to use an (m + 1,2m) threshold scheme for which each receiving
principal possesses one share; m further shares are broadcast when the key is
established. Pieprzyk and Li [271] used the same basic idea to design a confer-
ence key agreement protocol but now each principal sets up its own threshold
scheme. Instead of recovering each principal’s secret during a protocol run, an
image of the secret is found. This allows the same secret sharing scheme to
be used multiple times.

Initialisation phase This phase must be run before any conference key is
established. Each principal U; engages in an (m + 1,2m) secret sharing
scheme in Z, with every other principal. Using Shamir’s scheme this means
that U; chooses a polynomial:

filz) =a0+ a2+ ...+ a;mz™

with coefficients randomly chosen in Z,. The shares are values f;(x) with
1 < z £ 2m. There are twice as many shares as principals, and they
are divided into two sets: s;;(1) = fi(2j — 1) and s,;(2) = fi(27) with
1 < j <m. The first set is kept secretly by U;, while principal U; is given
one share, s; ;(2), from the second set. The share must be sent in a secure
way.

The secret associated with U; is f;(0) which could be recovered from any
m + 1 shares. The shared secret for the whole group will be F'(0) where
F(z) = fu(z)+ fo(z)+.. .+ fin(z). But neither F(0) nor any f;(0) will be
recovered during any protocol run. This allows multiple conference keys
to be found following one initialisation phase.

Key agreement This phase is run each time a new conference key is re-
quired. The same group may run this phase multiple times following one
initialisation phase.

1. A new base value « is chosen for this session. A third party chooses
this by taking a random value r and broadcasting the value o = ¢”.
It is not necessary to keep the value of & (or even r) secret.

2. Principal U; broadcasts the m values 8; ; = a®() for 1 < j < m,
which are images of its first set of shares.

3. Each principal (indeed any eavesdropper too) can find the image of
m shares of the sum of the secret shares by calculating af(2/-1) =
H:’ll Bijfor 1 <j<m.

4. Principal U; can also obtain of(3) = 21 /(%)) Thus U; has the
image of m + 1 shares which allows calculation of the shared secret
Z = o gince addition and multiplication of the exponents can be
done by multiplication and exponentiation of a.
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Pieprzyk and Li provide an informal proof that the protocol maintains the
confidentiality of the session key against an adversary who observes multiple
runs of the protocol (with the same initialisation phase). They also propose
a final step in the key agreement protocol in which each principal broadcasts
a hash of three values: the principal’s identity, the shared secret Z and the
value a. This gives a weak form of key confirmation; notice that any principal
in the protocol can form all such values.

The computational requirements for each principal are mainly due to work-
ing with the exponents of a. Calculation of the 3; ; values requires m exponen-
tiations by each principal, and there is also a multi-exponentiation required
to calculate the shared secret. A useful feature of the protocol is that the key
agreement phase (excluding key confirmation) can be completed in one round.
However, this is only true following some earlier initialisation, while there are
a number of other drawbacks of this protocol.

e Confidence in freshness of the key depends on a random « being available.
This means that the third party supplying this value must be trusted for
this purpose.

e The initialisation phase must be run when a different group wishes to
establish a key. Also there are m — 1 secrets that need to be stored by each
principal for each group that it belongs to.

e The secret shares are long-term keys whose compromise leads to compro-
mise of any session key. Therefore forward secrecy is not provided.

Pieprzyk and Li also propose an extended protocol that allows any sub-
group to form a session key. A limitation of this extension is that users are
not able to verify which members of the group take part in any particular
protocol run. A related protocol has been proposed by Anzai et ol. [16].

6.5.2 Tzeng—Tzeng Protocols

The protocols of Tzeng and Tzeng [322] have the same algebraic setting as
Diffie-Hellman but the shared secret is Z = g™ t72++"m where r; is the
ephemeral private input of principal U;. Calculation of Z uses public informa-
tion together with the long-term private key of any principal, and consequently
the protocols do not provide forward secrecy.

In order to provide some element of fault tolerance, use is made of a proof
of knowledge which allows any entity to check that the message elements sent
by each party are properly constructed. We denote by PEDL(X |, Xs,..., X})
a proof that the discrete logarithm of X; to the base y; is the same for each
i with 1 < 7 < m. The computational cost of generating each proof is m
exponentiations with a similar cost to verify it.

Tzeng and Tzeng propose two protocols, the first one of which is shown as
Protocol 6.15. This protocol makes use of a signature scheme; they specify an
ElGamal signature variant, but it is shown as a generic signature in Protocol
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6.15. Their second protocol incorporates private key information into the proof
instead of using a conventional signature.

Shared information: Session identifier STD.

Phase 1:
U; chooses r; €r Z,.
U; calculates and broadcasts the following:
* tz = gri,
o wu;=y; for 1 <j<m.
. PEDL(uin,ui,Q,...,ui,m).
e Sigy,(t:, SID).
Phase 2:

U; verifies proof of knowledge and signature.
U; calculates Z = (u1,; - u2,6 ... - um‘i)’”i—1

Protocol 6.15: Tzeng and Tzeng’s conference key agreement

Protocol 6.15 has some interesting properties. The fault tolerance property
ensures that if one or more of the proof verifications fails then the party con-
cerned can be eliminated from the calculation of the shared secret. However,
this mechanism only works on the strong assumption that the broadcast chan-
nel provides integrity of all messages; otherwise a malicious insider can send
different proofs to different principals. The cost of verifying each of the proofs
from the other m — 1 principals is also high; about m(m — 1) exponentiations
for each principal.

Tzeng and Tzeng [322] point out that their protocols can be completed
in one (synchronous) round, which means that they meet the bound of
Becker and Wille for contributory key agreement with broadcasts discussed in
Sect. 6.2.9. However, their protocols require the session identifier SID to be
known by all participating principals. Unless this session identifier is agreed
beforehand their protocols cannot be completed in one round. Tzeng and
Tzeng also claim a proof of security, but they provide no reduction proof for
a powerful adversary, concentrating instead on the properties of the proof of
knowledge. Boyd and Gonzélez Nieto [63] have shown an explicit attack on
the second of the protocols.

6.5.3 Boyd’s Conference Key Agreement

Boyd [58] proposed a protocol using generic encryption and signature tech-
niques together with a hash function possessing special properties. Its main
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virtue is its simplicity and efficiency; perhaps its main drawback is a lack of
forward secrecy.

Protocol 6.16 shows the message flows. One principal, say U;, will be
distinguished and will send its random value r; to each other user in an
authenticated and confidential way. The other users only have to broadcast
their messages so that all principals in I/ receive all the random r; values.
U, will sign the value r; together with the identities of all principals in the
conference. Since this message is the same for every principal it only needs
to be formed and sent once in a broadcast to all users. The value of ry is
sent to user U; encrypted with that principal’s public key, K;. The protocol
then has two stages. In the first stage U; broadcasts one signature and m — 1
encryptions. In the second stage each U; broadcasts its r; value.

Shared information: Hash function h. Signature verification with respect to U;.
Information held by U;: Public encryption key with respect to U; for 2 < i < m.

Phase 1:
Ui broadcasts U, Sigy, (U, h(r1)).
U; broadcasts Ey,(r1), Evy(r1), - - -, Eu,, (r1).

Phase 2:
U; broadcasts r;, for 2 <i < m.
Each U; calculates
Z=MAC (h(r2) ®h(r3) & ... B h(rm)).

Protocol 6.16: Boyd’s conference key agreement

The security is based on the properties of the MAC function and h. It
must not be possible to calculate MAC,, (.) without knowledge of r1; since
r1 is sent confidentially to conference members, no outsider can calculate Z.
The key freshness is provided by the one-wayness of h; no party is able to
force an old value if at least one principal chooses its r; freshly. Each principal
gets an assurance from U; regarding the members of the conference, and so
U; must be trusted for this purpose. A generalisation of the protocol allows
any principals to choose and encrypt a value for all other principals. This can
reduce trust but increases the computation and communication.

The protocol can be completed with m broadcast messages. The computa-
tion required for U is one signature and m — 1 public key encryptions. Other
principals use only one signature verification and one public key decryption.
Compromise of any principal’s decryption key results in compromise of Z so,
as mentioned above, forward secrecy is not provided.
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Protocol 6.16 is a contributory key agreement protocol in the sense of
Becker and Wille [25]. Each of the broadcast messages can be sent simultane-
ously in one synchronous round. Therefore this protocol satisfies Becker and
Wille’s bound of one synchronous round for key agreement with broadcasts,
mentioned in Sect. 6.2.9. Boyd and Gonzélez Nieto [63] have proven the secur-
ity of an almost identical protocol in the Bellare-Rogaway model. The differ-
ences are that the MAC is replaced by a function f that is assumed to act as
a random oracle, and the shared secret is calculated as Z = f(ry,7r2,...,7m)-

6.6 Conference Key Transport Protocols

The majority of published multi-party key establishment protocols rely on
key agreement. In this section we look at a few conference key protocols using
key transport. Many key transport protocols designed for two parties can be
extended to the multi-party case in a straightforward fashion. We will first
look at some simple examples based on different logical architectures. Then
we look at a method of Mayer and Yung for systematically and formally
extending two-party protocols for multiple parties. Following this we look
briefly at proposals for key transport for dynamic groups using key hierarchies.
Key transport protocols require a distinguished principal who generates the
keys; we will sometimes call this principal the group manager.

Before looking at the specific protocols, it should also be mentioned that
key pre-distribution schemes, which were introduced in Sect. 5.10.2, have been
generalised to the multi-party case. The idea is that a trusted centre will
distribute secrets to each member of a community in such a way that different
subgroups can derive a shared secret known only to themselves. Such schemes
may be regarded as ‘no-message’ protocols since each party is able to derive
the correct key for a given group without any interaction. This means that
additional measures must be taken in order to obtain a fresh session key.
Stinson [310] has made a survey of such methods.

6.6.1 Burmester—Desmedt Star and Tree Protocols

As well as their key agreement protocol (Protocol 6.9) Burmester and Desmedt
[75] proposed two simpler key transport protocols based on star and tree con-
figurations. As with their key agreement protocol, these are initially proposed
in unauthenticated versions.

In the star protocol a distinguished principal U; acts as a manager and
interacts with every other principal. First U; agrees a Diffie-Hellman key K;
with U; and then sends the chosen session key K to U; encrypted with K;. The
message flows are shown in Protocol 6.17. Note that only messages between
Ui and a single other principal, U;, are shown; a similar exchange takes place
between U; and all other principals.
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U1 Ui
1 €ER Zg
=g ————>t1
i Er Zyg
t;

—t t=gT
Choose random K
K; = t;l
¢i = Bk, (K) G Decrypt K

Protocol 6.17: Burmester—Desmedt star protocol

Burmester and Desmedt suggested that Protocol 6.17 may be extended
to form an authenticated key transport protocol. To do so each principal U;
should authenticate the value t; when sent to other principals. This authenti-
cation can be achieved using a generic method such as a digital signature.

Hirose and Yoshida [144] proposed a very similar conference key proto-
col employing their own signature scheme, which was also used in their key
agreement scheme (Protocol 5.26 in Chap. 5). We show the message flows
in Protocol 6.18 with a generic signature. Only messages between U; and a
single other principal, U;, are shown since messages with all other principals
are similar.

Shared information: Signature verification information for all principals.

Uy U;
r1 €R Zyg
t =gt b >
i €ER Zg
¢ ti ti=g"
Ker{g®g'...,g "}
¢ =Kt G >

Sigu, (t,¢:)

A

Si ti ci
Verify signature gus (8, ¢i) ,

Verify signature
K=c/ t’lﬂi

Protocol 6.18: Hirose—Yoshida conference key transport protocol
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The confidentiality of K is protected only by the ephemeral keys and so
forward secrecy is provided by this protocol. Apart from Uj, no principal gains
explicit assurance of the other parties who obtain K. The trust required in
U; and the high computational load for this principal are the main draw-
backs of this protocol. In an earlier protocol, Hirose and Ikeda [143] used
a novel approach to key confirmation by allowing all users to contribute to
a multisignature on the session key, using principal U; as a combiner. This
multisignature can be verified by all principals using all of their public keys.

Burmester and Desmedt’s tree protocol distributes the computational load
more evenly amongst principals. Principals are arranged in a binary tree, each
principal representing a node in the tree. (Leaf nodes may be left empty.)
During the protocol each principal first agrees a Diffie-Hellman key with its
parent node and its two child nodes. (The root of the tree has no parent so
agrees a key only with its children, and the leaves of the tree have no children,
so they agree a key only with their parent.) Once all keys are agreed, the root
principal generates the session key K which is sent recursively by every parent
to its children protected, by multiplication, with the shared key.

As with the star protocol, Burmester and Desmedt suggest to add authen-
tication by having each party sign its t; value for each of its recipients. The
advantage of the tree protocol over the star protocol is that the computation is
fairly even across all nodes: leaves require two exponentiations, internal nodes
four exponentiations, and the root three exponentiations. The drawback is
that the number of rounds required increases to 1 + [log, m] because K can
only be propagated one level per round. In addition each principal needs to
trust its parent node to correctly propagate the key. Once again there is no
explicit assurance of other key recipients. Forward secrecy is provided because
only ephemeral keys are used to protect K.

6.6.2 Mayer and Yung’s Protocols

Mayer and Yung {226] have made one of the few studies of provable secu-
rity for multi-party key establishment. They proposed generic transformations
that allow two-party key transport protocols to be extended to protocols for
multi-party key transport in such a way that a proof for the two-party case
automatically extends to the multi-party case. The transformations are quite
straightforward, consisting basically of individual runs of the protocol between
the group manager U; and the key recipients Us,...,U,, but with the runs
authenticated simultaneously. They use a formal model based closely on that
of Bellare and Rogaway.

Mayer and Yung include two example protocols for which their method
works. One is based on the shared key two-party protocol of Bellare and
Rogaway (3.34). This requires that each party already shares a secret with the
key sender, which may not be realistic in many applications for authenticated
key transport. Their second example is based on Blake-Wilson and Menezes’
provable secure protocol (4.18) examined in Chap. 4.
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Shared information: Public encryption key and signature verification information
for all principals.

U1 Ui

Choose nonces n;, N;
Niyny

Choose nonce Ny Y
Choose random key K
C; = EUi(Ui,K:) for2<i<m

Us, N2, C2,U3,N3,Cs,...,Upn, Ny, Cony N1
SigU1 (UQ,N2,CQ,U3,N3,C;;, ceey U’(naNm7Cm>N1)

Verify signature
(Uy, N1), Sigy, (Ur, Nv)

Verify signature
UQ, no, Ug, N3,..., Um,nm
SigU1 (Uz,’na, U3, N3,..., Um,nm)

Verify signature

Protocol 6.19: Mayer—Yung conference key transport protocol

The message flows for the Mayer—Yung generalisation of the Blake-Wilson
and Menezes protocol are shown in Protocol 6.19. Only flows between the
server U; and U; are shown, although in fact the messages from U; are broad-
cast to all other principals, and the messages from U; to U; are gathered
together for all 7. The protocol is proven secure in the sense that if all parties
accept the key then they must all agree on the messages exchanged and an
adversary cannot obtain K.

It may be observed that Protocol 6.19 uses one round more than Blake-
Wilson and Menezes’ Protocol 4.18 on which it is based. This is due to a
deliberate reorganisation of the protocol for reasons that we now explain. In
any protocol the adversary can always make one or more principals accept
and complete the protocol, while others do not accept. This can be achieved
by deleting the final protocol message to any recipient. Mayer and Yung call
this situation an inconsistency and discuss two alternative consistency require-
ments.

Consistency type 1 If the key recipients Us, . .., U, accept the session key
then the group manager U; has also accepted it.

Consistency type 2 If the group manager U; accepts the session key then
the recipients Us, ..., U,, have accepted it.
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A protocol cannot provide both forms of consistency. Mayer and Yung
argue that for conference key transport protocols the first type of consistency
is more useful than the second type. This is because denial of service attacks
may become possible if U is left in a state where it has not yet accepted,
but the other principals believe that the protocol is complete. Since U is
usually a server, it is more vulnerable to this kind of problem. Mayer and
Yung also provide a generic transformation that allows a protocol with one
kind of consistency to be transformed into a protocol with the other type of
consistency. Protocol 6.19 is the result of this transformation applied to the
Blake-Wilson and Menezes protocol, which results in the additional message
flow.

6.6.3 Key Hierarchies

Any conference key transport protocol seems to require secure communication
between the initiator and all other principals in order to initially establish the
key. Solutions in which a single key is securely sent to each member, such as
Protocols 6.17, 6.18 and 6.19, are appropriate in static groups. However, in
dynamic groups it turns out that much may be gained from using a hierar-
chy of keys. When the conference key is changed, in particular due to group
members being added or deleted, different keys in the hierarchy can be used
to save on both communications and computation.

To see the idea, consider the key hierarchy illustrated in Fig. 6.2 which is
based on a binary tree. Each principal in the group shares a set of keys with
the group manager. Each principal knows the key at one leaf of the tree and
also every key that is the parent of a key that it knows. For example, in Fig. 6.2
principal Us knows the set of keys that are shaded, namely {ks, kse, k5678, K}
The key K at the root of the tree is the key shared by the group which can
be used for secure communications in the conference.
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In this example each principal needs to store multiple keys, and indeed this
is typical in key hierarchies. However, the potential advantage can immediately
be seen if we consider what happens if it is required to remove user Uy from
the conference. The set of keys known to Us needs to be changed, but this does
not require the group manager to communicate directly with every principal.
All principals on the left side of the tree can know the new shared key K’
if the manager encrypts X' with kj234 and sends it to these users (possibly
by broadcasting it). Key ks¢ must be replaced by kig and can be sent to
Us encrypted with kg (and klg could become the new individual key of Ug).
Then key k5673 can be replaced by kig;4 and sent encrypted with k7g and with
ki¢. In total the manager has to encrypt and send five new keys rather than
having to encrypt a new key for all seven remaining principals which would
occur with a flat hierarchy.

In general the manager needs to generate a new key for each level of the
tree and encrypt each new key with the keys of the two child nodes (except
for the deleted node). If h = [log, n] denotes the height of the tree then this
means that the manager need only encrypt and send 2h — 1 keys, which is a
considerable saving over n —~ 1 when n is large. A similar saving can be made
when adding new group members. (Recall that it is usually required that new
members cannot know old group keys, so that K and all keys on the path
from the new member to the root must be changed.)

The idea for using key hierarchies seems to have been published indepen-
dently at about the same time by both Wong et ol. [327] and Wallner et al.
[326]. Both of these papers contain a detailed analysis of the various different
related schemes. Wong et al. include experimental results on the comparative
practical performance of different dynamic group operations depending on pa-
rameters such as group size and specific topology of the hierarchy. McGrew
and Sherman [228] proposed key hierarchies based on one-way function trees
in which the key at each node is defined by the keys at each of its child nodes.
This can result in smaller message sizes. All these papers concentrate only on
the dynamic operations and say little about establishing the initial group key.

6.7 Key Broadcasting Protocols

Some multi-user applications may have thousands of principals who should
receive the same broadcast information that needs to be protected from out-
siders. In such applications, interactive protocols involving every principal are
quite impractical. The session key must be sent to users in the most efficient
manner possible.

The general idea of key broadcasting is for a session key, K, to be cho-
sen by the chair or broadcaster. The key X must be sent securely to all the
relevant principals. The broadcast message itself is then protected by K. A
header for the broadcast message will consist of the session key encrypted
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for all recipients. This encryption can use either symmetric or asymmetric
cryptography.

There are a number of features that distinguish key broadcasting protocols
from, not only key agreement, but also conference key protocols in which all
principals need to gain key authentication.

e There is only one key broadcasting message: all principals receive identical
protocol messages.

o The receiving principals do not send protocol messages to each other, nor
to the trusted authority.

e Strong key authentication, concerning which other principals may obtain
the broadcast key, is usually not important. In some applications it may
not even be important to authenticate the trusted authority.

¢ It may be desirable to provide principal anonymity, in the sense that an
eavesdropper (who may be one of the receivers) is unable to find which
principals can obtain the session key.

At the time of writing, key broadcasting protocols are still the subject
of considerable research. There are a number of issues that go beyond key
establishment, which influence the design of such protocols. Some of the widely
used terminology is the following.

Broadcast encryption Introduced by Fiat and Naor [112], these protocols
are concerned with preventing users outside the group from collaborating
to try to find the key. At the same time it is desirable to minimise the
number of keys transmitted and stored by each user. Blundo et al. [50, 51]
found information-theoretic bounds on the various parameters, while other
researchers have investigated different aspects [7, 114].

Traitor tracing In some applications it is important to be able to identify
users (traitors) who deliberately reveal their secrets in order to allow users
outside the group to obtain the broadcast. An example is tracing of the
source of pirate decoders for subscription television. Chor et al. [92] intro-
duced the study of this problem.

Reliability of protocols The study of reliable networks is a whole subject
of its own. A number of researchers [273, 275] have investigated both
theoretical and practical performance of reliable multicast networking.

These are all important issues in different application scenarios. However,
they extend considerably beyond the concerns of key establishment itself and
therefore we do not examine these topics in this chapter. Instead we will
simply examine the basic techniques used to establish keys by broadcasting.
We divide these into two classes:

1. those using number theory; and
2. those using secret sharing.

In the descriptions below there is a trusted authority 7" who will be respon-
sible for generating and broadcasting the conference key K. T' will share a
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secret initially with all principals who may be part of a broadcast. In any par-
ticular broadcast there will be m principals, Uy, Us,...,U,, who will receive
the broadcast key.

6.7.1 Key Broadcasting Using Number Theory

Chiou and Chen [91] were perhaps the first to propose a protocol for key
broadcasting. The authority chooses a new session key K and encrypts it for
each principal intended to receive it, using the secret shared with that princi-
pal. The set of encrypted versions of K is sent as a header for the encrypted
message. There are a number of ways that this could be done.

e Kach principal can be given a sequence number and the set of all encryp-
tions of the session key is sent sequentially. This simple solution has the
drawback that if there are many principals missing from the set to receive
a particular message then there can be significant waste in communication.
Anonymity for recipients can be maintained if a special string (perhaps all
zeros) is (probabilistically) encrypted for those who are not included.

e In order to overcome the drawback mentioned above, an encrypted K can
be included only for the chosen recipients and a label used to indicate
the recipients involved. This saves on communications but it is no longer
possible to preserve anonymity of recipients. Notice that if no label is used
then all users need to attempt to decrypt all fields, resulting in a large
increase in computation for recipients.

e Chiou and Chen proposed to wrap all the encrypted versions of K into a
single element using the Chinese Remainder Theorem. Each principal U; is
issued with a modulus p; larger than the maximum length of the encrypted
K. If C; is the ciphertext intended for U; then, using the Chinese Reminder
Theorem, the authority can find a unique value B < [] p; such that B mod
p; = C;. A possible drawback, compared with the above solutions, is the
extra computation required for each recipient in view of the large modulus
that may result. The details are presented in Protocol 6.20.

The CK value allows each recipient to check on the integrity of the key.
However, since the modulus values are public, any insider or outsider can
verify whether U; is an intended recipient by checking whether B mod p; = 0.
Therefore Protocol 6.20 does not provide anonymity of recipients. There is
no way for principals to check on freshness of the key so replay attacks are
possible. Gong [127] discussed this problem and suggested ways to overcome
it. Gong’s solutions add a timestamp to the encrypted key and alter Protocol
6.20 to prevent insiders from replaying the same key.
We may regard the Chiou and Chen protocol as using two steps.

1. T encrypts the shared session key K separately for each user.
2. T combines the encrypted blocks into a single broadcast message.
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Shared information: Public encryption key for all principals. Modulus p; corre-
sponding to each principal U;.

Encryption Phase:

1. T chooses a random session key X and encrypts the broadcast message M to
form C = Ex(M).

2. T encrypts K for each principal U; who is intended to receive the message:
C; = Ey,(K). T then uses the Chinese Remainder Theorem to form B < []p;
such that B mod p; = C;.

3. T forms a check value CK = Ex(K).

4. T broadcasts (B,CK,(C).

Decryption Phase:

1. Recipient U; calculates C; = B mod p;.

2. U; decrypts C; to obtain X' and checks whether decryption of CK reveals the
same value as K'. If not then U; halts.

3. U; decrypts C to obtain M.

Protocol 6.20: Chiou-Chen’s key broadcasting

Just et al. [173] pointed out that when it is necessary to update the session key
K (with the group of recipients remaining the same) a new encrypted block
must be broadcast to all users. They also proposed a general model which, in
a sense, turns around the order of this process.

1. T combines the keys shared with each principal into a single public en-
cryption key Kp.
2. T encrypts K with Kp and broadcasts both the encrypted K and Kp.

With this model only the second step needs to be repeated in the case that the
conference key for the same principals needs to be renewed. However, to make
this model work the keys initially shared between T and other principals must
be suitable to be combined into a single public key which allows all principals
to decrypt. Just ef al. proposed two ways to implement their model. One of
these uses the secret sharing technique examined below; they also proposed
the following number-theoretic protocol.

1. Each principal U; shares a secret prime p; with T'. T calculates N =
[T;~, p; and finds an element y that is a quadratic non-residue modulo p;
fori=1,2,...,m.

2. T encrypts each bit of K separately. To encrypt a bit b, T" chooses a random
z € Z% and broadcasts z2y® mod N. Each U; can efficiently determine
whether the received value is a quadratic residue modulo p;. If so then the
encrypted bit was 0, if not it was a 1.
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The security of the protocol is based on the proven secure encryption
algorithm of Goldwasser and Micali [117]. Its major drawback, which Just et
al. acknowledged, is the massive data expansion caused by the encryption of
the bits of K separately.

A simple protocol due to Chang et al. [85] allows the trusted server to
generate a key based on the public keys of all users. However, both Zuk [346]
and Burmester [73] showed that a passive eavesdropper is able to obtain the
shared key. Although it may be possible to fix that problem, Burmester showed
further that any insider in one protocol run can masquerade as the trusted
centre in subsequent runs.

6.7.2 Key Broadcasting Using Secret Sharing

The idea to adapt secret sharing for key broadcasting seems to have been first
proposed by Laih et al. [199] in a special case, and more generally by Berkovits
[40]. The basic idea it to use an (m + 1,2m) threshold scheme for which one
share is pre-distributed to each principal (this is the secret shared with T').
During a protocol run, m shares of K are broadcast and each user can obtain
the new secret using its own share. Protocol 6.21 shows the method using
Shamir’s secret sharing scheme [294] (see Sect. 1.4.5). The prime p must be
chosen to be at least twice the total number of principals.

Initialisation Phase. The secret shared between T and principal U; is a pair
(8i,ti) € Zp X Zp.

Key Distribution Phase. The authority T chooses the new session key K and
constructs a polynomial f(z) = K+ai1z+...+amz™ in Z, that passes through the
m points (s1,1),(S2,2),..., (Sm,tm). Finally m values 21, 22, ..., 2m are chosen by
T, which are all different from s1, s9,. .., sn and the following values are broadcast:

(zl, f(Zl)), (227 f(zQ))5 ) (Zm, f(zm))

The m broadcast pairs are public shares for the secret sharing of K. Each principal
U; has one extra share (s;,t;) and therefore can recover the session key X using the
normal secret recovery protocol.

Protocol 6.21: Key broadcasting using secret sharing

Berkovits suggested that, more generally, an (m + 1+ j,2m + j) threshold
could be used, for any 5 > 0, and m + j public shares revealed. Possible
advantages of this are to include more randomisation in the protocol and to
hide the exact number of intended recipients.

Just et al. [173] refined the basic idea by making the shares broadcast by
T simply the coefficients a;,as,...,am of f(z). This reduces the amount of
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communication by half. Since principal U; knows the value of f(s;) = t; the
key can be recovered simply. Just et al. also showed that in an information-
theoretic model, in which the broadcast shares give no information about X,
their refined scheme is optimal in the amount of communication.

Using this protocol naturally allows anonymity of receivers. However, when
we look at the question of sending different session keys over time there are
some problems. A malicious principal who obtains one key gains information
regarding the shares of other principals: for each possible s; value the corre-
sponding ¢; value is fixed. Subsequent runs reveal further information since
any two polynomials for a conference including U; must both pass through
U;’s share. An outside eavesdropper can also gain this information if the old
K values are revealed.

Laih and Yen [200] extended the basic idea in two different ways.

e They used identity-based public keys to allow any two parties to set up a
shared key; in turn this enables any principal to take the role of T'.

e They adapted the protocol so that T' generates a random value r for each
protocol run. The shares of each party are then generated dynamically as
(ID;,r%) where s; is the secret shared between 1" and U;, and ID; is iden-
tity information about principal U;. The broadcast shares are calculated
as above and the session key recovered in the same way. The advantage of
this technique is seen in repeated protocol runs. If a different r is used for
each conference then it does not seem possible for the adversary to gain
useful information about s; values.

A closely related protocol, although expressed somewhat differently, was
later published by Wu [331]. Tseng and Jan [320] also published a similar
protocol in a slightly different setting. Since knowledge of any of the shared
secrets is sufficient to construct the session key, none of these protocols pro-
vides forward secrecy.

6.8 Conclusion

In contrast to two-party protocols, current knowledge about protocols for
establishment of multi-party keys seems somewhat immature. Few protocols
come with any formal proof of security, and even clear definitions of protocol
goals for multi-party key establishment are hard to come by. Many protocols
have been proposed, but without precise definitions of protocol goals it can
be difficult to decide whether they meet their security requirements.

Most multi-party key establishment protocols fall into one of two classes:
multi-party key agreement and key broadcasting. They are designed for dif-
ferent applications and have distinct requirements. Generalisations of Diffie-
Hellman are many, and the theoretical bounds of Becker and Wille show that
we are able to identify protocols that are optimal, at least in certain features.
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However, when designing authenticated multi-party key agreement with vary-
ing efficiency priorities it becomes difficult to assess which are the best current
solutions, or whether better ones are possible.

As well as the pressing need for more protocols with proven security, ad-
vances in understanding how to integrate security into group management
and reliability would be very valuable.
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Password-Based Protocols

7.1 Introduction

Cryptographic authentication relies on possession of a key by the party to
be authenticated. Such a key is usually chosen randomly within its domain
and can be of lengths from around 100 bits up to many thousands of bits,
depending on the algorithm used and security level desired. Experience has
shown [109, 333] that humans find it difficult to remember secrets in the form
of passwords of even seven or eight characters. But if all upper and lower
case letters are used together with the digits 0 to 9 then a random eight-
character password represents less than 48 bits of randomness. Therefore we
can conclude that even short random keys for cryptographic algorithms cannot
be reliably remembered by humans. Another way to express this is that it can
be assumed that a computer is able to search through all possible passwords
in a short time.

Cryptographic keys are often stored in secure memory in computers or us-
ing special devices such as tamper-resistant cryptographic servers or in smart
cards. However, there are situations where this is inconvenient or expensive.
Not all devices are tamper resistant, and the memory required for public keys
can be scarce. Therefore it is desirable to be able to set up secure communi-
cations relying only on a short secret that can be remembered by humans.

This chapter examines a number of key establishment protocols that have
been designed to be secure in the situation that the principals share only a
password of small entropy. At first thought it might seem impossible to achieve
key establishment using only a short secret in such a way that brute force
searching to find the secret is not possible. This intuition may account for why
it was not until 1989 that the first password-based protocols appeared in the
literature. These first protocols, due to Lomas et al. [210], used the additional
assumption that the client (in a client—server application) has knowledge of
the server’s public key, in addition to sharing the password with the server.
Later Bellovin and Merritt [38] introduced a class of protocols that does not
require this assumption.
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The idea of Bellovin and Merritt’s Encrypted Key Exchange (EKE) pro-
tocols is that the protocol initiator will choose an ephemeral public key and
use the shared password to encrypt this key. The responder can decrypt the
public key and use it to send the session key securely back to the initiator. On
the assumption (not always reasonable) that public keys are random strings,
an adversary who tries a brute force search of passwords will not be able to
distinguish which ephemeral public key was used; furthermore even when the
correct public key has been found it cannot be used to discover the session
key since it is not possible to obtain the private key from the public key. It
is interesting to compare password-based protocols with protocols providing
forward secrecy. Both seem to be possible only through use of ephemeral pub-
lic keys! and, for both, a typical approach is to use long-term keys (which
may be passwords) only for authentication of the message exchanges. Many
password-based protocols do provide forward secrecy.

We may summarise the special properties and requirements for password-
based key establishment protocols as follows. Additional properties, such as
forward secrecy, are often seen as desirable.

e Users only possess a secret of small entropy. Specifically, it is possible for
the adversary to search through all possible secrets in a reasonable time.

o Off-line dictionary attacks should not be feasible. This means that a passive
eavesdropper who records the transcript of one or more sessions cannot
eliminate a significant number of possible passwords.

¢ On-line dictionary attacks should not be feasible. This means that an
active adversary cannot abuse the protocol so as to eliminate a significant
number of possible passwords. An active adversary can always eliminate
at least one password per protocol run by attempting to masquerade using
that password. Ideally this should be all that the adversary can gain.

There have been many variants of Bellovin and Merritt’s EKE protocol, as
well as many alternative protocols. Recently these have included some with
proven security properties. The original EKE protocol does not specify the
encryption algorithm to be used or how to transform the password to a rel-
evant key. Some later protocols have used specific algorithms which typically
require a means to map the shared password to an element of the group in
which a Diffie-Hellman exchange takes place. Most protocols have variants in
which the server stores only an image of the client password rather than the
password itself. This means that compromise of the server does not automat-
ically compromise the password; however, it will allow a brute force searching
attack so this is not necessarily a significant advantage. Some authors have
explored further the situation in which the client has access to a public key of
the server and there are now protocols with provable security in this situation
too.

! Halevi and Krawczyk [140] provide formal arguments in support of this view.
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The majority of the proposed protocols use Diffie-Hellman-based key
agreement with the shared password used for authentication purposes. We
therefore require notation similar to that used in Chap. 5. The notation used
in this chapter is shown in Table 7.1. Many of the protocols examined in this
chapter are client—server protocols for which the actions of the client are dif-
ferent from those of the server. Specifically, the client always possesses the
plain password 7 while the server sometimes stores only an image of 7 under
some one-way function. In order to avoid confusion we always assume that
principal A is the client and principal B is the server.

Table 7.1. Notation for password-based protocols

T A key of short length, such as a password, owned by A.

P A large prime (usually at least 1024 bits).

q A prime with ¢g|p — 1.

G A subgroup of Z;. G is often a subgroup of order ¢, but sometimes is
equal to Z,

g A generator of G.

ra, rg Random integers, typically of the same size as the order of G, chosen
by A and B respectively.

ta,ts g™ and ¢"P respectively. All computations take place in Z,.
x4, zp The private long-term keys of A and B respectively.

ya, yB The public keys of A and B, ¢g°4 and g°? respectively. These public
keys will have to be certified in some standard way which we do not
consider here.

Zap  The shared secret calculated by the principals.
Kap The derived session key.
San The static Diffie-Hellman key of A and B.

H;(.) One-way hash functions. Functions Hq, Hs, ... are often assumed to be
independent random functions. Certain protocols may require specific
properties and may specify particular functions.

In the next section we examine in some detail the version of EKE based
on Diffie-Hellman key exchange and later protocols derived from it. Section
7.3 is concerned with EKE variants in which the server stores only an image
of the password; these are often called augmented password-based protocols.
Then in Sect. 7.4 we look at protocols in which a server shares passwords
with two users and establishes a key between them. Most protocols in this
chapter are based on Diffie-Hellman, but in Sect. 7.5 some protocols based
on RSA are described. Section 7.6 is concerned with protocols that make use
of a server public key and we also look at some protocols that do not fit into
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any of the above sections. In the final section we make a comparison of the
properties achieved and resources used in a selection of the protocols.

7.2 Encrypted Key Exchange Using Diffie-Hellman

In this section we examine the Encrypted Key Exchange (EKE) protocol of
Bellovin and Merritt [38] as applied to Diffie-Hellman key exchange. Although
the original protocol has potential weaknesses and lacks a proof of security,
it is instructive to understand what may go wrong with such protocols: com-
pletely different attacks are possible from those applicable to protocols with
strong keys. We later examine the many variants and extensions that have
subsequently been developed from the original idea. Steiner et al. [306] give a
specification of how to integrate EKE into the TLS protocol including details
of how to use the symmetric encryption algorithm.

7.2.1 Bellovin—Merritt’s Original EKE

The general idea of EKE is to transmit ephemeral public keys encrypted
using the password as a shared key. Only parties that know the password
should be able to complete the protocol. This idea can be applied to ephemeral
keys from different public key schemes. Here we consider only Diffie-Hellman
key exchange in which both principals choose an ephemeral public key; the
password is used to encrypt the ephemeral keys as shown in Protocol 7.1.

Shared information: Shared password m. Security parameter L.

A B
rA €R Zp
A{tals
ta=g" {A} > rB €ER Zp
ZAB =tzB
tp =g'F

np €gr {1,...,2L}
)} {t}x,{nB}r4s

ZAB =tTBA
naA €Er {1,...,2L}
{na,nB}K,5

3 Verify np

{nalk,s

Verify na ¢

Protocol 7.1: Diffie-Hellman-based EKE protocol
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As in basic Diffie-Hellman key agreement, the shared secret is Zap =
g™"B although the key derivation function to obtain the session key Kap
from Z4p is not specified. Protocol 7.1 requires two exponentiations by each
party, which is the same as ordinary Diffie-Hellman. We will see below that
there are versions with fewer message passes.

Symmetric Encryption Algorithm

The choice of symmetric encryption algorithm using 7 was left flexible by
Bellovin and Merritt. They suggested that many choices are acceptable, even
ones that are ‘quite weak’. However, it now seems clear that use of encryption
functions without special properties prevents security proofs being obtained
and allows attacks in certain cases.

Bellovin and Merritt introduced the notion of partition attacks against
EKE. The idea is that an adversary guessing the password can attempt to
decrypt {ta}, and {tp}, and examine whether the resulting plaintext is a
valid Diffie-Hellman ephemeral value. If not then the guessed password is in-
correct and can be discarded. Given several runs of the protocol, successive
‘partitions’ of the passwords into valid and invalid sets may be obtained. The
success of partition attacks can depend on two factors: the symmetric encryp-
tion used, and the parameters defining the group G in which the protocol
works.

Consider an example in which the symmetric encryption algorithm is a
conventional block cipher (the key can be derived from the password using a
suitable hash function). If G = Z} then decryption of {4} using a candidate
password can be assumed to be a random string of the appropriate block
length. This string must be interpreted as an element of Z . During encryption
any padding that must be included due to the algorithm block length can be
chosen randomly (as suggested by Bellovin and Merritt). Even so, there will
be some bit-strings that cannot occur as plaintexts and these allow some
passwords to be discarded. This is because if decryption with a candidate
password results in a string whose value is greater than p then that candidate
is invalid.

In order to make partition attacks harder, Bellovin and Merritt suggest to
choose p to be slightly less than a power of 2. In this way very few candidate
passwords will be invalid. Jaspan [170] conducted an analysis which concludes
that it is adequate in practice to ensure that 1 — (p/2") < 10~*, where 27
is the smallest power of 2 greater than p. However, it seems preferable to
choose the symmetric encryption algorithm to be matched to the group so as
to completely eliminate such attacks; we will explain below how this may be
done.

Omitting Symmelric Encryption

Bellovin and Merritt suggested that either of the two encryptions using = in
Protocol 7.1 could be omitted. Subsequent authors have shown that this can
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result in weaknesses depending on the precise format of the messages used for
authentication.

First suppose that the encryption using « is omitted from the first message
so that this message becomes: A,t4. This change does not appear to help a
passive adversary and still prevents K 4 from being found without knowledge
of . However, Patel [262] shows how an active adversary masquerading as A
may be able to exploit this change. The adversary can send the first message
by choosing r¢ and setting t4 = ¢"¢. Now if the authenticator {np}k,,
returned in the second message contains redundancy then the adversary can
use it to eliminate any potential password # by decrypting {¢tg}, with 7
to obtain fp, finding the corresponding value of the session key K 4p from
ZAg = ()™, and checking for the redundancy after decrypting {nB}K,s5
with K 4p. Jablon [164] noted that small subgroup attacks (see Sect. 5.2.1)
may also become possible in this situation; the adversary can move t4 into
any small subgroup and use the authenticator in the third message to identify
the correct K 4p in a brute force attack. Standard precautions against small
subgroup attacks can prevent this.

If encryption using 7 is omitted from the second message then the ad-
versary can attempt to masquerade as B. Steiner et al. [307] showed that
this allows an attack if the authenticators do not contain redundancy. The
adversary chooses a random X and r¢, sets tg = ¢g"¢, and sends tg, X as
the second message, which will be accepted by A. Now the adversary can de-
crypt {ta}, with a candidate password 7 to obtain {4 and the corresponding
session key Kap = (f4)"¢. The adversary can then decrypt message 3 using
Kagp and check whether the second field equals the decryption of X using
K ap, in order to confirm whether # is the correct password. Patel [262] also
noted an attack here when there is limited redundancy in the authenticator,
but this time it is necessary for the adversary to wait to see if a random au-
thenticator is accepted by A: the adversary sends ¢tp, X as the second message
for a random value X. If this message is accepted then the adversary knows
that the redundancy is present, but if it is not then all passwords that result
in the desired redundancy can be eliminated.

It may seem reasonable to conclude that it is safest not to omit either of
the symmetric encryptions using 7. However, a better solution is to be more
careful in the use of authenticators. We now examine variants in which this
is done; not only is the result a protocol with fewer rounds, but also a proof
of security becomes feasible.

7.2.2 The PAK Protocol

Bellare et al. [29] have provided proofs that the exchange of the password-
encrypted Diffie-Hellman messages at the core of EKE is a secure protocol
using the Bellare-Rogaway model discussed in Chap. 2. Although they specify
the key derivation function to find the session key the symmetric encryption
algorithm used in the protocol is not concretely defined; it is assumed to be
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an ‘ideal cipher’ that can be regarded as a random function (analogous to
the functions used in the random oracle model). Furthermore, the decryption
function must take strings of a fixed size and map them to elements of G.
This may leave the implementer in some difficulty in choosing an appropriate
concrete algorithm. Later MacKenzie [218] proposed concrete ways to achieve
a suitable algorithm along with complete proofs.

In parallel work, Boyko et al. [65] specified a slightly different version
of Diffie-Hellman-based EKE called PAK (Password Authenticated Key ex-
change). They provided a proof of security in Shoup’s simulation model, and
later MacKenzie provided proofs in the Bellare-Rogaway model too. The en-
cryption function used is simply multiplication in the Diffie-Hellman group.

PAK uses a prime p of the form p = rq + 1, with r and ¢ relatively prime.
The Diffie-Hellman key exchange takes place in the subgroup G of order g¢.
The original PAK protocol uses four hash functions. It is important that these
functions are different and the formal proof assumes they are independent
random functions. In practice we may define the different hash functions by
prepending a different fixed string to the input and then using a standard
hash function. For example, we may define H;(z) = H(ASCII(%), z), where
H is SHA-1 [245] and ASCII(7) is the ASCII representation of 4. Protocol 7.2
shows the basic version of PAK. Qutput from H; is treated as an element of
Z;, and is used to map 7 to an element of G which is an important part of
defining the symmetric encryption algorithm.

A key feature of Protocol 7.2 is that the element P in the group G is
derived from the password m using the formula P = H;(A, B, 7)". In typical
applications the computing device of A will not have the value 7 available
beforehand and so this calculation is part of the computational requirements
for A. (In contrast we may assume that B is a server which can store the
derived value of P.) Since typical lengths of ¢ and r may be 160 bits and
864 bits respectively, this calculation is more expensive than the subsequent
Diffie-Hellman exchange. The computational requirements may be optimised
for different applications by choosing a larger size for ¢ so that the size of r
becomes smaller.

The PAK protocol was proven by Boyko et al. [65] to be secure in Shoup’s
simulation model assuming the hash functions act as random oracles. Origi-
nally this result relied on the Decision Diffie-Hellman assumption but later
MacKenzie [218] showed that the ordinary (computational) Diffie-Hellman
assumption is sufficient. We may regard the PAK protocol as a variant of the
original Diffie-Hellman-based EKE protocol with the following instantiations
and modifications:

the key derivation function is specified;
symmetric encryption is defined as multiplication in G by the image P of
;

e symmetric encryption of the ephemeral Diffie-Hellman key in the second
message is omitted;
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Shared information: Generator g of G where p — 1 = g¢r. Hash functions
H,,H,, Hs, Hy.

Information held by A: Password =.

Information held by B: Derived password image P = H:(A, B,7)".

A B

P =H\(A,B,x)

rA ER Zq
ta=g"4
?
m=1taP —_n mmodp #0
ta =m/P
B €ER L4
tp =g'8
ZAB ItTAB
r ts, k
Zap =i —2% gk =H,(A B,m,tp, Zap, P)
k = Hy(A, B,m,ts, Zas, P)
!
k’:HE}(AaB:matBaZAByP) '—k_—) kl;HB(A7B>m7tB>ZAB>P)
Kap = Hy(A,B,m,tg, Zag, P) Kap = H4(A,B,m,tp,Zag, P)

Protocol 7.2: PAK protocol

e asimplified authentication mechanism is used which allows a more efficient
protocol.

It is interesting to consider how these changes ensure that the potential
weaknesses in Diffie-Hellman EKE are avoided. The choice of symmetric en-
cryption is very simple and matched to the group G. (Although a modular
multiplication may be computationally more expensive than encryption with
a block cipher, in practice the additional effort over the required exponenti-
ations is very small.) In the partition attack described above the adversary
attempts decryption with candidate passwords n’. With this natural choice
of encryption, every ' maps to an image P’ € G and attempted decryption
of t4 P results in t 4 P/P' which will always lie in G. Therefore the partition
attack cannot even discount a single candidate #'. If the adversary tries to ex-
ploit the omission of the symmetric encryption with # in the second message
by sending tp, X for a random X then with overwhelming probability A will
reject the message. Instead the adversary can calculate a correct value k for
any candidate password and this would allow checking of that one password.

Boyko et al. [65] also specify a variant protocol of PAK without explicit
authentication. The result is shown as Protocol 7.3 and is known as PPK
(Password Protected Key exchange). Apart from omitting the authenticators
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the difference is that both messages, instead of just the first, must now use
the symmetric encryption with 7. A consequence of using two encryptions is
that A requires an extra exponentiation, in comparison with Protocol 7.2, to
derive the extra password image Ps.

Shared information: Generator g of G where p—1 = gr. Hash functions Hy, H2, Hs.
Information held by A: Password .
Information held by B: Py = Hi(A, B, n)" and P, = Hy(A, B,n)".

A B

P, = H(A,B,n)"

ra €Er Zq
ta=g"4
?
m=taP ——m——>mm0dp7é0
ta =m/P1
B ER Zq
PzZHz(A,B,ﬂ')T te :g’"B
? ’
mmodp#0 2 m =tph
tp =m’/P2
ZAB Zt%A ZAB ZtTAB

KAB = H3(A,B,m,m',ZAB,P1)

Protocol 7.3: PPK protocol

If the first message alone was protected by the password, as in Protocol
7.2, then an adversary could masquerade as B and use knowledge of the
derived session key to mount a brute force searching attack. For example,
the adversary could choose random r¢ € Z, and send ¢"¢ to A as the second
message. Then the shared secret accepted by Ais Z4p = ¢"¢"4. The adversary
can check any potential password 7 by calculating P, = H, (A,B,7)", ta =
m/ P, and the corresponding secret Z4p = (£4)". If 7 is the correct password
then Zip = Zap, which can be checked against subsequent messages from A
protected with K4p.

MacKenzie [216] later designed several other variants of the PAK protocol
and proved their security. These included versions of the protocol for elliptic
curve groups and the XTR group [204]. Protocol 7.4 is an ingenious variant
which transfers computational load from the client A to the server B. This
is very useful in applications in which the client is a device, such as a smart
card, with reduced computational power. The idea is that instead of moving
the password image into the group G, the password is simply regarded as a
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value in Z and is masked by a random value of order r. The result is that
A no longer needs to compute the exponentiation H; (A, B, 7)" with the large
exponent r. However, in order to remove the element of order r, B now has
to compute a costly exponentiation instead.

Shared information: Generator ¢ of G where p — 1 = gr. Hash functions
H,,H,, Hs, Hy.

Information held by A: Password =.

Information held by B: Derived password image P = Hi(A, B, w).

A B

TA €ER Zq

ta=g""

herZ,

m=1tsh? - Hi (A, B,x) S (UEEN mmodp;éO
ta = ((m/P)’) "ot
rp €R L4
tg =g'®
ZaB =tzB
" tg, k
Zap =ty k=H,;(A B,m,ts,Zas, P)

k < Hy(A,B,m,tp, Zap, P)
kl

k":Hg(A,B,m,tB,ZAB,P) _— k';Hg(A,B,m,tB,ZAB,P)
Kap = H4(A,B,m,tB,ZAB,P) Kap = Hy(A,B, m,ts,Zag, P)

Protocol 7.4: PAK-R protocol

7.2.3 SPEKE

The SPEKE (Secure Password Exponential Key Exchange) protocol was
designed by Jablon [164]. Although SPEKE, like EKE, is based on Diffie-
Hellman, it has a distinctive feature that the password is used to define the
base to be used for the Diffie-Hellman exchange. Jablon presents both basic
and “fully constrained’ versions, the latter designed to prevent a variety of
different attacks.

Protocol 7.5 describes the fully constrained SPEKE protocol, but we have
used the verifiers, V4 and Vg, as defined in the version analysed by MacKenzie
[217]. Jablon’s original verifiers included only Z4p in the hash, which allows a
potential attack in which the adversary masquerades as A and makes a guess
7 for the password w. One verifier then allows the adversary to check if #
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is any value in the set {m,72?,7%,...}. The seriousness of such an attack can
be debated since there may be few potential passwords in this sequence, but
MacKenzie’s verifiers rule it out altogether.

Shared information: Subgroup G of Z, of prime order ¢ = (p—1)/2. Shared derived
password image P = 7w where 7 is interpreted as an element of Zy,. Security
parameter L.

A B

rA €ER {1,...,2L}

ta = Pra 1t rper{l... 2%}
ZAB thB
Check Zap ¢ {—1,0,1}
tg = P"B
" t5, Vs
Zap =t - Vg = Hi(ta,tB, ZaB,n)
Check Zap ¢ {—1,0, l}
Verify Vg
Va = Ha(ta,tB,ZaB,m) L) Verify Va
Kap = Hs(ZaB) Kap = H3(ZaB)

Protocol 7.5: SPEKE protocol

The prime p and subgroup G are chosen so that ¢ = (p—1)/2 is prime and
G is of order q. The password  is regarded as a number in Z} and then P = w2
is guaranteed to lie in G and have order g (assuming that 7 is not equal to 1,
—1, or 0). The value P is used as the generator of G for protocol runs involving
m. Apart from this special way of defining the group generator, the protocol
is exactly the basic Diffie-Hellman key exchange with key confirmation. The
shared secret is therefore Zap = PT4"8 and forward secrecy is provided.
The check that Z4p is not in the set {—1,0, 1} ensures that small subgroup
attacks are avoided. In comparison with Protocol 7.2, calculation of P from 7
is much simpler so that we can almost ignore it in assessing A’s computational
requirements. The cost of the Diffie-Hellman exchange calculations depends
on the size of the exponents r4 and rg. Typical lengths might be 160 bits.

The original version of SPEKE does not have a proof of security, but later
MacKenzie [217] did provide a proof of a slight variant using Shoup’s simula-
tion model. This proof relies on the difficulty of a non-standard decision prob-
lem (called the ‘Inverted-Additive Diffie-Hellman problem’). Tt shows that at
most two passwords can be tested per login attempt, whereas it is proven
that only one password test is possible for the PAK protocol. The differences
between the protocol used by MacKenzie and Protocol 7.5 are:

Petitioner Samsung Ex-1021, 0278



258 7 Password-Based Protocols

P is defined to include the identities of A and B: P = (H(A, B, 7))?;
the hashes used to form the session key include the identities of A and B,
the exchanged messages t4 and tp, the password 7, as well as Zap;

e the exponents are chosen randomly in Z.

An important practical consequence of the last difference is that exponents
are the same size as ¢. Since ¢ = (p — 1)/2 this would typically make the
exponents around 1024 bits, a significant overhead compared with exponents
of size 160 bits suggested by Jablon. Versions of SPEKE suitable for use on
elliptic curves, which are potentially much more efficient, are specified in the
emerging IEEE P1363.2 standard [155].

A flawed variant of SPEKE appeared in the original paper of Jablon [164].
In this variant the derived password is P = g™ which, as in Protocol 7.5, is used
as generator of the group G in a Diffie-Hellman exchange. The shared secret
is again Zap = P"4"8. A password guessing attack was found by Jablon and
others and resulted in the deletion of this option from later papers on SPEKE
[165]. An essentially identical protocol also appears in the paper of Bakhtiari
et al. [23]. A protocol designed by Seo and Sweeney [293] known as SAKA
(Simple Authenticated Key Agreement) was an unfortunate re-discovery of
almost the same protocol. The main difference is that the shared secret is
Zap = ¢g™4"® but this seems to have little influence. Mitchell [236] showed
that a password guessing attack is still possible. A number of other authors
[319, 194, 209] have also found various attacks concerned with the explicit
authentication exchange phase of SAKA.

A protocol by Kaufman and Perlman [179] is connected with SPEKE only
in that the password is used to generate the parameters for the Diffie-Hellman
exchange. However, the difference is that in this case the password is used as
a seed to generate the prime modulus p, and this is done in such a way that
2 is a generator (at least with high probability) of Zj. The protocol is known
as PDM (for Password Derived Moduli). Like SPEKE, it is essentially basic
Diffie-Heliman with key confirmation. A computational overhead is the time
taken to reconstruct p at both ends, which entails testing for primality (indeed
testing for a strong prime) starting from the seed value. In addition, no formal
security proof is provided.

7.2.4 Katz—Ostrovsky—Yung Protocol

The protocol of Katz et al. {178] does not strictly belong in this section,
since it is not really an EKE variant. However, the algebraic setting is the
same as other protocols in this section, and there are other similarities too.
The protocol has a strong theoretical significance because of its security proof.
The proof of security for all the PAK protocol variants uses the random oracle
model. From a theoretical viewpoint, eliminating such an assumption is very
desirable. The protocol of Katz et al. is proven secure in the Bellare-Rogaway
model without using random oracles, assuming the Decision Diffie-Hellman
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problem is hard. The encryption algorithm used in the protocol is a variant
of the Cramer—Shoup algorithm [97], chosen because it is proven to provide
non-malleability without itself using random oracles. As shown in Protocol
7.6, there are a number of public parameters.

Shared information: Generators g1, g2, h,¢,d of G where p — 1 = ¢r. Hash function
H. Password .

A B

Generate ephemeral
signature keys PK, SK

TA ER Zq
ta=gy*
ua = gy*

va =h"4g7
= H(A,PK ta,ua,v4)
wa = (ed*)™4
A, PK,ta,ua,va,wa

.’IIB,yB,ZB,ZIB,'I"B €R Zq
= H(A,PK, ta,ua,va)
E = g{® gy® h*» (cd*)"®
tp = g;”°
up = g;°
vUB :hrsgf
f=H(B,E,tg,up,vs)
wp = (ed?)"B
B,E tg,uB,vB,WB

ﬂ=H(B,E,tB,’U,B,UB)
TA, YA, 24,24 ER Zq
K_QlA yAth(cdﬁ)zA
K, Sigsk (B, K)
—

Verify signature
Zap = EmtzA yA (UB/g )“w ZaB KTBtZB yB(’UA/g1 )ZB'wA

Protocol 7.6: Katz—Ostrovsky—Yung protocol

The first message sent from A to B consists of the encryption of the plain-
text message g7 in the Cramer-Shoup variant. However, an amusing aspect
of the protocol is that the encryption is turned around; the public parame-
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ters g1, g2, h, c,d form a public key for which no corresponding private key is
known. This ensures that information on the password is not leaked. But since
B already knows the value g7, he can obtain the correct parameters to form
the session key. The second message returned from B is also an encryption of
g7 using a different Cramer-Shoup variant but with the same public param-
eters. Notice that the signature sent in the third message uses a public key
generated randomly by A during the protocol, and is not intended to provide
entity authentication. Indeed, neither party obtains key confirmation or entity
authentication. Katz et al. note that the usual additional checks are required,
in particular that received values lie in the group G.

Although the protocol of Katz et al. is certainly practical, its computa-
tional requirements are significantly greater than any of the PAK variants,
around 5-10 times as great depending on which variant is compared and how
the computation is measured.

7.3 Augmented EKE

For many years it has been standard practice for passwords to be stored on
servers under the image of a one-way function H, so that H () is stored rather
than = itself. In this way compromise of the password file will not compromise
the passwords directly, and when a claimed password 7’ is submitted to the
server it can be checked whether H(n') = H(w). However, compromise of
the password file will nevertheless allow an off-line dictionary attack to be
mounted since the adversary can calculate H(x') for any password guess =’
and compare with the stored value. Therefore the benefits of this approach
will depend on the application. Many designers have provided password-based
key establishment protocols that require the server to store only an image of
each password.

A number of protocols explicitly include the use of salt in the calculation of
the password image. Salt is another commonly used mechanism for protecting
passwords on a server. For each password 7;, a random salt value s; is chosen
and the pair (s;, H(n;, s;)) can be stored on the server. The purpose of salt
is to frustrate bulk guessing attacks if the password file stored on the server
becomes compromised. Even though the salt becomes known to the adversary,
any password guess can only be verified against one password image at a time.

The original EKE protocol requires that the server stores the plaintext
password in order to be able to decrypt the protocol exchanges. Subsequently
Bellovin and Merritt [39] designed an ‘augmented’ version, shown in Protocol
7.7, which requires the server to store only an image of the password.

The first four messages of this protocol are the same as Protocol 7.1 with
the plain password 7 replaced by the hashed password H; (7). These messages
are insufficient on their own since the user would only require H,(7) in order
to complete the protocol so there is no effective difference from the original
EKE. Therefore the fifth message is added which consists of a signature of the
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Information held by A: Password .
Information held by B: Two images of password, Hi(w) and Ho(w). Ho(r) is suit-
able for signature verification.

A B
TA €ER Zp
A ta -
ta=g" ,{ }Hl( ) > rB €ErR Zp
Zap =t
tp =g"B

ng €r {1,...,2%}
{tB}H1(7r)’ {nBlKap

ZAB = th
na €r{1,...,2%}
{na,nB}r,p

> Verify npg

{nalr,s

{Sigr(KaB)}K A5

Verify n4 ¢

> Verify signature
using Hj(m)

Protocol 7.7: Augmented Diffie-Hellman-based EKE protocol

shared secret constructed using 7 as the secret key and so that B can hold
the corresponding public key. Bellovin and Merritt did not make an explicit
choice for the signature, but an example could be an ElGamal signature [106]
with private key 7 and public verification key Hy(w) = g™. (It is possible to
allow H; = H, but if, as in this example, H» requires an exponentiation,
computation is reduced for A if H; is a simple hash function.)

Steiner et al. [307] have pointed out that an adversary who is able to
obtain an old Ksp can decrypt the final message flow of Protocol 7.7 and
attempt to verify the signature using a guessed 7' value and therefore mount a
dictionary attack. This protocol is therefore arguably weaker than the original
in the usual scenario where old session keys may be compromised. However,
this problem could be avoided by using a different key derived from Z4g5 to
protect the protocol messages, instead of using the session key K 4p for this
purpose.

A variant of PAK, called PAK-X, was designed by Boyko et al. [65] and
can also be considered a variant of augmented EKE. The protocol is very sim-
ilar to Protocol 7.2 but incorporates an additional verifier. Later MacKenzie
[216] devised a conceptually simpler version called PAK-Y shown in Proto-
col 7.8. The first two messages are essentially identical to those of Protocol
7.2, but in the last message A sends the Schnorr signature [291] of the fields
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A,B,m,tg,Zap,V using the derived password v as the private key. This
allows B to verify that A possesses v using the corresponding public key V.

Information held by A: Password w from which is obtained v = Hp(A, B, 7). (In
order to ensure a unique verifier per pair, identities may be ordered and then
v = Ho(min(A, B),max(A, B), r).) Hash functions Hi, H2, H3, Hs4.

Information held by B: Derived password image V = g°.

Shared information: Group G of prime order ¢ = (p — 1)/r and generator g of G.

A B
V=g
rA €R Ly
ta=g"4 P=H,(A,B,V)
m=ts Hi(A BV) —n mmodpg?éO
TR €ER Ly
tg =g"®
ZAB :(m/P)TB
» te, k
Zap =ty k= H,(A,B,m,tg, Zag,V)
k < Hy(A,B,m,tp, Zap,V)
¢ €ERr Zgq
a=¢°
e:Hg(A,B,m,tB,ZAB,a,V)
s=c—evmodgqg —-ﬁ—>e;H3(A,B,m,tB,ZAB,gsVE,V)
Kap = Hi(A,B,m,tB,Z48,V) Kap :H4(A,B,m,tB,ZAB,V)

Protocol 7.8: PAK-Y protocol

The augmented versions of PAK can also be combined with the ‘R’ version
shown in Protocol 7.4 in order to shift computational requirements from A
to B. The only change required in Protocol 7.8 is to replace the first message
with that of Protocol 7.4 and adjust the corresponding computation by B.

Recently MacKenzie [218] proposed a generalisation of PAK-Y, called
PAK-Z, which allows any digital signature to take the place of the Schnorr
signature used in PAK-Y. The server B stores the public and private keys for
the signature algorithm and sends the private signing key to A masked with
the shared secret. Then A returns a signature on ¢p as the third message. As
well as allowing any signature to be used, PAK-Z uses exactly the same ver-
ifier k as used in Protocol 7.2 so that the result is a more modular approach
to the set of PAK protocols.
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7.3.1 B-SPEKE

Jablon [165] discussed the method used by Bellovin and Merritt to augment
EKE and proposed an alternative. He pointed out that Bellovin and Merritt’s
technique could be applied generally and in particular to his own SPEKE
protocol leading to a variant he called A-SPEKE. His own augmentation tech-
nique he called the ‘B’ extension.

Instead of employing a signature to prove knowledge of the password, as
used in Bellovin and Merritt’s ‘A’ extension, the ‘B’ variant uses an additional
Diffie-Hellman exchange. The server B stores two password images as before:
one is the square of the hash, P = H(w)?2, and the other is V = ¢™. During
the protocol B sends an additional challenge g™# to A and A must respond by
showing knowledge of the Diffie-Hellman key Z4p = ¢""#. A cannot simply
send Zap to B since this value could be used together with the challenge to
form a dictionary attack on 7. However, if A returns a hash containing both
Zap and Z AB, the hash can be used both to check knowledge of 7 and for
confirmation of Z 4. Employing this technique to the SPEKE protocol leads
to B-SPEKE, Protocol 7.9.

Information held by A: Password =, interpreted as an element of Z.

Information held by B: Derived password image V = ¢g". Derived password image
P = H(r)” where H(m) is interpreted as an element of Z},.

Shared information: Subgroup G of Z, of prime order ¢ = (p—1)/2. Hash functions
H, Hy, H,, H;. Security parameter L.

A B
P = H(m)?
ra €r {1,...,2%}
ta=Pr4 M, rhiser{l,..., 20
ZAB ZtZB

Check Zap ¢ {—1,0,1}
tg = PTB,t~3 = giB

ZaAB :trBA MVB:Hl(tA,tB,ZAB,P)
Check Z45 ¢ {-1,0,1} Zap=V'B
Verify Vg
Zap = (ip)"
Va = Ha(ta,tp, Zas, Zas, P) A—) Verify V4
Kap = Ho(ZaB) Kap = Ho(ZaB)

Protocol 7.9: B-SPEKE protocol
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Jablon is not explicit about the construction of the verifiers V4 and Vp
in Protocol 7.9. We have adapted the verifier format used in Protocol 7.5. In
any case, the proof of MacKenzie for Protocol 7.5 does not cover Protocol
7.9. Jablon [165] provides a number of variants of Protocol 7.9 to optimise
various features; for example, he presents a version designed to minimise the
total time by allowing various calculations to take place in parallel.

7.3.2 SRP Protocol

The SRP (Secure Remote Password) protocol was designed by Wu [332] as a
more efficient alternative to the original augmented EKE. The server B holds
a salt value s and the password image V = ¢*(5™, Protocol 7.10 shows an
optimised version of SRP, minimising the number of messages.

Shared information: Subgroup G of Z} of prime order g = (p — 1)/2. Hash function
H.

Information held by A: Password .

Information held by B: Password image V = g¥ (&) Salt value s.

A B

ra €r 2y

ta=g"4 —_— 4,78 €R Lg
Zap = (taV*)™B
Kap = H(ZaB)

V= gftem (SEY gy

Zag = (S — V)TA+UH(3a7r)
Kap = H(ZaB)
M, = H(A,B,Kag) —&—) Verify M,
M, :H(A,M},KAB)

Verify M, (———M—Q—

Protocol 7.10: SRP protocol

The shared secret is Z4p = ¢"™4"™8 - V%8 which is unusual in that it is
asymmetric with regard to the inputs of A and B. Another unusual feature
is the public random value u chosen by B and included in the derivation of
Zap. The purpose of u is to ensure that A knows the value of 7 and not just
its image V. If A could know u in advance then she could send g"4V ~* in the
first message instead of t4 and then B would calculate Zyp = g"4"®. This
means that A could complete the protocol only with knowledge of V. In order
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to avoid this possibility it is evident that u cannot be a fixed value. However,
for efficiency reasons, Wu suggests that u may be defined as a public function
of S which would allow it to be omitted from the exchanged messages.

The symmetric encryption algorithm used with the password is addition
modulo p. Forward secrecy is provided since the ephemeral Diffie-Hellman
key, g"4"®, is needed in order to find Z4p. The main drawback of SRP is
a lack of a formal security proof. However, Wu did point out that security
against passive eavesdroppers is provided in the sense that an oracle that can
find the session key from the exchanged messages t 4, S and u, is able to solve
the Diffie-Hellman problem.

A minor weakness in Protocol 7.10, whose discovery is attributed by
MacKenzie [217] to Bleichenbacher, allows the adversary to eliminate two
passwords, m; and 72, with each protocol run. An adversary masquerading as
B can exploit the symmetry of the value S by choosing Vi = g (:m1) and
Vo =gH (5:m2) and sending S = V; + V5 instead of a correctly formed S in the
second message. Then if 7y is the correct password the adversary can check
that Zap = I/'2TA+"H(S’”‘) while a symmetric test can be used for 5.

The calculation of V' must be explicitly made by A during the protocol,
but Wu implies that H(s, ) can be a ‘tiny’ exponent since the entropy of ™
is small. Wu regards as optional whether the values p and g are fixed or are
sent as part of the protocol itself (the former situation is intended in Protocol
7.10). If p and g are sent as parameters by B at the start of the protocol it is
essential that A checks the primality of ¢ = (p — 1)/2 and that g has order g.

Kwon and Song [198] have proposed a similar protocol to SRP in which
the image of the password is similarly added to one of the ephemeral public
keys in order to encrypt it.

7.3.3 AMP Protocol

The AMP (Authentication via Memorable Password) protocol of Kwon [195]
is a variant of Diffie-Hellman-based EKE that employs a number of different
features found in other protocols. Like the PAK family, Protocol 7.11 masks
one of the Diffie-Hellman exchanges by multiplying it with a derived version
of the password. However, there is a different method to calculate the shared
secret which depends in an unusual way on the exchanged values. The shared
secret is Zap = g"B("21+€) where e is a hash of the exchanged values t4 and
T together with the principal identities.

Protocol 7.11 lacks a formal proof of security. It turns out that, like Pro-
tocol 7.10, an adversary can eliminate two passwords in one protocol run®. To
do this the adversary chooses t4 = g~ H1(5™) in the first message where 7,
is the first password guess. If this guess is correct then the value T returned

? This attack was described by Michael Scott in a message on the IEEE P1363
mailing list in July 2001.
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Shared information: Subgroup G of Z;, of prime order ¢ = (p — 1)/2r. Four hash
functions H, H,, H> and Hs.

Information held by A: Password .

Information held by B: Password image V = g™ Salt value s.

A B
A €R Zq
ta=g""
At
24 B ER Zq
T = (taV)'®
s, T
x = Hy(s, ) —
e = Ha(ta,T, A, B) e = Ha(ta,T, A, B)
Zag = T(rate)/(rate) Zap = (tAge)TB
Kap = H3(ZaB) Kap = H3(ZaB)
H(ta, K
I(ts, Kap) Verify hash
H(T,K
Verify hash M)

Protocol 7.11: AMP protocol

by B will be equal to 1. If the guess is incorrect then the adversary can still
continue the protocol and include a different guess in the calculation of Z4g.

The AMP protocol requires only two exponentiations for both client and
server. On the client side this is two exponentiations fewer than PAK-Y, which
has a formal proof of security. Both B-SPEKE and SRP also use two main
exponentiations but have additional exponentiations with ‘small’ exponents.
In contrast AMP requires an inversion modulo ¢. Notice that AMP can use a
value of ¢ of 160 bits so that exponents can be efficiently reduced before expo-
nentiation. Forward secrecy is provided since the password does not influence
the value of the session key.

7.4 Three-Party EKE

The protocols we have examined so far in this chapter are appropriate for
the situation when a client wishes to connect securely to a server with whom
the password (or an image of the password) is shared. We now consider some
protocols designed to allow two users to establish a new key through the coop-
eration of a mutually trusted server with whom they both share a short key or
password. This class of password-based protocols has been largely neglected
recently, probably due to the requirement for the on-line server. However, as
well as their historical interest, it seems worthwhile to consider such protocols
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due to potential efficiency gains. An alternative to using a special-purpose
protocol is to run two two-party protocols between the server and each of
the two principals; the two secure channels established can be then used to
distribute a session key.

In this section we examine three-party EKE-type protocols; in Sect. 7.6.1
below we consider three-party protocols in which the users have knowledge of
the server’s public key.

7.4.1 GLNS Secret Public Key Protocols

Gong, Lomas, Needham and Saltzer (GLNS) [130] (and the same authors ear-
lier with names permuted [210]) published the first password-based protocols
for a variety of authentication and key establishment scenarios. We call their
set of proposals the GLNS protocols. The majority of their protocols assume
that users have knowledge of the server public key — these protocols are exam-
ined in Sect. 7.6.1 below. Here we examine their protocols which use ‘secret
public keys’; these are ephemeral asymmetric keys which might normally be
made public but, in order to prevent guessing attacks, are kept secret from
eavesdroppers on the protocol. Gong et al. [130] provided variants of their
protocols for both the three-party and the two-party situations.

The GLNS three-party secret public key protocol is shown in Protocol
7.12. Their two-party ‘Direct Authentication Protocol’ uses similar ideas by
essentially combining the roles of A and S. In the initial two messages the
server .S sends encrypted ephemeral public keys Kg for A and K§ for B.
Subsequently these are used by A and B to encrypt the request for a session
key in messages 3 and 4; in these messages Es(.) denotes encryption with Kg
and E¢(.) denotes encryption with K§.

S has passwords 74 and wp. S chooses random value ns and ephemeral encryption
keys Ks and K5.

A has password ma. A chooses random values na,n's,ca,ra.

B has password wg. B chooses random values ng,n’s,cs,r5.

1. A—->S: AB

2.5 A: AB,ns, {Ks}r,, {K5}rg

3. A= B: Es(A,B,na,nly,ca,{nstry),ns, 74, {Ks}xp

4. B—> S: E‘S(A,B,nA,n'A,cA,{ng},rA),Eg(B,A,nB,nﬁg,cB,{ng},rB)
583 B: {na, Kap®nly}n,, {ns, Kap Dnlglny

6. B A:{na, Kap®ns}ny, {H1(ra), 78}k ,5

7. A— B: {H2(TB)}KAB

Protocol 7.12: GLNS secret public key protocol
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Gong et al. remark on the similarity with the Otway—Rees protocol (3.22),
at least in terms of the general structure. But there are a number of addi-
tional fields included in Protocol 7.12 which are worth examining. A (and B
similarly) chooses two nonces n4 and n'y which are transmitted to the server.
The first of these is returned with K 45 with the usual purpose of allowing A
to verify the freshness of this key. The second nonce is used to mask K 4p;
its purpose is to prevent the adversary from performing a password guessing
attack. If n'; is omitted from message 5 then the adversary can decrypt the
message with a candidate password 74 and obtain a candidate session key
K 4p. The adversary can then decrypt the second encrypted field in message
6 using Kap and check for the correct H, (ra) value, in order to confirm
whether 7 4 is the correct password of A. The encrypted fields using K 4p in
the final two messages are intended to provide key confirmation.

The value c4 (and cp symmetrically) is a random ‘confounder’ used to
ensure that encryption with Kg in message 4 is randomised. If ¢4 were not
used, and the public key encryption were deterministic, then an adversary who
obtained an old K 4p value could test a guess & for w4 as follows. First the
field {K s}, in message 2 is decrypted with 7 to obtain a possible public key
K. Candidate values for n4 and n’y can also be obtained by decrypting the
first field in message 6 with # (remember that we assume the adversary knows
K 4p). Then all the required inputs are available to re-encrypt the first field
in message 3, and check this against the actual value sent in order to verify
whether # is correct. The ‘confounders’ ¢4 and cg can be omitted by requir-
ing the asymmetric encryption algorithm to provide semantic security, since
this ensures that the encryption is randomised. Furthermore, the asymmetric
encryption algorithm must provide non-malleability; otherwise the protocol is
easily defeated by an adversary C who can change the encrypted name of B
to C in message 4 and hence masquerade as B to A.

Just as we have seen previously with Diffie-Hellman-based EKE, choice of
the correct encryption algorithms is a crucial matter. Patel [262] demonstrates
that use of RSA as the asymmetric encryption algorithm in Protocol 7.12
allows an active attack similar to the one against OKE in Sect. 7.5.2 below.
However, Gong et al. did specify that the encryption algorithm must have
the property that any random number could be a public key, a property not
enjoyed by RSA. A protocol using an algorithm that matches the password
representation to the encryption algorithm, such as used in PAK, appears
more promising.

Although Protocol 7.12 seems to be regarded in the literature as a funda-
mentally sound one, we note that an attack is possible unless specific precau-
tions are taken by users in an implementation. To perpetrate the attack the
adversary masquerades as the server in order to obtain encrypted messages
from A and/or B which can be used to verify password guesses. Specifically
the adversary can guess values for 74 and 7p, generate new ephemeral keys
K and K, and use the guessed passwords to form a possibly correct message
2. This message can be sent back to A following a protocol initiation by A.
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The adversary can collect the subsequent message 4 intended by B for the
server. Now the adversary can detect if either of the password guesses is cor-
rect, since if so the identifiers A and B will be present in the messages when
decrypted with the generated private keys. Further guesses can be verified or
discarded in the same way. Notice that A must accept a random value for the
field {Ks},, in message 2; otherwise an off-line guessing attack is possible.

If the above attack is to be prevented two precautions must be taken in
any implementation. Firstly, failed protocol attempts must be logged by users
and the password disabled after a small number of failures. Although such
precautions are usually taken for failed logins at a server, it is less usual for
this matter to be considered for users. Secondly, it must not be possible for the
adversary to start multiple parallel runs of the protocol, since otherwise the
correct passwords can be found before any protocol run has failed. It seems
likely that in some applications users would be required to enter the password
for each protocol run, but in others the user’s computing device might cache
the password and reuse it for multiple runs.

Tsudik and van Herreweghen [321], and later Gong [129], have proposed
variants of Protocol 7.12 aimed at simplifying it and improving its efficiency.
Protocol 7.13 shows the version of Tsudik and van Herreweghen which follows
the same basic design but reduces the amount of material that needs to be
encrypted with the ephemeral public keys. In distinction to Protocol 7.12
there is no attempt to provide key confirmation.

S has passwords w4 and wg. S chooses ephemeral encryption keys Ks and K&.
A has password w4. A chooses random value n4.
B has password wp. B chooses random value np.

.A—>S: AB

.S A: {Ks® B}, ,{K5D A}rp

.A—> B A,Es(nA),{K'S EBA},,B

B S: A, B, Es(ng), Es(na)

.S—>B: nBGB{nB @KAB}WB’nAEB{nAGBKAB}TA
.Bo>A:na®{na®Kaslr,

Protocol 7.13: Simplified GLNS secret public key protocol

Inclusion of the identities of A and B in the fields encrypted with =4 and
wp in message 2 is critical to the security of Protocol 7.13. This is because
there is nothing else that allows the principals to know which party the session
key is shared with. The nonces np and n 4, when XOR’d with the encrypted
fields using 7p and w4 in message 5, act as ‘confounders’. The outer XOR
prevents B (and A similarly), having also obtained K sp, from mounting a
brute force guessing attack on 7 4.
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Ding and Horster [104] found an on-line attack on Protocol 7.13, one of
several undetectable on-line attacks that they discovered. The important fea-
ture of such attacks is that an insider can perpetrate them in such a way that
the server cannot detect that they have taken place and so cannot restrict
the number of repetitions. Therefore the adversary may be able to conduct
an on-line exhaustive key search. In Ding and Horster’s attack on Protocol
7.13, the insider adversary B masquerades as A to initiate the protocol (the
real A does not take part in the attack). The adversary collects the response
from S in message 2 and makes a guess at m4. This allows the adversary to
forge a corresponding value for message 3 and hence send a trial value to S
in message 4. On receipt of message 5 the adversary can verify whether the
guess for m4 was correct since this means that the same K4p value will be
found. This attack is undetectable by S as long as there is no redundancy in
the encrypted fields in message 4.

A closer look at the attack of Ding and Horster reveals that there may be
no need for the adversary to be an insider in order to mount the attack. Instead
the adversary can masquerade as both A and B by guessing both passwords
7 4 and wg. After initiating the protocol by masquerading as A, the adversary
finds candidate values for Kg and K& and uses these to construct message
4. On receipt of message 5 incorrect candidate passwords can be eliminated
if the decrypted values of K 4p are different. In this version of the attack
both passwords must be found and so the maximum number of trials required
before success is the square of the number of passwords. Depending on the
size of the password space this may still be a feasible attack.

In Gong’s variant [129], the ephemeral secret public keys are generated by
A and B instead of S and consequently the number of protocol messages is
reduced to five. This variant is shown in Protocol 7.14, where K4 and Kp
are the ephemeral public keys chosen by A and B respectively and E4(.)
and Eg(.) denote encryption with these keys. The confounders c¢g and ¢ are
chosen to prevent guessing of encrypted contents and, as elsewhere, can be
omitted if a public key encryption algorithm with semantic security is used.

Ding and Horster [104] show that there is an undetectable on-line attack
on Protocol 7.14 too. Again, the insider adversary B masquerades as A in a
protocol run that looks normal to S. Specifically the adversary guesses w4
and chooses a value for K4 (as well as for Kg). On receipt of message 3 the
adversary can decrypt both encrypted messages and see if they give the same
value for K 4p: if so then the guess for w4 was probably correct. Notice that S
must accept random values in message 2; otherwise an off-line guessing attack
is possible. However, no explicit encryption algorithm for use with 74 and 7p
was specified by Gong.

As with the insider attack on Protocol 7.13, this attack may be extended
to an outsider attack by guessing both candidate passwords together. Indeed
an outsider need guess only one of the passwords. For example, the adversary
can guess 74, choose a value for K4, and send a message to B as if it were
from A. On receipt of message 3, the adversary can detect if this guess is
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S has passwords m4 and 7. S chooses random values cs and c.

A has password 4. A chooses random value n4 and ephemeral encryption key
Ka.

B has password mg. B chooses random value np and ephemeral encryption key
Kp.

1. A—> B:na,{Ka}r,

2.B—>S:na{Katrs,nB,{KB}rg

3.8 — B: Ea(A,B,cs,Kap,{na}r,),Es(B,A,cs,Kap,{np}rs)
4. B— A: Ex(A,B,cs,Kap,{naltry),{nalr,p,n5

5. A— B:{nBlk.p

Protocol 7.14: Optimal GLNS secret public key protocol

correct, since if so the identifiers A and B will be present in the encrypted
field using K 4 in this message, when decrypted with the generated private
key. This attack is not detectable by the server S, but B will detect a failed
password guess since the adversary is not able to find the correct K 4p value
and so cannot form the correct message 5. Therefore similar remarks to those
regarding the related attack on Protocol 7.12 apply.

7.4.2 Steiner, Tsudik and Waidner Three-Party EKE

Steiner et al. [307] proposed Protocol 7.15 as a direct generalisation of Diffie—
Hellman-based EKE. They remark that, in distinction to typical three-party
protocols, the server does not generate, and indeed cannot obtain, the ses-
sion key. Each of A, B and S generates an ephemeral private key, ra, rp
and rg respectively, and the shared secret for A and B is Z4p = g"4"B"s.
The encrypted fields using K 4p in the final two messages are intended as
‘authenticators’ that can be used for key confirmation of Z4p5.

S has passwords w4 and wp. S chooses random value rs.
A has password m4. A chooses random value ra and calculates ta = g"4.
B has password wp. B chooses random value rp and calculates tp = g"B.

1.A— B: {ta ® B},

22B—>S: A {ta®B}r,, {ts ® A}ry
3.S = B:t)5,ty

4. B — A:ty,{Message 1}k,

5. A > B: {{Message 1}k .5 }Kan

Protocol 7.15: Steiner, Tsudik and Waidner three-party EKE
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Protocol 7.15 provides forward secrecy against eavesdroppers. However,
Ding and Horster [104] showed that it is vulnerable to on-line undetectable
guessing as shown in Attack 7.1. The insider adversary C records an old
protocol run with A and replays A’s input in message 2. Only the interaction
with S in messages 2 and 3 is relevant for the attack. By guessing 74 the
adversary can find the corresponding value £4 that A would have sent and
use this value as C’s input to message 2. On receipt of message 3, C' can check
if both returned values are the same in order to confirm a correct guess of 7 4.

C has password m¢ and recorded message {t4 @ C}r,. C guesses A’s password is
# and chooses £4 such that {ta ® C}., = {f4 & C}s.

2. C—)S:A,{tAEBC},rA,{EA@A}ﬂC
3.8 C 05, tF

C checks if t}5 = 75 If so * = ma.

Attack 7.1: Ding and Horster’s attack on Protocol 7.15

Lin et al. [207] also discovered an off-line guessing attack on Protocol 7.15,
as shown in Attack 7.2. The adversary C' masquerades as both A and S in
order to find the password of B. The values X and Y are chosen randomly
by C and are simply place-holders for missing values. The value r¢ is chosen
by C in place of r4rs in a real protocol run. C knows that B will calculate
Zap = (gm°)™ = {}f so messages 2 and 4 can be used to check a guess for
TB-

C chooses random values X, Y and r¢.

1.Ca—-B: X

2.B—Cs: A X, {ts ® A}ny
3.Cs > B:g°)Y

4. B — Ca4 : Y,{Message 1}k,

C guesses mp = 7 and decrypts {ts ® A}~y with 7 to obtain tp and calculates
Zap =t . Message 4 is used to check if guess is correct.

Attack 7.2: Lin—-Sun-Hwang attack on Protocol 7.15

Lin et al. [207] proposed an alternative version of Protocol 7.15 which
requires the client to know the correct public key of the server. Recently Lin
et al. [208] have proposed another variant which avoids the known attacks
without the need for a server public key.
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7.5 RSA-Based Protocols

Although most password-based protocols rely on the Diffie-Hellman key ex-
change, it is not surprising that the widespread popularity of the RSA algo-
rithm [274] has been the basis of some alternatives. We examine such protocols
in this section.

7.5.1 RSA-Based EKE

Bellovin and Merritt’s original EKE protocol is applicable to a number of
public key algorithms and they included a version for RSA in their paper [38].
The basic model for EKE dictates that A should choose an ephemeral RSA
public key and send it to B encrypted with 7. B will then choose the session
key and return it encrypted with the RSA key and, optionally, with .

Bellovin and Merritt recognise a number of potential problems with this
approach and discuss some possible remedies. The main problem is how to
make an RSA key appear ‘random’ in order to avoid a partition attack which
might eliminate candidate passwords that do not provide a valid RSA key pair
when applied to decrypt the first message. They point out that sending the
RSA key pair encrypted with the password is dangerous since most integer
values do not make a good RSA modulus. Therefore a partition attack is poss-
ible whereby the adversary decrypts the ciphertext with a candidate password
and can eliminate this candidate if the plaintext modulus has small factors.
This will allow an adversary to eliminate a large proportion of passwords.

In view of the above problem Bellovin and Merritt propose that only the
RSA exponent e be encrypted with 7, while the modulus n is sent as cleartext.
They further suggested that, since e must always be odd in the RSA algorithm,
either e or e + 1 be sent randomly to ensure that almost all integers less than
n could occur as the encrypted value (they suggest to make n the product
of two safe primes® to enhance this property). The first two messages in the
protocol are then as follows.

1. A—-B:An,{e}x
2. B A:{K%gmodn},

Notice that an eavesdropper who obtains an old session key K';p can
decrypt the first message with a candidate & to obtain a candidate € and then
calculate {(K'yg)¢ mod n};. If the RSA encryption is deterministic, this can
be used to verify whether # = 7 by comparing with the second message in the
old protocol run which used K, 5. Therefore it is important that randomness
is included with the session key as part of the RSA encryption.

Another necessary measure to prevent partition attacks is to ensure that
candidate-decrypted values in the second message are smaller than n; as with

3 A prime p is a safe prime if (p — 1)/2 is also prime.
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Diffie-Hellman-based EKE this may be addressed by ensuring that the mod-
ulus is slightly less than a power of 2. However, Patel [262] showed that these
precautions are still not sufficient to protect the protocol. The attack of Patel
requires the adversary to replace the first message with A,n', X where X is
random and n' is carefully chosen so that n' = pg with 3|(p — 1) and 3|(g—1).
The choice of n' ensures that the mapping = + z* mod n is a 9-to-1 mapping
in Z},. On receipt of this message B will ‘decrypt’ X with = and use the
resulting value e’ to encrypt the random value K 4p. There is a probability of
1/3 that €’ is divisible by 3. Although the adversary cannot know if this is the
case, the attack can be repeated if it fails initially. Assuming it is the case,
the adversary can partition the candidate passwords into those that decrypt
the second message into a cubic residue and those that do not. The latter case
occurs with probability about 8/9 and these candidates can be discarded since
the value K is a cubic residue. Cubic residues can easily be recognised by
the adversary by raising to the power (p — 1)/3 mod p and also raising to the
power (g — 1)/3 mod ¢ and checking that both results equal 1. By repeating
the attack with the same first message the adversary can obtain a new re-
ply and use it in the same way to discard a proportion 8/9 of the remaining
candidate passwords. The attack can easily be generalised to use any small
value in place of 3 as the divisor. An attempt to avoid the attack by having
the receiver check that the decrypted e has no small factors fails because the
adversary can now discard passwords that result in such e values.

7.5.2 OKE and SNAPI

Although the attack of Patel seems fatal for RSA-based EKE, a new ap-
proach was taken by Lucks [215] to revive the protocol. The protocol of Lucks
was called OKE (Open Key Exchange) which emphasises that the public
ephemeral RSA key is sent ‘in the open’ (as plaintext). Lucks provides a
proof in a Bellare-Rogaway-style model that OKE is secure in a general set-
ting. However, there are problems in satisfying the assumptions of the proof
in the RSA setting; the difficulties revolve around the ability of the adversary
to select the public RSA key in such a way as to obtain information about the
password, much the same as in Patel’s attack outlined above. Indeed MacKen-
zie et al. [219] subsequently did find an attack on the RSA version of OKE
along these lines. They also proposed a variant of RSA-based OKE called
SNAPI (Secure Network Authentication with Password Information) which
avoids the attack and is described in Protocol 7.16.

A critical factor in avoiding the attack on the OKE protocol is the choice
of RSA public key. The RSA modulus N is chosen using a security parameter
L, so that 2L172 < N < 21, The exponent e must be in the range 211 < e <
2L1+1 A consequence is that exponentiation with e is more than a full length
exponentiation; with typical values e will be 1025 bits long.

An important check is that the parameter p must lie in the set Sy = {z :
z < 27— (27"mod N) A (z,N) = 1}. Since p is an output of H which has
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Shared information: Password m. Security parameters L; and Lz. A ‘long’ hash
function H with output of length n with 5 > L1 + L, and three ‘short’ hash
functions H;, H; and H; with outputs of length L;. A set Sy = {z : z <
2" — (2" mod N) A (z,N) = 1}.

A B

nas €Er {0, 1}L2
Choose RSA public key N, e
M Check range of N,e
Check e is prime
Check length of ny
np €r {0, 1}L2
p=H(N,e,na,np, A, B, )
a€rly
Ifpg¢ Sy theng=a
else ¢ = pa® mod N

Check length of np LIS
Check (¢, N) =1
p=H(N,e,na,np, A, B, )
Check p € Sy
a = (g/p)* mod N
r=H(N,e,na,np, A,B,q,a) —r 5 If p ¢ Sy then halt

Verify r
t = Hx(N,e,na,ngp, A, B,q,a)
Kap = H3(N,e,na,ng, A, B, q,a)
Verify ¢ (—t—

Kag :Hg(N,e,nA,nByA7B7q?a)

Protocol 7.16: SNAPI protocol

length at least L{ + L and N has length not more than Ly, this will fail with
tiny probability if IV is chosen honestly, but an adversary could choose N with
small factors to make the probability high that (z, N) > 1. If the condition is
not satisfied by the value of p generated then ¢ is set to the random value a
so that in any event g appears to A to be random.

MacKenzie et al. [219] provide a proof of security of SNAPI in Shoup’s
simulation model. As well as possessing a security proof, a potential benefit
of SNAPI is that the ephemeral RSA key can be reused in several protocol
runs. Since RSA key generation is a computationally costly process this is a
useful advantage and means that SNAPI can be more efficient than PAK. A
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drawback of this approach is that storing the ephemeral key makes it part of
the long-term key for A and then compromise of the private key means that
old session keys can be recovered for all sessions in which that RSA key was
used: in other words, this computational advantage comes at the cost of a
loss in forward secrecy. MacKenzie et al. [219] also proposed an extension to
SNAPI, called SNAPI-X, which allows the server side to store only an image
of m under a hash function, similar to protocols in Sect. 7.3.

Another variant of OKE was proposed by Roe et al. [276]. A novel feature
of their protocol is that A sends only the RSA modulus N while the exponent e
is defined as a deterministic function of 7; this makes the protocol potentially
more efficient than SNAPI (or original OKE). B returns z¢(™ mod N where
z is a random number of appropriate length used to define various values
including the session key and a nonce n 4. On receipt of this value, A should
calculate the decryption key e(n)~! mod ¢(N) and decrypt z as in normal
RSA. Then A returns the value ng to B. Unfortunately, Bleichenbacher [47]
has shown that multiple passwords can be checked by B for each protocol run
by sending z¢(m)e(m2)--e(m) and using the returned n4 value to check which,
if any, of the e(w;) values were removed by A.

7.6 Protocols Using a Server Public Key

Some of the earliest proposed password-based protocols assume that users not
only share passwords with a server but are also in possession of, or at least
can obtain, an authentic server public key. This is a significant additional
assumption, but it may be realistic in certain applications; a user may trust a
workstation to obtain the server’s public key or there may be a means to allow
the user to check the public key. Since the user’s password must be entrusted
to some computing device, it does not seem unreasonable to give such a device
some trust in obtaining the server public key. Halevi and Krawczyk [139, 140]
have proposed a method whereby users can verify the hash of the server public
key using sequences of (English) words.

In contrast to EKE and its variants, password-based protocols employing
a server key have no need to use the password as a key for encryption, but
instead the password can be encrypted by the user with the server public
key. A critical issue with this approach is whether the adversary is able to
gain any useful information from the ciphertext containing the password. One
immediate objection may be that the adversary can make trial encryptions
of candidate passwords and check if the same ciphertext is obtained. Such
a possibility illustrates that it is usually necessary for the encryption to be
probabilistic so that each time a different ciphertext is obtained. We will make
the requirement more precise later.

In this section we include both two-party and three-party protocols. Pub-
lic key computations on the client side are typically restricted to a single
encryption in this class of protocols. The two-party protocols tend to be more
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efficient for the client than the two-party protocols using ephemeral public
keys. However, in contrast to the EKE-based Diffie-Hellman protocols exam-
ined in Sects. 7.2 and 7.3, forward secrecy is often sacrificed.

7.6.1 GLNS Protocols with Server Public Keys

In addition to their ‘secret public key’ protocol examined in Sect. 7.4.1, Gong
et al. [130] published several protocols assuming server public keys are avail-
able to clients. We examine some of these and subsequent variants from other
authors. Unfortunately none of these protocols carries a security proof.

Protocol 7.17 shows the ‘compact’ version of the GLNS protocol for es-
tablishing a new session key between A and B who initially share passwords
w4 and wp with the server S. There is a strong similarity with messages 3 to
7 of Protocol 7.12.

S has passwords w4 and 7p.
A has password 74. A chooses random values n4,n's,ca, 74 and timestamp Ta.
B has password 7p. B chooses random values ng,ns,cs,rp and timestamp T'p.

1.A— B: Es(A,B,na,ny,ca,{Ta}tr,),Ta

2.B—S: Es(A,B,na,ns,ca,{Ta}tx,), Es(B,A,np,ng,ce,{TB}r5)
3.S 3 B: {na,Kap ®nls}r,,{ne,Kas ® ' }rp

4. B> A: {na, Kap ®ns}n,, {Hi(r4),rB}i,p

5 A— B: {HQ(TB)}KAB

Protocol 7.17: GLNS compact protocol

As in Protocol 7.12, the ‘confounders’ ¢4 and cp may be omitted by re-
quiring that the asymmetric encryption algorithm provides semantic security.
Also the asymmetric encryption algorithm must provide non-malleability. If
the long-term decryption key of S is compromised then n4 and n'y can be
found, allowing a brute force search for 74, and consequently revealing the
session key. Therefore we conclude that forward secrecy is not provided.

The encrypted timestamp, {T4}r,, included in the first message, is used
by S to ensure that the message is freshly generated by A. Without this
timestamp the adversary could replay message 1 and obtain two messages
{na,Kap ®n'y}r, and {na, K45 ® n'y}r,, the only difference being in the
encrypted session keys. Then the adversary could again mount a brute force
attack on 74 since a correct guess can be identified when the first components
of the two decrypted messages are identical. (This attack was observed by
Tsudik and van Herreweghen [321] as well as by Gong et al. [130].) The use of
timestamps requires the server to record all messages received for a period of
the maximum time window allowed for clock differences and message delay.
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In order to remove this drawback Gong et al. also provided a version of
the protocol in which the server generates a nonce that must be sent with
the client requests; its drawback in turn is the addition of two messages to
the protocol. Tsudik and van Herreweghen {321], and later Gong [129], have
proposed a variant of this nonce-based protocol, aimed at simplifying it and
reducing computational requirements. Protocol 7.18 shows Gong’s optimal
version, in which the number of messages exchanged is reduced to five. Gong
[129] observes that this is the same number of messages used in the timestamp-
based version.

S has passwords w4 and 7p.
A has password ma. A chooses random values na,n'y,n'y,ca,ra.
B has password wg. B chooses random values ng,n’s,n'5,cB,75.

1.A— B: Es(A B,na,ny,ca,nly, {nh}r,),7a
2.B— S: Es(A,B,na,n'y,ca,n’s, {nh}z,),

Es(B,A,np,n's,cB, 75, {ns}=5)
3.8S— B: {na,Kas EBn'A}n:A,{nB,KAB @n'B}n:é
4. B> A: {na,Kap ® n;l}nx7{H1(rA)ﬂrB}KAB
5. A—-B: {H2(T'B)}KAB

Protocol 7.18: Optimal GLNS nonce-based protocol

The main difference between the nonce-based and timestamp-based pro-
tocols is that in the former A and B send a third nonce to S, which is used
both to authenticate them to S and also as a shared secret to encrypt the
session key in the reply from S.

7.6.2 Kwon—Song Protocols

Kwon and Song [196, 197] proposed a set of password-based protocols. Proto-
col 7.19 is their basic protocol. The session key is generated by B and masked
using nonces sent by A in the first message. The protocol is simple and the
computation required for both parties is small. A drawback is that this pro-
tocol does not provide forward secrecy.

The final message in Protocol 7.19 prevents a replay attack. An adversary
who obtains an old K4p value can replay the first message and obtain the
new session key since B will reuse the same r4 and r'; values. However, the
adversary cannot complete the protocol since r4 and r'; are still unknown so
the correct final message cannot be formed.

Kwon and Song provide a GNY logic analysis of their basic protocol.
However, there is no specification of the requirements for the public key en-
cryption algorithm. There does not seem to be any specific requirement for

Petitioner Samsung Ex-1021, 0299



7.6 Protocols Using a Server Public Key 279

Shared information: Hash function H. Password w. Authentic public key of B.

A B

Choose random r4, 'y

Eg(ra,ry,n&®r
B(ra,ra, A)> Decrypt and verify

Choose Kap
C=Kap®Dra®rly

C,H(n®ra,Kap,7,
Decrypt C and verify hash < (m®ra,Kap, )

H(WEBT;;,KAB,T‘A)‘

Verify hash

Protocol 7.19: Kwon-Song basic protocol

non-malleability since an adversary should not be able to obtain any of the
encrypted values, even if an old session key is obtained.

Kwon and Song [196, 197] also provide some variant protocols. Their ‘Chal-
lenger’s Public Key Protocol’ requires the responder to know the authentic
public key of the initiator but includes an unspecified symmetric encryption
algorithm using the password. They also present two key agreement proto-
cols, the first of which does not provide forward secrecy while the second is
essentially the same as Diffie-Hellman-based EKE.

7.6.3 Halevi-Krawczyk Protocols

Halevi and Krawczyk [139, 140] designed password-based protocols in a mod-
ular way and conducted a formal analysis. They provided a formal proof of
security for the challenge-response protocol that forms the basis of their other
protocols, but only an outline argument of how the proof can be extended to
key establishment. Boyarsky [53] argued that the protocols in the original pa-
per [139] cannot be secure without a stronger assumption on the asymmetric
encryption algorithm used unless only one user is involved. A stronger as-
sumption is used in the later paper of Halevi and Krawczyk [140] but still
not as strong as suggested by Boyarsky. However, all parties agree that a
cryptosystem that provides non-malleability is sufficient for security.

In all their protocols Halevi and Krawczyk assume that the user A already
has possession of a ‘public password’ which is a hashed version of the public
key of the server B. This value can be used to verify the server’s full public
key which is sent to the user as part of the protocol. We omit this in our
descriptions. Protocols for entity authentication only are proposed in addition
to protocols for key exchange with and without forward secrecy.

The key establishment protocols use a similar design to the SKEME pro-
tocols defined in Protocols 5.21 and 5.38 in Chap. 5. We present the version
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without forward secrecy in Protocol 7.20. In order to preserve our usual con-
vention that A is the client and B the server, the protocol is shown with the
first message originating with B. In practice A would often need to start the
protocol with a request to B to connect, which would precede the protocol as
shown.

Shared information: Password =. Security parameter L.

A B

re €Er {0, I}L
B

Choose random Ky ¢

Ep(Ky,m,rB, A, B
5 (Ko B )> Decrypt and verify

Yy = MACKO(TB,B,A)
Verify y < Kap = MACKk,(y)
Kap = MACKky(y)

Protocol 7.20: Halevi-Krawczyk password-based protocol

Protocol 7.20 is a simple version of the protocol of Halevi and Krawczyk.
More generally the encrypted message sent from A to B can be of the form
Egp(Ky, fz(rp, Ko, A, B)) for a function f,(X) used to combine the password
with the other protocol fields requiring verification. It is required that f is
one-to-one (injective) when either 7 or X is fixed. Therefore a suitable in-
stantiation of f;(X) is the concatenation of = and X as used in Protocol 7.20.
Note that although Ky is transported from A to B, the session key K4p is
formed by key agreement since it includes inputs from both parties.

The properties and computational requirements are similar to Protocol
7.19 but a difference is that in Protocol 7.20 the server and client both con-
tribute to the session key, whereas in Protocol 7.19 it is the server that gen-
erates the key. Like the SKEME variant Protocol 5.38, Protocol 7.20 does
not provide forward secrecy. Another protocol with the same basic design as
Protocol 7.20, but incorporating a Diffie-Hellman exchange, was proposed by
Halevi and Krawczyk to provide this property. As usual there is a compu-
tational cost in so doing, which amounts to two extra exponentiations per
user.

7.6.4 Three-Party Protocol of Yen and Liu

The protocols of Yen and Liu [339] use ideas from the simplified GLNS three-
party EKE of Tsudik and van Herreweghen (Protocol 7.13). By making use
of a server public key they avoid the need for ephemeral public keys. Protocol
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7.21 shows their main protocol, in which the server generates the session key
K ap. They also propose variants in which either the initiator or responder
can generate K p.

S has passwords w4 and wp. S chooses Kap.
A has password m4. A chooses random values na, n'y.
B has password wp. B chooses random value ng.

1. A= B: A,ny,Es(na ®7wa,na ® BO 1))

2.B—S: A B Es(na®ma,na ®Bdny),Es(ng ®ne,ng ®AdnY)
3. A: 'flA@{TLAEBKAB}WA,{TLIA}KAB,TLBEB{HB @KAB}‘I\'B

4. A— B :np @{nB@KAB}wB,{n’A+1}KAB

Protocol 7.21: Yen-Liu protocol

On receipt of message 2, S decrypts both ciphertexts to obtain two pairs of
values, say X4,Y4 and Xg,Yg. Then Ssetsng = Xa®dms andng = Xpdnp
and checks that n4 ® Y4 ® B = ng & Yg @ A. If not, then S will abort the
protocol. Despite a detailed analysis by its authors, the Yen—Liu protocol does
not provide authentication of both parties. An insider adversary C is able to
masquerade as B and successfully complete a protocol run with A4, including
obtaining the new session key.

1. A->Cp: A,n'A,Es(nAGBﬂ'A,nAGBBEBn'A)

2. C—S: ACEs(na®ra,na®Bdny),Es(nc®wc,nc®AdDn
3. S Ca: na®{na®Kacley, {natksc,no ®{nc ® Kackrc

3.Cs 2 A:na®{na® Kactrs, {natrac nc ®{nc ® Kac}le

4. A= Cp :noc®{nc ®Kactrs,{ns + 1}Kka4c

Attack 7.3: Attack on Protocol 7.21

In Attack 7.3, A wishes to complete the protocol with B, but in fact com-
pletes it with the adversary C. After receiving message 1 from A, C generates
a new value n'; such that ny ® C = n/; & B. This enables C to send a correct
message 2 to S as if A is intending to run the protocol with C. C' needs to
intercept message 3 from S in order to replace the field {n,}k,, with the
field {n'; } k ,, expected by A. This can be done since C is able to extract K 4¢
from message 3. When A receives the altered message 3' the session key K¢
will be extracted by A and used to confirm that the value n'; was correctly
received. Thus A will accept the key as shared with B whereas it is actually
shared with C'.
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7.7 Other Protocols

This section contains some protocols that do not fit into the pattern of the
main trends of protocols.

7.7.1 Lee—Sohn—Yang—Won Protocol

The protocol of Lee et al. [202] is based on the Nyberg-Rueppel protocol which
was examined in Chap. 5 (Protocol 5.3). Protocol 7.22 consists of basic Diffie-
Hellman key agreement, with a form of signature using the password as key; an
image of the password (corresponding to a public key in the Nyberg-Rueppel
protocol) is used for verification by the server. In addition, the exchanged
hashes are intended to provide key confirmation.

Shared information: Hash functions H, and H». Element g generating group G of
order q.
Information held by A: Password .

Information held by B: Password image P = g~ H#2(™),
A B
TA,84 €R Zg
e=gtATSA
Ae, f e f
f =84 +eHs(rw)mod g — ta=Pgle
B €R Zq
Zap=tP
tB = gTB
te,Hi(ZaB,e,
Zap =1t < 5, Hi(Zas,¢, )
Verify hash

Hi(ZaB,tB)

» Verify hash

Protocol 7.22: Lee-Sohn—Yang—Won protocol

Unfortunately this protocol can be broken by an active adversary. The ad-
versary C chooses r¢ randomly, calculates e = ¢"¢ and chooses f at random.
The adversary C' masquerades as A and sends A, e, f as the first message.
Now C knows that B will calculate the shared secret as:

Zap = (Pegitreyrs = pfimetitre

and the only element unknown to C here is w. Therefore, on receipt of
tg, Hi(Zap,e, f) from B, the adversary can guess the password as 7 and
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check if this is the correct m by calculating the corresponding Z 45 value and
checking against the hash. This process allows C to engage in repeated pass-
word guessing until the correct password of A is found.

7.7.2 Anderson—Lomas Protocol

We will now describe an ingenious proposal of Anderson and Lomas [13].
Although it does not turn out as effective as many of the alternative protocols
it is worth examining because of its originality. The novelty is the use of
a collisionful hash function. In contrast to the usual requirement for hash
functions these are functions for which it is easy to find many collisions for any
input. Such functions are described by Gong [128] and we adopt his definition
here.

Definition 7.1. A collisionful hash function s e function q that maps a key
k and a bit-string x and satisfies:

Given k and z it is easy to compute qi(z).
Given k and qi(z) it is hard to find a value y such that g, (z) = gqi(y) dbut
T #y.

e Gliven pairs of values x and qi(x) it is hard to compute k, though it is less
hard to find k' such that qi(z) = qw (z) but k # &'

The protocol of Anderson and Lomas uses a specific collisionful function:
gi(z) = HMMAC(z) mod 2™, z)

where m is a parameter and H is a one-way hash function. Since only m bits
of the function depend on k it should be easy to find many k values that
give the same output when m is small. Anderson and Lomas suggest to take
m = n/2 where 2™ is the size of the password space. The idea of the protocol
is then to use 7 as the key for ¢ and so a guess for 7 can only be verified with
probability 277/2.

A and B share password .
A chooses random value r4 and sets t4 = g"4.
B chooses random value rp and sets tg = g"?.

1.A—>B:ta

2.B—> A:tp

3.A—-> B: Qw(ZAB)

4. B = A: qux)(ZaB)

Protocol 7.23: Anderson-Lomas protocol
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Protocol 7.23 shows the Anderson-Lomas protocol which is simply the
basic Diffie-Hellman exchange followed by an exchange of authenticating val-
ues using function ¢. The shared secret Z4p is the Diffie~-Hellman ephemeral
secret, g"A"5. An adversary can try to mount an active attack by posing as B
and attempting to guess the password from message 3; this will succeed with
probability only 2-7/2.

An active adversary can reduce the number of possible passwords to the
square root of the initial number. Thus the protocol leaks much more infor-
mation than is desirable. Anderson and Lomas state that if A detects a failed
login then she must change her password, which is somewhat inconvenient.
Bakhtiari et al. [23] have pointed out that if Z4p becomes known to the
adversary then an off-line guessing attack becomes possible.

7.7.3 Strengthening Passwords

We mention here some interesting ideas that are aimed at ‘strengthening’ pass-
words. These techniques may be regarded as alternatives to using password-
based authentication since they allow a password known by a user to be
converted into a better quality shared secret. Each of these proposals, how-
ever, seems to have some significant limitations if a high level of security is
required.

e Abadi et al. [3] suggested an ingenious scheme for randomising a pass-
word 7 shared between a user and server. At authentication time the user
chooses a random value p of, say, 20 bits and sends the value H(r,p),
using a one-way hash function H. The server then tries all 22° possible
p values together with the known value of 7 and when the correct one is
found the pair (7, p) may be used as a longer shared secret to form a ses-
sion key. The adversary who eavesdrops and attempts a dictionary attack
on the combination of (, p) finds that the effort is 22° times as hard as
just to guess m. Although the extra computational effort required by the
server may be acceptable in some scenarios, it places a limit on the level
of security that can be obtained by this method.

e Perlman and Kaufman [268] explored ‘bootstrapping’ of a public key in-
frastructure on a workstation with no stored user information. The user’s
public and private keys, as well as any other necessary information, are
stored on a server together with the user’s password. By setting up a se-
cure session with the server, this information can be safely downloaded
from the server.

e TFord and Kaliski [113] proposed a method of password hardening which
allows a user A to obtain a strong secret from her password 7 in cooper-
ation with a server S. The server does not know the user’s password but
must have a user-specific exponent d4 which is used in a multiplicative
group. (We assume here that 7 is an element in the group and is of high
order, but in practice a suitable mapping from the string representing =
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into the group may be necessary.) Each time A wishes to recover her hard-
ened password she generates a random k and sends 7* to S. The server S
returns 7%%4 and then A removes k by calculating (r¥44)¥™" to obtain the
strengthened password 794. Notice that A recovers the same long secret
each time. Ford and Kaliski discuss how to use this technique with mul-
tiple password servers to provide a secure password-based authentication
service. One useful feature is that compromise of a subset of these servers
does not compromise the password. Jablon [166] pointed out that an au-
thenticated channel is required between the user and servers to prevent the
adversary mounting a password guessing attack. He proposes an enhanced
protocol to deal with this problem.

7.8 Conclusion

Password-based protocols allow users to establish a strong shared session key
with other principals using no secret other than a short string that can be
committed to human memory. Considering their more stringent requirements,
it may be expected that such protocols are harder to design than authentica-
tion and key establishment protocols with full-length keys. However, under-
standing of password-based protocols has advanced rapidly in little more than
10 years since it was first realised that they are possible at all. Today there
are several examples that have security assurance and practical performance
similar to what can be achieved for protocols using full-length keys.

Some of the properties of the most prominent protocols examined in this
chapter are summarised in Table 7.2. Notice that it is possible to run the
SPEKE protocol without authenticators so that it uses only two messages like
PPK. It is worth repeating that all the security proofs for protocols indicated
in Table 7.2 rely on the random oracle model, except for the Katz—Ostrovsky—
Yung (KOY) protocol.

The number of messages is one measure of the communications efficiency
that is easy to compare in the different protocols. The computational efficiency
is much harder to compare because most authors are not explicit about the
size of parameters to be used. Furthermore, when security is based on different
computational problems the relationship between security and parameter size
can be quite different too.

The public key operations dominate the other computations in all the
protocols in this chapter and so we only count these. Table 7.3 attempts to
compare the performance of the class of EKE and augmented EKE protocols
from the client side. It is unfortunate that in many protocols the client side,
which may be much more limited in computational ability, has higher compu-
tational requirements than the server side. This is because the client usually
needs to calculate an image of the password, whereas this can be stored di-
rectly by the server. An exception to this rule is PAK-R which can also be
combined with other PAK variants.
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Table 7.2. Properties of password-based protocols

No. of Security Server holds Server PK

messages proof image of 7 required
DH-EKE (7.1) 4 No No No
PAK (7.2) 3 Yes No No
PPK (7.3) 2 Yes No No
PAK-R (7.4) 3 Yes No No
SPEKE (7.5) 3 Yes No No
KOY (7.6) 3 Yes No No
Augmented EKE (7.7) 5 Broken Yes No
PAK-Y (7.8) 3 Yes Yes No
B-SPEKE (7.9) 3 No Yes No
SRP (7.10) 4 No Yes No
AMP (7.11) 4 No Yes No
OKE 4 Broken No No
SNAPI (7.16) 4 Yes No No
SNAPI-X 4 Yes Yes No
GLNS (7.17) 5 No No Yes
Halevi-Krawczyk (7.20) 3 Partial No Yes

In Table 7.3 we assume that modulus sizes are chosen at 1024 bits for
either Diffie-Hellman or RSA protocols. For the Diffie-Hellman-based proto-
cols the basic requirements for each principal are two exponentiations: one to
calculate t 4 and the other to calculate Z4p. Although this minimum is appar-
ently achieved in the original Diffie-Hellman EKEF its vulnerabilities make it a
dubious choice today. For B-SPEKE we have assumed that the password size
is 32 bits. Also for SRP we have assumed that the small hash H(s, ) yields
a 32-bit value. The requirements for each protocol are estimated by counting
the number of public key operations; it must be appreciated that this is only
an indication of the relative computational effort which depends on several
detailed factors. For the Diffie-Hellman-based protocols the public key oper-
ations are taken as the exponentiations required for each side. It is perhaps
remarkable that today it seems that the best password-based protocols enjoy
most of the good properties that we expect of protocols using long secrets.

When selecting a protocol for use, undoubtedly the most important factor
is its security. Since there are now a number of protocols with proven security,
and especially bearing in mind the many subtle attacks found on earlier pro-
tocols, it seems prudent to use one of these. Examination of Tables 7.2 and 7.3
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Table 7.3. Client side computation in password-based protocols

No. of exponentiations of this size
32 bits|160 bits|864 bits|1024 bits
EKE

DH-EKE 2

PAK 2 1

PPK 2 2

PAK-R 3

SPEKE 2

SNAPI 1f

Augmented EKE

Augmented EKE 2 2

PAK-Y 3 1

B-SPEKE 1 2

SRP 2 2

AMP 2

! With additional checks an exponent as small as 512 bits is possible [219].

reveals that for EKE using Diffie-Hellman or RSA we can select a protocol
with a formal proof of security with little sacrifice in performance. However,
for the class of augmented EKE protocols there is currently a significant gap
between the most efficient protocols with a formal security proof and those
without one.

Of those protocols based on discrete logarithms that have a security proof,
PAK and SPEKE are the most efficient. Options to exclude explicit authenti-
cation and to store only an image of the password at the server (PAK-Y and
B-SPEKE) make these flexible choices too. The client side computation can
be reduced in PAK-Y by the same trick as PAK-R; this replaces the 864-bit
exponentiation with an additional 160-bit exponentiation. The only reason-
able choice for RSA-based protocols is SNAPI. Although SNAPI can be more
efficient than PAK if a fixed RSA modulus is used, the loss of forward secrecy
may be a significant price to pay in many applications, while the increased
number of messages may be an important drawback too. The emerging IEEE
P1363.2 standard [155] includes detailed specifications of all the protocols in
Table 7.3 in various different algebraic settings.

The GLNS protocols provide a means for two users to establish a session
key with each other when they both share only weak keys with a server. These
protocols, together with Protocol 7.15 and its variants, seem to be the only
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ones that have been published for this purpose. For client—server protocols
where the user possesses (or can obtain) an authentic copy of the server’s
public key, the protocols of Halevi and Krawczyk are efficient and enjoy a
proof of security as long as Boyarsky’s advice, to use a public key encryption
algorithm secure against adaptive chosen ciphertext attacks, is followed.

As in Chap. 5, we have described all the protocols in this chapter in the
context of subgroups of Zy, but many of them can be generalised to a variety
of different groups. Since these protocols may well be useful in applications
employing mobile computing devices, the computational efficiency and stor-
age gains in using elliptic curve groups can be very attractive. Although it
is straightforward to generalise the protocol definitions to different groups,
there may be undesirable consequences with respect to security. For example,
consider Protocol 7.1 when the Diffie-Hellman exchange takes place in an el-
liptic curve group. Encryption of an elliptic curve point using a password is
more tricky than encrypting an element of Z; with its natural mapping to a
bit-string. However, protocols where the symmetric encryption algorithm is
matched to the group used, such as Protocol 7.2, do not seem to have this
problem as long as a suitable means to map the password to an elliptic curve
point is available. The emerging IEEE P1363.2 standard [155] has addressed
this issue.
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Standards for Authentication and Key
Establishment

Practitioners often look to standards bodies to recommend techniques that
can be used with the assurance of independent verification of correctness and
suitability. Several standards exist covering protocols of the type we have
examined in this book. This appendix lists the main relevant standards and
briefly summarises their contents. In many cases specific protocols have been
examined in the body of the book and we refer to these where appropriate.

Standards are issued by many different bodies, both national and inter-
national. We have included mainly international standards; many national
standards bodies issue their own versions of international standards with lit-
tle or no alterations. Because of their international influence we also mention
some US national standards.

A.1 ISO Standards

The International Organisation for Standardisation (http://www.iso.ch),
known as ISO, has published numerous standards on cryptographic mech-
anisms and protocols, mainly through its subcommittee number 27 which
works on IT security techniques.

A.1.1 ISO/IEC 9798

ISO issued the five-part standard ISO/IEC 9798 on the topic of entity au-
thentication.

Part 1: General (2nd edition 1997)

Part 2: Mechanisms using symmetric encipherment algorithms (2nd edition
1999)

Part 3: Mechanisms using digital signature techniques (2nd edition 1998)

Part 4: Mechanisms using a cryptographic check function (2nd edition 1999)

Part 5: Mechanisms using zero knowledge techniques (1999)

Petitioner Samsung Ex-1021, 0310



290 A Standards for Authentication and Key Establishment

The protocols in Part 2 of the standard were examined in Sect. 3.2.3. Some
of the protocols in Part 3 of the standard were examined in Sect. 4.2.1.

A.1.2 ISO/IEC 11770

ISO issued the three-part standard ISO/IEC 11770 on the topic of key man-
agement. Some of the protocols in Parts 2 and 3 of the standard are strongly
related to protocols in Parts 2 and 3 of ISO/IEC 9798.

Part 1: Framework (1996)
Part 2: Mechanisms using symmetric techniques (1996)
Part 3: Mechanisms using asymmetric techniques (1999)

The authentication and key establishment protocols in Part 2 of the stan-
dard were examined in Sects. 3.3.4 (the server-less protocols) and 3.4.4 (the
server-based protocols). The key transport protocols in Part 3 of the standard
were examined in Sect. 4.3.1. The key agreement protocols in Part 3 of the
standard were summarised in Sect. 5.8.

A related standard, published in 2002, is ISO/TEC 15946 Part 3, which
covers key establishment based on elliptic curves. This includes elliptic curve
key agreement and key transport mechanisms that can be used with the proto-
cols in Part 3 of ISO/IEC 11770. In addition, key agreement using the Unified
Model and MQV on elliptic curves are included.

A.1.3 ISO 9594-8/ITU X.509

A series of standards for directory systems was first issued in 1988 jointly
by ISO and CCITT (which was later re-formed as ITU). The section of the
standard numbered 9594-8 (ISO version) or X.509 (ITU version) was known
as the Authentication Framework. This section of the standard provides infor-
mation on how to use a directory to store public key certificates, including the
format of certificates. It also includes examples of how to use the certificates
to provide authentication and key establishment. In the most recent version of
the standard the Authentication Framework has been renamed as Public-Key
and Attribute Certificate Frameworks.

Under the heading of Strong Authentication three key establishment pro-
tocols were presented. Unfortunately there were some problems with the pro-
tocols in the first version of the standard and they were subsequently updated.
The protocols have been examined in Sect. 4.3.4.

A.2 Other Standards

A.2.1 IETF Standards

The Internet Engineering Task Force (IETF) (http://www.ietf.org) pro-
duces standards concerned with development of Internet technology. In con-
trast to many other standards bodies the IETF works in an open way and all
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its documents are freely available on the Internet. Documents are published
in a series known as RFCs (Requests for Comment) which include proposed
and draft standards as well as full standards. Some RFCs are only intended
for information.

Table A.1 summarises some prominent RFCs that cover protocols we have
examined earlier with pointers to where they are described in this book. In
each of these cases there are additional RFCs available which cover related
information or extensions of these protocols for different applications.

Table A.1. Some RFCs for key establishment protocols

RFC Year Description Status Section
1510 1993 Kerberos version 5 Proposed standard  3.4.3
2246 1999 TLS protocol Proposed standard  4.3.5
2409 1998 IKE protocol Proposed standard  5.5.4
2412 1998 Oakley protocol Informational 5.5.2

A.2.2 IEEE P1363-2000

The Institute of Electrical and Electronics Engineers is a US-based insti-
tution but has a worldwide membership. The IEEE Standards Association
(http://standards.ieee.org) has issued standards in a wide range of elec-
tronics and communications areas. The IEEE Standard Specifications for
Public-Key Cryptography were published in 2000 and are widely known as
P1363-2000. The standard includes specifications for public key algorithms
and key agreement protocols, and incorporates implementation details for el-
liptic curves as well as conventional groups for protocols based on discrete
logarithms.

The only key establishment protocols included in P1363-2000 are basic
Diffie-Hellman key agreement and authenticated versions using the Unified
Model and MQV. These were examined in Sects. 5.4.3 and 5.4.4. Additional
techniques are currently undergoing the standardisation process. In particular
there is a draft document dedicated to password-based protocols which covers
many of the protocols described in Chap. 7.

A.2.3 NIST and ANSI Standards

The US National Institute of Standards and Technology (NIST) (http://www.
nist.gov) has issued a number of Federal Information Processing Standards
(FIPS) covering cryptographic techniques. They have recently held two key
management workshops and issued a white paper indicating the intention to
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develop a standard in the coming years. This is intended to include the key
agreement protocols in the P1363 standard as well as key transport and will
align with related work in the American National Standards Institute (ANST).

The earlier FIPS PUB 196 published in 1997 is entitled Entity Authentica-
tion using Public Key Cryptography. It includes two of the protocols contained
in ISO/IEC 9798-3.

ANSI standards committee X9 (http://www.x9.org) provides standards
for financial services industries. It has published numerous standards covering
cryptographic algorithms and authentication mechanisms. Two recent stan-
dards, X9.42 and X9.63, are devoted to key agreement protocols.

e X9.42 (2001) Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric Keys using Discrete Loga-
rithm Cryptography. This covers key agreement for protocols based
on conventional discrete logarithms. It includes Diffie-Hellman in static,
ephemeral and hybrid (one-pass) versions, as well as the Unified Model
and MQYV in full and one-pass versions.

e X9.63 (2002) Public Key Cryptography for the Financial Ser-
vices Industry: Key Agreement and Key Transport using Elliptic
Curve Cryptography. This includes elliptic curve versions of all but one
of the protocols in X9.42. In addition it includes versions with key con-
firmation, an elliptic curve STS protocol (see Sect. 5.5.1) and two elliptic
curve key transport protocols.
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B

Summary of Notation

Notation is described in each chapter as it is introduced. In this appendix the
main notational conventions are summarised.

A and B

S

Np

Tp

Kap

Cp

Ep(M)
MACx (M)
Sigp(M)
{M}x

Sap

Two users who wish to share a new session key

A trusted server

Random nonce value chosen by principal P

Timestamp chosen by principal P

Key shared by A and B

Adversary C masquerading as principal P

Public key encryption of message M with public key of principal P
Message authentication code of M using shared key K

Digital signature with appendix of message M by principal P
Symmetric encryption of message M with shared key K to provide
confidentiality and integrity

Encryption of message M with key K to provide

confidentiality

One-way transformation of message M with key K to provide
integrity

A large prime (usually at least 1024 bits)

A prime (typically of 160 bits) with ¢|p — 1

The field of integers (under addition and multiplication) modulo p
The multiplicative group of non-zero integers modulo p

A subgroup of Zj. Often a subgroup of order g, but sometimes
equal to Z,

A generator of G

Random integer chosen by principal P

Ephemeral public keys: tp = g

The private long-term key of principal P

The public key of principal P: yp = ¢*F

The shared secret calculated by the principals A and B

The static Difie-Hellman key of P and Q: Syp = g*4%5
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294 B Summary of Notation

A one-way hash function
The element z is chosen uniformly at random from the set X

Verify that F' and G evaluate to the same value

The set of principals intended to share a conference session key
The i’th principal in I/, where 1 <i<m

Group shared secret calculated by the principals

Group shared session key

A key of short length, such as a password

[EXUED
Q
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