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To Promote the Progress	  of Science and Useful Arts

The Director
of the United States Patent and Trademark Office has received 

an application for a patent for a new and useful invention. The title 
and description of the invention are enclose. The requirements  
of law have been complied with, and it has been determined that  

a patent on the invention shall be granted under the law. 

Therefore, this United States

grants to the person(s) having title to this patent the right to exclude others from making, 
using, offering for sale, or selling the invention throughout the United States of America or 
importing the invention into the United States of America, and if the invention is a process, 
of the right to exclude others from using, offering for sale or selling throughout the United 
States of America, products made by that process, for the term set forth in 35 U.S.C. 154(a)(2) 
or (c)(1), subject to the payment of maintenance fees as provided by 35 U.S.C. 41(b). See the 
Maintenance Fee Notice on the inside of the cover.

Director of the United States Patent and Trademark Office

Petitioner Samsung Ex-1004, 0003



Maintenance Fee Notice
If the application for this patent was filed on or after December 12, 1980, maintenance fees 
are due three years and six months, seven years and six months, and eleven years and six 
months after the date of this grant, or within a grace period of six months thereafter upon 
payment of a surcharge as provided by law. The amount, number and timing of the mainte-
nance fees required may be changed by law or regulation. Unless payment of the applicable 
maintenance fee is received in the United States Patent and Trademark Office on or before 
the date the fee is due or within a grace period of six months thereafter, the patent will expire 
as of the end of such grace period.

Patent Term Notice
If the application for this patent was filed on or after June 8, 1995, the term of this patent 
begins on the date on which this patent issues and ends twenty years from the filing date of 
the application or, if the application contains a specific reference to an earlier filed applica-
tion or applications under 35 U.S.C. 120, 121, 365(c), or 386(c), twenty years from the filing date 
of the earliest such application (“the twenty-year term”), subject to the payment of mainte-
nance fees as provided by 35 U.S.C. 41(b), and any extension as provided by 35 U.S.C. 154(b) or 
156 or any disclaimer under 35 U.S.C. 253.

If this application was filed prior to June 8, 1995, the term of this patent begins on the date 
on which this patent issues and ends on the later of seventeen years from the date of the 
grant of this patent or the twenty-year term set forth above for patents resulting from appli-
cations filed on or after June 8, 1995, subject to the payment of maintenance fees as provided 
by 35 U.S.C. 41(b) and any extension as provided by 35 U.S.C. 156 or any disclaimer under 
35 U.S.C. 253.
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A module with an embedded universal integrated circuit
card (eUICC) can include a profile for the eUICC. The
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secret key K can be encrypted with a first key, and the
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quently authenticate with the wireless network using the
plaintext first shared secret key K. The wireless network can
authenticate the user of the module using a second factor.
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the wireless network using the second shared secret key K.
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EMBEDDED UNIVERSAL INTEGRATED

CIRCUIT CARD SUPPORTING

TWO-FACTOR AUTHENTICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This is a continuation of U.S. patent application Ser. No.
16/453,682, filed Jun. 26, 2019, entitled “Embedded Uni-
versal Integrated Circuit Card Supporting Two-Factor
Authentication,” which is a continuation of U.S. patent
application Ser. No. 16/110,804, filed Aug. 23, 2018, entitled
“Embedded Universal Integrated Circuit Card Supporting
Two-Factor Authentication,” which is a continuation of U.S.
patent application Ser. No. 15/928,848, filed Mar. 22, 2018,
entitled “EMBEDDED UNIVERSAL INTEGRATED CIR-
CUIT CARD SUPPORTING TWO-FACTOR AUTHENTI-
CATION,” which is a continuation of U.S. patent applica-
tion Ser. No. 14/751,119, filed Jun. 25, 2015, entitled “An
Embedded Universal Integrated Circuit Card Supporting
Two-Factor Authentication”, now U.S. Pat. No. 9,961,060,
which is a continuation of U.S. patent application Ser. No.
14/099,329, filed Dec. 6, 2013, entitled “An Embedded
Universal Integrated Circuit Card Supporting Two-Factor
Authentication,” now U.S. Pat. No. 9,100,175, the contents
of all of which are incorporated herein by reference in their
entirety.

The subject matter of this application is related to the
subject matter of U.S. patent application Ser. No. 14/084,
141, filed Nov. 19, 2013 in the name of John Nix, entitled
“Key Derivation for a Module using an Embedded Universal
Integrated Circuit Card,” now U.S. Pat. No. 9,319,223,
which is hereby incorporated by reference in its entirety.

BACKGROUND

Technical Field

The present methods and systems relate to communica-
tions for a module, and more particularly, to methods and
systems for using an embedded universal integrated circuit
card (eUICC), where the methods and systems also support
the authentication of a user associated with the eUICC.

Description of Related Art

The combination of “machine-to-machine” (M2M) com-
munications and using low-cost sensors, Internet connec-
tions, and processors is a promising and growing field.
Among many potential benefits, M2M technologies allow
the remote monitoring and/or control of people, assets, or a
location where manual monitoring is not economic, or costs
can be significantly reduced by using automated monitoring
as opposed to manual techniques. Prominent examples today
include vending machines, automobiles, alarm systems, and
remote sensors. Fast growing markets for M2M applications
today include tracking devices for shipping containers or
pallets, health applications such as, but not limited to, the
remote monitoring of a person’s glucose levels or heartbeat,
monitoring of industrial equipment deployed in the field,
and security systems. Many M2M applications leverage
either wired Internet connections or wireless connections,
and both types of connections continue to grow rapidly.
M2M applications may also be referred to as “the Internet of
things”.

M2M communications can provide remote control over
actuators that may be connected to a M2M device, such as,

but not limited to, turning on or off a power switch, locking
or unlocking a door, adjusting a speed of a motor, or similar
remote control. A decision to change or adjust an actuator
associated with an M2M device can utilize one or a series of
sensor measurements. An M2M device may also be referred
to as a “wireless module” or also simply a module. As one
example, if a building or room is too cold, then temperature
can be reported to a central server by an M2M device and the
server can instruct the M2M device to turn on a switch that
activates heat or adjusts a thermostat. As the costs for
computer and networking hardware continue to decline,
together with the growing ease of obtaining either wired or
wireless Internet access for small form-factor devices, the
number of economically favorable applications for M2M
communications grows.

Many M2M applications can leverage wireless network-
ing technologies. Wireless technologies such as, but not
limited to, wireless local area networks and wireless wide
area networks have proliferated around the world over the
past 15 years, and usage of these wireless networks is also
expected to continue to grow. Wireless local area network
(LAN) technologies include WiFi and wireless wide area
network (WAN) technologies include 3rd Generation Part-
nership Project’s (3GPP) 3rd Generation (3G) Universal
Mobile Telecommunications System (UMTS) and 4th Gen-
eration (4G) Long-term Evolution (LTE), LTE Advanced,
and the Institute of Electrical and Electronics Engineers’
(IEEE) 802.16 standard, also known as WiMax. The use of
wireless technologies with M2M communications creates
new opportunities for the deployment of M2M modules in
locations less suitable for fixed-wire Internet access, but also
creates a significant new class of problems that need to be
solved.

One class of problems for using M2M modules with
traditional wireless networks results from basic design con-
siderations for the wireless networks, where many wireless
wide-area networking standards were designed and opti-
mized for mobile phones, including smart phones. A core
element of traditional wireless WAN technologies such as
3GPP and ETSI standards over the past 20 years has
included the use of a subscriber identity module (SIM) card
within 2G networks and a related universal integrated circuit
card (UICC) for 3G and 4G networks, including LTE
networks. ETSI standards for a physical UICC as of 2013
include ETSI TR 102 216. Traditionally, these cards have
been supplied by a mobile network operator (MNO) and
contain a pre-shared secret key K in addition to a set of
parameters for a mobile phone or user equipment to connect
with the wireless network operated by the MNO. The
parameters could include (i) an identity such as an IMSI, (ii)
a set of frequencies for a mobile phone to scan in order to
locate a beacon signal from the MNO, (iii) a preferred access
list of other MNOs in order to support roaming in locations
where the MNI associated with the IMSI is not available,
and (iv) many other related parameters as well. The physical
media and cards in the form of a UICC can be appropriate
or suitable for a mobile phone or mobile handset, where an
end user can readily replace or “swap out” the physical card
as the mobile phone changes geographical locations or due
to other preferences for the subscriber or end-user. Distribu-
tors of either mobile handsets or mobile phone service can
physically insert or change an appropriate UICC for the
mobile phones as well.

However, the rapid growth for “machine-to-machine”
applications has created significant challenges to the tradi-
tional model of utilizing physical media such as a UICC in
order to provide data and parameters for a module’s con-
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nectivity to a MNO. Exemplary reasons for potential diffi-
culties with physical media such as a UICC in M2M
applications include (i) the modules may be installed in
remote locations that are difficult or expensive to reach after
installation, such as, but not limited to, tracking devices on
shipping containers that can move globally, (ii) a manufac-
turer or service provider may prefer for the module to be
hermetically sealed for business or technical reasons, includ-
ing the physical UICC may not be easily tampered with, and
(iii) a module (such as a tracking device on a 40 foot
shipping container) may move between several different
countries, and the lowest costs for Internet or data connec-
tivity through the wireless WAN may be through utilizing
different UICC cards from different operators, but the cost of
swapping the UICC card could be prohibitive.

Other needs for changing a preferred network or network
credentials without physically changing a UICC exist as
well. These needs have been one motivation for the industry,
including ETSI and 3GPP standards bodies, to consider an
embedded UICC, also known as an “eUICC”. With an
eUICC, the operation of an UICC can be essentially “vir-
tualized”, such that the data and algorithms within a UICC
can be processed in software and distributed through elec-
tronic media (such as, but not limited to, a file transfer or file
download). Exemplary benefits and technical considerations
for using an eUICC in M2M applications as of November
2013 is outlined in ETSI TS 103 383 v12.1, entitled “Smart
Cards; Embedded UICC; Requirements Specification,”
which is herein incorporated by reference in its entirety.
Note that this published standard from June 2013, and the
standard is primarily in the requirements definition phase,
and many of the technical specifications for implementation
and operation of an eUICC will be defined in the future.

Although the use of an embedded eUICC can solve many
of the issues for distributing and managing physical media
such as a UICC, many additional challenges remain. Many
open and remaining challenges for a eUICC pertain to
securely and electronically transferring a new set of MNO
network access credentials (such as an IMSI and network
key K) to a module in a secure and efficient manner. A need
exists in the art for a module to securely obtain network
access credentials. Another need exists in the art for the
obtained credentials in a eUICC to be fully compatible with
the significant installed and legacy base of networks that use
a pre-shared secret key K, where the key K serves as the
foundation for authentication and ciphering of data for a
mobile phone or user equipment, including modules using
conventional technology. A successful solution to these
needs for M2M applications in the form of an eUICC can
also provide a working solution of the needs for regular
mobile phones as well, such that a consumer mobile phone
or smartphone could implement and utilize an eUICC in
order to eliminate the costs and complexity of dealing with
a physical UICC.

A need exists in the art for module and a mobile network
operator to securely share a pre-shared secret key K without
depending on physical distribution of the key K or electronic
distribution of the key K through 3rd parties, even in an
encrypted form. A need exists in the art for the decryption of
data within an eUICC profile to be under the control of the
mobile network operator, because the mobile network opera-
tor may not control the distribution or release of profiles
from an eUICC subscription manager to a module with an
eUICC. As currently contemplated in November of 2013 by
eUICC standards discussed above, a pre-shared secret key K
and related network access credentials are transmitted to a
module from an eUICC subscription manager. The pre-

shared secret key K is also known as key K in 4G LTE and

related networks and key Ki in 3G networks. The resulting

security for the electronically transferred, pre-shared secret
key K is no stronger than (i) the encryption on the channel
used to transfer key K, and (ii) the security and chain of
control for keys used to encrypt the communications channel
transferring key K to a module or a mobile phone. A module
and mobile network operator (MNO) using an electronically
transferred key K for network access credentials is depen-
dent on the communications channel for transferring key K,
even though that communications channel may be outside
the control of the MNO (such as at a time when key K is
transferred using another MNO or a different network).
Therefore, a need exists in the art for the MNO to securely
and efficiently control the use of an electronically transferred
key K within a profile for an eUICC, even though copying
and distributing the profile may be outside the control of the
MNO.

In addition, over an extended period of time such as
several years, a mobile network operator could prefer for the
key K to periodically rotate or change for an individual
module or mobile phone in order to increase security. The
continued and extended use of a single key K for all
communications with a module or mobile phone can be a
security risk, especially with a large volume of data trans-
ferred that could be subject to analysis for cryptographic
weaknesses by potential attackers. Additionally, in the future
a standard key length for key K may increase from today’s
current 128 bits to a longer key length such as an exemplary
256 bits. With conventional technology where key K is
recorded in physical media such as a UICC, the only feasible
way to change key K for a module or mobile phone is to
physically distribute a new UICC card, with resulting costs
and business complexities. A need exists in the art for a
module, including a mobile phone, and a MNO to securely
and efficiently support a change in network access creden-
tials, including a key K for the module connecting to the
MNO, without requiring a physical replacement of a UICC
or equivalent physical media recording a key K.

And other needs exist in the art as well, as the list recited
above is not meant to be exhaustive but rather illustrative.

SUMMARY

Methods and systems are provided for secure and efficient
communication using a module to communicate with a
server and a mobile operator network. The module can
support “Machine to Machine” (M2M) communications,
also known as “the Internet of things”. The methods and
systems contemplated herein can also support other appli-
cations as well, including mobile phone handsets connecting
to a wireless network, where the wireless network can be
associated with or the radio access portion of a mobile
network operator. A module in the present invention can
comprise a mobile phone such as a smartphone, and may
also be referred to as a mobile device, mobile station, or user
equipment. An objective of the invention is to address the
challenges noted above for securing the deployment of
modules that can utilize an embedded universal integrated
circuit card (eUICC) and/or also PKI algorithms and keys.

The methods and systems contemplated herein can reduce
the need for manual intervention with a module in order to
automatically and remotely change network access creden-
tials in order for the module to utilize new or different keys
in order to connect and authenticate with a wireless network.
By using an eUICC, where the eUICC can support both (i)
the authentication of a user by the MNO, and (ii) the secure
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decryption or derivation of the key K under control of the
MNO, the value and usefulness of modules can be increased
for a user and a mobile operator network. An eUICC can also
comprise software and/or firmware components to “virtual-
ize” the operation of a physical UICC, such that (i) the data
normally recorded in a physical UICC can be recorded in a
file with encryption, and (ii) the steps for using the data in
the file can be processed by an eUICC.

In a first embodiment, a mobile network operator can
process a set of data for inclusion in a profile for an eUICC.
Data within the profile can be equivalent or similar to the
data recorded in a physical UICC, including a set of network
parameters, a module network identity, and a first key K. The
mobile network operator can send the data for a profile to an
eUICC subscription manager. A module can include an
embedded universal integrated circuit card (eUICC). The
eUICC can be processed by an operating system on the
module and can be recorded in a nonvolatile memory, such
that the eUICC is available after a powered off state. The
eUICC can include data such as an eUICC identity, an
eUICC profile key, and a symmetric ciphering algorithm. A
manufacturer or distributor could record the data for the
eUICC before the module is received by a user. The eUICC
can communicate in the module with a network application.
The network application can communicate with the mobile
network operator using a wireless network and a radio
within the module. The module can connect with a first
network, send the eUICC identity and receive an encrypted
profile, and the module can record the encrypted profile in
a nonvolatile memory associated with the eUICC. The first
network can be a network different than the wireless network
for the profile, and the first network could comprise a WiFi
network, a LAN connection using a USB interface to the
module, or a public land mobile network.

Continuing with this first embodiment, the encrypted
profile as received by the module can include a first portion
of ciphertext and a second portion of ciphertext. The module
using the eUICC can decrypt the first portion of ciphertext
using the eUICC profile key and the symmetric ciphering
algorithm. The resulting plaintext from the decrypted first
portion of ciphertext can include the set of network param-
eters, the first network module identity, and the first key K.
The module using the eUICC can select and activate the
profile in order to connect with the wireless network asso-
ciated with the mobile network operator. The module can
conduct a first authentication with the mobile network
operator using the first network module identity and the first
key K. The module can send an attach request message,
including an exemplary radio resource request message with
the first network module identity, and the module can
receive a random number in the form of a first RAND value.

Continuing with this first embodiment, the module can
forward the RAND to the eUICC with the activated profile.
The eUICC can input the first RAND and the first key K into
a cryptographic algorithm in order to output a response RES
value. The eUICC can return the RES value to the module,
and the module could forward the RES to the wireless
network. The wireless network can compare the received
RES with a stored, expected RES (previously calculated
using the same first RAND and first key K), and if the two
RES values match then the module with the eUICC and
profile can be authenticated by the network. The network
and the module can take additional steps for the module to
have at least limited access to an IP network. With access to
the IP network for the module, a user associated with the
module can conduct an authentication with the mobile
network operator (whereas the mobile network operator may

not have control over distribution of the profile with the
network access credentials including the first key K up to
this point).

Continuing with this first embodiment, the mobile net-
work operator can authenticate or verify a user or M2M
service provider associated with the module. The authenti-
cation or verification could comprise steps to verify a user,
including the user entering information in a web page
through the IP connection established with the network in
the paragraph above using the first key K. Or the user could
place a telephone call to a call center, and the user could
verbally confirm identification information or enter DTMF
digits. Or, the MNO could authenticate or verify the identity
of a user associated with the module by a representative of
the MNO visually viewing physical identification of the user
such as a drivers license or a passport. If the module is
associated with or operated by an M2M service provider,
then the MNO could exchange data with the M2M service
provider in order to confirm the module with the first key K
is authenticated. In either case, where the module is asso-
ciated with a user or an M2M service provider, the MNO
could take steps to authenticate with a second factor, where
authentication with the first factor comprised receiving the
RES. After successful authentication with the second factor,
the MNO can confirm the identity of an entity associated
with the module, whereas that identity may not be known
before the authentication with the second factor since the
distribution of the eUICC profile may be outside the control
of the mobile network operator.

Continuing with this first embodiment, after successful
authentication with the second factor, the mobile network
operator can send a symmetric key to the module. The
symmetric key can be encrypted with a key ciphering
algorithm. Or, the symmetric key can be (i) plaintext at the
application layer, and (ii) encrypted at the data-link layer
using the encryption between the module and wireless
network after the first authentication above with the first key
K. The module can receive the symmetric key (and decrypt
the symmetric key if encrypted), and subsequently decrypt
the second portion of ciphertext in the eUICC profile. The
second portion of ciphertext can include a second network
module identity and a second key K. The module can
convert the second portion of ciphertext into plaintext using
the symmetric ciphering algorithm and the received sym-
metric key. Note that the decryption of the second portion of
ciphertext in the profile without the symmetric key is not
feasible, and thus the mobile network operator can retain
control over the use of the second key K in the profile for the
eUICC, such as not releasing the symmetric key until after
a user has successfully completed authentication with the
mobile network operator as contemplated in the paragraph
above.

After decrypting the second portion of ciphertext, the
module with the eUICC can read a plaintext second network
module identity and second key K. The second key K can be
recorded in a protected, nonvolatile memory. The module
can disconnect from the wireless network (where the first
session used the first key K), and reconnect with the wireless
network using the second network module identity and the
second key K. The module with the eUICC can conduct a
second authentication using the second key K, including
sending the second network module identity, receiving a
second RAND value, calculating a second RES value using
the second RAND and the second key K, and sending the
second RES value. After a successful second authentication,
the module can access the IP network and the public Internet
through the wireless network, and subsequent authentica-
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tions with the wireless network can continue to use the
second network module identity and the second key K. For
embodiments where the module comprises a mobile phone
and the user is an individual subscribing to mobile phone
services from the mobile network operator, the user can be
associated with a telephone number and place/receive phone
calls after a successful second authentication.

In another embodiment, the eUICC profile key, associated
with decrypting the profile from the eUICC subscription
manager, may not be recorded in the eUICC before the
eUICC sends an eUICC identity to the module, where the
module sends the eUICC identity to the eUICC subscription
manager through a first network. The eUICC can record an
eUICC private key and the eUICC subscription manager
could record an eUICC public key. The eUICC subscription
manager can (i) encrypt the profile with the eUICC profile
key, and then (ii) encrypt the eUICC profile key with an
asymmetric ciphering algorithm and the eUICC public key,
where the output is an encrypted eUICC profile key. The
eUICC can receive the encrypted eUICC profile key from
the eUICC subscription manager and decrypt the encrypted
eUICC key using the asymmetric ciphering algorithm and
the eUICC private key. After reading the plaintext eUICC
profile key, the eUICC can decrypt the encrypted profile
using the plaintext eUICC profile key, in order to read a
plaintext first key K and first network module identity.

In an exemplary embodiment, the first key K is a null
value for a profile recorded in the eUICC in a module. The
use of a null value or the number zero for a shared secret key
K is contemplated in wireless WAN standards and supported
by commercial wireless networks in order to support emer-
gency services for a module without a valid UICC. With a
null value for the first key K, the MNO and wireless network
can provide limited access to the IP network, such that a user
of the module with a null or zero value for the first key K
could perform steps to authenticate or verify the user with
the MNO through the IP network accesses with the first key
K as a null value. The data-link layer may not be effectively
ciphered due to the use of a null value for the first key K, but
the application or transport layer could secure communica-
tion from a web browser on the module to a web server for
the user to authenticate with the MNO. The secure commu-
nication between the web browser and web server can utilize
transport layer security (TLS) or similar standards for secu-
rity at the transport or application layer, even though the
data-link or network layer may not be encrypted. After
successful authentication via the web browser, the MNO can
take steps (discussed in other embodiments) allowing the
module with the eUICC to access and use a second key K
and a second network module identity for subsequent
secured communication between the module and the MNO.

In another embodiment, the second key K can be derived
using by both the mobile network operator and the module
with the eUICC using a key derivation algorithm. The
eUICC could include an eUICC key exchange algorithm and
the mobile network operator could include a MNO key
exchange algorithm, and the key exchange algorithms can
include a key derivation algorithm that accepts input of a
token value, a private key, and a public key for the other
node. The mobile network operator and the module with the
eUICC could communicate the token value used for the key
derivation algorithm (including using the connectivity
through the wireless network after using the first key K in
the profile). The module can record an eUICC private key,
and the MNO can have access to the eUICC public key. The
key derivation algorithm in the eUICC key exchange algo-
rithm can output a second key K using the token. The MNO

can obtain the same value for the second key K. In this

manner, both node can derive the same second key K

without electronically transferring the second key K, even in

encrypted form and thereby increasing the security of a

systems with an eUICC.

In an exemplary embodiment can support a module

changing a key K used to (i) authenticate with a wireless

network and (i) cipher/decipher data with a wireless net-

work. The module can change key K without requiring the

manual exchange of a UICC or other physical intervention.

The module can use an eUICC profile and change key K

while using the same eUICC profile. The module, could also

comprise a mobile phone such as, but not limited to, a smart

phone. After connecting with a first network, which could

comprise a first wireless WAN, wireless LAN, or wired

connection, the module can receive a eUICC profile for an

eUICC in the module, where the eUICC profile includes a

first network module identity and a first key K. The first key

K can be a standards-based key K used with wireless

networks, and be equivalent to a pre-shared secret key K

recorded in physical UICCs for LTE networks.

After authenticating with the wireless network using the

first key K, the module and MNO can share a token. The

module and MNO can mutually derive a second key K using

the token and a key derivation algorithm. The module can

disconnect from the wireless network after attaching using

the first key K, and then reconnect using the second key K

which has now been mutually derived by both the module

and the mobile network operator. The module or MNO could

determine or evaluate if the use of a new key K is required

or preferred, and share a new token for input into the key

derivation algorithms to derive a mutually shared new key

K. In this manner, a module can change the key K used to

authenticate and cipher/decipher data with a wireless net-

work from a first key K to a second key K. This can increase

flexibility of the system and reduce costs of physically

distributing a new UICC to the module (or electronically

sending new eUICC profiles) in order to change a key K.

These as well as other aspects and advantages will

become apparent to those of ordinary skill in the art by

reading the following detailed description, with reference

where appropriate to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Various exemplary embodiments are described herein
with reference to the following drawings, wherein like
numerals denote like entities.

FIG. 1a is a graphical illustration of an exemplary system
that includes a module and a mobile network operator, in
accordance with exemplary embodiments;

FIG. 1b is a graphical illustration of hardware, firmware,
and software components for a module, in accordance with
exemplary embodiments;

FIG. 1c is a graphical illustration of components within a
module, in accordance with exemplary embodiments;

FIG. 1d is a graphical illustration for authenticating with
a wireless network using a physical UICC, in accordance
with conventional technology;

FIG. 1e is a graphical illustration for authenticating with
a wireless network using an eUICC, in accordance with
exemplary embodiments;

FIG. 1f is a graphical illustration of an exemplary system
that includes a module, a mobile network operator, and an
eUICC in accordance with exemplary embodiments;
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FIG. 2a is a graphical illustration of an exemplary profile

for an eUICC, including encrypted data, decryption steps,

and decrypted data for the profile, in accordance with
exemplary embodiments;

FIG. 2b is a graphical illustration for ciphering and
deciphering a profile using a symmetric ciphering algorithm
with input of a key, in accordance with exemplary embodi-
ments;

FIG. 2c is a graphical illustration for ciphering and
deciphering a key K using a symmetric ciphering algorithm
with input of a key, in accordance with exemplary embodi-
ments;

FIG. 2d is a graphical illustration of a public key and a
private key for an eUICC, in accordance with exemplary
embodiments;

FIG. 2e is a graphical illustration for ciphering and
deciphering a key for an eUICC using an asymmetric
ciphering algorithm using a PKI key pair, in accordance with
exemplary embodiments;

FIG. 3 is a simplified message flow diagram illustrating an
exemplary system with exemplary data sent and received by
a module with an eUICC, in accordance with exemplary
embodiments;

FIG. 4 is a flow chart illustrating exemplary steps for a
module to use an eUICC and authenticate with a wireless
network, in accordance with exemplary embodiments;

FIG. 5a is a graphical illustration of a public keys, private
keys, and a key derivation algorithm, in accordance with
exemplary embodiments;

FIG. 5b is a graphical illustration of deriving a second key
K using public keys, private keys, and a key derivation
algorithm, in accordance with exemplary embodiments;

FIG. 5c is a simplified message flow diagram illustrating
an exemplary system with exemplary data sent and received
by a module with an eUICC, in accordance with exemplary
embodiments; and,

FIG. 6 is a flow chart illustrating exemplary steps for a
module to use an eUICC and authenticate with a wireless
network, in accordance with exemplary embodiments.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS OF THE INVENTION

FIG. 1a
FIG. 1a is a graphical illustration of an exemplary system

that includes a module and a mobile network operator, in
accordance with exemplary embodiments. The system 100
includes a module 101 operating within a wireless network
102. System 100 can also include a mobile network operator
104, an IP Network 111, and an eUICC subscription man-
ager 109. Mobile network operator (MNO) 104 can include
a server 105. For embodiments where the MNO 104 uses 4G
LTE and LTE Advanced networks, server 105 could com-
prise a home subscriber server (HSS) and/or a mobility
management entity (MME). Server 105 could be a server
with related functionality as a HSS or MME for a MNO 104
that uses different wireless network standards than those
based on 4G LTE. Although not illustrated in FIG. 1a, an
eUICC subscription manager 109 may also include one or
more servers 105, such that a first server 105 could function
as an HSS in 4G LTE and LTE Advanced networks and a
second server 105 could function as a MME in 4G LTE and
LTE Advanced networks.

System 100 is illustrated without specific packet trans-
missions between module 101 and mobile network operator
104 and eUICC subscription manager 109. Examples of the
communications and messages pertaining to the present

invention will be illustrated in later Figures. As contem-
plated herein, machine-to-machine communications may
comprise communication between a module 101 and a
server 105, such that data can be transferred between the two
with minimal manual intervention, although manual inter-
vention can be required to set up system 100 and any
occasional manual maintenance required. As contemplated
herein, machine-to-machine communications may also be
referred to as “the Internet of things” (IoT). Also note that
module 101 may comprise a wireless module, such that
module 101 can communicate with wireless network 102
using a radio and an antenna. A wireless or a wired con-
figuration for module 101 can be utilized in the present
invention.

If module 101 operates as a wireless module, module 101
and wireless network 102 can communicate using a base
station 103. Module 101 and wireless network 102 can
utilize a variety of wireless technologies to communicate,
including WiFi, WiMax, a 2nd generation wireless wide area
network (WAN) technology such as, but not limited to,
General Packet Radio Services (GPRS) or Enhanced Data
rates for GSM Evolution (EDGE), 3rd Generation Partner-
ship Project (3GPP) technology such as, but not limited to,
3G, 4G LTE, or 4G LTE Advanced, and other examples exist
as well including wireless networks based on WiMAX
standards. A wired module 101 can connect to the IP
Network 111 via a wired connection such as, but not limited
to, an Ethernet, a fiber optic, or a Universal Serial Bus (USB)
connection (not shown).

Generally, the communication techniques described
herein can be independent of the network technologies
utilized at the physical and data-link layers, so long as the
underlying network provides access to the IP Network 111
and supports Internet Protocols (IP). The IP Network 111 can
be an IPv4 or an IPv6 packet-switched based network that
utilizes standards derived from the Internet Engineering
Task Force, such as, but not limited to, RFC 786 (User
Datagram Protocol), RFC 793 (Transmission Control Pro-
tocol), and related protocols. The IP Network 111 can be the
public Internet comprising globally routable IP addresses, or
a private network that utilizes private IP addresses. IP
Network 111 as illustrated in FIG. 1a could comprise the
globally routable public Internet, or IP Network 111 could
also be a private Internet that is (i) not globally routable and
(ii) only accessible to authorized modules and servers. As
one example of a private IP Network 111, IP Network 111
could use private IP addresses for nodes on the network, and
in this case IP Network 107 could be referred to as an
intranet or private network. Alternatively, IP Network 111
could be a private network layered on top of the publicly
routable Internet via secured and encrypted connections.
The specific numbers for IP addresses and port numbers
shown in FIG. 1a and other figures are illustrative and any
valid IP address or port number can be used, including an
IPv4 and an IPv6 address. Server 105 within mobile network
operator 104 can communicate with the module 101 using IP
network 111, where IP network 111 can comprise a private
network that utilizes Internet Protocol standards. Module
101 can access the public Internet after authenticating with
the server 105 associated with the MNO 104.

When operating in a wireless network configuration,
module 101 can access the IP Network 111 via the wireless
network 102. In the wireless network configuration, module
101 can be a wireless handset, a cellular phone, a smart-
phone, a tablet computer, a laptop, a computer with a radio,
a tracking device, or a circuit board with a radio that
accesses wireless network 102. Examples of wireless mod-
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ules that utilize a wireless WAN such as, but not limited to,
2G and 3G networking technologies include the Motorola®
G24-1 and Huawei® MC323. Example manufacturers of
wireless modules in 2012 include Sierra Wireless® and
Telit®. Example leading manufacturers of mobile phones in
2013 include Apple® and Samsung®. In a wired configu-
ration (not shown), module 101 can be a computer, security
camera, security monitoring device, networked controller,
etc. Module 101 can include a module identity 110, which
can comprise a serial number or identity code in order to
identify an individual, specific module 101 among a plural-
ity of modules 101. A more detailed depiction of exemplary
components of a module 101 is included in FIG. 1b and FIG.
1c below. Module 101 could also operate as a “smartcard”
such that an end user presents module 101 to merchants for
payments.

Wireless network 102 may comprise either a wireless
local area network (LAN) or a wireless WAN such as a
public land mobile network (PLMN). Examples for tech-
nologies used in wireless LANs include an 802.11 WLAN,
Bluetooth, or Zigbee among other possibilities. Module 101
operating in wireless mode could communicate with a base
station 103 of a wireless network 102 using a radio and an
antenna. Wireless network 102 could operate as a Mode II
device according to FCC Memorandum Opinion and Order
(FC-12-36) and related white space regulation documents. If
module 101 supports IEEE 802.15.4, then wireless network
102 could be a Zigbee network, an ISA100.11a standards-
based network, or a 6LoWPAN network as described by
IETF RFC 4944. Other possibilities exist as well for the
wireless technology utilized by a wireless network 102 and
module 101, operating in a wireless mode, without departing
from the scope of the present invention.

System 100 can include an eUICC subscription manager
109, where an eUICC subscription manager 109 can manage
the recording and secure distribution of eUICC profiles 107c
to a module 101. Example entities that could operate or
control an eUICC subscription manager 109 include a
manufacturer of module 101, an M2M service provider that
manages the operation of module 101, or possibly a mobile
network operator 104 could operate the eUICC subscription
manager 109. Other entities could operate as an eUICC
subscription manager 109 as well. An exemplary eUICC
subscription manager 109 is described in ETSI TS 103 383
v12.1, entitled “Smart Cards; Embedded UICC; Require-
ments Specification,” which is herein incorporated by ref-
erence in its entirety. An eUICC subscription manager 109
can also use a server 105 and record private keys and public
keys for the server/subscription manager operation (includ-
ing exemplary keys depicted and described in connection
with FIG. 2d below).

In exemplary embodiments, eUICC subscription manager
109 can use an eUICC profile key 107b to cipher portions of
an eUICC profile 107c, such that only module 101 with the
same eUICC profile key 107b could reasonably decipher the
portions of the eUICC profile 107c. In this manner, the
eUICC profile 107c can remain reasonably secured. The
eUICC subscription manager 109 can share the eUICC
profile key 107b in several different ways, including (i)
pre-sharing the eUICC profile key 107b, or (ii) the eUICC
subscription manager 109 sending the eUICC profile key
107b to the eUICC 107 using an asymmetric ciphering
algorithm 219 as depicted and described in connection with
FIG. 2e below. An eUICC profile 107c can include an
eUICC profile identity 107e in order to identify a profile
among a plurality of eUICC profiles 107c. An eUICC
subscription manager 109 can include an address 109a. The

address 109a could comprise a domain name, such that a

domain name system (DNS) or secure DNS (DNSSEC)

query could resolve the name into an IP address in order for

module 101 to communicate with the eUICC subscription

manager 109. Or the address 109a could comprise an

Internet Protocol (IP) address, and the address 109a could

include or be associated with a port number, such as port

number 443 for data that utilizes transport layer security.

An eUICC 107 within module 101 can comprise an

embedded universal integrated circuit card (eUICC) 107. An

eUICC 107 can provide the equivalent functionality as a

physical UICC, where definitions for a physical UICC are

included in ETSI TR 102 216 and ETSI TS 102 221 V11.0.0,

and other examples for the use of a physical UICC in mobile

phones and M2M modules exist as well. An eUICC 107 in

FIG. 1a can support exemplary requirements for an eUICC

outlined in ETSI TS 103 383 v12.1, entitled “Smart Cards;

Embedded UICC; Requirements Specification,” which is

herein incorporated by reference in its entirety. In other

words, an eUICC 107 can operate as a “virtualized” UICC,

such that data operations and input/output to a physical

UICC can be provided by an eUICC 107. Exemplary details

of a conventional, physical UICC for authenticating a mod-

ule 101 (which can be “virtualized in an eUICC 107) are

depicted and described in connection with FIG. 1d below.

An eUICC 107 can include an eUICC identity 107a, such

that an eUICC subscription manager 109 can select and

identify the eUICC 107 among a plurality of eUICCs 107.

The eUICC 107 can also record an eUICC profile key 107b

and an eUICC profile 107d. Profile 107d can represent a

profile that is partially decrypted using the eUICC profile

key 107b, as depicted and described in connection with FIG.

2a below. Additional exemplary details for the operation of

an eUICC 107 within module 101 are also provided in FIG.

1b, FIG. 1c, FIG. 1e, and FIG. 1f below.

According to an exemplary embodiment, an eUICC 107

can be recorded and operate within a “eUICC supporting”

physical universal integrated circuit card (UICC) 108 within

module 101. This “eUICC supporting”, physical UICC 108

can include a processing unit, RAM memory, ROM

memory, EEPROM memory, a bus, and a physical interface
(not shown in FIG. 1a, but described in FIG. 1b). An
exemplary processing unit, RAM memory, ROM memory,
EEPROM memory, and bus are depicted and described in
connection with FIG. 1b below. The physical interface for an
UICC 108 is depicted and described in connection with FIG.
1d below. The “eUICC supporting” physically UICC 108
can perform all of the functions of an eUICC 107, including
(i) receiving and recording profiles 107d, (ii) receiving and
recording eUICC profile keys 107b, (iii) recording an
eUICC identity 107e, (iv) decrypting an eUICC profile 107c
into an eUICC profile 107d as depicted and described in
connection with FIG. 2a below, (v) recording a set of
network parameters 201 (in FIG. 2a below) for module 101
to connect with wireless network 102, and (vi) recording
keys such as a key K for conducting a message digest
authentication with wireless network as depicted and
described in FIG. 1d, FIG. 1e, and FIG. 3 below. An “eUICC
supporting” physical UICC 108 can include a physical
electrical interface of ISO/IEC 7816-3 in order to support
existing physical slots for UICCs. The use of an “eUICC
supporting” physical UICC 108 is optional, and can be
omitted. In this case (where “eUICC supporting” physical
UICC 108 is omitted), the eUICC 107 can operate as a
program within module 101 as depicted and described in
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connection with FIG. 1b below, and the eUICC 107 would

not reside within the “eUICC supporting” physical UICC

108.

The physical form-factor for an “eUICC supporting”

UICC 108 could be identical to a UICC, and a difference

between the two may not even be apparent upon visual

inspection without special markings on the card. The physi-

cal form-factor for an “eUICC supporting” UICC 108 could

comprise a “micro-SIM” or a “nano-SIM” as defined in

ETSI TS 102 221 V11.0.0, which is herein incorporated by

reference. When the module 101 detects a “eUICC support-

ing” UICC 107, the module 101 could send received eUICC

profiles 107c to the “eUICC supporting” UICC 107, and also

select, deselect, activate, and deactivate the different

received eUICC profiles 107d recorded in the “eUICC

supporting” UICC 108. When a module 101 detects that a

regular UICC (i.e. not an “eUICC supporting” UICC 108)

has been loaded into a slot for UICCs within the module, the

module 101 could access the UICC in a regular manner

implemented by mobile phones and modules for connecting

to existing wireless networks in 2013, such as LTE or 3G
networks. This use of conventional technology for a physical
UICC is depicted and described in connection with FIG. 1d
below.

A module 101 can be associated with a user 113 or an
M2M service provider 115. A user 113 could be a subscriber
to mobile phone services provided by the mobile network
operator 104. In this case, the user could be an individual
and the module 101 could comprise a mobile phone with a
telephone number, an email client, and a web browser (in
addition to other, standard functionality for a mobile phone).
The user 113 could periodically charge the module 101
(which can comprise a mobile phone), such as typically at
night and carry the module 101 during the day in order to
place calls and send/receive data. Thus, the user 113 may
typically be physically close to a mobile phone as module
101, but an M2M service provider 115 can be associated
with module 101 but may not be physically close to module
101. For embodiments where module 101 is associated with
M2M communications, such as including a sensor to collect
data regarding a monitored unit, the module 101 can be
associated with an M2M service provider 115. In this case,
the M2M service provider 115 can be a company or a
division or department within a larger company that is
associated with a plurality of modules 101 for collecting
data using sensors and sending the data to a server similar to
server 105. The M2M service provider 115 may operate the
server similar to server 105 in order to automatically collect
data from the plurality of modules 101. The server for the
M2M service provider 115 could communicate with module
101 using the IP network 111 and the wireless network 102
when module 101 is connected to the wireless network 102.

Other configurations besides the one illustrated in FIG. 1a
are possible as well. In many common commercial relation-
ships for the operation of mobile phone service in the United
States in 2013, wireless network 102 could represent a
portion of the radio access network used by a mobile
network operator 104. MNO 104 could outsource portions
of the operation and maintenance of a radio access network,
such as a wireless network 102, to 3rd parties. In this
configuration, wireless network 102 could represent a net-
work operated by a first company specializing in the opera-
tion of radio towers and BTS equipment. This first company
could be contracted with the mobile network operator 104 in
order to support mobile phone service or data services to
modules 101.

In addition, server 105 could reside within wireless net-
work 102 in a data center managed by wireless network 102.
Wireless network 102 could also operate as an eUICC
subscription manager 109. Although a single module 101,
server 105, wireless network 102, and mobile network
operator 104 are illustrated in FIG. 1a, system 100 could
comprise a plurality of each of these elements. Module 101
could also record sensor data pertaining to a monitored unit
(not shown). Module 101 could be mobile, such as physi-
cally attached to a truck or a pallet, and module 101 could
connect to a series of different wireless networks 102 or base
stations 103 as module 101 moves geographically. Other
configurations are possible as well for the elements illus-
trated in FIG. 1a without departing from the scope of the
present invention.

FIG. 1b
FIG. 1b is a graphical illustration of hardware, firmware,

and software components for a module, in accordance with
exemplary embodiments. FIG. 1b is illustrated to include
many components that can be common within a module 101,
and module 101 may also operate in a wireless configuration
in order to connect with a wireless network 102. In a
wireless configuration, the physical interface 101a of mod-
ule 101 may support radio-frequency (RF) communications
with networks including a wireless network 102 via stan-
dards such as, but not limited to, GSM, UMTS, mobile
WiMax, CDMA, LTE, LTE Advanced, and/or other mobile-
network technologies. In a wireless configuration, the physi-
cal interface 101a may also provide connectivity to local
networks such as, but not limited to, 802.11 WLAN, Blu-
etooth, or Zigbee among other possibilities. In a wireless
configuration, module 101 could use a physical interface
101a be connected with both a wireless WAN and wireless
LAN simultaneously. In a wired configuration, the physical
interface 101a can provide connectivity to a wired network
such as, but not limited to, through an Ethernet connection
or USB connection. As contemplated herein, a physical
interface 101a can include a network interface (such as a
radio or an Ethernet port), such that module 101 can use the
network interface in order to connect with a network and
communicate with the network. A network interface can also
comprise a physical interface 101a as contemplated herein.

The physical interface 101a can include associated hard-
ware to provide the connections such as, but not limited to,
radio-frequency (RF) chipsets, a power amplifier, an
antenna, cable connectors, etc., and additional exemplary
details regarding these components are described below in
FIG. 1c. Device driver 101g can communicate with the
physical interfaces 101a, providing hardware access to
higher-level functions on module 101. Device drivers 101g
may also be embedded into hardware or combined with the
physical interfaces 101a. Module 101 may preferably
include an operating system 101h to manage device drivers
101g and hardware resources within module 101. The oper-
ating systems described herein can also manage other
resources such as, but not limited to, memory and may
support multiple software programs operating on module
101 at the same time.

The operating system 101h can include Internet protocol
stacks such as, but not limited to, a User Datagram Protocol
(UDP) stack, Transmission Control Protocol (TCP) stack, a
domain name system (DNS) stack, etc., and the operating
system 101h may include timers and schedulers for manag-
ing the access of software to hardware resources. The
operating system shown of 101h can be appropriate for a
low-power device with limited memory and CPU resources
(compared to a server 105). An example operating system
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101h for module 101 includes Linux, Android® from
Google®, Windows® Mobile, or Open AT® from Sierra
Wireless®. Additional example operating systems 101h for
module 101 include eCos, uC/OS, LiteOs, and Contiki, and
other possibilities exist as well without departing from the
scope of the present invention.

A module program 101i may be an application pro-
grammed in a language such as, but not limited to, C, C++,
Java, and/or Python, and could provide functionality to
support regular mobile phone functionality. The module
program 101i could include a network application 101x,
where network application 101x comprises the user equip-
ment protocol for accessing and communicating with the
wireless network 102. For embodiments where module 101
connects with a wireless network 102 comprising an LTE
network, the network application 101x can receive, process,
and send signals with the wireless network 102 for user
equipment messages in ETSI TS 136 331 v.10.7 entitled
“LTE; Evolved Universal Terrestrial Radio Access
(E-UTRA); Radio Resource Control (RRC); Protocol Speci-
fication”, which is herein incorporated by reference. In other
words, network application 101x can comprise software for
accessing and communicating with the wireless network
102. Although network application 101x is depicted in FIG.
1b as operating as software within RAM memory 101e, the
network application 101x could be included in firmware or
a processor or application associated with a radio 101z
(described in FIG. 1c). Exemplary messages sent and
received by a network application 101x are also depicted and
described in connection with FIG. 3 below.

A module program 101i could also include software for
M2M applications such as, but not limited to, remote
monitoring of sensors and remote activation of actuators.
Module program 101i could also include a software routine,
subroutine, linked library, or software module, according to
one preferred embodiment. As contemplated herein, a mod-
ule program 101i can include an application operating
within a smartphone, such as, but not limited to, an iPhone®
or Android®-based smartphone, and in this case module 101
could comprise a smartphone. The application functioning
as a module program 101i could be downloaded from an
“app store” associated with the smartphone. A set of device
drivers 101g could include an eUICC driver 129, such that
a network application 101x or other software or firmware
within module 101 communicating with the eUICC 107
could send and receive data with the eUICC driver 129.
Additional details regarding an exemplary eUICC driver 129
are depicted and described in connection with FIG. 1e
below.

Many of the logical steps for operation of module 101 or
eUICC 107 can be performed in software and hardware by
various combinations of physical interface 101a, device
driver 101g, operating system 101h, and a module program
101i. As depicted in FIG. 1b, module program 101i can
include an eUICC 107 and a network application 101x.
When module 101 or eUICC 107 is described herein as
performing various actions such as acquiring an IP address,
connecting to the wireless network, monitoring a port,
transmitting a packet, sending a message, receiving a
response, or encrypting or signing data, specifying herein
that module 101 or eUICC 107 performs an action can refer
to software, hardware, and/or firmware operating within
module 101 illustrated in FIG. 1b or FIG. 1c performing the
action.

Note that module 101 may also optionally include user
interface 101j which may include one or more devices for
receiving inputs and/or one or more devices for conveying

outputs. User interfaces are known in the art and thus user

interfaces are not described in detail here. User interface

101j could comprise a touch screen if module 101 operates

as a smartphone or mobile phone. For embodiments where

module 101 comprises a module for M2M applications and

is associated with an M2M service provider 115, then

module 101 can optionally omit a user interface 101j, since

no local user 113 input may be required for many M2M

applications, although a user interface 101j could be

included with module 101. For embodiments where module

101 comprises a mobile phone and is associated with a user

113, the user interface 101j could comprise a touch screen on

the front of a mobile phone.

Module 101 may be a computing device that includes

computer components for the purposes of collecting data

from a sensor 101f or triggering an action by an actuator

101y. Module 101 may include a central processing unit

(CPU) 101b, a random access memory (RAM) 101e, and a

system bus 101d that couples various system components

including the random access memory 101e to the processing

unit 101b. The system bus 101d may be any of several types
of bus structures including a memory bus or memory
controller, a peripheral bus, and a local bus using any of a
variety of bus architectures including a data bus. Note that
the computer components illustrated for the module 101 in
FIG. 1b may be selected in order to minimize power
consumption and thereby maximize battery life, if module
101 includes a battery and is not attached to external power.
In addition, the computer components illustrated for the
module 101 in FIG. 1b may also be selected in order to
optimize the system for both long periods of sleep or idle
states relative to active communications and also may be
optimized for predominantly uplink (i.e. device to network)
communications with small packets or messages. The com-
puter components illustrated for the module 101 in FIG. 1b
may also be general-purpose computing components, and
specialized components may not be required in order to
utilize many of the embodiments contemplated herein.

Module 101 may include a read-only memory (ROM)
101c which can contain a boot loader program. Although
ROM 101c is illustrated as “read-only memory”, ROM 101c
could comprise long-term memory storage chipsets or physi-
cal units that are designed for writing once and reading many
times. As contemplated within the present invention, a
read-only address could comprise a ROM 101c memory
address or another hardware address for read-only opera-
tions accessible via bus 101d. Changing data recorded in a
ROM 101c can require a technician have physical access to
module 101, such as, but not limited to, removing a cover or
part of an enclosure, where the technician can subsequently
connect equipment to a circuit board in module 101, includ-
ing replacing ROM 101c. ROM 101c could also comprise a
nonvolatile memory, such that data is stored within ROM
101c even if no electrical power is provided to ROM 101c.
Although not illustrated in FIG. 1b, but illustrated in FIG. 1c
below, module 101 could also include a flash memory 101w.
Module program 101i, network application 101x, operating
system 101h, eUICC 107, or device drivers 101g could be
stored in flash memory 101w within module 101 when the
module is powered off. These components and/or instruc-
tions could be moved from a flash memory 101w (not shown
in FIG. 1b but shown in FIG. 1c) into RAM 101e when the
module is powered on by a bootloader program recorded in
the ROM 101c. Note that ROM 101c could be optionally
omitted or included in a memory unit within CPU 101b (not
shown).
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Although the exemplary environment described herein
employs ROM 101c and RAM 101e, it should be appreci-
ated by those skilled in the art that other types of computer
readable media which can store data that is accessible by a
module 101, such as, but not limited to, memory cards,
subscriber identity module (SIM) cards, local miniaturized
hard disks, and the like, may also be used in the exemplary
operating environment without departing from the scope of
the invention. The memory and associated hardware illus-
trated in FIG. 1b provide nonvolatile storage of computer-
executable instructions, data structures, program modules,
module program 101i, and other data for computer or
module 101. Note the module 101 may include a physical
data connection at the physical interface 101a such as, but
not limited to, a miniaturized universal serial bus adapter
101v (illustrated in FIG. 1c), firewire, optical, or other
another port.

The computer executable instructions such as, but not
limited to, module program 101i, network application 101x,
eUICC 107, operating system 101h, or device driver 101g
can be initially loaded into memory such as, but not limited
to, ROM 101c or RAM 101e through the physical interface
101a before module 101 is given to an end user, shipped by
a manufacturer to a distribution channel, or installed by a
technician. In addition, the computer executable instructions
such as, but not limited to, module program 101i, network
application 101x, operating system 101h or device driver
101g could be transferred wirelessly to module 101. In either
case (wired or wireless transfer of computer executable
instructions), the computer executable instructions such as
module program 101i, network application 101x, operating
system 101h, or device driver 101g could be stored remotely
on a disk drive, solid state drive, or optical disk (external
drives not shown).

A number of program modules may be stored in RAM
101e, ROM 101c, or possibly within CPU 101b, including
an operating system 101h, device driver 101g, an http client
(not shown), a DNS client, and related software. Further, the
module program 101i and/or network application 101x can
perform the various actions described in the present inven-
tion for the module 101 through instructions the module
program 101i and/or network application 101x provide to
the CPU 101b. A user may enter commands and information
into module 101 through an optional user interface 101j,
such as a keypad, keyboard (possibly miniaturized for a
mobile phone form-factor), and a pointing device. Pointing
devices may include a trackball, an electronic pen, or a touch
screen.

The module 101, comprising a computer, may operate in
a networked environment using logical connections to one
or more remote computers, such as the server 105 illustrated
in FIG. 1a. Server 105 can also function as a general purpose
server to provide files, programs, disk storage, remote
memory, and other resources to module 101 usually through
a networked connection. Additional remote computers with
which module 101 communicates may include another mod-
ule 101 or mobile device, an M2M node within a capillary
network, a personal computer, other servers, a client, a
router, a network PC, a peer device, a base station 103, or
other common network node. It will be appreciated that the
network connections shown throughout the present inven-
tion are exemplary and other means of establishing a wire-
less or wired communications link may be used between
mobile devices, computers, servers, corresponding nodes,
and similar computers. Although a single module program
101i is depicted in FIG. 1b, module 101 could include a
plurality of module programs 101i.

The module program 101i, eUICC 107, and network
application 101x operating within module 101 illustrated in
FIG. 1b can provide computer executable instructions to
hardware such as CPU 101b through a system bus 101d in
order for a module 101 to (i) connect with a wireless
network 102, (ii) authenticate with a mobile network opera-
tor 104 associated with the wireless network 102, and (iii)
send or receive packets with a server 105 or a server
associated with an eUICC subscription manager 109. The
module program 101i and/or network application 101x can
enable the module 101 or eUICC 107 to transmit or send
data from the eUICC 107 or module 101. The eUICC 107 or
module 101 can send data by recording data in memory such
as RAM 101e, where the data can include cryptographic data
such as a RAND and RES values, a destination IP:port
number, a packet or packet header value, an encryption or
ciphering algorithm and key, a digital signature algorithm
and key, etc. The data recorded in RAM 101e can be
subsequently read by the operating system 101h or the
device driver 101g. The operating system 101h or the device
driver 101g can write the data to a physical interface 101a
using a system bus 101d in order to use a physical interface
101a to send data to the wireless network 102 and IP
network 111 using a radio 101z (shown in FIG. 1c). Alter-
natively, the module program 101i and/or network applica-
tion 101x can write the data directly to the physical interface
101a using the system bus 101d.

The module program 101i, eUICC 107, network applica-
tion 101x, and/or operating system 101h can include steps to
process the data recorded in memory such as, but not limited
to, encrypting data, selecting a destination address, or
decrypting ciphertext data. The data recorded in memory
could also include an eUICC profile 107c or eUICC profile
107d, as described in FIG. 1a above and FIG. 2a below. The
eUICC profiles 107d can include instructions and data for
connecting with wireless network 102, including network
parameters and network access credentials. The module 101
can use the physical interface 101a such as, but not limited
to, a radio to transmit or send the data associated with a
profile 107d to a base station 103. For those skilled in the art,
other steps are possible as well for a module program 101i
or operating system 101h to communicate with a wireless
network 102 using data associated with an UICC (where an
eUICC 107 records data normally associated with a physical
UICC) without departing from the scope of the present
invention.

Conversely, in order for module 101, network application
101x, or eUICC 107 to receive a packet or message from
MNO 104 or wireless network 102, the physical interface
101a can use a radio to receive data from a base station 103.
The received data can include information from MNO 104
and may comprise a datagram, a source IP:port number, a
packet or header value, an instruction for module 101, an
acknowledgement to a packet that module 101 sent, a digital
signature, and/or encrypted data. The received data can also
include radio resource control (RRC) messages, and related
layer 1 and layer 2 access and control messages for module
101 to access the wireless network 102. The operating
system 101h or device driver 101g can use a system bus
101d and CPU 101b to record the received data in memory
such as RAM 101e, and the module program 101i or
operating system 101h may access the memory in order to
process the received data and determine the next step for the
module 101 after receiving the data. The steps within this
paragraph may also describe the steps a module program
101i, eUICC 107, or network application 101x can perform
in order to receive a message from wireless network 102 that
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includes a RAND value. For those skilled in the art, other
steps are possible as well for a module program 101i,
network application 101x, module 101, and/or eUICC 107 to
receive a message from a mobile network operator 104 or
wireless network 102 within the scope of the present inven-
tion.

Module program 101i can include an eUICC 107, which
can provide the functionality or CPU 101b instructions for
module 101 to access data normally within a physical UICC,
such as network parameters and network access credentials.
An eUICC 107 as illustrated in FIG. 1a and FIG. 1b can be
implemented within module 101 in several different ways,
including (i) as depicted in FIG. 1b a module program 101i
stored in RAM 101e during operation, but also recorded in
a nonvolatile memory, such as, but not limited to, either flash
memory 101w (described in FIG. 1c) or ROM 101c at other
times than normal operation (such as during periods of
power off), (ii) firmware within CPU 101b or another
specialized processing unit within module 101, (iii) an
“eUICC supporting” physical UICC 108 within module 101
that contains the eUICC 107, or (iv) a specialized circuit
within a surface mount package that is soldered directly onto
a circuit board of the module 101, including an 8-lead small
outline non-leaded (SON-8) package. For the embodiment
where an eUICC 107 comprises a module program 101i, the
eUICC 107 could be loaded and installed within nonvolatile
memory 101w in module 101 using the steps and procedures
described for a module program 101i in FIG. 1b. Other
possibilities exist as well for the physical implementation of
an eUICC 107 within a module 101 without departing from
the scope of the present invention. An eUICC 107 may also
be referred to as an “electronic UICC”, an “electronic SIM”
(eSIM), or an “embedded SIM” (also eSIM).

For embodiments where an eUICC 107 can be loaded into
a RAM 101e or flash 101w memory, a CPU 101b could
designate the RAM 101e or flash 101w memory containing
the instructions or data for an eUICC 107 to be a protected
memory. When (i) loaded with appropriate data (such as, but
not limited to a eUICC profile 107d described in FIG. 2a
below), and (ii) a profile for a MNO 104 is selected and
activated, then an eUICC 107 can provide the equivalent
functionality of a physical UICC. The eUICC 107, using an
activated eUICC profile 107d, can provide the module 101
with (i) network access credentials 202 and 203, and (ii)
network parameters 201 in order to connect with wireless
network 102. The eUICC 107, using an activated eUICC
profile 107d, can record a first key K 203 (described in
FIGS. 2a and 3 below) and also a first network module
identity 202. The eUICC 107 can support standard steps by
module 101 for network authentication contemplated in
3GPP TS 33.401 V12.9.0 and related standards, including
inputting a RAND value into the eUICC 107 and outputting
a RES value.

Moreover, those skilled in the art will appreciate that the
present invention may be implemented in other computer
system configurations, including hand-held devices, net-
books, portable computers, multiprocessor systems, micro-
processor based or programmable consumer electronics,
network personal computers, minicomputers, mainframe
computers, and the like. The invention may also be practiced
in distributed computing environments, where tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed com-
puting environment, program modules may be located in
both local and remote memory storage devices. In addition,
the terms “mobile node”, “mobile station”, “mobile device”,
“M2M module”, “M2M device”, “networked sensor”,

“industrial controller”, or “user equipment” can also refer to
module 101 or its functional capabilities. Other possibilities
exist as well for the configuration or combination of com-
ponents illustrated in FIG. 1b without departing from the
scope of the present invention.

FIG. 1c
FIG. 1c is a graphical illustration of components within a

module, in accordance with exemplary embodiments. FIG.
1c is illustrated to show a combination of components useful
for leveraging the efficient and secure communication tech-
niques described in the present invention. In addition to the
components illustrated in FIG. 1b above, module 101 can
include a an eUICC 107, a battery 101k, a MNO public key
502, a wireless module private key 112a, a connection to an
actuator 101y, a USB interface 101v, a CPU wake controller
101u, a flash memory 101w, a symmetric key 127, a random
number generator 128, cryptographic algorithms 141, a
radio 101z, and other components illustrated in FIG. 1c. Not
all of the components illustrated in FIG. 1c are required for
many exemplary embodiments, and some of the components
illustrated in FIG. 1c may also be optionally omitted in some
exemplary embodiments.

The CPU 101b can comprise a general purpose processor
appropriate for the low power consumption requirements of
a module 101, and may also function as a microcontroller.
CPU 101b could be a processor with an ARM® core, or
possibly an ATOM® core or processors, and other possi-
bilities exist as well. The CPU 101b can include registers, a
cache memory, and arithmetic logic units. Clock 160 can
comprise a crystal oscillator generating sine or square wave
outputs at a frequency to drive a system bus 101d, CPU
101b, and RAM 101e, in addition to other functionality. In
exemplary embodiments, clock 160 can comprise a tem-
perature-compensated crystal oscillator (TCXO), a voltage-
controlled crystal oscillator (VCXO), or a voltage-controlled
temperature-compensated crystal oscillator (VCTCXO), and
other possibilities exist as well. Clock 160 could include
circuits and logic to keep time while module 101 is both in
an active state and a dormant state.

Sensor 101f could be a device to collect environmental
data or data regarding (i) a monitored unit for M2M appli-
cations or (ii) user 113 for applications where module 101
comprises a mobile phone and user 113 is an individual
person such as a mobile phone subscriber. Sensor 101f could
collect data such as, but not limited to, temperature, humid-
ity, pressure, visible light levels, radiation, shock and/or
vibration, voltage, current, weight, pH levels, orientation/
motion, or the presence of specific chemicals. Sensor 101f
could also be a microphone. Sensor 101f could be a mag-
netic strip reader for credit cards and similar cards, or an
antenna for either near-field RF communications, such as,
but not limited to, reading an RF identity tag. An antenna for
a sensor 101f could also collect longer-range RF signals,
such as, but not limited to, reading long-range radio fre-
quency identity tags. Sensor 101f could also collect biomet-
ric data such as, but not limited to, heart rate, glucose levels,
body temperature, or other health measurements for a user
113. The sensor 101f can provide data to the CPU 101b in
the form of analog or digital data, which can be communi-
cated via a system bus 101d or physical interface 101a and
other electrical interfaces are possible as well. A sensor
measurement can comprise the analog or digital data col-
lected by CPU 101b from sensor 101f.

A sensor measurement from sensor 101f can include
processing of the analog or digital data input CPU 101b by
sensor 101f, such as, but not limited to, averaging over time,
using mathematic formulas to convert the raw data from
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sensor 101f into a usable form. Module 101 may also collect
sensor data or sensor values using a sensor 101f and CPU
101b, where the data or values are derived from electrical
signals output by a sensor 101f. A sensor measurement can
comprise the sensor data or sensor values. If module 101
comprises a “point of presence” payment terminal, then a
sensor measurement could comprise data read from a pay-
ment card. As contemplated herein, the terms “sensor mea-
surement” and “sensor data” can be used interchangeably,
and can also be considered functionally equivalent.
Although a single sensor 101f is shown in FIG. 1c, a module
101 could include multiple sensors. Each of the multiple
sensors 101f could include a sensor identity 151, which
could comprise a number or string to identify the sensor
101f. A sensor 101f could be external to module 101, and
also a plurality of sensors 101f may be used and they also
can connect to module 101 when module 101 uses radio
101z as a base station for a WiFi network.

Actuator 101y could be a device to control a parameter or
state for a monitored unit in M2M applications for module
101, such as, but not limited to, changing a voltage or
current, activating a switch or relay, turning on or off a
microphone or speaker, activating or deactivating a light,
and other examples are well known in the art. Actuator 101y
could also be a speaker. Actuator 101y could be controlled
by module 101 via a digital or analog output from CPU
101b, which could also be transmitted or sent via system bus
101d or a physical interface 101a. Although actuator 101y is
illustrated as external to wireless module 101 in FIG. 1c,
actuator 101y could also be internal to module 101, and
module 101 could include multiple actuators 101y. A mod-
ule 101 could include multiple actuators 101y each with an
actuator identity 152. Sensors and actuators are well known
to those of ordinary skill in the art, and thus are not described
in additional detail herein.

Module 101 can include a Universal Serial Bus (USB)
interface 101v. In accordance with an exemplary embodi-
ment, module 101 can comprise a wireless module and
include a radio 101z. Note that the use of a radio 101z is not
required for module 101, which could also obtain a connec-
tion to the IP Network 111 via a wired line such as Ethernet.
Although not illustrated, radio 101z could include antennas
for reception and transmission of RF signals, and even
multiple antennas could be used. Although a single radio
101z is illustrated in module 101, module 101 could also
contain multiple radios 101z. Radio 101z can support wire-
less LAN standards such as, but not limited to, WiFi,
Bluetooth, and Zigbee, or similar wireless LAN standards.
Note that module 101 may also operate as a base station in
a wireless LAN, such as, but not limited to, an 802.11 base
station. When module 101 operates a wireless LAN, radio
101z can function as either a client/node and/or a base
station 103 to support communication from other wireless
nodes in physical proximity, such as, but not limited to, other
nodes within an exemplary 50 meters. The other wireless
nodes could comprise a sensor 101f and/or actuator 101y,
and in this case a sensor could be referred to as a “networked
sensor” and an actuator could be referred to as a “networked
actuator”.

In accordance with exemplary embodiments, module 101
can store module private key 112a, MNO public key 502,
and module identity 110, and a symmetric key 127 in
memory/RAM 101e during operation, such as when CPU
101b is active and the module 101 is connected to a network
such as a wireless network 102 during data transmissions.
Module private key 112a preferably is recorded in nonvola-
tile memory such as, but not limited to, flash memory 101w,

so that module 101 has access to its private key 112a after
the private key has been derived or loaded, including times
when a battery 101k has been fully drained or removed from
module 101 (if module 101 does not utilize a persistent
power source such as land-line power). Symmetric key 127
can be a secure, shared private key for use with symmetric
encryption or symmetric ciphering algorithms 211 (in FIG.
2c below). Symmetric key 127 may also include an expira-
tion time 133, such that symmetric key 127 may only be
used by module 101 and/or eUICC 107 during a limited
period of time, such symmetric key 127 remaining only
valid for a day, or a week, or during a session (where the
session comprises multiple messages and/or responses
between a module 101 and a wireless network 102), etc.

Module identity 110 is preferably a unique identifier of
module 101, and could comprise a number or string such as,
but not limited to, a serial number, an international mobile
subscriber identity number (IMSI), international mobile
equipment identity (IMEI), or an Ethernet media access
control (MAC) address. According to an exemplary embodi-
ment, module identity 110 can also comprise a serial number
or string that is written into hardware of module 101 upon
manufacturing or distribution of module 101 (also depicted
and described in connection with a step 511 in FIG. 5b
below). In this case, module identity 110 could be recorded
in a read only memory 101c, where read only memory 101c
could not be easily erased or otherwise tampered with. Read
only memory 101c could also comprise a protected memory
and the address for accessing the module identity 101 within
the ROM 101c could comprise a protected address.

A protected address can comprise an address accessible to
a CPU 101b and readable by CPU 101b where the data
within the protected address is not modified, changed, or
updated by a CPU 101b under normal operating conditions.
Also note that the protected address can comprise one form
of a nonvolatile memory, where a memory records data. In
exemplary embodiments module identity 110 may prefer-
ably be permanently or persistently associated with the
physical hardware of module 101, which can be helpful for
the security procedures contemplated herein. Module iden-
tity 110 can function as a basic identifier for services from
mobile network operator 104, eUICC subscription manager
109, wireless network 102, M2M service provider 115, or
server 105 in order to properly identify module 101 among
a plurality of modules. Module private key 112a and an
associated module public key 112b could be unique to
module 101 and uniquely associated with module identity
110, according to a preferred embodiment.

MNO public key 502 in module 101 could be obtained
from downloading the key over the IP Network 111, or
optionally also written into nonvolatile memory of module
101 upon manufacture or distribution. MNO public key 502
could be obtained using a domain name or Internet address
that is recorded in nonvolatile memory upon the configura-
tion of module 101, such as, but not limited to, during
installation or distribution, and module 101 could fetch the
MNO public key 502 upon connecting to a wireless network
102 or other connection to the IP Network 111. Additional
elements besides those depicted in FIG. 1c could also be
recorded in volatile memory 101e, which could comprise a
RAM 101e. For example, cryptographic algorithms 141
could also be recorded in RAM 101e as well. Note that
values and related data can also be recorded in both RAM
101e and nonvolatile memory 101w at the same time, such
that data in nonvolatile memory 101w allows module 101 to
access the data after a shutdown state, but moving the same
data into RAM 101e during an active state allows module
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101 to more quickly perform operations using a CPU 101b.
Other possibilities exist as well for the storage location of
various values and data elements illustrated in FIG. 1c
without departing from the scope of the present invention.

Module 101 may also contain cryptographic algorithms
141, which may comprise a suite of algorithms or subrou-
tines that can be utilized for (i) deriving a pair of keys
comprising a public key and a private key, (ii) encrypting
data using public keys, (iii) decrypting data using private
keys, (iv) processing secure hash signatures using private
keys, and (v) verifying secure hash signatures using public
keys, and related software, firmware, or subroutines for
implementing a cryptographic system, including symmetric
ciphering algorithms. Cryptographic algorithms 141 could
utilize publicly available software libraries within tools such
as, but not limited to, OpenSSL maintained by The
OpenSSL Project (http://www.openssl.org/), libgcrypt main-
tained by The Free Software Foundation (http://www.gn-
u.org/software/libgcrypt/), and similar libraries such as, but
not limited to, libmcrypt and Crypto++. Note that crypto-
graphic algorithms 141 could also use proprietary crypto-
graphic libraries as well. In addition to implementing asym-
metric encryption/ciphering, such as, but not limited to, used
with RSA and ECC cryptography, cryptographic algorithms
141 can provide symmetric ciphering where a shared private
key is utilized to both encrypt and decrypt, such as, but not
limited to, with the Advanced Encryption Standard (AES)
cipher suite.

As illustrated in FIG. 1c, module 101 may also contain a
random number generator 128. Random number generator
128 may contain a seed 128b. The creation of random
numbers with a high degree of entropy may be important the
use of cryptographic algorithms 141. A plurality of the data
as a source for a random number seed 128b could be
appended together into a “module random seed file” with a
combined series or list of states (i.e. a plurality of sensor
101f measurements, radio 101z measurements, clock 160
times or values, memory 101e or memory 101w states,
operating system 101h states, actuator 101y states, and/or
hardware 101a or 101d states). Note that values or data for
each of the elements listed in the previous sentence could be
utilized in a “module random seed file” instead of or in
addition to a state. The use of a “module random seed file”
with a random number generator 128 is also depicted and
described in connection with FIG. 1d of U.S. patent appli-
cation Ser. No. 14/084,141, filed Nov. 19, 2013 in the name
of John Nix, which is hereby incorporated by reference in its
entirety.

FIG. 1d
FIG. 1d is a graphical illustration for authenticating with

a wireless network using a physical UICC, in accordance
with conventional technology. FIG. 1d illustrates the com-
ponents and interfaces for using a physical UICC in order to
a module 101 conduct an authentication with a wireless
network 102 according to wireless WAN standards which
use a pre-shared secret key K recorded in the physical UICC
116. The wireless network could be an LTE, LTE Advanced,
or a 3G network, and also based on related standards. With
a 3G network, the pre-shared secret key K is also known as
“Ki”. The module 101 can include a network application
101x, a UICC driver 114, and a physical interface supporting
the ISO/IEC 7816-3 electrical standards, such as the third
edition published on Nov. 1, 2006. The physical UICC 116
can be a smart card in the form factor of a mini-SIM,
micro-SIM, or nano-SIM, connected to the physical inter-
face such as ISO/IEC 7816-3 and related electrical stan-
dards. The physical interface can include six electrical

contacts known as C1 through C6, where C1 provides a
power supply to the physical UICC 116, C2 provides a reset
signal input, C3 provides a clock signal input, etc. The
network application 101x can comprise software or firmware
for the module 101 to communicate with the wireless
network 102 using the standards that include layer 2 mes-
sages between module 101 and wireless network 102 such
as, but not limited to, radio resource control (RRC) mes-
sages, security mode commands, ciphering, and authentica-
tion. The network application 101x can communicate with a
radio 101z (described in FIG. 1c) using the system bus 101d.

A network application 101x in a FIG. 1d can be similar or
equivalent to a network application 101x depicted and
described in connection with FIG. 1b. The UICC driver 114
can comprise a driver within a set of drivers 101g within
module 101, where drivers 101g are also depicted and
described in connection with FIG. 1b. A physical UICC 116
can support other and additional functionality for a module
101 than the authentication functionality depicted in FIG.
1b, such as, but not limited to, (i) recording a set of network
parameters equivalent to a set of network parameters 201 in
FIG. 2a below in order to module 101 to identify and select
a wireless network 102, (ii) recording an address book with
a list of phone numbers for user 113, (iii) recording a list of
recent SMS messages and telephone numbers dialed, and/or
(iv) recording and implementing a personal identification
number (PIN) in order for a user 113 to authenticate and
access the module 101 with the UICC 116, and other
functionality of a physical UICC 116 is possible as well. The
physical UICC 116 can also include (i) an IP Multimedia
Services Identity Module (ISIM) application and data and/or
a (ii) Universal Subscriber Identity Module (USIM) appli-
cation for the module 101 to utilize when communicating
with the wireless network 102.

After power-up of the module 101 from a powered off
state, the module 101 can use the UICC driver 114 to read
data from the physical UICC 116 such as a set of network
parameters 203 (depicted in FIG. 2a below) as well as an
IMSI or equivalent value as a network module identity. The
set of network parameters 203 or IMSI in a physical UICC
116 may not be encrypted (or associated with an eUICC
profile 107d) and the set of network parameters can be
directly read by the UICC driver 114. The module 101 can
use the set of network parameters to tune a radio 101z to
particular frequencies for the wireless network 102 and
search for a beacon signal from a base station 103. The
beacon signal can include codes such as a mobile country
code (MCC) and mobile network code (MNC) that can
match values in either the network parameters or IMSI.
Upon finding and selecting a base station 103, the module
101 can send a random access channel (RACH) message and
subsequently an identity value recorded in the physical
UICC 116 such as an IMSI, temporary mobile subscriber
identity (TMSI), a globally unique temporary identity
(GTUI), or a similar value to identify the module 101 using
the physical UICC 116 with the wireless network 102.

In order to authenticate a module 101 with the wireless
network 102, the wireless network 102 can record a set of
authentication tokens or vectors associated with a network
identity sent by the module 101, such as a GTUI value. An
authentication vector 117 for the module’s 101 network
identity can comprise a vector or set of values that includes
a random number (RAND) 118, response (RES) 119, a
network authentication token (AUTN), and a sequence num-
ber. The value AUTN and sequence number is not shown in
FIG. 1d and subsequent figures such as FIG. 1e and FIG. 3,
but the value AUTN and sequence number can be used by
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module 101 with a physical UICC 116 or eUICC 107 in
order to authenticate the wireless network 102. The
sequence number can prevent replay attacks and the AUTN
value can comprise a digital signature or message digest
value the physical UICC 116 or eUICC 107 can also
calculate using the RAND 118 value in order for the module
101 to authenticate the wireless network 102. The values for
the authentication vector 117 that includes a RAND 118 and
a RES 119 can be calculated by a home subscriber server
(HSS) for the mobile network operator 104 associated with
the wireless network 102 and provided by the mobile
network operator 104 to servers associated with the wireless
network 102. An exemplary format for the use of a RAND
118 with a response RES 119 is described in ETSI standard
TR 131 900 v.10.0.0 and related documents. Other possi-
bilities exist as well for the format, structure, and data
elements within an authentication vector 117 without depart-
ing from the scope of the present invention.

In order to conduct an authentication of module 101, after
receiving a RACH message and the network module identity
such as an IMSI, TMSI, or GTUI value, the wireless network
102 can send a RAND 118 from the authentication vector
117. The module 101 can receive the RAND 118 value using
the network application 101x and the radio 101z. The
network application 101x can send the RAND 118 value to
the UICC driver 114, and the UICC driver 114 can send the
RAND 118 value through the physical interface such as
ISO/IEC 7816-3 to the physical UICC 116. After receiving
the exemplary RAND 118 message, in order to conduct an
authentication, module 101 using a physical UICC 116
could take steps to demonstrate to a wireless network 102
that the physical UICC 106 records the same pre-shared
secret key K for the network module identity as recorded by
a mobile network operator 104 associated with the wireless
network 102. Physical UICC 116 can properly respond to the
RAND 118 using message digest algorithms by calculating
a secure hash value RES 119 using the RAND 118 and the
recorded secret key K. The physical UICC 116 could use
algorithms specified in ETSI TS 135 205-209, as well as
subsequent and related standards, in order for the physical
UICC 116 to calculate a secure hash value such as a RES
119. The calculation and processing of a RES 119 using a
RAND 118 and a secret key K is also depicted and described
in connection with steps 306 and 311 of FIG. 3. Other
possibilities exist as well for a physical UICC 116 or an
eUICC 107 to calculate a RES 119 value using a RAND 118
and a secret key K without departing from the scope of the
present invention.

After the calculation of a RES 119 value in response to the
RAND 118, the physical UICC 116 can send the RES 119 to
the UICC driver 114 through the physical interface such as
ISO/IEC 7816-3. The device driver 114 can send the RES
119 value to the network application 101x and the network
application 101x can send the RES 119 value to the wireless
network 102 using a radio 101z and the base station 103. The
wireless network 102 can take steps to compare the received
RES 119 with a recorded RES 119 value in the authentica-
tion vector 117. If the received RES 119 matches the
recorded RES 119 in the authentication vector 117 then the
module 101 with the physical UICC 116 can be considered
authenticated. The authentication of module 101 by wireless
network 102 is also depicted and described in connection
with a step 308a of FIG. 3. After successful authentication,
the module 101 and wireless network 102 can then take
subsequent steps for a module 101 to have access to the IP
network 111 including the public Internet, as well as con-
figuring services such as voice and SMS.

FIG. 1e
FIG. 1e is a graphical illustration for authenticating with

a wireless network using an eUICC, in accordance with
exemplary embodiments. A module 101 with an eUICC 107
can perform the equivalent steps for authentication with a
wireless network 102, such that a module 101 can use an
eUICC 107 instead of a physical UICC 116. The wireless
network 102 can perform the same steps as (i) recording an
authentication vector 117 from a mobile network operator
104 associated with the wireless network 102, (ii) receiving
a RACH message and a network module identity such as a
GTUI or TMSI from the module 101, (iii) sending values
from the authentication vector 117 including a RAND 118,
and (iv) receiving a RES 119 and comparing the received
RES 119 with a recorded RES 119 in the authentication
vector 117 in order to authenticate the module 101 using an
eUICC 107 instead of a physical UICC 116. In other words,
the use of an eUICC 107 by module 101 can be transparent
to a wireless network 102, such that a module 101 with an
eUICC 107 instead of a physical UICC 116 can be fully
“backward compatible” with standards, software, and infra-
structure deployed on a wireless network 102.

A module 101 in FIG. 1e can include a network applica-
tion 101x, an eUICC driver 129, an eUICC 107, and an
operating system 101h. The network application 101x can be
equivalent or similar to a network application 101x depicted
and described in connection with FIG. 1d and FIG. 1b
above. The use of an eUICC 107 instead of a physical UICC
116 within module 101 can also be transparent to network
application 101x, via the use of eUICC driver 129. In other
words, in exemplary embodiments, the same or equivalent
network application 101x can be used for either (i) a module
101 with a physical UICC 116 or (ii) a module 101 with an
eUICC 107, since the eUICC driver 129 can perform the
identical input and output functions as a UICC driver 114
when communicating with the network application 101x.
The use of an eUICC driver 129 is also depicted and
described in connection with FIG. 1b above. The eUICC
driver 129 can communicate with the network application
101x using the operating system 101h. The internal com-
munication between network application 101x and eUICC
driver 129 using an operating system 101h could comprise
sharing memory 101e, such that network application 101x
writes messages such as, but not limited to, an exemplary
RAND 118 value into the shared memory 101e and eUICC
driver 129 reads the values from the shared memory 101e.
In another embodiment, the internal communication
between network application 101x and eUICC driver 129
using an operating system 101h could comprise using loop-
back UDP ports within operating system 101h, such that
network application 101x sends a UDP datagram with the
RAND 118 value using a first UPD loopback port, and the
eUICC driver 129 receives the UDP datagram with the
RAND 118 value using a second UDP loopback port.
Similar steps could be taken as well for an eUICC driver 129
to send data such as a RES 119 to the network application
101x using the operating system 101h.

As illustrated in FIG. 1e, eUICC driver 129 can also
communicate with the eUICC 107 using the operating
system 101h. Two differences between conventional tech-
nology illustrated in FIG. 1d and the exemplary embodiment
illustrated in FIG. 1e include (i) the eUICC driver 129
communicates with the eUICC 107 using operating system
101h instead of a physical interface such as ISO/IEC 7816-3
and related electrical standards, and (ii) the eUICC 107 can
operate as a separate program or application within memory
101e or memory 101w instead of a physically separate
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application operating on a physical UICC 116. The eUICC
driver 129 can communicate with the eUICC 107 using the
equivalent steps and procedures for an network application
101x to communicate with an eUICC driver 129 described
in the paragraph above, including using shared memory or
sending UDP loopback messages on internal UDP loopback
ports. Other possibilities for the communication between
eUICC driver 129 and eUICC 107 exist as well without
departing from the scope of the present invention. In addi-
tion, although eUICC driver 129 and eUICC 107 are
depicted in FIG. 1e and FIG. 1b as separate elements,
programs, and/or processes for a module 101, the eUICC
driver 129 could be optionally combined with an eUICC 107
such that the network application 101x can communicate
directly with the eUICC 107 using the operating system
101h.

The eUICC 107 can include an eUICC profile 107d which
can contain the same information used by a physical UICC
116 in FIG. 1d above, including a set of network parameters,
a network module identity, and a key K. In other words, the
data recorded in a eUICC 107 in the form of a profile 107d
can allow and support the eUICC 107 in FIG. 1e to operate
in an equivalent manner as a physical UICC in FIG. 1d for
the authentication steps illustrated in FIG. 1d and FIG. 1e.
Although not illustrated in FIG. 1e, the eUICC 107 could
also perform the similar or equivalent functions of a physical
UICC including (i) recording a set of network parameters
equivalent to a set of network parameters 201 in FIG. 2a
below in order to module 101 to identify and select a
wireless network 102, (ii) recording an address book with a
list of phone numbers for user 113, (iii) recording a list of
recent SMS messages and telephone numbers dialed, and/or
(iv) recording and implementing a personal identification
number (PIN) in order for a user 113 to authenticate and
access the module 101 with the eUICC 107. Other func-
tionality of an eUICC 107 for a module 101 is possible as
well without departing from the scope of the present inven-
tion.

As illustrated in FIG. 1e, the network application 101x in
module 101 can receive a RAND 118 value from wireless
network 102 in order to authenticate the module 101. The
network application 101x can send the RAND 118 value to
the eUICC driver 129. The eUICC 107 can read a RAND
118 value from the network application 101x using the
eUICC driver 129. After receiving the exemplary RAND
118 message, in order to conduct an authentication, module
101 using an eUICC 107 could take steps to demonstrate to
a wireless network 102 that the module 101 records the same
pre-shared secret key K for the network module identity as
recorded by a mobile network operator 104 associated with
the wireless network 102. eUICC 107 can properly respond
to the RAND 118 using message digest algorithms by
calculating a secure hash value RES 119 using the RAND
118 and the recorded secret key K from the profile 107d. The
eUICC 107 could use algorithms specified in ETSI TS 135
205-209, as well as subsequent and related standards, in
order for the eUICC 107 to calculate a secure hash value
such as a RES 119. The calculation and processing of a RES
119 using a RAND 118 and a secret key K for an eUICC 107
is also depicted and described in connection with steps 306
and 311 of FIG. 3. Other possibilities exist as well for an
eUICC 107 to calculate a RES 119 value using a RAND 118
and a secret key K, without departing from the scope of the
present invention. As illustrated in FIG. 1e, the eUICC 107
can send the RES 119 to the eUICC driver 129, and the
eUICC driver 129 can send the RES 119 to the network
application 101x. The network application 101x can then

send the RES 119 to the wireless network 102, and the
wireless network 102 could perform a step 308a as depicted
and described in connection with FIG. 3 in order to authen-
ticate the module 101 using the eUICC 107 and profile 107d.

FIG. 1f
FIG. 1f is a graphical illustration of an exemplary system

that includes a module, a mobile network operator, and an
eUICC in accordance with exemplary embodiments. System
199 in FIG. 1f can include a mobile network operator 104
and a module 101. The mobile network operator 104 can
communicate with the module 101 using a wireless network
102, and the wireless network 102 could comprise the radio
access portion of the mobile network operator 104, such as
a collection of base stations 103 using licensed radio spec-
trum such as, but not limited to, the 700 Mhz band for LTE,
and other possibilities exist as well for the wireless network
102. The mobile network operator 104 can include a server
105 with an IP address 106a. The server 105 with MNO 104
in FIG. 1f can comprise a Mobility Management Entity
(MME) in LTE networks, or equivalent functionality to
receive authentication requests from modules 101 with other
wireless wide-area networking technology. The MME can
support radio bearer activation/deactivation processes for
the module 101 and authenticating the module 101 by
recording an authentication vector 117, where the authenti-
cation vector 117 can be received from an HSS.

The server 105 can comprise a server as depicted and
described in connection with server 105 in FIG. 1k and FIG.
1m of U.S. patent application Ser. No. 14/084,141, filed Nov.
19, 2013 in the name of John Nix, which is hereby incor-
porated by reference in its entirety. The IP address 106a can
include a subnet prefix 106d and an interface identifier 106e.
The IP address 106a can comprise an IPv6 address, where
the subnet prefix 106d comprises the first 64 bits of a 128 bit
IPv6 address, and the interface identifier 106e can comprise
the last 64 bits of a 128 bit IPv6 address as shown in FIG.
1f. Other nodes connected to the wireless network 102 can
also include IPv6 addresses with different values for the
subnet prefix 106d and the interface identifier 106e. A
module 101 can include both a network application 101x and
an eUICC 107, where a network application 101x is depicted
and described in connection with FIG. 1b and an eUICC 107
is depicted and described in connection with FIG. 1a, FIG.
1b, FIG. 1c, and FIG. 1e.

In an exemplary embodiment, different elements within
module 101 can be associated with different IP addresses.
The network application 101x can be associated with an IP
address 106b and the eUICC 107 can be associated with an
IP address 106c. The wireless network 102 could assign the
module 101 the subnet prefix 106d used by module 101 with
wireless network 102, and an operating system 101h could
assign the interface identifier 106e used by the network
application 101x and the eUICC 107. Other possibilities
exist as well for the source of IP addresses in a system 199,
but an end result can comprise the eUICC 107 having a
unique IPv6 address 106c such that a server 105 such as an
MME can communicate with the eUICC 107 directly by
sending a packet with a RAND 118 value from server 105
address 106a to eUICC 107 address 106c.

Although not illustrated in FIG. 1f, the exemplary IP
addresses for server 105 and eUICC 107 can be associated
with port numbers, such that server 105 can use a first port
number with the IP address 106a when sending a RAND
118, and eUICC 107 could use a second port number with
the IP address 106c when receiving the RAND 118. Server
105 can use a third port number when receiving a RES 119,
and eUICC 107 could use a fourth port number when
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sending the RES 119. The first and third port numbers could
be the same value or number, and the second and fourth port
numbers could be the same value or number. In an exem-
plary embodiment, the RAND 118 and RES 119 in system
199 can be formatted according to the UDP Lite protocol, as
specified in IETF RFC 3828, which is also incorporated by
reference herein. The term “UDP Lite” described in the
present invention may also refer to any connectionless
protocol supported on IP Network 111 and wireless network
102 where checksums may be partially disabled, thereby
supporting the transfer of bit errors within a datagram.

As illustrated in FIG. 1f, an eUICC 107 operating in
module 101 could be an application with a unique IPv6
address 106c, and the network application 101x utilize a
different IPv6 address 106b. The two IP addresses could be
on the same subnet 106d used by a module 101, and the
network application 101x could communicate with the
eUICC 107 locally within module 101 using the two differ-
ent IPv6 addresses 106b and 106c. The network application
101x could communicate with the eUICC 107 locally for
exemplary “other data” depicted in FIG. 1f, which could
comprise the storing of an address book in the eUICC 107,
reading a set of network parameters by the network appli-
cation 101x from the eUICC 107 with the eUICC profile
107d, etc. In an exemplary embodiment, the eUICC 107
could communicate with the mobile network operator 104
for authentication, thus potentially bypassing the network
application 101x for separate handling of RAND 118 and
RES 119 values depicted in FIG. 1e above. The authentica-
tion messages comprising a RAND 118 and a RES 119 could
be communicated between the eUICC 107 with IP address
106c to the mobile network operator 104 with IP address
106a without the use of a network application 101x.

The eUICC 107, with an associated IP address 106c could
also communicate with the eUICC subscription manager
109 by sending a packet from IP address 106c to an IP
address of a server associated with the eUICC subscription
manager, such as the exemplary data for a step 205 depicted
and described in connection with FIG. 2a and FIG. 3 below.
Note that the eUICC 107 with the IP address 106c can
communicate with the eUICC subscription manager 109
without the wireless network 102, but rather through an IP
network 111. The connectivity for the IP network 111 could
be provided by a different wireless network 102 than the
wireless network 102 associated with the MNO 104.
Although the use of a specific, unique IP address 106c for
eUICC 107 is illustrated in FIG. 1f, an eUICC 107 does not
require a separate IP address 106c in other embodiments,
and the eUICC 107 could share an IP address 106b with a
network application 101x or other processes or elements
within module 101.

FIG. 2a
FIG. 2a is a graphical illustration of an exemplary profile

for an eUICC, including encrypted data, decryption steps,
and decrypted data for the profile, in accordance with
exemplary embodiments. Two exemplary forms of an
eUICC profile are illustrated in FIG. 2a: an encrypted
eUICC profile 107c and an eUICC profile 107d. As con-
templated herein, an eUICC profile, such as the exemplary
eUICC profile 107c and 107d, can be similar to profiles for
an eUICC contemplated in ETSI specification TS 103 383
v12.2.0 and related standards, but with differences to the
currently published standards, as described below. An
eUICC profile 107d can comprise the data from an
encrypted eUICC profile 107c, where (i) a first portion of the
data, comprising ciphertext 208a, has been decrypted, and
(ii) a second portion of the encrypted eUICC profile 107c,

comprising ciphertext 208b remains encrypted. Thus, an
encrypted eUICC profile 107c can include a first portion, or
ciphertext 208a and a second portion, or ciphertext 208b as
depicted in FIG. 2a. As contemplated herein, an encrypted
eUICC profile 107c can be referred to as “profile 107c”, and
the eUICC profile 107d can be referred to as “profile 107d”.
Both profile 107c and profile 107d can include a profile
identity 107e. Profile identity 107e can comprise a number
or string such that various elements illustrated in FIG. 1a can
properly refer to, select, and or identity a profile 107c or
profile 107d, including elements such as a mobile network
operator 104, eUICC subscription manager 109, module
101, and/or an eUICC 107.

A profile 107c or profile 107d in exemplary systems
herein, including systems 100, 300, and 500 can comprise
several different possible embodiments. The profiles could
be recorded in a file or data set, and stored in nonvolatile
memory associated with an eUICC 107, such as, but not
limited to, a flash memory 101w. As transferred across a
wireless network 102 and/or IP network 111, the encrypted
eUICC profile 107c can be segmented into separate data-
grams and transferred using a transport layer protocol such
as TCP. An application layer protocol such as transport layer
security (TLS) and additional ciphering at the data-link layer
could be utilized as well, in addition to sending and receiv-
ing the data for a profile 107c as ciphertext 208a and 208b.
The exemplary forms for a profile 107c and 107d in FIG. 2a
can represent data for a file recorded in a module, such as,
but not limited to, (i) storing in a volatile memory 101e when
the profiles 107c or 107d are being processed or accessed by
a CPU 101b, or (ii) storing in an nonvolatile memory such
as flash memory 101w when the profile 107c and 107d are
stored long term, including times when a battery 101k may
be removed from module 101.

Note that profile 107c with at least two distinct portions,
comprising ciphertext 208a and ciphertext 208b, could be
recorded in separate segments or in distinct location within
module 101 or with an eUICC subscription manager 109,
and the two or multiple portions together can comprise a
profile 107c. In other words, the portions of ciphertext 208a
and 208b (and other data in a profile 107c or profile 107d)
can be recorded in different locations while comprising a
profile 107c. Other possibilities exist as well for the structure
and recording of the exemplary data for a profile 107c and
107d without departing from the scope of the present
invention. Although the label “Stored w/Subscription Man-
ager 109” is depicted with an encrypted eUICC profile 107c,
the encrypted eUICC profile 107c can also be stored as the
format depicted in FIG. 2a within a module 101 or an eUICC
107, until at least a step 206 is performed to decrypt the first
ciphertext 208a, as described in this FIG. 2a and FIG. 3
below.

A first portion of profile 107c can include ciphertext 208a,
where ciphertext 208a can include a set of network param-
eters 201, a first network module identity 202, and a first key
K 203. Ciphertext 208a can include these elements in a
ciphered string or file, such that a third party would not
feasibly be able to ready the plaintext within ciphertext 208a
without a key such as eUICC profile key 107b. Ciphertext
208a can comprise the set of network parameters 201, the
first network module identity 202, and the first key K 203 as
plaintext ciphered with a eUICC profile key 107b, as
depicted and described in connection with FIG. 2b below.
The set of network parameters 201 could comprise a list of
values and settings for a module 101 to utilize in connecting
with a mobile network operator 104. The set of network
parameters 201 could include a list of numbers or strings for
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values such as (i) allowed frequencies or frequency bands to
scan, (ii) preferred access lists for roaming onto other
wireless networks, (iii) criteria for a module 101 to select
base stations 103 in idle mode, (iv) support for emergency
services, (v) supported languages or character encoding, (vi)
codes to search for in beacons broadcast by a wireless
network 102, (vii) parameters for a radio 101z to use when
connecting to a wireless network 102, (viii) names or
addresses for a server 105 associated with a MNO 104 in
order for a module 101 to send data, etc.

A first network module identity 202 within a ciphertext
208a in profile 107c can comprise a subscriber identity or
related identifier of module 101 when connected to a MNO
104 through a wireless network 102. In an exemplary
embodiment, the first network module identity 202 can
comprise an international mobile subscriber identity (IMSI),
a globally unique temporary identity (GTUI), a media access
control (MAC) address, a temporary mobile subscriber
identity (TMSI) or a similar number or string to identify a
module 101 with wireless network 102. Note that a network
module identity such as the first network module identity
202 can be different than a module identity 110, such that a
network module identity can be assigned by a mobile
network operator 104, while a module identity 110 can be
assigned by manufacturer. In other words, a network module
identity such as the first network module identity 202 can
change over time for a module 101, while the module
identity 110 can remain the same. The eUICC identity 107a
can also remain the same value or number while a network
module identity changes.

A first key K 203 within a ciphertext 208a in profile 107c
can comprise a standards-based shared secret key K for use
in wireless WAN networks based on ETSI, 3GPP, and
related standards. As currently specified in ETSI/3GPP
standards for LTE and LTE Advanced networks, the shared
secret key K, (i) recorded in a SIM or UICC, and a MNO 104
HSS, and (ii) described in 3GPP TS 33.401 V12.9.0 and
related standards, comprises a pseudo-random number with
a length of 128 bits. The length of key K for standards-based
wireless networks 102 may be extended in the future. The
use of shared secret key K for authentication of a module
101, and also for ciphering and data integrity, with a wireless
network 102 that implements ETSI and/or 3GPP standards
is also defined in the specifications ETSI TS 135 205-209
and related standards. Both the first key K 203 and the
second key K 204 can comprise a shared secret key K as
described in 3GPP TS 33.401 V12.9.0 FIGS. 6.2-1 and
related standards. A mobile network operator 104 using the
function of an authentication center, possibly within a home
subscriber server (HSS) can generate or process authentica-
tion vectors 117 comprising an random number (RAND), an
authentication token (AUTN), a response (RES), and a
sequence number using the first key K 203 recorded in a
eUCC profile 107c or 107d for the first network module
identity 202. Likewise, authentication vectors 117 can be
generated by a HSS and sent to a MME for the second
network module identity 209a with the second key K 204.

In exemplary embodiments, the first key K 203 depicted
in FIG. 2a is also depicted and described as operating as a
standards-based shared secret key K in FIG. 3 below at a
step 306. Using the properties of a standards-based key K,
a module 101 or an eUICC 107 can use the first key K 203
and a first random number RAND 118 received to process or
calculate a first response RES 119. Step 306 with a first key
K 203 can comprise an authentication for a module 101
(comprising a “mobile phone”, “mobile station”, or “user
equipment”) within standards such as 3GPP TS 33.401

V12.9.0 and related standards using a shared secret key K.
As contemplated herein, the use of the term “random num-
ber” can comprise a pseudo-random number with a high
degree of information entropy that may not be purely
mathematically random, but can be considered a random
number and referred to as a random number for the purposes
herein.

In an exemplary embodiment, as described in FIG. 2e and
step 302a of FIG. 3 below, the first key K 203 can be
optionally recorded in ciphertext 208a with an additional
layer of encryption, such that the first key K 203 is recorded
as a ciphertext 208c within ciphertext 208a. In other words,
upon conversion of ciphertext 208a into plaintext using a
profile deciphering algorithm 206, the first key K 203 can
retain an additional layer of encryption as ciphertext 208c
with other data in a profile 107d that may be plaintext. This
optional additional layer of encryption for the first key K 203
is also depicted within the profile 107d, where ciphertext
208c optionally remains in profile 107d after the conversion
of ciphertext 208a into plaintext using a step 206. As
described below, the optionally additional layer of encryp-
tion for ciphertext 208c with the first key K 203 can be (i)
processed into plaintext first key K 203 (ii) after a subse-
quent deciphering with an asymmetric ciphering algorithm
219 as illustrated in FIG. 2e.

Note that the additional layer of encryption for the first
key K 203, in the form of using a ciphertext 208c, can be
optionally omitted and the first key K 203 could be plaintext
after the conversion of the first portion of profile 107c as
ciphertext 208a into plaintext in a profile 107d using a step
206. Thus, the dashed lines around the first key K 203 as a
ciphertext 208c indicate the use of ciphertext 208c is
optional, depending on the security requirements for an
MNO 104 when distributing electronically the first key K
203. In another embodiment as described in FIG. 3, the first
key K 203 can comprise a null value, such as the value for
a key K in order to support emergency services if module
101 has no valid UICC, and in this case the use of additional
encryption via ciphertext 208c can be omitted for a first key
K 203. In a related embodiment, the first key K 203 can be
omitted entirely from a profile 107c and profile 107d, and
the eUICC 107 can subsequently use a null value for the first
key K 203.

A second portion of profile 107c can include ciphertext
208b, where ciphertext 208b can include a second key K
204a and a second network module identity 209a. Cipher-
text 208b can be ciphered with a symmetric key 127, where
the ciphering and deciphering of a portion of ciphertext 208b
is depicted and described in connection with FIG. 2c below.
In an exemplary embodiment, the second network module
identity 209a can comprise an international mobile sub-
scriber identity (IMSI), a globally unique temporary identity
(GTUI), a media access control (MAC) address, or similar
number or string to identify a module 101. In exemplary
embodiments, the second network module identity 209a can
be a different number or value than the first network module
identity 202. Although the second network module identity
209a is illustrated in FIG. 2a as internal to ciphertext 208b,
the second module identity 209a could be external to
ciphertext 208b, such as, but not limited to, the second
network module identity 209a being within a profile 107c or
profile 107d and external to ciphertext 208b. In other words,
in exemplary embodiments, the second network module
identity 209a may optionally not be ciphered with the
symmetric key 127, while the second key K 204a can be
ciphered with the symmetric key 127. As contemplated
herein, the term second network identity 209a comprises an
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encrypted second network identity 209a, where the second
network identity 209 is the plaintext version of the encrypted
second network identity 209a. Likewise, the term second
key K 204a comprises an encrypted second key K 204a,
where the second key K 204 is the plaintext version of the
encrypted second key K 204a.

In another exemplary embodiment, the second network
module identity 209 can comprise the same number or value
as the first network module identity 202, or the second
network module identity 209 can be optionally omitted. In
this case, if (A) the second network module identity 209
comprises the same number or value as the first network
module identity 202, or the second network module identity
209 is optionally omitted, then (B) the mobile network
operator 104 can preferably support the use of two different
shared secret keys K (i.e. first key K 203 and second key K
204) for the same network module identity 202. However,
given the current functionality of an HSS and related infra-
structure for wireless networks 102, the use of two different
network module identities (i.e. the first network module
identity 202 and the second network module identity 209)
with two different shared secret keys K (i.e. first key K 203
and second key K 204, respectively) may be more compat-
ible or suitable for deployed and operational HSS infrastruc-
ture.

A second key K 204a (as an encrypted form of plaintext
second key K 204) within a ciphertext 208b in profile 107c
can comprise a standards-based shared secret key K for use
in wireless WAN networks based on ETSI, 3GPP, and
related standards. The use of a second key K 204a (in an
unencrypted form of second key K 204) can be equivalent to
a first key k 203, but comprise a different random number.
The second key K 204 can comprise a random number that
is 128 bits in length in order to support 4G networks such as
LTE that are widely deployed in 2013, although the length
of either first key K 203 or second key K 204 may be a
longer number in the future, such an exemplary 256 bits and
other possibilities exist as well for the key length. A second
key K 204 can also be used with standards-based authenti-
cation with a wireless network 102, where the second key K
204 in FIG. 2a is also depicted and described as operating
as a standards-based shared secret key K in FIG. 3 below at
a step 311.

The list of exemplary data for encrypted eUICC profile
107c and an eUICC profile 107d comprises an exemplary
set, and the profiles could also include additional data to the
exemplary data illustrated in FIG. 2a. The additional data for
a profile 107c or 107d could include (i) a set of crypto-
graphic parameters for eUICC 107, (ii) a set of crypto-
graphic algorithms, such as the exemplary cryptographic
algorithms described within ETSI TS 135 205-209 and
related standards, (iii) a name or address for an eUICC
subscription manager 109 associated with the profile 107c,
(iv) a name or address for a server 105 associated with a
mobile network operator 104, (v) a digital signature of the
profile 107d processed with a private key from either eUICC
subscription manager 109 or MNO 104, (vi) a date or
timestamp for processing the profile 107c or 107d, (vii) and
similar or related values for a module 101 and/or eUICC 107
to utilize the profiles. This exemplary additional data which
is not depicted in FIG. 2a could be included within or
external to any of ciphertext 208a and ciphertext 208b.

Note that the profile identity 107e may preferably be
external to ciphertext 208a and ciphertext 208b, in order that
module 101 and/or eUICC 107 can take steps to identify a
profile 107c or 107d. In addition, although a single profile
107c and profile 107d are illustrated in FIG. 2a, a module

101 and/or an eUICC 107 could include a plurality of
profiles 107c and/or 107d, where each of the plurality of
profiles could comprise different data associated with dif-
ferent wireless networks 102. In an exemplary embodiment,
more than one profile 107c or profile 107d could be asso-
ciated with the same wireless network 102, such that a
mobile network operator 104 can prefer for the same module
101 to utilize different network access credentials over time,
such that the same module 101 could use a different key K
and a different network module identity with the same
wireless network 102 or mobile network operator 104 over
time. Different profiles 107c or 107d can also be identified
by the use of a different profile identity 107e. Each profile
107c can be associated with an eUICC profile key 107b as
an encryption key (shown in FIG. 2b below), although
multiple profiles 107c could also share the same eUICC
profile key 107b.

A module 101 can receive a profile 107c using a step 205.
A profile 107c can be recorded with an eUICC subscription
manager 109 before being received by a module 101. As
depicted in FIG. 2a, a module 101 can receive the profile
107c at a step 205 using the IP network 111. The use of a step
205 by a module 101 is depicted and described in connection
with FIG. 3 below. The module 101 can receive the profile
107c using a network that is different than wireless network
102 associated with the network access credentials compris-
ing the first key K 203 and the first network module identity
202. In an exemplary embodiment, module 101 can receive
the profile 107c in a step 205 using an initial wireless
network 102, where module 101 connects with and authen-
ticates with the initial wireless network 102 using an initial
eUICC profile 107d different than the eUICC profile 107d
depicted in FIG. 2a. Or, module 101 could receive a profile
107c using a wireless LAN network or a wired connection
via a physical interface 101a such as a USB interface 101v.
In another exemplary embodiment, module 101 can receive
the profile 107c from a manufacturer, distributor, end user,
or technician taking steps to load the profile 107c into a
nonvolatile memory within module 101 or eUICC 107.
Upon receipt of a profile 107c by module 101, the module
101 can record or store the profile 107c with an eUICC 107.

A module 101 can use an eUICC 107 to decrypt the first
portion or ciphertext 208a in a profile 107c using a step 206.
Before a step 206, a module 101 can receive an eUICC
profile key 107b, where the eUICC profile key 107b can
comprise a symmetric ciphering key. The use of a step 206
by module 101 and/or eUICC 107 is also depicted and
described in connection with FIG. 2b and FIG. 3 below.
Note that both eUICC subscription manager 109 and module
101 can record profile 107c with ciphertext 208a for a period
of time, and the step 206 can be taken (i) after receiving
eUICC profile key 107b and (ii) before module 101 authen-
ticates with a wireless network 102 using the eUICC profile
107c. A step 206 can covert the ciphertext 208a into plain-
text, such that an eUICC 107 can read the values in order to
authenticate with a wireless network 102 using the first key
K 203. By encrypting the first network module identity 202
and the first key K 203, these network access credentials can
remain secure, such that a profile 107c can be transferred in
normal physical media (such as disks, drives, or files trans-
ferred electronically) or in communications channels outside
the control of a mobile network operator 104 and/or eUICC
subscription manager 109.

As depicted in FIG. 2a, after a step 206 to convert profile
107c into profile 107d, where the ciphertext 208a is
decrypted using the eUICC profile key 107b, the ciphertext
208b with the second key K 204a can remain encrypted and
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thus the second key K can continue to remain secure within
a profile 107d. In addition, although ciphertext 208b is
depicted in a profile 107c as external to, or separate from,
ciphertext 208a, ciphertext 208b could optionally be
included within ciphertext 208a. In this case, where cipher-
text 208b is within ciphertext 208a for a profile 107c, the
result of a step 206 to generate a profile 107d can remain the
same, where the ciphertext 208a can be decrypted by step
206 and ciphertext 208b remains encrypted in the resulting
profile 107d from a step 206.

A module 101 can use an eUICC 107 to decrypt the
second portion or ciphertext 208b in a profile 107d using a
step 207. Before a step 207, a module 101 can take the
previous steps 205 and 206 in order to record a profile 107d
with an eUICC 107. Before a step 207, module 101 can
receive a symmetric key 127, where the symmetric key 127
can comprise a symmetric ciphering key. In exemplary
embodiments, module 101 can receive the symmetric key
127 from a mobile network operator 104 after a user
associated with module 101 performs a separate authenti-
cation step 308b as depicted and described in connection
with FIG. 3 and FIG. 4 below. By a mobile network operator
104 only sending symmetric key 127 after the second
authentication step 308b, the second key K 204 can remain
secured, while a user is allowed to access the wireless
network 102 (perhaps temporarily or with other constraints
such as limiting access to the Internet but allowing emer-
gency calls) using the first key K 203.

In this manner and by using a second, separate authenti-
cation step 308b before sending symmetric key 127, the
decryption of network access credentials such as the second
key K 204 can remain in the control of a mobile network
operator 104, thereby increasing the security of exemplary
systems illustrated herein, such as systems 100, 300, and
500. By ciphering the second key K 204 with symmetric key
127, security over conventional technology for an eUICC
can be increased for both a user and a mobile network
operator. With conventional technology for an eUICC,
where only the first key K 203 is used for authentication and
ciphering of data between module 101 and wireless network
102, the decryption of the first key K 203 can be outside the
control of a mobile network operator 104. With conventional
technology contemplated for an eUICC, an end user outside
the control or a contractual relationship with mobile network
operator 104, including possibly fraudulent users or impos-
ters of valid users, could (i) take steps to obtain a plaintext
first key K 203 and associated plaintext first network module
identity 202 and (ii) use the credentials to fraudulently
access the wireless network 102. In contrast and as contem-
plated herein, the symmetric key 127 to decrypt the second
key K 204a can preferably be only made available to users
who authenticate with mobile network operator using a step
308b as described below (or an equivalent step or related
commercial arrangements between a user and a mobile
network operator 104).

In exemplary embodiments, use of two sets of network
access credentials comprising at least the first key K 203 and
the second key K 204 allows a user with an eUICC profile
107c to connect to the wireless network 102 using the first
key K 203, such that the module 101 can have connectivity
to the mobile network operator 104 via the wireless network
102 (and also IP network 111) in order to conduct separate
authentication steps 308b. The security steps for a mobile
network operator 104 to control the decryption of the first
key K 203 can be lowered (thus making the distribution of
profile 107c simpler, less costly, and less complex), while a
mobile network operator 104 can retain full control over the

decryption of the second key K 204a into a usable second
key K 204 associated with the second network module
identity 209.

The use of a step 207 by module 101 with an eUICC is
also depicted and described in connection with FIG. 2c and
FIG. 3 below. A module 101 can record profile 107d with
ciphertext 208b for a period of time, and the step 207 can be
taken (i) after recording profile 107d, and (ii) before module
101 authenticates with a wireless network 102 using the
second key K 204. A step 207 can covert the ciphertext 208b
into plaintext, such that an eUICC 107 can read the values
in order to authenticate with a wireless network 102 using
the second key K 204.

A step 207 can convert the encrypted second key K 204a
into a plaintext key K 204. As illustrated in FIG. 2a, a step
207 can also convert the encrypted network module identity
209a into a plaintext network module identity 209 as well.
As discussed above in this FIG. 2a, the network module 209
can be optionally omitted from a step 207, such that the
plaintext network module identity 209 could be recorded in
a profile 107d, and the plaintext network module identity
209 could be included in the first portion, or ciphertext 208a,
in a profile 107c. In another embodiment, the second net-
work module identity 209 can be received by module 101
from wireless network 102 after the module authenticates
using the first key K 203. Although not illustrated in FIG. 2a,
an eUICC 107 can continue to record the plaintext network
module identity 209 and plaintext second key K 204 in an
eUICC profile after the second key K 204 is decrypted using
the symmetric key 127. The module 101 can record the
second key K 204 in a protected memory address within
ROM 101c or nonvolatile memory 101w.

For embodiments where the first key K 203 is recorded
within a ciphertext 208c in a profile 107d after a step 206,
the first key K 203 can be converted from ciphertext 208c
into a plaintext first key K 203 using a key deciphering step
217 as depicted and described in connection with FIG. 2e
below. The key deciphering step 217 could use an asym-
metric ciphering algorithm 219 with input of (i) ciphertext
208c and (ii) the eUICC private key 215 in order to output
the plaintext first key K 203. As described above, the use of
a ciphertext 208c can be optionally omitted, and the first key
K 203 could be recorded as plaintext in a profile 107d. In this
case, a step 217 for data in profile 107d can be omitted, and
thus step 217 with ciphertext 209c is depicted in FIG. 2a
with a dashed line.

Although the first key K 203 and the second key K 204a
are depicted in FIG. 2a as recorded within an eUICC profile
107c or eUICC profile 107d, the first key K 203 and the
second key K 204a can be (i) recorded in a nonvolatile
memory of module 101, such as, but not limited to, a flash
memory 101w, and (ii) without the use of an eUICC 107. In
other words, embodiments contemplated herein can be used
without an eUICC 107, such that (i) a module 101 can use
a first key K 203 to authenticated with a wireless network
102, (ii) after authentication with the first key K 203, the
module can receive a symmetric key 127 to decrypt the
second key K 204a into second key K 204, and (iii) the
module can authenticate with the wireless network 102
using the second key K 204. In other words, an eUICC 107
can be omitted and a module 101 can perform the same steps
for (i) receiving encrypted network access credentials and
(ii) decrypting the encrypted network access credentials
without requiring the use of an eUICC 107.

In embodiments where a module 101 does not include an
eUICC 107, the module can record the first key K 203 and
the encrypted second key K 204a in a file or memory address
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without requiring the use of a profile 107c and 107d. For
example, the first key K 203 could be recorded in a regular,
physical UICC, and the second key K 204a could also be
recorded in a regular, physical UICC as well. The regular,
physical UICC could (i) receive the symmetric key 127 and
decrypt the second key K 204a, and (ii) subsequently record
the decrypted second key K 204. The module 101 and UICC
could use the decrypted second key K 204 to authenticate
with the wireless network 102 where the first key K 203 was
previously used. Other possibilities exist as well for a
module 101 to (i) use a first key K 203 and an encrypted
second key K 204a without departing from the scope of the
present invention.

FIG. 2b
FIG. 2b is a graphical illustration for ciphering and

deciphering a profile using a symmetric ciphering algorithm
with input of a key, in accordance with exemplary embodi-
ments. An eUICC profile 107d can be (i) ciphered using a
profile ciphering algorithm 210 and (ii) deciphered with a
profile deciphering algorithm 206. Both the profile ciphering
algorithm 210 and the profile deciphering algorithm 206 can
include a symmetric ciphering algorithm 211 and the use of
an eUICC profile key 107b. An eUICC subscription man-
ager 109, or another node outside a module 101 as illustrated
in FIG. 1a, can use a profile ciphering algorithm 210 to
encrypt an eUICC profile 107c. The processing and com-
putational steps for performing a profile ciphering algorithm
210 could be conducted on a server associated with the
eUICC subscription manager 109. The server associated
with the eUICC subscription manager 109 can be similar to
a server 105 illustrated in FIG. 1a, with the difference being
the server associated with the eUICC subscription manager
109 can be co-located, associated with, or under the opera-
tional control of an eUICC subscription manager 109. Data
for an eUICC profile 107d used in a profile ciphering
algorithm 210 can comprise the exemplary data illustrated
for a profile 107d in FIG. 2a above, and an eUICC sub-
scription manager 109 could receive the data for the profile
107d from a mobile network operator 104. The mobile
network operator 104 could process, generate, or derive the
exemplary values in a profile 107d that can include the
network parameters 201, the first network module identity
202, the first key K 203, and the ciphertext 208b. As
contemplated herein, the MNO 104 could also function as a
eUICC subscription manager 109, and thus in embodiments
the profile 107d could be generated by a MNO 104 as well.

Symmetric ciphering algorithm 211 in a profile ciphering
algorithm 210 can utilize a key such as an eUICC profile key
107b to encrypt or cipher data. Examples of symmetric
ciphers for a symmetric ciphering algorithm 210 include (i)
an Advanced Encryption Standard (AES) cipher, as specified
in Federal Information Processing Standards (FIPS) Publi-
cation 197, and (ii) Triple Data Encryption Standard (Triple
DES), as described in NIST Special Publication 800-67
Revision 1, “Recommendation for the Triple Data Encryp-
tion Algorithm (TDEA) Block Cipher (Revised January
2012)”. Other symmetric ciphers and/or combinations of
symmetric ciphers can be utilized as well for a symmetric
ciphering algorithm 210 without departing from the scope of
the present invention. In general, a symmetric ciphering
algorithm 211 in a profile ciphering algorithm 210 (and other
steps for symmetric ciphering contemplated herein) can
accept input of plaintext and a key, and using the two sets of
input data, the symmetric ciphering algorithm 211 can
perform multiple rounds of mixing, substituting, rotating,
and/or perform XOR functions with the input in order to
produce a ciphertext output. Although not illustrated in FIG.

2b and FIG. 2c, a set of cryptographic parameters can also
be input into symmetric ciphering algorithms 211 in order to
specify parameters or configurations of the symmetric
ciphering algorithm 211, such as, but not limited to, the
selection of 128, 192, or 256 bits with AES.

A cipher key used with a symmetric ciphering algorithm
211, such as, but not limited to, the exemplary eUICC profile
key 107b can comprise a random or pseudo-random number,
with an appropriate length or number of bits for the sym-
metric ciphering algorithm 211. The exemplary eUICC
profile key 107b for use in a profile ciphering algorithm 210
could be shared between an eUICC subscription manager
109 and an eUICC 107 in a module 101 in several different
ways. The eUICC profile key 107b could be recorded in or
with the eUICC 107 upon manufacturing of module 101.
The eUICC profile key 107b could be securely received by
a module 101 using a wireless network 102 from the eUICC
subscription manager 109 before the module 101 performs
a step that includes a profile deciphering algorithm 206. An
encrypted eUICC profile key 107b could be received by
module 101 and then decrypted by module 101 using an
asymmetric ciphering algorithm 219 as depicted and
described in connection with FIG. 2e below. The eUICC
profile key 107b could also be derived by a module 101 and
an eUICC subscription manager 109 (or another server
performing the steps in a profile ciphering algorithm 210)
using a key exchange such as, but not limited to, a Diffie-
Hellman key exchange or an Elliptic Curve Diffie-Hellman
key exchange.

Other possibilities exist as well for a module 101 and an
eUICC subscription manager 109 (or another server per-
forming the steps in a profile ciphering algorithm 210) to
securely share a eUICC profile key 107b without departing
from the scope of the present invention. In addition,
although a single eUICC profile key 107b is illustrated in
FIG. 2b, an eUICC subscription manager 109 and an eUICC
107 could use multiple eUICC profile keys 107b, including
embodiments where a first encrypted eUICC profile 107c is
associated with a first eUICC profile key 107b and a second
encrypted eUICC profile 107c is associated with a second
eUICC profile key 107b. Further, each encrypted eUICC
profile 107c could be uniquely associated with a different
eUICC profile key 107b. Each of the different eUICC profile
keys 107b could be securely transferred between the eUICC
107 and the eUICC subscription manager 109 using either
(i) asymmetric ciphering 219 as illustrated in FIG. 2e below,
or (ii) a key exchange, as depicted and described in con-
nection with step 303 of FIG. 3 below.

With a profile ciphering algorithm 210, the symmetric
ciphering algorithm 211 can accept input of (i) the eUICC
profile key 107b, and (ii) and an eUICC profile 107d plus an
optional security token 212, in order to output an encrypted
eUICC profile 107c. The encrypted eUICC profile 107c can
be reasonably secured, such that deciphering the profile
107c without the eUICC profile key 107b would be infea-
sible. After ciphering with a symmetric ciphering algorithm
211, deciphering the ciphertext without the cipher key would
require extensive dedicated computational resources such as
hundreds of servers or more for many years or longer. The
optional security token 212 can include a string or number
in order to enhance the security of the ciphertext output by
a symmetric ciphering algorithm 211. The optional security
token 211 could comprise a random number or other value,
such that the input and output of a symmetric ciphering
algorithm 211 is properly padded, where the length of input
and output are appropriate for the symmetric ciphering
algorithm.

US 11,916,893 B2

37 38

5

10

15

20

25

30

35

40

45

50

55

60

65

Petitioner Samsung Ex-1004, 0040



Although the input of eUICC profile 107d is depicted in
FIG. 2b with a label of “plaintext”, the eUICC profile 107d
in a profile ciphering algorithm 210, the “plaintext” eUICC
profile 107d can include encrypted data such as ciphertext
208b, where ciphertext 208b can include encrypted data
ciphered with a different key than eUICC profile key 107b.
In other words, a profile 107c can include multiple layers of
ciphering, where different layers use different cipher keys,
and the exemplary a profile ciphering algorithm 210 with the
eUICC profile key 107b can be used to encrypt the cipher-
text 208a illustrated in FIG. 2a above. As noted above with
FIG. 2a, ciphertext 208b can be either (i) included inside
ciphertext 208a, or (ii) remain external to ciphertext 208a.

After a server associated with an eUICC subscription
manager 109 generates the output of an encrypted profile
107c from a profile ciphering algorithm 210, the encrypted
profile 107c can be transferred to module 101 through either
unsecured channels, or channels that are not under the full
control of an eUICC subscription manager 109 or a mobile
network operator 104 associated with the profile 107c. The
module 101 can receive the profile 107c through an IP
network 111, including using the public Internet, or a
manufacturer, distributor, technician, or end user could load
the profile 107c into the module (such as, but not limited to,
using a USB interface 101v). This initial loading of profile
107c by a manufacturer, distributor, technician, or end user
may be required for the first use or startup of a module 101,
but then module 101 may preferably receive additional or
subsequent profiles 107c at later times using IP network 111
and other automated, electronic means using a network
including a wireless network 102.

A module 101 or an eUICC 107 within module 101 can
process the encrypted profile 107c using a profile decipher-
ing algorithm 206 as depicted in FIG. 2b and also depicted
and described in FIG. 2a. Note that the module 101 or
eUICC 107 could record the encrypted profile 107c for a
period of time, and take the steps to decrypt the profile 107c
in a profile deciphering algorithm 206 after receiving the
eUICC profile key 107b associated with the profile 107c. Or
the eUICC profile key 107b could be recorded in a module
101 or with an eUICC 107 before profile 107c is received,
and the steps for a profile deciphering algorithm 206 could
be performed after the receipt of an instruction from an
eUICC subscription manager 109 or at a specified time or
under specified conditions (such as a module 101 needing or
preferring to connect to a wireless network 102 for the first
time). An exemplary use and sequence for a profile deci-
phering algorithm 206 is depicted and described in connec-
tion with FIG. 3 below. Other possibilities exist as well for
the time that a module 101 or an eUICC 107 can process a
profile deciphering algorithm 206 without departing from
the scope of the present invention. As contemplated herein,
the use of the term “step 206” can refer to the use of a profile
deciphering algorithm 206, and a “step 207” can refer to the
use of a key K deciphering algorithm 207, etc.

A profile deciphering algorithm 206 can include a sym-
metric ciphering algorithm 211. The symmetric ciphering
algorithm 211 can be equivalent to or the same as the
symmetric ciphering algorithm 211 in a profile ciphering
algorithm 210 operated by a server and as described above.
The symmetric ciphering algorithm 211 can accept input of
the eUICC profile key 107b as a cipher key. The module 101
or eUICC 107 could securely receive the eUICC profile key
107b using the steps described above in connection with a
profile ciphering algorithm 210. An exemplary transfer or
key exchange for module 101 to receive eUICC profile key
107b is also described in FIG. 2e and FIG. 3 below. The

symmetric ciphering algorithm 211 in a profile deciphering
algorithm 206 can also accept input of the encrypted eUICC
profile 107c, which could comprise ciphertext 208a.

The symmetric ciphering algorithm 211 in a profile deci-
phering algorithm 206 can decrypt the ciphertext 208a in
order to output the profile 107d, where the ciphertext 208a
is converted to plaintext. Ciphertext 208b in a profile 107c
can remain encrypted using the symmetric key 127 after a
profile deciphering algorithm 206. In other words, the profile
deciphering algorithm 206 can convert a portion of the
profile 107c into plaintext, where the portion comprises
ciphertext 208a. As depicted in FIG. 2a above, exemplary
plaintext in a profile 107d resulting from a profile decipher-
ing algorithm 206 can include a first network module
identity 202 and the first key K 203. The resulting plaintext
from a profile deciphering algorithm 206 can also optionally
include a security token 212. Security token 212 could
comprise the string or value also optionally input into the
symmetric ciphering algorithm 211 in a profile ciphering
algorithm 210. The security token 212 can include a padding
value to make the length of the security token 212 and
profile 107d a desired value for the symmetric ciphering
algorithm 211 or other requirements such as making the
encrypted profile 107c a desired length.

FIG. 2c
FIG. 2c is a graphical illustration for ciphering and

deciphering a key K using a symmetric ciphering algorithm
with input of a key, in accordance with exemplary embodi-
ments. A second key K 204a can be (i) ciphered using a key
K ciphering algorithm 213 and (ii) deciphered with a key K
deciphering algorithm 207. Both the key K ciphering algo-
rithm 213 and the key K deciphering algorithm 207 can
include a symmetric ciphering algorithm 211 and the use of
a symmetric key 127. A mobile network operator 104 can
use a key K ciphering algorithm 213 to encrypt the second
key K 204a. The processing and computational steps for
performing a key K ciphering algorithm 213 could be
conducted on a server associated with the mobile network
operator 104 such as a server 105 illustrated in FIG. 1a.
Other possibilities exist as well for the location or associa-
tion of a computer to process a key K ciphering algorithm
213 without departing from the scope of the present inven-
tion.

A key K ciphering algorithm 213 can include a symmetric
ciphering algorithm 211. The symmetric ciphering algorithm
211 can similar to the symmetric ciphering algorithm 211 as
depicted and described in connection with FIG. 2b above. A
symmetric ciphering algorithm 211 can include a collection
of different symmetric ciphers, such that a first symmetric
cipher comprising the AES cipher could be used in a FIG.
2b, while a different symmetric cipher could be used in a
FIG. 2c. Or, the same algorithm within symmetric ciphering
algorithm 211 can be used in a symmetric ciphering algo-
rithm 211 in FIG. 2b and FIG. 2c. The symmetric ciphering
algorithm 211 in a key K ciphering algorithm 213 can accept
input of a symmetric key 127 and plaintext in the form of a
second key K 204. The second key K 204 could represent a
random number, such as, but not limited to, an exemplary
128 random number currently used as a shared secret key K
in standard LTE networks and a different length for second
key K 204 could be used as well. The second key K 204
could be derived or processed by the function of an authen-
tication center with a home subscriber server (HSS).
Although not illustrated in FIG. 2c, but as illustrated in FIG.
2a, the plaintext as input into a symmetric ciphering algo-
rithm 211 can also include a second network module identity
209. The input into a symmetric ciphering algorithm 211 for
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a key K ciphering algorithm 213 can also include a number,
value, or string for a security token 212. The use of a security
token 212 is depicted and described in connection with FIG.
2b above. Thus, a mobile network operator 104 could also
use a key K ciphering algorithm 213 to encrypt other data in
addition to a second key K 204.

The symmetric key 127 input into a symmetric ciphering
algorithm 211 in a key K ciphering algorithm 213 can
comprise a random number processed or generated by a
server 105, where the server 105 is associated with a mobile
network operator 104. The server processing or deriving a
symmetric key 127 can comprise or be associated with an
HSS for an LTE or LTE advanced network. As illustrated in
FIG. 2c, the symmetric key 127 can comprise a cipher key
for the symmetric ciphering algorithm 211. A cipher key
used with a symmetric ciphering algorithm 211, such as, but
not limited to, the exemplary symmetric key 127 can com-
prise a random or pseudo-random number, with an appro-
priate length or number of bits for the symmetric ciphering
algorithm 211 in a key K ciphering algorithm 213. Using the
input of the symmetric key 127 and the plaintext second key
K 204, the symmetric ciphering algorithm 211 could output
an encrypted second key K 204a. As illustrated in FIG. 2c
and FIG. 2a above, the encrypted second key K 204a could
be included in ciphertext 208b. The symmetric ciphering
algorithm 211 in a key K ciphering algorithm 213 may also
optionally include a security token 212, as illustrated.

After processing the ciphertext 208b, the mobile network
operator 104 can either (i) include the ciphertext 208b in a
profile 107d and send the profile 107d to an eUICC sub-
scription manager 109, or (ii) send the ciphertext 208b
directly an eUICC subscription manager 109 for the eUICC
subscription manager 109 to include the ciphertext 208b in
a profile 107d. Ciphertext 208b could be recorded in or with
an eUICC profile 107d, where an eUICC subscription man-
ager 109, or another server associated with an eUICC
subscription manager 109 can subsequently encrypt the
eUICC profile 107d using a profile ciphering algorithm 210
depicted and described in connection with FIG. 2b above.
Other possibilities exist as well for the timing an sequence
of steps for transferring and recording a ciphertext 208b
output from a key K ciphering algorithm 213 without
departing from the scope of the present invention. After
profile 107d with ciphertext 208b has been created, the
profile 107d can be ciphered with a profile ciphering algo-
rithm 210 to create an encrypted profile 107c, as illustrated
in FIG. 2b above.

The exemplary symmetric key 127 for use in a key K
ciphering algorithm 213 could be shared between a module
101 with an eUICC 107 and the mobile network operator
104 in several different ways. The symmetric key 127 could
be sent from the mobile network operator 104 (possibly
using a server 105) to a module 101 after (i) the module
properly authenticates with the mobile network operator 104
and/or a wireless network 102 associated with the MNO 104
using the first key K 203, and (ii) a user 113 associated with
the module 101 authenticates with the MNO 104. Note that
if MNO 104 sends the symmetric key 127 to module 101
after module 101 uses the first key K 203 to authenticate,
then the ciphering or encryption of the channel used to send
the symmetric key K 127 can be within the control of MNO
104 (whereas the communications channel and ciphering
keys used to send encrypted profile 107c may be outside the
control of MNO 104). The symmetric key K 127 could also
be derived by a module 101 and an MNO 104 using a key
exchange, where the symmetric key K 127 could be derived
using a RAND 118 value received by the module 101 after

authenticating with the first key K 203, where the module
101 and/or eUICC 107 derives the symmetric key K 127
using the RAND 118 value and the first key K 203. Other
possibilities exist as well for a module 101 and a mobile
network operator 104 to securely share a symmetric key 127
without departing from the scope of the present invention.

A module 101 or an eUICC 107 within module 101 can
process the ciphertext 208b using a key K deciphering
algorithm 207 as depicted in FIG. 2c. Note that the module
101 or eUICC 107 could record the ciphertext 208b for a
period of time, and take the steps to decrypt the ciphertext
208b with a key K deciphering algorithm 207 after receiving
or deriving the symmetric key 127. Or the symmetric key
127 could be recorded in a module 101 or with an eUICC
107 before ciphertext 208b is decrypted, and the steps for a
key K deciphering algorithm 207 could be performed after
the receipt of an instruction from the MNO 104 to decrypt
the second key K 204a. An exemplary use and sequence for
a key K deciphering algorithm 207 is depicted and described
in connection with FIG. 3 below. Other possibilities exist as
well for the time that a module 101 or an eUICC 107 can
process a key K deciphering algorithm 207 without depart-
ing from the scope of the present invention.

A key K deciphering algorithm 207 can include a sym-
metric ciphering algorithm 211. The symmetric ciphering
algorithm 211 can be equivalent to or the same as the
symmetric ciphering algorithm 211 in a key K ciphering
algorithm 213 performed by an MNO 104 and as described
in this FIG. 2c above. The symmetric ciphering algorithm
211 can accept input of the symmetric key 127 as a cipher
key. The module 101 or eUICC 107 could securely receive
or derived the symmetric key 127 using the steps described
above in connection with a key K ciphering algorithm 213.
The symmetric ciphering algorithm 211 in a key K deci-
phering algorithm 207 can also accept input of the encrypted
key K 204a, which could comprise ciphertext 208b. Addi-
tional data, such as, but not limited to a second module
identity 209a could optionally be included within ciphertext
208b.

The symmetric ciphering algorithm 211 in a key K
deciphering algorithm 207 can decrypt the ciphertext 208b
in order to output the plaintext second key K 204, such that
the ciphertext 208b is converted to plaintext. The resulting
plaintext from a key K deciphering algorithm 207 can also
optionally include a security token 212. Security token 212
could comprise the string or value also optionally input into
the symmetric ciphering algorithm 211 in a key K ciphering
algorithm 213. The security token 212 can include a padding
value to make the length of the security token 212 and
second key K 204a a desired value for the symmetric
ciphering algorithm 211 or other requirements such as
making the ciphertext 208b a desired length.

FIG. 2d
FIG. 2d is a graphical illustration of a public key and a

private key for an eUICC, in accordance with exemplary
embodiments. An eUICC 107 within a module 101 can
include an eUICC private key 215, which can be associated
with an eUICC public key 214. The eUICC private key 215
and eUICC public key 214 can comprise a public key
infrastructure (PKI) key pair for eUICC 107. The eUICC
subscription manager 109 can record the eUICC public key
214 along with an eUICC identity 107a, such that the eUICC
subscription manager 109 can properly associate one of a
plurality of eUICC public keys 214 with the proper eUICC
107. Although not illustrated in FIG. 2d, an eUICC sub-
scription manager 109 could record the eUICC public key
214 and an associated eUICC identity 107a in a database.
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The use of an eUICC ID 107a is also depicted and described
in connection with FIG. 3 below.

The eUICC private key 215 and eUICC public key 214
could be processed using RSA algorithms or elliptic curve
cryptography (ECC) algorithms, and other possibilities exist
as well for the format of PKI keys without departing from
the scope of the present invention. An ECC key length of
283 bits provides security similar to an RSA key length of
approximately 2048 bits, and in an exemplary embodiment
the eUICC key pair can utilize an ECC algorithm, although
an RSA algorithm or other algorithms for PKI keys could
also be utilized by an eUICC 107. The eUICC private key
215 can be processed or derived using a random number.
eUICC public key 214 can comprise a key recorded in an
X.509 certificate that also includes a module identity 110
and/or eUICC identity 107a, although the use of an X.509
certificate with an eUICC public key 214 is not required. The
eUICC public key 214 in the form of an X.509 certificate can
optionally be signed by a certificate authority. The keys can
support standards such as, but not limited to, the Interna-
tional Organization for Standardization (ISO) ISO/IEC 9594
series of standards (herein incorporated by reference) and
the Internet Engineering Task Force (IETF) RFC 5280 titled
“Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile” (herein incorpo-
rated by reference), including future updates to these stan-
dards.

Several possibilities exist for the source of an eUICC
private key 215 and eUICC public key 214. The eUICC
private key 215 and eUICC public key 214 be generated
using standard software tools such as, but not limited to,
Openssl, libmcrypt, and/or and Crypto++, and other tools to
generate public and private keys exist as well. Public and
private keys as contemplated herein could be recorded in a
file such as, but not limited to, a *.pem file (Privacy-
enhanced Electronic Mail), a file formatted according to
Basic Encoding Rules (BER), Canonical Encoding Rules
(CER), or Distinguished Encoding Rules (DER), or as text
or binary file. Other formats for public and private keys may
be utilized as well, including proprietary formats. A module
101 could derive the PKI key pair using a set of crypto-
graphic algorithms and a key pair generation algorithm. The
module 101 could derive the PKI key pair using a random
number generator 128 and a set of cryptographic algorithms
141, where the random number generator 128 uses input
from a sensor 101f and/or a clock 160 in order to obtain a
random number with a high degree of information entropy.

A manufacturer of module 101 or an eUICC subscription
manager 109 could also derive the eUICC private key 215
and eUICC public key 214 in a server, and load the eUICC
private key 215 into a nonvolatile memory of module 101
before distribution of the module 101. The manufacturer of
module 101 could send or make available the eUICC public
key 214 to an eUICC subscription manager 109. The module
101 could send record the eUICC public key 214 and send
the eUICC public key 214 along with the eUICC identity
107a (possibly with or in the form of a module identity 110)
to an eUICC subscription manager 109 before the module
101 receives the encrypted eUICC profile 170c.

Although FIG. 2d illustrates an eUICC private key 215
and eUICC public key 214, a module 101 could use a PKI
key pair associated with module 101 instead of being
associated with an eUICC 107 in order to use an asymmetric
ciphering algorithm as depicted in FIG. 2e below. In other
words, a module 101 and an eUICC subscription manager
109 could use a module private key 112a and a module
public key 112b in order to obtain the same functionality of

an eUICC private key 215 and an eUICC public key 214. A
module private key 112a and a module public key 112b for
a module 101 could have the same properties and charac-
teristics for an eUICC private key 215 and an eUICC public
key 214 as described herein. Other possibilities exist as well
for the source or use of a PKI key pair for an eUICC private
key 215 and eUICC public key 214 without departing from
the scope of the present invention.

In exemplary embodiments, both the eUICC subscription
manager 109 and the eUICC 107 can include a set of digital
signature algorithms 221, in order to sign and verify mes-
sages between (i) an eUICC 107 and eUICC subscription
manager 109, and (ii) eUICC subscription manger 109 and
MNO 104. Digital signature algorithms 221 can also verify
signatures such as, but not limited to, comparing that (i) a
first secure hash value received from a sending node
matches (ii) a second secure hash value calculated using a
recorded public key associated with the sending node.
Digital signature algorithms 221 can utilize algorithms in
National Institute of Standards (NIST) “FIPS 186-4: Digital
Signature Standard”, or IETF RFC 6979 titled “Determin-
istic Usage of the Digital Signature Algorithm (DSA) and
Elliptic Curve Digital Signature Algorithm (ECDSA)”. The
use of ECDSA algorithm within a set of digital signature
algorithms 221 may be preferred if keys such as, but not
limited to, eUICC private key 215 and eUICC public key
214 are based on elliptic curve cryptography. Digital signa-
ture algorithms 221 could also include an RSA digital
signature algorithm (DSA) for use with RSA-based public
and private keys. Other PKI standards or proprietary tech-
niques for securely generating digital signatures and veri-
fying digital signatures may be utilized as well in digital
signature algorithms 221. As depicted and described in
connection with FIG. 3 below, a digital signature algorithm
221 can be used in a step 205 in order to authenticate an
eUICC 107 operating in a module 101 with an eUICC
subscription manager 109.

As illustrated in FIG. 2d, the eUICC subscription manager
109 may also be associated with an eUICC subscription
manager public key 220 and an eUICC subscription man-
ager private key 222, and the two keys can comprise a PKI
key pair for the eUICC subscription manager 109. The
eUICC subscription manager public key 220 and an eUICC
subscription manager private key 222 can be formatted and
processed by algorithms equivalent or similar to the algo-
rithms and format for the eUICC public key 214 and the
eUICC private key 215 described in this FIG. 2d above. The
eUICC subscription manager public key 220 can optionally
be signed by a certificate authority. An eUICC 107 can use
the digital signature algorithms 221 and the eUICC sub-
scription manager public key 220 to verify a digital signa-
ture from the eUICC subscription manager 109. Although
not illustrated in FIG. 2d, the eUICC 107 or module 101
could also record a public key associated with the mobile
network operator 104, and use the public key associated with
the mobile network operator 104 to verify a digital signature
from the mobile network operator 104 using the digital
signature algorithms 221.

FIG. 2e
FIG. 2e is a graphical illustration for ciphering and

deciphering a key for an eUICC using an asymmetric
ciphering algorithm using a PKI key pair, in accordance with
exemplary embodiments. An eUICC subscription manager
109 could process or calculate a key ciphering algorithm 216
and a module 101 or eUICC 107 could process or calculate
a key deciphering algorithm 217. The eUICC key ciphering
algorithm 216 can use an asymmetric ciphering algorithm
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219 with an input of (i) an eUICC public key 214 as a cipher
key and (ii) the eUICC profile key 107b as plaintext in order
to output ciphertext of an encrypted eUICC key 218. The
plaintext eUICC profile key 107b can comprise a random
number of appropriate length for processing a profile cipher-
ing algorithm 210 and profile deciphering algorithm 206 as
depicted and described in connection with FIG. 2b above. As
illustrated in FIG. 2e, the input into a key ciphering algo-
rithm 216 could also include an optional security token 212,
where a security token 212 is depicted and described in
connection with FIG. 2b above.

An asymmetric ciphering algorithm 219 within a key
ciphering algorithm 216 and a key deciphering algorithm
217 an comprise an algorithm for utilizing public key
infrastructure (PKI) techniques to both (i) encrypt plaintext
with a public key and (ii) decrypt plaintext with a private
key. Example algorithms within asymmetric ciphering algo-
rithm 219 include an RSA algorithm and an elliptic curve
cryptography (ECC) algorithm, and other asymmetric
ciphering algorithms could be utilized as well. The use and
application of RSA algorithms and cryptography are
described within IETF RFC 3447 titled “Public-Key Cryp-
tography Standards (PKCS) #1: RSA Cryptography Speci-
fications Version 2.1”, herein incorporated by reference,
among other published standards for the use of RSA algo-
rithms. The use of an RSA algorithm in an asymmetric
ciphering algorithm 219 for encryption and decryption, can
also be processed according to the description of the RSA
algorithm according to the Wikipedia entry for “RSA (algo-
rithm)” as of Sep. 9, 2013, which is incorporated by refer-
ence herein. The use and application of an ECC algorithm
for asymmetric ciphering algorithm 219 can conform with
algorithms within IETF RFC 6090 titled “Fundamental
Elliptic Curve Cryptography Algorithms” (herein incorpo-
rated by reference), among other published standards using
ECC. Asymmetric ciphering algorithm 219 can also utilize
elliptic curve cryptography algorithms for the Wikipedia
entry for “Elliptic curve cryptography” as of Sep. 9, 2013,
which is incorporated by reference herein.

ECC algorithms (with corresponding ECC-based PKI
keys) may utilized for asymmetric ciphering algorithm 219
according to exemplary preferred embodiments in order to
maintain high security with smaller key lengths, compared
to RSA, thereby helping to comparably reduce the message
lengths, radio frequency spectrum utilization, and process-
ing power required by module 101. RSA algorithms (with
corresponding RSA-base PKI keys) for asymmetric cipher-
ing algorithm 219 may be utilized in other embodiments in
order to maintain compatibility with deployed or legacy
software and systems that supports RSA based keys and
algorithms.

After an eUICC subscription manager 109 uses a eUICC
key ciphering algorithm 216 to convert a plaintext eUICC
profile key 107b into a ciphertext as an encrypted eUICC
key 218, the eUICC subscription manager can send the
ciphertext to the module 101. The eUICC subscription
manager could send the ciphertext as an encrypted eUICC
key 218 to module 101 using an IP network 111, and the IP
network 111 could comprise the public Internet. In this
manner, the module 101 can securely receive the encrypted
eUICC key 218 in order to perform, process, or calculate a
key deciphering algorithm 217. Third parties with access to
the encrypted eUICC key 218 would not feasibly be able to
read the plaintext eUICC profile key 107b, even with access
to the eUICC public key 214. The module 101 could receive
the encrypted eUICC key 218 along with an eUICC profile
identity 107e in order to determine a profile 107c associated

with the encrypted eUICC key 218, where a subsequent step

(after deciphering the encrypted eUICC key 218) could

comprise a profile deciphering algorithm 206. The module

101 could receive the encrypted eUICC key 218 either

before or after receiving the profile 107c.

After receiving the encrypted eUICC key 218, the module

101 or eUICC 107 could decrypt the encrypted eUICC key

218 using a key deciphering algorithm 217. A key decipher-

ing algorithm 217 can include a asymmetric ciphering

algorithm 219. The asymmetric ciphering algorithm 219 can

be equivalent to or the same as the asymmetric ciphering

algorithm 219 in a key ciphering algorithm 216 operated or

processed by an eUICC subscription manager 109 as

described in this FIG. 2e above. The asymmetric ciphering

algorithm 219 in a key deciphering algorithm 217 can accept

input of the eUICC private key 215 as a cipher key. The

asymmetric ciphering algorithm 219 in a key deciphering

algorithm 217 can also accept input of the encrypted eUICC

key 218 as a ciphertext. The key deciphering algorithm 217

can use an asymmetric ciphering algorithm 219 with an

input of (i) an eUICC private key 215 as a cipher key and (ii)
the encrypted eUICC key 218 as ciphertext in order to output
plaintext of an eUICC profile key 107b. As illustrated in
FIG. 2e, the plaintext could also optionally include a secu-
rity token 212. After processing a plaintext eUICC profile
key 107b from a key deciphering algorithm 217, module 101
or eUICC 107 could use the plaintext eUICC profile key
107b in order to perform a profile deciphering algorithm 206
as illustrated in FIG. 2b.

Although exemplary embodiments can include the use of
a key ciphering algorithm 216 and a key deciphering algo-
rithm 217 in order to securely transfer the eUICC profile key
107b from an eUICC subscription manager 109 to a module
101, a key ciphering algorithm 216 and a key deciphering
algorithm 217 can be omitted in other exemplary embodi-
ments. For example, if the eUICC subscription manager and
module 101 or eUICC 107 support the use of a secure key
exchange such as Diffie-Hellman or ECDH, then the eUICC
profile key 107b could be mutually derived by the two nodes
and the encrypted eUICC key 218 would not need to be
transferred through an IP network 111 between the two
nodes.

In another embodiment, as depicted in FIG. 2e, the key
ciphering algorithm 216 and key deciphering algorithm 217
may also be used with ciphertext 208c with an encrypted
first key K 203 and a plaintext of the first key K 203, if a
profile 107d includes ciphertext 208c with encrypted first
key K 203. In this case, a mobile network operator 104 could
perform the key ciphering algorithm 216 with input of (i) the
plaintext first key K 203 and (ii) the eUICC public key 214
in order to output ciphertext 208c. The ciphertext 208c can
include the encrypted first key K 203, although the cipher-
text 208c could also include other data such as the network
parameters 201. The MNO 104 could send the ciphertext
208c (with the encrypted first key K) to the eUICC sub-
scription manager 109 in a step 302b in FIG. 3 for inclusion
in the profile 107d and profile 107c. As depicted in FIG. 2e,
a module 101 or eUICC 107 could perform the key deci-
phering algorithm 217 on the ciphertext 208c with the first
encrypted key K 203 in order to obtain the plaintext first key
K 203. In this manner, the first key K 203 is not shared as
plaintext with any entities besides the MNO 104 and a
module 101 with the eUICC 107. In other words, a MNO
104 can use a key ciphering algorithm 216 to prevent the
sharing of a plaintext first key K 203 with an eUICC
subscription manager 109.
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In addition, although FIG. 2e illustrates an eUICC sub-
scription manager as performing the eUICC key ciphering
algorithm 216 and the module 101 or eUICC 107 as per-
forming the eUICC key deciphering algorithm 217, an
alternative embodiment contemplates that the eUICC sub-
scription manager 109 performs the eUICC key deciphering
algorithm 217 and the module 101 or eUICC 107 performs
the eUICC key ciphering algorithm 216. In this alternative
embodiment, the module 101 can (i) derive the eUICC
profile key 107b, and (ii) send the ciphertext comprising the
encrypted eUICC key 218 to the eUICC subscription man-
ager 109. In this alternative embodiment, the module 101
can (i) use the eUICC subscription manager public key 220
to cipher the derived eUICC profile key 107b, (ii) send the
encrypted eUICC profile key 107b to the eUICC subscrip-
tion manager 109, and (iii) the eUICC subscription manager
109 can decrypt the encrypted eUICC profile key 107b using
the eUICC subscription manager private key 222. In this
alternative embodiment, the eUICC subscription manager
109 could (i) use the eUICC key deciphering algorithm 217
to decrypt the encrypted eUICC key 218 received from the
module 101, and then (ii) subsequent encrypt the profile
107d into a profile 107c using a profile ciphering algorithm
210 as depicted and described in connection with FIG. 2b
above.

FIG. 3
FIG. 3 is a simplified message flow diagram illustrating an

exemplary system with exemplary data sent and received by
a module with an eUICC, in accordance with exemplary
embodiments. System 300 can include an eUICC subscrip-
tion manager 109, an IP network 111, a mobile network
operator 104, a module 101. A module 101 can include a
network application 101x and an eUICC 107. The network
application 101x can perform the operations for communi-
cating with the wireless network 102 (i) at the data-link layer
using standards for PLMN networks such as, but not limited
to exemplary radio resource control standards within ETSI
TS 136 331 v.10.7 entitled “LTE; Evolved Universal Ter-
restrial Radio Access (E-UTRA); Radio Resource Control
(RRC); Protocol Specification”, which is herein incorpo-
rated by reference, and (ii) at the network layer using
Internet Protocol. Other standards for communication at the
data-link layer between a network application 101x and a
mobile network operator 104 can be utilized as well without
departing from the scope of the present invention. The (i)
mobile device 101, using the network application 101x, and
(ii) the mobile network operator 104 can send and receive
data using the wireless network 102 depicted and described
in connection with FIG. 1a. Although a single module 101
is illustrated in system 300 in FIG. 3, a system 300 could
include a plurality of modules 101.

The network application 101x and the eUICC 107 can
send and receive data locally within the module 101 using an
operating system 101h and/or a system bus 101d. The
network application 101x and the eUICC 107 can send and
receive data locally within the module 101 using an eUICC
driver 128 as depicted and described in connection with FIG.
1b and FIG. 1e. The module 101, using a network applica-
tion 101x, can send and receive data with the eUICC
subscription manager 109 using the IP network 111. As
illustrated in FIG. 3, the module 101 can send and receive
data with the eUICC subscription manager 109 in a step 205
using an initial network.

The initial network could comprise a different wireless
network 102 than a wireless network 102 (i) for the mobile
network operator 104, and (ii) used for a first authentication
304 and a second authentication 310. In other words, module

101 can send and receive data for an eUICC profile 107c
through a initial network that is different than the wireless
network 102 associated with the mobile network operator
104. The network application 101x could support different
standards for wireless networking technologies, such that
the different wireless network 102 used to access the eUICC
subscription manager 109 could comprise exemplary net-
works such as WiFi or LTE Advanced, and the network
application 101x could use LTE to communicated with the
mobile network operator 104. Other possibilities exist as
well for the network application 101x to support communi-
cation with a variety of different networks without departing
from the scope of the present invention.

The left side of network application 101x in FIG. 3 for
communication with the mobile network operator 104 can
comprise communication through a radio 101z with the
wireless network 102, and the right side of network appli-
cation 101x can comprise internal communication within
module 101 as described in the paragraph above and also
FIG. 1e above. The internal communication between net-
work application 101x and eUICC 107 using an operating
system 101h could comprise either (i) sharing memory 101e,
where module 101 writes data such as, but not limited to, an
exemplary RAND 118 value and eUICC 107 reads the
values from the shared memory 101e, or (ii) using loopback
UDP ports within operating system 101h, such that network
application 101x sends a UDP datagram with the RAND 118
value using a first UPD loopback port, and the eUICC 107
receives the UDP datagram with the RAND 118 value using
a second UDP loopback port. For an operating system 101h
within module 101 using IPv4 addresses, the addresses used
for the UDP loopback ports could comprise addresses in the
range of the 127.0.0.0/8 address block. For an operating
system 101h within module 101 using IPv6 addresses, the
addresses used for the UDP loopback ports could comprise
an ::1 address. In another embodiment illustrated in FIG. 1f
above, the eUICC 107 can communicate with the MNO 104
directly for embodiments where the eUICC 107 includes an
IP address 106c.

At a step 301, a module 101 can record an eUICC identity
107a, an address 109a of an eUICC subscription manager
109, and an eUICC private key 215 associated with the
eUICC 107. A manufacturer, distributor, technician, end
user, or installer of module 101 could record the data for a
step 301 in module 101, or the data could be downloaded or
accessed separately via an IP network 111, including the
public Internet. Other data could be included in a step 301
as well, such as, but not limited to, the software or firmware
comprising the eUICC 107, an eUICC profile key 107b, an
eUICC public key 214, an eUICC subscription manager
public key 220, an eUICC driver 128, an initial profile 107d
or 107c, and policy rules for allowing access to the profiles,
and other additional data could be included in a step 301 as
well. Additional optional data for recording with an eUICC
107 in a step 301 are depicted on the second line of step 301
in FIG. 3.

In an exemplary embodiment, a manufacturer of module
101 records the exemplary data for an eUICC 107 in a step
301, such that a module 101 can being operations and
connecting to an initial wireless network 102 upon power-up
in order to establish initial communications, including
allowing the communication with the eUICC subscription
manager 109 through the initial wireless network 102. As
noted above in this FIG. 3, an initial wireless network 102
used for the eUICC 107 to access the eUICC subscription
manager 109 can be different than the wireless network 102
used to access the mobile network operator 104. The address
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109a of an eUICC subscription manager 109 could comprise
either an IP address or a domain name, and in an exemplary
embodiment the address 109a comprises a domain name and
the module 101 can query for the IP address associated with
the domain name for address 109a via either a domain name
system (DNS) query or a secured DNS query (DNSSEC). A
module 101 can connect with an initial wireless network 102
(different than the depicted wireless network 102 in FIG. 3)
after a step 301 in order to communicate with an eUICC
subscription manager 109.

At a step 302a, an eUICC subscription manager 109 could
record data for the eUICC 107. The data could include (i) an
eUICC identity 107a, (ii) a profile 107c, (iii) an eUICC
public key 214, (iv) an eUICC subscription manager public
key 220 and private key 222, (v) an eUICC profile key 107b
with an associated eUICC profile identity 107e, (vii) a
module identity 110 (for embodiments where the module
identity 110 for the eUICC 107 is known before the eUICC
107 sends and receives data with the eUICC subscription
manager 109), (viii) and parameters for a symmetric cipher-
ing algorithm 211 and an asymmetric ciphering algorithm
219 used by the eUICC 107. The parameters for a symmetric
ciphering algorithm 211 and an asymmetric ciphering algo-
rithm 219 used by the eUICC 107 could specify the ciphers
used, such as (i) selecting an exemplary 128 or 192 bit keys
for use with an AES cipher for a symmetric ciphering
algorithm 211 used with a eUICC 107 and eUICC identity
107a, and (ii) selecting an exemplary elliptic curve or RSA
algorithm for use with an asymmetric ciphering algorithm
219. The eUICC subscription manager 109 could also record
related data for the operation of eUICC 107 with eUICC
subscription manager 109 in a step 302a.

At a step 302a, the eUICC subscription manager 109
could receive the profile 107d from the mobile network
operator 104, and an exemplary profile 107d is depicted and
described in connection with FIG. 2a. Or, eUICC subscrip-
tion manager 109 could receive a subset of data for the
exemplary profile 107d from the MNO 104 in a step 302a
without receiving the entire profile 107d. As one example,
the MNO 104 may not know the eUICC profile identity 107e
for the eUICC profile 107d, and thus the MNO 104 may not
send the complete profile 107d but the MNO 104 could send
data for the profile 107d to the eUICC subscription manager
109 in a step 302a. In an exemplary embodiment, the eUICC
subscription manager 109 could receive a subset of data for
the profile 107d using the IP network 111 over a secured link
or connection to the MNO 104. The profile 107d in a step
302a could include both ciphertext 208b and plaintext of a
set of network parameters 201, a first network module
identity 202, and a first key K 203. As depicted and
described in connection with FIG. 2a, the ciphertext 208b
could comprise an encrypted second key K 204a. The
ciphertext 208b could also include the second network
module identity 209a. In an exemplary embodiment, the
plaintext first key K 203 could be optionally omitted from
being received from an MNO 104 in a step 302a, and the
eUICC subscription manager 109 can receive the first key K
203 in the form of a ciphertext 208c below in a step 302b.
The eUICC subscription manager 109 could use a server or
a plurality of servers similar to a server 105 in order to take
the processing and communication steps described herein
for an eUICC subscription manager 109 in this step 302a
and also additional steps for an eUICC subscription manager
109 described throughout FIG. 3.

After a module 101 powers up and established connec-
tivity with the IP network 111, an eUICC 107 operating in
a module 101 could then perform a step 205 in order to

receive an eUICC profile 107c using the IP network 111. The
use and operation of a step 205 is also depicted and
described in connection with FIG. 2a above. In a step 205,
an eUICC 107 could send an eUICC identity 107a to the
eUICC subscription manager 109. The module 101 could
use a network application 101x to send the eUICC identity
107a, such as the network application 101x writing data with
the eUICC identity 107a to a physical interface 101a, and
the physical interface 101a could include a radio 101z. Or,
using the exemplary embodiment illustrated in FIG. 1f
above, the eUICC 107 could be associated with an IP
address 106c, and the eUICC 107 could send the eUICC
identity 107a to the eUICC subscription manager 109 with-
out using a separate network application 101x associated
with the wireless network 102. During a step 205 for a
module 101 or eUICC 107, an eUICC subscription manager
109 could receive the eUICC identity 107a and perform a
step 302b. In an exemplary embodiment, both a module
identity 110 and an eUICC identity 107a could be sent by an
eUICC 107 or a module 101 in a step 205. Or, the eUICC
identity 107a could comprise a module identity 110, and the
module identity 110 could be sent in a step 205. Other
possibilities exist as well for identifying a module 101 or an
eUICC 107 with an eUICC subscription manager 109 with-
out departing from the scope of the present invention.

In an exemplary embodiment, a message with the eUICC
identity 107a in a step 205 could include a digital signature,
where the digital signature is processed using (i) the eUICC
private key 215 recorded in a step 301 and (ii) a digital
signature algorithm 221. The message with the eUICC
identity 107a and a digital signature in a step 205 could
preferably include a random number or string, including a
nonce or a “number used once” such as, but not limited to,
an exemplary security token 212 in order to prevent replay
attacks.

An eUICC subscription manager 109 can take several
actions in a step 302b after receiving an identity for the
eUICC 107 or module 101. A first action in a step 302b could
comprise authenticating an eUICC 107 or a module 101
based on the eUICC identity 107a received in the message.
In a step 302b, eUICC subscription manager 109 can authen-
ticate the message with eUICC identity 107a according to
message digest, or using the eUICC profile key 107b which
could be recorded in the eUICC 107 in a step 301 above. In
addition, the eUICC subscription manager could authenti-
cate using a digital signature algorithm 221, where the
message with the eUICC identity 107a could include a
digital signature, as described in the paragraph above.

Both the eUICC 107 and the eUICC subscription manager
109 could use the eUICC profile key 107b as a cipher key
with a symmetric ciphering algorithm 211 to encrypt/decrypt
data sent with the eUICC identity 107a, where the successful
encryption and decryption of data with eUICC identity 107a
using the eUICC profile key 107b on both ends could be
confirmation that the eUICC 107 or module 101 is authen-
ticated, since both parties would only be able to mutually
successfully encrypt and decrypt by sharing the same eUICC
profile key 107b. In another embodiment, the eUICC profile
key 107b could be used as a private key with a digital
signature algorithm 211 (instead of the eUICC private key
215), in order for the eUICC 107 with the eUICC 107a to be
authenticated. For embodiments where the module 101 with
the eUICC 107 sends a digital signature with the eUICC
identity 107a, the eUICC subscription manager 109 could
use the eUICC identity 107a to select the eUICC public key
214 or eUICC profile key 107b from a database. In this
manner, the eUICC subscription manager 109 could com-
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municate with a plurality of eUICCs 107 and select the
appropriate keys using the eUICC identity 107a.

A second action in a step 302b could comprise the eUICC
subscription manager 109 authenticating with an eUICC 107
or a module 101. The eUICC subscription manager 109
could also authenticate with an eUICC 107 at a step 302b
within a step 205, such that eUICC 107 can confirm an
identity of the eUICC subscription manager 109, using any
of the same or equivalent steps described in the paragraph
above for an eUICC 107 to authenticate with an eUICC
subscription manager 109. The eUICC subscription manager
109 could send the eUICC 107 a digital signature processed
using a digital signature algorithm 221 and the eUICC
subscription manager private key 222. The eUICC 107 could
verify the digital signature using a eUICC subscription
manager public key 220 (which could be recorded with an
eUICC 107 in a step 301). The eUICC 107 could also
receive data encrypted with a eUICC profile key 107b, and
successful decryption of the data by the eUICC 107 using a
symmetric ciphering algorithm 211 could confirm the
eUICC subscription manager 109 also holds the eUICC
profile key 107b. Note that a system 300 could include
multiple eUICC keys 107b, such that a first eUICC profile
key 107b is used with a step 301 and step 205 in FIG. 3, and
a second eUICC profile key 107b could be used with a
subsequent step 206 below. Other possibilities exist as well
for an eUICC 107 and an eUICC subscription manager 109
to perform a 2-way authentication in a step 205 and a step
302b in FIG. 3 without departing from the scope of the
present invention.

In another exemplary embodiment, where data received
from an MNO 104 does not include a plaintext first key K
203 for inclusion in a profile 107d, for a third action in a step
302b, the eUICC subscription manager 109 could send the
eUICC identity 107a (or the module identity 110) and the
eUICC public key 214 to the MNO 104. In this embodiment,
the MNO 104 could also use the key ciphering algorithm
216 depicted and described in connection with FIG. 2e
above in order to encrypt the first key K 203 with the eUICC
public key 214. The output of an MNO 104 using a key
ciphering algorithm 216 could comprise a ciphertext 208c of
an encrypted first key K 203. Thus, at a step 302b for the
embodiment described in this paragraph, the eUICC sub-
scription manager 109 could receive the first key K 203 for
a profile 107d as ciphertext 208c (instead of a plaintext first
key K 203 for profile 107d in FIG. 2a), In this manner, the
first key K 203 in a profile 107d could be recorded as
ciphertext 208c, which is also depicted and described as an
optional format for the first key K 203 in FIG. 2a and FIG.
2e.

In an exemplary embodiment, the MNO 104 can send the
ciphertext 208c only after a user 113 conducts a separate
authentication step 308b below. In other words, a step 308b
could also be used concurrently with a step 302b, where the
step 302b includes the receipt of an encrypted first key K
203 in a ciphertext 208c. In this manner, the MNO 104 can
retain control over the release of an encrypted first key K
203, such that the first key K 203 in a ciphertext 208c is only
received by an eUICC subscription manager 109 in a step
302 or a eUICC 107 in a step 205 after a user 113 (associated
with the module 101 with the eUICC 107) authenticates with
the MNO 104. In this embodiment, a separate authentication
step 308b below can be optionally omitted, and the use of an
encrypted second key K 204a in ciphertext 208b can also be
omitted. In this embodiment, a user 113 of the module 101
can access the wireless network 102 of the mobile network
operator 104 using the first key K 203 which has been (i)

encrypted by the mobile network operator 104 using a key
ciphering algorithm 216 in a step 302b, and (ii) only
available to module 101 or eUICC 107 (or eUICC subscrip-
tion manager 109) after a user 113 conducts an authentica-
tion step 308b with MNO 104.

After the eUICC subscription manager 109 receives and/
or processes all the data for a profile 107d, including subsets
of data from a MNO 104 described for this step 302b above,
a fourth action in a step 302b could comprise the eUICC
subscription manager 109 ciphering a profile 107d using a
profile ciphering algorithm 210, in order to convert profile
107d with plaintext into a profile 107c with ciphertext. Some
elements in a profile 107c could remain plaintext as well,
such as the exemplary profile identity 107e. The eUICC
subscription manager 109 could use an eUICC profile key
107b, where the eUICC profile key 107b in a profile
ciphering algorithm 210 can be different than an eUICC
profile key 107b used to authenticate eUICC 107 with
eUICC identity 107a. Or, the same eUICC profile key 107b
could be used to both cipher profile 107d and authenticate
eUICC 107. Note that this fourth action in a step 302b could
also take place at an earlier time than at step 302b, such that
eUICC subscription manager 109 could assemble and cipher
the profile 107d into a profile 107c at an earlier time, such
as before receiving the eUICC identity 107a, or concurrent
with a step 301a. Other possibilities exist as well for the
timing and sequence for an eUICC subscription manager to
assemble and process a profile 107c without departing from
the scope of the present invention.

After a step 302b, the eUICC subscription manager 109
can send the authenticated eUICC 107 a profile 107c in a
step 205, as depicted in FIG. 3. Either the eUICC subscrip-
tion manger 109 or the eUICC 107 can select the profile
107c to be received by the eUICC 107. In one embodiment,
a module 101 can search for radio beacons from base
stations 103 for wireless networks 102 surrounding the
module 101, and upon finding new possible wireless net-
work 102 to connect with, the module 101 or eUICC 107
could query or request the eUICC subscription manager 109
for a profile 107c associated with a mobile network operator
104 for a radio beacon observed by the module 101. Com-
mercial business arrangements among the user of module
101, the eUICC subscription manager 109, and the mobile
network operator 104 can determine the availability of a
profile 107c for a module 101 with an eUICC 107.

In another embodiment, the eUICC subscription manager
109 could periodically send the module 101 and/or eUICC
107 new profiles 107c as they become available to a user 113
of a module 101 or available to the eUICC subscription
manager 109. In a preferred embodiment, the eUICC sub-
scription manager 109 can send the profile 107c to the
module 101 using a network application 101x, where the
network application 101x forwards the data to the eUICC
107. As described above in this FIG. 3, the network appli-
cation 101x could communicate with the eUICC 107 using
the operating system 101h as illustrated in FIG. 1e, and other
possibilities exist as well. Note that eUICC subscription
manager 109 sends the profile 107c, where the network
access credentials (including the first key K 203) are
encrypted with an eUICC profile key 107b, and in this
manner intermediate nodes on the IP network 111 would not
feasibly be able to read the data within the profile 107c.

In an exemplary embodiment, the eUICC subscription
manager 109 can send the module 101 a pointer, uniform
resource locator (URL), domain name, or related address for
a location of the eUICC profile 107c in a step 205 as opposed
to the actual, full profile 107c. In this embodiment, the
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module 101 could receive the pointer, uniform resource
locator, domain name, or related address for the location of
the eUICC profile 107c and subsequently download the
eUICC profile 107c from an IP address associated with the
pointer, uniform resource locator, domain name, or related
address for a location of the eUICC profile 107c.

As depicted in FIG. 3, after receiving the profile 107c
from the eUICC subscription manager 109 in a step 205, the
eUICC 107 can receive data for decrypting the profile 107c
in a step 303. Note that if eUICC profile key 107b (in the
form of a symmetric key as illustrated in FIG. 2b) has
already be shared between the eUICC 107 and the eUICC
subscription manager 109 before a step 206 below, then a
step 303 could separately be omitted. For example, if an
eUICC profile key 107b has been recorded with an eUICC
107 in a module 101 by a manufacturer of module 101, then
that eUICC profile key 107b could be used in a step 206
below, and a separate step 303 could be omitted. In other
exemplary embodiments, the eUICC 107 can receive data
for processing or deriving the eUICC profile key 107b for a
step 206 below using the step 303 illustrated in FIG. 3. A
step 303 can include the receipt by eUICC 107 of either (i)
an encrypted eUICC key 218, or (ii) data for a key exchange.
The encrypted eUICC key 218 received by an eUICC 107 in
a step 303 could comprise an eUICC profile key 107b that
is ciphered using a key ciphering algorithm 216 illustrated in
FIG. 2e. For embodiments where data for a key exchange is
received in a step 303, the algorithms used with a key
exchange could comprise a Diffie Hellman key exchange, or
an Elliptic Curve Diffie Hellman key exchange (ECDH).

An eUICC 107 within a module 101 could use a ECDH
key exchange in a step 303 when ECC algorithms are
utilized for eUICC public key 214, eUICC private key 215,
and eUICC subscription manager private key 222 and
eUICC subscription manager public key 220. A summary of
ECDH is included in the Wikipedia article titled “Elliptic
Curve Diffie-Hellman” (http://en.wikipedia.org/wiki/Ellip-
tic_curve_Diffie %E2%80%93Hellman from Sep. 24, 2013,
which is herein incorporated by reference. An ECDH key
exchange in a step 303 could comprise the message received
by a eUICC 107 including a common base point G. The base
point G could also be sent from an eUICC 107 to eUICC
subscription manager 109. The base point G for an ECDH
key exchange in a step 303 could also be recorded with the
eUICC in a step 301 above, and in this case the message at
a step 303 received by an eUICC 107 could comprise a
signal to initiate or use a key exchange for deriving the
eUICC profile key 107b. Note that the eUICC subscription
manager 109 and the eUICC 107 could take additional steps
to process the eUICC profile key 107b after an ECDH key
exchange at step 303, such as taking the output of an ECDH
key exchange and inputting that output into a secure hash
algorithm in order to obtain the eUICC profile key 107b.
Other algorithms besides an ECDH or Diffie Hellman key
exchange can be utilized as well at a step 303, including a
key exchange according to the American National Standards
Institute (ANSI) standard X-9.63.

After completing a step 303, an eUICC 107 operating in
a module 101 could read and utilize the eUICC profile key
107b. In embodiments where the eUICC profile key 107b in
a step 303 above comprises an encrypted eUICC key 218, a
step 217 from FIG. 2e can be utilized by the eUICC 107 in
order to decrypt the eUICC key 218 into a plaintext of
eUICC profile key 107b. The plaintext eUICC profile key
107b can be used by the eUICC 107 in a step 206 to decrypt
(x) the profile 107c received in a step 205 above into (y) a
profile 107d. The use of an eUICC profile key 107b for a

step 206 is also depicted and described in connection with

FIG. 2a above and also FIG. 2b. Plaintext within a profile

107d can be read after a step 206, although in exemplary

embodiments and as illustrated in FIG. 2a, the profile 107d

can continue to record ciphertext 208b and ciphertext 208c.

In an exemplary embodiment, after a step 206 in FIG. 3

to convert received profile 107c to profile 107d, if (A) a

ciphertext 208c that includes the first key K 203 is present

in profile 107d (as depicted in FIG. 2a above), then (B)

eUICC 107 could also use a key deciphering algorithm 217

on ciphertext 208c in order to extract the plaintext first key

K 203. Note that ciphertext 208a could be ciphered by an

eUICC subscription manager 109 (using a profile ciphering

algorithm 210) and ciphertext 208b and/or ciphertext 208c

could be encrypted by a mobile network operator 104 (using

a key ciphering algorithm 216). In other words, a module

101 with an eUICC 107 can use (i) a profile deciphering

algorithm 206 with an eUICC profile key 107b to decrypt

ciphertext 208a, (ii) a key deciphering algorithm 217 with an

eUICC private key 215 to decrypt ciphertext 208c, and/or

(ii) a key K deciphering algorithm 207 with a symmetric key

127 to decrypt ciphertext 208b.

After reading plaintext in profile 107d, module 101 could

then utilize the profile 107d to conduct a first authentication

304 with the mobile network operator 104. As depicted in

FIG. 3, the first authentication 304 can comprise (i) module

101 sending an attach message 305 with network module

identity 202, (ii) the eUICC 107 and module 101 receiving

a RAND 118, (iii) the eUICC 107 using a step 306 in order

to calculate a RES 119, and (iv) the module 101 sending the

RES 119. Although not illustrated in FIG. 3, a first authen-

tication 304 could include other data such as receiving the

equivalent of an “OK” message upon successful authenti-

cation, the receipt of additional network parameters 202

after successful authentication, etc. The module 101 can use

a profile 107d from a step 206 above in order to conduct the

first authentication 304. The profile 107d in an eUICC 107

could be selected and activated in order to connect with a

wireless network 102 associated with mobile network opera-

tor 104. As contemplated herein and throughout the present

invention, an activated profile 107d can comprise a selected
and enabled network access application state as illustrated in
Figure D.1 of ETSI TS 103 383 v.2013-02 for the activated
profile 107d, and other possibilities exist as well. As illus-
trated in FIG. 3 after a step 206, the module 101 can use a
network application 101x in order to attach to the wireless
network 102 and communicate with the mobile network
operator 104.

Within a first authentication 304, the module 101 can send
a first attach message 305, and the first attach message 305
can include the first network module identity 202. With a 4G
LTE network, the first attach message 305 could comprise a
radio resource connection request message, or a similar
message could be utilized with other wireless networking
standards as well, such as LTE Advanced or WiMAX. An
exemplary radio resource connection request is described in
section 5.3.3 within ETSI TS 136 331 v.10.7 entitled “LTE;
Evolved Universal Terrestrial Radio Access (E-UTRA);
Radio Resource Control (RRC); Protocol Specification”,
which is herein incorporated by reference. Although not
illustrated in FIG. 3, the module 101 and wireless network
102/mobile operator 104 could take additional related steps
before sending the exemplary first attach message 305, such
as, but not limited to, module 101 synchronizing a clock 160
with wireless network 102, module 101 sending a message
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on a random access control channel (RACH) in order to have
a timeslot and frequencies for sending the first attach mes-
sage 305, etc.

As depicted in FIG. 3, after receiving and processing the
first attach message 305, the mobile network operator can
send a first random number (RAND) 118. Although not
illustrated in FIG. 3, a network authentication token
“AUTN” and a sequence number could be sent with the first
RAND 118. An exemplary format for the use of a RAND
118 with a response RES 119 is described in ETSI standard
TR 131 900 v.10.0.0 and related documents. In a first
authentication 304 the module 101 and the eUICC 107 can
receive the first RAND 118. The eUICC 107 can conduct a
step 306 with an input of the first RAND 118 and the first
key K 203 in order to calculate a first RES 119. The use of
a RAND 118 with a RES 119 in a step 306 could comprise
a general use of a message digest authentication, and another
exemplary message digest authentication is also described in
IETF RFC 2617, titled “HTTP Authentication: Basic and
Digest Access Authentication”. After receiving the exem-
plary first RAND 118 message, in order to conduct a first
authentication 304, module 101 using an eUICC 107 could
take steps to demonstrate to MNO 104 that module 101 has
access to the same first key K 203 as recorded by the MNO
104 in a step 302a or step 302b above. MNO 104 could
record the expected RES 119 value with a set of authenti-
cation vectors 117 for the first network module identity 202,
as depicted in FIG. 1d and FIG. 1e.

Module 101 can properly respond to a challenge/nonce
(such as a first RAND 118) in a message digest authentica-
tion by sending a secure hash value calculated using (i) the
challenge/nonce and (ii) the first key K 203. The secure hash
value can comprise the first RES 119. In exemplary embodi-
ments, eUICC 107 and wireless network 102 could use
algorithms specified in ETSI TS 135 205-209, as well as
subsequent and related standards, in order for module 101
using eUICC 107 to (i) calculate a secure hash value, and (ii)
process related steps for a first authentication 304. After
processing a first RES 119 in a step 306 using the first key
K 203, the eUICC 107 could send the first RES 119 to the
network application 101x in module 101. Module 101 could
then send the first RES 119 to the mobile network operator
104 using the wireless network 102, as depicted in FIG. 3
and thereby complete a first authentication step 304 for the
module 101.

In another embodiment for a first authentication step 304,
(i) module 101 could send (i) the first network module
identity 202 a digital signature processed using a digital
signature algorithm 221 and the eUICC private key 215, and
(ii) MNO 104 could verify the digital signature using a
digital signature algorithm 221 and the eUICC public key
214. Other possibilities exist as well for steps within a first
authentication 304 using a eUICC private key 215 with the
first network module identity 202 or the eUICC identity
107a in a first authentication step 304 without departing
from the scope of the present invention. In an exemplary
embodiment, as depicted in FIG. 1f above, the eUICC 107
could include an IP address 106c with an interface identifier
106e associated with the eUICC 107, and in this case the
module 101 could send the first RES 119 value from the
eUICC 107 to the MNO 104 through the wireless network
102.

In a step 308a the mobile network operator 104 can
receive the first RES 119. A server 105 such as a mobility
management entity (MME) for the mobile operator network
104 associated with the wireless network 102 could compare
the received first RES 119 with an internally recorded RES

119 from the authentication vector 117. As noted above, the
authentication vector 117 could be received by the server
105 from the HSS of the mobile network operator 104 before
a step 308a. If the received first RES 119 matches the
internally stored first RES 119 value, the wireless network
102 and mobile network operator 104 can consider or
process that the module 101 is authenticated for a step 308a.
The wireless network 102, the MNO 104, and the module
101 can take subsequent steps (not shown) for the module
101 to access the IP network 111, in order to conduct
authentication of the module 101 or a user associated with
the module 101 with a second factor in a step 308b below.

In a step 308b, the mobile network operator 104 can
conduct a separate authentication of either a user 113
associated with a module 101 or the module 101 using a
second factor. In other words, the mobile network operator
104 can use a step 308b to authenticate the user 113 of
module 101 or the module 101 using steps and a process that
is different than the first authentication 304. Note that this
use of a separate authentication step 308b can be different
than conventional technology used in authenticating a mod-
ule 101 in a step 304, since other values and tokens besides
the first key K 203 can be used in the authentication step
308b. The additional authentication step 308b can be useful
for a mobile network operator 104 to authenticate a module
101 with an eUICC 107 and profile 107d, since the profile
107d with the first key K 203 may be transferred to module
101 in a communications channel outside the control of
mobile network operator 104. As one example, the profile
107d with the first network key K 203 could be transferred
to an eUICC 107 from the eUICC subscription manager 109
using an IP network 111, as depicted in FIG. 3 in a step 205.
The mobile network operator 104 may not have control over
the IP network 111 used in a step 205. The mobile network
operator 104 may not have control over the security keys and
algorithms used to encrypt the profile 107d into a profile
107c, and thus the security of the first key K 203 upon which
the MNO 104 depends for authentication and ciphering of
data with module 101 may be outside the control of MNO
104. As one example, the MNO 104 may not be able to
separately authenticate the identity of a user of module 101
with the eUICC 107, before the profile 107d was received by
module 101 and eUICC 107 in a step 205.

Consequently, without a separate authentication step 308b
the user 113 of module 101 with the eUICC 107 may be
unknown to MNO 104, and a separate identity of the user
113 or module 101 (other than network module identity 202)
may preferably be authenticated in a step 308b. Thus, a
MNO 104 may use a separate authentication step 308b in
order to authenticate a user 113 of module 101 with the
eUICC 107 and the first key K 203 in exemplary embodi-
ments. The user 113 can have a contractual or business
relationship with MNO 104 in order to pay for voice and/or
data services from the MNO 104, and thus the MNO 104 can
preferably identify and authenticate a user 113 in a step
308b.

A step 308b can comprise the authentication and/or secure
identification of (i) a user 113 of module 101 or (ii) module
101 using a second factor. Although a step 308b is depicted
in FIG. 3 as being performed after a first authentication 304,
a step 308b could be performed before a step 304 (including
with a step 302b as described in step 302b above). The use
of a second factor in an authentication step 308b can
comprise a two-factor authentication, where the first factor
can be the successful completion of authentication using a
step 304 and step 308a described above. The steps for
authenticating a user 113 or module 101 in a step 308b could
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comprise many different forms without departing from the
scope of the present invention. In one embodiment, where
the user 113 of module 101 comprises a subscriber to
telecommunication and data services from MNO 104, the
user 113 could present identification to a representative of
the MNO 104 in a step 308b. The identification could be in
the form of a physical identity such as, but not limited to, a
drivers license or a passport (along with a value that can be
associated with the eUICC profile 107d such as the module
identity 110 or the eUICC identity 107a). The representative
of the MNO 104 could record the identification in a web
browser with connectivity to a database shared by a server
105.

In another embodiment of an authentication of a user 113
of module 101 (with the eUICC profile 107d recorded with
an eUICC 107 in module 101 from a step 205) could enter
information into a web page provided by MNO 104, where
the user 113 first (i) authenticates on the web page and then
(i) enters identification information for the module 101 or
eUICC 107. The user 113 could first authenticate with the
MNO 104 via a web page by entering a valid identity and a
password (where the identity and password for the web page
in a step 308b could be previously established between the
user 113 and the MNO 104 before a step 308b). In another
embodiment for a step 308b, a user 113 could call a
telephone number operated by or associated with a MNO
104 and provide identification information via voice or
entering information such as dual-tone multi-frequency
(DTMF) digits via interactive voice response (IVR). The
identification information could include either a credit card
number or a personal identification number (PIN) for the
user 113 (where the PIN may be previously shared or
established between the user 113 and the mobile network
operator 104). The user 113 could also send a text message
to MNO 104 from module 101 (i) using the module 101
authenticated link with MNO 104 established in a first
authentication 304, where (ii) the text message include
identification information for a user 113.

In accordance with preferred exemplary embodiments for
the verification of an identity of user 113 in a step 308b
(including an authentication of user 113 in a step 308b), the
user 113 can send data to a MNO 104 from module 101
using a data connection via wireless network 102 associated
with (and established after) the first authentication 304. In
this manner, data and voice connectivity between the MNO
104 and module 101 could be established with a first
authentication step 304, and the user 113 and MNO 104 can
conduct an authentication step 308b (or equivalently a
verification of an identity of the user 113) to confirm the
identity of the user 113 via the established data and voice
connectivity using the wireless network 102. In other words,
the user 113 could verify or authenticate an identity of the
user 113 of module 101 through the wireless network 102 in
a step 308b, where (a) module 101 had conducted a first
authentication step 304 and 308a with MNO 104 using the
first key K 203 recorded in a profile 107d, in order to (b)
support or conduct a separate verification or authentication
of a user 113. In an exemplary embodiment, the user 113
could enter identifying information for a step 308b in a web
page accessed through a user interface 101j on module 101,
where data connectivity for the web page is provided to
module 101 through the wireless network 102 after a first
authentication step 304.

The authentication or verification of user 113 identity in
a step 308b can comprise authenticating module 101 with a
second factor, where the first factor can comprise the first
key K 203 and the second factor can comprise information

provided by a user 113 in a step 308b. Other possibilities
exist as well for those of ordinary skill in the art for (a) a user
113 of module 101 with the first key K 203 to (b) authen-
ticate or verify an identity of the user 113 in a step 308b
without departing from the scope of the present invention. In
these exemplary embodiments for a user 113 to authenticate
or verify an identity for the user 113 for module 101 with the
MNO 104, the MNO 104 could record information or data
received from the user 113 in a database, such that a server
105 for MNO 104 sends the symmetric key 127 in a step 309
below after an identity of the user 113 is verified or authen-
ticated in a step 308b. In exemplary embodiments illustrated
in FIG. 3, the module 101 can access the wireless network
102 with the first key K 203 in order to (i) establish
communication with the IP network 111, (ii) support authen-
tication of a user 113 in a step 308b through the IP network
111, and then (iii) subsequently receive a symmetric key 127
in order to decrypt a ciphertext 208b with a second key K
204a.

In other exemplary embodiments, module 101 could
comprise a module supporting “machine-to-machine” appli-
cations and communications, and the module could be
different than a traditional mobile phone or smartphone for
(i) placing voice telephone calls or (ii) supporting a user
interface 101j in the form of a touch screen and web browser.
The module 101 could include a sensor 101f for collecting
data and an actuator 101y for controlling or changing a state
associated with a monitored unit for the module 101. In
these embodiments, and as depicted and described in con-
nection with FIG. 1a, module 101 can be associated with an
M2M service provider 115, and the M2M service provider
115 could be associated with a plurality of modules 101, as
opposed to an individual with a telephone number for voice
services to module 101.

Each of the different modules 101 in the plurality of
modules 101 could include different values for module
identities 110, eUICC identities 107a, profile identities 107e,
and the first network module identities 202. In these embodi-
ments for a step 308b where the module 101 supports M2M
applications for an M2M service provider 115, in a step 308b
in FIG. 3, the MNO 104 could verify that (a) module 101
with eUICC 107 and the profile 107d from a step 304 is (b)
properly associated with an M2M service provider 115. In
exemplary embodiments, the MNO 104 could conduct a step
308b by securely or properly determining that an identity
from module 101 is associated with M2M service provider
115, and an exemplary identity for module 101 include any
of a module identity 110, an eUICC identity 107a, a profile
identity 107e, and/or the first network module identity 202.

In exemplary embodiments where module 101 supports
M2M application and the module 101 is associated with an
M2M service provider 115, MNO 104 could take several
possible actions in a step 308b for authenticating or verify-
ing that an identity from module 101 in FIG. 3 is associated
with an M2M service provider 115. The proper association
of an identity of module 101 with M2M service provider 115
may be necessary or useful for contractual and business
relationships between MNO 104 and M2M service provider
115, such as, but not limited to, allowing MNO 104 to bill
or invoice M2M service provider 115 for data services that
MNO 104 provides to module 101. In a first exemplary
embodiment for a step 308b in FIG. 3 where module 101
supports M2M applications with a M2M service provider
115, MNO 104 could securely send to M2M service provider
115 an identity of module 101, such as, but not limited to
module identity 110, eUICC identity 107a, profile identity
107e, and/or the first network module identity 202 through
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an IP network 111. The MNO 104 could also send the
identity of module 101 in a query or request message.
Although not illustrated in FIG. 3, the MNO 104 could also
send the M2M service provider 115 a digital signature
received from module 101 before a step 308b, where the
digital signature was (i) processed by module 101 using a
digital signature algorithm 221 and an eUICC private key
215, and (ii) sent from the module 101 to the MNO 104.

In a step 308b, the M2M service provider 115 could (i)
receive the identity of module 101 (such as, but not limited
to module identity 110, eUICC identity 107a, profile identity
107e, and/or the first network module identity 202), (ii)
verify or determine the identity of module 101 properly
belongs to M2M service provider 115, and (iii) send a
response confirming the module 101 with the identity is
validly associated the M2M service provider 115. The
response from the M2M service provider 115 (or data within
a message from M2M service provider 115 to MNO 114) for
a step 308b can comprise a second factor for MNO 104 in
authenticating module 101 with eUICC 107 and profile
107d. In this manner, MNO 104 can confirm module 101
with the first network identity 202 is authenticated or
verified as belonging to or being associated with M2M
service provider 115 in a step 308b.

In another exemplary embodiment for a step 308b, the
M2M service provider 115 could also send MNO 104 a list
of pre-authorized identities for one or a plurality of modules
101 before a step 308b (and in this case the list can comprise
the second factor to authenticate module 101). MNO 104
could query the list of identities received upon receiving an
identity of module 101, such as, but not limited to, the first
network module identity 202 received in the first attach
message 305. Other possibilities exist as well for an MNO
104 to authenticate or verify that an identity of module 101
is associated with a M2M service provider 115 in a step 308b
without departing from the scope of the present invention.

After successfully verifying or confirming in a step 308b
that module 101 in FIG. 3 is associated with a known user
113 or M2M service provider 115, MNO 104 can send a
symmetric key 127 in a step 309. A network application
101x in the module 101 can receive the symmetric key 127
and the module 101 can forward the symmetric key 127 to
the eUICC 107. As depicted and described in connection
with FIG. 2a and FIG. 2c, the symmetric key 127 can be
used by module 101 to decrypt the ciphertext 208b, where
the ciphertext 208b can include a second key K 204a. The
symmetric key 127 can also previously be used by MNO 104
to encrypt the ciphertext 208b. The ciphertext 208b could be
delivered to eUICC subscription manager 109 for including
the ciphertext 208b in the profile 107d, as described above
in step 302a. The ciphertext 208b could be sent to module
101 from the eUICC subscription manager 109 across the IP
network 111 as profile 107c in a step 205 as described above
in this FIG. 3.

In exemplary embodiments, the MNO 104 can send the
symmetric key 127 in a step 309 through the wireless
network 102, where the connection between module 101 and
MNO 104 could be initiated by the first attach message 305
and authenticated by a first authentication 304. Since the
MNO 104 controls the nodes and ciphering steps for the
transmission of symmetric key 127, the symmetric key 127
can be securely sent by MNO 104 and received by module
101 with ciphering and keys used at the data-link layer under
the control of MNO 104 (whereas MNO 104 may not control
the keys and ciphering of sending the first key K 203). Also
note no entities, including the module 101, a user 113, an
M2M service provider 115, an eUICC subscription manager

109, or unauthorized third parties could feasibly read the
ciphertext 208b with the second key K 204a until they
receive the symmetric key 127.

In an exemplary embodiment of a step 309 in FIG. 3, the
symmetric key 127 can first be encrypted with a key
ciphering algorithm 216. An encrypted symmetric key 127
ciphered with the key ciphering algorithm 216 could be
received by module 101 in a step 309. As described in
connection with a key ciphering algorithm 216 in FIG. 2e,
the MNO 104 could select and read the eUICC public key
214 (using a received associated identity such as the first
network module identity 202), and use an asymmetric
ciphering algorithm 219 to encrypt the symmetric key 127.
The module 101 could receive the encrypted symmetric key
127 and decrypt the symmetric key 127 in a step 309 by
using a key deciphering algorithm 217 with the eUICC
private key 215 and the asymmetric ciphering algorithm
219. For a step 309 in FIG. 3, the use of encryption for a
symmetric key 127 with an asymmetric ciphering algorithm
219 is optional, and the symmetric key 127 could be sent in
a form where encryption is applied at the data-link layer
according to standards for the wireless network 102. Other
possibilities exist as well for a module 101 to securely
receive a symmetric key 127 in a step 309 without departing
from the scope of the present invention. As described above
in connection with a step 302b, in exemplary embodiments,
the module 101 receives the symmetric key 127 after the
MNO 104 authenticates or verifies that a user 113 or M2N
service provider 115 is associated with module 101, and
until the receipt of the symmetric key 127 the ciphertext
208b cannot be feasibly decrypted.

After a step 309, a module 101 with an eUICC 107 can
use the symmetric key 127 to decrypt ciphertext 208b, where
ciphertext 208b can include the second key K 204a. A
module 101 or eUICC 107 can use a key K deciphering
algorithm 207 with input from the received symmetric key
127 and the ciphertext 208b from profile 107d to output a
plaintext second key K 204. Although not illustrated in a
step 207 in FIG. 3, but as illustrated in a step 207 in FIG. 2a,
a module 101 can use an eUICC 107 to also decrypt a second
network module identity 209a for the second key K 204
using the symmetric key 127. The second network module
identity 209a can be recorded in the ciphertext 208b. The
second network module identity 209a can be different than
the first network module identity 202, such as a different
number or value for an IMSI. The second network module
identity 209a can be the same length as the first network
module identity 202. The use and operation of a key K
deciphering algorithm 207 is also depicted and described in
connection with FIG. 2a and FIG. 2e above.

The module 101 or eUICC 107 can record the plaintext
second key K 204 in a nonvolatile memory such as, but not
limited to, flash memory 101w such that the plaintext second
key K 204 remains available to module 101 after power or
a battery 101k is removed from module 101. The plaintext
second key K 204 could also be recorded in a protected
memory within module 101, such that the operating system
101h or CPU 101b may prevent read or write access to the
protected memory by other processes than the eUICC 107.
In other words, with a protected memory, other applications
such as, but not limited to, applications that are downloaded
from an “app store” or equivalent and installed by end users
on the module 101 may be prevented by the operating
system 101h from having access to the plaintext second key
K 204 recorded in the protected memory.

In another embodiment, a module 101 may optionally not
store the plaintext second key K 204 in nonvolatile memory,
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such that the second key K 204 continues to be recorded for
a long-term basis only as ciphertext 208b in a nonvolatile
memory such as flash 101w. The module 101 could perform
a key K deciphering algorithm 207 each time a plaintext
second key K 204 is needed for authentication purposes,
including related key derivation of a CK and IK plus other
derived keys. In this manner (by storing the second key K
204 in ciphertext 208b in module 101) a plaintext second
key K 204 may not be (i) stored in module 101 for a
relatively long time such as several hours or longer, and also
(ii) recorded outside a nonvolatile memory.

In another embodiment, (A) the plaintext second key K
204 is recorded only in a volatile memory within CPU 101b
such as a register or cache memory, where access to the
register or cache memory is limited to the eUICC 107, and
(B) after a successful authentication using the second key K
204, such as, but not limited to, a second authentication 311
below, the plaintext second key K 204 is flushed from the
register or cache memory within CPU 101b. In this manner,
after (A) a first time that module 101 conducts a step 207 to
obtain a plaintext second key K 204 and the module 101
completes a full power cycling, then (B) the plaintext second
key K 204 may not be recorded in any of a volatile memory,
a non-volatile memory, or a protected memory within mod-
ule 101 (but module 101 could record an encrypted second
key K 204a in a ciphertext 208b).

For the embodiments where the second key K 204 is not
recorded as plaintext in a nonvolatile memory within mod-
ule 101, the module 101 can perform a step 207 with a
ciphertext 208b recorded in a nonvolatile memory a second
time to process or obtain the plaintext second key K 204. In
other words, the second key K 204 can be recorded on a
long-term basis as a ciphertext 208b for eUICC 107 within
module 101, in an exemplary embodiment, thereby increas-
ing the security of the second key K 204. In this case, either
(i) the symmetric key 127 could be recorded in a nonvolatile
memory 101w in order to allow decrypting of the ciphertext
208b, or (ii) the module 101 could receive the symmetric
key 127 a second time by conducting a step 309 a second
time. The module 101 can reconnect with the wireless
network 102 and the MNO 104 using the first network
identity 202 and the first key K 203 a second time, after the
module 101 has already received the symmetric key 127 a
first time. The MNO 104 may optionally authenticate the
user 113 or M2M service provider 115 a second time such
as a second step 308b (before sending the symmetric key
127 a second time) in order to confirm a second use of the
first key K 203 is authorized.

After a module 101 with an eUICC 107 processes a key
K deciphering algorithm 207 to obtain a plaintext second
key K 204, the module 101 can connect with the wireless
network 102 and mobile network operator 104 using the
second network module identity 209 and the second network
key 204. The module 101 using a network application 101x
could send a second attach message 305 with the second
network module identity 209. In another embodiment, the
module 101 could send the second attach message 305 with
the first network module identity 202, and in this case the
MNO 104 could record from the previous steps 302b and
308b that a key K associated with the first network module
identity 202 should change to the second key K 204.

But, given existing deployed infrastructure and systems
for a mobile network operator 104, the use of two different
keys K with the same network module identity may be more
difficult to support, and for this case and with preferred
embodiments, the module 101 attaches with the MNO 104
the second time with the second network module identity

209 that has been deciphered from (i) a ciphertext 208b in
a step 207 above, or (ii) a ciphertext 208a in a step 206
above. The second attach message 305 can be equivalent to
the first attach message 305, but with a change of module
101 sending the second network module identity 209. With
a 4G LTE network, the second attach message 305 could
comprise a radio resource connection request message, or a
similar message could be utilized with other wireless net-
working standards as well, such as LTE Advanced or
WiMAX. An attach message such as 305 in FIG. 3 could
also comprise module 101 using a globally unique tempo-
rary identity (GTUI) that can be associated with the second
network module identity 209. Other possibilities exist as
well for the format or structure of an attach message 305
without departing from the scope of the present invention.

After sending the second attach message 305, the module
101 with a eUICC 107 can conduct a second authentication
310 with the mobile network operator 104. The module 101
and eUICC 107 could take the equivalent steps as the first
authentication 304 depicted and described in this FIG. 3, but
with a difference of using the second network module
identity 209 and the second key K 204. In a second authen-
tication 310, the mobile network operator 104 could send the
module 101 a second RAND value 118 through the wireless
network 102. A server 105 associated with MNO 104, such
as, but not limited to, a HSS could have previously pro-
cessed an authentication vector 117 comprising at least (i)
the second RAND value 118, (ii) a network authentication
token AUTN and sequence number (not shown), and (iii) a
response value RES 119 for the second network module
identity 209 and the second key K 204. The server 105 or
HSS associated with the MNO 104 could send the authen-
tication vector 117 to a server or MME that module 101
communicates with through the wireless network 102. The
module 101 could receive the second RAND 118 using the
network application 101x, and forward the second RAND
118 to the eUICC 107. The communication steps between a
network application 101x and an eUICC 107 in FIG. 3 could
also use the steps depicted and described in connection with
FIG. 1e.

At a step 311, the eUICC 107 could calculate the second
RES 119 using (i) the second RAND 118 received and (ii)
the second key K 204. After receiving the exemplary second
RAND 118 message, in order to conduct a second authen-
tication 310, module 101 using an eUICC 107 could take
steps to demonstrate to MNO 104 that module 101 has
access to the same second key K 204 as recorded by the
MNO 104 in an authentication vector 117. The MNO could
record the second key K 204 in an authentication vector 117
a step 302a or step 302b above. Module 101 can properly
respond to a challenge/nonce (such as a second RAND 118)
in a message digest authentication by sending a secure hash
value calculated using (i) the challenge/nonce and (ii) the
second key K 204. The secure hash value can comprise the
second RES 119. In exemplary embodiments, the eUICC
107 and wireless network 102 could use algorithms specified
in ETSI TS 135 205-209, as well as subsequent and related
standards, in order for module 101 using eUICC 107 to (i)
calculate a secure hash value, and (ii) process related steps
for a second authentication 310. After processing a second
RES 119 in a step 311 using the second key K 204, the
eUICC 107 could send the second RES 119 to the network
application 101x in module 101. Module 101 could then
send the second RES 119 to the mobile network operator 104
using the wireless network 102, as depicted in FIG. 3 and
thereby complete a second authentication step 310 for the
module 101. In an exemplary embodiment, as depicted in
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FIG. 1f above, the eUICC 107 could include an IP address
106c with an interface identifier 106e associated with the
eUICC 107, and in this case the module 101 could send the
second RES 119 value from the eUICC 107 to the MNO 104
through the wireless network 102.

At a step 312, the mobile network operator can receive the
second RES 119 from the module 101 using the wireless
network 102. A server 105 for the mobile operator network
104 associated with the wireless network 102 could compare
the received second RES 119 with an internally recorded
RES 119. The server 105 could receive an authentication
vector 117 comprising at least the second RAND 118,
second RES 119, and AUTN token for the second network
module identity 209 before sending the second RAND 118
in a step 310 above. If the received second RES 119 matches
the internally stored second RES 119 value, the wireless
network 102 and mobile network operator 104 can consider
or process that the module 101 is authenticated for a step
312. The wireless network 102, the MNO 104, and the
module 101 can take subsequent steps (not shown) for the
module 101 to access the IP network 111, including allowing
module 101 to place and receive telephone calls and/or
access the public Internet.

In an exemplary embodiment that utilizes the steps illus-
trated in FIG. 3, the first key K 203 can comprise a null value
or the number zero, which is contemplated in standards and
supported by commercial wireless networks 102 in order to
support emergency services for a module 101 without a valid
UICC or eUICC. The MNO 104 and wireless network 102
can provide limited access to the IP network 111, such that
a user 113 of module 101 with a null or zero value for the
first key K 203 could performs steps to authenticate or verify
the user 113 identity in a step 308b. The limited access to the
IP network 111 may not include access to the public Internet,
but could include access to a server such as a web server for
the user 113 to enter identification information. The data-
link layer may not be encrypted due to the use of a null value
for the first key K 203, but the application or transport layer
could secure communication from a web browser on the
module 101 to the web server, such as using transport layer
security (TLS). Other possibilities exist as well for ciphering
or securing data at the application or transport layer in a step
308b to authenticate a user 113 without encryption at the
data-link layer (such as without encryption by the wireless
network 102 due to a null value for first key K 203). In this
embodiment where the first key K 203 comprises a null or
zero value, after authentication of a user 113 or M2M service
provider 115 in a step 308b, the second key K 204 used with
a second authentication 310 can comprise a regular key K
such as a non-null value or a random number.

FIG. 4
FIG. 4 is a flow chart illustrating exemplary steps for a

module to use an eUICC and authenticate with a wireless
network, in accordance with exemplary embodiments. The
processes and operations, described below with respect to all
of the logic flow diagrams may include the manipulation of
signals by a processor and the maintenance of these signals
within data structures resident in one or more memory
storage devices. For the purposes of this discussion, a
process can be generally conceived to be a sequence of
computer-executed steps leading to a desired result.

These steps usually require physical manipulations of
physical quantities. Usually, though not necessarily, these
quantities take the form of electrical, magnetic, or optical
signals capable of being stored, transferred, combined, com-
pared, or otherwise manipulated. It is convention for those
skilled in the art to refer to representations of these signals

as bits, bytes, words, information, elements, symbols, char-
acters, numbers, points, data, entries, objects, images, files,
or the like. It should be kept in mind, however, that these and
similar terms are associated with appropriate physical quan-
tities for computer operations, and that these terms are
merely conventional labels applied to physical quantities
that exist within and during operation of the computer.

It should also be understood that manipulations within the
computer are often referred to in terms such as listing,
creating, adding, calculating, comparing, moving, receiving,
determining, configuring, identifying, populating, loading,
performing, executing, storing etc. that are often associated
with manual operations performed by a human operator. The
operations described herein can be machine operations per-
formed in conjunction with various input provided by a
human operator or user that interacts with the computer.

In addition, it should be understood that the programs,
processes, methods, etc. described herein are not related or
limited to any particular computer or apparatus. Rather,
various types of general purpose machines may be used with
the following process in accordance with the teachings
described herein.

The present invention may comprise a computer program
or hardware or a combination thereof which embodies the
functions described herein and illustrated in the appended
flow charts. However, it should be apparent that there could
be many different ways of implementing the invention in
computer programming or hardware design, and the inven-
tion should not be construed as limited to any one set of
computer program instructions.

Further, a skilled programmer would be able to write such
a computer program or identify the appropriate hardware
circuits to implement the disclosed invention without diffi-
culty based on the flow charts and associated description in
the application text, for example. Therefore, disclosure of a
particular set of program code instructions or detailed hard-
ware devices is not considered necessary for an adequate
understanding of how to make and use the invention. The
inventive functionality of the claimed computer imple-
mented processes will be explained in more detail in the
following description in conjunction with the remaining
Figures illustrating other process flows.

Further, certain steps in the processes or process flow
described in all of the logic flow diagrams below must
naturally precede others for the present invention to function
as described. However, the present invention is not limited
to the order of the steps described if such order or sequence
does not alter the functionality of the present invention. That
is, it is recognized that some steps may be performed before,
after, or in parallel other steps without departing from the
scope and spirit of the present invention.

The processes, operations, and steps performed by the
hardware and software described in this document usually
include the manipulation of signals by a CPU or remote
server and the maintenance of these signals within data
structures resident in one or more of the local or remote
memory storage devices. Such data structures impose a
physical organization upon the collection of data stored
within a memory storage device and represent specific
electrical or magnetic elements. These symbolic represen-
tations are the means used by those skilled in the art of
computer programming and computer construction to most
effectively convey teachings and discoveries to others
skilled in the art.

At step 401, a module 101 can connect with a first
wireless network 102. The first wireless network 102 could
comprise a public land mobile network, a local area network
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such as WiFi, or the use of white-space spectrum. The
module 101 could connect with the first wireless network
102 in order to obtain access to IP network 111 which could
comprise the public Internet, although the IP network 111
could comprise a private network in some embodiments.
Although not depicted in FIG. 4, a step 401 could also
comprise the module 101 connecting to a wired network
through USB interface 101v. Upon conclusion of a step 401
the module 101 can use an IP address such as IP address
106b in FIG. 1f in order to communicate with an eUICC
subscription manager 109. As illustrated in FIG. 1f, in an
exemplary embodiment the eUICC 107 could also have an
IP address 106c after a step 401, although the use of an IP
address for eUICC 107 is not required and the module 101
can be associated with one IP address for all external
communications.

The module 101 can then use a step 205 in order to receive
an eUICC profile 107c. The eUICC profile 107c could be
received from the eUICC subscription manager 109 using
the wireless network 102 and/or IP network 111 from a step
401 above. The module 101 could record the received
eUICC profile 107c with the eUICC 107, including sending
the eUICC profile 107c to the eUICC 107 or sharing
memory 101e or 101w between the eUICC 107 and a
network application 101x. The module 101 could use a
network application 101x in order to receive the eUICC
profile 107 from the eUICC subscription manager in a step
205, as depicted and described in connection with FIG. 3.
The module 101 with an eUICC 107 could then decrypt the
profile 107c in a step 206 using an eUICC profile key 107b.
The eUICC profile key 107b could be recorded with an
eUICC 107 before a step 206. The module 101 and/or
eUICC 107 could receive the eUICC profile key 107b using
a step 303 as depicted and described in connection with FIG.
3. The eUICC profile key 107b could be received using a key
exchange, such as a Diffie-Hellman key exchange or an
ECDH key exchange. Or, the eUICC profile key 107b could
be recorded with the eUICC 107 by a module manufacturer.
Other possibilities exist as well for a module 101 to record
an eUICC profile key 107b before a step 206 without
departing from the scope of the present invention. A module
101 and/or an eUICC 107 could use a profile deciphering
algorithm 206 in a step 206, as depicted and described in
connection with FIG. 2a and FIG. 2b. Upon conclusion of a
step 206, a profile 107d could be recorded in an eUICC 107.

In a step 402, a module 101 can then select and activate
the profile 107d from a step 206 in order to connect with a
second wireless network 102. A module 101 could take
several possible steps in order to select and activate the
profile 107d. A module 101 could use radio 101z to search
for radio beacons from base stations 103 for wireless net-
works 102 surrounding the module 101, and upon finding
the second wireless network 102 to connect with, the module
101 could select the profile 107d. The profile 107d could
include values in the set of network parameters 201 that
match or conform with values transmitted by the wireless
network 102, such as using the same mobile country code
(MCC) and mobile network code (MNC) as recorded in the
profile 107d. A module 101 could receive an instruction
from an eUICC subscription manager 109 in order to
activate the profile 107d, where the instruction could be
received through the first wireless network 102 in a step 401
above.

In another embodiment, a module 101 or eUICC 107
could query the eUICC subscription manager 109 through
the first wireless network 102 before activating the profile
107d in a step 402. Commercial business arrangements

among the user 113 of module 101, the eUICC subscription
manager 109, and the mobile network operator 104 can
determine the timing for activating a profile 107d for a
module 101 with an eUICC 107 in a step 402, such as a user
113 entering a new contract for service with a MNO 104 for
the profile 107d. As contemplated herein and throughout the
present invention, an activated profile 107d can comprise a
selected and enabled network access application state as
illustrated in Figure D.1 of ETSI TS 103 383 v.2013-02 for
the activated profile 107d. Other possibilities exist as well
for a module 101 to activate a profile 107d in a step 402
without departing from the scope of the present invention.

In a step 304 in FIG. 4, a module 101 using eUICC 107
can conduct a first authentication 304 with the second
wireless network 102, using the first key K 203 recorded in
the activated profile 107d. The module 101 could also send
the first network module identity 202 from a profile 107d to
the mobile network operator 104 in a step 304 in FIG. 4. The
second wireless network 102 in a step 304 in FIG. 4 can be
associated with a mobile network operator 104. The use of
a first authentication 304 is also depicted and described in
connection with FIG. 3 above. As noted in a first authenti-
cation 304, the first key K 203 could comprise a key with a
null value in an exemplary embodiment, although a random
number could be used for a first key K 203 as well. As
depicted in FIG. 4, the steps 401 through 304 could comprise
substeps within a step 403. The combined substeps com-
prising a step 403 can be used by a module 101 in exemplary
embodiments including an embodiment illustrated in FIG. 6
below.

Although not depicted in FIG. 4, the mobile network
operator 104 can conduct a separate step 308b to authenti-
cate module 101 or a user 113 of module 101 using a second
factor after a step 304. As described in a step 308b above, the
second factor could comprise verifying or authenticating an
identity of a user 113 associated with module 101. Note that
the authentication of a user 113 can be conducted through
the module 101 accessing a server 105 or a web page
through the IP network 111 via the second wireless network
102 after the first authentication 304 using the first key K
203 (including embodiments where the first key K 203
comprises a null value).

In a step 309, the module 101 can receive a key from the
second wireless network. The key in a step 309, as depicted
in FIG. 3 above, can comprise a symmetric key 127 in order
to decrypt a ciphertext 208b within profile 107d. As also
contemplated and described in connection with a step 309 in
FIG. 3, the key could comprise a module 101 receiving a
ciphertext that includes a symmetric key 127 that has been
ciphered with a key ciphering algorithm 216 using an
asymmetric ciphering algorithm 219 and the eUICC public
key 214, as illustrated in FIG. 2e. For a key ciphering
algorithm 216 used with a step 309, (i) the symmetric key
127 can comprise the plaintext (as opposed to the eUICC
profile key 107b depicted in FIG. 2e), and (ii) the MNO 104
could operate the key ciphering algorithm 216 instead of the
eUICC subscription manager 109 depicted. In this embodi-
ment of a step 309, a module 101 and/or an eUICC 107
could receive the key in the form of a ciphertext of sym-
metric key 127 in a step 309 and decrypt the ciphertext of
symmetric key 127 with the eUICC private key 215 in order
to read a plaintext symmetric key 127.

In a step 207 in FIG. 4, the module 101 and/or eUICC 107
can decrypt the ciphertext 208b with the second key K 204a
using the symmetric key 127. The module 101 can use a key
K deciphering algorithm 207 as depicted and described in
connection with FIG. 2c above in order to read and record
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a plaintext second key K 204 from the ciphertext 208b in the
profile 107d, where the profile 107d was previously
decrypted and recorded using a step 206 above. As depicted
in FIG. 2a, the ciphertext 208b can also include a second
network module identity 209a, so the eUICC 107 can also
read the plaintext second network module identity 209 in a
step 207, if a second network module identity 209a is
included in a ciphertext 208b. In an exemplary embodiment,
the second plaintext key K 204 is recorded in a protected,
nonvolatile memory such as, but not limited to, a flash
memory 101w. In this embodiment, the protected nonvola-
tile memory could comprise a memory address designated
by the module 101, CPU 101b, operating system 101h, a
module program 101i, or the eUICC 107 as a memory
address that can only be written and read by the eUICC 107.
Other possibilities exist as well to those of ordinary skill in
the art for a plaintext second key K 204 to be recorded in a
protected, nonvolatile memory in a step 207 without depart-
ing from the scope of the present invention.

In another embodiment, as described in a step 207 in FIG.
3, the module 101 could record the encrypted second key K
204a in a nonvolatile memory, along with a symmetric key
127 (or an encrypted symmetric key 127 ciphered by a key
ciphering algorithm 216). The module 101 or eUICC 107
could decrypt the encrypted symmetric key 127 in order to
decrypt the ciphertext 208b that contains the second key K
204a each time the module 101 or eUICC 107 needs to read
a plaintext second key K 204 for an conducting an authen-
tication step 310, plus the subsequent derivation of addi-
tional keys such as CK and IK, Kasme, Kupenc, etc. using
the plaintext second key K 204 and a RAND 118 value.

After reading a plaintext second key K 204 from a
ciphertext 208b in a step 207 using the symmetric key 127,
the module 101 and/or eUICC 107 can conduct a second
authentication 310 step using the plaintext second key K
204, in order to authenticate with the second wireless
network 102. The second wireless network 102 can com-
prise the same wireless network 102 the module 101 com-
municates with in a step 304 above. The use of a plaintext
second key K 204 in a second authentication 310 step is
depicted and described in connection with FIG. 3. Although
not illustrated in FIG. 4, the module 101 could send a detach
message or equivalent to temporarily disconnect from the
second wireless network 102 after a step 309 and before a
step 310 illustrated in FIG. 4. A step 310 can comprise the
module 101 sending a radio resource connection request to
the second wireless network 102 with a network module
identity associated with the second key K 204. A step 310
can be completed by a module 101 and/or an eUICC 107
sending a RES 119 value calculated using (i) a RAND 118
received and (ii) the second key K 204.

Although not illustrated in FIG. 4, after a step 310 by a
module 101 and/or an eUICC 107, the MNO 104 could
verify the RES 119 and then the module 101 and the wireless
network 102 associated with the MNO 104 could take
subsequent steps for a module 101 to have access to the IP
network 111 including the public Internet. The module 101
and/or eUICC 107 could derive session keys (such as, but
not limited to a key CK) for encrypting data through the
wireless network using a RAND 118 received in a step 310
and the second key K 204, and the module 101 and/or
eUICC 107 could also derive an integrity key for a session
(such as, but not limited to, an integrity key IK). Using an
authenticated module 101 from a step 310, the MNO 104
can meter services rendered to a module 101 after a step 310
in order to bill or invoice a user 113 or M2M service
provider 115.

FIG. 5a
FIG. 5a is a graphical illustration of a public keys, private

keys, and a key derivation algorithm, in accordance with
exemplary embodiments. An eUICC 107 within a module
101 can include an eUICC private key 215, which can be
associated with an eUICC public key 214. The eUICC
private key 215 and eUICC public key 214 can comprise a
public key infrastructure (PKI) key pair for eUICC 107. The
MNO 104 can record the eUICC public key 214 along with
an eUICC identity 107a, such that the MNO 104 can
properly associate one of a plurality of eUICC public keys
214 with the proper eUICC 107. Although not illustrated in
FIG. 5a, a MNO 104 could record the eUICC public key 214
and an associated eUICC identity 107a in a database. The
MNO 104 could receive the eUICC public key 214 and the
eUICC identity 107a from an eUICC subscription manager
109 through an IP network 111 in a step 302a or step 302b
of FIG. 3. The use of, source, and additional details regard-
ing an eUICC public key 214 and eUICC private key 215 are
also depicted and described in connection with FIG. 2d
above.

The mobile network operator 104 could also be associated
with an MNO private key 501 and an MNO public key 502,
which could comprise a PKI key pair for the mobile network
operator. The mobile network operator 104 could process or
derive the PKI key pair using steps and algorithms equiva-
lent to the steps and algorithms for an eUICC 107 to obtain
the eUICC public key 214 and eUICC private key 215. The
PKI keys depicted in FIG. 5a could be processed using RSA
algorithms or elliptic curve cryptography (ECC) algorithms,
and other possibilities exist as well for the format of PKI
keys without departing from the scope of the present inven-
tion. The public keys in FIG. 5a can comprise keys recorded
in an X.509 certificate, although the use of an X.509
certificates with public keys 214 and 502 are not required.
The public key 214 and 502 in the form of an X.509
certificate can optionally be signed by a certificate authority.
As illustrated in FIG. 5a, the mobile network operator public
key 502 can be recorded in the eUICC profile 107d. The
MNO 104 could send the MNO public key 502 to the eUICC
subscription manager 109 in a step 302a or 302b depicted
and described in FIG. 3, and the eUICC subscription man-
ager 109 could include the MNO public key 502 in the
profile 107d. An eUICC profile 107d could also include the
additional data for an eUICC profile 107d as depicted and
described in FIG. 2a, in addition to the MNO public key 502.

As illustrated in FIG. 5a, the MNO 104 and eUICC 107
can both record a key derivation algorithm 503. Exemplary
key derivation algorithm 503 could support a Diffie Hellman
key exchange, an Elliptic Curve Diffie Hellman (ECDH) key
exchange (ECDH), or similar algorithms for each node to
mutually derive a key using public and private keys. For
embodiments where (A) eUICC public key 214, eUICC
private key 215, MNO public key 502, and MNO private key
501 utilize (i) elliptic curve cryptography (ECC) and (ii) a
common, shared elliptic curve, then (B) a key derivation
algorithm 503 in FIG. 5a can comprise an algorithm for
conducting an ECDH key exchange. The use of an ECDH
key exchange was also described and contemplated between
an eUICC subscription manager 109 and an eUICC 107 in
step 303 in FIG. 3 above. For embodiments where a key
derivation algorithm 503 supports a Diffie Hellman key
exchange, the key derivation algorithm 503 could record a
multiplicative group of integers modulo p, where p is prime,
and g is a primitive root mod p. In exemplary embodiments,
p can be sufficiently large, such as, but not limited to, and
exemplary prime number of at least 250 digits, and g can be
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a small number, such as, but not limited to, the number 5. In
exemplary embodiments, additional values pertaining to the
operation of a key derivation algorithm 503 can be trans-
ferred between two nodes using a token 505 described in a
FIG. 5b and FIG. 5c below.

FIG. 5b
FIG. 5b is a graphical illustration of deriving a second key

K using public keys, private keys, and a key derivation
algorithm, in accordance with exemplary embodiments. A
mobile network operator 104 could process a MNO key
exchange algorithm 504 in order to output or determine a
second key K 204. A module 101 with an eUICC 107 could
process an eUICC key exchange algorithm 505 in order to
output or determine the same second key K 204. The MNO
key exchange algorithm 504 and the eUICC key exchange
algorithm 505 could include a key derivation algorithm 503,
and a key derivation algorithm 503 is also depicted and
described in connection with FIG. 5a above. The MNO 104
and module 101 could share or communicate a key exchange
token 506 in order to operate the key exchange algorithm
505. In this manner, a module 101 with an eUICC 107 and
a mobile network operator 104 could mutually derive or
share the second key K 204 without MNO 104 transmitting
or sending the second key K 204, even in an encrypted form
such as a second key K 204a in a ciphertext 208b, to either
(i) eUICC subscription manager 109 in a step 302a or step
302b, or (ii) to a module 101 in a profile 107c.

For a MNO key exchange algorithm 504, a mobile
network operator 104 using a server 105 could input the
mobile network operator private key 501, the eUICC public
key 214, and a key exchange token 506 into a key derivation
algorithm 503 in order to output the second key K 204. Note
that the key derivation algorithm 503 in both a MNO key
exchange algorithm 504 and an eUICC key exchange algo-
rithm 505 can include additional or separate processing steps
than those contemplated in a Diffie-Hellman key exchange
and an ECDH key exchange. Additional steps than those
contemplated in a Diffie-Hellman key exchange or ECDH
key exchange for a key derivation algorithm 503 include
transforming key output by these key exchange protocols
into a key length and format compatible and suitable for a
key K for use with wireless networks. In a key derivation
algorithm 503, the output of a Diffie-Hellman key exchange
and an ECDH key exchange could be input into a secure
hash algorithm, such as SHA-256, which could then be
truncated to select a 128 bit second key K 204 using a key
derivation algorithm 503. For a MNO key exchange algo-
rithm 504, the security key exchange token 506 can depend
upon the algorithm used in a key derivation algorithm 503.

For embodiments where key derivation algorithm 503
comprises a Diffie-Hellman key exchange, the key exchange
token 506 can comprise integer values of p and g. Or, with
a Diffie-Hellman key exchange the security key exchange
token 506 sent from a MNO 104 could comprise a value
equal to gˆa mod p where (x) the values or p and g have been
previously shared between MNO 104 and eUICC 107, and
(y) the value “a” can comprise the MNO private key 501. A
security key exchange token 506 received by MNO 104 for
input into a key derivation algorithm for a eUICC 107 could
comprise a value of gˆb mod p, where b comprises the
eUICC private key 215. For embodiments where key deri-
vation algorithm 503 comprises an ECDH key exchange, the
key exchange token 506 can a common base point G. The
base point G could also be (i) recorded in an eUICC profile
107d, or (ii) sent from a mobile network operator 104 to
module 101, or (iii) sent from the module 101 to the mobile
network operator 104. Other algorithms besides an ECDH or

Diffie Hellman key exchange can be utilized as well at a step
503, including a key exchange according to the American
National Standards Institute (ANSI) standard X-9.63, and a
key exchange token 506 could include a number or value
associated with these other algorithms for a key derivation
algorithm 503.

For an eUICC key exchange algorithm 505, a module 101
with an eUICC 107 could input the eUICC private key 215
and the mobile network operator public key 502 into a key
derivation algorithm 503. Note that the input into the key
derivation algorithm 503 could also optionally include a key
exchange token 506. The key derivation algorithm 503 in an
eUICC key exchange algorithm 505 could accept the input
and output the second key K 204. The key derivation
algorithm 503 in an eUICC key exchange algorithm 505
could be equivalent to the key derivation algorithm 503 in a
MNO key exchange algorithm 504 described above. The key
exchange token 506 in an eUICC key exchange algorithm
505 could comprise a value similar to the key exchange
token 506 used in a MNO key exchange 504 described
above. In a Diffie-Hellman key exchange for a key deriva-
tion algorithm 503 in a eUICC key exchange algorithm 505,
the key exchange token 506 can comprise a value of either
(i) integers p and g as described in a MNO key exchange
504, or (ii) number gˆa mod p. In an ECDH key exchange
for key derivation algorithm 503 in a eUICC key exchange
algorithm 505, the key exchange token 506 can comprise a
base point G. A key derivation algorithm 503 can output a
second key K 204. Other possibilities exist as well for the
use of PKI keys and tokens in key exchange algorithms for
those of ordinary skill in the art without departing from the
scope of the present invention.

FIG. 5c
FIG. 5c is a simplified message flow diagram illustrating

an exemplary system with exemplary data sent and received
by a module with an eUICC, in accordance with exemplary
embodiments. System 500 can include an eUICC subscrip-
tion manager 109, an IP network 111, a mobile network
operator 104, a mobile device 101. A module 101 can
include a network application 101x and an eUICC 107. The
operation of a system 500 can be similar to a system 300 in
FIG. 3, except for the steps noted in this FIG. 5c where
different steps can be taken than those within a FIG. 3. As
depicted for a system 500 in FIG. 5c, like numerals for steps
and messages for a system 500 in FIG. 5c can comprise like
steps and messages within a FIG. 3. Different numerals
discussed below can comprise different steps or messages
for a system 500. Many of the same steps common for a
system 500 in FIG. 5c and a system 300 in FIG. 3 will be
summarized in this FIG. 5c, while differences between the
two systems (including the use of different numerals for
different steps or messages) are described in more detail
herein. As described in a step 302a and 302b in FIG. 3, a
mobile network operator 104 can send the eUICC subscrip-
tion manager 109 information for a profile 107d in a step
302a or 302b, where the information can include the net-
work parameters 201, the first network module identity 202,
and the first key K 203. The listed exemplary data for a
profile 107d from the previous sentence are also discussed
for a profile 107d in FIG. 2a.

For a step 507 in a system 500, the MNO 104 can omit
sending an encrypted second key K 204a in a ciphertext
208b within the data for the profile 107d. In other words, the
profile 107d can omit the second key K 204 in either a
plaintext or ciphertext form after a step 507 in a system 500.
The second key K 204 for a module 101 with eUICC 107 can
be derived by a mobile network operator 104 in a MNO key
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exchange algorithm 504 and an eUICC key exchange algo-
rithm 505 below in FIG. 5c. Thus, in an embodiment
illustrated in FIG. 5c, the second key K 204 for a second
authentication 310 does not need to be transferred to the
eUICC subscription manager 109 from MNO 104 for the
eUICC subscription manager 109 to include in a profile
107d. Similarly, in a system 500, the second key K 204 does
not need to be transferred to the eUICC 107 in a profile 107c.
In embodiments where (x) the MNO sends network access
credentials such as the first and second network module
identities 202 and 209a and a first key K 203 are sent in a
step 302b, then (y) a step 507 to omit the sending of the
second key K 204 could take place with a step 302b instead
of the step 302a as depicted. The MNO 104 can send the first
and second network module identities 202 and 209a and a
first key K 203 in a step 302a or a step 302b to the eUICC
subscription manager 109. The MNO 104 can send to the
eUICC subscription manager 109 the first and second net-
work module identities 203 and 209a and a first key K 203
in a profile 107d in a step 302a or 302b, and the eUICC
subscription manager 109 could receive the first and second
network module identities 202 and 209a and a first key K
203 in a step 302a or a step 302b. Other possibilities for
combinations of data sent from a MNO 104 to an eUICC
subscription manager 109 in a step 302a, 302b, and 507
without departing from the scope of the present invention.

As depicted in FIG. 5c, an eUICC 107 in module 101
could perform steps 301, then step 205 to receive a profile
107c, then receive an eUICC profile key 107b, and then
convert the profile 107c into a profile 107d using the eUICC
profile key 107b in a step 206. The eUICC profile key 107b
could also be (i) ciphered with a key ciphering algorithm
216, sent from the eUICC subscription manager 109 as an
encrypted eUICC profile key 218, (ii) and then deciphered
by a module 101 and/or eUICC 107 with a step 217, as
described in connection with FIG. 2e above. The module
101 and/or an eUICC 107 could (i) receive an encrypted
eUICC profile key 107b in the form of an key 218 and (ii)
use a key deciphering algorithm 217 to decrypt the
encrypted eUICC profile key 107b in order (iii) to read a
plaintext eUICC profile key 107b and then (iv) use the
plaintext eUICC profile key 107b to decrypt the ciphertext
208a.

As depicted in FIG. 5c, after a module 101 sends a eUICC
identity 107a and receives an eUICC profile 107c in a step
205, the module 101 can conduct a step 206 in order to
decrypt a ciphertext 208a that can include a first key K 203
using an eUICC profile key 107b. For the embodiments
contemplated in FIG. 5c, where the second key K 204 can
be derived or determined using a key exchange in steps 504
and 505 below, the second network module identity 209a
can be included in the ciphertext 208a (as opposed to being
included in the ciphertext 208b as depicted in FIG. 2a). One
reason can be that a ciphertext 208b can be omitted from an
eUICC profile 107d in embodiments where the second key
K 204 can be mutually derived by the eUICC 107 and the
MNO 104, so there may be no need to include a separate
ciphertext 208b within the eUICC profile 107d.

After reading a first network module identity 202 and the
first key K 203, the module 101 can conduct a first authen-
tication 304. Note that the first key K 203 can comprise key
with a null value, as contemplated in wireless network 102
standards which support the use of emergency services
where a module 101 may not include a valid first key K 203.
In this case where the first key K 203 comprises a null value,
the use of a ciphertext 208a can also be optionally omitted,
such that the receipt of an eUICC profile key 107b and the

use of a ciphertext 208a could also be optionally omitted and
a profile 107c could include plaintext for the first key K 203
and network module identity 202. As depicted and described
in connection with FIG. 3, a module 101 and MNO 104
could conduct a first authentication step 304 in order to
authenticate the module 101 using the first key K 203. The
first key K could comprise a non-null value in exemplary
embodiments. A step 306 to calculate a first RES 119 value
using the first key K 203 from a profile 107d could be
included in a first authentication step 304.

The mobile network operator 104 could compare the first
received RES 119 with a recorded RES 119 in order to
authenticate the module 101 with the eUICC 107 in a step
308a. A mobile network operator 104 can authenticate the
module 101 using a step 308a in order to provide access to
the IP network 111, and the access to the IP network 111 can
be limited (such as, but not limited to excluding access to the
public Internet after a step 308a). The module 101 could use
access to the limited or restricted IP network 111 in order for
a user 113 of module 101 to conduct an authentication with
the mobile network operator 104 using a second factor, as
described in a step 308b in FIG. 3.

After authenticating the module 101 with the first network
module identity 202 and the first key K 203 in a step 308a,
the mobile network operator 104 could authenticate a user
113 or verify a M2M service provider 115 is associated with
the module 101 in a step 308b. The authentication of a user
113 or M2M service provider 115 in a step 308b could
comprise authenticating module 101 and/or eUICC 107 with
a second factor, where the second factor comprises or
includes a secure association of a user 113 or M2M service
provider 115 with the module 101. As described in FIG. 3
above, a step 308b could result in the secure association of
an identity for the user 113 or the M2M service provider 115
with an identity of the module 101. After conduction a step
308b as depicted and described in connection with FIG. 3
above, the MNO 104 can record the second network module
identity 209 in the eUICC profile 107d is associated with a
particular user 113 or a particular M2M service provider
115.

In a step 308b, the MNO 104 can also determine (i) the
first network module identity 202 used in step 304 is
associated with other identities such as module identity 110,
profile identity 107e, eUICC identity 107a, and the second
network module identity 209. By (i) authenticating a user
113 or (ii) verifying an identity for module 101 is associated
with a M2M service provider 115 in a step 308b, MNO 104
can determine the second network module identity 209 (used
in a subsequent authentication step 310) belongs to or is
associated with a particular user 113 or M2M service
provider 115. In other words, without a separate authenti-
cation step 308b in FIG. 5 and FIG. 3, MNO 104 may not
be able to securely determine that the second network
module identity 209 from a profile 107d belongs to a
particular user 113 or M2M service provider 115. For
embodiments where the module 101 is associated with a
M2M service provider 115, then a step 308b in FIG. 5c could
comprise the MNO 104 verifying that an identity received in
a first authentication 304 (such as, but not limited to, the first
network module identity 202) is associated with an M2M
service provider 115, such as checking the identity in a list
of identities for modules 101 belonging to M2M service
provider 115.

After successfully authenticating or verifying an identity
of a user 113 or an M2M service provider 115 is associated
with module 101 in a step 308b, MNO 104 could process an
MNO key exchange algorithm 504 in order to record a
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second key K 204 for use in a subsequent second authenti-
cation 310 for module 101. The second authentication 310
can use different network access credentials (i) associated
with the module 101 and (ii) obtained by module 101 using
an eUICC key exchange algorithm 505. Although not illus-
trated in FIG. 5c, a MNO 104 could obtain the data for
processing a MNO key exchange algorithm 504 in several
different ways. A MNO 104 could receive the eUICC public
key 214 for an MNO key exchange algorithm 504 from
either (i) the module 101 or eUICC 107 directly after the first
authentication 304 or (i) the eUICC subscription manager
109 in a step 302b above, where the eUICC subscription
manager 109 could record the eUICC public key 214. Other
possibilities exist as well for a MNO 104 to receive an
eUICC public key 214 associated with an identity for
module 101 such as the eUICC identity 107a. The recording
of an eUICC public key 214 with an MNO 104 is also
depicted and described in connection with FIG. 5a above.

For a MNO key exchange algorithm 504 in FIG. 5c, the
MNO 104 could also input a key exchange token 506 and a
MNO private key 501, in addition to the eUICC public key
214, as illustrated in FIG. 5b above. After performing a
MNO key exchange algorithm 504 in FIG. 5c, the MNO 104
can record the second key K 204 for the second module
identity 209 (which is associated with the first module
identity 202 in the profile 107d). As contemplated for a key
exchange token 506 in FIG. 5a and FIG. 5c, the key
exchange token 506 could be any of the cases (A) initially
processed, derived, or determined by the MNO 104, (B)
shared between the MNO 104 and module 101 with the
eUICC 107, such as, but not limited to, recording the key
exchange token 506 in the profile 107d, or (C) initially
processed, derived, or determined by module 101. FIG. 5c
illustrates an embodiment for case (A) with key exchange
token 506, where the MNO 104 derives or determines the
key exchange token 506 value and subsequent sends the key
exchange token 506 value to the module 101 with the eUICC
107. The MNO 104 can send the key exchange token 506 in
a message 508, and a network application 101x for the
module 101 can receive the key exchange token 506 in the
message 508 and forward the key exchange token 506 to the
eUICC 107. For case (A) the MNO 104 can omit sending the
key exchange token 506 until after the user 113 or M2M
service provider 115 for module 101 has been successfully
authenticated or verified in a step 308b.

In a related embodiment to the embodiment depicted in
FIG. 5c, for case (B) with key exchange token 506, a
separate message 508, to communicate or transfer the key
exchange token 506 between the MNO 104 and module 101
after a step 504, can optionally be omitted, since both sides
(MNO 104 and module 101) could record the key exchange
token 506 before a step 505 by a module 101 with an eUICC
107 below. For case (B), the MNO 104 could send a signal
in a message 508 to the module 101 that the authentication
step 308b of a user 113 or an M2M service provider 115 has
been successfully completed, and thus module 101 could
proceed with an eUICC key exchange algorithm 505 using
the recorded key exchange token 506.

For case (C) with key exchange token 506, the eUICC 107
could derive or determine the key exchange token 506 and
subsequently send the key exchange token 506 to the MNO
in a message 508. In this case (C), the MNO 104 could
receive the key exchange token 506 (i) before processing the
MNO key exchange algorithm 504, and (ii) using the
connection with the module 101 from the first authentication
304. For case (C), the MNO 104 can require the successful
completion of an authentication step 308b for a user 113 or

M2M service provider 115 before accepting the key
exchange token 506 from the module 101.

In another exemplary embodiment, step 504 and step 505
can use different values for the key exchange token 506, and
both MNO 104 and module 101 can send the tokens 506 in
a message 508 to the other node. In exemplary embodi-
ments, a message 508 comprising the key exchange token
506 can be transferred through the IP network 111, where
access to the IP network 111 can be enabled by the first
authentication 304 with the first key K 203. Other possibili-
ties exist as well for the transfer of a key exchange token 506
between a MNO 104 and a module 101 with an eUICC 107
for conducting a key exchange without departing from the
scope of the present invention.

As depicted in FIG. 5c, a module 101 with an eUICC 107
can conduct an eUICC key exchange algorithm 505 in order
to determine or read a second key K 204. As depicted and
described for an eUICC key exchange algorithm 505 in FIG.
5b above, the module 101 can input an MNO public key 502,
an eUICC private key 215, and the key exchange token 506
into a key derivation algorithm 503 in order to output the
second key K 204. Note that the number, value, or sequence
of bits for the second key K 204 determined by a MNO 104
in a step 504 can be equal to the number, value, or sequence
of bits for the second key K 204 determined by a module 101
with an eUICC 107 in a step 505. The mutual derivation of
the second key K 204 by a MNO 104 in a step 504 and a
module 101 in a step 505 can be different and superior to
conventional technology for either (i) a physical UICC or
(ii) an eUICC, since the second key K 204 does not need to
be transferred in either physical or electronic form, where
the electronic form could include encrypting the second key
K 204 into a ciphertext. Supporting the derivation of a
second key K 204 as depicted and described herein can be
superior to the electronic or physical distribution of a key K,
since a different second key K 204 can be utilized by
repeating steps 504 and 505 a second time, such as with a
different key exchange token 506. In this manner, the second
key K 204 associated with the second network module
identity 209 could be rotated or changed periodically,
thereby increasing the security of a system 500 compared to
the use of a static, non-changing second key K 204 for the
lifetime of a module 101 with a profile 107d.

After a step 505 in FIG. 5c, the subsequent steps and
messages for communication between the module 101 and
the MNO 104 can be the same or equivalent to those in FIG.
3 after a step 207. In other words, the second key K 204 as
used by a module 101 and/or eUICC 107 for embodiments
in a FIG. 5c can be equivalent or similar to the processing
and recording steps depicted and described in FIG. 3, upon
module 101 with an eUICC 107 reading the second key K
204 in a step 207 in FIG. 3. In a system 500, the module 101
or eUICC 107 could record the second key K 204 in a
protected, nonvolatile memory as described in a step 207 of
FIG. 3. Other possibilities exist as well without departing
from the scope of the present invention for the location or
techniques of storing the second key K 204 resulting from a
step 505.

As depicted and described in connection with FIG. 6
below, the module 101 could record the second key K 204
in a volatile memory (and not storing the second key K 204
in nonvolatile memory), including potentially only within a
register or cache memory of CPU 101b. In this manner, the
security of the derived second key K 204 can be enhanced,
since upon or after power off of a module 101, a third party
could not probe or read nonvolatile memory looking for the
second key K 204. Since a volatile memory could be flushed
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upon loss of power or other circumstances, a MNO 104 and
module 101 could repeat the steps 504 and 505, respectively,
including the transfer of a key exchange token 506, a
subsequent time when a module 101 needs to process or
derive a new, subsequent second key K 504. In other words,
a module 101 can conduct a step 505 with a different key
exchange token 506 at a later time after the first instance of
a step 505 in order to derive a different, subsequent second
key K 204.

After deriving the second key K 204 in a step 505 in FIG.
5c, the module 101 with the eUICC 107 can authenticate
with the MNO 104 using the wireless network 102, the
second network module identity 209, the second key K 204.
The module 101 could conduct a second authentication 310
with the mobile network operator using the second key K
204, as depicted in FIG. 5c, which is also equivalent to the
second authentication 310 depicted in FIG. 3 above. Note
that the module 101 could detach or disconnect from the
wireless network 102 (i) after a sending/receiving a message
508 with key exchange token 506 and (ii) before sending the
exemplary second attach message 303 with the second
network module identity 209.

The eUICC 107 within module 101 could use (i) the
second key K 204 from a step 505, and (ii) a second RAND
118 value from the MNO 104 to calculate a second RES 119
value in a step 311. The eUICC 107 can send the second
RES 119 to the network application 101x, and the module
101 can send the second RES 119 to the mobile network
operator 104 through the wireless network 102. The MNO
104 could compete the second authentication in a step 312
by verifying the second RES 119 is correct using (i) the
second key K 204 derived by the MNO 104 in a step 504
above, and (ii) the second RAND 118 value sent to the
module 101. Upon successful authentication using the sec-
ond key K 204, as depicted and described in connection with
FIG. 3, the module 101 and MNO 104 could take subsequent
steps after a step 312 for the module 101 to have access to
the IP network 111 and also the public Internet.

In another embodiment contemplated in FIG. 5c, the
mobile network operator 104 can send the second key K 204
to the module 101 using the wireless network 102 in a
message 508. In other words, the exemplary token 506 in
FIG. 5c could comprise the second key K 204, as opposed
to an exemplary key exchange token 506. In this embodi-
ment, the use of a key derivation algorithm 503 in a step 504
could use input of a random number from random number
generator 128 into the key derivation algorithm 503 (instead
of PKI keys), and the output could be the second key K 204.
Or, the key derivation algorithm 503 in a step 504 could
simply assign a random number to the second key K 204.
After a step 308b and step 504, the mobile network operator
104 could send the second key K 204 in a message 508. The
second key K 204 in a message 508 could be encrypted
using a key ciphering algorithm 216. The message 508 with
the second key K 204 as the token 506 could be received by
the module 101 and decrypted using a key deciphering
algorithm 217. In another embodiment, the token 506
received by a module 101 could comprise (i) the second key
K 204 as plaintext at the application layer, but (ii) ciphered
at the data-link layer using the first RAND value from a step
304 and the first key K 203. Other possibilities exist as well
for a token 506 to comprise a second key K 204 without
departing from the scope of the present invention.

The order of many of the steps and messages depicted
within a system 500 could be changed without departing
from the scope of the present invention. For example, a step
504 could also be conducted concurrently with a step 302b

(instead of with a step 308b), such that a mobile network

operator 104 could calculate a second key K 204 using a

MNO key exchange algorithm 504 at the same time when

MNO 104 sends the first network module identity 202 and

first key K 203 to the eUICC subscription manager 109.

After receiving (i) an eUICC identity 107a from an eUICC

subscription manager 109 and (ii) and an eUICC public key

214 in a step 302b, the mobile network operator 104 can

process a MNO key exchange algorithm 504 in order to

calculate or process a second key K 204.

In an exemplary embodiment, a mobile network operator

104 could receive a list of eUICC public keys 214 and

eUICC identities 107a from an M2M service provider 115

before eUICC subscription manager 109 receives the eUICC

identity 107a in a step 205. The MNO 104 could use the data

received from a M2M service provider 115 (including a list

of eUICC identities 107a and eUICC public keys 214) in

order to derive the second key K 204 using a MNO key

derivation algorithm 504 and the key exchange token 506.

The MNO 104 could send the key exchange token 506 to an

eUICC subscription manger 109 before the eUICC subscrip-
tion manager 109 participates in a step 205 as illustrated in
FIG. 5c, and the eUICC subscription manager 109 could
include the key exchange token 506 with the eUICC profile
107c, such that module 101 could receive the key exchange
token 506 in the eUICC profile 107c.

In this embodiment (which can also comprise a case (B)
for the transfer of key exchange token 506 for a message 508
as described above), a module 101 using an eUICC 107 with
profile 107d and key exchange token 506 could potentially
derive the second key K 204 before a step 308b, but in
preferred embodiments the mobile network operator 104
does not allow the use of the second key K 204 until after
an authentication step 308b of a user 113 or M2M service
provider 115. In another embodiment, the values for the first
network module identity 202 and the second network mod-
ule identity 209 could be the same or equal, such that the
module 101 uses the same network module identity for both
first authentication 304 and a second authentication 310. In
this case, the MNO 104 can support a change in key K used
with the first network module identity 202 from the first key
K 203 to the second key K 204. The first key K 203 can be
included in a profile 107d, but the second key K 204 can be
derived by an MNO 104 using a step 504 and a module 101
using a step 505. Other possibilities exist as well for a MNO
104 and a module 101 to mutually derive a second key K 204
for use with an eUICC 107 without departing from the scope
of the present invention.

FIG. 6
FIG. 6 is a flow chart illustrating exemplary steps for a

module to use an eUICC and authenticate with a wireless
network, in accordance with exemplary embodiments. An
exemplary system 500 depicted and described in connection
with FIG. 5c can also support the repeated derivation of a
second key K 204 for a MNO 104 and module 101 with an
eUICC 107. The use and support for different second keys
K 204 over time can increase security, since the second key
K 204 can be securely and periodically rotated, thereby
enhancing the security and efficiency of a system 500,
compared to either (i) physically changing a UICC each time
a new key K is desired, or (ii) querying, downloading, and
selecting a new profile 107c or profile 107d each time the
use of a different key K is desired (including steps to
communicate and record a second key K 204 in the profile
107d). In other words, the use of multiple second keys K 204
over time can be accomplished for the same profile 107d.
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A step 403 in FIG. 6 can comprise a module 101 with an
eUICC 107 conducting the substeps for a step 403 as
depicted and described in connection with FIG. 4. In a step
403, a module 101 could connect with a first wireless
network 102, receive an eUICC profile 107c, decrypt the
profile 107c using an eUICC profile key 107b, activate the
profile 107d, and authenticate with a second wireless net-
work 102 using a first key K 203 from the profile 107d. As
noted above, other possibilities exist as well for a module
101 to record an eUICC profile 107d, such as the loading of
a profile 107d by a manufacturer, without departing from the
scope of the present invention.

After successful authentication of the module 101 at the
conclusion of a substep 304 in a step 403, a user 113
associated with the module 101 could conduct an authenti-
cation step 308b with the mobile network operator 104. A
step 308b can be useful for a mobile network operator 104
to authenticate or securely associate (i) a module 101 with
(ii) a legal entity contractually responsible for the services
used by a module 101. The use of a step 308b is also
described in FIG. 3. Note that module 101 could be asso-
ciated with an M2M service provider 115 instead of a mobile
phone subscriber such as an individual, and in this case the
M2M service provider 115 could take steps before a step
308b in order to inform or confirm with MNO 104 that
module 101 with an identity such as module identity 110 or
the first network module identity 202 belongs to or is
associated with the M2M service provider 115.

In other words, a MNO 104 may not have control over the
distribution or recipient of a profile 107c from an eUICC
subscription manager 109 in a step 403, and a user authen-
tication in a step 308b allows a MNO 104 to confirm, verify,
or establish a contractual relationship with a user 113.
Business contracts and procedures for an MNO 104 to
provide service to a module 101 with an eUICC 107 with
profile 107d could require that a user 113 successfully
completes an authentication step 308b (with example steps
described in FIG. 3 above), before the MNO 104 provides
service such as voice calls or access to the public Internet.
The second factor in a step 308b can be data communicated
between the MNO 104 and the user 113 to confirm an
identity of the user 113. Examples of data for the second
factor in a step 308b are described in connection with a step
308b in FIG. 3. The first factor contemplated in a system 300
or system 500 can be the successful receipt of a RES 119
value in a first authentication 304. Upon conclusion of the
step 308b the MNO 104 could securely determine and
record that a module 101 with the first network module
identity 202 and/or the second network module identity 209
from the profile 107d is associated with an authenticated
user 113.

The module 101 could then perform a step 508 in order
access a key exchange token 506. As described for a key
exchange token 506 in FIG. 5c, the module 101 could
receive the token 506 in a step 508 (case A), or the module
101 could send the token 506 in a step 508 (case B). Step
508 can comprise sending or receiving the message 508
from FIG. 5c. The key exchange token 506 could comprise
a key exchange token 506 as depicted and described in
connection with FIG. 5b. Or, as described for a message 508
in FIG. 5c, the key exchange token 506 could comprise the
second key K 204, such as the second key K 204 encrypted
by MNO 104 with a key ciphering algorithm 216 and
decrypted by the module 101 with the eUICC 107 using a
key deciphering algorithm 217. The key exchange token 506
at a step 508 could comprise parameters for a key derivation
algorithm 503, such as a base point G if elliptic curve

cryptography PKI keys are used with MNO public key 502,
MNO private key 501, eUICC public key 214, and eUICC
private key 215.

In another exemplary embodiment, key exchange token
506 with a Diffie Hellman key exchange for a key derivation
algorithm 503 could comprise a multiplicative group of
integers modulo p, where p is prime and g is primitive root
mod p. Other possibilities for a key exchange token 506 in
a message 508 exist as well without departing from the
scope of the present invention, including the use of multiple
values and numbers for a key exchange token 506. The key
exchange token 506 transfer between MNO 104 and module
101 in a step 508 can use the second wireless network after
the module 101 authenticates with the first key K 203, and
thus the data-link layer for transfer of the key exchange
token 506 could be ciphered using the first key K 203 (where
a cipher key for the data-link layer is derived from the first
key K 203 and a RAND 118 from a first authentication 304).

A module 101 with an eUICC 107 could then perform a
step 505, which could comprise an eUICC key exchange
algorithm 505 as depicted in FIG. 5c using (i) the token 506
from a message 508 above, and (ii) the eUICC private key
215 and MNO public key 502. The output from an eUICC
key exchange algorithm 505 can comprise the second key K
204. In an exemplary embodiment, the second key K 204
output from the eUICC key exchange algorithm 505 is
recorded within a memory of module 101 on a temporary
basis. After obtaining and reading the second key K 204
from a step 505, the module 101 can conduct a second
authentication 310 with the MNO 104 using the second key
K 204. The second key K 204 can be associated with a
second network module identity 209, which could be
recorded in the profile 107c and profile 107d for the eUICC
107 from a step 403 above. Exemplary details and steps for
a second authentication 310 using the second key K 204 are
depicted and described in connection with FIG. 3 and FIG.
5c above.

After the conclusion of the second authentication 310, the
module 101 could have access to the public Internet through
the IP network 111 of the wireless network 102. After a step
310 and before a subsequent step 601 below, the module 101
could continue using the second key K 204 with the second
network identity 209 in many additional repeated steps 310,
such that module 101 could use the second key K 204 for an
exemplary period of time such as several days or several
months, and other possibilities exist as well for the contin-
ued use of a second key K 204 after a step 310 and before
a step 601 in FIG. 6. For example, a module 101 could repeat
a step 311 in a second authentication 310 multiple times with
the same wireless network 102 using the same number of
value for the second key K 204 during a period of time
before a step 601.

At a step 601 in FIG. 6, a module 101 or a MNO 104
could determine if the use of a new second key K 204 is
required or preferred. There could be several reasons that a
different second key K 204 may be periodically preferred.
Exemplary reasons include (i) the second key K 204 may
only be temporarily stored within a volatile memory in CPU
101b, such that a power cycle of module 101 or CPU 101b
could flush the volatile memory, and in this case module 101
and MNO 104 may need to derive a new second key K 204,
(ii) ownership of module 101 may change, and business or
legal contracts could stipulate that a previous second key K
204 with the prior owner of module 101 may no longer be
valid and thus a new second key K 204 may be required, (iii)
a MNO 104 and a module 101 or M2M service provider 102
may prefer to periodically rotate the second key K 204 in
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order to increase security of a system 500. For example, a
module 101 may have a planned lifetime of more than a
decade, and given the speed of change for mobile network-
ing technology, a module 101 may prefer to support the
change in a second key K 204 for accessing a wireless
network 102 without downloading and installing a new,
different profile 107d. Other possibilities exists as well for
exemplary reasons why a module 101 and/or a MNO 104
could determine that the use of a new, second key K 204 is
preferred or required in a step 601 without departing from
the scope of the present invention. If a module 101 or MNO
104 determine a value of “no” for a step 601, then the
module 101 could continue periodically performing
repeated second authentication 310 steps using the same
second key K 204, as illustrated in FIG. 6.

As depicted in FIG. 6, upon determination of a value of
“yes” for a step 601, a module 101 could return to a step 508
and receive another key exchange token 506. As depicted in
FIG. 6, the module 101 could use a first authentication 304,
which could comprise an authentication with the first key K
203. A return to the first authentication 304 with the first key
K 203 could be omitted in some embodiments, and thus the
box for 304 depicted in FIG. 6 is a dashed line.

In this embodiment where module 101 or MNO 104
determine or evaluates that a new second key K 204 is
preferred at a step 601, the module 101 could return to a step
508 by attaching with the wireless network 102 again using
the first network module identity 202 and the first key K 203.
For example, if the second key K 204 is not available (such
as being flushed from being stored only in a volatile
memory, a potential error condition such as a reset of
module 101, or the second key K 204 is no longer preferred
to be used), then the module 101 with the eUICC 107 could
use data recorded in the profile 107d to reconnect with the
wireless network 102. For example, the first key K 203 and
the first network identity 202 may be recorded in generally
accessible nonvolatile memory, such as, but not limited to,
a flash memory 101w within module 101 and subsequently
the first key K 203 and the first network identity 202 could
be used in a step 304 before a return to a step 508. Or, the
module 101 and MNO 104 could continue to use the
previous second key K 204 (if available) for a communica-
tions link to transfer the key exchange token 506, and thus
the use of a step 304 with the first key K 203 is optional.

Upon return to a step 508 module 101 and MNO 104
could transfer a key exchange token 506 as described in a
step 508 in FIG. 6 above. Upon return to a step 508, the
module 101 and MNO 104 could transfer a key exchange
token 506 that has a different value or number from a key
exchange token 506 transferred earlier (in order to support
the derivation of a different second key K 204 than from a
previous iteration). Using the new, different value for the key
exchange token 506, the module 101 with the eUICC 107
could derive a new, different second key K 203. In this
manner and by using the steps illustrated in FIG. 6, a second
key K 204 could operate as a key K for “temporary use”, and
a different second key K 204 for use in a subsequent
authentication 310 could be obtained by a repeated use of a
step 505 with a new, different key exchange token 506 for
module 101 connecting with the same wireless network 102.

The module 101 and MNO 104 could continue to use the
same network module identity (such as a second network
module identity 209) upon a return to steps 508 through 310,
or the MNO 104 could also send the module 101 a new,
different network module identity in a message 508 upon a
return to steps 508 through 310. A MNO 104 and a module
101 can repeat the use the steps 508 through 601 depicted

and described in this FIG. 6 in order to derive a series over

time of second keys K 204 for the module 101 with the

eUICC 107. Each member of the series (comprising a

different second key K 204) could be associated with the

second network module identity 209, and the second net-

work module identity 209 could remain constant or can also

change to different numbers or values for use in a step 310.

Supporting a change in the second key K 204 can both

increase the flexibility and security of a system 500 and

related systems for a user and a mobile network operator

104.

CONCLUSION

Various exemplary embodiments have been described

above. Those skilled in the art will understand, however, that

changes and modifications may be made to those examples

without departing from the scope of the claims.

What is claimed is:

1. A mobile device for communicating with a wireless
network, the mobile device comprising:

a first memory configured to store an embedded universal
integrated circuit card (eUICC) identity;

a random number generator operably connected to a
processor connected to a second memory configured to
generate a random number for an eUICC private key
corresponding to an eUICC public key;

a radio including one or more transmit antennas and one
or more receiving antennas configured to:
a. transmit, to a subscription manager, the eUICC

identity and the eUICC public key; and
b. receive, from the subscription manager, i) an eUICC

profile comprising network parameters, a key K, and
a subscriber identity and ii) a symmetric key; and

an eUICC associated with the eUICC identity and con-
figured to:
a. derive a profile key using an elliptic curve Diffie

Hellman (ECDH) key exchange with the eUICC
private key and a subscription manager public key;

b. decrypt a first portion of the eUICC profile using the
profile key;

c. receive the symmetric key from a network applica-
tion operating in the mobile device;

d. decrypt a second portion of the eUICC profile using
the symmetric key, the second portion comprising
the key K and the subscriber identity, wherein the
first portion and the second portion are distinct; and

e. generate a response value for authentication of the
mobile device with the wireless network using the
key K.

2. The mobile device of claim 1, wherein the eUICC is
further configured to receive a profile identity for the eUICC
profile as a plaintext.

3. The mobile device of claim 1, wherein the eUICC
operates within a universal integrated circuit card within the
mobile device.

4. The mobile device of claim 1, wherein the random
number generator is configured to generate the random
number in response to input from at least one of a clock and
a sensor.

5. The mobile device of claim 1, wherein the random
number generator is configured to generate the random
number from a seed value, wherein the seed value comprises
data from at least one of a sensor, the radio, a bus, a clock,
a physical interface, the memory, and an operating system.
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6. The mobile device of claim 1, wherein the network
application is configured to communicate with i) the wire-
less network and ii) the eUICC in the mobile device using
a system bus.

7. The mobile device of claim 1, wherein the eUICC
comprises computer executable instructions for a processor
in the mobile device, and wherein the computer executable
instructions are stored within the memory.

8. The mobile device of claim 1, wherein the eUICC
comprises a package soldered onto a circuit board of the
mobile device.

9. The mobile device of claim 1, further comprising a user
interface configured to receive user identification informa-
tion before the mobile device receives the symmetric key.

10. The mobile device of claim 1, wherein the first portion
of the eUICC profile includes the network parameters, the
network parameters comprising a list of numbers associated
with a mobile network operator.

11. The mobile device of claim 1, wherein the network
parameters comprise a mobile country code (MCC) and a
mobile network code (MNC) associated with the wireless
network.

12. The mobile device of claim 1, wherein the radio is
further configured to receive, from the subscription man-
ager, the eUICC profile using transport layer security.

13. The mobile device of claim 1, wherein the subscriber
identity comprises an International Mobile Subscriber Iden-
tity (IMSI).

14. The mobile device of claim 1, wherein the radio is
further configured to receive, from the subscription man-
ager, a ciphertext for the symmetric key, wherein the mobile
device is configured to decrypt the ciphertext using at least
the eUICC private key.

15. The mobile device of claim 1, wherein the mobile
device further comprises at least one of a wireless handset,
a cellular phone, a smartphone, a tablet computer, a laptop,
a tracking device, and a circuit board with the radio.

16. The mobile device of claim 1, wherein the second
memory is the same memory as the first memory.

17. The mobile device of claim 1, wherein the one or more
receiving antennas are the one or more transmit antennas.

∗ ∗ ∗ ∗ ∗
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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AMSTER, ROTHSTEIN & EBENSTEIN LLP 
405 LEXINGTON A VENUE 
FLOOR48 
NEW YORK, NY 10174 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

63121/0212 1808 

EXAMINER 

HO,DAOQ 

ART UNIT PAPER NUMBER 

2432 

DATE MAILED: 10/18/2023 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
17/547,990 
Examiner 
DAOQ HO 

Applicant(s) 
Nix, John A. 
Art Unit I AIA (FITF) Status 
2432 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 9/27/2023. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-17 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 5. D Examiner's Amendment/Comment 

2.0 Information Disclosure Statements (PTO/SB/08), 6. ~ Examiner's Statement of Reasons for Allowance 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20231012 
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Application/Control Number: 17 /54 7,990 
Art Unit: 2432 

Notice of Pre-AJA or AJA Status 

Page2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

DETAILED ACTION 

Response to Amendment 

This is a reply to the application filed on 9/27/2023, in which, claim(s) 1-17 is/are 

pending. 

Claim(s) 16-17 is/are newly added. 

Claim Rejections - 35 U .S.C. § 112: 

Applicants' arguments with respect to 112 2nd paragraph with rejection of claim(s) 1-15 

has been fully considered and are persuasive. The rejection has been withdrawn in view of the 

amendment to claim. 

Allowable Subject Matter 

Claims 1-17 are allowed. 

The following is an examiner's statement of reasons for allowance: 

Independent Claim(s) and their respective dependent claims are allowable over prior 

arts since the prior arts taken individually or in combination fails to particular discloses, fairly 

suggest or render obvious the following italic limitations: 
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In regards to claim(s) 1, the prior art ofrecord (Park (Pub./Pat. No.: US 20140237101 

Al; hereinafter Primary Reference) in view Lee et al. (Pub./Pat. No.: US 20150087269 Al; 

Secondary Reference)) does not disclose: 

"receive, from the subscription manager, i) an eUICC profile comprising network 

parameters, a key K, and a subscriber identity and ii) a symmetric key ... 

decrypt a first portion of the eUICC profile using the profile key ... 

decrypt a second portion of the eUICC profile using the symmetric key, the second 

portion comprising the key Kand the subscriber identity .... " in combination with other 

limitations recited as specified in the independent claim(s). Rather, the primary reference 

discloses a method for managing a profile in an embedded UICC, and more particularly, to a 

method for managing a profile in an embedded UICC that enables management information on 

the profile provided within the embedded UICC to play an essential role for providing 

communication and additional services, to be provided to a device existing outside the embedded 

UICC. The present invention also relates to an embedded UICC and to a device provided with 

the embedded UICC for the method. Similarly, the secondary reference discloses a method of 

providing mobile communication provider information and a device for performing the same are 

disclosed. A terminal having an embedded universal integrated circuit card ( eUICC) receives 

data in which the mobile communication provider information is encapsulated and stores the 

received data in the eUICC. Therefore, the mobile communication provider information may be 

transferred using the highest security scheme, and duplication of the eUICC due to the exposure 

of an authentication key by an external hacking attack may be prevented. Accordingly, the 

claims are allowed. 

Petitioner Samsung Ex-1004, 0077



Application/Control Number: 17 /54 7,990 
Art Unit: 2432 

Page4 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to DAO Q HO whose telephone number is (571)270-5998. The 

examiner can normally be reached on 7:00am - 5:00pm. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Jeffrey Nickerson can be reached on (469) 295-9235. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

Petitioner Samsung Ex-1004, 0078



Application/Control Number: 17 /54 7,990 
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like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IDAOQHO/ 
Primary Examiner, Art Unit 2432 

Petitioner Samsung Ex-1004, 0079



Application/Control No. Applicant(s)/Patent Under Reexamination 

Index of Claims 17/547,990 Nix, John A. 

Examiner Art Unit 

DAOQHO 2432 

✓ Rejected Cancelled N Non-Elected A Appeal 

-- Allowed Restricted I Interference 0 Objected 

CLAIMS 

~ Claims renumbered in the same order as presented by applicant D CPA 0 T.D. 0 R.1.47 

CLAIM DATE 
Final Original 03/23/2023 10/12/2023 

1 ✓ = 
2 ✓ = 
3 ✓ = 
4 ✓ = 
5 ✓ = 
6 ✓ = 
7 ✓ = 
8 ✓ = 
9 ✓ = 
10 ✓ = 
11 ✓ = 
12 ✓ = 
13 ✓ = 
14 ✓ = 
15 ✓ = 
16 = 
17 = 

U.S. Patent and Trademark Office Part of Paper No.: 20231012 

Page 1 of 1 

Petitioner Samsung Ex-1004, 0080



Issue Classification 

CPC 

Symbol 

H04L 63 

H04L 9 

H04L 63 

H04L 9 

H04L 9 

H04W 4 

H04W 12 

H04L 63 

H04W 12 

H048 

H04L 63 

H04L 63 

H04L 63 

CPC Combination Sets 

Symbol 

Application/Control No. 

17/547,990 

Examiner 

DAOQHO 

08 

0869 

0428 

0819 

3271 

70 

35 

062 

06 

3816 

0435 

06 

101 

I l I I l I 

NONE 

(Assistant Examiner) 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Page 1 of 3 

Applicant(s)/Patent Under Reexamination 

Nix, John A. 

Art Unit 

2432 

Type Version 

F 

Type Set Ranking Version 

Total Claims Allowed: 

(Date) 17 

12 October 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 1f 

Part of Paper No.: 20231012 

Petitioner Samsung Ex-1004, 0081



Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04L 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

17/547,990 

Examiner 

DAOQHO 

I rnJl 29 

Applicant(s)/Patent Under Reexamination 

Nix, John A. 

Art Unit 

2432 

I rn I 06 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Allowed: 

(Date) 17 

12 October 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 1f 

Part of Paper No.: 20231012 

Page 2 of 3 

Petitioner Samsung Ex-1004, 0082



Issue Classification 
Application/Control No. 

17/547,990 

Examiner 

DAOQHO 

Applicant(s)/Patent Under Reexamination 

Nix, John A. 

Art Unit 

2432 

~ Claims renumbered in the same order as presented by applicant □ CPA □ T.D. □ R.1.47 
CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 10 
2 11 
3 12 
4 13 
5 14 
6 15 
7 16 
8 17 
9 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 17 

/DAO Q HO/ 12 October 2023 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2432 

(Primary Examiner) (Date) 1 1f 

U.S. Patent and Trademark Office Part of Paper No.: 20231012 

Page 3 of 3 

Petitioner Samsung Ex-1004, 0083



Search Notes 

CPC - Searched* 

Symbol 

Application/Control No. 

17/547,990 

Examiner 

DAOQHO 

H04W12/35 OR H04W12/06 OR H04L63/0853 OR H04L63/08 

update 

CPC Combination Sets - Searched* 

Symbol 

US Classification - Searched* 

Class Subclass 

Applicant(s)/Patent Under Reexamination 

Nix, John A. 

Art Unit 

2432 

Date Examiner 

03/23/2023 dh 

10/12/2023 dh 

Date Examiner 

Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

Search Notes 

Search Notes Date Examiner 

see attached SEARCH history 03/23/2023 dh 

inventor and assignee in SEARCH 03/23/2023 dh 

NPL: validating mobile device with eUICC 03/23/2023 dh 

CPC searches with delimiter 03/23/2023 dh 

update 10/12/2023 dh 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 

U.S. Patent and Trademark Office 
Page 1 of 2 

Part of Paper No.: 20231012 

Petitioner Samsung Ex-1004, 0084



Search Notes 
Application/Control No. 

17/547,990 

Examiner 

DAOQHO 

Interference Search 

US Class/CPC 
US Subclass/CPC Group 

Symbol 

general interference and searches of claim ( 
PGPUB, USPAT) 

update 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 

U.S. Patent and Trademark Office 
Page 2 of 2 

Applicant(s)/Patent Under Reexamination 

Nix, John A. 

Art Unit 

2432 

Date Examiner 

03/23/2023 dh 

10/12/2023 dh 

Part of Paper No.: 20231012 

Petitioner Samsung Ex-1004, 0085



PE2E SEARCH - Search History {Prior Art) 

Ref# Hits 

L2 76 

L3 172 

L4 268 

LS 1656 

L6 60 

L7 791 

L8 42 

L10 42 

L11 198 

L12 171 

L13 240 

10/12/2023 05:30:42 PM 
VVorkspace: 17547990 

$earch Query DBs 

((("NETWORK-1 ") (US-PG PUB; USPAT; 
near3 USOCR) 
("TECHNOLOGIES") 
near3 
("INC"))).AS,AANM. 

((("NIX") near3 (US-PGPUB; USPAT; 
("John"))).INV. USOCR; EPO; JPO; 

DERWENT) 

23 (US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(eUICC WITH profile) (US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

4ANDS (US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(mobile WITH eU ICC (US-PGPUB; USPAT; 
WITH profile) USOCR; EPO; JPO; 

DERWENT) 

4AND7 (US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

8 AND ( (H04W12/35 (US-PGPUB; USPAT; 
OR H04W12/06 OR USOCR; EPO; JPO; 
H04L63/0853 OR DERWENT) 
H04L63/08).cpc.) 

((authenticat$4 (US-PGPUB; USPAT; 
validat$6) WITH mobile USOCR; EPO; JPO; 
WITH eUICC WITH DERWENT) 
profile) 

11 AND ( (H04W12/35 (US-PGPUB; USPAT; 
OR H04W12/06 OR USOCR; EPO; JPO; 
H04L63/0853 OR DERWENT) 
H04L63/08).cpc.) 

("10169587" OR (US-PGPUB; USPAT) 
"10621352" OR 
"20010029581" OR 
"20020018569" OR 
"20030003895" OR 
"20030211842" OR 
"200401624 72" OR 
"20040179684" OR 
"20040221163" OR 
"20050008159" OR 
"20050021875" OR 
"20050050323" OR 
"20050058294" OR 
"20050120202" OR 
"20050138353" OR 

Default Plurals 
Pperator 
OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

British Time Stamp 
Equivalents 
ON 

ON 

ON 

ON 

ON 

ON 

ON 

ON 

ON 

ON 

ON 

2023/03/23 
09:25 AM 

2023/03/23 
09:25 AM 

2023/03/23 
09:25 AM 

2023/03/23 
09:33 AM 

2023/03/23 
09:33 AM 

2023/03/23 
09:33 AM 

2023/03/23 
09:33 AM 

2023/03/23 
09:36 AM 

2023/03/23 
10:03 AM 

2023/03/23 
10:03 AM 

2023/03/23 
10:11 AM 

Page 1 of 7 
DH 

Petitioner Samsung Ex-1004, 0086



10/12/2023 05:30:42 PM 
VVorkspace: 17547990 

"20050193199" OR 
"20050246282" OR 
"20050278787" OR 
"20060021063" OR 
"20060056355" OR 
"20060059344" OR 
"20060095771" OR 
"20060129848" OR 
"2006020671 O" OR 
"20060281442" OR 
"20070101400" OR 
"20070158439" OR 
"20070206799" OR 
"20080016230" OR 
"20080022089" OR 
"20080031204" OR 
"20080044032" OR 
"20080107083" OR 
"20080114978" OR 
"20080130879" OR 
"20080165698" OR 
"20080307218" OR 
"20090028341" OR 
"2009004111 O" OR 
"20090060197" OR 
"20090077643" OR 
"20090113203" OR 
"20090116642" OR 
"20090125996" OR 
"20090132806" OR 
"20090183541" OR 
"20090191857'' OR 
"20090209232" OR 
"20090217348" OR 
"20090268909" OR 
"2009027 4306" OR 
"20090282246" OR 
"200903134 72" OR 
"20100031042" OR 
"20100062808" OR 
"20100093347" OR 
"20100098253" OR 
"20100166167" OR 
"20100195833" OR 
"20100199334" OR 
"20100223461" OR 
"20100275028" OR 
"20110016321" OR 
"20110035584" OR 
"20110035604" OR 
"20110055553" OR 
"20110158411" OR 
"20110167272" OR 
"20110213959" OR 
"20110237281" OR 
"20110268022" OR 
"20110269422" OR 
"20110269461" OR 

Page2of 7 
DH 

Petitioner Samsung Ex-1004, 0087



10/12/2023 05:30:42 PM 
VVorkspace: 17547990 

"201102694 72" OR 
"20110270747" OR 
"20110291803" OR 
"20110314287" OR 
"20120011360" OR 
"20120011362" OR 
"20120023336" OR 
"20120030461" OR 
"20120033613" OR 
"20120072732" OR 
"20120084568" OR 
"20120087493" OR 
"20120089568" OR 
"20120108205" OR 
"20120117635" OR 
"20120159153" OR 
"20120170451" OR 
"20120190354" OR 
"20120214444" OR 
"20120260086" OR 
"20120260090" OR 
"20120260095" OR 
"20120263298" OR 
"20120278490" OR 
"20120300932" OR 
"20120331292" OR 
"20120331298" OR 
"20130007442" OR 
"20130012168" OR 
"20130028184" OR 
"20130091556" OR 
"20130114810" OR 
"20130117824" OR 
"20130122864" OR 
"20130149996" OR 
"20130157673" OR 
"20130165073" OR 
"20130165075" OR 
"20130166915" OR 
"20130173747" OR 
"20130173926" OR 
"20130179962" OR 
"20130182586" OR 
"20130183932" OR 
"20130212637" OR 
"20130227646" OR 
"20130231087'' OR 
"20130283047" OR 
"20130294602" OR 
"20130305345" OR 
"20130322621" OR 
"20130331063" OR 
"20130340040" OR 
"20130344864" OR 
"20140003604" OR 
"20140040628" OR 
"20140049653" OR 
"20140053241" OR 
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"20140073375" OR 
"20140082358" OR 
"20140082359" OR 
"20140082538" OR 
"20140082539" OR 
"20140087790" OR 
"20140101444" OR 
"20140108801" OR 
"20140115335" OR 
"2014012087 4" OR 
"20140122878" OR 
"20140140507" OR 
"20140140509" OR 
"20140143534" OR 
"20140143826" OR 
"20140161113" OR 
"20140165155" OR 
"20140192976" OR 
"20140219447" OR 
"20140219448" OR 
"2014023521 O" OR 
"20140237101" OR 
"20140244994" OR 
"20140273913" OR 
"20140281483" OR 
"20140287725" OR 
"20140308991" OR 
"20140329502" OR 
"20140337937" OR 
"20140351403" OR 
"20140357229" OR 
"201500127 43" OR 
"2015001791 O" OR 
"20150071139" OR 
"20150089214" OR 
"20150092590" OR 
"20150095514" OR 
"20150095648" OR 
"20150106616" OR 
"20150113275" OR 
"20150121066" OR 
"20150121495" OR 
"20150143125" OR 
"20150163056" OR 
"20150215126" OR 
"20150222604" OR 
"20150222619" OR 
"20150281964" OR 
"20150350881" OR 
"20160014112" OR 
"20160057725" OR 
"20160088096" OR 
"20160127132" OR 
"20160149903" OR 
"20160294829" OR 
"20170206532" OR 
"20190313246" OR 
"20190332774" OR 
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"20190356482" OR 
"20200162247" OR 
"20200162269" OR 
"20200226258" OR 
"20200280436" OR 
"20210126801" OR 
"20210184842" OR 
"20210194681" OR 
"20210211279" OR 
"20210218560" OR 
"5216715" OR 
"5642420" OR 
"5664017" OR 
"5852665" OR 
"5995625" OR 
"6038322" OR 
"6256733" OR 
"6721886" OR 
"6804357" OR 
"6842628" OR 
"7921292" OR 
"7957532" OR 
"8127142" OR 
"8352739" OR 
"8434139" OR 
"8452017" OR 
"8522013" OR 
"8526606" OR 
"8555067" OR 
"8577337" OR 
"8590028" OR 
"8782774" OR 
"8843179" OR 
"8924715" OR 
"8948386" OR 
"8965366" OR 
"9002018" OR 
"90204 79" OR 
"9253643" OR 
"9270653" OR 
"9332129" OR 
"9408012" OR 
"9572016" OR 
"9596078" OR 
"9628981" OR 
"967 4690" OR 
"9698981" OR 
"9794775" OR 
"9800993" OR 
"9807605" OR 
"9923724").pn. 
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Sir: 

This is in response to the Office Action dated March 27, 2023. A response to the Office 

Action was due June 27, 2023. Applicant submits herewith a petition for a three-month 

extension of time such that the present Amendment is being timely filed. 

Amendments to the claims begin on page 2. 
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Amendments to the Claims 

This listing of claims will replace all prior versions, and listings of claims in the 

application: 

1. (Currently Amended) A mobile device for communicating with a wireless network, 

the mobile device comprising: 

a first memory configured to store an embedded universal integrated circuit card ( eUICC) 

identity; 

a random number generator operably connected to a processor connected to a second 

memory configured to generate a random number for an eUICC private key 

corresponding to an eUICC public key; 

a radio including one or more transmit antennas and one or more receiving antennas 

configured to: 

a. transmit, to a subscription manager, the eUICC identity and the eUICC public 

key;and 

b. receive, from the subscription manager, i) an eUICC profile compnsmg 

network parameters, a key K, and a subscriber identity and ii) a symmetric 

key;and 

an eUICC associated with the eUICC identity and configured to: 

4865-9194-432lv. l 

a. derive a profile key using an elliptic curve Diffie Hellman (ECDH) key 

exchange with the eUICC private key and a subscription manager public 

key; 

b. decrypt a first portion of the eUICC profile using the profile key; 

c. receive the symmetric key from a network application operating in the mobile 

device; 
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d. decrypt a second portion of the eUICC profile using the symmetric key, the 

second portion comprising the key K and the subscriber identity, wherein 

the first portion and the second portion are distinct; and 

e. generate a response value for authentication of the mobile device with the 

wireless network using the key K. 

2. (Original) The mobile device of claim 1, wherein the eUICC is further configured to 

receive a profile identity for the eUICC profile as a plaintext. 

3. (Original) The mobile device of claim 1, wherein the eUICC operates within a 

universal integrated circuit card within the mobile device. 

4. (Original) The mobile device of claim 1, wherein the random number generator is 

configured to generate the random number in response to input from at least one of a clock and a 

sensor. 

5. (Original) The mobile device of claim 1, wherein the random number generator is 

configured to generate the random number from a seed value, wherein the seed value comprises 

data from at least one of a sensor, the radio, a bus, a clock, a physical interface, the memory, and 

an operating system. 

6. (Original) The mobile device of claim 1, wherein the network application is 

configured to communicate with i) the wireless network and ii) the eUICC in the mobile device 

using a system bus. 

3 
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7. (Original) The mobile device of claim 1, wherein the eUICC comprises computer 

executable instructions for a processor in the mobile device, and wherein the computer 

executable instructions are stored within the memory. 

8. (Original) The mobile device of claim 1, wherein the eUICC comprises a package 

soldered onto a circuit board of the mobile device. 

9. (Original) The mobile device of claim 1, further compnsmg a user interface 

configured to receive user identification information before the mobile device receives the 

symmetric key. 

10. (Original) The mobile device of claim 1, wherein the first portion of the eUICC 

profile includes the network parameters, the network parameters comprising a list of numbers 

associated with a mobile network operator. 

11. (Original) The mobile device of claim 1, wherein the network parameters comprise a 

mobile country code (MCC) and a mobile network code (MNC) associated with the wireless 

network. 

12. (Original) The mobile device of claim 1, wherein the radio is further configured to 

receive, from the subscription manager, the eUICC profile using transport layer security. 

13. (Original) The mobile device of claim 1, wherein the subscriber identity comprises 

an International Mobile Subscriber Identity (IMSI). 

14. (Original) The mobile device of claim 1, wherein the radio is further configured to 

receive, from the subscription manager, a ciphertext for the symmetric key, wherein the mobile 

device is configured to decrypt the ciphertext using at least the eUICC private key. 

4 
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15. (Original) The mobile device of claim 1, wherein the mobile device further 

comprises at least one of a wireless handset, a cellular phone, a smartphone, a tablet computer, a 

laptop, a tracking device, and a circuit board with the radio. 

16. (New) The mobile device of claim 1, wherein the second memory is the same 

memory as the first memory. 

17. (New) The mobile device of claim 1, wherein the one or more receiving antennas 

are the one or more transmit antennas. 

5 
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REMARKS 

This is a response to the Office Action dated March 27, 2023. Claims 1-15 were pending 

in the Office Action with claim I in independent form. Applicant has amended claim I herein to 

further clarify the features thereof. New claims 16 and 17 have been added. Claims 1-17 are 

currently pending. 

Applicant appreciates the Examiner's indication that the Information Disclosure 

Statement submitted January 20, 2022 has been considered. 

With respect to the specification, Applicant is unaware of the presence of any errors 

requiring correction. 

Claims 1-15 have been rejected under 35 U.S.C. 112, second paragraph, as allegedly 

being indefinite. Applicant respectfully requests reconsideration and withdrawal of this 

rejection. 

The Examiner contends that the limitations of "a random number generator configured to 

generate ... , a radio configured to ... , an eUICC associated with the eUICC identity and configured 

to ... " invoke 35 U.S.C. 112, sixth paragraph. The Examiner contends that the written description 

only implicitly or inherently sets forth the corresponding structure, material or acts that perform 

the claimed function. Applicant respectfully disagrees. 

Applicant appreciates the courtesy extended to Applicant's undersigned attorney during 

the telephone interview of September 19, 2023. During the interview, the rejection of the claims 

under Section 112 was discussed. 

Applicant's attorney explained that Paragraph [0093] of the published version of the 

present application discusses "a random number generator 128," which is also illustrated in FIG. 

le. The Examiner suggested that claim I be further amended to indicate that generating the 

random number includes use of a processor connected to a memory. Accordingly, Applicant has 

amended claim I in accordance with the Examiner's suggestion. 

Applicant's attorney further noted that the structure and function of a radio was well 

known to those of skill in the art and that Paragraph [0087] of the published version of the 

present application discloses a module 101 that includes "a radio 101 z" and further describes the 

structure and operation thereof. The Examiner contends that not all radios work in the same 

manner and suggested that claim I be amended to specify the use of a transceiver since 

transceivers both transmit and receive. Applicant has amended claim I herein to specify a radio 
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including "one or more transmit antennas and one or more receiving antennas" which is 

consistent with the language used in the specification of the present application. 

With respect to the eUICC, Applicant's undersigned attorney referred to Paragraph 

[0055] of the published version of the present application which was discussed in the Interview 

Agenda submitted prior to the telephone interview. As was noted in the Interview Agenda, 

Paragraph [0055] discusses eUICC 107 and explains that "eUICC 107 can provide the equivalent 

functionality as a physical UICC, where definitions for a physical UICC are included in ETSI TR 

102 216 and ETSI TS 102 221 VI 1.0.0, and other examples for the use of a physical UICC in 

mobile phones and M2M modules exist as well." Paragraph [0055] also explains that the eUICC 

107 in FIG. la may "support exemplary requirements for an eUICC outlined in ETSI TS 103 383 

vl2. l, entitled "Smart Cards; Embedded UICC; Requirements Specification." Paragraph [0055] 

also explains that "[a]n eUICC 107 can include an eUICC identity 107 a, such that an eUICC 

subscription manager 109 can select and identify the eUICC 107 among a plurality of 

eUICCs 107." The application also explains that "[t]he eUICC 107 can also record an eUICC 

profile key 107 b and an eUICC profile 107 d." Additional details regarding the operation of the 

eUICC 107 are also described in FIG. lb, FIG. le, FIG. le, and FIG. If and the accompanying 

disclosure. The Examiner agreed that these portions of the application resolve the issue with 

respect to Section 112 and the eUICC limitation and suggested that Applicant refer to these 

portions of the application in the present response to the Office Action. 

Accordingly, Applicant respectfully requests reconsideration and withdrawal of the 

rejection of the claims under Section 112. 

New claim 16 depends on claim I which is believed to be in condition for allowance. 

Since there are no other rejections of the claims, Applicant respectfully submits that 

claims 1-16 are patentable over the cited art and are in condition for allowance. 

Reference to Related Patents and Co-pending Applications 

The below chart provides information regarding related issued patents and co-pending 

applications filed by the present Applicant: 

17/647,812 63121/0213 2022-01-12 USP 11,606,204 

17/547,990 63121/0212 2021-12-10 Present Application 
17/304,922 63121/0209 2021-06-28 USP 11,736823 
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17/249,242 63121/0202 2021-02-24 NFOA issued June 16, 2023 

16/879,325 63121/0198 2020-05-20 USP 11,082,218 

16/843, 107 63121/0197 2020-04-08 USP 11,283,603 

16/721, 153 63121/0195 2019-12-19 USP 11,539,681 

16/593,561 63121/0190 2019-10-04 USP 11,258,595 

16/453,682 63121/0184 2019-06-26 USP 11,233,780 

16/271,455 63121/0181 2019-02-08 USP 10,594,679 

16/271,428 63121/0180 2019-02-08 USP 10,523,432 

16/201,401 63121/0179 2018-11-27 USP 10,700,856 

16/200, 118 63121/0178 2018-11-26 USP 10,498,530 

16/110,804 63121/0168 2018-08-23 USP 10,382,422 

16/036,506 63121/0167 2018-07-16 USP 10,530,575 

15/983,957 63121/0163 2018-05-18 USP 10,177,911 

15/973,012 63121/0162 2018-05-07 USP 10,250,386 

15/972,914 63121/0161 2018-05-07 USP 10,652,017 

15/928,848 63121/0160 2018-03-22 USP 10,084,768 

15/010,905 63121/0157 2016-01-29 USP 9,641,327 

15/680,758 63121/0147 2017-08-18 USP 10,187,206 

15/162,292 63121/0146 2016-05-23 USP 10,362,012 

14/751, 119 63121/0145 2015-06-25 USP 9,961,060 

15/457,700 63121/0144 2017-03-13 USP 9,998,281 

15/583,968 63121/0143 2017-05-01 USP 10,057,059 

15/043,293 63121/0142 2016-02-12 USP 9,998,280 

15/642,088 63121/0141 2017-07-05 USP 10,003,461 

15/130, 146 63121/0140 2016-04-15 USP 9,742,562 

15/162,302 63121/0139 2016-05-23 USP 9,698,981 

14/789,255 63121/0138 2015-07-01 USP 9,596,078 

14/139,419 63121/0137 2013-12-23 USP 9,351,162 

14/136,711 63121/0136 2013-12-20 USP 9,300,473 

14/099,329 63121/0135 2013-12-06 USP 9,100,175 

14/084, 141 63121/0134 2013-11-19 USP 9,319,223 

14/064,618 63121/0133 2013-10-28 USP 9,118,464 

14/055,606 63121/0132 2013-10-16 USP 9,276,740 

14/039,401 63121/0131 2013-09-27 USP 9,288,059 

14/023,181 63121/0130 2013-09-10 USP 9,350,550 
AU 

63121-0199 2019-10-08 Published on 2021-09-23 
2019246774 

GB 
63121-0151 2014-10-27 Published on 2016-08-03 

1608573 
GB 

63121-0201 2014-10-27 Published on 2021-05-12 
2100530 
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CA 
63121-0152 2014-10-27 Published on 2015-05-07 

2,965,119 
HK 

63121-0153 2014-10-27 Published on 2017-10-20 
17101082.8 

EU 
63121-0154 2014-12-04 Published on 2017-01-04 

14868381.6 
CA 

63121-0155 2014-12-04 Published on 2015-06-11 
2,969,829 

HK 
63121-0156 2014-12-04 Published on 2018-01-19 

17106540.3 

The Examiner is invited to review the prosecution history of each of these applications, 

including the cited references of record and related office actions, as the Examiner deems 

appropriate. 

CONCLUSION 

In view of the foregoing, Applicant respectfully submits that all pending claims are 

patentable over the cited art and in condition for allowance. Reconsideration and prompt 

allowance of this application are both respectfully solicited. 

Applicant respectfully asserts that the foregoing constitutes a bona fide response to all 

outstanding objections and rejections within this Office Action. 

This application is in condition for immediate allowance. However, should any issue(s) 

of a minor nature remain, the Examiner is respectfully requested to telephone the undersigned on 

telephone number (212) 336-8000 so that the issue(s) might be promptly resolved. 

Favorable reconsideration of the present application is respectfully requested. 

* * * * * * 

Any claim amendment(s), claim(s) added, claim(s) canceled, argument(s), remark(s), 

and/or any combination(s) thereof made in this response pertain solely to the specific aspects of 

this specific claimed invention. Further, any claim amendment(s), claim(s) added, claim(s) 

canceled, argument(s), remark(s), and/or any combination(s) thereof are made without prejudice 

to or disclaimer of Applicant's right to seek patent protection of any unclaimed subject matter 
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such as, but not limited, to narrower unclaimed subject matter, broader unclaimed subject matter, 

different unclaimed subject matter, variations of unclaimed subject matter, any combination 

thereof, and/or any other unclaimed subject matter that may or may not be filed, for example, in 

any design and/or utility patent application(s) such as, but not limited to, continuation patent 

application(s), continuation-in-part patent application(s), and/or divisional patent application(s) 

and/or any other patent application(s). 

Applicant's silence as to any assertion(s) by the Examiner in the Office Action and/or to 

any certain fact(s) or conclusion(s) that may be implied and/or alleged by objections(s) and/or 

rejection(s) in the Office Action is not in any way a concession by Applicant that such 

assertion(s), implication(s), and/or allegation(s) are accurate, and that all requirements for any 

objection(s) and/or a rejection(s) have been met. Accordingly, Applicant reserves the right to 

analyze and dispute any such assertion(s), implication(s), and/or allegation(s) in the future. 

Favorable reconsideration of the present application is respectfully requested. 

Dated: New York, New York 
September 27, 2023 

4865-9194-432lv. l 

Respectfully submitted, 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
405 Lexington Avenue 
New York, NY 1017 4 
(212) 336-8000 

By: -~/K~e1~·th~J~. B~ar_k~a~u=s/ _______ _ 
Keith J. Barkaus 
Registration No.: 51,431 
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PTO/AIA/22 (12-22) 
Approved for use through 05/31/2024. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

Docket Number (Optional) 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 63121/0212 

Application Number 
1 
? 
154

? 
990 
' 

I Filed December 10, 2021 
For 

Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 
Art Unit 

2432 I Examiner HO, Dao Q. 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application. 

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

Fee Small Entit:t Fee Micro Entit:t Fee 

□ One month (37 CFR 1.17(a)(1)) $220 $88 $44 $ 

□ Two months (37 CFR 1.17(a)(2)) $640 $256 $128 $ 

0 Three months (37 CFR 1.17(a)(3)) $1,480 $592 $296 $ 592 

□ Four months (37 CFR 1.17(a)(4)) $2,320 $928 $464 $ 

□ Five months (37 CFR 1.17(a)(5)) $3,160 $1,264 $632 $ 

0 Applicant asserts small entity status. See 37 CFR 1.27. 

Applicant certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously. 

A check in the amount of the fee is enclosed. 

Payment by credit card. Form PTO-2038 is attached. 

The Director has already been authorized to charge fees in this application to a Deposit Account. 

□ 

□ 

0 
□ 
0 The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to 

Deposit Account Number _0_1_1_7_8_5 ________ _ 

Payment made via USPTO's patent electronic filing system (Patent Center or EFS-Web). 

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide 
credit card information and authorization on PT0-2038. 

I am the 

D applicant. 

0 attorney or agent of record. Registration number_5_1_,4_3_1 _________ _ 

D attorney or agent acting under 37 CFR 1.34. Registration number _____________ _ 

/Keith J. Barkaus/ September 27, 2023 

Signature Date 

Keith J. Barkaus 212-336-8000 

Typed or printed name Telephone Number 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit 
multiple forms if more than one signature is required, see below*. 

0 * Total of_1 _______ forms are submitted. 

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an 
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid 0MB Control 
Number. The 0MB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 6 minutes per response, 
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the 
information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this 
burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email 
lnformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: 
Commissioner for Patents, P .0. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. The United States Patent and Trademark 
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO's system of records 
is used to manage all applicant and owner information including name, citizenship, residence, post office address, and 
other information with respect to inventors and their legal representatives pertaining to the applicant's/owner's activities 
in connection with the invention for which a patent is sought or has been granted. The applicable Privacy Act System 
of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, 
available in the Federal Register at 78 FR 19243 (March 29, 2013). https://www.govinfo.gov/content/pkg/ 
FR-2013-03-29/pdf/2013-07341.pdf 

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the 
system of records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in 
response to its request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) 
the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of 
the record; 5) a Member of Congress submitting a request involving an individual to whom the record pertains, when 
the individual has requested the Member's assistance with respect to the subject matter of the record; 6) a court, 
magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to opposing counsel 
in the course of settlement negotiations; 7) the Administrator, General Services Administration (GSA), or their 
designee, during an inspection of records conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in 
accordance with the GSA regulations and any other relevant (i.e., GSA or Commerce) directive, where such disclosure 
shall not be used to make determinations about individuals; 8) another federal agency for purposes of National 
Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of 
Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management and Budget (0MB) 
for legislative coordination and clearance. 

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine 
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of 
the patent. 

Additional Uses 

Additional US PTO uses of the information in this record may include disclosure to: 1) the International Bureau of the 
World Intellectual Property Organization, if the record is related to an international application filed under the Patent 
Cooperation Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b), ii) after issuance 
of a patent pursuant to 35 U.S.C. 151, iii) if the record was filed in an application which became abandoned or in which 
the proceedings were terminated and which application is referenced by either a published application, an application 
open to public inspections, or an issued patent, or iv) without publication of the application or patent under the specific 
circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives and Records Administration, 
for inspection of records. 
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Electronic Patent Application Fee Transmittal 

Application Number: 17547990 

Filing Date: 1 0-Dec-2021 

Title of Invention: 
Embedded Universal Integrated Circuit Card Supporting Two-Factor 
Authentication 

First Named Inventor/Applicant Name: John A. Nix 

Filer: Keith J. BarkausNictoria Gilmore 

Attorney Docket Number: 63121/0212 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension - 3 months with $0 paid 2253 1 592 592 

Miscellaneous: 

Total in USO($) 592 
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Electronic Acknowledgement Receipt 

EFSID: 48650127 

Application Number: 17547990 

International Application Number: 

Confirmation Number: 1808 

Title of Invention: 
Embedded Universal Integrated Circuit Card Supporting Two-Factor 
Authentication 

First Named Inventor/Applicant Name: John A. Nix 

Customer Number: 1912 

Filer: Keith J. BarkausNictoria Gilmore 

Filer Authorized By: Keith J. Barkaus 

Attorney Docket Number: 63121/0212 

Receipt Date: 27-SEP-2023 

Filing Date: 1 0-DEC-2021 

Time Stamp: 16:49:02 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $592 

RAM confirmation Number E20239QG49369021 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

147052 

1 1-ResponsetoNFOA.pdf yes 10 
6b65948e51 af281 c31 a04c8689a2641 e 759 

6afb 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Request for Reconsideration-After Non-Final Rejection 1 1 

Claims 2 5 

Applicant Arguments/Remarks Made in an Amendment 6 10 

Warnings: 

Information: 

364690 

2 Extension ofTime 2-ExtensionofTime.pdf no 2 
87542c6481 d8a26c4a 1 cee4c1 bef2b 1 bl:x:lb 

66923 

Warnings: 

Information: 

38279 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
92 49e 2e 57 e2 48908 75 d 02c7 e9a8fad 925 a8 

d421a 

Warnings: 

Information: 

Total Files Size (in bytes) 550021 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number I Filing Date I Substitute for Form PTO-875 
17/547,990 12/10/2021 □To be Mailed 

ENTITY: D LARGE 0 SMALL D MICRO 

APPLICATION AS FILED - PART I 
Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

LJ BASIC FEE N/A N/A N/A 
(37 CFR 1.16(al, (bl, or (ell 

LJ SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (ii, or (m)) 

LJ EXAMINATION FEE N/A N/A N/A 
(37 CFR 1.16(0), (pl, or !nii 

TOTAL CLAIMS 
minus 20 = 

. X $50 = 
(37CFR 1.16(i)) 

INDEPENDENT CLAIMS 
minus 3 = 

. X $240 = 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 sheets 

□APPLICATION SIZE FEE (37 
of paper, the application size fee due is $310 ($155 
for small entity) for each additional 50 sheets or 

CFR 1.16(s)) fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

0 MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3 
CLAIMS HIGHEST 

09/27/2023 
REMAINING NUMBER 

PRESENT EXTRA RATE($) ADDITIONAL FEE($) 
I- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR w 
::E Total • 17 Minus ** 20 =0 X $40 = 0 C f37CFR 1.16'ill 

z Independent * 1 Minus *** 3 =0 X $192 = 0 w f37 CFR 1.16fhll 

::E D Application Size Fee (37 CFR 1.16(s)) c( 

0 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 
1.16(j)) 

TOTAL ADD'L FEE 0 
(Column 1) (Column 2) (Column 3 
CLAIMS HIGHEST 

REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

AFTER PREVIOUSLY 
I- AMENDMENT PAID FOR z 
w Total * Minus ** = X $0 = ::E (37 CFR 1.16"ill 

C Independent * Minus *** X $0 z (37 CFR 1.16(h)) = = 

w D Application Size Fee (37 CFR 1.16(s)) ::E 
c( LJ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 

1.16(j)) 

TOTAL ADD'L FEE 

• If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE 

•• If the "Hiahest Number Previouslv Paid For" IN THIS SPACE is less than 20, enter "20". /AMANDA N FORD/ 

••• If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

17/547,990 12/10/2021 

1912 7590 09/21/2023 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
405 LEXINGTON A VENUE 
FLOOR48 
NEW YORK, NY 10174 

FIRST NAMED INVENTOR 

John A. Nix 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

63121/0212 

CONFIRMATION NO. 

1808 

EXAMINER 

HO,DAOQ 

ART UNIT PAPER NUMBER 

2432 

MAIL DATE DELIVERY MODE 

09/21/2023 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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Application No. 
17/547,990 

Applicant-Initiated Interview Summary Examiner 
DAOQ HO 

DAO Q HO 
Keith Barkaus 

Date of Interview: 19 September 2023 

Issues Discussed: 

35 u.s.c. 112 

Primary Examiner 
Attorne of Record 

Applicant(s) 
Nix, John A. 
Art AIA {First Inventor Page 
Unit to File) Status 

2432 Yes 1 of 1 

Telephonic 

The Applicant and The Examiner discussed the 112 2nd rejection. The Examiner suggested to introduce 
a processor coupled to the memory, and the processor execute the RNG. The radio to add a transceiver, 
and the transceiver is perform the transmitting and receiving ... The eUICC is acceptable in light of the 
specification. Agreement was reached. 

~ Attachment 

/DAO Q HO/ 
Primary Examiner, Art Unit 2432 I 
Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in 
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated 
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04 
Please further see: 
MPEP 713.04 
Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b) 
37 CFR § 1 .2 Business to be transacted in writing 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the 
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a 
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this 
interview summary form, whichever is later, to file a statement of the substance of the interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete 
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete 
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general 
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the 
interview, to include an indication as to whether or not agreement was reached on the issues raised. 

U.S. Patent and Trademark Office 
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20230919 
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Docket No. 63121-212 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor( s) 

Application No. 

Filed 

Title 

Art Unit 

Examiner 

Customer No. 

Confirmation No. 

VIAEFS 

John A Nix 

17/547,990 

December 10, 2021 

EMBEDDED UNIVERSAL INTEGRATED CIRCUIT CARD 
SUPPORTING TWO-FACTOR AUTHENTICATION 

2432 

DaoQ. Ho 

1912 

1808 

INTERVIEW AGENDA 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Examiner Ho: 

In advance of the telephone interview scheduled for September 19, 2023 at 2:00 PM ET 

in regard to the above-identified application, Applicant respectfully requests that the Examiner 

consider the following agenda. 

Claims 1-15 have been rejected under 35 U.S.C. l 12(b) as allegedly being indefinite. In 

particular, the Office Action contends that the recitation of "a random number generator 

configured ... , a radio configured to ... , an eUICC associated with an eUICC identity and 

configured to ... ," are limitations that invoke 35 U.S.C. 112, sixth paragraph. The Examiner 

contends that the written description only implicitly or inherently sets forth the corresponding 

structure, material or acts that perform the claimed function. Applicant disagrees. 

4882-2857-5616v.l 
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FOR DISCUSSION PURPOSES ONLY 

As is well known, the test for meeting the definiteness requirement in a means-plus­

function claims is "that the corresponding structure ( or material or acts) of a means- ( or step-) 

plus-function limitation must be disclosed in the specification itself in a way that one skilled in 

the art will understand what structure ( or material or acts) will perform the recited function." 

M.P.E.P. 218l(II)(A) quoting Atmel Corp. v. Information Storage Devices, Inc., 198 F.3d 1374, 

1381, 53 USPQ2d 1225, 1230 (Fed. Cir. 1999). 

Paragraph [0093] of the published version of the present application discusses "a random 

number generator 128," which is illustrated in FIG. I c of the present application. Paragraph 

[0093] further explains how the random number generator generates random numbers. In view 

of this disclosure, one skilled in the art would clearly understand the structure and function of the 

random number generator. 

Paragraph [0087] of the published version of the present application discloses a module 

101 that includes "a radio 101 z." This portion of the present application further discloses that 

"radio 101 z could include antennas for reception and transmission of RF signals, and even 

multiple antennas could be used." The present application also notes that "module 101 could 

also contain multiple radios 101 z." The present application explains that "[r]adio 101 z can 

support wireless LAN standards such as, but not limited to, WiFi, Bluetooth, and Zigbee, or 

similar wireless LAN standards." In view of this disclosure, one skilled in the art would clearly 

understand the structure and function of the radio. 

Paragraph [0055] of the published version of the present application describes embedded 

universal integrated circuit card (eUICC) 107, noting "eUICC 107 can provide the equivalent 

functionality as a physical UICC, where definitions for a physical UICC are included in ETSI TR 

102 216 and ETSI TS 102 221 VI 1.0.0, and other examples for the use of a physical UICC in 

mobile phones and M2M modules exist as well." Paragraph [0055] explains that the eUICC 107 

in FIG. la may "support exemplary requirements for an eUICC outlined in ETSI TS 103 383 

vl2. l, entitled "Smart Cards; Embedded UICC; Requirements Specification." Paragraph [0055] 

also explains that "[a]n eUICC 107 can include an eUICC identity 107 a, such that an eUICC 

subscription manager 109 can select and identify the eUICC 107 among a plurality of 

eUICCs 107. The application also explains that "[t]he eUICC 107 can also record an eUICC 

profile key 107 b and an eUICC profile 107 d. Additional details regarding the operation of the 

eUICC 107 are also described in FIG. lb, FIG. le, FIG. le, and FIG. If and the accompanying 

disclosure. In view of this disclosure, as well as that related to FIG. I b , FIG. I c , FIG. I e , 

2 

4882-2857-5616v.l 

Petitioner Samsung Ex-1004, 0115



FOR DISCUSSION PURPOSES ONLY 

and FIG. If, one skilled in the art would clearly understand the structure and function of the 

radio. 

Applicant's undersigned attorney looks forward to discussing these issues further during 

the telephone interview. 

Dated: New York, New York 
September 18, 2023 

4882-2857-5616v.l 

Respectfully submitted, 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
90 Park A venue 
New York, NY 10016 
(212) 336-8000 

By: /Keith J. Barkaus/ 

3 

Keith J. Barkaus 
Registration No.: 51,431 
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NEW YORK, NY 10174 

FIRST NAMED INVENTOR 

John A. Nix 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PA TENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 
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CONFIRMATION NO. 

1808 

EXAMINER 
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ART UNIT PAPER NUMBER 

2432 

MAIL DATE DELIVERY MODE 

03/27/2023 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 
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Petitioner Samsung Ex-1004, 0117



Office Action Summary 

Application No. 
17/547,990 

Examiner 

DAOQ HO 

Applicant(s) 
Nix, John A. 

Art Unit 

2432 

AIA (FITF) Status 

Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING 
DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing 
date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term 
adjustment. See 37 CFR 1.704(b). 

Status 

1 )0 Responsive to communication(s) filed on 12/10/2021. 
□ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)D This action is FINAL. 2b) 0 This action is non-final. 
3)□ An election was made by the applicant in response to a restriction requirement set forth during the interview 

on __ ; the restriction requirement and election have been incorporated into this action. 
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 
5) 0 Claim(s) 1-15 is/are pending in the application. 

5a) Of the above claim(s) is/are withdrawn from consideration. 

6) D Claim(s) is/are allowed. 

7) 0 Claim(s) 1-15 is/are rejected. 

8) □ Claim(s) __ is/are objected to. 

9) D Claim(s) __ are subject to restriction and/or election requirement 
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 
10)□ The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on 12/10/2021 is/are: a)0 accepted or b)□ objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)□ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)□ All b)D Some** c)D None of the: 

1.□ Certified copies of the priority documents have been received. 

2.□ Certified copies of the priority documents have been received in Application No. __ . 

3.□ Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 
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Notice of Pre-AJA or AJA Status 
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The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

DETAILED ACTION 

This is a reply to the application filed on 12/10/2021, in which, claim(s) 1-15 are 

pending. 

When making claim amendments, the applicant is encouraged to consider the references 

in their entireties, including those portions that have not been cited by the examiner and their 

equivalents as they may most broadly and appropriately apply to any particular anticipated claim 

amendments. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on 01/20/2022 (9), has been 

reviewed. The submission is in compliance with the provisions of 37 CFR 1.97. Accordingly, the 

examiner is considering the information disclosure statement. 

Specification 

The lengthy specification has not been checked to the extent necessary to determine the 

presence of all possible minor errors. Applicant's cooperation is requested in correcting any 

errors of which applicant may become aware in the specification. 
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Drawings 

The drawings filed on 12/10/2021 is/are accepted by The Examiner. 

Claim Rejections - 35 USC§ 112 

The following is a quotation of 35 U.S.C. l 12(b ): 
(b) CONCLUSION.-The specification shall conclude with one or more claims particularly pointing 
out and distinctly claiming the subject matter which the inventor or a joint inventor regards as the 
invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 
The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Page 3 

Claim(s) 1-15 is/are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AIA), second 

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject 

matter which the inventor or a joint inventor, or for pre-AIA the applicant regards as the 

invention. 

Claim limitations "a random number generator configured to generate ... , a radio configured 

to ... , an eUICC associated with the eUICC identity and configured to ... " in claim 1 are limitations that 

invoke 35 U.S.C. 112, sixth paragraph. The written description only implicitly or inherently sets forth 

the corresponding structure, material, or acts that perform the claimed function. 

Pursuant to 37 CFR 1.75(d) and MPEP §§ 608.0l(o) and 2181, applicant should: 

(a) Amend the claim so that the claim limitation will no longer be interpreted as a 

limitation under 35 U.S.C. 112, sixth paragraph; or 

(b) Amend the written description of the specification such that it expressly recites 

the corresponding structure, material, or acts that perform the claimed function and clearly links 
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or associates the structure, material, or acts to the claimed function, without introducing any new 

matter (35 U.S.C. 132(a)); or 

( c) State on the record what corresponding structure, material, or acts, which are 

implicitly or inherently set forth in the written description of the specification, perform the 

claimed function. 

Dependent claim( s) 2-15 disclose the modules from claim 1, configured to perform 

additional features and thus is rejected under the same rationale. 

Internet Communications 

Applicant is encouraged to submit a written authorization for Internet communications 

(PTO/SB/439, http:ljwww.uspto.gov/sites/default/files/documents/sb0439.pdf) in the instant 

patent application to authorize the examiner to communicate with the applicant via email. The 

authorization will allow the examiner to better practice compact prosecution. The written 

authorization can be submitted via one of the following methods only: (1) Central Fax which can 

be found in the Conclusion section of this Office action; (2) regular postal mail; (3) EFS WEB; 

or ( 4) the service window on the Alexandria campus. EFS web is the recommended way to 

submit the form since this allows the form to be entered into the file wrapper within the same day 

(system dependent). Written authorization submitted via other methods, such as direct fax to the 

examiner or email, will not be accepted. See MPEP § 502.03. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 
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1. Park (Pub. No.: US 20140237101 Al) discloses a method for managing a profile in an 

embedded UICC, and more particularly, to a method for managing a profile in an embedded 

UICC that enables management information on the profile provided within the embedded UICC 

to play an essential role for providing communication and additional services, to be provided to a 

device existing outside the embedded UICC. The present invention also relates to an embedded 

UICC and to a device provided with the embedded UICC for the method. 

2. Lee et al. (Pub. No.: US 20150087269 Al) discloses a method of providing mobile 

communication provider information and a device for performing the same are disclosed. A 

terminal having an embedded universal integrated circuit card (eUICC) receives data in which 

the mobile communication provider information is encapsulated and stores the received data in 

the eUICC. Therefore, the mobile communication provider information may be transferred using 

the highest security scheme, and duplication of the eUICC due to the exposure of an 

authentication key by an external hacking attack may be prevented. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to DAO Q HO whose telephone number is (571)270-5998. The 

examiner can normally be reached on 7:00am - 5:00pm. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

Page 6 

supervisor, Jeffrey Nickerson can be reached on (469) 295-9235. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/DAOQHO/ 
Primary Examiner, Art Unit 2432 
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attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
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his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
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purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 
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the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: 

Title: 

Appl. No.: 

Filing Date: 

Examiner: 

Art Unit: 

Docket No.: 

Customer No.: 

Network-I Technologies, Inc. Confirmation No.: 1808 

EMBEDDED UNIVERSAL INTEGRATED CIRCUIT CARD 
SUPPORTING TWO-FACTOR AUTHENTICATION 

17/547,990 

December 10, 2021 

TBD 

2432 

63121/0212 

01912 

INFORMATION DISCLOSURE STATEMENT LETTER 
UNDER 37 CFR § 1.56 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In accordance with the duty of disclosure under 3 7 C.F .R. § 1.56, Applicant would 

like to direct the Examiner's attention to the references that are listed on the attached forms 

PTO/SB/08A. In addition to any copies of Foreign Patent Documents and Non-Patent Literature 

Documents submitted herewith, Applicant refers the Examiner to the references previously 

submitted to or cited by the Patent Office during prosecution of U.S. Patent Application No. 

16/453,682 filed June 26, 2019, now U.S. Patent No. 11,233,780, U.S. Patent Application No. 

16/110,804, filed August 23, 2018, U.S. Patent Application No. 15/928,848 filed March 22, 

2018, now U.S. Patent No. 10,084,768, U.S. Patent Application No. 14/751, 119 filed June 25, 

2015, now U.S. Patent No. 9,961,060 and U.S. Patent Application No. 14/099,329 filed 

December 6, 2013, now U.S. Patent No. 9,100,175, from which the subject application claims 

priority under 35 U.S.C. §120. Accordingly, pursuant to 37 C.F.R. § l.98(d), copies of 
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previously cited or submitted references and Non-Patent Literature Documents are not included 

with this Information Disclosure Statement. 

Reference to Related Patents and Co-Pending Applications 

The below chart provides information regarding related issued patents and co-pending 

applications filed by the present Applicant: 

17647812 63121/0213 2022-01-13 
Application Undergoing Preexam 
Processin 

17 /547,990 63121/0212 2021-12-10 
(Present Application) Pending - Case 
Docketed to Examiner 

17/304,922 63121/0209 2021-06-28 Ready for Examination 

17/249,242 63121/0202 2021-02-24 Pending - Ready for Examination 

16/879,325 63121/0198 2020-05-20 USP 11,082,218 

16/843,107 63121/0197 2020-04-08 
Allowed - Notice of Allowance mailed 
2021-11-08 
RCE Filed 2021-08-28; Supplemental 

16/721,153 63121/0195 2019-12-19 Response to Final Rejection filed 2021-
09-02 

16/593,561 63121/0190 2019-10-04 
Allowed - Notice of Allowance Mailed 
2021-10-14 

16/453,682 63121/0184 2019-06-26 
Allowed - Notice of Allowance mailed 
2021-09-14 USP to Issue 2022-01-25 

16/271,455 63121/0181 2019-02-08 USP 10,594,679 

16/271,428 63121/0180 2019-02-08 USP 10,523,432 

16/201,401 63121/0179 2018-11-27 USP 10,700,856 

16/200,118 63121/0178 2018-11-26 USP 10,498,530 

16/110,804 63121/0168 2018-08-23 USP 10,382,422 

16/036,506 63121/0167 2018-07-16 USP 10,530,575 

15/983,957 63121/0163 2018-05-18 USP 10,177,911 

15/973,012 63121/0162 2018-05-07 USP 10,250,386 

15/972,914 63121/0161 2018-05-07 USP 10,652,017 

15/928,848 63121/0160 2018-03-22 USP 10,084,768 

15/010,905 63121/0157 2016-01-29 USP 9,641,327 

15/680,758 63121/0147 2017-08-18 USP 10,187,206 

15/162,292 63121/0146 2016-05-23 USP 10,362,012 
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14/751, 119 63121/0145 2015-06-25 USP 9,961,060 

15/457,700 63121/0144 2017-03-13 USP 9,998,281 

15/583,968 63121/0143 2017-05-01 USP 10,057,059 

15/043,293 63121/0142 2016-02-12 USP 9,998,280 

15/642,088 63121/0141 2017-07-05 USP 10,003,461 

15/130,146 63121/0140 2016-04-15 USP 9,742,562 

15/162,302 63121/0139 2016-05-23 USP 9,698,981 

14/789,255 63121/0138 2015-07-01 USP 9,596,078 

14/139,419 63121/0137 2013-12-23 USP 9,351,162 

14/136,711 63121/0136 2013-12-20 USP 9,300,473 

14/099,329 63121/0135 2013-12-06 USP 9,100,175 

14/084,141 63121/0134 2013-11-19 USP 9,319,223 

14/064,618 63121/0133 2013-10-28 USP 9,118,464 

14/055,606 63121/0132 2013-10-16 USP 9,276,740 

14/039,401 63121/0131 2013-09-27 USP 9,288,059 

14/023,181 63121/0130 2013-09-10 USP 9,350,550 
AU 

63121-0199 2019-10-08 Pending 
2019246774 

GB 
63121-0151 2014-10-27 Published on 2016-08-03 

1608573 
GB 

63121-0201 2014-10-27 Published on 2021-05-12 
2100530 

CA 
63121-0152 2014-10-27 Published on 2015-05-07 

2,965,119 
HK 

63121-0153 2014-10-27 Published on 2017-10-20 
17101082.8 

EU 
63121-0154 2014-12-04 Published on 2017-01-04 

14868381.6 
CA 

63121-0155 2014-12-04 Published on 2015-06-11 
2,969,829 

HK 
63121-0156 2014-12-04 Published on 2018-01-19 

17106540.3 

The Examiner is invited to review the prosecution history of each of these applications, 

including the cited references of record and related office actions, as the Examiner deems 

appropriate. 

* * * * * 
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This Information Disclosure Statement is being filed within three months of the filing 

date and before the mailing date of a first Office Action on the merits in the present application. 

No certification or fee is required. Applicant(s) hereby petition(s) that the Information Disclosure 

Statement be considered. Please charge any fee deficiency or credit any overpayment to Deposit 

Account No. 01-1785, under Docket No. 63121/0209. 

Dated: January 20, 2022 

4884-2504-0649, V. 1 

Respectfully submitted, 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
90 Park A venue 
New York, NY 10016 
(212) 336-8000 

By: /Albert J. Boardman/ 
Albert J. Boardman 
Reg. No. 70,601 
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((authenticat$4 (US-PGPUB; USPAT) 
validat$6) WITH mobile 
WITH eUICC WITH 
profile).clm. 

((elliptic NEAR curve) (US-PGPUB; USPAT) 
WITH (diffie NEAR 
hellman) WITH derive 
WITH key).clm. 

N1 AND N2 (US-PGPUB; USPAT) 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 
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Default Plurals 
Operator 
OR ON 

OR ON 

OR ON 

ON 2023/03/23 
11 :52 AM 

ON 2023/03/23 
11 :52 AM 

ON 2023/03/23 
11 :52 AM 

ON 2023/03/23 
11 :53 AM 

ON 2023/03/23 
01 :32 PM 

ON 2023/03/23 
01 :32 PM 

ON 2023/03/23 
01 :32 PM 

ON 2023/03/23 
01 :34 PM 

ON 2023/03/23 
01 :34 PM 

ON 2023/03/23 
01 :34 PM 

British Time Stamp 
Equivalents 
ON 

ON 

ON 

2023/03/23 
10:04 AM 

2023/03/23 
11 :52 AM 

2023/03/23 
01 :33 PM 
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METHOD AND APPARATUS FOR MANAGING PROFILE OF EMBEDDED UICC, PROVISIONING METHOD AND MNO­
CHANGING METHOD USING THE SAME 

Abstract 

PURPOSE: An e-UICC(embedded Universal Integrated Circuit Card), a profile management method of the e-UICC, a terminal 

with the e-UICC, a provisioning method, and an MNO(Mobile Network Operator) change method are provided to prevent a 

profile or profile management data which is transmitted and received from an end point connected to an MNO system from 
access of the terminal or an external entity. CONSTITUTION: An e-UICC transmits an activation request including device 

identification information and e-UICC identification information to an MNO(S310). An e-UICC state request and technical ability 
control requesllconfirmation are performed(S320). Tl1e MNO obtains an encoding key, which is a public key from 

SM(Subscription Manager)-SR(Secure Routing}, for the e-UICC(S330). The MNO generates a new e-U!CC profile suitable for 
the MNO through SM-DP(Data Preparation) and transfers the file to the MNO by encoding the file with the public key(S340). 

[Reference numerals] (S310) Requesting activation(IMEI, elCC!d); {S320) ReqL.esting eU!CC state, and ccmtroUing and 

responding technology ability; (S330} Authenticating eUICC ID, and collecting device information; (S340) Generating and 
encoding a new eUICC profile; (8350) Transmitting the encoded eUICC profile; (8360) Transmitting a double encoded profile; 

(S370) Requesting state, and updating DB 
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.s.J ~.£.Ii}~ B-i:.'.l clJ'EJ. 

%{!-"}qj:z}(MN0) -"lc':::"J, 7}'iJ -tl2]-"lc':::"J(S'.\):i']- ~%-"'101 $'.)c 1.B7'J UICC(eUICC)~ 0 ]%~ _::v=_s...rr}~ -tl2] clJ'EJ 

_()_s'_!-7 , 

'c}-71 eUICCc 'c}-71 MN0 xc SM_()_s'..ljLE7 .3:'cs'..TI}~-.3:'cs'..TI}~.g. 'c}-71 eUICCs'.. ;;1]]-'g-~ojo]: -t}c TI}~ 7-::E, "1] 0 ]E1 

~ o]¾~J1]o]~21 3':~}¾ 2jPl~-¾ 4'"'.'}3}c lj-Jjl; 

AJ7] eUICCc .3:'cs'...Ii}~ "'iJ-2- 3.i:.1]1;11~-.3:'cs'...Ii}~ Y1¥ Xe eUICC Y1¥"1l 'EA]"t}c t:1] 0 ]E7s'_A7, .3:'cs'...Ii}~ 7'-3":c 

~ i "11°]E7~ _lil_:§:. Xe -tf-~"t}7l -1']-tl 0 4 eUICC ~ 91-'f· <tl[E7Ej A] 0 l"1l _lil_'?.1- ~~ 0 1 l:{!qj ~ y 9).5:."f -t}c 

"1] 0 lE-1% 1u]W-¾ 0 l¾o}0 ~ AJ7] y{!.'8_ _31'._~.Ii}~¾ .:<M :i:F.c '\'l.-i:.'lo}c Ulll; ~, 
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"c}-71 y~-'8_ ~s'-TI]-~-,9:- 0 li' ~:§:.§"]-(Double Ciphered)B ~s'-TI]-~ 0 ]!:ij, "c}-71 ~s'-TI]-~ ~2 3J1]1;1!il_-,9:- "c}-71 

eUICC"1l :-i-r¾~ i'-7]7'1 :sr:c =roil I:11%.5'1c ll]~7'l :sr:c 1]'Z}7'] 'Zl ;:,i¾ ~~_c,__? B}c eUICC~ ~sTI]-~ B-21 

BJ'i1:J. 

AJ7l SM-,9:- SM-DP(Data Preparation) ~ SM-SR(Sccurc Routing) 7:J5(I~ ±Wii}c 3l% --Jc\-1_()_.s'- ii}-l::- cUICC_g,l 

TI~rtj-~ B_-2j BJ-BJ. 

"c]7l tcU!CCs=- "cl7] f:lJICC¾ ±~ii}s=- BW :i=Es=- cclPl¥l_ 0 l 'i'lcW '4'- \llS:.~. "c]7] '.!NO :i=Es=- SM_()_s'-ljl-Sl y{l~ 

~s'-Il}~-~s'._j}}~-,9:- AJ-71 eUICCs'- .7-1li'-'r1oj 0 ]: t}c Il}~ T~, "11°]c7 51 °]~21:'11l61~ 01 ~~% 01v1~-% ~ 

cjt}7l ~~} ~s'-TI]-~ {le .=Ic.1]1;1lil_ .o<j_sl_- ~s'-TI]-~ 1-]1¥ :i=Ec eUICC 1-11¥0 11 ~7-]t}c "1l 0 1E1s'-J.,1, ~s'-TI]-~ 

T~ ~ =i "1l 0 1El~ _sl_:§:_ :i=Ec :s.'J.-i:'jt}/] ~t}0 ~ eUICC ~ 91¥ 'd]E7F~ ;.,} 0 1011 _sl_'i'} %~ 0 1 -':Jlq:J ~ y S:JS:.~ 

tlc t:-1l 0 1EH:r 9jPlW-¾ ±Wt}-,::- 31¾ ~1_()_5'.- t}c eUICC. 

"cl-7I ~s'-TI]-~ ~2 .:,u11i:;11~ 7a_sl_1::- "cl-7I eUICC"1I .:i1flt}11l w'c}.s:jt- i'-1l1I .'Lt- =roil t:J1g-.s:i1::- 1B'?17']'?1 31 

% ~~_c,_s'- t}c eUICC. 

AJ-71 eUCCc AJ-71 ~s'-TI]-~ ';Jc 3_i:.7]1;1)il_ .o<j_sl_¾ 0 l¾t}0 ~ 'Zl%"2(Authenticity)% _sl_ 7J-W T ?Jc~% ~1 
_()_s'._ t}t- eUICC. 

-'5~.1,}q:j7}(MNO) J-]~",Jl, 7]'?J B_-2jA]~",Jl(SM).:iIJ- ';1§.s:joj S:Jt- 1-]1~ UICC(eUICC)7] 'ifAB eUICC 1\17-] UWs'­
;.,1, 

AJ-71 eUCC BW-,9:- AJ-71 MNO :i=Ec SM_()_s'--'f-E1 y{l~ ~s'-TI]-~% B-?~t}7l ~~ ~s'-TI]-~ ';'le 3-1'.1]1;l!il. 7a_sl_¾ 

AJJ.7'3 ~ B_-2jii}t- W'8":<1215'.*.£ ±Wt}i:tj, 

"g7] W'8":<12]5'.%-,9:- "g7] SM_()_s'._ljl-E7~ Ji..5,:loi] u:i·i'J· 7}7-ll~ .'Lt- 1;'!~91 c11¥ _sl_'i'}.5'.%g 0 ]%t}0 ~ AJ7] eUICC 

¾ ~ ~ ~s'-TI]-~ 12 .=1i:.1]1;l!il. 7a_sl_-zl i'-1]7'1¾ .-<.JlAat}~ %1'rt}9, AJ-71 eUICC i'-1]7']5'.- ~..Q:.3}28. ~s'-TI]-~ 

1.£¾ MNO :i=Ec SM_()_s'-f E1 Y~~ ~ -'-J7l i'-1117'loil t:il-%-.s:1c lll~7'1C:i=Ec 111~5'1)5'.- ~:§:..§'I¾ y 15]tlc ~% 

~~_c,__? B}c eUICC 1'M BW. 

"cl7l SM.g. SM-DPCDoia Prepara1iun) ~ SM-SR(Sernre Ruu1ing) 7j5(]~ ±Wii}9, "cl7l 1~h:~;:<72]5'.%.g. "cl7l 

SM-SR~ljl-E79] x",M n}2} "cr71 .!i!.'i'IY~-8: ~.5lt}c 3l-& ~~_c,_~ t}c eUICC 'i'M B~. 
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AJ7l W-8'-:o<7i:']Y-'g-,":- AJ7l SM-SR..£. eUICC i'-7B:'1l~ -%-'fl-W a11, ,,cl-71 i'-7B7'11 ~H: . .!l:} 731i!.-:'ll"']A3 ~221%, 7'1 

U 0 1 7ali!.~ ±WW-~ W77Jl ~ 1~U,}c 3:)% ~1__<)_..£. io}c eUCC 1l-7B BW. 

"c}-71 qJ-~.!l:J-B E=...£.Ji}~ 7ali!.c "c}-71 eUICC i'-7M ~ eUCC {l-2]7'1..£. 0 1~ qJ-~.!l:}(Double Ciohered)B 3:)% ~ 

~__<)_..£_ io}-\::- eUICC tr"B B'H". 

,,cl-71 °1% qJ-~.!l:}-'8 :n:~JI]-~ 7J1,16llc ,,cl-71 :n:~JI]-~% "'],,cl~ SM-DP 1£-l::- MN01 7B~:'1l~ "'],,cl-'8 ~/\}J..11ll 7J 
_l;l_7} ±W.£1-l::- 3:)% ~1__<)_..£. io}c eUlCC 1fAB BW. 

AJ7l eUICC~ 1\1!.]'t} B'H"t.111 W-8'-~12]Y-g..£..ljl-E71 --8.. 5a61l u:j-2} 'i}-.2:.~-'8 E=...£.Ji}~¾ -Jir..2:_~io}c li!.~Y-"g-% 

±Wio}9, 

"c)-71 li!.~.5'..%,":- "c)-7] W-8'-:<121 5'.%1 --8.. 5a6ll 11121 "c)-7] eUICColl t-B'5.£11:- i'-7]:'lHt "'l"aio} 6 'l 91-¥- SM__<)_.3'.. ~ 

'i't3}-c- 71~% 2f-7}..£. 7'-lllio}c ,;:)% ~~__<)_..£_ 3}-c- eUICC. 

AJ7l li!.~Y-'g-,":- AJ7] eUICC1 i'-7]:'1]611 t:11-%-.£1-l=- ll]'H:'11~ 0 ]%8}6 ~ AJ7l E=...£.Ji]-~611 t:11~ -Jir~.!l:j-~ yt-]8}-\::­

,;:)% ~1__<)_3'.. "6}-c- eUICC. 

{l .2..3Jli:-1] 0 ]EJ J..].;'.'::FJ(COS)5>.\-. SIM ~ 2):!'g ~ SIM J..7ll].;'.':: -t!-21 -~p)!:gg_ ±W"6}9, "c)-71 SIM J..7ll].;'.':: -t!-21 ~ 2)! 
% AJollc io}L.j- 0 1,,cl-1 MNOoll i.:11'tl- _2_3Jli:-1l 0 ]1~ E=...£.Ji}~(J..}"(j;,.:} -"ali!.) ~ li!.~Y-"g-% ±Wio}9, 

AJ7l li!.~Y-"g-% AJ7] SIM J..7lll:':: -t!-21 ¾:!!%1 __8_5joj] u:j-2} AJ7l eUICC1 i'-1M~ "']Ajio}0cj ½~io}JL, 91-¥-
3'..1\'E, y{l-'8_ 'i}~.§1-'8. ~..£.}tJ~% AJ-7] eUICC i'-71]7']611 I:11-%-.£1-l=- ll]~7]3'.. -Jir~.§'13}-c- ,;:)% ~1__<)_3'.. io}c 

eUICC. 

J..}"(j/\} A].c':: 1',-ll(MNO), 7}'i] -t!-21 Al.c':: 1',-ll(Subcripiion Manager; SM)¾ 7'-A3io}c SM-SR(Secure Routing) ~ SM­

DP(Data Preparation) AJ.519-} ~%-'El l~AJ UICC(eUICC)~ 01¾~ .?:£s'..Hl77'3 clJt:1j__<)_s..1.7, 
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AJ7l MN07} SM-SR61l1ll il..7clii}0 4 AJ7l l;z} 'i}:§:..§'J-'8 ~3'-Iij~61l t:Jlii]P-1 ~£21 E._~7'13'- 2;'"<} 'i}:§:..§'J~ ~3'-Iij~ 

% iL~a ii}c B lll ; 

AJ7l eUCCc AJ7l 0 ]% ~~~ _::,,=_3'-JI]-~611 i.:]MJ,j AJ-71 E._~713'- l;z} -Jir~~ii}:iL, AJ7l eUICC i1-1R7'l61l i.:11-%-5'1 
C lll~?l3'- 2;'"<} -Jir:§:..§'JiiH 'tli'1121 ~3'-Iij~ 1_l;l_~ -Jir:§:..§'Jiilc Blll~ 2i'7}3'- .'I.Wiilc 3-!% ~1_<)_3'- ii}c 

_::,,:_~ lll:Z1'cJ 1-lJ'fl. 

"cl 71 MN0-'4 AJ 71 dJICC A} 0] 611 l-7 "cl 7] d[]CC91 "ilcll ~~ 'Ji 71 ~ l-3 'o'-% ~~ ii}s=- 121 lll¾ ~7}3'- ± ~ii}s=- 7;:) 

% ~,1) _c)_s._ ii}c _::,,=_s_ ll] ;<7 'cJ clJ'fl. 

?~AlclJ A}'ZJA -"]::'::: 1',ll(Receiving MN0), £1:j A}'ZJA -"l::'::: 1',ll(Donor MN0), 7}'i'] :i,'1-?~ -"l::'::: 1',ll(Subcription 

Manager; SM)¾ 7-"'aii}c SM-SR(Secure Routing) ~ SM-DP(Data Preparation) ~7]-2} ~%28. 1-]1~ UICC(eUIC 

C)¾ 0 1%~ M\J0 1:/Pa clJ'fl_c)_s_A7, 

AJ7l SM-SR 0 l AJ7l eUICCs.--'f-E1 eUICC i1-1R7'l¾ ~1gl:1J-:iL, AJ7l eUICC i1-1R7'1¾ AJ7l 2~A]tJJ MN0s.- ~1gii}c B 

lll ; 

-'c}-7] SM-DP7] ,cJ7J 2]Al 17J MN0~ -'siiB ~1gi;g-,2- -'c}-7] eUICC i1-1R?]3'- _::,,=_3'-JI]-~g_ l;z] ~:§:.§}~ 31=-61I -'c}-7] 21-"l 

tJJ MN0s.- ;zJ_ 1gii}c B 11 ; 

AJ7l t'~ -"l tlJ MN07} SM-SR61l 7JI il_:<j ii} 0 4 AJ7l l;z} ~:§:.§-}28_ _::,,=_s_JI]-~ 61] cii iiB-"1 ~£21 _l;l_ ~713'- 2;'"<} ~:§:.§-}~ _::,,:_ 

3'-JI]-1!¾ iL7cl ii}c Blll; 

'c)-7] i:.'jJ-]tlJ MN0 _rf_c 'c)-7] SM-SR 0 i 'c)-7] 2;z} 'i}:§:.§j-28_ 0 1'6" 'i}:§:.§j- _::,,=_3'-JI]-1) 7j_l;l_~ 'c)-7] eUICC3'- Zi'gii}c B 

.ijl; 

[0001] ~ W'l:1"2- '11"'J UCC(Embedded Universal Integrated Circuit Card; 0 lii} 'eUICC' 4 W) :s:>:~JI]-~ B-21 clJ'fl 
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21, i¾ 0 ] §~ eUICC, eUICC 1f.7.l] 72-WJil, ~s'-ll]7-7'3 BJ1,'J ~ MNO 1;':1_1) BJ1,'J, ~<5] eUICC"1]J,j ~s'-~~ 'i'l-2-

3. io1] lfil ~(Profile access credentials)% 0 ] %<5H z:/-% .:3:£5'.-li]-'H % B-21 _sc_ c ~%i's <5}-c- BJi,ij "1] B-'tl- ~ 0 ] q . 

.'L ~, SM 71 ~ -lt-21 ~7a "1P1 .:3:£5'.-li]-~ 'i'l-2- .:,U1l r,-11 i"l_s'-A-j 21 i'-1] ?Ht -'5 31 ~s'- "!l 73 <5} 0 ~ eUICC7l J.}%<5} ~~ 

<5}-c- eUICC B-21 BJi,ij "1] B-0 ~ 0 ] q. 

[0002] UICC(Universal Integrated Circuit Card)c 72-~7] LA"1l ~ 0Jecl<>1 A}-§-;:z} ~¾% -'i'l~ Y~.s=.."1 J.-}%-'cl 4- ~ 

C .;:'_::u}.§. 5'}.c=. 0 lt:t-. l!CCc J.-}%.7.}21 7]~ A3_1,l_ ~ J.-}%.7.}7} 7}'i]~ 0 1% -1g-,1J J.-}qj.7.}"11 t:11~ J.-}qj.7.} A3_1,l_~ 

.7.-17'J~ 4- 'f)c}. nJl¾ ~1i'!, UICCc J.-}%.7.}¾ ~~<5}71 -'i'l~ IMSl(lnternational Mobile Subscriber ldentit 

y)¾ -'+WW 4- 9J.t:t-. UICC-l::- GSM(Global System for Mobile communications) BJ~21 7icl-9- SIM(Subscriber 

Identity Module) ?}£, WCDMA(Wideband Code Division Multiple Access) BJ~-9-] 1)-9- USIM(Universal 

Subscriber !dent i ty Module) 9}£s'- .g-r'j1l.5:. ~9-. 

[0003] J.-}%:0\}7} urcc~ J.-}%.7.}."'1 BW"1l 7J-3l5}1i'l_, UICC"1l .7.-j?J--'8 A3_1,l_%% 0 ]%5} 6 ~ .7.}%~Sc.. J.-}%.7.} ~¾ 0 1 61-'t-61 

• .7.~ 1+-§-;:z}1} \"lc]5}71] B~--B:- '--}%~ 4- 919-. S':.~, '--}%.7.}7} B~--B:- .iiL~1m D11, '--}%.7.}c 71-E-El B~oil1.1 ~ 

71~ urcc~ -"]Sc..¾ BW"1l 7J-3l5}o~ % 0 15}711 BW¾ j_il.;'\7rn 4- 919-. 

[0004] ±"8j§:J-1} --8..7'-ecH= BW, nJl% %1i'! 71:.:'11 t:11 7llll(Machine to Machine, M2M) ¾{!% -'i'l~ BW+':- UICC% 31-~W 

4- 5:J.c 7'-~s'- 7-11~~ 7a-'t- !J-W.o~ ±12}1} 61i3l-'f~{lq_ .::li:.']3}0 ~, 7-]-~~ 4- \'ct-l::- UICC~ eUICC 7'-~7} 7-1l'i'l-

5'1Sj_q_ eUICCc t-]i:J- UICC* J.-}%"G"}c J.-}%:0\} A3_1,l_7} IMS! "8jqjs'- 4-~5'161°]: 1lt:t-. 

[00051 7]-E-21 UICC-l::- BW"1l 31-~ 0] 1}'c;'t-}0~, BW21 %fi-L} 0 1% ¾}l J.-}qj.7.}"11 7- 0]~;sl ?J-j]_ A}¾.7.}c 72-W¾ 1] 

¾W T 9J.t+. Jc7L}, BW¾ 1-,1~w D11-'f-E7 1-11~-'8 's'Hl.-,":- --§;-.7.3 °1% -1g-,1J J.-}'ZJA"1l t:11 3]A71;'} J.-}%-'811-l=- .7.J 

.7.1J1l 7;:l 'i':l5'161 °1= eUICC LH21 IMS!~ W'ctW '7'· 919. 72-Wg W~t-H::~- 0 1 § 25--~ A}'i:J.7.} ~ 72-W .,,J~A}t- S'..7 

Al]¾ ;s]j]."1] {11)% ~ T !J.f"11 \jj]_ A1l¾ 7}z] 0 l -"J~5}c TA1l7} W"Jl5}Al -'89-. A}-§-.7.}c BW"1] i.:J13] 0 ]% 

-'5{! A}'i:J.7.}~ ll}~ '7 \'ctt- ~l/i 0 I 919 . .::lc7.1::'.s'-, eUCC21 7a-9-"1I~ 0 1§ -'s~ A}'i:J.7.}"11 -=rz.o]i;g-;sJ uj]_ J.-}% 

/\}7} BW¾ 7]¾W T 5:J.c BJ'tJ 0 1 --8..7'--'811. 

[0006] 0-'B, j;]-2- eUICC-"'1 .5:.'i]~s'- ~5}6 ~ 0 M 0 1¾¾~ A}'\j:z:}21 7}'i]:z:} .7.3_1,l_¾ 'i'izJ"1lA-1 UICCs'- '\lcl]ol.§. W ~--8.. 

7] "!l7l7ll 5']9;_j]., .::1"1] u:1c! 7]'i].7.} 73_1,l_ B-21~ -'fl~ 7]'i] B-i:.'1 ~~](Subscription Manager; 0 ]-t} 'SM' 0]c! 

W) _sc_c .:3:£5'.-li]-'H B-i:.'1:o<J~l(Profile Manager; 6 ]3} 'PM' 0 ]2} W)7} ~215'1j]_ ?Jct-. 

[0007] 0 ] c7 'tl- SM,":- 'T's'- eUICC"1l i.:J10 ;<j_l,l_ B-i:.'19t, 0 M 0 1¾¾~ A}'\j:z:H] i.:J10 .7.3_1,l_ B-i:.'19t, 0 1%¾{! -'--}'\J.7.} 1sll.7a 

AJ .::1"1I t:11~ ~~ ~ 'i'lZl ;<j_J,J_ 1sll.7a §21 7J~g 1B''-Jt-}t- 3:!~s'- ~21.s:jjl 5:l~L-1, 7a~~ 7]~ 011-j "'lW"1I 

qj;,]A7c o}zj 7,Pa-'8 ll}7} \lie ~.7.30111. 

[0008] _sc_~, eUICC7} J.-}%5'1-l=- ~7a"1lA-1, eUICCs'- %--8..~ .:3:£5'.-li]-~ 01 1-1li'-~ T 5:J.ccll, 0 lci~ .:3:£5'.-li]-~% 'i'}.7.J3}7Jl 

~11g' ~ A}¾W '7' 5:JS~ 3}::t- uJl?iL-1-£' 0 1 ';£--8..3}9. 

[0010] _g.. W'J3,":- eUICC"1lA1 .:3:£5'.-,i}~ 1-2- .:'U1]L]~% 01%3}6 ~ z:/-% .:3:£5'_,i}~(.::':£5'.-ll].7.7'-a .:3:£5'_,i}~, _2.iiJio1] 0l 1~ .:3:£5'.­

lij-~ %)¾ ~i:.'1 _i;;c_c ~il§-ccJt-}c clJ','J¾ .7.]]i'-~9-. 

[0011] ~ W'1'.l,":- eUICC"1JA7 "d!~ ±~.§.(End point; 61I~ %~ SM)s'--'f-E7 ~~.s:jt- Zr~ .:3:£5'.-TI}~(.::':£5'.-ll].7.7'-a .:3:£5'.-TI} 

'H, _2.nJio1] 0 ]B .:3:£5'.-li]-'H %)% 'i'}-~3}.~] .::':£5'.-lll.7.1'-a 3}71 -'i'l'tl- .::s:£5'.-li]-'tl 1]-2- 3.io1]i.fil.Js"1(nJ]¾ %~, eUICC-"'1 :g-
71]?1 %)% J;]±~ 171] ;,11.§. 0 1AJ _l,l_f,t-]£"r ~i:.'lt"]-1=:- BJ','J% .7.1]i'-~i::.}. 

[0012] _ICE~, ~ W'i:121 *31,":- eUICC7} _2.l}ji,1] 0 1Ei(M\JO) A].::'.::E,Jl.:i!J- Bs'l"a 9J71l ~~-'[! "d].E. ±~~s'._'f-E7 1'4-B5'1-l=­

.::s:£~li]-~ 1Ec .:3:£.'i'.li]-~ B-i:.'1 c1l 01Ei¾ BW 1Ec Efol½°l..:iit ~.g. sl-¥- "d]E7Ej"1] -"'1B]A7 1-2-01 ~7}~0}1i:.~ B­

i:.'1 t°}c BJ 1j'J-£ .7.1l-=lf~ I:t. 
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-WS ~~?y,L %CWS :102uuuw uoqct1nqns)[r3'?[Y l;cf,l: Fc,{L '(ONK)[r3'?[Y {L'.'.[:6-(y ·~lk>lYP ~b lo~-TTt- ;;;- [G:ool 

• -1::1-w-!?­

lfl". ¾:::orn;i ~{.!?-~~-tr 2[6[b[fl ~l5%lb liol6H1-& :i:irn;i lL-fv %TT>-lrr2n g;~~fo tsiv~ t3-k2-klo 'K{.!?­

fc'~ ro~[Hy ¾l6HL-& lo'.l'.liffl li'.t'v {c{Ji liot'c::1-f lo%ifu¾ l;cf,l: '?[flk ms kt'v %¾ct-R,R li'.t'v '81~-tin 

%.§-&-R,R [ft (R?>"'. -(,-:[0-(Y)TT,{JI2n ~lo[f2l,Io -wlb lioONl'l lot'vlo t,.-(s ~lio-f, %t6i% l;cf,l: '?[flk 

WIS [L'.-E,- 'l,:tl.!?-tin %%ifu¾ l2-!2t '?[flk WIS~ %ifu¾ WIS 'lo(SOO)ft'3'?[Y Pc1.lolf2l,l:o ~ 'k2('.l'.liffl)J'.llll 

-f,dti ~Yb tol5%J:o -b1:(WS)[r3::;[y[2f,l: Fo{L '[13::;[y (ONW){Y'.Fo-!YIY-/il:- ~ltolvfy -s-b [o['h-fn if [c:zool 

·ti--w-&lfl". %JJ]ll8 ~{.!?-[fl.1:- 2{L,? %--.'2;:[L ~{.!?-~f'L 201/lS -klo 

ro{.!?-?Y[Y ¾l6[L-& ~[cif.iH-'? lioJJI18 [L{',. {c{Ji liot'c::1J tc,.g,s lict'?~-ITL [L{?,- ¾.gD{oR [L{?,- '81{.!?-t~:if %.g 

ct-R>R ~-l.!?-1'):~-jif %rt-lrr2n: g;{.,:~fo -tc-tn liot',:1-f lot3-k2¾"Er2t'?~-TTt- lotrffi-& -wH)'.~ ~JJrn8 lL-f, 'k 

2(JJnl)'.)J]ll -&tr ~[(, tol5%~ {JI(NS)[rgy[yl;cf,\: Fo{L '[rgy[Y (ONW)-(Y'.Fo{Yl~-& '~llolvfy irb lof'h-ITL if [[ZOO] 

-b~-&ll)". %ffi-& H)".~ ::xJrn8 ~~["'~ ¾{§:~-jir 2Cl6loHL ~:u)l£[blfl ~l5%lb liol6HL-& lL{?,- -± •~ 
jy~ t3-k20WS ~:D ONW ~Rt>"'. rt-lrr2n B;{.,:~fo 2[6HL-& JJlll8 [L{?,- '81{.!?-&% ro{.!?-?Y[Y ~l4"-& lo Rt>"'. 

)c?]ii[fH, ~Pi: rt-lrr2n -wlt ~J:)lll8 [Lt9r ro-l.!?-%lo ~.g."ct{oR -ktr lo3~ ~J:i ~llr-(,-: tcln liot'c::1J lot3-k 

201~s lL1'v ¾¾"Er2t'?~-TTt- lL-&- '81-l.!?-i'~:n: %¾"Er2t'?~-TTt- ~-l.!?-r2f,l: [Cl ?Y[Y ~Rf" ~]ii[f;iE ~Pi: rt-lrr2n: 

-wlt lL-l.!?-rzcf,l: ~-rt{lI2n: -w-B-;, t3-k2ows -~L oNw lLt<?, ¾ffiB. ::i::ini !Lt<?, • tY2ffiB. H)"..i:1 :J:Jlll8 l5Hl".f'1 

{L(JJI18)JJ]ll -L~tr ~[b tol5%J:o {JI(WS)[r3::;[vl;cf,l: Fc,{L '[r3::;[y (O'lW)-(z:Fo{Y[Y-/il:- ~llolvrv -s-b lof'h-fn if [ozool 

"b{Q-&[fY ¾JJlll8 ~{.!?-tin %-{H::tlo ¾t3lo[l-'.1 ~{.!?- ~:'l[b ~ B Folrv lo 

Bi -R>R liolo-(y l3.t3~ ½lo~ :J:Jlll8 ro-l.!?-lt [L~r,cf,l: ~J:i ~R ~t3loll-'.1 r ~ ~.1:- rttI2n 'k2t3lo 

[[cl ~Mv~ lio-ktr JJIJ18 ~n ½tr R>-lrr2n -Rf" ~]ii[f;iE ~~ R>-lrr2n {Q ft lda?.t;cf,l: %-1ilr1lo %~~ 

lot=,, lo lli lic¾llo ~ t3 lo [l-'.1 -~-,1:- rt [li ~l.!?- {o to [5-& [fl"'. 2:J:Jnl [L{?,- -;;' rtlli2n -rt!li2n -WN~ t3 Jr20WS 

~n ONl'i [L{?,- '~:'irn ~ ~~& [opi.[rit3 ~n ~B. ~{stin ¾JJ]ll8 [Lt'v ~JJ]ll8 [Lt'v 'k2(JJIJ18)JJ]ll 

t0z:tr -~Yb tol=ic's:J:o -b1:(WS)[r3::;;'[yrzcf,l: FolL '[r3'?[Y (ONW)Mt-(yjy;i', ~llolvfy irb loli.t-TTt- if [6100] 

• b-w-&lfl". ~-!t'tB{rzcf,l: rttI2n lo:J:JJll8 

~{.!?-iin ¾lli-8. ~{.!?-l;cf,l: ¾Rt>"'. R,{JI2n l5lict'? ro{.!?-%lo %~]ii[f;iE ~~ R,{JI2n [L{?,- ~n Rt>"'. R,tI 

2ll ]5jy~ [L{?,- ~3P!, ~ ~~Pi· loi?i.lr1t3 ~n ffiti ~l.!?-tin ¾:J:)Iffl [L{?,- ~:):)rn;l [Lt'?, tci lliB. ~[.!?-r,c-l,'t 

~n lict'? %R,tI2n B;jy~ [L{?,- ro{.!?-%[o %-tilr1lo ¾fl.lo[[ol ~{.!?- ~:'l[b ~ B Fow [ojy-/i',:- {6R liolo{Y 

l3.t3~ -klo /Et :):)Jll8 ro-l.!?-lt [L-(.!?-r,cf,l: -~J:i ~R ~fllol[ol r /Et ~-,1:- (t{li2:i.,: 'k2t3[ol[ol ~-(.!?-[)'.~ lio-k 

tr JJlll8 ~n -ktr rt{JI2:i.,:-~]ii[f;iE ~Pi rt-lrr2n ~JJlll8 [Li'v '{oltt-8. ~{.!?-[Y~ %-{~lr1lo %~~ lo1Ylo 

llt:[21,t[o [Cl t3[o[l-'.1 ·~L ft{JI ~~ {oblci-&ll)". 2:J:)lll8 [Li'\- ¾ft-lrr2n-ft-lrr2:i.i: t3-k20WS ~n ONW [L1'\­

~JJ!ll8 lri'v '{oltt-8. ~{.!?-~,;,~ %--.'2;:[1 ~{.!?-r,:if,l: ¾JJlll8 lri'v ¾WS lri'v 'k20!\'ti0et t,:if,l: ft{T,2n -w-%lo ¾ 

C:J:Jlll8):J:Jlll -&tr ~Yb bl5%\co -bI(WS)tr"'?lvt;:it,i: tb{L 'tr"'?lv (ONK)-(,-:~{Yiv-/il:- ·~lto[yfy 2bn loi'hfct et [210ol 

·b-w-&lf)'. %!\'ti°ed2f,l: rt-lrr2n ro'.l'.lIJF1 ~~~n ~lli& ~ 

~{£:~ i'r % rt{JI2:i.i: [L{?,- ro{.!?-% [o itR fy R' [Ii [f;i F ~ r)o'.C rt{!I2:i.i: ~ [b to l",-& tr" lio-kH, :):)Jll8 [Lf, '{6 ltiB 

~{.!?-[Y~ %rt{JI2:i.i: E;{§:~fo f3-g-20WS ~:ii ONW [Lt?, {L:):)IJF1 [Lt?, 'ty20!\'tt0et [?f,l: rt{JI2:i.i: -w-% 

lo i1-(:J:)lll8):):)]ll i';...H, ~[b tol">%J:o {L':rnS)[r'1'?[v[2f,l: Fo{L '[r'l"?[Y (ONW)-(z:~-(yjy-/i',:- '~llo[yp rt lofh~ if [LTOO] 

/b-

• b lo t'L ~{s-& lf)'. %1\'t-c'M ~ 

[.!?-§[y rol.!?-~~ ~(.~ [6llL-&)l6~fo 2op,:% t3Jr2:J:Jnl fill-'? rol.!?--,1'. %/:IS-WS {LONl'i-;;'~-k if{:i rofh~ if [9[00] 

"blot'L ~l.!?--&[fl"'. %1\'t·t°R ~?rt-&lf)'. ~[,,;~fo ]5{?:i~ llilio:J:)Iffl f:ill-'? rol.!?-,\'. %/:IS-WS {LONl'i 'k 

lio&~ ~[5~-,1:- t?-i'r 20 (UOJ"lBJBd8Jd B+BQ)dG-WS ~ (lluqnoi:I 8JnJ8S)i:IS-WS [oWS ¾p,:-1,,- ifb:i':i lofhfct if [~lOO] 

"blot'L ~{.!?--&[fY %!rt-fet ~{.!?-[?f,l:/¾R ¾(% [6~1.-&)[6-:Sfo ~[b c? ~w-:sfo ¾Rt>"'. {6R loi:!S-WS 'ty 
lio&~ ~[5~-,1:- [2~ 2o(UOJ+BJBd;JJd B+BQ)dG-WS ~ ('3UJ+DOI:[ ;:!JnJ8S)i:IS-WS loWS ;:}p,:-1,; irbn lofhfct if [\7100] 

"blot'L ~{.!?--&[fl"'. %1\'tfR ~[.!?-[2-J,'t ~:):)]ll;J 

l gsg200-s l 02-m f¥ § H c ~ 
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SR(Secure Routing)~ SM-DP(Data Preparation) ~:"\191 ~%~ 1-11~ UICC(eUICC)¾ 0 ]§~ ~s'-ll]7:7'3 BJ~_()_ 

s'-A-j, Jc)-7] SM-SR 0 ] "'J-7] eUICCs'--'f-E1 eUCC i'-1R:'l]¾ :;ci'e."l:Q-_:il, "'J-7] eUICC i'-1R:'l]¾ "'J7] Ml'iOs'- :-::i'e.""i'i}c B 

11191-, 1c}7] SM-DP7} "c)-71 MNO{'r -'st-R :;ci'i't';!!-.£:- "c)-71 eUICC i'-1R:'lls'- _:s,=_s'_TI)-~-g_ l:'\} 'iJ-.:§:.§)-~ +611 "'J7l MNOs'­

:;ci'e.""i'i}c B-11191-, "'J-71 MN07} sM-SR61lAl R 7a"i'i} 0 ~ "'J-71 l:'\} 'ff..Q:.~~ _:s,:_s'._TI)-~611 t:11i>RA-1 \'!£S>1 _lil_'<l:'l]s'- 2:"\} 

y.:§:.§1~ ~s'-Iil~-& SL1l"i'ilc B-11191, "J7l MNO :=E.c "J7l SM-SR 0 l }cl-71 2:"\l y.:§:.§1~ 0 1% y.:§:.§1 ~s'-TII~ 

:<j_l;l_¾ Jc)-7] eUICCs'- :;ci'e.""i'i}c i:a;:iirn ~W"i'i}c _:s,:_s'._ll]77'3 BJ-1,lj% A1li'-~9--

[0024] ~ W'i:IS>1 :=E.q.g. ~A]oJlc, 21A]Ucl J.}q;j:,:} Al!-:E,Jl(Receiving MNO), s=_i_-j J.}q;j:,:} Al!-:E,Jl(Donor MNO), 1}'i] B-21 

J.lc'::",ll(Subcription Manager; SM)% -=?--"a"i'ilc SM-SR(Secure Routing)~ S',1-DP(Data Preparation) AJ:"\191 ~% 

~ Yl-"J- UICC(eUICC)¾ 0 ]%~ MNO ~7a BJ-1,lj_(l_s'._A7, "'J-7] SM-SR 0 ] "'J-7] eUICCs'--'f-E7 eUICC i'-1R:'l]¾ :;ci'e."l:Q-_:il, 

"c)-7I eUICC i'-7]:'ll{'r "c)-7I 21J.]Hd MNOs'- ';'11i't"i'i}t- B-11191-, "'J7I 21A]Hd MNOt- "c)-7I ~1-7 MNOs'- J.}qj:,:} ~7361I 

qi~ -'g-:<]% :;,:J'i't"i'i}c B.;jlS>J-, AJ-7] SM-DP7} lc)-7] i:'~J.lBcl MNO¾ -'t-i>R :;,:J'i'tl:Q-.£:- AJ-7] eUICC i'-7R:'l]s'- _:,,:_s'._TI)-~% 

l:"\I 'iJ-.:§:..§}~ +611 "c)-7I 21A]Hd MNOs'- :;i'i't"i'i}t- B-11191-. -'cJ-7I 21A]Hd MN07l SM-SR61]71] R 7a"i'i} 6 ~ -'cJ-7I l:"\] 'iJ-.:§:. 

~~ _:s,:_s'._TI)-~611 t:11i>RA-1 \'!£91 _lil_'<l:'l]s'- 2:"\} 'ff..Q:.~~ _:s,:_s'._TI)-~% R 7a"i'i}c B-11191-, "'J-71 211-1uc1 MNO :=E.c "'J-

7] SM-SR 0 ] "J-71 2:"\} y.:§:.§1~ 0 1% y.:§:.§1 ~s'-Tij~ 'iJ_lil_¾ "J7l eUICCs'- :;i'i't"i'i}c Blll¾ .?f~"i'i}c MNO 1;1!7a 

BJi,ij % ,:,<11 -'g- ~J:t-. 

s=_ 6../:':- ~ W'i:i S>1 ~ ~;.l oJl 61] 91 ~ eUICC :=E.c eSrnS>1 _:s,=_s'-TI)-~ ~7] -=?-~(W'\::P121 Y-g ~ £)¾, s=_ 7../:':- SIM 

J.7 ll] c':: -TI21 ~"J! ~ '7' ~91 _:s,=_s'._Iij-~ 1g:"\I T~{'r ~J.] ~9 . 

too26J 0 1?,L ~ ~'i:IS>1 ~-'t- ~1-1oi1%-& oi11-1.3j~ £1?:l-& ¾i>B lcJ-..\1l"i'i}1111J.'i:i~I:t-- zi· £1?:!91 T"aR~%61l %~-'t-.:§:. 

¾ -'f-7HJ-61l 9J.oj..\7, %~~ '=i7-'3R~~61] cRt-BJ.1-c- lll~ c.j-~ 5:.1?:l"'J61l 1f.J.l.£]c-j2}5:. 7}~~ ~ %~~ -'f-.:§:.¾ 

7}.7'1£~ "i'i}_:il 9J.%61l %S>1i>B 0 l= ~q :=E.~. ~ ~'1:1% 1l.'i:itl-611 9J.61, B-'s'i~ .:g-.:,;] -=?---"a :=E.c 1]~611 t:11~ -=?­

:<1JzHl ,;,g'i:1°1 ~ 7;'}'1:19.] __8_,?;l¾ ~'2 y ;1J.c}_:il ~B.£]-c- 7iH-61lc i AJ..\i]~ 1J.'i:i.g. -"dl'4'~c}. 

[0027] ~7B GSMA61]A7 ~';'}"i'i};,j] ~.9.].£]-c- M2M(Machine-to-Machine) BW.g. -l."\---"a"'J- 37]7} 3}0} 0]: "i'i}cr1l, 7]e UICC¾ 

J.}%"i'i}c 7a4-61lc, M2',! B-~611 UICC¾ -"J-3)-"i'i}c Y{r% ~s=_ ?J'iJi>B 0 ]: "i'i}E.~, UICC¾ ~3]-7}~~ T~~ M2M 

BW% 7.1l~"i'i}1Jl .£]1?:l, M2',! Bw.s.] ~-e-J§)-7} ~~711 '8_c}. 

[0028] ff}t.1}1.7, UICC 3]-1B- 0 ] ~7}~~ 1-H-"J(Embedded) UICC -=?-~7} ~.s.].£]_:il '.'/J.cr1l, 0 ]TT~ ',!2M BW61l -"J3j-.£]c eUICC 

61]-c- i>B'zl UTCCit J.}%"i'i}c 0 ]%¾,.,J J.}qjA}(Mobile Network Open1iur; 0 ]"i'i} 'MNO' 2} W)-",l_lil_7} :-;;711 yu}~ 

7}'i]7:} J-] 1j!l.A}(lnternational Mobile Subscriber Identity, IMS!) -e-JF~.£. UICC61l 7.l-"J.s:]oj 9J.61°]: ~tj-. 

[0029] ir11-.J-, M2M td-W% .71l~W U11¥E1 711~~ BW-€:- .E\--"J MN061lA-j 0J J.}%~9-c :;i.71]7} --"a"8"'~61°]: eUICC1-1j?~ 

IMSI* wi:Jw y 9l_(l_E.s'._, M2M 1;+w 5':.c UICC* W?"i'i}c MN04 71]:'i::"i'i}c M2M 711:'i::J.} Y-'f- 71]% 7BJI 0 ll 1:'l-€:­

{17a % ~i:J~ y 11-J-611 \li.:i.L 711% J}Zj 0 ] "'Ji'-"i'i}Jl] ,;:Jc ¾71]/} 9161, M2M 13-W ~t:11611 -2- ~ ig~ 0 ] ,;:J JL S:J. c 

'c}-qj-ol tj-. 

[0030] 0 191- 7e)- 0 l, 7leS>1 z]-~61 ~~91 SIM.:i!tc ~21 BW61l iP1l~_(l_s'._ 1~M~c cH~ SIM ( 6 ]"i'i} eSIM 5':.c eUICC 0 l 

4 ~)-€:- :J %2~3j T~ :"\} 6 ].£ ~i>B 1R¾ i'!~, -'f-7} A7lllc':: .A}qj 4-£i'!, 7}'i'JA -"3_l;l_ _lil_'<l %61] qi~ 1:'J-€:-
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0 ]{;-% 0 1 'i':'7.H}i:;,}_ 0 1¾ qp-11 GSMA ~ ETSI21 ~-,11 JI¾~ 7]~"1lJ.-1-l::- J.}qj.7-l, .,1ls::.J.l, SIM 71ls::.J.l(Vendor) % 

21 -,Yo{! ~J.-}%34 3']AJ-qi -7'-s::.¾ ±W0 ~..tl..0 ..tl..:S:c."11 i:111iH lE¾il:l- ~%% ~1Hti}_"i1_ 5)9-. eSIM 0 ] lE¾il:l- B:<11 

%.g_ -'51iH ~215'1~;_-1 °l'n'-21 %iM :\ft- :.;.!--2:- SM~.3'..;_7, %.fl.."0 .?:£3'...rrf-~(Operator Credential, MNO 

Credential, Profile, eUICC Profile, Profile Package %~3'.. *ig y 5)%)¾ eSIM"1l W-8'-ti}_"iL 7}qj ~-1"11 

q]"Q- ~3'..;,11.:'.'::¾ :<Mtil-1=:- % eSIM"1l q]"Q- ~\l.!-9~ ~21 "'1W% y 15~til-1=:- 7]]7-11 .1£-1=:- :i 7]~/"'1W% 21P]"Q-J:-}. 

[0031] 3']-2- GSMA"1lJ.1-l::- SM21 "'1W% 1--}qj.7-] ?:].!il..¾ -'-!Vatil-1=:- "'1W% y 15~ti}-\::- SM-DP (Data Preparation)-311 eSIM"1l "] 

c;;J.7-} 7'a.!il..21 3j{l-'\j ¾\ll-% y 6~ti}-\::- SM-SR (Secure Routing).3'.. ~f]-0 -7'-s::.¾ ..-<1l'<lti}~~L}, -'-11-¥-31°19 71~ 

·9 ~ ~711 W-8'" BJ-~ "11 t:11 ii]lJ.-1-1=:- '{i-8'-ti}_"iL 517-l ~i:;,}. 

[0032] 0 1"11 ~ W'll"1lJ.-1-l::- GSMA.21 SM "'1W -:f21 ~7c:l"1]J.-j %9 'i}.:§:.7'1 (-'/?-71] 7'1 %) -'-!l-'-a¾ ~§til01 eSIM¾ ~21ti}-\::­

llJ-'<l% 7.111--1~11. 

[0034] eSIM--1:':- BW 71]:'f, Blll"1lJ.1 IC~% BW .§:].?-'ti- AJ-"11 -'f-3]-J.lZ.l +, :S:c..?:£.§.iJloj ~1'1121 SIM 1'1l 01E1 (7]-'g- 7'3__1;l__, 

'f-7} J.-jlll.:'.':: 7a.!il.. *l¾ OTA (Over The Air) .1£-1=:- .2-.?:£21-~ (PC-'421 USB *21 71~ 711;11- ~HU% --\ii--iiH W-8'-ti}-\::­

wJ-~21 ;,]_?¾ 1]i,g21 SIM 7l~ 0 ltj-. eSIM"1l;,-1 l--}%-5'1-l=- IC~--s":- ~i;il_--'\j~.? s-}1=.iJloj 7li;i}-21 CCP (Crypto Co­

Processor)¾ 7-l-'?Jt} 01 "6"}1=.i]]oj 711;11-21 -'/?-7]7'1 1.!]13% 71l-t?-ti}9, 0 1¾ oj~211ll 0 l~ (611, 0 H~~) 7l1;1l-"1lJ.-1 ~ 

%-W y 5J-c A.PI¾ SIM ¾'9!¾ (cjl, Java Card Platform ~)"1lA1 J11l-t?-~tj-. /\}ll} 7'}1=. ¾"l!¾(Java Card 

Platform)--2:- .;'.'::u}.§.9}1=. %"1lJ.-1 1i'J.E-l oj¾211ll 0 H1% ig-7]-f,}_"iL J.-jlll.:'.'::~ 711-=o'-~ y 51-l=- ¾~¾ % "6"}L]- 0 ]1=J-. 

[0035] SIM--2:- 711~'8. "1l.5'..2-l -'/?-"{_\-Yj- __l;l__'<lAJ-9.l 0 ]%3'.. 2r-7'-Lt SIM 1-H"1l "1¾2-1111°1~% 1Ef7]iiBJ.-1-l::- '<l.S:19, 0 13'.. Z_lii] 

oj¾2]7'11°Hi 117]it qi~ ¾:J!% 0 ls1"1l SIM% oj¾2]7'11°Hi 117] ~ -{!2jit 'B"a"6"}-c- SIM AlUl.:'.':: -{!2j ¾:l!¾ 

--& \'l..fl...£. ~tj-. SIM A7J-1l.:'.':: -{!2] ~:J:1%--2:- -{!2]7'1~ %"0 Z.1% 1jJ .!il..'<l--& -'g-1i] SIM nJlY2] '"B"Hl rc]lolE1~ ~ 

;::j'-ti}9, ;;l.3'..~ ¾:J:l¾(GlobalPlatiorm).3'} ETSI TS 102.22691 RFM (Remote Fi le Management) 1}J RAM (Remote 

Application Management)-& 0 19-} :Q---2:- SIM J..7J-1l.:'.':: kl_-2] ~:J:1%.9] R¾ 71~ 0 ]1::}_ 

[0036] eSIM ~{:)61lJ..1 %.fl..~ .fl..:S:c. %.9] ti}L}~ SM--1:':- eSrn--2:- -'ill_~~.£. -{!2]7'l(UICC OTA Key, GP !SD Key %)~ %1i] 

-'g-~ ~ -'y-7} AlUl.:'.':: lc]lol"lit ~"85}-c- "'1~% '7"15,lj~tj-. 

[0037] 017lJ.l, -{!cj7'l .1£-1=:- eSIM -{!cj7'l .1£-1=:- eUTCC -{!cj7'l-1=:- eSIM~Sc.-21 1l-2- ~¾7'1Sc..Al 1--}q;jA} 7a.!il..it '<l-','1_-f,}7Jl 

eSIM~.£. ~~ti}7l qi~ 3:l019, ~ ~'il61lJ..1 ?.£. 9-f-c- 'i}.:§:.7'1 (-'/?-7]7'1 %)If-}-\::- 7'-~s=]-1=:- 1H'cl 0 ]9, 0 M ~ 
'll~- uj-9]- 7c:! 0 l eUTCC 1l-2- 33-1]i.;-il~(eUTCC m:cess creden1ials)Sc.. ff.~~ y.5:. 51% -?;.) 0 ]tj-_ 

[0038] GSMA"11Al-\::- SM21 "'l~¾ SM-DP-'4 SM-SRSc.. ~fl--f,}~tj- SM-DP-\::- __2_3J1i:-1] 0 l 1d .E=.Sc.._rrf-~(.1£-1=:- .A}q;j.7-} 7a-1il..) 0 1~611 

IMS!, K, OPc, -'f-7} J.-jlll.:'.':: "1¾2-]11161~. -'f-7} J.-jlll.:'.':: r1] 0 1E1 %% '<l~til-71] ~1=.(Build)tij- 0 ~ .::U1]i.;-ll~ jj"~J]./\l 

(Credential Package) "8j!'11Sc.. 's'}-1=.-l::- "'1~% y 15]ti}9, SM-SR--2:- SM-DP7} -'-]-"a"0 ==u1]i.;-ll~ iI]17'l7-lit OTA(Over­

The-Air) .1£-1=:- GP SCP (Secure Communication ProtocolP} :Q---2:- SIM -'tl_Zj -{!2-l 7]~% %ii] eSIM61l '<l~ti}lll 

[0039] .:::lcj_"iL 0}<11 5=. 191 ".JJS'j +~·(Circle of Trust)" 012-}-l::- -7'-s::.¾ ;;1,l'<lti}°i z.)- ..,yl--} 7]:<11 .1£-1=:- <jEfE1 %zl-61l 

{ls'j {t;,jl.9.] %~% %iiB MN02} cSIM "{l-21 q1]_1=.--'j'--q1]_1=.(End-to-End) {ls'j {t;,jl¾ 7'-~~r:j--1=:- 7]1s% 71l'<lti}9J, 

tj-_ ~- MNOl-1=:- SMl.3'}, SMl--2:- SM4, SM4-l::- eSIM.3'} .JJS'jkl.-lll¾ "5,HJ-f,} 01, 0 ]¾ -\5--1i] MN0-'4 eSIM zl-91 .J,'}S'j-{!ljj¾ 

"8j "a "0 r:J--1=:- 1] 'cl O l r:J-. 

[0041] MNO(Mobi le Network Operator)-\::- 0 1%%{1 J.}qj.7-}¾ 9.lP]ti}9, 5'..ll}~ 17]_§_-%]3.¾ %ii] _"i1_ 7Jl61l71I %{1 J.-jlll.:'.'::¾ 

J11]-'/?-"6"}-c- <jE7 El it ~ P] ~tj-. 

[0043] eUICC b'-8'"7-}(eUICC Supplier)-\::- eUICC 5'..{:i.3'} cH7:J- :S:c..?:£.§.i'J]oj(';'li1]oj9]- __2_3J1e-1l 0 11;.J A].:'.'::E-,Jl %)¾ J-8'-t-}-l::- 7-} 

~ 91Pl~4. 

[0044] 7'j-~l -t?--8'"7-}(Device Vendor)-\::- 7'j-~]91 -'l?--8'"/\}, ~-f,l MN061l ~1,]1.7 7'-%5'1-l=- 5'..ll}~ 1.-1].§.-%]3.¾ %0 .:Y~ 5'.. 10;1l 

7J~.g_ ±~"6"~9, u:]2]J.-I ~349~3'.. UICC(_IL1:- eUICC) "5je1]7] ';M.fl.."Q- ~~121 -'/?--8'"7-H} 21-o]"Q-9. 
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[0045] ~slll7:7'cJ(Provisioning),":- eUICC L)1-'f-s ~sli]-~% stao}e 3'j-7'j% .<efolo}i:rl, ~sll]7.1'cJ ~sli}~,":- ii~ 

~s.-lll7.1'cJ ~s.-TI!·~ ~ _2_,}ji:.1] 0 H1 ~s_TIJ~¾ ~s_ll]7.7'cJW 5l-Zj_c)_s_ ~~17} ~{[ c7l_§_..<i'l==i0ll ~~3}e"1l "l 
%.s=1e ~s.-li]-~% 91Pl 'll-ii. 

[0047] eUICC {le .::H1]lfil~(eUICC access credentials),":- eUICC "'J-91 ~s.-li]-~% B-213}71 .$13H eUICC ~ sl-¥- "dl 
EfEl A}o]Oll _l;l_~ ~'8°1 .J.j)qj ~? 91£~ 3}e eUICC 1-1191 "11°lE1% 9lP]~i::.}. 

[0048] ~s.-TI!~ c:>l1;,ilc'::: .::H1llfil~(Profile access credentials),':'_- ~s.-TI!~ 1-111\' :=Ee eUICC 1-114'011 'i':':\ll3}e c-1l 0 1E1s.­

A7' ~s_li}~ 7'-3':. ~ :-)_ "11°]E1% _l;l_~ :=Ee B-213}7] .$13H eUICC ~ sl-¥- "dl.E7Ej A}o]011 _l;l_~ ~{[ 0 1 -'.:Jlqj 

~ '7· 91~~ 3}~ "11°I EHr S>lPl~r:1. 

[0049] ~s.-li}~ (Profile),":- eUICCs.- ~s.- lll 7.-j 'cl .s:j 711-j eUICC LJ101I J.-j B-21 ~ '7 91 ~ lit~ 7'-:I:, c-1] 0 1 E-j ~ "~ ~21 ?11 
0 ]BS'1 3':.~_c)_s_J.7, A}qj:;,;} 7'j_l;l_'Z} _2_,}ji;,1l 0 IB ~s_li}~, ~s_ll]7.7'cJ% .$1'l!- ~s_ll].7.7'3 ~s_li}~, 7]E} 7'3'3il 

7.11°7 7l~(PCF; Policy Control Function)% -'?I~ ~s.-TI!~ % eUICC 1-1Joil 'i':'"llW? 9Je 5'.E 'iJ_l;l_% 91uJ~ 

ii. 

[0050] _2_,}ji;,1] 0 ]J.'i ~sli}~(Operation Profile) :sr:e "}qj:;,;} 7'j_l;l_e A}qj:;,;} 7}'i](Operational Subcription)sl- B-is':!~ 

5'.E ~rt91 ~s_li]-~% 91Pl~i::.}. 

[0053] ~ ~1130] :.<7-§-~ y 9)e eUICC A]c':::~,l] o}:;1]U].e<7e ii"rEI MNO A]c':::~,JJ:,r+, 1 o]"'J.9] SM A]c'::~,l], eUICC .,1]c'i',.J,} 

A]c'::: 1',JJ, dJICC% ±13}.,= 7J~l(Device) 7.1l:I:A} A]c':::",Jl 1:;J eUICC %% ±1W y 91_<)_9, z} ';1]s]Ej :=Es= "T':<11 

011 cB ~ 1l. '2l .g. ii%"'l- -Q-ii. 

[0055] ;;}'ij7'j_l;l_;;} 7.7'7'J-er~°7 {!~5'~e A]421_2_;;} 'i!l.J'.L3}~. :MN0°~ ~'Z.14 MNO?~ zl_§_~ 3}01]A-j 0 1f°l-!~ 6 l= ~c+ .. !'pj 

A]z}ol] fl~91 eUICC AJ-ol]e l7H'i'l-91 Qljq-1:.l_ ~s_li]-~ 0 1 91°7°1= 3}9' 0 1 uj] Qljq-1:.l_ ~s_li}~,":- ,:!'pj J..]7,1°11 ';'l­

~ HLR011 .lf7}.<r~e ..;.1% .o~ul~ii. 

[0056] MNOQ} eUICCe MNO .':ii'1]lfil{l(Credentials) :.<j_l;l_, c, ~s.-TT}~(_2_1~i'1] 0 ]~ ~s.-TT}~. ~s_ll]J.1'cl ~s.-1'1-~ %)% 

~:§:.W y 91°7°1= ~ii. 0 1011 LB~%~~ oi]s].,= oil~ %~ SIM 1:fili::.]-'4 -Q- 0 1 JFil MNQ_c)_s_-'f-ccl .$1"ill:Q~ 7-113 

7]~o] ~ y 9Iii. 5};;i;] 0J, o]% y<5]5}7] .$1~ 7-113 7]~?~ ~~Zj~ 7]~,":- o}i..jii. 

[0057] 7}'i](Subscription),":- _2_1~i'1l 0 ]1'7 :.<jz~ ,11°7°~ "1¥01]A-le eUCC 1.]101]A7 c':::.$1~~ y ';;iii. J.}-§-.:z}e MNO zii,fl 

c':::_§_-'4 .:::191 ~Aj§} 7}'il91 °7U:7~ ~15=. ~jl 91°7°1= 5}9' AlfrrjEj .$1~% :sriw 'T 91°7°1= 5}Jl, ~A91 

UICC Y 10i3]_Y} cf"i~ y 9I-£ :<iJ_Li..9] A]fH.']E] i'1]11lJ.o] ~_8_5}ii. 

[0058] MNO 3.i:1l lfil~ .'f.e ~.£.Ii}~,":- K, ~Jl2]"6', ~Jl2]"6' :rr}2}ulE1, -'f-7} !.7H]c':: °7~2];1]l6]~, -'f-7} !.7H]c':: r,]jo] 

s] %% ±15}e 7}~ 3.10111.fil~¾ 91PlW 'T 9Iii. 

[0059] MNO 3_i;,1llfil~ :=Ee ~S'..li]-~91 -','].~,":- %B01]Al %B7J};;,;] ~zj~ clJ~_c)_S'_ 6 ]-y-°77.~ 6 1= ~ii. -','].¾,":- AlfrrjEj 

.7-j]~-£ ??HAI ~e ~4r.:<7~ B71l.£. 0 1f°l~ 'T 9)_<)_9, ~¾ .7-]l~.9] YE B71le MNQ.9] ~Al 1jJ ~~ 5}01]!.7 
0 1 f°l 7-~ 0 1= ~ii. -','l ¾ :<11 'Zl LJ191 °7 U:7 ~ ';11E7 E15=. M\J0 3. i;,11 lfil ~% 'lJ ~5}711 ~ 'T 'iii Oi 01= 5};;,;] 'tl, %~ ~ oj] s1 
c ◊j]~ %s':i SIM 1:fil r:7 9.j- ;Q- 6] -l"pj MNQ_c)_.£.-'f- E7 .$1 °d tg,":- 7.113 7] -B_- 6] ~ y 9) ii. 5};,;J 'tl, 6] ~ y 15] 5}7] .$1 ~ 

7.1]3 7]B-91 ~Ts3}-'3j'Z} 7]~~ o}c.1ii. 

[0060] _2_,}ji1] 0 1E1e 7-}{191 .=1i1]1;11~ 0ll i;BfiBJ.1 ~~11- 7.7]°77~% 7}7-~ 0 1= 3}9' _2_,}ji1] 0 1E1e SM _2_,JJi11°10°n i;BfiBJ.1 
7J-~ ~~i'.!4 ,11oii'.!~% /}./-~ 6 1= ~ii. 

[0061] SM 7]~,":- MNO :=Ee A1l3 7]B-011 913H Ai1.:g..s=ioi 0 1= 5}9, ;'}"t ,113 7]B-Oll 9l5} 61 A11.:g.~q1s':[ SM:rr} MN0 A} 6 ]0ll 

~ -'cJ-'l:J3cj~ B-7117I 1Pa.s:io-i 'JJ~ 1-9- §~ 3! 0 li:1. 

[0062] SM,'°_- 7}~ -k'l.-~% i']fiilJ.1 MNO 7}qJ;q91 Oiti:i~ 3J~3cj~ -k'l.-~£ \;ii:.}. :MN07} 7}qJ.7-}9] -k'l.-lll% 7};;,;]uj TI 7.l1 7}qJ 

% .$1'll- ~~ .:±'Z}§.7} .s:io-i 0 1= 5};;,;];'}, 0 ]e M2M J.7ll]>:: A1l.:g.:;,;}(M2M J.7ll]>:: A1j.:g.:;,;}c MNO 7}~:;,;} ~)7} :;,;}{[91 
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[0063] MN07} c"::~(swap).£1-c %~. £1--j(Donor) 31 cjJ.lBd ',!NO-c J.l3' .. ;,Hi 111"-H 'Jl-& y_r;=_ 'JJj]_ \Ji% y_r;=_ <JJc-}. 

+~i -.zjl"-]'% "6'-'ZlW y 9)-c uJl7'Je-1% 0 l 9Joj 0 ]: ~i::-}. s=..q ..2..JJ1101] 0 ]E191 -7<.::Jzll -"1l01(Policy Control) 7]~-s":- /\} 

;') 91 3..1011 -c;11 ~ 91 Ail 71 3':-7,j_ 611 t:11 oH 73 21 W '7'- 'JJ..S'....9, 73 -3ll Ail 01 71 ~(Policy Contro 1 Function: PCF) 0 1 °1 i:'7 

~ 7]~% -=r-~W y <JJA. 

[0064] o}'l]eJj:<7-c SM 0 ]c}:v 7<.::J215'1c 7]~% :r;=qjs}i:rj, SM21 +iL~ "'lW-s":- MNO .:'U1]i:fil-,;,-1_¾ _?I_~o}c 1!]1'1]7] 51'-c ~ 

s'..TI]~% 'fr'-ll]i,ilJ.-1 eUICCs'.. ;;j~ol-c -3:! 0 l1=-}. SM 71~'°- MN061l 2101°1 3j'i'J3j..S'....s'.. "il..:g-~ y_r;=_ 'JJj]_, ',!N07} SM 

J.7ll]!-::¾ ~.§j--t}7] --'i'1-tH -"113 7]B-4 -.zjl"-J'W y_r;=_ 9J.% -3'! 0 ]i::-}. 

[0066] ~-,1ls'.., 0 ]c7~ SM-SR, SM-DP 7]~%-s":- i::-}..§- "dl..E11'161l 91-t} 01 ,\1]-=g-~ y_r;=_ 9J.jl, %~~ "dl..Eil'161l 910BJ.1 -"1H 

~ ?£ <JJr:..}. 144;_7, SM-DP91 SM-SR21 7]~% 'lJ~-t}Jll 7c:JJ117l--£ 'Mil..7} 'JJj]_, 0 1-'~- "dl..E11'1% ;,1°121 '?_l_E1Iill 

o]c"::~ 7'321 W '§....fu} <JJi::-}. 

[0067] SM-DP-c eUICC..? ;;j~~ 1!]1'1].:,;] :i'E-c ~..?-II]-~21 ~;;j~ ~ll]~ ~<go}i:rl, /2.0\1] ;;j¾--£ --'i'10} 0 1 SM-SR4 ~llJl % 

::q-~c}. SM-DP21 ~ 1l 7] ~..g_ 1) eUICC21 7] ~3j ~-"a 31 'Z-1 % 101111'l_(Cert if i cat ion Leve 1 )% i'1_-cj-t}-c -3:! 4, 

2) MNO 3..101]'-;1)-l,,-l_ "E-c- ~'i'..li}~(◊il¾ %1?1, IMS!, K, -'f-7} J.7ll]c":: 01¾21:111°1~, -'f-7} J.7ll]c":: i:1] 6 ]E7 % o}y-
6]A,}o]Jcj, 01~ % 'tJ-¥--c ~;(n__(l__S'.. MNO"il 2-]o}ocj q}~.§j-(Enciphcrcd).£101 'JJ--& y 'JJ.%)% tl-21-t}-c -3:!Y}, 

3) SM-SR61l -91~ i::-}¾s'..c=..¾ --'i'1-t} 01 OTA 1!]17']7]¾ Jl],-8--o}-c 7]~ % 0 19, 4+ -'f-7}-3j'Z} 7]~ 0 1 47}~ y <JJ¾ 

-3:! o]c}. 

[0068] \'1-~, SM-DP 7]~ 0 1 .,1]3+--,1l(Third party)"!] E]o}ocl .,i]..:g-_s:]-c :1:)-'Hl-c __l;l__~:,r+ {lsc] B-lll7} 0 }+ %-..8..oB~i::-}. 

SM-DP-a= <:.J..A]-;'} ~s'..ll]-7]'---d(Provisioning) 7]~ 0 191611£ {l 10J~ 7a£91 ~-=ic}¾c=.. ~s.."il{l 7]~% __l;l__-fH} y 
'JJ..S'....9, :sJl_?I_1s'l_6, 6?]c7~c7E1(Scalability) 31 {lss]s=..61] r~~ ..fl..-7'-!-}"oJo] %..8..~ '.'.i!__(l_s'.. oj]AJ-'{l_q_ 

[0069] SM-SR-i:':- .:::/..i:1]1:fil{-l_ If~'l]/\l~ oB!J-"'l-c eUICCs'.. ~~o}Jll 4-9-~o}j]_ ~~o}-c °'l~-B:- '3-!J~i::-}. SM-SRE] ~{1 7] 

~-Pc 1) ;,}o]il1(Ciphererl)-8 VPN% %~ eUICC'4-91 OTA %{1% B-clo}-,= 7,-:!4, 2) eUICC77};_;,;] "dlc=..--'f--"dlc=.. 

(end-to-end)~ 91A30}7l --'i'loH q~ SM-SR:,r}-9] %{1-B:- B_-i:']o}-c 7]~:,r}, 3) eUICC -'b'-'8'--,.}611 E]o}ocj .,1]-'b'--5']-c 

SM-SR OTA -'g-/J--& --'i'loB J,}-§--5'1-c eUTCC c1] 0 ]E1ir B-21-t}-c 7]~4, 4) ..2..-31 -t,-§--'8_ "dl..E11'1\'l-% ~E7ijg~__(l_i,c_J,11 

eUICC9}-9] %{1-B:- __l;l__~-t}-c 7]~(llJ.§j-t!] 7]~) %o]c}. 

[0070] SM-SR r1] 6 ]E1Hil 6 ]6-c eUICC 1:l1)r:-j9} AJ .. -;(l (M2M 01,'l_- %) 1:l1)r:7 1:!J ~;,:p<7..S'.....£- MNO"il E]t-} 61 ;:z,]..:g-_s:]9, SM-SR uj]A] 

ell_§_-')-~ 3.. it %oB-"l MNO"il -91 t-} 01 ;,}¾~ y <JJ q. 

[0071] /Jsq J..l~(Circle uf lrusl)-i:':- ~Sc..U]771;J ~Sc..-II}~ ~~ %~ "dlc=..--'t--"dlc=.. A]fl-211'1 "83..ir 7}~-t}Jll -t}l:tj, 

SM-SR-i:':- ~~ll]7.77cl ~~-Ii}~-9..] ~-~~ 2}-9-~ 31 eUICC r:jc"::7'1!312]~ --'?1-t}°i {lsq "1~% ..:g-..;y~c}. MNO-c {l 

sq M1~'1121 S',1-SR ~ SM-DP "dl..E7Ej'4 "83~ y 'JJ..S'....9, 7};<1l-3j..S'....Sc.. 0 H:[ 7]~% A1]..:g-~ y..'c 9J% -3'! 0 li::-} jl 

Zljjl} B-"1':E! MN0-9..l 711"-l',,cl- 31 t,'j~AJ -9..]-y~ oj7].oz] \tjl, eUICC-9..l ~t,'j3j,z_l J..}%-(~~'cl, 3..?1]'-fil~-9..l ~'i'l J..} 

¾, J..7ll]6 77-'f-, .g..t,'j3j,z_l MNO Zii:J]c"::L~ 1s17icl %)% clJ7]-t}7] --'i'1-t}0~, eUICC2} MNO 3101]'-ill~ ;,}0191 ~;;j~ "dl 

£--'f--"dl..£ ijg-3..7} 3M..8..-t}c}. 

[0072] q, s=.. 161]!.-j 110--i:':- SM~ 77]2j, r:7 -'f"1]3j..S'.....S'..-c SM-SR '@Bl ;,}61611 91A3.£l-c ~sq J.-j~--& L}E-}1....Bjl, 120--i:':- MNO 

JI}E_L--j%-9l /jS'j J..7~ 6 ]!'9, 130--i:':- "dlc=..-'f-';11_c=.. /JS'j 'iS::,¾ _5:_A]~i::-}. 

[0074] s=.. 22} ;Q 0 ], SM-i:':- eUTCC2} B-~-'8 °1c1 ~Sc..-II}~(',!N0-91 ..2..l-11101] 0 ]1,-i ~Sc..-II}~, ~Sc..U]771;J ~Sc..-II}~ %)% ~~ 

-t}Jll €'-H]-t}-c SM-DP9}, -=i~ 2}""9--~t-}7] --'?1~ S',1-SR.£- -7'--lt-!r]l:tj, SM-SR-i:':- q~ 6i27 SM-SR"'t {lsc]B-71].£- ~% 
~ y 'Jlj]_, SM-DP-a= MNO A] 6 S,Jl 611 ~ %-"'l 67 91 q. 

[0075] %~. SM-DP'4 MNO A]c"::",]121 BH5'l-c s=.. 2'4 i::-}~711 :;'-~-%] 'T'- 'Jli::-}. (q, SM-DP7} SM-SR4 ";cj_-'i,'-_s:jjl, MtiO A]c":: 

s,J]o] SM-DP2} Z1..%~ y <;Ji.;}) 

[0076] 0 lci~ eUICC A]:'::",Jl o}'l]eJj:<7 -t}"1]A7, ~ W'll-91 ~ ~A]◊il"1l -91~ eUICC-c Zr% ~s'..-Ii]-~(~s'..ll].71\l ~s'..-Ii]­

~- ..2..3-11?-1] 0 I~ ~s'..-Ii]-~ §)-91 s..'3-g_ -'l-l0} 61 1¥-~'cl(lntegrity), ll]~'cl(Confidentiality) 31 'Zl'2-"il 

(Authenticity)% __l;l__7<JW y 9)-c u]]7'j e-1 %% ± WW y 9J i::-}. 0 1 t'-7 ~ u]]7'j e-1 %21 ~ ◊il s'..A7 °}~ s=.. 4 °10}611 
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;,1 1l.'l:iW ll}91 :Q- 01 ~3'..Iij~ :;-l2 .==u11,;_l]iJ.'?J eUCCQj i'7l!','l ~ lll~7'l¾ 01 §~ q}/~.:§:.§1 uJl?J1-l% ~ ·~ 

12j2\j_c,_3'.. SMQj i'-1M ~ lll'H7'l¾ 0 1%0 ~/\}J.1'l:i¾ ±WW 'T ~Jct. 

[0077] ~- -y~Aa, lll'H/3 ~ ·Z.HPa¾ _l;l__AJW 'T ;:Jc '?1-~0 uJl?Je-1%011 QjtiH eUICC 6 }7'1§]:<7 L]101]!-1 Zr% .:,,:.3'..II} 

~ 01 °}cf '<l~ ti} 7]1 _l;l__.:§:..£161 °1= ti}9 , u:12.JJ,1 .:,,:.3'..II}~ 01 eUICC 1-]13'.. ~ ¾( 7-11::E Blll 01P-1 _:,,:_3'.. lll .:z-Pcl .£1 ~ 3:! 01 

o}\:1).£171 n1HHl .=::Ii::7~ .:,,:.sII}~¾ _l;l__.:§:.o}71 ~~ o}'T' '?__)-~~ u]l7'Jl-]%o] ~Ro}r:}. 

[0078] ~ W'l:11 ~ /JAloJM 1~ eUICCc eUICC1-]101lJ,j _:,,:__?II}~ 12 3_i;,11lfilJ.J% 01%0}6 ~ Zr% .:,,:.sII}~(.:,,:.slll.:Z1 

\l ~3'..Ii!~ . .2..n1j;,1l 0l~ ~3'..Ii!~ %)% -u-2.J :i=Ec ~% 2cJW 'r'- 9Jr:.}. 

[0079] t:7 7'-;;1l~_c,_3'.. 1l.'l:lti}t;'!, ~ W'l:i01P-lc eUICC01P1 "d]E. .'I.'?].§.(End point; oJl¾ %';"! Subscription Manager) 

3'..1f-E1 ~¾s=lc Z/"% .:,,:.3'..II}~(.:,,:.3'..lll.:z1\J .:,,:.3'..II}~, .2..nij;,1HB .:,,:.3'..II}~ %)% '<l~ti}Al .:,,:.3'..lll.:z1\J ti}7l ~ 

~ .:,,:.3'.-3}~ 12 .::H1llfil~(ojJ~ %1:B, eUICCQj i'7R7'I §)g 3'!J::~ l7R A7].§. 01-'c} _l;l__flti}J:9, 6 }'-'11 iU•lojJ61]J.7 

~'l:IW ll}S>} :Q- 0 1, 91-¥- "d)E7Ej3'..1f-E7 ~¾-'8. 'i{.2:.~-'8. .:,,:.3'..II}~¾ AJ7l .:,,:.3'..II}~ {]2 3_i;,1]lfil{-1_% 0 l¾ti} 0 ~ ~ 

iW 1'- 9Jii. 

[0080] :i=E~, ~ W'l:!Qj ~ ~-"lojl61lJ.1c eUICC 1-]1611-c- .2..31 l7AQj ~-"a§} .?:£3'..II}~(Active Profile)~0l ~7-Ati}c 3:! 
6 ] ll}'lr,Z-lo}i:rl, _:,,:__?II}~ St:c _:,,:__?II}~ B.-2] i:1l 6 ]El(Profile management data)c .=::I _:,,:__?II}~ St:c _:,,:__?II}~ 

i'l-21 c1l 0 lEHr J::%ti}c .2..n1j;,11°1E1 J.l.c'::£,Jl31j- {lscFa 9V11 ~~-'{1_ 'ill£ ±'?JS.S>} eUICC A}6161]}-7 '?1-~~}711 ~¾ 

.s=J61°l= W ¥- o}Ljc}, .3:£'i'..II}~ t:Ec .:,,:.'i'..II}~ B-21 i:11°1E1c B~ t:Ec E7r']½°l_31t :Q-,":- 91-¥- ';1l_E7£161l 1s-AJ.1 

12°1 ~7}~3A0l= ~t:J- . .=::I~ 91~}0t ·~· W'l:19.l ~ ~-"l61l01P·1c 0 }'-'11 .:,,:.i;'..II}~ :i=Ec .:,,:.i;'..II}~ tl.-21 c11°]E7~ 

'i}/~~.§:l-W y ;:Jc :rr~II}~ 12 ==uillfil{-1_~.,,1 eUICC i'7M¾ 0 1%~}-c- clJ~¾ 3+W~ii. 

[00321 .?:£3'..lll7l'--d 4 7s"1l-"1, Flnccs= 7171 ~~ 7s_l;l__ OMEr %l.<4 f:mcc ~~ 7s_l;l__ (f:1ccir1 %Hr ±~~ls= ~Aa.§:l- iL 

"a-8:- MNOs.. 1i¾~ii.(Request activation: S310) .=::IQ ii%, S3201d-lll01l},7 MN09.} eUICC A} 0 l01lc eUICC AJFA 

R 7s ';-l 71~~ ~~ 7-1161 R 7s/~'?1°l y 15]~1i.(dJICC status ff:QUFst 1;-l tFclmical capability control: 

S320) 

[0083] S':.~, 2i.Alti}7-lc '2J-9lAl~, AJ7l S320 BllM.,,1-c- 6}i'MA1 {"l_";j~ H}9.} ;Q- 01, eUICC7} .:z}1[9] i'7M(PK) S':. 

c .E=.Sc..II}~ ~? .=11'111.fil~ Aa_l;l__'?J PKr 71Aa_l;l__c71 '"]Aa ~221%. 71 ~ 0 1, 71 '-!lAa clJ~ %)it i>A"2J MNo 1-1_;:':: 

'@ S':.c SM-SR.£. .,1]i'~}c :,rpJ 01 ±W~ y 9Jct. 

[0084] S3300711"11.,,1 MNOc SM-SR:i'.} l-.} 61011.,,1 eUICC 0}0li.filE7E] Yj%31.}, -"J.7.l(eUICC)01l rA~ :<j_l;l__~ y~~q(eUICC 

idenlily verificaliun ~ cullecl informciliun cibuul device). S,l:l007~l611J.l, MNOc ~ ~'l:11 ~ ~Al61l61l 

.9-lti}~ i>A'it eUlCC011 i::]~ 'i}§..§} 7'1, 7'-"1l3j_c,_.£.c eUlCC01l r]-§--s=lc i'7M¾ SM-SR.£..ljl-E7 ~~W y 9Jc}. 

[0085] 0127 ~ i'7M .9-l ~ ~.,g. za 2\j (static) .'£-c- %2\j (Dynami c)_Q_.£. 01 f"l ~ 'T ~). ell}, za 2\j _<)_.£_ 01 f"l Al C 7i:l-9-­
eUICC 7-1]::EAl61l 0 1Pl i>A"a eUICC 1-]1.ly-2\j_Q_Sc.., A7].ly-"9_c)_Sc..c eUICC 1-]1Qj ~·.~ ~11- TISc..J1lJ.l (CCP %)it ¾i>A .:g. 

7M9} ll1~7'l7} '",Vas=loj eUlCC01lc lll~7'l7} 7-j;<J.s:12, i'7Mc .5'..t:" S',!-SR01 i'-%W_c)_.£.-¼] -l"Pa~ eUlCC01l 

rA~ i'7]7'1¾ '?l~W y 915=.~ ti}2, MN0~1f-E1 R"a 6 l 9Jc 1-9-- SM-SR,":- i>A'its=lc eUICC61l rA~ i'7]7'1¾ 

MNO.S'.. 1i 1i't~}c cJJ.J.j 01 t:j-. 

[0086] -'o'-~'?1 'i{§..7'1 ~~cJJ1i1j.,g. O}i.'11011J.1 5=. 8 ~ 5=. 99-} tl_-i,'1~} 61 ~'lJW ll}9} :Q- 01' MN03'..-'f-E7 R"a(~Za cUICC <'-1 

~:<J1,1 3+W)ol ;:Jc 1-9--, SM-SR,":- i>A'it.s=lc eUICC611711 i'7M ;;j¾¾ J'.L:3ij~}2, i>A'it eUICCc eUICC 1;'r7-] B 

~ 1..A-9.l W-it ~M .5'..*( 01 %61011 ~za.s=Jzl '2J'_c,_rtj, -'g-{1.5'..*, _?J:_i;'..lll.:Z1\J .5'..*, W-it .5'..*, 7]% .5'..* %_<)_3'.. 

1W y ;:J_c,_9, eUCC :rr~u1.:z1\J% ~~ eUICC 'ft7-A B~ 91-¥-.<41 -\5-/,'l_ ~ :rr~u1.:z1\J B-211 "'1W% 
y 15]W) .'£c eUlCC 1.A.£1 _l;l__'?_l-.2.½('ff§..7'1 '"J/3 .2.½, 'i{§..7'1 ~1i:cl .2.½, Security Policy .2.½, Credential 

Marrnger, Prufi le Mcinager % eUICC 1-]11 ~.:§:.7'1 '-!l-'cl ~ ~i7'lit ~%~ _l;l__'?__)- ~11-% y 15]~}c .5'..½)% 0 1% 

~1°1 i'7]7'1~ AJAa~ .f SM-SR.£. 1i~Ac clJAl_c)_.£. y 15]~ 'T ;:Jr:}. 01011 rAi>AA1c 0 M01l},1 C7 AJAil~Ml 1l. 

'l:i~ii. 

[0087] 0171!.1, eUICC 1-]1611 1;'r7-]1c _l;l__<?l-.5'.~,":- eUICC 7-ll~ Blll :i=Ec .=::i 0 1.:f eUICC :<a"1l61l u:}2} eUICC i.11611 i'--z-2\j 

_c,_s_ 17]7} 1l.~l~ y 9J_c,_9, eUICC :<,M ~ Zr MNO :o<a"1l01l u+cr Zr MNO ~s.. 0 121 7]7} 1l_:'"<l~ 4' ;:Ji;}. 

[0088] i>Ai:J eUICCQj i'-7]7'1('i}§..7'1)% ft]~~ MNOc SM-DP¾ ¾i>AJ.1 ',!N0011 ~c J.]s..¾ eUICC .:,,=_s_II]-~% A]Aa~}j]_ :.J. 

.?:£3'..}I}~g ~~~ eUICC i'7R7'l(~.:§:.7'])3'.. ~.:§:..§}~ +- MN03'.. ~1i't~t:1.(1:'"<1 ~.:§:..§}, S340 0711) 0ln11, '?1'2-73 

- 12 -

Petitioner Samsung Ex-1004, 0244



~ JH ~01 10-2013-0026351 

(Authenticity)% .,11-t,'-"6"}71 -\']t-11 SM-DPc 7-}{_121 7]]'?l5'ls'- ~7}9'?l ~7-P-'11l'.1% "~"aW 'r'- 5:fi::.}. ~- S340 Blll 

"1]A7 SM-DPc '?l%% -\11~ 7-}{121 1R'?l5'l _c;c_c lll'H5']s'- _::,,=_s'_.II]-~% ~7-}A-j'lJ(Sign)W 'T ?Jii. 

[0089] Ji%-.Q_s'-, MNOc 17} ~~il:}-'8 (eUICC) _::,,=_s'_.II]-~% S'.1-SRs'- ~'e."~ + 27} ~~ii:}¾ R"a"6"}1s'[, SM-SR,':':- 0 1P] 77 

~"6"}:il 9J.t- eUICC -t!.-c15'l(eUICC OTA 5'1, GP !SD 7'1 ~-Hr 0]%"6"}01 eUICC _::,,=_s'-.II]-~-g_ 27} 'if§...q-"6"}01 MNOs'­

~ ~~q. (S350 Blll) 

[0090] -=i's::l ii%, MNOc 01% ~§...§}(Double Ciphered)-'8 eUICC .:,,=__?.II]-~¾ t-Ri:J eUICC'? ~¾~ii. (S360 1J-7jl) 
0ln11, '?l%-"a% 711-t,'-"6"}7] -\']'o]l SM-DP21 -t,'-71]5'l _c;c_c '?l%A1(Certification)¾ W~l eUICCs'- ~1?-W 'r'- 9J.i::.}. 

[0091] eUICCc 6 ]Pl eUICC -t!.-2.15']¾ ~Jl 5:f__c)_E_s'_ 17}5'_ ~§...§'j~ ~. 7-}~ -t,'-7]]5'1"11 cJl%5'1c lll'~-71(71]3:: _c;c_c * 
1R5'l %31 "]--"a BllMA-1 °]Pl ~Jl 91%-)¾ 0 1%"6"}61 27} ~~il:}W__c)_s'._1>1j _::,,:_s'_ll]77\3"11 A}%~ _::,,=_s'_.II]-~% ~ 

~"6"] ~-§...§} W '7"· 9J.r:1. 0in1I, eUICCt- '?l~A-1 ~'?l (MNOs'-1f-E-I ~.§\-~ -t,'-7]5']"1I t-]'cr.5'11-:- SM-DPs'-1f-E-I "J'il-'8 

eUICC _::,,=_s'_.II]-~'?lAl ~'?l"6"}7l --'f1t-B)% -\'lt-B SM-DP.91 -t,1-1R5'] ('?l%A75'1 781-, {1"'1W 'T ?Jc /-11 391 1RJ-1ls'-1f-E7 

t-11 i:J '?l %A1 21 Pr Ji-"a % ~ % i:g-& 'r'- 9) %- ) s'- A7 1l'.I ~ %% 'r" 15~ W 'r'- 9) i::.}. 

[0092] S370 Blll"1]A1c _::,,:_s'-ll]:z11cJ% i'ii.~ eUICC-'4 SM-SR ;,}01"11-'-1 ~E]1 il..14 -=ioi] t:l1~ %1i1"1l 21"6"}01 SM-SR 1'11 

o] E-j t!ll o].:-'::~ qJ i::1] o]_§_ ~q. 

[0095] S320, S::l30"8-7~M-"l .,,cre11 il..7J ~ 7]~.3j 7}~--"a 71]6-lc eUTCC o}0]\'liE1E121 ¾'ll% 71]-t,'-(.--'Js'l~ 'T 
eUICC)'o}uj, MNO 1.7t1].:-'::~ -\11~ eUICC ~'<:jsi] .:<PVa-8:- ];j-'?l~ 'T 9J6-l 0t ~ii. 

[0096] S3,1Q~S360 1dlll"1]A7c eUICC _::,,:_s'_If}~ A~Aj 5-1 ~¾% --'f1'o} 01 +~ 0J§...z} nJl5'-lc.1~ 0l -"}%~ii. 2T, SM-DP"1l 

21fiH eUICC0ll i;;l.=I-'8 "Ji-'3 _::,,=_s'-.II]-~,<2- -2..Zl ~JI eUICC 0 ll 21t-P11s'} ~H1 '7" 9ls= ~§...§} "1]7'lc.1¾ 0 il 21fi}01 
0J§...z}-"'~9, :.<jti~ SM-DPs'-¥c1 ,,_~.,3~ _::,,=_s'-IT}~'i'l% ~'?__]fi}7] --'f1t-B SM-DP"1l 0~t-B ~.:z}1.-j'{l 0l '7" 15]~ 'T 9J.:i1, 

SM-SR-s":- ",Pa _::,,=_s'-.II]-~¾ el!CC -B-c17]s'- ~§...§}fi}01 -';'i~ %'?.l eUICC¾ '?.l%fi}:il .li.§..~9-. 

[0097] S370 Blll"1]A7, SM-SR t:l] 0]s]ul] 0].:-'::s= 7}~ ~~l(Subscripticm installation)21 u}lj1-9 '2llll"11A-j qji:1] 01_§_ ~ 

'T 5:fii. 

[0099] ';'i.~1]:--<7.Q_s'--l=- 5=. 3-"'I _::,,=_s'_t1l:-<.1\J :i'H:J:,4 -fr!.}(~, ~7cl + -"Rs'-¾ MNO7} 5=. 3-"'] MNO"1l t-B'it)'o}uj, q's'} A]s..¾ 

MNO"1l cii~ _::,,=_s'_.II]-~ "]--"a ~+"11 A]s'-¾ MNO7} 5=.1--j MNO"11711 ~AJ 1}l i'lcl ~¾ sH:J% 'T15]fi}s= ~ 01 --'c] 0]fi} 

ii.(12-711 S440' ) 

[010oi ~ . ..':c. 4si1 MNo ~1J:,rpcJ:,rl ..':c. 3si1 ~~r11:z-1'cJ :,rpcJ-a- 7}0P<a..':':-, ~~r117.1'cJ -'Ee -2..:i,i"1101~ QJJEl.J:.l.. ~~.rr}~ 

% 01%fi}01, ~E1t!l] 6 ] 1d il.. 7J 01 5=.1--j MNO OTA t!ll6ir:i(Rearer)Sc.. -';'l¾s=1:il, ;,]Sc-¾ MtiOc OTA _c;c_c OTT % fi}y­

~ A]~¾ ~~Ii}~-£ ii¾~.E. 'o}..':c.~ SM-SR~-'f-E7 1l~~ R 7afi}c 7;.'!6]q_ 

[0102] MNO ~1:)% -\'lfi}0t eUICCc 7]71 ~~ 7<iJ_lil_ (IMEi %)9} eUICC ~~ 7<iJ_l;l_ (eICCid %)~ ±.W'o}c ~--"a.& R"a 
% ~7c3~ MNO(Receiving MNO)Sc.. -';'1¾~1i.(Re11uesi acliva1ion; S410) -=i,tl Ji%, S420"8-7~MA1 c1AlBJ MNO-'4 

eUICC A}61"1]c eUICC AJf~ R 7a ~ 7]~-"'j ~~ 711<>1 R 7a/£j-'?l 01 '7" 0J'8_c}.(eUICC status request ~ 

1.echni cal cc1pabi Ii ly cunlrol; S420) 

[0103] _c;c_~, 5=.A]fi};,:ls= '2£~7'l's'l, --'c]7l 3420 72171l"1]A7s= o}i:]"1lA1 ~'llW ll}-'4 ~ 01, elJICC7} ;,:}{121 -t,'-7R7l(PK) _c;c_ 

C _::,,=_s_If}~ 'i'l-2- .::i ?]] 1s'TI {-l Aj .Ii.~ PK! 7'1 Aj_l;l_(71 A~Aj ~Jl 21 'fr' 7'1 ;Q 01, 7'1 Aj Aj 1lJ~ % )¾ t-] ti MNO A].:-':: 

"J _c;c_c sM-SRs'- 71lb'fi}c 31J-?:a 0l ±tl-'%1 '7" 91%~ _::,,:_s'-lll7:1\l 4;,:c1~ s3204 %~fi}1i. 

[0104] S430B7ll "11 A7 c1 Al BJ MtiOc SM-SR4 J,}o] "1] A7 eUICC 0 } 01 \'liE7 ~ ~ %4, ~~lCeUICC)"1l cJ1 ~ 7:3_lil_~ 'T~ ~q 
(eUICC identity verification :}i collect information about device). S430Blll"11A-1, MNOc ~ W'll21 ~ ~ 

A]oJM 21"6"1°1 t-]li:J eUICC"1l cirn ~§...§'j 5'1, 7'-J-11~.Q_s'_c eUICC"1l cJl%5'1c -t,'-71]5'l~ SM-SRs'-fE7 ~.§\-W 'r" 
?Jii. 
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eUICC A1l s:J.l 611 °l1Jl t-11 i:J eUICC 1-11 f ~ _()_g_, "11 f ~ _()_g_-1=:- eUICC 1-11 Qj ~.:§:. ~·~ ~.5'-"11;_.1 (CCP % Hr 'g-t-11 i'-
1] 7'12} lll'H7'l7} -'Jll-2:s:ioi eUICC61lc lll'H7'l7} 7f"J:s:1.:il, i'-!]7'1-1=:- y~ SM-SR 0 1 i'--frW_()_s._1>\j ~ 7Hl- eUICC61l 

t:11~ i'-7]7'H"t '?161 W '7'· 9{~~ t-}.:il, MN0.5'-1r-E1 R"a 0 1 91::t- 7cH- SM-SRs°c t-Ri:J:s:1 ::t- eUICC61l t:11~ i'-7]7'H"t 

MN0-5'- ~ 'i'!ii}c clJ~ ol q. 

[0106] %2\j'?J ~.:§:.7'1 ~~wJi,ij-2, o}i'11611J.i s= 8 ~ s= 92} ~h':!0} 61 ~'l:IW ll}2} ;Q 0 1, MNO.?ljl-E7 R"a(~7a eUICC ~ 

~'il.!i. YWH 9)-1=:- 7c:l?, SM-SR,°: t-fli:J.s:ic eUICC61l71I i'-7M ~1,-% il..7/lt-}.:il, t-fli:J eUICC-1=:- eUICC 1fAll 0 

1R i.11.91 w~ :'zM Y½( 0 l %01"11 ~ 73:s:1/\l 'Bl_c:,_9, -'g-{}Y½, .?J'..s.-lll71½J Y½, w~ Y½, 1]¾ Y½ %_c:,_g_ 

-~w ~ 9J_()_Pj, eUCC ~s.-lll.71½J% -111~ eUICC 1fAll 0~ 91f91Qj 'g-~ ~ ~s.-lll.71'-a :,zti:.'jQj "'1W% 

y 6]W) 5".-1=:- eUICC i.11.91 .!i.'dY½(~s,:51 -',Jl/3 Y½, ~i>:.7'1 :'z7i:.'j Y½, Security Policy Y½, Credential 

Manager, Profile Manager § eUICC 1.)1.91 ~.:§:.7'I -'J'il ~ ~.:§:.5'I~ W¾~ .!i.'?~ ~.~.g- '7 15]ii}::t- 51.:~-).g 0 1% 

t-H i'-7]7']¾ -'Jll-3~ + SM-SRs.- 7J~ii}c clJ~_c:,_g_ y 15]~ y 914. 0 1"11 qji>]J.i-1=:- 0 }i'11611Ai 1-1 AJAilt-}711 ~ 

']J~t:1. 

[0107] 0 47VI, eUICC 1-11611 1fAll.s:ic .!i.'dY½,°.- eUICC Ai]"'} 0lll 5".-1=:- :i 0 14 eUICC 7azil61l u:]-2.)- eUICC 1-lM .:g-1g-~ 

_c:,_g_ 17]7} ..g;;_l~ y ?)_()_9, eUICC 7a/2ll ~ Zf MNO 7a/2ll"1l u:]-2.)- Zf MNO ~g_ 01c1 7]7} ..g;;_l~ 7"' ?Jct. 

[0108] i>]i:g eUCC.91 i'-7]?1(~.:§:.5'1)~ ~~~ i:.'jl-]1J,,l MNOc SM-DP~ -'g-i>]J.i M\JO"ll ~c A]s¾ eUICC .?:£.?TI]-~% -'Jll-3 

t-}.:il i .E=.s.-TI]-~% ~~~ eUICC i'-7H5'l(~.:tJl)g_ ~.:§:..§:}~ 4 MNOs.- ~~~i::.]-. (1:'z} ~.:§:..§:}, 3440 Blll) 
0 ln11, '?.l%1 d(Authenticity)% Aili'-ii]-71 ~8] SM-DPs=- ;,.}~.91 7]'?.l?l.'i'. 0'}1]-31'?.l ~;,.}J.i'l:1% .,_Jl,;Hl- T ?Jct. 

'9', 3440 0lll61lJ.i SM-DP-1=:- '?1~% ·91~ ;,.j-~.9.l 7]'?.l?l 5".-1=:- lll~?l3'. .?:£3'.TI}';J.% ~;,.j-Aii:l:J(Sign)W T 9Jr:]-. 

[0109] 5".~, 3440 0711 °1~ 5".-1=:- 0 1+"11 '~VJ ~ i:[i,'.] ~¾ 0711(3440' )7]- y 15]~ T 9Jr:f. 0 lc1~ 1AJ ~ i:[i:.'.] ~ 

¾ U71l(S440' )-1=:- A]Sc.¾ cjJ.lBd MN07} 0 1-';l MN0(-5=.~i MN0)61l71l i>]"a eUICC7]- 73"3~/\l 01-'1-'4, MNO 1s3:l.7cs<>1l u]­

~ i:[21(:<iJ_l;l_)~ ol~i>] ~ ?;:!-8- R"aii}c %.9] :,rpcJolq. 

[0110] '9', 3440' BlJJ6ll!.7c A]s'..¾ MtlO(Receiving MN0)7} 7}qj 6~1611 I~i>]!.7 _li.lcj 1.1N0.9] '?l~-8- R"at-}9, 0 121 

~ '?.l¾-2c 7a'3il Ail°l 7l~(Pulicy Cunlrol Funcliun)61l .91i>]J.l Aili'-~ y 911i 

[0111] i::}%_()_Sc., cjJ.lBd MN0-1=:- 1:'z} ~.:§:..§:j-.>8_ (eUICC) .3:'=.Sc.TI]-~% SM-SRS'. -';}~~ + 2:'z]- ~.:§:..§:}~ iL"dii}i:ci, SM-SRs°c 
0 lul :zf-"Jt-j-.:il ?le eUICC B-2l?l(eUICC OTA ?l, GP !SD ?l %)~ 0 l¾t-} 0 ~ eUICC .?:£5'..Ii}~-8- 2:'z]- ~.:§:..§:J-t-H 

MNOS'. -';} ~~q. (S4:i0 U71l) 

[0112] i's':[ ii%, MN0-1=:- 0 1% ~.:§:..§:}(Duuble Cipherecl).>8 eUTCC .3:'=.Sc.TI]-~% i>]"a eUTCCS'. -';1¾~1i.(S4o0 0711) 
0 11111, '?l%J.a% Aili'-t-}71 ~t-] SM-l)P.9.l i'-7M 5".-1=:- '?l%Ai(Certification)~ W"il eUlCCs.- ~¾WT 9Jr:f. 

[0113] eUlCC-1=:- 0 lul eUlCC B-i:.'.]?l~ ~.:il ~_()_E.s_ 1:'z}s_ ~.:§:..§:}~ +, ;<.}{} i'-7]?1611 t:]%.£1-1=:- lll~?l(A1ls: 5".-1=:- i'-
7]"-'l %31 .,_]Ail B71J6llJ.l 0 lul ~jl ~%)~ 0 l¾t-} 6 i 2:'z} ~-i;;:..§:J-W_()_Sc.J,(1 MtlO 1s3:!7c:J<>1l J.}%~ :V:_;;c_TI]-~% ~-';} 

<'>l ~.:§:..§:}WT 9Jr:f. 0 ln~, eUlCC-1=:- ~%Ai ~~ (MNOs.-ljLE7 ~~~ i'-7]?1611 t-Ai:J.£1-1=:- SM-DPs.--'f-Ej A,)JJ.j';cl 

eUICC :v:~TI}~'?];,;l ~'?_)t-}71 ~i>A)% ~i>A SM-DP.91 i'-7]7'1 ('?_)%J.i.91 7c:l1-, /JS'lW y 91-1=- All 3.91 7]7-1l~-'f-E7 

t-]i:g '?l%J.i.9.l %JtAil% ~% l:jQ-% T 9)%)5'.. !.7i:l:J ~%% T 15~%f T 9Jr:J-. 

[0114] 3470 BllHlJ.i-1=:- ~5'..ll]Ai½l% ¾J:i.~ cUlCC-9.]- SM-SI{ J.} 0 l61lJ.i AJsA R"a.31} .::J.611 t:11~ %1i't<>1l .S..lt-} 01 SM-SI{ c-n 
0 lENl 0 l~¾ c;Jc-]1°1~ ~ii. 

[0115] 0 121~ GSMA61ll-i A1l'd~ SM "'1W ~cl ~7c:l-2c SM61l7ll YE J.}qj.3j --?5=.i:1% '1~? ?J.-1=:- eSIM ~7ccl"1lJ.i 2\j~~ 

*~J.a cY~ 1.1No71 z:i- MN0-9.J- ~*iA 0 l= t-J--1=:- 1r-~-& sM-sR-& %iA iA~wPl- w"il l-J-c;J2r£'Il ~_1;1_ csi.1-DP "'1W 
-2, ~\3}2\j_()_~ MN07]- y 15]ii}J1l ~ 3-'!_()_~ 1) 6 19, SM-DP¾ -'s-i>] -'s-.JJ ~ ljl-7} J.7Ul6.91 J.}qj;,.} .:czJ!,J7} ~.:=.~) 

~ %\1%1- T 91c 0 1~ 0 1 9Jr:f. t-}7:l's'} 0 1 7'-s:~ 71\ll_()_s_ .!illr-2\j~ eSlM B-i:.'.l clJ'd 0 l ~AAt-Pl '2?%_()_s_J,(1 

zi· .Aj-qj;,.} 7a.!i..91 'd-';}J.3 ~_l;l_, eST1.1 J.16",l] 5=.qj J.] ~~ .:§:.il- "a.91 %.91 °7?1% 0 1 ~AA~ii. 

[0116] 0 1611 ~ W'l:161lJ.f,=· -'g-{}J.j-qj;,.]-(1,1NO) J.16",lJ, 7]-qj B-c1J.l6",l](SM):i!J- ~%:s:101 9H=· d!CC7]- df!CC¾ ±~t-]-s=-

1dW 5".c Ejul','! 0 1 1-2-w T 'i/:l-5=.5\-, MNO 5".c SM_()_s._4'-Ej y{l~ .3:'cs_TTf~ ./.j_l;l_~ -\'l-21t-]-7l ~~ _?1=.s_lJ}~ 

12 .::Ulli.fili 7a.!i.(eUICC.9.1 i'-7]?1 ~ lll~?l %)¾ ±Wt-}9, .::i.cHl .3:'c.3'.TI}~ 12 3.,:,lli.fili 7a.!i.¾ 0 1%t-} 
01 y{l.>8_ .3:'c.3'.TI}~ 73.!i.¾ 7-7?~(~.:§:.§.j- %)t-]--1=:- 7'-s:¾ ;11l'd~4. 

[0117] 0 lt-]-611J.i-1=:- ~ W'll.91 ~ {l_J.l6ll"il qji>]Ai ~'l]t-]-9, GSMA"ilJ.i A1l'<l~ SM ~w ~t'~ ~73:i!J-, .JJ7l .3:'cs.-TI}~ 1 
-2- .:,U1lc;1!~Qj ~ 61].5'-J.7 eUICC.91 i'-7A5'I ~ :261] qg-.s:i::t- ll]~?I~ t:11lit-} 01 iJ.']jt-};,;11;')- .:261] ~ 72.s:i::t- 3)-2, 
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[0118] :'f.~, 6 }"1161]/-fc ;'<72l :'f.-c :,zt2].5'1-c ~~Iii~ 73.l;l.~J,j J,]qj7-} 1.l;l. :'f.-c _2_lJ1,,1] 6 ]~ ~~IiJ·~ :'f.-c ~~ll]7-7 

"a .E=.~.II]-~ ~ ti}L}~ oj]A].3j_<'.>_~ ~'l:iti}7];'}, 761] ~73.5']-1=:- 3:ls':'c o}i..ji:rj' eUICC7} 'Zl~"'a¾ .l;l.?CJ-t,Bo]: ti}-1:::­

-2.c 7a.l;l.61l ·3l%~ '7"· 9J.g. 3l. 0 lt:1. 

[0119] 0 ]ti}61]l-1-1=- 3.71] ~~Iii~ ·~c _3.i,1]c;lli1'Z.l %3l .:g.71] 7'] '/Pa% ~§ti} 0 ~ eSIM¾ ~~ti}J1l :szt21 BJ-~_<'.>_~l-7' 

..\7]1f-3j_<'.>_.? 7]~ 1B¾ T3°':, Fl.!,} 0 ]% T3°': ~ .:s:£.?..\i]c'::91 WJ-~_<'.>_.? 4T61 ~'i:J~tj. 

[0120] ~ W'l:191 1]~3j'Z} AJ--'?1 T3°':-c s= 191 eSIM T3°':% cZf_<'.>_.? ~tj. ~ 'is..\i]l-j61]J.1 .=r'i:l AJ-611 'l:i"'l~ SMs':'c B 
~ S',! 1l1"1l°17f1-l ''Circle of Trust" 91 SM 11]7'1]%~ ? 9Ji::}. 

[0122] ~ W'l:191 ~~l-]61]61] 21~ eUICC(520)-c ~~l :'f.-c BW(device or Terminal; 510) '11611 ~~ ~7}~tillll Y 

W.5'1 o1 , eUI CC '11.!r-61] -1=- 7}?:J- S}-'?1 i:.1] J.!ll. 91 ~ OS( COS; 521).:rr}, .=i ,,c}-'?1 i:.1] J.!ll. 21 SIM % :l! % ( 522), .=i AJ--'?1 i:.1] 1!l1 

21 SIM l-7ll]c':: i't21 ~:)!¥(523) *¾ ±Wti}i:rj, cos Aj-.9~611-c 4:g,. *~ :'f.-c "',7} M2M l-7ll]c'::~ .j'~~ .:s:£~lll 

7-1 "il .E=..?.IiJ-~ (524) 0 1 e;(B~ii. 

[OJ23J 1E~. SIM J.1lllc':: ~21'i'.{[C523l ,,;}oils::- 4 ;,}qJ;,,}~ ;,}qJ;,,} 7<iJ.l;l.(525) 1Ec 2i.,i,,11°1~ .':£.'i'..IiJ-~.:ITt . .=roil t:11% 
.5'1-1=- ..t1.~Y~(526)6l ±W~ "r 91t:l. 

[0124] _2_lJ1,,1] 0 H'! .:s:£~.II}~ ~ .t;J.~Y{rs':'c z:r ;,}qj;(} 9:.-1=:- MNO~~ 1;'!2.] ±W-'a y ;1J_c,_q., ~7<3 "'1~61]-1=- 1;17<] l7l9.] 

_2..J.11,,1] 6 ]~ .E=.Sc..II)-~;'1- 6 ] ~Ji).§:j.(Aclive).5']-1=:- 3). 6 ] ll}'%J3jti}tj_ 

[0125] :=E.~. BW(510) '1161].,=- dJICC9} ~%.5'Js=- w;::; ;'<72l.£.{r(511) 6 ] ±1~ y 9J_c,_9, 6 ] c]~ w;::;;'<72lY{r,'°L 

eSIM:i'} SM<}?~ W~61l ~.fL~ %{1 51 ~.fL .:s:£~..\i]c'::%% .oz72]ti}'c' Y½~l-7 ~.:s:£.§.%~]61 ~Fl~ T~~ y ;11 

ct. 6 ]i:.7~ WiP1i:'lY{i'.91 7]~.P.. 0 }c11 5:. 8 ~ 9% {l·:'r::ti} 6 ~ t:7 AJ-..\i]t,}71] ~'l;J~tj 

[0126] ct"'l 5:. 5°1] ."']~ :;':'i::% ~<Dti}~. ~ W<D 6 l ~%.5'].,=- ~511] A]c'::",l],'L .:s:£~ll]7-1\l .E=.~.Ii]-~(Provisioning 

Profile; 521)% ±~ti}'c' eUCC(520), eUICC7} 1r.:zB~ 7]7] (Device; 510), eUCCQ} SM <}.o~ W~61l ~.fL~ 

%-~ 'Ji ~R .:s:£~..\i]c'::%% -"'Mt>}.,=- "W;::;;'<72l.£.{r(511)" .=rclJL SM-SR, MNO 'Ji SM-DP %% ±1t>}.,=- " 

eUICC 'Z.l.:s:£4(5:. 4.9] -9-~¥¥)" ~ TAil~ y ';)tj. 

[0127] "W~-"12.] .£.~(511)" s':'c 7] 7] (Device) 1B 61] e.:zBt>}-1=- ~.:s:£.§.%1I 01 ~ "eUICC 'Z.l.:s:£4" 9.} %{lt>} 6 ~ eUICC ~"1 
w;::; .:ilt 7a% y 15]~ct. 0 1 .:ilt 7a61lJ.1 "W;::;;'<M.£.½" ,"L "dJICC 'Z.l.E=.c}" 9} TLS/SSL %21 .l;l.'Z} %1!% y 15]~ 

y <;J_<'.>_9, i>B1;t ~.?:£~%1]01 Y~..."c 7]7] 1 B.<0] ~~~ .:g.~611 -'?1-~lti}:il %~t>H 9~1f- ilB:7cJ_<'.>__s=.1f-E7 .l;l.~S:]01°} 

~ct. 

[0128] "eUTCC" cll-'t-611-1=- .:s:£Sc.ll]7-7"iJ .31:Sc..Ii]-~(Provisiuning Profile; :i24) 6 l e;zBt>} 0 ~, ~~ ~7217} ~R~ 1-9-, 
Y~ MNO%s':'c <>B"if .?:£.s=.t1]7.7'c] .?:£.s=.:rr}~-& ~t:B.s=. eUICC ,gf.AB 7]7]9.} "eUICC 'Z}.?:£2}" U.9] %{1 6 1 7}~<>B 0 } 

~ct. :=E.~, "eUTCC" cB-'t-611-1=- SM-SR61]J.l ~clt>}-1=- eUTCC ~cl7'l -6llir %~. UICC OTA 7'](Key), GP(glolrnl 

Platform) lSD(lssuer Security Domain) 7'] %% .±Wti}"'l;'} .=roil ~7<3.S:]"']c \t%-9} '?1%ti} 6 ~ l-}qj:z.}7<3.l;l. 

(MNO Profile :=E.-1=:- OperaLiunal Profile) ~ J,J'<l.51..½(526)% 'fl;,:Bf~clti}-1=:- SIM l-]ll]c':: ~cl ¾'9!¾(524).:rr} 

i t>}.!r- SlM ¾:J!¾(523) ~ COS(521)7} e;,~~"t. 

[0129] 6 171 ..\7, ".l;l.~5'..½(526)" .g. z} l-}qj;,,}~ PKl (Public Key lnfrastructure) clJ-~- oj]~ ~li'1., !{SA, ECC, DH 

%-611 ITtE .:g.1B?l ~ 1B'Z}?l(ll]~7]) %% ..\],'cJfi}-c ~W% y 15]ti}-c 0B¾~ %21 61¾cl7'1] 6 ]~_<'.>_~ z:r l-}qj;,,} 

~~ eAW "r 9J_c,_9 .'£-1=:- l-}qj;,,} uoi] .:g.-:y.s:1<>1 l-}%-':'1 "r 9Jc.J-. ".l;l.~.£.½(526)" .g. ?l % '!J.Aa 0 1.21oi1 " 

~~;'<,clY½(:ill)" :=E.-1=:- "SIM J.l ll]c':: ~cl ¾"l!¾(:i2::l)" JI} ~%ti} 6 ~ eUICC21 .:g.1B7']Sc. ~~.§:}~ l-}qj;,,} 7a 
.l;l.i't ..\]Af'{! 1B'Z.)7](ttl½lJl).s=. ~~.§:} ti}-1=:- °'I~-& y 15Jti}9' l--}qj7-}.9] 7B~17'1.s=. ~7-H';J.:B. ..\}'l:j:.z} 7<3..Jil..9] ~ 

;,,}l-7'13611 t:11~ ~¾% y 15]~tj. 

[0130] ~ 'l;J..\7]l-7 6 l]l-7."'] w~ ;'<7 cl y{i'..g. eUICC .31:~ll].7-lt.a¾ -'?11l eUICC 1\'t;zB 1;'}1¢} ~-¥-9121 %1! ~ .':£~ll]7-lLa :pJ. 

?~91 ~W¾ y 15Jti}c ~i_()_~l-7, AJ-71 %01611 ~ 7a.5°Jc ~is':'c 0 }i..19, ¾1!Y½, .:s:£~ll]7-7'3 Y{r, w~ Y½, 

1B~· Y½ § 9E %67~ JI~~ '7 9J9. 

[0131] .'L~, eUICC '1121 .l;l.~5'..½.g. .:,ui]r,1)-¥! ~21, .':£~.II]-~ u]]i..1 "'1 § ~~7'I ·'Jl·'-8 ~ ~~7'I ~ :W%~ .t;J.~ '?1~.g 

y 6Jti}-c 3:l_<'.>_~l-7, AJ-7] %0161] ~ 73.5']7] ~_c,_9 ~.95] ..\,}JJa Y{r, ~.9:.7'] ~7 cl Y{r % 7]E.j- ct-§. %01~ JI 
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[0132] £ 6-,°: ~ W'l321 '¥1 'i'!J.1611611 21zl- eUICC _cE_c eSIM21 J.}qj7-} 7cJ_lil_ ~:Zl 7'-s:(WB"7-M 5'..~ ?£)~, £ 7,2-

SIM J.7ll]c':: B-21 ¾:J!% "T£21 A}qj7-} -"j_lil_(MNO Profile) ~:Z] 7'-s:~ _t;=_J.] 09. 

[0133] s= 6% {r3':o}1?'1_, -9-,;j ~ W'll21 '¥1 /JJ.]oj]61] 21zl- eUICC ~ -=i~ "fr:Z]o}c ,a~.g. sl-¥- "dlElE1(ojrn %1?1, 

SM-SR -\.i-).5'-f E7 °]i' 'i}§..§1-'8 ~-5'-~'¥/(£ 6 ~ 761]J.7c A]qj7-} 'iJ_lil_ _cf_c Q.!}j,:,1] 0 ]-;1 ~-5'-~'¥/% 61].5'- -e­
tj-)~ y{lz)-tj-, 

[0134] 0 ]cHl- 0 ]% 'i{§.:§:\--'8 ,::,,=__?II}'¥/,9:- s= 621 -2..~~4 7c{ 0 ] 1:Z}3j_<'.l__? 1,-Bi:J eUICC21 .:,,:__?II}'¥/ ~-2- 3_,:,j]lfil,.,c-1'?1 :g-

7l]7'l(PKI).5'- 'i}§..§1-'8 +, i:.}J.l eUICC -t±-217191 :Q-,2- ~£21 _lil_~7l.5'- 'i}§..§1-'8 ,_J"11°li:.}. 

[0135] 0 lc1zl- 0 1% 'i}§.:§:\-28 ,::,,=_.5'-II}'¥/-g_ ~;')-t}1?1, eUICC~ 'i':1:z1 SIM J.-jlll.c':: t!.-21 ~"J!~g 0 1%-t}aj 0 1P] ~JI ~J~ 

eUICC B-i:'17] _cf_c _lil_~7].5'- 1:Z} ~.:Q:.3:j-'t}tj-(S610) :7c71?'1, eUICC 1!-1]71(PKI)s_;'} 'i}.:Q:.3:j--'8 ,::,,=_s_II}~ -"j_lil_7} 

'-JVa.s:iJI, s1M J.1lll.c':: -t±-21 ¾:!!%"°-- -=i~ 0~21 WB"7-M5'..~.5'- ~~-tl';'!J.1 PK1 ~§..§1 J'L1l-& ~~z1-i:.1 

(S620) 

[0136] WB"~M-1?%s':':- S62021 ~§.:§:} R 5a% tj-J.] eUICC 1-1121 1;Bi:JS1c _lil_~-1?%s ~~o}:v, _lil_~-1?%s-¥-E-1 1,-Bi:J 

PKI611 t:11%.s:ic ll]1½/71 _cf_c 1B<?l91.5'- ~§..§1-zl- 31* ..'£.5'-II]-'¥/% %1i11!!-ci::-Hs630J, 

[0138] o] AJ9-] 5=. 69-] YtAai:':- ;'}B":Zl i,q _l,'_-g-ol 'T 5=.7} .',cl_ :Z7 i,q clJ<'-1 _<'.l_~._l.7, 1il}.E.J.] o] c7 z)- clJ<'-161] z)-Aj .£] c ~ .g. 
0 }c.19, 5=. Pt 7c)o] SIM J.lU].;:':: B-21 5'.-g-21 ?5=.S'- ~ 15Hl. y.5=. ~Jtj. 

[0139] ~, _r;=_ 761] J.7 9} ;Q- 0 1, 1;'1 ~,"1- s] -'\1- cjl_ E] Ej ( 61] ¾ %1?1, SM-SR % ).5'--'\1- s] 0 ] % 'i}§..§1-~ ..'£s_II}~ (5=. G 1}J 761] J.7 

~ !._}qj .:z} .:.<j _lil_ _cf_~ _2_1~ ?1] o] ,;1 ,.'£s_If}'¥/% oj] s_ E-tj )~ y{l z]-tj-. 

[0140] 0 ]rHl- 0 ]% 0J§..z}~ ,::,,=_s_If}'¥/s':':- 5=. 7?~ -2..~X,,-:,;} ;Q- 0 ] l:Z}3j_<'.l_s_ 1,-B'J eUICC 0~ ..'£s_If}'¥/ 'i'l-2- .:::f.?1]1.fil/i'l'?J :g-
7]71(PKI)s_ 'i}§..§1--'8 +, tjJ.] f:!JICC B-217]9} ;Q-,0- ~£21 _lil_~7]s_ 'i}§..§1--'8 "'Jqjo]tj. 

[0141] 0 ]i:'.7z)- 0 ]% 'i{§..§:}-'8 ,::,,=_s_II}'¥/% y{lt}1s'1_, elJICCs= ;':l_:z7 SIM J.7ll].;:':: B-21 ¾:!!%% 0 ]-§-t-}aj 0 ]P] ~JI ~ls= 

eUICC ~2]7] _cf_~ _lil_~7]s_ l:Z} -"1-§..z}~tj-(S710) -=:lr7 's'!, eUICC 1I-1P1(PKI)s_;'} 0J§..z}~ ,::,,=_s_If}'¥/ .:.<j_lil_7} 

'-Ji"'a.5'1JI, SIM l-7ll].c':: B-21 ¾:J!%s°:- -=i¾ _lil_'?].51.-g-s_ .:3J'i'J PK! ~§..§:} -8.. 5s% ~~z]-tj-(S720) 

[0142] .::i<t!_tj-%, SIM J.7ll].c':: B-21 5'.-g-,'°1- _l,l_'?JY-g-.5'--'f-S] tB 10J PKI611 I:11%5'1s= ll]~7] _cf_.,= 7]'?17].5'- ~§.§:)-zl- ~% 

..'£s_Il}'¥/-8:- %'El-1!!-o} ~~] z]-tj(S730) 

[0143] ~. 7]'E-E] "SIM 1.-jt1].c':: ~2] ~:')!%" :a4.<0] ~%-8:- %zl- r1] 0 1E1 WB"i:':- eUICC ~2]7] _cf_c _lil_~7]~ %1,B1.-j's'} 
0 ]~;,;];,;]~l. ~ W'll61]l-7.,= eUICC B-217] _cf_.,= _lil_'?J7]~ %zl- '?1% 1;J ~§.§:)- +. 1!-7]7]s_ 'i}§..§:} Sl°l ~ls= 

!._}qJ;;z} Aj_lil_~ /)- !._}qJ;;z}~.£. eSIM61] ~~pa "_sl_~Y~" -a- %1,B 91.] zl-lti ~§..§:} -t}c :,rpjo] 2f-7}5']°7°r z)­

tj-, ~§..§:}~ "_lil_~.5'.,-g-" 61] R 7d-t}c ?.:<1lc 5=. fP} 7c:! 0 1 "~"8':ZM.51.-g-" 0 1 ~ y ~J_c,_9, 5=. Pt 7c)o] " 

SIM !.7H].c':: B_-2] ~:)!%" 0] ~ y <;Jtj. (~~-"ai:':--"=. 7.9] {J-'f-7} t:7 ','rtj-.) 

[0145] ~ ~'061]1.7 eSIM S':.c eUICC61]c YE- MNO (~. qj2-]2-] MNO) 11]~~3.~ %z!- ~~ y 15]% .<i'lzl- .?:£.£.B].7.7'3 lL 

S'-Ii}~ 0 ] ,;j'fJ:zB(Pre-load)Sl°l ~tj. _cf_zl-, "eUICC61]c GSMA 7.1]~ 7'-3'::61] u:]-2} Zj· eUICC% <'-1~-t}c el!CC <'-1 

~7<j_sl_-oj]~ ~1i1'! e!CCID (ICCID 0}\:l) %-7} 'E-7-]-t}oj, 0]~ %1,B ~B" ~~61] ;g~ 4 eUICC% <'-1~-t}c "'I~ 

% y<i]z)-tj-

[0146] ~ W'061]J.121 3:7] 7]%(First Subscripti1m),"1- elJICC61] ?J~:z]~ ,::,,=_s_ll];;z]'-cl ..'£s_Ii}~(Provisioning 

Profile)% ~%-t}o~ tj-%:i!J- ;Q-o] .{l <i]~tj-. 

[0147] -9-,;j eUICC 'fr.A] J].:!]c "WTI"·"'li:'~5'.-g-" % 0 ]%-tH ,::,,=_s_tip7½J __'£s_,i}~% %1,-B eUICC 'fr.AB .:1].:1] <'-1~-"j_t;l_ 

~ eUICC ·61's'l. A3_lil_ (IMEi ~ e!CCID %)9} ~'?l] 7]% -8..78% MN061] Z,1~~1i.(SSlO) 0 ]2.1~ 7]% R 7a 4;,;a..e:. 
~-"a3:\- -8.. 5a(ReQuest Activation) 2}-"j_<'.l_s_ Jf.~~ ys=_ 1J.J:t. 

[0148] .::ic11?1, MNOc eUICC ';'r:z~ 7]7]21 "WB"~M-1?%" JI} ,::,,=__?ll]:z1½J .:,,:__?II}~% %tB %{10} 0 1 eUICC "'Jt11 ~ ;,;] 

·'t! 1..11~-?~3. ~ f7} 71~ (ojl, SDI f7} ?.7lll.c':: 7}~ %) 7c]_lil_~ ~~z]-i:.}. 0 ln11, eUCC i.1121 _lil_~.5'..-g- ~:Zl 
01-¥-s= ~'?l] ~'?JW y ~J_<'.l_i:rj, _lil_~.1?% 0 1 °lu] ~A].>8 7<l-9-61]c tBi:J eUICC21 1f-7B7]61] I:11zl- Aj_lil_ (PKI 7]:o<j 
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_sl_; ~.:i121%, 7cl_ 0 l. BJ-c-1 % .'fW 7}2:5-)¾ ~~~ 1'- 9Jr:HS820). 0 li!H}- S820 Blll-c eUICC 1cl-Jc11 J'Lll ~ 71 

~ "'il~ ,:,(1l<'>1(eUICC status request & technical capa. Control) J!}7i)_()_s_ lE~~ y ':?lr:l-. 

[0149] tj%-_c,_s_, MNO-1=:- SM-SR"1l eUICC -c-1¾'l. 7i)_sl_ (eICCID %) 7,§% ~ _sl_'dY-g-S'j ,,d~l-'4 eUICC "1lJ.1 ,,,,Vil-'8. 'i}..2:.7'1 

(i'-7R7'l ~-J ~~-g_ -8.. 5a~r::i(ss3o). 0171;.-1, _sl_'<l..2..-g- 0 1 °1]]1 ~~1-'8. 1-9- ~~1 4 7Js°:- ,,_,JJ~~ "7- 9Jr:1. 

[0150] r:-}%-_c,_s_ S840 Blll"11J.-1, SM-SR,2- eUICC -k't217'1 _I=E-1=:- _sl_'<l7'l¾ ~§ii}aj "Wi::r:'<7i:.'1Y-g-" % ~t-ll "SIM J.7 B1c'::: 

-tl-21 %~%" 31} ~%S-} 01 eUICC 1-]M _sl_'<l5'%% ~:Slo}:i7 eUICCS'l _sl_'<l5'%"11 S'l~B A,ViJ-'8. 'i}_ft_7'1(-'8-7R7'l %) 

~ ~J'L~ 11 y_ft_7l 0:J_sl_ _I=E-1=:- i'-7117'1 0:J_sl_( 7l AJ""a ~.:i121%, ""1 7cl_ 0 1 % )¾ ~~ ~-1=:-r:-}. 0P1J.-1, _sl_'<l..5:1.. 

-g-Ol 0 lPl ~~l-'8. 1-9- ~~l 31t 7a-s':':- A,lj~~ 'T ':?]tj, 

[0151] tj%-_c,_s_, SM-SR-& MNO"11 JJl eUICC"1]J.7 ,,_,lj,,3-'8_ 'i}..2:.7'1(-'8-1]7'1 %), (~-8..'tl- 7a-9- 'i}..2:.7'1 73_sl_ (7'1 A]"'il 

~.:i121'£', 7'I 7cl_ 0 I §))-'4 7]71 73_sl_~ ~~~r:1(S850). 

[0152] MNO-c SM-DP"1l7ll 'i}_ft_7'l(-'5-7l]7'l %), (~J'L~ 19 y_ft_7'l 0:]_sl_ (7'1 AJ-"a ~.:i121%. 7'1 7cl_ 0 1 %)) ~ eUICC -c-1 

1;1'! 73_sl_(e!CCID %)~ ~~S-}:i7, SM-DP-1=:- ~~ W-s':':- -'5-7Ms ~B1g eUICC ~1;1'! 73_sl_(e!CCID %Hl t:11~ J.}qj;,;} 
73 _sl_ (-'If--;'} 1'11 °1 E7' "',7} l-7 Bl c'::: 6-1 ~2111l6l ~ ~ "',7} l-7 Bl c'::: c-n °1 E-1 ~)21 ..':£s_-II]-~% 'i}_ft_.§:}ii} 01 MNO"1l 711 % 
iq~tj. 0 ln11, ~%J.1 .,,H,'-% ~t-B SM-DP-a=- ;,;}{lS'j 1]~7'ls ~;;;;}l--1'1:1% yo-]W y 9JA.(S860) 

[0153] r:l-%- 0 _ _;;c_, MNO-2- eUICC -'5-7]7'l_i;c__ 'i}i,.§:j--'8_ A}qµ} 73_l;l_7} eUICC"1l 1rA-5'J7] ~s-B 1;1']_5:_S'j eUICC B-217'1 1E-2- _l;l_ 

'<l7'l.s'- 'i}_ft_.§:} t-W~ 3-'!% SM-SR"1l -8.."aii}.:i1, SM-SR-& cUICC B-217'1 _I=E-l::- __l;l__'d7'l.s'- 'i}_ft_.§:}(25-} 'i}_ft_.§:}) 7"- 3,Jl f 
0 1¾ MNO"1]71l ~'@ii}2(S870), MNO-1=:- SM-SR% -\5---EiB 7171 1-]1"11 A}qjA} 7J1,1¾ W'8'-~tj(S880). 0 ln11, ~%,,cl% 

;;(1l-t'-~ 7c:l-9-, S',1-DPE-l -t'-7M¾ 7]71"11711 ~';']_-~ 7"-5=. ~hi 3,'! 0 lc}. 

[0155] AJ7l 5=. 8°~ SSlO 1-11;;(1 S890 12-lll'c' ~-8.."11 u:}r-H 0M 1d-lll7} ii}L]-s_ %~ 7'-~-'r~./74 ii}L]-s_ %~ JI~~ 'T 

91 tj. 

[0158] -9-;-1_ tcU!CC 'frAB 7]71-s=- "W;::;5121Y-g" % ¾t-B dJICC 'frAB 717] 1:;J dJICC ~~ 7s_sl_ (!MEI 1:;J dCCID %)-'4 

W!'Jll 7]% -8.. 7a-8:- i!]AlBd MNO~ MNO B"11 ..':£s_tl].1~1;J ..':£s_-If}~(Provisioning Profile)-8:- %-EiB ~ig-~tj.(S910) 

[0159] -=:lr7'{:[, i!]AlBd MNO B'c' eUICC 'frAB 7]71-"'l "Wi::r-;tji!ly~" :;q. ..':£s_HlA.-11;J ..':£s_-If}~ -8:- %-EiB %{lii} 01 eUICC 

~E11(Status) 1:;J 7'1-'tJ. 1-11_§_-'ill.=1 1:;J -'f-7} 712:s'- (oil, SIM -'f-7} J.iBlc'::: 7}2:5- %) 7s_sl_~ ~~~tj.(S920) 0 ln11, 

eUICC 1B-"'I _sl_'<lY~ 1l. 7l 01-'f-_Lc. W!'Jll ~~ii}uj, _sl_'<lY~ 0 1 6 ]Pl ,,~_7]-'{! {l-9-"1]'.=' ~B'J eUICC-"'l -'5-7]7'1"11 cB 

~ 7a_sl_, ~ -'8-7l"l 7a_sl_ (PK! ?'] 7j_sl_; ~221%, 7cl_ 0 l, clJ~ % ±W 7}2:s'-)ir ~~~- '4'- 9Jr:l-. 

[0160] 21Al1'ld MNO R-c ;j~ 1:Q-& 73_sl_%% 5'..i;BSc.. _5=.1..7 MNO~ MNO A"1]71l A}qj;,;} 1sl:l1<>1l i;Bii} 61 -'g-7'l(tiu1ifica1.ion)ir 

~~-'5}.:i1 -=ioi] cB~ ¾'i:tiV:--8- ~~ ~cr:l-. ~, AB.£.¾ 2];.]tid MNO7} 0 1~ 'ANO(_Lc.l,j MNO)61l11l zB'J eUICC7} 73 

1'8~7'] 0P1--'4, MNO 1sl:l7a<>1l u:1-~ i:l21( 73_sl_)ir 0 ]:jzB ¾ -3:!% -8.. 5dii}-c %91 31} 73~ ~,,cf~ i:!21 ;j4?- "8-7~17} 

'l""'!l~ 7"- 9Jc}. (SS:130) 

[0161] 2-]J.]cld MNO Be SM-SR"1l eUICC ~1s'l 73_!;!_ (e!CCID %) ~% ~ _sl_'<l.51..½E-l {'J_.5]9} eUICC61]J.i J.,lJ7'ij;c! q}_ft_7'l (-'8-
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 
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foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
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See attached certification statement. 
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SIGNATURE 
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application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: 

Title: 

Appl. No.: 

Filing Date: 

Examiner: 

Art Unit: 

Docket No.: 

Customer No.: 

Network-I Technologies, Inc. Confirmation No.: 1808 

EMBEDDED UNIVERSAL INTEGRATED CIRCUIT CARD 
SUPPORTING TWO-FACTOR AUTHENTICATION 

17/547,990 

December 10, 2021 

TBD 

2432 

63121/0212 

01912 

INFORMATION DISCLOSURE STATEMENT LETTER 
UNDER 37 CFR § 1.56 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In accordance with the duty of disclosure under 3 7 C.F .R. § 1.56, Applicant would 

like to direct the Examiner's attention to the references that are listed on the attached forms 

PTO/SB/08A. In addition to any copies of Foreign Patent Documents and Non-Patent Literature 

Documents submitted herewith, Applicant refers the Examiner to the references previously 

submitted to or cited by the Patent Office during prosecution of U.S. Patent Application No. 

16/453,682 filed June 26, 2019, now U.S. Patent No. 11,233,780, U.S. Patent Application No. 

16/110,804, filed August 23, 2018, U.S. Patent Application No. 15/928,848 filed March 22, 

2018, now U.S. Patent No. 10,084,768, U.S. Patent Application No. 14/751, 119 filed June 25, 

2015, now U.S. Patent No. 9,961,060 and U.S. Patent Application No. 14/099,329 filed 

December 6, 2013, now U.S. Patent No. 9,100,175, from which the subject application claims 

priority under 35 U.S.C. §120. Accordingly, pursuant to 37 C.F.R. § l.98(d), copies of 
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Appl. No. 17/547,990 Atty Dkt. No. 63121/0212 
Information Disclosure Statement Letter 

previously cited or submitted references and Non-Patent Literature Documents are not included 

with this Information Disclosure Statement. 

Reference to Related Patents and Co-Pending Applications 

The below chart provides information regarding related issued patents and co-pending 

applications filed by the present Applicant: 

17647812 63121/0213 2022-01-13 
Application Undergoing Preexam 
Processin 

17 /547,990 63121/0212 2021-12-10 
(Present Application) Pending - Case 
Docketed to Examiner 

17/304,922 63121/0209 2021-06-28 Ready for Examination 

17/249,242 63121/0202 2021-02-24 Pending - Ready for Examination 

16/879,325 63121/0198 2020-05-20 USP 11,082,218 

16/843,107 63121/0197 2020-04-08 
Allowed - Notice of Allowance mailed 
2021-11-08 
RCE Filed 2021-08-28; Supplemental 

16/721,153 63121/0195 2019-12-19 Response to Final Rejection filed 2021-
09-02 

16/593,561 63121/0190 2019-10-04 
Allowed - Notice of Allowance Mailed 
2021-10-14 

16/453,682 63121/0184 2019-06-26 
Allowed - Notice of Allowance mailed 
2021-09-14 USP to Issue 2022-01-25 

16/271,455 63121/0181 2019-02-08 USP 10,594,679 

16/271,428 63121/0180 2019-02-08 USP 10,523,432 

16/201,401 63121/0179 2018-11-27 USP 10,700,856 

16/200,118 63121/0178 2018-11-26 USP 10,498,530 

16/110,804 63121/0168 2018-08-23 USP 10,382,422 

16/036,506 63121/0167 2018-07-16 USP 10,530,575 

15/983,957 63121/0163 2018-05-18 USP 10,177,911 

15/973,012 63121/0162 2018-05-07 USP 10,250,386 

15/972,914 63121/0161 2018-05-07 USP 10,652,017 

15/928,848 63121/0160 2018-03-22 USP 10,084,768 

15/010,905 63121/0157 2016-01-29 USP 9,641,327 

15/680,758 63121/0147 2017-08-18 USP 10,187,206 

15/162,292 63121/0146 2016-05-23 USP 10,362,012 
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14/751, 119 63121/0145 2015-06-25 USP 9,961,060 

15/457,700 63121/0144 2017-03-13 USP 9,998,281 

15/583,968 63121/0143 2017-05-01 USP 10,057,059 

15/043,293 63121/0142 2016-02-12 USP 9,998,280 

15/642,088 63121/0141 2017-07-05 USP 10,003,461 

15/130,146 63121/0140 2016-04-15 USP 9,742,562 

15/162,302 63121/0139 2016-05-23 USP 9,698,981 

14/789,255 63121/0138 2015-07-01 USP 9,596,078 

14/139,419 63121/0137 2013-12-23 USP 9,351,162 

14/136,711 63121/0136 2013-12-20 USP 9,300,473 

14/099,329 63121/0135 2013-12-06 USP 9,100,175 

14/084,141 63121/0134 2013-11-19 USP 9,319,223 

14/064,618 63121/0133 2013-10-28 USP 9,118,464 

14/055,606 63121/0132 2013-10-16 USP 9,276,740 

14/039,401 63121/0131 2013-09-27 USP 9,288,059 

14/023,181 63121/0130 2013-09-10 USP 9,350,550 
AU 

63121-0199 2019-10-08 Pending 
2019246774 

GB 
63121-0151 2014-10-27 Published on 2016-08-03 

1608573 
GB 

63121-0201 2014-10-27 Published on 2021-05-12 
2100530 

CA 
63121-0152 2014-10-27 Published on 2015-05-07 

2,965,119 
HK 

63121-0153 2014-10-27 Published on 2017-10-20 
17101082.8 

EU 
63121-0154 2014-12-04 Published on 2017-01-04 

14868381.6 
CA 

63121-0155 2014-12-04 Published on 2015-06-11 
2,969,829 

HK 
63121-0156 2014-12-04 Published on 2018-01-19 

17106540.3 

The Examiner is invited to review the prosecution history of each of these applications, 

including the cited references of record and related office actions, as the Examiner deems 

appropriate. 

* * * * * 
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Appl. No. 17/547,990 Atty Dkt. No. 63121/0212 
Information Disclosure Statement Letter 

This Information Disclosure Statement is being filed within three months of the filing 

date and before the mailing date of a first Office Action on the merits in the present application. 

No certification or fee is required. Applicant(s) hereby petition(s) that the Information Disclosure 

Statement be considered. Please charge any fee deficiency or credit any overpayment to Deposit 

Account No. 01-1785, under Docket No. 63121/0209. 

Dated: January 20, 2022 

4884-2504-0649, V. 1 

Respectfully submitted, 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
90 Park A venue 
New York, NY 10016 
(212) 336-8000 

By: /Albert J. Boardman/ 
Albert J. Boardman 
Reg. No. 70,601 
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(57) Abstract: The present invention relates to a method 
for managing a profile in an embedded UICC, and more 
particularly, to a method for managing a profile in an em­
bedded UICC that enables management information on 
the profile provided within the embedded UICC to play 
an essential role for providing communication and addi -
tional services, to be provided to a device existing outside 
the embedded UICC. The present invention also relates to 
an embedded UICC and to a device provided with the em -
bedded UICC for the method. 

( 57) A 2f Al i".- ~ 1i3 ,c>_ cl1 AJ- UICC cl1 :rr s._ ll} ~ 31 c1 
clJ-1@ 011 31~ 3:1 _(J_s._l-7 , l:7 * AJ-.,\i1 t-} 711 '.:, cl1 AJ- UICC 
ci1011 'fr AB .sci 61 ~{I ~ lr-7} l-7 ll1 .::'::: ~ Al1 i'-t"} ';: 1'11 ~ 
yz-j ~ :rr s.-Til-~ 011 t:11 ~ 3121 Aa _1,l_ ~ c11 AJ- mcc ~ 
1r-s.- Al1 i'-~ "r 9) 5=. ~ "5H 4- '.: cl1 AJ- UICC cl1 :rr s.- TI} 
~ clJ-1@ JI}' 0 1 ~ -'fl ~ cl1 AJ UICC ~ cl1 AJ UICC 'fr AB 
7171011 31~ 3:1°19-. 
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~ A~l Ai 

~ ~ ~ ~ 7d : :u: ~}if-~ ~ cl l:1J- 1:@ ' ~ AJ- u I C C ~ ~ AJ­

u I C C ig- fiR 7 l 7 l 
71 ~~01= 

[ 1] ~ ~ ~ ,?_ 1-lfAJ UICC ~ ll ~II}~ g_ -TI-~ i>} ~ l=lJ ~ JI}' 0 l ~ -t'-1 ~ ~ AJ UICC ~ 

~AJUICC'ftAB 7171~1-TI-~~ 014. ~i>l, ~AJUICC~ ll~II}~~l ~~ 

Ac3_!;1_~ 5Jl-¥-~Pi ~<;'}i>}.:iL ~%i>}7l 5f-1~ l=lJ~~l -TI-~ ~ 014. 

l:1~~71~ 

[2] UICC(Universal Integrated Circuit Card)~ TI ~71 ~ ~l {r~ 51 ~ A}%A} <;>l ~ g_ 

-t'-1~ .51..~~Ai A}%~ 4- ~l~ Ap}E 7'}2=-014. UICC~ A}%A}~ 1B<;>l Ac3_!;1_ ~ 

A}%A}7} 7}~~ op~-1t-<-l A}~A}~l ~~ A}~A} Ac3_!;1_~ AiAJw 4- ~14. oil~ 

~ ~' UICC ~ A}% A}~ ~ ~ i>} 7 l 5f-1 ~ IMSl(lnternational Mobile Subscriber 

Identity)~ ± WW 4- ~14. 

[3] 0 l i.1,7 ~ UICC ~ GSM(Global System for Mobile communications) l=lJ~ ~ 78 -9--

SIM(Subscriber Identity Module) 7'} 2=-, WCDMA(Wideband Code Division Multiple 

Access) l=lJ~ ~ 78-'f-- USIM(Universal Subscriber Identity Module) 7'} 2=-~ ~~ 71 .5:.. 

~4. 
[4] A}%A}7}UICC~ A}%A}~ TI~~l AJ3l-i>}~, UICC~l A7AJ-'8_ Ac3_!;1_~ g_ 

ol-§-i>}~ A}%-2..~ A}%A} <;'}~ 01 opf~ A=l A}%A}7} 18 ~ i>}711 TI~ g_ A}%W 

4- ~14. ST:.~, A}%A}7} TI~g_ .W.~ilW uii, A}%A}~ 71~~ TI~~Pi ~77~ 

UICC ~ "'B ~¾ TI~~l AJ3l-i>}~ % 01 i>}711 TI~ g_ .DL~il W 4- ~14. 

[5] ~~~7}il.-=?-51~ TI~, oil~~~ 71711 ~ 7l11l(MachinetoMachine,M2M) 

1t-<-l g_ -t'-1 ~ TI~ ,c:>_ UICC ~ 3f ~W 4- ~1 ~ TS:~ Alls: w 78-9-- TI~~ 

~~~7} ~ ~-<r~ ~4. i~i>}~, 3f~W y fil~ UICC<;>l ~AJ UICC(Embedded 

UICC) -=?-s:7} All <;>1-51 ~ 4. ~ AJ UICC ~ -oB ~ UICC ~ A}%i>} ~ A}%A} Ac3 _!;1_7} 

IMSI ~ EB~ 4-~51 ~ 0 1= ~4. 

[6] 71~~ UICC~ TI~~l 3[~01 7}';;i>}~, TI~~ %-ff-Lt 01% 1t-<-l A}~A}~l 

-=r1- 0 B~Al '?l.:iL A}%A}~ TI~g_ 1B1t-w 4- ~14. JG74, TI~g_ Alls:W u:]11f-E7 

Alls:-'8_ TI~,?_ ~ Ac3 °1 % 1t-<-l A}~ A}~l ~ -oBAi ~ A}%-'8_ 4 ~ ~All 7} 

Aa 'flS=l ~ 0 1= ~AJ u1cc ~~ 1Ms1~ w~w 4- ~14. TI~ g_ ~2r-i>}~ 01 % 1t-<-1 

A}~A} ~ TI~ Alls:A}~ .51..2¥- All% AB.:iL~l <-178 g_ ~ 4-~-t~l fil.:iL All% 7}~ 01 

AJ~i>}~ trA1l7} ~A~i,}711 -'84. A}%A}~ TI~~l ~-oB 01% 1t-<-l A}~A}~ tl}~ 

4- fil ~ ~18 ° l ~14. J i.1,7 E-~, ~ AJ UICC~ 78-9--~l .5:.. 0 l % 1t-<-l A}~ A}~l 

-=r1- 0 B~Al '?l.:iLA}%A}7}TI~g_ 1B1t-w4- ~l~ l=lJ~ 0l il.-=?--'84. 

[7] ~18, J;l~ ~AJUICC~ .5:..~-2..~ <;'}i>}~ ~t.1,7 °1% 1t-<-l A}~A}~ 7}~A} 

Aj lL ~ ~~ ~Pi UICC~ ~ 1:11 °1 E w ~il.7} ,A~ 71711 sq ~.:iL, i~l u:}2} 7}~ A} 
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fij__}:;1_ -TI-~~ -t'-1~ 7}~ -TI-~ AJ;,;l(SubscriptionManager; 0 li>} "SM" 0 l2} W) ST:.~ 

ll _s:._II}~ -TI-~ AJ;,;l (Profile Manager; 0 1 i>} "PM" 0 l 4 W)7} ~~ sq .:iL ~14. 
[8] 0 1 -2} :Q- 0 1, 71 ~~ 3[~~ ~ ~ ~ UICC-2}~ ~~ TI~~l ~j-11 ~ -2...s:.. ~AB sq~ 

~ AJ UICC( 0 l i>} "eSIM" ST:.~ "eUICC"i::t .:iL W) ,:'_ -=i %~ ~ TS: ~} 0 l .s:.. <;'J -oB 

1B 1t- l'.1 ~, --¥-7} J-.i tll A J-.}~ 2r .5:..1'.1, 7}~ At ,Aa ..!;!_ ..!;!_ ca ~ ~1 ~ ~ ~ ,?_ 0 l'rr~ 0 1 

~AB ~9-. 0 1 ~ -t'-1-oB GSMA ~ ETSI~ .;::-All .±t.. ¾~ 71-TI-~Pi ~ !-}~ A}, Alls:!-}, 

SIM Vendor ~ ~ %-TI-~!-}~ .:iI} J;P-J-i'-1 TS:~ ± w~ ~...8... ~ ...8...~ ~l ~ -oB 

.±r.. ¾ ~ ~% g_ :~!JB i>} .:il ~14. 

[9] 0 1..2} :Q- 0 1, eUICC7} .±t.. ¾~ Tij-11 ~ g_ 1t--oB ~~ sq ~J-.i 0 1 'IT~ ¾{J ~l ~1 ~ 

~ ,?_ 7}~ -TI-~ AJ;,;l (Subscription Manager)i::t .:il ~~ ~ SM-2...s:.. 

ll _s:._II}~(Operator Credential, Profile)~ eUICC~l ~i::fi>} .:il 7}~ (Subscription) 

~ ~ ~l ~ ~ ll .S:..A-11 A~ ~1 ~ i>} ~ ~ eUICC~l ~ ~ ~ ~~ <;'J -TI-~ ~ W g_ 

yf>~i,}~ 1Bj1l ST:.~ -=i 7l'o/~Wg_ ~Pl~4. 

[10] i>}Al ~' eUICC ~ ~l ~AB sq °1 1t-<-l ~ --¥-7} J-.i tll A~ All ~i>} ~ 1:11 ~ 4-~ <;'J 

ll .s:..II}~ ~ %ft/~~ ,Aa ..!;!_/~ A E ~ ~ -TI-~ ,Aa ..!;!_ ~ eUICC 9l--¥- (oil: eUICC ~ 

~ABi>}~ TI~ ~)~l All~i>}.:il 0 1 ~ ~%i>}~ l=lJ-<;'J-,?_ ~ABi>}Al '2l~4. 

~~ ~ AJ-Ail ~ 1i ~ 
71 ~~ 54~1 

[11] ~ ~~ ~ ~~ ,:'_ eUICC ~ ~l ~AB sq °1 1t-<-l ~ --¥-7} J-.i tll A~ All ~i>} ~ 1:11 

~ 4-~ <;'] ll .s:..II}~ ~l ~ ~ -TI-~ ,Aa ..!;!_ ~ eUICC 9l--¥-.s:.. All~ w 4- ~J.5:.. ~ -oB '? ~ 
eUICC~ ll_s:._II}~ l=lJ-'j1jg_ All~i>}~ 1:11 ~14. 

[12] ~ ~~ ~ q .:= ~~ ,?_ eUICC ~ ll .s:..II}~ ~l ~~-TI-~ ,Aa ..!;!_ ~ eUICC.s:..--¥- E7 

All~ ~ 0 } ~%i>} ~ l=lJ-<;']-g_ All ~i>} ~ I:11 ~14. 

[13] ~ ~~ ~ 9- .:= ~~ ,?_, eUICC ~ ~ ll .s:..II}~ ~l ~ ~ -TI-~ ,Aa ..!i!. ~ iL ~~ -2...s:.. 

-TI-~ i>} .:il, eUICC 5Jl--¥- ~~~(oil: TI~, MNO, SM ~ )-2} ~ ~ i>}71l <?1 % W 4-
~J.5:.. ~ -oB 2r ~ -TI-~ ll .s:..II}~ g_ All <;>J- 3} ~ 1:-11 ~14. 

54 ~l i>TI ~ ~ "'t!-
[ 14 l ~ ~~ ~ ~ {!Al oil~, MMNO(Mobile Network Operator), SM(Subscription 

Manager).:iit <?1 %sq~ ~ AJ UICC(eUICC: embedded Universal Integrated Circuit 

Card)~ ll_s:._II}~ -TI-~ l=lJ-'j1j_2_.s:._J-.i, eUICC7} ~/-j~-'8_ ll_s:._II}~~ %f}~l ~~ 

,Aa ..!;!_ _<2} ll .S:.. II}~ ~ A E ~l ~ ~ ,Aa ..!;!_ ¾ i>} 4 O l AJ g_ 9l --¥- ~ ~ ~ (External 

Entity).s:.. All ~i>} ~ TI11l ~ ± Wi>} ~ ll .s:..II}~ -TI-~ l=lJ-'j1j g_ All ~~9-. 
[15] ~ ~~ ~ 9- .:= {! Al oil~, MNO(Mobile Network Operator), SM(Subscription 

Manager)-2} <?1 %i>} ~ ~ AJ UICC(eUICC: embedded Universal Integrated Circuit 

Card).s:..J-.i, AJ7l eUICC ~ ~Ad ~-'8_ _u .s:..II}~ ~ %f}~l ~ ~ ,Aa ..!;!_-2} _u .s:..II}~ 

~ A E ~l ~ ~ ,Aa ..!;!_ ¾ i>} 4 O l AJ g_ 9l--¥- ~~~(External Entity).s:.. All ~i>} ~ 

-TI-~ ,Aa..!i!. All~ .51..%g_ ±Wi>}~ eUICC~ ±W~4. 
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[16] ~ ~~ ~ ST:. 4 ~ {! Al oj] ~, MNO(Mobile Network Operator), SM(Subscription 

Manager)ilt <?:J. %i>} ~ ~ 7-J UICC(eUICC: embedded Universal Integrated Circuit 

Card)~ :±. Wi>} ~ 7171 ~J-.i, ~/-j ~-'8_ .u ~II}~~ %f}~1 ~ ~ 7-j l;!_-2} .u ~II}~ 

~ A E ~1 ~ ~ 7-j li. ¾ i>} Lt O P-J g_ e UICC~-¥- E7 ~ ~ i>} ~ -TI-~ 7-j li. ~ ~ 1r- ~ 
:±.Wi>}~ eUICC ~ .u~II}~ g_ -TI-~i>}~ eUICC~ :±.Wi>}~ 7171 ~ :±.W~4. 

[17] ~ ~~ ~ ST:. 4 ~ {! Al oj] ~, NO(Mobile Network Operator)-2} <?1 %sq~ ~ 7-J 

UICC(eUICC: embedded Universal Integrated Circuit Card)~ .u ~II}~ -TI-~ 

l=lJ'j1j _Q_~J-.i, AJ7l NN07} AJ7l eUICC~Pi Alr~--'8_ .u ~II}~ ~ A E ~Pi ~ ~ -'8_ 

ll ~II}~ g_ s__ ~ ~ eUICC ~ :±. Wi>} ~ 71719} uJ <;'J ~ g_ zp,] i>} ~ BJ.11; ~ AJ7l 

MN07} AJ7l eUICC ~ ~1 J-.i AJ7l .u ~II}~ ~ A E ~ -TI-~ i>} ~ -TI-~ .u ~II}~ g_ 
~Aj~-'8_ ll~II}~ g_ 71¾-2..~ 7~<-li>}~ B-111 ~ :±.Wi>}~ ll~II}~ -TI-~ 

l=lJ'j1j g_ All ~~4 . 

.£ ~~ {}-1t!-~ 1i ~ 
[18] -5:_ 1 i:'_ ~ ~~ 01 ~-§-sq~ eSIM(eUICC) g_ :±. w~ ;,~-Pil J-.i tl] A 0}7'112J ~1 ~ 

£Al ~4. 

[19] -5:_ 2~ ~ ~~ 01 ~ %~ 4- ~1 ~ SM~~ ~~ ~ Al A 1@ 0}7'112J ~1 ~ £Al ~4. 

[20] -5:_3,?_ ~ ~~ 01 ~%sq~ J-.itJ1A 0}7'112l~1~Pi ll~tl1~11c1 -31}7-j~ ~~ii 

o ;;£014. 

[21] £4~ ~ ~~ 01 ~%sq~ 7}~ ~~ ST:.~ MNO ~~ -31}7-j~ ~~il O ;;£014. 

[22] -5:_ 5~ ~ ~~ ~ {!Al oii ~1 u:}~ ll ~II}~ -TI-~ l=lJ'j1j g_ 5t1 ~ 71 ~~ <;'J TS:~ 

1+£1-\R _5:_~014. 

[23] £6,:'_ ~ ~~~ {!Aloj1~1 u:}~ eUICC~ :±.Wi>}~ 7171~1 ~~ ~~£014. 

[24] £ 7,:'_ ~ ~~~ {!Aloj1~1 u:}~ eUICC~1 ~~ ~~£014. 

[25] £ 8,:'_ ~~~~{!Al oi1~1 u:}~ ll~II}~ -TI-~ l=lJ'j1j~ ~% l=lJ«l~1 ~~ 

0;; £014. 

~~~~Al~~~ iEll 
[26] 0 l i>}' ~ ~ ~ ~ ~-¥- {1_ Al oii ~ g_ oii Al ~ <;'J -5:_ ~ g_ 1t- -oB AJ A-11 i>} 711 {i ~ ~ 4. 4 

-5:_ ~ ~ TAd 2-~ ~ ~1 %s:-¥- __Q_ ~ -1f-7} W~1 ~l °7 J-.i' % ~ ~ TAd 2-~ ~ ~1 

~ -oBJ-.i ~ tl] ~ 4 ~ -5:_ ~AJ~1 _±fJl sq r:i 2}-5:_ 7} 'o ~ ~ %~ ~ -¥-__Q_ ~ 7}7-l -5:_~ 

i>} jl ~l g ~1 * ~ -oB O l= ~ 4. ST:.~' ~ ~ ~ g_ {i ~ w ~1 ~1 °7 ' -TI- re! -'8_ ~ 7-l TAd 

sr:. ~ 71 'o ~1 ~ ~ T~il ~ <;'J {i ~ 01 ~ ~~ ~ 2-7-l ~ 0 ~ 4-~14 jl 3tl-Bsq ~ 

~ -'f-- ~1 ~ -=:I AJ Al] ~ {i ~ ,:'_ _7.~ Ef ~ 4 · 
[27] ~AB GSMA~1J-.i ~~i>}711 ~~sq~ M2M(Machine-to-Machine) BW ,:'_ ~ /-jAJ 

3717} 3}0 } 0 1= i>}~ 1:11, 71~ UICC~ J-.}-§-i>}~ ~-'f--~1 ~, M2M BW~1 UICC~ 

7-J3l-i>} ~ _51_ % g_ ~-5:_ {r~ -oB 0 1= i>} E-~, UICC ~ ~3[7} ';;-~TS:~ M2MBW g_ 
All 5: i>} 711 sq~' M2M B w ~ ~ ~ ~ 7} 1 ~ 711 -'8_ 4. 

[28] u:}i::}J-.i, UICC 3r~o l ~ 7} 'o ~ ~ :z-J(Embedded) UICC Ts:7} ~~ sq j]_ ~l ~ 1:11, 

Petitioner Samsung Ex-1004, 0280
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01 uii M2M TI~~l AJ3l-s=r:= eUICC~l ~ -oB1l UICC~ A}¾i>}~ op~--!g-<J 

A}~ A}(Mobile Network Operator; 01 i>} 11 MNO 11 i::t WVa _l:;1_7} -;::-A1l .51..tl}~ 7}~ A} 

~ ~ A}(Intemational Mobile Subscriber Identity, IMSI) ~ ~ s.. UICC ~l Ai AJ 51 °7 

~1 °7 °1= ~4. 
[29] -=r Gi 1+, M2M TI~ g_ Alls: w uii-¥-Ei Alls:B TI~ ,c:i_ ~ ,Aa MNo~Pi ~ 

A}%~4~ ~A1l7} Ad 1851 °7 °1= eUICC~~ IMSI~ w1lw 4- ~J__2_E._s._, M2M 

TI~ ST:.~ UICC~ ~'?i>}~ MNOY- Alls:i>}~ M2M Alls:A} .51..2¥- All% AB.::,1~1 

~ ,c:i_ <-1~ g_ w1lw 4-1,l-t~l ~jl All% 7}~ 01 AJ~i>}711 sq~ trA1l7} ~1 °7, M2M 

TI~ ~ ~ ~l ~ ~ '-6 % 0 l 51 jl ~1 ~ AJ ~ 0 l 4. 
[30] 019t :Q- 01, 71 ~~ 3l-~~ ~ ~ ~ SIMJI} ~ ~?-1 TI~~l ~~11 ~ -2-s.. ~AB 51 ~ 

~ AJ SIM ( 0 l i>} 11 eSIM 11 ST:.~ 11 eUICC 11 2} W) ,:'_ -=r % ?-1 ~ TS: ~} 0 ls.. <;>l -oB 1B 1t­

l'! ~, -¥-7} Ai tll A A}~ 2r .5:..1'!, 7}~ At ,Aa _!;1_ _!;1_ ca ~ ~1 ~ ~ ~ ,c:i_ 014r-~ 01 

~AB ~4. 01 ~ 5f-1-oB GSMA ~ ETSI~ -;::-All J±_ ¾~ 71 ~~Pi~ A}~ A}, Alls:A}, 

SIM Alls:A}(Vendor) ~ ~ %~ ~A}~JI} J;]AJ-t'-1 TS:~ ±W~ ~--8...~ --8...~~l 

~ -oB J±_ ¾~ ~% g_ ~7B i>} jl ~14. eSIM0l J±_ ¾~ TI~-11 ~ g_ 1t--oB ~~ sq ~Ai 
0l 4r-~ ¾{J ~l ~1 ~ ~ ,:'_ SM-2-s..Ai, ¾--8... ~ ll s..II}~(Operator Credential, MNO 

Credential, Profile, eUICC Profile, Profile Package ~ -2-s.. ~~ 4- ~1 g) ~ eSIM~l 

~ifi>} jl 7}~ ~ ~ ~l ~ ~ ll S..A-11 A~ ~i ?-1 i>} ~ ~ eSIM~l ~ ~ ~ ~~ <;'J ~?-1 

~{tg_ yf>~i,}~ 1B~11 ST:.~ -=r 7l'o/~{tg_ ~Pl~4. 

[311 J;1 ~ osMA ~Pi~ sM~ ~ w g_ A}~ At ,Aa _!;1_ ~ ,A~ Adi>}~ ~ w g_ 4-f>~ i>} ~ 

SM-DP (Data Preparation)Jlt eSIM~l A}~ A} ,Aa _!;1_~ z-r~ ~ ¾ ~ g_ y f>~ i>} ~ 

SM-SR (Secure Routing)s.. ~*~TS:~ All cai>}';j-2-1+, A-11-¥-~ 0 l u:j 71 ~~ <;'J 

{!A1l ~if l=lJ~~l ~-oBAi~ ~ifi>}j]_ ~lAl '214. 

[32] 01 ~l ~~~~Pi~ GSMA~ SM~ w ~?-1 ~~ ~Pi %~ <?J-__Q_71 (~7B 71 ~) 

,A~Adg_ ~%i>}~eSIMg_ ~?-1i>}~ l=lJcag_ AlP-1~4. 

[33] ~ ~ A-1Vi ~Pi~ eSIMJlt eUICC ~ % ~ ~ 1B ~ -2-s.. A}%~4. 

[34] eSIM ,:'_ TI~ Alls: TI11l ~Pi IC~ g_ TI~~ s..3tl- AJ~l 1f-3l-Al zl -f-, ~ ll E -'f~l °7 

~ ~ ~ SIM 1:-11 ° l Ei (7B 1t- ,Aa _!;1_, 1f-7} Ai tll A ,Aa _!;1_ ~) ~ OTA (Over The Air) ST:.~ 

_2_ll2}<;'_} (PC-2}~ USB ~~ 71~ 71~ <?'!~)g_ 1t--oB ~ifi>}~ l=lJ~~ 1-Bs..¾ 

1B~~ SIM 71~ 014. eSIM~P-i A}%5=1 ~IC~,:'_ ~~~-2-s.. i>}2=--'f~l°7 71~~ 

CCP(CryptoCo-Processor)~ Al~i>}~ i>}2=--'f~l°7 71~~ ~7B57l ,A~Ad g_ All~i>}u:j, 
01 ~ °7 ~ ?-1 ?ll 01 ~ (ojl, 0 B ~ 5!) 71 ~~Pi ~% W 4- ~l ~ API~ SIM ~ ~¾ (ojl, 

Java Card Platform ~)~Pi All~~4. A}tl} 7'}2=- ~ ~¾(JavaCardPlatform),:'_ 

Au} E 7'} 2=- ~ ~Pi ~ ~ °7 ~ ?-1 ?11 °1 ~ g_ ~AB i>} jl Ai tll A~ All ~w 4- ~1 ~ 
~ ~¾ ¾ i>}y-014. 

[35] SIM,:>_ All ~-'8_ ull .51.. ?-1 ~ Zl-JI} _!;1_ caAJ ~ 0 l * s.. TT 1+ SIM ~ ~l 

°7 ~ ?-1 ?11 ° 1 ~ g_ ~ AB -oB Ai ~ ca sq u:i , 01 s.. <;>1 -oB °7 ~ ?-1 ?11 ° 1 ~ ~ AB ~ -t'-1 ~ 

~~¾ 019l~l SIMg_ °7~?-1?11°1~ ~AB~ ~?-1~ 151li>}~ SIMAitJlA ~?-1 
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~ ~¾ g_ ~il_s_ ~4. SIM l-i tl] A ~~ ~ ~¾ ,:'_ ~~ 57] ~ 1t-~ ~~ ~ .!L ~ g_ 
1t--oB SIM u-11 .51.. ~ ~ ~ ~1 1:-j] 01 E1 ~ ~ii1-i>} u:j, ~ s_ ~ ~ ~ ¾(GlobalPlatform)Jlt 

ETSI TS 102.2269i RPM (Remote File Management) ~ RAM (Remote Application 

Management),:'_ 019}:Q-,?_ SIMl-itJ]A ~~ ~~¾9i J±¾-71~ 014. 

[36] eSIM ~ 78 ~1 l-i % 2-~ 2-~ % 9i i>} 4 ~ SM,:'_ eSIM ,:'_ ~ ~ -2..s_ ~ ~ 57] (UICC 

OTAKey,GPISDKey ~)~ 1t--oB 1t-<J ~ 1f-7}l-itJ1A T:11°1£1~ ~ii1-i>}~ 
~ i,l-..Q... ¢ f,ll <5} ,7_ 
722 I c/1-:..'-T• 

[37] ~ 7] l-i, ~~ 57] S1:-~ eSIM ~~ 57] S1:-~ eUICC ~~ 57] ~ eSIM-2..S-9i ~ ~ 

~ ~ 57] s_J-i ;,}~ A} ,Aa .!L ~ ~~ i>}J11 eSIM-2..S- ~ ~i>}7] i'-1 ~ ~ 01 u:j, ~ 

~~~Pi '?S- 4~~ <?J-_Q_71 (~7B571 ~)JI}~ T~s:1~ 1B~ 01u:i, 0}?B {i~W 

tl}-2} :Q- 01 eUICC ~ ~ 3- l11 ~p,J (eUICC access credentials)S- J± ~ ~ 4-£ ~Jg_ 

~o14. 

[38] GSMA~]l-i ~ SM9i ~ W g_ SM-DP-2} SM-SRS- ~ff-i>}';j 4. SM-DP~ 

-2..~ l11 °1 ~ ll s_II}~(S1:-~ A}~ A} ,Aa .!L) 019l ~1 IMSI, K, OPc, 1f-7} J-i tl] A 

°7~~7]]o]~,1f-7}l-itl]A 1:-j]o]E1 ~ g_ ~~i>}J11 ~2=-(Build)i>}~ 3-l1]im~ 

Jill 571 A1 (Credential Package) ~ EB s_ ~ 2=-~ ~ W g_ 4- f>~ i>} u:j, SM-SR,?_ SM-DP7} 

,A~ /-c3 ~ 3- l1] im ~ Jill 571 A1 ~ OTA(Over-The-Air) S1:-~ GP SCP (Secure 

Communication Protocol)Jlt :Q-,?_ SIM~~ ~~ 71 ~ g_ 1t--oB eSIM~1 ~~ i>}711 

4¾s_2=-i>}~ ~wg_ 4"f>~~4. 

[39] -=:I~j]_o}?B £19i "<-l~ J-i~(CircleofTrust)" 012}~ -=;1-s:~ A7]~i>}~ zt%;,} 

1B ~11 S1:-~ ~ E1 ~ ~ Zl-~1 <-1~ ~1119i ¾{lg_ 1t--oB MNO-2} eSIM Zl-9i 

~2=--lr--~2=-(End-to-End) <-1~ ~111 ~ T~~4~ 1B~ g_ A7]~i>}';j4. ~' 

MNOl ~ SMliit, SMl ,?_ SM4, SM4~ eSIMJlt <J~ ~111 ~ ~ Aa i>}~, 01 ~ 1t--oB 

MNO9teSIMZ1-9i <-1~~111~ ~Aa~4~ 7B~ 014. 

[40] ~ ~~ g_ {i ~ i>}71 ~ ~1 -9--~ ~ ~ A7]l-i ~Pi !,}% w %°7 ~1 rB i>}~ {i ~ ~4. 

[ 41] MNO(Mobile Network Operator)~ 01 %1t-<J ;,}~A}~ 9i P] i>} u:j, .51.. tl}~ 

1--11 E -<r~ 3 ~ 1t--oB jl7~ ~17111t-<-l J-i tl] A~ A71 ~i>} ~ ~ E1 ~ ~ 9i P] ~4. 

[42] SM(Subscription manager)~ 7}~ ~~ AJ;,;1 s_J-i, eUICC9i ~~ 71 'o g_ 
yf>~~4. 

[ 43] eUICC ~ii1-A}(eUICC Supplier)~ eUICC .51.. %JI} ~ AJ ~ ll E -'f~1 °7 (1§ -'f~1 °7 -2} 

_2_~l7]op§ A]Al@ ~)~ ~ii1-i>}~ A}~ 9iP]~4. 

[44] AJ;,;1 ~ii1-A}(DeviceVendor)~ AJ;,;]9i ~-=g-A}, ~i>1 MNO~19i-oBJ-i -=;1-%5=1~ 

.51..tl}~ 1--11 E5f~3_~ 1t-~ 1¥-~ .51._L~ 71 'o g_ ±Wi>}u:j, u:}i::}l-i ~JI}~-2..s_ 

UICC(S1:-~ eUICC) ~ EB 7} ~il ~ AJ;,;19i ~-=g-A} ~ 9i P] ~4. 

[ 45] ll S- tl] Al \3 (Provisioning),?_ eUICC ~ 1f-s_ ll s_II} ~ g_ S- 13 i>} ~ Jlt,Aa g_ 
9i P] i>} u:j' ll S- tl] Al \3 ll s_II}~ ,?_ 4 ~ ll S- tl] Al \3 ll s_II}~ ~ -2..~ l1101 ~ 

ll s_II}~ g_ ll S- tl] Al \3 w -&~ _Q_s_ AJ;,;17} 1t-<-l 1--11 E -<r~ 3 ~1 ~ ~i>} ~ 1:-11 

J,}%5=1 ~ ll s_II}~ g_ 9i P] ~4. 

Petitioner Samsung Ex-1004, 0282
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[46] 7}~ (Subscription),:'_ 7}~ A}-2}-y~-!g-<J J-.i tll A All ~A} J-.} 01 ~ J-.i tll A All~ g_ 

5t1 ~ /-J~ ~ ~ -TI-111 ~ ~ Pl ~4. 

[ 47] eUICC ~ ~ .3. l1l ~ ~ (eUICC access credentials),:'_ eUICC /-J ~ ll ~II}~ g_ 

-TI-?-1 i>} 71 5t1 i>}~ eUICC ~ 9l-¥- ~ E1 ~ J-.}o l ~l _!;1_ ca -!g-<J O l 11 ~ ~ 4- ~JS:.~ 

i>}~ eUICC ~~ r11°1E1 ~ ~Pl~4. 

[ 48] ll ~II}~ <;BJ A-11 A .3. l1l ~~(Profile access credentials),?_ ll ~II}~ ~-¥- S1:. ~ 

eUICC ~-¥-~l ~ABi>}~ r11°1E1~J-.i, ll~II}~ TS:~ i r-11°1£1 ~ .!L--2... S1:.~ 

-TI-?-1 i>} 71 5t1 i>}~ eUICC ~ 5Jl-¥- ~ E1 ~ J-.}o l ~l .!L ca 1t-<J O l 11 ~ ~ 4- ~JS:.~ 

i>} ~ r-11 ° l E1 ~ ~ Pl ~ 4. 

[49] ll~II}~(Profile),:'_ eUICC~ ll~tJlA1\3 :£171LteUICC ~~Pi -TI-?-1~ 4- ~l~ 

II}~ TS:, r-11 ° l E1 ~ 0B ~ ?-1 ?ll O l ~ ~ 5: w -2..~J-.i' J-.}~ A} ,Aa _!;1_ ~ -2..~ lll O l ~ 

ll ~II}~, ll ~ tll A11c1 g_ 5t1 ~ ll ~ tll A11c1 ll ~II}~, 71 £1- ,Aa ~ All °7 71 'o (PcF; 

Policy Control Function) g_ 5t1 ~ ll ~II}~ ~ eUICC ~ ~l ~ Aw~ 4- ~l ~ ..2.. ::= 
,Aa lL ~ ~ Pl ~4. 

[ 50] -2.. ~ lll O l ~ ll ~II}~ ( Operation Profile) S1:. ~ A}~ A} ,Aa _!;1_ ~ A}~ A} 

7}~ (Operational Subcription)Jlt -TI-tci -'8_ ..2.. ::= %ff-~ ll ~II}~ g_ ~ Pl ~4. 

[51] 5:. 1 ,?_ ~ ~~ 01 ~ %:£1 ~ eSIM(eUICC) g_ ± w~ ~~ll J-.i tll A 0}7'1 l2l ~1 ~ 

£Al ~4. 

[52] ~~ll Al A 1@ ~l ~ -oBJ-.i {i ~ i>}~ 4 g JI} :Q-4. 

[53] ~ ~~ 01 ~ %~ 4- ~1 ~ eUICC Al A 1@ 0}7'1 l2J ~1 ~ 44-~ MNO Al A 1@JI}, 1 
01/-J~ SM Al A 1@, eUICC Alls:J-.} Al A 1@, eUICC~ ±Wi>}~ AJ;;,;l(Device) 

Alls:J-.} Al Al@~ eUICC ~ g_ ±WW 4- ~J-2..u:j, 4 ~El~ S1:.~ '?~ll~l ~~ 
-"~ u:l _Q___ ,l _ _Q___ -;-,l 21-rl_ 
2 0 ,__ '-To -"i E '-T-

[54] £ 1 ~Pi 13 ~ ,c:i_ <-1~ J-.i ~ g_ £Ali>}$, 21B {I~ ,c:i_ ca~~ ~ .3. ~ ~ Pl ~4. 

[55] 7}~ ,Aa _!;1_7} A1 AJ:£1 °7 ~ ~s:1 ~ Al 1+?-1-2..7} ~__8__i>}~, MNo~ ~~JI} MNo~ 

zlE½i>}~Pi 0Pr-°7A=1°l=~4. ~,Aa Alzt~l B~~ eUICC/-J~l~ l7B;'l-~ 

~ ~ ~ ll ~II}~ 01 ~1 °7 °1= i>}u:j, 01 uii ~ ~ ~ ll ~II}~ ,c:i_ ~ ,Aa Al n~1 B~ 
HLR ~l -¥-7}:£1 ~ ~ g_ ~ Pl ~4. 

[56] MNO9teUICC~ MNO.3.lll~~(Credentials) ,Aa.!L, ~ ll~II}~(-2..~lll 0l~ 

ll ~II}~, ll ~ tll Al \3 ll ~II}~ ~) ~ ~ --2... w 4- ~1°701= ~4. 01 ~l ~ ~ *~ ~ 
oil 9l ~ oil ~ ~ ~ SIM im r:7 9} :Q- 0 l ~ ,Aa MNO-2..~-¥- E1 5t1 ~ ~ ,?_ All 3 7 l -TI- 0 l ~ 

4- ~14. i>} Al ;'}' 0 l ~ 4- f,~ i>} 7 l 5t1 ~ All 3 7 l -TI-~ ~ ~ ~ ~ 7 l 'o ,?_ 0} 1---l 4. 

[57] 7}~ (Subscription),?_ -2..~ lll O l E1 ,Aa ~ All °7 ~ 9l-¥-~Pi ~ eUICC ~ ~l J-.i 

A5tj ~ ~ 4- ~ 4. J-.}%A}~ MNO zi ~A E 9} J~ ~Ad~ 7}~ ~ °7 lI7 ~ 

~ ~ 5:. ~ jl ~1 °7 ° l= i>} u:j' Al-n-?-1 ~ 5t1 ~ g_ II1 w 4- ~1 °7 ° l= i>} $, ~AB~ UICC 

..2.. r:~ Jir ~ ~ w 4- ~1 g_ ,Aa 5:. ~ A 1 -w- ?-1 ~ i-11 ~ 01 ~ __8__ i>} 4. 

[58] MNO.3.lll~~ S1:.~ ll~II}~,?_ K, ~jl?-1~, ~jl?-1~ II}?-1-PlE1,1f-7}J-.itJlA 

°7~?-1?1l 0l~,-¥-7}J-.itJlA r-11°1£1 ~ g_ ±Wi>}~ 7}~ .3.lll~~g_ ~PlW4-

Petitioner Samsung Ex-1004, 0283
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~14. 

[59] MN03.ll1@~ ST:.~ ll~II}~~ ~~,?_ %B~Pi %B77}7-1 ~~~l=lJ-~_2_~ 
0 1 ~ °7 A=l O l= ~ 4. ~ % ,?_ A 1-rr ~ ~ ~11 <;'} g_ JJB 7-1 '2),-~ <?1 ~ ~ <;'} TI 111 ~ 0 l ~ °7 ~ 

4- ~1-2..u:i, ~% ~11<;>1~ -51..~ B111~ MNO~ <;'}~ ~ ~<;'} i>}~Pi 0 1~°7A=1 6 l= 

~4. ~% ~11<;'} ~~ °7lI7~ <WE7~5:.MN03.ll1@~g_ ~~i>}J11 ~y ~°7 6 F 
i>}7-1 ~' %~ ~ oi15Jl ~ oi1 ~ ~~SIM~ Li 5Jl- :Q- 0 1 ~ ,Aa MN0-2..~1f- E7 -i'-] ~ ~ ,?_ 

Al13 71-TI- 0 1 ~ 4- ~14. i>}7-1 ~' 0 1 ~ yf>~ i>}71 -t'-1 ~ Al13 71-TI-~ ~ ~~ <;'} 71 'o ,?_ 
0 }114. 

[60] _2_~ ll1 ° 1 E7 ~ 7-}<J ~ 3. ll1@ ~ ~1 ~ fiR,/\i ~~ ~ Al1 °7 ~ g_ 7} A=l O l= i>} u:j' 

_2_~ ll1 ° 1 E7 ~ SM _2_~ ll1 ° 1 ~ ~1 ~ IiB Ai 7J-~ ~-&~ JI} Al1 °7 ~ ~ g_ 7} A=l O l= ~ 4. 

[61] SM 71 'o ,?_ MNO ST:.~ Al13 71 -TI-~1 ~ i>}6=1 A11 :-g-sq °7 ° l= i>} u:j' ~'2..r Al13 71-TI-~1 

~ i>} 6=1 A11 :-g--'8_ 4 ~ sM Jil- MN o At 0 1 ~1 ~ AJ-~ ~ <;>1 -TI-1117 t {i ,Aa sq oi ~1 ~ ~ 4-
~ ~ ~ 014. 

[62] SM,?_ 7}~ -TI-~ ~ -t'-1 IiB Ai MNO 7}~ 7-}5Jl- °7 lI7 ~ ~ 1d ~ <;'} -TI-~£ ~ 4. 

MN07} 7}~ 7-}5Jl- -TI-111 ~ 7}7-1 u:j jl7~ 7}~ g_ -t'-1 ~ ~ ~ ± <;'} E 7} sq °7 01= 

i>}7-1 ~' 0 1 ~ M2M Ai tJ1 A Al1 :-g-7-}(M2M Ai tJ1 A Al1 :-g-;,_} ~ MNO 7}~ 7-} ~ )7} 

7-}<J ~ jl7~ Jil- 7}~ 4- ~l ~ 111 '2..r -TI-111 ~1 ~ ~ w ~ £ ~ 0 } 114. 

[63] MN07} A%(swap)sq ~ %~, 5:.Y(Donor) ~ ~All=ld MNO~ Ai~ A}~ 111'2..r 0 1 

~lg_ 4-5:. ~lj]_ ~ g_ 4-5:. ~l 4. A}~ 111 '2..r g_ ~ <;'} w 4- ~l ~ ul17711~ 0 1 ~1 °7 °1= 

~4. 5:. Y _2_~ ll1 °1 E7 ~ ,Aa ~ Al1 °7 (Policy Control) 71 'o ,:'_ 7-}<J ~ 3. ll1@ ~ ~ 

Al171 :::EZi ~1 ~ i>}6=1 ,Aa ~ w 4- ~l-2.. u:j' ,Aa ~ Al1 °7 71 'o (Policy Control Function; 

PCF) 0 1 °1i-'-1~ 71 'o g_ -=?-~W 4- ~14. 

[64] 6 }7'112J ~1 ~ SM 0 12} j]_ ,Aa ~sq~ 71 'o g_ 5:. ~ i>}u:j, SM~ 9 il. ~ ~ W ,?_ MNO 

3. ll1@ ~ g_ ± Wi>} ~ JI117'17-1 ST:.~ ll ~II}~ g_ ¾ tJ1 IiB Ai eUICC~ ~ ~i>} ~ 

~ 0 14. SM 71 'o ,:'_ MN0~1 ~ i>}°=l ~ 1d ~ -2..~ Al1 :-g-~ y 5:. ~lj]_, MN07} SM 

Ai tJ1 A~ ~ ~ i>} 71 -t'-1 i>}6=1 Al13 71-TI-Jil- 111 '2..rW 4-5:. ~lg_ ~ 0 14. 

[65] SM~ ~ W ,?_ SM-SR, SM-DP5Jl- :Q-,?_ 27B ~ Ai 1:3_ 71 'o -2..~ 471 °7 ~ 4- ~14. 

[66] {1_ Al1 ~, 0 1 Gl ~ SM-SR, SM-DP 71 'o ~ ,?_ 4 ~ <W E7 ~ ~1 ~ i>}6=1 Al1 :-g-~ y 5:. 

~lj]_, %~~ <WE1~ ~1 ~fiBAi A11:-g-~ 4-£ ~14. u:}i::}Ai, SM-DP9l-SM-SR~ 

71';; g_ ~~i>}J11 ~J117-1 g_ ~__8__7} ~ljl, 0 1~ <WE7~~ A}o1~ <;'}E7JI11°1A~ 
,Aj ol i,l- .II1 O 7L ol rl_ o ~ 2 2-'-'- I _;.._;, '-T-

[67] SM-DP~ eUICC~ ~~~ Jill:5717-1 ST:.~ ll~II}~~ ~~~ ¾tl1 ~ 15~i>}u:j, 

{!Al1 ~% g_ -t'-1 i>}°=l SM-SRJI} Wlll1 %3}~4. SM-DP~ ~{J 71 'o ,?_ 1) eUICC~ 

71 'o ~ ~ /-j ~ <;>l ~ ll1 ~(Certification Level) g_ -TI-~ i>} ~ ~ JI}, 2) MNO 3. ll1@ ~ 

ST:.~ ll ~II}~(oj1 ~ ~ ~' IMSI, K, 1f-7} Ai tJ1 A °7 ~ ~ ?11 °1 ~' 1f-7} Ai tJ1 A 

1:11 ° 1 E7 ¾ i>} 1+ 0 1 AJ-O 1 u:j' 0 1 ~ ¾ ~-¥-~ ~AB~ -2..~ MN0~1 ~ i>}6=1 

<?J-_2-_~(Enciphered)sq °7 ~1 g_ 4- ~lg) g_ -TI-~ i>} ~ ~ JI}, 3) SM-SR ~1 ~ ~ 

4¾ ~2=- ~ -t'-1 i>}°=l OTA Jil17'17-1 ~ 111 {}i>} ~ 71 'o ~ 0 1 u:j, 4--f- 1f-7}~ <;'} 71 'o 0 1 

Petitioner Samsung Ex-1004, 0284
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4-7}~ 4- ~lg_ ~ 0 14. 

[68] ~~' SM-DP 7l'o O l All 32;'=-~-ll (Third party)~l ~ i>}~ All~ sq~ ~-9-~l ~ _!;!_ ca JI} 

<-1~ -TI-1117} 0 }2;'=- ¾ il.iiB ~ 4. SM-DP~ {P-l Z} ll s.. tll A-Pa (Provisioning) 71 'o 
0 l -2l ~1 -5:._ /-J-~ ~ ,Aa -5:._ ~ ~ -=r 2t ¾ 2=- ll s.. A-11 ~ 71 1;; g_ _!;!_ * w 4- ~1 --2.. u:i , 

~±~A, A ?B'e-1 ~ 2-7 ~ (Scalability) ~ <-1~ £ ~l ~ ~ il. -=?-A} <5Jo l ¾ il. W ~ --2..s.. 

oil/-J--'84. 

[69] SM-SR,:'_ 3l1lim~ Jill:5717-l~ iiB~sq~ eUICCs.. ca~i>}J1l i::}-'f-l:§i>}j1 

~ ~i>}~ ~ W g_ 15~~4. SM-SR~ ~{J 71 'o ,:'_ 1) A} 0 l ~ (Ciphered)-'8_ VPN g_ 
~~ eUICC9-}~ OTA ~<-1 g_ -TI-i:-li>}~ ~JI}, 2) eUICC77}7-l 

cW2=---1r--cW2=-(end-to-end)~ <5J/-ji>}7l 5tli>}~ 4-::: SM-SRJI}~ ~<-lg_ -TI-i:-li>}~ 

71 'o JI}, 3) eUICC ~if7-}~l ~ i>}~ All~ sq~ SM-SR OTA ~<-1 g_ -i'-1 iiB A}-§-sq ~ 

eUICC 1:11 ° l E7 ~ -TI-i:-1 i>} ~ 71 'o Jlt, 4) -2..~ -t1 %-'8 cW E7 ~ ~ g_ ~ EP~t~} --2..s..Mi 

eUICC9-}~ ~<-1 g_ _!;!___2_.i>}~ 71 'o(l=lJ-~13=j 71 'o) ~ 0 14. 

[70] SM-SR 1:11 °1 E1 Bll 0 1 A~ eUICC im r:7 9-1- _;i;J-;,;l (M2M TI~ ~) im r:7 ~ ~AB~ --2..s.. 

MNO~l ~i>}~ All~squ:j,SM-SR uip,11--11E5f~3~ ~iiBAi MNO~l ~i>}~ 

A}-§-~ Y ~14. 

[71] <-1~ A7~(Circleoftrust),:'_ lls_tJlA7\3 lls_II}~ ~~ %ca cW2=---1r--cW2=-

Al-rri:-1~ ~3~ 7}'oi>}71l i>}u:i, sM-sR,c:i_ lls_tJlA11c1 lls_II}~~ ca~~ 

i::t-'f-18 ~ eUICC 9 A;:;4 ~ i:-1 ~ -i'-1 i>}~ <-1~ A7 ~ g_ ~%~4. MNO~ <-1~ 

M7~~~ SM-SR~ SM-DP cWE7~9-} ~3~ 4- ~1--2..u:j, 7-}~-ll~--2..s.. 0 1 i:ti 71 'o g_ 
All~ w y-5:._ ~1 g_ ~ 0 14. jl7~ JI} -TI-tc!-'8 MNO~ 111 ~/-J- ~ ~ ~/-J- ~ -y ~ 
°1717-l ?ljl,eUICC~ ~~~<;'_} A}%(~s..\3,3l1lim~~ ~~ A}%,AitJlA 

77--1f-, ~ ~ ~ <;'__l MNO zi l2lJ A E ~~ ~) g_ l=lJ-7-l i>}7l -i'-1 i>}~, eUICC9t MNO 

3l1lim~ A} 0 l~ ca~~ cW2=---1r--cW2=- ~37} ~il.i>}4. 

[72] ~, £ 1 ~Pi 110 ,:'_ SM~ 771 i:-1, r:7 T~-11 ~ --2..s.. ~ SM-SR~~ A} 0 l ~l <5J /-j sq~ 

<-1~ Ai~ g_ i.+£1-~ $, 120 ,:>_ MNO II} E 11 ~ ~ <-1~ Ai ~ 0 1 u:j' 130 ,:>_ 

cW2=--1r-cW2=- <-1~ ~ 3 ~ £Al ~4. 

[73] £2~ SM~i:-1 ~~~Pi SM-SR~ SM-DP7}AlA 1@~l 5t'-1;,;li>}~ TAd g_ 
£Al ~4. 

[74] £29-}:Q- 0 1,SM,:'_ eUICC9t-TI-tc!-'8 ~2-7 lls_II}~(MNO~ -2..~i-11°1~ 

lls_II}~, lls_tJlA1\3 lls_II}~ ~)g_ ca~i>}71l ¾tlli>}~ SM-DP9t, -=r~ 
i::t-'r-18 i>}7l -i'-1 ~ SM-SRs.. T~sq u:j, SM-SR,:'_ 4-::: ~ 2-7 SM-SRJI} <-1~ -TI-11ls.. 

<?1 %~ 4- ~ljl, SM-DP~ MNO Al A 1@ ~l <?1 %sq °1 ~14. 

[75] %~, SM-DP9t MNO Al A 1@ ~ BB j,;l ~ -5:._ 29-t 4 2 711 T~ ~ 4- ~14. (~' 

SM-DP7} SM-SRJI} <;1%sqjl, MNO Al A 1@0 l SM-DP9t <?=!%~ 4- ~14) 

[76] -5:._ 3 ,:>_ ~ ~~ 0 1 ~-§-sq~ Al A 1@ ~Pi Alll~} 7}~ ~l iiB ~sq~ ll s.. tll Al \3 

Jir,Aa ~ ~ ~-11 ° ;; -5:._ 0 14. 

[77] ll s.. tll Al \3 Jlt,Aa ~l Ai' eUICC ~ 7171 ~ ~ ,Aa _!;!_ (IMEi ~ )9-t eUICC ~ ~ ,Aa _!;!_ 

Petitioner Samsung Ex-1004, 0285
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(eICCid ~) ~ ± Wi>} ~ ~Ad~ __8__;;,;j g_ MNO~ ~ %~4.(Request activation; 

S310)-=:Ii:8_ 4g,s320TIJ1l~Pi MNO9teUICCA} 0 l~l~ eUICCAJ-~ __8__;;,;j ~ 

71 ~~ 'o ~ All~ __8__;;,;j /~<;'_} 0 l 4- f>] -'8_ 4.(eUICC status request~ technical 

capability control; S320) 

[78] ST:.~, £Al i>}7-l ~ '2l9J-7-l ~' AJ-71 S320 TI11l ~Pi~ 0 }?B ~Pi ~ ~ w tl}-2} :Q- 0 1, 

eUICC7} 7-},8 ~ ~ 7B 71 (PK) ST:.~ ll ~IIl-~ ~ ~ 3. l1l@ ~ ,Aa l;!_ <;'_} PKI 71 ,Aa li.(71 

,A~Ad ~.:iL~~, 71 ~ 0 1, 71 ,A~Ad l=lJ-~ ~)~ -oB1lMNOAlA 1@S1:.~ SM-SR~ 

All~i>}~ Jlt,Aa 0 l ±W~ 4- 914. 

[79] S330TI11l~Pi MNO~ SM-SRJI}A} 0 l~Pi eUICC 0 } 0 l@EfE-1 ~~JI}, 

AJ-;,;l (eUICC)~l ~ ~ ,Aa l;!_ ~ 4-~ ~4(eUICC identity verification ~ collect 

information about device). S330TI11l~Pi, MNO~ ~ ~~~ ~ {!Al oil~l ~i>}~ 

-oB1l eUICC~l ~~ <?l.2...~ 71, T~il~-2..~~ eUICC~l ~ g sq~ ~7B7l ~ 

SM-SR~1f-E7 ~ ~ W "T 914. 

[80] op.1.7~ ~7B7l~ ~ ~ ,?_ ,Aa~(static) ST:.~ %~(Dynamic)-2..~ 01~~~ 4-
91 ~ tl}, ,Aa ~ -2..~ 0 l ~~ 7-l ~ 78 -9-- eUICC All s:Al ~l O l Pl -oB 1l eUICC 

~--¥-~ -2..~, A-11--¥-~ -2..~ ~ eUICC ~ ~ <?J- __2... <?1 {} ll ~A-11Ai (CCP ~) ~ 1t--oB 

~ 1B 719t tll ~ 717} ,A~ Ad sq~ eUICC~l ~ tll ~ 717} ~7 AJ sq .:iL, ~ 1B 71 ~ -2.. ::= 
SM-SRO l ~* W-2..~Mi ~ ,Aa ~ eUICC~l ~ ~ ~ 1B 71 ~ <;'_} ~ w 4- 91.5:.. ~ i>} .:iL, 

MNO~--¥- E7 __8__;;,;j 0 1 91 ~ 78-9-- SM-SR,:'_ -oB 1lsq ~ eUICC~l ~ ~ ~7B 71 ~ 

MNO~ ~ 1@"i>} ~ l=lJ-~ O l 4. 

[81] %~ <;'J <?J- __2...71 ~ ~ l=lJ-~ ,:'_ 0 }?B ~Pi .5:.. 8 ~ .5:.. 99} -TI-tc! i>}~ ~ ~ W tl}-2} :Q- 0 1, 

MNO~--¥- E7 __8__;;,;j (~ ,Aa eUICC ~ ~ ,Aa li. ± W) 0 l 91 ~ 78-9--, SM-SR,:'_ -oB 1lsq ~ 

eUICC~l 711 ~7B 71 ~ % g_ __8__;;,;j i>} .:iL, -oB 1l eUICC~ eUICC 'ff AB TI~~~ ~if 
~1~ -2..%( 0 1 %~~1 ~,AJsq;,_1 '?l-2..u:i, 1t-<-1-2..%, ll~tl1~11c1 -2..%, ~ir-2..%, 

1B 1t- -2.. % ~ -2..~ ~ W 4- 91-2.. u:j, eUICC ll ~ tll ~7 \3 g_ -t'-1 ~ eUICC 'ff AB TI~ 

~--¥-9}~ 1t-<l ~ ll ~ tll ~7 \3 -TI-~~ ~ W g_ 4- f>] W) ST:.~ eUICC ~ ~ 

li. <;>l--2.. %( <?J- __2... 7 l ,A~ Ad -2.. % , <?J- __2... 7 l ~1 ~ -2.. % , Security Policy -2.. % , Credential 

Manager, Profile Manager ~ eUICC ~ ~ <?J- __2...71 ,A~ Ad ~ <?J- __2...71 ~ ~% ~ l;!_ ca 
<?1 {} g_ 4- f>] i>} ~ -2.. %) g_ 0 l % i>}~ ~ 1B 71 ~ ,A~ Ad~ + SM-SR~ ~ 1@"i>} ~ 

l=lJ-~ -2..~ yf>] ~ 4- 914. 0 1 ~l ~ -oBAi ~ 0 }?B ~Pi -C:7 AJA-11 i>}71l A;i"l_ ~ ~4. 

[82] ~71Ai, eUICC ~~l 'ff AB sq~ li.«l-2..%,:'_ eUICC All3r TI11l ST:.~ -=r 0 1+ 
eUICC ,Aa ~ ~l u:}2} eUICC ~ ~l ~1t-~ -2..~ 17B 7} A;i"l_j,;l ~ 4- 91-2.. u:j' eUICC 

,Aa ~ ~ 4 MNo ,Aa ~ ~1 u:}4 4 MNo ~~ ~ 2-1 1B 7} ~j,;1 ~ 4- 914. 

[83] -oB1leUICC~ ~7B7l(<?J-__2...7l)~ ~~~MNO~ SM-DP~ 1t--oBAi MNO~l ~~ 

;,B ~ ¾ eUICC ll ~IIl-~ g_ ,A~ Adi>} .:iL -=r ll ~IIl-~ g_ ~ ~ ~ eUICC 

~ 1B 71 (<?d-__2...71 )~ <?J-__2...~~ + MNO~ ~ 1@"~4.(1~} <?J-__2...~, S340 TI11l) 0 l uii' 

<;'_}~Ad(Authenticity)g_ All~i>}7l 5f1-oB SM-DP~ 7-},8~ 1B<;'J7l~ 4-7}~<;'_} 

~7-}Ai ~ g_ ,A~ Ad W 4- 914. ~, S340 TI11l ~l Ai SM-DP~ <;'J ~ g_ -t'-1 ~ 7-},8 ~ 

Petitioner Samsung Ex-1004, 0286
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1B<;>__l:57l ST:.~ tll1'M7'ls.. lls._II}~ g_ ~A}J-.i~(Sign)W 4- ~14. 

[84] 4 g -2..s.., MNO~ 1~} <?} __2._~-t! (eUICC) ll s..II}~ g_ SM-SRs.. ~ ~~ -f- 2~} 

<?J-__2._~~ _8_3;ji>}~, SM-SR,:'_ 0 lul Af,i;Ji>}j]_ ~1~ eUICC-TI-~7'l(eUICC OTA :571, 

GP ISD 7'1 ~) ~ 0 l %i>}9 eUICC ll s..II}~ g_ 2~} <?} __2._~i>}9 MNOs.. 

~ ~~4.(S350 B11l) 

[85] -=r i:8_ 4 g, MNO ~ 0 l ¾ <?} __2._~(Double Ciphered)-'=i:! eUICC ll s..II}~ g_ -oB 1l 

eUICCs.. ~ ¾~4.(S360 B11l) 0 1 uB, <;'__l ~ Ad g_ All ~i>}7l 5f-1-oB SM-DP~ ~7B 7'1 

ST:.~ <;'__l ~ J-.i (Certification)~ Wllll eUICCs.. ~ % W 4- ~14. 

[86] eUICC~ 0 1 Pl eUICC -TI-~ 7'1 ~ ~jl ~J-2..E..s.. l~}s.. ~ __2._~~ -f-, A}<] 

~7B7'l~l ~ g 51~ tll1'M7'l(A1l:S: ST:.~ ~7B7'1 %~ ,A~Ad B11l~Pi 0 lul ~jl 

~Jg)~ 0 l%i>}9 2~}~__2._~W-2..s..M7 lls._tJlAi\3~1 J-.}%~ lls._II}~g_ ~~ 31 

~ __2._~ W 4- ~14. 0 1 uB, eUICC~ <;'__l ~ J-.i ~<;'_} (MNOs..-¥- E7 ~ ~ ~ ~7B 7'1 ~l 

-oB1l5=1~ SM-DPs..1f-Ei ,A~Ad-'=i:!eUICC lls._II}~<;>__l7-l ~<;'__li>}7l 5f-1-oB)g_ 5f-1-oB 

sM-DP~ ~1B:57l (<;'__l~J-.i~ ~1-, <JsQw 4- ~1~ All 3~ 1B~-11s..-¥-Ei -oB1l 

<;'_}~ J-.i ~ % iLAd g_ ~ ~ ~ g_ 4- ~lg )s.. J-.i ~ ~ ~ g_ yf>~ w 4- ~14. 

[87] S370 TI 111 ~Pi~ ll s.. tll Ai \3 g_ % li ~ eUICC-2} SM-SR J-.}o l ~Pi AJFB _8_;;,;j JI} 

-=r~l ~ ~ g ig~l ~ i>}9 SM-SR 1:-11 °1 E7 B-11 °1 A~ ~ 1:-11 °1 E ~4. 

[88] 0 lt1-i ~ 4 B11l ~l ~ ~ 9 _8_ TAd g_ 4-7}s.. {i ~ i>}~ 4 g JI} ~4. 

[89] S310Bl11 ~Pi, eUICC ~ ~ ;sj _l:;1_(eICCid ~) ~ ~1B -t! 1:11 °1 E7 °1 u:j eUICC 

~-¥- ~l 1t--W _!;1___2._ 5=1 ~ 0 l= ~ 4. 

[90] S320, S330B11l ~Pi AJFB _8_;;,;j ~ 71 ~~ 7} 'o Ad All~~ eUICC 0 } 0 1 ~ E7 ~ ~ 

~ ~ g_ All ~(<JsQ W 4- ~l ~ eUICC)i>}u:j, MNO J-.i tll A~ -t'-1 ~ eUICC ~Ad~ 

~~Ad g_ ~<;'_} w 4- ~l ~ 0 1= ~4. 
[91] S340~S360 B11l~Pi ~ eUICC lls._II}~ ,A~Ad ~ ~¾g_ -t'-]i>}9 °1¾ <?J-__2._~ 

ull54Ll~ 0 1 J-.}%-'=i:14. ~, SM-DP~l ~i>}9 eUICC~l ~3.-'=i:! ,A~Ad lls._II}~ ,:'_ 

-2-~ ~ J:i eUICC~l ~ -oB J-.i ;'} ~~ ~ 4- ~l ~ <?d- __2._~ ull 541-l ~ ~l ~ i>}9 

<?} __2._~51 u:j' ;sj 1l~ SM-DPs..-¥- E7 ,A~ Ad -t! ll s..II}~ ~ g_ ~<;'_} i>} 71 5f-1-oB 

SM-DP~l ~ -oB ~A}J-.i ~ 0 l 4- f>~ ~ 4- ~Jj]_, SM-SR,:'_ ,A~ Ad ll s..II}~ g_ eUICC 

-TI-~7'ls.. <?J-__2._~i>}9 ~~ %0eUICC~ <;'__l~i>}j]_ _!;1___2._~4. 

[92] S370 B11l ~Pi, SM-SR 1:11 °1 E7 B-11 °1 A~ 7}~ {i;,;l (Subscription installation)~ 

P}-y~ B11l~Pi ~ 1:-11°1 E ~ 4- ~14. 

[93] .5:.. 4 ~ ~ ~~ 0 l ~ %5=1 ~ 7}~ ~ ~ ST:.~ MNO ~ ~ JI};sj ~ ~ ~-11 ° ;:; .5:.. 0 l 4. 

[94] ~ ~-11 ~ -2..s.. ~ .5:.. 3~ ll s.. tll Ai \3 JI};sj JI} %J-.}(~' ~ ~ -f- AB s.. ¾ MN07} .5:.. 

3~ MNO~l -oB1l)i>}u:j, 4;'1- ABs..¾ MNO~l ~~ lls._II}~ ,A~Ad ~-f-~l ABs..¾ 

MN07}.5:..tj MNO~l71l 1AJ~ l'_l_~ ~¾JI};sjg_ yf>~i,}~ 13°1 AJ 0 li>}4.(B11l 

S440') 

[95] ~, .5:.. 4~ MNO ~ ~ JI};sj JI} .5:.. 3~ ll s.. tll Ai \3 JI};sj g_ ~} 0 l 13 ,:'_, ll s.. tll Ai \3 

ST:. ~ _2_ ~ l1l O l ~ ~ ~ 1:3_ ll s.. II}~ g_ 0 1 % i>} 9 ' ~ ~ B-11 ° l ~ _8_ ;;,;j O l .5:.. Li MN 0 

Petitioner Samsung Ex-1004, 0287
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OTA B-11~ c7(Bearer)~ ~%sqjl, "'B~¾ MNO~ OTA ST:.~ OTI ¾ i>}y-~ 

"'B ~¾ ll ~II}~ g_ 4¾~2=- i>} .5:..~ SM-SR~1f-E7 ~ ~ ~ _8_;;,;j i>}~ ~ 0 14. 

[96] .5:.. 4~1 ~ ~ MNo ~ ~ JirAa g_ -=r- ~ii~ -2-~ {i ~ i>} ~ 4 g Jir :Q-4. 

[97] MNO ~ ~ g_ 5f-1 i>}~, eUICC ~ 7171 ~ ~ Ac3 _!;1_ (IMEi ~ )-2} eUICC ~ ~ Ac3 _!;1_ 

(eICCid ~) ~ :±. Wi>} ~ ~Ad~ _8_;;,;j g_ ~ ~ ~ MNO(Receiving MNO)~ 

~ ¾~4.(Request activation; S410) -=r i:li 4 g, S420TI111 ~Pi :2,P,1 l=ld MNO-2} 

eUICC A} 0 1 ~1 ~ eUICC AJ-~ _8_;;,;j ~ 71 ~~ '; ~ Al1 ~ _8_;;,;j/~<?J 0 1 

y f>~ -'8. 4.(eUICC status request ~ technical capability control; S420) 

[98] ST:.~, .5:..A1 i>}:7-1 ~ ?J-9}:7-1 ;'1-, AJ-71 S420 TI111 ~Pi~ 0 }?B ~Pi {i ~ W tl}-2} :Q- 0 1, 

e UICC7} :7-}<-} ~ ~ 1B 71 (PK) ST:.~ ll ~II}~ ~ ~ 3. li1 im ~ Ac3 _l:;1_ <?1 PKI 71 Ac3 _l:;1_( 71 

,A~Ad ~jl~~' 71 ~ 0 1, 71 ,A~Ad l=lJ-~ ~)~ -oB1lMNOA1A 1@S1:.~ SM-SR~ 

Al1~i>}~ JirAa 0 1 :±.W~ y 91g ,c:i_ ll~tl1~11c1 JirAa<?J s320JI}%~i>}4. 

[99] S430TI111~Pi ~;,1l=ld MNO~ SM-SRJI}A} 0 1~Pi eUICC 0 } 0 1imE1~ ~~JI}, 

AJ;,;1 (eUICC)~1 ~ ~ Ac3 _l:;1_ ~ y~ ~4(eUICC identity verification ~ collect 

information about device). S430TI111~Pi, MNO~ ~ ~~~ ~ {!A1 oi1~1 ~i>}~ 

-oB1l eUICC~1 ~~ <?l.2...~ 71, T~i1~-2-~~ eUICC~1 ~ g sq~ ~7B71 ~ 

SM-SR~1f-E7 ~ ~ W "T" 914. 

[100] 0 1 c7 ~ ~7B 71 ~ ~ ~ ,:'_ Ac3 ~ (static) ST:.~ %~ (Dynamic)-2-~ 0 1 ~~ ~ y 
91 ~ tl}, Ac3 ~ -2-~ 0 1 ~~ :7-1 ~ ~ -9- eUICC A71 s:A1 ~1 ° 1 ui -oB 1l eUICC 

~-¥-~ -2-~, A-11-¥-~ -2-~ ~ eUICC ~ ~ <?J- __2... <?1 {} ll ~A-1P-i (CCP ~) ~ 1t--oB 

~ 1B 719t l=l1~717} ,A~ Ad sq~ eUICC~1 ~ l=l1~717} ~7 AJsq jl, ~ 1B 71 ~ .51.. ::= 
SM-SR O 1 ~% W-2-~Mi ~ Ac3 ~ eUICC~1 ~ ~ ~ 1B 71 ~ <?1 ~ W y 91.5:.. ~ i>} jl, 

MNO~lr- E7 _8_;;,;j 0 1 91 ~ ~ -9- SM-SR,?_ -oB 1lsq ~ eUICC~1 ~ ~ ~7B 71 ~ 

MNO~ ~ 1@"i>} ~ l=lJ-~ 0 14. 

[1011 %~ <?1 <?J- __2...71 ~ ~ l=lJ-~ ,c:i_ 0 }?B ~Pi £ s ~ £ 99} -TI-tc! i>}~ {i ~ w tl}-2} :Q- 0 1, 

MNO~-¥- E7 _8_3;j (~ Aa eUICC ~ ~ Aa _!;1_ :±. W) 0 1 91 ~ ~ -9-, SM-SR,:'_ -oB 1lsq ~ 

eUICC~1711 ~7B 71 ~% g_ _8_;;,;j i>} jl, -oB 1l eUICC~ eUICC 'ffAB TI~~~ ~if 

~l~ .51..%( 0 1 %~~1 ~Ajsq;,z,1 ?J--2-u:j, 1t-<-l.51..%, ll~tl1~11c1 .51..%, ~if .51..%, 

1B 1t- .51.. % ~ -2-~ ~ W y 91-2-u:j, eUICC ll ~ l=l1 ~7 \3 g_ -t'-1 ~ eUICC 'ff AB TI~ 

5Jl-¥-9t~ 1t-<l ~ ll ~ l=l1 ~7 \3 -TI-~~ ~ W g_ "T" f>~ W) ST:.~ eUICC ~ ~ 

_l:;1_ <?1- .51.. %(<?:J-__2...71 ,A~ Ad .51.. % , <?J- __2...71 ~7 ~ .51.. % , Security Policy .51.. % , Credential 

Manager, Profile Manager ~ eUICC ~ ~ <?J- __2...71 ,A~ Ad ~ <?J- __2...71 ~ ~% ~ _l:;1_ <?1-

<?1 {} g_ y f,~ i>} ~ .51.. %) g_ 0 1 % i>}~ ~ 1B 71 ~ ,A~ Ad~ .q- SM-SR~ ~ 1@"i>} ~ 

l=lJ-~ _2_~ y f,~ ~ y 914. 0 1 ~1 ~ -oB Ai ~ 0 } ?B ~Pi -Ci AJ- A-11 i>} 711 ,AJ ~ ~ 4. 

[102] ~71Ai, eUICC ~~1 'ff AB sq~ _l:;1_<?]-.51..%,:'_ eUICC A113} TI111 ST:.~ -=r 0 1.q-

eUICC Ac3 ~ ~1 u:}2} eUICC ~ ~1 ~1t-~ -2-~ 17B 7} AJ;,;1 ~ y 91-2-u:j, eUICC 

Aa ~ ~ 4 MNO Aa ~ ~1 u:}2} 4 MNO ~~ ~ c7 1B 7} {i;,;1 ~ y 914. 

[103] -oB1leUICC~ ~7B71(<?:J-__2...71)~ ~~~~;,1l=ld MNO~ SM-DP~ 1t--oBAi 
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MNO~1 ~ ~ AB~¾ eUICC ll ~II}~ g_ /.~Adi>} jl .:=I ll ~II}~ g_ ~ ~ ~ eUICC 

~ 7B 71 (<?d-_Q_71 )~ <?J-_Q_:&~ + MNO~ ~ ~~4.(1~} <?J-_Q_:&, S440 TI111) 0 1 uii' 

<;'_}~Ad(Authenticity)g_ A71~i>}71 5f-1-oB SM-DP~ A}<]~ 1B<;'J71~ 4-7}~<;'_} 

~A}J,i ~ g_ ,A~ Ad w 4- ~14. ~' S440 TI111 ~1 Ai SM-DP~ <;'_} ~ g_ -t'-1 ~A}<]~ 

1B <;>l 71 ST:.~ tJ1 ~ 71 ~ ll ~II}~ g_ ~A}Ai ~ (Sign)W 4- ~14. 

[104] ST:.~, S440 TI111 °1 ~ ST:.~ 0 1+~11/-J ~ l'_1_ ~ ~% TI111(S440')7} 4" 5]~ 4-
~14. 0 1'c-'-i~ 1/-J- ~ l'_l_~ ~% TI111(S440')~ AB~¾ ~A1l=ld MNO7} 0 1~ 

MNO(.5:.. Li MNO)~1711 -oB ~ eUICC7} ,Aa ~~A1 ~-¥-9}, MNO ~ 78 ~1 u:} ~ 

l'_1_ ~ ea li!.) ~ 01 ~ -oB ½ ~ g_ _B_~a i>} ~ ~ ~ Jil-,Aa 0 14. 

[105] ~, S440' TI111 ~Pi~ AB~¾ MNO(Receiving MNO)7} 7}~ A5f-1 ~ ~1 ~ -oBAi 

.5:.. Li MNO~ <;'J ~ g_ _B_ ~a i>} u:j , 0 1 Gl ~ <;'J ~ ,:'_ ,Aa ~ Al1 °7 71 '; (Policy Control 

Function) ~1 ~ -oB Ai A71 ~ ~ 4- ~14. 

[106] 4 g -2..~, ~ A1 l=ld MNO~ 1~} <?J- _Q_:&-'8_ (eUICC) ll ~II}~ g_ SM-SR~~~~ 

-f- 2~} <?J-_Q_:& ~ _B_~j i>} ~'SM-SR,:'_ 0 1 P1 Af,i;J-i>} jl ~J ~ eUICC ~~ 71 (eUICC 

OTA 71, GP ISD 71 ~) ~ 0 1 -§-i>}~ eUICC ll ~II}~ g_ 2~} <?J-_Q_:&i>}~ MNO~ 

~ ~~4.(S450 TI111) 

[107] .:=I i:l::i 4 g, MNO ~ 0 1 ¾ <?J-_Q_:&(Double Ciphered)-'8_ eUICC ll ~II}~ g_ -oB ~ 

eUICC~ ~ ¾~4.(S460 TI111) 0 1 u]1, <;'J ~ Ad g_ A71 ~i>}71 5f-1-oB SM-DP~ ~7B 71 

ST:.~ <;'J ~ Ai (Certification)~ Wlll1 eUICC~ ~ % W 4- ~14. 

[108] eUICC~ 0 1 u1 eUICC ~~ 71 ~ ~j]_ ~J-2..E..~ 1~}~ ~ _Q_:&~ -f-, A}<] 

~7B71~1 ~ g sq~ tl1~71(A71:S: ST:.~ ~7B71 %~ /.~Ad TI111~Pi 0 1u1 ~jl 

~Jg)~ 0 1%i>}~ 2~} ~_Q_:&W-2..~Mi MNO ~78~1 A}%~ ll~II}~ g_ ~~i>1 

~ _Q_:& W y ~J 4. 0 1 u]1, eUICC~ <;'J ~ Ai ~<;'_} (MNO~lr- E7 ~ ~ ~ ~7B 71 ~1 

-oB ~ sq ~ SM-DP~-¥- E7 /.~ Ad -'8_ e UICC ll ~II}~ <;'J 7-1 ~<;'Ji>} 71 5f-1-oB) g_ 5f-1-oB 

sM-DP~ ~1B71 (<;>J~Ai~ 784--, <J~w 4- ~1~ A-113~ 1B~-11~-¥-E1 -oB~ 

<;>J ~ Ai ~ % -8/d g_ ~ ~ ~ g_ 4- ~l g )~ Ai ~ ~ ~ g_ 4- 5] w 4- ~14. 

[109] S470 TI111 ~Pi~ ll ~ tJ1 Ai \3 g_ % J'i. ~ eUICC-2} SM-SR A} 0 1 ~Pi AJ-FB _B_~j JI} 

.:=r~1 ~ ~ g ig-~1 ~ i>}~ SM-SR 1:-11 °1 E7 B-11 °1 A~ ~ 1:-11 °1 E ~4. 

[110] 0 1 AJ- .5:.. 1 ~ 7-1 .5:.. 4~ l=lJ-~ ~1 Ai~, eSIM ,:'_ TI~ A71:S: TI111 ~Pi IC~ g_ TI~ 

~ ~3tl- AJ-~1 -¥-3l-A1 z1 +, ~ ll E -'f~1 Oi ~EB~ sIM 1:-11 ° 1 Ei (7B 1t- ,Aa li!., -¥-7} 

Ai tJ1 A ,Aa _!;!_ ~) ~ OTA (Over The Air) ST:.~ _2__ ll 2}<;'_} (PC-2}~ USB ~ ~ 71 ~ 

71~ <?'!~)g_ 1t--oB ~ii1-i>}~ l=lJ-~~ AB~¾ 7B18~ SIM 71~ 0 14. eSIM~Pi 

A}%sq ~ IC~,:'_ ~ ~~ -2..~ i>} 2=--'f~1 °7 71 ~~ CCP (Crypto Co-Processor)~ 

7-1~i>}~ i>}2=--'f~1°7 71~~ ~7B71 ,A~Ad g_ Al1~i>}u:j, 0 1 ~ °7 ~~?11°1~ (oj1, 
0 B ~ ~) 71 ~~Pi ~% W 4- ~l ~ API ~ SIM ~ ~ ¾ ( oi1, Java Card Platform 

~ )~Pi A71 ~~4. Java Card Platform,:'_ Au} E 7'} 2=- ~ ~Pi ~ ~ °7 ~ ~ ?11 °1 ~ g_ 

cg- AB i>} jl Ai tl 1 A ~ Al1 ~ w 4- ~1 ~ ~ ~ ¾ ¾ i>} 1+ 0 1 4. 

[111] SIM,:'_ Al1~-'8 u-11..2..~ ~Z}JI} _!;!_<;'_}-AJ-~ 0 1%~ TTY- SIM ~~1 

Petitioner Samsung Ex-1004, 0289
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oi ~ ~ ?11 ° 1 ~ g_ ~ AB -oB J-i 1;: ca sq u:i , 01 ~ <;>1 -oB oi ~ ~ ?11 ° 1 ~ ~ AB ~ 5t1 ~ 
~~¾ 019l~l SIMg_ °7~~?11°1~ ~AB~~~~ ~~i>}';: SIMl-itJlA ~~ 

~ ~¾ g_ ~il~ ~4. SIM J-i tll A~~ ~ ~¾,?_ ~~ 71 ~ 1t-~ <;'}~ ~ .!Lcag_ 

1t--oB SIM ull .51.. ~ ~ ~ ~l 1:11 ° l E7 ~ ~ii1-i>} u:j, GlobalPlatformiit ETSI TS 

102.2269i RPM (Remote File Management)~ RAM (Remote Application 

Management),:'_ 019}:Q-,?_ SIMl-itJlA ~~ ~~¾9i J±¾-71~ 014. 

[112] eSIM ~~~Pi %2-~ 2-~ %9i i>}y-<;>l SM,:'_ eSIMi:'_ ~~-2..~ ~~571 ~ 

1t--oB 1t-<l ~ 1f-7} J-i tll A 1:-11 ° l E7 ~ ~ii1-i>} ';: ~ w g_ y f>~ ~4. GSMA ~l J-i ';: 

SM9i ~ W g_ SM-DP-2} SM-SR~ ~ff-i>}';j 4. SM-DP';: .u ~Ifl-~ (IMSI, K, OPc, 

-¥-7} J-i tl l A 1:-11 ° l E7 ~ ) ~ ca~ i>} 711 ~ 2=- i>} ~ Credential Package ~ EB~ ~ 2=- ';: 

~{tg_ yf>~i>}u:j,SM-SR,:'_ SM-DP7}/.~Ad~Credentia1Package~ OTAST:.';: GP 

SCP (Secure Communication Protocol)Jlt :Q- ,:'_ SIM ~ ~ ~~ 71 ~ g_ 1t--oB eSIM~l 

ca~i>}71l 4¾~2=-i>}';: ~{tg_ yf>~~4 . .=r~jl GSMA';: 0}?B .=r'-El9i "Circle 

ofTrust"i::}1;: -=?-s:~ A1lcai>}~ 4%J-} 1B~il~Zl-<J~ ~11l9i ¾{lg_ 1t--oB 

MNO9teSIM Zl-9i End-to-End <-1~ ~111 ~ T~~41;: 7B18 g_ A1lcai>}';j4. ~' 

MNO';: SMliit, SMl ,?_ SM4, SM4';: eSIMJlt <J~ ~111 ~ ~Adi>}~, 01 ~ 1t--oB 

MNO-2} eSIM Zl-9i <-1 ~ ~ 111 ~ ~Ad~ 4 ';: 1B 18 ° 14 

[113] eSIM ,:'_ SM ~ 9i 5Jl-¥- 1B ~il ~-¥- E7 .u ~Ifl-~ g_ ~ .u E -'f~l °7 ~ -2..~ 

~ii1-W -2..~M1 1t-<i ~ -¥-7} J-i tll A~ All ~~4. i>}?-l ~, 01 ll ~Ifl-~ %* ,Aa _!;1_ 

(oil, Operational Profile, Provisioning Profile, PCP (Policy Control Function, VAS 

(Value-AddedService)Profile ~), ~AB ~Ad~(Active) -'8_ .u~If1-~9i %ff-~ 

~ ~ ,Aa lL (oil, ll ~Ifl-~ ID ~ ), eSIM ~ ~l ~AB -'8_ ll ~Ifl-~ ~ A E ~ 9i ~~ 

,Aa lL ~ All ~i>} jl ~¾i>} 1;: l=lJ-~ ,c:i_ ~ ~i,}7-l '214. 

[114] u:}i::}l-i, 0 l i>}~Pi ';:, ~ ~~ 9i {! Al oil ~l u:} ~ eSIM ~ .u ~Ifl-~ g_ ~~ i>} ';: 

l=lJ-'j1j iit .=r ~% l=lJ-ca~l ~ i>}~ {i ~ ~4. TI, 0 l i>}~l J-i ';:, ~ AJ- SIM(eSIM) ST:.';: 

~AJUICC(eUICC)~~~ 4- ~J';: ~AJ~ Ej-~9i Ap}E 57}2=-~ eUICC~ 

1t-~ i>}~ 71 AB ~4. 
[115] 5:.51;: ~ ~~9i {!Aloil~l u:}~ ll~Ifl-~ ~~ l=lJ-'j1j g_ 5t1~ 71~~<;>1-=?-s:~ 

y-Ej-\B_ 5:.~014. 

[116] 5:. 5~ %s:i>}~, ~ ~~9i {!Al oil~l u:}~ .u~Ifl-~ ~~ l=lJ-'j1j ,:'_, MNO(Mobile 

Network Operator), SM(Subscription Manager)Jlt <?1 %5=1 ';: eUICC(510) ~ 

.u ~Ifl-~ ~~ l=lJ-'j1j ~l ~~ ~-2..~J-i, eUICC(510)7} ~Ad ~-'8_ .u ~Ifl-~ 9i 

%ff-~l ~ ~ ,Aa _!;1_-2} ll ~Ifl-~ ~ A E ~l ~ ~ ,Aa _!;1_ ~ % i>}y- op,J g_ ll ~Ifl-~ 

~%~1 ~il ~ ~~ ,Aa li_~l-i 9l-¥- ~~~(External Entity)~ All ~i>} 1;: 

B11l (S502) ~ g_ ± W~4. 

[117] ~ 71 J-i, 5Jl-¥- ~ ~ ~ ';:, eUICC(510) ~ ~AB i>} ';: eUICC ~AB 7171 (500), MNO 

~ SM ~ % i>}y-~ 4- ~J-2.. 4, 5:. 5~Pi ';: {i ~ 9i 1B 9i ~ 5f1-oB, eUICC(510) ~ 

~ABi>}';: eUICC ~AB 7l7l(500)7}5Jl-¥- ~~~<;'} ~-2..~ 7},Aai>}~ 

Petitioner Samsung Ex-1004, 0290
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£Al i>}'?l.2.. u:j, 0 1 i>} {i ~ ~Pi .5:.., eUICC(510)7} ll s..If1-~ ~%~1 ~..-8... ~ -TI-~ 

,Aa..!i .. ~ eUICC 'ffAB 7l7l(500)s.. Al1~i>}~ ~-2..s.. {i~~4. 

[118] ~ ~ A-1Pi ~Pi "ll s..If1-~(Profile)" ,:'__ eUICC(510) ~ ~1 IIl-~ T:S:(File Structure), 

r11°1E1, 0 B~~?11°F~=l(oi1: 0 B~~ ~) ~~ :S:Wg_ ~u1w4-- ~1-2..u:i,1t--~ ~ 

-¥--7} J-.i tJ1 A ~ g_ -t'-1 ~ ll s..IIl-~ sr:. ~ 0 1 ..2t %J-.} ~ ~EB~ ,Aa _!;1__ ~ g_ ~ u1 w 4-­

~14. 

[119] ~~~ 1:l}--2} :Q- 0 1, eUICC(510)~, ~Ad~-'8 lls._If1-~~ %ff-~1 ~~ ,Aj_l:;1__..2} 

ll s._If1-~ ~ A E ~1 ~ ~ fic3 _!;1__ ~ ¾ i>}y- op,J- g_ ll s._If1-~ ~%~1 ~___8_ ~ -TI-~ 

,Aa _!;1__s._J-.i 9.1-¥-- ~ E1 E1 (500)5.. All ~i>} ~ r-11, ll s..IIl-~ ~%~1 ~..-8... ~ -TI-~ 

,Aa _!;1__s..J-.i , ll s.. II1-~ -~P~ ,Aa _l:;1__( oii : ll s.. II1-~ 1D ~ ) ~ ll s.. II1-~ {i ~ ,Aa _l:;1__( oii : 

1t--~J-.} A~ LTE ll s..If1-~, 1t--~J-.} A~ 30 ll s..If1-~ ~) ~ ¾ i>}y- °F-J- g_ Li 

All~W 4-- ~14. 

[120] ~ ~~ 1:l}--2} :Q- 0 l, eUICC(510)7} 9.1-¥-- ~ £1 £1 s.. All ~i>} ~ "-TI-~ ,Aa _l:;1__" ~, 

~Ad ~B ll s..IIl-~ ~1 ~ ~ %ff-,Aa _!;1__, ~P~ ,Aa _!;1__, ~ A E ,Aa _!;1__, {i ~ ,Aa _!;1__ ~ ~ 4-­

~1 ~ r-11, ~Ad ~-'8_ ll s..If1-~ ¥ ~ 0 } 11 i::t, eUICC(510)~1 'ff AB -'8_ .51.. ::= ST:.~ ~-¥-­

ll s..IIl-~ ~1 ~ ~ %ff-,Aa _!;1__, ~ ~ ,Aa _!;1__, ~ A E ,Aa _!;1__, AJ ~ ,Aa _!;1__ ~ ~ 4--£ ~14. 
[121] -t'-1..2} :Q- ,?__ -TI-~ ,Aa _!;1__ ~, eUICC(510) ~ ~1 ll s..IIl-~ ~ EB s.. ~rAJ-:£1 u:j, ~ ~ 

All °7 ~1 u:}2} ~ ~~ 4-- ~14. 

[122] ST:.~' 0 l 2-7 ~ -TI-~ ,Aa _!;1__ ~' ~AB~ SIM 71 ~ g_ 71 ~ -2..s.. TLV(Type Length 

Value) ~ EB s.. -'8_ IIl-~ T:S: ~ 7}~ 4-- ~l-2.. u:j, ST:.~, EF ~ EB ~ 0 B ~ ~ ~ ~ 
0 B ~ ~ ?11 ° F~=l ~ EB S.. ~fAJ-~ Y ~14. 

[123] ST:.~' 0 l 2-7 ~ -TI-~ ,Aa _!;1__ ~, _!;1__ ~7'1 ~ PIN(Personal Identification Number) ~ ¾ 
i>} 4 ° F-J- g_ 1t--~ ~ ~ All °7 ~1 ~ -oB ~ ~ sq °7 -TI-~ ~ 4-- ~1-2.. u:j ' 0 l ~l, 
SM(SM-SR, SM-DP~), MNO ~ ¾ i>}y- op-Jg_ ±Wi>}~ <;>17}-'8_ 1B~i]~l 

~ -oB J-.i ~ 4--,Aa (Update):£177 4 ~Ad ~(Activate) ST:.~ tl] ~Ad ~(Deactivate) ~ 4-­

~14. B, -TI-~ ,Aa _!;1__ ~ 9.1-¥-- 1B ~il ~1 ~ -oB ,A}-R--* 711 'il~ 4--~ ~14. %~, 
eUICC(510) _!;1__ ~ ,Aa ~ ~1 u:}i::}J-.i ~ ~ l'_1_ ~ ,:'__ AJ- 0 1 W y ~14. 

[124] ~ ~ A-1Pi ~Pi -TI-~ ,Aa _!;1__ ~, eUICC(510) ~ ~ ll s..IIl-~ ,Aa _!;1__ ~ -TI-~ i>} ~ -TI-~ 

lls._If1-~(5ll)g_ 1t---oB -TI-~~ 4-- ~14. ~7lJ-.i, -TI-~ lls._If1-~(511),:'__, ~ oiis.., 

PCF(Policy Control Function)~ -t'-1 ~ ll s..If1-~, General Profile, Common Profile, 

Administration Profile, Administrative Profile, Information Profile ~ ~ 4-- ~14. 

[ 125] .5:.. 5 ~1 .5:.. Al -'8_ 1:l} --2} :Q- 0 l, ~ ~ ~ ~ {1_ Al oii ~1 u:} ~ ll s.. II1-~ -TI-~ tiJ-~ g_ -t'-1 ~ 

71 ~~ <;'_} T:5: ~' eUICC(510) ~ ~ ll s..IIl-~ ,Aa _!;1__ ~ -TI-~ i>} ~ -TI-~ 

ll s..IIl-~(51 l)Jlt, eUICC 'ff AB 7171 (500)s.. TAd ~ 4-- ~14. 

[126] S502 B'Al~Pi, eUICC(510)7} ~Ad~-'8 lls._If1-~~ %ff-~1 ~~ ,Aj_l:;1__..2} 

lls._If1-~ ~AE~1 ~~ fic3_!;1__ ~ ¾ i>}y- OlAJ-g_ lls._If1-~ ~%~1 ~___8_~ -TI-~ 

,Aa _!;1__s._J-.i eUICC 'ffAB 7171 (500)s.. All ~i>}7l 5f-1-oBJ-.i' eUICC(510) ~' eUICC 'ffAB 

7171 (5oo)s..-¥-- E1 ~ °7 lI1 ~ ___8_;;,;a 4--~ ~ 0 1 -TI-~ ,Aa _!;1__ ~ 1:l}s.. Ali~ w 4--.5:.. ~1.::,1, 

Petitioner Samsung Ex-1004, 0291
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eUICC 'ffAB 7l7l(500)~--1f-E7 32-~ fij__}:;1_ ...8.._;;,;j g_ 4-<J~ 01.q-, 32-~ ,Aa..!t. ...8.._;;,;J~l 

q~ g ig---2..~Ai -"ll-~ ,Aa..!t.~ A-r:g-w 4-£ ~14. 

[127] 5:. 5 ~ 32-~ ,Aa ..!;!_~ All ::g- 0 l ...8.._;;,;j _ g lg- .:iit,Aa g_ 1t--oB 0 Pr-°7 7-l ~ ~ ~l q ii"}~ 

5:_A 1 ~ ~ -2..~Ai , 5:. 5 ~1 5:_A 1 B tl t ..2t :Q- 01, -"ll-~ ,Aa ..!;!_ ~ All ::g- 01 ...8... ;;,;J - g ig­

.:iit,Aa g_ 1t--oB 0Pr-°7 ~ 4~, 32-~ ,Aa ..!;!_ All ::g- 01 °Pr-°7 7-l ~ S502 B11l 01 ~ ~l, 

eUICC(510) ~ 32-~ ll ~II}~(511) 0 l 5Jl--¥- ~~~(oil: eUICC 'ffAB 7171 (500) 

~)~--¥-E1 -"ll-~ ,Aa..!t. ...8.._;;,;J g_ 4-<Ji>}~ u111(s5oo)7} 4-f>~~ 4- ~14. 

[128] 0 li>}~lAi ~'~~~~{!Al oil~l a:}.:= ll~II}~ 32-~ l=lJ-'j1j.:iI}-'l!-tc!i>}~, eUICC 

'ffAB 7171 (500)~1 q ii"}~' 5:. 6 g_ %3:i>}~' Li~ AJ-A-11 i>}J1l ~ ~ ~4. 

[129] 5:.6,:'_ ~ ~~~ {!Aloil~l a:}.:= eUICC 'ffAB 7171(500)~1 q~ ~~£014. 

[130] 5:. 6~1 £Al -'8 ~ ~~ ~ {! Al oil ~l u:} .:= eUICC 'ft AB 7171 (500) ~, MNO(Mobile 

Network Operator), SM(Subscription Manager).:iit <?=!%ii"}~ eUICC(510) ~ ±. Wi>} ~ 

7171°14. 

[131] 5:. 6g_ %3:i>}~, ~~~~{!Al oil~l a:}.:= eUICC 'ffAB 7171(500)~, ~Ad~-'8 
ll ~II}~ ~ % * ~1 q ~ ,Aa ..!;!_ ..2t ll ~II}~ ~ A E ~1 q ~ ,Aa ..!;!_ ~ ¾ ii"} Ll- o l AJ- g_ 

ll ~II}~ ~%~1 ~...8... ~ 32-~ ,Aa ..!;!_~Ai eUICC(510)~--¥- E7 ~~ii"}~ 32-~ ,Aa ..!;!_ 
~ .E...."s!-(610) .E....Q... TI i5l-i5l- ¢ Ol rl. 
, , 1 0 2 J.... P 2 1 /'A '-T-

[1321 ~ ~~ -'l!-~ ,Aa ..!;!_ ~ ~ --¥-(610) ~, ll ~II}~ ~%~1 ~...8... ~ -'l!-~ ,Aa ..!;!_~Ai, 

~~~-'8_ll~II}~~%ff"-~q~~..!;!__2}ll~II}~~AE~q~~..!t_~¾ 

ii"} Ll- o l AJ- o l 9l ~15:., ~Ad ~B ll ~II}~ ~1 q ~ ll ~II}~ ~ ~ ,Aa ..!;!_ ~ ll ~II}~ 

~ ~ ,Aa ..!;!_ ~ ¾ ii"} 11- 01 AJ- g_ -"ll-~ ,Aa ..!;!_~Ai Li ~ ~ w 4- ~14. 

[133] sr:.~, -'l!-~ ,Aa..!t. ~ ~--¥-(610)~, ll~II}~ ~%~1 ~...8...~ -'l!-~ ,Aa..li.~Ai, 

~Ad ~-'8_ ll ~II}~¥ 0} 11 i::t, eUICC(510)~l 'ff AB-'8 .51.. ::= ST:.~ ~ --¥-~ 

ll ~II}~ ~1 q ~ %*, ~ A E , ~ ~ ,Aa ..!;!_ ~ ~ ~ ,Aa ..!;!_ ~ g_ ~ ~ w 4-5:. ~14. 

[134] ~18, 5:. 6~1 £Al -'8 tl}-2} :Q- 0 l, ~ ~~ ~ {! Al oil ~l u:} .:= eUICC 'ff AB 
7171 (500) ~' ll ~II}~ ~ A E ~ .:H-..Al ii"}~ ll ~II}~ ~ A E J±..Al lr-(620)..2}, 

ll ~II}~ ~ A E ¾~Pi A}-§-7-} ~ ~l ~ -oB ~ ~ -'8_ ll ~II}~ g_ ~ q ~ MNO-2} uJ­

~ ~ g_ ~ f>~i,}~ uJ- ~~lr-(630)..2}, uJ- ~~ ~li --f-, MNO-2} <?:l_%i>}~ 32-~ 

ll~II}~(51l)Ol ~Ad~-'8 ll~II}~ g_ 71¾-2..~ 7~,8:£15:.~ ii"}~ 32-~ ll~II}~ 

7~ <J--1f-(640) ~ g_ Li ±. WW y 5:. ~14. 

[135] 0li>}~lAi, 5:. 6~Pi..2t :Q-,?_ TAd g_ 7}~ 4- ~l~ eUICC 'ffAB 7171(500) ~~l 

~AJ-~-2..~ 'ffAB:£1 ~ eUICC(510)~l qi>}~ 5:. 7 g_ %3:i>}~ Li~ AJ-A-1li>}J1l 

~~~4. 

[136] 5:. 7,:'_ ~ ~~~ {!Aloil~l a:}.:= eUICC(510)~l q~ ~~£014. 

[137] 5:. 7 g_ %3:i>}~, ~~~~{!Al oil~l u:}.;:: eUICC(510)~, MNO(Mobile 

Network Operator), SM(Subscription Manager)-2} <?1 %ii"}~ ~ AJ- UICC(eUICC: 

embedded Universal Integrated Circuit Card)~Ai, ~Ad ~-'8 ll ~II}~~ %ff-~l 

q~ ,Aa..!t...2t ll~II}~ ~AE~l q~ ,Aa..!t. ~ ¾ i>}Ll- 01/-J-g_ ll~II}~ ~%~1 

Petitioner Samsung Ex-1004, 0292
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~__8__~ -TI-~ ,Aa..!t.s..J-.i 9l-¥- ~~~(ExtemalEntity)s.. Al1~i>}~ -TI-~ ,Aa..!t. Al1~ 

-2.. %(710) ~ g_ ± Ww 4- ~14. 

[138] ~71J-.i, 5Jl1f- ~~~ ~' eUICC 'ffAB 7171(500), MNO ~SM~¾ i>}y-~ 4-
~}.2 .. 4, ~ ~ ~ ~ ~ ~ 5f-1-oB, eUICC 'ff AB 7171 (500)7} 5Jl-¥- ~ ~ ~ <;'__l ~L2..s.. 

7},Aa i>}~ ~ ~ ~11. 

[139] ;,~1-'~~ -TI-~ ,Aa..!t. A-11~ -51..%(710),:'_, ~ oi1s.., eUICC(510) ~ -TI-~ 
ll s._ II}~ ( 511) ~ Y ~l 2_ u:j , ~ --9--~1 u:} 2} J-.i ~ , -TI-~ ll s._ II}~ ( 511) JI} :Q- ,:'_ 

lls._II}~ ~£B7}0}112}, lls._II}~ ~fB-2}~ T~sq~ eUICC(510)~ ~~~<;'_} 

~~~(Logical Entity)s..J-.i ~ ll s..II}~ uB 11,Ai (Profile Manager)~ y .5:.. ~l 4. 

[140] ~~' .5:.. 7 g_ %s:i>}~, ~ ~~~ {!A1 oi1~1 u:}~ eUICC(510)~, 5Jl1f-

~ ~ ~ s..J-.i eUICC 'ff AB 7171 (500)5.. ll s..II}~ ~%~1 ~__8__ ~ -TI-~ ,Aa _!;!_s._J-.i 

ll s..II}~ ~ A E ~ Al1 ~~ 01--f-, ll s..II}~ ~ A E ~Pi ~ ~ -'8_ ll s..II}~ g_ 

s.. ~ s.. MNO-2}~ uJ <;'__l ~ 01 ~ f>~ sq .5:.. ~ i>} ~ uJ <;'__l ~ -51.. %(720)Jlt, MNO-2} 

<?=l_%i>}~ ~Ad:&-'8_ lls._II}~ g_ 71¾_2..s._ -TI-~ lls._II}~(511)01 7~,8sq.x.~ i,}~ 

-TI-~ ll s._II}~ 7~ <-1 _51._ %(730) ~ g_ Li X ww Y .X. ~14. 

[141] 5f-1 ~Pi ~if~ -TI-~ ,Aa..!t.~, ~~~ tl}-2} :Q- 01, eUICC(510) ~ 'ffAB-'8 SC:.~ 

~Ad :&B ll s..II}~ ~1 ~ ~ %f},Aa ..!t., ~ ~ ,Aa li., ~ A E ,Aa _!;!_ ~ ~ ~ ,Aa _!;!_ ~ ¾ 
3}4 op-Jg_ ±WW 4- ~14. 

[142] 01i-'-i~ -TI-~ ,Aa..!t.~, TLV(TypeLength Value) ~fBs.. -'8_ II}~ TS:~ ~714, 
0 B ~ ~ ?11 °1 ~ ~EB~ II}~ TS:~ 7}~ 4- ~14. 

[143] SC:.~' 01 G7 ~ -TI-~ ,Aa ..!t. ~, li. <;'__l-:571 ~ PIN(Personal Identification Number) ~ ¾ 
i>} 11- 0 P-J g_ 1t-~ 1d ,2- A-11 Oi ~1 ~ -oB 1d ,2- sq Oi -TI-~ ~ 4- ~111. 01 ~1, -TI-~ ,Aa _!;!_ ~ 

MNO ~SM~¾ i>}y- op-Jg_ ±Wi>}~ <;'__17}-'8_ 1B~i1~1 ~-oBJ-.i y,Ac3sq774 

~Ad :&sq 77 4 tJ1 ~Ad:&~ 4- ~14. 

[144] 01i>}~1J-.i, 0P-J~Pi ~~~ lls._II}~ -TI-~ l=lJ'j1j~ ~% l=lJ<;>__l-~1 ~~ oi1 ~ 

~~~4. 01Gi~ ~% l=lJ<;'__l-~ oi1~Pi,eUICC(510)~ lls._II}~ ~AE~1 ~~ 

,Aa..!t.~ eUICC 'ffAB 7171(500)5.. Al1~i>}~ ~2-..s.. 7},Aa~4. 

[145] .X. 8,:'_ ~ ~~~ {!A1 oi1~1 u:}~ lls._II}~ -TI-~ l=lJ'j1j~ ~% l=lJ<;>__l-~1 ~~ 

o ;;£014. 

[146] .5:.. 8 g_ %s:i>}~, ~ ~~ ~ {IA1 oi1 ~1 u:}~ MNO(800)9t <?1 %sq~ ~AJ 

UICC(eUICC: embedded Universal Integrated Circuit Card)~ ll s..II}~ -TI-~ 
l=lJ'j1j ,?_' ll s..II}~ ~ A E Al1 ~ B111 (S800), ll s..II}~ ~ A E ~ J±A1 ~ J-.}%A} 

~ ~ BJ11 (S802), uJ <;'__l ~ ~ f>~ BJ11 (S804) ~ -TI-~ ll s..II}~ 7~ <J BJ11 (S806) 
E....Q... :rr is"hsl r1_ 
0 2 ..J... p L- '-T-

[147] .. lls._II}~ ~AE A71~B111(S800):eUICC(510)7} lls._II}~ ~AE~ eUICC 

'ffAB 7171(500)5.. A71~~4. 01ui1,eUICC(510)~, lls._II}~ ~%~1 ~__8__~ -TI-~ 
,Aa _!;!_s._J-.i ll s..II}~ ~ A E ~1 ~ ~ __8__;;,;j g_ eUICC 'ff AB 7171 (500)s..-¥- Ei 

4-<J i>} jl, __8__;;,;j ~1 ~ ~ g lg-2-..s..J-.i ll s..II}~ ~ A E ~ eUICC 'ff AB 7171 (500)s.. 

Petitioner Samsung Ex-1004, 0293
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[148] - ll _s:_II}~ ~ A E ~ .:HJl ~ A}¾A} ~ ~ B111 (S802): eUICC 'ff AB 7171 (500) ~, 

eUICC(51Q)_s:_1f- E7 ll _s:_II}~ ~ A E ~ 4-<'1 i>}~, 4-<'1 ~ ll _s:_II}~ ~ A E ~ 

J±Al i>} $, J±Al -'8 ll _s:_II}~ ~ A E ~Pi A}%A}~1 ~ -oB ~ ~ -'8 i>} 4~ 

ll _s:_II}~ ~1 ~ ~ ~ ~ Ac3 _!i_ ~ ~ ~ ~ g_ Y ~14. 
[149] 0 lu:B,eUICC 'ffAB 7l7l(500)~,A}%A}7}~~~ ll_s:_II}~~1 ~~~~ Ac3_!i_~ 

MNO(800) ST:.~ eUICC(51Q)_s:_ A71 ~-oB½ 4- ~14. 

[150] - uJ <;'J ~ ~ f>~ BJ11 (S804): NNO(800) ~, eUICC(510)~Pi Al] ~-'8_ ll _s:_II}~ 

~ A E ~1J,i A}¾A} ~ ~1 ~ -oB ~ ~ -'8_ ll _s:_II}~ g_ .!"2_ ~ _s:_ eUICC 'ff AB 

7171 (500)-2} uJ <;'J ~ g_ ~ f>~ ~4. 

[151] - -TI-~ ll_s:_II}~ 7~<] BJ11(S806): NNO(800)~, uJ <;'J~ ~li -f-, eUICC(510) 

~ ~Pi ll _s:_ II}~ ~ A E ~ -TI-~ i>} ~ -TI-~ ll _s:_ II}~ ( 511) g_ ~ Ad :&-'8 ll _s:_ II}~ g_ 

71¾..2.._s:_ 7~<-1~4. 

[152] 0 1 uB, NNO(800) ~, SM(SM-SR ~ ).:iit <?=l_ %i>}~ eUICC(510) ~ ~Pi ll _s:_II}~ 

~AE~ -TI-~i>}~ -TI-~ ll_s:_II}~(511)g_ ~Ad:&B ll_s:_II}~g_ 7l¾..2.._s:_7~<Jw 

4- ~14. 
[153] ~18,MNO(800)7}eUICC(510)~ <-1-rr ll_s:_II}~ 0 1 .l-~7171471~ ll_s:_II}~ 0 1 

~Ali sq~, -TI-~ ll_s:_II}~ g_ eUICC ~ ll_s:_II}~ ~%~1 ~711 7~<-lw 4-_s::_ ~14. 

[154] °F-J~P-i {i ~ ~ tl}-2} :Q-,?_ ~ ~~ g_ 0 1 ¾i>}~, eUICC 'ffAB 7171 (500) ~, 

eUICC(510) ~ ~1 ~Ad :&-'8 ll _s:_II}~ %ff-9t ~ ~ Ac3 lL =i ~ j]_ 'ff AB -'8_ ll _s:_II}~ 
:::il A E..S. Ol- ¢ Olrl. 
'--1--2 2. 1 rA'-T• 

[155] 0 1~ 1t--oB,eUICC(510)~~ ~4-7B~ ll_s:_II}~ 0 1 'ffABsq774~Ad:&sq~g_ 

u:B, ~~~~-TI-~ ll_s:_II}~ g_ 1t--oB eUICC 'ffAB 7171(500)~ %3} ~ 5Jl-¥-

A l A 1@ JI}~ <?1 % g_ iL 1r ~ 0 l jl 18 ~ i>} 711 T ~ii :& w 4-~ 7 l ~ Ac3 _!;1_ ~% 0 l l°l jl 

18 ~ -oB Al~ li._.:i7}7} ~14. 

[156] ° F-J ~ J-J ~ ,?_ ~ ~~ ~ 7Hi- A}AJ g_ oii Al~ .Q__s:_ {i ~ ~ ~ ~1 ~JI}~ 

~.Q__s:_Ai, ~ ~~ 0 1 ~i>}~ 71~ ~ 0 l=~Pi 1t-AJ~ Al~ g_ 7}~ A}i::}~ ~ 

~~ ~ ~~~ <;'] ~ Ad ~Pi ~ °7 Y-Al ?;,-~ ~ 5t1 ~Pi 4°J~ 4-Aa ~ ~ ~ 0 1 

7} 1;; w ~ 0 14. u:}4Ai, ~ ~~ ~1 1B Al B {I Al air~ ,c:i_ ~ ~~ ~ 71 ~ A}AJ g_ 

~ Ac3 i>} 7 l 5t1 ~ ~ 0 l 0 } 11 i::t {i ~ i>} 7 l 5t1 ~ ~ 0 l jl' 0 p.1.7 ~ {I Al oii ~1 ~ i>} ~ ~ 

~~~ 71~ A}AJ~ ~5tj7} ~Ac3sq ~ ~ ,:'_ 0}114. ~ ~~~ _!i__Q_ ~5tj ~ 
0 } ?B ~ ~a -=r1-~ 5t1 ~1 ~ i>} ~ -oB ~ sq °7 ° l= i>} u:j , .=:r 9l- % ~ ~ ~ 5t1 ~ ~1 ~1 ~ -2.. ~ 

71 ~ A}AJ ,?_ ~ ~~ ~ l"1 ~ ~ 5t1 ~1 ± Wsq ~ ~.Q__s:_ -oB~ sq °7 °1= w ~ 0 14. 

[157] CROSS-REFERENCE TO RELATED APPLICATION 

[158] ~ ~t-l½~,?_ 2011\19~ 28~ ~.;::-~1 ½~~ ~t-1½~1ti_Q_ Al1 

10-2011-0097901 _Q_ ~1 ~ -oB u] .;::- ~ t-pj1j 119(a)s: (35 U.S.C § 119(a))~1 u:}2} 

-9-~ l"! g_ 'f AJ i>} u:i , =r -2.. ~ ~ % ,c:i_ % jl tr~ .Q__s:_ ~ ~ t-1 ½ ~ ~l ~ w -'8 4. 
0 }% 2.7, ~ ~ t-1 ½~ ,:'_ u] .;::- 0 l 5Jl ~1 .;::-7}~1 ~ -oB Ai£ 5t19t % ~ ~ 0 l % _s:_ 

Petitioner Samsung Ex-1004, 0294
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MNO(Mobile Network Operator), SM(Subscription Manager)iit 

<?1 %5:1 ~ ~ 7-J UICC(eUICC: embedded Universal Integrated Circuit 

Card)~ ll ~II}~ -TI-~ l=lJ'j1j -2..~J-.i, 

AJ7l eUICC7} ~Ad ~-'8_ ll ~II}~~ %f}~l ~ ~ 7-j l;!_-2} ll ~II}~ 

~ A E ~l ~ ~ 7-j l;!_ ¾ i>} y- o l AJ g_ 9l Jf ~~~(External Entity)~ 

A-f:g- i>} ~ TI 111 ~ ± Wi>} ~ ll ~II}~ -TI-~ l=lJ 'j1j . 

Alll <5J ~l ~1 ~ J-.i , 

AJ7l All-':g-i>}~ TI11l~Pi, AJ7l eUICC~, 

AJ7l ~Ad ~-'8_ _u ~II}~~ %f}~l ~ ~ 7-j li_-2} AJ7l _u ~II}~ 

~ A E ~l ~ ~ 7-j l;!_ ¾ i>} 4 O l AJ g_ ll ~II}~ ~% ~l ~ ___8_ ~ -TI-~ 

7-a l;!_~J-.i AJ7l -2l-¥- ~ ~ ~ ~ All-':g-i>}S:l, ll ~II}~ ~ ~ 7-a l;!_ ~ 

_u ~II}~ {i ~ 7-j l;!_ ¾ i>} 4 o l AJ g_ AJ7l -TI-~ 7-j l;!_~J-.i r:i 

All -':g-i>} ~ ~ g_ ~ ~ -2..~ i>} ~ ll ~II}~ -TI-~ l=lJ 'j1j . 

All 2 <5J ~l ~1 ~ J-.i ' 

AJ7l -TI-~ 7-j li. ~, 
AJ7l MNO ~ AJ7l SM¾ i>}y- 0 1/-Jg_ ±Wi>}~ <?_17}-'8_ JBj1l~l 

~ -oB J-.i y7-c35:l771+ ~Ad ~5:l 771+ tll ~Ad ~5:1 ~ ~ g_ ~ ~ -2..~ 

i,} ~ ll ~ II} ~ -TI-~ l=lJ 'j1j • 

All 2 <5J ~l ~1 ~ J-.i ' 

AJ7l -TI-~ 7-j li. ~, 
AJ7l eUICC ~ -TI-~ ll ~II}~ g_ 1t--oB -TI-~ 5:1 ~ ~ g_ ~ ~ -2..~ 

i,} ~ ll ~ II} ~ -TI-~ l=lJ 'j1j • 

All 4 <5J ~l ~1 ~ J-.i ' 

AJ 7 l All --:g- i>} ~ TI 111 ° l ~ ~l, 
AJ 7 l -TI-~ ll ~II}~ 0 l AJ 7 l 9l -¥- ~ ~ ~ ~-¥- E7 -TI-~ 7-j l;!_ ___8_ ;;,;j g_ 

4-<-1 3}~ TI11l ~ r:-, ±Wi>}~ ll~II}~ -TI-~ l=lJ'j1j. 

Alll <5J ~l ~1 ~ J-.i , 

AJ 7 l 9l Jf ~ ~ ~ ~ , 

AJ7l eUICC ~ 'ff AB i>} ~ eUICC 'ff AB 7171, AJ7l MNO ~ AJ7l SM 

¾ i,} 1+ <?1 ~ g_ ~ ~ _2_~ i,} ~ ll ~II}~ -TI-~ l=lJ 'j1j • 

MNO(Mobile Network Operator), SM(Subscription Manager)-2} 

<?1 %i>} ~ ~ 7-J UICC(eUICC: embedded Universal Integrated Circuit 

Card)~J-.i, 

AJ7l eUICC~ ~Ad~-'8 ll~II}~~ %f}~l ~~ 7-jl;!_-2} ll~II}~ 

~ A E ~l ~ ~ 7-j l;!_ ¾ i>} y- o l AJ g_ 9l Jf ~~~(External Entity)~ 

All-':g-i>} ~ -TI-~ 7-j li. All-':g- _51__ % g_ ± Wi>} ~ eUICC. 

Petitioner Samsung Ex-1004, 0296
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Al17<5J~1 ~1 op,i, 
AJ71 -TI-~ fij__}:;1_ A71 ~ .51.. % ,?_ AJ71 eUICC ~ -TI-~ ll .s:..II}~ <;'_} ~ g_ 

~ ~ ..2...s:.. i>} ~ eUICC. 

A71 8 <5J ~1 ~1 °.P,i , 
AJ71 5Jl--¥- ~ ~ ~ .S:..Ai eUICC 'ff AB 7171 .s:.. AJ71 ll _s:_II}~ 

~ A E ~ Al1 ~~ 01--f-, AJ71 ll .s:..II}~ ~ A E ~Pi ~ ~ -'8_ 

ll _s:_II}~ g_ S.. rB .S:.. AJ71 MN0-2}~ uJ <;'_} ~ o 1 ~ f>] sq .5:.. ~ i>} ~ uJ 
Ol Z:. D -ii-· "Ql 
1.......:.0J__c,A 

AJ71 MN0-2} <?'! %i>}°1 ~Ad :§:}-'8_ ll .s:..II}~ g_ 71 ¾ ..2...s:.. AJ71 -TI-~ 
ll _s:_II}~ 01 7~ <j sq .5:._ ~ i,} ~ -TI-~ ll _s:_II}~ 7~ <j .51._-g- g_ Ci 

:±. Wi>} ~ eUICC. 

Al17<5J~1 ~1°1Ai, 

AJ 71 -TI-~ ,Aa ..!;!_ A-11 ~ ..2.. % i?.. , 
AJ 71 ~ Ad :& B ll .s:.. II}~ ~ % * ~1 rB ~ ,Aa ..!;!_ ..2t ll .s:.. II}~ ~ A E ~1 

rB~ fic3..!;!_ ¾ i>}y- 01AJg_ ll_s:_II}~ ~%~1 ~...8.._~ -TI-~ fic3..!;!__s:_Ai 

AJ 71 9l --¥- ~ ~ ~ .s:.. A11 ~ i>} sq , ll .s:.. II}~ ~ ~ ,Aa ..!;!_ ~ ll .s:.. II}~ 

{i~,Aa..!t. ¾ i>}Ll- 01/-Jg_ AJ71 -TI-~ ,Aa..li..s:..Ai ci A-11~i>}~ ~ g_ 

~ ~ ..2...s:.. i>} ~ eUICC. 

MNO(Mobile Network Operator), SM(Subscription Manager)iit 

<?'! %i>} ~ ~ 7-J UICC(eUICC: embedded Universal Integrated Circuit 

Card)~ 'ff AB i>} ~ 7171 .S:..Ai, 

~~:§:}-'8_ll_s:_II}~~%ff-~rB~~..!;!__<2}ll_s:_II}~~AE~rB~ 

,Aa..!t.¾ i>}y- 01/-Jg_ AJ71 eUICC.s:..--¥-E1 ~~i>}~ -TI-~ ,Aa..!t. 

~ ~--¥- ~ :±. Wi>} ~ eUICC ~ ll .s:..II}~ g_ -TI-~ i>} ~ eUICC 'ff AB 

7171. 

Al1 11 <5J ~1 ~1 °7 Ai, 
AJ71 -TI-~ fic3 ..!;!_ ~ ~--¥- ~, 
AJ 71 ~ Ad :& B ll .s:.. II}~ ~ % * ~1 rB ~ ,Aa ..!;!_ ..2t ll .s:.. II}~ ~ A E ~1 

rB~ fic3..!;!_ ¾ i>}y- 01AJg_ ll_s:_II}~ ~%~1 ~...8.._~ -TI-~ fic3..!;!__s:_Ai 

~ ~ i>}sq, 

AJ71 -TI-~ ,Aa ..!;!_ ~ AJ71 eUICC ~ -TI-~ ll .s:..II}~ g_ 1t--oB -TI-~ sq~ 
~ g_ ~~..2...s:.. i>}~ eUICC 'ffAB 7171. 

A71l2<5J~1 ~l °7 Ai, 
AJ71 ll _s:_II}~ ~ A E ~ J±..A1 i,} ~ ll _s:_II}~ ~ A E J±..A1 lr-; 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc code: IDS 
Doc description: Information Disclosure Statement (IDS) Filed 

PTO/SB/0Ba (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number ~7548990 

Filing Date ~021-12-10 

INFORMATION DISCLOSURE First Named Inventor l~ohn A. Nix 
STATEMENT BY APPLICANT 

Art Unit 12432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 163121/0212 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number 

Code1 Issue Date 
of cited Document 

Relevant Passages or Relevant 
Figures Appear 

1 10169587 B1 ~019-01-01 Nix 

2 10621352 B2 ~020-04-14 Nix 

If you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
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Figures Appear 

1 20060021063 A1 ~006-01-26 Hori 

2 20100093347 A1 ~010-04-15 Hahn et al. 
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4 20210126801 A1 ~021-04-29 Nix 

EFS Web 2.1.18 

Petitioner Samsung Ex-1004, 0346



Application Number 17548990 

Filing Date 2021-12-10 

INFORMATION DISCLOSURE First Named Inventor I John A. Nix 
STATEMENT BY APPLICANT 

Art Unit 2432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 63121/0212 

5 70200280436 A1 ~020-09-03 Nix 

6 20210218560 A1 R021-07-15 Nix 
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11 20190313246 A1 ~019-10-10 Nix 

12 20210211279 A1 R021-07-08 Nix 
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15 20190332774 A1 R019-10-31 Nix 
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Application Number 17548990 

Filing Date 2021-12-10 

INFORMATION DISCLOSURE First Named Inventor I John A. Nix 
STATEMENT BY APPLICANT 

Art Unit 2432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 63121/0212 

If you wish to add additional U.S. Published Application citation information please click the Add button.I Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
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Document 

Figures Appear 

1 2518976 GB A 2015-04-08 ~odafone IP Licensing 
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2 )021007235 WO A1 2021-01-14 Nix 

3 )021007235 WO A1 2021-01-14 Nix 

4 )021087221 WO A1 2021-05-06 Nix 

5 )020223319 WO A1 2020-11-05 Nix 

6 )020006162 WO A1 2020-01-02 Nix 

7 )019246206 WO A1 2019-12-26 Nix 

8 )019222319 WO A1 2019-11-21 Nix 
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Application Number 17548990 

Filing Date 2021-12-10 
INFORMATION DISCLOSURE First Named Inventor I John A. Nix 
STATEMENT BY APPLICANT 

Art Unit 2432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 63121/0212 

10 )019178312 WO A1 2019-09-19 Nix 

11 )020123959 WO A1 2020-06-18 Nix 

12 )020061023 WO A1 2020-03-26 Nix 

13 3110641 CA A1 2019-10-31 Nix 

14 3110468 CA A1 2019-11-21 Nix 
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16 3766222 EP A1 2021-01-20 Nix 
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18 )013/048084 WO A2 2013-04-04 SAMSUNG English Abstract □ l=LECTRONICS CO LTD 

If you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
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Application Number 17548990 

Filing Date 2021-12-10 

INFORMATION DISCLOSURE First Named Inventor I John A. Nix 
STATEMENT BY APPLICANT 

Art Unit 2432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 63121/0212 

1 Search Report issued in UK Application No. GB2108534.5 dated July 7, 2021. 

2 
!\NSI X9.63 Overview, Key Agreement and Key Transport Using Elliptic Curve Cryptography, Simon Blake-Wilson, 
:erticom (2000) 

3 fLS 1.3 Wish List Presentation, IETF 87 (Eric Rescorla), dated August 1, 2013. 

4 
::uropean Patent Office Communication with European Search Report and European Search Opinion issued in EP 
)1182424.8 dated October 12, 2021. 

5 
::uropean Patent Office Communication with European Search Report and European Search Opinion issued in EP 
)1182451.1 dated October 12, 2021. 

6 
::uropean Patent Office Communication with European Search Report and European Search Opinion issued in EP 
)1182432.1 dated October 12, 2021. 

If you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i1 
English language translation is attached. 
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Application Number 17548990 

Filing Date 2021-12-10 

INFORMATION DISCLOSURE First Named Inventor I John A. Nix 
STATEMENT BY APPLICANT 

Art Unit 2432 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 63121/0212 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Albert J. Boardman/ Date (YYYY-MM-DD) 2022-01-20 

Name/Print Albert J. Boardman Registration Number ~0,601 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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APPLICATION 
NUMBER 

17/547,990 

1912 

UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTMK\/T OF COMMERCE 
United States Patent and Trademark Office 
Addrnss COMMISSIO"IER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
'N'i'lw.uspto.gov 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

12/10/2021 1040 63121/0212 15 1 
CONFIRMATION NO.1808 

FILING RECEIPT 
AMSTER, ROTHSTEIN & EBENSTEIN LLP 
90 PARK AVENUE 1111111111111111111111 m~mll!~l~ll ll~WI 111111111111111 IIII IIII 

NEW YORK, NY 10016 

Date Mailed: 12/22/2021 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 
John A. Nix, Evanston, IL; 

Applicant( s) 
Network-1 Technologies, Inc., New York, NY; 

Power of Attorney: The patent practitioners associated with Customer Number 01912 

Domestic Priority data as claimed by applicant 
This application is a CON of 16/453,682 06/26/2019 
which is a CON of 16/110,804 08/23/2018 PAT 10382422 
which is a CON of 15/928,848 03/22/2018 PAT 10084768 
which is a CON of 14/751,119 06/25/2015 PAT 9961060 
which is a CON of 14/099,329 12/06/2013 PAT 9100175 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 12/21/2021 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/547,990 

Projected Publication Date: 03/31/2022 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 17/547,990 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 80 N/A (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 350 N/A (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 400 N/A (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 15 (37 CFR 1.16(i)) 
minus 20= X 50 = 0.00 OR 

INDEPENDENT CLAIMS 1 minus 3 = X 240 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 210 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 1040 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 
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CROSS-REFERENCE TO RELATED APPLICATIONS 

This is a continuation of U.S. Patent Application No. 16/453,682, filed June 26, 2019, 

entitled "Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication," 

which is a continuation of U.S. Patent Application No. 16/110,804, filed August 23, 2018, entitled 

5 "Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication," which is a 

continuation of U.S. Patent Application No. 15/928,848, filed March 22, 2018, entitled 

"EMBEDDED UNIVERSAL INTEGRATED CIRCUIT CARD SUPPORTING TWO-FACTOR 

AUTHENTICATION," which is a continuation of U.S. Patent Application No. 14/751,119, filed 

June 25, 2015, entitled "An Embedded Universal Integrated Circuit Card Supporting Two-Factor 

10 Authentication", now U.S. Patent No. 9,961,060, which is a continuation of U.S. Patent Application 

No. 14/099,329, filed December 6, 2013, entitled "An Embedded Universal Integrated Circuit Card 

Supporting Two-Factor Authentication," now U.S. Patent No. 9,100,175, the contents of all of 

which are incorporated herein by reference in their entirety. 

15 The subject matter of this application is related to the subject matter of U.S. Patent 

20 

Application Serial No. 14/084, 141, filed November 19, 2013 in the name of John Nix, entitled "Key 

Derivation for a Module using an Embedded Universal Integrated Circuit Card," now U.S. Patent 

No. 9,319,223, which is hereby incorporated by reference in its entirety. 

BACKGROUND 

Technical Field 

The present methods and systems relate to communications for a module, and more 

particularly, to methods and systems for using an embedded universal integrated circuit card 

( eUICC), where the methods and systems also support the authentication of a user associated with 

25 the eUICC. 
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Description of Related Art 

The combination of "machine-to-machine" (M2M) communications and usmg low-cost 

sensors, Internet connections, and processors is a promising and growing field. Among many 

potential benefits, M2M technologies allow the remote monitoring and/or control of people, assets, 

5 or a location where manual monitoring is not economic, or costs can be significantly reduced by 

using automated monitoring as opposed to manual techniques. Prominent examples today include 

vending machines, automobiles, alarm systems, and remote sensors. Fast growing markets for 

M2M applications today include tracking devices for shipping containers or pallets, health 

applications such as, but not limited to, the remote monitoring of a person's glucose levels or 

10 heartbeat, monitoring of industrial equipment deployed in the field, and security systems. Many 

M2M applications leverage either wired Internet connections or wireless connections, and both 

types of connections continue to grow rapidly. M2M applications may also be referred to as "the 

Internet of things". 

M2M communications can provide remote control over actuators that may be connected to a 

15 M2M device, such as, but not limited to, turning on or off a power switch, locking or unlocking a 

door, adjusting a speed of a motor, or similar remote control. A decision to change or adjust an 

actuator associated with an M2M device can utilize one or a series of sensor measurements. An 

M2M device may also be referred to as a "wireless module" or also simply a module. As one 

example, if a building or room is too cold, then temperature can be reported to a central server by an 

2 o M2M device and the server can instruct the M2M device to turn on a switch that activates heat or 

adjusts a thermostat. As the costs for computer and networking hardware continue to decline, 

together with the growing ease of obtaining either wired or wireless Internet access for small form­

factor devices, the number of economically favorable applications for M2M communications grows. 

Many M2M applications can leverage wireless networking technologies. Wireless 

2 5 technologies such as, but not limited to, wireless local area networks and wireless wide area 

networks have proliferated around the world over the past 15 years, and usage of these wireless 

networks is also expected to continue to grow. Wireless local area network (LAN) technologies 
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include WiFi and wireless wide area network (WAN) technologies include 3rd Generation 

Partnership Project's (3GPP) 3rd Generation (3G) Universal Mobile Telecommunications System 

(UMTS) and 4th Generation (4G) Long-term Evolution (LTE), LTE Advanced, and the Institute of 

Electrical and Electronics Engineers' (IEEE) 802.16 standard, also known as WiMax. The use of 

5 wireless technologies with M2M communications creates new opportunities for the deployment of 

M2M modules in locations less suitable for fixed-wire Internet access, but also creates a significant 

new class of problems that need to be solved. 

One class of problems for using M2M modules with traditional wireless networks results 

from basic design considerations for the wireless networks, where many wireless wide-area 

1 o networking standards were designed and optimized for mobile phones, including smart phones. A 

core element of traditional wireless WAN technologies such as 3GPP and ETSI standards over the 

past 20 years has included the use of a subscriber identity module (SIM) card within 2G networks 

and a related universal integrated circuit card (UICC) for 3G and 4G networks, including LTE 

networks. ETSI standards for a physical UICC as of2013 include ETSI TR 102 216. Traditionally, 

15 these cards have been supplied by a mobile network operator (MNO) and contain a pre-shared 

secret key Kin addition to a set of parameters for a mobile phone or user equipment to connect with 

the wireless network operated by the MNO. The parameters could include (i) an identity such as an 

IMSI, (ii) a set of frequencies for a mobile phone to scan in order to locate a beacon signal from the 

MNO, (iii) a preferred access list of other MNOs in order to support roaming in locations where the 

2 o MNI associated with the IMSI is not available, and (iv) many other related parameters as well. The 

physical media and cards in the form of a UICC can be appropriate or suitable for a mobile phone or 

mobile handset, where an end user can readily replace or "swap out" the physical card as the mobile 

phone changes geographical locations or due to other preferences for the subscriber or end-user. 

Distributors of either mobile handsets or mobile phone service can physically insert or change an 

25 appropriate UICC for the mobile phones as well. 

However, the rapid growth for "machine-to-machine" applications has created significant 

challenges to the traditional model of utilizing physical media such as a UICC in order to provide 
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data and parameters for a module's connectivity to a MNO. Exemplary reasons for potential 

difficulties with physical media such as a UICC in M2M applications include (i) the modules may 

be installed in remote locations that are difficult or expensive to reach after installation, such as, but 

not limited to, tracking devices on shipping containers that can move globally, (ii) a manufacturer or 

5 service provider may prefer for the module to be hermetically sealed for business or technical 

reasons, including the physical UICC may not be easily tampered with, and (iii) a module (such as a 

tracking device on a 40 foot shipping container) may move between several different countries, and 

the lowest costs for Internet or data connectivity through the wireless WAN may be through 

utilizing different UICC cards from different operators, but the cost of swapping the UICC card 

1 o could be prohibitive. 

Other needs for changing a preferred network or network credentials without physically 

changing a UICC exist as well. These needs have been one motivation for the industry, including 

ETSI and 3GPP standards bodies, to consider an embedded UICC, also known as an "eUICC". 

With an eUICC, the operation of an UICC can be essentially "virtualized", such that the data and 

15 algorithms within a UICC can be processed in software and distributed through electronic media 

(such as, but not limited to, a file transfer or file download). Exemplary benefits and technical 

considerations for using an eUICC in M2M applications as of November 2013 is outlined in ETSI 

TS 103 383 vl2.l, entitled "Smart Cards; Embedded UICC; Requirements Specification," which is 

herein incorporated by reference in its entirety. Note that this published standard from June 2013, 

2 o and the standard is primarily in the requirements definition phase, and many of the technical 

specifications for implementation and operation of an eUICC will be defined in the future. 

Although the use of an embedded eUICC can solve many of the issues for distributing and 

managing physical media such as a UICC, many additional challenges remain. Many open and 

remaining challenges for a eUICC pertain to securely and electronically transferring a new set of 

25 MNO network access credentials (such as an IMSI and network key K) to a module in a secure and 

efficient manner. A need exists in the art for a module to securely obtain network access 

credentials. Another need exists in the art for the obtained credentials in a eUICC to be fully 
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compatible with the significant installed and legacy base of networks that use a pre-shared secret 

key K, where the key K serves as the foundation for authentication and ciphering of data for a 

mobile phone or user equipment, including modules using conventional technology. A successful 

solution to these needs for M2M applications in the form of an eUICC can also provide a working 

5 solution of the needs for regular mobile phones as well, such that a consumer mobile phone or 

smartphone could implement and utilize an eUICC in order to eliminate the costs and complexity of 

dealing with a physical UICC. 

A need exists in the art for module and a mobile network operator to securely share a pre­

shared secret key K without depending on physical distribution of the key K or electronic 

1 o distribution of the key K through 3rd parties, even in an encrypted form. A need exists in the art for 

the decryption of data within an eUICC profile to be under the control of the mobile network 

operator, because the mobile network operator may not control the distribution or release of profiles 

from an eUICC subscription manager to a module with an eUICC. As currently contemplated in 

November of 2013 by eUICC standards discussed above, a pre-shared secret key K and related 

15 network access credentials are transmitted to a module from an eUICC subscription manager. The 

pre-shared secret key K is also known as key K in 4G LTE and related networks and key Ki in 3G 

networks. The resulting security for the electronically transferred, pre-shared secret key K is no 

stronger than (i) the encryption on the channel used to transfer key K, and (ii) the security and chain 

of control for keys used to encrypt the communications channel transferring key K to a module or a 

2 o mobile phone. A module and mobile network operator (MNO) using an electronically transferred 

key K for network access credentials is dependent on the communications channel for transferring 

key K, even though that communications channel may be outside the control of the MNO (such as 

at a time when key K is transferred using another MNO or a different network). Therefore, a need 

exists in the art for the MNO to securely and efficiently control the use of an electronically 

25 transferred key K within a profile for an eUICC, even though copying and distributing the profile 

may be outside the control of the MNO. 
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In addition, over an extended period of time such as several years, a mobile network 

operator could prefer for the key K to periodically rotate or change for an individual module or 

mobile phone in order to increase security. The continued and extended use of a single key K for 

all communications with a module or mobile phone can be a security risk, especially with a large 

5 volume of data transferred that could be subject to analysis for cryptographic weaknesses by 

potential attackers. Additionally, in the future a standard key length for key K may increase from 

today's current 128 bits to a longer key length such as an exemplary 256 bits. With conventional 

technology where key K is recorded in physical media such as a UICC, the only feasible way to 

change key K for a module or mobile phone is to physically distribute a new UICC card, with 

1 o resulting costs and business complexities. A need exists in the art for a module, including a mobile 

phone, and a MNO to securely and efficiently support a change in network access credentials, 

including a key K for the module connecting to the MNO, without requiring a physical replacement 

of a UICC or equivalent physical media recording a key K. 

And other needs exist in the art as well, as the list recited above 1s not meant to be 

15 exhaustive but rather illustrative. 
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SUMMARY 

Methods and systems are provided for secure and efficient communication using a module 

to communicate with a server and a mobile operator network. The module can support "Machine to 

5 Machine" (M2M) communications, also known as "the Internet of things". The methods and 

systems contemplated herein can also support other applications as well, including mobile phone 

handsets connecting to a wireless network, where the wireless network can be associated with or the 

radio access portion of a mobile network operator. A module in the present invention can comprise 

a mobile phone such as a smartphone, and may also be referred to as a mobile device, mobile 

10 station, or user equipment. An objective of the invention is to address the challenges noted above 

for securing the deployment of modules that can utilize an embedded universal integrated circuit 

card (eUICC) and/or also PKI algorithms and keys. 

The methods and systems contemplated herein can reduce the need for manual intervention 

with a module in order to automatically and remotely change network access credentials in order for 

15 the module to utilize new or different keys in order to connect and authenticate with a wireless 

network. By using an eUICC, where the eUICC can support both (i) the authentication of a user by 

the MNO, and (ii) the secure decryption or derivation of the key K under control of the MNO, the 

value and usefulness of modules can be increased for a user and a mobile operator network. An 

eUICC can also comprise software and/or firmware components to "virtualize" the operation of a 

2 o physical UICC, such that (i) the data normally recorded in a physical UICC can be recorded in a file 

with encryption, and (ii) the steps for using the data in the file can be processed by an eUICC. 

In a first embodiment, a mobile network operator can process a set of data for inclusion in a 

profile for an eUICC. Data within the profile can be equivalent or similar to the data recorded in a 

physical UICC, including a set of network parameters, a module network identity, and a first key K. 

25 The mobile network operator can send the data for a profile to an eUICC subscription manager. A 

module can include an embedded universal integrated circuit card (eUICC). The eUICC can be 

processed by an operating system on the module and can be recorded in a nonvolatile memory, such 
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that the eUICC is available after a powered off state. The eUICC can include data such as an 

eUICC identity, an eUICC profile key, and a symmetric ciphering algorithm. A manufacturer or 

distributor could record the data for the eUICC before the module is received by a user. The eUICC 

can communicate in the module with a network application. The network application can 

5 communicate with the mobile network operator using a wireless network and a radio within the 

module. The module can connect with a first network, send the eUICC identity and receive an 

encrypted profile, and the module can record the encrypted profile in a nonvolatile memory 

associated with the eUICC. The first network can be a network different than the wireless network 

for the profile, and the first network could comprise a WiFi network, a LAN connection using a 

1 o USB interface to the module, or a public land mobile network. 

Continuing with this first embodiment, the encrypted profile as received by the module can 

include a first portion of ciphertext and a second portion of ciphertext. The module using the 

eUICC can decrypt the first potion of ciphertext using the eUICC profile key and the symmetric 

ciphering algorithm. The resulting plaintext from the decrypted first portion of ciphertext can 

15 include the set of network parameters, the first network module identity, and the first key K. The 

module using the eUICC can select and activate the profile in order to connect with the wireless 

network associated with the mobile network operator. The module can conduct a first 

authentication with the mobile network operator using the first network module identity and the first 

key K. The module can send an attach request message, including an exemplary radio resource 

2 o request message with the first network module identity, and the module can receive a random 

number in the form of a first RAND value. 

Continuing with this first embodiment, the module can forward the RAND to the eUICC 

with the activated profile. The eUICC can input the first RAND and the first key K into a 

cryptographic algorithm in order to output a response RES value. The eUICC can return the RES 

25 value to the module, and the module could forward the RES to the wireless network. The wireless 

network can compare the received RES with a stored, expected RES (previously calculated using 

the same first RAND and first key K), and if the two RES values match then the module with the 
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eUICC and profile can be authenticated by the network. The network and the module can take 

additional steps for the module to have at least limited access to an IP network. With access to the 

IP network for the module, a user associated with the module can conduct an authentication with the 

mobile network operator (whereas the mobile network operator may not have control over 

5 distribution of the profile with the network access credentials including the first key K up to this 

point). 

Continuing with this first embodiment, the mobile network operator can authenticate or 

verify a user or M2M service provider associated with the module. The authentication or 

verification could comprise steps to verify a user, including the user entering information in a web 

1 o page through the IP connection established with the network in the paragraph above using the first 

key K. Or the user could place a telephone call to a call center, and the user could verbally confirm 

identification information or enter DTMF digits. Or, the MNO could authenticate or verify the 

identity of a user associated with the module by a representative of the MNO visually viewing 

physical identification of the user such as a drivers license or a passport. If the module is associated 

15 with or operated by an M2M service provider, then the MNO could exchange data with the M2M 

service provider in order to confirm the module with the first key K is authenticated. In either case, 

where the module is associated with a user or an M2M service provider, the MNO could take steps 

to authenticate with a second factor, where authentication with the first factor comprised receiving 

the RES. After successful authentication with the second factor, the MNO can confirm the identity 

2 o of an entity associated with the module, whereas that identity may not be known before the 

authentication with the second factor since the distribution of the eUICC profile may be outside the 

control of the mobile network operator. 

Continuing with this first embodiment, after successful authentication with the second 

factor, the mobile network operator can send a symmetric key to the module. The symmetric key 

25 can be encrypted with a key ciphering algorithm. Or, the symmetric key can be (i) plaintext at the 

application layer, and (ii) encrypted at the data-link layer using the encryption between the module 

and wireless network after the first authentication above with the first key K. The module can 
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receive the symmetric key (and decrypt the symmetric key if encrypted), and subsequently decrypt 

the second portion of ciphertext in the eUICC profile. The second portion of ciphertext can include 

a second network module identity and a second key K. The module can convert the second portion 

of ciphertext into plaintext using the symmetric ciphering algorithm and the received symmetric 

5 key. Note that the decryption of the second portion of ciphertext in the profile without the 

symmetric key is not feasible, and thus the mobile network operator can retain control over the use 

of the second key Kin the profile for the eUICC, such as not releasing the symmetric key until after 

a user has successfully completed authentication with the mobile network operator as contemplated 

in the paragraph above. 

10 After decrypting the second portion of ciphertext, the module with the eUICC can read a 

plaintext second network module identity and second key K. The second key K can be recorded in 

a protected, nonvolatile memory. The module can disconnect from the wireless network (where the 

first session used the first key K), and reconnect with the wireless network using the second 

network module identity and the second key K. The module with the eUICC can conduct a second 

15 authentication using the second key K, including sending the second network module identity, 

receiving a second RAND value, calculating a second RES value using the second RAND and the 

second key K, and sending the second RES value. After a successful second authentication, the 

module can access the IP network and the public Internet through the wireless network, and 

subsequent authentications with the wireless network can continue to use the second network 

2 o module identity and the second key K. For embodiments where the module comprises a mobile 

phone and the user is an individual subscribing to mobile phone services from the mobile network 

operator, the user can be associated with a telephone number and place/receive phone calls after a 

successful second authentication. 

In another embodiment, the eUICC profile key, associated with decrypting the profile from 

25 the eUICC subscription manager, may not be recorded in the eUICC before the eUICC sends an 

eUICC identity to the module, where the module sends the eUICC identity to the eUICC 

subscription manager through a first network. The eUICC can record an eUICC private key and the 
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eUICC subscription manager could record an eUICC public key. The eUICC subscription manager 

can (i) encrypt the profile with the eUICC profile key, and then (ii) encrypt the eUICC profile key 

with an asymmetric ciphering algorithm and the eUICC public key, where the output is an 

encrypted eUICC profile key. The eUICC can receive the encrypted eUICC profile key from the 

5 eUICC subscription manager and decrypt the encrypted eUICC key using the asymmetric ciphering 

algorithm and the eUICC private key. After reading the plaintext eUICC profile key, the eUICC 

can decrypt the encrypted profile using the plaintext eUICC profile key, in order to read a plaintext 

first key Kand first network module identity. 

In an exemplary embodiment, the first key K is a null value for a profile recorded in the 

1 o eUICC in a module. The use of a null value or the number zero for a shared secret key K is 

contemplated in wireless WAN standards and supported by commercial wireless networks in order 

to support emergency services for a module without a valid UICC. With a null value for the first 

key K, the MNO and wireless network can provide limited access to the IP network, such that a user 

of the module with a null or zero value for the first key K could perform steps to authenticate or 

15 verify the user with the MNO through the IP network accesses with the first key Kasa null value. 

The data-link layer may not be effectively ciphered due to the use of a null value for the first key K, 

but the application or transport layer could secure communication from a web browser on the 

module to a web server for the user to authenticate with the MNO. The secure communication 

between the web browser and web server can utilize transport layer security (TLS) or similar 

2 o standards for security at the transport or application layer, even though the data-link or network 

layer may not be encrypted. After successful authentication via the web browser, the MNO can 

take steps (discussed in other embodiments) allowing the module with the eUICC to access and use 

a second key K and a second network module identity for subsequent secured communication 

between the module and the MNO. 

2 5 In another embodiment, the second key K can be derived using by both the mobile network 

operator and the module with the eUICC using a key derivation algorithm. The eUICC could 

include an eUICC key exchange algorithm and the mobile network operator could include a MNO 
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key exchange algorithm, and the key exchange algorithms can include a key derivation algorithm 

that accepts input of a token value, a private key, and a public key for the other node. The mobile 

network operator and the module with the eUICC could communicate the token value used for the 

key derivation algorithm (including using the connectivity through the wireless network after using 

5 the first key Kin the profile). The module can record an eUICC private key, and the MNO can have 

access to the eUICC public key. The key derivation algorithm in the eUICC key exchange 

algorithm can output a second key K using the token. The MNO can obtain the same value for the 

second key K. In this manner, both node can derive the same second key K without electronically 

transferring the second key K, even in encrypted form and thereby increasing the security of a 

10 systems with an eUICC. 

In an exemplary embodiment can support a module changing a key K used to (i) 

authenticate with a wireless network and (i) cipher/decipher data with a wireless network. The 

module can change key K without requiring the manual exchange of a UICC or other physical 

intervention. The module can use an eUICC profile and change key K while using the same eUICC 

15 profile. The module, could also comprise a mobile phone such as, but not limited to, a smart phone. 

After connecting with a first network, which could comprise a first wireless WAN, wireless LAN, 

or wired connection, the module can receive a eUICC profile for an eUICC in the module, where 

the eUICC profile includes a first network module identity and a first key K. The first key K can be 

a standards-based key K used with wireless networks, and be equivalent to a pre-shared secret key 

2 o K recorded in physical UICCs for L TE networks. 

After authenticating with the wireless network using the first key K, the module and MNO 

can share a token. The module and MNO can mutually derive a second key K using the token and a 

key derivation algorithm. The module can disconnect from the wireless network after attaching 

using the first key K, and then reconnect using the second key K which has now been mutually 

25 derived by both the module and the mobile network operator. The module or MNO could 

determine or evaluate if the use of a new key K is required or preferred, and share a new token for 

input into the key derivation algorithms to derive a mutually shared new key K. In this manner, a 
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module can change the key K used to authenticate and cipher/decipher data with a wireless network 

from a first key K to a second key K. This can increase flexibility of the system and reduce costs of 

physically distributing a new UICC to the module (or electronically sending new eUICC profiles) in 

order to change a key K. 

These as well as other aspects and advantages will become apparent to those of ordinary 

skill in the art by reading the following detailed description, with reference where appropriate to the 

accompanying drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Various exemplary embodiments are described herein with reference to the following 

drawings, wherein like numerals denote like entities. 

5 Figure la is a graphical illustration of an exemplary system that includes a module and a 

mobile network operator, in accordance with exemplary embodiments; 

Figure lb is a graphical illustration of hardware, firmware, and software components for a 

module, in accordance with exemplary embodiments; 

Figure le is a graphical illustration of components within a module, in accordance with 

1 o exemplary embodiments; 

Figure ld is a graphical illustration for authenticating with a wireless network using a 

physical UICC, in accordance with conventional technology; 

Figure le is a graphical illustration for authenticating with a wireless network using an 

eUICC, in accordance with exemplary embodiments; 

15 Figure lf is a graphical illustration of an exemplary system that includes a module, a mobile 

network operator, and an eUICC in accordance with exemplary embodiments; 

Figure 2a is a graphical illustration of an exemplary profile for an eUICC, including 

encrypted data, decryption steps, and decrypted data for the profile, in accordance with exemplary 

embodiments; 

2 o Figure 2b is a graphical illustration for ciphering and deciphering a profile usmg a 

symmetric ciphering algorithm with input of a key, in accordance with exemplary embodiments; 

Figure 2c is a graphical illustration for ciphering and deciphering a key K using a symmetric 

ciphering algorithm with input of a key, in accordance with exemplary embodiments; 

Figure 2d is a graphical illustration of a public key and a private key for an eUICC, in 

2 5 accordance with exemplary embodiments; 
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Figure 2e is a graphical illustration for ciphering and deciphering a key for an eUICC using 

an asymmetric ciphering algorithm using a PKI key pair, in accordance with exemplary 

embodiments; 

Figure 3 is a simplified message flow diagram illustrating an exemplary system with 

5 exemplary data sent and received by a module with an eUICC, in accordance with exemplary 

embodiments; 

Figure 4 is a flow chart illustrating exemplary steps for a module to use an eUICC and 

authenticate with a wireless network, in accordance with exemplary embodiments; 

Figure Sa is a graphical illustration of a public keys, private keys, and a key derivation 

1 o algorithm, in accordance with exemplary embodiments; 

Figure Sb is a graphical illustration of deriving a second key K using public keys, private 

keys, and a key derivation algorithm, in accordance with exemplary embodiments; 

Figure Sc is a simplified message flow diagram illustrating an exemplary system with 

exemplary data sent and received by a module with an eUICC, in accordance with exemplary 

15 embodiments; and, 

Figure 6 is a flow chart illustrating exemplary steps for a module to use an eUICC and 

authenticate with a wireless network, in accordance with exemplary embodiments. 
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS OF THE INVENTION 

Figure la 

Figure la is a graphical illustration of an exemplary system that includes a module and a 

5 mobile network operator, in accordance with exemplary embodiments. The system I 00 includes a 

module 101 operating within a wireless network 102. System 100 can also include a mobile 

network operator 104, an IP Network 111, and an eUICC subscription manager 109. Mobile 

network operator (MNO) 104 can include a server 105. For embodiments where the MNO 104 uses 

4G LTE and LTE Advanced networks, server 105 could comprise a home subscriber server (HSS) 

10 and/or a mobility management entity (MME). Server 105 could be a server with related 

functionality as a HSS or MME for a MNO 104 that uses different wireless network standards than 

those based on 4G LTE. Although not illustrated in Figure la, an eUICC subscription manager 109 

may also include one or more servers 105, such that a first server 105 could function as an HSS in 

4G L TE and L TE Advanced networks and a second server I 05 could function as a MME in 4G 

15 LTE and LTE Advanced networks. 

System 100 is illustrated without specific packet transmissions between module 101 and 

mobile network operator 104 and eUICC subscription manager 109. Examples of the 

communications and messages pertaining to the present invention will be illustrated in later Figures. 

As contemplated herein, machine-to-machine communications may comprise communication 

20 between a module 101 and a server 105, such that data can be transferred between the two with 

minimal manual intervention, although manual intervention can be required to set up system I 00 

and any occasional manual maintenance required. As contemplated herein, machine-to-machine 

communications may also be referred to as "the Internet of things" (IoT). Also note that module 

101 may comprise a wireless module, such that module 101 can communicate with wireless 

25 network 102 using a radio and an antenna. A wireless or a wired configuration for module 101 can 

be utilized in the present invention. 
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If module 101 operates as a wireless module, module 101 and wireless network 102 can 

communicate using a base station 103. Module 101 and wireless network 102 can utilize a variety 

of wireless technologies to communicate, including WiFi, WiMax, a 2nd generation wireless wide 

area network (WAN) technology such as, but not limited to, General Packet Radio Services (GPRS) 

5 or Enhanced Data rates for GSM Evolution (EDGE), 3rd Generation Partnership Project (3GPP) 

technology such as, but not limited to, 3G, 4G LTE, or 4G LTE Advanced, and other examples exist 

as well including wireless networks based on WiMAX standards. A wired module 101 can connect 

to the IP Network 111 via a wired connection such as, but not limited to, an Ethernet, a fiber optic, 

or a Universal Serial Bus (USB) connection (not shown). 

10 Generally, the communication techniques described herein can be independent of the 

network technologies utilized at the physical and data-link layers, so long as the underlying network 

provides access to the IP Network 111 and supports Internet Protocols (IP). The IP Network 111 

can be an IPv4 or an IPv6 packet-switched based network that utilizes standards derived from the 

Internet Engineering Task Force, such as, but not limited to, RFC 786 (User Datagram Protocol), 

15 RFC 793 (Transmission Control Protocol), and related protocols. The IP Network 111 can be the 

public Internet comprising globally routable IP addresses, or a private network that utilizes private 

IP addresses. IP Network 111 as illustrated in Figure la could comprise the globally routable public 

Internet, or IP Network 111 could also be a private Internet that is (i) not globally routable and (ii) 

only accessible to authorized modules and servers. As one example of a private IP Network 111, IP 

2 o Network 111 could use private IP addresses for nodes on the network, and in this case IP Network 

107 could be referred to as an intranet or private network. Alternatively, IP Network 111 could be a 

private network layered on top of the publicly routable Internet via secured and encrypted 

connections. The specific numbers for IP addresses and port numbers shown in Figure la and other 

figures are illustrative and any valid IP address or port number can be used, including an IPv4 and 

25 an IPv6 address. Server 105 within mobile network operator 104 can communicate with the module 

101 using IP network 111, where IP network 111 can comprise a private network that utilizes 
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Internet Protocol standards. Module 101 can access the public Internet after authenticating with the 

server 105 associated with the MNO 104. 

When operating in a wireless network configuration, module 101 can access the IP Network 

111 via the wireless network 102. In the wireless network configuration, module 101 can be a 

5 wireless handset, a cellular phone, a smartphone, a tablet computer, a laptop, a computer with a 

radio, a tracking device, or a circuit board with a radio that accesses wireless network 102. 

Examples of wireless modules that utilize a wireless WAN such as, but not limited to, 2G and 3G 

networking technologies include the Motorola® G24-l and Huawei® MC323. Example 

manufacturers of wireless modules in 2012 include Sierra Wireless® and Telit®. Example leading 

10 manufacturers of mobile phones in 2013 include Apple® and Samsung®. In a wired configuration 

(not shown), module 101 can be a computer, security camera, security monitoring device, 

networked controller, etc. Module 101 can include a module identity 110, which can comprise a 

serial number or identity code in order to identify an individual, specific module 101 among a 

plurality of modules 101. A more detailed depiction of exemplary components of a module 101 is 

15 included in Figure lb and Figure le below. Module 101 could also operate as a "smartcard" such 

that an end user presents module 101 to merchants for payments. 

Wireless network 102 may comprise either a wireless local area network (LAN) or a 

wireless WAN such as a public land mobile network (PLMN). Examples for technologies used in 

wireless LANs include an 802.11 WLAN, Bluetooth, or Zigbee among other possibilities. Module 

20 101 operating in wireless mode could communicate with a base station 103 of a wireless network 

102 using a radio and an antenna. Wireless network 102 could operate as a Mode II device 

according to FCC Memorandum Opinion and Order (FC-12-36) and related white space regulation 

documents. If module 101 supports IEEE 802.15.4, then wireless network 102 could be a Zigbee 

network, an ISAl00.lla standards-based network, or a 6LoWPAN network as described by IETF 

25 RFC 4944. Other possibilities exist as well for the wireless technology utilized by a wireless 

network 102 and module 101, operating in a wireless mode, without departing from the scope of the 

present invention. 
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System 100 can include an eUICC subscription manager 109, where an eUICC subscription 

manager 109 can manage the recording and secure distribution of eUICC profiles 107c to a module 

101. Example entities that could operate or control an eUICC subscription manager 109 include a 

manufacturer of module 101, an M2M service provider that manages the operation of module 101, 

5 or possibly a mobile network operator 104 could operate the eUICC subscription manager 109. 

Other entities could operate as an eUICC subscription manager 109 as well. An exemplary eUICC 

subscription manager 109 is described in ETSI TS 103 383 vl2.l, entitled "Smart Cards; Embedded 

UICC; Requirements Specification," which is herein incorporated by reference in its entirety. An 

eUICC subscription manager 109 can also use a server 105 and record private keys and public keys 

10 for the server/subscription manager operation (including exemplary keys depicted and described in 

connection with Figure 2d below). 

In exemplary embodiments, eUICC subscription manager 109 can use an eUICC profile key 

107b to cipher portions of an eUICC profile 107c, such that only module 101 with the same eUICC 

profile key 107b could reasonably decipher the portions of the eUICC profile 107c. In this manner, 

15 the eUICC profile 107c can remain reasonably secured. The eUICC subscription manager 109 can 

share the eUICC profile key 107b in several different ways, including (i) pre-sharing the eUICC 

profile key 107b, or (ii) the eUICC subscription manager 109 sending the eUICC profile key 107b 

to the eUICC 107 using an asymmetric ciphering algorithm 219 as depicted and described in 

connection with Figure 2e below. An eUICC profile 107c can include an eUICC profile identity 

20 107e in order to identify a profile among a plurality of eUICC profiles 107c. An eUICC 

subscription manager 109 can include an address 109a. The address 109a could comprise a domain 

name, such that a domain name system (DNS) or secure DNS (DNSSEC) query could resolve the 

name into an IP address in order for module 101 to communicate with the eUICC subscription 

manager 109. Or the address 109a could comprise an Internet Protocol (IP) address, and the 

2 5 address 109a could include or be associated with a port number, such as port number 443 for data 

that utilizes transport layer security. 
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An eUICC 107 within module 101 can comprise an embedded universal integrated circuit 

card (eUICC) 107. An eUICC 107 can provide the equivalent functionality as a physical UICC, 

where definitions for a physical UICC are included in ETSI TR 102 216 and ETSI TS 102 221 

Vl 1.0.0, and other examples for the use of a physical UICC in mobile phones and M2M modules 

5 exist as well. An eUICC 107 in Figure la can support exemplary requirements for an eUICC 

outlined in ETSI TS 103 383 vl2. l, entitled "Smart Cards; Embedded UICC; Requirements 

Specification," which is herein incorporated by reference in its entirety. In other words, an eUICC 

107 can operate as a "virtualized" UICC, such that data operations and input/output to a physical 

UICC can be provided by an eUICC 107. Exemplary details of a conventional, physical UICC for 

10 authenticating a module 101 (which can be "virtualized in an eUICC 107) are depicted and 

described in connection with Figure ld below. An eUICC 107 can include an eUICC identity 107a, 

such that an eUICC subscription manager 109 can select and identify the eUICC 107 among a 

plurality of eUICCs 107. The eUICC 107 can also record an eUICC profile key 107b and an 

eUICC profile 107d. Profile 107d can represent a profile that is partially decrypted using the 

15 eUICC profile key 107b, as depicted and described in connection with Figure 2a below. Additional 

exemplary details for the operation of an eUICC 107 within module 101 are also provided in Figure 

lb, Figure le, Figure le, and Figure lfbelow. 

According to an exemplary embodiment, an eUICC 107 can be recorded and operate within 

a "eUICC supporting" physical universal integrated circuit card (UICC) 108 within module 101. 

20 This "eUICC supporting", physical UICC 108 can include a processing unit, RAM memory, ROM 

memory, EEPROM memory, a bus, and a physical interface (not shown in Figure la, but described 

in Figure lb). An exemplary processing unit, RAM memory, ROM memory, EEPROM memory, 

and bus are depicted and described in connection with Figure 1 b below. The physical interface for 

an UICC 108 is depicted and described in connection with Figure ld below. The "eUICC 

25 supporting" physically UICC 108 can perform all of the functions of an eUICC 107, including (i) 

receiving and recording profiles 107d, (ii) receiving and recording eUICC profile keys 107b, (iii) 

recording an eUICC identity 107e, (iv) decrypting an eUICC profile 107c into an eUICC profile 
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107d as depicted and described in connection with Figure 2a below, (v) recording a set of network 

parameters 201 (in Figure 2a below) for module 101 to connect with wireless network 102, and (vi) 

recording keys such as a key K for conducting a message digest authentication with wireless 

network as depicted and described in Figures ld, Figure le, and Figure 3 below. An "eUICC 

5 supporting" physical UICC 108 can include a physical electrical interface of ISO/IEC 7816-3 in 

order to support existing physical slots for UICCs. The use of an "eUICC supporting" physical 

UICC 108 is optional, and can be omitted. In this case (where "eUICC supporting" physical UICC 

108 is omitted), the eUICC 107 can operate as a program within module 101 as depicted and 

described in connection with Figure 1 b below, and the eUICC 107 would not reside within the 

10 "eUICC supporting" physical UICC 108. 

The physical form-factor for an "eUICC supporting" UICC 108 could be identical to a 

UICC, and a difference between the two may not even be apparent upon visual inspection without 

special markings on the card. The physical form-factor for an "eUICC supporting" UICC 108 could 

comprise a "micro-SIM" or a "nano-SIM" as defined in ETSI TS 102 221 Vl 1.0.0, which is herein 

15 incorporated by reference. When the module 101 detects a "eUICC supporting" UICC 107, the 

module 101 could send received eUICC profiles 107c to the "eUICC supporting" UICC 107, and 

also select, deselect, activate, and deactivate the different received eUICC profiles 107d recorded in 

the "eUICC supporting" UICC 108. When a module 101 detects that a regular UICC (i.e. not an 

"eUICC supporting " UICC 108) has been loaded into a slot for UICCs within the module, the 

20 module 101 could access the UICC in a regular manner implemented by mobile phones and 

modules for connecting to existing wireless networks in 2013, such as LTE or 3G networks. This 

use of conventional technology for a physical UICC is depicted and described in connection with 

Figure ld below. 

A module 101 can be associated with a user 113 or an M2M service provider 115. A user 

25 113 could be a subscriber to mobile phone services provided by the mobile network operator 104. 

In this case, the user could be an individual and the module 101 could comprise a mobile phone 

with a telephone number, an email client, and a web browser (in addition to other, standard 
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functionality for a mobile phone). The user 113 could periodically charge the module 101 (which 

can comprise a mobile phone), such as typically at night and carry the module 101 during the day in 

order to place calls and send/receive data. Thus, the user 113 may typically be physically close to a 

mobile phone as module 101, but an M2M service provider 115 can be associated with module 101 

5 but may not be physically close to module 101. For embodiments where module 101 is associated 

with M2M communications, such as including a sensor to collect data regarding a monitored unit, 

the module 101 can be associated with an M2M service provider 115. In this case, the M2M 

service provider 115 can be a company or a division or department within a larger company that is 

associated with a plurality of modules 101 for collecting data using sensors and sending the data to 

10 a server similar to server 105. The M2M service provider 115 may operate the server similar to 

server 105 in order to automatically collect data from the plurality of modules 101. The server for 

the M2M service provider 115 could communicate with module 101 using the IP network 111 and 

the wireless network 102 when module 101 is connected to the wireless network 102. 

Other configurations besides the one illustrated in Figure la are possible as well. In many 

15 common commercial relationships for the operation of mobile phone service in the United States in 

2013, wireless network 102 could represent a portion of the radio access network used by a mobile 

network operator 104. MNO 104 could outsource portions of the operation and maintenance of a 

radio access network, such as a wireless network 102, to 3rd parties. In this configuration, wireless 

network 102 could represent a network operated by a first company specializing in the operation of 

2 o radio towers and BTS equipment. This first company could be contracted with the mobile network 

operator 104 in order to support mobile phone service or data services to modules 101. 

In addition, server 105 could reside within wireless network 102 in a data center managed 

by wireless network 102. Wireless network 102 could also operate as an eUICC subscription 

manager 109. Although a single module 101, server 105, wireless network 102, and mobile 

25 network operator 104 are illustrated in Figure la, system 100 could comprise a plurality of each of 

these elements. Module 101 could also record sensor data pertaining to a monitored unit (not 

shown). Module 101 could be mobile, such as physically attached to a truck or a pallet, and module 
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101 could connect to a series of different wireless networks 102 or base stations 103 as module 101 

moves geographically. Other configurations are possible as well for the elements illustrated in 

Figure la without departing from the scope of the present invention. 

Figure lb 

Figure lb is a graphical illustration of hardware, firmware, and software components for a 

module, in accordance with exemplary embodiments. Figure 1 b is illustrated to include many 

components that can be common within a module 101, and module 101 may also operate in a 

wireless configuration in order to connect with a wireless network 102. In a wireless configuration, 

10 the physical interface 101a of module 101 may support radio-frequency (RF) communications with 

networks including a wireless network 102 via standards such as, but not limited to, GSM, UMTS, 

mobile WiMax, CDMA, LTE, LTE Advanced, and/or other mobile-network technologies. In a 

wireless configuration, the physical interface 101a may also provide connectivity to local networks 

such as, but not limited to, 802.11 WLAN, Bluetooth, or Zigbee among other possibilities. In a 

15 wireless configuration, module 101 could use a physical interface 101a be connected with both a 

wireless WAN and wireless LAN simultaneously. In a wired configuration, the physical interface 

101a can provide connectivity to a wired network such as, but not limited to, through an Ethernet 

connection or USB connection. As contemplated herein, a physical interface 101a can include a 

network interface (such as a radio or an Ethernet port), such that module 101 can use the network 

2 o interface in order to connect with a network and communicate with the network. A network 

interface can also comprise a physical interface 101a as contemplated herein. 

The physical interface 101a can include associated hardware to provide the connections such 

as, but not limited to, radio-frequency (RF) chipsets, a power amplifier, an antenna, cable 

connectors, etc., and additional exemplary details regarding these components are described below 

25 in Figure le. Device driver 101g can communicate with the physical interfaces 101a, providing 

hardware access to higher-level functions on module 101. Device drivers 101g may also be 

embedded into hardware or combined with the physical interfaces 101a. Module 101 may 
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preferably include an operating system 101h to manage device drivers 101g and hardware resources 

within module 101. The operating systems described herein can also manage other resources such 

as, but not limited to, memory and may support multiple software programs operating on module 

101 at the same time. 

The operating system 101h can include Internet protocol stacks such as, but not limited to, a 

User Datagram Protocol (UDP) stack, Transmission Control Protocol (TCP) stack, a domain name 

system (DNS) stack, etc., and the operating system 101h may include timers and schedulers for 

managing the access of software to hardware resources. The operating system shown of 101h can 

be appropriate for a low-power device with limited memory and CPU resources (compared to a 

10 server 105). An example operating system 101h for module 101 includes Linux, Android® from 

Google®, Windows® Mobile, or Open AT® from Sierra Wireless®. Additional example operating 

systems 101h for module 101 include eCos, uC/OS, LiteOs, and Contiki, and other possibilities 

exist as well without departing from the scope of the present invention. 

A module program l0li may be an application programmed in a language such as, but not 

15 limited to, C, C++, Java, and/or Python, and could provide functionality to support regular mobile 

phone functionality. The module program l0li could include a network application l0lx, where 

network application l0lx comprises the user equipment protocol for accessing and communicating 

with the wireless network 102. For embodiments where module 101 connects with a wireless 

network 102 comprising an LTE network, the network application l0lx can receive, process, and 

2 o send signals with the wireless network 102 for user equipment messages in ETSI TS 136 331 v. l 0. 7 

entitled "LTE; Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control 

(RRC); Protocol Specification", which is herein incorporated by reference. In other words, network 

application l0lx can comprise software for accessing and communicating with the wireless network 

102. Although network application l0lx is depicted in Figure lb as operating as software within 

25 RAM memory l0le, the network application l0lx could be included in firmware or a processor or 

application associated with a radio l0lz (described in Figure le). Exemplary messages sent and 
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received by a network application lOlx are also depicted and described in connection with Figure 3 

below. 

A module program lOli could also include software for M2M applications such as, but not 

limited to, remote monitoring of sensors and remote activation of actuators. Module program lOli 

5 could also include a software routine, subroutine, linked library, or software module, according to 

one preferred embodiment. As contemplated herein, a module program lOli can include an 

application operating within a smartphone, such as, but not limited to, an iPhone® or Android®­

based smartphone, and in this case module 101 could comprise a smartphone. The application 

functioning as a module program lOli could be downloaded from an "app store" associated with the 

10 smartphone. A set of device drivers 101g could include an eUICC driver 129, such that a network 

application lOlx or other software or firmware within module 101 communicating with the eUICC 

107 could send and receive data with the eUICC driver 129. Additional details regarding an 

exemplary eUICC driver 129 are depicted and described in connection with Figure le below. 

Many of the logical steps for operation of module 101 or eUICC 107 can be performed in 

15 software and hardware by various combinations of physical interface 101a, device driver 101g, 

operating system 101h, and a module program lOli. As depicted in Figure lb, module program 

lOli can include an eUICC 107 and a network application lOlx. When module 101 or eUICC 107 

is described herein as performing various actions such as acquiring an IP address, connecting to the 

wireless network, monitoring a port, transmitting a packet, sending a message, receiving a response, 

2 o or encrypting or signing data, specifying herein that module 101 or eUICC 107 performs an action 

can refer to software, hardware, and/or firmware operating within module 101 illustrated in Figure 

lb or Figure le performing the action. 

Note that module 101 may also optionally include user interface lOlj which may include 

one or more devices for receiving inputs and/or one or more devices for conveying outputs. User 

25 interfaces are known in the art and thus user interfaces are not described in detail here. User 

interface lOlj could comprise a touch screen if module 101 operates as a smartphone or mobile 

phone. For embodiments where module 101 comprises a module for M2M applications and is 
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associated with an M2M service provider 115, then module 101 can optionally omit a user interface 

l0lj, since no local user 113 input may be required for many M2M applications, although a user 

interface l0lj could be included with module 101. For embodiments where module 101 comprises 

a mobile phone and is associated with a user 113, the user interface l0lj could comprise a touch 

5 screen on the front of a mobile phone. 

Module 101 may be a computing device that includes computer components for the 

purposes of collecting data from a sensor l0lf or triggering an action by an actuator l0ly. Module 

101 may include a central processing unit (CPU) 101b, a random access memory (RAM) l0le, and 

a system bus 101d that couples various system components including the random access memory 

10 l0le to the processing unit 101b. The system bus 101d may be any of several types of bus 

structures including a memory bus or memory controller, a peripheral bus, and a local bus using any 

of a variety of bus architectures including a data bus. Note that the computer components illustrated 

for the module 101 in Figure lb may be selected in order to minimize power consumption and 

thereby maximize battery life, if module 101 includes a battery and is not attached to external 

15 power. In addition, the computer components illustrated for the module 101 in Figure lb may also 

be selected in order to optimize the system for both long periods of sleep or idle states relative to 

active communications and also may be optimized for predominantly uplink (i.e. device to network) 

communications with small packets or messages. The computer components illustrated for the 

module 101 in Figure lb may also be general-purpose computing components, and specialized 

2 o components may not be required in order to utilize many of the embodiments contemplated herein. 

Module 101 may include a read-only memory (ROM) 101c which can contain a boot loader 

program. Although ROM 101c is illustrated as "read-only memory", ROM 101c could comprise 

long-term memory storage chipsets or physical units that are designed for writing once and reading 

many times. As contemplated within the present invention, a read-only address could comprise a 

25 ROM 101c memory address or another hardware address for read-only operations accessible via bus 

101d. Changing data recorded in a ROM 101c can require a technician have physical access to 

module 101, such as, but not limited to, removing a cover or part of an enclosure, where the 
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technician can subsequently connect equipment to a circuit board in module 101, including 

replacing ROM 101c. ROM 101c could also comprise a nonvolatile memory, such that data is 

stored within ROM 101c even if no electrical power is provided to ROM 101c. Although not 

illustrated in Figure lb, but illustrated in Figure le below, module 101 could also include a flash 

5 memory 101w. Module program l0li, network application l0lx, operating system 101h, eUICC 

107, or device drivers 101g could be stored in flash memory 101w within module 101 when the 

module is powered off These components and/or instructions could be moved from a flash 

memory 101w (not shown in Figure lb but shown in Figure le) into RAM l0le when the module is 

powered on by a bootloader program recorded in the ROM 101c. Note that ROM 101c could be 

10 optionally omitted or included in a memory unit within CPU 101b (not shown). 

Although the exemplary environment described herein employs ROM I Ole and RAM l0le, 

it should be appreciated by those skilled in the art that other types of computer readable media 

which can store data that is accessible by a module 101, such as, but not limited to, memory cards, 

subscriber identity module (SIM) cards, local miniaturized hard disks, and the like, may also be 

15 used in the exemplary operating environment without departing from the scope of the invention. 

The memory and associated hardware illustrated in Figure 1 b provide nonvolatile storage of 

computer-executable instructions, data structures, program modules, module program l0li, and 

other data for computer or module 101. Note the module 101 may include a physical data 

connection at the physical interface 101a such as, but not limited to, a miniaturized universal serial 

2 o bus adapter 101 v (illustrated in Figure 1 c ), firewire, optical, or other another port. 

The computer executable instructions such as, but not limited to, module program l0li, 

network application l0lx, eUICC 107, operating system 101h, or device driver 101g can be initially 

loaded into memory such as, but not limited to, ROM 101c or RAM l0le through the physical 

interface 101a before module 101 is given to an end user, shipped by a manufacturer to a 

2 5 distribution channel, or installed by a technician. In addition, the computer executable instructions 

such as, but not limited to, module program l0li, network application l0lx, operating system 101h 

or device driver 101g could be transferred wirelessly to module 101. In either case (wired or 
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wireless transfer of computer executable instructions), the computer executable instructions such as 

module program lOli, network application lOlx, operating system 101h, or device driver 101g 

could be stored remotely on a disk drive, solid state drive, or optical disk ( external drives not 

shown). 

5 A number of program modules may be stored in RAM lOle, ROM 101c, or possibly within 

CPU 101b, including an operating system 101h, device driver 101g, an http client (not shown), a 

DNS client, and related software. Further, the module program lOli and/or network application 

lOlx can perform the various actions described in the present invention for the module 101 through 

instructions the module program lOli and/or network application lOlx provide to the CPU 101b. A 

10 user may enter commands and information into module 101 through an optional user interface lOlj, 

such as a keypad, keyboard (possibly miniaturized for a mobile phone form-factor), and a pointing 

device. Pointing devices may include a trackball, an electronic pen, or a touch screen. 

The module 101, comprising a computer, may operate in a networked environment using 

logical connections to one or more remote computers, such as the server 105 illustrated in Figure 

15 la. Server 105 can also function as a general purpose server to provide files, programs, disk 

storage, remote memory, and other resources to module 101 usually through a networked 

connection. Additional remote computers with which module 101 communicates may include 

another module 101 or mobile device, an M2M node within a capillary network, a personal 

computer, other servers, a client, a router, a network PC, a peer device, a base station 103, or other 

2 o common network node. It will be appreciated that the network connections shown throughout the 

present invention are exemplary and other means of establishing a wireless or wired 

communications link may be used between mobile devices, computers, servers, corresponding 

nodes, and similar computers. Although a single module program lOli is depicted in Figure lb, 

module 101 could include a plurality of module programs lOli. 

25 The module program lOli, eUICC 107, and network application lOlx operating within 

module 101 illustrated in Figure lb can provide computer executable instructions to hardware such 

as CPU 101b through a system bus 101d in order for a module 101 to (i) connect with a wireless 
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network 102, (ii) authenticate with a mobile network operator 104 associated with the wireless 

network 102, and (iii) send or receive packets with a server 105 or a server associated with an 

eUICC subscription manager 109. The module program l0li and/or network application l0lx can 

enable the module 101 or eUICC 107 to transmit or send data from the eUICC 107 or module 101. 

5 The eUICC 107 or module 101 can send data by recording data in memory such as RAM l0le, 

where the data can include cryptographic data such as a RAND and RES values, a destination 

IP:port number, a packet or packet header value, an encryption or ciphering algorithm and key, a 

digital signature algorithm and key, etc. The data recorded in RAM l0le can be subsequently read 

by the operating system 101h or the device driver 101g. The operating system 101h or the device 

10 driver 101g can write the data to a physical interface 101a using a system bus 101d in order to use a 

physical interface 101a to send data to the wireless network 102 and IP network 111 using a radio 

l0lz (shown in Figure le). Alternatively, the module program l0li and/or network application 

l0lx can write the data directly to the physical interface 101a using the system bus 101d. 

The module program l0li, eUICC 107, network application l0lx, and/or operating system 

15 101h can include steps to process the data recorded in memory such as, but not limited to, 

encrypting data, selecting a destination address, or decrypting ciphertext data. The data recorded in 

memory could also include an eUICC profile 107c or eUICC profile 107d, as described in Figure la 

above and Figure 2a below. The eUICC profiles 107d can include instructions and data for 

connecting with wireless network 102, including network parameters and network access 

20 credentials. The module 101 can use the physical interface 101a such as, but not limited to, a radio 

to transmit or send the data associated with a profile 107d to a base station 103. For those skilled in 

the art, other steps are possible as well for a module program l0li or operating system 101h to 

communicate with a wireless network 102 using data associated with an UICC (where an eUICC 

107 records data normally associated with a physical UICC) without departing from the scope of the 

2 5 present invention. 

Conversely, in order for module 101, network application l0lx, or eUICC 107 to receive a 

packet or message from MNO 104 or wireless network 102, the physical interface 101a can use a 
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radio to receive data from a base station 103. The received data can include information from MNO 

104 and may comprise a datagram, a source IP:port number, a packet or header value, an instruction 

for module 101, an acknowledgement to a packet that module 101 sent, a digital signature, and/or 

encrypted data. The received data can also include radio resource control (RRC) messages, and 

5 related layer 1 and layer 2 access and control messages for module 101 to access the wireless 

network 102. The operating system 101h or device driver 101g can use a system bus 101d and CPU 

101b to record the received data in memory such as RAM l0le, and the module program l0li or 

operating system 101h may access the memory in order to process the received data and determine 

the next step for the module 101 after receiving the data. The steps within this paragraph may also 

10 describe the steps a module program l0li, eUICC 107, or network application l0lx can perform in 

order to receive a message from wireless network 102 that includes a RAND value. For those 

skilled in the art, other steps are possible as well for a module program l0li, network application 

l0lx, module 101, and/or eUICC 107 to receive a message from a mobile network operator 104 or 

wireless network 102 within the scope of the present invention. 

15 Module program l0li can include an eUICC 107, which can provide the functionality or 

CPU 101b instructions for module 101 to access data normally within a physical UICC, such as 

network parameters and network access credentials. An eUICC 107 as illustrated in Figure la and 

Figure lb can be implemented within module 101 in several different ways, including (i) as 

depicted in Figure lb a module program l0li stored in RAM l0le during operation, but also 

20 recorded in a nonvolatile memory, such as, but not limited to, either flash memory 101w (described 

in Figure le) or ROM 101c at other times than normal operation (such as during periods of power 

off), (ii) firmware within CPU 101b or another specialized processing unit within module 101, (iii) 

an "eUICC supporting" physical UICC 108 within module 101 that contains the eUICC 107, or (iv) 

a specialized circuit within a surface mount package that is soldered directly onto a circuit board of 

25 the module 101, including an 8-lead small outline non-leaded (SON-8) package. For the 

embodiment where an eUICC 107 comprises a module program l0li, the eUICC 107 could be 

loaded and installed within nonvolatile memory 101 w in module 101 using the steps and procedures 
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described for a module program l0li in Figure lb. Other possibilities exist as well for the physical 

implementation of an eUICC 107 within a module 101 without departing from the scope of the 

present invention. An eUICC 107 may also be referred to as an "electronic UICC", an "electronic 

SIM" (eSIM), or an "embedded SIM" (also eSIM). 

For embodiments where an eUICC 107 can be loaded into a RAM l0le or flash 101w 

memory, a CPU 101b could designate the RAM l0le or flash 101w memory containing the 

instructions or data for an eUICC 107 to be a protected memory. When (i) loaded with appropriate 

data (such as, but not limited to a eUICC profile 107d described in Figure 2a below), and (ii) a 

profile for a MNO 104 is selected and activated, then an eUICC 107 can provide the equivalent 

10 functionality of a physical UICC. The eUICC 107, using an activated eUICC profile 107d, can 

provide the module 101 with (i) network access credentials 202 and 203, and (ii) network 

parameters 201 in order to connect with wireless network 102. The eUICC 107, using an activated 

eUICC profile 107d, can record a first key K 203 (described in Figures 2a and 3 below) and also a 

first network module identity 202. The eUICC 107 can support standard steps by module 101 for 

15 network authentication contemplated in 3GPP TS 33.401 Vl2.9.0 and related standards, including 

inputting a RAND value into the eUICC 107 and outputting a RES value. 

Moreover, those skilled in the art will appreciate that the present invention may be 

implemented in other computer system configurations, including hand-held devices, netbooks, 

portable computers, multiprocessor systems, microprocessor based or programmable consumer 

2 o electronics, network personal computers, minicomputers, mainframe computers, and the like. The 

invention may also be practiced in distributed computing environments, where tasks are performed 

by remote processing devices that are linked through a communications network. In a distributed 

computing environment, program modules may be located in both local and remote memory storage 

devices. In addition, the terms "mobile node", "mobile station", "mobile device", "M2M module", 

25 "M2M device", "networked sensor", "industrial controller", or "user equipment" can also refer to 

module 101 or its functional capabilities. Other possibilities exist as well for the configuration or 
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combination of components illustrated in Figure 1 b without departing from the scope of the present 

invention. 

Figure le 

Figure le is a graphical illustration of components within a module, in accordance with 

exemplary embodiments. Figure le is illustrated to show a combination of components useful for 

leveraging the efficient and secure communication techniques described in the present invention. In 

addition to the components illustrated in Figure lb above, module 101 can include a an eUICC 107, 

a battery 101k, a MNO public key 502, a wireless module private key 112a, a connection to an 

10 actuator l0ly, a USB interface 101v, a CPU wake controller l0lu, a flash memory 101w, a 

symmetric key 127, a random number generator 128, cryptographic algorithms 141, a radio l0lz, 

and other components illustrated in Figure le. Not all of the components illustrated in Figure le are 

required for many exemplary embodiments, and some of the components illustrated in Figure le 

may also be optionally omitted in some exemplary embodiments. 

15 The CPU 101b can comprise a general purpose processor appropriate for the low power 

consumption requirements of a module 101, and may also function as a microcontroller. CPU 101b 

could be a processor with an ARM® core, or possibly an ATOM® core or processors, and other 

possibilities exist as well. The CPU 101b can include registers, a cache memory, and arithmetic 

logic units. Clock 160 can comprise a crystal oscillator generating sine or square wave outputs at a 

20 frequency to drive a system bus 101d, CPU 101b, and RAM l0le, in addition to other functionality. 

In exemplary embodiments, clock 160 can comprise a temperature-compensated crystal oscillator 

(TCXO), a voltage-controlled crystal oscillator (VCXO), or a voltage-controlled temperature­

compensated crystal oscillator (VCTCXO), and other possibilities exist as well. Clock 160 could 

include circuits and logic to keep time while module 101 is both in an active state and a dormant 

25 state. 

Sensor l0lf could be a device to collect environmental data or data regarding (i) a 

monitored unit for M2M applications or (ii) user 113 for applications where module 101 comprises 
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a mobile phone and user 113 is an individual person such as a mobile phone subscriber. Sensor 

lOlf could collect data such as, but not limited to, temperature, humidity, pressure, visible light 

levels, radiation, shock and/or vibration, voltage, current, weight, pH levels, orientation/motion, or 

the presence of specific chemicals. Sensor lOlf could also be a microphone. Sensor lOlf could be 

5 a magnetic strip reader for credit cards and similar cards, or an antenna for either near-field RF 

communications, such as, but not limited to, reading an RF identity tag. An antenna for a sensor 

lOlf could also collect longer-range RF signals, such as, but not limited to, reading long-range radio 

frequency identity tags. Sensor lOlf could also collect biometric data such as, but not limited to, 

heart rate, glucose levels, body temperature, or other health measurements for a user 113. The 

10 sensor lOlf can provide data to the CPU 101b in the form of analog or digital data, which can be 

communicated via a system bus 101d or physical interface 101a and other electrical interfaces are 

possible as well. A sensor measurement can comprise the analog or digital data collected by CPU 

101b from sensor lOlf. 

A sensor measurement from sensor lOlf can include processing of the analog or digital data 

15 input CPU 101b by sensor lOlf, such as, but not limited to, averaging over time, using mathematic 

formulas to convert the raw data from sensor lOlf into a usable form. Module 101 may also collect 

sensor data or sensor values using a sensor lOlf and CPU 101b, where the data or values are 

derived from electrical signals output by a sensor lOlf. A sensor measurement can comprise the 

sensor data or sensor values. If module 101 comprises a "point of presence" payment terminal, then 

2 o a sensor measurement could comprise data read from a payment card. As contemplated herein, the 

terms "sensor measurement" and "sensor data" can be used interchangeably, and can also be 

considered functionally equivalent. Although a single sensor lOlf is shown in Figure le, a module 

101 could include multiple sensors. Each of the multiple sensors lOlf could include a sensor 

identity 151, which could comprise a number or string to identify the sensor lOlf. A sensor lOlf 

25 could be external to module 101, and also a plurality of sensors lOlf may be used and they also can 

connect to module 101 when module 101 uses radio lOlz as a base station for a WiFi network. 
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Actuator l0ly could be a device to control a parameter or state for a monitored unit in M2M 

applications for module 101, such as, but not limited to, changing a voltage or current, activating a 

switch or relay, turning on or off a microphone or speaker, activating or deactivating a light, and 

other examples are well known in the art. Actuator l0ly could also be a speaker. Actuator l0ly 

5 could be controlled by module 101 via a digital or analog output from CPU 101b, which could also 

be transmitted or sent via system bus 101d or a physical interface 101a. Although actuator l0ly is 

illustrated as external to wireless module 101 in Figure le, actuator l0ly could also be internal to 

module 101, and module 101 could include multiple actuators l0ly. A module 101 could include 

multiple actuators l0ly each with an actuator identity 152. Sensors and actuators are well known to 

1 o those of ordinary skill in the art, and thus are not described in additional detail herein. 

Module 101 can include a Universal Serial Bus (USB) interface 101v. In accordance with 

an exemplary embodiment, module 101 can comprise a wireless module and include a radio l0lz. 

Note that the use of a radio l0lz is not required for module 101, which could also obtain a 

connection to the IP Network 111 via a wired line such as Ethernet. Although not illustrated, radio 

15 l0lz could include antennas for reception and transmission of RF signals, and even multiple 

antennas could be used. Although a single radio l0lz is illustrated in module 101, module 101 

could also contain multiple radios l0lz. Radio l0lz can support wireless LAN standards such as, 

but not limited to, WiFi, Bluetooth, and Zigbee, or similar wireless LAN standards. Note that 

module 101 may also operate as a base station in a wireless LAN, such as, but not limited to, an 

20 802.11 base station. When module 101 operates a wireless LAN, radio l0lz can function as either 

a client/node and/or a base station 103 to support communication from other wireless nodes in 

physical proximity, such as, but not limited to, other nodes within an exemplary 50 meters. The 

other wireless nodes could comprise a sensor l0lf and/or actuator l0ly, and in this case a sensor 

could be referred to as a "networked sensor" and an actuator could be referred to as a "networked 

2 5 actuator". 

In accordance with exemplary embodiments, module 101 can store module private key 

112a, MNO public key 502, and module identity 110, and a symmetric key 127 in memory/RAM 
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l0le during operation, such as when CPU 101b is active and the module 101 is connected to a 

network such as a wireless network 102 during data transmissions. Module private key 112a 

preferably is recorded in nonvolatile memory such as, but not limited to, flash memory 101 w, so 

that module 101 has access to its private key 112a after the private key has been derived or loaded, 

5 including times when a battery 101k has been fully drained or removed from module 101 (if module 

101 does not utilize a persistent power source such as land-line power). Symmetric key 127 can be 

a secure, shared private key for use with symmetric encryption or symmetric ciphering algorithms 

211 (in Figure 2c below). Symmetric key 127 may also include an expiration time 133, such that 

symmetric key 127 may only be used by module 101 and/or eUICC 107 during a limited period of 

10 time, such symmetric key 127 remaining only valid for a day, or a week, or during a session (where 

the session comprises multiple messages and/or responses between a module 101 and a wireless 

network 102), etc. 

Module identity 110 is preferably a unique identifier of module 101, and could comprise a 

number or string such as, but not limited to, a serial number, an international mobile subscriber 

15 identity number (IMSI), international mobile equipment identity (IMEi), or an Ethernet media 

access control (MAC) address. According to an exemplary embodiment, module identity 110 can 

also comprise a serial number or string that is written into hardware of module 101 upon 

manufacturing or distribution of module 101 (also depicted and described in connection with a step 

511 in Figure Sb below). In this case, module identity 110 could be recorded in a read only memory 

20 101c, where read only memory 101c could not be easily erased or otherwise tampered with. Read 

only memory 101c could also comprise a protected memory and the address for accessing the 

module identity 101 within the ROM 101c could comprise a protected address. 

A protected address can comprise an address accessible to a CPU 101b and readable by CPU 

101b where the data within the protected address is not modified, changed, or updated by a CPU 

25 101b under normal operating conditions. Also note that the protected address can comprise one 

form of a nonvolatile memory, where a memory records data. In exemplary embodiments module 

identity 110 may preferably be permanently or persistently associated with the physical hardware of 
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module 101, which can be helpful for the security procedures contemplated herein. Module identity 

110 can function as a basic identifier for services from mobile network operator 104, eUICC 

subscription manager 109, wireless network 102, M2M service provider 115, or server 105 in order 

to properly identify module 101 among a plurality of modules. Module private key 112a and an 

5 associated module public key 112b could be unique to module 101 and uniquely associated with 

module identity 110, according to a preferred embodiment. 

MNO public key 502 in module 101 could be obtained from downloading the key over the 

IP Network 111, or optionally also written into nonvolatile memory of module 101 upon 

manufacture or distribution. MNO public key 502 could be obtained using a domain name or 

1 o Internet address that is recorded in nonvolatile memory upon the configuration of module 101, such 

as, but not limited to, during installation or distribution, and module 101 could fetch the MNO 

public key 502 upon connecting to a wireless network 102 or other connection to the IP Network 

111. Additional elements besides those depicted in Figure le could also be recorded in volatile 

memory l0le, which could comprise a RAM l0le. For example, cryptographic algorithms 141 

15 could also be recorded in RAM l0le as well. Note that values and related data can also be recorded 

in both RAM l0le and nonvolatile memory 101w at the same time, such that data in nonvolatile 

memory 101w allows module 101 to access the data after a shutdown state, but moving the same 

data into RAM l0le during an active state allows module 101 to more quickly perform operations 

using a CPU 101b. Other possibilities exist as well for the storage location of various values and 

20 data elements illustrated in Figure le without departing from the scope of the present invention. 

Module 101 may also contain cryptographic algorithms 141, which may comprise a suite of 

algorithms or subroutines that can be utilized for (i) deriving a pair of keys comprising a public key 

and a private key, (ii) encrypting data using public keys, (iii) decrypting data using private keys, (iv) 

processing secure hash signatures using private keys, and (v) verifying secure hash signatures using 

2 5 public keys, and related software, firmware, or subroutines for implementing a cryptographic 

system, including symmetric ciphering algorithms. Cryptographic algorithms 141 could utilize 

publicly available software libraries within tools such as, but not limited to, OpenSSL maintained 
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by The OpenSSL Project (http://www.openssl.org/), libgcrypt maintained by The Free Software 

Foundation (http://www.gnu.org/software/libgcrypt/), and similar libraries such as, but not limited 

to, libmcrypt and Crypto++. Note that cryptographic algorithms 141 could also use proprietary 

cryptographic libraries as well. In addition to implementing asymmetric encryption/ciphering, such 

5 as, but not limited to, used with RSA and ECC cryptography, cryptographic algorithms 141 can 

provide symmetric ciphering where a shared private key is utilized to both encrypt and decrypt, 

such as, but not limited to, with the Advanced Encryption Standard (AES) cipher suite. 

As illustrated in Figure le, module 101 may also contain a random number generator 128. 

Random number generator 128 may contain a seed 128b. The creation of random numbers with a 

10 high degree of entropy may be important the use of cryptographic algorithms 141. A plurality of 

the data as a source for a random number seed 128b could be appended together into a "module 

random seed file" with a combined series or list of states (i.e. a plurality of sensor l0lf 

measurements, radio l0lz measurements, clock 160 times or values, memory l0le or memory 

101w states, operating system 101h states, actuator l0ly states, and/or hardware 101a or 101d 

15 states). Note that values or data for each of the elements listed in the previous sentence could be 

utilized in a "module random seed file" instead of or in addition to a state. The use of a "module 

random seed file" with a random number generator 128 is also depicted and described in connection 

with Figure ld of U.S. Patent Application Serial No. 14/084,141, filed November 19, 2013 in the 

name of John Nix, which is hereby incorporated by reference in its entirety. 

20 

Figure ld 

Figure ld is a graphical illustration for authenticating with a wireless network using a 

physical UICC, in accordance with conventional technology. Figure ld illustrates the components 

and interfaces for using a physical UICC in order to a module 101 conduct an authentication with a 

2 5 wireless network 102 according to wireless WAN standards which use a pre-shared secret key K 

recorded in the physical UICC 116. The wireless network could be an LTE, LTE Advanced, or a 

3G network, and also based on related standards. With a 3G network, the pre-shared secret key K is 
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also known as "Ki". The module 101 can include a network application l0lx, a UICC driver 114, 

and a physical interface supporting the ISO/IEC 7816-3 electrical standards, such as the third 

edition published on November 1, 2006. The physical UICC 116 can be a smart card in the form 

factor of a mini-SIM, micro-SIM, or nano-SIM, connected to the physical interface such as ISO/IEC 

5 7816-3 and related electrical standards. The physical interface can include six electrical contacts 

known as C 1 through C6, where C 1 provides a power supply to the physical UICC 116, C2 

provides a reset signal input, C3 provides a clock signal input, etc. The network application l0lx 

can comprise software or firmware for the module 101 to communicate with the wireless network 

102 using the standards that include layer 2 messages between module 101 and wireless network 

1 o 102 such as, but not limited to, radio resource control (RRC) messages, security mode commands, 

ciphering, and authentication. The network application l0lx can communicate with a radio l0lz 

(described in Figure le) using the system bus 101d. 

A network application l0lx in a Figure ld can be similar or equivalent to a network 

application l0lx depicted and described in connection with Figure lb. The UICC driver 114 can 

15 comprise a driver within a set of drivers 101g within module 101, where drivers 101g are also 

depicted and described in connection with Figure lb. A physical UICC 116 can support other and 

additional functionality for a module 101 than the authentication functionality depicted in Figure 

lb, such as, but not limited to, (i) recording a set of network parameters equivalent to a set of 

network parameters 201 in Figure 2a below in order to module 101 to identify and select a wireless 

20 network 102, (ii) recording an address book with a list of phone numbers for user 113, (iii) 

recording a list of recent SMS messages and telephone numbers dialed, and/or (iv) recording and 

implementing a personal identification number (PIN) in order for a user 113 to authenticate and 

access the module 101 with the UICC 116, and other functionality of a physical UICC 116 is 

possible as well. The physical UICC 116 can also include (i) an IP Multimedia Services Identity 

25 Module (ISIM) application and data and/or a (ii) Universal Subscriber Identity Module (USIM) 

application for the module 101 to utilize when communicating with the wireless network 102. 
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After power-up of the module 101 from a powered off state, the module 101 can use the 

UICC driver 114 to read data from the physical UICC 116 such as a set of network parameters 203 

(depicted in Figure 2a below) as well as an IMSI or equivalent value as a network module identity. 

The set of network parameters 203 or IMSI in a physical UICC 116 may not be encrypted ( or 

5 associated with an eUICC profile 107d) and the set of network parameters can be directly read by 

the UICC driver 114. The module 101 can use the set of network parameters to tune a radio l0lz to 

particular frequencies for the wireless network 102 and search for a beacon signal from a base 

station 103. The beacon signal can include codes such as a mobile country code (MCC) and mobile 

network code (MNC) that can match values in either the network parameters or IMSI. Upon 

10 finding and selecting a base station 103, the module 101 can send a random access channel (RACH) 

message and subsequently an identity value recorded in the physical UICC 116 such as an IMSI, 

temporary mobile subscriber identity (TMSI), a globally unique temporary identity (GTUI), or a 

similar value to identify the module 101 using the physical UICC 116 with the wireless network 

102. 

15 In order to authenticate a module 101 with the wireless network 102, the wireless network 

102 can record a set of authentication tokens or vectors associated with a network identity sent by 

the module 101, such as a GTUI value. An authentication vector 117 for the module's 101 network 

identity can comprise a vector or set of values that includes a random number (RAND) 118, 

response (RES) 119, a network authentication token (AUTN), and a sequence number. The value 

20 AUTN and sequence number is not shown in Figure ld and subsequent figures such as Figure le 

and Figure 3, but the value AUTN and sequence number can be used by module 101 with a physical 

UICC 116 or eUICC 107 in order to authenticate the wireless network 102. The sequence number 

can prevent replay attacks and the AUTN value can comprise a digital signature or message digest 

value the physical UICC 116 or eUICC 107 can also calculate using the RAND 118 value in order 

25 for the module 101 to authenticate the wireless network 102. The values for the authentication 

vector 117 that includes a RAND 118 and a RES 119 can be calculated by a home subscriber server 

(HSS) for the mobile network operator 104 associated with the wireless network 102 and provided 
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by the mobile network operator 104 to servers associated with the wireless network 102. An 

exemplary format for the use of a RAND 118 with a response RES 119 is described in ETSI 

standard TR 131 900 v.10.0.0 and related documents. Other possibilities exist as well for the 

format, structure, and data elements within an authentication vector 117 without departing from the 

5 scope of the present invention. 

In order to conduct an authentication of module 101, after receiving a RACH message and 

the network module identity such as an IMSI, TMSI, or GTUI value, the wireless network 102 can 

send a RAND 118 from the authentication vector 117. The module 101 can receive the RAND 118 

value using the network application l0lx and the radio l0lz. The network application l0lx can 

10 send the RAND 118 value to the UICC driver 114, and the UICC driver 114 can send the RAND 

118 value through the physical interface such as ISO/IEC 7816-3 to the physical UICC 116. After 

receiving the exemplary RAND 118 message, in order to conduct an authentication, module 101 

using a physical UICC 116 could take steps to demonstrate to a wireless network 102 that the 

physical UICC 106 records the same pre-shared secret key K for the network module identity as 

15 recorded by a mobile network operator 104 associated with the wireless network 102. Physical 

UICC 116 can properly respond to the RAND 118 using message digest algorithms by calculating a 

secure hash value RES 119 using the RAND 118 and the recorded secret key K. The physical 

UICC 116 could use algorithms specified in ETSI TS 135 205 - 209, as well as subsequent and 

related standards, in order for the physical UICC 116 to calculate a secure hash value such as a RES 

20 119. The calculation and processing of a RES 119 using a RAND 118 and a secret key K is also 

depicted and described in connection with steps 306 and 311 of Figure 3. Other possibilities exist 

as well for a physical UICC 116 or an eUICC 107 to calculate a RES 119 value using a RAND 118 

and a secret key K without departing from the scope of the present invention. 

After the calculation of a RES 119 value in response to the RAND 118, the physical UICC 

2 5 116 can send the RES 119 to the UICC driver 114 through the physical interface such as ISO/IEC 

7816-3. The device driver 114 can send the RES 119 value to the network application l0lx and the 

network application l0lx can send the RES 119 value to the wireless network 102 using a radio 
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l0lz and the base station 103. The wireless network 102 can take steps to compare the received 

RES 119 with a recorded RES 119 value in the authentication vector 117. If the received RES 119 

matches the recorded RES 119 in the authentication vector 117 then the module 101 with the 

physical UICC 116 can be considered authenticated. The authentication of module 101 by wireless 

5 network 102 is also depicted and described in connection with a step 308a of Figure 3. After 

successful authentication, the module 101 and wireless network 102 can then take subsequent steps 

for a module 101 to have access to the IP network 111 including the public Internet, as well as 

configuring services such as voice and SMS. 

10 Figure le 

Figure le is a graphical illustration for authenticating with a wireless network using an 

eUICC, in accordance with exemplary embodiments. A module 101 with an eUICC 107 can 

perform the equivalent steps for authentication with a wireless network 102, such that a module 101 

can use an eUICC 107 instead of a physical UICC 116. The wireless network 102 can perform the 

15 same steps as (i) recording an authentication vector 117 from a mobile network operator 104 

associated with the wireless network 102, (ii) receiving a RACH message and a network module 

identity such as a GTUI or TMSI from the module 101, (iii) sending values from the authentication 

vector 117 including a RAND 118, and (iv) receiving a RES 119 and comparing the received RES 

119 with a recorded RES 119 in the authentication vector 117 in order to authenticate the module 

20 101 using an eUICC 107 instead of a physical UICC 116. In other words, the use of an eUICC 107 

by module 101 can be transparent to a wireless network 102, such that a module 101 with an eUICC 

107 instead of a physical UICC 116 can be fully "backward compatible" with standards, software, 

and infrastructure deployed on a wireless network 102. 

A module 101 in Figure le can include a network application l0lx, an eUICC driver 129, an 

25 eUICC 107, and an operating system 101h. The network application l0lx can be equivalent or 

similar to a network application l0lx depicted and described in connection with Figure ld and 

Figure lb above. The use of an eUICC 107 instead of a physical UICC 116 within module 101 can 
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also be transparent to network application l0lx, via the use of eUICC driver 129. In other words, in 

exemplary embodiments, the same or equivalent network application l0lx can be used for either (i) 

a module 101 with a physical UICC 116 or (ii) a module 101 with an eUICC 107, since the eUICC 

driver 129 can perform the identical input and output functions as a UICC driver 114 when 

5 communicating with the network application l0lx. The use of an eUICC driver 129 is also 

depicted and described in connection with Figure lb above. The eUICC driver 129 can 

communicate with the network application l0lx using the operating system 101h. The internal 

communication between network application l0lx and eUICC driver 129 using an operating system 

101h could comprise sharing memory l0le, such that network application lOlx writes messages 

10 such as, but not limited to, an exemplary RAND 118 value into the shared memory l0le and eUICC 

driver 129 reads the values from the shared memory l0le. In another embodiment, the internal 

communication between network application l0lx and eUICC driver 129 using an operating system 

101h could comprise using loopback UDP ports within operating system 101h, such that network 

application l0lx sends a UDP datagram with the RAND 118 value using a first UPD loopback port, 

15 and the eUICC driver 129 receives the UDP datagram with the RAND 118 value using a second 

UDP loopback port. Similar steps could be taken as well for an eUICC driver 129 to send data such 

as a RES 119 to the network application l0lx using the operating system 101h. 

As illustrated in Figure le, eUICC driver 129 can also communicate with the eUICC 107 

using the operating system 101h. Two differences between conventional technology illustrated in 

20 Figure ld and the exemplary embodiment illustrated in Figure le include (i) the eUICC driver 129 

communicates with the eUICC 107 using operating system 101h instead of a physical interface such 

as ISO/IEC 7816-3 and related electrical standards, and (ii) the eUICC 107 can operate as a separate 

program or application within memory 101 e or memory 101 w instead of a physically separate 

application operating on a physical UICC 116. The eUICC driver 129 can communicate with the 

25 eUICC 107 using the equivalent steps and procedures for an network application l0lx to 

communicate with an eUICC driver 129 described in the paragraph above, including using shared 

memory or sending UDP loopback messages on internal UDP loopback ports. Other possibilities 
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for the communication between eUICC driver 129 and eUICC 107 exist as well without departing 

from the scope of the present invention. In addition, although eUICC driver 129 and eUICC 107 

are depicted in Figure le and Figure lb as separate elements, programs, and/or processes for a 

module 101, the eUICC driver 129 could be optionally combined with an eUICC 107 such that the 

5 network application l0lx can communicate directly with the eUICC 107 using the operating system 

101h. 

The eUICC 107 can include an eUICC profile 107d which can contain the same information 

used by a physical UICC 116 in Figure ld above, including a set of network parameters, a network 

module identity, and a key K. In other words, the data recorded in a eUICC 107 in the form of a 

10 profile 107d can allow and support the eUICC 107 in Figure le to operate in an equivalent manner 

as a physical UICC in Figure ld for the authentication steps illustrated in Figure ld and Figure le. 

Although not illustrated in Figure le, the eUICC 107 could also perform the similar or equivalent 

functions of a physical UICC including (i) recording a set of network parameters equivalent to a set 

of network parameters 201 in Figure 2a below in order to module 101 to identify and select a 

15 wireless network 102, (ii) recording an address book with a list of phone numbers for user 113, (iii) 

recording a list of recent SMS messages and telephone numbers dialed, and/or (iv) recording and 

implementing a personal identification number (PIN) in order for a user 113 to authenticate and 

access the module 101 with the eUICC 107. Other functionality of an eUICC 107 for a module 101 

is possible as well without departing from the scope of the present invention. 

20 As illustrated in Figure le, the network application l0lx in module 101 can receive a 

RAND 118 value from wireless network 102 in order to authenticate the module 101. The network 

application l0lx can send the RAND 118 value to the eUICC driver 129. The eUICC 107 can read 

a RAND 118 value from the network application l0lx using the eUICC driver 129. After receiving 

the exemplary RAND 118 message, in order to conduct an authentication, module 101 using an 

25 eUICC 107 could take steps to demonstrate to a wireless network 102 that the module 101 records 

the same pre-shared secret key K for the network module identity as recorded by a mobile network 

operator 104 associated with the wireless network 102. eUICC 107 can properly respond to the 
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RAND 118 using message digest algorithms by calculating a secure hash value RES 119 using the 

RAND 118 and the recorded secret key K from the profile 107d. The eUICC 107 could use 

algorithms specified in ETSI TS 135 205 - 209, as well as subsequent and related standards, in 

order for the eUICC 107 to calculate a secure hash value such as a RES 119. The calculation and 

5 processing of a RES 119 using a RAND 118 and a secret key K for an eUICC 107 is also depicted 

and described in connection with steps 306 and 311 of Figure 3. Other possibilities exist as well for 

an eUICC 107 to calculate a RES 119 value using a RAND 118 and a secret key K, without 

departing from the scope of the present invention. As illustrated in Figure le, the eUICC 107 can 

send the RES 119 to the eUICC driver 129, and the eUICC driver 129 can send the RES 119 to the 

10 network application l0lx. The network application l0lx can then send the RES 119 to the wireless 

network 102, and the wireless network 102 could perform a step 308a as depicted and described in 

connection with Figure 3 in order to authenticate the module 101 using the eUICC 107 and profile 

107d. 

15 Figure 1f 

Figure lf is a graphical illustration of an exemplary system that includes a module, a mobile 

network operator, and an eUICC in accordance with exemplary embodiments. System 199 in 

Figure lf can include a mobile network operator 104 and a module 101. The mobile network 

operator 104 can communicate with the module 101 using a wireless network 102, and the wireless 

20 network 102 could comprise the radio access portion of the mobile network operator 104, such as a 

collection of base stations 103 using licensed radio spectrum such as, but not limited to, the 700 

Mhz band for LTE, and other possibilities exist as well for the wireless network 102. The mobile 

network operator 104 can include a server 105 with an IP address 106a. The server 105 with MNO 

104 in Figure lf can comprise a Mobility Management Entity (MME) in LTE networks, or 

25 equivalent functionality to receive authentication requests from modules 101 with other wireless 

wide-area networking technology. The MME can support radio bearer activation/deactivation 
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processes for the module 101 and authenticating the module 101 by recording an authentication 

vector 117, where the authentication vector 117 can be received from an HSS. 

The server 105 can comprise a server as depicted and described in connection with server 

105 in Figure lk and Figure lm of U.S. Patent Application Serial No. 14/084,141, filed November 

5 19, 2013 in the name of John Nix, which is hereby incorporated by reference in its entirety. The IP 

address 106a can include a subnet prefix 106d and an interface identifier 106e. The IP address 106a 

can comprise an IPv6 address, where the subnet prefix 106d comprises the first 64 bits of a 128 bit 

IPv6 address, and the interface identifier 106e can comprise the last 64 bits of a 128 bit IPv6 

address as shown in Figure lf. Other nodes connected to the wireless network 102 can also include 

1 o IPv6 addresses with different values for the subnet prefix 106d and the interface identifier 106e. A 

module 101 can include both a network application l0lx and an eUICC 107, where a network 

application l0lx is depicted and described in connection with Figure lb and an eUICC 107 is 

depicted and described in connection with Figure la, Figure lb, Figure le, and Figure le. 

In an exemplary embodiment, different elements within module 101 can be associated with 

15 different IP addresses. The network application l0lx can be associated with an IP address 106b and 

the eUICC 107 can be associated with an IP address 106c. The wireless network 102 could assign 

the module 101 the subnet prefix 106d used by module 101 with wireless network 102, and an 

operating system 101h could assign the interface identifier 106e used by the network application 

l0lx and the eUICC 107. Other possibilities exist as well for the source of IP addresses in a system 

20 199, but an end result can comprise the eUICC 107 having a unique IPv6 address 106c such that a 

server 105 such as an MME can communicate with the eUICC 107 directly by sending a packet 

with a RAND 118 value from server 105 address 106a to eUICC 107 address 106c. 

Although not illustrated in Figure lf, the exemplary IP addresses for server 105 and eUICC 

107 can be associated with port numbers, such that server 105 can use a first port number with the 

2 5 IP address 106a when sending a RAND 118, and eUICC 107 could use a second port number with 

the IP address 106c when receiving the RAND 118. Server 105 can use a third port number when 

receiving a RES 119, and eUICC 107 could use a fourth port number when sending the RES 119. 

-46-
4875-7922-0230v.l 

Petitioner Samsung Ex-1004, 0406



Atty. Dkt. No. 63121/0212 

The first and third port numbers could be the same value or number, and the second and fourth port 

numbers could be the same value or number. In an exemplary embodiment, the RAND 118 and 

RES 119 in system 199 can be formatted according to the UDP Lite protocol, as specified in IETF 

RFC 3828, which is also incorporated by reference herein. The term "UDP Lite" described in the 

5 present invention may also refer to any connectionless protocol supported on IP Network 111 and 

wireless network 102 where checksums may be partially disabled, thereby supporting the transfer of 

bit errors within a datagram. 

As illustrated in Figure lf, an eUICC 107 operating in module 101 could be an application 

with a unique IPv6 address 106c, and the network application l0lx utilize a different IPv6 address 

10 106b. The two IP addresses could be on the same subnet 106d used by a module 101, and the 

network application l0lx could communicate with the eUICC 107 locally within module 101 using 

the two different IPv6 addresses 106b and 106c. The network application l0lx could communicate 

with the eUICC 107 locally for exemplary "other data" depicted in Figure lf, which could comprise 

the storing of an address book in the eUICC 107, reading a set of network parameters by the 

15 network application l0lx from the eUICC 107 with the eUICC profile 107d, etc. In an exemplary 

embodiment, the eUICC 107 could communicate with the mobile network operator 104 for 

authentication, thus potentially bypassing the network application l0lx for separate handling of 

RAND 118 and RES 119 values depicted in Figure le above. The authentication messages 

comprising a RAND 118 and a RES 119 could be communicated between the eUICC 107 with IP 

2 o address 106c to the mobile network operator 104 with IP address 106a without the use of a network 

application l0lx. 

The eUICC 107, with an associated IP address 106c could also communicate with the 

eUICC subscription manager 109 by sending a packet from IP address 106c to an IP address of a 

server associated with the eUICC subscription manager, such as the exemplary data for a step 205 

25 depicted and described in connection with Figure 2a and Figure 3 below. Note that the eUICC 107 

with the IP address 106c can communicate with the eUICC subscription manager 109 without the 

wireless network 102, but rather through an IP network 111. The connectivity for the IP network 
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111 could be provided by a different wireless network 102 than the wireless network 102 associated 

with the MNO 104. Although the use of a specific, unique IP address 106c for eUICC 107 is 

illustrated in Figure lf, an eUICC 107 does not require a separate IP address 106c in other 

embodiments, and the eUICC 107 could share an IP address 106b with a network application l0lx 

5 or other processes or elements within module 101. 

Figure 2a 

Figure 2a is a graphical illustration of an exemplary profile for an eUICC, including 

encrypted data, decryption steps, and decrypted data for the profile, in accordance with exemplary 

1 o embodiments. Two exemplary forms of an eUICC profile are illustrated in Figure 2a: an encrypted 

eUICC profile 107c and an eUICC profile 107d. As contemplated herein, an eUICC profile, such as 

the exemplary eUICC profile 107c and 107d, can be similar to profiles for an eUICC contemplated 

in ETSI specification TS 103 383 vl2.2.0 and related standards, but with differences to the 

currently published standards, as described below. An eUICC profile 107d can comprise the data 

15 from an encrypted eUICC profile 107c, where (i) a first portion of the data, comprising ciphertext 

208a, has been decrypted, and (ii) a second portion of the encrypted eUICC profile 107c, 

comprising ciphertext 208b remains encrypted. Thus, an encrypted eUICC profile 107c can include 

a first portion, or ciphertext 208a and a second portion, or ciphertext 208b as depicted in Figure 2a. 

As contemplated herein, an encrypted eUICC profile 107c can be referred to as "profile 107c", and 

20 the eUICC profile 107d can be referred to as "profile 107d". Both profile 107c and profile 107d can 

include a profile identity 107e. Profile identity 107e can comprise a number or string such that 

various elements illustrated in Figure la can properly refer to, select, and or identity a profile 107c 

or profile 107d, including elements such as a mobile network operator 104, eUICC subscription 

manager 109, module 101, and/or an eUICC 107. 

25 A profile 107c or profile 107d in exemplary systems herein, including systems 100, 300, and 

500 can comprise several different possible embodiments. The profiles could be recorded in a file 

or data set, and stored in nonvolatile memory associated with an eUICC 107, such as, but not 
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limited to, a flash memory 101w. As transferred across a wireless network 102 and/or IP network 

111, the encrypted eUICC profile 107c can be segmented into separate datagrams and transferred 

using a transport layer protocol such as TCP. An application layer protocol such as transport layer 

security (TLS) and additional ciphering at the data-link layer could be utilized as well, in addition to 

5 sending and receiving the data for a profile 107c as ciphertext 208a and 208b. The exemplary 

forms for a profile 107c and 107d in Figure 2a can represent data for a file recorded in a module, 

such as, but not limited to, (i) storing in a volatile memory l0le when the profiles 107c or 107d are 

being processed or accessed by a CPU 101b, or (ii) storing in an nonvolatile memory such as flash 

memory 101w when the profile 107c and 107d are stored long term, including times when a battery 

10 101k may be removed from module 101. 

Note that profile 107c with at least two distinct portions, comprising ciphertext 208a and 

ciphertext 208b, could be recorded in separate segments or in distinct location within module 101 or 

with an eUICC subscription manager 109, and the two or multiple portions together can comprise a 

profile 107c. In other words, the portions of ciphertext 208a and 208b (and other data in a profile 

15 107c or profile 107d) can be recorded in different locations while comprising a profile 107c. Other 

possibilities exist as well for the structure and recording of the exemplary data for a profile 107c 

and 107d without departing from the scope of the present invention. Although the label "Stored w/ 

Subscription Manager 109" is depicted with an encrypted eUICC profile 107c, the encrypted 

eUICC profile 107c can also be stored as the format depicted in Figure 2a within a module 101 or 

2 o an eUICC 107, until at least a step 206 is performed to decrypt the first ciphertext 208a, as 

described in this Figure 2a and Figure 3 below. 

A first portion of profile 107c can include ciphertext 208a, where ciphertext 208a can 

include a set of network parameters 201, a first network module identity 202, and a first key K 203. 

Ciphertext 208a can include these elements in a ciphered string or file, such that a third party would 

25 not feasibly be able to ready the plaintext within ciphertext 208a without a key such as eUICC 

profile key 107b. Ciphertext 208a can comprise the set of network parameters 201, the first 

network module identity 202, and the first key K 203 as plaintext ciphered with a eUICC profile 
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key 107b, as depicted and described in connection with Figure 2b below. The set of network 

parameters 201 could comprise a list of values and settings for a module 101 to utilize in connecting 

with a mobile network operator 104. The set of network parameters 201 could include a list of 

numbers or strings for values such as (i) allowed frequencies or frequency bands to scan, (ii) 

5 preferred access lists for roaming onto other wireless networks, (iii) criteria for a module 101 to 

select base stations 103 in idle mode, (iv) support for emergency services, (v) supported languages 

or character encoding, (vi) codes to search for in beacons broadcast by a wireless network 102, (vii) 

parameters for a radio l0lz to use when connecting to a wireless network 102, (viii) names or 

addresses for a server 105 associated with a MNO 104 in order for a module 101 to send data, etc. 

10 A first network module identity 202 within a ciphertext 208a in profile 107c can comprise a 

subscriber identity or related identifier of module 101 when connected to a MNO 104 through a 

wireless network 102. In an exemplary embodiment, the first network module identity 202 can 

comprise an international mobile subscriber identity (IMSI), a globally unique temporary identity 

(GTUI), a media access control (MAC) address, a temporary mobile subscriber identity (TMSI) or a 

15 similar number or string to identify a module 101 with wireless network 102. Note that a network 

module identity such as the first network module identity 202 can be different than a module 

identity 110, such that a network module identity can be assigned by a mobile network operator 

104, while a module identity 110 can be assigned by manufacturer. In other words, a network 

module identity such as the first network module identity 202 can change over time for a module 

20 101, while the module identity 110 can remain the same. The eUICC identity 107a can also remain 

the same value or number while a network module identity changes. 

A first key K 203 within a ciphertext 208a in profile 107c can comprise a standards-based 

shared secret key K for use in wireless WAN networks based on ETSI, 3GPP, and related standards. 

As currently specified in ETSI/3GPP standards for LTE and LTE Advanced networks, the shared 

25 secret key K, (i) recorded in a SIM or UICC, and a MNO 104 HSS, and (ii) described in 3GPP TS 

33.401 Vl2.9.0 and related standards, comprises a pseudo-random number with a length of 128 bits. 

The length of key K for standards-based wireless networks 102 may be extended in the future. The 
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use of shared secret key K for authentication of a module 101, and also for ciphering and data 

integrity, with a wireless network 102 that implements ETSI and/or 3GPP standards is also defined 

in the specifications ETSI TS 135 205 - 209 and related standards. Both the first key K 203 and the 

second key K 204 can comprise a shared secret key K as described in 3GPP TS 33.401 Vl2.9.0 

5 figure 6.2-1 and related standards. A mobile network operator 104 using the function of an 

authentication center, possibly within a home subscriber server (HSS) can generate or process 

authentication vectors 117 comprising an random number (RAND), an authentication token 

(AUTN), a response (RES), and a sequence number using the first key K 203 recorded in a eUCC 

profile 107c or 107d for the first network module identity 202. Likewise, authentication vectors 

10 117 can be generated by a HSS and sent to a MME for the second network module identity 209a 

with the second key K 204. 

In exemplary embodiments, the first key K 203 depicted in Figure 2a is also depicted and 

described as operating as a standards-based shared secret key K in Figure 3 below at a step 306. 

Using the properties of a standards-based key K, a module 101 or an eUICC 107 can use the first 

15 key K 203 and a first random number RAND 118 received to process or calculate a first response 

RES 119. Step 306 with a first key K 203 can comprise an authentication for a module 101 

(comprising a "mobile phone", "mobile station", or "user equipment") within standards such as 

3GPP TS 33.401 Vl2.9.0 and related standards using a shared secret key K. As contemplated 

herein, the use of the term "random number" can comprise a pseudo-random number with a high 

2 o degree of information entropy that may not be purely mathematically random, but can be considered 

a random number and referred to as a random number for the purposes herein. 

In an exemplary embodiment, as described in Figure 2e and step 302a of Figure 3 below, the 

first key K 203 can be optionally recorded in ciphertext 208a with an additional layer of encryption, 

such that the first key K 203 is recorded as a ciphertext 208c within ciphertext 208a. In other 

25 words, upon conversion of ciphertext 208a into plaintext using a profile deciphering algorithm 206, 

the first key K 203 can retain an additional layer of encryption as ciphertext 208c with other data in 

a profile 107d that may be plaintext. This optional additional layer of encryption for the first key K 
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203 is also depicted within the profile 107d, where ciphertext 208c optionally remains in profile 

107d after the conversion of ciphertext 208a into plaintext using a step 206. As described below, 

the optionally additional layer of encryption for ciphertext 208c with the first key K 203 can be (i) 

processed into plaintext first key K 203 (ii) after a subsequent deciphering with an asymmetric 

5 ciphering algorithm 219 as illustrated in Figure 2e. 

Note that the additional layer of encryption for the first key K 203, in the form of using a 

ciphertext 208c, can be optionally omitted and the first key K 203 could be plaintext after the 

conversion of the first portion of profile 107c as ciphertext 208a into plaintext in a profile 107d 

using a step 206. Thus, the dashed lines around the first key K 203 as a ciphertext 208c indicate the 

10 use of ciphertext 208c is optional, depending on the security requirements for an MNO 104 when 

distributing electronically the first key K 203. In another embodiment as described in Figure 3, the 

fist key K 203 can comprise a null value, such as the value for a key K in order to support 

emergency services if module 101 has no valid UICC, and in this case the use of additional 

encryption via ciphertext 208c can be omitted for a first key K 203. In a related embodiment, the 

15 first key K 203 can be omitted entirely from a profile 107c and profile 107d, and the eUICC 107 

can subsequently use a null value for the first key K 203. 

A second portion of profile 107c can include ciphertext 208b, where ciphertext 208b can 

include a second key K 204a and a second network module identity 209a. Ciphertext 208b can be 

ciphered with a symmetric key 127, where the ciphering and deciphering of a portion of ciphertext 

2 o 208b is depicted and described in connection with Figure 2c below. In an exemplary embodiment, 

the second network module identity 209a can comprise an international mobile subscriber identity 

(IMSI), a globally unique temporary identity (GTUI), a media access control (MAC) address, or 

similar number or string to identify a module 101. In exemplary embodiments, the second network 

module identity 209a can be a different number or value than the first network module identity 202. 

25 Although the second network module identity 209a is illustrated in Figure 2a as internal to 

ciphertext 208b, the second module identity 209a could be external to ciphertext 208b, such as, but 

not limited to, the second network module identity 209a being within a profile 107c or profile 107d 
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and external to ciphertext 208b. In other words, in exemplary embodiments, the second network 

module identity 209a may optionally not be ciphered with the symmetric key 127, while the second 

key K 204a can be ciphered with the symmetric key 127. As contemplated herein, the term second 

network identity 209a comprises an encrypted second network identity 209a, where the second 

5 network identity 209 is the plaintext version of the encrypted second network identity 209a. 

Likewise, the term second key K 204a comprises an encrypted second key K 204a, where the 

second key K 204 is the plaintext version of the encrypted second key K 204a. 

In another exemplary embodiment, the second network module identity 209 can comprise 

the same number or value as the first network module identity 202, or the second network module 

1 o identity 209 can be optionally omitted. In this case, if (A) the second network module identity 209 

comprises the same number or value as the first network module identity 202, or the second 

network module identity 209 is optionally omitted, then (B) the mobile network operator 104 can 

preferably support the use of two different shared secret keys K (i.e. first key K 203 and second key 

K 204) for the same network module identity 202. However, given the current functionality of an 

15 HSS and related infrastructure for wireless networks 102, the use of two different network module 

identities (i.e. the first network module identity 202 and the second network module identity 209) 

with two different shared secret keys K (i.e. first key K 203 and second key K 204, respectively) 

may be more compatible or suitable for deployed and operational HSS infrastructure. 

A second key K 204a (as an encrypted form of plaintext second key K 204) within a 

20 ciphertext 208b in profile 107c can comprise a standards-based shared secret key K for use in 

wireless WAN networks based on ETSI, 3GPP, and related standards. The use of a second key K 

204a (in an unencrypted form of second key K 204) can be equivalent to a first key k 203, but 

comprise a different random number. The second key K 204 can comprise a random number that is 

128 bits in length in order to support 4G networks such as LTE that are widely deployed in 2013, 

25 although the length of either first key K 203 or second key K 204 may be a longer number in the 

future, such an exemplary 256 bits and other possibilities exist as well for the key length. A second 

key K 204 can also be used with standards-based authentication with a wireless network 102, where 
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the second key K 204 in Figure 2a is also depicted and described as operating as a standards-based 

shared secret key Kin Figure 3 below at a step 311. 

The list of exemplary data for encrypted eUICC profile 107c and an eUICC profile 107d 

comprises an exemplary set, and the profiles could also include additional data to the exemplary 

5 data illustrated in Figure 2a. The additional data for a profile 107c or 107d could include (i) a set of 

cryptographic parameters for eUICC 107, (ii) a set of cryptographic algorithms, such as the 

exemplary cryptographic algorithms described within ETSI TS 135 205 - 209 and related standards, 

(iii) a name or address for an eUICC subscription manager 109 associated with the profile 107c, (iv) 

a name or address for a server 105 associated with a mobile network operator 104, (v) a digital 

10 signature of the profile 107d processed with a private key from either eUICC subscription manager 

109 or MNO 104, (vi) a date or timestamp for processing the profile 107c or 107d, (vii) and similar 

or related values for a module 101 and/or eUICC 107 to utilize the profiles. This exemplary 

additional data which is not depicted in Figure 2a could be included within or external to any of 

ciphertext 208a and ciphertext 208b. 

15 Note that the profile identity 107e may preferably be external to ciphertext 208a and 

ciphertext 208b, in order that module 101 and/or eUICC 107 can take steps to identify a profile 

107c or 107d. In addition, although a single profile 107c and profile 107d are illustrated in Figure 

2a, a module 101 and/or an eUICC 107 could include a plurality of profiles 107c and/or 107d, 

where each of the plurality of profiles could comprise different data associated with different 

2 o wireless networks 102. In an exemplary embodiment, more than one profile 107 c or profile 107 d 

could be associated with the same wireless network 102, such that a mobile network operator 104 

can prefer for the same module 101 to utilize different network access credentials over time, such 

that the same module 101 could use a different key Kand a different network module identity with 

the same wireless network 102 or mobile network operator 104 over time. Different profiles 107c 

25 or 107d can also be identified by the use of a different profile identity 107e. Each profile 107c can 

be associated with an eUICC profile key 107b as an encryption key (shown in Figure 2b below), 

although multiple profiles 107c could also share the same eUICC profile key 107b. 
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A module 101 can receive a profile 107c using a step 205. A profile 107c can be recorded 

with an eUICC subscription manager 109 before being received by a module 101. As depicted in 

Figure 2a, a module 101 can receive the profile 107 c at a step 205 using the IP network 111. The 

use of a step 205 by a module 101 is depicted and described in connection with Figure 3 below. 

5 The module 101 can receive the profile 107c using a network that is different than wireless network 

102 associated with the network access credentials comprising the first key K 203 and the first 

network module identity 202. In an exemplary embodiment, module 101 can receive the profile 

107c in a step 205 using an initial wireless network 102, where module 101 connects with and 

authenticates with the initial wireless network 102 using an initial eUICC profile 107d different 

10 than the eUICC profile 107d depicted in Figure 2a. Or, module 101 could receive a profile 107c 

using a wireless LAN network or a wired connection via a physical interface 101a such as a USB 

interface 101v. In another exemplary embodiment, module 101 can receive the profile 107c from a 

manufacturer, distributor, end user, or technician taking steps to load the profile 107c into a 

nonvolatile memory within module 101 or eUICC 107. Upon receipt of a profile 107c by module 

15 101, the module 101 can record or store the profile 107c with an eUICC 107. 

A module 101 can use an eUICC 107 to decrypt the first portion or ciphertext 208a in a 

profile 107c using a step 206. Before a step 206, a module 101 can receive an eUICC profile key 

107b, where the eUICC profile key 107b can comprise a symmetric ciphering key. The use of a 

step 206 by module 101 and/or eUICC 107 is also depicted and described in connection with Figure 

20 2b and Figure 3 below. Note that both eUICC subscription manager 109 and module 101 can 

record profile 107c with ciphertext 208a for a period of time, and the step 206 can be taken (i) after 

receiving eUICC profile key 107b and (ii) before module 101 authenticates with a wireless network 

102 using the eUICC profile 107c. A step 206 can covert the ciphertext 208a into plaintext, such 

that an eUICC 107 can read the values in order to authenticate with a wireless network 102 using 

25 the first key K 203. By encrypting the first network module identity 202 and the first key K 203, 

these network access credentials can remain secure, such that a profile 107c can be transferred in 

normal physical media (such as disks, drives, or files transferred electronically) or in 
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communications channels outside the control of a mobile network operator 104 and/or eUICC 

subscription manager 109. 

As depicted in Figure 2a, after a step 206 to convert profile 107c into profile 107d, where 

the ciphertext 208a is decrypted using the eUICC profile key 107b, the ciphertext 208b with the 

5 second key K 204a can remain encrypted and thus the second key K can continue to remain secure 

within a profile 107d. In addition, although ciphertext 208b is depicted in a profile 107c as external 

to, or separate from, ciphertext 208a, ciphertext 208b could optionally be included within ciphertext 

208a. In this case, where ciphertext 208b is within ciphertext 208a for a profile 107c, the result of 

a step 206 to generate a profile 107d can remain the same, where the ciphertext 208a can be 

10 decrypted by step 206 and ciphertext 208b remains encrypted in the resulting profile 107d from a 

step 206. 

A module 101 can use an eUICC 107 to decrypt the second portion or ciphertext 208b in a 

profile 107d using a step 207. Before a step 207, a module 101 can take the previous steps 205 and 

206 in order to record a profile 107d with an eUICC 107. Before a step 207, module 101 can 

15 receive a symmetric key 127, where the symmetric key 127 can comprise a symmetric ciphering 

key. In exemplary embodiments, module 101 can receive the symmetric key 127 from a mobile 

network operator 104 after a user associated with module 101 performs a separate authentication 

step 308b as depicted and described in connection with Figure 3 and Figure 4 below. By a mobile 

network operator 104 only sending symmetric key 127 after the second authentication step 308b, 

2 o the second key K 204 can remain secured, while a user is allowed to access the wireless network 

102 (perhaps temporarily or with other constraints such as limiting access to the Internet but 

allowing emergency calls) using the first key K 203. 

In this manner and by using a second, separate authentication step 308b before sending 

symmetric key 127, the decryption of network access credentials such as the second key K 204 can 

25 remain in the control of a mobile network operator 104, thereby increasing the security of 

exemplary systems illustrated herein, such as systems 100, 300, and 500. By ciphering the second 

key K 204 with symmetric key 127, security over conventional technology for an eUICC can be 
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increased for both a user and a mobile network operator. With conventional technology for an 

eUICC, where only the first key K 203 is used for authentication and ciphering of data between 

module 101 and wireless network 102, the decryption of the first key K 203 can be outside the 

control of a mobile network operator 104. With conventional technology contemplated for an 

5 eUICC, an end user outside the control or a contractual relationship with mobile network operator 

104, including possibly fraudulent users or imposters of valid users, could (i) take steps to obtain a 

plaintext first key K 203 and associated plaintext first network module identity 202 and (ii) use the 

credentials to fraudulently access the wireless network 102. In contrast and as contemplated herein, 

the symmetric key 127 to decrypt the second key K 204a can preferably be only made available to 

1 o users who authenticate with mobile network operator using a step 308b as described below ( or an 

equivalent step or related commercial arrangements between a user and a mobile network operator 

104). 

In exemplary embodiments, use of two sets of network access credentials comprising at least 

the first key K 203 and the second key K 204 allows a user with an eUICC profile 107c to connect 

15 to the wireless network 102 using the first key K 203, such that the module 101 can have 

connectivity to the mobile network operator 104 via the wireless network 102 (and also IP network 

111) in order to conduct separate authentication steps 308b. The security steps for a mobile 

network operator 104 to control the decryption of the first key K 203 can be lowered (thus making 

the distribution of profile 107c simpler, less costly, and less complex), while a mobile network 

2 o operator 104 can retain full control over the decryption of the second key K 204a into a usable 

second key K 204 associated with the second network module identity 209. 

The use of a step 207 by module 101 with an eUICC is also depicted and described in 

connection with Figure 2c and Figure 3 below. A module 101 can record profile 107d with 

ciphertext 208b for a period of time, and the step 207 can be taken (i) after recording profile 107d, 

25 and (ii) before module 101 authenticates with a wireless network 102 using the second key K 204. 

A step 207 can covert the ciphertext 208b into plaintext, such that an eUICC 107 can read the 

values in order to authenticate with a wireless network 102 using the second key K 204. 
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A step 207 can convert the encrypted second key K 204a into a plaintext key K 204. As 

illustrated in Figure 2a, a step 207 can also convert the encrypted network module identity 209a into 

a plaintext network module identity 209 as well. As discussed above in this Figure 2a, the network 

module 209 can be optionally omitted from a step 207, such that the plaintext network module 

5 identity 209 could be recorded in a profile 107d, and the plaintext network module identity 209 

could be included in the first portion, or ciphertext 208a, in a profile 107c. In another embodiment, 

the second network module identity 209 can be received by module 101 from wireless network 102 

after the module authenticates using the first key K 203. Although not illustrated in Figure 2a, an 

eUICC 107 can continue to record the plaintext network module identity 209 and plaintext second 

10 key K 204 in an eUICC profile after the second key K 204 is decrypted using the symmetric key 

127. The module 101 can record the second key K 204 in a protected memory address within ROM 

101c or nonvolatile memory 101w. 

For embodiments where the first key K 203 is recorded within a ciphertext 208c in a profile 

107d after a step 206, the first key K 203 can be converted from ciphertext 208c into a plaintext first 

15 key K 203 using a key deciphering step 217 as depicted and described in connection with Figure 2e 

below. The key deciphering step 217 could use an asymmetric ciphering algorithm 219 with input 

of (i) ciphertext 208c and (ii) the eUICC private key 215 in order to output the plaintext first key K 

203. As described above, the use of a ciphertext 208c can be optionally omitted, and the first key K 

203 could be recorded as plaintext in a profile 107d. In this case, a step 217 for data in profile 107d 

2 o can be omitted, and thus step 217 with ciphertext 209c is depicted in Figure 2a with a dashed line. 

Although the first key K 203 and the second key K 204a are depicted in Figure 2a as 

recorded within an eUICC profile 107c or eUICC profile 107d, the first key K 203 and the second 

key K 204a can be (i) recorded in a nonvolatile memory of module 101, such as, but not limited to, 

a flash memory 101w, and (ii) without the use of an eUICC 107. In other words, embodiments 

25 contemplated herein can be used without an eUICC 107, such that (i) a module 101 can use a first 

key K 203 to authenticated with a wireless network 102, (ii) after authentication with the first key K 

203, the module can receive a symmetric key 127 to decrypt the second key K 204a into second key 
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K 204, and (iii) the module can authenticate with the wireless network 102 using the second key K 

204. In other words, an eUICC 107 can be omitted and a module 101 can perform the same steps 

for (i) receiving encrypted network access credentials and (ii) decrypting the encrypted network 

access credentials without requiring the use of an eUICC 107. 

5 In embodiments where a module 101 does not include an eUICC 107, the module can record 

the first key K 203 and the encrypted second key K 204a in a file or memory address without 

requiring the use of a profile 107 c and 107 d. For example, the first key K 203 could be recorded in 

a regular, physical UICC, and the second key K 204a could also be recorded in a regular, physical 

UICC as well. The regular, physical UICC could (i) receive the symmetric key 127 and decrypt the 

10 second key K 204a, and (ii) subsequently record the decrypted second key K 204. The module 101 

and UICC could use the decrypted second key K 204 to authenticate with the wireless network 102 

where the first key K 203 was previously used. Other possibilities exist as well for a module 101 to 

(i) use a first key K 203 and an encrypted second key K 204a without departing from the scope of 

the present invention. 

15 

Figure 2b 

Figure 2b 1s a graphical illustration for ciphering and deciphering a profile usmg a 

symmetric ciphering algorithm with input of a key, in accordance with exemplary embodiments. 

An eUICC profile 107d can be (i) ciphered using a profile ciphering algorithm 210 and (ii) 

2 o deciphered with a profile deciphering algorithm 206. Both the profile ciphering algorithm 210 and 

the profile deciphering algorithm 206 can include a symmetric ciphering algorithm 211 and the use 

of an eUICC profile key 107b. An eUICC subscription manager 109, or another node outside a 

module 101 as illustrated in Figure la, can use a profile ciphering algorithm 210 to encrypt an 

eUICC profile 107c. The processing and computational steps for performing a profile ciphering 

25 algorithm 210 could be conducted on a server associated with the eUICC subscription manager 109. 

The server associated with the eUICC subscription manager 109 can be similar to a server 105 

illustrated in Figure la, with the difference being the server associated with the eUICC subscription 
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manager 109 can be co-located, associated with, or under the operational control of an eUICC 

subscription manager 109. Data for an eUICC profile 107d used in a profile ciphering algorithm 

210 can comprise the exemplary data illustrated for a profile 107d in Figure 2a above, and an 

eUICC subscription manager 109 could receive the data for the profile 107d from a mobile network 

5 operator 104. The mobile network operator 104 could process, generate, or derive the exemplary 

values in a profile 107d that can include the network parameters 201, the first network module 

identity 202, the first key K 203, and the ciphertext 208b. As contemplated herein, the MNO 104 

could also function as a eUICC subscription manager 109, and thus in embodiments the profile 

107d could be generated by a MNO 104 as well. 

10 Symmetric ciphering algorithm 211 in a profile ciphering algorithm 210 can utilize a key 

such as an eUICC profile key 107b to encrypt or cipher data. Examples of symmetric ciphers for a 

symmetric ciphering algorithm 210 include (i) an Advanced Encryption Standard (AES) cipher, as 

specified in Federal Information Processing Standards (FIPS) Publication 197, and (ii) Triple Data 

Encryption Standard (Triple DES), as described in NIST Special Publication 800-67 Revision 1, 

15 "Recommendation for the Triple Data Encryption Algorithm (TDEA) Block Cipher (Revised 

January 2012)". Other symmetric ciphers and/or combinations of symmetric ciphers can be utilized 

as well for a symmetric ciphering algorithm 210 without departing from the scope of the present 

invention. In general, a symmetric ciphering algorithm 211 in a profile ciphering algorithm 210 

(and other steps for symmetric ciphering contemplated herein) can accept input of plaintext and a 

20 key, and using the two sets of input data, the symmetric ciphering algorithm 211 can perform 

multiple rounds of mixing, substituting, rotating, and/or perform XOR functions with the input in 

order to produce a ciphertext output. Although not illustrated in Figure 2b and Figure 2c, a set of 

cryptographic parameters can also be input into symmetric ciphering algorithms 211 in order to 

specify parameters or configurations of the symmetric ciphering algorithm 211, such as, but not 

25 limited to, the selection of 128, 192, or 256 bits with AES. 

A cipher key used with a symmetric ciphering algorithm 211, such as, but not limited to, the 

exemplary eUICC profile key 107b can comprise a random or pseudo-random number, with an 
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appropriate length or number of bits for the symmetric ciphering algorithm 211. The exemplary 

eUICC profile key 107b for use in a profile ciphering algorithm 210 could be shared between an 

eUICC subscription manager 109 and an eUICC 107 in a module 101 in several different ways. 

The eUICC profile key 107b could be recorded in or with the eUICC 107 upon manufacturing of 

5 module 101. The eUICC profile key 107b could be securely received by a module 101 using a 

wireless network 102 from the eUICC subscription manager 109 before the module 101 performs a 

step that includes a profile deciphering algorithm 206. An encrypted eUICC profile key 107b could 

be received by module 101 and then decrypted by module 101 using an asymmetric ciphering 

algorithm 219 as depicted and described in connection with Figure 2e below. The eUICC profile 

10 key 107b could also be derived by a module 101 and an eUICC subscription manager 109 (or 

another server performing the steps in a profile ciphering algorithm 210) using a key exchange such 

as, but not limited to, a Diffie-Hellman key exchange or an Elliptic Curve Diffie-Hellman key 

exchange. 

Other possibilities exist as well for a module 101 and an eUICC subscription manager 109 

15 (or another server performing the steps in a profile ciphering algorithm 210) to securely share a 

eUICC profile key 107b without departing from the scope of the present invention. In addition, 

although a single eUICC profile key 107b is illustrated in Figure 2b, an eUICC subscription 

manager 109 and an eUICC 107 could use multiple eUICC profile keys 107b, including 

embodiments where a first encrypted eUICC profile 107c is associated with a first eUICC profile 

20 key 107b and a second encrypted eUICC profile 107c is associated with a second eUICC profile 

key 107b. Further, each encrypted eUICC profile 107c could be uniquely associated with a 

different eUICC profile key 107b. Each of the different eUICC profile keys 107b could be securely 

transferred between the eUICC 107 and the eUICC subscription manager 109 using either (i) 

asymmetric ciphering 219 as illustrated in Figure 2e below, or (ii) a key exchange, as depicted and 

25 described in connection with step 303 of Figure 3 below. 

With a profile ciphering algorithm 210, the symmetric ciphering algorithm 211 can accept 

input of (i) the eUICC profile key 107b, and (ii) and an eUICC profile 107d plus an optional 
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security token 212, in order to output an encrypted eUICC profile 107c. The encrypted eUICC 

profile 107c can be reasonably secured, such that deciphering the profile 107c without the eUICC 

profile key 107b would be infeasible. After ciphering with a symmetric ciphering algorithm 211, 

deciphering the ciphertext without the cipher key would require extensive dedicated computational 

5 resources such as hundreds of servers or more for many years or longer. The optional security 

token 212 can include a string or number in order to enhance the security of the ciphertext output by 

a symmetric ciphering algorithm 211. The optional security token 211 could comprise a random 

number or other value, such that the input and output of a symmetric ciphering algorithm 211 is 

properly padded, where the length of input and output are appropriate for the symmetric ciphering 

1 o algorithm. 

Although the input of eUICC profile 107d is depicted in Figure 2b with a label of 

"plaintext", the eUICC profile 107d in a profile ciphering algorithm 210, the "plaintext" eUICC 

profile 107d can include encrypted data such as ciphertext 208b, where ciphertext 208b can include 

encrypted data ciphered with a different key than eUICC profile key 107b. In other words, a profile 

15 107c can include multiple layers of ciphering, where different layers use different cipher keys, and 

the exemplary a profile ciphering algorithm 210 with the eUICC profile key 107b can be used to 

encrypt the ciphertext 208a illustrated in Figure 2a above. As noted above with Figure 2a, 

ciphertext 208b can be either (i) included inside ciphertext 208a, or (ii) remain external to ciphertext 

208a. 

20 After a server associated with an eUICC subscription manager 109 generates the output of 

an encrypted profile 107c from a profile ciphering algorithm 210, the encrypted profile 107c can be 

transferred to module 101 through either unsecured channels, or channels that are not under the full 

control of an eUICC subscription manager 109 or a mobile network operator 104 associated with 

the profile 107c. The module 101 can receive the profile 107c through an IP network 111, 

2 5 including using the public Internet, or a manufacturer, distributor, technician, or end user could load 

the profile 107c into the module (such as, but not limited to, using a USB interface 101v). This 

initial loading of profile 107c by a manufacturer, distributor, technician, or end user may be 
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required for the first use or startup of a module 101, but then module 101 may preferably receive 

additional or subsequent profiles 107c at later times using IP network 111 and other automated, 

electronic means using a network including a wireless network 102. 

A module 101 or an eUICC 107 within module 101 can process the encrypted profile 107c 

5 using a profile deciphering algorithm 206 as depicted in Figure 2b and also depicted and described 

in Figure 2a. Note that the module 101 or eUICC 107 could record the encrypted profile 107c for a 

period of time, and take the steps to decrypt the profile 107c in a profile deciphering algorithm 206 

after receiving the eUICC profile key 107b associated with the profile 107c. Or the eUICC profile 

key 107b could be recorded in a module 101 or with an eUICC 107 before profile 107c is received, 

10 and the steps for a profile deciphering algorithm 206 could be performed after the receipt of an 

instruction from an eUICC subscription manager 109 or at a specified time or under specified 

conditions (such as a module 101 needing or preferring to connect to a wireless network 102 for the 

first time). An exemplary use and sequence for a profile deciphering algorithm 206 is depicted and 

described in connection with Figure 3 below. Other possibilities exist as well for the time that a 

15 module 101 or an eUICC 107 can process a profile deciphering algorithm 206 without departing 

from the scope of the present invention. As contemplated herein, the use of the term "step 206" can 

refer to the use of a profile deciphering algorithm 206, and a "step 207" can refer to the use of a key 

K deciphering algorithm 207, etc. 

A profile deciphering algorithm 206 can include a symmetric ciphering algorithm 211. The 

20 symmetric ciphering algorithm 211 can be equivalent to or the same as the symmetric ciphering 

algorithm 211 in a profile ciphering algorithm 210 operated by a server and as described above. 

The symmetric ciphering algorithm 211 can accept input of the eUICC profile key 107b as a cipher 

key. The module 101 or eUICC 107 could securely receive the eUICC profile key 107b using the 

steps described above in connection with a profile ciphering algorithm 210. An exemplary transfer 

25 or key exchange for module 101 to receive eUICC profile key 107b is also described in Figure 2e 

and Figure 3 below. The symmetric ciphering algorithm 211 in a profile deciphering algorithm 206 

can also accept input of the encrypted eUICC profile 107c, which could comprise ciphertext 208a. 
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The symmetric ciphering algorithm 211 in a profile deciphering algorithm 206 can decrypt 

the ciphertext 208a in order to output the profile 107d, where the ciphertext 208a is converted to 

plaintext. Ciphertext 208b in a profile 107c can remain encrypted using the symmetric key 127 

after a profile deciphering algorithm 206. In other words, the profile deciphering algorithm 206 can 

5 convert a portion of the profile 107c into plaintext, where the portion comprises ciphertext 208a. 

As depicted in Figure 2a above, exemplary plaintext in a profile 107d resulting from a profile 

deciphering algorithm 206 can include a first network module identity 202 and the first key K 203. 

The resulting plaintext from a profile deciphering algorithm 206 can also optionally include a 

security token 212. Security token 212 could comprise the string or value also optionally input into 

10 the symmetric ciphering algorithm 211 in a profile ciphering algorithm 210. The security token 212 

can include a padding value to make the length of the security token 212 and profile 107d a desired 

value for the symmetric ciphering algorithm 211 or other requirements such as making the 

encrypted profile 107c a desired length. 

15 Figure 2c 

Figure 2c is a graphical illustration for ciphering and deciphering a key K using a symmetric 

ciphering algorithm with input of a key, in accordance with exemplary embodiments. A second key 

K 204a can be (i) ciphered using a key K ciphering algorithm 213 and (ii) deciphered with a key K 

deciphering algorithm 207. Both the key K ciphering algorithm 213 and the key K deciphering 

2 o algorithm 207 can include a symmetric ciphering algorithm 211 and the use of a symmetric key 

127. A mobile network operator 104 can use a key K ciphering algorithm 213 to encrypt the second 

key K 204a. The processing and computational steps for performing a key K ciphering algorithm 

213 could be conducted on a server associated with the mobile network operator 104 such as a 

server 105 illustrated in Figure la. Other possibilities exist as well for the location or association of 

25 a computer to process a key K ciphering algorithm 213 without departing from the scope of the 

present invention. 
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A key K ciphering algorithm 213 can include a symmetric ciphering algorithm 211. The 

symmetric ciphering algorithm 211 can similar to the symmetric ciphering algorithm 211 as 

depicted and described in connection with Figure 2b above. A symmetric ciphering algorithm 211 

can include a collection of different symmetric ciphers, such that a first symmetric cipher 

5 comprising the AES cipher could be used in a Figure 2b, while a different symmetric cipher could 

be used in a Figure 2c. Or, the same algorithm within symmetric ciphering algorithm 211 can be 

used in a symmetric ciphering algorithm 211 in Figure 2b and Figure 2c. The symmetric ciphering 

algorithm 211 in a key K ciphering algorithm 213 can accept input of a symmetric key 127 and 

plaintext in the form of a second key K 204. The second key K 204 could represent a random 

10 number, such as, but not limited to, an exemplary 128 random number currently used as a shared 

secret key K in standard L TE networks and a different length for second key K 204 could be used as 

well. The second key K 204 could be derived or processed by the function of an authentication 

center with a home subscriber server (HSS). Although not illustrated in Figure 2c, but as illustrated 

in Figure 2a, the plaintext as input into a symmetric ciphering algorithm 211 can also include a 

15 second network module identity 209. The input into a symmetric ciphering algorithm 211 for a key 

K ciphering algorithm 213 can also include a number, value, or string for a security token 212. The 

use of a security token 212 is depicted and described in connection with Figure 2b above. Thus, a 

mobile network operator 104 could also use a key K ciphering algorithm 213 to encrypt other data 

in addition to a second key K 204. 

20 The symmetric key 127 input into a symmetric ciphering algorithm 211 in a key K ciphering 

algorithm 213 can comprise a random number processed or generated by a server 105, where the 

server 105 is associated with a mobile network operator 104. The server processing or deriving a 

symmetric key 127 can comprise or be associated with an HSS for an LTE or LTE advanced 

network. As illustrated in Figure 2c, the symmetric key 127 can comprise a cipher key for the 

25 symmetric ciphering algorithm 211. A cipher key used with a symmetric ciphering algorithm 211, 

such as, but not limited to, the exemplary symmetric key 127 can comprise a random or pseudo­

random number, with an appropriate length or number of bits for the symmetric ciphering algorithm 
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211 in a key K ciphering algorithm 213. Using the input of the symmetric key 127 and the plaintext 

second key K 204, the symmetric ciphering algorithm 211 could output an encrypted second key K 

204a. As illustrated in Figure 2c and Figure 2a above, the encrypted second key K 204a could be 

included in ciphertext 208b. The symmetric ciphering algorithm 211 in a key K ciphering 

5 algorithm 213 may also optionally include a security token 212, as illustrated. 

After processing the ciphertext 208b, the mobile network operator 104 can either (i) include 

the ciphertext 208b in a profile 107d and send the profile 107d to an eUICC subscription manager 

109, or (ii) send the ciphertext 208b directly an eUICC subscription manager 109 for the eUICC 

subscription manager 109 to include the ciphertext 208b in a profile 107d. Ciphertext 208b could 

10 be recorded in or with an eUICC profile 107d, where an eUICC subscription manager 109, or 

another server associated with an eUICC subscription manager 109 can subsequently encrypt the 

eUICC profile 107d using a profile ciphering algorithm 210 depicted and described in connection 

with Figure 2b above. Other possibilities exist as well for the timing an sequence of steps for 

transferring and recording a ciphertext 208b output from a key K ciphering algorithm 213 without 

15 departing from the scope of the present invention. After profile 107d with ciphertext 208b has been 

created, the profile 107d can be ciphered with a profile ciphering algorithm 210 to create an 

encrypted profile 107c, as illustrated in Figure 2b above. 

The exemplary symmetric key 127 for use in a key K ciphering algorithm 213 could be 

shared between a module 101 with an eUICC 107 and the mobile network operator 104 in several 

20 different ways. The symmetric key 127 could be sent from the mobile network operator 104 

(possibly using a server 105) to a module 101 after (i) the module properly authenticates with the 

mobile network operator 104 and/or a wireless network 102 associated with the MNO 104 using the 

first key K 203, and (ii) a user 113 associated with the module 101 authenticates with the MNO 

104. Note that if MNO 104 sends the symmetric key 127 to module 101 after module 101 uses the 

25 first key K 203 to authenticate, then the ciphering or encryption of the channel used to send the 

symmetric key K 127 can be within the control of MNO 104 (whereas the communications channel 

and ciphering keys used to send encrypted profile 107c may be outside the control of MNO 104). 
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The symmetric key K 127 could also be derived by a module 101 and an MNO 104 using a key 

exchange, where the symmetric key K 127 could be derived using a RAND 118 value received by 

the module 101 after authenticating with the first key K 203, where the module 101 and/or eUICC 

107 derives the symmetric key K 127 using the RAND 118 value and the first key K 203. Other 

5 possibilities exist as well for a module 101 and a mobile network operator 104 to securely share a 

symmetric key 127 without departing from the scope of the present invention. 

A module 101 or an eUICC 107 within module 101 can process the ciphertext 208b using a 

key K deciphering algorithm 207 as depicted in Figure 2c. Note that the module 101 or eUICC 107 

could record the ciphertext 208b for a period of time, and take the steps to decrypt the ciphertext 

10 208b with a key K deciphering algorithm 207 after receiving or deriving the symmetric key 127. Or 

the symmetric key 127 could be recorded in a module 101 or with an eUICC 107 before ciphertext 

208b is decrypted, and the steps for a key K deciphering algorithm 207 could be performed after the 

receipt of an instruction from the MNO 104 to decrypt the second key K 204a. An exemplary use 

and sequence for a key K deciphering algorithm 207 is depicted and described in connection with 

15 Figure 3 below. Other possibilities exist as well for the time that a module 101 or an eUICC 107 

can process a key K deciphering algorithm 207 without departing from the scope of the present 

invention. 

A key K deciphering algorithm 207 can include a symmetric ciphering algorithm 211. The 

symmetric ciphering algorithm 211 can be equivalent to or the same as the symmetric ciphering 

20 algorithm 211 in a key K ciphering algorithm 213 performed by an MNO 104 and as described in 

this Figure 2c above. The symmetric ciphering algorithm 211 can accept input of the symmetric 

key 127 as a cipher key. The module 101 or eUICC 107 could securely receive or derived the 

symmetric key 127 using the steps described above in connection with a key K ciphering algorithm 

213. The symmetric ciphering algorithm 211 in a key K deciphering algorithm 207 can also accept 

25 input of the encrypted key K 204a, which could comprise ciphertext 208b. Additional data, such as, 

but not limited to a second module identity 209a could optionally be included within ciphertext 

208b. 
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The symmetric ciphering algorithm 211 in a key K deciphering algorithm 207 can decrypt 

the ciphertext 208b in order to output the plaintext second key K 204, such that the ciphertext 208b 

is converted to plaintext. The resulting plaintext from a key K deciphering algorithm 207 can also 

optionally include a security token 212. Security token 212 could comprise the string or value also 

5 optionally input into the symmetric ciphering algorithm 211 in a key K ciphering algorithm 213. 

10 

The security token 212 can include a padding value to make the length of the security token 212 and 

second key K 204a a desired value for the symmetric ciphering algorithm 211 or other requirements 

such as making the ciphertext 208b a desired length. 

Figure 2d 

Figure 2d is a graphical illustration of a public key and a private key for an eUICC, in 

accordance with exemplary embodiments. An eUICC 107 within a module 101 can include an 

eUICC private key 215, which can be associated with an eUICC public key 214. The eUICC 

private key 215 and eUICC public key 214 can comprise a public key infrastructure (PKI) key pair 

15 for eUICC 107. The eUICC subscription manager 109 can record the eUICC public key 214 along 

with an eUICC identity 107a, such that the eUICC subscription manager 109 can properly associate 

one of a plurality of eUICC public keys 214 with the proper eUICC 107. Although not illustrated in 

Figure 2d, an eUICC subscription manager 109 could record the eUICC public key 214 and an 

associated eUICC identity 107a in a database. The use of an eUICC ID 107a is also depicted and 

2 o described in connection with Figure 3 below. 

The eUICC private key 215 and eUICC public key 214 could be processed using RSA 

algorithms or elliptic curve cryptography (ECC) algorithms, and other possibilities exist as well for 

the format of PKI keys without departing from the scope of the present invention. An ECC key 

length of 283 bits provides security similar to an RSA key length of approximately 2048 bits, and in 

2 5 an exemplary embodiment the eUICC key pair can utilize an ECC algorithm, although an RSA 

algorithm or other algorithms for PKI keys could also be utilized by an eUICC 107. The eUICC 

private key 215 can be processed or derived using a random number. eUICC public key 214 can 
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comprise a key recorded in an X.509 certificate that also includes a module identity 110 and/or 

eUICC identity 107a, although the use of an X.509 certificate with an eUICC public key 214 is not 

required. The eUICC public key 214 in the form of an X.509 certificate can optionally be signed by 

a certificate authority. The keys can support standards such as, but not limited to, the International 

5 Organization for Standardization (ISO) ISO/IEC 9594 series of standards (herein incorporated by 

reference) and the Internet Engineering Task Force (IETF) RFC 5280 titled "Internet X.509 Public 

Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile" (herein incorporated 

by reference), including future updates to these standards. 

Several possibilities exist for the source of an eUICC private key 215 and eUICC public key 

10 214. The eUICC private key 215 and eUICC public key 214 be generated using standard software 

tools such as, but not limited to, Openssl, libmcrypt, and/or and Crypto++, and other tools to 

generate public and private keys exist as well. Public and private keys as contemplated herein could 

be recorded in a file such as, but not limited to, a * .pem file (Privacy-enhanced Electronic Mail), a 

file formatted according to Basic Encoding Rules (BER), Canonical Encoding Rules (CER), or 

15 Distinguished Encoding Rules (DER), or as text or binary file. Other formats for public and private 

keys may be utilized as well, including proprietary formats. A module 101 could derive the PKI 

key pair using a set of cryptographic algorithms and a key pair generation algorithm. The module 

101 could derive the PKI key pair using a random number generator 128 and a set of cryptographic 

algorithms 141, where the random number generator 128 uses input from a sensor l0lf and/or a 

2 o clock 160 in order to obtain a random number with a high degree of information entropy. 

A manufacturer of module 101 or an eUICC subscription manager 109 could also derive the 

eUICC private key 215 and eUICC public key 214 in a server, and load the eUICC private key 215 

into a nonvolatile memory of module 101 before distribution of the module 101. The manufacturer 

of module 101 could send or make available the eUICC public key 214 to an eUICC subscription 

25 manager 109. The module 101 could send record the eUICC public key 214 and send the eUICC 

public key 214 along with the eUICC identity 107a (possibly with or in the form of a module 
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identity 110) to an eUICC subscription manager 109 before the module 101 receives the encrypted 

eUICC profile 170c. 

Although Figure 2d illustrates an eUICC private key 215 and eUICC public key 214, a 

module 101 could use a PKI key pair associated with module 101 instead of being associated with 

5 an eUICC 107 in order to use an asymmetric ciphering algorithm as depicted in Figure 2e below. In 

other words, a module 101 and an eUICC subscription manager 109 could use a module private key 

112a and a module public key 112b in order to obtain the same functionality of an eUICC private 

key 215 and an eUICC public key 214. A module private key 112a and a module public key 112b 

for a module 101 could have the same properties and characteristics for an eUICC private key 215 

1 o and an eUICC public key 214 as described herein. Other possibilities exist as well for the source or 

use of a PKI key pair for an eUICC private key 215 and eUICC public key 214 without departing 

from the scope of the present invention. 

In exemplary embodiments, both the eUICC subscription manager 109 and the eUICC 107 

can include a set of digital signature algorithms 221, in order to sign and verify messages between 

15 (i) an eUICC 107 and eUICC subscription manager 109, and (ii) eUICC subscription manger 109 

and MNO 104. Digital signature algorithms 221 can also verify signatures such as, but not limited 

to, comparing that (i) a first secure hash value received from a sending node matches (ii) a second 

secure hash value calculated using a recorded public key associated with the sending node. Digital 

signature algorithms 221 can utilize algorithms in National Institute of Standards (NIST) "FIPS 

20 186-4: Digital Signature Standard", or IETF RFC 6979 titled "Deterministic Usage of the Digital 

Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA)". The use of 

ECDSA algorithm within a set of digital signature algorithms 221 may be preferred if keys such as, 

but not limited to, eUICC private key 215 and eUICC public key 214 are based on elliptic curve 

cryptography. Digital signature algorithms 221 could also include an RSA digital signature 

25 algorithm (DSA) for use with RSA-based public and private keys. Other PKI standards or 

proprietary techniques for securely generating digital signatures and verifying digital signatures 

may be utilized as well in digital signature algorithms 221. As depicted and described in connection 
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with Figure 3 below, a digital signature algorithm 221 can be used in a step 205 in order to 

authenticate an eUICC 107 operating in a module 101 with an eUICC subscription manager 109. 

As illustrated in Figure 2d, the eUICC subscription manager 109 may also be associated 

with an eUICC subscription manager public key 220 and an eUICC subscription manager private 

5 key 222, and the two keys can comprise a PKI key pair for the eUICC subscription manager 109. 

The eUICC subscription manager public key 220 and an eUICC subscription manager private key 

222 can be formatted and processed by algorithms equivalent or similar to the algorithms and 

format for the eUICC public key 214 and the eUICC private key 215 described in this Figure 2d 

above. The eUICC subscription manager public key 220 can optionally be signed by a certificate 

10 authority. An eUICC 107 can use the digital signature algorithms 221 and the eUICC subscription 

manager public key 220 to verify a digital signature from the eUICC subscription manager 109. 

Although not illustrated in Figure 2d, the eUICC 107 or module 101 could also record a public key 

associated with the mobile network operator 104, and use the public key associated with the mobile 

network operator 104 to verify a digital signature from the mobile network operator 104 using the 

15 digital signature algorithms 221. 

Figure 2e 

Figure 2e is a graphical illustration for ciphering and deciphering a key for an eUICC using 

an asymmetric ciphering algorithm using a PKI key pair, in accordance with exemplary 

20 embodiments. An eUICC subscription manager 109 could process or calculate a key ciphering 

algorithm 216 and a module 101 or eUICC 107 could process or calculate a key deciphering 

algorithm 217. The eUICC key ciphering algorithm 216 can use an asymmetric ciphering algorithm 

219 with an input of (i) an eUICC public key 214 as a cipher key and (ii) the eUICC profile key 

107b as plaintext in order to output ciphertext of an encrypted eUICC key 218. The plaintext 

25 eUICC profile key 107b can comprise a random number of appropriate length for processing a 

profile ciphering algorithm 210 and profile deciphering algorithm 206 as depicted and described in 

connection with Figure 2b above. As illustrated in Figure 2e, the input into a key ciphering 
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algorithm 216 could also include an optional security token 212, where a security token 212 is 

depicted and described in connection with Figure 2b above. 

An asymmetric ciphering algorithm 219 within a key ciphering algorithm 216 and a key 

deciphering algorithm 217 an comprise an algorithm for utilizing public key infrastructure (PKI) 

5 techniques to both (i) encrypt plaintext with a public key and (ii) decrypt plaintext with a private 

key. Example algorithms within asymmetric ciphering algorithm 219 include an RSA algorithm 

and an elliptic curve cryptography (ECC) algorithm, and other asymmetric ciphering algorithms 

could be utilized as well. The use and application of RSA algorithms and cryptography are 

described within IETF RFC 3447 titled "Public-Key Cryptography Standards (PKCS) #1: RSA 

10 Cryptography Specifications Version 2.1", herein incorporated by reference, among other published 

standards for the use of RSA algorithms. The use of an RSA algorithm in an asymmetric ciphering 

algorithm 219 for encryption and decryption, can also be processed according to the description of 

the RSA algorithm according to the Wikipedia entry for "RSA (algorithm)" as of September 9, 

2013, which is incorporated by reference herein. The use and application of an ECC algorithm for 

15 asymmetric ciphering algorithm 219 can conform with algorithms within IETF RFC 6090 titled 

"Fundamental Elliptic Curve Cryptography Algorithms" (herein incorporated by reference), among 

other published standards using ECC. Asymmetric ciphering algorithm 219 can also utilize elliptic 

curve cryptography algorithms for the Wikipedia entry for "Elliptic curve cryptography" as of 

September 9, 2013, which is incorporated by reference herein. 

20 ECC algorithms (with corresponding ECC-based PKI keys) may utilized for asymmetric 

ciphering algorithm 219 according to exemplary preferred embodiments in order to maintain high 

security with smaller key lengths, compared to RSA, thereby helping to comparably reduce the 

message lengths, radio frequency spectrum utilization, and processing power required by module 

101. RSA algorithms (with corresponding RSA-base PKI keys) for asymmetric ciphering algorithm 

25 219 may be utilized in other embodiments in order to maintain compatibility with deployed or 

legacy software and systems that supports RSA based keys and algorithms. 
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After an eUICC subscription manager 109 uses a eUICC key ciphering algorithm 216 to 

convert a plaintext eUICC profile key 107b into a ciphertext as an encrypted eUICC key 218, the 

eUICC subscription manager can send the ciphertext to the module 101. The eUICC subscription 

manager could send the ciphertext as an encrypted eUICC key 218 to module 101 using an IP 

5 network 111, and the IP network 111 could comprise the public Internet. In this manner, the 

module 101 can securely receive the encrypted eUICC key 218 in order to perform, process, or 

calculate a key deciphering algorithm 217. Third parties with access to the encrypted eUICC key 

218 would not feasibly be able to read the plaintext eUICC profile key 107b, even with access to the 

eUICC public key 214. The module 101 could receive the encrypted eUICC key 218 along with an 

10 eUICC profile identity 107e in order to determine a profile 107c associated with the encrypted 

eUICC key 218, where a subsequent step (after deciphering the encrypted eUICC key 218) could 

comprise a profile deciphering algorithm 206. The module 101 could receive the encrypted eUICC 

key 218 either before or after receiving the profile 107c. 

After receiving the encrypted eUICC key 218, the module 101 or eUICC 107 could decrypt 

15 the encrypted eUICC key 218 using a key deciphering algorithm 217. A key deciphering algorithm 

217 can include a asymmetric ciphering algorithm 219. The asymmetric ciphering algorithm 219 

can be equivalent to or the same as the asymmetric ciphering algorithm 219 in a key ciphering 

algorithm 216 operated or processed by an eUICC subscription manager 109 as described in this 

Figure 2e above. The asymmetric ciphering algorithm 219 in a key deciphering algorithm 217 can 

20 accept input of the eUICC private key 215 as a cipher key. The asymmetric ciphering algorithm 

219 in a key deciphering algorithm 217 can also accept input of the encrypted eUICC key 218 as a 

ciphertext. The key deciphering algorithm 217 can use an asymmetric ciphering algorithm 219 with 

an input of (i) an eUICC private key 215 as a cipher key and (ii) the encrypted eUICC key 218 as 

ciphertext in order to output plaintext of an eUICC profile key 107b. As illustrated in Figure 2e, the 

25 plaintext could also optionally include a security token 212. After processing a plaintext eUICC 

profile key 107b from a key deciphering algorithm 217, module 101 or eUICC 107 could use the 

-73-
4875-7922-0230v. l 

Petitioner Samsung Ex-1004, 0433



Atty. Dkt. No. 63121/0212 

plaintext eUICC profile key 107b in order to perform a profile deciphering algorithm 206 as 

illustrated in Figure 2b. 

Although exemplary embodiments can include the use of a key ciphering algorithm 216 and 

a key deciphering algorithm 217 in order to securely transfer the eUICC profile key 107b from an 

5 eUICC subscription manager 109 to a module 101, a key ciphering algorithm 216 and a key 

deciphering algorithm 217 can be omitted in other exemplary embodiments. For example, if the 

eUICC subscription manager and module 101 or eUICC 107 support the use of a secure key 

exchange such as Diffie-Hellman or ECDH, then the eUICC profile key 107b could be mutually 

derived by the two nodes and the encrypted eUICC key 218 would not need to be transferred 

1 o through an IP network 111 between the two nodes. 

In another embodiment, as depicted in Figure 2e, the key ciphering algorithm 216 and key 

deciphering algorithm 217 may also be used with ciphertext 208c with an encrypted first key K 203 

and a plaintext of the first key K 203, if a profile 107d includes ciphertext 208c with encrypted first 

key K 203. In this case, a mobile network operator 104 could perform the key ciphering algorithm 

15 216 with input of (i) the plaintext first key K 203 and (ii) the eUICC public key 214 in order to 

output ciphertext 208c. The ciphertext 208c can include the encrypted first key K 203, although the 

ciphertext 208c could also include other data such as the network parameters 201. The MNO 104 

could send the ciphertext 208c (with the encrypted first key K) to the eUICC subscription manager 

109 in a step 302b in Figure 3 for inclusion in the profile 107d and profile 107c. As depicted in 

20 Figure 2e, a module 101 or eUICC 107 could perform the key deciphering algorithm 217 on the 

ciphertext 208c with the first encrypted key K 203 in order to obtain the plaintext first key K 203. 

In this manner, the first key K 203 is not shared as plaintext with any entities besides the MNO 104 

and a module 101 with the eUICC 107. In other words, a MNO 104 can use a key ciphering 

algorithm 216 to prevent the sharing of a plaintext first key K 203 with an eUICC subscription 

2 5 manager 109. 

In addition, although Figure 2e illustrates an eUICC subscription manager as performing the 

eUICC key ciphering algorithm 216 and the module 101 or eUICC 107 as performing the eUICC 
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key deciphering algorithm 217, an alternative embodiment contemplates that the eUICC 

subscription manager 109 performs the eUICC key deciphering algorithm 217 and the module 101 

or eUICC 107 performs the eUICC key ciphering algorithm 216. In this alternative embodiment, 

the module 101 can (i) derive the eUICC profile key 107b, and (ii) send the ciphertext comprising 

5 the encrypted eUICC key 218 to the eUICC subscription manager 109. In this alternative 

embodiment, the module 101 can (i) use the eUICC subscription manager public key 220 to cipher 

the derived eUICC profile key 107b, (ii) send the encrypted eUICC profile key 107b to the eUICC 

subscription manager 109, and (iii) the eUICC subscription manager 109 can decrypt the encrypted 

eUICC profile key 107b using the eUICC subscription manager private key 222. In this alternative 

10 embodiment, the eUICC subscription manager 109 could (i) use the eUICC key deciphering 

algorithm 217 to decrypt the encrypted eUICC key 218 received from the module 101, and then (ii) 

subsequent encrypt the profile 107d into a profile 107c using a profile ciphering algorithm 210 as 

depicted and described in connection with Figure 2b above. 

15 Figure 3 

Figure 3 is a simplified message flow diagram illustrating an exemplary system with 

exemplary data sent and received by a module with an eUICC, in accordance with exemplary 

embodiments. System 300 can include an eUICC subscription manager 109, an IP network 111, a 

mobile network operator 104, a module 101. A module 101 can include a network application l0lx 

20 and an eUICC 107. The network application l0lx can perform the operations for communicating 

with the wireless network 102 (i) at the data-link layer using standards for PLMN networks such as, 

but not limited to exemplary radio resource control standards within ETSI TS 136 331 v.10.7 

entitled "LTE; Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control 

(RRC); Protocol Specification", which is herein incorporated by reference, and (ii) at the network 

2 5 layer using Internet Protocol. Other standards for communication at the data-link layer between a 

network application l0lx and a mobile network operator 104 can be utilized as well without 

departing from the scope of the present invention. The (i) mobile device 101, using the network 
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application l0lx, and (ii) the mobile network operator 104 can send and receive data using the 

wireless network 102 depicted and described in connection with Figure la. Although a single 

module 101 is illustrated in system 300 in Figure 3, a system 300 could include a plurality of 

modules 101. 

The network application l0lx and the eUICC 107 can send and receive data locally within 

the module 101 using an operating system 101h and/or a system bus 101d. The network application 

l0lx and the eUICC 107 can send and receive data locally within the module 101 using an eUICC 

driver 128 as depicted and described in connection with Figure lb and Figure le. The module 101, 

using a network application l0lx, can send and receive data with the eUICC subscription manager 

10 109 using the IP network 111. As illustrated in Figure 3, the module 101 can send and receive data 

with the eUICC subscription manager 109 in a step 205 using an initial network. 

The initial network could comprise a different wireless network 102 than a wireless network 

102 (i) for the mobile network operator 104, and (ii) used for a first authentication 304 and a second 

authentication 310. In other words, module 101 can send and receive data for an eUICC profile 

15 107c through a initial network that is different than the wireless network 102 associated with the 

mobile network operator 104. The network application l0lx could support different standards for 

wireless networking technologies, such that the different wireless network 102 used to access the 

eUICC subscription manager 109 could comprise exemplary networks such as WiFi or LTE 

Advanced, and the network application l0lx could use LTE to communicated with the mobile 

20 network operator 104. Other possibilities exist as well for the network application l0lx to support 

communication with a variety of different networks without departing from the scope of the present 

invention. 

The left side of network application l0lx in Figure 3 for communication with the mobile 

network operator 104 can comprise communication through a radio l0lz with the wireless network 

25 102, and the right side of network application l0lx can comprise internal communication within 

module 101 as described in the paragraph above and also Figure le above. The internal 

communication between network application l0lx and eUICC 107 using an operating system 101h 
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could comprise either (i) sharing memory l0le, where module 101 writes data such as, but not 

limited to, an exemplary RAND 118 value and eUICC 107 reads the values from the shared 

memory l0le, or (ii) using loopback UDP ports within operating system 101h, such that network 

application l0lx sends a UDP datagram with the RAND 118 value using a first UPD loopback port, 

5 and the eUICC 107 receives the UDP datagram with the RAND 118 value using a second UDP 

loopback port. For an operating system 101h within module 101 using 1Pv4 addresses, the 

addresses used for the UDP loopback ports could comprise addresses in the range of the 127.0.0.0/8 

address block. For an operating system 101h within module 101 using 1Pv6 addresses, the 

addresses used for the UDP loopback ports could comprise an : : 1 address. In another embodiment 

10 illustrated in Figure lf above, the eUICC 107 can communicate with the MNO 104 directly for 

embodiments where the eUICC 107 includes an IP address 106c. 

At a step 301, a module 101 can record an eUICC identity 107a, an address 109a of an 

eUICC subscription manager 109, and an eUICC private key 215 associated with the eUICC 107. 

A manufacturer, distributor, technician, end user, or installer of module 101 could record the data 

15 for a step 301 in module 101, or the data could be downloaded or accessed separately via an IP 

network 111, including the public Internet. Other data could be included in a step 301 as well, such 

as, but not limited to, the software or firmware comprising the eUICC 107, an eUICC profile key 

107b, an eUICC public key 214, an eUICC subscription manager public key 220, an eUICC driver 

128, an initial profile 107d or 107c, and policy rules for allowing access to the profiles, and other 

20 additional data could be included in a step 301 as well. Additional optional data for recording with 

an eUICC 107 in a step 301 are depicted on the second line of step 301 in Figure 3. 

In an exemplary embodiment, a manufacturer of module 101 records the exemplary data for 

an eUICC 107 in a step 301, such that a module 101 can being operations and connecting to an 

initial wireless network 102 upon power-up in order to establish initial communications, including 

25 allowing the communication with the eUICC subscription manager 109 through the initial wireless 

network 102. As noted above in this Figure 3, an initial wireless network 102 used for the eUICC 

107 to access the eUICC subscription manager 109 can be different than the wireless network 102 
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used to access the mobile network operator 104. The address 109a of an eUICC subscription 

manager 109 could comprise either an IP address or a domain name, and in an exemplary 

embodiment the address 109a comprises a domain name and the module 101 can query for the IP 

address associated with the domain name for address 109a via either a domain name system (DNS) 

5 query or a secured DNS query (DNSSEC). A module 101 can connect with an initial wireless 

network 102 (different than the depicted wireless network 102 in Figure 3) after a step 301 in order 

to communicate with an eUICC subscription manager 109. 

At a step 302a, an eUICC subscription manager 109 could record data for the eUICC 107. 

The data could include (i) an eUICC identity 107a, (ii) a profile 107c, (iii) an eUICC public key 

10 214, (iv) an eUICC subscription manager public key 220 and private key 222, (v) an eUICC profile 

key 107b with an associated eUICC profile identity 107e, (vii) a module identity 110 (for 

embodiments where the module identity 110 for the eUICC 107 is known before the eUICC 107 

sends and receives data with the eUICC subscription manager 109), (viii) and parameters for a 

symmetric ciphering algorithm 211 and an asymmetric ciphering algorithm 219 used by the eUICC 

15 107. The parameters for a symmetric ciphering algorithm 211 and an asymmetric ciphering 

algorithm 219 used by the eUICC 107 could specify the ciphers used, such as (i) selecting an 

exemplary 128 or 192 bit keys for use with an AES cipher for a symmetric ciphering algorithm 211 

used with a eUICC 107 and eUICC identity 107a, and (ii) selecting an exemplary elliptic curve or 

RSA algorithm for use with an asymmetric ciphering algorithm 219. The eUICC subscription 

2 o manager 109 could also record related data for the operation of eUICC 107 with eUICC 

subscription manager 109 in a step 302a. 

At a step 302a, the eUICC subscription manager 109 could receive the profile 107d from the 

mobile network operator 104, and an exemplary profile 107d is depicted and described in 

connection with Figure 2a. Or, eUICC subscription manager 109 could receive a subset of data for 

25 the exemplary profile 107d from the MNO 104 in a step 302a without receiving the entire profile 

107d. As one example, the MNO 104 may not know the eUICC profile identity 107e for the eUICC 

profile 107d, and thus the MNO 104 may not send the complete profile 107d but the MNO 104 
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could send data for the profile 107d to the eUICC subscription manager 109 in a step 302a. In an 

exemplary embodiment, the eUICC subscription manager 109 could receive a subset of data for the 

profile 107d using the IP network 111 over a secured link or connection to the MNO 104. The 

profile 107d in a step 302a could include both ciphertext 208b and plaintext of a set of network 

5 parameters 201, a first network module identity 202, and a first key K 203. As depicted and 

described in connection with Figure 2a, the ciphertext 208b could comprise an encrypted second 

key K 204a. The ciphertext 208b could also include the second network module identity 209a. In 

an exemplary embodiment, the plaintext first key K 203 could be optionally omitted from being 

received from an MNO 104 in a step 302a, and the eUICC subscription manager 109 can receive 

10 the first key K 203 in the form of a ciphertext 208c below in a step 302b. The eUICC subscription 

manager 109 could use a server or a plurality of servers similar to a server 105 in order to take the 

processing and communication steps described herein for an eUICC subscription manager 109 in 

this step 302a and also additional steps for an eUICC subscription manager 109 described 

throughout Figure 3. 

15 After a module 101 powers up and established connectivity with the IP network 111, an 

eUICC 107 operating in a module 101 could then perform a step 205 in order to receive an eUICC 

profile 107c using the IP network 111. The use and operation of a step 205 is also depicted and 

described in connection with Figure 2a above. In a step 205, an eUICC 107 could send an eUICC 

identity 107a to the eUICC subscription manager 109. The module 101 could use a network 

20 application l0lx to send the eUICC identity 107a, such as the network application l0lx writing 

data with the eUICC identity 107a to a physical interface 101a, and the physical interface 101a 

could include a radio l0lz. Or, using the exemplary embodiment illustrated in Figure lf above, the 

eUICC 107 could be associated with an IP address 106c, and the eUICC 107 could send the eUICC 

identity 107a to the eUICC subscription manager 109 without using a separate network application 

25 l0lx associated with the wireless network 102. During a step 205 for a module 101 or eUICC 107, 

an eUICC subscription manager 109 could receive the eUICC identity 107a and perform a step 

302b. In an exemplary embodiment, both a module identity 110 and an eUICC identity 107a could 
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be sent by an eUICC 107 or a module 101 in a step 205. Or, the eUICC identity 107a could 

comprise a module identity 110, and the module identity 110 could be sent in a step 205. Other 

possibilities exist as well for identifying a module 101 or an eUICC 107 with an eUICC 

subscription manager 109 without departing from the scope of the present invention. 

5 In an exemplary embodiment, a message with the eUICC identity 107a in a step 205 could 

include a digital signature, where the digital signature is processed using (i) the eUICC private key 

215 recorded in a step 301 and (ii) a digital signature algorithm 221. The message with the eUICC 

identity 107a and a digital signature in a step 205 could preferably include a random number or 

string, including a nonce or a "number used once" such as, but not limited to, an exemplary security 

10 token 212 in order to prevent replay attacks. 

An eUICC subscription manager 109 can take several actions in a step 302b after receiving 

an identity for the eUICC 107 or module 101. A first action in a step 302b could comprise 

authenticating an eUICC 107 or a module 101 based on the eUICC identity 107a received in the 

message. In a step 302b, eUICC subscription manager 109 can authenticate the message with 

15 eUICC identity 107a according to message digest, or using the eUICC profile key 107b which could 

be recorded in the eUICC 107 in a step 301 above. In addition, the eUICC subscription manager 

could authenticate using a digital signature algorithm 221, where the message with the eUICC 

identity 107a could include a digital signature, as described in the paragraph above. 

Both the eUICC 107 and the eUICC subscription manager 109 could use the eUICC profile 

2 o key 107b as a cipher key with a symmetric ciphering algorithm 211 to encrypt/decrypt data sent 

with the eUICC identity 107a, where the successful encryption and decryption of data with eUICC 

identity 107a using the eUICC profile key 107b on both ends could be confirmation that the eUICC 

107 or module 101 is authenticated, since both parties would only be able to mutually successfully 

encrypt and decrypt by sharing the same eUICC profile key 107b. In another embodiment, the 

2 5 eUICC profile key 107b could be used as a private key with a digital signature algorithm 211 

(instead of the eUICC private key 215), in order for the eUICC 107 with the eUICC 107a to be 

authenticated. For embodiments where the module 101 with the eUICC 107 sends a digital 
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signature with the eUICC identity 107a, the eUICC subscription manager 109 could use the eUICC 

identity 107a to select the eUICC public key 214 or eUICC profile key 107b from a database. In 

this manner, the eUICC subscription manager 109 could communicate with a plurality of eUICCs 

107 and select the appropriate keys using the eUICC identity 107a. 

5 A second action in a step 302b could comprise the eUICC subscription manager 109 

authenticating with an eUICC 107 or a module 101. The eUICC subscription manager 109 could 

also authenticate with an eUICC 107 at a step 302b within a step 205, such that eUICC 107 can 

confirm an identity of the eUICC subscription manager 109, using any of the same or equivalent 

steps described in the paragraph above for an eUICC 107 to authenticate with an eUICC 

10 subscription manager 109. The eUICC subscription manager 109 could send the eUICC 107 a 

digital signature processed using a digital signature algorithm 221 and the eUICC subscription 

manager private key 222. The eUICC 107 could verify the digital signature using a eUICC 

subscription manager public key 220 (which could be recorded with an eUICC 107 in a step 301). 

The eUICC 107 could also receive data encrypted with a eUICC profile key 107b, and successful 

15 decryption of the data by the eUICC 107 using a symmetric ciphering algorithm 211 could confirm 

the eUICC subscription manager 109 also holds the eUICC profile key 107b. Note that a system 

300 could include multiple eUICC keys 107b, such that a first eUICC profile key 107b is used with 

a step 301 and step 205 in Figure 3, and a second eUICC profile key 107b could be used with a 

subsequent step 206 below. Other possibilities exist as well for an eUICC 107 and an eUICC 

20 subscription manager 109 to perform a 2-way authentication in a step 205 and a step 302b in Figure 

3 without departing from the scope of the present invention. 

In another exemplary embodiment, where data received from an MNO 104 does not include 

a plaintext first key K 203 for inclusion in a profile 107d, for a third action in a step 302b, the 

eUICC subscription manager 109 could send the eUICC identity 107a (or the module identity 110) 

25 and the eUICC public key 214 to the MNO 104. In this embodiment, the MNO 104 could also use 

the key ciphering algorithm 216 depicted and described in connection with Figure 2e above in order 

to encrypt the first key K 203 with the eUICC public key 214. The output of an MNO 104 using a 
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key ciphering algorithm 216 could comprise a ciphertext 208c of an encrypted first key K 203. 

Thus, at a step 302b for the embodiment described in this paragraph, the eUICC subscription 

manager 109 could receive the first key K 203 for a profile 107d as ciphertext 208c (instead of a 

plaintext first key K 203 for profile 107d in Figure 2a), In this manner, the first key K 203 in a 

5 profile 107d could be recorded as ciphertext 208c, which is also depicted and described as an 

optional format for the first key K 203 in Figure 2a and Figure 2e. 

In an exemplary embodiment, the MNO 104 can send the ciphertext 208c only after a user 

113 conducts a separate authentication step 308b below. In other words, a step 308b could also be 

used concurrently with a step 302b, where the step 302b includes the receipt of an encrypted first 

10 key K 203 in a ciphertext 208c. In this manner, the MNO 104 can retain control over the release of 

an encrypted first key K 203, such that the first key K 203 in a ciphertext 208c is only received by 

an eUICC subscription manager 109 in a step 302 or a eUICC 107 in a step 205 after a user 113 

(associated with the module 101 with the eUICC 107) authenticates with the MNO 104. In this 

embodiment, a separate authentication step 308b below can be optionally omitted, and the use of an 

15 encrypted second key K 204a in ciphertext 208b can also be omitted. In this embodiment, a user 

113 of the module 101 can access the wireless network 102 of the mobile network operator 104 

using the first key K 203 which has been (i) encrypted by the mobile network operator 104 using a 

key ciphering algorithm 216 in a step 302b, and (ii) only available to module 101 or eUICC 107 (or 

eUICC subscription manager 109) after a user 113 conducts an authentication step 308b with MNO 

20 104. 

After the eUICC subscription manager 109 receives and/or processes all the data for a 

profile 107d, including subsets of data from a MNO 104 described for this step 302b above, a fourth 

action in a step 302b could comprise the eUICC subscription manager 109 ciphering a profile 107d 

using a profile ciphering algorithm 210, in order to convert profile 107d with plaintext into a profile 

25 107c with ciphertext. Some elements in a profile 107c could remain plaintext as well, such as the 

exemplary profile identity 107e. The eUICC subscription manager 109 could use an eUICC profile 

key 107b, where the eUICC profile key 107b in a profile ciphering algorithm 210 can be different 
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than an eUICC profile key 107b used to authenticate eUICC 107 with eUICC identity 107a. Or, the 

same eUICC profile key 107b could be used to both cipher profile 107d and authenticate eUICC 

107. Note that this fourth action in a step 302b could also take place at an earlier time than at step 

302b, such that eUICC subscription manager 109 could assemble and cipher the profile 107d into a 

5 profile 107c at an earlier time, such as before receiving the eUICC identity 107a, or concurrent with 

a step 301a. Other possibilities exist as well for the timing and sequence for an eUICC subscription 

manager to assemble and process a profile 107c without departing from the scope of the present 

invention. 

After a step 302b, the eUICC subscription manager 109 can send the authenticated eUICC 

10 107 a profile 107c in a step 205, as depicted in Figure 3. Either the eUICC subscription manger 109 

or the eUICC 107 can select the profile 107c to be received by the eUICC 107. In one embodiment, 

a module 101 can search for radio beacons from base stations 103 for wireless networks 102 

surrounding the module 101, and upon finding new possible wireless network 102 to connect with, 

the module 101 or eUICC 107 could query or request the eUICC subscription manager 109 for a 

15 profile 107c associated with a mobile network operator 104 for a radio beacon observed by the 

module 101. Commercial business arrangements among the user of module 101, the eUICC 

subscription manager 109, and the mobile network operator 104 can determine the availability of a 

profile 107c for a module 101 with an eUICC 107. 

In another embodiment, the eUICC subscription manager 109 could periodically send the 

20 module 101 and/or eUICC 107 new profiles 107c as they become available to a user 113 of a 

module 101 or available to the eUICC subscription manager 109. In a preferred embodiment, the 

eUICC subscription manager 109 can send the profile 107c to the module 101 using a network 

application l0lx, where the network application l0lx forwards the data to the eUICC 107. As 

described above in this Figure 3, the network application l0lx could communicate with the eUICC 

25 107 using the operating system 101h as illustrated in Figure le, and other possibilities exist as well. 

Note that eUICC subscription manager 109 sends the profile 107c, where the network access 

credentials (including the first key K 203) are encrypted with an eUICC profile key 107b, and in 
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this manner intermediate nodes on the IP network 111 would not feasibly be able to read the data 

within the profile 107c. 

In an exemplary embodiment, the eUICC subscription manager 109 can send the module 

101 a pointer, uniform resource locator (URL), domain name, or related address for a location of the 

5 eUICC profile 107c in a step 205 as opposed to the actual, full profile 107c. In this embodiment, 

the module 101 could receive the pointer, uniform resource locator, domain name, or related 

address for the location of the eUICC profile 107c and subsequently download the eUICC profile 

107c from an IP address associated with the pointer, uniform resource locator, domain name, or 

related address for a location of the eUICC profile 107c. 

10 As depicted in Figure 3, after receiving the profile 107c from the eUICC subscription 

manager 109 in a step 205, the eUICC 107 can receive data for decrypting the profile 107c in a step 

303. Note that if eUICC profile key 107b (in the form of a symmetric key as illustrated in Figure 

2b) has already be shared between the eUICC 107 and the eUICC subscription manager 109 before 

a step 206 below, then a step 303 could separately be omitted. For example, if an eUICC profile 

15 key 107b has been recorded with an eUICC 107 in a module 101 by a manufacturer of module 101, 

then that eUICC profile key 107b could be used in a step 206 below, and a separate step 303 could 

be omitted. In other exemplary embodiments, the eUICC 107 can receive data for processing or 

deriving the eUICC profile key 107b for a step 206 below using the step 303 illustrated in Figure 3. 

A step 303 can include the receipt by eUICC 107 of either (i) an encrypted eUICC key 218, or (ii) 

20 data for a key exchange. The encrypted eUICC key 218 received by an eUICC 107 in a step 303 

could comprise an eUICC profile key 107b that is ciphered using a key ciphering algorithm 216 

illustrated in Figure 2e. For embodiments where data for a key exchange is received in a step 303, 

the algorithms used with a key exchange could comprise a Diffie Hellman key exchange, or an 

Elliptic Curve Diffie Hellman key exchange (ECDH). 

25 An eUICC 107 within a module 101 could use a ECDH key exchange in a step 303 when 

ECC algorithms are utilized for eUICC public key 214, eUICC private key 215, and eUICC 

subscription manager private key 222 and eUICC subscription manager public key 220. A 
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summary of ECDH is included in the Wikipedia article titled "Elliptic Curve Diffie-Hellman" 

(http://en.wikipedia.org/wiki/Elliptic_curve_Diffie %E2%80%93Hellman from September 24, 

2013, which is herein incorporated by reference. An ECDH key exchange in a step 303 could 

comprise the message received by a eUICC 107 including a common base point G. The base point 

5 G could also be sent from an eUICC 107 to eUICC subscription manager 109. The base point G for 

an ECDH key exchange in a step 303 could also be recorded with the eUICC in a step 301 above, 

and in this case the message at a step 303 received by an eUICC 107 could comprise a signal to 

initiate or use a key exchange for deriving the eUICC profile key 107b. Note that the eUICC 

subscription manager 109 and the eUICC 107 could take additional steps to process the eUICC 

10 profile key 107b after an ECDH key exchange at step 303, such as taking the output of an ECDH 

key exchange and inputting that output into a secure hash algorithm in order to obtain the eUICC 

profile key 107b. Other algorithms besides an ECDH or Diffie Hellman key exchange can be 

utilized as well at a step 303, including a key exchange according to the American National 

Standards Institute (ANSI) standard X-9.63. 

15 After completing a step 303, an eUICC 107 operating in a module 101 could read and utilize 

the eUICC profile key 107b. In embodiments where the eUICC profile key 107b in a step 303 

above comprises an encrypted eUICC key 218, a step 217 from Figure 2e can be utilized by the 

eUICC 107 in order to decrypt the eUICC key 218 into a plaintext of eUICC profile key 107b. The 

plaintext eUICC profile key 107b can be used by the eUICC 107 in a step 206 to decrypt (x) the 

20 profile 107c received in a step 205 above into (y) a profile 107d. The use of an eUICC profile key 

107b for a step 206 is also depicted and described in connection with Figure 2a above and also 

Figure 2b. Plaintext within a profile 107d can be read after a step 206, although in exemplary 

embodiments and as illustrated in Figure 2a, the profile 107d can continue to record ciphertext 208b 

and ciphertext 208c. 

25 In an exemplary embodiment, after a step 206 in Figure 3 to convert received profile 107c to 

profile 107d, if (A) a ciphertext 208c that includes the first key K 203 is present in profile 107d (as 

depicted in Figure 2a above), then (B) eUICC 107 could also use a key deciphering algorithm 217 
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on ciphertext 208c in order to extract the plaintext first key K 203. Note that ciphertext 208a could 

be ciphered by an eUICC subscription manager 109 (using a profile ciphering algorithm 210) and 

ciphertext 208b and/or ciphertext 208c could be encrypted by a mobile network operator 104 (using 

a key ciphering algorithm 216). In other words, a module 101 with an eUICC 107 can use (i) a 

5 profile deciphering algorithm 206 with an eUICC profile key 107b to decrypt ciphertext 208a, (ii) a 

key deciphering algorithm 217 with an eUICC private key 215 to decrypt ciphertext 208c, and/or 

(ii) a key K deciphering algorithm 207 with a symmetric key 127 to decrypt ciphertext 208b. 

After reading plaintext in profile 107d, module 101 could then utilize the profile 107d to 

conduct a first authentication 304 with the mobile network operator 104. As depicted in Figure 3, 

10 the first authentication 304 can comprise (i) module 101 sending an attach message 305 with 

network module identity 202, (ii) the eUICC 107 and module 101 receiving a RAND 118, (iii) the 

eUICC 107 using a step 306 in order to calculate a RES 119, and (iv) the module 101 sending the 

RES 119. Although not illustrated in Figure 3, a first authentication 304 could include other data 

such as receiving the equivalent of an "OK" message upon successful authentication, the receipt of 

15 additional network parameters 202 after successful authentication, etc. The module 101 can use a 

profile 107d from a step 206 above in order to conduct the first authentication 304. The profile 

107d in an eUICC 107 could be selected and activated in order to connect with a wireless network 

102 associated with mobile network operator 104. As contemplated herein and throughout the 

present invention, an activated profile 107d can comprise a selected and enabled network access 

2 o application state as illustrated in Figure D. l of ETSI TS 103 383 v.2013-02 for the activated profile 

107d, and other possibilities exist as well. As illustrated in Figure 3 after a step 206, the module 

101 can use a network application l0lx in order to attach to the wireless network 102 and 

communicate with the mobile network operator 104. 

Within a first authentication 304, the module 101 can send a first attach message 305, and 

25 the first attach message 305 can include the first network module identity 202. With a 4G LTE 

network, the first attach message 305 could comprise a radio resource connection request message, 

or a similar message could be utilized with other wireless networking standards as well, such as 
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L TE Advanced or WiMAX. An exemplary radio resource connection request is described in 

section 5.3.3 within ETSI TS 136 331 v.10.7 entitled "LTE; Evolved Universal Terrestrial Radio 

Access (E-UTRA); Radio Resource Control (RRC); Protocol Specification", which is herein 

incorporated by reference. Although not illustrated in Figure 3, the module 101 and wireless 

5 network 102/mobile operator 104 could take additional related steps before sending the exemplary 

first attach message 305, such as, but not limited to, module 101 synchronizing a clock 160 with 

wireless network 102, module 101 sending a message on a random access control channel (RACH) 

in order to have a timeslot and frequencies for sending the first attach message 305, etc. 

As depicted in Figure 3, after receiving and processing the first attach message 305, the 

10 mobile network operator can send a first random number (RAND) 118. Although not illustrated in 

Figure 3, a network authentication token "AUTN" and a sequence number could be sent with the 

first RAND 118. An exemplary format for the use of a RAND 118 with a response RES 119 is 

described in ETSI standard TR 131 900 v.10.0.0 and related documents. In a first authentication 

304 the module 101 and the eUICC 107 can receive the first RAND 118. The eUICC 107 can 

15 conduct a step 306 with an input of the first RAND 118 and the first key K 203 in order to calculate 

a first RES 119. The use of a RAND 118 with a RES 119 in a step 306 could comprise a general 

use of a message digest authentication, and another exemplary message digest authentication is also 

described in IETF RFC 2617, titled "HTTP Authentication: Basic and Digest Access 

Authentication". After receiving the exemplary first RAND 118 message, in order to conduct a first 

20 authentication 304, module 101 using an eUICC 107 could take steps to demonstrate to MNO 104 

that module 101 has access to the same first key K 203 as recorded by the MNO 104 in a step 302a 

or step 302b above. MNO 104 could record the expected RES 119 value with a set of authentication 

vectors 117 for the first network module identity 202, as depicted in Figure ld and Figure le. 

Module 101 can properly respond to a challenge/nonce (such as a first RAND 118) in a 

25 message digest authentication by sending a secure hash value calculated using (i) the 

challenge/nonce and (ii) the first key K 203. The secure hash value can comprise the first RES 119. 

In exemplary embodiments, eUICC 107 and wireless network 102 could use algorithms specified in 
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ETSI TS 135 205 - 209, as well as subsequent and related standards, in order for module 101 using 

eUICC 107 to (i) calculate a secure hash value, and (ii) process related steps for a first 

authentication 304. After processing a first RES 119 in a step 306 using the first key K 203, the 

eUICC 107 could send the first RES 119 to the network application l0lx in module 101. Module 

5 101 could then send the first RES 119 to the mobile network operator 104 using the wireless 

network 102, as depicted in Figure 3 and thereby complete a first authentication step 304 for the 

module 101. 

In another embodiment for a first authentication step 304, (i) module 101 could send (i) the 

first network module identity 202 a digital signature processed using a digital signature algorithm 

10 221 and the eUICC private key 215, and (ii) MNO 104 could verify the digital signature using a 

digital signature algorithm 221 and the eUICC public key 214. Other possibilities exist as well for 

steps within a first authentication 304 using a eUICC private key 215 with the first network module 

identity 202 or the eUICC identity 107a in a first authentication step 304 without departing from the 

scope of the present invention. In an exemplary embodiment, as depicted in Figure lf above, the 

15 eUICC 107 could include an IP address 106c with an interface identifier 106e associated with the 

eUICC 107, and in this case the module 101 could send the first RES 119 value from the eUICC 

107 to the MNO 104 through the wireless network 102. 

In a step 308a the mobile network operator 104 can receive the first RES 119. A server 105 

such as a mobility management entity (MME) for the mobile operator network 104 associated with 

20 the wireless network 102 could compare the received first RES 119 with an internally recorded RES 

119 from the authentication vector 117. As noted above, the authentication vector 117 could be 

received by the server 105 from the HSS of the mobile network operator 104 before a step 308a. If 

the received first RES 119 matches the internally stored first RES 119 value, the wireless network 

102 and mobile network operator 104 can consider or process that the module 101 is authenticated 

25 for a step 308a. The wireless network 102, the MNO 104, and the module 101 can take subsequent 

steps (not shown) for the module 101 to access the IP network 111, in order to conduct 
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authentication of the module 101 or a user associated with the module 101 with a second factor in a 

step 308b below. 

In a step 308b, the mobile network operator 104 can conduct a separate authentication of 

either a user 113 associated with a module 101 or the module 101 using a second factor. In other 

5 words, the mobile network operator 104 can use a step 308b to authenticate the user 113 of module 

101 or the module 101 using steps and a process that is different than the first authentication 304. 

Note that this use of a separate authentication step 308b can be different than conventional 

technology used in authenticating a module 101 in a step 304, since other values and tokens besides 

the first key K 203 can be used in the authentication step 308b. The additional authentication step 

10 308b can be useful for a mobile network operator 104 to authenticate a module 101 with an eUICC 

107 and profile 107d, since the profile 107d with the first key K 203 may be transferred to module 

101 in a communications channel outside the control of mobile network operator 104. As one 

example, the profile 107d with the first network key K 203 could be transferred to an eUICC 107 

from the eUICC subscription manager 109 using an IP network 111, as depicted in Figure 3 in a 

15 step 205. The mobile network operator 104 may not have control over the IP network 111 used in a 

step 205. The mobile network operator 104 may not have control over the security keys and 

algorithms used to encrypt the profile 107d into a profile 107c, and thus the security of the first key 

K 203 upon which the MNO 104 depends for authentication and ciphering of data with module 101 

may be outside the control of MNO 104. As one example, the MNO 104 may not be able to 

20 separately authenticate the identity of a user of module 101 with the eUICC 107, before the profile 

107d was received by module 101 and eUICC 107 in a step 205. 

Consequently, without a separate authentication step 308b the user 113 of module 101 with 

the eUICC 107 may be unknown to MNO 104, and a separate identity of the user 113 or module 

101 (other than network module identity 202) may preferably be authenticated in a step 308b. 

25 Thus, a MNO 104 may use a separate authentication step 308b in order to authenticate a user 113 of 

module 101 with the eUICC 107 and the first key K 203 in exemplary embodiments. The user 113 

can have a contractual or business relationship with MNO 104 in order to pay for voice and/or data 
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services from the MNO 104, and thus the MNO 104 can preferably identify and authenticate a user 

113 in a step 308b. 

A step 308b can comprise the authentication and/or secure identification of (i) a user 113 of 

module 101 or (ii) module 101 using a second factor. Although a step 308b is depicted in Figure 3 

5 as being performed after a first authentication 304, a step 308b could be performed before a step 

304 (including with a step 302b as described in step 302b above). The use of a second factor in an 

authentication step 308b can comprise a two-factor authentication, where the first factor can be the 

successful completion of authentication using a step 304 and step 308a described above. The steps 

for authenticating a user 113 or module 101 in a step 308b could comprise many different forms 

1 o without departing from the scope of the present invention. In one embodiment, where the user 113 

of module 101 comprises a subscriber to telecommunication and data services from MNO 104, the 

user 113 could present identification to a representative of the MNO 104 in a step 308b. The 

identification could be in the form of a physical identity such as, but not limited to, a drivers license 

or a passport (along with a value that can be associated with the eUICC profile 107d such as the 

15 module identity 110 or the eUICC identity 107a). The representative of the MNO 104 could record 

the identification in a web browser with connectivity to a database shared by a server 105. 

In another embodiment of an authentication of a user 113 of module 101 (with the eUICC 

profile 107d recorded with an eUICC 107 in module 101 from a step 205) could enter information 

into a web page provided by MNO 104, where the user 113 first (i) authenticates on the web page 

20 and then (i) enters identification information for the module 101 or eUICC 107. The user 113 could 

first authenticate with the MNO 104 via a web page by entering a valid identity and a password 

(where the identity and password for the web page in a step 308b could be previously established 

between the user 113 and the MNO 104 before a step 308b). In another embodiment for a step 

308b, a user 113 could call a telephone number operated by or associated with a MNO 104 and 

25 provide identification information via voice or entering information such as dual-tone multi­

frequency (DTMF) digits via interactive voice response (IVR). The identification information 

could include either a credit card number or a personal identification number (PIN) for the user 113 
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(where the PIN may be previously shared or established between the user 113 and the mobile 

network operator 104). The user 113 could also send a text message to MNO 104 from module 

101 (i) using the module 101 authenticated link with MNO 104 established in a first authentication 

304, where (ii) the text message include identification information for a user 113. 

5 In accordance with preferred exemplary embodiments for the verification of an identity of 

user 113 in a step 308b (including an authentication of user 113 in a step 308b ), the user 113 can 

send data to a MNO 104 from module 101 using a data connection via wireless network 102 

associated with (and established after) the first authentication 304. In this manner, data and voice 

connectivity between the MNO 104 and module 101 could be established with a first authentication 

10 step 304, and the user 113 and MNO 104 can conduct an authentication step 308b (or equivalently a 

verification of an identity of the user 113) to confirm the identity of the user 113 via the established 

data and voice connectivity using the wireless network 102. In other words, the user 113 could 

verify or authenticate an identity of the user 113 of module 101 through the wireless network 102 in 

a step 308b, where (a) module 101 had conducted a first authentication step 304 and 308a with 

15 MNO 104 using the first key K 203 recorded in a profile 107d, in order to (b) support or conduct a 

separate verification or authentication of a user 113. In an exemplary embodiment, the user 113 

could enter identifying information for a step 308b in a web page accessed through a user interface 

l0lj on module 101, where data connectivity for the web page is provided to module 101 through 

the wireless network 102 after a first authentication step 304. 

20 The authentication or verification of user 113 identity m a step 308b can compnse 

authenticating module l0lwith a second factor, where the first factor can comprise the first key K 

203 and the second factor can comprise information provided by a user 113 in a step 308b. Other 

possibilities exist as well for those of ordinary skill in the art for (a) a user 113 of module 101 with 

the first key K 203 to (b) authenticate or verify an identity of the user 113 in a step 308b without 

2 5 departing from the scope of the present invention. In these exemplary embodiments for a user 113 

to authenticate or verify an identity for the user 113 for module 101 with the MNO 104, the MNO 

104 could record information or data received from the user 113 in a database, such that a server 
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105 for MNO 104 sends the symmetric key 127 in a step 309 below after an identity of the user 113 

is verified or authenticated in a step 308b. In exemplary embodiments illustrated in Figure 3, the 

module 101 can access the wireless network 102 with the first key K 203 in order to (i) establish 

communication with the IP network 111, (ii) support authentication of a user 113 in a step 308b 

5 through the IP network 111, and then (iii) subsequently receive a symmetric key 127 in order to 

decrypt a ciphertext 208b with a second key K 204a. 

In other exemplary embodiments, module 101 could compnse a module supporting 

"machine-to-machine" applications and communications, and the module could be different than a 

traditional mobile phone or smartphone for (i) placing voice telephone calls or (ii) supporting a user 

10 interface l0lj in the form of a touch screen and web browser. The module 101 could include a 

sensor l0lf for collecting data and an actuator l0ly for controlling or changing a state associated 

with a monitored unit for the module 101. In these embodiments, and as depicted and described in 

connection with Figure la, module 101 can be associated with an M2M service provider 115, and 

the M2M service provider 115 could be associated with a plurality of modules 101, as opposed to 

15 an individual with a telephone number for voice services to module 101. 

Each of the different modules 101 in the plurality of modules 101 could include different 

values for module identities 110, eUICC identities 107a, profile identities 107e, and the first 

network module identities 202. In these embodiments for a step 308b where the module 101 

supports M2M applications for an M2M service provider 115, in a step 308b in Figure 3, the MNO 

20 104 could verify that (a) module 101 with eUICC 107 and the profile 107d from a step 304 is (b) 

properly associated with an M2M service provider 115. In exemplary embodiments, the MNO 104 

ould conduct a step 308b by securely or properly determining that an identity from module 101 is 

associated with M2M service provider 115, and an exemplary identity for module 101 include any 

of a module identity 110, an eUICC identity 107a, a profile identity 107e, and/or the first network 

2 5 module identity 202. 

In exemplary embodiments where module 101 supports M2M application and the module 

101 is associated with an M2M service provider 115, MNO 104 could take several possible actions 
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in a step 308b for authenticating or verifying that an identity from module 101 in Figure 3 is 

associated with an M2M service provider 115. The proper association of an identity of module 101 

with M2M service provider 115 may be necessary or useful for contractual and business 

relationships between MNO 104 and M2M service provider 115, such as, but not limited to, 

5 allowing MNO 104 to bill or invoice M2M service provider 115 for data services that MNO 104 

provides to module 101. In a first exemplary embodiment for a step 308b in Figure 3 where module 

101 supports M2M applications with a M2M service provider 115, MNO 104 could securely send 

to M2M service provider 115 an identity of module 101, such as, but not limited to module identity 

110, eUICC identity 107a, profile identity 107e, and/or the first network module identity 202 

10 through an IP network 111. The MNO 104 could also send the identity of module 101 in a query or 

request message. Although not illustrated in Figure 3, the MNO 104 could also send the M2M 

service provider 115 a digital signature received from module 101 before a step 308b, where the 

digital signature was (i) processed by module 101 using a digital signature algorithm 221 and an 

eUICC private key 215, and (ii) sent from the module 101 to the MNO 104. 

15 In a step 308b, the M2M service provider 115 could (i) receive the identity of module 101 

(such as, but not limited to module identity 110, eUICC identity 107a, profile identity 107e, and/or 

the first network module identity 202), (ii) verify or determine the identity of module 101 properly 

belongs to M2M service provider 115, and (iii) send a response confirming the module 101 with the 

identity is validly associated the M2M service provider 115. The response from the M2M service 

20 provider 115 (or data within a message from M2M service provider 115 to MNO 114) for a step 

308b can comprise a second factor for MNO 104 in authenticating module 101 with eUICC 107 and 

profile 107d. In this manner, MNO 104 can confirm module 101 with the first network identity 202 

is authenticated or verified as belonging to or being associated with M2M service provider 115 in a 

step 308b. 

25 In another exemplary embodiment for a step 308b, the M2M service provider 115 could also 

send MNO 104 a list of pre-authorized identities for one or a plurality of modules 101 before a step 

308b (and in this case the list can comprise the second factor to authenticate module 101). MNO 
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104 could query the list of identities received upon receiving an identity of module 101, such as, but 

not limited to, the first network module identity 202 received in the first attach message 305. Other 

possibilities exist as well for an MNO 104 to authenticate or verify that an identity of module 101 is 

associated with a M2M service provider 115 in a step 308b without departing from the scope of the 

5 present invention. 

After successfully verifying or confirming in a step 308b that module 101 in Figure 3 is 

associated with a known user 113 or M2M service provider 115, MNO 104 can send a symmetric 

key 127 in a step 309. A network application l0lx in the module 101 can receive the symmetric 

key 127 and the module 101 can forward the symmetric key 127 to the eUICC 107. As depicted 

10 and described in connection with Figure 2a and Figure 2c, the symmetric key 127 can be used by 

module 101 to decrypt the ciphertext 208b, where the ciphertext 208b can include a second key K 

204a. The symmetric key 127 can also previously be used by MNO 104 to encrypt the ciphertext 

208b. The ciphertext 208b could be delivered to eUICC subscription manager 109 for including the 

ciphertext 208b in the profile 107d, as described above in step 302a. The ciphertext 208b could be 

15 sent to module 101 from the eUICC subscription manager 109 across the IP network 111 as profile 

107c in a step 205 as described above in this Figure 3. 

In exemplary embodiments, the MNO 104 can send the symmetric key 127 in a step 309 

through the wireless network 102, where the connection between module 101 and MNO 104 could 

be initiated by the first attach message 305 and authenticated by a first authentication 304. Since 

2 o the MNO 104 controls the nodes and ciphering steps for the transmission of symmetric key 127, the 

symmetric key 127 can be securely sent by MNO 104 and received by module 101 with ciphering 

and keys used at the data-link layer under the control of MNO 104 (whereas MNO 104 may not 

control the keys and ciphering of sending the first key K 203). Also note no entities, including the 

module 101, a user 113, an M2M service provider 115, an eUICC subscription manager 109, or 

25 unauthorized third parties could feasibly read the ciphertext 208b with the second key K 204a until 

they receive the symmetric key 127. 
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In an exemplary embodiment of a step 309 in Figure 3, the symmetric key 127 can first be 

encrypted with a key ciphering algorithm 216. An encrypted symmetric key 127 ciphered with the 

key ciphering algorithm 216 could be received by module 101 in a step 309. As described in 

connection with a key ciphering algorithm 216 in Figure 2e, the MNO 104 could select and read the 

5 eUICC public key 214 (using a received associated identity such as the first network module 

identity 202), and use an asymmetric ciphering algorithm 219 to encrypt the symmetric key 127. 

The module 101 could receive the encrypted symmetric key 127 and decrypt the symmetric key 127 

in a step 309 by using a key deciphering algorithm 217 with the eUICC private key 215 and the 

asymmetric ciphering algorithm 219. For a step 309 in Figure 3, the use of encryption for a 

10 symmetric key 127 with an asymmetric ciphering algorithm 219 is optional, and the symmetric key 

127 could be sent in a form where encryption is applied at the data-link layer according to standards 

for the wireless network 102. Other possibilities exist as well for a module 101 to securely receive 

a symmetric key 127 in a step 309 without departing from the scope of the present invention. As 

described above in connection with a step 302b, in exemplary embodiments, the module 101 

15 receives the symmetric key 127 after the MNO 104 authenticates or verifies that a user 113 or M2N 

service provider 115 is associated with module 101, and until the receipt of the symmetric key 127 

the ciphertext 208b cannot be feasibly decrypted. 

After a step 309, a module 101 with an eUICC 107 can use the symmetric key 127 to 

decrypt ciphertext 208b, where ciphertext 208b can include the second key K 204a. A module 101 

20 or eUICC 107 can use a key K deciphering algorithm 207 with input from the received symmetric 

key 127 and the ciphertext 208b from profile 107d to output a plaintext second key K 204. 

Although not illustrated in a step 207 in Figure 3, but as illustrated in a step 207 in Figure 2a, a 

module 101 can use an eUICC 107 to also decrypt a second network module identity 209a for the 

second key K 204 using the symmetric key 127. The second network module identity 209a can be 

25 recorded in the ciphertext 208b. The second network module identity 209a can be different than the 

first network module identity 202, such as a different number or value for an IMSI. The second 

network module identity 209a can be the same length as the first network module identity 202. The 
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use and operation of a key K deciphering algorithm 207 1s also depicted and described m 

connection with Figure 2a and Figure 2e above. 

The module 101 or eUICC 107 can record the plaintext second key K 204 in a nonvolatile 

memory such as, but not limited to, flash memory 101w such that the plaintext second key K 204 

5 remains available to module 101 after power or a battery 101k is removed from module 101. The 

plaintext second key K 204 could also be recorded in a protected memory within module 101, such 

that the operating system 101h or CPU 101b may prevent read or write access to the protected 

memory by other processes than the eUICC 107. In other words, with a protected memory, other 

applications such as, but not limited to, applications that are downloaded from an "app store" or 

10 equivalent and installed by end users on the module 101 may be prevented by the operating system 

101h from having access to the plaintext second key K 204 recorded in the protected memory. 

In another embodiment, a module 101 may optionally not store the plaintext second key K 

204 in nonvolatile memory, such that the second key K 204 continues to be recorded for a long­

term basis only as ciphertext 208b in a nonvolatile memory such as flash 101w. The module 101 

15 could perform a key K deciphering algorithm 207 each time a plaintext second key K 204 is needed 

for authentication purposes, including related key derivation of a CK and 1K plus other derived 

keys. In this manner (by storing the second key K 204 in ciphertext 208b in module 101) a 

plaintext second key K 204 may not be (i) stored in module 101 for a relatively long time such as 

several hours or longer, and also (ii) recorded outside a nonvolatile memory. 

2 o In another embodiment, (A) the plaintext second key K 204 is recorded only in a volatile 

memory within CPU 101b such as a register or cache memory, where access to the register or cache 

memory is limited to the eUICC 107, and (B) after a successful authentication using the second key 

K 204, such as, but not limited to, a second authentication 311 below, the plaintext second key K 

204 is flushed from the register or cache memory within CPU 101b. In this manner, after (A) a first 

25 time that module 101 conducts a step 207 to obtain a plaintext second key K 204 and the module 

101 completes a full power cycling, then (B) the plaintext second key K 204 may not be recorded in 
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any of a volatile memory, a non-volatile memory, or a protected memory within module 101 (but 

module 101 could record an encrypted second key K 204a in a ciphertext 208b). 

For the embodiments where the second key K 204 is not recorded as plaintext in a 

nonvolatile memory within module 101, the module 101 can perform a step 207 with a ciphertext 

5 208b recorded in a nonvolatile memory a second time to process or obtain the plaintext second key 

K 204. In other words, the second key K 204 can be recorded on a long-term basis as a ciphertext 

208b for eUICC 107 within module 101, in an exemplary embodiment, thereby increasing the 

security of the second key K 204. In this case, either (i) the symmetric key 127 could be recorded 

in a nonvolatile memory 101w in order to allow decrypting of the ciphertext 208b, or (ii) the 

10 module 101 could receive the symmetric key 127 a second time by conducting a step 309 a second 

time. The module 101 can reconnect with the wireless network 102 and the MNO 104 using the 

first network identity 202 and the first key K 203 a second time, after the module 101 has already 

received the symmetric key 127 a first time. The MNO 104 may optionally authenticate the user 

113 or M2M service provider 115 a second time such as a second step 308b (before sending the 

15 symmetric key 127 a second time) in order to confirm a second use of the first key K 203 is 

authorized. 

After a module 101 with an eUICC 107 processes a key K deciphering algorithm 207 to 

obtain a plaintext second key K 204, the module 101 can connect with the wireless network 102 and 

mobile network operator 104 using the second network module identity 209 and the second network 

20 key 204. The module 101 using a network application l0lx could send a second attach message 

305 with the second network module identity 209. In another embodiment, the module 101 could 

send the second attach message 305 with the first network module identity 202, and in this case the 

MNO 104 could record from the previous steps 302b and 308b that a key K associated with the first 

network module identity 202 should change to the second key K 204. 

25 But, given existing deployed infrastructure and systems for a mobile network operator 104, 

the use of two different keys K with the same network module identity may be more difficult to 

support, and for this case and with preferred embodiments, the module 101 attaches with the MNO 
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104 the second time with the second network module identity 209 that has been deciphered from (i) 

a ciphertext 208b in a step 207 above, or (ii) a ciphertext 208a in a step 206 above. The second 

attach message 305 can be equivalent to the first attach message 305, but with a change of module 

101 sending the second network module identity 209. With a 4G LTE network, the second attach 

5 message 305 could comprise a radio resource connection request message, or a similar message 

could be utilized with other wireless networking standards as well, such as LTE Advanced or 

WiMAX. An attach message such as 305 in Figure 3 could also comprise module 101 using a 

globally unique temporary identity (GTUI) that can be associated with the second network module 

identity 209. Other possibilities exist as well for the format or structure of an attach message 305 

10 without departing from the scope of the present invention. 

After sending the second attach message 305, the module 101 with a eUICC 107 can 

conduct a second authentication 310 with the mobile network operator 104. The module 101 and 

eUICC 107 could take the equivalent steps as the first authentication 304 depicted and described in 

this Figure 3, but with a difference of using the second network module identity 209 and the second 

15 key K 204. In a second authentication 310, the mobile network operator 104 could send the module 

101 a second RAND value 118 through the wireless network 102. A server 105 associated with 

MNO 104, such as, but not limited to, a HSS could have previously processed an authentication 

vector 117 comprising at least (i) the second RAND value 118, (ii) a network authentication token 

AUTN and sequence number (not shown), and (iii) a response value RES 119 for the second 

20 network module identity 209 and the second key K 204. The server 105 or HSS associated with the 

MNO 104 could send the authentication vector 117 to a server or MME that module 101 

communicates with through the wireless network 102. The module 101 could receive the second 

RAND 118 using the network application l0lx, and forward the second RAND 118 to the eUICC 

107. The communication steps between a network application l0lx and an eUICC 107 in Figure 3 

2 5 could also use the steps depicted and described in connection with Figure 1 e. 

At a step 311, the eUICC 107 could calculate the second RES 119 using (i) the second 

RAND 118 received and (ii) the second key K 204. After receiving the exemplary second RAND 
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118 message, in order to conduct a second authentication 310, module 101 using an eUICC 107 

could take steps to demonstrate to MNO 104 that module 101 has access to the same second key K 

204 as recorded by the MNO 104 in an authentication vector 117. The MNO could record the 

second key K 204 in an authentication vector 117 a step 302a or step 302b above. Module 101 can 

5 properly respond to a challenge/nonce (such as a second RAND 118) in a message digest 

authentication by sending a secure hash value calculated using (i) the challenge/nonce and (ii) the 

second key K 204. The secure hash value can comprise the second RES 119. In exemplary 

embodiments, the eUICC 107 and wireless network 102 could use algorithms specified in ETSI TS 

135 205 - 209, as well as subsequent and related standards, in order for module 101 using eUICC 

10 107 to (i) calculate a secure hash value, and (ii) process related steps for a second authentication 

310. After processing a second RES 119 in a step 311 using the second key K 204, the eUICC 107 

could send the second RES 119 to the network application l0lx in module 101. Module 101 could 

then send the second RES 119 to the mobile network operator 104 using the wireless network 102, 

as depicted in Figure 3 and thereby complete a second authentication step 310 for the module 101. 

15 In an exemplary embodiment, as depicted in Figure lf above, the eUICC 107 could include an IP 

address 106c with an interface identifier 106e associated with the eUICC 107, and in this case the 

module 101 could send the second RES 119 value from the eUICC 107 to the MNO 104 through 

the wireless network 102. 

At a step 312, the mobile network operator can receive the second RES 119 from the module 

2 o 101 using the wireless network 102. A server 105 for the mobile operator network 104 associated 

with the wireless network 102 could compare the received second RES 119 with an internally 

recorded RES 119. The server 105 could receive an authentication vector 117 comprising at least 

the second RAND 118, second RES 119, and AUTN token for the second network module identity 

209 before sending the second RAND 118 in a step 310 above. If the received second RES 119 

25 matches the internally stored second RES 119 value, the wireless network 102 and mobile network 

operator 104 can consider or process that the module 101 is authenticated for a step 312. The 

wireless network 102, the MNO 104, and the module 101 can take subsequent steps (not shown) for 
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the module 101 to access the IP network 111, including allowing module 101 to place and receive 

telephone calls and/or access the public Internet. 

In an exemplary embodiment that utilizes the steps illustrated in Figure 3, the fist key K 203 

can comprise a null value or the number zero, which is contemplated in standards and supported by 

5 commercial wireless networks 102 in order to support emergency services for a module 101 without 

a valid UICC or eUICC. The MNO 104 and wireless network 102 can provide limited access to the 

IP network 111, such that a user 113 of module 101 with a null or zero value for the first key K 203 

could performs steps to authenticate or verify the user 113 identity in a step 308b. The limited 

access to the IP network 111 may not include access to the public Internet, but could include access 

1 o to a server such as a web server for the user 113 to enter identification information. The data-link 

layer may not be encrypted due to the use of a null value for the first key K 203, but the application 

or transport layer could secure communication from a web browser on the module 101 to the web 

server, such as using transport layer security (TLS). Other possibilities exist as well for ciphering 

or securing data at the application or transport layer in a step 308b to authenticate a user 113 

15 without encryption at the data-link layer (such as without encryption by the wireless network 102 

due to a null value for first key K 203). In this embodiment where the first key K 203 comprises a 

null or zero value, after authentication of a user 113 or M2M service provider 115 in a step 308b, 

the second key K 204 used with a second authentication 310 can comprise a regular key K such as a 

non-null value or a random number. 

20 

Figure 4 

Figure 4 is a flow chart illustrating exemplary steps for a module to use an eUICC and 

authenticate with a wireless network, in accordance with exemplary embodiments. The processes 

and operations, described below with respect to all of the logic flow diagrams may include the 

25 manipulation of signals by a processor and the maintenance of these signals within data structures 

resident in one or more memory storage devices. For the purposes of this discussion, a process can 

be generally conceived to be a sequence of computer-executed steps leading to a desired result. 
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These steps usually require physical manipulations of physical quantities. Usually, though 

not necessarily, these quantities take the form of electrical, magnetic, or optical signals capable of 

being stored, transferred, combined, compared, or otherwise manipulated. It is convention for those 

skilled in the art to refer to representations of these signals as bits, bytes, words, information, 

5 elements, symbols, characters, numbers, points, data, entries, objects, images, files, or the like. It 

should be kept in mind, however, that these and similar terms are associated with appropriate 

physical quantities for computer operations, and that these terms are merely conventional labels 

applied to physical quantities that exist within and during operation of the computer. 

It should also be understood that manipulations within the computer are often referred to in 

1 o terms such as listing, creating, adding, calculating, comparing, moving, receiving, determining, 

configuring, identifying, populating, loading, performing, executing, storing etc. that are often 

associated with manual operations performed by a human operator. The operations described 

herein can be machine operations performed in conjunction with various input provided by a human 

operator or user that interacts with the computer. 

15 In addition, it should be understood that the programs, processes, methods, etc. described 

herein are not related or limited to any particular computer or apparatus. Rather, various types of 

general purpose machines may be used with the following process in accordance with the teachings 

described herein. 

The present invention may comprise a computer program or hardware or a combination 

2 o thereof which embodies the functions described herein and illustrated in the appended flow charts. 

However, it should be apparent that there could be many different ways of implementing the 

invention in computer programming or hardware design, and the invention should not be construed 

as limited to any one set of computer program instructions. 

Further, a skilled programmer would be able to write such a computer program or identify 

2 5 the appropriate hardware circuits to implement the disclosed invention without difficulty based on 

the flow charts and associated description in the application text, for example. Therefore, disclosure 

of a particular set of program code instructions or detailed hardware devices is not considered 
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necessary for an adequate understanding of how to make and use the invention. The inventive 

functionality of the claimed computer implemented processes will be explained in more detail in the 

following description in conjunction with the remaining Figures illustrating other process flows. 

Further, certain steps in the processes or process flow described in all of the logic flow 

5 diagrams below must naturally precede others for the present invention to function as described. 

However, the present invention is not limited to the order of the steps described if such order or 

sequence does not alter the functionality of the present invention. That is, it is recognized that some 

steps may be performed before, after, or in parallel other steps without departing from the scope and 

spirit of the present invention. 

10 The processes, operations, and steps performed by the hardware and software described in 

this document usually include the manipulation of signals by a CPU or remote server and the 

maintenance of these signals within data structures resident in one or more of the local or remote 

memory storage devices. Such data structures impose a physical organization upon the collection of 

data stored within a memory storage device and represent specific electrical or magnetic elements. 

15 These symbolic representations are the means used by those skilled in the art of computer 

programming and computer construction to most effectively convey teachings and discoveries to 

others skilled in the art. 

At step 401, a module 101 can connect with a first wireless network 102. The first wireless 

network 102 could comprise a public land mobile network, a local area network such as WiFi, or 

20 the use of white-space spectrum. The module 101 could connect with the first wireless network 102 

in order to obtain access to IP network 111 which could comprise the public Internet, although the 

IP network 111 could comprise a private network in some embodiments. Although not depicted in 

Figure 4, a step 401 could also comprise the module 101 connecting to a wired network through 

USB interface 101v. Upon conclusion of a step 401 the module 101 can use an IP address such as 

25 IP address 106b in Figure lf in order to communicate with an eUICC subscription manager 109. As 

illustrated in Figure lf, in an exemplary embodiment the eUICC 107 could also have an IP address 
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106c after a step 401, although the use of an IP address for eUICC 107 is not required and the 

module 101 can be associated with one IP address for all external communications. 

The module 101 can then use a step 205 in order to receive an eUICC profile 107c. The 

eUICC profile 107c could be received from the eUICC subscription manager 109 using the wireless 

5 network 102 and/or IP network 111 from a step 401 above. The module 101 could record the 

received eUICC profile 107c with the eUICC 107, including sending the eUICC profile 107c to the 

eUICC 107 or sharing memory 101 e or 101 w between the eUICC 107 and a network application 

l0lx. The module 101 could use a network application l0lx in order to receive the eUICC profile 

107 from the eUICC subscription manager in a step 205, as depicted and described in connection 

10 with Figure 3. The module 101 with an eUICC 107 could then decrypt the profile 107c in a step 206 

using an eUICC profile key 107b. The eUICC profile key 107b could be recorded with an eUICC 

107 before a step 206. The module 101 and/or eUICC 107 could receive the eUICC profile key 

107b using a step 303 as depicted and described in connection with Figure 3. The eUICC profile 

key 107b could be received using a key exchange, such as a Diffie-Hellman key exchange or an 

15 ECDH key exchange. Or, the eUICC profile key 107b could be recorded with the eUICC 107 by a 

module manufacturer. Other possibilities exist as well for a module 101 to record an eUICC profile 

key 107b before a step 206 without departing from the scope of the present invention. A module 

101 and/or an eUICC 107 could use a profile deciphering algorithm 206 in a step 206, as depicted 

and described in connection with Figure 2a and Figure 2b. Upon conclusion of a step 206, a profile 

20 107d could be recorded in an eUICC 107. 

In a step 402, a module 101 can then select and activate the profile 107d from a step 206 in 

order to connect with a second wireless network 102. A module 101 could take several possible 

steps in order to select and activate the profile 107d. A module 101 could use radio l0lz to search 

for radio beacons from base stations 103 for wireless networks 102 surrounding the module 101, 

25 and upon finding the second wireless network 102 to connect with, the module 101 could select the 

profile 107d. The profile 107d could include values in the set of network parameters 201 that match 

or conform with values transmitted by the wireless network 102, such as using the same mobile 
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country code (MCC) and mobile network code (MNC) as recorded in the profile 107d. A module 

101 could receive an instruction from an eUICC subscription manager 109 in order to activate the 

profile 107d, where the instruction could be received through the first wireless network 102 in a 

step 401 above. 

In another embodiment, a module 101 or eUICC 107 could query the eUICC subscription 

manager 109 through the first wireless network 102 before activating the profile 107d in a step 402. 

Commercial business arrangements among the user 113 of module 101, the eUICC subscription 

manager 109, and the mobile network operator 104 can determine the timing for activating a profile 

107d for a module 101 with an eUICC 107 in a step 402, such as a user 113 entering a new contract 

10 for service with a MNO 104 for the profile 107d. As contemplated herein and throughout the 

present invention, an activated profile 107d can comprise a selected and enabled network access 

application state as illustrated in Figure D. l of ETSI TS 103 383 v.2013-02 for the activated profile 

107d. Other possibilities exist as well for a module 101 to activate a profile 107d in a step 402 

without departing from the scope of the present invention. 

15 In a step 304 in Figure 4, a module 101 using eUICC 107 can conduct a first authentication 

304 with the second wireless network 102, using the first key K 203 recorded in the activated 

profile 107d. The module 101 could also send the first network module identity 202 from a profile 

107d to the mobile network operator 104 in a step 304 in Figure 4. The second wireless network 

102 in a step 304 in Figure 4 can be associated with a mobile network operator 104. The use of a 

2 o first authentication 304 is also depicted and described in connection with Figure 3 above. As noted 

in a first authentication 304, the first key K 203 could comprise a key with a null value in an 

exemplary embodiment, although a random number could be used for a first key K 203 as well. As 

depicted in Figure 4, the steps 401 through 304 could comprise substeps within a step 403. The 

combined substeps comprising a step 403 can be used by a module 101 in exemplary embodiments 

2 5 including an embodiment illustrated in Figure 6 below. 

Although not depicted in Figure 4, the mobile network operator 104 can conduct a separate 

step 308b to authenticate module 101 or a user 113 of module 101 using a second factor after a step 

-104-
4875-7922-0230v. l 

Petitioner Samsung Ex-1004, 0464



Atty. Dkt. No. 63121/0212 

304. As described in a step 308b above, the second factor could compnse verifying or 

authenticating an identity of a user 113 associated with module 101. Note that the authentication of 

a user 113 can be conducted through the module 101 accessing a server 105 or a web page through 

the IP network 111 via the second wireless network 102 after the first authentication 304 using the 

5 first key K 203 (including embodiments where the first key K 203 comprises a null value). 

In a step 309, the module 101 can receive a key from the second wireless network. The key 

in a step 309, as depicted in Figure 3 above, can comprise a symmetric key 127 in order to decrypt a 

ciphertext 208b within profile 107d. As also contemplated and described in connection with a step 

309 in Figure 3, the key could comprise a module 101 receiving a ciphertext that includes a 

10 symmetric key 127 that has been ciphered with a key ciphering algorithm 216 using an asymmetric 

ciphering algorithm 219 and the eUICC public key 214, as illustrated in Figure 2e. For a key 

ciphering algorithm 216 used with a step 309, (i) the symmetric key 127 can comprise the plaintext 

(as opposed to the eUICC profile key 107b depicted in Figure 2e), and (ii) the MNO 104 could 

operate the key ciphering algorithm 216 instead of the eUICC subscription manager 109 depicted. 

15 In this embodiment of a step 309, a module 101 and/or an eUICC 107 could receive the key in the 

form of a ciphertext of symmetric key 127 in a step 309 and decrypt the ciphertext of symmetric 

key 127 with the eUICC private key 215 in order to read a plaintext symmetric key 127. 

In a step 207 in Figure 4, the module 101 and/or eUICC 107 can decrypt the ciphertext 208b 

with the second key K 204a using the symmetric key 127. The module 101 can use a key K 

2 o deciphering algorithm 207 as depicted and described in connection with Figure 2c above in order to 

read and record a plaintext second key K 204 from the ciphertext 208b in the profile 107d, where 

the profile 107d was previously decrypted and recorded using a step 206 above. As depicted in 

Figure 2a, the ciphertext 208b can also include a second network module identity 209a, so the 

eUICC 107 can also read the plaintext second network module identity 209 in a step 207, if a 

25 second network module identity 209a is included in a ciphertext 208b. In an exemplary 

embodiment, the second plaintext key K 204 is recorded in a protected, nonvolatile memory such 

as, but not limited to, a flash memory 101 w. In this embodiment, the protected nonvolatile memory 
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could comprise a memory address designated by the module 101, CPU 101b, operating system 

101h, a module program l0li, or the eUICC 107 as a memory address that can only be written and 

read by the eUICC 107. Other possibilities exist as well to those of ordinary skill in the art for a 

plaintext second key K 204 to be recorded in a protected, nonvolatile memory in a step 207 without 

5 departing from the scope of the present invention. 

In another embodiment, as described in a step 207 in Figure 3, the module 101 could record 

the encrypted second key K 204a in a nonvolatile memory, along with a symmetric key 127 ( or an 

encrypted symmetric key 127 ciphered by a key ciphering algorithm 216). The module 101 or 

eUICC 107 could decrypt the encrypted symmetric key 127 in order to decrypt the ciphertext 208b 

10 that contains the second key K 204a each time the module 101 or eUICC 107 needs to read a 

plaintext second key K 204 for an conducting an authentication step 310, plus the subsequent 

derivation of additional keys such as CK and IK, Kasme, Kupenc, etc. using the plaintext second 

key K 204 and a RAND 118 value. 

After reading a plaintext second key K 204 from a ciphertext 208b in a step 207 using the 

15 symmetric key 127, the module 101 and/or eUICC 107 can conduct a second authentication 310 

step using the plaintext second key K 204, in order to authenticate with the second wireless network 

102. The second wireless network 102 can comprise the same wireless network 102 the module 

101 communicates with in a step 304 above. The use of a plaintext second key K 204 in a second 

authentication 310 step is depicted and described in connection with Figure 3. Although not 

20 illustrated in Figure 4, the module 101 could send a detach message or equivalent to temporarily 

disconnect from the second wireless network 102 after a step 309 and before a step 310 illustrated 

in Figure 4. A step 310 can comprise the module 101 sending a radio resource connection request 

to the second wireless network 102 with a network module identity associated with the second key 

K 204. A step 310 can be completed by a module 101 and/or an eUICC 107 sending a RES 119 

25 value calculated using (i) a RAND 118 received and (ii) the second key K 204. 

Although not illustrated in Figure 4, after a step 310 by a module 101 and/or an eUICC 107, 

the MNO 104 could verify the RES 119 and then the module 101 and the wireless network 102 
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associated with the MNO 104 could take subsequent steps for a module 101 to have access to the IP 

network 111 including the public Internet. The module 101 and/or eUICC 107 could derive session 

keys (such as, but not limited to a key CK) for encrypting data through the wireless network using a 

RAND 118 received in a step 310 and the second key K 204, and the module 101 and/or eUICC 

5 107 could also derive an integrity key for a session (such as, but not limited to, an integrity key IK). 

10 

Using an authenticated module 101 from a step 310, the MNO 104 can meter services rendered to a 

module 101 after a step 310 in order to bill or invoice a user 113 or M2M service provider 115. 

Figure 5a 

Figure Sa is a graphical illustration of a public keys, private keys, and a key derivation 

algorithm, in accordance with exemplary embodiments. An eUICC 107 within a module 101 can 

include an eUICC private key 215, which can be associated with an eUICC public key 214. The 

eUICC private key 215 and eUICC public key 214 can comprise a public key infrastructure (PKI) 

key pair for eUICC 107. The MNO 104 can record the eUICC public key 214 along with an eUICC 

15 identity 107a, such that the MNO 104 can properly associate one of a plurality of eUICC public 

keys 214 with the proper eUICC 107. Although not illustrated in Figure Sa, a MNO 104 could 

record the eUICC public key 214 and an associated eUICC identity 107a in a database. The MNO 

104 could receive the eUICC public key 214 and the eUICC identity 107a from an eUICC 

subscription manager 109 through an IP network 111 in a step 302a or step 302b of Figure 3. The 

2 o use of, source, and additional details regarding an eUICC public key 214 and eUICC private key 

215 are also depicted and described in connection with Figure 2d above. 

The mobile network operator 104 could also be associated with an MNO private key 501 

and an MNO public key 502, which could comprise a PKI key pair for the mobile network operator. 

The mobile network operator 104 could process or derive the PKI key pair using steps and 

2 5 algorithms equivalent to the steps and algorithms for an eUICC 107 to obtain the eUICC public key 

214 and eUICC private key 215. The PKI keys depicted in Figure Sa could be processed using RSA 

algorithms or elliptic curve cryptography (ECC) algorithms, and other possibilities exist as well for 
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the format of PKI keys without departing from the scope of the present invention. The public keys 

in Figure Sa can comprise keys recorded in an X.509 certificate, although the use of an X.509 

certificates with public keys 214 and 502 are not required. The public key 214 and 502 in the form 

of an X.509 certificate can optionally be signed by a certificate authority. As illustrated in Figure 

5 Sa, the mobile network operator public key 502 can be recorded in the eUICC profile 107d. The 

MNO 104 could send the MNO public key 502 to the eUICC subscription manager 109 in a step 

302a or 302b depicted and described in Figure 3, and the eUICC subscription manager 109 could 

include the MNO public key 502 in the profile 107d. An eUICC profile 107d could also include the 

additional data for an eUICC profile 107d as depicted and described in Figure 2a, in addition to the 

1 o MNO public key 502. 

As illustrated in Figure Sa, the MNO 104 and eUICC 107 can both record a key derivation 

algorithm 503. Exemplary key derivation algorithm 503 could support a Diffie Hellman key 

exchange, an Elliptic Curve Diffie Hellman (ECDH) key exchange (ECDH), or similar algorithms 

for each node to mutually derive a key using public and private keys. For embodiments where (A) 

15 eUICC public key 214, eUICC private key 215, MNO public key 502, and MNO private key 501 

utilize (i) elliptic curve cryptography (ECC) and (ii) a common, shared elliptic curve, then (B) a 

key derivation algorithm 503 in Figure Sa can comprise an algorithm for conducting an ECDH key 

exchange. The use of an ECDH key exchange was also described and contemplated between an 

eUICC subscription manager 109 and an eUICC 107 in step 303 in Figure 3 above. For 

2 o embodiments where a key derivation algorithm 503 supports a Diffie Hellman key exchange, the 

key derivation algorithm 503 could record a multiplicative group of integers modulo p, where p is 

prime, and g is a primitive root mod p. In exemplary embodiments, p can be sufficiently large, such 

as, but not limited to, and exemplary prime number of at least 250 digits, and g can be a small 

number, such as, but not limited to, the number 5. In exemplary embodiments, additional values 

2 5 pertaining to the operation of a key derivation algorithm 503 can be transferred between two nodes 

using a token 505 described in a Figure Sb and Figure Sc below. 
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Figure 5b 

Figure Sb is a graphical illustration of deriving a second key K using public keys, private 

keys, and a key derivation algorithm, in accordance with exemplary embodiments. A mobile 

network operator 104 could process a MNO key exchange algorithm 504 in order to output or 

5 determine a second key K 204. A module 101 with an eUICC 107 could process an eUICC key 

exchange algorithm 505 in order to output or determine the same second key K 204. The MNO key 

exchange algorithm 504 and the eUICC key exchange algorithm 505 could include a key derivation 

algorithm 503, and a key derivation algorithm 503 is also depicted and described in connection with 

Figure Sa above. The MNO 104 and module 101 could share or communicate a key exchange 

10 token 506 in order to operate the key exchange algorithm 505. In this manner, a module 101 with 

an eUICC 107 and a mobile network operator 104 could mutually derive or share the second key K 

204 without MNO 104 transmitting or sending the second key K 204, even in an encrypted form 

such as a second key K 204a in a ciphertext 208b, to either (i) eUICC subscription manager 109 in a 

step 302a or step 302b, or (ii) to a module 101 in a profile 107c. 

15 For a MNO key exchange algorithm 504, a mobile network operator 104 using a server 105 

could input the mobile network operator private key 501, the eUICC public key 214, and a key 

exchange token 506 into a key derivation algorithm 503 in order to output the second key K 204. 

Note that the key derivation algorithm 503 in both a MNO key exchange algorithm 504 and an 

eUICC key exchange algorithm 505 can include additional or separate processing steps than those 

2 o contemplated in a Diffie-Hellman key exchange and an ECDH key exchange. Additional steps than 

those contemplated in a Diffie-Hellman key exchange or ECDH key exchange for a key derivation 

algorithm 503 include transforming key output by these key exchange protocols into a key length 

and format compatible and suitable for a key K for use with wireless networks. In a key derivation 

algorithm 503, the output of a Diffie-Hellman key exchange and an ECDH key exchange could be 

25 input into a secure hash algorithm, such as SHA-256, which could then be truncated to select a 128 

bit second key K 204 using a key derivation algorithm 503. For a MNO key exchange algorithm 
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504, the security key exchange token 506 can depend upon the algorithm used in a key derivation 

algorithm 503. 

For embodiments where key derivation algorithm 503 compnses a Diffie-Hellman key 

exchange, the key exchange token 506 can comprise integer values of p and g. Or, with a Diffie-

5 Hellman key exchange the security key exchange token 506 sent from a MNO 104 could comprise a 

value equal to g/\a mod p where (x) the values or p and g have been previously shared between 

MNO 104 and eUICC 107, and (y) the value "a" can comprise the MNO private key 501. A 

security key exchange token 506 received by MNO 104 for input into a key derivation algorithm for 

a eUICC 107 could comprise a value of g/\b mod p, where b comprises the eUICC private key 215. 

10 For embodiments where key derivation algorithm 503 comprises an ECDH key exchange, the key 

exchange token 506 can a common base point G. The base point G could also be (i) recorded in an 

eUICC profile 107d, or (ii) sent from a mobile network operator 104 to module 101, or (iii) sent 

from the module 101 to the mobile network operator 104. Other algorithms besides an ECDH or 

Diffie Hellman key exchange can be utilized as well at a step 503, including a key exchange 

15 according to the American National Standards Institute (ANSI) standard X-9.63, and a key 

exchange token 506 could include a number or value associated with these other algorithms for a 

key derivation algorithm 503. 

For an eUICC key exchange algorithm 505, a module 101 with an eUICC 107 could input 

the eUICC private key 215 and the mobile network operator public key 502 into a key derivation 

2 o algorithm 503. Note that the input into the key derivation algorithm 503 could also optionally 

include a key exchange token 506. The key derivation algorithm 503 in an eUICC key exchange 

algorithm 505 could accept the input and output the second key K 204. The key derivation 

algorithm 503 in an eUICC key exchange algorithm 505 could be equivalent to the key derivation 

algorithm 503 in a MNO key exchange algorithm 504 described above. The key exchange token 

25 506 in an eUICC key exchange algorithm 505 could comprise a value similar to the key exchange 

token 506 used in a MNO key exchange 504 described above. In a Diffie-Hellman key exchange 

for a key derivation algorithm 503 in a eUICC key exchange algorithm 505, the key exchange token 

-110-
4875-7922-0230v. l 

Petitioner Samsung Ex-1004, 0470



Atty. Dkt. No. 63121/0212 

506 can comprise a value of either (i) integers p and gas described in a MNO key exchange 504, or 

(ii) number g/\a mod p. In an ECDH key exchange for key derivation algorithm 503 in a eUICC 

key exchange algorithm 505, the key exchange token 506 can comprise a base point G. A key 

derivation algorithm 503 can output a second key K 204. Other possibilities exist as well for the 

5 use of PKI keys and tokens in key exchange algorithms for those of ordinary skill in the art without 

departing from the scope of the present invention. 

Figure 5c 

1 o Figure Sc is a simplified message flow diagram illustrating an exemplary system with 

exemplary data sent and received by a module with an eUICC, in accordance with exemplary 

embodiments. System 500 can include an eUICC subscription manager 109, an IP network 111, a 

mobile network operator 104, a mobile device 101. A module 101 can include a network 

application l0lx and an eUICC 107. The operation of a system 500 can be similar to a system 300 

15 in Figure 3, except for the steps noted in this Figure Sc where different steps can be taken than those 

within a Figure 3. As depicted for a system 500 in Figure Sc, like numerals for steps and messages 

for a system 500 in Figure Sc can comprise like steps and messages within a Figure 3. Different 

numerals discussed below can comprise different steps or messages for a system 500. Many of the 

same steps common for a system 500 in Figure Sc and a system 300 in Figure 3 will be summarized 

2 o in this Figure Sc, while differences between the two systems (including the use of different 

numerals for different steps or messages) are described in more detail herein. As described in a step 

302a and 302b in Figure 3, a mobile network operator 104 can send the eUICC subscription 

manager 109 information for a profile 107d in a step 302a or 302b, where the information can 

include the network parameters 201, the first network module identity 202, and the first key K 203. 

25 The listed exemplary data for a profile 107d from the previous sentence are also discussed for a 

profile 107d in Figure 2a. 
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For a step 507 in a system 500, the MNO 104 can omit sending an encrypted second key K 

204a in a ciphertext 208b within the data for the profile 107d. In other words, the profile 107d can 

omit the second key K 204 in either a plaintext or ciphertext form after a step 507 in a system 500. 

The second key K 204 for a module 101 with eUICC 107 can be derived by a mobile network 

5 operator 104 in a MNO key exchange algorithm 504 and an eUICC key exchange algorithm 505 

below in Figure Sc. Thus, in an embodiment illustrated in Figure Sc, the second key K 204 for a 

second authentication 310 does not need to be transferred to the eUICC subscription manager 109 

from MNO 104 for the eUICC subscription manager 109 to include in a profile 107d. Similarly, in 

a system 500, the second key K 204 does not need to be transferred to the eUICC 107 in a profile 

10 107c. In embodiments where (x) the MNO sends network access credentials such as the first and 

second network module identities 202 and 209a and a first key K 203 are sent in a step 302b, then 

(y) a step 507 to omit the sending of the second key K 204 could take place with a step 302b instead 

of the step 302a as depicted. The MNO 104 can send the first and second network module identities 

202 and 209a and a first key K 203 in a step 302a or a step 302b to the eUICC subscription manager 

15 109. The MNO 104 can send to the eUICC subscription manager 109 the first and second network 

module identities 203 and 209a and a first key K 203 in a profile 107d in a step 302a or 302b, and 

the eUICC subscription manager 109 could receive the first and second network module identities 

202 and 209a and a first key K 203 in a step 302a or a step 302b. Other possibilities for 

combinations of data sent from a MNO 104 to an eUICC subscription manager 109 in a step 302a, 

20 302b, and 507 without departing from the scope of the present invention. 

As depicted in Figure Sc, an eUICC 107 in module 101 could perform steps 301, then step 

205 to receive a profile 107c, then receive an eUICC profile key 107b, and then convert the profile 

107c into a profile 107d using the eUICC profile key 107b in a step 206. The eUICC profile key 

107b could also be (i) ciphered with a key ciphering algorithm 216, sent from the eUICC 

25 subscription manager 109 as an encrypted eUICC profile key 218, (ii) and then deciphered by a 

module 101 and/or eUICC 107 with a step 217, as described in connection with Figure 2e above. 

The module 101 and/or an eUICC 107 could (i) receive an encrypted eUICC profile key 107b in the 
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form of an key 218 and (ii) use a key deciphering algorithm 217 to decrypt the encrypted eUICC 

profile key 107b in order (iii) to read a plaintext eUICC profile key 107b and then (iv) use the 

plaintext eUICC profile key 107b to decrypt the ciphertext 208a. 

As depicted in Figure Sc, after a module 101 sends a eUICC identity 107a and receives an 

5 eUICC profile 107c in a step 205, the module 101 can conduct a step 206 in order to decrypt a 

ciphertext 208a that can include a first key K 203 using an eUICC profile key 107b. For the 

embodiments contemplated in Figure Sc, where the second key K 204 can be derived or determined 

using a key exchange in steps 504 and 505 below, the second network module identity 209a can be 

included in the ciphertext 208a (as opposed to being included in the ciphertext 208b as depicted in 

10 Figure 2a). One reason can be that a ciphertext 208b can be omitted from an eUICC profile 107d in 

embodiments where the second key K 204 can be mutually derived by the eUICC 107 and the MNO 

104, so there may be no need to include a separate ciphertext 208b within the eUICC profile 107d. 

After reading a first network module identity 202 and the first key K 203, the module 101 

can conduct a first authentication 304. Note that the first key K 203 can comprise key with a null 

15 value, as contemplated in wireless network 102 standards which support the use of emergency 

services where a module 101 may not include a valid first key K 203. In this case where the first 

key K 203 comprises a null value, the use of a ciphertext 208a can also be optionally omitted, such 

that the receipt of an eUICC profile key 107b and the use of a ciphertext 208a could also be 

optionally omitted and a profile 107c could include plaintext for the first key K 203 and network 

20 module identity 202. As depicted and described in connection with Figure 3, a module 101 and 

MNO 104 could conduct a first authentication step 304 in order to authenticate the module 101 

using the first key K 203. The first key K could comprise a non-null value in exemplary 

embodiments. A step 306 to calculate a first RES 119 value using the first key K 203 from a profile 

107d could be included in a first authentication step 304. 

2 5 The mobile network operator 104 could compare the first received RES 119 with a recorded 

RES 119 in order to authenticate the module 101 with the eUICC 107 in a step 308a. A mobile 

network operator 104 can authenticate the module 101 using a step 308a in order to provide access 
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to the IP network 111, and the access to the IP network 111 can be limited (such as, but not limited 

to excluding access to the public Internet after a step 308a). The module 101 could use access to 

the limited or restricted IP network 111 in order for a user 113 of module 101 to conduct an 

authentication with the mobile network operator 104 using a second factor, as described in a step 

5 308b in Figure 3. 

After authenticating the module 101 with the first network module identity 202 and the first 

key K 203 in a step 308a, the mobile network operator 104 could authenticate a user 113 or verify a 

M2M service provider 115 is associated with the module 101 in a step 308b. The authentication of 

a user 113 or M2M service provider 115 in a step 308b could comprise authenticating module 101 

10 and/or eUICC 107 with a second factor, where the second factor comprises or includes a secure 

association of a user 113 or M2M service provider 115 with the module 101. As described in 

Figure 3 above, a step 308b could result in the secure association of an identity for the user 113 or 

the M2M service provider 115 with an identity of the module 101. After conduction a step 308b as 

depicted and described in connection with Figure 3 above, the MNO 104 can record the second 

15 network module identity 209 in the eUICC profile 107d is associated with a particular user 113 or a 

particular M2M service provider 115. 

In a step 308b, the MNO 104 can also determine (i) the first network module identity 202 

used in step 304 is associated with other identities such as module identity 110, profile identity 

107e, eUICC identity 107a, and the second network module identity 209. By (i) authenticating a 

20 user 113 or (ii) verifying an identity for module 101 is associated with a M2M service provider 115 

in a step 308b, MNO 104 can determine the second network module identity 209 (used in a 

subsequent authentication step 310) belongs to or is associated with a particular user 113 or M2M 

service provider 115. In other words, without a separate authentication step 308b in Figure 5 and 

Figure 3, MNO 104 may not be able to securely determine that the second network module identity 

25 209 from a profile 107d belongs to a particular user 113 or M2M service provider 115. For 

embodiments where the module 101 is associated with a M2M service provider 115, then a step 

308b in Figure Sc could comprise the MNO 104 verifying that an identity received in a first 
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authentication 304 (such as, but not limited to, the first network module identity 202) is associated 

with an M2M service provider 115, such as checking the identity in a list of identities for modules 

101 belonging to M2M service provider 115. 

After successfully authenticating or verifying an identity of a user 113 or an M2M service 

5 provider 115 is associated with module 101 in a step 308b, MNO 104 could process an MNO key 

exchange algorithm 504 in order to record a second key K 204 for use in a subsequent second 

authentication 310 for module 101. The second authentication 310 can use different network access 

credentials (i) associated with the module 101 and (ii) obtained by module 101 using an eUICC key 

exchange algorithm 505. Although not illustrated in Figure Sc, a MNO 104 could obtain the data 

1 o for processing a MNO key exchange algorithm 504 in several different ways. A MNO 104 could 

receive the eUICC public key 214 for an MNO key exchange algorithm 504 from either (i) the 

module 101 or eUICC 107 directly after the first authentication 304 or (i) the eUICC subscription 

manager 109 in a step 302b above, where the eUICC subscription manager 109 could record the 

eUICC public key 214. Other possibilities exist as well for a MNO 104 to receive an eUICC public 

15 key 214 associated with an identity for module 101 such as the eUICC identity 107a. The recording 

of an eUICC public key 214 with an MNO 104 is also depicted and described in connection with 

Figure Sa above. 

For a MNO key exchange algorithm 504 in Figure Sc, the MNO 104 could also input a key 

exchange token 506 and a MNO private key 501, in addition to the eUICC public key 214, as 

2 o illustrated in Figure Sb above. After performing a MNO key exchange algorithm 504 in Figure Sc, 

the MNO 104 can record the second key K 204 for the second module identity 209 (which is 

associated with the first module identity 202 in the profile 107d). As contemplated for a key 

exchange token 506 in Figure Sa and Figure Sc, the key exchange token 506 could be any of the 

cases (A) initially processed, derived, or determined by the MNO 104, (B) shared between the 

25 MNO 104 and module 101 with the eUICC 107, such as, but not limited to, recording the key 

exchange token 506 in the profile 107d, or (C) initially processed, derived, or determined by 

module 101. Figure Sc illustrates an embodiment for case (A) with key exchange token 506, where 
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the MNO 104 derives or determines the key exchange token 506 value and subsequent sends the 

key exchange token 506 value to the module 101 with the eUICC 107. The MNO 104 can send the 

key exchange token 506 in a message 508, and a network application l0lx for the module 101 can 

receive the key exchange token 506 in the message 508 and forward the key exchange token 506 to 

5 the eUICC 107. For case (A) the MNO 104 can omit sending the key exchange token 506 until 

after the user 113 or M2M service provider 115 for module 101 has been successfully authenticated 

or verified in a step 308b. 

In a related embodiment to the embodiment depicted in Figure Sc, for case (B) with key 

exchange token 506, a separate message 508, to communicate or transfer the key exchange token 

10 506 between the MNO 104 and module 101 after a step 504, can optionally be omitted, since both 

sides (MNO 104 and module 101) could record the key exchange token 506 before a step 505 by a 

module 101 with an eUICC 107 below. For case (B), the MNO 104 could send a signal in a 

message 508 to the module 101 that the authentication step 308b of a user 113 or an M2M service 

provider 115 has been successfully completed, and thus module 101 could proceed with an eUICC 

15 key exchange algorithm 505 using the recorded key exchange token 506. 

For case (C) with key exchange token 506, the eUICC 107 could derive or determine the key 

exchange token 506 and subsequently send the key exchange token 506 to the MNO in a message 

508. In this case (C), the MNO 104 could receive the key exchange token 506 (i) before processing 

the MNO key exchange algorithm 504, and (ii) using the connection with the module 101 from the 

20 first authentication 304. For case (C), the MNO 104 can require the successful completion of an 

authentication step 308b for a user 113 or M2M service provider 115 before accepting the key 

exchange token 506 from the module 101. 

In another exemplary embodiment, step 504 and step 505 can use different values for the 

key exchange token 506, and both MNO 104 and module 101 can send the tokens 506 in a message 

2 5 508 to the other node. In exemplary embodiments, a message 508 comprising the key exchange 

token 506 can be transferred through the IP network 111, where access to the IP network 111 can be 

enabled by the first authentication 304 with the first key K 203. Other possibilities exist as well for 
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the transfer of a key exchange token 506 between a MNO 104 and a module 101 with an eUICC 

107 for conducting a key exchange without departing from the scope of the present invention. 

As depicted in Figure Sc, a module 101 with an eUICC 107 can conduct an eUICC key 

exchange algorithm 505 in order to determine or read a second key K 204. As depicted and 

5 described for an eUICC key exchange algorithm 505 in Figure Sb above, the module 101 can input 

an MNO public key 502, an eUICC private key 215, and the key exchange token 506 into a key 

derivation algorithm 503 in order to output the second key K 204. Note that the number, value, or 

sequence of bits for the second key K 204 determined by a MNO 104 in a step 504 can be equal to 

the number, value, or sequence of bits for the second key K 204 determined by a module 101 with 

10 an eUICC 107 in a step 505. The mutual derivation of the second key K 204 by a MNO 104 in a 

step 504 and a module 101 in a step 505 can be different and superior to conventional technology 

for either (i) a physical UICC or (ii) an eUICC, since the second key K 204 does not need to be 

transferred in either physical or electronic form, where the electronic form could include encrypting 

the second key K 204 into a ciphertext. Supporting the derivation of a second key K 204 as 

15 depicted and described herein can be superior to the electronic or physical distribution of a key K, 

since a different second key K 204 can be utilized by repeating steps 504 and 505 a second time, 

such as with a different key exchange token 506. In this manner, the second key K 204 associated 

with the second network module identity 209 could be rotated or changed periodically, thereby 

increasing the security of a system 500 compared to the use of a static, non-changing second key K 

2 o 204 for the lifetime of a module 101 with a profile 107 d. 

After a step 505 in Figure Sc, the subsequent steps and messages for communication 

between the module 101 and the MNO 104 can be the same or equivalent to those in Figure 3 after 

a step 207. In other words, the second key K 204 as used by a module 101 and/or eUICC 107 for 

embodiments in a Figure Sc can be equivalent or similar to the processing and recording steps 

25 depicted and described in Figure 3, upon module 101 with an eUICC 107 reading the second key K 

204 in a step 207 in Figure 3. In a system 500, the module 101 or eUICC 107 could record the 

second key K 204 in a protected, nonvolatile memory as described in a step 207 of Figure 3. Other 
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possibilities exist as well without departing from the scope of the present invention for the location 

or techniques of storing the second key K 204 resulting from a step 505. 

As depicted and described in connection with Figure 6 below, the module 101 could record 

the second key K 204 in a volatile memory (and not storing the second key K 204 in nonvolatile 

5 memory), including potentially only within a register or cache memory of CPU 101b. In this 

manner, the security of the derived second key K 204 can be enhanced, since upon or after power 

off of a module 101, a third party could not probe or read nonvolatile memory looking for the 

second key K 204. Since a volatile memory could be flushed upon loss of power or other 

circumstances, a MNO 104 and module 101 could repeat the steps 504 and 505, respectively, 

10 including the transfer of a key exchange token 506, a subsequent time when a module 101 needs to 

process or derive a new, subsequent second key K 504. In other words, a module 101 can conduct a 

step 505 with a different key exchange token 506 at a later time after the first instance of a step 505 

in order to derive a different, subsequent second key K 204. 

After deriving the second key K 204 in a step 505 in Figure Sc, the module 101 with the 

15 eUICC 107 can authenticate with the MNO 104 using the wireless network 102, the second network 

module identity 209, the second key K 204. The module 101 could conduct a second authentication 

310 with the mobile network operator using the second key K 204, as depicted in Figure Sc, which 

is also equivalent to the second authentication 310 depicted in Figure 3 above. Note that the 

module 101 could detach or disconnect from the wireless network 102 (i) after a sending/receiving a 

2 o message 508 with key exchange token 506 and (ii) before sending the exemplary second attach 

message 303 with the second network module identity 209. 

The eUICC 107 within module 101 could use (i) the second key K 204 from a step 505, and 

(ii) a second RAND 118 value from the MNO 104 to calculate a second RES 119 value in a step 

311. The eUICC 107 can send the second RES 119 to the network application l0lx, and the 

25 module 101 can send the second RES 119 to the mobile network operator 104 through the wireless 

network 102. The MNO 104 could compete the second authentication in a step 312 by verifying the 

second RES 119 is correct using (i) the second key K 204 derived by the MNO 104 in a step 504 
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above, and (ii) the second RAND 118 value sent to the module 101. Upon successful authentication 

using the second key K 204, as depicted and described in connection with Figure 3, the module 101 

and MNO 104 could take subsequent steps after a step 312 for the module 101 to have access to the 

IP network 111 and also the public Internet. 

5 In another embodiment contemplated in Figure Sc, the mobile network operator 104 can 

send the second key K 204 to the module 101 using the wireless network 102 in a message 508. In 

other words, the exemplary token 506 in Figure Sc could comprise the second key K 204, as 

opposed to an exemplary key exchange token 506. In this embodiment, the use of a key derivation 

algorithm 503 in a step 504 could use input of a random number from random number generator 

10 128 into the key derivation algorithm 503 (instead of PKI keys), and the output could be the second 

key K 204. Or, the key derivation algorithm 503 in a step 504 could simply assign a random 

number to the second key K 204. After a step 308b and step 504, the mobile network operator 104 

could send the second key K 204 in a message 508. The second key K 204 in a message 508 could 

be encrypted using a key ciphering algorithm 216. The message 508 with the second key K 204 as 

15 the token 506 could be received by the module 101 and decrypted using a key deciphering 

algorithm 217. In another embodiment, the token 506 received by a module 101 could comprise (i) 

the second key K 204 as plaintext at the application layer, but (ii) ciphered at the data-link layer 

using the first RAND value from a step 304 and the first key K 203. Other possibilities exist as well 

for a token 506 to comprise a second key K 204 without departing from the scope of the present 

2 o invention. 

The order of many of the steps and messages depicted within a system 500 could be changed 

without departing from the scope of the present invention. For example, a step 504 could also be 

conducted concurrently with a step 302b (instead of with a step 308b ), such that a mobile network 

operator 104 could calculate a second key K 204 using a MNO key exchange algorithm 504 at the 

2 5 same time when MNO 104 sends the first network module identity 202 and first key K 203 to the 

eUICC subscription manager 109. After receiving (i) an eUICC identity 107a from an eUICC 

subscription manager 109 and (ii) and an eUICC public key 214 in a step 302b, the mobile network 
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operator 104 can process a MNO key exchange algorithm 504 in order to calculate or process a 

second key K 204. 

In an exemplary embodiment, a mobile network operator 104 could receive a list of eUICC 

public keys 214 and eUICC identities 107a from an M2M service provider 115 before eUICC 

5 subscription manager 109 receives the eUICC identity 107a in a step 205. The MNO 104 could use 

the data received from a M2M service provider 115 (including a list of eUICC identities 107a and 

eUICC public keys 214) in order to derive the second key K 204 using a MNO key derivation 

algorithm 504 and the key exchange token 506. The MNO 104 could send the key exchange token 

506 to an eUICC subscription manger 109 before the eUICC subscription manager 109 participates 

10 in a step 205 as illustrated in Figure Sc, and the eUICC subscription manager 109 could include the 

key exchange token 506 with the eUICC profile 107c, such that module 101 could receive the key 

exchange token 506 in the eUICC profile 107c. 

In this embodiment (which can also comprise a case (B) for the transfer of key exchange 

token 506 for a message 508 as described above), a module 101 using an eUICC 107 with profile 

15 107d and key exchange token 506 could potentially derive the second key K 204 before a step 308b, 

but in preferred embodiments the mobile network operator 104 does not allow the use of the second 

key K 204 until after an authentication step 308b of a user 113 or M2M service provider 115. In 

another embodiment, the values for the first network module identity 202 and the second network 

module identity 209 could be the same or equal, such that the module 101 uses the same network 

2 o module identity for both first authentication 304 and a second authentication 310. In this case, the 

MNO 104 can support a change in key K used with the first network module identity 202 from the 

first key K 203 to the second key K 204. The first key K 203 can be included in a profile 107d, but 

the second key K 204 can be derived by an MNO 104 using a step 504 and a module 101 using a 

step 505. Other possibilities exist as well for a MNO 104 and a module 101 to mutually derive a 

2 5 second key K 204 for use with an eUICC 107 without departing from the scope of the present 

invention. 
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Figure 6 

Figure 6 is a flow chart illustrating exemplary steps for a module to use an eUICC and 

authenticate with a wireless network, in accordance with exemplary embodiments. An exemplary 

system 500 depicted and described in connection with Figure Sc can also support the repeated 

5 derivation of a second key K 204 for a MNO 104 and module 101 with an eUICC 107. The use and 

support for different second keys K 204 over time can increase security, since the second key K 204 

can be securely and periodically rotated, thereby enhancing the security and efficiency of a system 

500, compared to either (i) physically changing a UICC each time a new key K is desired, or (ii) 

querying, downloading, and selecting a new profile 107c or profile 107d each time the use of a 

1 o different key K is desired (including steps to communicate and record a second key K 204 in the 

profile 107d). In other words, the use of multiple second keys K 204 over time can be 

accomplished for the same profile 107d. 

A step 403 in Figure 6 can comprise a module 101 with an eUICC 107 conducting the 

substeps for a step 403 as depicted and described in connection with Figure 4. In a step 403, a 

15 module 101 could connect with a first wireless network 102, receive an eUICC profile 107c, 

decrypt the profile 107c using an eUICC profile key 107b, activate the profile 107d, and 

authenticate with a second wireless network 102 using a first key K 203 from the profile 107d. As 

noted above, other possibilities exist as well for a module 101 to record an eUICC profile 107d, 

such as the loading of a profile 107d by a manufacturer, without departing from the scope of the 

2 o present invention. 

After successful authentication of the module 101 at the conclusion of a substep 304 in a 

step 403, a user 113 associated with the module 101 could conduct an authentication step 308b with 

the mobile network operator 104. A step 308b can be useful for a mobile network operator 104 to 

authenticate or securely associate (i) a module 101 with (ii) a legal entity contractually responsible 

25 for the services used by a module 101. The use of a step 308b is also described in Figure 3. Note 

that module 101 could be associated with an M2M service provider 115 instead of a mobile phone 

subscriber such as an individual, and in this case the M2M service provider 115 could take steps 

-121-
4875-7922-0230v. l 

Petitioner Samsung Ex-1004, 0481



Atty. Dkt. No. 63121/0212 

before a step 308b in order to inform or confirm with MNO 104 that module 101 with an identity 

such as module identity 110 or the first network module identity 202 belongs to or is associated 

with the M2M service provider 115. 

In other words, a MNO 104 may not have control over the distribution or recipient of a 

5 profile 107c from an eUICC subscription manager 109 in a step 403, and a user authentication in a 

step 308b allows a MNO 104 to confirm, verify, or establish a contractual relationship with a user 

113. Business contracts and procedures for an MNO 104 to provide service to a module 101 with 

an eUICC 107 with profile 107d could require that a user 113 successfully completes an 

authentication step 308b (with example steps described in Figure 3 above), before the MNO 104 

1 o provides service such as voice calls or access to the public Internet. The second factor in a step 

308b can be data communicated between the MNO 104 and the user 113 to confirm an identity of 

the user 113. Examples of data for the second factor in a step 308b are described in connection with 

a step 308b in Figure 3. The first factor contemplated in a system 300 or system 500 can be the 

successful receipt of a RES 119 value in a first authentication 304. Upon conclusion of the step 

15 308b the MNO 104 could securely determine and record that a module 101 with the first network 

module identity 202 and/or the second network module identity 209 from the profile 107d is 

associated with an authenticated user 113. 

The module 101 could then perform a step 508 in order access a key exchange token 506. 

As described for a key exchange token 506 in Figure Sc, the module 101 could receive the token 

20 506 in a step 508 (case A), or the module 101 could send the token 506 in a step 508 (case B). Step 

508 can comprise sending or receiving the message 508 from Figure Sc. The key exchange token 

506 could comprise a key exchange token 506 as depicted and described in connection with Figure 

Sb. Or, as described for a message 508 in Figure Sc, the key exchange token 506 could comprise 

the second key K 204, such as the second key K 204 encrypted by MNO 104 with a key ciphering 

25 algorithm 216 and decrypted by the module 101 with the eUICC 107 using a key deciphering 

algorithm 217. The key exchange token 506 at a step 508 could comprise parameters for a key 

derivation algorithm 503, such as a base point G if elliptic curve cryptography PKI keys are used 
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with MNO public key 502, MNO private key 501, eUICC public key 214, and eUICC private key 

215. 

In another exemplary embodiment, key exchange token 506 with a Diffie Hellman key 

exchange for a key derivation algorithm 503 could comprise a multiplicative group of integers 

5 modulo p, where p is prime and g is primitive root mod p. Other possibilities for a key exchange 

token 506 in a message 508 exist as well without departing from the scope of the present invention, 

including the use of multiple values and numbers for a key exchange token 506. The key exchange 

token 506 transfer between MNO 104 and module 101 in a step 508 can use the second wireless 

network after the module 101 authenticates with the first key K 203, and thus the data-link layer for 

10 transfer of the key exchange token 506 could be ciphered using the first key K 203 (where a cipher 

key for the data-link layer is derived from the first key K 203 and a RAND 118 from a first 

authentication 304). 

A module 101 with an eUICC 107 could then perform a step 505, which could comprise an 

eUICC key exchange algorithm 505 as depicted in Figure Sc using (i) the token 506 from a message 

15 508 above, and (ii) the eUICC private key 215 and MNO public key 502. The output from an 

eUICC key exchange algorithm 505 can comprise the second key K 204. In an exemplary 

embodiment, the second key K 204 output from the eUICC key exchange algorithm 505 is recorded 

within a memory of module 101 on a temporary basis. After obtaining and reading the second key 

K 204 from a step 505, the module 101 can conduct a second authentication 310 with the MNO 104 

2 o using the second key K 204. The second key K 204 can be associated with a second network 

module identity 209, which could be recorded in the profile 107c and profile 107d for the eUICC 

107 from a step 403 above. Exemplary details and steps for a second authentication 310 using the 

second key K 204 are depicted and described in connection with Figure 3 and Figure Sc above. 

After the conclusion of the second authentication 310, the module 101 could have access to 

2 5 the public Internet through the IP network 111 of the wireless network 102. After a step 310 and 

before a subsequent step 601 below, the module 101 could continue using the second key K 204 

with the second network identity 209 in many additional repeated steps 310, such that module 101 
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could use the second key K 204 for an exemplary period of time such as several days or several 

months, and other possibilities exist as well for the continued use of a second key K 204 after a step 

310 and before a step 601 in Figure 6. For example, a module 101 could repeat a step 311 in a 

second authentication 310 multiple times with the same wireless network 102 using the same 

5 number of value for the second key K 204 during a period of time before a step 601. 

At a step 601 in Figure 6, a module 101 or a MNO 104 could determine if the use of a new 

second key K 204 is required or preferred. There could be several reasons that a different second 

key K 204 may be periodically preferred. Exemplary reasons include (i) the second key K 204 may 

only be temporarily stored within a volatile memory in CPU 101b, such that a power cycle of 

10 module 101 or CPU 101b could flush the volatile memory, and in this case module 101 and MNO 

104 may need to derive a new second key K 204, (ii) ownership of module 101 may change, and 

business or legal contracts could stipulate that a previous second key K 204 with the prior owner of 

module 101 may no longer be valid and thus a new second key K 204 may be required, (iii) a MNO 

104 and a module 101 or M2M service provider 102 may prefer to periodically rotate the second 

15 key K 204 in order to increase security of a system 500. For example, a module 101 may have a 

planned lifetime of more than a decade, and given the speed of change for mobile networking 

technology, a module 101 may prefer to support the change in a second key K 204 for accessing a 

wireless network 102 without downloading and installing a new, different profile 107d. Other 

possibilities exists as well for exemplary reasons why a module 101 and/or a MNO 104 could 

20 determine that the use of a new, second key K 204 is preferred or required in a step 601 without 

departing from the scope of the present invention. If a module 101 or MNO 104 determine a value 

of "no" for a step 601, then the module 101 could continue periodically performing repeated second 

authentication 310 steps using the same second key K 204, as illustrated in Figure 6. 

As depicted in Figure 6, upon determination of a value of "yes" for a step 601, a module 101 

25 could return to a step 508 and receive another key exchange token 506. As depicted in Figure 6, the 

module 101 could use a first authentication 304, which could comprise an authentication with the 
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first key K 203. A return to the first authentication 304 with the first key K 203 could be omitted in 

some embodiments, and thus the box for 304 depicted in Figure 6 is a dashed line. 

In this embodiment where module 101 or MNO 104 determine or evaluates that a new 

second key K 204 is preferred at a step 601, the module 101 could return to a step 508 by attaching 

5 with the wireless network 102 again using the first network module identity 202 and the first key K 

203. For example, if the second key K 204 is not available (such as being flushed from being stored 

only in a volatile memory, a potential error condition such as a reset of module 101, or the second 

key K 204 is no longer preferred to be used), then the module 101 with the eUICC 107 could use 

data recorded in the profile 107d to reconnect with the wireless network 102. For example, the first 

1 o key K 203 and the first network identity 202 may be recorded in generally accessible nonvolatile 

memory, such as, but not limited to, a flash memory 101w within module 101 and subsequently the 

first key K 203 and the first network identity 202 could be used in a step 304 before a return to a 

step 508. Or, the module 101 and MNO 104 could continue to use the previous second key K 204 

(if available) for a communications link to transfer the key exchange token 506, and thus the use of 

15 a step 304 with the first key K 203 is optional. 

Upon return to a step 508 module 101 and MNO 104 could transfer a key exchange token 

506 as described in a step 508 in Figure 6 above. Upon return to a step 508, the module 101 and 

MNO 104 could transfer a key exchange token 506 that has a different value or number from a key 

exchange token 506 transferred earlier (in order to support the derivation of a different second key 

2 o K 204 than from a previous iteration). Using the new, different value for the key exchange token 

506, the module 101 with the eUICC 107 could derive a new, different second key K 203. In this 

manner and by using the steps illustrated in Figure 6, a second key K 204 could operate as a key K 

for "temporary use", and a different second key K 204 for use in a subsequent authentication 310 

could be obtained by a repeated use of a step 505 with a new, different key exchange token 506 for 

25 module 101 connecting with the same wireless network 102. 

The module 101 and MNO 104 could continue to use the same network module identity 

(such as a second network module identity 209) upon a return to steps 508 through 310, or the 
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MNO 104 could also send the module 101 a new, different network module identity in a message 

508 upon a return to steps 508 through 310. A MNO 104 and a module 101 can repeat the use the 

steps 508 through 601 depicted and described in this Figure 6 in order to derive a series over time of 

second keys K 204 for the module 101 with the eUICC 107. Each member of the series 

5 (comprising a different second key K 204) could be associated with the second network module 

identity 209, and the second network module identity 209 could remain constant or can also change 

to different numbers or values for use in a step 310. Supporting a change in the second key K 204 

can both increase the flexibility and security of a system 500 and related systems for a user and a 

mobile network operator 104. 

10 

15 

Conclusion 

Various exemplary embodiments have been described above. Those skilled in the art will 

understand, however, that changes and modifications may be made to those examples without 

departing from the scope of the claims. 
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CLAIMS 

What is claimed is: 

1. A mobile device for communicating with a wireless network, the mobile device comprising: 

a memory configured to store an embedded universal integrated circuit card ( eUICC) 

identity; 

a random number generator configured to generate a random number for an eUICC private 

key corresponding to an eUICC public key; 

a radio configured to: 

a. transmit, to a subscription manager, the eUICC identity and the eUICC public key; 

and 

b. receive, from the subscription manager, i) an eUICC profile comprising network 

parameters, a key K, and a subscriber identity and ii) a symmetric key; and 

an eUICC associated with the eUICC identity and configured to: 

4875-7922-0230v. l 

a. derive a profile key using an elliptic curve Diffie Hellman (ECDH) key exchange 

with the eUICC private key and a subscription manager public key; 

b. decrypt a first portion of the eUICC profile using the profile key; 

c. receive the symmetric key from a network application operating in the mobile 

device; 

d. decrypt a second portion of the eUICC profile using the symmetric key, the 

second portion comprising the key K and the subscriber identity, wherein the 

first portion and the second portion are distinct; and 

e. generate a response value for authentication of the mobile device with the wireless 

network using the key K. 

-127-

Petitioner Samsung Ex-1004, 0487



Atty. Dkt. No. 63121/0212 

2. The mobile device of claim 1, wherein the eUICC is further configured to receive a profile 

identity for the eUICC profile as a plaintext. 

3. The mobile device of claim 1, wherein the eUICC operates within a universal integrated circuit 

card within the mobile device. 

5 4. The mobile device of claim 1, wherein the random number generator is configured to generate 

10 

15 

the random number in response to input from at least one of a clock and a sensor. 

5. The mobile device of claim 1, wherein the random number generator is configured to generate 

the random number from a seed value, wherein the seed value comprises data from at least 

one of a sensor, the radio, a bus, a clock, a physical interface, the memory, and an operating 

system. 

6. The mobile device of claim 1, wherein the network application is configured to communicate 

with i) the wireless network and ii) the eUICC in the mobile device using a system bus. 

7. The mobile device of claim 1, wherein the eUICC comprises computer executable instructions 

for a processor in the mobile device, and wherein the computer executable instructions are 

stored within the memory. 

8. The mobile device of claim 1, wherein the eUICC comprises a package soldered onto a circuit 

board of the mobile device. 

9. The mobile device of claim 1, further comprising a user interface configured to receive user 

identification information before the mobile device receives the symmetric key. 
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10. The mobile device of claim 1, wherein the first portion of the eUICC profile includes the 

network parameters, the network parameters comprising a list of numbers associated with a 

mobile network operator. 

11. The mobile device of claim 1, wherein the network parameters comprise a mobile country code 

(MCC) and a mobile network code (MNC) associated with the wireless network. 

12. The mobile device of claim 1, wherein the radio is further configured to receive, from the 

subscription manager, the eUICC profile using transport layer security. 

13. The mobile device of claim 1, wherein the subscriber identity comprises an International Mobile 

Subscriber Identity (IMSI). 

10 14. The mobile device of claim 1, wherein the radio is further configured to receive, from the 

15 

subscription manager, a ciphertext for the symmetric key, wherein the mobile device is 

configured to decrypt the ciphertext using at least the eUICC private key. 

15. The mobile device of claim 1, wherein the mobile device further comprises at least one of a 

wireless handset, a cellular phone, a smartphone, a tablet computer, a laptop, a tracking 

device, and a circuit board with the radio. 
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ABSTRACT 

A module with an embedded universal integrated circuit card ( eUICC) can include a profile 

for the eUICC. The profile can include a first and second shared secret key K for authenticating 

5 with a wireless network. The first shared secret key K can be encrypted with a first key, and the 

second shared secret key K can be encrypted with a second key. The module can (i) receive the 

first key, (ii) decrypt the first shared secret key K with the first key, and (iii) subsequently 

authenticate with the wireless network using the plaintext first shared secret key K. The wireless 

network can authenticate the user of the module using a second factor. The module can then (i) 

10 receive the second key, (ii) decrypt the second shared secret key K, and (iii) authenticate with the 

wireless network using the second shared secret key K. The module can comprise a mobile phone. 

15 
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NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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63121/0212 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority to 
permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see paragraph A in 
subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application (see 
paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an application. 
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for access 
by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the undersigned 
hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office (JPO), the Korean 
Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of China (SIPO), the World 
Intellectual Property Organization (WIPO), and any other foreign intellectual property office participating with the USPTO in a 
bilateral or multilateral priority document exchange agreement in which a foreign application claiming priority to the instant 
patent application is filed, access to: (1) the instant patent application-as-filed and its related bibliographic data, (2) any foreign 
or domestic application to which priority or benefit is claimed by the instant application and its related bibliographic data, and 
(3) the date of filing of this Authorization. See 37 CFR 1.14(h)(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search results from 
the instant patent application when a European patent application claiming priority to the instant patent application is filed. See 
37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141 (1) EPC (European Patent Convention) requires applicants to submit a copy of 
search results from the instant application without delay in a European patent application that claims priority to the instant 
application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with any 

documents and information identified in subsection 1 A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the application in 
accordance with 37 CFR 1.14. 
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Attorney Docket Number 63121/0212 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 oflitle 37 of CFR to have 
an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. The 
information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 1 .43; or the 
name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person who otherwise shows 
sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 {assignee, 
person to whom the inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest) together with one or more 
joint inventors, then the joint inventor or inventors who are also the applicant should be identified in this section. 

I Clear I 

@ Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. 10 Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 

Name of the Deceased or Legally Incapacitated Inventor: I I 
If the Applicant is an Organization check here. ~ 
Organization Name I Network-1 Technologies, Inc. 

Mailing Address Information For Applicant: 

Address 1 445 Park Avenue, Suite 912 

Address 2 

City New York State/Province NY 

Country' I us Postal Code 10022 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. 
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Application Number 

Title of Invention Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of 
CFR to have an assignment recorded by the Office. 

Assignee 1 
Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent application 
publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application publication as an 
applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the patent application 
publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City I State/Province 

Country i I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 
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63121/0212 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Embedded Universal Integrated Circuit Card Supporting Two-Factor Authentication 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application Data Sheet 
is submitted with the INITIAL filing of the application and either box A or B is not checked in subsection 2 of the 
"Authorization or Opt-Out of Authorization to Permit Access" section, then this form must also be signed in accordance 
with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e. 
g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner, 
all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given power of attorney (e.g., 
see US PTO Form PTO/ AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature /Albert J. Boardman/ Date (YYYY-MM-DD) 

First Name AlbertJ. I LastName I Boardman I Registration Number 70601 

Additional Signature may be generated within this form by selecting the Add button. 
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