TSN UNITED STATES PATENT AND TRADEMARK OFFICE
E UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: (P;gl\gMIISSSIONER FOR PATENTS
0. Box

450
Alexandria, Virginia 22313-1450
‘www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/921,461 07/06/2020 Edward Snow WILLIS 101-0393USP2
CONFIRMATION NO. 7055
14551 POWER OF ATTORNEY NOTICE
390 Bay Street, Sutt 1200 R e

Toronto, ON M5H 2Y2
CANADA
Date Mailed: 02/07/2024

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 01/25/2024.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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;3" UNITED STATES PATENT AND TRADEMARK OFFIGE

\ E UNITED STATES DEPARTMENT OF COMMERCE
X3 United States Patent and Trademark Office
Address: (P;gl\gMIISSSIONER FOR PATENTS

0. Box

450
Alexandria, Virginia 22313-1450
‘www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/921,461 07/06/2020 Edward Snow WILLIS 50468-US-CNT
CONFIRMATION NO. 7055
192641 POA ACCEPTANCE LETTER
Botos Churchill IP Law LLP - Malik
430 Mountain Avers AR AU
Suite 401 0OC000000067957538

New Providence, NJ 07974
Date Mailed: 02/07/2024

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/25/2024.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/atesfai/
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: MALIKIE INNOVATIONS LIMITED

Application No./Patent No.: 16921461 Filed/Issue Date: 07/06/2020

Titled: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
MALIKIE INNOVATIONS LIMITED . a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. FrOm: WILLIS, EDWARD SNOW; INGLIS, DAVID ALAN; QADERI, HASHIM MOHAMMAD; HUTCHENS, SCOTT; TRAVE TO . BLACKBERRY LIMITED

The document was recorded in the United States Patent and Trademark Office at

Reel 053134 , Frame 0465 , or for which a copy thereof is attached.

2 From: BLACKBERRY LIMITED To: MALIKIE INNOVATIONS LIMITED

The document was recorded in the United States Patent and Trademark Office at
Reel 064104 , Frame 0103 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

STATEMENT UNDER 37 CFR 3.73(c)

4. From:

5. From:

6. From:

BLACKBERRY LIMITED To: MALIKIE INNOVATIONS LIMITED

The document was recorded in the United States Patent and Trademark Office at

Reel 064271 , Frame 0199 , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Richard J. Botos/ 2024-01-25
Signature Date

Richard J. Botos 32,016

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (56 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc Code: PA..
Document Description: Power of Attorney

PTO/AIA/82A (07-13)

Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is

directed

, the Power of Attorney will not be recognized in the application.

Application Number 16/921,461

Filing Date 07/06/2020

First Named Inventor

Edward Snow WILLIS

Title

OF-THINGS DEVICES

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-

Art Unit 2196

Examiner Name QAM RU N NAHAR

Attorney Docket Number | 50468-US-CNT

SIGNATURE of Applicant or Patent Practitioner

Signature /Richard J. Botos/

Date (Optional)

2024-01-25

Name

Richard J. Botos

Registration
Number

32,016

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

|:| *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

Exhibit 1002

NRG Energy, Inc. et al. v. Malikie Innovations Limited

0006




PTGARGASBR (U AT}

Approvent fof i thraugh 0373372021 DMB OS5 153038

120§, Patent and Tracamark Sifice; U8 SEPARTMENT G TSMMERTE

Usider the Paperwork Badurtion Ac of 1959, no peison s reyuiced 10 sesnend in ¥ oalfaction af informtion uniess it displavs ,i calkidd IS zansrnt nussher

i POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTQ }

| herely revoke all pre#iuus powers of attorney givers in the application identified in the attached
staternent under 37 CFR 3.73{c}.

| hereby sppoint: :
g 3 ¢
i Practis > rted with U s Nunhiar; 1 926&1 i
OR . -
g f Practitionsris} names puiow {if more than oo patant practitiondss ak o ks aamed, then & customer sumber must be usedi
. - T Registration
Regut 2
Narne ebf u;:?; Hame MumBRE

K3 sitomeyisi of ageniizs) ta reprasent the unaer:@,ﬂiﬁ Befurs the Lnkes States Paeant and Traderwary Office {USFTO} fax anneTHing with

any and ail gatent applications aisigned anly t the pndersigned accnrding 1o e USPTD sssignment retords of assgnmant documents
_sttachad io this foroy in accordance with 37 CFR 2 731G,

please change the correspondence address for the application identificd in the attachad statement
pnder 37 CFR 3.73{c} tw

ix\AJE The seidress assacisted with Custamer Number: 19264 §
OR

[7] [ arinsiatnane goates Churchill 1P Law, LLP
Address 430 Mountain Ave,, Suite 401

s New Providence | swe N 22 07974
county (JSA
Tephone {GOB) 738-1770 | zmen plo@beiplaw.com

) M‘vf&.ﬁ Tanovatons Lmied
signee name i
Ast B 3nd aadress: The Glass Hauers L2 92 Teorgey Bovet Lawer
T Laoghaire, Duklin, AN VRS

A topy af this form, fogether with & statement under 37 CFR 3.73{c] {Farm PTO/AIAS96 or equivalient] is required to be

filed in gach appiication in which this form §s used, The statewwent under 37 CFR 3.73{c] may be completed by one of the

practitionsrs appninted in this form, and must identily the application in whith this Power of Attarney fs to be filed,
SIGNATURE of Assignee of Record

The individual phoeesiRaatire sod Hibs is supdiad betow is authorized 10 st on behalf of the assignee.

sgnatore_fryg 061 (L bate  [Sha Dne KOTD
Name 'r;"“*&uc‘_\@:m RuiMLAAL Teleshone 353 Sa a1 909,
Title AAR ACIAIG  DIRECTUR,

Fheg suliestion of infarcation o eaguited by $7 UK £.31, 133, ;m(l 1.33. thrinformysion je requirad ta HRIAIK 02 ratxin d Benefit by thoe oubtic, whinkcis o upodate
Tt by the USPTS s preess) the fits of 3 patend Fog. Sont ity 2 govesnad by 35 LA.L 322 803 37 TFR 213 and LI4 This
® 390 takn e 12 complety, wrhnding gaiiency, prsn-s«\& ELEET g the B2t v farm B the USFI0 Time witl v
< rfre wn thor Ao Of DM PAG RGNS 1@ SoMpl mts farm andy'ar Sugpestions for raducing THis bucden, )kaﬁ

HNg ups el P raee. Ane <
Be sertve the Theeé information Offica:, UL #aiens snd Trade & Offse, U5, Sep of Cormmaeas, 7,00 Bos 1850, Almcandots, V8 2233151450 DT NQT

LENLFEER DN COMPLETED FURME 76 THaS ADCATSS $ERO W3 Commissisner for Petants, 2.9, Sax lﬂ‘su}, Slexsndria, VA 223151450
I pau feed SRIRISNCS Ky SIMRNSEY o fuemy, ool T-R00-FYOBIRY and yeiece option 2.

Exhibit 1002
NRG Energy, Inc. et al. v. Malikie Innovations Limited

0007



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arrecord related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Page 1 of 2

UNITED STATES . P.0.Box 1450
PATENT AND TRADEMARK OFFICE AN, Y io.gov

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/921,461 01/25/2024 07:57:28 AM Z ET 101-0393USP2

Title of Invention
SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 11119756
under 35 USC 111(a)

CONFIRMATION # 7055 FILED BY Prince Samuel
PATENT CENTER # 64079415 FILING DATE (07/06/2020
CUSTOMER # 14551 FIRST NAMED Edward Snow WILLIS
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Richard Botos
ADDRESS
Documents TOTAL DOCUMENTS: 2
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
16921461_373c.pdf 3 Assignee showing of 81 KB
- ) ownership per 37 CFR 3.73
16921461_POA .pdf 3 Power of Attorney 206 KB
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)
91BA3DEAOC6F6B9ABAB5DF2B66763491E270B9B263D11BCA
16921461_373c.pdf E55E12010831A8154561D19DB572C355C254241B4F99EAS5634
508DE0B254B3A265BB63F08F179558
33911BD85B22322C910E13F1AE97125D24F060BCEB4E5B24B
16921461_POA.pdf 4AFB4769AAC9F7F712138B5B353079B2BC7B3E600556EF741F
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Page 2 of 2
75FBBCF7A70FF9A9038E8D5D081E00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. I ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/921.461 09/14/2021 11119756 101-0393USP2 7055
14551 7590 08/25/2021
Rowand LLP (BlackBerry)

3080 Yonge Street, Suite 6060
Toronto, ONTARIO M4N 3N1
CANADA

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Edward Snow WILLIS, Ottawa, CANADA;
BlackBerry Limited, Waterloo, CANADA;

David Alan INGLIS, Stittsville, CANADA;

Hashim Mohammad QADERI, Kitchener, CANADA;
Scott HUTCHENS, Ottawa, CANADA;

Christopher Scott TRAVERS, Ottawa, CANADA;
Conrad Delbert SEAMAN, Ottawa, CANADA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

14551 7590 05/11/2021 Certificate of Mailing or Transmission
Rowand LLP (BlackBerry) I hereby certify that this Fee(s) Transmittal is being deposited with the United
i States Postal Service with sufficient postage for first class mail in an envelope
3080 Yonge Street, Suite 6060 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Toronto. ONTARIO M4N 3N1 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
CANADA Hl "3-'“|_i Vl 10NAa (Typed or printed name
/Hue-Mi VuongF (Signature
August 4, 2021 (Date
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/921,461 07/06/2020 Edward Snow WILLIS 101-0393USP2 7055

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

| APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE I DATE DUE I
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 08/11/2021
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NAHAR, QAMRUN 2196 717-173000
éfF%h?lgggSOf correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
-363). E) i)a'ggstsaérlisaii; :—fatti(‘), 31 ;taglstered patent attorneys . Rowand LLP

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
- W N Y L 2 registered patent attorneys or agents. If no name is

Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

BlackBerry Limited Waterloo, Ontario, Canada

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual UCorporation or other private group entity [ Government

4a. Fees submitted: X11ssue Fee [Ipublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(A Electronic Payment via EFS-Web (1 Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature / Jeffrey Tracey/ Date AuQ ust 4, 2021
Jeff Trace
Typed or printed name y Registration No. 63,848
Page 2 of 3
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Electronic Patent Application Fee Transmittal

Application Number: 16921461

Filing Date: 06-Jul-2020

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

Title of Invention: THINGS DEVICES

First Named Inventor/Applicant Name: Edward Snow WILLIS
Filer: Jeffrey Michael Tracey/Hue-Mi Vuong
Attorney Docket Number: 101-0393USP2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount SUB_ST;:;)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
UTILITY APPL ISSUE FEE 1501 1 1200 1200
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o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200
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Electronic Acknowledgement Receipt

EFS ID: 43427564
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-
THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Hue-MiVuong

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP2

Receipt Date: 04-AUG-2021
Filing Date: 06-JUL-2020
Time Stamp: 16:34:36

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1200

RAM confirmation Number E202184G36274739

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
141166
50468-US-
1 Issue Fee Payment (PTO-85B) no 1
CNT_2021 _08_04_|SSUEFee-pdf dac11d0026626fffd634ffeafof1861f08c098
47
Warnings:
Information:
37984
2 Fee Worksheet (SB06) fee-info.pdf no 2
43a94071936a883356582decad22b4a4bb)
d27bc
Warnings:
Information:
Total Files Size (in bytes); 179150

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
14551 7590 05/11/2021
Rowand LLP (BlackBerry) NAHAR, QAMRUN
3080 Yonge Street, Suite 6060
Toronto, ONTARIO M4N 3N1 | ARTONT PAPERNUMBER |
CANADA 2196
DATE MAILED: 05/11/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/921,461 07/06/2020 Edward Snow WILLIS 101-0393USP2 7055

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 08/11/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

14551 7590 05/11/2021 Certificate of Mailing or Transmission
Rowand LLP (BlackBerry) I hereby certify that this Fee(s) Transmittal is being deposited with the United
i States Postal Service with sufficient postage for first class mail in an envelope
3080 Yonge Street, Suite 6060 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Toronto. ONTARIO M4N 3N1 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
CANADA (Typed or printed name
(Signature
(Date,
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/921,461 07/06/2020 Edward Snow WILLIS 101-0393USP2 7055
TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
| APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE I DATE DUE I
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 08/11/2021

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NAHAR, QAMRUN 2196 717-173000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
- W N Y L 2 registered patent attorneys or agents. If no name is

Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [(Jssue Fee [Ipublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (1 Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-8S Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/921,461 07/06/2020 Edward Snow WILLIS 101-0393USP2 7055
I EXAMINER I
14551 7590 05/11/2021
Rowand LLP (BlackBerry) NAHAR, QAMRUN
3080 Yonge Street, Suite 6060
Toronto, ONTARIO M4N 3N1 | ART UNIT PAPERNUMBER |
CANADA 2196

DATE MAILED: 05/11/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
) B 16/921,461 WILLIS et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
QAMRUN NAHAR 2196 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to the application filed on 7/6/20.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) LJAll b) (JSome  *c) [J None of the:
1. {J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.L] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.} Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 7/6/20, 10/28/20.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.0J Interview Summary (PTO-413),
Paper No./Mail Date.

/QAMRUN NAHAR/
Primary Examiner, Art Unit 2196

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210428
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Application/Control Number: 16/921,461 Page 2
Art Unit: 2196

Notice of Pre-AIA or AIA Status
The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.
This action is in response to the application filed on 7/6/20.
Claims 1-20 are pending.

Claims 1-20 are allowed.

Terminal Disclaimer
The terminal disclaimer filed on 4/27/21 disclaiming the terminal portion of any patent
granted on this application which would extend beyond the expiration date of US 10,719,309 has

been reviewed and is accepted. The terminal disclaimer has been recorded.

Drawings

The drawings were received on 7/6/20. These drawings are acceptable.

REASONS FOR ALLOWANCE

The following is an examiner’s statement of reasons for allowance:

The cited prior art taken alone or in combination fail to teach, in combination with the
other claimed limitations, determine, by the processor based on the state information about the
device for which the update is available, that the device is in a condition where the device is
ready to perform the update; receive, from another device using the communications subsystem,
an indication to update the device for which the update is available; and after determining that

the device for which the update is available is in a condition to perform the update and receiving
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the indication to update the device, send, to the device for which the update is available using the
communications subsystem, an indication to begin performing the update, wherein the device for
which the update is available is configured to begin updating responsive to such an indication
without any direct interaction with the device for which the update is available as substantially
recited in each of the independent claims.

The closest cited prior arts, Bae (US 2007/0192462) and Shim (US 2013/0311611) teach
a method for updating a device. However, Bae (US 2007/0192462) and Shim (US
2013/0311611) fail to teach determine, by the processor based on the state information about the
device for which the update is available, that the device is in a condition where the device is
ready to perform the update; receive, from another device using the communications subsystem,
an indication to update the device for which the update is available; and after determining that
the device for which the update is available is in a condition to perform the update and receiving
the indication to update the device, send, to the device for which the update is available using the
communications subsystem, an indication to begin performing the update, wherein the device for
which the update is available is configured to begin updating responsive to such an indication
without any direct interaction with the device for which the update is available as substantially
recited in each of the independent claims.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”
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Conclusion

Any inquiry concerning this communication from the examiner should be directed to
Qamrun Nahar whose telephone number is (571) 272-3730. The examiner can normally be
reached on Mondays through Fridays from 10:00 AM to 6:30 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Emerson Puente, can be reached on (571) 272-3652. The fax phone number for the
organization where this application or processing is assigned is (571) 273-8300.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Qamrun Nahar/
Primary Examiner, Art Unit 2196
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
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information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court,
magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member with
respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the
information in order to perform a coniract. Recipients of information shall be required to comply with the requirements of|
the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may
be disclosed, as a routine use, to the Intemational Bureau of the World Intellectual Property Organization, pursuant to
the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National
Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/
her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to recommend
improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such
disclosure shall be made in accordance with the GSA regulations governing inspection of records for this purpose, and
any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application
which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement
agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {leffrey Tracey/ Date {(YYYY-MM-DD) 2020-10-28

Name/Print Jeffrey Tracey Registration Number 63848

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.18
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /Q.N/
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information soclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act {5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.18

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /Q.N/
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EAST Search History

EAST Search History (Prior Art)

'Ref Hits Search Query DBs . Default Plurals Time
- # : ' : Operator . Stamp

S1 13 ("20040083471" | "20050039178" |  US-PGPUB;  OR OFF  2019/09/26
~ "20070192462" | "20080040713" | USPAT 109:30 |

"20080301667" | "20090271507" | | |
"20090300595" | "20100082559" |
"20160294614" | "20170300313" |
"7831967" | "8561054" |
"8997092").PN.

S3 1105 :(server$l with receiv$3 with (status or : US-PGPUB; ‘OR OFF  2019/09/28
: - update) with information with (home  USPAT; FPRS; 111:10 :
:with appliance$1)) ‘EPO; JPO; ? ?

‘DERWENT;
:IBM_TDB

'S4 26 ((server$l near3 receiv$3) with -US-PGPUB; ‘OR OFF  2019/09/28
; i (status$1 or update$l) with :USPAT; FPRS; 11:11
‘information$1 with (home adj ‘EPO; JPO; ? ?
‘appliance$1)) ‘DERWENT;

: IBM_TDB

:S7 8 :S4 and ((home adj appliance$1) with : US-PGPUB; :OR :OFF :2019/09/28
? 5 ‘turned with off) :USPAT; FPRS; :12:47 f
‘EPO; JPO; ? ?

. DERWENT;
. IBM_TDB

'S8 5 i (updat$3 with electronic with :US-PGPUB; ‘OR :OFF 12019/09/28
5 ‘device$1) and ((home adj ‘USPAT; FPRS; :12:50 2
- appliance$1) with turned with off) -EPO; JPO; ? ? é
: : DERWENT,;

:IBM_TDB

59 0 : (updat$3 with device$1) same ((home | US-PGPUB; ‘OR ‘OFF 12019/09/28
: ‘adj appliance$1) with turned with off) USPAT; FPRS; :20:00 5
_EPO; JPO;

: DERWENT;
; : : ‘IBM_TDB : : : 5
:S10 5 ‘(updat$3 with device$1) same ((home ' US-PGPUB; ‘OR OFF  2019/09/28
% -adj appliance$1) with off) 'USPAT; FPRS; 120:01 f
: 'EPO; JPO; é : i
:DERWENT;
IBM_TDB

S11 0 - GO6F8/65.cpc. and (server$l with -US-PGPUB; ‘OR OFF  2019/09/28
: i -receiv$3 with (status or update) with  USPAT; FPRS; 121:13 ’
‘information with (home with :EPO; JPO; ? ? f
‘appliance$1)) ‘DERWENT;

: IBM_TDB
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s12

S5

8

:GO6F8/65.cpc. and (server$l with
‘receiv$3 with (status or update) with
-device$1) and (home with
:appliance$1)

 (updat$3 with device$1) same ((home
-adj appliance$1) with turned with off)

US-PGPUB;
USPAT; FPRS;
_EPO; JPO;
DERWENT;
IBM_TDB

(server$1 with receiv$3 with (status or
: update) with device$1) and (home
-near3 appliance$1)

US-PGPUB;
:USPAT; FPRS;
_EPO; JPO;

: DERWENT;
:IBM_TDB

12020/02/18
112:43 f

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
 DERWENT;
IBM_TDB

(updat$3 with electronic with
-device$1) and ((home adj
gappliance$1) with turned with off)

US-PGPUB;
_USPAT; FPRS;
EPO; JPO;
_DERWENT;
IBM_TDB

- GO6F8/65.cpc. and (server$l with
‘receiv$3 with (status or update) with
i device$1) and (home with
-appliance$1)

US-PGPUB;
‘USPAT; FPRS;
EPO; JPO;
‘DERWENT;
IBM_TDB

- (updat$3 with device$1) same ((home
;adj appliance$1) with off)

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
DERWENT;
'IBM_TDB

US-PGPUB;
USPAT; FPRS;
'EPO; JPO;
 DERWENT;
'IBM_TDB

i (server$1 with receiv$3 with (status or
- update) with device$1) and (home
gwith appliance$1)

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
 DERWENT;
IBM_TDB

: (server$1 with receiv$3 with (status or
- update) with device$1) and (home
:with appliance$1) and (determin$3

: with status with device$1 with ready

- with update)

‘(server$1 with receiv$3 with (status or
- update) with device$1) and (home

: with appliance$1) and (determin$3
‘with status with device$1 with ready)

-US-PGPUB;
_USPAT; FPRS;
.EPO; JPO;
 DERWENT;

US-PGPUB;
_USPAT; FPRS;
‘EPO; JPO;

R

OR

OFF

OFF

12019/09/28
21:14 |

12020/03/05
112:28 ?

12020/03/05
112:29 5

12020/03/05 |
12:29 |

£2020/03/05
112:29 :

:2020/03/05
112:30 :

12020/03/05
12:31 f

12:31

12021/05/03
10:15 ‘
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 DERWENT;,
IBM_TDB

L3 53  (server$l with receiv$3 with (status or US-PGPUB; ‘OR OFF  2021/05/03
: : -update) with device$1) and _USPAT; FPRS; 110:17 :
: (determin$3 with status with device$l :EPO; JPO; ? ? ?

-with ready)  DERWENT;
5 IBM_TDB

L2 2 (server$l with receiv$3 with (status or US-PGPUB; ‘OR OFF  2021/05/03
: f : update) with device$1) and (home :USPAT; FPRS; :10:17 ?
inear3 appliance$1) and (determin$3 EPO; JPO; : 5 5
‘with status with device$1 with ready)  DERWENT;

: :IBM_TDB

L4 98 (server$l with receiv$3 with (status or US-PGPUB; :OR OFF  2021/05/03
: i i update) with information with (home :USPAT; FPRS; :10:19 5
‘near3 appliance$1)) “EPO; JPO; ? ?

DERWENT;
-IBM_TDB

L5 7 i (updat$3 with electronic with -US-PGPUB; :OR :OFF 12021/05/03
5 5 i device$1) and ((home near3 USPAT; FPRS; :10:25 :
‘appliance$1) with turned with off) ‘EPO; JPO; 5 ? i
. DERWENT;

IBM_TDB

- (status$1 or update$1) with 'USPAT; FPRS; 110:26
-information$1 with (home near3 _EPO; JPO; % f f
:appliance$1)) : DERWENT;

: ‘IBM_TDB

‘L7 521 ((server$l near3 receiv$3) with :US-PGPUB; ‘OR ‘OFF 12021/05/03
: ? - (status$1 or update$1) with _USPAT; FPRS; 110:27 5
‘information$1 with ((home near3 ‘EPO; JPO; : s ;
:appliance$1) or (electronic near3 : DERWENT,;

-device$1))) IBM_TDB

‘L11 1624 :GO6F8/65.cpc. and (server$l with ‘US-PGPUB; ‘OR OFF  2021/05/03
: receiv$3 with (status or update) with  USPAT; FPRS; 110:35 f
i device$1) and ((home near3 ‘EPO; JPO; : : :
‘appliance$1) or (electronic near3 ‘DERWENT;

- device$1)) IBM_TDB

L12 123 'H04L12/2814.cpc. and (server$l with  US-PGPUB; ‘OR OFF  2021/05/03
: : i receiv$3 with (status or update) with  USPAT; FPRS; :10:37 ?
:device$1) and ((home near3 EPO; JPO; : : :
‘appliance$1) or (electronic near3 ‘DERWENT;

- device$1)) IBM_TDB

'L13 76  H04L12/2825.cpc. and (server$l with  US-PGPUB; ‘OR OFF  2021/05/03
: % i receiv$3 with (status or update) with : USPAT; FPRS; :10:38 '
‘device$1) and ((home near3 EPO; JPO; ? ?
-appliance$1) or (electronic near3 DERWENT;
device$1)) IBM_TDB
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‘L14 1680 HO4L67/12.cpc. and (server$l with US-PGPUB; ‘OR OFF  2021/05/03
: ‘receiv$3 with (status or update) with : USPAT; FPRS; :10:39 f
-device$1) and ((home near3 _EPO; JPO; 5
:appliance$1) or (electronic near3 : DERWENT;

i device$l)) -IBM_TDB

Ref Hits Search Query . DBs  Default Plurals Time
z : : : . Operator : :  Stamp

S21 0 (updat$3 with device$1) same ((home adj  US- OR OFF  2020/03/05
5 é -appliance$1) with turned with off) gPGPUB; 12:34

1523 14 (server$l with receiv$3 with (status or -US- OR ; :2020/03/05
: - update) with device$1) and (home with PGPUB; :12:35
‘appliance$1) and (determin$3 with status :USPAT :
‘with device$1 with ready) f

S22 6 (updat$3 with device$1) same ((home adj ~US- OR 'OFF  2020/03/05
: ? appliance$1) with off) .PGPUB; 112:35

L8 53 (server$l with receiv$3 with (statusor  US- OR 'OFF  2021/05/03
: -update) with device$1) and (determin$3 ~ PGPUB; :10:31
- with status with device$1 with ready) ‘USPAT 5 :

19 7  (updat$3 with electronic with device$1) and US- OR : 12021/05/03
: - ((home near3 appliance$1) with turned PGPUB; :10:32
“with off) ‘USPAT 5 :

L10 49 ((server$l near3 receiv$3) with (status$l  US- OR 'OFF  :2021/05/03
: -or update$1) with information$1 with PGPUB; 110:33
- (home near3 appliance$1)) {USPAT 3 f

5/3/2021 10:41:22 AM
C:\Users\gnahar\Documents\EAST\Workspaces\16921461.wsp
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5/3/2021 Prior Art Web Search Printable History Generator

Web Search History

date, time web site search string

5/3/2021 10:43:51 AM  Google Scholar  server receiving status update from home appliances

chrome-extension://dgfifhcjiiecmopfdeoljbpabeajfmlh/historyGenerator. html
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Application No.: 16/921,461
Docket No.: 101-0393USP2

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 16/921,461 Art Unit: 2196

Applicant: BlackBerry Limited Confirmation No.: 7055

Filing Date: July 6, 2020 Examiner: NAHAR, QAMRUN
Title: SYSTEM AND METHOD FOR Customer No.: 14551

CONTROLLING UPDATES TO INTERNET-
OF-THINGS DEVICES

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

INTERVIEW SUMMARY

Dear Commissioner:

On April 27, 2021, the Examiner contacted the Applicant’s representative, Jeffrey
Tracey. The Examiner indicated that the application is in condition for allowance except for a
double patenting objection with respect to the parent application. The Examiner asked that a
terminal disclaimer be filed. The applicant’s representative indicated that the Applicant would

consider the request and respond shortly.

Respectfully Submitted,
BlackBerry Limited

[Jeffrey Tracey/

Jeffrey Tracey
Agent for Applicant
Registration No. 63,848

Date: 28 April 2021

Page 1 of 2
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Application No.: 16/921,461
Docket No.: 101-0393USP2

Rowand LLP

3080 Yonge Street, Suite 6060 Toronto, Ontario , Canada M4N 3N1
Telephone: (416) 479-8647

Fax: (416)363-8429

Email: mailbox @rowandlaw.com

Page 2 of 2
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Electronic Acknowledgement Receipt

EFS ID: 42583132
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

THINGS DEVICES

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Helen Vongphakdy

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP2

Receipt Date: 28-APR-2021
Filing Date: 06-JUL-2020
Time Stamp: 17:45:58

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Mult|‘ .Pages
Number Message Digest | Part/.zip| (if appl.)
25672
Applicant summary of interview with >0468-UsS-
1 PP y CNT_2021-04-27_INT_SUMM. no 2
examiner
pdf ec2a2e461489647a8a173bcf7cc5178fcded)

asdd

Warnings:
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Information:

Total Files Size (in bytes); 25672

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 16921461
Filing Date 06-Jul-2020
First Named Inventor Edward WILLIS
Attorney Docket Number 101-0393USP2

Title of Invention

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

BlackBerry Limited 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

10719309

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer," in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O Small Entity
(O Micro Entity

(® Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 63848

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajoint inventor; all of whom are signing this request

Signat
ignature /Jeffrey Tracey/

Name Jeffrey Tracey

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number: 16921461

Filing Date: 06-Jul-2020

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

Title of Invention: THINGS DEVICES

First Named Inventor/Applicant Name: Edward Snow WILLIS
Filer: Jeffrey Michael Tracey
Attorney Docket Number: 101-0393USP2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)’-s'l'g(t;)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 1814 1 170 170
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
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o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 170
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 16921461
Filing Date: 06-Jul-2020

Applicant/Patent under Reexamination:  WILLIS

Electronic Terminal Disclaimer filed on  April 27, 2021

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 42572241
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-
THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey

Filer Authorized By:

Attorney Docket Number: 101-0393USP2
Receipt Date: 27-APR-2021
Filing Date: 06-JUL-2020
Time Stamp: 22:51:45

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $170

RAM confirmation Number E20214QM51394856

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33459
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
760123e2a48a80c0165fbbd8033f881380cd
cfOe
Warnings:
Information:
30470
2 Fee Worksheet (SB06) fee-info.pdf no 2
083d4cc9efc221bd2e4d77d74e56606936d|
0c5d9
Warnings:
Information:
Total Files Size (in bytes); 63929

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS PTO/SB/08a (02-18)

o . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Application Number 16921461

Filing Date P020-07-06
INFORMATION DISCLOSURE First Named Inventor MILLIS, Edward Snow
STATEMENT BY APPLICANT - — 11
( Not for submission under 37 CFR 1.99)

Examiner Name n/a

Attorney Docket Number 101-0393USP2

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)_(gm*lner Cite Patent Number Kind Issue Date Na".“e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
I Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages.Columns Lines

Examiner| Cite | Foreign Document Country Kind | Publication Aoplicant of cited where Relevant Ts
Initial* No | Number3 Code?j Code4| Date Dggument Passages or Relevant

Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
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e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . : .
publisher, city and/or country where published.
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Application Number 16921461

Filing Date 2020-07-06
INFORMATION DISCLOSURE First Named Inventor | WILLIS, Edward Sncw
STATEMENT BY APPLICANT At Uni
.. nit 2611
{ Not for submission under 37 CFR 1.99)
Examiner Name n/a

Attorney Docket Number 101-0393USP2

1 FPO, Communication pursuant to Article 94(3) EPC relating to EP application no. 191873926 dated 22 Oct 2020

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 16921461

Filing Date 2020-07-06
INFORMATION DISCLOSURE First Named Inventor | WILLIS, Edward Sncw
STATEMENT BY APPLICANT At Uni
.. nit 2611
{ Not for submission under 37 CFR 1.99)
Examiner Name n/a

Attorney Docket Number 101-0393USP2

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {leffrey Tracey/ Date {(YYYY-MM-DD) 2020-10-28

Name/Print Jeffrey Tracey Registration Number 63848

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information soclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act {5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 40974027
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

THINGS DEVICES

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Joanna Poon

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP2

Receipt Date: 28-0CT-2020
Filing Date: 06-JUL-2020
Time Stamp: 16:14:50

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Mult|‘ .Pages
Number Message Digest | Part/.zip| (if appl.)
1034283
1 Information Disclosure Statement (IDS) 50468-US- no 4
Form (SBOS) CNT_2020_1 0_28_| Dspdf 1e8e694e8c69804¢25742b53¢73d9f5c08cY
Warnings:
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Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

598494
50468-EP-
i no 12
2 Non Patent Literature EPA_2020-10-22_OAT.pdf
e2ad68efc7c6423b6fd06645f26ad 161863 b
3e33

Warnings:

Information:

Total Files Size (in bytes); 1632777

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/921,461 07/06/2020 Edward Snow WILLIS 101-03930USP2

CONFIRMATION NO. 7055

14551 PUBLICATION NOTICE

Rowand LLP (BlackBerry)

Suite 2302, 401 Bay Street LTS R

PO Box 56 000000

Toronto, ON M5H 2Y4

CANADA

Title:SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Publication No.US-2020-0334031-A1
Publication Date:10/22/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http:/www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, Virginia 22313-1450
WWWw.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
16/921,461 07/06/2020 2611 1720 101-0393USP2 20 3
CONFIRMATION NO. 7055
14551 FILING RECEIPT
Rowand LLP (BlackBerr
Suito 2002, 401 Bay Siraet RV R 0 ASLER LI AT AT
PO Box 56
Toronto, ON M5H 2Y4
CANADA

Date Mailed: 07/16/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Edward Snow WILLIS, Ottawa, CANADA;
David Alan INGLIS, Stittsville, CANADA;
Hashim Mohammad QADERI, Kitchener, CANADA;
Scott HUTCHENS, Ottawa, CANADA;
Christopher Scott TRAVERS, Ottawa, CANADA;
Conrad Delbert SEAMAN, Ottawa, CANADA,;
Applicant(s)
BlackBerry Limited, Waterloo, CANADA;
Assignment For Published Patent Application
BlackBerry Limited, Waterloo, CANADA

Power of Attorney: The patent practitioners associated with Customer Number 14551

Domestic Priority data as claimed by applicant
This application is a CON of 16/054,004 08/03/2018 PAT 10719309

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim fo
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
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Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 07/15/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/921,461

Projected Publication Date: 10/22/2020

Non-Publication Request: No

Early Publication Request: No

Title

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
Preliminary Class

345
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/921,461
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e o) N/A N/A N/A N/A 300
SEARCH FEE
A T o) N/A N/A N/A N/A 660
EXAMINATION FEE
EXAMINATIONFEE N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 20 minus 20 = OR |x 100 = 0.00
INDEPENDENT CLAIMS ) *
(37 CFR 1.16(h)) 3 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE($) FEE(S)
E AMENDMENT PAID FOR
L Total * i ** =
s (37 CFR1.16(})) Minus = OR |«x =
=) Independent * Minus | *** =
5 (37 CFpR 1.16(h)) = OR |«x =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Golumn 2) (Golumn 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * Minus ** = -
= (37 CFR1.16(})) OR |x -
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1
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Jeffrey Tracey
Email: jtracey@rowandlaw.com
Direct No.: 416-479-8664

July 14, 2020

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
US.A.

Dear Sir/Madam:

RE: UNITED STATES: Application No. 16/921,461
Assignee: BlackBerry Limited
Inventor(s): WILLIS, Edward Snow, et al.
Title: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS
DEVICES
Our File: 101-0393USP2

Upon review of the application, it has come to our attention that the above-referenced patent
application was filed with an error in regard to the inventor’s mailing address. Please update the
mailing address for inventors WILLIS, Edward Snow, INGLIS, David Alan, QADERI, Hashim
Mohammad, HUTCHENS, Scott, TRAVERS, Christopher Scott, and SEAMAN, Conrad Delbert.

The Applicant encloses a revised Application Data Sheet (ADS) correcting the inventor’s mailing
address.

If any fees fall due in connection with the filing of this document, the Commissioner is authorized
to charge Deposit Account No. 50-5494.

Respectfully Submitted,

BlackBerry Limited

/leffrey Tracey/

Jeffrey Tracey
Agent for Applicant
Registration No. 63,848
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Rowand LLP
Suite 2302, 401 Bay St., PO Box 56, Toronto, Ontario, Canada M5H 2Y4

Telephone: (416) 479-8647

Fax: (416)363-8429
Email: mailbox@rowandlaw.com
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Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Edward Snow WILLIS
Residence Information (Select One) () US Residency (¢) Non US Residency () Active US Military Service
City |Ottawa Country of Residence ! CA

Mailing Address of Inventor:

Address 1 1084+Farar-Read /o 2200 University Ave. East

Address 2

City —anaete—  Waterloo | State/Province | ON

Postal Code —K2K-0B3—— N2K 0A7 | Countryi CA

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
David Alan INGLIS

Residence Information (Select One) () US Residency  (e) Non US Residency () Active US Military Service

City |Stittsville Country of Residence CA

Mailing Address of Inventor:

Address 1 492-Landsweed-Way- c/o 2200 University Ave. East

Address 2

City |—Smswl+e— Waterloo | State/Province | ON
Postal Code —K25-6A5—— N2K 0A7 | Countryi | CA

Inventor 3

Legal Name

EFS Web 2.2.13
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. . Attorney Docket Number | 101-0393USP2
Application Data Sheet 37 CFR 1.76 ——
Application Number 16/921,461
Title of Invention SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
Prefix| Given Name Middle Name Family Name Suffix
Hashim Mohammad QADERI
Residence Information (Select One) () US Residency (¢) Non US Residency () Active US Military Service
City |Kitchener Country of Residence ! CA
Mailing Address of Inventor:
Address 1 -2266-University-Avente-East— ¢ /o 2200 University Ave. East
Address 2
City | Waterloo | State/Province ON
Postal Code N2K 0A7 | Countryi CA
Inventor 4
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Scott HUTCHENS
Residence Information (Select One) () USResidency (¢) Non US Residency () Active US Military Service
City |Ottawa Country of Residence | cA
Mailing Address of Inventor:
Address 1 +—1004-FararRead— ¢/o 2200 University Ave. East
Address 2
City | Kanata—— Waterloo State/Province | ON
Postal Code [Heaxosa— N2Ko0A7 | Countryi [ ca
Inventor 5
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Christopher Scott TRAVERS
Residence Information (Select One) () US Residency (8) Non US Residency () Active US Military Service
City |Ottawa Country of Residence CA
Mailing Address of Inventor:
Address 1 868-RebRey-Avente ¢/o 2200 University Ave. East
Address 2
City -I—Onawa— Waterloo | State/Province ON
Postal Code {—K&B—BSS— N2K 0A7 | Countryi CA
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Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Inventor 6

Legal Name

Prefix| Given Name Middle Name Family Name Suffix|
Conrad Delbert SEAMAN

Residence Information (Select One) () US Residency (¢) Non US Residency () Active US Military Service

City |Ottawa Country of Residence CA

Mailing Address of Inventor:

Address 1 2445-Chelmers-Reae- /0 2200 University Ave. East

Address 2

City |—9ﬁewa— Waterloo | State/Province ON
Postal Code |[—HetHH6Ke— N2K 0A7 | Countryi CA

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 14551

Email Address mailbox@rowandlaw.com

Application Information:

Title of the Invention SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
Attorney Docket Number| 101-0393USP2 Small Entity Status Claimed [ |

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 5 Suggested Figure for Publication (if any) | 1
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Attorney Docket Number | 101-0393USP2
Application Number 16/921,461

Application Data Sheet 37 CFR 1.76

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). .
1
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing

this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O US Patent Practitioner [ (O Limited Recognition (37 CFR 11.9)
Customer Number 14551

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of 16/054004 2018-08-03

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.
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. . Attorney Docket Number | 101-0393USP2
Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16,2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority
to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see paragraph A
in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application
(see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(®) Assignee (O Legal Representative under 35U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. [x]

Organization Name

BlackBerry Limited

Mailing Address Information For Applicant:

Address 1 2200 University Avenue East

Address 2

City Waterloo State/Province ON
Country | CA Postal Code N2K 0A7
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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.. Attorney Docket Number | 101-0393USP2
Application Data Sheet 37 CFR 1.76

Application Number 16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignhee or Non-Applicant Assignee is an Organization check here. [x]
Organization Name

BlackBerry Limited

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 2200 University Avenue East

Address 2

City Waterloo State/Province ON
Countryi CA Postal Code N2K 0A7
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Jeffrey Tracey/ Date (YYYY-MM-DD)| 2020-07-08
2020-07-14
First Name | Jeffrey Last Name | Tracey Registration Number | 63,848

Additional Signature may be generated within this form by selecting the Add button.
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.. Attorney Docket Number
Application Data Sheet 37 CFR 1.76

101-0393USP2

Application Number

16/921,461

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 39996782
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-
THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Shannon Thomas

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP2

Receipt Date: 14-JUL-2020
Filing Date:
Time Stamp: 15:44:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Mult|‘ .Pages
Number Message Digest | Part/.zip| (if appl.)
147816
50468-US-
1 Transmittal Letter CNT-2020-07-14_USPTO_Letter no
_pdf 8661a17f303047f718047fdc184536fca437,
Obbc
Warnings:
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Information:

4841917
50468-US-
2 Application Data Sheet CNT-2020-07-14_ADS_Correcte| no 10
d.pdf 163480c1146284aa5aec7f19e7e606ef2df3
4c54

Warnings:

Information:

This is not an USPTO supplied ADS fillable form

Total Files Size (in bytes); 4989733

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: PA.. PTO/AIA/82A (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date

First Named Inventor WILLIS, Edward Snow

Title SYSTEM AND METHOD FOR CONTROLLING
UPDATES TO INTERNET-OF-THINGS DEVICES

Art Unit

Examiner Name

Attorney Docket Number 1 01 -0393USP2

SIGNATURE of Applicant or Patent Practitioner

Signature /Jeffrey Tracey/ Date (Optional)
Name Jeffrey Tracey Eﬁﬁﬂ?tion 63,848

Title (if Applicantis a | Pgtent Agent
juristic entity)

Applicant Name (if Applicant is a juristic entity) BIaCkBe rry le Ited

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

I:l *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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’ PTOAIACT (08-12)

Appraved for use through 11/30/2020, OMB 0851-0032

U.8. Patent and Trademark Cffice; U.S, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persans are requivad 1o respond to a collection of information unless i dispiays g valid GMB contrel num

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Tite of §SYSTEM AND METHOD FOR CONTROLL!NG UPDATES TO
invention { INTERNET-OF-THINGS DEVICES

- As the below named invenior, | hereby declare that:

" This declaration u

is directed to: The attached application, or

“““ 16/054, 004

Eﬁ% United States application or PCT international application number

3 August 2018

filed on

- The above-identified application was made or authorized to be made by me.

| believe that | am the originai inventor or an original joint inventor of a claimed invention in the application.

z! hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
‘contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PT0O-2038 submitted for payment purposes) is never required by the USPTO
‘to support a petition or an application, If this type of personal information is included in documents submitted to the USPTQ,
petitioners/applicants shouid consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application {uniess a non-publication request in compliance with 37 CFR 1.213(a} is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PT0-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available,

LEGAL NAME OF INVENTOR

inventor:

Scott HUTCHENS - ‘ § ~ Date (Optional) <

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/Q1 form for each additional inventor.

This collection of information is reqiived by 35 US:C. 115 and 37 CFR 1 83 The information is required to odtair o rélain a benefit by "f‘e p.s‘ﬁhc Which is to file (and
ny the USPTO to process) an application. Confidentislity is governed by 35 UJ.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated tc {ake 1 minute to
complete, inciuding qathering, preparing, and submitting the completed application form to {he USPTC: Time will vary ending upon the individus! case. Any
commients an the amaount of me you requirs to campiete this form andlor suggsstions for reducing this burden, shouid pe sent to the Chief information Officer, US,
Patent and Trademark Cifice, Li.S. Depariment of Commerce, P.0, Box 1480, Alexandria, VA 22313-1456. D0 NOT SEND FEES OR COMPLETED FORMS 1O
THIS ADDRESS. SEND TQ: Commissioner for Patents, B.O. Box 1450, Alexandsiz, VA 23313-1450.

f you nacd assistance in compiating the form, caif 1-800-FTQ-2792 and seiect aplion 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-573) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: {1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the appilication or expiration of the patent.

The information provided by you in this form will be subject 1o the following routine uses:

1.

o

~f

The information on this form will be treated confidentially o the extent aliowed under the
Freadom of information Act (6 U.5.C. 552) and the Privacy Act (& U.S.C 5523). Records from
this system of records may be disciosed io the Department of Justice to determine whether
gisciosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counset in the course of seftlement negotiations.

A record in this system of records may be disclosed, as a routine use, 10 a Mamber of
Congress submitting a request invoiving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disciosed, as a routine use, o a contractor of the
Agency having need for the information in order o perform g contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuani to § U.8.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World intellectual Property Organization, pursuant {0 the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, o another federal
agency for purposes of National Security review (35 U.8.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2804 and 2808. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any othar relevant { i.e., GSA or Commerce) directive. Such disclosure shaii not
be used to make determinations about individuals,

A record from this system of records may be disclosed, as a routine use, to the pubiic after
either publication of the application pursuant to 35 U.8.C. 122{b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disciosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published appiication, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or focal taw enforcement agency, if the USPTO becomes aware of a violation or potential
violation of iaw or reguiation.
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Doc code: Oath
Document Description: Oath or declaration filed
PTO/AIA/02 (07-13)
Approved for use through 11/30/2020. OMB 0651-0032
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a coliection of information uniess it displays a valid OMB contro! number:

SUBSTITUTE STATEMENT IN LIEU OF AN OATH OR DECLARATION FOR UTILITY
OR DESIGN PATENT APPLICATION (35 U.S.C. 115(d) AND 37 CFR 1.84)

SEasa e e e A A A AN~ A A~ A A~~~ R A~ S SSSSSSSSSSASSASAAAASASSSSS-

;SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
INTERNET-OF-THINGS DEVICES

Title of
invention

This statement is directed to:

" The attached application,

OR 16/054,004 . 08-03-2018

@Uniied States application or PCT international application number

LEGAL NAME of inventor to whom this substitute statement applies:

(E.g, Given Name (ﬁfst and middle (if any)) and Family Name or Surname)

Conrad Delbert Seaman

_Ottawa ON Canada
City Siate Gountry
‘Mailing Address (except for a deceased or legally incapacitated inventor):

2115 Chalmers Road

Ottawa i ON L KIHBK4|  CA

! believe the above-named inventor or joint inventor to be the original inventor or an original joint inventor of a claimed invention
in the application.

ity

The above-identified application was made or authorized to be made by me..

| hereby acknowledge that any willful false statement made in this statement is punishable under 18 U.S.C. 1001 by fine or
imprisonment of not more than five (5) years, or both.

Relationship to the inventor to whom this substitute statement applies:

D. Legal Representative (for deceased or legally incapacitated inventor only),

{8 Person to whom the inventor is under an obligation to assign,

; Person who otherwise shows a sufficient proprietary interest in the matter (petition under 37 CFR 1.46 is required), or

3 f Joint {nventor.

[Page 1 of 2]

This coliection of information is required by 35 U.8.C; 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is o file {and
by the USPTO to process) an application. Confidentiality is governed by 35 U:.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTC: Time will vary depending upon the individuai case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S: Department of Commerce, P.O:. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, cail 1-800-PT0-8189 and sslect option 2.
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PTO/SB/AIADZ (07-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

. Circumstances pérmitting execution of this substitute statement:

D Inventor is deceased,

L! inventor is under legal incapacity,
§:] Inventor cannot be found or reached after diligent effort, or
Eﬁﬁ Inventor has refused to execute the oath or declaration under 37 CFR 1.63.

If there are joint inventors, please check the appropriate box below:

@ An application data sheet under 37 CFR 1.76 (PTO/AIA/14 or equivalent) naming the entire inventive entity has been
or is currently submitted.

OR

D An application data sheet under 37 CFR 1.76 (PTO/AIA/14 or equivalent) has not been submitted. Thus, a Substitute
Statement Supplemental Sheet (PTO/AIA/11 or equivalent) naming the entire inventive entity and providing inventor
information is attached. See 37 CFR 1.64(b).

WARNING:

{Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

PERSON EXECUTING THIS SUBSTITUTE STATEMENT:

Name: Steve Ral - o Date (Optional):
e smssssns e :
v
Signature: SV ) o R

APPLICANT NAME AND TITLE OF PERSON EXECUTING THIS SUBSTITUTE STATEMENT:
iif the applicant is a juristic entity, list the applicant name and the title of the signer:

BlackBerry Limited

Applicant Name:

Title of Porvon Exeouting A o . ep

This Substitute Statement. AUthOrized Signing Officer

The signer, whose titie IS SUpDIied Shove, 18 sunanged 10 a0t 0N Denak ol ﬁxe*'ap‘- p:;a:sgt,

'Residence of the signe’r”(ijriless provided in an application data sheet, BT QIAIAM A or egquivalent):

., Waterloo soe ON county CANAMA
Mailing Address of the signer (unless provided in an application data sheet, PTO/AIA/14 or equivalent)

2200 University Ave. E.

o Waterloo ON ,,, N2K 0A7 Canada

o State o , Country

Note: Use an additional PTO/AIA/Q2 form for each inventor who is deceased, legally incapacitated, cannot be found or reached
after diligent effort, or has refused to execute the oath or declaration under 37 CFR 1.63.
' [Page 2 of 2] o

SuSweny &0
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PTO/AIA/OT (08-12)
Approved for use through 11/30/2020: OMB 0651-0032
U:S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persens are required to respond to a collection of infarmation uniess it displays a valid OMB controi number:

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Tile of §SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
Invention } INTERNET-OF-THINGS DEVICES

: As the below named inventor, | hereby declare that:

—

' This declaration ) o
is directed to: L The attached application, or

@: United States application or PCT international application number
3 August 2018

16/054,004

filed on _

- The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishabie under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5} years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
-contribute fo identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application.. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
“application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandonead application may also be available to the public if the application is
referenced in a published appiication or an issued patent (see 37 CFR 1.14). Checks and cradit card authorization forms
‘PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

3 £ — v . 5
Date (Optional) :__&A€H - 3 VY S

Hashim Mohammad QADERI

Inventor:,

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/Q1 form for each additionat inventor.

This collaction of information is required by 35 U.S.C.115'and 37 CFR 1:83: The infarmation is required to obtain or retain a banefit by the public which is 1o fils (and
by the USPTO to precass) an application. Confidentiality is governed by 35 U.S.C..122 and 37 CFR 1:11 and 1.14. This coliection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon the individual case. Any
commaents on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S,
Patent and Trademark Office, U:S: Department of Commerce, P.Q. Box 1450, Alexandria, VA 22313-1450. DO NCT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in complefing the form, cail 1-800-PT0-9199 and select option 2.
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PTO/AIA/GT (06-12)

Approved for use through 11/30/2020. OMB 0851-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required o respond ta a collection of information unless it dispiays a valid OMS control number.

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR1 ?6)

Title of SYSTEM AND METHOD FOR CONTROLUNG UPDATES TO
invention { INTERNET-OF-THINGS DEVICES

As the below named inventor, | hereby declare that:

- This declaration {7} ot
is directed to- E The attached application, or
| , _ - 16/054,004

B United States application or PCT international application number

3 August 2018

filed on,

The above-identified application was made or authorized to be made by me.

i believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false staterment made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (58) years, or both.

WARNING:

Petiticner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers §
(other than a check or credit card authorization form PTQ-2038 submitted for payment purposes) is never required by the USPTO{
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (uniess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

David Alan EN@LES ‘_ v . Date (Optional) &Y

S, ) \\_
\\ \\ N
¥ <

Signature; \ \ By

inventor:

Note: An appiication data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This coliection of information is required by 35 U.S.C. 115 and 37 CFR 1.83. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated to take 1 minute to
complete, inciuding gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon the individuai case. Any
comments on the amaount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S: Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450. DC NOT SEND FEES CR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you nead assistance in completing the form, call 1-800-PTQ-9199 and select aplion 2..-
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 83-578) requires that you be given certain information in connection
with your subinission of the attached form sslatad fo a patent application or patent. Assardingly,
pursuant i the reguirements of the Act, please b advigéd that: (1) the general authorily for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. if you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able io
process and/or examine your submission, which may resuit in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent aflowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as

amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in

this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Sinperation Treaty.

A record in this system of records may be disclosed, as a routing use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.S.C. 218(c)).

A record from thix'system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in fecgrds managemant
practices and programs, under authority of 44 U.S.C. 2804 and 2908 Such disciosura shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.5.C. 122(b) or issuance of a patent
pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/LY (08-12)
Approved for use through 11/30/2020. . OMB 0651-0032
U S. Datentawd T'adema'k Office; U S. DEPL\R"’MENT’ OF COMMERCE

DECLARATION (3? CFR 1.63) FQR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1,76)

Title of | SYSTEM AND METHOD FOR CONTROLLENG UPDATES TO
Invention iiNTERNET -OF-THINGS DEVICES

‘As the below named inventor, | hereby deciare that:

' This declaration

is directed fo: ; The attached application, or
: Eﬁw United States application or PCT international application number 1 5’1 654'004
tied on 3 August 2018

The above-identified application was made or authorized to be made by me.

| beliave that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine or impriscnment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTQ,
petitioners/appiicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/apptlicant is advised that the record of a patent application is available to the public after publication of the
apphcation {unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the appiication) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

inventor: Chnstcpher Scott TR@;«;EVER§ e Date (Optional) ¢

Signature: K«:‘*‘M B — - S

 Note: An application data sheet (PTCG/SR/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
 paen previously filed. Use an additional PTO/AIA/G1 form for each additional inventor,

This collection of information is required by 35 U.S.C. 115 and 37 7 CFR 1.63. The information is required to obtain or reta benefit by the public which is fo file \and
by the USPTOC to process) an application. Confidentiality is governed by 35 U,S.C. 122 and 37 CFR 1.11 and 1.14. This coliection is sstimated to take 1 minute to
compiete, including gathering, preparing, and submitting the compieted application form to the USPTQ. Time will vary depanding upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.0. Bax 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FCRMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in complgting the form, call 1-800-PT0-9198 and ssiect cption 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your subnission of the aftached form redated 10 a palant application or patent. Agnardingly,
‘pursuand to the raquiremants of the Agt, please be advised that: (1) the general authotily for the
soliecion of thiy infornation is 38 U.8.G 2()(2); {2) furnishing of the information solicited is voluntary;
‘and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. if you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able 1o
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentiaily to the extent allowed under the
Freedom of information Act (5 U.S.C. 552) and the Privacy Act (5 U.8.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of thasevrgaords is required by the Fresdunyof infamation Act.

2. A recnrd from s system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settiement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the

record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amantgad, putsaant to 5 U.S.C. 552a(m).

5. Arecost relaisd to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
Werld Intellectual Froperty Organization, pursuant to the Fatént Coageration Treaty.

6. Acrgnord in this sysiem of racords mgy b diskiosed, a8 a'suting 18, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by G3A as
part of that agency's responsibility to recommend improvementa i records managament
practices and programs, under authority of 44 U.S.C.. 2804 and 2008, Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a rautine Lse. to the public if the record was filed in an application which
begame abandpngd orin which the proseelings wers terminated and which application is
referenced by either a published application, an appiication open to public inspection or an
issued patent.

8. A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
viclation of law or regulation.
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PTO/AIA/D1 (08-12)
Approved for use through 11/30/2020. OMBE 0651-0032
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays & valic OMB control number,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

- ~ AN~ e AR SS

‘SYS.TéM AND METHOD FOR CONTROLLING UPDATES TO
INTERNET-OF-THINGS DEVICES

- Title of
- invention

As the below named inventor, | hereby declare that:

| This declaration {77} oot
s directed to: [ E The attached application, or

[@E United States application or PCT international application number 1 6{954’004

- 3 August 2018

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitionerfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(nther than @ cheok or oradit card autharzation form PTO-2038 subritted for payment purposes) is naver raquired by the USRTO
1o suppon a petition oran appiication. 1 this type of personal informiatian s ncluded in docurments submitied to the USPTQ,
 petitioners/appiivants should consider redacting such pergonal infarmatian fom the dosuments hefore sulrailting thany fothe
USPTO. Petitioner/applicant is advised that the record of a paterit applisation vavaliable fo the public afler publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
palent. Furthermore, the record from an abandoned application may also b available to the public if the applicalion is
raferenced in a published application or an issued patent (see 37 CFR 1.14). ‘Chitks and aradit ard authorizativn forms
'PTO-2038 submitted for payment purposes are not retained in the application file and thersfore are not publicly available:

LEGAL NAME OF INVENTOR

Inventor: Edwa_rd Sﬂﬂ\gi WELLSS Date (Optional) .
Signature: “‘y 3 .' Ifr« 23

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/Q1 form for each additional inventor,

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1,63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This coliection is estimated to take 1 minute to
complete, including gathering, preparing, and submitling the compieted appiication form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of ime you require 1o complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 {P.L. §3-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 852) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disciosed o the Department of Justice o determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(my).

A record related to an international Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the international Bureau of the
World inteliectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant o

the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2804 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (/.e., GSA or Commerce) directive. Such disciosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published applicaticn, an application cpen to public inspection or an
issued patent. :
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-
THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Filer:

Jeffrey Michael Tracey/Shannon Thomas

Attorney Docket Number:

101-0393USP2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)’-s'l'g(t;)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 300 300
UTILITY SEARCH FEE 1111 1 660 660
UTILITY EXAMINATION FEE 1311 1 760 760
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount SUB'ST;:;)I in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1720
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Electronic Acknowledgement Receipt

EFS ID: 39921297
Application Number: 16921461
International Application Number:
Confirmation Number: 7055

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow WILLIS

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Shannon Thomas

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP2

Receipt Date: 06-JUL-2020
Filing Date:
Time Stamp: 17:04:50

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1720

RAM confirmation Number E202076H05245360
Deposit Account 505494

Authorized User

Shannon Thomas

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.21 (Miscellaneous fees and charges)
37 CFR 1.20 (Post Issuance fees)
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37 CFR 1.19 (Document supply fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.16 (National application filing, search, and examination fees)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( yt i . . 9
Number Message Digest | Part/.zip| (ifappl.)
200990
50468-US-
1 Application Data Sheet no 10
CNT_202O_07-06_ADSpdf 329880f86fe4b27e18744d 1f43852ebfbec3|
6d20
Warnings:
Information:
This is not an USPTO supplied ADS fillable form
85721
; Information Disclosure Statement (IDS) 50468-US- no 5
Form (SBOS) CNT>2020-07-06_|DS1 pdf 6eeebbb0eaastc80c7406e9102532e67fo66)
Oeed
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
196311
50468-US-
3 yes 26
CNT_2020_07_06_APdef 1c622a1645ebc92e0ab2ae3ccd 1c474e856|
e7422
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 20
Claims 21 25
Abstract 26 26
Warnings:
Information:
767340
50468-US-
4 Power of Attorney no 2
CNT_2020_07_06_POApdf 943¢7¢739f7e9b9c3a7e0c1a7576625ac880)|
c478
Warnings:
Information:
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105239
5 Drawings-other than black and white 50468-US- no 5
line drawings CNT-2020-07-06_DRW.pdf
5498372cbe02a60a077d724c0a07db513b
dfa12f
Warnings:
Information:
2255192
50468-US-
6 Oath or Declaration filed CNT-2020-07-06_Declarations. no 1
pdf 6a9d9766d4431ede28c3f67400dd73db482
Warnings:
Information:
35042
7 Fee Worksheet (SB06) fee-info.pdf no 2
bc147360af5fa0a21f695bbadc26ec5e413b)
Warnings:
Information:
Total Files Size (in bytes); 3645835

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Att Docket Numb 101-0393USP2
Application Data Sheet 37 CFR 1.76 | ) —oce TImoer

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

n Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Edward Snow WILLIS
Residence Information (Select One) () USResidency () NonUS Residency () Active US Military Service
City |Ottawa Country of Residence ! CA

Mailing Address of Inventor:

Address 1 1001 Farrar Road

Address 2

City Kanata | State/Province ON

Postal Code K2K 0B3 | Countryi CA

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
David Alan INGLIS

Residence Information (Select One) () US Residency  (¢) Non US Residency () Active US Military Service
City [Stittsville Country of Residence CA

Mailing Address of Inventor:

Address 1 492 Landswood Way
Address 2

City Stittsville | State/Province | ON
Postal Code K2S 0A5 | Countryi | CA

Inventor 3
Legal Name

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Prefix| Given Name Middle Name Family Name Suffix
Hashim Mohammad QADERI
Residence Information (Select One) () USResidency (e) NonUS Residency () Active US Military Service
City |Kitchener Country of Residence ! CA

Mailing Address of Inventor:

Address 1 2200 University Avenue East
Address 2
City Waterloo | State/Province ON
Postal Code N2K 0A7 | Countryi CA
Inventor 4
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Scott HUTCHENS
Residence Information (Select One) () US Residency () Non US Residency () Active US Military Service
City Ottawa Country of Residence i CA

Mailing Address of Inventor:

Address 1 1001 Farrar Road
Address 2
City Kanata | State/Province | ON
Postal Code K2K 0B3 | Countryi | CA
Inventor 5
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Christopher Scott TRAVERS
Residence Information (Select One) () USResidency (¢) Non US Residency () Active US Military Service
City |Ottawa Country of Residence ! CA

Mailing Address of Inventor:

Address 1 868 Rob Roy Avenue

Address 2

City Ottawa | State/Province ON
Postal Code K2B 856 | Countryi CA

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Inventor 6

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Conrad Delbert SEAMAN

Residence Information (Select One) () USResidency (¢) NonUS Residency () Active US Military Service

City |Ottawa Country of Residence CA

Mailing Address of Inventor:

Address 1 2115 Chalmers Road

Address 2

City Ottawa | State/Province ON
Postal Code | K1H 6K4 | Countryi CA

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 14551

Email Address mailbox@rowandlaw.com

Application Information:

Title of the Invention SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
Attorney Docket Number| 101-0393USP2 Small Entity Status Claimed [ ]
Application Type Nonprovisional
Subject Matter Utility
Total Number of Drawing Sheets (if any) 5 Suggested Figure for Publication (if any) | 1
EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). .
1
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing

this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (¢ Customer Number (O US Patent Practitioner [ (O Limited Recognition (37 CFR 11.9)

Customer Number 14551

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of 16/054004 2018-08-03

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | 101-0393USP2
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 118(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76
Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority
to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see paragraph A
in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application
(see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1.

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 101-0393USP2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(® Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

(O Person to whom the inventor is obligated to assign. (O  Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. [x]

Organization Name | pjackBerry Limited

Mailing Address Information For Applicant:

Address 1 2200 University Avenue East

Address 2

City Waterloo State/Province ON
Country | CA Postal Code N2K 0A7
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | 101-0393USP2
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. [¥]
Organization Name

BlackBerry Limited

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 2200 University Avenue East

Address 2

City Waterloo State/Province ON
Countryi CA Postal Code N2K 0A7
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Jeffrey Tracey/ Date (YYYY-MM-DD)| 2020-07-06

First Name | Jeffrey Last Name | Tracey Registration Number | 63,848

Additional Signature may be generated within this form by selecting the Add button.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

.. Attorney Docket Number
Application Data Sheet 37 CFR 1.76

101-0393USP2

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16921461 Document Date: 07/06/2020

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):
o USPTO employees may access SCORE content via DAV or via the SCORE web page.

e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: March 1, 2019
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Doc code: IDS PTO/SB/08a (03-15)

s . . . Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number

Filing Date
First Named Inventor | WILLIS, Edward Snow
Art Unit

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 101-0393USP2

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
A Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document .
Figures Appear

1 7831967 B2 2010-11-09 Won et al.

2 8561054 B2 2013-10-15 Smirnov et al.

3 8997092 B2 2015-03-31 Gentile et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document .
Figures Appear

1 20080271507 A1 2009-10-29 Kodimer

2 20090300595 A1 2009-12-03 Moran et al.

3 20040083471 A1 2004-04-29 Nam et al.
EFS Web 2.1.17

Exhibit 1002

NRG Energy, Inc. et al. v. Malikie Innovations Limited
0118



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

WILLIS, Edward Snow

Art Unit

Examiner Name

Attorney Docket Number

101-0393USP2

4 20050039178 A1 2005-02-17 Marolia et al.

5 20070192462 A1 2007-08-16 Bae et al.

6 20080040713 A1 2008-02-14 Subbakrishna et al.
7 20080301667 A1 2008-12-04 Rao et al.

8 20100082559 A1 2010-04-01 Sumcad et al.

9 20160294614 A1 2016-10-06 Searle et al.

10 20170300313 A1 2017-10-19 Gantt, JR. et al.

11 20130311611 A1 2019-11-21 Shim et al.

12 20160277195 A1 2016-09-22 Maeda et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite Foreian Document NUICountry Kind | Publication Applicant of cited where Relevant T5
Initial* No 9 Code2j Code?| Date PP Passages or Relevant
Document .
Figures Appear
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | WILLIS, Edward Snow

Art Unit

Examiner Name

Attorney Docket Number 101-0393USP2

1 L]

If you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . -
e o (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
Initials No . . .
publisher, city and/or country where published.
1 L]

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature

Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www USPTO. GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. % Applicant is to place a check mark here if|

English language translation is attached.
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Application Number

Filing Date
INFORMATION DISCLOSURE First Named Inventor | WILLIS, Edward Snow
STATEMENT BY APPLICANT At Unit

( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 101-0393USP2

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[%] A certification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Jeffrey Tracey/ Date (YYYY-MM-DD) 2020-07-06

Name/Print Jeffrey Tracey Registration Number 63,848

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5
U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court,
magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member with
respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the
information in order to perform a contract. Recipients of information shall be required to comply with the requirements of
the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may
be disclosed, as a routine use, to the Intemational Bureau of the World Intellectual Property Organization, pursuant to
the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of Nationa
Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/
her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to recommend
improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such
disclosure shall be made in accordance with the GSA regulations governing inspection of records for this purpose, and
any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application
which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement
agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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SYSTEM AND METHOD FOR CONTROLLING
UPDATES TO INTERNET-OF-THINGS DEVICES

[0001] This is a continuation of US application number 16/054,004 filed August 3, 2018,

the contents of which are incorporated herein by reference.
FIELD

[0002] This relates to updating software and, more particularly, to initiating and controlling

the application of updates for Internet-of-Things devices.
BACKGROUND

[0003] Software updates can be performed for a variety of reasons including, for example,

to correct issues or defects or to provide new features or functionality.

[0004] In recent years, many conventional devices such as, for example, cars, washing
machines, refrigerators, and the like, have been enhanced with the addition of embedded

computing devices.

[0005] Software, including firmware, included in embedded computing devices may
require periodic updates. Currently such updates may be provided by bringing updated software
to a device such as by way of portable media. For example, an update may be written to a USB
thumb drive using a desktop or laptop computer and then the USB thumb drive may be brought to
the device to perform the update. In the case of consumer devices, for example, this can be
cumbersome. Moreover, as Internet-of-Things devices continue to become more common, the
need to visit and operate/interact with each such device in order to periodically update it becomes
increasingly cumbersome. Furthermore, in some cases to apply those updates may require the use
of a specialized hardware or even, potentially, the services of a specialized technician may be

required.
BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Reference will now be made, by way of example, to the accompanying drawings in
which:
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[0007] FIG. 1 illustrates a simplified schematic operation diagram illustrating an

arrangement of computing devices in the operating environment of an example embodiment;

[0008] FIG. 2 illustrates another arrangement of the computing devices of FIG. 1;

[0009] FIG. 3 shows a simplified high-level block diagram of an example computing
device;

[0010] FIG. 4 depicts a simplified software organization of the example computing device
of FIG. 3;

[0011] FIG. 5 is a diagram illustrating communications between the computing devices of
FIG. 1; and

[0012] FIG. 6 is a flow chart illustrating an example method of one of the computing

devices of FIG. 1.
DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0013] Internet-of-Things (IoT) devices are devices including enhanced embedded
computing devices featuring hardware and software allowing Internet connectivity. IoT devices
may provide additional functionality as compared to similar non- IoT device such as, for example,
similar devices including embedded computing devices. Additionally or alternatively, IoT devices

may serve new or additional purposes not previously addressed by non-IoT devices.

[0014] Due to the availability of network connectivity in IoT devices, it is possible to

update [oT devices online.

[0015] In one aspect, there is provided a computer system. The computer system includes
a processor, a communications subsystem, and a non-transitory computer-readable storage
medium. The non-transitory computer-readable storage medium stores instructions that when
executed by the processor adapt the computer system to: receive, from a first device using the
communications subsystem, an indication of a second device selected, at the first device, for
update; send, to the second device using the communications subsystem, an indication signalling

the second device to send state information about the second device; receive, from the second
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device using the communications subsystem, the state information about the second device;
determine, by the processor based on the state information about the second device, that the second
device is ready to perform an update; send, to the first device using the communications subsystem,
an indication that the second device is ready to perform an update; receive, from the first device
using the communications subsystem, an indication to update the second device; and send, to the
second device using the communications subsystem, an indication to begin performing the update,
wherein the second device is configured to begin updating responsive to such an indication without

any direct interaction with the second device.

[0016] In another aspect, there is provided a computer-implemented method. The method
includes receiving, at a server from a first device, an indication of a second device selected, at the
first device, for update; sending, by the server to the second device, an indication signalling the
second device to send state information about the second device to the server; receiving, by the
server from the second device, the state information about the second device; determining, by the
server based on the received the state information about the second device, that the second device
is ready to perform an update; sending, by the server to the first device, an indication that the
second device is ready to perform the update; receiving, by the server from the first device, an
indication to update the second device; and sending, by the server to the second device, an
indication to begin performing the update, wherein the second device is configured to begin

updating responsive to such an indication without any direct interaction with the second device.

[0017] In another aspect, there is provided a non-transitory computer-readable storage
medium. The medium stores instructions that when executed by a processor of a computer system
adapt the computer system to: receive, from a first device, an indication of a second device
selected, at the first device, for update; send, to the second device, an indication signalling the
second device to send state information about the second device; receive, from the second device,
the state information about the second device; determine, by the processor based on the state
information about the second device, that the second device is ready to perform an update; send,
to the first device, an indication that the second device is ready to perform the update; receive,
from the first device, an indication to update the second device; and send, to the second device, an
indication to begin performing the update, wherein the second device is configured to begin

updating responsive to such an indication without any direct interaction with the second device.
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[0018] It may be that a user is only in a position to interact with the user-interface of a
device (if any such Ul exists) at times when they are intending to use it. For example, a user may
only visit their washing machine when they have laundry to be done. In another example, a user
may only get in her car if she is intending to take it for a ride. Conveniently, according to various
embodiments, a user may initiate updating of a device such as, for example, an [oT device using a

device remote from that device.

[0019] Additionally or alternatively, it may be that a device (such as an IoT device) is not
capable of providing a rich user interface as would allow appropriate review and control of
updating. For example, an [oT device may include no or only a small display screen on which
information about an update can be reviewed. Additionally or alternatively, it may be that a user
would prefer to be able to review such information using a more familiar device such as, for
example, at a convenient time or place. Conveniently, according to various embodiments, a user
may be able to remotely initiate and control updating of a device such as, for example, an IoT

device.

[0020] Additionally or alternatively, update of a device may make it unusable for its usual
or intended purposes for at least a portion of a period in which the update is being retrieved and
applied to the device. Conveniently, according to various embodiments, a user may be able to
control when updates are applied to prevent a device being unavailable at an inconvenient time
due to an update. For example, a user may be able to control when an update is applied to a washing
machine to avoid updating it if they have an urgent wash load. In another example, a user may be
able to control an update of their vehicle to avoid updating it if they are planning to take it out to

run an errand.

[0021] Other aspects and features of the present application will be understood by those of
ordinary skill in the art from a review of the following description of examples in conjunction with

the accompanying figures.

[0022] In the present application, the term “and/or” is intended to cover all possible
combinations and sub-combinations of the listed elements, including any one of the listed elements
alone, any sub-combination, or all of the elements, and without necessarily excluding additional

elements.
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[0023] In the present application, the phrase “at least one of... or...” is intended to cover
any one or more of the listed elements, including any one of the listed elements alone, any sub-
combination, or all of the elements, without necessarily excluding any additional elements, and

without necessarily requiring all of the elements.

[0024] FIG. 1 illustrates a simplified schematic operation diagram illustrating an

arrangement of computing devices in the operating environment of an example embodiment.

[0025] As illustrated, a first device 100, a switchboard server 110, and a second device 120

are in communication via a network 130.

[0026] Each of the first device 100, the switchboard server 110, and the second device 120
may be in geographically disparate locations. Put differently, one of the first device 100, the
switchboard server 110, and the second device 120 may be remote to others of the first device 100,

the switchboard server 110, and the second device 120.

[0027] For example, it may be that first device is located in one part of a user’s home or
business, the second device 120 may be carried by a user from place to place, and the switchboard

server 110 may be hosted in a data center.

[0028] The first device 100 is or includes a computing device. The first device 100 may,
as illustrated, be a smartphone. However, the first device 100 may be a device of another type such
as, for example, a personal computer, a laptop computer, a tablet computer, a notebook computer,
a hand-held computer, a personal digital assistant, a wearable computing device (e.g., a smart
watch, a wearable activity monitor, wearable smart jewelry, and glasses and other optical devices
that include optical head-mounted displays), or any other type of computing device that may be
configured to store data and software instructions, and execute software instructions to perform

operations consistent with disclosed embodiments.

[0029] The switchboard server 110 is a server computer system adapted for providing
services to various client devices including the first device 100 and the second device 120.
Computer systems may include one or more computing devices. For example, a computer system
may include multiple computing devices such as, for example, database servers, compute servers,

and the like. The multiple computing devices may be in communication using a computer network.
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For example, computing devices may communicate using a local-area network (LAN). Computer
systems may include multiple computing devices organized in a tiered arrangement. For example,
a computer system may include middle-tier and back-end computing devices. A computer system

may be a cluster formed of a plurality of interoperating computing devices.

[0030] The second device 120 includes a computing device. It may be that the second
device 120 is an IoT (Internet of Things) device such, for example, a vehicle, an appliance such
as, for example, a washing machine or a refrigerator, a smart device, a connected device, a building
such as, for example, a home, an Enterprise of Things (EoT) devices (i.e., an IoT device in an
enterprise) or a node or combination thereof. Vehicles includes motor vehicles (e.g., automobiles,
cars, trucks, buses, motorcycles, etc.), aircraft (e.g., airplanes, unmanned aerial vehicles,
unmanned aircraft systems, drones, helicopters, etc.), spacecraft (e.g., spaceplanes, space shuttles,
space capsules, space stations, satellites, etc.), watercraft (e.g., ships, boats, hovercraft,
submarines, etc.), railed vehicles (e.g., trains and trams, etc.), and other types of vehicles including
any combinations of any of the foregoing, whether currently existing or after arising. It may be

that the second device 120 is a component of another device.

[0031] As further described below, the switchboard server 110 communicates with the first
device 100 and the second device 120 to facilitate initiation and control update of the second device

120 as directed by the first device 100.

[0032] FIG. 2 illustrates another example arrangement of the computing devices of FIG.
1. In some embodiments, it may be that one or both of the first device 100 and the second device
120 is not directly addressable on the network 130. For example, one or both of the first device
100 and the second device 120 may have an address in a private address space not routable from
the network 130. In a particular example, where the network 130 is the Internet, it may be that the
Internet Protocol (IP) address(es) assigned to one or both of the first device 100 and the second
device 120 is in a private address space. For example, it may, as illustrated, be that the IP address
of the switchboard server 110 is a globally addressable IP address in an IP address space 200. By
contrast, the IP addresses of the first device 100 and the second device 120 may be private
addresses in a private address space 210 and a private address space 220, respectively. For

example, this may occur if a device is accessing the address via a router employing network
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address translation (NAT) techniques. Conveniently, in such a scenario, the switchboard server 110
is reachable / addressable directly by either of the first device 100 and the second device 120.
Accordingly, it may be that the first device 100 and the second device 120 communicate via the
switchboard server 110, which can act as a relay. Further, as described below, techniques may be
employed that take advantage of the fact that the switchboard server 110 is directly addressable in
order to facilitate communication between various of the first device 100, the switchboard server

110, and the second device 120.

[0033] As noted above, each of the first device 100, the switchboard server 110, and the
second device 120 is or may include a computing device. FIG. 3 is a high-level operation diagram
of an example computing device 300. Example computing device 300 may be an example of one
or more of the switchboard server 110, the first device 100, and the second device 120. As will be
discussed in greater detail below, each of the switchboard server 110, the first device 100, and the

second device 120 includes software that adapts it to perform a particular function.

[0034] The example computing device 300 includes a variety of modules. For example, as
illustrated, the example computing device 300 may include a processor 310, a memory 320, and a
communications subsystem 330. As illustrated, the foregoing example modules of the example

computing device 300 are in communication over a bus 340.

[0035] The processor 310 is or includes a hardware processor and may, for example, be or
include one or more processors using ARM, x86, MIPS, or PowerPC (TM) instruction sets. For
example, the processor 310 may be or include Intel (TM) Core (TM) processors, Qualcomm (TM)
Snapdragon (TM) processors, or the like.

[0036] The memory 320 may include random access memory, read-only memory,
persistent storage such as, for example, flash memory, a solid-state drive or the like. Read-only
memory and persistent storage are a computer-readable medium. A computer-readable medium
may be organized using a file system such as may be administered by an operating system

governing overall operation of the example computing device 300.

[0037] The communications subsystem 330 allows the example computing device 300 to

communicate with other computing devices and/or various communications networks. For
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example, the communications subsystem 330 may allow the example computing device 300 to
send or receive communications signals. Communications signals may be sent or received
according to one or more protocols or according to one or more standards. For example, the
communications subsystem 330 may allow the example computing device 300 to communicate
via a cellular data network, such as for example, according to one or more standards such as, for
example, Global System for Mobile Communications (GSM), Code Division Multiple Access
(CDMA), Evolution Data Optimized (EVDO), Long-term Evolution (LTE) or the like.
Additionally or alternatively, the communications subsystem 330 may allow the example
computing device 300 to communicate via Wi-Fi (TM), using Bluetooth (TM) or via some
combination of one or more networks or protocols. All or a portion of the communications
subsystem 330 may be integrated into a component of the example computing device 300. For

example, the communications subsystem may be integrated into a communications chipset.

[0038] Software comprising instructions is executed by the processor 310 from a
computer-readable medium. For example, software may be loaded into random-access memory
from persistent storage of the memory 320. Additionally or alternatively, instructions may be

executed by the processor 310 directly from read-only memory of the memory 320.

[0039] FIG. 4 depicts a simplified organization of software components stored in the
memory 320 of the example computing device 300. As illustrated these software components

include an operating system 400 and an application 410.

[0040] The operating system 400 comprises software and may comprise, for example,
software such as, for example, Android (TM), QNX (TM), Linux (TM), Apple(TM) iOS (TM),
Microsoft (TM) Windows (TM), or the like. The operating system 400 controls the overall
operation of the example computing device 300 and allows the application 410 to access the

processor 310, the memory 320, and the communications subsystem 330.

[0041] The application 410, comprises software that, in combination with the operating
system 400, adapts the example computing device 300 to operate as a device for various purposes.
For example, the application 410 may cooperate with the operating system 400 to adapt a suitable
instance of the example computing device 300 to operate as the switchboard server 110, the first

device 100, or the second device 120.
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[0042] Referring to FIG. 5, the operation of each of the switchboard server 110, the first

device 100, and the second device 120 will be described.

[0043] FIG. 5 illustrates a sequence diagram 500, similar to a Unified Modelling Language
(UML) sequence diagram, that shows how the first device 100, the switchboard server 110, and
the second device 120 may communicate. In particular, the sequence diagram 500 depicts
messages exchanged between the first device 100, the switchboard server 110, and the second

device 120 in initiating and controlling update of the second device 120.

[0044] In the following description of the sequence diagram 500, discussion is made of
various messages being sent and received via a computer network such as, for example, network
130. The exchanged messages may be implemented as messages. However, it may be that some or
all of the illustrated messages may not correspond to messages per se when sent over the computer
network but may instead be implemented using techniques such as for example remote procedure

calls (RPC) and/or web services application program interfaces (APIs).

[0045] The sequence diagram 500 presumes that bi-directional communication is available
at least between the first device 100 and the switchboard server 110 and between the second device
120 and the switchboard server 110. Note, however, as further described below, it is not required

that the first device 100 and the second device 120 can communicate with one another directly.

[0046] The sequence diagram 500 further presumes that an update is available for the
second device 120 and that this availability is known to at least the first device 100. The availability
of such an update may has been previously detected in a variety of manners such as, for example,
by periodic polling by one or more of the first device 100, the switchboard server 110, or the
second device 120. For example, one or more of the first device 100, the switchboard server 110,
or the second device 120 may periodically poll an update server (not shown) such as may be
provided, for example, by a manufacturer of the second device 120. In another example, it may be
that a notification that an update is available is received by one or more of the first device 100, the
switchboard server 110, or the second device 120 such as for example from such an update server.
In yet another example, it may be that updates for various devices including, for example, the
second device 120 are maintained by the switchboard server 110 for distribution. The first device

100 may be provided with a notification that an update is available by another computer system

9

Exhibit 1002
NRG Energy, Inc. et al. v. Malikie Innovations Limited
0131



such as, for example, from the switchboard server 110, further to the other computer system
learning of the availability of the update. Put differently, another machine such as, for example,
the switchboard server 110, may send a notification that an update is available for the second

device 120 to the first device 100.

[0047] A user of the first device 100 may select to initiate the update of the second device
120. For example, a notification of the availability of the update of the second device 120 may be
provided to the user by a notification such as by way of, for example, a visual indication (e.g. via
the Android (TM) notification tray), an email, etc.. A user may then select to perform such an
update of the second device 120. Responsive to such a selection, the first device may send a
message 510 indicating that the second device 120 has been selected (at the first device 100) for
update to the switchboard server 110. As such, the switchboard server 110 may receive the message
510 from the first device 100. For example, where the switchboard server 110 is or includes a
suitably configured instance of the example computing device 300, it may receive an indication of
the second device 120 being selected, at the first device 100, for update by way of the

communications subsystem 330.

[0048] Next, responsive to the message 510, the switchboard server 110 may, as illustrated,
send a message 520 to the second device 120. The message 520 may signal the second device 120

to send state information about itself.

[0049] State information about the second device 120 may take a variety of forms and may
be specific to the nature of the second device. For example, where the second device 120 is a
refrigerator, it may indicate whether the compressor is currently running. In another example,
where the second device 120 is a washer or a dryer, it may indicate whether a cycle is currently
running. In yet another example, where the second device 120 is a vehicle the information may
include, for example, whether the car is in motion, whether it is fueled, a battery charge level,

and/or whether the engine is running.

[0050] The second device 120 may send one or more messages 530 including state
information about itself to the switchboard server 110. As such, it may be that the switchboard
server 110 may receive state information one or more times from the second device 120. Such state

information may, for example, be received by way of the communications subsystem 330 where
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the switchboard server 110 is or includes a suitably configured instance of the example computing

device 300 as suggested above.

[0051] It may be that each of the one or more messages 530 is sent responsive to the
message 520. For example, the second device 120 may periodically transmit state information to
the switchboard server 110. Additionally or alternatively, the switchboard server 110 may
periodically send one or more further requests (not shown) akin to the message 520 triggering

sending of one or more of the messages 530.

[0052] The switchboard server 110 may determine, based on the received state information
about the second device 120 that the second device 120 is in a state where it may be considered
ready to perform an update. For example, where the switchboard server is or includes a suitably
configured instance of the example computing device 300, a determination may be made by the

processor 310.

[0053] For example, where the second device is a washer/dryer, determining that it is ready

for update may include detecting that no cycle is currently underway.

[0054] In another example, where the second device is a refrigerator, determining that it is
ready for update may include detecting that the compressor is not currently running or that a frost-

free freezer is not currently performing a de-icing operation.

[0055] In another example, where the second device 120 includes a battery, determining
that it is ready for update may include detecting that the battery is of a sufficient charge level or
that the device has been connected to mains power. For example, connection of the second device

120 to a charger may be required to ready it for update.

[0056] In another example, determining that the second device 120 is ready for update may
include a determination that the second device 120 is in a suitable location. For example, where
the second device 120 is a vehicle, determining that it is ready for update may include determining
that it is parked in a suitable location such as, for example, a lot, a garage, or an owned parking

spot.
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[0057] In another example, where the second device 120 is a component of another device,
determining that the second device 120 is ready to perform an update may include determining
that that device is not in use. For example, where the second device 120 is a component of a
vehicle, determining that the second device 120 is ready to perform an update may include

determining that the vehicle is not in use.

[0058] It may, as noted above, be the case that the second device 120 is not directly
addressable by the switchboard server 110. As such, it may be that the second device 120
communicates periodically with the switchboard server 110 (i.e., polls) to determine whether any
messages are pending for it. Accordingly, the message 520 may be sent responsive to such a poll.
Additionally or alternatively, the second device 120 may maintain an open connection stream with
the switchboard server 110 for use in communicating therebetween. For example, where the
switchboard server 110 provides a web services API, the second device 120 may make an HTTP
GET request to which the switchboard server 110 later responds when it has a message to
communicate to the second device 120. For example, the message 520 may correspond to a

response to a such a “hanging GET”.

[0059] Responsive to the determination that the second device 120 is ready for update, the
switchboard server 110 may send a message 540 to the first device 100 indicating that the second
device 120 is ready to perform the update. For example, where the switchboard server 110 is or
includes a suitably configured instance of the example computing device 300, it may send such an

indication using the communications subsystem 330.

[0060] Further to the message 540, the first device 100 may determine that the second
device 120 should begin performing the update.

[0061] For example, the first device 100 may provide a user interface responsive to the
message 540 allowing a user to start the update of the second device 120. As such, the first device
100 may determine that the second device 120 should begin performing the update responsive to
initiation of the update via such as user interface. Conveniently, in this way, a user may initiate
update of the second device 120 without the need to visiting or, potentially, even entering into
physical proximity with the second device 120. Instead, the user needs only use the first device

100. Notably, where the first device 100 is a mobile device with wireless connectivity such as, for
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example, a smartphone, this may even mean that the user can initiate update of the second device
120 from practically any location of their choosing. More particularly, update of the second device
120 is initiated by way of the first device 100, no direction interaction with the second device 120
such by way of any physical interface elements (e.g., buttons, keys, display mounted on the second
device 120, etc.) is required to update the second device 120. In other words, as further described
below, after update of the second device 120 is initiated as a consequence of an indication sent
from the first device 100 to the switchboard server 110, update of the second device 120 will be
performed without any direct interaction with the second device 120 (e.g. interaction controls
provided on / by the second device 120, etc.). Put differently, the second device 120 is configured
to begin performing the update responsive to a corresponding indication without any interaction
requiring an operator to attend the second device 120. For example, the update will be triggered
without an operator providing any input to the second device 120 by way of a control panel, button,

and/or user interface, etc. thereof.

[0062] Furthermore, since, as noted above, providing such a user interface may allow a
user to initiate an update at a time of their choosing, such a user interface can also allow a user to
defer update of the second device 120 until a time the user finds convenient for update, even if the
switchboard server 110 considers it ready for update at an earlier time. Allowing a user to deter
update of the second device 120 until a time the user finds convenient for update may allow
initiation of the update to take into account information unknown to or not considered by the
switchboard server 110 such as, for example, that the user intends to use the second device 120
soon and that, therefore, update should be deferred. For example, where the second device 120 is
a washer or a dryer, the user may be planning to run a load and may, therefore, want to wait to
update the second device 120. In another example, where the second device 120 is a vehicle, the

user may be planning to take it out for a drive and may, therefore, want to defer update.

[0063] Such a user interface may be the same user interface as was provided to allow the
user to select the second device 120 for update. For example, it may be that the user is provided a
list of devices available for update via the user interface. The user may then select a device for
update and be provided with a visual indication of whether the device is ready for update. Then,
upon receipt of the message 540 the user interface may be updated such as, for example, by making

an update control such as, for example, a button available such as, for example, by adding such a
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control available in the user interface or by making an existing update control active (e.g., not
“greyed out”). Alternatively, such an update control may be made available in advance but if a user
attempts to activate it prematurely they may be provided with an appropriate error and/or other
feedback.

[0064] As noted above, it may be that the first device 100 is not directly addressable by
the switchboard server 110. Accordingly, it may be that techniques similar to those described above
in the context of the message 520 are employed. For example, it may be that a connection to the
switchboard server 110 is maintained. For example, the message 540 may correspond to a
communication over a channel that was opened between the first device 100 and the switchboard
server 110 to send communications corresponding to the message 510. In a particular example, the
message 510 may correspond to an HTTP GET that is then left hanging until a reply (corresponding

to the message 540) is sent.

[0065] Upon determining that the second device 120 should begin performing the update,
the first device 100 may send a message 550 to the switchboard server 110 indicating that the
second device 120 should be updated. As such, the switchboard server 110 may receive the
message 550 from the first device 100. For example, where the switchboard server 110 is or
includes a suitably configured instance of the example computing device 300, such an indication

may be received using the communications subsystem 330.

[0066] Responsive to the message 550, the switchboard server 110 may send a message

560 to the second device 120 indicating that the second device 120 should begin performing the

update.
[0067] Responsive to the message 560, the second device 120 may begin performing the
update.
[0068] The second device 120 may download the update responsive to the message 560.

For example, the second device 120 may download the update from an update server (not shown),
either directly or through a relay. For example, the switchboard server 110 may act as a relay. In
another example, it may be that the second device 120 will download the update from the

switchboard server 110 responsive to the message 560. Alternatively, the second device 120 may
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have previously downloaded the update. For example, it may be that the second device 120 is
configured to automatically download updates such as, for example, during idle periods. It may be
that the state information provided by the second device 120 (e.g. in the messages 530) includes a
status of any such download. Further, it may be that a determination that the second device 120 is

ready for update requires detecting or determining that any pending update has been downloaded.

[0069] During the update, the second device 120 may send one or more messages (not
shown) indicating one or more of the initiation of the updating process, the progress of the updating
process (e.g., periodically),, and the completion thereof. Notably, responsive to such messages, the
switchboard server 110 may send one or more messages to the first device 100 (not shown)
indicating initiation of the updating process, progress of the updating progress (e.g., periodically),
and/or completion of the updating progress. Responsive to receiving such messages may provide
a user interface indication corresponding to the message. As such, a user may monitor the status
of an initiated update including to determine whether such an update has been started, how quickly
it is proceeding, and whether it is completed. Conveniently, in this way, a user may determine
whether the second device 120 is available for use after update thereof has been initiated without

the need to visit or attend the second device 120.

[0070] In some embodiments, the first device 100 may also receive an estimate of how
long the update will take to complete and/or may determine such an estimate based on received
information (e.g., based on progress updates). Conveniently, in this way, a user may determine (by
way of the first device 100) when a second device 120 will again be available for use after update

thereof has been initiated without the need to attend or visit the second device 120.

[0071] In some embodiments, user interface provided by the first device 100 may allow a
user to cancel update of the second device 120 after initiation. For example, it may be that update
of the second device 120 can be canceled after initiation by way of user interface provided by the
first device 100 if the update of the second device 120 not yet started. Additionally or alternatively,
it may be that update of the second device 120 can canceled by way of such user interface even

after starting such as, for example, where the update process supports rollback of partial updates.

[0072] It may be that the update cannot be performed by the second device 120 for various

reasons. For example, a failure may occur during applying the update. Additionally or alternatively,
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it may be that following the second device 120 being determined to be ready to perform the update
and before the receipt and handling of the message 560, the second device 120 experiences a state
change such that it is no longer ready to perform the update. Accordingly, it may be that a message
(not shown) indicating that the update cannot be performed or that the update has failed is sent to
the switchboard server 110 responsive to the message 560 and the switchboard server 110 may, in
turn, send a corresponding message to the first device 100. A corresponding notification may then
be provided to a user by the first device 100. Conveniently, in this way, a user may be informed by
way of the first device 100 if update of the second device 120 has failed without the need to attend

or visit the second device 120.

[0073] It may be that the state information sent by the second device 120 to the switchboard
server 110 includes information about whether the second device 120 considers itself to be in a
state ready for update. The switchboard server 110 may then defer to the determination of the
second device 120 in making its determination as to whether the second device is ready for update
or, alternatively, may rely both on that state information and other state information provided by
the second device 120 is combination to determine whether the second device 120 is in a condition
ready for update based the state information. Conveniently, in this way, considerations ignored by
the second device 120 in making its determination may be incorporated into the determination of
its readiness for update by the switchboard server 110 while still leveraging the information about
whether the second device 120 considers itself to be in a state ready for update. Additionally, it
may be that further information is received from other sources that is factored into the
determination. For example, it may be that information is received indicating that maintenance has
been scheduled for power or communications systems affecting one or more of the first device
100, the switchboard server 110, and second device 120 and that, therefore, it may be necessary or
desirable to defer update being as readiness for update may be impacted. Additionally or
alternatively, it may be that information is received or obtained indicating that an outage such as,
for example, a communications outage is underway. Such an interruption may impact readiness
for update. For example, it may be that the update cannot be accessed such as, for example, where

it is to be downloaded subsequent to initiation of updating.

[0074] It may be that the first device 100 is authenticated by the switchboard server 110 as

being authorized to update the second device 120. Authentication information may be sent by the
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first device 100 to the switchboard server 110. For example, an indication that the second device
120 has been selected for update (e.g. the message 510) may further indicate the authentication
information. The switchboard server 110 may condition sending any indication signalling the
second device 120 to send state information about the second device 120 to the switchboard server
110 (e.g., the message 520) on the switchboard server 110 determining that the authentication
information indicates authorization to update the second device 120. For example, the switchboard
server 110 may determine based on the authentication information whether a user associated with
the authentication information is authorized to update the second device 120. The switchboard
server 110 may communicate with another server such as, for example, an authentication server

(not shown) to confirm such authorization.

[0075] As noted above, it may be that the first device 100 may provide a user interface
whereby a user could attempt to prematurely initiate an update and may receive a corresponding
error or explanation. For example, the user may receive an explanation as to why the device is not
available for update yet. It may, therefore, be that the switchboard server 110 may transmit one or
more periodic updates to the first device 100 following selection of the second device 120 for
update and prior to it becoming ready for update providing an explanation and / or allowing
determination of an explanation of why the second device 120 may not be considered ready for

update.

[0076] The operation of the switchboard server 110 in initiating an update of the second
device 120 is described with reference to a flowchart 600 of FIG. 6. Operations 610 and onward
are performed by one or more processors of a computing device, such as for example the processor
310 of a suitably configured instance of the example computing device 300, executing software

such as, for example, a suitable instance of the application 410.

[0077] At the operation 610, the switchboard server 110 receives an indication of a device
selected for update. For example, it may be that the first device 100 may select from amongst a
variety of devices for which it may initiate an update. As such, the switchboard server 110 may
receive a message indicating that a particular device to be considered the second device 120. Put

differently, the switchboard server 110 may receive an indication such as, for example, the message
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510 described above and/or may handle such an indication in manners consistent with the

description of the handling of the message 510 above.

[0078] From the operation 610, control flow advances to an operation 620. At the operation
620, the switchboard server 110 sends an indication to the selected device—i.e., the second device
120—that it should send state information to the switchboard server 110. For example, the
switchboard server may send a message like the message 520 and/or consistent with the description

of the sending thereof above.

[0079] From the operation 620, control flow advances to an operation 630. At the operation
630, the switchboard server 110 processes an indication of state information received from the
selected device. For example, the switchboard server 110 may receive and process a message like

one of the messages 530 and/or consistent with the description of the handling thereof above.

[0080] From the operation 630, control flow advances to an operation 640. At the operation
640 it is determined whether the selected device is ready for update consistent with manners for

determining whether the second device 120 is ready for update as described above.

[0081] From the operation 640, if it is determined that the selected device is ready for
update, control flow proceeds to an operation 650. Alternatively, if it is determined that the selected
device is not ready, control flow returns to the operation 630 to receive and process further state
information. For example, control flow may return to process a message like another of the

messages 530.

[0082] At the operation 650, the switchboard server 110 sends an indication that the
selected device is ready to the device from which the indication was received at the operation 610.
For example, it may be that the switchboard server 110 sends an indication to the first device 100
such as, for example, a message as may be akin to the message 540 and/or may be generated in

manners consistent with the description of the sending of the message 540 above.

[0083] From the operation 650, control flow proceeds to an operation 660. Consistent with
the description above, it is the selecting device (e.g. the first device 100) that determines when the
update of the selected device should be initiated. As described above, this may, for example, allow

a user of the selecting device to identify an opportune time for update. Once a determination that
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the second device should be updated is made, an indication thereof may be sent to the switchboard
server 110. Such an indication may then, for example, be received such as by way of a message
akin to the message 550 and/or may be processed consistent with the description of handling of

the message 550 above.

[0084] From the operation 660, control flow proceeds to an operation 670. At the operation
670, the switchboard server 110 sends an indication to the device that it is to begin updating itself
consistent with the description of the message 560 (FIG. 5). Such an indication may be, for
example, be sent by way of a message akin to the message 560 and/or may be generated in manners

consistent with the description of the sending of the message 560 above.

[0085] It may be that additional or alternative operations to those illustrated in FIG. 2 are
performed by the switchboard server 110. For example, additional or alternative operations may

be performed consistent one or more of the variations discussed above as regards FIG. 5.

[0086] Further, as discussed above it may be that the first device 100 and the second device
120 are not able to communicate directly via the network 130. A particular example of such a

scenario is shown in FIG. 2.

[0087] Example embodiments of the present application are not limited to any particular
operating system, system architecture, mobile device architecture, server architecture, or computer

programming language.

[0088] The various embodiments presented above are merely examples and are in no way
meant to limit the scope of this application. Variations of the innovations described herein will be
apparent to persons of ordinary skill in the art, such variations being within the intended scope of
the present application. In particular, features from one or more of the above-described example
embodiments may be selected to create alternative example embodiments including a sub-
combination of features which may not be explicitly described above. In addition, features from
one or more of the above-described example embodiments may be selected and combined to create
alternative example embodiments including a combination of features which may not be explicitly
described above. Features suitable for such combinations and sub-combinations would be readily

apparent to persons skilled in the art upon review of the present application as a whole. The subject
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matter described herein and in the recited claims intends to cover and embrace all suitable changes

in technology.
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What is claimed is:

1. A computer system comprising:

a processor;

a communications subsystem; and

a non-transitory computer-readable storage medium storing instructions that when
executed by the processor adapt the computer system to:

receive, from a device for which an update is available, using the communications
subsystem, state information about the device;

determine, by the processor based on the state information about the device for
which the update is available, that the device is in a condition where the device is ready
to perform the update;

receive, from another device using the communications subsystem, an indication
to update the device for which the update is available; and

after determining that the device for which the update is available is in a condition
to perform the update and receiving the indication to update the device, send, to the
device for which the update is available using the communications subsystem, an
indication to begin performing the update, wherein the device for which the update is
available is configured to begin updating responsive to such an indication without any

direct interaction with the device for which the update is available.

2. The computer system of claim 1, wherein the instructions, when executed by the
processor, further adapt the computer system to:
receive, from the device for which the update is available, one or more indications
as to a status of the performing of the update; and
send, to the another device, information about the performing of the update based

on the one or more indications.

3. The computer system of claim 1, wherein the state information about the device for

which the update is available indicates whether the device is ready to perform the update.
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The computer system of claim 1, wherein the state information about the device for
which the update is available indicates whether the device for which the update is
available has downloaded the update.

The computer system of claim 1, wherein the device for which the update is available is
configured to download the update responsive to the indication to begin performing the

update.

The computer system of claim 1, wherein the computer system communicates with each
of the device for which the update is available and the another device via a network,
wherein the device for which the update is available and the another device cannot

communicate directly with each other via the network.

The computer system of claim 1, wherein the another device is configured to provide a
user interface, responsive to the indication that the device for which the update is
available is ready to perform the update, for initiating the update of the device for which
the update is available and wherein the another device is configured to send the indication
to update the device for which the update is available responsive to initiation of the

update via the user interface.

The computer system of claim 1, wherein the device for which the update is available is a
component of a further device and wherein determining that the device for which the
update is available is ready to perform the update comprises determining that the further

device is not in use.

The computer system of claim 1, wherein the instructions when executed by the
processor further adapt the computer system to send, to the another device using the
communications subsystem, a notification that the update is available for the device for

which the update is available.
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10.

11.

12.

13.

14.

The computer system of claim 9, wherein the instructions when executed by the
processor further adapt the computer system to send an indication to the device for which
the update is available using the communications subsystem to notify that the update is

available.

The computer system of claim 10 wherein the device for which the update is available is
configured to download the update responsive to the indication that the update is

available.

The computer system of claim 1, wherein the another device is a smartphone.

The computer system of claim 1, wherein the device for which the update is available is

included in an Internet-of-Things connected device.

A computer-implemented method comprising:

receiving, from a device for which an update is available, state information about
the device;

determining, based on the state information about the device for which the update
is available, that the device is in a condition where the device is ready to perform the
update;

receiving, from another device, an indication to update the device for which the
update is available; and

after determining that the device for which the update is available is in a condition
to perform the update and receiving the indication to update the device, send, to the
device for which the update is available, an indication to begin performing the update,
wherein the device for which the update is available is configured to begin updating
responsive to such an indication without any direct interaction with the device for which

the update is available.
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15.

16.

17.

18.

19.

20.

The method of claim 14, further comprising:

receiving, from the device for which the update is available, one or more
indications as to a status of the performing of the update; and

sending, to the another device, information about the performing of the update

based on the one or more indications.

The method of claim 14, wherein the state information about the device for which the

update is available indicates whether the device is ready to perform the update.

The method of claim 14, wherein the state information about the device for which the
update is available indicates whether the device for which the update is available has

downloaded the update.

The method of claim 14, wherein the device for which the update is available is
configured to download the update responsive to the indication to begin performing the
update.

The method of claim 14, wherein the another device is configured to provide a user
interface, responsive to the indication that the device for which the update is available is
ready to perform the update, for initiating the update of the device for which the update is
available and wherein the another device is configured to send the indication to update
the device for which the update is available responsive to initiation of the update via the

user interface.

A non-transitory computer-readable storage medium storing instructions that when
executed by a processor of a computer system adapt the computer system to:

receive, from a device for which an update is available, state information about
the device;

determine, based on the state information about the device for which the update is
available, that the device is in a condition where the device is ready to perform the

update;
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receive, from another device, an indication to update the device for which the
update is available; and

after determining that the device for which the update is available is in a condition
to perform the update and receiving the indication to update the device, send, to the
device, an indication to begin performing the update, wherein the device for which the
update is available is configured to begin updating responsive to such an indication

without any direct interaction with the device for which the update is available.
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Abstract

A computer system includes a processor, a communications subsystem, and a non-transitory
computer-readable storage medium. The computer-readable medium stores instructions that when
executed by the processor adapt the computer system to receive an indication of a second device
selected, at a first device, for update; send an indication signalling the second device to send state
information about the second device; receive state information about the second device; determine,
based on the state information, that the second device is ready to perform an update; send, to the
first device, an indication that the second device is ready to perform the update; receive, from the
first device, an indication to update the second device; and, send a corresponding indication to the
second device. The second device is configured to begin updating in response to such an indication
without any direct interaction with it. Related methods and computer-readable media are also

described.
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holding the balance of the interest must be submitted to account for 100% of the ownership interest.
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right, title and interest are:
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right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
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right, title, and interest.
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The document was recorded in the United States Patent and Trademark Office at

Reel 047603 , Frame 0849 , or for which a copy thereof is attached.

2 From: BLACKBERRY LIMITED To: MALIKIE INNOVATIONS LIMITED

The document was recorded in the United States Patent and Trademark Office at
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The document was recorded in the United States Patent and Trademark Office at
Reel 064271 , Frame 0199 , or for which a copy thereof is attached.

4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
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As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc Code: PA..
PTO/AIA/B2A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 16/054,004

Filing Date 08/03/2018

Edward Snow Willis
First Named Inventor

Title SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-
OF-THINGS DEVICES

Art Unit 2196

Examiner Name QAM RU N NAHAR

Attorney Docket Number | 50468-US-PAT

SIGNATURE of Applicant or Patent Practitioner
Signature /Richard J. Botos/ pate (optienal) 1 2024-01-10

Name Richard J. Botos Registration 32,016
Number

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signhature requirements and certifications. If
more than one applicant, use multiple forms.

I:l *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTC/RA/BR {TT17}

Approvest far wne thraugh D3R/ 202 1. OB T8 13038

12,5, Patent and Trademark Dfice; 1.5 SEPARTMENT IF EOMMERTE

U the Papeiwesk Bedattion A af 1989, no penson i3 reg ied @ o 3o ¥ oo ar of Informetinn Uninss it SisRlRys & welid QM ot usher

{ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTQ }

{ hereby révake all previous powers of attorney giver In the application identifiedin the attached
statement under 37 CFR 3.73{c}.

| hemi:y Ippoint:

.x ~.§ Practiticenrs assaciated with Tustomer Numbar, 1 92641 i
Ead
OR N

g f Practivionarich namas below [ more thar ten paient prectitioners Are 1 R nured, then & customer number st be usedk

Registration
ity

Reguingion |

Nar Mumber

Hame

A3 srtomeyis) of sgentis) o reprasent the unders @m:ﬁ befura the Gnies States Patent and Teadersurk Office {USFTO} iasonnectinn with

any and ail gatent spplications sssignad aaly te the gnes sccnsding to the UIPTO sssignment records oF Rssgnment docurmants
attachad to thiy form in atcardancs with 37 CPR 3 T3,

Please change the correspondenice address for the application identified in the attached statement
under 37 CFR 3.73{c) to:

%?& E The address assntiated with Customer Numbet ] Q264 {
OR

[77] [AmcsRGTene gates Churchill 1P Law, LLP

asseez 430 Mountain Ave., Suite 401

o New Providence e N 70 (7974
cruney (JBA
reephone (308} 738~1770 | =manpto@belplaw.com

et : o SRRk nnovacons Limied

3 20 rRny:
 Asiignee name 3nd adaress The Glsss Housrs e 92 Theorgey Steves Lawer
Tus Laoghaire, Dublin, AR VRES

& copy of this form, together with & unsder 37 CFR 3.73{c] {Farm PYO/AIADE or squivalent) is reguired tn be

filedt in gach application s which this form §s used, The statement under 37 £FR 3.73{c] may be completed by one ofthe

practitioners appeinted in this form, and must identily the application in whith this Power of Attorney fs to be Tied,
SIGNATURE of Assignee of Record

The individual $hoeiReatere 30d Htls is supndiad below is authorizad 10 act on behalf of the assignes.

signatore_ g 0 )y fan pate  15h, Sone Qeid
Name a0 c\g A RUINLAAL THeBhone L hsa Sy i o
Te CNARAGIVG DIRECTUR,

Fins oo pf i i i Uy ¥ AR 821, 133, ind 1.%% ;hn n‘fam‘ax\r‘h 1: !’Bf}uifﬁd e piRAin o retRin y Renefit by the oubilic, whink s @ ipodite
dandt By the USPTO W pranss) the Tl of 3 patend of 2 g oy 38 WAL 322 and 3T PR LATand L4 This
q\tb:('xm & RSTMREE O Take 1B auoutes I Compiaty, rinding gaiienng, prgpsu\s, And gt he form D e USHTOD, Timte will ware
&g wpnnrhe ind R, S TREXOTIRNRE O T areonet of e pad mopaine ta nompitte s farm, am{ o SugRestions far rechucing whis bueden, showhd
Be seRt Yo the Shied informaton Offion:, U E. Paieed snd da & Offine, L5, Dep: 2t € L PR Brow 1850, Admcanadrty, WS 223151450 LU NQT
LEMIIFEEY N CONMPLETED FURME 760 TEaS ADCATSS. SERD T Cammissionss i‘az Patants, £.0, Sow X3 Sﬂ! Alessndria, VA 2231353458,
I piu aEeT SRIRTIRCE M dorTRlE g v fuer, ool T -R00-FTOMIIRY e yeleer ontion 3.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. | ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/054,004 07/21/2020 10719309 101-0393USP1 6713
14551 7590 06/30/2020

Rowand LLP (BlackBerry)

Suite 2302, 401 Bay Street

PO Box 56

Toronto, ONTARIO M5H 2Y4

CANADA

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

BlackBerry Limited, Waterloo, CANADA

Edward Snow Willis, Ottawa, CANADA;

David Alan Inglis, Stittsville, CANADA;

Hashim Mohammad Qaderi, Kitchener, CANADA;
Scott Hutchens, Ottawa, CANADA;

Christopher Scott Travers, Ottawa, CANADA;
Conrad Delbert Seaman, Ottawa, CANADA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

14551 7590 03/16/2020 Certificate of Mailing or Transmission

Rowand LLP (B lackBerry) I hereby certify that this Fee(s) Transmittal is being deposited with the United
. States Postal Service with sufficient postage for first class mail in an envelope
Suite 2302, 401 Bay Street addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
PO Box 56 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Toronto, ONTARIO M5H 2Y4 Helen Vongphakdy (Typed o printed name)
CANADA /Helen Vongphakdy/ (Signature)
June 15, 2020 (Date)
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/054,004 08/03/2018 Edward Snow Willis 101-0393USP1 6713

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 06/16/2020
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
NAHAR, QAMRUN 2196 717-173000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member a ROVVand LLP

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
BlackBerry Limited Waterloo, Ontario, Canada

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual 3 Corporation or other private group entity (] Government

4a. Fees submitted: Xlissue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

X1 Electronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

s Ty R ) 2
Authorized Signature Jettr €y Tr dce}'/ Date June 15, 2020
Typed or printed name Jeffrey Tracey Registration No. 63 ,848
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 16054004

Filing Date: 03-Aug-2018

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

Title of Invention: THINGS DEVICES

First Named Inventor/Applicant Name: Edward Snow Willis
Filer: Jeffrey Michael Tracey/Helen Vongphakdy
Attorney Docket Number: 101-0393USP1

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—JS:;)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
Exhibit 1002
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.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1000
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Electronic Acknowledgement Receipt

EFS ID: 39717843

Application Number: 16054004

International Application Number:

Confirmation Number: 6713

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-

Title of Invention: THINGS DEVICES

First Named Inventor/Applicant Name: Edward Snow Willis
Customer Number: 14551
Filer: Jeffrey Michael Tracey/Helen Vongphakdy
Filer Authorized By: Jeffrey Michael Tracey
Attorney Docket Number: 101-0393USP1
Receipt Date: 15-JUN-2020
Filing Date: 03-AUG-2018
Time Stamp: 13:38:13
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1000

RAM confirmation Number E20206ED38592551
Deposit Account 505494
Authorized User Helen Vongphakdy

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.21 (Miscellaneous fees and charges)
37 CFR 1.20 (Post Issuance fees)
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37 CFR 1.19 (Document supply fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.16 (National application filing, search, and examination fees)

File Listing:
ocument .. . File Size(Byte Multi Page
Docu Document Description File Name e Size( y s/ Ut. . ages
Number Message Digest | Part/.zip| (if appl.)
316761
50468-US-
1 Issue Fee Payment (PTO-85B) PAT_2020-06-15_Fee_Transmit| no 1
tal. pdf 1995c787bSaae24e4bfe670f240¢e 1 efAdb12
1398
Warnings:
Information:
30675
2 Fee Worksheet (SB06) fee-info.pdf no 2
1ac515f4f5096dd30fo6b12505e5022153b|
e0510
Warnings:
Information:
Total Files Size (in bytes){ 347436

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Exhibit 1002
NRG Energy, Inc. et al. v. Malikie Innovations Limited
0169




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |

14551 7590 03/16/2020

Rowand LLP (BlackBerry) NAHAR, QAMRUN

Suite 2302, 401 Bay Street

PO Box 56 | ART UNIT PAPER NUMBER |

Toronto, ONTARIO M5H 2Y4 2196

CANADA DATE MAILED: 03/16/2020

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/054,004 08/03/2018 Edward Snow Willis 101-0393USP1 6713

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 06/16/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3

PTOL-85 (Rev. 02/11)
Exhibit 1002

NRG Energy, Inc. et al. v. Malikie Innovations Limited
0170



PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

14551 7590 03/16/2020 Certificate of Mailing or Transmission

Rowand LLP (B lackBerry) I hereby certify that this Fee(s) Transmittal is being deposited with the United
. States Postal Service with sufficient postage for first class mail in an envelope
Suite 2302, 401 Bay Street addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
PO Box 56 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Toronto, ONTARIO MSH 2Y4 (Typed or printed name)
CANADA (Signature)
(Date)l
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/054,004 08/03/2018 Edward Snow Willis 101-0393USP1 6713

TITLE OF INVENTION: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 06/16/2020
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
NAHAR, QAMRUN 2196 717-173000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/054,004 08/03/2018 Edward Snow Willis 101-0393USP1 6713
| EXAMINER |
14551 7590 03/16/2020
Rowand LLP (BlackBerry) NAHAR, QAMRUN
Suite 2302, 401 Bay Street
PO Box 56 | ART UNIT PAPER NUMBER |
Toronto, ONTARIO M5H 2Y4 2196
CANADA

DATE MAILED: 03/16/2020

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting

a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having

need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this system of

records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 16/054,004 Willis et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
QAMRUN NAHAR 2196 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to the amendment filed on 12/17/19.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4.[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) JAIl b) (JSome  *c) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 12/4/19.

3.0J Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.0J Interview Summary (PTO-413),
Paper No./Mail Date.

/QAMRUN NAHAR/
Primary Examiner, Art Unit 2196

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20200305
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Application/Control Number: 16/054,004 Page 2
Art Unit: 2196

Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.

This action is in response to the amendment filed on 12/17/19.

The rejection under 35 U.S.C. 103 as being unpatentable over Bae (US 2007/0192462) in
view of Shim (US 2013/0311611) to claims 1-8 and 10-20 is withdrawn in view of applicant’s
amendment and remarks/arguments.

The rejection under 35 U.S.C. 103 as being unpatentable over Bae (US 2007/0192462) in
view of Shim (US 2013/0311611), and further in view of Maeda (US 2016/0277195) to claim 9
is withdrawn in view of applicant’s amendment and remarks/arguments.

Claims 1-20 are pending.

Claims 1-20 are allowed.

REASONS FOR ALLOWANCE

The following is an examiner’s statement of reasons for allowance:

The cited prior art taken alone or in combination fail to teach, in combination with the
other claimed limitations, determine, by the processor based on the state information about the
second device, that the second device is in a condition where the second device is ready
to perform the update; send, to the first device using the communications subsystem, an
indication that the second device is ready to perform the update; receive, from the first device
using the communications subsystem, an indication to update the second device; and send, to the
second device using the communications subsystem, an indication to begin performing the

update, wherein the second device is configured to begin updating responsive to such an
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Application/Control Number: 16/054,004 Page 3
Art Unit: 2196

indication without any direct interaction with the second device as substantially recited in each of
the independent claims.

The closest cited prior arts, Bae (US 2007/0192462) and Shim (US 2013/0311611) teach
a method for updating a device. However, Bae (US 2007/0192462) and Shim (US
2013/0311611) fail to teach determine, by the processor based on the state information about the
second device, that the second device is in a condition where the second device is ready
to perform the update; send, to the first device using the communications subsystem, an
indication that the second device is ready to perform the update; receive, from the first device
using the communications subsystem, an indication to update the second device; and send, to the
second device using the communications subsystem, an indication to begin performing the
update, wherein the second device is configured to begin updating responsive to such an
indication without any direct interaction with the second device as substantially recited in each of
the independent claims; and as pointed out by the applicant’s remarks/arguments on pg. 9, par. 9
to pg. 11, par. 4.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion
Any inquiry concerning this communication from the examiner should be directed to
Qamrun Nahar whose telephone number is (571) 272-3730. The examiner can normally be

reached on Mondays through Fridays from 10:00 AM to 6:30 PM.
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Application/Control Number: 16/054,004 Page 4
Art Unit: 2196

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Emerson Puente, can be reached on (571) 272-3652. The fax phone number for the
organization where this application or processing is assigned is (571) 273-8300.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Qamrun Nahar/
Primary Examiner, Art Unit 2196
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims | .¢/054 004 Wills et al.

H““Hm“ ““ ““‘“ ““ ““ - o
QAMRUN NAHAR 2196

v | Rejected - | Cancelled N | Non-Elected A Appeal

= Allowed + | Restricted | | Interference O | Objected

CLAIMS
Claims renumbered in the same order as presented by applicant O cpPA O 1.D. (J R.1.47

CLAIM DATE
Final Original | 09/28/2019 | 03/05/2020

SN IN N ON AN AN ENY O EN| O AL ENS O EN AN ENL BN O ENE N

U.S. Patent and Trademark Office Part of Paper No.: 20200305
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢/054 004 Wills et al.
H “ ““| Examiner Art Unit
QAMRUN NAHAR 2196
CPC
Symbol Type Version
GO6F 2013-01-01.
HO4L 2013-01:01
HO4L 2013-01-01
HO4L 2013-0101
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 20

/QAMRUN NAHAR/
Primary Examiner, Art Unit 2196

(Primary Examiner)

05 March 2020

(Date)

O.G. Print Claim(s) | O.G. Print Figure

1

1

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 20200305
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |i¢/054 004 Wills et al.

H “ ““| Examiner Art Unit
QAMRUN NAHAR 2196

INTERNATIONAL CLASSIFICATION
CLAIMED

GO6F

NON-CLAIMED
GO6F

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS
717 168

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
717 171 |

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 20
/QAMRUN NAHAR/ 05 March 2020 . . -
Primary Examiner, Art Unit 2196 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20200305

Page 2 of 3
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/ssue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination
16/054,004 Willis et al.

Examiner Art Unit

QAMRUN NAHAR 2196

Claims renumbered in the same order as presented by applicant

O CPA (O T.D.

O R.1.47

CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI

Original|Final |Original|Final |Original

NONE

(Assistant Examiner)

(Date)

Total Claims Allowed:

20

/QAMRUN NAHAR/
Primary Examiner, Art Unit 2196

(Primary Examiner)

05 March 2020

(Date)

1

O.G. Print Claim(s) | O.G. Print Figure

1

U.S. Patent and Trademark Office

Page 3 of 3

Part of Paper No.: 20200305
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 16/054,004 Willis et al.
T
QAMRUN NAHAR 2196
CPC - Searched*
Symbol Date Examiner
GO6F 8/65 with text 09/28/2019, 3/5/20 QN
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
Inventor(s) Name Search (Palm) 09/27/2019 QN
East Text Search (see search report) 09/28/2019 QN
Searched GO6F 8/65 with text (see search history) 09/28/2019, 3/5/20 QN
NPL Search (see search history) 09/28/2019 QN
Updated Search 03/05/2020 QN

U.S. Patent and Trademark Office

Page 1 of 2

Part of Paper No.: 20200305
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 16/054,004 Willis et al.
H“m “‘“ HH“‘H H m ‘l“ o .
QAMRUN NAHAR 2196

Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

Interference Searched (text search only - see

search history) 03/05/2020 QN

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20200305

Exhibit 1002

NRG Energy, Inc. et al. v. Malikie Innovations Limited

0183




EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref Hits ||Search Query DBs Default |Plurals |Time
# Operator Stamp
L1 5 (updat$3 with electronic with US-PGPUB; OR OFF 2020/03/05
device$1) and ((home adj USPAT; FPRS; 12:28
appliance$1) with turned with off) EPO; JPO;
DERWENT;
IBM_TDB
L2 0 (updat$3 with device$1) same ((home i{US-PGPUB; OR OFF 2020/03/05
adj appliance$1) with turned with off) {USPAT; FPRS; 12:29
EPO; JPO;
DERWENT;
IBM_TDB
L3 6 (updat$3 with device$1) same ((home {US-PGPUB; OR OFF 2020/03/05
adj appliance$1) with off) USPAT; FPRS; 12:29
EPO; JPO;
DERWENT;
IBM_TDB
L4 {58 {GO6F8/65.cpc. and (server$l with US-PGPUB; OR OFF 2020/03/05
receiv$3 with (status or update) with {{USPAT; FPRS; 12:29
device$1) and (home with EPO; JPO;
appliance$1) DERWENT;
IBM_TDB
L5 11848 ii(server$l with receiv$3 with (status or ;jUS-PGPUB; OR OFF 2020/03/05
update) with device$1) and (home USPAT; FPRS; 12:30
with appliance$1) EPO; JPO;
DERWENT;
IBM_TDB
L6 {4 (server$1 with receiv$3 with (status or {US-PGPUB; OR OFF 2020/03/05
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CERTIFICATION STATEMENT
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foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
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Privacy Act Statement
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attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
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information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
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negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
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requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Docket No.: 101-0393USP1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 16/054,004 Art Unit: 2676

Applicant: BlackBerry Limited Confirmation No.: 6713
Filing Date: August 3, 2018 Examiner: Qamrun Nahar
Title: SYSTEM AND METHOD FOR Customer No.: 14551

CONTROLLING UPDATES TO
INTERNET-OF-THINGS DEVICES

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO OFFICE ACTION

Dear Commissioner:

This paper is filed in response to the Office Action dated October 3, 2019. The Applicant

respectfully requests reconsideration in view of the following amendments and remarks.

Amendments to the Specification begin on page 2 of this paper.
Amendments to the Claims are reflected in the listing of claims which begins on page 4
of this paper.

Remarks appear on page 9 of this paper.
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AMENDMENTS TO THE SPECIFICATION

Please replace paragraph [0035] with the following amended paragraph:

[0035] The memory 320 may include random access memory, read-only memory,
persistent storage such as, for example, flash memory, a solid-state drive or the like. Read-only
memory and persistent storage are a computer-readable medium. A computer-readable medium
may be organized using a file system such as may be administered by an operating system

governing overall operation of the first-deviee+80example computing device 300.

Please replace paragraph [0038] with the following amended paragraph:

[0038] FIG. 4 depicts a simplified organization of software components stored in the

memory 320 of the first-deviee+00example computing device 300. As illustrated these software

components include an operating system 400 and an application 410.

Please replace paragraph [0039] with the following amended paragraph:

[0039] The operating system 400 comprises software and may comprise, for example,
software such as, for example, Android (TM), QNX (TM), Linux (TM), Apple(TM) iOS (TM),
Microsoft (TM) Windows (TM), or the like. The operating system 400 controls the overall
operation of the first-deviee100example computing device 300 and allows the application 410 to

access the processor 310, the memory 320, and the communications subsystem 330.
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Please replace paragraph [0040] with the following amended paragraph:

[0040] The application 410, comprises software that, in combination with the operating

system 400, adapts the first-deviee+00-example computing device 300 to operate as a device for

various purposes. For example, the application 410 may cooperate with the operating system 400
to adapt a suitable instance of the example computing device 300 to operate as the switchboard

server 110, the first device 100, or the second device 120.
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Application No.: 16/054,004
Docket No.: 101-0393USP1

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the application:

1. (Currently amended) A computer system comprising:
a processor;
a communications subsystem; and
a non-transitory computer-readable storage medium storing instructions that when
executed by the processor adapt the computer system to:
receive, from a first device using the communications subsystem, an indication

[[of ]]that a second device for which an update is available was selected, at the first

device, for update;

send, to the second device using the communications subsystem, an indication
signalling the second device to send state information about the second device;

receive, from the second device using the communications subsystem, the state
information about the second device;

determine, by the processor based on the state information about the second

device, that the second device is in a condition where the second device is ready to

perform [[an ]]the update;

send, to the first device using the communications subsystem, an indication that
the second device is ready to perform the update;

receive, from the first device using the communications subsystem, an indication
to update the second device; and

send, to the second device using the communications subsystem, an indication to
begin performing the update, wherein the second device is configured to begin updating

responsive to such an indication without any direct interaction with the second device.

Page 4 of 11
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2.

(Original) The computer system of claim 1, wherein the instructions, when executed
by the processor, further adapt the computer system to:

receive, from the second device, one or more indications as to a status of the
performing of the update; and

send, to the first device, information about the performing of the update based on

the one or more indications.

(Original) The computer system of claim 1, wherein the state information about the

second device indicates whether the second device is ready to perform the update.

(Original) The computer system of claim 1, wherein the state information about the

second device indicates whether the second device has downloaded the update.

(Original) The computer system of claim 1, wherein the second device is configured

to download the update responsive to the indication to begin performing the update.

(Original) The computer system of claim 1, wherein the computer system
communicates with each of the first and second devices via a network, wherein the first

and second devices cannot communicate directly with each other via the network.

(Original) The computer system of claim 1, wherein the indication of the second
device selected for update further indicates authentication information and wherein the
instructions, when executed by the processor, further adapt the computer system to:
prior to sending the indication signalling the second device to send the state
information about the second device, determine based on the authentication information
that a user associated with the authentication information is authorized to update the

second device.

(Original) The computer system of claim 1, wherein the first device is configured to
provide a user interface, responsive to the indication that the second device is ready to

perform the update, for initiating the update of the second device and wherein the first

Page 5 of 11
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10.

11.

12.

13.

14.

15.

device is configured to send the indication to update the second device responsive to

initiation of the update via the user interface.

(Original) The computer system of claim 1, wherein the second device is a
component of another device and wherein determining that the second device is ready to

perform the update comprises determining that the another device is not in use.

(Original) The computer system of claim 1, wherein the instructions that when
executed by the processor further adapt the computer system to, prior to receiving from
the indication of the second device selected for update, send, to the first device using the
communications subsystem, a notification that the update is available for the second

device.

(Original) The computer system of claim 10 further comprising sending an indication
to the second device using the communications subsystem, a notification that the update

is available for the second device.

(Original) The computer system of claim 11 wherein the second device is configured
to download the update responsive to the notification that the update is available for the

second device.

(Original) The computer system of claim 1, wherein the first device is a smartphone.

(Original) The computer system of claim 1, wherein the second device is included in

an Internet-of-Things connected device.

(Currently amended) A computer-implemented method comprising:
receiving, at a server from a first device, an indication [[of ]]that a second device

for which an update is available was selected, at the first device, for update;

sending, by the server to the second device, an indication signalling the second

device to send state information about the second device to the server;
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16.

17.

18.

receiving, by the server from the second device, the state information about the
second device;
determining, by the server based on the received the state information about the

second device, that the second device is in a condition where the second device is ready

to perform [[an ]]the update;

sending, by the server to the first device, an indication that the second device is
ready to perform the update;

receiving, by the server from the first device, an indication to update the second
device; and

sending, by the server to the second device, an indication to begin performing the
update, wherein the second device is configured to begin updating responsive to such an

indication without any direct interaction with the second device.

(Original) The computer-implemented method of claim 15, further comprising:
receiving, by the server from the second device, one or more indications as to a
status of the performing of the update; and
sending, by the server to the first device, information about the performing of the

update based on the one or more indications.

(Original) The computer-implemented method of claim 15, wherein the state
information about the second device indicates at least one of whether the second device is

ready to perform the update and whether the second device has downloaded the update.

(Original) The computer-implemented method of claim 15, wherein the second
device is configured to download the update responsive to the indication to begin

performing the update.
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19. (Original) The computer-implemented method of claim 15, wherein the indication of
the second device selected for update further indicates authentication information, the
method further comprising:

prior to sending the indication signalling the second device to send the state
information about the second device to the server, determining by the server based on the
authentication information that a user associated with the authentication information is

authorized to update the second device.

20. (Currently amended) A non-transitory computer-readable storage medium storing
instructions that when executed by a processor of a computer system adapt the computer
system to:

receive, from a first device, an indication [[of ]]that a second device for which an

update is available was selected, at the first device, for update;

send, to the second device, an indication signalling the second device to send state
information about the second device;

receive, from the second device, the state information about the second device;

determine, by the processor based on the state information about the second

device, that the second device is in a condition where the second device is ready to

perform [[an ]]the update;

send, to the first device, an indication that the second device is ready to perform
the update;

receive, from the first device, an indication to update the second device; and

send, to the second device, an indication to begin performing the update, wherein
the second device is configured to begin updating responsive to such an indication

without any direct interaction with the second device.
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REMARKS

This paper is filed in response to the Office Action dated October 3, 2019, a response to which is
due by January 3, 2020. Accordingly, we submit that this response is timely. If, however, an
extension and/or other relief are required, the Applicant respectfully requests any required relief
including extensions of time and authorize the Commissioner to charge the cost of any associated

fees to Deposit Account No. 50-5494.

Description of the Amendment

Claims 1-20 are pending. Of these, claims 1, 15 and 20 are independent.
The independent claims have been amended for greater clarity.

Paragraphs [0035] and [0038]-[0040] have been amended to correct minor clerical errors and for

consistency with the drawings as filed.

Support for the amendment is found at least at paragraphs [0032]-[0040], [0045], [0051], [0072]
and in FIGS. 4 and 5 of the application as filed.

35 USC §103

The Office Action rejects claims 1-8 and 10-20 under 35 USC §103 as being obvious having
regard to US 2007/0192462 to Bae et al. (hereinafter “Bae”) in view of US 2013/0311611 to

Shim et al. (hereinafter “Shim’).

The Office Action rejects claim 9 under 35 USC §103 as being having regard to Bae in view of
Shim in further view of US 2016/0277195 to Maeda et al. (hereinafter “Maeda”).

The Applicant respectfully disagrees.

In the explanation of the rejection of independent claim 15 at page 2 of the Office Action, it is
alleged that Bae discloses “determining, by the server based on the received the state information
about the second device, that the second device is ready to perform an update”. In particular,
paragraph [0043] of Bae is cited in this regard. The explanation appears to map the “second
device” to the home network device (HND) of Bae. Review of paragraph [0043] makes clear that

that portion of Bae is concerned with determining whether an updated “bundle” exists for the
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HND: “...the application server 210 performs an update check in step 445 to directly determine
whether to perform an update process, and if the update process is necessary, the application

server 210 transmits an update message to the MHD 200 in step 450. That is. the application

server 210 determines whether an updated bundle per HND exists based on the bundle's

information, and if an updated bundle exists, the application server 210 transmits the updated
bundle to the MHD 200.” (Emphasis added.) Put another way, paragraph [0043] of Bae is

concerned with determining whether an update is available for an HND.

By contrast, claim 15 previously recited “determining, by the server based on the received the

state information about the second device, that the second device is ready to perform an update;”.

As such, the determination being made is not as to whether an update is available for the second
device, but rather whether the second device is ready to perform (i.e., apply) some available
update—see, e.g., paragraphs [0051]-[0056] and [0072]. Respectfully, this is not disclosed by
Bae. That is to say, Bae does not disclose or suggest a server determining based on received state
information about a second device that that second device is in a condition where it is ready to

perform some update.

This distinction between the subject-matter of claim 15 and Bae is even clearer when amended
claim 15 is considered. Claim 15 has been amended to further clarify that the availability of the
update is known to the server based on an indication received from the first device—*“receiving,

at a server from a first device, an indication that a second device for which an update is

available was selected, at the first device, for update”—and that what is being determined by the
served based on the state information is that the second device is in a condition where the second
device is ready to perform that update—"determining, by the server based on the received state

information about the second device, that the second device is in a condition where the second

device is ready to perform the update” (emphasis added). As explained above, none of this is

disclosed by Bae.

Combination with Shim and/or Maeda does nothing to cure the deficiencies of Bae as regards

claim 15.

In summary, Bae, Shim and Maeda, whether taken alone or in combination, do not disclose,

teach or suggest “receiving, at a server from a first device, an indication that a second device for
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which an update is available was selected, at the first device, for update; ... determining, by the
server based on the received state information about the second device, that the second device is

in a condition where the second device is ready to perform the update”.

In view of the foregoing, claim 15 is believed non-obvious and withdrawal of the rejection of

claim 15 under 35 USC §103 is requested.

Independent claims 1 and 20 include similar features to the above-highlighted features of claim
15 and thus are believed non-obvious for at least the reasons given in favor of claim 15.

Withdrawal of the rejection of claims 1 and 20 under 35 USC §103 is therefore requested.

Each of claims 2—-14 and 16-19 depends, directly or indirectly, from one of the independent
claims and thus is believed non-obvious for at least the reasons given in favor of those claims.

Withdrawal of the rejection of claims 2—14 and 16-19 under 35 USC §103 is therefore requested.
Concluding Remarks

In view of the above, the presently pending claims are believed to be in condition for immediate

allowance. Allowance is, therefore, respectfully requested.

If a telephone conference would facilitate prosecution, please contact the undersigned.

Respectfully Submitted,

BlackBerry Limited

/Neil L. Padgett/

Neil L. Padgett

Agent for Applicant
Registration No. 77,625
Date: 17 December 2019

Rowand LLP

Suite 2302, 401 Bay St., PO Box 56, Toronto, Ontario, Canada M5SH 2Y4
Telephone: (416) 479-8647

Fax: (416) 363-8429

Email: mailbox @rowandlaw.com
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Description
FIELD OF THE DISCLOSURE

[0001] The present disclosure relates to over-the-air
updates for network connected devices, and in particular
relates to the over-the-air updates for network connected
devices having no feedback mechanism.

BACKGROUND

[0002] Network connected devices often contain soft-
ware that occasionally needs to be updated. For exam-
ple, in vehicles, an electronic control unit (ECU) controls
a system or subsystem of the vehicle, and may occasion-
ally need firmware or software updates.

[0003] However, in many cases, such network con-
nected devices may not have a graphical user interface
to provide for the initiation of an update, nor is there any
mechanism to provide feedback as to the status of an
update.

[0004] Further, in many cases, itis undesirable to push
an update to such network connected device atarandom
time. For example, it would be dangerous to push an
update to a braking system in a vehicle while the vehicle
is in operation. Even if the vehicle is stopped or if the
engine is off, in some cases it may not be an appropriate
time to make an update. For example, a vehicle may be
at a weighing station or fueling station, and the pushing
of the update may prevent the vehicle from leaving such
station for an extended period of time, delaying other
vehicles from being serviced at such station.

SUMMARY

[0005] Accordingly there is provided a method, a de-
vice and a computer program as detailed in the claims
that follow.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The present disclosure will be better under-
stood with reference to the drawings, in which:

Figure 1 is a block diagram showing an example
architecture for a system in accordance with the em-
bodiments of the present disclosure;

Figure 2 is a data flow diagram showing the updating
of a device using a switchboard and an electronic
device;

Figure 3 is a block diagram showing data structures
for associating an electronic device with a device to
be updated;

Figure 4is a block diagram of an example computing
device capable of being used with the embodiments
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of the present disclosure; and

Figure 5 is a block diagram of an example maobile
device capable of being used with the embodiments
of the present disclosure.

DETAILED DESCRIPTION OF THE DRAWINGS

[0007] The present disclosure provides a method at a
computing device acting as a switchboard between an
electronic device and a device to be updated, the method
comprising: receiving, at the computing device, a con-
nection request from the electronic device, the connec-
tion request including an identifier for the device to be
updated; receiving, at the computing device, a connec-
tion request from the device to be updated; associating,
at the computing device, the connection request from the
electronic device and the connection request from the
device to be updated; forwarding, at the computing de-
vice, a message from the device to be updated to the
electronic device that update conditions have been met;
forwarding, at the computing device, a message from the
electronic device to the device to be updated to start an
update process; andforwarding, atthe computing device,
update status information from the device to be updated
to the electronic device.

[0008] The present disclosure further provides a com-
puting device configured to act as a switchboard between
an electronicdevice and a device to be updated, the com-
puting device comprising: a processor; and a communi-
cations subsystem, wherein the computing device is con-
figured to: receive a connection request from the elec-
tronic device, the connection request including an iden-
tifier for the device to be updated; receive a connection
request from the device to be updated; associate the con-
nection request from the electronic device and the con-
nection request from the device to be updated; forward
amessage from the device to be updated to the electronic
device that update conditions have been met; forward a
message from the electronic device to the device to be
updated to start an update process; and forward update
status information from the device to be updated to the
electronic device.

[0009] The present disclosure further provides a com-
puter readable medium for storing instruction code, which
when executed by a processor of a computing device
configured to act as a switchboard between an electronic
device and a device to be updated, cause the computing
device to: receive a connection request from the elec-
tronic device, the connection request including an iden-
tifier for the device to be updated; receive a connection
requestfrom the device to be updated; associate the con-
nection request from the electronic device and the con-
nection request from the device to be updated; forward
amessage from the device to be updated to the electronic
device that update conditions have been met; forward a
message from the electronic device to the device to be
updated to start an update process; and forward update
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status information from the device to be updated to the
electronic device.

[0010] Therefore, in accordance withthe embodiments
of presentdisclosure, methods and systems are provided
for network connected devices that have no graphical
user interfaces, but which have network interfaces, to
have updates initiated and monitored through another
electronic device. A network connected device, as used
herein, may be any stationary or mobile computing de-
vice. For example, the device may be any device affixed
to or part of shipping containers, truck trailers, or truck
cabins in one embodiment. In other embodiments, the
device may be affixed to or part or any vehicle, including
motor vehicles (e.g. automobiles, cars, trucks, buses,
motorcycles, etc.), aircraft (e.g. airplanes, unmanned
aerial vehicles, unmanned aircraft systems, drones, hel-
icopters, etc.), spacecraft (e.g. space planes, space shut-
tles, space capsules, space stations, satellites etc.), wa-
tercraft (e.g. ships, boats, hovercraft, submarines etc.),
rail vehicles (e.g. trains and trams, etc.) and other types
of vehicles including any combination of the foregoing,
whether currently existing or after arising, among others.
[0011] In other cases, the network connected device
may be a device such as an Internet of things (IOT) de-
vice, endpoints, home automation devices, medical
equipment in hospital or home environments, inventory
tracking devices, environmental maonitoring devices, en-
ergy management devices, infrastructure management
devices, vehicles or devices for vehicles, fixed electronic
devices, among others.

[0012] The network connected device may connect, in
some cases, to a network through another device. For
example, the network connected device may be an ECU
in a vehicle that communicates using a gateway in the
vehicle to connect to, for example, a cellular network.
Other options for such devices are possible.

[0013] Further the electronic device having a user in-
terface may be any computing device, including a mabile
device such as a cellular telephone, smartphone, internet
appliance, laptop, desktop computer, smart watch, wear-
able, or other similar device.

[0014] While the embodiments of the present disclo-
sure are provided below with regard to vehicle systems,
the present disclosure is not limited to vehicle systems
and any device having a network connection can be used
with the embodiments of the present disclosure.

[0015] In the case of vehicles, the specific timing of an
update cannot generally be inferred simply by observing
the device state. For example, simply because a vehicle
is not running and has the keys in the ignition, this does
not imply that it is a good time for the vehicle to be up-
dated. The vehicle could be at a gas pump, weighing
station, among other scenarios, where the disabling of
the vehicle for a time period to perform an update may
be inappropriate.

[0016] Therefore, in accordance withthe embodiments
of the present disclosure, a user is allowed to initiate, via
an electronic device, the update of a network connected
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device.

[0017] Further,inaccordance with some embodiments
of the present disclosure, a user may have difficulty iden-
tifying a specific device on which the update is to be per-
formed. In such situation, a check that the appropriate
device is being updated may be beneficial.

[0018] For example, when dealing with a fleet of vehi-
cles such as trucks or rental vehicles, the person per-
forming the update may have various vehicles to select
from. Utilizing a vehicle identification number or other
similar unique identifier, identification of the particular ve-
hicle that the user wishes to update may occur. However,
such system of selecting the vehicle may be error-prone
and therefore, in accordance with embodiments de-
scribed below, checks may be made to ensure that the
correct vehicle is being updated.

[0019] Further, as described below, a network con-
nected device may be on a different network than the
electronicdevice being used for the update. Forexample,
anetwork connected device may be secured on a private
network. Many cellular carriers configure their networks
utilizing private networks.

[0020] However, the electronic device may be on a dif-
ferent private network.

[0021] Given thatthere is no guarantee that the device
and the electronic device are on the same private net-
work, direct connectivity between the electronic device
and the device being updated may be difficult.

[0022] Based on this, in accordance with the present
disclosure, an intermediary server is provided, referred
to herein as an over-the-air (OTA) switchboard. This
server component is hosted in a manner that makes it
available from the public internet and therefore both the
device being updated and the electronic device can con-
nect to such server.

[0023] |In particular, reference is now made to Figure
1, which shows a simplified architecture for a system in
accordance with the present disclosure. In the embodi-
ment of Figure 1, a plurality of devices, namely devices
110, 112 and 114, communicate through a base station
122 or access point 124 tothe Internet 130 or other similar
network. As provided above, devices 110, 112, or 114
may be any device that needs to have software updates,
and may, for example, be an ECU in a vehicle.

[0024] Communication may be with one or a plurality
of the servers, such as servers 132 or 134 in the embod-
iment of Figure 1. For example, server 132 may be an
authentication server while server 134 may be an over-
the-air switchboard server in one embodiment. However,
in other embodiments, the functionality of servers 132
and 134 may be found on a single server.

[0025] An electronic device 140 communicates
through a base station 142 or access point 144 with In-
ternet 130, and may thereby communicate with servers
132 and 134.

[0026] As indicated above, the electronic device 140
and a network device such as device 110 may be on
different private networks. For example, in the embodi-
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ment of Figure 1, electronic device 140 is in a first private
network 146 with a carrier and device 110 may be in a
second private network 126, with the same or a different
carrier.

[0027] Based on potentially being on different private
networks, communication may occur between an elec-
tronic device 140 and a device 110 utilizing a server 132,
as described in more detail below.

[0028] Utilizing a system as described with regard to
Figure 1 above, an update may occur based on a user
receiving on an electronic device a notification that the
vehicle or similar device to be updated has an update
pending. Such update notification may be provided, for
example, from an update server or other network ele-
ment.

[0029] Specifically, reference is now made to Figure
2. In the embodiment of Figure 2, an electronic device
210 may include software or an application for initiating
and monitoring updates on a vehicle.

[0030] An authentication service 212 provides authen-
tication for both the electronic device 210 as well as for
vehicle communications, as described below.

[0031] Further, a switchboard 214 allows communica-
tion between the electronic device 210 and a vehicle.
[0032] The vehicle 216 includes internal communica-
tions between components or Electronic Control Units
(ECU). Such internal communications may be based on
any wired or wireless technology. The internal commu-
nications may allow for firmware or software for a com-
ponent in the vehicle to be updated. In the example of
Figure 2, the internal communication is performed using
CANBUS 217.

[0033] Further, vehicle 216 includes an over-the-air
(OTA) client 218. The OTA client 218 provides for com-
munication between the vehicle 216 and the switchboard
214.

[0034] In accordance with the embodiment of Figure
2, a software update may be downloaded to a vehicle
prior to the installation of such update. The update may
be provided, for example, through switchboard 214 or
directly from an update server (not shown). Such soft-
ware update download is shown by block 220.

[0035] The download is however not installed at this
point. The use of the pre-downloading of the update soft-
ware allows installation of the software to occur more
quickly once installation is started. Pre-downloading also
ensures that a disruption in network communications will
not impact installation times.

[0036] However,inotherembodiments, the installation
of the software may include downloading updates con-
currently.

[0037] In the embodiment of Figure 2, if the software
update is pre-downloaded, then the OTA client 218 may
send a download complete message 222 to the switch-
board 214.

[0038] Switchboard 214 may then provide a download
complete message 224 directly to an electronic device
210 in some embodiments. In other embodiments, the
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indication that the download is compete may be provided
to a server such as to the authentication service 212 to
provide a naotification to the electronic device 210.
[0039] For example, in the embodiment of Figure 2,
the authentication service 212 may be used to provide a
notification to the electronic device 210. In this regard,
the authentication service may keep a list of electronic
devices associated with the vehicle from which message
222 was sent, as relayed in message 224.However, this
is not limiting and in other embodiments, different servers
may be used to associated electronic devices to vehicles
and send message 224.

[0040] In alternative embodiments in which pre-down-
loading does not occur, if a server has received an indi-
cation that an update is available, the server may keep
a list or database of components installed in the various
vehicles under its control. Therefore, the server may
cross reference the update to a list of vehicles that need
such update and then may further cross-reference to
electronic devices associated with those vehicles.
[0041] Based on the association of the electronic de-
vice to the vehicle, the a server such as authentication
service 212 may then send a message to the associated
electronic device or devices, as shown with arrow 230 in
the embodiment of Figure 2.

[0042] One of such subscribed users may be the user
of electronic device 210.

[0043] At some subsequent time when the installation
of the update is appropriate, the user may then log in to
a phone application or other software on electronic de-
vice 210 to initiate the installation of such software. In
particular, in the embodiment of Figure 2, the user may
perform an authentication with the authentication service
212. A session identifier may be provided based on the
authentication. The authentication is shown with arrow
240 in the embodiment of Figure 2.

[0044] Once a user of the electronic device is authen-
ticated with the authentication service 212, an identifier
for the vehicle or device being upgraded may be entered.
The identifier may be any number, code or designation
that uniquely identifies the object being upgraded.
[0045] The identifier may be provided to the electronic
device in various ways. For example, for a vehicle, the
identification may be provided by manually entering a
vehicle identification number, or by scanning a barcode
or QR code in the vehicle.

[0046] Inother embodiments, the identifier may be pro-
vided by clicking on a link in the message or notification
received at arrow 230. For example, an Android intent
can be used to define a link in an email that could then
launch an application on an Android type system. Similar
functionality could be performed on an iOS device or oth-
er operating system device.

[0047] |n other embodiments, the identifier may be in-
put utilizing a pre-stored list within the electronic device
210. For example, a user may be presented with a list of
vehicle identifiers for vehicles associated with the elec-
tronic device 210, and a user may select an identifier
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from the list.

[0048] Otheroptions for entering an identifier into elec-
tronicdevice 210 are possible, and the presentdisclosure
is not limited to any method of providing the identifier to
the electronic device.

[0049] The entering of the identifier is shown in the
embodiment of Figure 2 with arrow 242.

[0050] Subsequently, the electronic device 210 con-
nects and communicates with switchboard 214 by send-
ing a connect message 246. Connect message 246 may
include various information. For example, in the embod-
iment of Figure 2 the message includes the identifier
entered at arrow 242, session information obtained at
arrow 240, as well as user information. However, in other
embodiments different information may be provided in
the connect message 246.

[0051] The switchboard 214 may then validate the ses-
sionreceived in message 246 with authentication service
212, as shown by arrow 248.

[0052] As will be appreciated by those in the art, the
authentication service may be part of the switchboard
214, in which case, the validation at arrow 248 is internal.
In this case, the session token may not be required to be
sent from the electronic device.

[0053] Once the electronic device is connected to the
switchboard 214, the electronic device may be prompted
to have the user perform certain actions. For example,
in the embodimentof Figure 2, the electronic device may
prompt a user to put the vehicle into an update state as
shown by arrow 250. This may involve turning the engine
off but having the key in a standby position, among other
options. The present disclosure is not limited to any par-
ticular actions that need to be taken to put the vehicle
into an update state.

[0054] The application or software on the electronic
device may then prompt a user to perform an action which
would not normally occur while the vehicle is in such up-
date state. For example, in the embodiment of Figure 2,
the prompt may involve instructing a user to press and
hold a button or combination of buttons available to a
user on the vehicle. This shown with arrow 252 in the
embodiment of Figure 2.

[0055] In particular, the combination of actions at ar-
rows 250 and 252 would typically not occur in the normal
operation of the vehicle, thereby causing the vehicle to
recognize that an update attempt is occurring. Specifi-
cally, in the embodiment of Figure 2, the CANBUS 217
on the vehicle realizes that the update state has been
entered and that the button or combinations of buttons
is being pressed. Therefore, the CANBUS 217 sends
message 260 to the OTA client 218 indicating that the
update preconditions have been met.

[0056] The OTA client 218 may then connect to the
switchboard 214 by sending a connect message 264
along with the identification number for the vehicle.
[0057] The switchboard 214 may provide a notification,
as shown by message 268, to the electronic device 210
that a connection with the vehicle has been established.
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[0058] Further, the OTA client 218 may inform the
switchboard 214 that the update preconditions have been
met, as shown by arrow 270. This may further be relayed
by switchboard 214 to the electronic device 210, as
shown with arrow 272.

[0059] The electronic device 210 may then enable a
user interface to allow the updates to be started, as
shown by arrow 280. For example, a "start" button may
be enabled or become visible on the electronic device to
allow the user to start the update.

[0060] If the user interface receives an input, such as
pressing of a start button or other similar action to start
the update, then the electronic device 210 may send a
start command to switchboard 214, shown by message
282, which may then be relayed to the OTA client 218,
shown by message 284.

[0061] Subsequently, the OTAclient218 cause the up-
date to be started and may provide periodic status up-
dates on the installation process to the switchboard 214,
shown with arrow 290. Such status updates and progress
reports may be relayed to the electronic device 210, as
shown by arrow 292.

[0062] For example, during the update process, the
OTA client 218 sends progress information including
items such as percentage completed and remaining, as
well as the overall outcome of the installation process,
to the switchboard. The switchboard may then forward
this information to the connected phone application or
other element of the electronic device 210 to provide the
user of the electronic device with such information.
[0063] In this way, the user of such electronic device
will know the status of the update and when the update
finishes.

[0064] Utilizing the embodiment of Figure 2 above,
various functionality is achieved. In particular, if the user
is managing a fleet of devices, there is a need to ensure
thatthe device identifier entered into the electronicdevice
corresponds with the correct device to be updated. This
is achieved based on the actions that are taken within
the vehicle or other device being updated, along with
interaction with the electronic device. The concurrent
physical action on the device being updated and action
on the electronic device ensures that the correct device
is updated.

[0065] Further, the above embodiments prevent unin-
tended updates. For example, if the electronic device in-
itiates an update but no message is received from the
vehicle, then the update process will not be started and
the enablement of the "start" button will not occur. Fur-
ther, if the vehicle indicates that the conditions for an
update have been met but no electronic device has con-
nected to try to do the update, then the switchboard may
assume that such update preconditions were entered ac-
cidentally and no update is initiated.

[0066] In some embodiments, once the update proc-
ess starts, it will proceed through to completion. This
completion is either a successful completion or based on
aroll back or failure of the software update. This ensures
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that even if the connection is lost to either the vehicle or
the electronic device, that the update will continue.
[0067] In the above, security is provided through the
fact that both the user of the electronic device needs to
be authenticated to the authentication service, as well as
the physical interaction with the device being updated.
Thus, the combination of preconditions indicates that ma-
licious updating of the vehicle is unlikely to occur. Further,
the loading of the update itself may be done through a
secure mechanism between the vehicle and an updated
server.

[0068] With regard to the OTA switchboard 214, the
switchboard may hold a list of vehicles and associated
devices, and may simply forward messages from one to
the other utilizing any messaging format. Thus, once the
association between the device and the vehicle is estab-
lished, over the OTA switchboard 214 merely acts as a
conduit for forwarding messages between the two. For
example, reference is now made to Figure 3, which
shows an association between the vehicle identification
number data for a vehicle with a session owner user in-
formation from an electronic device.

[0069] In the embodiment of Figure 3, the VIN data
310 may be associated with a plurality of states or vari-
ables, including an update state, the current sessionown-
er, the vehicle operational state, the update progress,
the current release version, the current release install
timestamp, and a release initiator.

[0070] The session owner user information 320 con-
tains information identifying a user interacting with the
remote OTA update control mechanism. For example,
this may be an application on electronic device 210 from
the embodiment of Figure 2.

[0071] The vehicle update preconditions 330 may be
a set of preconditions that are configured to indicate
whether the vehicle is ready for updating. These condi-
tions may involve, for example, putting the ignition key
into arun position without turning on the engine and hold-
ing cruise control. Other options including setting the
parking brake, among other options, for the vehicle up-
date preconditions are however possible.

[0072] Based on Figures 1 to 3, a vehicle that does
not have afeedback mechanism can be updated through
the use of an electronic device such as a mobile phone
and through the use of a server that may act as a switch-
board for communications between the vehicle and the
electronic device.

[0073] The device being updated or the electronic de-
vice may be any computing device. One simplified block
diagram of a computing device is shown with regard to
Figure 4.

[0074] In Figure 4, computing device 410 includes a
processor 420 and a communications subsystem 430,
where the processor 420 and communications subsys-
tem 430 cooperate to perform the methods of the em-
bodiments described above. Communications subsys-
tem 420 may, in some embodiments, comprise multiple
subsystems, for example for different radio technologies.
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[0075] Processor 420 is configured to execute pro-
grammable logic, which may be stored, along with data,
on device 410, and shown in the example of Figure 4 as
memory 440. Memory 440 can be any tangible, non-tran-
sitory computer readable storage medium. The computer
readable storage medium may be a tangible or in transi-
tory/non-transitory medium such as optical (e.g., CD,
DVD, etc.), magnetic (e.g., tape), flash drive, hard drive,
or other memory known in the art.

[0076] Alternatively, or in addition to memory 440,
computing device 410 may access data or programmable
logic from an external storage medium, for example
through communications subsystem 430.

[0077] Communications subsystem 430 allows device
410 to communicate with other devices or network ele-
ments and may vary based on the type of communication
being performed. For example, if computing device 410
is an ECU, communications subsystem 430 may be the
interface to a CANBUS. If computing device 410 is a serv-
er or OTA client then communications subsystem 430
may include wired or wireless communications such as
cellular, WiFi, ethernet, fiber, among other options. Fur-
ther, communications subsystem 430 may comprise a
plurality of communications technologies, including any
wired or wireless communications technology.

[0078] Communications between the various ele-
ments of device 410 may be through an internal bus 460
in one embodiment. However, other forms of communi-
cation are possible.

[0079] The computing device of Figure 4 could be any
fixed or mobile device. If the computing device is a mobile
device, one example mobile device is described below
with regard to Figure 5.

[0080] Mobile device 500 may comprise a two-way
wireless communication device having voice or data
communication capabilities or both. Mobile device 500
generally has the capability to communicate with other
computer systems. Depending on the exact functionality
provided, the mobile device may be referred to as a data
messaging device, a two-way pager, a wireless e-mail
device, a smartphone, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, a
wireless device, a mobile device, an embedded cellular
modem, an electronic device or a data communication
device, as examples.

[0081] Where mobile device 500 is enabled for two-
way communication, it may incorporate a communication
subsystem 511, including a receiver 512 and a transmit-
ter 514, as well as associated components such as one
or more antenna elements 516 and 518, local oscillators
(LOs) 513, and a processing module such as a digital
signal processor (DSP) 520. As will be apparent to those
skilled in the field of communications, the particular de-
sign of the communication subsystem 511 will be de-
pendent upon the communication network in which the
mobile device is intended to operate.

[0082] Network access requirements will also vary de-
pending upon the type of network 519. In some networks,

Exhibit

1002

NRG Energy, Inc. et al. v. Malikie Innovations Limited

0214



11

network access is associated with a subscriber or user
of the mobile device 500. A mobile device may require
an embedded or a removable user identity module
(RUIM) or a subscriber identity module (SIM) card or a
UMTS SIM (USIM) in order to operate on a network. The
USIM/SIM/RUIM interface 544 is normally similar to a
card-slot into which a USIM/SIM/RUIM card can be in-
serted and ejected. The USIM/SIM/RUIM card can have
memory and hold many key configurations 551, and other
information 553 such as identification, and subscriber re-
lated information.

[0083] When required network registration or activa-
tion procedures have been completed, mobile device 500
may send and receive communication signals over the
network 519. As illustrated in Figure 5, network 519 can
include multiple base stations communicating with the
mobile device.

[0084] Signals received by antenna 516 through com-
munication network 519 are input to receiver 512, which
may perform such common receiver functions as signal
amplification, frequency down conversion, filtering, chan-
nel selection and the like. Analog to digital (A/D) conver-
sion of a received signal allows more complex commu-
nication functions such as demodulation and decoding
to be performed in the DSP 520. In a similar manner,
signals to be transmitted are processed, including mod-
ulation and encoding for example, by DSP 520 and input
to transmitter 514 for digital to analog (D/A) conversion,
frequency up conversion, filtering, amplification and
transmission over the communication network 519 via
antenna 518. DSP 520 not only processes communica-
tion signals, but also provides for receiver and transmitter
control. For example, the gains applied to communication
signals in receiver 512 and transmitter 514 may be adap-
tively controlled through automatic gain control algo-
rithms implemented in DSP 520.

[0085] Mobile device 500 generally includes a proces-
sor 538 which controls the overall operation of the device.
Communication functions, including data and voice com-
munications, are performed through communication sub-
system 511. Processor 538 also interacts with further
device subsystems such as the display 522, flash mem-
ory 524, random access memory (RAM) 526, auxiliary
input/output (I/O) subsystems 528, serial port 530, one
or more keyboards or keypads 532, speaker 534, micro-
phone 536, other communication subsystem 540 such
as a short-range communications subsystem, DSRC
subsystem 3GPP based V2X subsystem, or cellular sub-
system, and any other device subsystems generally des-
ignated as 542. Serial port 530 could include a USB port,
On-Board Diagnostics (OBD) port or other port known to
those in the art.

[0086] Some ofthe subsystemsshown in Figure 5 per-
form communication-related functions, whereas other
subsystems may provide "resident" or on-device func-
tions. Notably, some subsystems, such as keyboard 532
and display 522, for example, may be used for both com-
munication-related functions, such as entering a text
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message for transmission over a communication net-
work, and device-resident functions such as a calculator
or task list.

[0087] Operating system software used by the proces-
sor 538 may be stored in a persistent store such as flash
memory 524, which may instead be a read-only memory
(ROM) or similar storage element (not shown). Those
skilled in the art will appreciate that the operating system,
specificdevice applications, or parts thereof, may be tem-
porarily loaded into a volatile memory such as RAM 526.
Received communication sighals may also be stored in
RAM 526.

[0088] Asshown,flash memory 524 can be segregated
into different areas for both computer programs 558 and
program data storage 550, 652, 554 and 556. These dif-
ferent storage types indicate that each program can al-
locate a portion of flash memory 524 for their own data
storage requirements. Processor 538, in addition to its
operating system functions, may enable execution of
software applications on the mobile device. A predeter-
mined set of applications that control basic operations,
including potentially data and voice communication ap-
plications for example, will normally be installed on mo-
bile device 500 during manufacturing. Other applications
could be installed subsequently or dynamically.

[0089] Applications and software may be stored on any
computer readable storage medium. The computer read-
able storage medium may be a tangible or in transito-
ry/non-transitory medium such as optical (e.g., CD, DVD,
etc.), magnelic (e.g., tape) or other memory known in the
art.

[0090] One software application may be a personal in-
formation manager (PIM) application having the ability
to organize and manage data items relating to the user
of the mobile device such as, but not limited to, e-mail,
messages, calendar events, voice mails, appointments,
and task items. Further applications, including device up-
date applications, productivity applications, social media
applications, games, amang others, may also be loaded
onto the mobile device 500 through the network 519, an
auxiliary 1/0 subsystem 528, serial port 530, short-range
communications subsystem 540 or any other suitable
subsystem 542, and installed by a user in the RAM 526
or a non-volatile store (not shown) for execution by the
processor 538. Such flexibility in application installation
increases the functionality of the device and may provide
enhanced on-device functions, communication-related
functions, or both.

[0091] In adata communication mode, a received sig-
nal such as a text message or web page download will
be processed by the communication subsystem 511 and
input to the processor 538, which may further process
the received signal for output to the display 522, or alter-
natively to an auxiliary 1/O device 528.

[0092] A userof mobile device 500 may also compose
dataitems such as messages for example, using the key-
board 532, which may be a complete alphanumeric key-
board or telephone-type keypad, either physical or virtu-
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al, among others, in conjunction with the display 522 and
possibly an auxiliary 1/O device 528. Such composed
items may then be transmitted over acommunication net-
work through the communication subsystem 511.
[0093] Where voice communications are provided,
overall operation of mobile device 500 is similar, except
that received signals may typically be output to a speaker
534 and signals for transmission may be generated by a
microphone §36. Alternative voice or audio I/O subsys-
tems, such as a voice message recording subsystem,
may also be implemented on mobile device 500. Al-
though voice or audio signal output is preferably accom-
plished primarily through the speaker 534, display 522
may also be used to provide an indication of the identity
of a calling party, the duration of a voice call, or other
voice call related information for example.

[0094] Serial port530in Figure 5 may be implemented
in a mobile device for which synchronization with a user’s
desktop computer (not shown) may be desirable, but is
an optional device component. Such a port 530 may en-
able a user to set preferences through an external device
or software application and may extend the capabilities
of mobile device 500 by providing for information or soft-
ware downloads to mobile device 500 other than through
a wireless communication network. As will be appreciat-
ed by those skilled in the art, serial port 530 can further
be used to connect the mobile device to a computer to
act as a modem or for charging a battery on the mabile
device.

[0095] Other communications subsystems 540, such
as a short-range communications subsystem, is a further
component which may provide for communication be-
tween mobile device 500 and different systems or devic-
es, which need not necessarily be similar devices. For
example, the subsystem 540 may include an infrared de-
vice and associated circuits and components or a Blue-
tooth™ or Bluetooth™ Low Energy communication mod-
ule to provide for communication with similarly enabled
systems and devices. Subsystem 540 may further in-
clude a DSRC radio or similar radio. Subsystem 540 may
further include non-cellular communications such as Wi-
Fi or WIMAX, or near field communications.

[0096] The embodiments described herein are exam-
ples of structures, systems or methods having elements
corresponding to elements of the techniques of this ap-
plication. This written description may enable those
skilled in the art to make and use embodiments having
alternative elements that likewise correspond to the ele-
ments of the techniques of this application. The intended
scope of the techniques of this application thus includes
other structures, systems or methods that do not differ
from the techniques of this application as described here-
in, and further includes other structures, systems or
methods with insubstantial differences from the tech-
niques of this application as described herein.

[0097] While operations are depicted in the drawings
in a particular order, this should not be understood as
requiring that such operations be performed in the par-
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ticular order shown or in sequential order, or that all il-
lustrated operations be performed, to achieve desirable
results. In certain circumstances, multitasking and par-
allel processing may be employed. Moreover, the sepa-
ration of various system components in the implementa-
tion descried above should not be understood as requir-
ing such separation in all implementations, and it should
be understood that the described program components
and systems can generally be integrated together in a
single software product or packaged into multiple soft-
ware products.

[0098] Also, techniques, systems, subsystems, and
methods described and illustrated in the various imple-
mentations as discrete or separate may be combined or
integrated with other systems, modules, techniques, or
methods. Other items shown or discussed as coupled or
directly coupled or communicating with each other may
be indirectly coupled or communicating through some
interface, device, or intermediate component, whether
electrically, mechanically, or otherwise. Other examples
of changes, substitutions, and alterations are ascertain-
able by one skilled in the art and may be made.

[0099] While the above detailed description has
shown, described, and pointed out the fundamental novel
features of the disclosure as applied to various imple-
mentations, it will be understood that various omissions,
substitutions, and changes in the form and details of the
system illustrated may be made by those skilled in the
art. In addition, the order of method steps are not implied
by the order they appear in the claims.

[0100] When messages are sent to/from an electronic
device, such operations may not be immediate or from
the server directly. They may be synchronously or asyn-
chronously delivered, from a server or other computing
system infrastructure supporting the devices/meth-
ods/systems described herein. The foregoing steps may
include, in whole or in part, synchronous/asynchronous
communications to/from the device/infrastructure. More-
over, communication from the electronic device may be
to one or more endpoints on a network. These endpaints
may be serviced by a server, a distributed computing
system, a stream processor, etc. Content Delivery Net-
works (CDNs) may also provide may provide communi-
cation to an electronic device. For example, rather than
a typical server response, the server may also provision
or indicate a data for content delivery network (CDN) to
await download by the electronic device at a later time,
such as a subsequent activity of electronic device. Thus,
data may be sent directly from the server, or other infra-
structure, such as a distributed infrastructure, or a CDN,
as part of or separate from the system.

[0101] Typically, storage mediums can include any or
some combination of the following: a semiconductor
memory device such as a dynamic or static random ac-
cess memory (a DRAM or SRAM), an erasable and pro-
grammable read-only memory (EPROM), an electrically
erasable and programmable read-only memory (EEP-
ROM) and flash memory; a magneticdisk such as afixed,
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floppy and removable disk; another magnetic medium
including tape; an optical medium such as a compact
disk (CD) or a digital video disk (DVD); or another type
of storage device. Note that the instructions discussed
above can be provided on one computer-readable or ma-
chine-readable storage medium, or alternatively, can be
provided on multiple computer-readable or machine-
readable storage media distributed in alarge system hav-
ing possibly a plurality of nodes. Such computer-readable
or machine-readable storage medium or media is (are)
considered to be part of an article (or article of manufac-
ture). An article or article of manufacture can refer to any
manufactured single componentor multiple components.
The storage medium or media can be located either in
the machine running the machine-readable instructions,
or located at a remote site from which machine-readable
instructions can be downloaded over a network for exe-
cution.

[0102] In the foregoing description, numerous details
are set forth to provide an understanding of the subject
disclosed herein. However, implementations may be
practiced without some of these details. Otherimplemen-
tations may include modifications and variations from the
details discussed above. It is intended that the appended
claims cover such modifications and variations.

Claims

1. A method at a computing device acting as a switch-
board between an electronic device and a device to
be updated, the method comprising:

receiving, at the computing device, a connection
request from the electronic device, the connec-
tion request including an identifier for the device
to be updated;

receiving, at the computing device, a connection
request from the device to be updated;
associating, at the computing device, the con-
nection request from the electronic device and
the connection request from the device to be
updated;

forwarding, atthe computing device, a message
from the device to be updated to the electronic
device that update conditions have been met;
forwarding, atthe computing device, amessage
from the electronic device to the device to be
updated to start an update process; and
forwarding, atthe computing device, update sta-
tus information from the device to be updated to
the electronic device.

2. The method of claim 1, wherein the connection re-
quest from the device to be updated is received after

physical interaction at the device to be updated.

3. The method of claim 1 or 2, wherein the device to
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10.

11.

12.

be updated has no update feedback interface.

The method of any preceding claim, wherein the
identifier is a vehicle identification number.

The method of any preceding claim, further compris-
ing authenticating the connection request from the
electronic device with an authentication service.

The method of claim 5, wherein the authenticating
is based on a session identifier received in the con-
nection request from the electronic device.

The method of any preceding claim, wherein at least
one of the electronicdevice and device to be updated
is on a private cellular network.

A computing device configured to act as a switch-
board between an electronic device and a device to
be updated, the computing device comprising:

a processor; and
a communications subsystem,

wherein the computing device is configured to:

receive a connection request from the electronic
device, the connection request including an
identifier for the device to be updated;

receive a connection request from the device to
be updated;

associate the connection request from the elec-
tronic device and the connection request from
the device to be updated;

forward a message from the device to be updat-
ed to the electronic device that update condi-
tions have been met;

forward a message from the electronic device
to the device to be updated to start an update
process; and

forward update status information from the de-
vice to be updated to the electronic device.

The computing device of claim 8, wherein the con-
nection request from the device to be updated is re-
ceived after physical interaction at the device to be
updated.

The computing device of claim 8 or 9, wherein the
device to be updated has no update feedback inter-
face.

The computing device of any one of claims 8 to 10,
wherein the identifier is a vehicle identification
number.

The computing device of any one of claims 8 to 11,
wherein the computing device is further configured
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to authenticate the connectionrequest from the elec-
tronic device with an authentication service.

The computing device of claim 12, wherein the au-
thentication is based on a session identifier received
in the connection request from the electronic device.

The computing device of any one of claims 8 to 13,
wherein at least one of the electronic device and de-
vice to be updated is on a private cellular network.

A computer program, which when executed by a
processor of a computing device configured to act
as a switchboard between an electronic device and
adevice to be updated, causes the computing device
to carry out the method of any one of claims 1to 7.
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SUBJECT OF THE INVENTION
A kind of automobile controller method for remote updating, apparatus and system
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Technical field

The present invention relates to a kind of long-range update method field of automobile controller,
more particularly to a kind of automobile controller is long-range Update method, apparatus and
system.

Background technology

Nowadays automobile is popularized in a large number, is used by people, and with the
development of automotive engineering, the intellectualized technology of automobile is also got
over Come more of interest by people.

Prominent with automotive engineering flies development, and at set intervals, just having a new
function may be applied to vapour Che Shang, this is related to as the electronic controller on
automobile (Electronic Control Unit, ECU) Carry out upgrading renewal Operation.Newfound
defect or BUG functionally, leak on controller, or the application of what's new are either repaired,
is all needed Software upgrading is carried out to controller.

And in the prior art, the method that upgrading renewal is carried out to controller is usually by
automobile or control unit to be updated Return factory to be updated;Or also may be selected
automobile to be moved in maintenace points such as 4S shops, it is updated by engineer.

But such method often high cost, the cycle is long, it is also difficult to which guarantee is updated
to all object vehicles, especially In the case of automobile is sold toward each department, the
difficulty of realization is further increased.

The content of the invention

The technical problem to be solved is, there is provided a kind of automobile controller method
for remote updating, device and be System, the long-range renewal of target ECU in user vehicle
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side just can be realized to automobile improves the convenience of ECU software renewal And
security.

In order to solve above-mentioned technical problem, the one side of the embodiment of the
present invention provides a kind of automobile controller remotely side of renewal Method,
realizes in the remote control terminal for be arranged at automobile side, at least comprises the
steps :

Receive the software upgrading downloading request message that backstage monitoring center
pushes;

Testing result is fed back to backstage monitoring center by detection currently if appropriate for
download;

In the case of being adapted to download, receive the software upgrading bag from backstage
monitoring center and store, and in the monitoring of backstage The heart and cell-phone customer
terminal Real-time Feedback download progress;

After the software upgrading bag is downloaded and finished, determined whether to meet
software upgrading condition according to whole vehicle state;

In the case of whole vehicle state meets software upgrading condition, initiate to update
confirmation request to cell-phone customer terminal;

Receive from cell-phone customer terminal renewal confirm be fed back to allow after, by CAN
utilize the software upgrading Bag carries out software upgrading to target ECU, and will update
progress Real-time Feedback to cell-phone customer terminal and backstage monitoring center;

The self-detection result after the completion of target ECU updates is received, software
upgrading results messages are generated, and feeds back to the backstage monitoring Center
and cell-phone customer terminal.

Wherein, further include :

When the respond request result for be not suitable for download when, continue to after the delay
from backstage monitoring center software more Newly downloaded request message.
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Wherein, after the software upgrading bag is downloaded and finished, determined whether to
meet software upgrading according to whole vehicle state The step of condition, is specially :

Judge that the whole vehicle state whether under running status or charged state, if it is,
determining software is currently unsatisfactory for Update condition;Otherwise, it is determined
that currently meet software upgrading condition.

Wherein, receiving after the renewal from cell-phone customer terminal confirms to be fed back to
allow, by CAN using described Software upgrading bag carries out software upgrading to target
ECU, and will update progress Real-time Feedback in cell-phone customer terminal and backstage
monitoring The step of heart, is special ly :

The content of the software upgrading bag is parsed, determines that the ECU for including
software upgrading content in the automobile is target ECU, Other ECU are non-targeted ECU;

Control non-targeted ECU to quit work, into resting state;Control target ECU to be updated is in
wake-up states;

According to the content of the software upgrading bag, by CAN (Control |er Area Network,
controller local area network) Bus carries out software upgrading to target ECU;

Progress Real-time Feedback will be updated to cell-phone customer terminal and backstage
monitoring center.

Correspondingly, the another aspect of the embodiment of the present invention provides a kind of
automobile controller remotely updating device, at least includes :

Downloading request message receiving unit, for receiving the software upgrading downloading
request message of backstage monitoring center push;

Download condition detector unit, it is current if appropriate for download for detecting, and testing
result is fed back into backstage monitoring center;

Download processing unit, for when download condition detector unit detects suitable download,
receiving from backstage monitoring center Software upgrading bag and store, and to backstage
monitoring center and cell-phone customer terminal Real-time Feedback download progress;
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Update condition detector unit, for after the software upgrading bag is downloaded and finished,
being determined whether according to whole vehicle state Meet software upgrading condition;

Confirmation request unit is updated, when detecting whole vehicle state for update condition
detector unit and meeting software upgrading condition, to Cell-phone customer terminal initiates
to update confirmation request;

Software upgrading processing unit, for receive from cell-phone customer terminal renewal confirm
be fed back to allow after, using institute State software upgrading bag carries out software
upgrading to target ECU by CAN, and will update progress Real-time Feedback to cell-phone
customer terminal With backstage monitoring center;

Result feedback unit is updated, for receiving the self-detection result after the completion of target
ECU updates, software upgrading result is generated and is disappeared Breath, and feed back to
the backstage monitoring center and cell-phone customer terminal.

Wherein, the update condition detector unit includes :

Judging unit, for judging the whole vehicle state whether under running status or charged state;
Determining unit, for when the judging unit judged result is to be, it is determined that be currently
unsatisfactory for software upgrading condition;lt is no Then, it is determined that currently meet
software upgrading condition.

Wherein, the software upgrading processing unit includes :

Resolution unit, for parsing the content of the software upgrading bag, determines and includes
software upgrading content in the automobile ECU is target ECU, and other ECU are non-targeted

ECU;

Control unit, quits work, into resting state for controlling non-targeted ECU;At control target ECU to
be updated In wake-up states;

Updating block, for according to the content of the software upgrading bag, software being carried
out more to target ECU by CAN Newly;

Progress feedback unit, for progress Real-time Feedback will to be updated to the cell-phone
customer terminal and backstage monitoring center.
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Correspondingly, the another further aspect of the embodiment of the present invention, also
provides a kind of automobile controller remote update system, at least wraps Include :

Remote control terminal, is arranged at automobile side, long-range more including the automobile
controller as described in any one of claim 5 to 7 New equipment;

Backstage monitoring center, for being monitored the data of the ECU of automobile by remote
control terminal, and is pushed away to remote control terminal Send software upgrading bag;

Cell-phone customer terminal, is loaded on authorized user's mobile phone corresponding with the
automobile, for receiving from remote control terminal And the message of backstage monitoring
center, and the renewal confirmation request from remote control terminal is confirmed;

Wherein, the remote control terminal is communicated by CAN with each ECU in automobile;The
remote control terminal, Wirelessly communicated between the backstage monitoring center, cell-
phone customer terminal three.

Implement the embodiment of the present invention, with following beneficial effect :

Implement the embodiment of the present invention, by arranging a radio communication function
remote control terminal for possessing in body side, it can To receive the software upgrading

bag of backstage monitoring center, and interact with the cell-phone customer terminal of the
associated user of automobile, by mobile phone Client determines whether to be updated, and
using car load CAN network communication function, to target ECU (Controller) Realize Line
software upgrading, without the need for car load or parts are returned into factory or 4S shops, in
user vehicle side long-range renewal can be just done directly, and carried The high convenience
for updating ECU software;Simultaneously as final renewal starts, the confirmation of user is
needed, so as to improve safety Property.

Description of the drawings

In order to be illustrated more clearly that the embodiment of the present invention or technical
scheme of the prior art, below will be to embodiment or existing The accompanying drawing to
be used needed for having technology description is briefly described, it should be apparent that,
drawings in the following description are only this Some embodiments of invention, for those of
ordinary skill in the art, without having to pay creative labor, may be used also To obtain other
accompanying drawings according to these accompanying drawings.
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Fig. 1 is a kind of structural representation of the one embodiment for automobile controller remote
update system that the present invention is provided;

Fig. 2 is a kind of main flow schematic diagram of the one embodiment for automobile controller
method for remote updating that the present invention is provided;

Fig. 3 is the detailed schematic flow sheet of step S15 in Fig. 2;

Fig. 4 is a kind of structural representation of the one embodiment for automobile controller
remotely updating device that the present invention is provided;

Fig. 5 is the structural representation of update condition detector unit in Fig. 4;

Fig. 6 is the structural representation of software upgrading processing unit in Fig. 4.

Specific embodiment

Below in conjunction with the accompanying drawing in the embodiment of the present invention,
the technical scheme in the embodiment of the present invention is carried out clear, complete
Site preparation is described, it is clear that described embodiment is only a part of embodiment
of the invention, rather than the embodiment of whole.lt is based on Embodiment in the present
invention, it is every other that those of ordinary skill in the art are obtained under the premise of
creative work is not made Embodiment, belongs to the scope of protection of the invention.

The present invention is described in further detail below in conjunction with accompanying
drawing.

As shown in figure 1, showing that the present invention is of a kind of automobile controller
remote update system that the present invention is provided The structural representation
of embodiment;in this embodiment, the automobile controller remote update system at least
includes :

The remote control terminal 4 of automobile side is arranged at, it passes through

CAN and is communicated with each ECU in automobile, it is possible to obtain Each

ECU (Controller) Information in 5, while can control to carry out software upgrading to each
ECU;

Backstage monitoring center 2, for monitoring the data of the ECU of automobile by remote control
terminal 4, and to remote control terminal 4 pushing softwares update bag, it is to be understood
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that the backstage monitoring center 2 can be arranged at automobile manufacturing enterprise or
ECU providers Place, when the software of corresponding automobile ECU needs to be updated,
actively can push corresponding information to each remote control terminal 4;

Cell-phone customer terminal 3, is loaded on the mobile phone of authorized user corresponding
with the automobile, for receiving from remotely control end End 4 and the message of backstage
monitoring center 2, and to the renewal confirmation request from remote control terminal 4 (Can
be said hereinafter It is bright) Confirmed;

Wherein, between the remote control terminal 4, the backstage monitoring center 2, the three of
cell-phone customer terminal 3 wirelessly Communicated.

The function of the above-mentioned each part being related to and mutual interactive relation can
be described in detail below.

As shown in Fig. 2 a kind of one embodiment of automobile controller method for remote updating
of present invention offer is provided Main flow schematic diagram;And combine in the lump
shown in Fig. 3.In this embodiment, the automobile controller method for remote updating is
being arranged Realize in the remote control terminal 4 of automobile side, the method at least
comprises the steps :

Step S10, receives the software upgrading downloading request message that backstage
monitoring center pushes, and specifically, the software upgrading is downloaded Can contain all if
desired for information such as the ECU titles for updating, version numbers in request message;

Step S11, detects currently if appropriate for download, and testing result is fed back into
backstage monitoring center;

It is understood that when remote control terminal itself has failure, or when being carrying out a
certain specific function, then it is assumed that when Before be not suitable for download;

When the respond request result that the backstage monitoring center receives is downloaded

to be not suitable for, backstage monitoring center can time delay (For example Between every
other hour) Continue the software upgrading downloading request message pushed to the

remote control terminal afterwards, i.e., when the response please When seeking result to be not
suitable for downloading, remote control terminal is continued to after the delay under the software
upgrading of backstage monitoring center Carry request message;Otherwise, update to the remote
control terminal pushing software and wrap.
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Step S12, in the case of being adapted to download, receives the software upgrading bag from
backstage monitoring center and stores, and To backstage monitoring center and cell-phone
customer terminal Real-time Feedback download progress;

Step S13, after the software upgrading bag is downloaded and finished, determines whether

to meet software upgrading bar according to whole vehicle state Whether part, specifically, in
some instances, need to judge the whole vehicle state in running status or charging shape in
this step Under state, if it is, determining software upgrading condition is currently unsatisfactory
for;Otherwise, it is determined that currently meet software upgrading condition;

Step S14, in the case of whole vehicle state meets software upgrading condition, initiates to update
confirmation request to cell-phone customer terminal, The renewal confirmation request now can
be shown on cell-phone customer terminal, is confirmed whether that follow-up renewal operation
can be carried out for user;

Step S15, is receiving after the renewal from cell-phone customer terminal confirms to be fed
back to allow, by CAN using described Software upgrading bag carries out software upgrading
to target ECU, and will update progress Real-time Feedback in cell-phone customer terminal and
backstage monitoring The heart;lf what is received from cell-phone customer terminal is updated
after confirmation is fed back to not allow, continue waiting for, until cell phone customer End
sends permission information;

Specifically, step S15 may include :
Step S150, parses the content of the software upgrading bag, determines that the ECU for
including software upgrading content in the automobile is Target ECU, other ECU are non-targeted

ECU;

Step S151, controls non-targeted ECU and quits work, into resting state;Control target ECU to be
updated is in calls out Awake state;

Step S152, according to the content of the software upgrading bag, software upgrading is carried
out by CAN to target ECU;

Step S153, will update progress Real-time Feedback to cell-phone customer terminal and
backstage monitoring center;
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Step S16, receives the self-detection result after the completion of target ECU updates, and
generates software upgrading results messages, and feeds back to described Backstage
monitoring center and cell-phone customer terminal.

If it is understood that the self-detection result after the completion of certain target ECU updates
is abnormal, needed to the mesh Mark ECU carries out again software upgrading, until its self-
detection result is normal.

Correspondingly, as shown in figure 4, showing an a kind of reality of automobile controller
remotely updating device of present invention offer The structural representation of example is
applied, in the lump with reference to shown in Fig. 5, Fig. 6, in this embodiment, automobile
controller remotely updating device 1 is arranged In remote control terminal 4 in Fig. 1, it at least
includes :

Downloading request message receiving unit 10, for receiving the software upgrading downloading
request message of backstage monitoring center push;

Download condition detector unit 11, it is current if appropriate for download for detecting, and
testing result is fed back in the monitoring of backstage The heart;

Download processing unit 12, for when download condition detector unit detects suitable
download, receiving in the monitoring of backstage The software upgrading bag of the heart is
simultaneously stored, and to backstage monitoring center and cell-phone customer terminal Real-
time Feedback download progress;

Update condition detection single 13, for after the software upgrading bag is downloaded and
finished, being determined whether according to whole vehicle state Meet software upgrading
condition;

Confirmation request unit 14 is updated, when detecting whole vehicle state for update condition
detector unit and meeting software upgrading condition, Initiate to update confirmation request to
cell-phone customer terminal;

Software upgrading processing unit 15, for receive from cell-phone customer terminal renewal
confirm be fed back to allow after, utilize The software upgrading bag carries out software
upgrading to target ECU by CAN, and will update progress Real-time Feedback to cell phone
customer End and backstage monitoring center;
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Result feedback unit 16 is updated, for receiving the self-detection result after the completion of
target ECU updates, software upgrading result is generated and is disappeared Breath, and feed
back to the backstage monitoring center and cell-phone customer terminal.

Wherein, the update condition detector unit 13 jncludes :

Judging unit 130, for judging the whole vehicle state whether under running status or charged
state;

Determining unit 131, for when the judging unit judged result is to be, it is determined that be
currently unsatisfactory for software upgrading bar Part;Otherwise, it is determined that currently
meet software upgrading condition.

The software upgrading processes single 15 yuan to be jncluded :

Resolution unit 150, for parsing the content of the software upgrading bag, determines and
includes software upgrading content in the automobile ECU be target ECU, other ECU be non-
targeted ECU;

Control unit 151, quits work, into resting state for controlling non-targeted ECU;Control target to be
updated ECU is in wake-up states;

Updating block 152, for according to the content of the software upgrading bag, software being
carried out to target ECU by CAN Update;

Progress feedback unit 153, for progress Real-time Feedback will to be updated to the cell-phone
customer terminal and backstage monitoring center.

More details, may be referred to the aforementioned description to Fig. 1 to Fig. 3, and here is not
described in detail.

Implement the present invention, have the advantages that :

Implement the embodiment of the present invention, by arranging a radio communication function
remote control terminal for possessing in body side, it can To receive the software upgrading

bag of backstage monitoring center, and interact with the cell-phone customer terminal of the
associated user of automobile, by mobile phone Client determines whether to be updated, and
using car load CAN network communication function, to target ECU (Controller) Realize Line
software upgrading, without the need for car load or parts are returned into factory or 4S shops, in
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user vehicle side long-range renewal can be just done directly, and carried The high convenience
for updating ECU software;Simultaneously as final renewal starts, the confirmation of user is
needed, so as to improve safety Property.

[0102] Above content is to combine specific preferred embodiment further description made for the
present invention, it is impossible to assert The present invention be embodied as be confined to
these explanations.For general technical staff of the technical field of the invention, On the premise
of without departing from present inventive concept, some simple deduction or replace can also be
made, should all be considered as belonging to the present invention's Protection domain.

1. 1. a kind of automobile controller method for remote updating, realizes in the remote control terminal for
be arranged at automobile side, and its feature exists In at least comprising the steps
Receive the software upgrading downloading request message that backstage monitoring center
pushes ;
Testing result is fed back to backstage monitoring center by detection currently if appropriate for
download ;
In the case of being adapted to download, receive the software upgrading bag from backstage
monitoring center and store, and in the monitoring of backstage The heart and cell-phone customer
terminal Real-time Feedback download progress ;
After the software upgrading bag is downloaded and finished, determined whether to meet software
upgrading condition according to whole vehicle state :
In the case of whole vehicle state meets software upgrading condition, initiate to update confirmation
request to cell-phone customer terminal :
Receive from cell-phone customer terminal renewal confirm be fed back to allow after, by CAN utilize
the software upgrading Bag carries out software upgrading to target ECU, and will update progress
Real-time Feedback to cell-phone customer terminal and backstage monitoring center :
The self-detection result after the completion of target ECU updates is received, software upgrading
results messages are generated, and feeds back to the backstage monitoring Center and cell-phone
customer terminal.

2. 2. akind of automobile controller method for remote updating as claimed in claim 1, it is characterised
in that further inc|lude :
When the respond request result for be not suitable for download when, continue to after the delay from
backstage monitoring center software more Newly downloaded request message.
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3. a kind of automobile controller method for remote updating as claimed in claim 1, it is characterised
in that in the software upgrading bag After download is finished, determine whether that the step of
meeting software upgrading condition is specially according to whole vehicle state :

Judge that the whole vehicle state whether under running status or charged state, if it is, determining
software is currently unsatisfactory for Update condition ; Otherwise, it is determined that currently
meet software upgrading condition.

4. a kind of automobile controller method for remote updating as described in any one of claim 1-3, it is
characterised in that receiving After confirming to be fed back to allow from the renewal of cell-phone
customer terminal, by CAN target ECU is entered using the software upgrading bag Row software
upgrading, and will be specially the step of updating progress Real-time Feedback to cell-phone
customer terminal and backstage monitoring center :

The content of the software upgrading bag is parsed, determines that the ECU for including software
upgrading content in the automobile is target ECU, Other ECU are non-targeted ECU ;

Control non-targeted ECU to quit work, into resting state ; Control target ECU to be updated is in
wake-up states ;

According to the content of the software upgrading bag, software upgrading is carried out to target ECU
by CAN ;

Progress Real-time Feedback will be updated to cell-phone customer terminal and backstage
monitoring center.

5. a kind of automobile controller remotely updating device, it is characterised in that at least include :
Downloading request message receiving unit, for receiving the software upgrading downloading request
message of backstage monitoring center push ;

Download condition detector unit, it is current if appropriate for download for detecting, and testing
result is fed back into backstage monitoring center :

Download processing unit, for when download condition detector unit detects suitable download,
receiving from backstage monitoring center Software upgrading bag and store, and to backstage
monitoring center and cell-phone customer terminal Real-time Feedback download progress ;

Update condition detector unit, for after the software upgrading bag is downloaded and finished, being
determined whether according to whole vehicle state Meet software upgrading condition :
Confirmation request unit is updated, when detecting whole vehicle state for update condition detector
unit and meeting software upgrading condition, to Cell-phone customer terminal initiates to update
confirmation request ;

Software upgrading processing unit, for receive from cell-phone customer terminal renewal confirm be
fed back to allow after, using institute State software upgrading bag carries out software upgrading to
target ECU by CAN, and will update progress Real-time Feedback to cell-phone customer terminal With
backstage monitoring center :

Result feedback unit is updated, for receiving the self-detection result after the completion of target
ECU updates, software upgrading result is generated and is disappeared Breath, and feed back to the
backstage monitoring center and cell-phone customer terminal.
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6. a kind of automobile controller remotely updating device as claimed in claim 5, it is characterised in
that the update condition detection Unit includes :

Judging unit, for judging the whole vehicle state whether under running status or charged state :
Determining unit, for when the judging unit judged result is to be, it is determined that be currently
unsatisfactory for software upgrading condition : Itis no Then, it is determined that currently meet
software upgrading condition.

7. a kind of automobile controller remotely updating device as described in claim 5 or 6, it is
characterised in that the software upgrading Processing unit includes :

Resolution unit, for parsing the content of the software upgrading bag, determines and includes
software upgrading content in the automobile ECU is target ECU, and other ECU are non-targeted
ECU ;

Control unit, quits work, into resting state for controlling non-targeted ECU ; At control target ECU to be
updated In wake-up states :

Updating block, for according to the content of the software upgrading bag, software being carried out
more to target ECU by CAN Newly ;

Progress feedback unit, for progress Real-time Feedback will to be updated to the cell-phone customer
terminal and backstage monitoring center.

8. a kind of automobile controller remote update system, it is characterised in that at least jnclude :
Remote control terminal, is arranged at automobile side, long-range more including the automobile
controller as described in any one of claim 5 to 7 New equipment ;

Backstage monitoring center, for being monitored the data of the ECU of automobile by remote control
terminal, and is pushed away to remote control terminal Send software upgrading bag ;

Cell-phone customer terminal, is loaded on authorized user's mobile phone corresponding with the
automobile, for receiving from remote control terminal And the message of backstage monitoring
center, and the renewal confirmation request from remote control terminal is confirmed :

Wherein, the remote control terminal is communicated by CAN with each ECU in automobi le ; The
remote control terminal, Wirelessly communicated between the backstage monitoring center, cell-phone
customer terminal three.
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Notice of Pre-AIA or AIA Status
The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.

Claims 1-20 have been examined.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is not
identically disclosed as set forth in section 102, if the differences between the claimed invention and the
prior art are such that the claimed invention as a whole would have been obvious before the effective
filing date of the claimed invention to a person having ordinary skill in the art to which the claimed
invention pertains. Patentability shall not be negated by the manner in which the invention was made.

Claims 1-8 and 10-20 is/are rejected under 35 U.S.C. 103 as being unpatentable over Bae

(US 2007/0192462) in view of Shim (US 2013/0311611).

Per Claim 15:

Bae teaches receiving, at a server from a first device, an indication of a second device
selected, at the first device, for update; determining, by the server based on the received the state
information about the second device, that the second device is ready to perform an update;
sending, by the server to the first device, an indication that the second device is ready to perform
the update ([0043] One method is a polling method in which the application server 210 is the
subject of update determination according to the present invention. Steps 440 to 450 of FIG. 4
indicate the polling method. In the polling method, if the MHD 200 periodically transmits
bundle information, i.e., a bundle name and version information, to a repository URL of

the application server 210, the application server 210 determines whether a bundle version
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corresponding to the received bundle name has been updated. If an updated bundle exists,
the application server 210 informs the MHD 200 that an updated bundle exists and
transmits a location of the updated bundle to the MHD 200. In other words, if the MHD
200 transmits an update polling message to the application server 210 in step 440, the
application server 210 performs an update check in step 445 to directly determine whether
to perform an update process, and if the update process is necessary, the application server
210 transmits an update message to the MHD 200 in step 450. That is, the application server
210 determines whether an updated bundle per HND exists based on the bundle's information,
and if an updated bundle exists, the application server 210 transmits the updated bundle to the
MHD 200.); and receiving, by the server from the first device, an indication to update the second
device ([0045] Using any one of the above-described methods, before a bundle is downloaded
from a repository of the application server 210, a description of the version information
and the updated content of the bundle is transmitted. Accordingly, the MHD 200 displays
updated information in step 465, and the user can directly decide an update start operation
after checking the displayed information. That is, a menu is implemented for the user to
check whether bundles are updated and directly determine whether an updated bundle has
been downloaded by displaying update information of each of the bundles on the user
interface of the MHD 200. Using this menu, the user can check which function of which one
of the HNDs 200 is updated before an update process is performed, and if the user wants to
maintain a previous version, the user can reject the update process. [0046] To do this, the
MHD 200 determines in step 470 whether an update request is input from the user using an
update start menu on the user interface. If the update request is input as the determination

result, the MHD 200 transmits a get updated bundle file message to the application server
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210 in step 475. In response to the get updated bundle file message, the application server 210
transmits an updated bundle file to the MHD 200 in step 480. In other words, if the user finally
decides the update start operation, a Java archive Oar) file of a bundle is temporarily stored in the
MHD 200 from the repository of the application server 210. In step 485, the MHD 200 transmits
a send bundle repository location information message to the HND 220 to ask in which location
an updated bundle is stored. In response to the send bundle repository location information
message, the HND 220 requests the updated bundle file in step 490 and downloads the updated
bundle file via the MHD 200 in step 495. That is, the MHD 200 allows an HND 220 requiring an
update process to directly download a new bundle jar file and update an existing bundle jar file
by transmitting repository location information of a corresponding bindle to the HND 220. In
another embodiment, the MHD 200 updates an existing bundle jar file by overlapping the
existing bundle jar file through a file upload in a state of uninstalling a corresponding bundle of
an HND 220 requiring an update process using an upload function of a DLNA class.). Bae does
not explicitly teach sending, by the server to the second device, an indication signalling the
second device to send state information about the second device to the server; receiving, by the
server from the second device, the state information about the second device; and sending, by the
server to the second device, an indication to begin performing the update, wherein the second
device is configured to begin updating responsive to such an indication without any direct
interaction with the second device.

However, Shim teaches sending, by the server to the second device, an indication
signalling the second device to send state information about the second device to the server;
receiving, by the server from the second device, the state information about the second device;

and sending, by the server to the second device, an indication to begin performing the update,
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wherein the second device is configured to begin updating responsive to such an indication
without any direct interaction with the second device ([0142] Next, subsequent to receiving the
update request, the management server 200 transmits package 0 corresponding to a trigger
message to the electronic device 100 (S230), and receives package 1 containing device
credentials and device information from the electronic device 100 (S310). Then, the
management server 200 transmits package 2 containing server credentials, URL
information of the application program and a download start command to the electronic
device 100 (S320a). The electronic device 100 that has received the package 2 stores the
URL information of the application program (8325), and transmits package 3 to inform
that the update command has been stored through the package 2 (S360a). The
management server 200 transmits package 4 in response to the package 3 (S370). [0143]
Next, the electronic device 100 may perform a download process based on the stored URL
information according to the received application program update command. The
electronic device 100 requests a download descriptor (hereinafter, referred to as "DD") for the
application program to be downloaded using a URL of the DD extracted from the stored URL
information (S381), and receives DD for the application program to be downloaded from the
management server 200 (S382). Then, the electronic device 100 requests the application program
to be downloaded using a URL of the DD extracted from the stored URL information (S383),
and receives the application program to be downloaded from the management server 200
(5384).).

It would have been obvious to one having ordinary skill in the computer art before the
effective filing date of the claimed invention to modify the method disclosed by Bae to include

sending, by the server to the second device, an indication signalling the second device to send
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state information about the second device to the server; receiving, by the server from the second
device, the state information about the second device; and sending, by the server to the second
device, an indication to begin performing the update, wherein the second device is configured to
begin updating responsive to such an indication without any direct interaction with the second
device using the teaching of Shim. The modification would be obvious because one of ordinary
skill in the art would be motivated to allow processes such as firmware update or software

download to be carried out in a wireless manner (Shim, par. 0004).

Per Claim 16:

Shim teaches:

- receiving, by the server from the second device, one or more indications as to a status of the
performing of the update; and sending, by the server to the first device, information about the

performing of the update based on the one or more indications (par. 0141 and 0144).

Per Claim 17:

Shim teaches:

- wherein the state information about the second device indicates at least one of whether the
second device is ready to perform the update and whether the second device has downloaded the

update (par. 0144).

Per Claim 18:
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Shim teaches:

- wherein the second device is configured to download the update responsive to the indication to

begin performing the update (par. 0144).

Per Claim 19:

Shim teaches:

- wherein the indication of the second device selected for update further indicates authentication
information, the method further comprising: prior to sending the indication signalling the second
device to send the state information about the second device to the server, determining by the
server based on the authentication information that a user associated with the authentication

information is authorized to update the second device (par. 0099).

Per Claim 20:
This is a medium version of the claimed method discussed above (claim 15,
respectively), wherein all claim limitations also have been addressed and/or covered in cited

areas as set forth above. Thus, accordingly, this claim is also obvious.

Per Claim 1-2,5 & 7:

These are system versions of the claimed method discussed above (claims 15-16 and 18-
19, respectively), wherein all claim limitations also have been addressed and/or covered in cited

areas as set forth above. Thus, accordingly, these claims are also obvious.
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Per Claim 3-4:
These are system versions of the claimed method discussed above (claim 17), wherein all
claim limitations also have been addressed and/or covered in cited areas as set forth above.

Thus, accordingly, these claims are also obvious.

Per Claim 6:

Shim teaches:

- wherein the computer system communicates with each of the first and second devices via a
network, wherein the first and second devices cannot communicate directly with each other via

the network (par. 0046-0048).

Per Claim 8:

Bae teaches:

- wherein the first device is configured to provide a user interface, responsive to the indication
that the second device is ready to perform the update, for initiating the update of the second
device and wherein the first device is configured to send the indication to update the second

device responsive to initiation of the update via the user interface (par. 0045-0046).

Per Claim 10:

Bae teaches:
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- wherein the instructions that when executed by the processor further adapt the computer system
to, prior to receiving from the indication of the second device selected for update, send, to the
first device using the communications subsystem, a notification that the update is available for

the second device (par. 0042-0043).

Per Claim 11:

Shim teaches:

- further comprising sending an indication to the second device using the communications

subsystem, a notification that the update is available for the second device (par. 0142).

Per Claim 12:

Shim teaches:

- wherein the second device is configured to download the update responsive to the notification

that the update is available for the second device (par. 0142-0143).

Per Claim 13:

Bae teaches:

- wherein the first device is a smartphone (“... an MHD 200” in par. 0029 and see FIG. 2, item

200).
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Per Claim 14:

Bae teaches:

- wherein the second device is included in an Intemet-of-Things connected device (“... a

plurality of HNDs 220 ...” in par. 0029 and see FIG. 2, item 220).

Claims 9 is/are rejected under 35 U.S.C. 103 as being unpatentable over Bae (US
2007/0192462) in view of Shim (US 2013/0311611), and further in view of Maeda (US

2016/0277195).

Per Claim 9:

The rejection of claim 1 is incorporated, and further, Bae does not explicitly teach
wherein the sccond device 1s a component of another device and wherein determining that the
second device is ready to perform the update coraprises determining that the another device is
not in use. However, Maeda teaches wherein the second device is a component of
another device ({0068] FIG. 1 is a diagram illustrating the overall configuration of the
authentication systern 10 according to the present disclosure. The authentication system 10 18
configured including controliers 108, devices 206, servers 300, and a portal server 400, The
controllers 140a to b ave devices baving functions of controlling devices, The controllers
180 o b also have functions of connecting fo servers, transmitting information of home
electric applinnce devices to the server, receiving control reguests from the servers,

controlling the hewe electric appliance devices, and so forth. The devices 288a through ¢
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are home electric appliance devices and bousing facllity devices that collect device history
information, such as televisions, recorders, air conditioners, refrigerators, batieries, and so
forth, The servers 300a through ¢ are a contend sexver that distribaies condent, a rwanufacturer
server of a mannfacturer that manufactures home electric appliance devices, and a service server
of a service provider that provides services. As a specific example, history information of a
device i the home 18 transmitted 1o the controller, and the control wransmits history information
of the device (o the manufacturer server. Also, in a3 case where the service server 15 an elecinic
power company, the electric power company connects o the controller via a home smart meter
{omitted from illnstration}. The controller controls devices in the home based on electric power
information from the eleciric power company, and suppresses consuraption of electric power
within the horoe.} and wherein determining that the second device is ready to perform the
update comprises determining that the another device is not 1o ase (0296} (20) The CRL
updating processing in the above embodiments is performed when the new home appliance
device 200d is added to the avthentication system 10, but this is not restrictive. The CRL
version may be notified {o other devices within the authentication system 18 when the
power is turned on fo the device or when velurning from a sleep state, or when
reconnecting to the network, or notfification may be made periodically or af random
timings. Accordingly, in a case where the new home applinnce device 2004 is added to the
authentication system 14 in g state where the power Is off or In » sleep state, or cut off from
ihe network, the CRL can be updated. The new bome appliance device 2084 also can
upidaie the CRLs of devices having old CRL versions by notifying the CRL version ai the
above-described timings after conection o the authentication system 3, not just at the

tie of connection. ).
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It would have been obvious to one having ordinary skill in the computer art before the
effective filing date of the claimed invention to modify the system disclosed by Bae to include
wherein the second device 1s 3 component of another device and wherein determining that the
second device 13 ready to perform the update comprises determining that the another device is
not in use using the teaching of Maeda. The modification would be obvious because one of
ordinary skill in the art would be motivated to authenticate a home electric appliance device

(Maeda, par. 0006).

Conclusion

Any inquiry concerning this communication from the examiner should be directed to
Qamrun Nahar whose telephone number is (571) 272-3730. The examiner can normally be
reached on Mondays through Fridays from 10:00 AM to 6:30 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Emerson Puente, can be reached on (571) 272-3652. The fax phone number for the
organization where this application or processing is assigned is (571) 273-8300.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications
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may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Qamrun Nahar/
Primary Examiner, Art Unit 2196
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Jeffrey Tracey
Email: jtracey@rowandlaw.com
Direct No.: 416-479-8664

November 20, 2018

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
U.S.A.

Dear Sir/Madam:

RE: UNITED STATES: Application No. 16/054,004
Assignee: BlackBerry Limited
Inventor(s): WILLIS, Edward Snow, et al.
Title: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS
DEVICES
Our File: 101-0393USP1

This is in response to the Informational Notice to Applicant dated August 31, 2018. Enclosed
with this submission is a copy of the signed Declaration from inventors.

The fee under 37 CFR 1.16(f) for late filing of the declaration was submitted at the time of filing
on August 3, 2018. If any additional fees fall due in connection with the filing of this document,
the Commissioner is authorized to charge Deposit Account No. 50-5494.

Respectfully Submitted,
BlackBerry Limited

[effrey Tracey/

Jeffrey Tracey

Agent for Applicant
Registration No. 63,848

Rowand LLP
Suite 2302, 401 Bay St., PO Box 56, Toronto, Ontario, Canada M5H 2Y4

Telephone: (416) 479-8647
Fax: (416)363-8429
Email: mailbox@rowandlaw.com

& Onraria MTL VA
. Qnrario MEH &vg
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PTOAINGS (0612}

Apgpraved for use through 11/30/2020.. OMSB 0851-0032

L8, Patent and Trademark Office; .S, DEPARTMENT OF COMME

Under the Paperwork Reduction Act of 1995, ne persons are requived 16 respond 1o & collection of infarmation unless it dispiays 8 valid GMEB control numb

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76}

AR SSSSSS S

Tite of | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO

tnvention { INTERNET-OF-THINGS DEVICES

As the below named invenior, | hereby declare that:

This declaration | . i
is directed to: u The attached application, or
""" } 16/054,004

“““ 3 August 2018

filed on

The ahove-identified application was made or authorized to be made by me.

{ believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this deciaration is punishable under 18 U.5.C. 1001
by fine or imprisonment of not more than five (5) years, or both,

WARNING:

Petitioner/applicant is cautioned o avoid submitling personal information in documents filed in 3 patent application that may
contribute to identity theft, Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PT0-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTQ,
petitioners/applicants should consider redacting such perscnal information from the documenis before submitting them to the
USPTO. Petitioner/appiicant is advised that the record of a patent application is available to the public after publication of the
application {unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may alsc be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PT(0-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available,

LEGAL NAME OF INVENTOR

inventor:

Scott HUTCHENS ~ Date (Optional) :

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTOG/AIA/R1 form for each additional inventor,

This collection of information is requirad dy 35 U/S:C. 115 and 37 TFR .63, The information ia required to obiain &r ratain 8 henelit by the putiic which is to file (and
ny the USPTC to pracess) an apphication Condidentiality is governaed by 35 1180, 122 and 37 CFR 111 and 1.14. This callection is estimated te {ake 1 minute to
compigte, inciuding qath: , preparing, and submi nieled application form to {he LISPTG. Time will vary depending upon the case, Any
comments an the amourt of ime you requirs 1o campiets this form and/or suggsstions for reducing this burden, should be sent to the Chie! Information Officer, U45;
Patent and Trademark Office, U.8. Depariment of Commerce, PO, Box 1480, Afexandria, VA 22313-1456: OO NOT SEND FEES OR COMPLETED FORMS TQ
THIS ADDRESS, SEND T Commissioner for Patents, B.O. Box 14580, Alekandriz, VA 32313-1458.

f you nood assistance in compiating the form, calf 1.806-FTQ-2192 and seiact oplion 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-573) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please ba advised that: {1} the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.8. Patent and Trademark
Office is to process andjor examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the appiication or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses!

1.

7]

~

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act {5 U.S.C. 552) and the Privacy Act (§ U.8.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosuras to
opposing counsel in the course of seftlement negotiations,

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request invoiving an individual, to whom the record pertains, when the
individua! has requested assistance from the Member with respect to the subject matter of the
record,

A record in this system of records may be disciosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to § U.8.C. §52a{m).

A record related to an International Application filed under the Patent Cocperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.8.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U S.C. 2804 and 2808. Such disclosure ghall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any othar relevant { .e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
aeither pubiication of the application pursuant to 35 U.8.C. 122{b} or issuance of a patent
pursuant to 35 U.8.C. 151. Further, a record may be disciosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandonad or in which the proceedings were terminated and which application is
referenced by either a published appiication, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or focal law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of iaw or reguiation.
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Doc code: Cath
Document Bescription: Oath or declaration filed _ )
PTO/AIAD2 (07-13)
Approved for use through 11/30/2026. OMB 0651-0032
U.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Redustion Act of 1885, no nersons are required to respond to a collection of information uniess it displays a valid OME contro! number:

SUBSTITUTE STATEMENT IN LIEU OF AN CATH OR DECLARATION FOR UTILITY

Tile of | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
Invention | INTERNET-OF-THINGS DEVICES

This statement is directed to:

{ The attached application,

- 16/054,004 __ 08-03-2018 |

@United States application or PCT international application number

LEGAL NAME of inventor to whom this substitute statement applies:
{E.g9., Given Name (ﬁrst and middie (if any)) and Family Name or Surname)
Conrad Delbert Seaman

Residence {except for a deceased or legally incapacitated inventor);

Ottawa ON | Canada

City State L outny
Mailing Address (except for a deceased or legally incapacitated inventor):

2115 Chalmers Road

Qttawa QN Zip K1H 6K4 Ccunt;}’ CA

ity State

| | believe the above-named inventor or joint inventor to be the original inventor or an original joint inventor of a claimed invention
in the application.

The above-identified application was made or authorized fo be made by me.

| hereby acknowledge that any willful false statement made in this statement is punishable under 18 U.8.C. 1001 by fine or
imprisonment of not more than five (5) years, or both.

Relationship to the inventor to whom this substitute statement applies:

[: Legal Representative (for deceased or legally incapacitated inventor only),

Py

i Assignes,

i Person to whom the inventor is under an obligation to assign,

[Page 1 of 2]

This coliection of information is required by 35 U.8.C: 115 and 37 CFR 1.63. The information is reguired to obtain or retain a benefit by the public which is to file {and
by the USPTO to process) an application: Confidentiality is governed by 35 U:S.C. 122 and 37 CFR 1.11 and 1.14. This collection is sstimated to take 1 minute to
compiete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in compiefing the form, cail 1-800-PT(-8189 and select option 2.
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PTO/SB/AIADZ (07-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

SUBSTITUTE STATEMENT

. Circumstances pérmitting execution of this substitute statement:
D Inventor is deceased,
L] inventor is under legal incapacity,
ﬂ Inventor cannot be found or reached after diligent effort, or
@ Inventor has refused to execute the cath or declaration under 37 CFR 1.63.
if there are joint inventors, please check the appropriate box below:

An application data sheet under 37 CFR 1.76 (PTO/AIA/14 or equivalent) naming the entire inventive entity has been
or is currently submitted.

OR
D An application data sheet under 37 CFR 1.76 (PTO/AIA/14 or equivalent) has not been submitted. Thus, a Substitute

Statement Supplemental Sheet (PTO/AIA/11 or equivalent) naming the entire inventive entity and providing inventor
information is attached. See 37 CFR 1.64(b).

WARNING:

Petitionerfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PT0-2038 submitted for payment purposes) is never required by the USPTO
o support a petition or an application. if this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PT0-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

PERSON EXECUTING THIS SUBSTITUTE STATEMENT:

name: OtEVE Rali

Date (Optional);

o —

Signature: I
APPLICANT NAME AND TITLE OF PERSON EXECUTING THIS SUBSTITUTE STATEMENT:
{if the applicant is a juristic entity, list the applicant name and the title of the signer:

BlackBerry Limited

Applicant Name:

TRiE Of Poraon BXSOUING A . b . e e
§{ This Substitute St’atament:.AUthonzed Signing Officer

THS igner Whose Title 1S SUpDIed Ahove. 18 auRonzed 1o a0t ON LeRal of e anpican.
Residence of the signer (unless provided in an application data sheet, s?mmwm or equivaiart):

» Waterloo se ON caunyCaNada

Maulmg Address of the signer (unless provided in an application data sheet, PTOIAIAI14 or eqguivalent}
2200 University Ave. E.

oy Waterloo ON ., N2K 0A7 Canada

State Country
Note: Use an additional PTO/AIA/Q2 fonn for each inventor who is deceased, Iegaily incapacitated, cannot be found or reached
after diligent effort, or has refused to execute the oath or declaration under 37 CFR 1 83.
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PTO/AIAIDT (06-12)

Approved for use through 11/30/2020: OMB 06851-0032

4.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond te a collection of information uniess it displays a valid CMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPUCATEON USENG AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of }SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
invention { INTERNET-OF-THINGS DEVICES

As the below named inventor, | hereby declare that:

Eé?éfggr@fm { | The attached application, or
E@ United States application or PCT international application nun",i‘;er”1 6’Q54=004
filed on 3 August 2018

The above-identified application was made or authorized {o be made by me.

| believe that | am the original inventor or an original joint inventor of & claimed invention in the application,

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5} years, or both.

WARNING:

1§ Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may

contribute fo identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application.. If this type of personal information is included in documents submitied to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
appiication {unfess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a

patent. Furthermere, the record from an abandoned application may also be available to the public if the application is
referenﬁed in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorizat

tion forms
PT0O-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Hashim MO?@_{:{H‘!FF@GQADER] Date (Qptional) :_/ci - 5. 2el§

Inventor:.

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), inciuding naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/D1 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 8nd 37 CFR 1:53: The infarmation is requ red to ebiam or retain a banefit by the publ & which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C.122 and 37 CFR 1411 and 1.14. This coliection is estimated to take 1 minute to
complete, inciuding gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case: Any
commants on the amount of time you require to complete this form and/or suggestions for reducing this burden, shouid be sent o the Chief Information Officer, U.S.
Patent and Trademark Office, U:S, Department of Commerce, P.Q. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in complefing the form, cail 1-800-FTO-8199 and select option 2.
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PTO/AIAIT (06-12)

Approved for use through 11/30/2020. OMB 0851-0032

U.5. Patent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond o a collection of information uniess it displays a valid OMS contral number.

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN Y
APPLICATION DATA SHEET (37 CFR 1.76)

Tile of | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
invention | INTERNET-OF-THINGS DEVICES

As the below named inventor, | hereby deciare that:

| This declaration [} " ot

| is directed to- g:; The attached application, or

@S United States application or PCT international application number
3 August 2018

16/054,004

filed on

The above-identified application was made or authorized to be made by me.

| befieve that | am the original inventor or an criginai joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of nat more than five (8) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submiiting parsonal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTQO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is inciuded in documents submitied to the USPTO,
petitioners/applicants should consider redacting such personal information from the documenis before submitting them {o the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (uniess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issuad patent (see 37 CFR 1.14). Checks and credii card authorization forms
PT0-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

inventor: David Alan }NQUS Date (Optional) ;
e “ \ B
Signature:\x \ By e TR ‘ \\&

Note: An apptication data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/G1 form for each additional inventor.

This coliection of information is required by 35 U.8.C. 115 and 37 CFR 1.83. The information is required to obtain or retain a benefit by the public which is tc file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U 8.C, 122 and 37 CFR 1.11 and 1.14. This coliection is estimated to take 1 minute to
complete, inciuding gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S: Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TC
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you nead assistance in compieting the form, calf 1-800-PTQ-9198 and sefect oplion 2.
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Privacy Act Statement

The Privacy Act of 1874 {P.L. 83-578} requires that you be given certain information in connection
with your subinission of the attached form ralatad lo a patent application or patent. Aasdrdingly,
pursuant ko the reduirements of the Act, please b advissd that: (1) the general authoiy for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary;
and {3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is o process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able io
process and/or examine your submission, which may resuit in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this systemn of records may be disclosad, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settiement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1874, as
amended, pursuant io 5 U.8.C. 552a(m).

A record related to an International Application filed under the Patent Cocperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Ldinperation Treaty.

A record in this system of records may be disclosed, as a routine use, to ancther federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from #his system of records may be disclosed, as a routine use, to the Adminisirator,
General Services, or hisfher designee, during an inspection of records conducted by GSA as
part of that agency's responsibility io recommend improvements in fecords managemsnt
practices and programs, under authority of 44 U.S.C. 2809 and 2005 Such disciosure shall
be made in accordance with the GSA reguiations governing inspaction of recards for this
purpose, and any other relevant (i.e., GSA or Commaerce) directive. Such disciosure shall not
be used to make determinations about individuals.

A record from this system of records may be disciosed, as a routine use, to the public after
either publication of the application pursuani to 35 U.5.C. 122(b) or issuance of a patent
pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disciosed, as a routine use, to a Federal, Stats,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIAGY (08-12)

Approved for use through 11/30/2020. . OMB 0651-0032

U.S. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Papenvork Reduction Act of 1995, no persons are required to respond {o 2 collection of informaticn unless it displays a valid OMB control number,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

.
RN RN

: SYSTEM AND METHOD FOR CONTROLLING UPDATES TO
INTERNET-OF-THINGS DEVICES

Title of
invention

As the below named inventor, | hereby declare that:

This declaration

is directed fo: The attached apgplication, or

16/054,004

United States application or PCT international application number

3 August 2018

filed on

1 The above-identified application was made or authorized {o be made by me.

| | believe that | am the eriginal inventor or an original joint inventar of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.8.C. 1001
4 by fine or impriscnment of not more than five (3} years, or both,

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute io identity thefi, Parsonal information such as social security numbers, bank account numbers, or cradit card numbers
(other than a check or credit card authorization form PT(Q-2038 subrnitted for payment purposes) is never required by the USPTO
to suppont a petiticn or an application. If this type of parsonal information is included in documents submitted to the USPTQ,
petitioners/appiicants should consider redacting such perscnal information from the documents before submitting them o the
USPTO. Petitioner/applicant is advised that the record of 2 patent application is avaiiable to the public after publication of the

1 application {unless a non-publication raquest in compliance with 37 CFR 1.213(a} is made in the application) or issuance of a
patent, Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent {ses 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

venior Chfistg‘pher Scott TRéVES‘?\%‘,\\.. y Date (Optional) ¢
Signature: , {.{;‘awﬁm«wmmw

Note: An application data sheet (PTC/SR/14 or equivalent), including naming the entire inventive enfity, must accompany this form or must have
haen previously filed. Use an additional PTO/AIA/GY form for each additional inventor,

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63,. The information is required to obtain or retain a benefit by the public which is to fite (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.11 and 1,14, This collection is estimated to take 1 minute io
compiete, including gathering, preparing, and submitting the completed application form to the LUSPTQ, Time will vary depsnding upon the individual case. Any
comments on the amount of time you requirs to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S,
Patent and Trademark Office, U.S. Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO

THIS ADDRESS, SEND TQ: Commissioner for Patents, P.0O. Box 1450, Alexandria, VA 22313-1450.
if you nead assistance in completing the form, call 1-800-FT0-8198 and sefect cption 2
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection
with your submizsin of the attached for reated 1o a patent application or patent. Accordingly,
nuesuant to the requiremants of the Act, please ba advisad that: (1) the general autharily for the
soltzcion of tis infornvation is 35 U8 G 3{B)(R):{2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. if you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be abie to
progess and/or examine your submission, which may result in termination of procaedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

~

The infoermation on this form will be treated confidentially to the extent allowed under the
Freedom of information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
discloswre of thoserreeords is required by the Freadsnyof nfaimation Act.

A recard from fids systém of records may be disclosed, as @ routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, inciuding disclosures to
opposing counsel in the course of seftlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, o a contractor of the
Agency having need for the information in order to perform a coniract. Recipiants of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
dnerigéd, purseant to 8 U.S.C. 552a{(m).

& recordd reliad to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the international Bureau of the
World Intellectual Fropesty Orgarization, pursuant to th Patent Codperation Treaty.

Axgrord in this sysiem of sacords may by distiosed, an @ souting usg, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disciosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend Impiovsrments ifi fetords managament
practices and programs, under authority of 44 U.S.C. 2904 and 2908, Such disclnsure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosurs shall riot
be used to make determinations about individuals.

A record from this systemn of records may be disclosed, as a routine use, fo the public after
either pubiication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as @ routine {ve, to the public if the renord was filed in an application which

tacame abandpnsd or i which the proceeilings were tarminated and which appifcation is

referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Faderal, State,
or ocal law enforcement agency, if the USPTO becomes aware of a violation or potential
viclation of law or regulation.
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PTO/AIAIGT (08-12)

Approved for use through 11/30/2020. OME 0651-0032

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond to a collection of information unless it displays a valid QME controi number,

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of ROLLING UPDATES TO

invention

INTERNET-OF-THINGS DEVICES

As the below named inventor, | hereby declare that:

This declaration {1 11 attached appiication, or

is directed to: :
""" 16/054,004

[@E United States application or PCT international application number

3 August 2018

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| nereby acknowledge that any wiliful faise statement made in this deciaration is punishabie under 18 U.8.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautionad to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account nurmbers, or credit card numbers
 (viher thin a check o oradit sand authorization form PTO-I038 submitted for payment purposes) ia naver raquired by the USPTO
o suoport a pefition oran application. 1 this type of personal informatian is ncludad in docursents submitted to the USPTO,
petitionars/applinants should consider redacting such personal fornation o the desurnts hefore subnitilig thany fothe
USPTO. Pefitioner/applicant is advised that the racord of 2 patent spplisation i avallable to thepublic afier puliication ofthe
application (uniess a non-pubiication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
palent. Furthermore, the record from an abandoned application may also b availabie o ths public if the applicalionis
refaranced in a published application or an issued patent (see 37 CFR 1.14). :‘Checks and eradit vard authorization fores
PTO-2038 submitted for payment purposes are not retained in the application file and therstore are not publicly available.

LEGAL NAME OF INVENTOR

Edward Snow WILLIS .
o e it B i

Signature: §

Inventor: Date (Optional) ...

Note: An application data sheet (PTO/SBE/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
baen previously filed. Use an additional PTO/AIA/D1 form for each additional inventor,

This collection of information is required by 38 U.S.C. 115 and 37 CFR 1.83. The information is required to obtain or retain a benefit by the public which is io file {and
by the USPTO to process) an applicaticn. Confidentiality is governad by 35 U.8.C. 122 and 37 CFR 1,11 and 1.14, This coliection is estimated (o take 1 minute to
complete, including gathering, preparing, and submitling the compieted application form to the USPTO. Time wilt vary depending upon the individual case. Any
cormments on the amount of ime you require fo complete this form and/or suggestions for reducing this burden, should be sentio the Chief Information Officer, U.S.
Patent and Trademark Office, U.S, Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PT0-8199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 83-578) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submissicon, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6§ U.S.C. 552} and the Privacy Act (5§ U.S.C 552a). Racords from
this system of records may be disclosed o the Department of Justice o determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disciosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of seftlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Mamber of
Congress submitting a request involving an individual, 1o whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order {o perform a contract. Reacipients of
information shall be required to comply with the requiremenis of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routing use, to the international Bureau of the
World inteliectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this sysiem of records may be disclosed, as a routine use, to ancther federal
agency for purposes of National Security review (35 U.8.C. 181) and for review pursuant (o
the Atomic Energy Act (42 U.S.C. 218(c}).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.5.C. 2804 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (/.e., GSA or Commaerce) directive. Such disclosure shall not
be used to make determinations about individuais.

A record from this system of records may be disclosed, as a routine use, o the public after
either publication of the application pursuant to 35 U.8.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject io the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published applicaticn, an application open to public inspaction or an
issued patent. :
A record from this system of records may be disclosed, as a routine use, o a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.

Exhibit 1002
NRG Energy, Inc. et al. v. Malikie Innovations Limited
0292



Electronic Acknowledgement Receipt

EFS ID: 34356435
Application Number: 16054004
International Application Number:
Confirmation Number: 6713

Title of Invention:

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-
THINGS DEVICES

First Named Inventor/Applicant Name:

Edward Snow Willis

Customer Number:

14551

Filer:

Jeffrey Michael Tracey/Joanna Poon

Filer Authorized By:

Jeffrey Michael Tracey

Attorney Docket Number:

101-0393USP1

Receipt Date: 20-NOV-2018
Filing Date: 03-AUG-2018
Time Stamp: 09:45:56

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes Multi Pages
u Document Description File Name ile Size( y M " I. . 9
Number Message Digest | Part/.zip| (if appl.)
162335
50468-US-
1 Transmittal Letter PAT_2018-11-20_USPTOLTR_D no 1
ECL.pdf d9b21934b88a854cb025de70f300baef4bh)
2e28b
Warnings:
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Information:

910917
50468-US-
2 QOath or Declaration filed PAT_2018-09-12_DEC_SIGNED no 11
_ALL.pdf ab37d6feb0026df852ed6d950269e595e1
e85fb
Warnings:
Information:
Total Files Size (in bytes){ 1073252

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
16/054,004 08/03/2018 Edward Snow Willis 101-0393USP1
CONFIRMATION NO. 6713

14551 INFORMAL NOTICE
Rowand LLP (BlackBerry)
Suite 900, 357 Bay St R AP0 OO
Toronto, ON M5H 2T7 00e000T0TRAs6/
CANADA

Date Mailed: 08/31/2018

INFORMATIONAL NOTICE TO APPLICANT

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

« A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Edward Snow Willis
David Alan Inglis
Hashim Mohammad Qaderi
Scott Hutchens
Christopher Scott Travers
Conrad Delbert Seaman

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/thaile/
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/054,004
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
o ) B ot (0 N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), (i), or (m) N/A N/A N/A N/A 660
EXAMINATION FEE
O EE N/A N/A N/A N/A 760
TOTAL CLAIMS ]
(37 CFR 1.16()) 20 minus 20= OR [x 100 0.00
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 3 minus 3 = x 460 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
LU Total . i - =
s (37 CF(:H 16(7)) Mins OR |x
% Independent * Minus | ** =
G| wrcrrRi8n) OR |x
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | ** =
S | w@rorrism) OR |x
% Independent * Minus | ** = OR .
w (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
16/054,004 08/03/2018 2676 1880 101-0393USP1 20
CONFIRMATION NO. 6713
14551 FILING RECEIPT

Suits 500, 357 Bay St OO0 B A

Toronto, ON M5H 2T7
CANADA

Date Mailed: 08/31/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Edward Snow Willis, Ottawa, CANADA;
David Alan Inglis, Stittsville, CANADA,;
Hashim Mohammad Qaderi, Kitchener, CANADA,;
Scott Hutchens, Ottawa, CANADA,;
Christopher Scott Travers, Ottawa, CANADA;
Conrad Delbert Seaman, Ottawa, CANADA,;
Applicant(s)
BlackBerry Limited, Waterloo, CANADA
Assignment For Published Patent Application
BlackBerry Limited, Waterloo, CANADA

Power of Attorney: The patent practitioners associated with Customer Number 14551

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 08/29/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/054,004

Projected Publication Date: 02/06/2020
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES
Preliminary Class

358
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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SYSTEM AND METHOD FOR CONTROLLING
UPDATES TO INTERNET-OF-THINGS DEVICES

FIELD

[0001] This relates to updating software and, more particularly, to initiating and

controlling the application of updates for Internet-of-Things devices.
BACKGROUND

[0002] Software updates can be performed for a variety of reasons including, for

example, to correct issues or defects or to provide new features or functionality.

[0003] In recent years, many conventional devices such as, for example, cars, washing
machines, refrigerators, and the like, have been enhanced with the addition of embedded

computing devices.

[0004] Software, including firmware, included in embedded computing devices may
require periodic updates. Currently such updates may be provided by bringing updated software
to a device such as by way of portable media. For example, an update may be written to a USB
thumb drive using a desktop or laptop computer and then the USB thumb drive may be brought
to the device to perform the update. In the case of consumer devices, for example, this can be
cumbersome. Moreover, as Internet-of-Things devices continue to become more common, the
need to visit and operate/interact with each such device in order to periodically update it
becomes increasingly cumbersome. Furthermore, in some cases to apply those updates may
require the use of a specialized hardware or even, potentially, the services of a specialized

technician may be required.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Reference will now be made, by way of example, to the accompanying drawings
in which:
[0006] FIG. 1 illustrates a simplified schematic operation diagram illustrating an

arrangement of computing devices in the operating environment of an example embodiment;
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[0007] FIG. 2 illustrates another arrangement of the computing devices of FIG. 1;

[0008] FIG. 3 shows a simplified high-level block diagram of an example computing
device;
[0009] FIG. 4 depicts a simplified software organization of the example computing

device of FIG. 3;

[0010] FIG. 5 is a diagram illustrating communications between the computing devices
of FIG. 1; and
[0011] FIG. 6 is a flow chart illustrating an example method of one of the computing

devices of FIG. 1.
DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0012] Internet-of-Things (IoT) devices are devices including enhanced embedded
computing devices featuring hardware and software allowing Internet connectivity. IoT devices
may provide additional functionality as compared to similar non- IoT device such as, for
example, similar devices including embedded computing devices. Additionally or alternatively,

IoT devices may serve new or additional purposes not previously addressed by non-IoT devices.

[0013] Due to the availability of network connectivity in IoT devices, it is possible to

update IoT devices online.

[0014] In one aspect, there is provided a computer system. The computer system includes
a processor, a communications subsystem, and a non-transitory computer-readable storage
medium. The non-transitory computer-readable storage medium stores instructions that when
executed by the processor adapt the computer system to: receive, from a first device using the
communications subsystem, an indication of a second device selected, at the first device, for
update; send, to the second device using the communications subsystem, an indication signalling
the second device to send state information about the second device; receive, from the second
device using the communications subsystem, the state information about the second device;

determine, by the processor based on the state information about the second device, that the
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second device is ready to perform an update; send, to the first device using the communications
subsystem, an indication that the second device is ready to perform an update; receive, from the
first device using the communications subsystem, an indication to update the second device; and
send, to the second device using the communications subsystem, an indication to begin
performing the update, wherein the second device is configured to begin updating responsive to

such an indication without any direct interaction with the second device.

[0015] In another aspect, there is provided a computer-implemented method. The method
includes receiving, at a server from a first device, an indication of a second device selected, at
the first device, for update; sending, by the server to the second device, an indication signalling
the second device to send state information about the second device to the server; receiving, by
the server from the second device, the state information about the second device; determining, by
the server based on the received the state information about the second device, that the second
device is ready to perform an update; sending, by the server to the first device, an indication that
the second device is ready to perform the update; receiving, by the server from the first device,
an indication to update the second device; and sending, by the server to the second device, an
indication to begin performing the update, wherein the second device is configured to begin

updating responsive to such an indication without any direct interaction with the second device.

[0016] In another aspect, there is provided a non-transitory computer-readable storage
medium. The medium stores instructions that when executed by a processor of a computer
system adapt the computer system to: receive, from a first device, an indication of a second
device selected, at the first device, for update; send, to the second device, an indication signalling
the second device to send state information about the second device; receive, from the second
device, the state information about the second device; determine, by the processor based on the
state information about the second device, that the second device is ready to perform an update;
send, to the first device, an indication that the second device is ready to perform the update;
receive, from the first device, an indication to update the second device; and send, to the second
device, an indication to begin performing the update, wherein the second device is configured to
begin updating responsive to such an indication without any direct interaction with the second

device.
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[0017] It may be that a user is only in a position to interact with the user-interface of a
device (if any such Ul exists) at times when they are intending to use it. For example, a user may
only visit their washing machine when they have laundry to be done. In another example, a user
may only get in her car if she is intending to take it for a ride. Conveniently, according to various
embodiments, a user may initiate updating of a device such as, for example, an IoT device using

a device remote from that device.

[0018] Additionally or alternatively, it may be that a device (such as an IoT device) is not
capable of providing a rich user interface as would allow appropriate review and control of
updating. For example, an IoT device may include no or only a small display screen on which
information about an update can be reviewed. Additionally or alternatively, it may be that a user
would prefer to be able to review such information using a more familiar device such as, for
example, at a convenient time or place. Conveniently, according to various embodiments, a user
may be able to remotely initiate and control updating of a device such as, for example, an IoT

device.

[0019] Additionally or alternatively, update of a device may make it unusable for its
usual or intended purposes for at least a portion of a period in which the update is being retrieved
and applied to the device. Conveniently, according to various embodiments, a user may be able
to control when updates are applied to prevent a device being unavailable at an inconvenient
time due to an update. For example, a user may be able to control when an update is applied to a
washing machine to avoid updating it if they have an urgent wash load. In another example, a
user may be able to control an update of their vehicle to avoid updating it if they are planning to

take it out to run an errand.

[0020] Other aspects and features of the present application will be understood by those
of ordinary skill in the art from a review of the following description of examples in conjunction

with the accompanying figures.

[0021] In the present application, the term “and/or” is intended to cover all possible
combinations and sub-combinations of the listed elements, including any one of the listed
clements alone, any sub-combination, or all of the elements, and without necessarily excluding

additional elements.
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[0022] In the present application, the phrase “at least one of... or...” is intended to cover
any one or more of the listed elements, including any one of the listed elements alone, any sub-
combination, or all of the elements, without necessarily excluding any additional elements, and

without necessarily requiring all of the elements.

[0023] FIG. 1 illustrates a simplified schematic operation diagram illustrating an

arrangement of computing devices in the operating environment of an example embodiment.

[0024] As illustrated, a first device 100, a switchboard server 110, and a second device

120 are in communication via a network 130.

[0025] Each of the first device 100, the switchboard server 110, and the second device
120 may be in geographically disparate locations. Put differently, one of the first device 100, the
switchboard server 110, and the second device 120 may be remote to others of the first device

100, the switchboard server 110, and the second device 120.

[0026] For example, it may be that first device is located in one part of a user’s home or
business, the second device 120 may be carried by a user from place to place, and the

switchboard server 110 may be hosted in a data center.

[0027] The first device 100 is or includes a computing device. The first device 100 may,
as illustrated, be a smartphone. However, the first device 100 may be a device of another type
such as, for example, a personal computer, a laptop computer, a tablet computer, a notebook
computer, a hand-held computer, a personal digital assistant, a wearable computing device (e.g.,
a smart watch, a wearable activity monitor, wearable smart jewelry, and glasses and other optical
devices that include optical head-mounted displays), or any other type of computing device that
may be configured to store data and software instructions, and execute software instructions to

perform operations consistent with disclosed embodiments.

[0028] The switchboard server 110 is a server computer system adapted for providing
services to various client devices including the first device 100 and the second device 120.
Computer systems may include one or more computing devices. For example, a computer system

may include multiple computing devices such as, for example, database servers, compute
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servers, and the like. The multiple computing devices may be in communication using a
computer network. For example, computing devices may communicate using a local-area
network (LAN). Computer systems may include multiple computing devices organized in a
tiered arrangement. For example, a computer system may include middle-tier and back-end
computing devices. A computer system may be a cluster formed of a plurality of interoperating

computing devices.

[0029] The second device 120 includes a computing device. It may be that the second
device 120 is an IoT (Internet of Things) device such, for example, a vehicle, an appliance such
as, for example, a washing machine or a refrigerator, a smart device, a connected device, a
building such as, for example, a home, an Enterprise of Things (EoT) devices (i.e., an IoT device
in an enterprise) or a node or combination thereof. Vehicles includes motor vehicles (e.g.,
automobiles, cars, trucks, buses, motorcycles, etc.), aircraft (e.g., airplanes, unmanned aecrial
vehicles, unmanned aircraft systems, drones, helicopters, etc.), spacecraft (e.g., spaceplanes,
space shuttles, space capsules, space stations, satellites, etc.), watercraft (e.g., ships, boats,
hovercraft, submarines, etc.), railed vehicles (e.g., trains and trams, etc.), and other types of
vehicles including any combinations of any of the foregoing, whether currently existing or after

arising. It may be that the second device 120 is a component of another device.

[0030] As further described below, the switchboard server 110 communicates with the
first device 100 and the second device 120 to facilitate initiation and control update of the second

device 120 as directed by the first device 100.

[0031] FIG. 2 illustrates another example arrangement of the computing devices of FIG.
1. In some embodiments, it may be that one or both of the first device 100 and the second device
120 is not directly addressable on the network 130. For example, one or both of the first device
100 and the second device 120 may have an address in a private address space not routable from
the network 130. In a particular example, where the network 130 is the Internet, it may be that
the Internet Protocol (IP) address(es) assigned to one or both of the first device 100 and the
second device 120 is in a private address space. For example, it may, as illustrated, be that the IP
address of the switchboard server 110 is a globally addressable IP address in an IP address space

200. By contrast, the IP addresses of the first device 100 and the second device 120 may be
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private addresses in a private address space 210 and a private address space 220, respectively.
For example, this may occur if a device is accessing the address via a router employing network
address translation (NAT) techniques. Conveniently, in such a scenario, the switchboard server
110 is reachable / addressable directly by either of the first device 100 and the second device
120. Accordingly, it may be that the first device 100 and the second device 120 communicate via
the switchboard server 110, which can act as a relay. Further, as described below, techniques may
be employed that take advantage of the fact that the switchboard server 110 is directly
addressable in order to facilitate communication between various of the first device 100, the

switchboard server 110, and the second device 120.

[0032] As noted above, each of the first device 100, the switchboard server 110, and the
second device 120 is or may include a computing device. FIG. 3 is a high-level operation
diagram of an example computing device 300. Example computing device 300 may be an
example of one or more of the switchboard server 110, the first device 100, and the second
device 120. As will be discussed in greater detail below, each of the switchboard server 110, the
first device 100, and the second device 120 includes software that adapts it to perform a

particular function.

[0033] The example computing device 300 includes a variety of modules. For example,
as illustrated, the example computing device 300 may include a processor 310, a memory 320,
and a communications subsystem 330. As illustrated, the foregoing example modules of the

example computing device 300 are in communication over a bus 340.

[0034] The processor 310 is or includes a hardware processor and may, for example, be
or include one or more processors using ARM, x86, MIPS, or PowerPC (TM) instruction sets.
For example, the processor 310 may be or include Intel (TM) Core (TM) processors, Qualcomm

(TM) Snapdragon (TM) processors, or the like.

[0035] The memory 320 may include random access memory, read-only memory,
persistent storage such as, for example, flash memory, a solid-state drive or the like. Read-only
memory and persistent storage are a computer-readable medium. A computer-readable medium
may be organized using a file system such as may be administered by an operating system

governing overall operation of the first device 100.
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[0036] The communications subsystem 330 allows the example computing device 300 to
communicate with other computing devices and/or various communications networks. For
example, the communications subsystem 330 may allow the example computing device 300 to
send or receive communications signals. Communications signals may be sent or received
according to one or more protocols or according to one or more standards. For example, the
communications subsystem 330 may allow the example computing device 300 to communicate
via a cellular data network, such as for example, according to one or more standards such as, for
example, Global System for Mobile Communications (GSM), Code Division Multiple Access
(CDMA), Evolution Data Optimized (EVDO), Long-term Evolution (LTE) or the like.
Additionally or alternatively, the communications subsystem 330 may allow the example
computing device 300 to communicate via Wi-Fi (TM), using Bluetooth (TM) or via some
combination of one or more networks or protocols. All or a portion of the communications
subsystem 330 may be integrated into a component of the example computing device 300. For

example, the communications subsystem may be integrated into a communications chipset.

[0037] Software comprising instructions is executed by the processor 310 from a
computer-readable medium. For example, software may be loaded into random-access memory
from persistent storage of the memory 320. Additionally or alternatively, instructions may be

executed by the processor 310 directly from read-only memory of the memory 320.

[0038] FIG. 4 depicts a simplified organization of software components stored in the
memory 320 of the first device 100. As illustrated these software components include an

operating system 400 and an application 410.

[0039] The operating system 400 comprises software and may comprise, for example,
software such as, for example, Android (TM), QNX (TM), Linux (TM), Apple(TM) iOS (TM),
Microsoft (TM) Windows (TM), or the like. The operating system 400 controls the overall
operation of the first device 100 and allows the application 410 to access the processor 310, the

memory 320, and the communications subsystem 330.

[0040] The application 410, comprises software that, in combination with the operating
system 400, adapts the first device 100 to operate as a device for various purposes. For example,

the application 410 may cooperate with the operating system 400 to adapt a suitable instance of
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the example computing device 300 to operate as the switchboard server 110, the first device 100,

or the second device 120.

[0041] Referring to FIG. 5, the operation of each of the switchboard server 110, the first
device 100, and the second device 120 will be described.

[0042] FIG. 5 illustrates a sequence diagram 500, similar to a Unified Modelling
Language (UML) sequence diagram, that shows how the first device 100, the switchboard server
110, and the second device 120 may communicate. In particular, the sequence diagram 500
depicts messages exchanged between the first device 100, the switchboard server 110, and the

second device 120 in initiating and controlling update of the second device 120.

[0043] In the following description of the sequence diagram 500, discussion is made of
various messages being sent and received via a computer network such as, for example, network
130. The exchanged messages may be implemented as messages. However, it may be that some
or all of the illustrated messages may not correspond to messages per se when sent over the
computer network but may instead be implemented using techniques such as for example remote

procedure calls (RPC) and/or web services application program interfaces (APIs).

[0044] The sequence diagram 500 presumes that bi-directional communication is
available at least between the first device 100 and the switchboard server 110 and between the
second device 120 and the switchboard server 110. Note, however, as further described below, it
is not required that the first device 100 and the second device 120 can communicate with one

another directly.

[0045] The sequence diagram 500 further presumes that an update is available for the
second device 120 and that this availability is known to at least the first device 100. The
availability of such an update may has been previously detected in a variety of manners such as,
for example, by periodic polling by one or more of the first device 100, the switchboard server
110, or the second device 120. For example, one or more of the first device 100, the switchboard
server 110, or the second device 120 may periodically poll an update server (not shown) such as
may be provided, for example, by a manufacturer of the second device 120. In another example,

it may be that a notification that an update is available is received by one or more of the first
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device 100, the switchboard server 110, or the second device 120 such as for example from such
an update server. In yet another example, it may be that updates for various devices including,
for example, the second device 120 are maintained by the switchboard server 110 for
distribution. The first device 100 may be provided with a notification that an update is available
by another computer system such as, for example, from the switchboard server 110, further to the
other computer system learning of the availability of the update. Put differently, another machine
such as, for example, the switchboard server 110, may send a notification that an update is

available for the second device 120 to the first device 100.

[0046] A user of the first device 100 may select to initiate the update of the second device
120. For example, a notification of the availability of the update of the second device 120 may be
provided to the user by a notification such as by way of, for example, a visual indication (e.g. via
the Android (TM) notification tray), an email, etc.. A user may then select to perform such an
update of the second device 120. Responsive to such a selection, the first device may send a
message 510 indicating that the second device 120 has been selected (at the first device 100) for
update to the switchboard server 110. As such, the switchboard server 110 may receive the
message 510 from the first device 100. For example, where the switchboard server 110 is or
includes a suitably configured instance of the example computing device 300, it may receive an
indication of the second device 120 being selected, at the first device 100, for update by way of

the communications subsystem 330.

[0047] Next, responsive to the message 510, the switchboard server 110 may, as
illustrated, send a message 520 to the second device 120. The message 520 may signal the

second device 120 to send state information about itself.

[0048] State information about the second device 120 may take a variety of forms and
may be specific to the nature of the second device. For example, where the second device 120 is
a refrigerator, it may indicate whether the compressor is currently running. In another example,
where the second device 120 is a washer or a dryer, it may indicate whether a cycle is currently
running. In yet another example, where the second device 120 is a vehicle the information may
include, for example, whether the car is in motion, whether it is fueled, a battery charge level,

and/or whether the engine is running.
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[0049] The second device 120 may send one or more messages 530 including state
information about itself to the switchboard server 110. As such, it may be that the switchboard
server 110 may receive state information one or more times from the second device 120. Such
state information may, for example, be received by way of the communications subsystem 330
where the switchboard server 110 is or includes a suitably configured instance of the example

computing device 300 as suggested above.

[0050] It may be that each of the one or more messages 530 is sent responsive to the
message 520. For example, the second device 120 may periodically transmit state information to
the switchboard server 110. Additionally or alternatively, the switchboard server 110 may
periodically send one or more further requests (not shown) akin to the message 520 triggering

sending of one or more of the messages 530.

[0051] The switchboard server 110 may determine, based on the received state
information about the second device 120 that the second device 120 is in a state where it may be
considered ready to perform an update. For example, where the switchboard server is or includes
a suitably configured instance of the example computing device 300, a determination may be

made by the processor 310.

[0052] For example, where the second device is a washer/dryer, determining that it is

ready for update may include detecting that no cycle is currently underway.

[0053] In another example, where the second device is a refrigerator, determining that it
is ready for update may include detecting that the compressor is not currently running or that a

frost-free freezer is not currently performing a de-icing operation.

[0054] In another example, where the second device 120 includes a battery, determining
that it is ready for update may include detecting that the battery is of a sufficient charge level or
that the device has been connected to mains power. For example, connection of the second

device 120 to a charger may be required to ready it for update.

[0055] In another example, determining that the second device 120 is ready for update

may include a determination that the second device 120 is in a suitable location. For example,
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where the second device 120 is a vehicle, determining that it is ready for update may include
determining that it is parked in a suitable location such as, for example, a lot, a garage, or an

owned parking spot.

[0056] In another example, where the second device 120 is a component of another
device, determining that the second device 120 is ready to perform an update may include
determining that that device is not in use. For example, where the second device 120 is a
component of a vehicle, determining that the second device 120 is ready to perform an update

may include determining that the vehicle is not in use.

[0057] It may, as noted above, be the case that the second device 120 is not directly
addressable by the switchboard server 110. As such, it may be that the second device 120
communicates periodically with the switchboard server 110 (i.e., polls) to determine whether any
messages are pending for it. Accordingly, the message 520 may be sent responsive to such a poll.
Additionally or alternatively, the second device 120 may maintain an open connection stream
with the switchboard server 110 for use in communicating therebetween. For example, where the
switchboard server 110 provides a web services API, the second device 120 may make an HTTP
GET request to which the switchboard server 110 later responds when it has a message to
communicate to the second device 120. For example, the message 520 may correspond to a

response to a such a “hanging GET”.

[0058] Responsive to the determination that the second device 120 is ready for update,
the switchboard server 110 may send a message 540 to the first device 100 indicating that the
second device 120 is ready to perform the update. For example, where the switchboard server
110 is or includes a suitably configured instance of the example computing device 300, it may

send such an indication using the communications subsystem 330.

[0059] Further to the message 540, the first device 100 may determine that the second

device 120 should begin performing the update.

[0060] For example, the first device 100 may provide a user interface responsive to the
message 540 allowing a user to start the update of the second device 120. As such, the first

device 100 may determine that the second device 120 should begin performing the update
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responsive to initiation of the update via such as user interface. Conveniently, in this way, a user
may initiate update of the second device 120 without the need to visiting or, potentially, even
entering into physical proximity with the second device 120. Instead, the user needs only use the
first device 100. Notably, where the first device 100 is a mobile device with wireless
connectivity such as, for example, a smartphone, this may even mean that the user can initiate
update of the second device 120 from practically any location of their choosing. More
particularly, update of the second device 120 is initiated by way of the first device 100, no
direction interaction with the second device 120 such by way of any physical interface elements
(e.g., buttons, keys, display mounted on the second device 120, etc.) is required to update the
second device 120. In other words, as further described below, after update of the second device
120 is initiated as a consequence of an indication sent from the first device 100 to the
switchboard server 110, update of the second device 120 will be performed without any direct
interaction with the second device 120 (e.g. interaction controls provided on / by the second
device 120, etc.). Put differently, the second device 120 is configured to begin performing the
update responsive to a corresponding indication without any interaction requiring an operator to
attend the second device 120. For example, the update will be triggered without an operator
providing any input to the second device 120 by way of a control panel, button, and/or user

interface, etc. thereof.

[0061] Furthermore, since, as noted above, providing such a user interface may allow a
user to initiate an update at a time of their choosing, such a user interface can also allow a user to
defer update of the second device 120 until a time the user finds convenient for update, even if
the switchboard server 110 considers it ready for update at an earlier time. Allowing a user to
deter update of the second device 120 until a time the user finds convenient for update may allow
initiation of the update to take into account information unknown to or not considered by the
switchboard server 110 such as, for example, that the user intends to use the second device 120
soon and that, therefore, update should be deferred. For example, where the second device 120 is
a washer or a dryer, the user may be planning to run a load and may, therefore, want to wait to
update the second device 120. In another example, where the second device 120 is a vehicle, the

user may be planning to take it out for a drive and may, therefore, want to defer update.
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[0062] Such a user interface may be the same user interface as was provided to allow the
user to select the second device 120 for update. For example, it may be that the user is provided a
list of devices available for update via the user interface. The user may then select a device for
update and be provided with a visual indication of whether the device is ready for update. Then,
upon receipt of the message 540 the user interface may be updated such as, for example, by
making an update control such as, for example, a button available such as, for example, by
adding such a control available in the user interface or by making an existing update control
active (e.g., not “greyed out”). Alternatively, such an update control may be made available in
advance but if a user attempts to activate it prematurely they may be provided with an

appropriate error and/or other feedback.

[0063] As noted above, it may be that the first device 100 is not directly addressable by
the switchboard server 110. Accordingly, it may be that techniques similar to those described
above in the context of the message 520 are employed. For example, it may be that a connection
to the switchboard server 110 is maintained. For example, the message 540 may correspond to a
communication over a channel that was opened between the first device 100 and the switchboard
server 110 to send communications corresponding to the message 510. In a particular example,
the message 510 may correspond to an HTTP GET that is then left hanging until a reply

(corresponding to the message 540) is sent.

[0064] Upon determining that the second device 120 should begin performing the update,
the first device 100 may send a message 550 to the switchboard server 110 indicating that the
second device 120 should be updated. As such, the switchboard server 110 may receive the
message 550 from the first device 100. For example, where the switchboard server 110 is or
includes a suitably configured instance of the example computing device 300, such an indication

may be received using the communications subsystem 330.

[0065] Responsive to the message 550, the switchboard server 110 may send a message
560 to the second device 120 indicating that the second device 120 should begin performing the
update.

[0066] Responsive to the message 560, the second device 120 may begin performing the
update.
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[0067] The second device 120 may download the update responsive to the message 560.
For example, the second device 120 may download the update from an update server (not
shown), either directly or through a relay. For example, the switchboard server 110 may act as a
relay. In another example, it may be that the second device 120 will download the update from
the switchboard server 110 responsive to the message 560. Alternatively, the second device 120
may have previously downloaded the update. For example, it may be that the second device 120
is configured to automatically download updates such as, for example, during idle periods. It
may be that the state information provided by the second device 120 (e.g. in the messages 530)
includes a status of any such download. Further, it may be that a determination that the second
device 120 is ready for update requires detecting or determining that any pending update has

been downloaded.

[0068] During the update, the second device 120 may send one or more messages (not
shown) indicating one or more of the initiation of the updating process, the progress of the
updating process (e.g., periodically),, and the completion thereof. Notably, responsive to such
messages, the switchboard server 110 may send one or more messages to the first device 100
(not shown) indicating initiation of the updating process, progress of the updating progress (e.g.,
periodically), and/or completion of the updating progress. Responsive to receiving such
messages may provide a user interface indication corresponding to the message. As such, a user
may monitor the status of an initiated update including to determine whether such an update has
been started, how quickly it is proceeding, and whether it is completed. Conveniently, in this
way, a user may determine whether the second device 120 is available for use after update

thereof has been initiated without the need to visit or attend the second device 120.

[0069] In some embodiments, the first device 100 may also receive an estimate of how
long the update will take to complete and/or may determine such an estimate based on received
information (e.g., based on progress updates). Conveniently, in this way, a user may determine
(by way of the first device 100) when a second device 120 will again be available for use after

update thereof has been initiated without the need to attend or visit the second device 120.

[0070] In some embodiments, user interface provided by the first device 100 may allow a

user to cancel update of the second device 120 after initiation. For example, it may be that update
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of the second device 120 can be canceled after initiation by way of user interface provided by the
first device 100 if the update of the second device 120 not yet started. Additionally or
alternatively, it may be that update of the second device 120 can canceled by way of such user
interface even after starting such as, for example, where the update process supports rollback of

partial updates.

[0071] It may be that the update cannot be performed by the second device 120 for
various reasons. For example, a failure may occur during applying the update. Additionally or
alternatively, it may be that following the second device 120 being determined to be ready to
perform the update and before the receipt and handling of the message 560, the second device
120 experiences a state change such that it is no longer ready to perform the update. Accordingly,
it may be that a message (not shown) indicating that the update cannot be performed or that the
update has failed is sent to the switchboard server 110 responsive to the message 560 and the
switchboard server 110 may, in turn, send a corresponding message to the first device 100. A
corresponding notification may then be provided to a user by the first device 100. Conveniently,
in this way, a user may be informed by way of the first device 100 if update of the second device

120 has failed without the need to attend or visit the second device 120.

[0072] It may be that the state information sent by the second device 120 to the
switchboard server 110 includes information about whether the second device 120 considers
itself to be in a state ready for update. The switchboard server 110 may then defer to the
determination of the second device 120 in making its determination as to whether the second
device is ready for update or, alternatively, may rely both on that state information and other state
information provided by the second device 120 is combination to determine whether the second
device 120 is in a condition ready for update based the state information. Conveniently, in this
way, considerations ignored by the second device 120 in making its determination may be
incorporated into the determination of its readiness for update by the switchboard server 110
while still leveraging the information about whether the second device 120 considers itself to be
in a state ready for update. Additionally, it may be that further information is received from other
sources that is factored into the determination. For example, it may be that information is
received indicating that maintenance has been scheduled for power or communications systems

affecting one or more of the first device 100, the switchboard server 110, and second device 120
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and that, therefore, it may be necessary or desirable to defer update being as readiness for update
may be impacted. Additionally or alternatively, it may be that information is received or obtained
indicating that an outage such as, for example, a communications outage is underway. Such an
interruption may impact readiness for update. For example, it may be that the update cannot be

accessed such as, for example, where it is to be downloaded subsequent to initiation of updating.

[0073] It may be that the first device 100 is authenticated by the switchboard server 110
as being authorized to update the second device 120. Authentication information may be sent by
the first device 100 to the switchboard server 110. For example, an indication that the second
device 120 has been selected for update (e.g. the message 510) may further indicate the
authentication information. The switchboard server 110 may condition sending any indication
signalling the second device 120 to send state information about the second device 120 to the
switchboard server 110 (e.g., the message 520) on the switchboard server 110 determining that
the authentication information indicates authorization to update the second device 120. For
example, the switchboard server 110 may determine based on the authentication information
whether a user associated with the authentication information is authorized to update the second
device 120. The switchboard server 110 may communicate with another server such as, for

example, an authentication server (not shown) to confirm such authorization.

[0074] As noted above, it may be that the first device 100 may provide a user interface
whereby a user could attempt to prematurely initiate an update and may receive a corresponding
error or explanation. For example, the user may receive an explanation as to why the device is
not available for update yet. It may, therefore, be that the switchboard server 110 may transmit
one or more periodic updates to the first device 100 following selection of the second device 120
for update and prior to it becoming ready for update providing an explanation and / or allowing
determination of an explanation of why the second device 120 may not be considered ready for

update.

[0075] The operation of the switchboard server 110 in initiating an update of the second
device 120 is described with reference to a flowchart 600 of FIG. 6. Operations 610 and onward

are performed by one or more processors of a computing device, such as for example the
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processor 310 of a suitably configured instance of the example computing device 300, executing

software such as, for example, a suitable instance of the application 410.

[0076] At the operation 610, the switchboard server 110 receives an indication of a
device selected for update. For example, it may be that the first device 100 may select from
amongst a variety of devices for which it may initiate an update. As such, the switchboard server
110 may receive a message indicating that a particular device to be considered the second device
120. Put differently, the switchboard server 110 may receive an indication such as, for example,
the message 510 described above and/or may handle such an indication in manners consistent

with the description of the handling of the message 510 above.

[0077] From the operation 610, control flow advances to an operation 620. At the
operation 620, the switchboard server 110 sends an indication to the selected device—i.e., the
second device 120—that it should send state information to the switchboard server 110. For
example, the switchboard server may send a message like the message 520 and/or consistent

with the description of the sending thereof above.

[0078] From the operation 620, control flow advances to an operation 630. At the
operation 630, the switchboard server 110 processes an indication of state information received
from the selected device. For example, the switchboard server 110 may receive and process a
message like one of the messages 530 and/or consistent with the description of the handling

thereof above.

[0079] From the operation 630, control flow advances to an operation 640. At the
operation 640 it is determined whether the selected device is ready for update consistent with

manners for determining whether the second device 120 is ready for update as described above.

[0080] From the operation 640, if it is determined that the selected device is ready for
update, control flow proceeds to an operation 650. Alternatively, if it is determined that the
selected device is not ready, control flow returns to the operation 630 to receive and process
further state information. For example, control flow may return to process a message like another

of the messages 530.
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[0081] At the operation 650, the switchboard server 110 sends an indication that the
selected device is ready to the device from which the indication was received at the operation
610. For example, it may be that the switchboard server 110 sends an indication to the first
device 100 such as, for example, a message as may be akin to the message 540 and/or may be

generated in manners consistent with the description of the sending of the message 540 above.

[0082] From the operation 650, control flow proceeds to an operation 660. Consistent
with the description above, it is the selecting device (e.g. the first device 100) that determines
when the update of the selected device should be initiated. As described above, this may, for
example, allow a user of the selecting device to identify an opportune time for update. Once a
determination that the second device should be updated is made, an indication thereof may be
sent to the switchboard server 110. Such an indication may then, for example, be received such
as by way of a message akin to the message 550 and/or may be processed consistent with the

description of handling of the message 550 above.

[0083] From the operation 660, control flow proceeds to an operation 670. At the
operation 670, the switchboard server 110 sends an indication to the device that it is to begin
updating itself consistent with the description of the message 560 (FIG. 5). Such an indication
may be, for example, be sent by way of a message akin to the message 560 and/or may be

generated in manners consistent with the description of the sending of the message 560 above.

[0084] It may be that additional or alternative operations to those illustrated in FIG. 2 are
performed by the switchboard server 110. For example, additional or alternative operations may

be performed consistent one or more of the variations discussed above as regards FIG. 5.

[0085] Further, as discussed above it may be that the first device 100 and the second
device 120 are not able to communicate directly via the network 130. A particular example of

such a scenario is shown in FIG. 2.

[0086] Example embodiments of the present application are not limited to any particular
operating system, system architecture, mobile device architecture, server architecture, or

computer programming language.
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[0087] The various embodiments presented above are merely examples and are in no way
meant to limit the scope of this application. Variations of the innovations described herein will be
apparent to persons of ordinary skill in the art, such variations being within the intended scope of
the present application. In particular, features from one or more of the above-described example
embodiments may be selected to create alternative example embodiments including a sub-
combination of features which may not be explicitly described above. In addition, features from
one or more of the above-described example embodiments may be selected and combined to
create alternative example embodiments including a combination of features which may not be
explicitly described above. Features suitable for such combinations and sub-combinations would
be readily apparent to persons skilled in the art upon review of the present application as a
whole. The subject matter described herein and in the recited claims intends to cover and

embrace all suitable changes in technology.
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What is claimed is:

1. A computer system comprising:

a processor;

a communications subsystem; and

a non-transitory computer-readable storage medium storing instructions that when
executed by the processor adapt the computer system to:

receive, from a first device using the communications subsystem, an indication of
a second device selected, at the first device, for update;

send, to the second device using the communications subsystem, an indication
signalling the second device to send state information about the second device;

receive, from the second device using the communications subsystem, the state
information about the second device;

determine, by the processor based on the state information about the second
device, that the second device is ready to perform an update;

send, to the first device using the communications subsystem, an indication that
the second device is ready to perform the update;

receive, from the first device using the communications subsystem, an indication
to update the second device; and

send, to the second device using the communications subsystem, an indication to
begin performing the update, wherein the second device is configured to begin updating

responsive to such an indication without any direct interaction with the second device.

2. The computer system of claim 1, wherein the instructions, when executed by the
processor, further adapt the computer system to:
receive, from the second device, one or more indications as to a status of the
performing of the update; and
send, to the first device, information about the performing of the update based on

the one or more indications.
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The computer system of claim 1, wherein the state information about the second device

indicates whether the second device is ready to perform the update.

The computer system of claim 1, wherein the state information about the second device

indicates whether the second device has downloaded the update.

The computer system of claim 1, wherein the second device is configured to download

the update responsive to the indication to begin performing the update.

The computer system of claim 1, wherein the computer system communicates with each
of the first and second devices via a network, wherein the first and second devices cannot

communicate directly with each other via the network.

The computer system of claim 1, wherein the indication of the second device selected for
update further indicates authentication information and wherein the instructions, when
executed by the processor, further adapt the computer system to:

prior to sending the indication signalling the second device to send the state
information about the second device, determine based on the authentication information
that a user associated with the authentication information is authorized to update the

second device.

The computer system of claim 1, wherein the first device is configured to provide a user
interface, responsive to the indication that the second device is ready to perform the
update, for initiating the update of the second device and wherein the first device is
configured to send the indication to update the second device responsive to initiation of

the update via the user interface.

The computer system of claim 1, wherein the second device is a component of another
device and wherein determining that the second device is ready to perform the update

comprises determining that the another device is not in use.
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10.

11.

12.

13.

14.

15.

The computer system of claim 1, wherein the instructions that when executed by the
processor further adapt the computer system to, prior to receiving from the indication of
the second device selected for update, send, to the first device using the communications

subsystem, a notification that the update is available for the second device.

The computer system of claim 10 further comprising sending an indication to the second
device using the communications subsystem, a notification that the update is available for

the second device.

The computer system of claim 11 wherein the second device is configured to download

the update responsive to the notification that the update is available for the second device.

The computer system of claim 1, wherein the first device is a smartphone.

The computer system of claim 1, wherein the second device is included in an Internet-of-

Things connected device.

A computer-implemented method comprising:

receiving, at a server from a first device, an indication of a second device
selected, at the first device, for update;

sending, by the server to the second device, an indication signalling the second
device to send state information about the second device to the server;

receiving, by the server from the second device, the state information about the
second device;

determining, by the server based on the received the state information about the
second device, that the second device is ready to perform an update;

sending, by the server to the first device, an indication that the second device is
ready to perform the update;

receiving, by the server from the first device, an indication to update the second

device; and
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16.

17.

18.

19.

20.

sending, by the server to the second device, an indication to begin performing the
update, wherein the second device is configured to begin updating responsive to such an

indication without any direct interaction with the second device.

The computer-implemented method of claim 15, further comprising:

receiving, by the server from the second device, one or more indications as to a
status of the performing of the update; and

sending, by the server to the first device, information about the performing of the

update based on the one or more indications.

The computer-implemented method of claim 15, wherein the state information about the
second device indicates at least one of whether the second device is ready to perform the

update and whether the second device has downloaded the update.

The computer-implemented method of claim 15, wherein the second device is configured

to download the update responsive to the indication to begin performing the update.

The computer-implemented method of claim 15, wherein the indication of the second
device selected for update further indicates authentication information, the method
further comprising:

prior to sending the indication signalling the second device to send the state
information about the second device to the server, determining by the server based on the
authentication information that a user associated with the authentication information is

authorized to update the second device.

A non-transitory computer-readable storage medium storing instructions that when
executed by a processor of a computer system adapt the computer system to:

receive, from a first device, an indication of a second device selected, at the first
device, for update;

send, to the second device, an indication signalling the second device to send state

information about the second device;
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receive, from the second device, the state information about the second device;

determine, by the processor based on the state information about the second
device, that the second device is ready to perform an update;

send, to the first device, an indication that the second device is ready to perform
the update;

receive, from the first device, an indication to update the second device; and

send, to the second device, an indication to begin performing the update, wherein
the second device is configured to begin updating responsive to such an indication

without any direct interaction with the second device.
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Abstract

A computer system includes a processor, a communications subsystem, and a non-transitory
computer-readable storage medium. The computer-readable medium stores instructions that
when executed by the processor adapt the computer system to receive an indication of a second
device selected, at a first device, for update; send an indication signalling the second device to
send state information about the second device; receive state information about the second
device; determine, based on the state information, that the second device is ready to perform an
update; send, to the first device, an indication that the second device is ready to perform the
update; receive, from the first device, an indication to update the second device; and, send a
corresponding indication to the second device. The second device is configured to begin
updating in response to such an indication without any direct interaction with it. Related methods

and computer-readable media are also described.
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entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |fJefirey Tracey/ Date (YYYY-MM-DD)| 2018-08-03
First Name Peffrey Last Name | ’Tracey Registration Number 3,848
Additional Signature may be generated within this form by selecting the Add button. Add
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | 101-0393USP1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SYSTEM AND METHOD FOR CONTROLLING UPDATES TO INTERNET-OF-THINGS DEVICES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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