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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.
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DEVICE ASSISTED SERVICES ACTIVITY MAP

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
61/206,354 (Attorney Docket No. RALEP001+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent
Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional
Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional
Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES
POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, U.S.
Provisional Patent Application No. 61/270,353 (Attorney Docket No. RALEP022+) entitled
DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING filed
on July 6, 2009, U.S. Provisional Patent Application No. 61/275,208 (Attorney Docket No.
RALEP023+) entitled ADAPTIVE AMBIENT SERVICES filed on August 25, 2009, U.S.
Provisional Patent Application No. 61/237,753 (Attorney Docket No. RALEP024+) entitled
ADAPTIVE AMBIENT SERVICES filed on August 28, 2009, and U.S. Provisional Patent
Application No. 61/252,153 (Attorney Docket No. RALEP026+) entitled DEVICE GROUP
PARTITIONS AND SETTLEMENT PLATFORM filed on October 15, 2009, which are

incorporated herein by reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] With the advent of mass market digital communications and content distribution,
many access networks such as wireless networks, cable networks and DSL (Digital Subscriber
Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-Data
Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax
(Worldwide Interoperability for Microwave Access), and Wi-Fi (Wireless Fidelity) wireless
networks increasingly becoming user capacity constrained. Although wireless network capacity

will increase with new higher capacity wireless radio access technologies, such as MIMO

Attorney Docket No. RALEP028+ 1 PATENT
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(Multiple-Input Multiple-Output), and with more frequency spectrum being deployed in the
future, these capacity gains are likely to be less than what is required to meet growing digital

networking demand.

[0003] Similarly, although wire line access networks, such as cable and DSL, can have
higher average capacity per user, wire line user service consumption habits are trending toward
very high bandwidth applications that can quickly consume the available capacity and degrade
overall network service experience. Because some components of service provider costs go up

with increasing bandwidth, this trend will also negatively impact service provider profits.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0005] Figure 1 illustrates a simplified (e.g., “flattened”) network architecture in

accordance with some embodiments.

[0006] Figure 2 illustrates another simplified (e.g., “flattened”) network architecture
including an MVNO (Mobile Virtual Network Operator) relationship in accordance with some

embodiments.

[0007] Figure 3 illustrates another simplified (e.g., “flattened’) network architecture

including two central providers in accordance with some embodiments.

[0008] Figure 4 illustrates a network architecture including a Universal Mobile
Telecommunications System (UMTS) overlay configuration in accordance with some

embodiments.

[0009] Figure 5 illustrates a network architecture including an Evolution Data Optimized

(EVDO) overlay configuration in accordance with some embodiments.

[0010] Figure 6 illustrates a network architecture including a 4G LTE and Wi-Fi overlay

configuration in accordance with some embodiments.

[0011] Figure 7 illustrates a network architecture including a WiMax and Wi-Fi overlay

configuration in accordance with some embodiments.

[0012] Figure 8 illustrates another simplified (e.g., “flattened’) network architecture
including multiple wireless access networks (e.g., 3G and 4G Wireless Wide Area Networks
(WWANS)) and multiple wire line networks (e.g., Data Over Cable Service Interface

Specification (DOCSIS) and Digital Subscriber Line Access Multiplexer (DSLAM) wire line

networks) in accordance with some embodiments.

Attorney Docket No. RALEP028+ 3 PATENT
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[0013] Figure 9 illustrates a hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0014] Figure 10 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0015] Figure 11 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0016] Figure 12 illustrates another hardware diagram of a device that includes a service

processor in accordance with some embodiments.

[0017] Figure 13 illustrates another hardware diagram of a device that includes a service
processor implemented in external memory of a System On Chip (SOC) in accordance with

some embodiments.

[0018] Figure 14 illustrates another hardware diagram of a device that includes a service
processor implemented in external memory of a System On Chip (SOC) in accordance with

some embodiments.

[0019] Figures 15A through 15C illustrate hardware diagrams of a device that include a
service processor and a bus structure extension using intermediate modem or networking device

combinations in accordance with various embodiments.

[0020] Figure 16 is a functional diagram illustrating a device based service processor

and a service controller in accordance with some embodiments.

[0021] Figure 17 is another functional diagram illustrating the device based service

processor and the service controller in accordance with some embodiments.

[0022] Figure 18 is another functional diagram illustrating the device based service
processor and the service controller in which the service processor controls the policy
implementation for multiple access network modems and technologies in accordance with some

embodiments.

Attorney Docket No. RALEP028+ 4 PATENT
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[0023] Figure 19 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0024] Figure 20 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0025] Figure 21 is another functional diagram illustrating the service processor and the

service controller in accordance with some embodiments.

[0026] Figures 22 through 22B provide tables summarizing various service processor
agents (and/or components/functions implemented in software and/or hardware) in accordance

with some embodiments.

[0027] Figure 23 provides a table summarizing various service controller server
elements (and/or components/functions implemented in software and/or hardware) in accordance

with some embodiments.

[0028] Figure 24 is a functional diagram illustrating the service control device link of the
service processor and the service control service link of the service controller in accordance with

some embodiments.

[0029] Figure 25 is a functional diagram illustrating framing structure of a service
processor communication frame and a service controller communication frame in accordance

with some embodiments.

[0030] Figures 26A through 26H provide tables summarizing various service processor

heartbeat functions and parameters in accordance with some embodiments.

[0031] Figures 27A through 27P provide tables summarizing various device based

service policy implementation verification techniques in accordance with some embodiments.

[0032] Figures 28A through 28E provide tables summarizing various techniques for
protecting the device based service policy from compromise in accordance with some

embodiments.

Attorney Docket No. RALEP028+ 5 PATENT
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[0033] Figure 29 is a functional diagram illustrating a device communications stack that
allows for implementing verifiable traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0034] Figure 30 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0035] Figure 31 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0036] Figure 32 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0037] Figure 33 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0038] Figure 34 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0039] Figure 35 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0040] Figure 36 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

[0041] Figure 37 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service

monitoring policy in accordance with some embodiments.

Attorney Docket No. RALEP028+ 6 PATENT
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[0042] Figure 38 is a functional diagram illustrating a device service processor packet

processing flow in accordance with some embodiments.

[0043] Figure 39 is another functional diagram illustrating the device service processor

packet processing flow in accordance with some embodiments.

[0044] Figure 40 is another functional diagram illustrating the device service processor

packet processing flow in accordance with some embodiments.

[0045] Figure 41 provides a table summarizing various privacy levels for service history

reporting in accordance with some embodiments.

[0046] Figures 42A through 42J provide tables summarizing various service policy

control commands in accordance with some embodiments.

[0047] Figures 43A through 43B are flow diagrams illustrating a flow diagram for a
service processor authorization sequence as shown in Figure 43A and a flow diagram for a
service controller authorization sequence as shown in Figure 43B in accordance with some

embodiments.

[0048] Figures 44A through 44B are flow diagrams illustrating a flow diagram for a
service processor activation sequence as shown in Figure 44A and a flow diagram for a service

controller activation sequence as shown in Figure 44B in accordance with some embodiments.

[0049] Figures 45A through 45B are flow diagrams illustrating a flow diagram for a
service processor access control sequence as shown in Figure 45A and a flow diagram for a
service controller access control sequence as shown in Figure 45B in accordance with some

embodiments.

[0050] Figure 46 is a functional diagram illustrating open, decentralized, device based

mobile commerce transactions in accordance with some embodiments.

[0051] Figures 47A through 47B are transactional diagrams illustrating open,
decentralized, device based mobile commerce transactions in accordance with some

embodiments.

Attorney Docket No. RALEP028+ 7 PATENT
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[0052] Figure 48 illustrates a network architecture including a service controller device
control system and a service controller analysis and management system in accordance with

some embodiments.

[0053] Figure 49 illustrates a network architecture for an open developer platform for

virtual service provider (VSP) partitioning in accordance with some embodiments.

[0054] Figure 50 illustrates a network architecture including a billing to service
controller interface for accommodating minimum changes in existing central billing, AAA

and/or other network components in accordance with some embodiments.

[0055] Figure 51 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage functions in accordance with some

embodiments.

[0056] Figure 52 illustrates a network architecture for locating service controller device

control functions in the access transport network in accordance with some embodiments.

[0057] Figure 53 illustrates a network architecture for locating service controller device

control functions in the radio access network in accordance with some embodiments.

[0058] Figure 54 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage including deep packet inspection

functions in accordance with some embodiments.

[0059] Figure 55 illustrates another network architecture for locating service controller
device control functions with AAA and network service usage including deep packet inspection

functions in accordance with some embodiments.

[0060] Figure 56 illustrates a 4G/3G/2G DPI/DPC enabled gateway in accordance with

some embodiments.

[0061] Figure 57 illustrates a network architecture including the VSP workstation server
in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

Attorney Docket No. RALEP028+ 8 PATENT
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[0062] Figure 58 illustrates another 4G/3G/2G DPI/DPC enabled gateway in accordance

with some embodiments.

[0063] Figure 59 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0064] Figure 60 illustrates a 4G/3G/2G DPI/DPC enabled gateway and service

controller device control system in accordance with some embodiments.

[0065] Figure 61 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0066] Figure 62 illustrates another 4G/3G/2G DPI/DPC enabled gateway and service

controller device control system in accordance with some embodiments.

[0067] Figure 63 illustrates another network architecture including the VSP workstation
server in communication with the 4G/3G/2G DPI/DPC gateways in accordance with some

embodiments.

[0068] Figure 64 illustrates another network architecture including a system located in
the manufacturing or distribution chain for the device that provides the device provisioning or
partial provisioning, and any pre-activation required for the device to later activate on the

network in accordance with some embodiments.

Attorney Docket No. RALEP028+ 9 PATENT
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DETAILED DESCRIPTION

[0069] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term ‘processor’ refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0070] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0071] With the development and increasing proliferation of mass market digital
communications and content distribution, communication network capacity gains are being
outpaced by growing digital networking demand. For example, some industry experts project
average wireless device usage of four devices per subscriber, with a mixture of general purpose
devices like smart phones and computers along with special purpose devices like music players,

electronic readers, connected (e.g., networked) cameras and connected gaming devices. In
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addition, wire line user service consumption habits are trending toward very high bandwidth
applications that can quickly consume the available capacity and degrade overall network service
experience if not efficiently managed. Because some components of service provider costs go

up with increasing bandwidth, this trend will also negatively impact service provider profits.

[0072] There is a need for a communication system and method that provides for flexible
service plans and management of user network services to provide consumer choice of more

refined service plan offerings and efficient management of network capacity.

[0073] Also, it is becoming increasingly important to more deeply manage the level of
services delivered to networked devices to provide cost effective services that match growing
digital networking usage patterns. For example, access providers can move away from only
billing for basic access and move toward billing for higher level service delivery with example
services including rich Internet access and email, application based billing, content distribution,
entertainment activities, information or content subscription or gaming. In addition, a growing
number of new special purpose and general purpose networked devices are fueling demand for
new service plans, for example, tailored to the new device usage models (€.g., a special service

plan for an e-book reader device).

[0074] As network capabilities grow and new networked device offerings grow, access
network service providers will realize increasing value in opening up their networks to allow
innovation and expanded offerings for network service consumers. However, opening up the
networks to provide efficient third party definition of alternative service and billing models
requires more flexible service and billing policy management solutions. For example, machine
to machine applications such as telemetry, surveillance, shipment tracking and two way power
control systems are example new applications that would require new offerings to make such
available to network service customers. The need to customize service offerings for these new
applications requires more efficient methods for defining, testing and launching new services
with more refined control of service functions and service costs. In some embodiments, this
means billing for different types of service elements, such as total traffic, content downloads,
application usage, information or content subscription services, people or asset tracking services,

real time machine to machine information or electronic commerce transactions.
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[0075] In some embodiments, network user capacity is increased and user service costs
are reduced by managing and billing for service consumption in a more refined manner (e.g., to
satisfy network neutrality requirements). By managing service consumption in a user friendly
manner, the overall service capacity required to satisfy the user device needs can be tailored
more closely to the needs of a given user thereby reducing user service costs and increasing
service provider profits. For example, managing service usage while maintaining user
satisfaction includes service usage policy implementation and policy management to identify,
manage and bill for service usage categories, such as total traffic consumption, content
downloads, application usage, information or content subscription services, electronic commerce
transactions, people or asset tracking services or machine to machine networking services. As
described herein, service activity is used to refer to any service usage or traffic usage that can be
associated with, for example, an application; a network communication end point, such as an
address, uniform resource locator (URL) or other identifier with which the device is
communicating; a traffic content type; a transaction where content or other material, information
or goods are transacted, purchased, reserved, ordered or exchanged; a download, upload or file
transfer; email, text, SMS, IMS or other messaging activity or usage; VOIP services; video
services; a device usage event that generates a billing event; service usage associated with a bill
by account activity (also referred to as billing by account) as described herein; device location;
device service usage patterns, device user interface (Ul) discovery patterns, content usage
patterns or other characterizations of device usage; or other categories of user or device activity
that can be identified, monitored, recorded, reported, controlled or processed in accordance with
a set of verifiable service control policies. As will be apparent to one of ordinary skill in the art
in view of the embodiments described herein, some embodiments identify various service
activities for the purpose of decomposing overall service usage into finer sub-categories of
activities that can be verifiably monitored, categorized, cataloged, reported, controlled,
monetized and used for end user notification in a manner that results in superior optimization of
the service capabilities for various levels of service cost or for various types of devices or
groups. In some embodiments, it will be apparent to one of ordinary skill in the art that the terms
service activity or service usage are associated with categorizing and possibly monitoring or
controlling data traffic, application usage, communication with certain network end points, or

transactions, and it will also be apparent that in some embodiments the term service activity is
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intended to include one or more of the broader aspects listed above. The shortened term service
usage can be used interchangeably with service activity, but neither term is intended in general to
exclude any aspect of the other. In some cases, where the terms service usage or service activity
are used, more specific descriptors such as traffic usage, application usage, website usage, and
other service usage examples are also used to provide more specific examples or focus in on a

particular element of the more encompassing terms.

[0076] In some embodiments, employing this level of service categorization and control
is accomplished in a manner that satisfies user preferences. In some embodiments, employing
this level of service categorization and control is accomplished in a manner that also satisfies
government rules or regulations regarding open access, for example, network neutrality
requirements. In some embodiments, service management solutions that also collect and/or
report user or device service usage or service activity behavior to determine how best to meet the
user’s simultancous desires for service quality and lower service costs are disclosed. For
example, such monitoring and reporting are accomplished in a manner that includes approval by
the user and in a manner that also protects the privacy of user information and service usage

behavior or service activity history.

[0077] In some embodiments, a system and method is disclosed for increasing network
user capacity for wireless networks in the face of increasing service demand per user by
providing for a greater number of base stations, also sometimes referred to as access points, base
terminals, terminal nodes or other well known acronyms, to be more casily and/or more cost
effectively deployed. For example, to simplify the process of deploying base stations, the
installation complexity and the network infrastructure required for the base station to obtain

backhaul service to the various networks that users desire to connect with are reduced.

[0078] In some embodiments, dense base station deployments are simplified by reducing
the requirement to aggregate or concentrate the base station traffic through a specific dedicated
core network infrastructure, so that the base stations connect to the desired user networks
through a more diverse set of local loop, back bone and core routing options. This approach also
reduces network infrastructure equipment, installation and maintenance costs. In some

embodiments, this is accomplished by distributing the network traffic policy implementation and
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control away from the core network by providing for more control for service policy
implementation and management on the end user device and, in some embodiments, in the end
user device with respect to certain service policies and the network (e.g., control plane servers)
with respect to other service policies. For example, this approach facilitates connecting the base
stations directly to the local loop Internet with a minimum of specific dedicated networking

infrastructure.

[0079] In some embodiments, service and transaction billing event capture and logging
are distributed to the device. For example, providing service and transaction billing event
capture and logging at the device provides a greater capability to monitor, classify and control
deeper aspects of service usage or service activity at the device as compared to the relatively less
capability for the same in the network infrastructure (e.g., for certain traffic flows, such as
encrypted traffic flows). Furthermore, billing at the device provides for very specialized with
many different billing and service plans for different device and service usage or service activity
scenario combinations without the problem of attempting to propagate and manage many
different deep packet inspection (DPI) and traffic shaping profiles in the networking equipment
infrastructure. For example, service billing at the device can provide for more sophisticated,

more specialized and more scalable billing and service plans.

[0080] Another form of billing that needs improvement is electronic commerce
transaction billing with device assisted central billing. Today, most central billing and content
distribution models require either centralized content distribution maintained by the central
service provider or central billing authority, or a centralized ecommerce website or portal traffic
aggregation system controlled by the central service provider or central billing provider, or both.
In such systems, content and transaction providers such as media providers, application
developers, entertainment providers, transaction website providers and others must adapt their
mainstream electronic offering and commerce systems, such as shopping experience websites, to
fit within the various proprietary customized infrastructure and content storage solutions for
ecommerce markets, such as BREW® (Binary Runtime Environment for Wireless from
Qualcomm® Inc.), Symbian OS (from Symbian Software Ltd) and Apple iPhone 3G App Store
(from Apple Inc.). This approach requires a large amount of unnecessary custom interface

development and stifles open market creativity for HTTP, WAP or portal/widget based shopping
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destinations and experiences. As disclosed below, a superior approach includes device based
transaction billing for an open ecosystem in which a central billing provider provides users and
ecommerce transaction providers with a central billing solution and experience that does not

require extensive custom development or ecommerce infrastructure interfacing.

[0081] In some embodiments, products that incorporate device assisted service policy
implementation, network services and service profiles (e.g., a service profile includes a set of one
or more service policy settings for the device for a service on the network) are disclosed, as
described below. For example, aspects of the service policy (e.g., a set of policies/policy settings
for the device for network services, typically referring to lower level settings, such as access
control settings, traffic control settings, billing system settings, user notification settings, user
privacy settings, user preference settings, authentication settings and admission control settings)
that are moved out of the core network and into the end user device include, for example, certain
lower level service policy implementations, service usage or service activity monitoring and
reporting including, for example, privacy filtering, customer resource management monitoring
and reporting including, for example, privacy filtering, adaptive service policy control, service
network access control services, service network authentication services, service network
admission control services, service billing, transaction billing, simplified service activation and
sign up, user service usage or service activity notification and service preference feedback and

other service capabilities.

[0082] As discussed below, product designs that move certain aspects of one or more of
these service profile or service policy implementation elements into the device provide several
advantageous solutions to the needs described above. For example, benefits of certain
embodiments include the ability to manage or bill for a richer and more varied set of network
services, better manage overall network capacity, better manage end user access costs, simplify
user or new device service activation, simplify development and deployment of new devices with
new service plans (e.g., service profile and billing/costs information associated with that service
profile), equip central service providers with more effective open access networks for new third
party solutions, simplify the equipment and processes necessary to deploy wireless base stations

and simplify the core networking equipment required to deploy certain access networks.
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[0083] As discussed below, there are two network types that are discussed: a central
provider network and a service provider network. The central provider network generally refers
to the access network required to connect the device to other networks. The central provider
network generally includes the physical layer, the Media Access Control (MAC) and the various
networking functions that can be implemented to perform authentication, authorization and
access control, and to route traffic to a network that connects to the control plane servers, as
discussed below. The service provider network generally refers to the network that includes the
control plane servers. In some embodiments, a central provider network and a service provider
network are the same, and in some embodiments, they are different. In some embodiments, the
owner or manager of the central provider network and the owner or manager of the service

provider network are the same, and in some embodiments, they are different.

[0084] In some embodiments, control of the device service policies is accomplished with
a set of service control plane servers that reside in the access network or any network that can be
reached by the device. This server based control plane architecture provides for a highly
efficient means of enabling third party control of services and billing, such as for central carrier
open development programs or Mobile Virtual Network Operator (MVNO) relationships. As
device processing and memory capacity expands, moving to this distributed service policy
processing architecture also becomes more efficient and economical. In some embodiments,
several aspects of user privacy and desired network neutrality are provided by enabling user
control of certain aspects of device based service usage or service activity reporting, traffic

reporting, service policy control and customer resource management (CRM) reporting.

[0085] In many access networks, such as wireless access networks, bandwidth capacity is
a valuable resource in the face of the increasing popularity of devices, applications and content
types that consume more bandwidth. To maintain reasonable service profit margins, a typical
present service provider practice is to charge enough per user for access to make service plans
profitable for the higher bandwidth users. However, this is not an optimal situation for users

who desire to pay less for lower bandwidth service usage or service activity scenarios.

[0086] Accordingly, in some embodiments, a range of service plan pricing can be

enabled that also maintains service profitability for the service provider, for example, by
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providing a more refined set of management and control capabilities for service profiles. For
example, this approach generally leads to service management or traffic shaping where certain
aspects of a service are controlled down based on service policies to lower levels of quality of
service. Generally, there are three problems that arise when these techniques are implemented.
The first problem is maintaining user privacy preferences in the reporting of service usage or
service activity required to set, manage or verify service policy implementation. This problem is
solved in a variety of ways by the embodiments described below with a combination of user
notification, preference feedback and approval for the level of traffic information the user is
comfortable or approves and the ability to filter service usage or service activity, in some
embodiments, specifically traffic usage or CRM reports so that only the level of information the
user prefers to share is communicated. The second problem is satisfying network neutrality
requirements in the way that traffic is shaped or services are managed. This problem is solved in
a variety of ways as described in the embodiments described below by empowering the user to
make the choices on how service usage, service activity, traffic usage or CRM data is managed
down to control costs, including embodiments on user notification and service policy preference
feedback. By allowing the user to decide how they want to spend and manage their service
allowance or resources, a more neutral or completely neutral approach to network usage can be
maintained by the service provider. The third problem is to help the user have an acceptable and
enjoyable service experience for the lower cost plans that will result in much wider scale
adoption of connected devices and applications but are more constrained on service activity
usage or options or bandwidth or traffic usage. As lower cost service plans are offered, including
plans where the basic connection service may be free, these service plans will require service
provider cost controls to maintain profitability or preserve network capacity that result in lower
limits on service usage or service activity. These lower service usage or service activity limit
plans will result in more users who are likely run over service usage limits and either experience
service shutdown or service cost overages unless they are provided with more capable means for
assistance on how to use and control usage for the lower cost services. This problem is solved in
a variety of ways with a rich collection of embodiments on user notification, service usage and
cost projection, user notification policy feedback, user service policy preference feedback, and
adaptive traffic shaping or service policy implementation. As described herein, some

embodiments allow a wide range of flexible and verifiable service plan and service profile
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implementations ranging from examples such as free ambient services that are perhaps sponsored
by transaction revenues and/or bill by account sponsored service partner revenues, to
intermediately priced plans for basic access services for mass market user devices or machine to
machine communication devices, to more expensive plans with very high levels of service usage
or service activity limits or no limits at all. Several bill by account embodiments also provide for
the cataloging of service usage that is not a direct benefit to end users but is needed for basic
maintenance of the device control channels and access network connection, so that the
maintenance traffic service cost can be removed from the user billing or billed to non-user
accounts used to track or account for such service costs. These embodiments and others result in
a service usage or service activity control capability that provides more attractive device and
service alternatives to end users while maintaining profitability for service providers and their

partners.

[0087] In some embodiments, the above described various embodiments for device based
service policy and/or service profile communications control are implemented using network
based service control, for example, for satisfying various network neutrality and/or privacy
requirements, based on indication(s) received from the device (e.g., user input provided using the
device Ul using the service processor) and network based service control (e.g., using a DPI

service monitor or DPC policy implementation and/or other network elements).

[0088] In some embodiments, a virtual network overlay includes a device service
processor, a network service controller and a control plane communication link to manage
various aspects of device based network service policy implementation. In some embodiments,
the virtual network overlay networking solution is applied to an existing hierarchical network
(e.g., for wireless services), and in some embodiments, is applied to simplify or flatten the
network architecture as will be further described below. In some embodiments, the large
majority of the complex data path network processing required to implement the richer service
management objectives of existing hierarchical networks (e.g., for wireless services) are moved
into the device, leaving less data path processing required in the edge network and in some cases
even less in the core network. Because the control plane traffic between the service control
servers and the device agents that implement service policies can be several orders of magnitude

slower than the data plane traffic, service control server network placement and back-haul
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infrastructure is much less performance sensitive than the data plane network. In some
embodiments, as described further below, this architecture can be overlaid onto all the important
existing access network architectures used today. In some embodiments, this architecture can be
employed to greatly simplify core access network routing and data plane traffic forwarding and
management. For example, in the case of wireless networks, the incorporation of device assisted
service policy implementation architectures can result in base stations that directly connect to the
Internet local loop and the data traffic does not need to be concentrated into a dedicated core
network. This results, for example, in a large reduction in backhaul cost, core network cost and
maintenance cost. These cost savings can be re-deployed to purchase and install more base
stations with smaller cells, which results in higher data capacity for the access network leading to
better user experience, more useful applications and lower service costs. This flattened
networking architecture also results in latency reduction as fewer routes are needed to move
traffic through the Internet. In some embodiments, the present invention provides the necessary
teaching to enable this powerful transformation of centralized network service architectures to a

more distributed device based service architectures.

[0089] Device based billing can be compromised, hacked and/or spoofed in many
different ways. Merely determining that billing reports are being received from the device, that
the device agent software is present and properly configured (e.g., the billing agent is present and
properly configured) is insufficient and easily spoofed (e.g., by spoofing the agent itself,
providing spoofed billing reports using a spoofed billing agent or providing spoofed agent
configurations). Accordingly, in some embodiments, verifiable device assisted and/or network
based service policy implementation is provided. For example, verifiable service usage and/or

service usage billing can be provided as described herein with respect to various embodiments.

[0090] While much of the below discussion and embodiments described below focus on
paid service networks, those of ordinary skill in the art will appreciate that many of the
embodiments also apply to other networks, such as enterprise networks. For example, the same
device assisted network services that create access control services, ambient activation services
and other service profiles can be used by corporate IT managers to create a controlled cost
service policy network for corporate mobile devices. As another example, embodiments

described below for providing end user service control can also allow a service provider to offer
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parental controls by providing parents with access to a website with a web page that controls the

policy settings for the access control networking service for a child’s device.

[0091] Network Architecture for Device Assisted/Based Service Control

[0092] Figure 1 illustrates a simplified (e.g., “flattened”) network architecture in
accordance with some embodiments. As shown, this provides for a simplified service
infrastructure that exemplifies a simplified and “flattened” network architecture in accordance
with some embodiments that is advantageous for wireless network architectures. This also
reduces the need for complex data path protocol interaction between the base station and network
infrastructure. For example, in contrast to a complex edge and core network infrastructure
connecting base stations to the central service provider network, as shown the base stations 125
are connected directly to the Internet 120 via firewalls 124 (in some embodiments, the base
stations 125 include the firewall functionality 124). Accordingly, in some embodiments, a
central provider network is no longer required to route, forward, inspect or manipulate data plane
traffic, because data plane traffic policy implementation is conducted in the device 100 by the
service processor 115. However, it is still an option, in some embodiments, to bring data plane
traffic in from the base stations 125 to a central provider network using either open or secure
Internet routing if desired. Base station control plane communication for access network AAA
(Authentication, Authorization, and Accounting) server 121, DNS/DHCP (Domain Name
System/Dynamic Host Configuration Protocol) server 126, mobile wireless center 132
(sometimes referenced to in part as a home location register (HLR) or other acronym) or other
necessary functions are accomplished, for example, with a secure IP tunnel or TCP connection
between the central provider network and the base stations. The base station 125 is used to refer
to multiple base station embodiments where the base station itself is directly connected to the
RAN, or where the base station connects to a base station controller or base station aggregator
function that in turn connects to the RAN, and all such configurations are collectively referred to
herein as base station 125 in Figure 1 and most figures that follow that reference base station 125

as described below.

[0093] As shown, the central provider access network is both 3G and 4G capable, the
devices 100 can be either 3G, 4G or multi-mode 3G and 4G. Those of ordinary skill in the art
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will also appreciate that in the more general case, the network could be 2G, 3G and 4G capable,
or the device could be 2G, 3G and 4G capable with all or a subset of Global System for Mobile
(GSM), General Packet Radio Service (GPRS), Code Division Multiple Access (CDMA) 1X,
High Speed Packet Access (HSPA), Evolution Data Optimized (EVDO), Long Term Evolution
(LTE) and WiMax modem capability. If the devices are single mode, then the 3G devices 100
will be activated with a service profile applied to service processor 115 that is consistent with the
3G network capacity and speed, and the 4G devices will be activated with service profiles
applied to service processor 115 that are consistent with 4G network capacity and speed. In both
cases, the same service controller 122 manages services for both sets of devices in accordance
with some embodiments. If the devices are multimode, then the service processor 115 can be
activated with a dual mode service profile capability in which the service profile for 3G offers a
similar rich set of services as the service profile for 4G but with, for example, scaled back
bandwidth. For example, this approach is allows central providers to offer a richer set of service
offerings with 3G and then migrate the same set of service offerings to 4G but with higher
performance. In particular, this approach allows 3G to 4G rich service migration to occur, for
example, with the only change being the increased bandwidth settings in the service profiles that

will be available in 4G at the same cost as 3G with lower service profile bandwidth settings.

[0094] In some embodiments, if the devices are multimode, a network selection policy
implementation within service processor 115 is provided, or in some embodiments, a network
selection policy is driven by policy decisions made in service controller 122 based on service
availability reports received from service processor 115. The network selection policy allows the
selection of the network that corresponds to the most desirable service profile to meet the user’s
service preferences. For example, if the user specifies, within the framework of the service
notification and user preference feedback embodiments described below, that maximum
performance is the most important factor in selecting which access network to connect to, then
the best profile is likely to be the 4G network as 4G is typically faster, except perhaps, for
example, if the device 100 is closer to the 3G base station so that there is a much stronger signal
or if the 4G network is much more heavily loaded than the 3G network. On the other hand, if the
user preference set specifies cost as the most important factor, then depending on the central

provider service costs the 3G network may prove to be the most desirable service profile. This is
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a simple example and many other selection criteria are possible in the network selection

embodiment as discussed further below.

[0095] Network Based Service Usage Monitoring for Verification and Other
Purposes
[0096] In some embodiments, if the base station data plane traffic is transmitted via the

Internet 120 as discussed above, then IPDRs (Internet Protocol Detail Records, also sometimes
and interchangeably referred to herein as Charging Data Records or CDRs, which as used herein
refer to any network measure of service usage or service activity for voice and/or data traffic
(e.g., IPDRs can include a time stamp, a device ID, and various levels of network measures of
service usage for the device associated with that device ID, such as perhaps total traffic usage,
network destination, time of day or device location)) are generated by and collected from the
access network equipment. Depending on the specific network configuration, as discussed
herein, for a WWAN network the IPDRs can be generated by one or more of the following: base
station 125, RAN or transport gateways and AAA 121. In some access network embodiments,
the IPDRs are transmitted to equipment functions that aggregated the IPDRs for the purpose of
service billing and other functions. Aggregation can occur in the AAA, the transport gateways
or other functions including the billing system 123. As discussed below, it is often the case that
the IPDRs is assumed to be obtained from the AAA server 121 and/or a service usage data store
118 (e.g., a real-time service usage collection stored in a database or a delayed feed service usage
collection stored in a database), or some other network function. However, this does not imply
that the IPDRs may not be obtained from a variety of other network functions, and in some
embodiments, the IPDRs are obtained from other network functions as disclosed herein. In some
embodiments, existing IPDR sources are utilized to obtain network based service usage measures
for multiple purposes including but not limited to service policy or profile implementation
verification, triggering service verification error responds actions, and service notification
synchronization. Certain types of IPDRs can be based on, or based in part on, what are
sometimes referred to as CDRs (Charging Data Records, which can track charges for voice and
data usage) or modifications of CDRs. Although the capability to monitor, categorize, catalog,
report and control service usage or service activity is in general higher on the device than it is in

the network, and, as described herein, device based service monitoring or control assistance is in
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some ways desirable as compared to network based implementations, as described herein many
embodiments take advantage of network based service monitoring or control to augment device
assisted service monitoring or control and vice versa. For example, even though many
embodiments work very well with minimal IPDR service usage or service activity information
that is already available in a network, deeper levels of IPDR packet inspection information in
general enable deeper levels of service monitoring or service control verification, which can be
desirable in some embodiments. As another example, deeper levels of network capability to
control service usage or service activity can provide for more sophisticated error handling in
some embodiments, for example, providing for more options of the Switched Port Analyzer
(SPAN) and network quarantine embodiments as described herein. As another example, in some
embodiments it is advantageous to take advantage of network based service monitoring or
control for those service aspects the network is capable of supporting, while using device
assisted service monitoring or control for the service aspects advantageously implemented on the

device.

[0097] In some embodiments, where base station data plane traffic is backhauled and
concentrated in a central provider core network 110, then the IPDRs can originate in the base
stations or a router or gateway in the central provider network 110, and the IPDRs are collected
at the AAA server 121 and stored in the service usage data store 118. In some embodiments, the
central billing system 123 collects the IPDRs from the AAA server 121 for service billing
accounting purposes. In some embodiments, a central billing system 123 collects the IPDRs
directly from the initial IPDR source or some other aggregator. In some embodiments, outside
partners like MVNOSs gain access to the IPDRs from the central billing system 123. As
discussed below, it 1s assumed that the IPDRs are obtained from the AAA server 121, and it is

understood that the source of the IPDRs is interchangeable in the embodiments.

[0098] In some embodiments, the IPDR information is used by the service processor 115,
the service controller 122 and/or other network apparatus or device apparatus to implement
service control verification is provided as described below. In some embodiments, an IPDR
feed (e.g., also referred to as a charging data record (CDR)) flows between network elements.
For example, an IPDR feed can flow from the RAN gateway 410 (¢.g., SGSN 410, BSC packet
control 510 or RNC 512) and the transport gateway 420 (e.g., GGSN or PDSN). In other
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embodiments, the IPDRs originate and flow from the base station 125 or some other
component/element in the network. In some embodiments, one or more of these IPDR feeds is
transmitted to an IPDR aggregation function (e.g., also referred to as a charging gateway). For
example, this aggregation function can be located in the AAA 121, in the mobile wireless center
132 (and/or in the home location register (HLR) or other similar function referred to by other
common industry names), in the transport gateway 420, or in some other network element. This
aggregation function collects the IPDR feeds into a database with an entry for each device 100.
In some embodiments, an intermediate aggregation function is provided that feeds a higher level
aggregation function, for example, the transport gateway 420 can receive IPDR feeds from the
RAN gateway 410 or the base station 125 before sending them to another aggregation function.
At some point in time (e.g., at the end of a specified time period, at the end of a device network
connection session and/or at a specified time of day), the IPDR aggregation function sends
summary information or detailed information of the IPDRs for a given device or group of
devices to the billing system for billing and/or reconciliation. In some embodiments, in which
the IPDR aggregation feed to the billing system is frequent enough for one or more of the IPDR
information purposes described herein, the IPDR feed for the service controller 122 is derived
from the aggregated feed, either by having the billing system 123 transmit it to the service
controller 122, or by copying it from the IPDR aggregation function.

[0099] In some embodiments, the IPDR feed is obtained from the network function that
is generating or aggregating the IPDR feed as described herein. In some embodiments, the IPDR
feed is copied from the aggregation function in a manner that does not interrupt the operation of
the network. For example, a switch based port analysis function can be used to copy the traffic
to a traffic analysis or server element that filters out the IPDR traffic and records it to a data base
that is then either pushed to the service controller 122 (or any other network element that uses
IPDR information as described herein), or is queried by the service controller 122 (or any other
function that uses the IPDR information as described herein). In some embodiments, if the
aggregated IPDR information transmitted to the billing system is delayed from real-time traffic
usage events by an amount of time that is, for example, too long for desired operation, or for any
other reason that makes it less desirable to obtain the IPDR information from the same
aggregated feed used for the billing system 123, the IPDR information can be collected from one

or more of the sources discussed above including, for example, from another aggregation point
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(e.g., the feed to the charging gateway, AAA server and/or mobile wireless center/HLR), one or
more of the gateways 410, 420, 508, 512, 520, 608, 612, 620, 708, 712, 720 the base station 125
and/or another network element. In some embodiments, the IPDR feeds from these or other
network functions are copied to a database as described above, which is either pushed or queried
to get the information to the service controller 122 or other network elements that request the

IPDR information.

[00100] In some embodiments, the service processor 115 includes various components,
such as device agents, that perform service policy implementation or management functions. In
some embodiments, these functions include service policy or implementation verification,
service policy implementation tamper prevention, service allowance or denial, application access
control, traffic control, network access control services, various network authentication services,
service control plane communication, device heartbeat services, service billing, transaction
billing, simplified activation services and/or other service implementations or service policy
implementations. It will be apparent to those of ordinary skill in the art that the division in
functionality between one device agent and another is a design choice, that the functional lines
can be re-drawn in any technically feasible way that the product designers see fit, and that the
placing divisions on the naming and functional breakouts for device agents aids in
understanding, although in more complex embodiments, for example, it can make sense to the
product designer to break out device agent functionality specifications in some other manner in

order to manage development specification and testing complexity and workflow.

[00101] In some embodiments, network control of the service policy settings and services
as discussed above is accomplished with the service controller 122 which in various
embodiments includes one or more server functions. As with the service processor 115 agent
naming and functional break out, it is understood that service controller 122 server naming and
functional breakout is also a design choice and is provided mainly to aid in the discussion. It
will be apparent to those of ordinary skill in the art that the server names and functional
breakouts do not imply that each name is an individual server, and, for example, a single named
function in the various embodiments can be implemented on multiple servers, or multiple named

functions in the various embodiments can be implemented on a single server.
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[00102] As shown, there are multiple open content transaction partner sites 134 (e.g., open
content transaction servers), which represent the websites or experience portals offered by
content partners or ecommerce transaction partners of the service provider. For example,
transaction servers 134 can provide an electronic commerce offering and transaction platform to
the device. In some embodiments, the central provider has ownership and management of the
service controller 122, so the central provider and the service provider are the same, but as
discussed below the service provider that uses the service controller 122 to manage the device
services by way of service processor 115 is not always the same as the central provider who

provides the access network services.

[00103] In some embodiments, further distribution of central provider access networking
functions such as access network AAA server 121, DNS/DHCP server 126, and other functions
are provided in the base stations 125. In some embodiments, network based device service
suspend/resume control are also provided in the base stations 125 (or in some embodiments, for
hierarchical or overlay networks, this function is provided by one or more of the following:

RAN gateways, transport gateways, AAA 121 or some other network function). As shown, the
following are connected (e.g., in network communication with) the central provider network 110:
central provider billing system 123, dedicated leased lines 128 (e.g., for other
services/providers), central provider service controller 122, a content management (e.g., content
switching, content billing, and content catching) system 130, central provider DNS/DHCP server
126, access network AAA server 121, service usage data store 118 and central provider mobile
wireless center 132. These embodiments may be advantageous particularly for flat networks as

that shown in Figure 1 that are provided by the present invention.

[00104] In some embodiments, the base stations 125 implement a firewall function via
firewall 124 and are placed directly onto the local loop Internet for backhaul. Voice traffic
transport is provided with a secure protocol with Voice Over IP (VOIP) framing running over a
secure IP session, for example, Virtual Private Network (VPN), IP Security (IPSEC) or another
secure tunneling protocol. In some embodiments, the VOIP channel employs another layer of
application level security on the aggregated VOIP traffic trunk before it is placed on the secure
IP transport layer. Base station control traffic and other central provider traffic can be provided

in a number of ways with secure transport protocols running over Transmission Control Protocol
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(TCP), Internet Protocol (IP) or User Datagram Protocol (UDP), although TCP provides a more
reliable delivery channel for control traffic that is not as sensitive to delay or jitter. One example
embodiment for the control channel is a control link buffering, framing, encryption and secure
transport protocol similar to that described below for the service control link between a device
and the network. In some embodiments, a service control heartbeat function is provided to the
base stations 125 similar to that implemented between the service controller 122 and the service
processor 115 as described below. If the need to maintain a bandwidth efficient control plane
channel between the base stations and the central provider base station control network is not as
critical as it is in the case of access network connection to the device, then there are many other
approaches for implementing a secure control channel over the Internet including, for example,
one or more of various packet encryption protocols running at or just below the application layer,

running TCP Transport Layer Security (TLS), and running IP level security or secure tunnels.

[00105] In some embodiments, the device based services control plane traffic channel
between the service processor 115 and the service controller 122 is implemented over the same
control plane channel used for the flat base station control architecture, or in some embodiments,
over the Internet. As discussed below, it is assumed that the device bases services control plane
channel for service processor 115 to service controller 122 communications is established
through the Internet 120 or through the access network using IP protocols as this is the more
general case and applies to overlay network applications for various embodiments as well as

applications where various embodiments are used to enable flattened access networks.

[00106] In some embodiments, by enabling the device to verifiably implement a rich set of
service features as described herein, and by enabling the base station 125 to connect directly to
the Internet 120 with a local firewall for device data traffic, tunnel the voice to a voice network
with VOIP and secure Internet protocols, and control the base station 125 over a secure control
plane channel using base station control servers located in a central provider network, base
stations 125 can be more efficiently provisioned and installed, because, for example, the base
station 125 can accommodate a greater variety of local loop backhaul options. In such
embodiments, it is advantageous to perform certain basic network functions in the base station

125 rather than the central provider network.
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[00107] In some embodiments, a basic device suspend/resume function for allowing or
disallowing the device Internet access is provided by the base stations 125 (or in some
embodiments, for hierarchical or overlay networks in some embodiments this function is
provided by one or more of the following: RAN gateways, transport gateways, AAA 121 or
some other network function). This functionality, as will be discussed below, is important for
certain embodiments involving taking action to resolve, for example, service policy verification
errors. In some embodiments, this function is performed at the base station (e.g., base stations
125) thereby eliminating the need for a more complex networking equipment hierarchy and
traffic concentration required to perform the suspend/resume function deeper in the network.
Access network base stations control media access and are therefore designed with awareness of
which device identification number a given traffic packet, group of packets, packet flow, voice
connection or other traffic flow originates from and terminates to. In some embodiments, the
suspend/resume function is implemented in the base station 125 by placing an access control
function in the traffic path of each device traffic flow. The suspend resume function can be used
by various network elements, and in the context of the present embodiment can be used by the
service controller 122 (e.g., in some embodiments, access control integrity server 1654 (Figure
16) of service controller 122 or other service controller elements) to suspend and resume device
service based on the assessment of the service policy implementation verification status as

described below.

[00108] In some embodiments, at least a basic traffic monitoring or service monitoring
function is performed at the base station (e.g., base stations 125) similar to the service history
records or IPDRSs collected deeper in the network in more conventional hierarchical access
network infrastructure architectures. For example, the service or traffic monitoring history
records are advantageous for tracking device network service usage or service activity behavior
and for certain verification methods for device based service policy implementation or higher
device based services as discussed below. In some embodiments, a traffic monitoring function is
provided in the base station 125 in which the traffic for cach device is at least counted for total
traffic usage and recorded. In some embodiments, traffic inspection beyond simply counting
total traffic usage is provided. For example, the base station traffic monitor can record and
report IP addresses or include a DNS lookup function to report IP addresses or IP addresses and

associated Uniform Resource Locators (URLs). Another example allows the base station 125 to
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attach location data to the IPDR to provide device location data in the records. In some

embodiments, traffic inspection includes recording deeper levels of traffic or service monitoring.

[00109] In some embodiments, device traffic associated with service verification
conditions indicating service usage is out of policy or profile limits or allowances is routed to a
quarantine network rather than or as an initial alternative to a suspending service. For example,
the advantages for this approach and a more detailed description of the quarantine network are
discussed below. In some embodiments, the quarantine network capability is provided for in
which rather than simply suspending device traffic completely from the network as described
above, the base station 125 includes a firewall function (e.g., firewall 124) that is capable of
passing device access traffic with the quarantine network destinations and blocking device access
to all other destinations. In some embodiments, when it is discovered that service verification
conditions indicate that service usage is out of policy or profile limits or allowances, then one or
more of the following actions are taken: the user is notified of the overage condition, the user is
required to acknowledge the overage condition, the user account is billed for the overage
condition, and the device is flagged for further analysis by a network device analysis function or

a network manager.

[00110] In some embodiments, network complexity is reduced using the device without
moving completely to a flat base station network as described above. Device participation in the
core network services implementation provides for numerous measures for simplifying or
improving network architecture, functionality or performance. For example, two approaches are
discussed below ranging from a simple overlay of the service processor 115 onto devices and the
service controller 122 in a conventional hierarchical access network as illustrated in Figures 4
through 7, to a completely flat network as illustrated in Figures 1 through 3 and 8. Those of
ordinary skill in the art will appreciate that the disclosed embodiments provided herein can be
combined with the above embodiments and other embodiments involving flat network base
stations to provide several advantages including, for example, richer service capability, less
access network complexity, lower access network expenses, more flexible base station
deployments, or less complex or less expensive base station back haul provisioning and service

costs.
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[00111] In most of the discussion that follows, the network based service history records
and the network based suspend-resume functionality used in certain embodiments involving
service implementation verification are assumed to be derived from the device service history
1618 (as shown in Figure 16) central provider network element and the AAA server 121 central
provider network element, and in some embodiments, working in conjunction with other central
provider network elements. It is understood that these functions provided by the network can be
rearranged to be provided by other networking equipment, including the base station as discussed
above. It is also understood that the network based device traffic monitoring, recording and
reporting to the device service history 1618 element can be accomplished at the base stations.
Furthermore, it is understood that while the AAA server 121 is assumed to provide the
suspend/resume functionality, quarantine network routing or limited network access called for in
some embodiments, the AAA server 121 can be a management device in which the actual
implementation of the traffic suspend/resume, firewall, routing, re-direction forwarding or traffic
limiting mechanisms discussed in certain embodiments can be implemented in the base stations

as discussed above or in another network element.

[00112] In some embodiments, an activation server 160 (or other activation sequencing
apparatus) provides for provisioning, as described below, of the devices 100 and/or network
clements in the central provider network so that, for example, the device credentials can be
recognized for activation and/or service by the network. In some embodiments, the activation
server 160 provides activation functions, as described below, so that, for example, the devices
can be recognized by the network, gain access to the network, be provided with a service profile,
be associated with a service account and/or be associated with a service plan. As shown in
Figure 1, the activation server 160 is connected to the central provider core network 110. In this
configuration, the activation server 160 acts as, an over the network or over the air, activation
function. In some embodiments, the activation server 160, or variations of the activation server
160 as described below, is connected to apparatus in the manufacturing or distribution channel,
or over the Internet 120, or as part of the service controller 122 to service provisioning or
activation functions. In some embodiments, the activation server 160 is connected to the central
provider core network 110. In some embodiments, the activation server 160 is connected to
other network extensions such as an MVNO network or the Internet 120 if, for example, the

routers in the service gateways or base stations have the capability to direct traffic from devices
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that are not fully activated or provisioned to an Internet destination, or if the service processor
115 is used for such direction. In some embodiments, the activation server 160 is included in the

service controller 122.

[00113] Figure 2 illustrates another simplified (e.g., “flattened”) network architecture
including an MVNO (Mobile Virtual Network Operator) relationship in accordance with some
embodiments. As shown, an open MVNO configuration is provided in a simplified network as
similarly described above with respect to Figure 1. In some embodiments, the service provider
(e.g., service owner) is defined by the entity that maintains and/or manages the service controller
122 associated with and controlling the service processors 115 that are inside the devices 100
using the service. In some embodiments, the service controller 122 requires only a non-real time
relatively low data rate secure control plane communication link to the service processors 115.
Accordingly, in some embodiments, the service controller 122 servers can reside in any network
that can connect to (e.g., be in network communication with) the Internet 120. For example, this
approach provides for a more efficient provisioning of the equipment used to set up an MVNO
partnership between the central provider and the service provider, and as shown in Figure 2, an
MVNO network 210 is in network communication with the Internet 120 just as with the central
provider network 110 is in network communication with the Internet 120. As shown, the
following are connected to (e.g., in network communication with) the MVNO core network 210:
MVNO billing system 123, MVNO service controller 122, MVNO content management system
130, MVNO DNS/DHCP server 126, MVNO AAA server 121, and MVNO mobile wireless

center 132.

[00114] By showing two service controllers 122, one connected to (e.g., in network
communication with) the MVNO network 210 and one connected to the central provider network
110, Figure 2 also illustrates that some embodiments allow two entities on the same access
network to each use the service controller 122 and service processor 115 to control different
devices and offer different or similar services. As described below, the unique secure
communication link pairing that exists between the two ends of the service control link, 1691 and
1638 (as shown in Figure 16), ensure that the two service controllers 122 can only control the

devices associated with the correct service provider service profiles.
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[00115] Figure 3 illustrates another simplified (e.g., “flattened”) network architecture
including two central providers in accordance with some embodiments. For example, this
provides for roaming agreements while maintaining rich services across different networks with
completely different access layers. As shown, the mobile devices 100 are assumed to have a
dual mode wireless modem that will operate on both a 4G network, for example LTE or WiMax,
and a 3G network, for example HSPA or EVDO. One example roaming condition would be both
Central Provider #1 and Central Provider #2 providing 3G and 4G network resources. In this
example, the mobile devices 100 can connect to both 3G and 4G base stations 125 owned and
operated by the central provider with whom they have signed up for service, or when neither is
available from the central provider the user signed up with the device can roam onto the other
central provider access network and still potentially offer the same rich service set using the
same service profiles provided, for example, the roaming service costs are reasonable. In some
embodiments, if roaming service costs are significantly more expensive than home network
service costs, then the service processor 115 is configured with a roaming service profile that
reduces or tailors service usage or service activity through a combination of one or more of user
notification, user preference feedback regarding traffic shaping or service policy management
preference collected and acted on by service processor 115, adaptive policy control in service
processor 115 that tracks increasing roaming service costs and scales back service, or recognition
of the change in network that causes the service controller 122 to configure service processor
115 of device 100 with a roaming service profile. In some embodiments, in roaming situations,
network selection can be based on an automatic network selection with network selection being
determined, for example, by a combination of user service profile preferences, service provider
roaming deals and/or available roaming network capabilities and cost, as discussed further

below.

[00116] In some embodiments, the devices 100 are again assumed to be multimode 3G
and 4G devices (e.g., the mobile devices 100 are assumed to have a dual mode wireless modem
that will operate on both a 4G network, for example LTE, and a 3G network, for example HSPA
or EVDO), with the devices 100 being billed for service by Central Provider #1 being, for
example, EVDO and LTE capable, and the devices 100 being billed for service by Central
Provider #2 being, for example, HSPA and LTE capable. For example, the devices 100 can

roam using the 4G LTE network of the roaming central provider when neither the 3G nor 4G
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networks are available with the home central provider. As similarly discussed above with
respect to the above described roaming embodiments, the service processors 115 and service
controllers 122 are capable of providing similar services on the 4G roaming network and the 3G
home network as on the 4G home network, however, the varying costs and available network
capacity and speed differences of 3G home, 4G roaming and 4G home may also encourage the
use of different, such as three different, service profiles to allow for the most effective and

efficient selection and control of services based on the current network.

[00117] Figure 4 illustrates a network architecture including a Universal Mobile
Telecommunications System (UMTS) overlay configuration in accordance with some
embodiments. As shown, Figure 4 includes a 4G/3G/2G HSPA/Transport access network
operated by a central provider and two MVNO networks 210 operated by two MVNO partners.
In some embodiments, the central provider can offer improved service capabilities using a
conventional UMTS network. As shown, the base stations 125 do not connect directly to the
Internet 120, and instead the base stations 125 connect to the conventional UMTS network.
However, as in various previous embodiments, the service processor 115 still connects through
the secure control plane link to service controller 122. In some embodiments, the data plane
traffic is backhauled across the various UMTS network routers and gateways as is the control
plane traffic, and the IPDRs are obtained from the access network AAA server 121. Referring
now to the 4G/3G/2G HSPA/Transport access network as shown in Figure 4, the LTE/HSPA and
HSPA/GPRS base stations/nodes 125 are in communication with 4G/3G/2G Service/Serving
GPRS Support Nodes (SGSNs) cluster 410 via a radio access network 405, which are in
communication with 4G/3G/2G Gateway GPRS Support Nodes (GGSNs) cluster 420 via an
access transport network 415 (e.g., a GPRS-IP network), which are then in communication with

central provider core network 110.

[00118] As shown in Figure 4, as discussed elsewhere, service usage data store 118 is a
functional descriptor for a network level service usage information collection and reporting
function located in one or more of the networking equipment boxes attached to one or more of
the sub-networks in the Figure (e.g., RAN, transport and/or core networks). As shown in Figure
4, service usage 118 is shown as an isolated function connected to the central provider core

network 110 and the intention of this depiction is to facilitate all the possible embodiments for
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locating the service usage 118 function. In some UMTS network embodiments, the service
usage 118 function is located or partially located in the GGSN gateway (or gateway cluster) 420.
In some embodiments, service usage 118 functionality is located or partially located in the SGSN
gateway (or gateway cluster) 410. In some embodiments, service usage 118 functionality is
located or partially located in the equipment cluster that includes the AAA 121 and/or the mobile
wireless center 132. In some embodiments, service usage 118 functionality is located or partially
located in the base station, base station controller and/or base station aggregator, collectively
referred to as base station 125 in Figure 4 and many other figures described herein. In some
embodiments, service usage 118 functionality is located or partially located in a networking
component in the transport network 415, a networking component in the core network 110, the
billing system 123 and/or in another network component or function. This discussion on the
possible locations for the network based service usage history logging and reporting function can
be easily generalized to all the other figures described herein by one of ordinary skill in the art
(e.g., RAN Gateway 410 and/or Transport Gateway 420), and this background will be assumed

even if not directly stated in all discussion above and below.

[00119] In some embodiments, a central provider provides open development services to
MVNO, Master Value Added Reseller (MVAR) and/or Original Equipment Manufacturer
(OEM) partners. In some embodiments, all three service providers, central provider service
provider, MVNO #1 service provider and MVNO #2 service provider have service control and
billing control of their own respective devices 100 through the unique pairing of the service
processors 115 and service controllers 122. For example, MVNO #1 and MVNO #2 can each
have open development billing agreements with the central provider and each can own their
respective billing systems 123. As shown in Figure 4, MVNO #1 core network 210 is in
communication with the central provider core network 110 via the Internet 120, and MVNO #2
core network 210 is in communication with the central provider core network 110 via an
alternate landline(LL)/VPN connection 425. In some embodiments, the two MVNOs cach offer
completely different devices and/or services, and the devices and/or services also differ
significantly from those offered by the central provider, and the service profiles are adapted as
required to service the different devices and respective service offerings. In addition, the central
billing system 123 allows all three service provider user populations to access ecommerce

experiences from transaction provider partners operating transaction servers 134, to choose
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central provider billing options that combine their third party transaction bills on their service
provider bill, and each subscriber population can experience a service provider specified look
and feel that is unique to the respective service provider even though the different user
populations are interfacing to the same transaction servers and the transaction partners do not
need to require significant custom development to provide the unique central billing and unique

consistent user experience look and feel.

[00120] In some embodiments, a central provider offers open network device and service
developer services using one service controller server 122 (e.g., a service controller server farm)
and allows the open development partners to lease server time and server tools to build their own
service profiles. The central provider also provides service billing on behalf of services to the
open development partners. For example, this reduces costs associated with setting up an
MVNO network for the open development partners and does not require the partners to give up

significant control or flexibility in device and/or service control.

[00121] Figure 5§ illustrates a network architecture including an Evolution Data Optimized
(EVDO) overlay configuration in accordance with some embodiments. This figure is similar to
Figure 4 except for the various particular variations of the EVDO network architecture as
compared to the HSPA/GPRS wireless access network architecture as will be apparent to one of
ordinary skill in the art. As shown, Figure 5 includes an EVDO access network operated by a
central provider and two MVNO networks 210 operated by two MVNO partners. The EVDO
access network includes LTE/EVDO and EVDO/1XRTT base stations 125 in communication
with Base Station Controller (BSC) packet control 508 and radio network controller 512 via a
radio access network (RAN) 505, which are in communication with packet data service node 520
via an access transport network 515, which is in communication with central provider core
network 110. As shown, a RAN AAA server 521 is also in communication with the access

transport network 515.

[00122] In some embodiments, the central provider can offer improved service capabilities
using a wireless access network. As shown, the base stations 125 do not connect directly to the
Internet 120, and instead the base stations 125 connect to the wireless access network. However,

as in various previous embodiments, the service processor 115 still connects through the secure
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control plane link to service controller 122. In some embodiments, the data plane traffic is
backhauled as shown across the various network routers and gateways as is the control plane

traffic, and the IPDRSs are obtained from the access network AAA server 121.

[00123] Figure 6 illustrates a network architecture including a 4G LTE and Wi-Fi overlay
configuration in accordance with some embodiments. This figure is also similar to Figure 4
except for the various particular variations of the 4G LTE/Wi-Fi network architecture as
compared to the HSPA/GPRS wireless access network architecture as will be apparent to one of
ordinary skill. As shown, Figure 6 includes a 4G LTE and Wi-Fi access network operated by a
central provider and two MVNO networks 210 operated by two MVNO partners. The 4G
LTE/Wi-Fi access network as shown includes LTE eNodeB and HSPA/EVDO base stations 125
in communication with Base Station Controller (BSC) packet control (EVDO & 1xRTT) 608 and
SGSN (HSPA & GPRS) 612 via a radio access network (RAN) 605, which are in
communication with System Architecture Evolution (SAE) Gateway (GW) 620 via an access
transport network 615, which is then in communication with central provider (core) network 110.
As shown, a Mobile Management Entity (MME) server 619 is also in communication with the
access transport network 615. Also as shown, a Wi-Fi Access Point (AP) 602 is also in
communication with the access transport network 615 via Wi-Fi Access Customer Premises
Equipment (CPE) 604. As will be apparent to those of ordinary skill in the art, the embodiments
of network architectures shown, for example, in Figures 1-8 are exemplary network architecture
embodiments in which one or more of the shown network elements may not be required or
included, alternative network elements included, and/or additional network elements included
based on network design choices, network standards and/or other functional/design

considerations and choices.

[00124] In some embodiments, the central provider can offer improved service capabilitics
using the wireless access network as depicted in Figure 6. As shown, the base stations 125 do
not connect directly to the Internet 120, and instead the base stations 125 connect to the wireless
access network. However, as in various previous embodiments, the service processor 115 still
connects through the secure control plane link to service controller 122. In some embodiments,
the data plane traffic is backhauled as shown across the various network routers and gateways as

is the control plane traffic, and the IPDRs are obtained from the access network AAA server 121.
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Accordingly, as shown in Figures 4 through 6, various embodiments can be implemented
independent of the wireless access network technology, and for example, can be implemented in

3G, 4G and any other wireless access network technology.

[00125] Figure 7 illustrates a network architecture including a WiMax and Wi-Fi overlay
configuration in accordance with some embodiments. This figure is also similar to Figure 4
except for the various particular variations of a combined WiMax/Wi-Fi network as compared to
the HSPA/GPRS wireless access network architecture as will be apparent to one of ordinary skill
in the art. As shown, Figure 7 includes both a WiMax and Wi-Fi network (e.g., a combined
WiMax/Wi-Fi network) operated by a central provider and two MVNO networks 210 operated
by two MVNO partners. Although the Wi-Fi and WiMax access technologies are different
wireless access networking technologies, with WiMax providing a wide area networking
technology and Wi-Fi providing a local area networking technology, which efficiently operates
using the two wireless access networking capabilities. As similarly discussed above with respect
to the switching between 3G and 4G networks, some embodiments employ the automatic
network selection capability as described above to choose the best available network service
profile, and, for example, the user can force the decision or the service controller can make the
decision. For example, if free Wi-Fi services have adequate coverage, in most cases, the
decision criteria programmed into the automatic network selection algorithm will select Wi-Fi as
long as the Wi-Fi access points are associated with a known and trusted provider. In some
embodiments, transaction billing from central provider billing system 123 or MVNO #1 or
MVNO #2 billing systems 123 will work with the transaction servers when connected over Wi-
Fi just as when connected over any other access technology (including wire line based
connections). The WiMax/Wi-Fi access network as shown includes WiMax base stations 125,
Wi-Fi access points/hotspots 702 and/or Wi-Fi mesh access networks 702 (in some
embodiments, femto cells can be used in addition to and/or as an alternative to Wi-Fi), and Wi-Fi
access customer-premises equipment (CPE) 704 in communication with WiMax service
controller 708 and Wi-Fi service controller 712 via a radio access network 705, which are in
communication with WiMax core gateway 720 via an access transport network 715, which is

then in communication with central provider (core) network 110.
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[00126] In some embodiments, the central provider can offer improved service capabilities
using the wireless access network as depicted in Figure 7. As shown, the base stations 125 do
not connect directly to the Internet 120, and instead the base stations 125 connect to the wireless
access network. However, as in various previous embodiments, the service processor 115 still
connects through the secure control plane link to service controller 122. In some embodiments,
the data plane traffic is backhauled as shown across the various network routers and gateways as

is the control plane traffic, and the IPDRs are obtained from the access network AAA server 121.

[00127] Referring to Figure 7, the Wi-Fi connection can be replaced with a femto cell (and
the Wi-Fi modem shown in Figures 15B(3) and 15B(4) can be replaced with a femto cell modem
(base station side functionality)). In some embodiments, the service processor 115 is provided
on the femto cell to control subscriber access in a verifiable manner as similarly described herein
with respect to various embodiments (e.g., the Wi-Fi related embodiments). For example, the
femto cell service provider (e.g., the entity that owns the spectrum the femto cell is using) can
operate the femto cell as a local access mechanism for the home subscriber (or other who
purchased or installed the femto cell), and then also use it to provide pay-for-service or
additional free services, with controlled access and/or traffic control and/or service control
and/or billing control performed locally or in combination with network equipment as described
herein. In some embodiments, the WWAN devices being used at home or work with the femto
cell include a portion of the service processor functionality. For example, this allows the service
provider for femto cells to provide service and monetize service in a controlled way even though
the femto cell is not connected to the service provider network the way conventional base
stations are connected to the service provider network, but is connected through the Internet 120.
For example, the secure heartbeat function can be extended to include data traffic so that it is
encrypted and secured along with the control plane traffic. The decision of whether or not to
admit a device onto the femto cell can be made through the service processor 115 connection to
the service controller 122 and subsequent look up of the credentials for the device and the
associated service plan and service profile that is then programmed into the service processor on
the femto cell and/or the device itself. The femto cell can also offer a landing page to devices
through the service processor so that devices that do not belong to the network can gain access to
the network by signing up over the femto cell. For example, the intermediate device

embodiments for Wi-Fi on one end and WWAN on the other can be accomplished by using the
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Wi-Fi connection in the cell phone in AP mode so that it becomes the intermediate device. The
service processor 115 on the cell phone can then act in the same manner as described for the

intermediate device as described herein.

[00128] Figure 8 illustrates another simplified (e.g., “flattened”) network architecture
including multiple wireless access networks (e.g., 3G and 4G Wireless Wide Area Networks
(WWANS)) and multiple wire line networks (e.g., Data Over Cable Service Interface
Specification (DOCSIS) and Digital Subscriber Line Access Multiplexer (DSLAM) wire line
networks) in accordance with some embodiments. It is a common network architecture for
multi-access central providers to have one or more wired access networks and one or more
wireless access networks. As shown, Figure 8 includes both 3G and 4G wireless access
networks, including a 4G base station 125 and a 3G base station 125, and both DOCSIS and
DSLAM wire line networks (e.g., a combined WWAN/wire line network), including DOCSIS
Head End 125 and DSLAM 125, operated by a central provider via central provider (core)
network 110 and an MVNO partner via MVNO network 210 via the Internet 120.

[00129] As shown, the service processor 115 can reside on a number of different types of
devices 100 that work on 3G or 4G wireless, DSL or DOCSIS, and the service controller 122 is
capable of controlling each of these types of devices with a consistent service experience, for
example, using different service profiles, service capabilities and service profile cost options
depending on which network the device is connected to and/or other criteria. For example, a
download of a High Definition (HD) movie can be allowed when the service controller 122 is
managing service profile policies for a service processor 115 residing on a DOCSIS device 100
(e.g., a computer or laptop connected to a cable modem), but not when the same service
controller 122 is managing service profile policies for a service processor 115 residing on a 3G

device 100 (e.g., a smart phone connected to a mobile 3G network).

[00130] As will now be apparent to one of ordinary skill in the art in view of the above
description of Figures 1 through 8, the present invention can be provided across any access
network and a set of service profiles can be defined in a variety of ways including, for example,
to user preference feedback, access network performance, access network cost, access network

central provider partnership status with the service provider central provider and roaming deals
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and costs. For example, as discussed below, various embodiments allow for users to have
superior service experiences based on the ability to control certain of their service settings, and
service providers can also more efficiently deploy a greater variety of services/service plans to

UuScCrs.

[00131] In some embodiments, the service processor 115 and the service controller 122
provide an overlay for existing networks without significantly changing the billing system 123,
gateways/routers or other network components/elements, and also provide verifiable service
monitoring to control services and/or service usage/costs without involving, for example, a
service provider or MVNO (e.g., for smart phone devices and/or laptops or netbooks (or any
other network accessible device) with an unlimited data plan or any other service plan). For
example, applications that are deployed by device owners or service subscribers (e.g., an IT
manager) and do not involve a service provider include roaming services provided as an after-
market product without carrier/service provider involvement. In this example, device activity is
recorded by the service processor 115 and transmitted to the service controller 122 (e.g., the IT
manager controls the service controller 122). In another example, a third party after-market
product is provided in which the service controller 122 is hosted by the third party and the device
management entity (e.g., the I'T manager or parents of the device user for parental controls) uses
a secure Virtual Service Provider (VSP) website to control the devices that belong to that
management entity’s device partition (e.g., VSP partitions and techniques are described below
with respect to Figure 49). The VSP secure website techniques described herein can also be
applied to service provider owned servers with device partitions for the purpose of controlling,
for example, Deep Packet Inspection (DPI) controllers (e.g., DPC policy implementation 5402 as
shown in Figure 54) to provide similar or substantially equivalent service usage/control
capabilities using network based service control techniques, as similarly described in detail
below with respect to Figures 49 and 54 (e.g., IT manager VSP control of a group partition
and/or MVNO VSP control of a group partition).

[00132] Service Processor Configurations for Devices

[00133] Figure 9 illustrates a hardware diagram of a device 100 that includes a service

processor 115 in accordance with some embodiments. As shown in Figure 9, the service
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processor 115 is stored in a non volatile memory 910 and a memory 920 of the device 100. As
will be appreciated by those of ordinary skill in the art, the present invention can operate with
virtually any device architecture, and the device architectures discussed herein (e.g., with respect
to Figures 9 through 15) are examples of various implementations on certain devices (e.g., of

different representations of device 100).

[00134] As shown in Figure 9, device 100 also includes a processor 930, sometimes
referred to as a CPU or central processor unit, an APU or application processor unit, a core
processor, a computing device, or many other well known terms. In some embodiments, device
100 includes one or more processors and/or a multicore processor. As shown, processor 930
includes a sub-processor 935. In some embodiments, processor 930 and/or sub-processor 935
are based on an architecture sometimes referred to as a complex instruction set computer or
CISC, a reduced instruction set computer or RISC, a parallel processor, a combination of two or
more architectures or any other processor architecture. In some embodiments, processor 930 has
a design that is based on logic and circuitry from one or more standard design library or
published architecture, or includes specialized logic and circuitry designed for a given device
100 or collection of such devices. In some embodiments, a device includes more than one
processor and/or sub-processor, and in such a device, one processor and/or sub-processor can
have one architecture while another may have a somewhat different or completely different
architecture. In some embodiments, one or more of the processors and/or sub-processors can
have a general purpose architecture or instruction set, can have an architecture or instruction set
that is partially general or partially specialized, or can have an instruction set or architecture that
is entirely specialized. In some embodiments, a device includes more than one processor and/or
sub-processor, and in such a device, there can be a division of the functionality for one or more
processors and/or sub-processors. For example, one or more processors and/or sub-processors
can perform general operating system or application program execution functions, while one or
more others can perform communication modem functions, input/output functions, user interface
functions, graphics or multimedia functions, communication stack functions, security functions,
memory management or direct memory access functions, computing functions, and/or can share
in these or other specialized or partially specialized functions. In some embodiments, any
processor 930 and/or any sub-processor 935 can run a low level operating system, a high level

operating system, a combination of low level and high level operating systems, or can include
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logic implemented in hardware and/or software that does not depend on the divisions of

functionality or hierarchy of processing functionality common to operating systems.

[00135] As shown in Figure 9, device 100 also includes non-volatile memory 910,
memory 920, graphics memory 950 and/or other memory used for general and/or specialized
purposes. As shown, device 100 also includes a graphics processor 938 (e.g., for graphics
processing functions). In some embodiments, graphics processing functions are performed by
processor 930 and/or sub-processor 935, and a separate graphics process 938 is not included in
device 100. As shown in Figure 9, device 100 includes the following modems: wire line modem
940, WWAN modem 942, USB modem 944, Wi-Fi modem 946, Bluetooth modem 948, and
Ethernet modem 949. In some embodiments, device 100 includes one or more of these modems
and/or other modems (e.g., for other networking/access technologies). In some embodiments,
some or all of the functions performed by one or more of these modems are performed by the
processor 930 and/or sub processor 935. For example, processor 930 can implement some or all
of certain WWAN functional aspects, such as the modem management, modem physical layer
and/or MAC layer DSP, modem I/0, modem radio circuit interface, or other aspects of modem
operation. In some embodiments, processor 930 as functionality discussed above is provided in
a separate specialized processor as similarly shown with respect to the graphics and/or

multimedia processor 938.

[00136] As also shown in Figure 9, device 100 includes an internal (or external)
communication bus structure 960. The internal communication bus structure 960 generally
connects the components in the device 100 to one another (e.g., allows for intercommunication).
In some embodiments, the internal communication bus structure 960 is based on one or more
general purpose buses, such as AMBA, AHP, USB, PCle, GPIO, UART, SPI, I°C, Fire wire,
DisplayPort, Ethernet, Wi-Fi, Bluetooth, Zigbee, IRDA, and/or any other bus and/or I/O
standards (open or proprietary). In some embodiments, the bus structure is constructed with one
or more custom serial or parallel interconnect logic or protocol schemes. As will be apparent to
one of ordinary skill in the art, any of these or other bus schemes can be used in isolation and/or

in combination for various interconnections between device 100 components.

Attorney Docket No. RALEP028+ 42 PATENT

Page 48 of 359



20

25

[00137] In some embodiments, all or a portion of the service processor 115 functions
disclosed herein are implemented in software. In some embodiments, all or a portion of the
service processor 115 functions are implemented in hardware. In some embodiments, all or
substantially all of the service processor 115 functionality (as discussed herein) is implemented
and stored in software that can be performed on (e.g., executed by) various components in device
100. Figure 9 illustrates an embodiment in which service processor 115 is stored in device
memory, as shown, in memory 920 and/or non-volatile memory 910, or a combination of both.
In some embodiments, it is advantageous to store or implement certain portions or all of service
processor 115 in protected or secure memory so that other undesired programs (and/or
unauthorized users) have difficulty accessing the functions or software in service processor 115.
In some embodiments, service processor 115, at least in part, is implemented in and/or stored on
secure non-volatile memory (e.g., non volatile memory 930 can be secure non-volatile memory)
that is not accessible without pass keys and/or other security mechanisms. In some
embodiments, the ability to load at least a portion of service processor 115 software into
protected non-volatile memory also requires a secure key and/or signature and/or requires that
the service processor 115 software components being loaded into non-volatile memory are also
securely encrypted and appropriately signed by an authority that is trusted by a secure software
downloader function, such as service downloader 1663 as discussed below (and as shown in
Figure 16). In some embodiments, a secure software download embodiment also uses a secure
non-volatile memory. Those of ordinary skill in the art will also appreciate that all memory can
be on-chip, off-chip, on-board and/or off-board. In some embodiments, the service processor
115 which as shown in Figure 9 is stored or implemented in non volatile memory 910 and

memory 920, can be implemented in part on other components in device 100.

[00138] As shown, device 100 also includes a user interfaces device component 980 for
communicating with user interface devices (e.g., keyboards, displays and/or other interface
devices) and other I/O devices component 985 for communicating with other I/O devices. User
interface devices, such as keyboards, display screens, touch screens, specialized buttons or
switches, speakers, and/or other user interface devices provide various interfaces for allowing

one or more users to use the device 100.
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[00139] Figure 10 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in Figure 10, the
service processor 115 is implemented on the processor 930 of the device 100. In some
embodiments, this implementation can be in part or whole accomplished in software stored,
implemented and/or executed on the processor 930. In some embodiments, the implementation
and/or execution can be in part or whole accomplished in hardware that is on the processor 930.
While the service processor 115 is shown in Figure 10 as stored, implemented and/or executed
on the processor 930, in other embodiments, the service processor 115 is implemented in part on

other components in device 100, for example, as discussed below.

[00140] Service Processor Implemented on a Communications Modem

[00141] Figure 11 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in Figure 11, the
service processor 115 is implemented on the WW AN modem 942 of the device 100. In some
embodiments, this implementation can be in part or whole accomplished in software stored,
implemented and/or executed on the WWAN modem 942. In some embodiments, the
implementation and/or execution can be in part or whole accomplished in hardware that is on the
WWAN modem 942. In some embodiments, service process 115 is implemented on another

modem component of device 100 and/or one or more of the modem components of device 100.

[00142] In some embodiments, the service processor 115 is implemented on a modem
processor (¢.g., WWAN modem 942 or WWAN/Wi-Fi modem), and the service processor 115
can be installed and/or executed in protected and/or secure memory or processor hardware on the
modem. The modem memory can be made robust to hacking or tampering and, in some
embodiments, is only accessible from a secure network management channel or secure device
management port and not by most end users. In some embodiments, a portion of the service
processor 115 is implemented on a modem processor (e.g., WWAN modem 942 hardware or
software), and a portion of the service processor 115 is implemented on another device 100
processor 930. For example, the device service monitor agent 1696 and one or more service
usage measurement points (see discussion associated with Figure 21) can be implemented on a

modem processor, and other service processor 115 elements can be implemented in the main
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device operating system processor 930. As another example, a second (or first) service monitor
agent 1696 and one or more service usage measurement points can be implemented on a modem
processor, and a first (or second) service monitor 1696 with one or more service measurement
points can be implemented on the main operating system processor 930 for device 100. For
example, such embodiments can be configured to provide a service usage measurement and
reporting system that offers a diversified countermeasure to protect against hacking, tampering
or other errors for device based service usage measurements that can be made harder to hack or
tamper with than certain software embodiments on the processor 930. For example, such
embodiments can be employed when one or more of the following capabilities are not available:
network based service usage measures, network based service profile or policy implementation
verification measures, and network based service usage verification error response action

capabilities.

[00143] In some embodiments, certain portions of the service processor 115 that deal with
application layer service monitoring or traffic flow identification (e.g., tagging or traffic flow
shaping as disclosed elsewhere) are implemented on a main processor 930, and other portions of

the service processor 115 are implemented on a modem processor (e.g., WWAN modem 942).

[00144] In some embodiments, the WWAN modem is a wide area access technology
modem such as 2G, 2.5G, 3G or 4G. As discussed above and below, the connection to the
WWAN modem 942 can be a connection internal to device 100, for example a USB, GPIO,
AMBA or other bus, or can be a connection that extends external to the device such as for
example a USB, Ethernet, Wi-Fi, Bluetooth or other LAN or PAN connection. Three example
embodiments in which the bus is internal to the device are as follows: a PCle modem card
running over USB or PCle, a GPIO connection running from a processor 930 chipset to a modem
chipset inside a mobile device, or a Wi-Fi connection running from a Wi-Fi modem inside of
device 100 to an intermediate modem or networking device combination that forwards the access
network traffic between the access network connection and the device via the Wi-Fi connection.
In some embodiments, in addition to the service processor 115 being implemented on the
WWAN modem 942 cither internal or external to the device 100, similarly service processor 115
can be implemented on a wire line modem 940, such as DSL, Cable or fiber, another wireless

LAN or PAN modem, such as Wi-Fi, Zigbee, Bluetooth modem 948, White Space, or some other
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modem, connected internal to device 100 or external to device 100 via a LAN or PAN extension

of internal or external communications bus structure 960.

[00145] In some embodiments, a complete turn-key reference design product for the
device modem (one or more of 942, 946, 948, 949, 944, 940) combined with a built-in service
processor 115, possibly with a well defined and documented application interface and a well
defined and documented service processor developers kit (SPDK) provides for a powerful
product embodiment for the purpose of achieving mass market distribution and usage for the
modem with service processor 115 and associated service controller 122 features. For example,
embodiments that include the WWAN modem 942, possibly in combination with one or more
additional modems including Wi-Fi modem 946, bluetooth modem 948, USB modem 944 and
Ethernet modem 949, can be combined with a pre-tested or pre-certified integrated embodiment
of the service processor 115, possibly in combination with a well defined API for writing
software applications that interface to, reside on or communicate with this turn-key modem
embodiment. As disclosed herein, the advantageous capabilities of the service processor 115,
possibly in conjunction with the service controller 122, to assist in monitoring, control, billing
and verification for services is made more available for device 100 manufacturers in such a form,
because the manufacturers do not need to spend as much time and resources to develop a custom
modem only for a subset of devices that the turn-key modem can be used to support. In some
embodiments, the service processor 115, as discussed herein, can be configured to provide
device assisted service monitoring, control, billing and/or verification across not just when
connected to the WWAN network via the WWAN modem, but also when connected to the other
networks corresponding to the other access modems included in the turn-key combined module
plus service processor 115 (or SPDK or chipset plus service processor 115) design. The pre-
integrated service processor 115 and API possibly in combination with testing and certification
can be packaged in a small form factor that may have standardized interfaces such as USB, PCle,
firewire, Display Port, GPIO, or other interface. The form factor may be miniaturized into
standard configurations such as minicard, half minicard or even smaller form factors, or it can be
designed into a non-standard or proprietary form factor. The module form factor can be well
documented to simplify integration into various device 100 designs. The SPDK embodiments
can be designed to contain one or more of the following: hardware integration and use

documentation, software integration documentation, software programming documentation,

Attorney Docket No. RALEP028+ 46 PATENT

Page 52 of 359



20

25

application interface documentation, service controller documentation, overall testing guidelines
and overall use guidelines. In some embodiments, the modem module can be integrated with
the service processor 115 functionality as a combined chipset, firmware and/or software product,
with other SPDK features very similar to those listed above. The service controller
programming guide for these turn-key embodiments can also be documented for the SPDK
service processor 115 software, turn-key module with service processor 115 or integrated chipset
with service processor 115. Accordingly, these embodiments provide various solutions to
simplify the OEM task of integrating, developing, testing and shipping device 100 products (or
integrated networking device products) with any of the device assisted service monitoring,

control, billing or verification capabilities disclosed herein.

[00146] Figure 12 illustrates another hardware diagram of a device 100 that includes a
service processor 115 in accordance with some embodiments. As shown in Figure 12, the
service processor 115 is implemented on the other I/O devices component 980 of the device 100.
In some embodiments, this implementation can be in part or whole accomplished in software
stored, implemented and/or executed on the other I/0 devices component 980 (e.g., a SIM/USIM
card or other secure hardware I/O device). In some embodiments, the implementation and/or
execution can be in part or whole accomplished in hardware that is on the other I/O devices

component 980.

[00147] As discussed above, various embodiments include product designs in which the
service processor 115 resides on device volatile or non-volatile memory (see Figure 9), the
device application processor or CPU (see Figure 10), the wireless access modem (see Figure 11)
(or any other modem), or another 1/O device (see Figure 12). While these are just a few of the
example service processor 115 placement embodiments, these embodiments show that the
placement of where the software or hardware for implementing the service processor 115 can
reside in the device 100 is very flexible and can be implemented in a myriad of places and ways

depending on the device and/or other technical design choices.

[00148] Figure 13 illustrates another hardware diagram of a device 100 that includes a
service processor 115 implemented in external memory of a System On Chip (SOC) 1310 in

accordance with some embodiments. As shown in Figure 13, the service processor 115 is

Attorney Docket No. RALEP028+ 47 PATENT

Page 53 of 359



20

25

implemented on the external memory 1320 of the device 100. In some embodiments, this
implementation can be in part or whole accomplished in software stored, implemented and/or
executed on the external memory 1320. In some embodiments, the implementation and/or
execution can be in part or whole accomplished in hardware that is on the external memory
1320. In some embodiments, SOC chipset 1310 and external memory 1320 provide a portion or
all of the hardware of device 100.

[00149] Figure 14 illustrates another hardware diagram of a device 100 that includes a
service processor 115 implemented in external memory of a System On Chip (SOC) 1310 in
accordance with some embodiments. As shown, the service processor 115 is stored in a non
volatile memory 910 and a memory 920 of the SOC chipset 1310, as similarly discussed above
with respect to Figure 9. In some embodiments, SOC chipset 1310 and external memory 1320

provide a portion or all of the hardware of device 100.

[00150] As similarly discussed above with respect to Figures 9 through 12, various
embodiments include product designs including the SOC chipset 1310 in which the service
processor 115 resides on internal volatile or non-volatile memory 910 of the SOC chipset 1310
(see Figure 14), the device application processor or CPU 930 and/or sub processor 935, the
modems 940, 942, 944, 946, 948, and/or 949 (or any other modem), another 1/O device 985,
and/or external memory 1320 (see Figure 13) (and/or any combinations thereof). While these
are just a few of the example service processor 115 placement embodiments, these embodiments
show that the placement of where the software or hardware for implementing the service
processor 115 can reside in the SOC chipset 1310 and/or the external memory 1320 of the device
100 is very flexible and can be implemented in a myriad of places and ways depending on the

device and/or other technical design choices.

[00151] The above discussion with respect to Figures 9 through 14 illustrating various
internal hardware embodiments for device 100 applies equally to this partitioning of device
functionality or any other partitioning of how the components in device 100 are configured,
whether they are all separate components, some of the components are combined into a single
chipset but there are still multiple chipsets, or all of the components are combined into a chipset.

For example, Figures 9 through 14 illustrating various internal hardware embodiments for device
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100 show several access modem components including the wire line modem 940, wireless wide
area network (WWAN) modem 942, USB modem 944, Wi-Fi modem 946, Bluetooth modem
948, and Ethernet modem 949. In some embodiments, wire line modem 940 is a DSL or cable
modem such as DOCSIS, or some other modem with a hard connection such as fiber. In some
embodiments, as discussed above and below, connection to the wire line or wireless access
network is accomplished through an extension of the internal or external communications bus
structure 960. For example, such an extension is accomplished using one or the other modems,
such as Wi-Fi modem 946 or Ethernet modem 949, connecting to a local area network that in
turn connects to the access network via a device that bridges the local area network to the access
network. One of ordinary skill in the art will appreciate that when discussing device connection
to any access network the connection can be via a direct connection to the network, such as a 3G
or 4G WWAN modem 942 connection to a 3G or 4G WWAN network, or can be a connection to
the access network through an intermediate connection, such as a Wi-Fi modem 946 connection
to a modem or networking device combination that has a Wi-Fi LAN connection and a 3G or 4G
network access network connection. Another example of an extended modem connection
embodiment includes a Wi-Fi modem 946 device connection to a modem or networking device
combination that includes a Wi-Fi LAN connection and a DOCSIS or DSL network access
connection. Other examples of such combinations will be readily apparent to one of ordinary

skill in the art.

[00152] Service Processor Configurations for Intermediate Networking Devices

[00153] Figures 15A through 15C illustrate hardware diagrams of a device 100 that
include a service processor 115 and a bus structure extension 1510 using intermediate modem or
networking device combinations in accordance with various embodiments . For example,
Figures 15A and 15B illustrate various extended modem alternatives for access network
connection through an intermediate modem or networking device combination that has a

connection (e.g., LAN connection) to one or more devices 100.

[00154] In some embodiments, device 100 includes a 3G and/or 4G network access
connection in combination with the Wi-Fi LAN connection to the device 100. For example, the

intermediate device or networking device combination can be a device that simply translates the
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Wi-Fi data to the WWAN access network without implementing any portion of the service
processor 115 as shown in Figure 15B (1). In some embodiments, an intermediate device or
networking device combination includes a more sophisticated implementation including a
networking stack and some embodiments a processor, as is the case for example if the
intermediate networking device or networking device combination includes a router function, in
which case the service processor 115 can be implemented in part or entirely on the intermediate
modem or networking device combination. The intermediate modem or networking device
combination can also be a multi-user device in which more than one user is gaining access to the
3G or 4G access network via the Wi-Fi LAN connection. In the case of such a multi-user
network, the access network connection can include several managed service links using
multiple instantiations of service processor 115, each instantiation, for example, being
implemented in whole or in part on device 100 with the intermediate modem or networking
device combination only providing the translation services from the Wi-Fi LAN to the WWAN

access network.

[00155] Referring now to Figures 15A and 15B(2)-(4), in some embodiments, the service
processors 115 are implemented in part or in whole on the intermediate modem or networking
device combination. In the case where the service processor 115 is implemented in part or in
whole on the intermediate modem or networking device combination, the service processor 115
can be implemented for each device or each user in the network so that there are multiple
managed service provider accounts all gaining access through the same intermediate modem or
networking device combination. In some embodiments, the functions of service processor 115
are implemented on an aggregate account that includes the WWAN access network traffic for all
of the users or devices connected to the Wi-Fi LAN serviced by the intermediate modem or
networking device combination. In some embodiments, the central provider can also provide an
aggregated account service plan, such as a family plan, a corporate user group plan and/or an
instant hotspot plan. In the case where there is one account for the intermediate modem or
networking device combination, the intermediate modem or networking device combination can
implement a local division of services to one or more devices 100 or users in which the services
are controlled or managed by the intermediate modem or networking device combination or the
device 100, but the management is not subject to service provider control and is auxiliary to the

service management or service policy implementation performed by service processors 115. In
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some embodiments, another service model can also be supported in which there is an aggregate
service provider plan associated with one intermediate modem or networking device
combination, or a group of intermediate modems or networking device combinations but where
cach user or device still has its own service plan that is a sub-plan under the aggregate plan so
that each user or device has independent service policy implementation with a unique
instantiation of service processor 115 rather than aggregate service policy implementation across

multiple users in the group with a single instantiation of service processor 115.

[00156] As shown in Figure 15A and 15B(2), in some embodiments, device 100 includes
a Wi-Fi modem 946, a Wi-Fi modem 946 combined with a 3G and/or 4G WWAN modem 1530
on intermediate modem or networking device combination 1510, and the intermediate modem or
networking device combination forwards WWAN access network traffic to and from device 100
via the Wi-Fi link. For example, the service processor 115 can be implemented in its entirety on
device 100 and the service provider account can be associated exclusively with one device. This
is an embodiment associated with one or more of Figures 29, 31, 32 or 34 discussed below, in
which the modem bus represents the Wi-Fi LAN connection via the Wi-Fi modem 946.
Similarly, as shown in Figures 15A and 15B(3), such an implementation can be provided using a
different access modem and access network, such as a 2G and/or 3G WWAN, DSL wire line,
cable DOCSIS wire line or fiber wire line configuration in place of the 3G and/or 4G access
network connection to the intermediate modem or networking device combination 1510. In
addition, various other embodiments similarly use DSL as shown in Figures 15A and 15B(4),
USB, Ethernet, Bluetooth, or another LAN or point to point connection from device 100 to the

intermediate modem or networking device combination 1510.

[00157] In some embodiments, a portion of the service processor 115 is implemented on
the device 100, such as the application interface agent 1693 and other supporting agents (see
Figure 16), and another portion of the service provider 115 is implemented on the intermediate
modem or networking device combination, such as policy implementation agent 1690 or
possibly modem firewall 1655 as well as other agents (see Figure 16). This is an embodiment
associated with one or more of Figures 30 or 36 discussed below, in which the modem bus in the
figure represents the Wi-Fi LAN connection via the Wi-Fi modem 946. In this example, the

service provider 115 can still offer individual service plans associated exclusively with one
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device, or can offer an aggregate plan in which the portion of the service processor 115 located
on the intermediate modem or networking device combination 1510 aggregates service plans into
one WWAN connection but each individual device 100 has a unique service interface via the
application interface agents and associated agents located on device 100. Similarly, such an
implementation can be provided using a different access modem and access network, for
example a 2G and/or 3G WWAN, DSL wire line, cable DOCSIS wire line or fiber wire line
configuration in place of the 3G and/or 4G access network connection to the intermediate
modem or networking device combination 1510. In addition, various other embodiments
similarly use USB, Ethernet, Bluetooth, or another LAN or point to point connection from device

100 to the intermediate modem or networking device combination 1510.

[00158] In some embodiments, all of the service processor 115 is implemented on the
intermediate modem or networking device combination 1510 and the aggregate device or user
traffic demand from the LAN port is serviced through one service provider service plan account.
This is an embodiment associated with Figure 35 in which as discussed below the modem bus in
the figure represents the Wi-Fi LAN connection via the Wi-Fi modem 946. Similarly, such an
implementation can be provided using a different access modem and access network, for
example a 2G and/or 3G WWAN, DSL wire line, cable DOCSIS wire line or fiber wire line
configuration in place of the 3G and/or 4G access network connection to the intermediate
modem or networking device combination 1510. In addition, various other embodiments
similarly use USB, Ethernet, Bluetooth, or another LAN or point to point connection from device

100 to the intermediate modem or networking device combination 1510.

[00159] In some embodiments, the device 100 uses the on-board WWAN modem 942
when it is outside of Wi-Fi LAN coverage area for one or more trusted access networks for the
device, and when the device comes within range of a Wi-Fi network associated with a
intermediate modem or networking device combination connected to a trusted wire line access
network, the device can switch to the Wi-Fi link service to connect service processor 115 to the
trusted wire line access network. In some embodiments, the decision to switch to the Wi-Fi
LAN associated with a trusted wire line access network can be made automatically by the device
based on the policy implementation rules settings for the modem selection and control 1811

and/or the policy control agent 1692, can be made by the user, or can be made by the service
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controller 122 (see Figure 18). In addition, various other embodiments similarly use USB,
Ethernet, Bluetooth, or another LAN or point to point connection from device 100 to the

intermediate modem or networking device combination 1510.

[00160] Figure 15C illustrates another hardware diagram of a device 100 that includes a
service processor 115 and a bus structure extension 1510 using intermediate modem or
networking device combinations in accordance with various embodiments . In some
embodiments, more than one access network connection is implemented in the intermediate
modem or networking device combination 1510. This allows the device 100 to potentially
connect through the intermediate modem or networking device combination with a choice of
access network services. An example of such an embodiment is illustrated in Figure 15C in
which an access network router (e.g., an enterprise router) connected to a LAN with a wire line
primary backhaul connection and a back up WWAN connection, for example 3G or 4G, to
provide access services when the primary wire line connection fails. As discussed above, the
service provider service profile for service processor 115 and the service plan account can be set
up as an aggregate account with multiple users connected to the LAN. The service provider can
clect to use an embodiment that includes a portion of the service processor 115 on cach device
100 so that the account can be managed for each user or each device, or the service provider can
clect to implement all of the necessary features in the service processor 115 on the intermediate
modem or networking device combination so that there is no visibility to the individual devices

100 or users.

[00161] As described herein, various embodiments provide many service policy
implementation options that can enhance the service provider control of the service experience
and cost, or enhance the user control of the service experience and cost by providing a verifiable
or compromise resistant solutions to manage service policy implementation on the intermediate
modem or networking device combination, for one or both of the WWAN or wire line access
networks, when the WWAN access network is active, or when the WWAN access network is
inactive. The level of service control, user preference feedback and service policy
implementation verification or compromise resistance enabled by these embodiments improves
the offered back up services and primary wire line services. One of ordinary skill in the art will

also now appreciate that any number of wire line and/or wireless network access connections can
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be supported by the various embodiments as described herein, with any number of device
architectures and architectures for intermediate modem or networking device combinations
bridging the device to the access network of choice. Accordingly, various embodiments provide
a verifiable managed service architecture, design and implementation for any number of single
access and/or multi-access networks in which the service account can be consistent across
multiple networks, and the service policies can be changed from network to network as deemed
appropriate by the service provider with service notification, service cost control and privacy

preference inputs from the user.

[00162] In various embodiments, the verification embodiments discussed herein for
service policy implementation verification or service policy implementation compromise
protection can be applied. In some embodiments, rather than attaching a service provider service
plan account to a single device, it is attached to (e.g., associated with) a user. For example, when
the user logs onto an access network with a service controller controlled by a service provider,
regardless of what device the user logs onto with the user’s service plan profile can be
automatically looked up in the central billing system 123 and dynamically loaded (e.g.,
downloaded) onto the device 100 from the service controller 122 (e.g., a service profile provided
on demand based on the user’s identity). In some embodiments, in addition to dynamically
loading the user’s service policy implementation and control settings, one or more of the user’s
preferences including notification, service control, traffic monitor reporting privacy and
Customer Relationship Management (CRM) reporting privacy are also dynamically loaded. For
example, this allows the user to have the same service settings, performance and experience
regardless of the device the user is logged into and using on the network. In addition, as
discussed herein, in the various embodiments that call for roaming from one type of access
network to another, the user service plan profile, that includes all of the above in addition to the
service plan profile changes that take effect between different types of access network, can be
used on any device and on any network, providing the user with a verifiable or compromise

resistant, consistent service experience regardless of network or device.

[00163] Many of the embodiments described herein refer to a user using device 100. It is
understood that there are also applications for these various embodiments that do not involve

user interfaces. Examples of such applications include equipment, apparatus or devices for

Attorney Docket No. RALEP028+ 54 PATENT

Page 60 of 359



20

25

automation, telemetry, sensors, security or surveillance, appliance control, remote machine to
machine data connections, certain remote access configurations, two way power metering or
control, asset tracking, people tracking or other applications in which a human user interface is

not required for device 100.

[00164] Various embodiments of the device 100 described above include other 1/0O
devices 985. In some embodiments, these other devices include other modems, other special
purpose hardware components, and/or other I/O devices or drivers or modems to connect to other
1/0 devices. In some embodiments, these other devices include a Subscriber Identity Module
(SIM) or Universal Subscriber Identity Module (USIM) device. In some embodiments, it is
advantageous to implement some or all of the service processor 115 functions on an embodiment
of device 100 that includes a SIM and/or a USIM. In some embodiments, the other I/O devices
985 include a hardware device designed to implement a portion or all of the service processor
115 functions. For example, this is advantageous in cases in which the original device 100 was
not manufactured with the service processor 115; in cases in which dedicated hardware is desired
to improve one or more aspects of service processor 115 performance; allowing users, for
example, to have the same service settings, performance and experience regardless of the device
the user is using on the network by using such a SIM and/or USIM (e.g., or implemented as a
type of dongle); and/or in cases in which a separate component is desired to assist in compromise

protection for one or more aspects of service processor 115.

[00165] As discussed above, some embodiments described herein provide for billing of
certain access services. In some embodiments, various applications do not require or involve
billing of certain services. For example, applications like enterprise IT (Information
Technology) group management of enterprise workforce access policy implementation or access
cost control or access security policy, privacy control, parental control, network quality of
service control or enhancement, private network services, free access services, publicly funded
access services, flat rate no-options service and other services, or other examples that will be
apparent to one of ordinary skill in the art do not require billing functionality but benefit from

many other aspects of various embodiments.
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[00166] Service Processor and Service Controller for Verifiable Service Monitoring,

Notification and Control

[00167] Figure 16 is a functional diagram illustrating a device based service processor
115 and a service controller 122 in accordance with some embodiments. For example, this
provides relatively full featured device based service processor implementation and service
controller implementation. As shown, this corresponds to a networking configuration in which
the service controller 122 is connected to the Internet 120 and not directly to the access network
1610. As shown, a data plane (e.g., service traffic plane) communication path is shown in solid
line connections and control plane (e.g., service control plane) communication path is shown in
dashed line connections. As previously discussed, it is understood that the division in
functionality between one device agent and another is based on, for example, design choices,
networking environments, devices and/or services/applications, and various different
combinations can be used in various different implementations. For example, the functional
lines can be re-drawn in any way that the product designers see fit. As shown, this includes
certain divisions and functional breakouts for device agents as an illustrative implementation,
although other, potentially more complex, embodiments can include different divisions and
functional breakouts for device agent functionality specifications, for example, in order to
manage development specification and testing complexity and workflow. In addition, the
placement of the agents that operate, interact with or monitor the data path can be moved or re-
ordered in various embodiments. For example, as discussed below in some embodiments, one or
more of the policy implementation or service monitoring functions can be placed on one of the
access modems located below the modem driver and modem bus in the communication stack as
illustrated in certain figures and described herein. As discussed below, some simplified
embodiment figures illustrate that not all the functions illustrated in all the figures are necessary
for many designs, so a product/service designer can choose to implement those functions
believed to be most advantageous or sufficient for the desired purposes and/or environment. The

functional elements shown in Figure 16 are described below.

[00168] As shown, service processor 115 includes a service control device link 1691. For
example, as device based service control techniques involving supervision across a network

become more sophisticated, it becomes increasingly important to have an efficient and flexible
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control plane communication link between the device agents and the network elements
communicating with, controlling, monitoring, or verifying service policy. In some embodiments,
the service control device link 1691 provides the device side of a system for transmission and
reception of service agent to/from network element functions. In some embodiments, the traffic
efficiency of this link is enhanced by buffering and framing multiple agent messages in the
transmissions. In some embodiments, the traffic efficiency is further improved by controlling
the transmission frequency or linking the transmission frequency to the rate of service usage or
traffic usage. In some embodiments, one or more levels of security or encryption are used to
make the link robust to discovery, eavesdropping or compromise. In some embodiments, the
service control device link 1691 also provides the communications link and heartbeat timing for
the agent heartbeat function. As discussed below, various embodiments disclosed herein for the
service control device link 1691 provide an efficient and secure solution for transmitting and
receiving service policy implementation, control, monitoring and verification information with

other network elements.

[00169] In some embodiments, the service control device link 1691 agent messages are
transmitted asynchronously as they are generated by one or more of the service agents. In some
embodiments, the service control device link 1691 performs collection or buffering of agent
messages between transmissions. In some embodiments, the service control device link 1691
determines when to transmit based potentially on several parameters including, for example, one
or more of the following parameters: periodic timer trigger, waiting until a certain amount of
service usage or traffic usage has occurred, responding to a service controller message,
responding to a service controller request, initiated by one or more agents, initiated by a
verification error condition, initiated by some other error or status condition. In some
embodiments, once a transmission trigger has occurred, the service control device link 1691

assembles all buffered agent communications and frames the communications.

[00170] In some embodiments, the transmission trigger is controlled by waiting for an
amount of service usage, such as waiting until a certain amount of data traffic has passed, which
reduces the control plane communication channel traffic usage to a fraction of the data plane
traffic. For example, this approach preserves network capacity and reduces service cost even in

traffic scenarios in which data traffic is light.
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[00171] In some embodiments, the transmission trigger is based on waiting for an amount
of service usage, and also including a minimum transmission rate that triggers a transmission
according to one or more of the following parameters: a maximum time between transmissions
clock to keep the service processor 115 in communication with the service controller 122 when
little or no service usage is occurring, a polling request of some kind from the service controller
122, a response to a service controller heartbeat, a transmission generated by a service
verification error event, or a transmission generated by some other asynchronous event with time
critical service processor 115 (or service controller 122) messaging needs, such as a transaction
or service billing event or a user request. For example, service control plane traffic down is
reduced to a relatively inexpensive and capacity conserving trickle when device 100 data traffic
is not significant. At the same time, this approach also provides an effective flow of real time or
near real-time service control plane traffic that is both cost and capacity efficient, because the
service control plane traffic is a relatively small percentage of the data plane traffic when data
plane traffic usage is heavy. For example, when data plane traffic usage is heavy is generally the
time when close monitoring of service policy implementation verification or compromise
prevention can be particularly important and by keeping the control plane overhead to a fraction
of data plane traffic close monitoring and control of services are maintained at a reasonable cost
in terms of percentage of both bandwidth used and network capacity. In some embodiments, the
service usage or service activity trigger occurs based on some other measure than traffic usage,
such as a number of messages transacted, one or more billing events, number of files
downloaded, number of applications run or time that an application has been running, usage of
one or more specified applications, GPS coordinate changes, roaming event, an event related to

another network connection to the device and/or other service related measures.

[00172] In some embodiments, the service control device link 1691 provides for securing,
signing, encrypting or otherwise protecting communications before sending. For example, the
service control device link 1691 can send to the transport layer or directly to the link layer for
transmission. In some embodiments, the communications are further secured with transport
layer encryption, such as TCP TLS (Transport Control Protocol Transport Layer Security) or
another secure transport layer protocol. In some embodiments, communications are encrypted at

the link layer, such as IPSEC (Internet Protocol Security), various VPN (Virtual Private

Attorney Docket No. RALEP028+ 58 PATENT

Page 64 of 359



20

25

Network) services, other forms of IP layer encryption and/or another link layer encryption

technique.

[00173] In some embodiments, the service control link 1691 includes the above discussed
agent heartbeat function in which the agents provide certain required reports to the service
controller 122 for the purpose of service policy implementation verification (e.g., verification
related reports on certain aspects of the service processor 115) or for other purposes. For
example, such agent heartbeat messages can be in the open/clear (unencrypted) or encrypted,
signed and/or otherwise secured. In some embodiments, these messages include one or more of
the below described types of messages: an agent information message, an agent check-in

message and/or agent cross check message.

[00174] In some embodiments, an agent information message is included in the agent
heartbeat service policy implementation verification message, which includes, for example, any
information the agent needs to communicate to the service controller 122 as part of the operation
of the service policy implementation system. For example, an agent response to a service
controller challenge, as described below, can be included in the agent heartbeat service policy

implementation verification message.

[00175] In some embodiments, an agent check-in message is included in an agent
heartbeat service policy implementation verification message, which includes, for example, a
transmission of a unique agent identifier, secure unique identifier, and/or hashed encrypted and
signed message beginning with some shared secret or state variable for the hash. For example,
an agent self-check can be included in the agent heartbeat service policy implementation
verification message, which includes reporting on agent configuration, agent operation, agent
code status, agent communication log, agent error flags, and/or other agent associated
information potentially hashed, encrypted, signed or otherwise secured in the message (e.g.,

using a shared secret unique to that agent).

[00176] In some embodiments, an agent cross-check message is included in the agent
heartbeat service policy implementation verification message, which includes, for example,
reports on the status, configuration, operation observations, communication log or other aspects

of another agent. For example, agent environment reports can be included in the agent heartbeat
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service policy implementation verification message, which includes, for example, reports on
certain aspects of the service processor 115 operating environment, such as software presence
(c.g., installation status of certain operating system and/or application software and/or
components thereof), observed communication with agents or communication attempts, memory
accesses or access attempts, network accesses or access attempts, software downloads or
attempted downloads, software removal or download blocking, service policy implementation
verification or compromise event error conditions with respect to the operating environment for
the service processor 115, and/or other messages regarding the verification or possibility of

compromise associated with the service processor 115 operating environment or agents.

[00177] In some embodiments, the agent heartbeat function also provides regular updates
for information important to user service notification services. For example, the network based
clements can provide regular synchronization updates for the device based service usage or
service activity counters in which service usage or service activity measures available from one
or more network service history elements is transmitted to the device 100. This allows the
service usage counter errors between the device service counter and the counters used for central
billing to be minimized. A common service usage or service activity measure is total traffic
usage measured to date within a time frame over which a service limit is applicable. Other

service usage or service activity measures can also be tracked and reconciled in a similar manner.

[00178] In some embodiments for the heartbeat function, the service controller 122
verifies that the scheduled agent reports are being received and that the reports are within
expected parameters. In some embodiments, the access control integrity server 1654 issues
signed challenge/response sequences to the policy implementation agent 1690. For example, the
challenges can be asynchronous, issued when an event or error condition occurs, issued on a
schedule or issued when a certain amount of data has passed. This approach, for example,
provides a second layer of service policy implementation verification that strengthens the service
usage or service activity measurement verification. For example, a challenge/response can be
sent over the heartbeat link for the purpose of verifying device agent integrity. Various

challenge/response related verification embodiments are described below.
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[00179] In some embodiments, the challenge/response heartbeat message can include
sending any kind of command or query, secure or transmitted in the open, receiving a response
from the agent and then evaluating the response to determine if the response is within a range of
parameters expected for a correctly configured agent, an agent that is operating properly, an
agent that is not partially compromised or an agent that is not entirely compromised. In some
embodiments, the agent is only required to respond with a simple acknowledgement of the
challenge. In some embodiments, the agent is required to respond with a message or piece of
information that is known by the agent. In some embodiments, the agent is required to respond
with a message or piece of information that is difficult for the agent to respond correctly with if it
were to be partially or entirely compromised. In some embodiments, the agent is required to
respond back with information regarding the operation or configuration of the agent that is
difficult for the agent to respond properly with if the agent is not properly configured, not
operating properly, is partially compromised or is entirely compromised. In some embodiments,
the first agent is required to respond back with information regarding the operation,
configuration, status or behavior of a second agent that is difficult for the first or second agent to
respond properly with if the first or second agent is not properly configured, not operating
properly, is partially compromised or is entirely compromised. In some embodiments, the agent
is required to respond with a response that includes a shared secret. In some embodiments, the
agent is required to respond with information regarding the presence, configuration, operating
characteristics or other information regarding other programs in the operating environment of the
agent. In some embodiments, the agent is required to respond with hashed information to be
portions of code or a code sample (e.g., the code portion or code sample can be specified by the

service controller 122).

[00180] In some embodiments, the information the agent responds with is a response to a
signed or encrypted message from the service controller 122 in which the agent must know how
to decode the encrypted controller message in order to respond correctly or it would be difficult
for the agent to respond properly if the agent is not configured properly, is not operating within
appropriate limits, is partially compromised or is entirely compromised. In some embodiments,
the agent signs or encrypts information in such a manner that it is difficult to respond correctly
when the message is decoded by the service controller 122 unless the agent is configured

properly, is operating within appropriate limits, is not partially compromised and is not entirely
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compromised. In some embodiments, the agent is required to respond with a signed or encrypted
hash of information that is difficult for the agent to generate unless the agent is configured
properly, is operating within appropriate limits, is not partially compromised and is not entirely
compromised. For example, the hashed information can be local device configuration
information, portions of code or all of the code, and/or the code portion to be used in the
response can be specified by the service controller. In another example, the hashed information
the agent responds with can include a shared secret, and/or the hashed information can be
information regarding the presence, configuration, operating characteristics or other information

regarding other programs in the operating environment of the agent.

[00181] Accordingly, as described above, the agent heartbeat function provides an
important and efficient system in some embodiments for verifying the service policy
implementation or protecting against compromise events. For example, there are many other
functions the agent heartbeat service can perform and some are described herein while others
will be apparent to one of ordinary skill in the art given the principles, design background and

various embodiments provided herein.

[00182] In some embodiments, the service control device link 1691 facilitates another
important function, which is the download of new service processor software elements, revisions
of service processor software elements, and/or dynamic refreshes of service processor software
elements. There are many embodiments for such operations. In some embodiments, the
software is received as a single file over the service control device link 1691. For example, the
file can have encryption or signed encryption beyond any provided by the communication link
protocol itself. In some embodiments, the software files are segmented into smaller packets that
are communicated in multiple messages sent over the service control device link 1691. In some
embodiments, once the file(s) are received, or the segmented portions of the file(s) are received,
they are communicated to a service downloader 1663 for file aggregation and installation, which,
in some embodiments, is performed after further measures to verify the service processor
software are completed. In some embodiments, the files are sent using other delivery means,
such a direct TCP socket connection to the service downloader 1663 or some other software

installer, which can also involve secure transport and additional levels of encryption.
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[00183] As shown in Figure 16, an agent communication bus 1630 represents a functional
description for providing communication for the various service processor 115 agents and
functions. In some embodiments, as represented in the functional diagram illustrated in Figure
16, the architecture of the bus is generally multipoint to multipoint so that any agent can
communicate with any other agent, the service controller or in some cases other components of
the device, such user interface 1697 and/or modem components. As described below, the
architecture can also be point to point for certain agents or communication transactions, or point
to multipoint within the agent framework so that all agent communication can be concentrated,
or secured, or controlled, or restricted, or logged or reported. In some embodiments, the agent
communication bus is secured, signed, encrypted, hidden, partitioned and/or otherwise protected

from unauthorized monitoring or usage.

[00184] In some embodiments, as described below, there are multiple layers of security
applied to the agent communication bus 1630 communication protocols, such as including one or
more of the following: point to point message exchange encryption using one or more keys that
are partially shared or shared within the service processor 115 agent group and/or the service
controller 122, point to point message exchange that using one or more keys that are private to
the two endpoints of the communication, a bus-level message exchange encryption that can be in
place of or in addition to other encryption or security, or using one or more keys that are partially
shared or shared within the service processor 115 agent group and/or the service controller 122, a
set of secure messages that can only be decoded or observed by the agents they are intended for,
a sct of secure messages that allow communication between certain agents or service processor
functions and entities outside of the service processor operating environment. In some
embodiments, and as described herein, the service control device link 1691 is assumed to be
equivalent to an agent for communication purposes, and, in the case of the service control device
link 1691, the communication is not restricted to the agent communication bus 1630 but also
extends to the service control communications link 1653. In some embodiments, the system has
the capability to replace keys or signatures on occasion or on a regular basis to further secure

against monitoring, eavesdropping or compromise of the agent communication system.

[00185] For example, various forms of message encryption and security framework

techniques can be applied to encrypt and/or secure the agent communication bus 1630, including
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one or more of the following: agent bus encryption using shared key for all agents provided and
updated by the secure server; agent bus encryption using point to point keys in which the secure
server informs the bus and agents of keys and updates as appropriate; agent level encryption
using agent to agent shared keys in which the secure server informs agents of the key and
updates the key as appropriate; agent level encryption using agent to agent point to point key in
which the secure server informs agent of the point to point keys that are required and updates the
keys as appropriate; agent level access authorization, which only allows access to the agents that
are on the secure authorization list and in which the list is provided by the secure server and
signatures are provided by the secure server; Ul messages are only analyzed and passed, in
which the Ul cannot have access to configuration information and cannot issue challenges; agent
level heartbeat encryption, which can be point to point or shared key for that agent; control link
level heartbeat encryption; TLS (Transport Layer Security) communication protocols; server
level heartbeat encryption, which can be point to point or shared key for that secure server;
and/or the access control integrity agent 1694 or heartbeat function can become point to

multipoint secure communications hubs.

[00186] In some embodiments of the agent communication bus 1630, the design of the
agent communication bus depends on the nature of the design embodiments for the agents and/or
other functions. For example, if the agents are implemented largely or entirely in software, then
the agent communication bus can be implemented as an inter-process software communication
bus. In some embodiments, such an inter-process software communication bus is a variant of D-
bus (e.g., a message bus system for inter-process software communication that, for example,
helps applications/agents to talk to one another), or another inter-process communication
protocol or system, running a session bus in which all communications over the session bus can
be secured, signed, encrypted or otherwise protected. For example, the session bus can be
further protected by storing all software (e.g., software components, applications and/or agents)
in secure memory, storing all software in encrypted form in secure memory, and/or executing all
software and communications within a secure execution environment, hardware environment
and/or protected memory space. In some embodiments, if the agents and other functions are
designed with a mixture of software and hardware, or primarily with hardware, then the

implementation of the bus design will vary, and the principles and embodiments described herein
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will enable one of ordinary skill in the art to design the specifics of the agent communication bus

1630 to meet a particular set of product and desired functional requirements.

[00187] As shown in Figure 16, an access control integrity agent 1694 collects device
information on service policy, service usage or service activity, agent configuration and agent
behavior. In some embodiments, the access control integrity agent 1694 also cross checks this
information to identify integrity breaches in the service policy implementation and control
system. In some embodiments, the access control integrity agent 1694 also initiates action when
a service policy violation or a system integrity breach is suspected. In some embodiments, the
access control integrity agent 1694 also performs asynchronous or periodic agent checks to
verify presence, configuration or proper operation of other agents. In some embodiments, the
access control integrity agent 1694 also performs challenge-response sequence verification of

other agents.

[00188] In some embodiments, the access control integrity agent 1694 obtains service
usage or service activity measures from a service monitor agent 1696 and compares one or more
first service usage measurement points against one or more second service usage measurement
points to verify service policy implementation. For example, as shown in Figure 21, if the
service usage at measurement point IV is inconsistent with measurement point 111, which, for
example, can indicate, for example, that an unauthorized or unmonitored usage of the access
modem (e.g., modems 2122, 2123, 2124, 2125 or 2141) is taking place. As another example, as
also shown in Figure 21, if one or more aspects of upstream traffic usage measurement point I1,
which represents the upstream demand side of policy implementation agent 1690, is inconsistent
with upstream traffic measurement point 111, which represents delivered traffic from the policy
implementation agent 1690, then the policy implementation agent 1690 may not be operating
properly. As another example, as also shown in Figure 21, if service measurement point 111 and
IV indicate that firewall agent 1655 is passing traffic to URLs or IP addresses that are in the
blocked policy settings, then a verification error condition can be set for the access control
policy. As another example, if the policy controller reports traffic usage statistics that are
inconsistent with traffic usage policy settings, then a traffic usage policy verification error may
have occurred. As another example, if the service usage counter synchronization information

received from the service controller 122, the device service history 1618 and/or the central
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billing system 1619, is compared to the service usage history reported by the service monitor
agent and the two are found to be outside of acceptable tolerance limits for the comparison, then
there may be a verification error in the service monitor service usage or service activity
accounting. There are numerous additional embodiments of such comparisons as described
herein and others as will be readily apparent to one of ordinary skill in the art given the

principles, design background and specific examples and various embodiments described herein.

[00189] In some embodiments, device service policy implementations are verified by
comparing various service usage measures used at the device against expected service usage or
service activity behavior given the policies (e.g., one or more service policy settings, service
profile or service profile settings for network based access/services, and/or service plan or
service plan for network based access/services). For example, verification is performed based on
a measure of total data passed at the device as compared to the service policy for total data
usage. For example, verification is performed based on a measure of data passed in a period of
time at the device as compared to the service policy for data passed in such a period of time. For
example, verification is performed based on a monitoring of communications from the device
based on IP addresses as compared to the policy for permissible IP addresses. For example,
verification is performed based on a measure of total data passed from the device per IP address
as compared to the policy for total data usage per IP address. Other examples include such
actual versus policy comparisons based on other measures at/from/to the device, such as
location, downloads, email accessed, URLs, and/or any other data, location, application, time or
other criteria or any combination of criteria that can be measured for comparing with various

policy settings and/or restrictions.

[00190] In some embodiments, the access control integrity agent 1694 monitors agent self-
check reports to verify that agents are properly configured. In some embodiments, the access
control integrity agent 1694 reports the agent self check reports to the service controller 122. In
some embodiments, the access control integrity agent 1694 performs a role in service usage test
transmission, reception and/or monitoring, with the usage test being tailored to test monitoring or
control aspects for any subset of service activities. In some embodiments, the access control
integrity agent 1694 performs a role in billing test event generation and/or monitoring. In some

embodiments, the access control integrity agent 1694 checks and reports the result of service
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usage monitoring verification tests, service usage billing verification tests and/or transaction

billing verification tests.

[00191] In some embodiments, the access control integrity agent 1694 receives agent
access attempt reports to determine if unauthorized agent access attempts are occurring. In some
embodiments, the access control integrity agent 1694 acts as a central secure communications
hub for agent to agent or service controller 122 to agent communication. For example, the
access control integrity agent 1694 can be used so that no other software or function can access
other agents or so that agents cannot access other agents except through the secure point to
multipoint communications hub. In some embodiments, this approach further enhances
compromise resistance for the agents. In some embodiments, some or all of the agent
communications, including agent to agent or service controller 122 to agent communications,
and possibly including unauthorized attempts to communication with agents, are monitored and
logged so that a trace log of some or all agent communications can be maintained. For example,
the agent communication trace log can be summarized and/or compressed for transmission
efficiency or regularly reported, such as through the heartbeat function, or the agent
communication trace log can be reported only when the service controller 122 requests the agent
communication trace log or when there is a verification error event. As similarly described
above, the partitioning of agent functions and server functions is provided herein mainly to aid in
disclosing various embodiments but those of ordinary skill in the art will appreciate that other
partitioning of agent functions and server functions can be used based on different design
choices. For example, the central agent communication hub function is performed in some
embodiments by the access control integrity agent 1694, however, in other embodiments that
function is performed by the service control device link 1691. For example, when the central
agent communication hub function is located in the service control device link 1691, then
architecturally the device link can be a single point to multipoint secure communications hub for
all agent to agent and service controller 122 to agent communications. In some embodiments,
this approach has certain advantages from a service policy implementation verification or
compromise protection robustness perspective, or has certain advantages from a communications
protocol efficiency perspective, or simply can be more efficient to implement. It should be noted
that in other embodiments described herein the agent to agent and agent to service controller 122

communications can be multipoint to multipoint, with each agent having the capability to
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communicate with other agents or the service controller, this communication can be secure,
signed or otherwise encrypted or protected in some embodiments and in the open/clear in others.
Also, as discussed in some embodiments, the agents can maintain their own communications or
attempted communications log, which can then be reported to the service controller 122. In
some embodiments, the agents implement restrictions on which device components or agents the
agents will conduct communications with so that only agents that need to communicate with one

another can do so.

[00192] In some embodiments, the service control device link 1691 reviews local billing
event history and compares such history to billing event reports to verify that a billing agent
1695 is functioning properly (e.g., has not been tampered with or compromised). In some
embodiments, the service control device link 1691cross-checks service usage or service activity
against billing event reports from the billing agent 1695 to verify that billing events are properly
billing for service usage or service activity. In some embodiments, the service control device
link 1691cross-checks transaction billing process or records against transaction billing reports to
ensure that transaction billing events are being properly reported by the billing agent 1695. In
some embodiments, the service control device link 1691 determines if one or more agents have
been compromised, and if so, initiates a dynamic agent download process to replace any such

potentially compromised agent.

[00193] In some embodiments, the access control integrity agent 1694 verifies that the
service usage counter is reporting service usage or service cost to the user within acceptable
limits of accuracy when compared to the service usage reports obtained from the service monitor
agent 1696, the service controller 122, the device service history 1618 and/or the central billing
system 1619. In some embodiments, the access control integrity agent 1694 checks to verify that
user privacy filter preferences are being properly implemented. In some embodiments, the
access control integrity agent 1694 checks to verify that the user is properly receiving Ul

warnings regarding service usage or roaming service usage conditions.

[00194] In some embodiments, the access control integrity agent 1694 checks to verify
that the device is not beginning service usage until it has been authenticated, authorized or

granted access to the network. In some embodiments, access control integrity agent 1694 checks
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with the service controller 122 or the billing system 1619 to verify that the user or device has a

valid service standing and should be admitted to access on the network.

[00195] In some embodiments, an Activation Tracking Service (ATS) is provided in
which the service monitoring function (e.g., performed by the service monitor agent 1696 and/or
some other agent/component or combinations thereof on the device) is used in part to determine
which access networks are being connected to and to record and/or report this information. In
some embodiments, the ATS is only enabled if the device user approves reporting of access
networks connected to by the user device. In some embodiments, the ATS is protected from
tampering. For example, the ATS can be hardened, that is, to be more tamper resistant, using a
variety of techniques, including any of the following: the ATS can be located (e.g., stored) in
secure memory and/or secure hardware; the ATS can be implemented in the system BIOS, the
access modem and/or another hard to access portion of the device; a second device agent can
confirm the presence of the ATS with a report to a network based server; the second agent or the
network server can initiate a reinstall of the ATS if it is missing or is found to be operating
improperly; and/or the ATS can be placed in a secure area of the OS so that it cannot be removed
or if removed must be replaced for proper device operation to resume. A variety of other tamper
resistance techniques can also be used to protect the ATS from tampering as similarly described

herein with respect to other device based functions/software components/agents.

[00196] In some embodiments, the access control integrity agent 1694 verifies that ATS
software or hardware is present, properly configured or operating properly. In some
embodiments, the access control integrity agent 1694 reviews network connection or activity
history and compares such to ATS reports to verify activation tracking service reports are
occurring properly. In some embodiments, the access control integrity agent 1694 replaces ATS
software if it has been removed. In some embodiments, the access control integrity agent 1694
monitors access or compromise of ATS software to determine if it may have been compromised.

In some embodiments, the access control integrity agent 1694 reports status of ATS functions.

[00197] In some embodiments, the access control integrity agent 1694 scans the local
agent execution environment to determine if there are unauthorized accesses to service processor

functions, settings or code. In some embodiments, the access control integrity agent 1694
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monitors software loading activity, protected memory access or communication with service
processor 115 agents to detect unauthorized changes to service processor software or
configuration. For example, the access control integrity agent 1694 can have a local database of
potentially malicious elements and compare entries in the database against the elements detected
locally. As another example, the access control integrity agent 1694 can communicate a list of
some or all of the elements detected locally to the service controller 122 to augment or take the
place of the database comparison function that may be performed locally. In some embodiments,
the access control integrity agent 1694 detects new software downloads, installs or invocations
and immediately issues an error flag report when potentially malicious software is downloaded,
installed or invoked. In some embodiments, the access control integrity agent 1694 scans the
local software loading and invocation activity along with a log of other software runtime events
and regularly reports this trace so that when an error or compromise event occurs the trace
preceding the event can be analyzed to determine the offending software or activity trace that
took place to cause the compromise or error. Once the software or activity that caused the
compromise is known, it can be entered into a refreshed version of the database that the device
and other devices use to detect potentially malicious pre-cursor conditions. Examples of such
pre-cursor events include software invocations, software downloads, attempts to uninstall certain
agent and/or application software/components or OS components, a sequence of memory 1/0
events, a sequence of software access events, a sequence of network address or URL
communications or downloads or a sequence of access modem I/O activity. In various other
embodiments of the access control integrity agent 1694, the agent performs or (securely)
communicates with other software/hardware device/network components that perform other well
known signature, behavior blocking and/or intrusion detection identification/detection and/or
blocking techniques based on the presence of potentially unwanted and/or potentially or known
malicious software and/or intrusion attempts by unauthorized software and/or unauthorized

users, using, for example, real-time, on access, periodic, and/or on demand scanning.

[00198] In some embodiments, the access control integrity agent 1694 detects or blocks
potentially compromising behavior of other software programs/users attempting unauthorized
behavior in the service processor 115 operating environment. In some embodiments, the access
control integrity agent 1694 detects software that is being loaded that has the same or similar

name, identification, memory location or function as one or more of the service processor 115
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agents. In some embodiments, the access control integrity agent 1694 blocks operation or
loading of such software. In some embodiments, the access control integrity agent 1694 detects
or blocks unauthorized access of service processor 115 protected memory. In some
embodiments, the access control integrity agent 1694 verifies configuration and operation of
secure service downloader 1663. In some embodiments, the access control integrity agent 1694
monitors network and I/0 activity to detect potentially compromising events, such as a program
that is downloaded from known detrimental or potentially suspect IP addresses or URLSs or a
program that accesses certain IP addresses or URLs. In some embodiments, the access control
integrity agent 1694 scans of the service processor operating environment are recorded and kept
for a period of time, and if a service policy verification error occurs, then the scans immediately
prior to the error are analyzed or reported to the service controller 122 for analysis. In some
embodiments, such scans are regularly reported to the service controller 122 without the

presence of service policy verification error conditions.

[00199] In some embodiments, the access control integrity agent 1694 requests a dynamic
agent download of certain critical service processor functions, including in some cases the access
control integrity agent 1694 on a periodic basis, or on a periodic basis when network access

activity is not required or minimal.

[00200] In some embodiments, the access control integrity agent 1694 determines if a
threshold has been surpassed for a max usage trigger for ambient and/or other services that
should not be using significant amounts of data (¢.g., based on the type of device and/or service

profile settings).

[00201] In some embodiments, the access control integrity agent 1694 determines if
verification errors exist in one or more of the verification process embodiments and, in some
embodiments, reports errors immediately or in the next agent heartbeat to the service controller
122. In some embodiments, any number of results from the above checks, monitoring activities,

reports or tests are reported to the service controller 122,

[00202] In some embodiments, a policy control agent 1692 receives policy instructions
from the service controller 122 and/or the user via the billing agent 1695 and adapts device

service policy settings (e.g., instantancous device service policy settings) in one or more of the
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following agents/components: a policy implementation agent 1690, the modem firewall 1655
and/or an application interface agent 1693. As shown in Figure 16, the modem firewall 1655 is
in communication with a modem driver 1640, which is in communication with the agent
communication bus 1630 and access network 1610. As shown with respect to access network
1610, a central billing server 1619, an access network AAA server 1621 and device server
history 1618 are also provided. As shown, the Internet 120 is accessible via the access network

1610 and firewall 124, from which device 100 can then access various Internet services 1615.

[00203] In some embodiments, the policy control agent 1692 adapts low level service
policy rules/settings to perform one or more of the following objectives: achieve higher level
service usage or cost objectives, reduce network control channel capacity drain, reduce network
control plane server processing bandwidth, and/or provide a higher level of user privacy or
network neutrality while satisfying service usage or service activity objectives. In some
embodiments, the policy control agent 1692 performs a policy control function to adapt
instantaneous service policies to achieve a service usage objective. In some embodiments, the
policy control agent 1692 receives service usage information from the service monitor agent
1696 to evaluate service usage history as compared to service usage goals. In some
embodiments, the policy control agent 1692 uses service monitor 1696 service usage or service
activity history and various possible algorithm embodiments to create an estimate of the future
projected service usage. In some embodiments, the policy control agent 1692 uses a future
projection of service usage to determine what service usage or service activity controls need to
be changed to maintain service usage goals. In some embodiments, the policy control agent
1692 uses service usage history to perform a service usage or service activity analysis to
determine the distribution of service usage across service usage elements within categories, such
as usage by application, usage by URL, usage by address, usage by content type, usage by time
of day, usage by access network, usage by location, and/or any other categories for classifying
service usage. In some embodiments, the policy control agent 1692 uses the service usage
distribution analysis to determine which service usage elements or service activities are creating
the largest service usage (e.g., if e-mail, social networking, or multimedia/online video

application categories are creating the largest service usage).

Attorney Docket No. RALEP028+ 72 PATENT

Page 78 of 359



20

25

30

[00204] In some embodiments, the policy control agent 1692, service monitor agent 1696,
or another agent or function (or combinations thereof) of the service processor 115 provides a
device assisted services (DAS) activity map. In some embodiments, the policy control agent
1692, service monitor agent 1696, or another agent or function (or combinations thereof) of the
service processor 115 provides an activity map for classifying or categorizing service usage
activities to associate various monitored activities (e.g., by Uniform Resource Locator (URL), by
network domain, by website, by network traffic type, by application or application type, and/or
any other service usage activity classification/categorization) with associated IP addresses. In
some embodiments, the policy control agent 1692, service monitor agent 1696, or another agent
or function (or combinations thereof) of the service processor 115 determines the associated IP
addresses for monitored service usage activities using various techniques to snoop the DNS
request(s) (¢.g., by performing such snooping techniques on the device 100 the associated 1P
addresses can be determined without the need for a network request for a reverse DNS lookup).
In some embodiments, the policy control agent 1692, service monitor agent 1696, or another
agent or function (or combinations thereof) of the service processor 115 records and reports IP
addresses or includes a DNS lookup function to report IP addresses or IP addresses and
associated URLs for monitored service usage activities. For example, the policy control agent
1692, service monitor agent 1696, or another agent or function (or combinations thereof) of the
service processor 115 can determine the associated IP addresses for monitored service usage
activities using various techniques to perform a DNS lookup function (e.g., using a local DNS
cache on the monitored device 100). In some embodiments, one or more of these techniques are
used to dynamically build and maintain a DAS activity map that maps, for example, URLs to IP
addresses, applications to IP addresses, content types to IP addresses, and/or any other
categorization/classification to IP addresses as applicable. In some embodiments, the DAS
activity map is used for various DAS traffic control and/or throttling techniques as described
herein with respect to various embodiments. In some embodiments, the DAS activity map is
used to provide the user various Ul related information and notification techniques related to
service usage as described herein with respect to various embodiments. In some embodiments,
the DAS activity map is used to provide service usage monitoring, prediction/estimation of
future service usage, service usage billing (e.g., bill by account and/or any other service

usage/billing categorization techniques), DAS techniques for ambient services usage monitoring,
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DAS techniques for generating micro-CDRs, and/or any of the various other DAS related

techniques as described herein with respect to various embodiments.

[00205] In some embodiments, the policy control agent 1692 is instructed, for example, by
the user, through billing agent 1695 to perform a service control algorithm, such as traffic
shaping or download management, to manage service usage or service activities to assist the user
in controlling service costs. As a basic example of such a traffic shaping algorithm, the traffic
shaping algorithm can simply reduce traffic speed for all applications and traffic types
successively until the service usage projections are within service usage limits for the present
service billing period. To illustrate an algorithm that is more sophisticated and provides the
advantage of leaving many service usage elements or service activities unaffected while only
controlling down usage on the most aggressive service usage elements or service activities, the
traffic shaping algorithm can identify the highest traffic usage applications and/or websites and
successively reduce traffic speed just for the highest usage applications and/or websites until the
service usage projections are within service usage limits for the present service billing period.
These examples thereby reduce network traffic for the user in accordance with the user’s service
usage objectives while maintaining overall satisfactory service usage experience for the user in a
manner that satisfies various net neutrality requirements (e.g., the traffic throttling of certain
applications/websites based on user input in which categories based on service usage history are
selected by the user, for example, a certain application may be using 90% of the aggregate traffic
usage). For example, adaptive throttling algorithms can be used to throttle application traffic that
the user requests throttling, such as recursively throttling of the specified application traffic (e.g.,
to denigrate the traffic usage associated with that application and thereby reduce overall service

data usage).

[00206] In some embodiments, the policy control agent 1692 adjusts service policy based
on time of day. In some embodiments, the policy control agent 1692 obtains a measure of
network availability and adjusts traffic shaping policy settings based on available network
capacity. In some embodiments, the policy control agent 1692 automatically and dynamically
adjusts service policy based on one or more other service policy settings, the service profile

and/or the service plan associated with the device and/or user of the device.
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[00207] In some embodiments, various lower level service policy implementation
embodiments are combined with a higher level set of service policy supervision functions to
provide device assisted verifiable network access control, authentication and authorization

Services.

[00208] In some embodiments, device based access control services are extended and
combined with other policy design techniques to create a simplified device activation process
and connected user experience referred to herein as ambient activation. In some embodiments,
ambient access generally refers to an initial service access in which such service access is in
some manner limited, such as where service options are significantly limited (e.g., low
bandwidth network browsing and/or access to a specific transactional service), limited
bandwidth, limited duration access before which a service plan must be purchased to maintain
service or have service suspended/disabled or throttled or otherwise
limited/reduced/downgraded, and/or any other time based, quality based, scope of service limited
initial access for the network enabled device. In some embodiments, ambient activation is
provided by setting access control to a fixed destination (e.g., providing access to a portal, such
as a web page (e.g., for a hotspot) or WAP (Wireless Application Protocol) page, that provides
the user with service plan options for obtaining a service plan for the user desired access, such as
the service plan options for data usage, service types, time period for access (e.g., a day pass, a
week pass or some other duration), and costs of service plan(s)). In some embodiments, service
data usage of the ambient activated device is verified using IPDRs (e.g., using the device
ID/device number for the device 101 to determine if the device has been used in a manner that is
out of plan for the service plan associated with the device 101, such as based on the amount of
data usage exceeding the service plan’s service data usage limits, out of plan/unauthorized access
to certain websites, and/or out of plan/unauthorized transactions). In some embodiments, service
data usage of the ambient activated device is verified by setting a maximum data rate in the
policy control agent 1692 and if/when it is determined that the device is exceeding a specified
data rate/data usage, then the service data usage is throttled accordingly. In some embodiments,

various other verification approaches are used for ambient activation purposes.

[00209] In some embodiments, the policy control agent 1692 (and/or another

agent/component of the service processor 115 and/or service controller 122) performs a service
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control algorithm to assist in managing overall network capacity or application QoS (Quality of
Service). In some embodiments, the policy control agent 1692 (and/or another agent/component
of the service processor 115) performs an access network selection algorithm to determine which
access network to connect to based on connection options and determined strengths of available
wireless networks, network preference or security settings, service usage cost based network

preferences, and/or any other criteria.

[00210] Accordingly, as described herein with respect to various embodiments, service
usage or service activities can be measured by various agents at various different measurement
points, which provides for a more robust verification and integrity of device based services
communication. For example, it is much less likely and more difficult to compromise and/or
spoof multiple agents. As described herein, various verification and integrity checks are
performed, including, for example, network based service usage measurement (e.g., using
IPDRs); heartbeat monitoring; agent based heartbeat (e.g., challenge/response queries); agent
operating environment protection; monitoring agent communications; agent cross-checks;
comparing device based and network based measures (¢.g., service usage measures); dynamic
software/agent download; and/or any combination of these and various other
verification/integrity check techniques described herein and/or apparent from the various

embodiments described herein.

[00211] In some embodiments, the device 100 is capable of connecting to more than one
network and device service policies are potentially changed based on which network the device
is connected to at the time. In some embodiments, the network control plane servers detect a
network connection change and initiate the service policy implementation established for the
second network. In some embodiments, the device based adaptive policy control agent, as
described herein (e.g., policy control agent 1692), detects network connection changes and

implements the service policies established for the second network.

[00212] In some embodiments, when more than one access network is available, the
network is chosen based on which network is most preferred according to a network preference
list or according to which network that optimizes a network cost function. For example, the

network preference list can be pre-established by the service provide and/or the user and/or later
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modified/adjusted by either the service provider and/or the user. For example, the cost function
can be based on determining a minimum service cost, maximum network performance, whether
or not the user or device has access to the network, maximizing service provider connection

benefit, reducing connections to alternative paid service providers, and/or any other cost related

criteria for network selection purposes.

[00213] In some embodiments, the device 100 detects when one or more preferred
networks are not available, implements a network selection function or intercepts other network
selection functions, and offers a connection to the available service network that is highest on a
preference list. For example, the preference list can be set by the service provider, the user
and/or the service subscriber. In some embodiments, a notification is provided to the device/user
when the device is not connected to a network (e.g., indicating in a pop-up/bubble or other Ul
based display a notification, such as “You are not connected to the network. Click here to learn
more, get free trial, use a session, sign-up for service”). In some embodiments, the notification
content can be determined based on usage service patterns, locally stored and/or programmable
logic on the device and/or a server (e.g., device reports that user is not connected and WWAN is

available). Decisions on what bubble to present when may be in pre-stored logic on device.

[00214] In some embodiments, service policies are automatically adapted based on the
network to which device 100 is connected. For example, the device can be a cellular
communication based device connected to a macrocell, a microcell, a picocell, or a femtocell
(e.g., femto cells generally provide a low power, small area cellular network used, for example,
in homes or offices, which, for example, can be used as an alternative to Wi-Fi access). In some
embodiments, service monitoring agent 1696 and/or billing agent 1695 modify service usage
counting and/or billing based on whether the device is connected to a macrocell, microcell,
picocell or femtocell. In some embodiments, the device recognizes which type of network it is
currently connecting to (¢.g., looking up in a local or network table for the current base station
connected to, and/or the information is broadcast to the device upon the connection with the base
station), that is, whether it is a macrocell, microcell, picocell or femtocell. In other
embodiments, the device does not recognize which type of network it is currently connected to,
but reports its current base station, and the network uses a network lookup function to determine

which type of network it is connected to. In some embodiments, the device adjusts the billing
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based on the type of network it is connected to, or in other embodiments, the device calculates an
offset to such billing based on the type of network it is connected to, and/or in other
embodiments, the device records such service usage associated with the type of network it is
connected to and the network billing can adjust the billing accordingly. For example, the billing
can be lower for service data usage over a femtocell versus a macrocell. In some embodiments,
service policies are adjusted based on the type of network that the device is connected, such as
billing, user notification, data usage/bandwidth, throttling, time of day, who owns the cellular
network connection (e.g., user’s home femtocell, or user’s work femtocell, or a commercial
business’s femtocell like a coffee shop or any other common area like an airport) and/or any
other service policy can be different for a femtocell connection (or for any other type of
connection, such as a macrocell, microcell, or picocell). In some embodiments, the local service
usage counter is adjusted based on the type of network (and/or based on the time of day of such
service activity) that the device is connected, such as billing, user notification, data
usage/bandwidth, and/or any other service policy can be different for a femtocell connection (or
for any other type of connection, such as a macrocell, microcell, or picocell). In some
embodiments, the service policies and/or billing policies are adjusted based on network

congestion.

[00215] In some embodiments, if adaptive service policy control is not required, then the
policy control agent 1692 can simply pass instantaneous service policy settings directly to the

agents responsible for implementing instantaneous service policies.

[00216] In some embodiments, a policy implementation agent 1690 implements traffic
shaping and QoS policy rules for the device 100. In some embodiments, the policy
implementation agent 1690 provides a firewall function. In some embodiments, the policy
implementation agent 1690 performs traffic inspection and characterization. In some
embodiments, packet inspection is aided by literal or virtual application layer tagging while in
other embodiments packet inspection is performed entirely in/by the policy implementation
agent 1690. In some embodiments, the policy implementation agent 1690 accepts service policy
implementation settings from the policy control agent 1692 or directly from the service

controller 122. More detail on specific embodiments for the policy implementation agent 1690
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is provided below with respect to the figures associated with communication stack and

communication protocol flow.

[00217] In some embodiments, the burst size, buffer delay, acknowledgement delay and
drop rate used in upstream and downstream traffic shaping are optimized with the goal of
reducing access network traffic overhead, and excess capacity usage that can result from
mismatches in traffic transmission parameters with the access network MAC and PHY or from
excess network level packet delivery protocol re-transmissions. In some embodiments, the
application interface agent 1693 is used to literally tag or virtually tag application layer traffic so
that the policy implementation agent(s) 1690 has the necessary information to implement
selected traffic shaping solutions. As shown in Figure 16, the application interface agent 1693 is
in communication with various applications, including a TCP application 1604, an IP application

16035, and a voice application 1602.

[00218] In some embodiments, downstream literal or virtual application tagging are
delayed until a traffic flow passes through the service policy implementation functions and to the
application interface function where the service flow is then identified and associated with the
underlying traffic and application parameters, and the literal or virtual tag is then communicated
to the first policy implementation function or service monitoring function in the downstream
traffic processing stack. In some embodiments, prior to being associated with a literal or virtual
tag, the traffic flow is allowed to pass with no traffic shaping, and once the traffic flow is
identified and tagged, the appropriate traffic shaping is applied. In some embodiments, a set of
traffic shaping policy parameters are applied to the unidentified traffic flow before the flow is
identified, and then the traffic shaping policy for the flow is updated when the flow is tagged. In
some embodiments, the traffic flow can be blocked at the application interface agent even before
the tag is passed to the policy implementation functions if it is found to be associated with traffic
parameters that are blocked by policy once packet processing, framing and encryption are

removed.

[00219] In some embodiments, a service monitor agent 1696 records and reports device
service usage or service activities of device 100. In some embodiments, service usage history is

verified by a number of techniques including verifying against network based service usage
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history (e.g., device service history 1618) and the various service policy implementation

techniques as described herein.

[00220] In some embodiments, the service monitor agent 1696 includes the capability to
filter service usage history reporting with the decision on which aspects of service history to
report being determined by policies including possibly privacy policies defined by the device
user or control plane servers in the network. In some embodiments, the service monitor agent
1696 monitors and possibly records or reports Customer Resource Management (CRM)
information such as websites visited, time spent per website, interest indications based on
website viewing, advertisements served to the device, advertisements opened by the user,
location of the user, searches conducted by the user, application usage profile, device user
interface usage history, electronic commerce transactions, music or video files played,
applications on device, and/or when the user is actively working or playing or inactive. In some
embodiments, to protect the privacy of this user CRM information, the user is provided with
options on how much of the information to share and the user’s response to the options are
recorded and used to determine the filtering policy for how much of the CRM data to report (e.g.,
CRM filter level options selected by the user via the device Ul and/or via various service plan or
service profile or service policy options) and how much to suppress or to not even
monitor/record/store in the first place. In some embodiments, to protect the privacy of this user’s
GPS/location tracking related information, the user is provided with options on how much of the
information to share and the user’s response to the options are recorded and used to determine
the filtering policy for how much of the GPS/location tracking related data to report (e.g.,
GPS/location tracking filter level options) and how much to suppress or to not even
monitor/record/store in the first place. In some embodiments, the service processor 115 allows
the user to provide feedback on the user’s preferences, such as for privacy/CRM data to report.
In some embodiments, the user can also specify their preference(s) for notification (e.g., related
to service usage/cost, traffic reporting and other service usage/monitored information) and/or
service controls. In some embodiments, the service monitor agent 1696 observes and possibly
records or reports service usage categorized by network possibly including roaming networks,
paid service networks or free service networks. In some embodiments, the service monitor agent
1696 observes and possibly records or reports service usage categorized by sub-accounts for

various types of traffic or various types of network.
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[00221] For example, service monitor reports can be provided to the service controller
122. Service is monitored through various embodiments that can involve service usage logging
or traffic inspection and usage logging at the application level, various levels in the networking
communication stack or the access modem. Some embodiments involve multiple levels of
service or traffic measurement at various levels in the communications stack as described further

below.

[00222] In some embodiments, service or traffic monitoring includes monitoring one or
more of the following: traffic associated with one or more users; traffic downstream and/or
upstream data rate; total traffic received and/or transmitted over a period of time; traffic
transmitted and/or received by IP addresses, domain names, URLs or other network address
identifiers; traffic transmitted and/or received by email downloads or uploads; traffic transmitted
and/or received by an application; traffic transmitted and/or received by network file transfers;
traffic transmitted and/or received by file download or upload content types; traffic transmitted
and/or received by mobile commerce transactions; traffic transmitted and/or received by one or
more time periods; traffic transmitted and/or received by differing levels of network activity and
network capacity availability; traffic transmitted and/or received by one or more delivered levels
of quality of service; traffic transmitted and/or received by software downloads; traffic
transmitted and/or received by application downloads; traffic transmitted and/or received by one
or more activities associated with the service control plane link or other network related
functions, or traffic that may not directly result in service usage or service activity that the user
values or desires; traffic transmitted and/or received to support one or more service provider
third party service partner offerings; software usage history; application usage history; device
discovery history for Ul components, applications, settings, tutorials; ads served history; ads

visited history; and/or device location history.

[00223] In some embodiments, some or all of the service usage monitoring occurs at the
application layer. In some embodiments, the service monitor agent 1696 implements traffic
inspection points between the applications and the networking stack application interface, such
as the sockets API. In other embodiments, the application interface agent 1693 performs traffic
inspection and reports the results to the service monitor agent 1696. Traffic inspection can be

accomplished in several ways, including, for example, implementing a T-buffer at each socket
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connection and feeding the side traffic into a traffic flow analyzer, which in combination with a
mapping of application to socket provides much of the information listed above. In cases in
which it is necessary to obtain traffic information from the application itself, some embodiments
call for the application to be adapted to provide the information to either the application interface
agent 1693 or the service monitor agent 1696. As an example, the application interface agent
1693 or the service monitor agent 1696 can monitor and decode advertisements downloaded via
HTTP, but if the browser and HTTP server employ security above the sockets protocol stack
layer then the application interface agent can communicate with the browser via a java applet or
some other inter-process communication method. In some embodiments, the service monitor
agent 1696, the billing agent 1695 and/or the policy control agent 1692 (or some other software
or hardware function on the device) can monitor and/or control (e.g., allow, block and/or replace)
advertisement traffic flow into the device. In some embodiments, the monitoring and control of
advertisement traffic flow into the device is also used for bill by account purposes (e.g., charges,
such as service charges, billed to the advertiser, sponsor, and/or service or transactional service

provider).

[00224] In some embodiments, some or all of the service usage monitoring occurs below
the application interface for the networking stack. In this case, some portion of the information
listed above may not always be available due to encryption applied at the higher layers and/or the

computational costs associated with performing deep packet inspection on mobile devices.

[00225] In some embodiments, the service monitor agent 1696 is also monitors the
operating software install or loading systems, and/or otherwise monitors software installs or

loads and/or software uninstalls/deinstallations.

[00226] Some of the information above may be considered by some users, advocacy
groups or agencies as customer sensitive personal information. Simply sending the above
information to the network for unspecified purposes may not, therefore, be acceptable for some
service providers. However, if the user provides specific approval (e.g., informed consent) for
the device, network or service provider to use some or all of the information that may be
sensitive for specified purposes, then the user can control the level of information that is used

and the purpose the information is used for. Accordingly, various embodiments described herein
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provide the user with control of what information is used and the purposes it is used for thereby
allowing the user adequate control of any such sensitive information. In some embodiments,
information that is thought to perhaps be sensitive and is reported to the network must first
receive user approval for the reporting. Some basic information is generally not considered
sensitive and is necessary for certain basic service provider needs. For example, total data
transmitted and/or received, traffic downstream and/or upstream speed, overall traffic usage by
time of day are generally not considered private from the service provider’s perspective and are
necessary in many basic service policy implementations. As additional examples, perhaps other
service usage history, such as total traffic email downloads and uploads but not the type of files
or any specifics about the email traffic, the total web browsing traffic but nothing specific about
the sites visited or content viewed, total file transfer traffic but not the type of files transferred or
the addresses involved in the transfer, and other examples may not be viewed as private and, in
some embodiments, provide valuable information for the service provider to manage services.
Conversely, information such as websites visited, content viewed, mobile commerce transactions
completed, advertisements visited, GPS location history and other service usage history the
service monitor is capable of recording may be sensitive or private for some users and would
thereby benefit from the various embodiments that provide enhanced user control of the
reporting of such potentially sensitive or private data. It should also be appreciated that there is
an inherent advantage to implementing traffic monitoring, traffic, service monitoring or service
control on a device, because it is not necessary to report sensitive information to the network to

accomplish many of these service policy implementation objectives.

[00227] In some embodiments, the service monitor agent 1696 assists in virtual
application tagging of traffic flows through the networking stack policy implementation by
tracking the virtually tagged packets through the stack processing and communicating the flow
tags to the service policy implementation agent(s) 1690. In some embodiments, the service
monitor agent 1696 maintains a history and provides reports or summary reports of which
networks in addition to the networks controlled by the service controller 122 to which the device
has connected. In some embodiments, this network activity summary includes a summary of the
networks accessed, activity versus time per connection, and/or traffic versus time per connection.
In some embodiments, the traffic reports that go to the network, possibly to service controller

122, billing system 1619 and/or device service history 1618, are first filtered according to rules
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defined by user preference selection at the time of service activation (e.g., service plan/service
plan option selection), time of first device use, at a time the user selected the option on the
service Ul or at a time the user chose to change the option on the service Ul or some other

time/mechanism allowing for user preference selection.

[00228] In some embodiments, the service monitor agent 1696 monitors application usage
(e.g., which application the user executes on the device 101, such as e-mail applications, web
browsing applications and/or media content streaming applications). In some embodiments, the
service monitor agent 1696 monitors multimedia file usage (e.g., based on multimedia file type
and/or based on specific multimedia files, such as specific movies and/or songs). In some
embodiments, the service monitor agent 1696 monitors the device user interface, application, and
content discovery history (e.g., monitoring which applications/content the user accesses from the
device, including monitoring the pattern by which the user accesses such applications/content,
such as how the user navigates the user interface on the device to access such
applications/content and maintaining such patterns and history, such as which icons the user
access on a home page, secondary or other portion/mechanism on the device for accessing
various applications/content). In some embodiments, the service monitor agent 1696 monitors
advertisements provided to the user on the device 101. In some embodiments, the service
monitor agent 1696 monitors advertisements viewed (e.g., accessed, such as by clicking on a
web advertisement) by the user on the device 101. In some embodiments, the service monitor
agent 1696 monitors GPS/location information for the device 101. As will be appreciated by
those of ordinary skill in the art, the service monitor agent 1696 can monitor a wide variety of
activities performed by the device/user of the device and/or based on other information related to
the device 101 such as GPS/location information. As described herein, in some embodiments,
the user of the device 101 can also specify which activities that the user authorizes for such

monitoring (e.g., the user may prefer to not allow for such GPS/location monitoring).

[00229] In some embodiments, the application interface agent 1693 provides an interface
for device application programs. In some embodiments, the application interface agent 1693
identifies application level traffic, reports virtual service identification tags or appends literal
service identification tags to assist service policy implementation, such as access control, traffic

shaping QoS control, service type dependent billing or other service control or implementation
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functions. In some embodiments, the application interface agent 1693 assists with application
layer service usage monitoring by, for example, passively inspecting and logging traffic or
service characteristics at a point in the software stack between the applications and the standard
networking stack application interface, such as the sockets API. In some embodiments, the
application interface agent 1693 intercepts traffic between the applications and the standard
network stack interface API in order to more deeply inspect the traffic, modify the traffic or
shape the traffic (e.g., thereby not requiring any modification of the device
networking/communication stack of the device OS). In some embodiments, the application
interface agent 1693 implements certain aspects of service policies, such as application level
access control, application associated billing, application layer service monitoring or reporting,
application layer based traffic shaping, service type dependent billing, or other service control or

implementation functions.

[00230] In some embodiments, application layer based traffic monitoring and shaping can
be performed as described below. The traffic from each application can be divided into one or
more traffic flows that each flow through a traffic queue, with each queue being associated with
one or more additional classifications for that application (e.g., the application can be a browser
that is associated with multiple queues representing different destinations or groups of
destinations it is connected to, with each destination or group of destinations having potentially
different access control or traffic control policies, or the application can be associated with
different content types or groups of content types with each content type having different queues,
the application might be an email program with email text traffic going to one queue and
downloads going to another with different policies for each). In some embodiments, queues are
formed for all applications or groups of applications that are associated with one or more traffic
parameters such as destination, content type, time of day or groups of applications can be
similarly assigned to different queues. The functions performed by the application layer queues
can be similar to the functions described for the policy implementation agent, such as pass,
block, buffer, delay, burst in order to control the traffic or network access associated with the
queue. The drop function can also be implemented, such as for application layer protocols that
include reliable transmission methods, but if the application layer protocol does not involve
reliable retransmission of lost information this can result in lost data or unreliable

communication which may be acceptable in some cases. The manner in which the queues are
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controlled can be constructed to result in a similar approach for controlling services or
implementing service activity control similar to the other embodiments described herein,
including, for example, the policy control agent 1692 implementing an higher layer of service

control to achieve a higher level objective as discussed herein.

[00231] In some embodiments, the application interface agent 1693 interacts with
application programs to arrange application settings to aid in implementing application level
service policy implementation or billing, such as email file transfer options, peer to peer
networking file transfer options, media content resolution or compression settings and/or
inserting or modifying browser headers. In some embodiments, the application interface agent
1693 intercepts certain application traffic to modify traffic application layer parameters, such as
email file transfer options or browser headers. In some embodiments, the application interface
agent 1693 transmits or receives a service usage test element to aid in verifying service policy
implementation, service monitoring or service billing. In some embodiments, the application
interface agent 1693 performs a transaction billing intercept function to aid the billing agent
1695 in transaction billing. In some embodiments, the application interface agent 1693 transmits

or receives a billing test element to aid in verifying transaction billing or service billing.

[00232] In some embodiments, a modem firewall 1655 blocks or passes traffic based on
service policies and traffic attributes. In some embodiments, the modem firewall 1655 assists in
virtual or literal upstream traffic flow tagging. Although not shown in Figure 16, in some
embodiments, the modem firewall 1655 is located on either side of the modem bus and in some

embodiments it is advantageous to locate it on the modem itself.

[00233] In some embodiments, the billing agent 1695 detects and reports service billing
events. In some embodiments, the billing agent 1695 plays a key role in transaction billing. In
some embodiments, the billing agent 1695 performs one or more of the following functions:
provides the user with service plan options, accepts service plan selections, provides options on
service usage notification policies, accepts user preference specifications on service usage
notification policies, provides notification on service usage levels, provides alerts when service
usage threatens to go over plan limits or to generate excess cost, provides options on service

usage control policy, accepts choices on service usage control policy, informs policy control
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agent 1692 of user preference on service usage control policy, provides billing transaction
options and/or accepts billing transaction choices. In some embodiments, the billing agent 1695
interacts with transaction servers (e.g., open content transaction partner sites 134) to conduct

ecommerce transactions with central billing 1619.

[00234] In some embodiments, service processor 115 includes one or more service usage
or service activity counters. For example, the service monitor agent 1696, billing agent 1695 or
a combination of these agents and/or other agents/components of service processor 115 can
include such a local service usage counter(s) for the device 101. In some embodiments, a service
usage counter monitors service usage including data usage to/from the device 101 with the
access network 1610. In some embodiments, the service usage counter periodically, in response
to a user request, in response to a service processor 115 agent’s request (e.g., the billing agent
1695, the policy control agent 1692, or another agent of service processor 115), in response to
the service controller 122, and/or in response to the central billing 1619 (e.g., for billing purposes
and/or for storing in the device service history 1618), provides a service usage report, including
monitored service usage for the device 101. In some embodiments, the service usage counter
periodically, or in response to a request, synchronizes the service usage counter on the device
101 with a network (and/or billing) service usage counter, such as that maintained potentially at
central billing 1619. In some embodiments, service processor 115 utilizes the service usage
counter to provide a service usage projection. In some embodiments, service processor 115
utilizes the service usage counter to provide a service usage cost estimate. In some
embodiments, service usage projections from policy control agent 1692 are used to estimate the
projected future service usage if user service usage behavior remains consistent. In some
embodiments, service processor 115 utilizes the service usage counter to provide a cost of
service usage, and the service processor 115 then periodically, or in response to a request,
synchronizes the cost of service usage with, for example, the central billing 1619. In some
embodiments, the service processor 115 utilizes the service usage counter to determine whether
the user is exceeding and/or is projected to exceed their current service plan for data usage, and
then various actions can be performed as similarly described herein to allow the user to modify
their service plan and/or modify (e.g., throttle) their network data usage. In some embodiments,
the service usage counter can support providing to the user the following service usage related

data/reports: service usage, known usage and estimated usage, projected usage, present costs,
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projected costs, cost to roam, cost to roam options, and/or projected roaming costs. For example,
including a local service data usage counter on the device 101 allows the service processor 115
to more accurately monitor service data usage, because, for example, network (and/or billing)
service usage counters may not accurately also include, for example, control plane data traffic

sent to/from the device 101 in their monitored service data usage count.

[00235] In some embodiments, verifiable device based service billing solutions are
provided. For example, as described herein, various device based service billing solutions can
include a wide range of verification techniques to ensure that the device is properly reporting
service billing events (e.g., to verify/ensure that the service billing is not malfunctioning and/or
has not been tampered with/compromised such that it is not accurately or timely providing
service billing information). As described herein, service billing generally refers the billing for
one or more services for a device, such as device 101 (e.g., email service billing for data usage
associated with received/sent email related data over the access network 1610, web browsing
service billing for data usage associated with received/sent web browsing related data over the
access network 1610 and/or any other network based service, and/or any transactional based

services, such as for multimedia content purchases or other transactions).

[00236] In some embodiments, verifiable device based service billing is provided by
sending dummyf(/test) billing events, such as having an access control integrity server 1654 of
the service controller 122 instruct the access control integrity agent 1694 to send a dummy(/test)
billing event to the billing agent 1695. If the billing agent does not then send the expected
report, which should reflect the dummy(/test) (or fails to timely send any report), then the system
can verify whether the billing process is working properly. In addition, a dummy (/test)
transaction can be used to verify transaction based billing through a variety of approaches (e.g.,
the access control integrity agent 1694 can similarly send a dummy(/test) transactional billing
event to the billing agent 1695 as a test to determine whether the billing agent 1695 then
provides the expected report reflecting that dummy(/test) transaction). For example, the test
billing events can be trapped by a device assisted billing mediation server and removed from the

user account billing.

Attorney Docket No. RALEP028+ &8 PATENT

Page 94 of 359



20

25

30

[00237] In some embodiments, verifiable device based service billing is provided by
sending one or more data bursts to the device to confirm that data was received and to confirm
that the service monitor agent 1696 properly logged the data burst(s) in the local service usage or
service activity counter. In some embodiments, data bursts can be used to verify data throttling
(e.g., if the device has exceeded service data usage limits and/or is approaching such limits such
that service data usage should be throttled, then sending data bursts can be used to verify whether
the expected throttling is properly being performed on the device). In some embodiments,
verifiable device based service billing is provided by submitting requests to connect to an
unauthorized service/website to verify if that unauthorized service usage is properly blocked. In
some embodiments, verifiable device based service billing is provided by submitting requests to
perform an unauthorized transaction to verify if that unauthorized transaction is properly

blocked.

[00238] In some embodiments, verifiable device based service billing is provided by
verifying device service activities relative to IPDRs for the device. In some embodiments, the
IPDRs for the device (possibly in a modified format) are periodically and/or upon request sent to
the device, as described herein. For example, IPDRs for the device can be compared to the
device’s local service data usage counter and/or to the service plan for the device to determine if
the overall service data usage limit has been exceeded, whether out of
plan/unauthorized/unrecorded websites/other services have been performed by the device,
whether service plan/profile bandwidth limits have been exceeded, whether out of
plan/unauthorized/unrecorded transactions have been performed (e.g., verifying IPDR
transaction logs, assuming such are included in the IPDRs, with the local transaction logs of the
device to determine, for example, whether the local device records indicate that fewer than the
network recorded number of content downloads, such as downloaded songs, were purchased),
and/or whether any other activities verifiable based on a comparison of IPDRs indicate that the
device has been used in any manner that is out of or exceeds the service plan/profile for the

device.

[00239] In some embodiments, device based service billing includes recording billing
option response history. For example, this approach can be particularly important for service

plan overage conditions (e.g., when the use of the device is exceeding the service plan associated
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with the device in some manner, such as service data usage, bandwidth, service or transaction
access and/or in some other manner). In some embodiments, in a service plan overage condition,
the user is requested to confirm that user has acknowledged notification of service plan overage,
such as via the user interface 1697. In some embodiments, such service plan overage
acknowledgements require that the user enter a unique identification to validate authorization by
the user identity associated with the device (e.g., another type of verification mechanism, in the
event a device is stolen or being used by someone other than the authorized user of the device,
then that unauthorized user would not be able to confirm the service plan overage
acknowledgement, and appropriate actions can then be taken, such as throttling, quarantining or
(temporarily) suspending service/network access). In some embodiments, if the device is
compromised/hacked (e.g., by the user of the device), and the device is used in a manner that
results in a service usage overage (¢.g., determined based on device assisted service usage
monitoring, and/or network based service usage monitoring using IPDRs/CDRs), then the billing
system determines billing for such service usage overage costs. This overage billing can be
initiated by the device 100 (e.g., service processor 115), the service controller 122, the billing
system 123, the AAA 121, or some other network function. In some embodiments, if the device
is compromised/hacked (e.g., by a user of the device), and the device is used in a manner that
results in a service usage overage, one or more of the following actions is taken: the user is
notified, the user is required to acknowledge the notification, the device traffic is sent to SPAN
(or similar traffic sampling and analysis function), and/or the device is flagged for further

analysis.

[00240] In some embodiments, device based service billing includes an option to bill by
account, such as to bill different service activities and/or transactions to a specified account (e.g.,
other than the user’s account associated with the general service plan for the device). For
example, bill by account can provide for billing according to application, content type, website,
transaction, network chatter (e.g., heartbeat communications and/or other network traffic that is
used by, for example, the central/service provider to generally maintain network access for the
device), and/or transaction partner sponsored activities and then report such bill by account
information for billing mediation/reconciliation. For example, a bill by account report can be
sent by billing agent 1695 from the device to central billing 1619 (e.g., as a billing event); or

alternatively, sent to an intermediate server/aggregator, which can then reformat and send the
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reformatted report to central billing 1619 (e.g., providing the billing report in a format required
by central billing 1619); or alternatively, sent to a mediation server, which can re-compute the
billing based on the bill by account report (e.g., offset the bill based on network chatter,
transaction based billing, transaction partner sponsored activities, content providers, website
providers and/or advertising providers) and then send the recomputed (and potentially

reformatted) report to central billing 1619.

[00241] In some embodiments, one or more of the mediation/reconciliation functions for
device assisted billing, device generated billing events, device generated bill by account events
and device generated open transaction billing events can be implemented in the service controller
122 (e.g., the billing event server 1662) or in another function located in the billing system 123
or elsewhere. This billing mediation server function accepts the device based billing events
discussed immediately above, reformats the billing events into a format accepted and recognized
by the billing system, mediates the billing event information to remove service usage billing
from the user account and place it in other bill by account categories as appropriate according to
the bill by account mediation rules, adds other billing events for service usage or transactions to
the user account as appropriate according to the device based billing rules, and then applies the

information to the billing information the user account to correct or update the account.

[00242] For example, a bill by account can allow for a website provider, such as Google
or Yahoo, to pay for or offset certain account usage for web browsing, web based searching, web
based email, or any other web based or other service usage activities, which may also be based
(in whole or in part) on the activities performed by the user on such transactional services (e.g.,
based on advertisement viewing/accessing or click-through activities by the user, by which an
advertisement business model used by such website providers directly or indirectly supports such
service account subsidies). As another example, a bill by account can allow for an advertiser to
pay for or offset certain account usage for viewing and/or accessing (e.g., clicking through) a
web placed advertisement or other advertisement sent via the network to the device. As yet
another example, various network chatter (e.g., heartbeat related network and other network
chatter related service data usage) can be assigned to a dummy account and such can be used to
offset the bill and/or used for tracking the data usage for such activities for the device. In

another example, service data usage for access to a transactional service, such as a multimedia
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content download service (e.g., music, eBook, music/video streaming, and/or movie or other
multimedia content download service), or an online shopping site (e.g., Amazon, eBay or another
online shopping site), can be billed to a transactional service account assigned to a transactional
service partner that sponsors access to that sponsor’s transactional service, thereby allowing that
transactional service partner to pays for or offset (e.g., subsidize) the account usage for such
activities, which may also be based (in whole or in part) on the transactions actually performed
by the user on such transactional services (e.g., based on the volume/cost of the multimedia

service download purchases by the user and/or online activities).

[00243] In some embodiments, device based service billing includes recording billing
events on the device and then reporting such billing to the network (e.g., central billing 1619). In
some embodiments, device based service billing includes reporting service usage events and/or
applying cost look-up and logging/reporting service billing updates. For example, this allows for
reporting not only service usage but also cost of such service usage to the user via the user
interface of device 101. Also, for example, the cost of such service usage can also be reported to
the billing server. In some embodiments, device based service billing includes reporting service

usage to the network, and the network determines the cost for such service usage.

[00244] In some embodiments, billing information for roaming partners is provided. For
example, a roaming server can include a roaming service cost data table for roaming service
partners. In this example, when the device (e.g., device 101) connects to a roaming network
provided by a roaming service partner, then the device can also receive the roaming service data
rate based on the roaming service cost data table provided by the roaming server. Alternatively,
the roaming server can send the roaming service cost data table (or a modified format of the
same) to the device thereby allowing the device to determine the costs for such roaming network
service usage or service activity. As described herein, the device can also automatically use a
roaming service profile when connecting to the roaming network service and/or the user can be
notified of the roaming service profile options based on the roaming service data costs and then

select the desired roaming service profile accordingly.

[00245] In some embodiments, the user is provided with a list of service costs based on

locally stored roaming table and a search of available roaming partners that the device 100
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detects and can connect to. In some embodiments, the user is provided with a projected cost per
day for one or more roaming service provider options based on typical service usage history and
the cost for each service provider. In some embodiments, the user is provided with a set of
options for service usage notification, controlling or throttling service usage and/or cost while
roaming (¢.g., using the service notification and cost control techniques as similarly discussed
herein but applied to the roaming network). In some embodiments, these controls are set by a
VSP (or, e.g., an IT manager using VSP functions). In some embodiments, roaming tables are
updated periodically in the background while on a home network (or other low cost network) and
cached. In some embodiments, cache updates occur based on fixed time period (e.g., late at
night when updates are less expensive due to network inactivity). In some embodiments, the
roaming partner cost table cache updates are done whenever connected to a desirable network
that is not as expensive or bandwidth constrained (¢.g., at home, work, or off the WWAN). In
some embodiments, updates occur at time of day that network is not busy. In some
embodiments, updates occur based on network push when roaming table is changed (e.g., one or
more of the roaming partners changes the rate). In some embodiments, the service cost to update
the roaming service cost table is charged to bill by account and possibly not charged to end user.
In some embodiments, the roaming service center is provided as a service that is paid for (e.g.,
potentially bill by account tracks all related costs). For example, this type of roaming cost
control can be provided as a service through central provider, MVNO, roaming partner provider,
VSP or as a third party application not associated with any service provider (e.g., IT manager).
For example, the controls for how to update cache, set service control policies, and other controls

can be defined by any number of VSP entities including the user through a website service.

[00246] In some embodiments, a roaming service center is provided as a service in which,
for example, the user is provided with a list of service costs based on a locally stored (or
remotely accessed) roaming table. In some embodiments, the roaming service center provides
the user with a projected cost per day for one or more roaming service provider options based on
typical service usage history and the cost for cach service provider. In some embodiments, the
roaming service center provides the user with a set of options for controlling/throttling usage
and/or cost while roaming. In some embodiments, these controls are set by a VSP (e.g., an IT

manager using VSP functions). For example, roaming tables can be updated periodically in the
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background while on a home network and cached. In some embodiments, cache updates occur
based on a fixed time period. In some embodiments, the roaming partner cost table cache
updates are done whenever the device is connected to a desirable network that is not as
expensive or bandwidth constrained (¢.g., at home, work and/or off the WWAN). In some
embodiments, updates occur at time of day that network is not busy. In some embodiments,
updates occur based on a network push when a roaming table is changed (e.g., one or more of the
roaming partners changes the rate). In some embodiments, the service cost to update the
roaming service cost table is charged to bill by account and possibly not charged to the user. In
some embodiments, the roaming service center is provided as a service that is paid for by the
user and/or part of a service plan. In some embodiments, a bill by account function tracks all
related costs. For example, the roaming service center can be provided as a service through
central provider, MVNQO, roaming partner provider, VSP or as a third party application not

associated with any service provider (e.g., I'T manager).

[00247] In some embodiments, a synchronized local service usage counter based on time
stamped central billing information is provided. For example, the local service usage counter, as
similarly described above, can also be synchronized to past service usage records (e.g., time
stamped central billing records of service usage for the device) and use local estimates for
current/present service usage estimates for the device. In this example, the central billing system
(c.g., central billing 1619) can push the time stamped central billing information to the device
(e.g., device 101), the device can pull the time stamped central billing information, and/or an
intermediate server can provide a mediated push or pull process. In some embodiments,
synchronization is performing periodically based on service usage levels with free-running

estimates between synchronizations.

[00248] In some embodiments, service usage is projected based on calculated estimates of
service usage based on synchronized service usage and local service usage count information.
For example, projected service usage can be calculated on the device or calculated on a server
(e.g., a billing server or an intermediate billing server), which provides the calculated projected
service usage information to the device, such as using various adaptive algorithms for service
usage projections. For example, an adaptive algorithm can use historical/past synchronized

network service usage information (e.g., synchronized with local service usage data based on
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time stamps associated with IPDRs) to assist in service usage projections, based on, for example,
total service usage count, service usage count by certain service related criteria (e.g., application,
content, service type, website and/or time of day). In another example, an adaptive algorithm
synchronizes to past service usage data (e.g., the local estimate of past service usage data is
updated to be synchronized up through the point in time associated with the latest IPDR time
stamp that has been received) and current local estimates of service usage collected since the
latest time stamp are then added to the time stamped IPDR service usage counter to minimize the
service usage counter offset so that it is no greater than the difference between the network
service usage measure and the local service usage measure since the latest IPDR time stamp. In
some embodiments, these adaptive algorithm techniques are performed on the device and/or
performed on the network (e.g., on a network server) for processing. In some embodiments, if
there is an offset in the local device based service usage count between IPDR synchronization
events and the IPDR service usage count between IPDR synchronization events, then an
algorithm can be employed to estimate any systematic sources for the offset and correct the local
service usage count to minimize the offsets. As an example, if the IPDR service usage count is
typically off by a fixed percentage, either high or low, then an algorithm can be employed to
estimate a multiplier that is applied to the local service usage count to minimize the offset
between IPDR service usage synchronization events. In another example, there can be a
consistent constant offset and a multiplier offset, both of which can be estimated and corrected
for. Those of ordinary skill in the art will appreciate that more sophisticated algorithms can be
employed to estimate the nature of any systematic offsets, including, for example, offsets that
occur due to specific service usage activities or network chatter to manage the device, and such
offsets can then be minimized between IPDR service synchronization events. In some
embodiments, synchronized service usage data is used to create an improved analysis of the
statistical patterns of service usage to provide more accurate service usage projections. Those of
ordinary skill in the art will also appreciate that a variety of additional adaptive algorithm
techniques can be used including those that provide for various statistical analysis techniques

and/or other techniques.

[00249] In some embodiments, service usage is projected for the end of a billing/service
period for a service plan versus the service usage allowed under the service plan for that

billing/service period. A display of excess charges is also provided for the projected rate of
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service usage based on the monitored service usage behavior through the end of the
billing/service period (e.g., this can be zero if the service usage is projected to be less than that
allowed under the service plan and a positive cost number if it is projected to be more than the
service plan). For example, this can be implemented in numerous ways, such as on a server in
the network, on a gateway/router/switch in the network, and/or on the device, as discussed below
and generally described herein with respect to other service/cost usage monitoring and
notification embodiments. If implemented in the network server or gateway/router/switch, then
the service/cost usage projections and related information can be pushed to the device, or the
device can be notified that such information is available to pull and/or periodically
pushed/pulled. The service usage information/estimates can be collected from the device, the
network or both (e.g., reconciled and/or synchronized) as similarly described herein. The service
usage information/estimates are then analyzed to determine service usage/cost projects as
similarly described herein and compared to the service plan for the device to determine the
projected service/cost usage overage (if any). In some embodiments, one or more of the
following are determined by, reported to and/or displayed on the device: service usage value,
projected service usage value, service usage plan limit, projected service usage overage,
projected service cost overage, service plan period time duration, service plan time remaining

before end of period and/or other pertinent information.

[00250] In some embodiments, the device also determines service costs based on the
synchronized service usage count thereby allowing the device to also report the service cost
information to the user. For example, the device can locally store a service cost look-up table(s),
locally store different service cost look-up tables for different networks and/or for roaming
networks, and/or request such information from a billing or intermediate billing server (and/or a
roaming server) on the network. As another example, the device can obtain the calculated
service costs based on the synchronized local service usage count and/or network service usage
count from an intermediate server (e.g., a billing or intermediate billing server) thereby
offloading the computational costs associated with calculated these projections and the data
storage for service cost lookup tables onto the intermediate server on the network using the
network service usage counter with or, alternatively, without the synchronized local service

usage counter.
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[00251] In some embodiments, service usage count categorization by network (e.g., a
home network (such as a Wi-Fi, WAN, femtocell or other home network) versus a roaming
network) is provided. Similarly, the synchronized local service usage counter can be
synchronized by network. Also, a synchronized local service usage count for networks
controlled by a central provider, for networks controlled by other providers (e.g., MVNO),

and/or free networks can similarly be provided.

[00252] In some embodiments, a service notification and billing interface is provided. For
example, service usage and projected service usage, such as described herein, can be displayed to
the user of the device (e.g., via user interface 1697). Similarly, expected/projected service or
cost overrun/overage, such as described herein, can also be displayed to the user. As another
example, a most cost effective plan can be determined/projected based on historical and/or
projected service usage, and this determined/projected most cost effective plan can be displayed
to the user. In yet another example, a list of available networks accessible by the device can be
displayed to the user. In this example, one or more undesired available networks can also be
blocked from display thereby only displaying to the user desired and/or preferred available
networks. In this example, service usage plans and/or service usage plan option comparison for
one or more alternative networks or roaming networks can also be displayed to the user.
Similarly, service cost plans and/or service/cost plan option comparison for one or more
alternative networks or roaming networks can also be displayed to the user. In addition, roaming
service usage, projected roaming service usage, estimated roaming service cost, and/or projected
estimated roaming service cost can also be displayed to the user. These roaming service
usage/costs can also be displayed to the user so that the user can utilize this information for
selecting various roaming service billing options. In another example, alternative and/or least
cost networks are determined and displayed to the user. In another example, alternative

warnings are displayed to the user for any or specified roaming networks.

[00253] In some embodiments, the service notification and billing interface notifies the
user of expected network coverage (e.g., based on the device’s current geography/location and
the accessible networks for the device from that current geography/location) and displays options
to the user based on the expected network coverage information. In some embodiments, the

service notification and billing interface notifies the user of their current service usage at
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specified service usage points and displays various options to the user (e.g., service usage
options and/or billing options). For example, the user’s responses to the presented options are
recorded (e.g., stored locally on the device at least temporarily for reporting purposes or
permanently in a local configuration data store until such configuration settings are otherwise
modified or reset) and reported, such as to the billing server (e.g., central billing 1619). For
example, user input, such as sclected options and/or corresponding policy settings, can be stored
locally on the device via a cache system. As another example, the service notification and billing
interface displays options to the user for how the user wants to be notified and how the user
wants to control service usage costs, the user’s input on such notification options is recorded, and
the cost control options (e.g., and the billing agent 1695 and policy control agent 1692) are
configured accordingly. Similarly, the user’s input on service plan options/changes can be
recorded, and the service plan options/changes (e.g., and the billing agent 1695 and policy
control agent 1692) are configured/updated accordingly. In another example, the service
notification and billing interface provides various traffic control profiles, such as for where the
user requests assistance in controlling service usage costs (e.g., service data usage and/or
transactional usage related activities/costs). Similarly, the service notification and billing
interface can provide various notification options, such as for where the user wants advance
warning on service coverage. In another example, the service notification and billing interface
provides options for automatic pre-buy at a set point in service usage. In another example, the
service notification and billing interface provides the option to choose different notification and

cost control options for alternative networks or roaming networks.

[00254) In some embodiments, an online portal or web server is provided for allowing the
user to select and/or update policy settings. For example, user input provided via the online
portal/web server can be recorded and reported to the billing server (e.g., central billing 1619).
In another example, the online portal/web server can display transaction billing information
and/or accept input for a transaction billing request, which can then be reported to the billing

server accordingly.

[00255] As shown in Figure 16, the service processor 115 includes a service interface or
user interface 1697. In some embodiments, the user interface 1697 provides the user with

information and accepts user choices or preferences on one or more of the following: user
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service information, user billing information, service activation, service plan selection or change,
service usage or service activity counters, remaining service status, service usage projections,
service usage overage possibility warnings, service cost status, service cost projections, service
usage control policy options, privacy/CRM/GPS related options, and/or other service related
information, settings, and/or options. For example, the user interface 1697 can collect service
usage information from service monitor agent 1696 to update the local service usage counter
(and/or, alternatively, the service usage information is obtained from the service controller 122)
to update user interface service usage or service cost information for display to the user. As
another example, service billing records obtained from central billing system 1619 can be used to
synchronize local service usage counters and service monitor agent 1696 information to perform
real-time updating of local service usage counters between billing system 1619 synchronizations.
As another example, the user interface 1697 can display options and accept user preference
feedback, such as similarly discussed above with respect to user privacy/CRM/GPS filtering,
traffic monitoring and service controls. For example, the user interface 1697 can allow the user
of the device to modify their privacy settings, provide user feedback on service preferences
and/or service experiences, modify their service profiles (e.g., preferences, settings,
configurations, and/or network settings and options), to review service usage data (¢.g., based on
local service usage counters and/or other data monitored by the service processor 115), to receive
various events or triggers (e.g., based on projected service usage/costs), and/or the user interface

1697 can provide/support various other user input/output for service control and service usage.

[00256] In some embodiments, by providing the service policy implementation and the
control of service policy implementation to the preferences of the user, and/or by providing the
user with the option of specifying or influencing how the various service notification and control
policies or control algorithms are implemented, the user is provided with options for how to
control the service experience, the service cost, the capabilities of the service, the manner in
which the user is notified regarding service usage or service cost, the level of sensitive user
information that is shared with the network or service provider entity, and the manner in which
certain service usage activities may or may not be throttled, accelerated, blocked, enabled and/or
otherwise controlled. Accordingly, some embodiments provide the service control to
beneficially optimize user cost versus service capabilities or capacities in a manner that

facilitates an optimized user experience and does not violate network neutrality goals,
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regulations and/or requirements. For example, by offering the user with a set of choices, ranging
from simple choices between two or more pre-packaged service control settings options to
advanced user screens where more detailed level of user specification and control is made
available, some embodiments allow the service provider, device manufacturer, device distributor,
MVNO, VSP, service provider partner, and/or other “entity” to implement valuable or necessary
service controls while allowing the user to decide or influence the decision on which service
usage activities are controlled, such as how they are controlled or throttled and which service
usage activities may not be throttled or controlled in some manner. These various embodiments
allow the service provider, device manufacturer, device distributor, MVNQO, VSP, service
provider partner, or other “entity” to assist the user in managing services in a manner that is
network neutral with respect to their implementation and service control policies, because the
user is making or influencing the decisions, for example, on cost versus service capabilities or
quality. By further providing user control or influence on the filtering settings for the service
usage reporting or CRM reporting, various levels of service usage and other user information
associated with device usage can be transmitted to the network, service provider, device
manufacturer, device distributor, MVNO, VSP, service provider partner, and/or other “entity” in
a manner specified or influenced by the user to maintain the user’s desired level of information

privacy.

[00257] As shown in Figure 16, the service processor 115 includes the service downloader
1663. In some embodiments, the service downloader 1663 provides a download function to
install or update service software elements on the device. In some embodiments, the service
downloader 1663 requires a secure signed version of software before a download is accepted.
For example, the download can require a unique key for a particular service downloader 1663.
As another example, the service downloader 1663 can be stored or execute in secure memory or
execute a secure memory partition in the CPU memory space. Those of ordinary skill in the art
will appreciate that there are a variety of other security techniques that can be used to ensure the

integrity of the service downloader 1663.

[00258] As shown in Figure 16, the service processor 115 includes a modem driver 1640.
In some embodiments, the modem driver 1640 converts data traffic into modem bus (not shown)

traffic for one or more modems via the modem firewall 1655. As shown in Figure 18, in some
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embodiments, modem selection and control 1811 selects the access network connection and is in
communication with the modem firewall 1655, and modem drivers 1831, 1815, 1814, 1813,
1812 convert data traffic into modem bus traffic for one or more modems and are in
communication with the modem selection and control 1811. As shown in Figure 21, in some
embodiments, modems 2141, 2125, 2124, 2123, 2122, which are in communication with the
modem bus 2120, connect the device to one or more networks. In some embodiments, different
profiles are selected based on the selected network connection (e.g., different service
profiles/policies for WWAN, WLAN, WPAN, Ethernet and/or DSL network connections),
which is also referred to herein as multimode profile setting. For example, service profile
settings can be based on the actual access network (e.g., home DSL/cable or work network)
behind the Wi-Fi not the fact that it is Wi-Fi (or any other network, such as DSL/cable, satellite,
or T-1), which is viewed as different than accessing a Wi-Fi network at the coffee shop. For
example, in a Wi-Fi hotspot situation in which there are a significant number of users on a DSL
or T-1 backhaul, the service controller can sit in a service provider cloud or an MVNO cloud, the
service controls can be provided by a VSP capability offered by the service provider (e.g., as
described herein with respect to Figure 49) or the service controller can be owned by the hotspot
service provider that uses the service controller on their own without any association with an
access network service provider. For example, the service processors can be controlled by the
service controller to divide up the available bandwidth at the hotspot according to QoS or user
sharing rules (e.g., with some users having higher differentiated priority (potentially for higher
service payments) than other users). As another example, ambient services (as similarly

described herein) can be provided for the hotspot for verified service processors.

[00259] In some embodiments, the service processor 115 and service controller 122 are
capable of assigning multiple service profiles associated with multiple service plans that the user
chooses individually or in combination as a package. For example, a device 100 starts with
ambient services that include free transaction services wherein the user pays for transactions or
events rather than the basic service (e.g., a news service, eReader, PND service, pay as you go
session Internet) in which each service is supported with a bill by account capability to correctly
account for any subsidized partner billing to provide the transaction services (e.g., Barnes and
Noble may pay for the eReader service and offer a revenue share to the service provider for any

book or magazine transactions purchased form the device 100). In some embodiments, the bill
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by account service can also track the transactions and, in some embodiments, advertisements for
the purpose of revenue sharing, all using the service monitoring capabilities disclosed herein.
After initiating services with the free ambient service discussed above, the user may later choose
a post-pay monthly Internet, email and SMS service. In this case, the service controller 122
would obtain from the billing system 123 in the case of network based billing (or in some
embodiments the service controller 122 billing event server 1622 in the case of device based
billing) the billing plan code for the new Internet, email and SMS service. In some
embodiments, this code is cross referenced in a database (e.g., the policy management server
1652) to find the appropriate service profile for the new service in combination with the initial
ambient service. The new superset service profile is then applied so that the user maintains free
access to the ambient services, and the billing partners continue to subsidize those services, the
user also gets access to Internet services and may choose the service control profile (e.g., from
one of the embodiments disclosed herein). The superset profile is the profile that provides the
combined capabilities of two or more service profiles when the profiles are applied to the same
device 100 service processor. In some embodiments, the device 100 (service processor 115) can
determine the superset profile rather than the service controller 122 when more than one
“stackable” service is selected by the user or otherwise applied to the device. The flexibility of
the service processor 115 and service controller 122 embodiments described herein allow for a
large variety of service profiles to be defined and applied individually or as a superset to achieve

the desired device 100 service features.

[00260] As shown in Figure 16, the service controller 122 includes a service control server
link 1638. In some embodiments, device based service control techniques involving supervision
across a network (e.g., on the control plane) are more sophisticated, and for such it is
increasingly important to have an efficient and flexible control plane communication link
between the device agents (e.g., of the service processor 115) and the network elements (e.g., of
the service controller 122) communicating with, controlling, monitoring, or verifying service
policy. For example, the communication link between the service control server link 1638 of
service controller 122 and the service control device link 1691 of the service processor 115 can
provide an efficient and flexible control plane communication link, a service control link 1653 as
shown in Figure 16, and, in some embodiments, this control plane communication link provides

for a secure (e.g., encrypted) communications link for providing secure, bidirectional
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communications between the service processor 115 and the service controller 122. In some
embodiments, the service control server link 1638 provides the network side of a system for
transmission and reception of service agent to/from network element functions. In some
embodiments, the traffic efficiency of this link is enhanced by buffering and framing multiple
agent messages in the transmissions (e.g., thereby reducing network chatter). In some
embodiments, the traffic efficiency is further improved by controlling the transmission frequency
and/or linking the transmission frequency to the rate of service usage or traffic usage. In some
embodiments, one or more levels of security and/or encryption are used to secure the link against
potential discovery, eavesdropping or compromise of communications on the link. In some
embodiments, the service control server link 1638 also provides the communications link and
heartbeat timing for the agent heartbeat function. As discussed below, various embodiments
described herein for the service control server link 1638 provide an efficient and secure
mechanism for transmitting and receiving service policy implementation, control, monitoring
and verification information between the device agents (e.g., service processor

agents/components) and other network elements (e.g., service controller agents/components).

[00261] In some embodiments, the service control server link 1638 can employ the
counterpart service control plane secure transmission methods discussed above with respect to
the service control device link 1691. For example, one or more layers of security can be used to
secure the communications link, including, for example, basic IP layer security, TCP layer
security, service control link layer security, and/or security specific from service controller

servers to service processor agents.

[00262] In some embodiments, the service control server link 1638 reduces network
chatter by efficiently transmitting service control related communications over the link. For
example, the service control server link 1638 can transmit server messages asynchronously as
they arrive. As another example, the service control server link 1638 can perform collection or
buffering of server messages between transmissions. As another example, the service control
server link 1638 can determine when to transmit based potentially on several parameters, such as
one or more of: periodic timer trigger, waiting until a certain amount of service usage or traffic
usage has occurred, responding to a service agent message, responding to a service agent request,

initiated by one or more servers, initiated by a verification error condition, and/or initiated by
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some other error condition. For example, once a transmission trigger has occurred, the service
control server link 1638 can take all buffered agent communications and frame the
communications. In addition, the service control server link 1638 can provide for an efficient
communication link based on various embodiments related to the timing of transmissions over
the service control link, as similarly discussed above with respect to the service control device
link 1691 description. For example, the timing functions, such as asynchronous messages or
polling for messages, constant frequency transmission, transmission based on how much service
usage or data traffic usage has taken place, transmission in response to device side control link
message, service verification error events, other error events, and/or other message transmission
trigger criteria can be determined, controlled and/or initiated by either the device side or the

network side depending on the embodiment.

[00263] In some embodiments, the service control server link 1638 provides for securing,
signing, encrypting and/or otherwise protecting the communications before sending such
communications over the service control link 1653. For example, the service control server link
1638 can send to the transport layer or directly to the link layer for transmission. In another
example, the service control server link 1638 further secures the communications with transport
layer encryption, such as TCP TLS or another secure transport layer protocol. As another
example, the service control server link 1638 can encrypt at the link layer, such as using IPSEC,
various possible VPN services, other forms of IP layer encryption and/or another link layer

encryption technique.

[00264] In some embodiments, the service control server link 1638 includes the agent
heartbeat function in which the agents provide certain required reports to the service processor
for the purpose of service policy implementation verification or for other purposes. For example,
the heartbeat function can also be used to issue queries or challenges, messages, service settings,
service control objectives, information requests or polling, error checks and/or other
communications to the agents. As another example, agent heartbeat messages can be in the
open or encrypted, signed and/or otherwise secured. Additional heartbeat function and the
content of heartbeat messages can be provided as similarly described herein, such as described
above with respect to the service control device link 1691 and the access control integrity agent

1694 and other sections. In some embodiments, the service controller 122 and/or agents of the
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service controller 122 are programmed to periodically provide reports, such as upon a heartbeat
response (e.g., an agent can repeatedly send necessary reports each heartbeat), and appropriate
actions can then be taken based upon such received reports. Accordingly, the heartbeat function
provides an important and efficient system in various embodiments described herein for

5 verifying the service policy implementation and/or protecting against compromise events. There
are many other functions the agent heartbeat service can perform many of which are discussed
herein, while many others will be apparent to one of ordinary skill in the art given the principles,

design background and various embodiments provided herein.

[00265] In some embodiments, the service control server link 1638 also provides a service

10 control software download function for various embodiments, which, for example, can include a
download of new service software elements, revisions of service software elements, and/or
dynamic refreshes of service software elements of the service processor 115 on the device. In
some embodiments, this function is performed by the service control server link 1638
transmitting the service control software as a single file over the service control link. For

15 example, the file can have encryption or signed encryption beyond any provided by the
communication link protocol itself for service control link 1653. In another example, the service
control software files can be segmented/divided into smaller packets that are transmitted in
multiple messages sent over the service control link 1653. In yet another example, the service
control software files can be transmitted using other delivery mechanism, such as a direct TCP

20  socket connection from a service download control server 1660, which can also involve secure
transport and additional levels of encryption. In some embodiments, the service control server
link 1638 and/or service download control server 1660 use(s) an agent serial number and/or a

security key look up when agents are updated and/or when a dynamic agent download occurs.

[00266] As shown in Figure 16, the service controller 122 includes an access control

25 integrity server 1654. In some embodiments, the access control integrity server 1654 collects
device information on service policy, service usage, agent configuration and/or agent behavior.
For example, the access control integrity server 1654 can cross check this information to identify
integrity breaches in the service policy implementation and control system. In another example,
the access control integrity server 1654 can initiate action when a service policy violation or a

30  system integrity breach is suspected.
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[00267] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) acts on access control integrity agent reports and error
conditions. Many of the access control integrity agent 1654 checks can be accomplished by the
server. For example, the access control integrity agent 1654 checks include one or more of the
following: service usage measure against usage range consistent with policies (e.g., usage
measure from the network and/or from the device); configuration of agents; operation of the

agents; and/or dynamic agent download.

[00268] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) verifies device service policy implementations by comparing
various service usage measures (€.g., based on network monitored information, such as by using
IPDRs, and/or local service usage monitoring information) against expected service usage
behavior given the policies that are intended to be in place. For example, device service policy
implementations can include measuring total data passed, data passed in a period of time, IP
addresses, data per IP address, and/or other measures such as location, downloads, email
accessed, URLs, and comparing such measures expected service usage behavior given the

policies that are intended to be in place.

[00269] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) verifies device service policy, and the verification error
conditions that can indicate a mismatch in service measure and service policy include one or
more of the following: unauthorized network access (¢.g., access beyond ambient service policy
limits); unauthorized network speed (e.g., average speed beyond service policy limit); network
data amount does not match policy limit (e.g., device not stop at limit without re-up/revising
service policy); unauthorized network address; unauthorized service usage (e.g., VOIP, email,
and/or web browsing); unauthorized application usage (¢.g., email, VOIP, email, and/or web);,
service usage rate too high for plan, and policy controller not controlling/throttling it down;

and/or any other mismatch in service measure and service policy.

[00270] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) verifies device service policy based at least in part on, for

example, various error conditions that indicate a mismatch in service measure and service policy.
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For example, various verification error conditions that can indicate a mismatch in service
measure and service policy include one or more of the following: mismatch in one service
measure and another service measure; agent failure to report in; agent failure to respond to
queries (¢.g., challenge-response sequence and/or expected periodic agent reporting); agent
failure to respond correctly to challenge/response sequence; agent improperly configured; agent
failure in self checks; agent failure in cross-checks; unauthorized agent communication or
attempted unauthorized communication; failure in service policy implementation test; failure in
service usage reporting test; failure in service usage billing test; failure in transaction billing test;
failure in download sequence; environment compromise event, such as unauthorized software
load or execution (or attempt), unauthorized memory access (or attempt), unauthorized agent
access (or attempt), known harmful software, and/or known harmful communications signature;
and/or failure to respond to various messages, such as send message and suspend and/or send
message and quarantine. In some embodiments, the access control integrity server 1654 (and/or
some other agent of service controller 122) verifies device service policy by performing
automated queries and analysis, which are then reported (e.g., anomalous/suspicious report
results can be reported for further analysis by a person responsible for determining whether such
activities indicate out of policy activities or to provide information to the user to inform the user
of such anomalous/suspicious report results that may indicate out of policy activities). For
example, the user can review the report to authorize whether such activities were performed by
the user (e.g., website access requests, specific transactions, and/or phone calls) and/or indicate
that such activities were not authorized by the user (e.g., indicate a potential compromise of the
device, such as by malware or other unauthorized software/user use of the device). In another
example, the user can also be connected to communicate with service support of the service
provider regarding such reported activities (e.g., by text/chat, voice/phone, and/or video
conference to a service support). Accordingly, in some embodiments, the access control
integrity server 1654 (and/or some other agent of service controller 122) provides a
policy/service control integrity service to continually (e.g., periodically and/or based on trigger
events) verify that the service control of the device has not been compromised and/or is not

behaving out of policy.

[00271] In some embodiments, upon detection of one or more service verification errors,

such as the various service verification errors discussed above, the device is directed to a
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quarantine network status in which the device can, for example, only access network control
plane functions, billing functions, and other functions generally controlled by the access network
service provider or the central service provider. For example, quarantine network access
restrictions and routing can be accomplished with the access network AAA and routing system
(e.g., access network AAA server 1621 and one or more of the gateways 410, 420, 508, 512,
520, 608, 612, 620, 708, 712, 720) or can be accomplished with device based access control or
traffic control policy implementation. Quarantine network equipment or servers can, for
example, be located within the access network or within another network with access to the
access network. Communication with the quarantine network infrastructure can be
accomplished, for example, with a secure link with one or more encryption levels or a dedicated
private link. In some embodiments, quarantining a device includes, for example, a two step
process for routing quarantine network device traffic, first, to a quarantine traffic handling router
or server and, second, from there to the actual quarantine network infrastructure, with the route
being determined by device parameters, user parameters, access service provider parameters or
other parameters associated with the quarantine network routing. In some embodiments, the
device is completely suspended from the network in which, for example, the device can first
issue a user interface message to the user or issuing another form of a message to the user or
service subscriber, such as via email, hard copy message and/or voice message. In some
embodiments, the device network access, service capabilities and/or traffic shaping are limited,
partially restricted or completely restricted, service capabilities. For example, these limitations
and/or restrictions can be implemented in the device and/or in the network. For example,
implementing a device quarantine (e.g., using a RADIUS server to quarantine the device) can

involve assigning the device to a different billing profile.

[00272] In some embodiments, upon detection of one or more service verification errors,
such as the various service verification errors discussed above, switch based port analysis is
performed to further monitor the device (e.g., referred to as Switched Port Analyzer (SPAN) on
Cisco switches, and various other vendors have different names for it, such as Roving Analysis
Port (RAP) on 3Com switches). In some embodiments, the device service policy
implementation behavior is monitored at a deeper level in the network by copying device traffic
in the switch so that it goes to both an intended data path destination and to a specified port for

switch based port analysis (e.g., the traffic content can be analyzed and recorded using deep
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packet inspection (DPI) techniques, which can provide a finer level of detail than the typical
IPDR). For example, an advantage of performing a switch based port analysis function is that
the traffic need not be analyzed in real time, and a sample subset of the devices on the network
can be selected for such analysis based on, for example, either identifying devices that have
suspect service policy implementation behavior and/or a regular sampling algorithm that
eventually samples all devices, or some other selection approaches. As another example, a
scheduled switch based port analysis sampling can be applied that eventually rotates through all

devices and designates a higher priority in the sampling queue for devices that are suspect.

[00273] In some embodiments, switch based port analysis allows for off-line sampled or
non-real-time DPI, as described above, as a verification measure for the device based service
control measures that are implemented. In some embodiments, sophisticated DPI techniques are
used to enhance the content of the IPDRSs so that they provide detailed information that can be
made available in the network. For example, some of the DPI packet analysis may be redundant
between the device and the network, but this approach provides for a much finer grain validation
for the device based service and less reliance on the device for some of the service traffic
analysis that service providers need. In some embodiments, the device control server functions
and the service control policy verification functions are implemented in an integrated
hardware/software system (e.g., a gateway, server, router, switch, base station, base station
aggregator, AAA server cluster or any other hardware or hardware/software system) located in
the network that the network level traffic inspection is accomplished in, or in one or more servers
integrated to operate in a coordinated manner with the DPI boxes. In some embodiments, the
device control server functions and the service control policy verification functions are
implemented in an integrated hardware/software system (e.g., a gateway, server, router, switch,
base station, base station aggregator, AAA server cluster or any other hardware or
hardware/software system) located in the network that provides deep service control capability
(e.g., using DPI techniques) for devices that have some or all of the service processor functions
installed and, in some embodiments, also providing coarser network control of the basics for
devices that do not have a service processor installed in the device (e.g., such coarser network

control functions include max data rate and/or max total data).

Attorney Docket No. RALEP028+ 109 PATENT

Page 115 of 359



20

25

30

[00274] In some embodiments, the SPAN function is used in a revolving periodic manner
as well to augment CDR data with deeper packet information for the purpose of spot-checking
device based service usage measures. Examples of where this can be beneficial include spot
checking network address access policies, spot checking ambient access policies, spot checking
billing event reports, spot checking intermediate networking device/end point device count (via
checking network source or destination addresses, token, cookies or other credentials, etc). For
example, the periodic SPAN can be scheduled for all devices equally, for certain devices or users
with higher priority, frequency or depth of SPAN than others, higher priority, higher frequency
or immediate priority for devices with higher usage patterns or unusual usage patterns,

immediate or very high priority for devices with a policy violation status.

[00275] In some embodiments, a combination traffic inspection and service control
approach implements traffic and service control functions in the network that are conducive for a
network based implementation and implements traffic and service control functions in the device
that are either more conducive for performing in the device or can only be performed in the
device (e.g., activities involving inspection of traffic that is encrypted once it is transmitted to the
network). For example, using this approach, activities that can be done in the network are
generally performed in the network and/or are more efficiently performed in the network than the
device, and activities that are more efficiently performed in the device or can only be performed
in the device are performed in the device (e.g., depending on device processing/storage
capabilities and/or other design/security considerations). For example, the following are various
traffic and service control functions that, in some embodiments, are preferably or can only be
performed in the device: network based packet processing capability limitations (e.g., encrypted
traffic, application layer information unavailable once the traffic goes into the networking stack,
other application/usage context information available on the device but not in the network);
information that is generally/preferably maintained and processed locally in the device for
network neutrality reasons (e.g., network neutrality issues can generally be efficiently
implemented by keeping all, substantially all or at least some aspect of decisions on how to
implement algorithms to control traffic local to the device and under user decision control,
and/or by providing the user with a set of pre-packaged choices on how to manage service usage
or service activity usage or manage service usage versus service cost or price); information that

is generally/preferably maintained and processed locally in the device for user privacy reasons
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(e.g., deeper levels of traffic monitoring and service usage monitoring data where it is available
for assisting the user in achieving the best, lowest cost experience and implementing a CRM
filter function to the user so that the user can control the level of CRM the network is allowed to
receive, such as with the higher levels of information being exchanged for something of value to
the user, and/or user location information); information that is generally/preferably maintained
and processed locally in the device for the purpose of informing the user of service control
settings or service activity usage or to adjust service activity control settings or receive user
feedback to choices regarding service usage policies or billing options (e.g., providing the user
with a Ul for the purpose of monitoring an estimate of service usage and/or notifying the user of
at least some aspect of estimated service usage or projected service usage, providing the user
with a Ul for the purpose of monitoring an estimate of service cost and/or notifying the user of at
least some aspect of estimated service cost or projected service cost, providing the user with a Ul
for the purpose of providing the user with one or more service usage and/or service cost
notification messages that require user acknowledgement and/or a user decision and obtaining or
reporting the user acknowledgements and/or decisions, providing the user with a UI for the
purpose of providing the user with service options and/or service payment options, providing the
user with a Ul for the purpose of obtaining user choice for such options when service usage or
cost estimates are about to run over limits or have run over limits or are projected to run over
limits, providing the user with a Ul for the purpose of monitoring or conducting open central
billing transactions or other transactions, providing the user with a Ul for the purpose of
selecting the service control techniques and/or policies and/or algorithms and/or pre-packaged
configurations that can be used to define or partially define the service activity usage control
policies implemented in the device service processor or the network service control
equipment/billing system or a combination of both); service control for roaming on different
networks that typically do not have compatible DPI-type techniques with the home network;
certain service notification and traffic control algorithms (e.g., stack-ranked activity statistical
analysis and control of only the high usage activities); and/or a function for assigning a device to
a service experience or ambient activation experience or virtual service provider (VSP) at
various times from manufacturing to device distribution to a user of the device. In some

embodiments, certain activities are implemented in the device as a solution for networks in

Attorney Docket No. RALEP028+ 111 PATENT

Page 117 of 359



20

25

which a new centralized DPI approach is not possible, not economically feasible, or for any

number of reasons not an option or not a preferred option.

[00276] In some embodiments, a network based solution is provided for a more basic set
of services for all devices that do not have service control capabilities, and a super-set of services
and/or additional services are provided for devices that include a service processor. As
described herein, a service controller function can be located in various places in the network in
accordance with various embodiments . It should also be noted that various other embodiments
described herein also employ a hybrid service control function performing certain service control
functions in the network (e.g., collecting network service usage information, such as IPDRs,
and/or performing DPI related functions in the network for collecting network service usage
information and/or throttling/shaping traffic) and service control functions in the device (e.g.,
service processor 115, which, for example, monitors service usage in the device and/or performs
throttling or traffic shaping in the device and/or performs certain billing event recording and

reporting functions that are aptly performed on the device).

[00277] In some embodiments, lower level service policy implementation embodiments
are combined with a higher level set of service policy supervision functions to provide device

assisted verifiable network access control, authentication and authorization services.

[00278] In some embodiments, device based access control services are extended and
combined with other policy design techniques to create a simplified device activation process
and connected user experience referred to herein as ambient activation. As similarly discussed
above, ambient activation can be provided by setting access control to a fixed destination,
verifying access with IPDRs, verifying access by setting a max data rate and triggering off in the

network if it exceeds the max data rate, and/or by various other techniques.

[00279] As shown in Figure 16, service controller 122 includes a service history server
1650. In some embodiments, the service history server 1650 collects and records service usage
or service activity reports from the Access Network AAA Server 1621 and the Service Monitor
Agent 1696. For example, although service usage history from the network elements can in
certain embodiments be less detailed than service history from the device, the service history

from the network can provide a valuable source for verification of device service policy
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implementation, because, for example, it is extremely difficult for a device error or compromise
event on the device to compromise the network based equipment and software. For example,
service history reports from the device can include various service tracking information, as
similarly described above. In some embodiments, the service history server 1650 provides the
service history on request to other servers and/or one or more agents. In some embodiments, the
service history server 1650 provides the service usage history to the device service history 1618.
In some embodiments, for purposes of facilitating the activation tracking service functions
(described below), the service history server 1650 maintains a history of which networks the
device has connected to. For example, this network activity summary can include a summary of
the networks accessed, activity versus time per connection, and/or traffic versus time per
connection. As another example, this activity summary can further be analyzed or reported to
estimate the type of service plan associated with the traffic activity for the purpose of bill sharing

reconciliation.

[00280] As shown in Figure 16, service controller 122 includes a policy management
server 1652. In some embodiments, the policy management server 1652 transmits policies to the
service processor 115 via the service control link 1653. In some embodiments, the policy
management server 1652 manages policy settings on the device (e.g., various policy settings as
described herein with respect to various embodiments) in accordance with a device service
profile. In some embodiments, the policy management server 1652 sets instantaneous policies
on policy implementation agents (e.g., policy implementation agent 1690). For example, the
policy management server 1652 can issue policy settings, monitor service usage and, if
necessary, modify policy settings. For example, in the case of a user who prefers for the network
to manage their service usage costs, or in the case of any adaptive policy management needs, the
policy management server 1652 can maintain a relatively high frequency of communication with
the device to collect traffic and/or service measures and issue new policy settings. In this
example, device monitored service measures and any user service policy preference changes are
reported, periodically and/or based on various triggers/events/requests, to the policy management
server 1652. In this example, user privacy settings generally require secure communication with
the network (e.g., a secure service control link 1653), such as with the policy management server
1652, to ensure that various aspects of user privacy are properly maintained during such

configuration requests/policy settings transmitted over the network. For example, information
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can be compartmentalized to service policy management and not communicated to other

databases used for CRM for maintaining user privacy.

[00281] In some embodiments, the policy management server 1652 provides adaptive
policy management on the device. For example, the policy management server 1652 can issue
policy settings and objectives and rely on the device based policy management (e.g., service
processor 115) for some or all of the policy adaptation. This approach can require less
interaction with the device thereby reducing network chatter on service control link 1653 for
purposes of device policy management (e.g., network chatter is reduced relative to various
server/network based policy management approaches described above). This approach can also
provide robust user privacy embodiments by allowing the user to configure the device policy for
user privacy preferences/settings so that, for example, sensitive information (e.g., geo-location
data, website history) is not communicated to the network without the user’s approval. In some
embodiments, the policy management server 1652 adjusts service policy based on time of day.
In some embodiments, the policy management server 1652 receives, requests or otherwise
obtains a measure of network availability and adjusts traffic shaping policy and/or other policy

settings based on available network capacity.

[00282] In some embodiments, the policy management server 1652 performs a service
control algorithm to assist in managing overall network capacity or application QoS. In some
embodiments, the policy management server 1652 performs an algorithm to determine which
access network is best to connect to, such as based on network capacity or application QoS,
service usage costs, and/or any other criteria. In some embodiments, the device is capable of
connecting to more than one network, and accordingly, device service policies can be
selected/modified based on which network the device is connected to. In some embodiments,
the network control plane servers detect a network connection change from a first network to a
second network and initiate the service policy implementation established for the second
network. In other embodiments, the device based adaptive policy control agent (e.g., policy
control agent 1692 described herein) detects network connection changes from the first network

to the second network and implements the service policies established for the second network.
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[00283] In some embodiments, when more than one access network is available, the
network is chosen based on which network is most preferred according to a network preference
list or according to the network that optimizes a network cost function. For example, the
preference list can be pre-established by the service provide and/or the user. For example, the
network cost function can be based on a minimum service cost, maximum network performance,
determining whether or not the user or device has access to the network, maximizing service
provider connection benefit, reducing connections to alternative paid service providers, and/or a
variety of other network preference criteria. In other embodiments, the device detects when one
or more preferred networks are not available, implements a network selection function or
intercepts other network selection functions, and offers a connection to the available service
network that is highest on a preference list. For example, the preference list can be set by the

service provider, the user and/or the service subscriber.

[00284] As shown in Figure 16, service controller 122 includes a network traffic analysis
server 1656. In some embodiments, the network traffic analysis server 1656 collects/receives
service usage history for devices and/or groups of devices and analyzes the service usage. In
some embodiments, the network traffic analysis server 1656 presents service usage statistics in
various formats to identify improvements in network service quality and/or service profitability.
In other embodiments, the network traffic analysis server 1656 estimates the service quality
and/or service usage for the network under variable settings on potential service policy. In other
embodiments, the network traffic analysis server 1656 identifies actual or potential service
behaviors by one or more devices that are causing problems for overall network service quality

or service cost.

[00285] As shown in Figure 16, service controller 122 includes a beta test server 1658. In
some embodiments, the beta test server 1658 publishes candidate service plan policy settings to
one or more devices. In some embodiments, the beta test server 1658 provides summary reports
of network service usage or user feedback information for one or more candidate service plan
policy settings. In some embodiments, the beta test server 1658 provides a mechanism to
compare the beta test results for different candidate service plan policy settings or select the

optimum candidates for further policy settings optimization.

Attorney Docket No. RALEP028+ 115 PATENT

Page 121 of 359



20

25

[00286] As shown in Figure 16, service controller 122 includes a service download control
server 1660. In some embodiments, the service download control server 1660 provides a
download function to install and/or update service software elements (e.g., the service processor

115 and/or agents/components of the service processor 115) on the device, as described herein.

[00287] As shown in Figure 16, service controller 122 includes a billing event server
1662. In some embodiments, the billing event server 1662 collects billing events, provides
service plan information to the service processor 115, provides service usage updates to the
service processor 115, serves as interface between device and central billing server 1619, and/or

provides trusted third party function for certain ecommerce billing transactions.

[00288] As shown in Figure 16, the Access Network AAA server 1621 is in network
communication with the access network 1610. In some embodiments, the Access Network AAA
server 1621 provides the necessary access network AAA services (e.g., access control and
authorization functions for the device access layer) to allow the devices onto the central provider
access network and the service provider network. In some embodiments, another layer of access
control is required for the device to gain access to other networks, such as the Internet, a
corporate network and/or a machine to machine network. This additional layer of access control
can be implemented, for example, by the service processor 115 on the device. In some
embodiments, the Access Network AAA server 1621 also provides the ability to suspend service
for a device and resume service for a device based on communications received from the service
controller 122. In some embodiments, the Access Network AAA server 1621 also provides the
ability to direct routing for device traffic to a quarantine network or to restrict or limit network
access when a device quarantine condition is invoked. In some embodiments, the Access
Network AAA server 1621 also records and reports device network service usage (e.g., device

network service usage can be reported to device service history 1618).

[00289] As shown in Figure 16, the device service history 1618 is in network
communication with the access network 1610. In some embodiments, the device service history
1618 provides service usage data records used for various purposes in various embodiments. In
some embodiments, the device service history 1618 is used to assist in verifying service policy

implementation. In some embodiments, the device service history 1618 is used to verify service
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monitoring. In some embodiments, the device service history 1618 is used to verify billing
records and/or billing policy implementation. In some embodiments, the device service history

1618 is used to synchronize and/or verify the local service usage counter.

[00290] As shown in Figure 16, the central provider billing server 1619 is in network
communication with the access network 1610. In some embodiments, the central provider
billing server 1619 provides a mediation function for central provider billing events. For
example, the central provider billing server 1619 can accept service plan changes. In some
embodiments, the central provider billing server 1619 provides updates on device service usage,
service plan limits and/or service policies. In some embodiments, the central provider billing
server 1619 collects billing events, formulates bills, bills service users, provides certain billing

event data and service plan information to the service controller 122 and/or device 100.

[00291] Establishing Coordinated Service and Verification Policies for Service

Processor, Service Controller and Network Functions

[00292] In some embodiments, device and network apparatus coordinate one or more of
the following: network service policy implementation settings, device service policy
implementation settings, network service profile implementation settings, device service profile
implementation settings, network service usage measures used for the purpose of verifying
service policy implementation, device service usage measures used for the purpose of verifying
service policy implementation, network actions taken upon detection of service usage policy
violation and device actions taken upon detection of service usage policy violation. In some
embodiments, local device settings for the service monitoring, usage and/or billing profile or
policy settings used, for example, by a device service processor 115, are associated with
corresponding records for the various network apparatus that also rely upon the service policy
and profile settings to monitor, control and/or bill for services or to respond to out of policy
service usage conditions. For example, such network apparatus include the service controller
122 or similar functions, the billing system 123 or similar functions, the network AAA 121,
gateways 410, 420, 508, 512, 520, 608, 612, 620, 708, 712, 720, or other networking equipment.
In some embodiments, the service profile or policy settings are associated between the device

and network in a manner that allows for effective and coordinated operation between the device
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service processor 115 and the network apparatus, but does not require an explicit function that
simultaneously controls/ coordinates the service policy or profile implementation and/or
verification actions taken by the device 100 (e.g., the service processor 115) and the network
apparatus. As an example, such embodiments can be applied in overlay applications as

discussed below.

[00293] In some embodiments, a network function (e.g., the service controller 122, and/or
more specifically the policy management server 1652 function, or other similar function) obtain,
derive or otherwise determine the association of the service profile or policy settings to program
a device service processor 115 and the various network apparatus functions (e.g., possibly
including but not limited to the service controller 122 or similar functions, the billing system 123
or similar functions, the network AAA 121, gateways 410, 420, 508, 512, 520, 608, 612, 620,
708, 712, 720, or other networking equipment) by reading, receiving, querying, pulling or
otherwise obtaining the settings from one or more of the network apparatus functions or from a
data base that stores the service policy or profile settings for one or more of the network
apparatus functions. After obtaining one or more of the network apparatus settings, a mapping
(e.g., an association) of the network apparatus settings to the appropriate device 100 (service
processor 115) settings can be determined to advantageously support the service usage
monitoring, service usage control, service usage billing or service usage verification objectives
being addressed. The policy or profile settings for the device can be a direct translation of the
policy or profile settings used for the network apparatus, or the device policy or profile settings
can be less directly derived from the network apparatus policy or profile settings. For example,
service usage limits contained in the billing system 123 service plan can be either directly
mapped to usage limit settings on the device service processor 115 (e.g., service usage stops
when the limit is hit or the user is notified or the user is billed), or the usage limits can be
mapped to a number of service profiles the user may select from (e.g. , as discussed herein, the
user can select from options involving various actual usage versus usage limit notification

policies and/or service usage control, limitations or throttling policies).

[00294] For example, the service usage policy or profile limits or allowances maintained
for the network apparatus functions (e.g., the service profile or service plan usage limits stored in

the billing system 123 or AAA 121) can be read or queried by a network function (¢.g., the
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service controller 122 or the service controller 122 through a second intermediary server
connected to the billing system 123 and/or the AAA system 121), and the service usage limits
stored in these networking apparatus can be either directly translated to the settings for the
service processor 115 or may need to be interpreted, expanded or otherwise modified to obtain

the required service processor 115 policy and/or profile settings.

[00295] In some embodiments, the service usage limits set in the billing system 123
service plan record, and/or the service profile record stored in the AAA system 121 can be
acquired (e.g., from the apparatus or from a database storing the settings for the apparatus) by the
service controller (or another network function) and directly translated and used to program the
settings in the service processor 123. In some embodiments, the service usage limits are
determined or obtained by the activation server apparatus embodiments, other apparatus
embodiments associated with service activation, or the virtual service provider embodiments, as
described herein. In this manner, once the association of the service usage profile or policy
settings used by a device service processor 115 and the profile or policy settings used by the
various network apparatus functions is established, then the service policy or profile for service
monitoring, control, billing, verification and/or actions taken on verification error can be
coordinated between device and network even if some of the network functions act independent

of some of the device functions.

[00296] For example, associating the service usage policies and/or profiles between the
device service processor 115 and the various network apparatus functions, and then allowing for
independent operation or action by the various functions in a manner that results in a coordinated
outcome, facilitates an overlay of the device assisted services technology onto existing network
equipment in a manner that results in reliable and verifiable service enhancements while

minimizing the need for major existing network equipment upgrades.

[00297] In some embodiments, the association of the service profile or policy settings
used by a device service processor 115 and the service profile or policy settings used by the
various network apparatus functions can be provided by a centralized network function that
determines the appropriate settings for the network apparatus and the service processor 115 and

sets one or more settings to each function. In some embodiments, this networking function is
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provided by a centralized network management function or service account activation function
(e.g., the activation server apparatus embodiments, one of the other disclosed apparatus
embodiments associated with service activation or the virtual service provider apparatus

embodiments, as described herein).

[00298] In some embodiments, the association of the service profile or policy settings
used by a device service processor 115 and the service profile or policy settings used by the
various network apparatus functions can be provided by a network function that by reads,
receives, queries, pulls or otherwise obtains the setting used by the service controller 122 or the
service processor 115. The network function can then determine the association of the service
profile or policy settings used by a device service processor 115 and the service profile or policy
settings required by the various network apparatus functions before writing, transmitting,
pushing, or otherwise recording the appropriate settings required by each of the other network
apparatus functions. In some embodiments, this functionality can be implemented in the service
controller (e.g., the policy management server, possibly acting in coordination with another
network function or server), which then links into the databases used for storing the policy or

profile settings for the other network apparatus.

[00299] In some embodiments, once the association is established between service policy
or profile settings in the network apparatus and the service policy or profile settings in the
service processor 115, then the network based service usage measures (e.g., [IPDRs
communicated to the billing system 123, the AAA 121, service controller 122 or other network
functions used to verify service usage and/or take actions) used for verification of device 100
service usage versus service policy or profile can be monitored by the network apparatus (e.g.,
billing system 123 and AAA 121) independent of coordination with the service processor 115
and/or independent of the service controller 122. In some embodiments, in addition to
independent monitoring and verification of service usage versus policy, independent service
profile or policy verification error response actions can be taken by the network apparatus (e.g.,
suspend, quarantine, SPAN or flag device 100, notify the user and possibly require
acknowledgement, or bill the user account for service usage overage) without direct involvement

by the service processor 115 and/or the service controller 122,
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[00300] Accordingly, the association between service profile and/or service policy that is
implemented on the device 100 (e.g., service processor 115) and the service profile and/or policy
usage limits recorded in network apparatus can be associated with one another by one or more of
the following: (A) implementing a function to read from the network database (e.g., the billing
123 data base, AAA 121 data base, service controller 122 data base, etc.) and mapping the
network profiles and/or policies to device 100 (e.g., service processor 115) profiles and/or
policies; (B) implementing a function that simultaneously sets the device profile and/or policy
and the network equipment profile and/or policy recorded in the appropriate data base records;
and (C) implementing a function that reads the profile and/or policy on the device 100 (e.g.,
service processor 115) or the service controller 122 and then sets the network equipment profile
and/or policy recorded in the appropriate data base records. This allows for a simplified but
coordinated response to monitoring, controlling and billing for service usage, for verifying
service usage versus service usage profile or policy, and/or initiating or carrying out network
actions in response to service usage versus profile or policy verification errors and/or device

actions in response to service usage versus profile or policy verification errors.

[00301] Figure 17 is another functional diagram illustrating the device based service
processor 115 and the service controller 122 in accordance with some embodiments. Figure 17
provides for various embodiments as similarly described above with respect to the various
embodiments described above with respect to Figure 16, with one of the differences being that
the service controller 122 as shown in Figure 17 is connected to the access network and not
(directly) connected to the Internet. Accordingly, as shown in Figure 17, in some embodiments,
the service control link 1653 is a communications link between the service controller 122 and the

service processor 115 over the access network 1610.

[00302] Figure 18 is another functional diagram illustrating the device based service
processor 115 and the service controller 122 in which the service processor controls the policy
implementation for multiple access network modems and technologies in accordance with some
embodiments. As shown, Figure 18 provides for various embodiments as similarly described
above with respect to the various embodiments described above with respect to Figure 16, with
one of the differences being that the service processor controls the policy implementation for

multiple access network modems and technologies. Accordingly, as shown in Figure 18, in
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some embodiments, a connection manager 1804, which as shown is in control plane
communication with a modem selection and control 1811, provides a control and supervision
function for one or more modem drivers or modems that connect to an access network. In some
embodiments, the modem selection and control 1811 selects the access network connection and
is in communication with the modem firewall 1655, and modem drivers, which as shown include
Dial/DSL modem driver 1831, Ethernet modem driver 1815, WPAN modem driver 1814,
WLAN modem driver 1813, and WWAN modem driver 1812, convert data traffic into modem
bus traffic for one or more modems and are in communication with the modem selection and

control 1811.

[00303] Figure 19 is another functional diagram illustrating the service processor 115 and
the service controller 122 in accordance with some embodiments. As shown in Figure 19, a
stripped down (e.g., reduced set of agents/components/functionality) embodiment of the service
processor 115 and the service controller 122 are provided in which service policy is not adaptive
but rather is set by the service controller 122. In this example, the agent within the service
processor 115 that implements service policy is the policy implementation agent 1690. Also, in
this example, the service controller 122 is similarly stripped down to a simplified configuration

(e.g., reduced set of agents/components/functionality).

[00304] Referring to Figure 19, in some embodiments, many of the service policy
implementation verification and compromise protection techniques are similarly provided using
these simplified configurations of the service processor 115 and the service controller 122, as
described above with respect to, for example, Figure 16. For example, the service control device
link 1691 and service control server link 1638 can be used for downloading service policies to
the policy implementation agent 1690 (but, in some embodiments, cannot perform the heartbeat

or authentication function).

[00305] For example, a basic service profile or service policy implementation verification
technique for this reduced configuration calls for the access control integrity server 1654 to
obtain IPDRs from access network AAA server 1621 (or 121) (e.g., or other network functions
as described herein) and compare the service usage exhibited by device 100 with a range of

expected service usage that would be expected if the intended service policies were in place on
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the device. In some embodiments, the access control integrity server 1654 initiates or carries out
one or more of the service usage profile or policy verification error response actions disclosed
herein, including, for example, one or more of the following: notify the user of the out of policy
or overage condition, require the user to acknowledge the condition and/or acknowledge a
subsequent billing event to proceed, bill the user for service overage, suspend the device from
the network, quarantine the device, SPAN the device, or notify a network manager or device

management or error handling function.

[00306] In some embodiments, a service profile or service policy implementation
verification technique for this reduced configuration calls for the billing system 123 to obtain
IPDRs from access network AAA server 1621 (or 121) (or other network functions as discussed
herein) and compare the service usage exhibited by device 100 with a range of expected service
usage that would be expected if the intended service policies were in place on the device. In
some embodiments, the billing system 123 initiates or carries out one or more of the service
usage profile or policy verification error response actions disclosed herein, including, for
example, one or more of the following: notify the user of the out of policy or overage condition,
require the user to acknowledge the condition and/or acknowledge a subsequent billing event to
proceed, bill the user for service overage, suspend the device from the network, quarantine the
device, SPAN the device, or notify a network manager or device management or error handling

function.

[00307] In some embodiments, a service profile or service policy implementation
verification technique for this reduced configuration calls for the AAA server 1621 (or 121) itself
to compare the service usage exhibited by device 100 with a range of expected service usage that
would be expected if the intended service policies were in place on the device. In some
embodiments, the AAA server 1621 (or 121) initiates or carries out one or more of the service
usage profile or policy verification error response actions disclosed herein, including, for
example, one or more of the following: notify the user of the out of policy or overage condition,
require the user to acknowledge the condition and/or acknowledge a subsequent billing event to
proceed, bill the user for service overage, suspend the device from the network, quarantine the
device, SPAN the device, or notify a network manager or device management or error handling

function.
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[00308] Accordingly, this approach provides a basic first layer of service policy
implementation verification that does not depend on device based agent behavior for the
verification. If the service policy is in error in a way that violates the expected service policy
usage limits, then the access control integrity server 1654 will detect this condition and
appropriate action can be taken. In some embodiments, if one or more service policy integrity
verification tests fail, the appropriate responsive actions can include routing the device to
quarantine status, sending an error message to the device or device user interface and then
suspend access for the device, and/or limiting access in some way without completely
suspending access, as similarly described above. In some embodiments, if one or more service
policy integrity verification tests fail, the appropriate responsive actions can include logging
excess service usage above the intended service policy limits and billing the user for some or all
of the excess usage, sending the user a notification and/or acknowledgement response request
(possibly including a simple keystroke acknowledgement, or a password, a biometric signature
or other secure response), and/or limiting access in some way without completely suspending

access, as similarly described above.

[00309] In some embodiments, a billing system technique provides another verification
overlay. For example, the service processor 115 can have a set of service policy
implementations (or service profile) that calls for maintaining service usage within a certain
limit, or assisting the user or network to maintain service usage to that limit. The billing system
123 can be implemented in a way to provide a “back stop” to the service usage controls or limits
provided for by the service processor 115, so that even if the service processor 115 is
compromised, hacked, spoofed or is otherwise in error, the billing system 123 protects the
service provider, “service owner”, carrier, VSP or network operator from unpaid access beyond
the service limits. This can be accomplished, for example, by assigning a service usage limit
within the billing system 123 so that if the service processor 115 is compromised and the service
usage runs over the desired limit, the billing system 123 automatically charges the user account
for the overage. The billing system 123 can receive service usage information from the IPDRs
that are aggregated in the network as in the case of a conventional billing system, and because
these network based measures are independent from the device agent operation, they cannot be
spoofed by merely spoofing something on the device or service processor 115. In this manner,

defeating the service processor 115 service agent control mechanisms described herein simply
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results in a billing charge and not free service. In some embodiments, if the service usage runs
over the service usage limit specified in the service profile, the user can be notified as discussed
herein, and the user can be required to acknowledge the overage and approve a billing charge for
the overage as also discussed herein, with the acknowledgement being communicated back to the
network in some embodiments. This positive acknowledgement also provides a layer of
protection and verification of the service control and usage limit control for the device service
processor 115. In some embodiment also discussed herein, the user is requested to input a
password, biometric or other secure response to the usage overage notification, providing yet
another layer of protection to verify that the user intends to pay for the service usage overage. In
these embodiments taken individually or in combination, the service processor 115 assistance for

service usage control can be verified and/or protected from compromise.

[00310] In some embodiments, the service control device link 1691 and service control
server link 1638 are used to implement the service processor 115 heartbeat authentication and
communication functions to strengthen the verification of a proper service policy implementation
of the embodiments of Figure 19. For example, the heartbeat function can be used as
authentication for service monitoring versus network reports. In addition, the heartbeat function
can be used as authentication for challenge/response queries of agents. Also, the heartbeat
function can be used as authentication for access control. In some embodiments, to strengthen
verification of the basic system illustrated in Figure 19, the communication access to the policy
implementation agent 1690 is restricted so that software or hardware on device 100 and/or on a
network cannot have authorized access to the policy implementation agent 1690. For example,
authorized access to the policy implementation agent 1690 can be restricted to include only the
service controller 122 through the service control device link 1691 and the service control server
link 1638. For example, the agent control bus 1630 can be secured with encryption and/or other
security techniques so that only the service control device link 1691 can have authorized access
to the policy implementation agent 1690. As another example, the agent level message

encryption can be used as described herein.

[00311] In some embodiments, the service policy implementation agent 1690 of the
embodiments of Figure 19 can be further strengthened against errors, intrusion, tampering,

hacking and/or other inadvertent or intentional integrity degradation by using various other
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techniques. For example, the dynamic agent download feature of the service controller 122 can
download a new version of the policy implementation agent 1690. In this example, the new
agent code can be identical in functionality and also hashed, obfuscated or ordered differently
before signing and encryption so that any hacking attempt must be reinitiated, and this process
can be periodically repeated or repeated upon a triggering event. Additionally, once the new
dynamically loaded agent is in place, it can be required to perform an environment scan to
determine if the system configuration or operation are as expected, and/or it can seek to detect
clements in the execution environment that can be harmful or threatening to the integrity of the
policy implementation. The agent can also be required to report back on the scan within a
relatively short period of time so that any attempt to compromise the agent does not have

sufficient time to be effective.

[00312] In some embodiments, the service policy implementation agent 1690 of the
embodiments of Figure 19 can be further strengthened to protect the policy implementation from
compromise attempts by locating the software and/or hardware used onto an access modem
associated with the service. For example, the modem can make it difficult to get access to the
policy implementation agent 1690 by employing one or more security elements on one or more
access ports into the modem, such as the device bus, an 1/0 port, a network connection or the
debug port. The modem can also store and/or execute the policy implementation agent in secure
memory. The modem can also require a secure download key or a secure software signature to

accept any updates to the agent software.

[00313] In some embodiments, the service policy implementation agent 1690 of the
embodiments of Figure 19 can be further strengthened against compromise attempts by
performing scans of the device 100 code execution environment and/or code storage
environment to identify potentially malicious and/or unwanted/untrusted software or hardware.
For example, this function can be performed by the policy implementation agent 1690. The
agent can have a local database of potentially malicious elements and compare the entries in the
database against the elements detected locally using various malicious code, behavior blocking,
intrusion detection, and/or other well known techniques for security analysis. Alternatively or in
addition, the agent can communicate a list of some or all of the elements detected locally to the

service controller 122 to augment or take the place of the database comparison function that can
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be performed locally, thereby performing such or further such security analysis on the network
(e.g., by the service controller 122), and, in some embodiments, if not automatically detected,
such elements detected locally (e.g., and/or samples of such detected potentially malicious code
or logs of potentially malicious/suspicious behavior/intrusions) forwarded to security analysts for
the service provider for further security analysis (e.g., service provider security analysts and/or
an outside security vendor engaged to protect the service provider’s network and supported
devices). In some embodiments, the agent detects new software downloads, installs and/or
invocations and immediately issues an error flag report when potentially malicious software is
downloaded, installed or invoked (e.g., file and network based on access security detection
techniques). In some embodiments, the agent scans the local software loading and invocation
activity along with a log of other software runtime events and regularly reports this trace so that
when an error or compromise event occurs the trace preceding the event can be analyzed to
determine the offending software or activity trace that took place to cause the compromise or
error. For example, once the software or activity that caused the compromise is known or
otherwise detected, it can be entered into a refreshed version of the database that the device and
other devices use to detect potentially malicious precursor conditions. Examples of such
precursor events can include software invocations, software downloads, a sequence of memory
1/0 events, a sequence of software access events, a sequence of network address or URL

communications or downloads, or a sequence of access modem I/0 activity.

[00314] Figure 20 is another functional diagram illustrating the service processor 115 and
the service controller 122 in accordance with some embodiments. As shown in Figure 20, the
modem firewall 1655 has been removed, and firewall and access control and traffic shaping
functions are performed in these embodiments by the policy implementation agent 1690 and

application interface agent 1693.

[00315] Figure 21 is another functional diagram illustrating the service processor 115 and
the service controller 122 in accordance with some embodiments. Figure 21 illustrates the
various modem drivers and modems 2122 through 2125 and 2141. In some embodiments, the
modems, which include WWAN modem 2122, WLAN modem 2123, WPAN modem 2124,
Ethernet modem 2125, and Dial/DSL modem 2141, which are in communication with the

modem bus 2120, connect the device to one or more networks. As shown, the service
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measurement points labeled I through VI represent various service measurement points for
service monitor agent 1696 and/or other agents to perform various service monitoring activities.
Each of these measurement points can have a useful purpose in various embodiments described
herein. For example, each of the traffic measurement points that is employed in a given design
can be used by a monitoring agent to track application layer traffic through the communication
stack to assist policy implementation functions, such as the policy implementation agent 1690,
or, in some embodiments, the modem firewall agent 1655 or the application interface agent
1693, in making a determination regarding the traffic parameters or type once the traffic is
farther down in the communication stack where it is sometimes difficult or impossible to make a
complete determination of traffic parameters. It should be noted that although the present
invention does not need to implement any or all of the measurement points illustrated in Figure
21 to have an effective implementation as was similarly shown with respect to Figure 19, various
embodiments benefit from these and/or similar measurement points. It should also be noted that
the exact measurement points can be moved to different locations in the traffic processing stack,
just as the various embodiments described herein can have the agents affecting policy
implementation moved to different points in the traffic processing stack while still maintaining

effective operation.

[00316] As shown in Figure 21, measurement point I occurs at the application interface
agent 1693 interface to the applications. At this measurement point, the application traffic can
be monitored before it is framed, packetized or encrypted by the lower layers of the networking
stack. For example, this allows inspection, characterization, tagging (literal or virtual) and, in
some embodiments, shaping or control of services or traffic. At this measurement point, traffic
can be more readily associated with applications, URLs or IP addresses, content type, service
type, and other higher level parameters. For example, at this level email traffic and downloads,
web browser applications and end points, media file transfers, application traffic demand, URL
traffic demand and other such service monitoring parameters are more readily observed (e.g.,
accessible in the clear without the need for deep packet inspection and/or decryption), recorded
and possibly shaped or controlled. As described herein, it is also possible to monitor upstream
traffic demand at this point and compare it to the other measurement points to determine if the

traffic policies in place are meeting overall traffic control policy objectives or to determine if
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traffic can be optimally observed at this measurement point.

[00317] As shown in Figure 21, traffic measurement points I and III are situated on the
upstream and downstream sides of policy implementation agent 1690. As described herein,
these two locations allow potential tracking of upstream and downstream traffic through the
stack portions associated with the policy implementation agent 1690. These two locations also
provide for potential cross-checking of how the policy implementation agent 1690 is impacting
the demand and delivery of traffic. In a similar manner, measurement point III in connection
with measurement point IV provide an opportunity for packet tracing through the stack
components associated with the modem firewall 1655 and provide for the opportunity to observe
the demand and delivery sides of the modem firewall 1655. Traffic measurement point V

provides the potential for observing the traffic at the modem bus drivers for each of the modems.

[00318] As shown in Figure 21, traffic measurement point VI provides, in some
embodiments, the ultimate measure of access traffic, for example, the traffic that actually
transacts over the access network through the modem. As shown, measurement point VI is at the
modem side of the internal or external communications bus 1630, and it will be appreciated that,
in some embodiments, this measurement point can be further down the modem stack closer to
the MAC or physical layer (e.g., at the designer’s discretion). An advantage of having a
measurement point deep in the modem is, for example, that if the software or hardware that
implements the measurement and reporting is well secured against compromise, then this
measure can be almost as strong from a verification perspective as the measure that comes from
the network (e.g., from the network elements). Accordingly, this makes it possible to compare
this measure against the other measures to determine if there is a traffic path that is leaking past

the other measurement point or one or more policy implementation points.

[00319] Figures 22A through 22B provide tables summarizing various service processor
115 agents (and/or components/functions implemented in software and/or hardware) in
accordance with some embodiments. Many of these agents are similarly described above, and
the table shown in Figures 22A through 22B are not intended to be an exhaustive summary of

these agents, nor an exhaustive description of all functions that the agents perform or are
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described herein, but rather Figures 22A through 22B are provided as a summary aid in
understanding the basic functions of each agent in accordance with some embodiments and how
the agents interact with one another, with the service controller server elements, and/or with
other network functions in certain embodiments to form a reliable device based service delivery

solution and/or platform.

[00320] Figure 23 provides a table summarizing various service controller 122 server
clements (and/or components/functions implemented in software and/or hardware) in accordance
with some embodiments. Many of these agents are similarly described above, and the table
shown in Figure 23 is not intended to be an exhaustive summary of these server elements, nor an
exhaustive description of all functions that the elements perform or are described herein, but
rather Figure 23 is provided as a summary aid in understanding the basic functions of each
clement in accordance with some embodiments and how the elements interact with one another,
certain network elements, and/or the service processor agents in certain embodiments to form a

reliable device based service delivery solution and/or platform.

[00321] In some embodiments, it is desirable to provide a control plane between the
service processor and the service controller using a flexible connection or communication path
that, for example, will work between virtually any two network connection endpoints, one being
the service controller and one being the device, in a secure yet scalable manner. In view of the
embodiments described herein, one of ordinary skill in the art will recognize that it is possible to
achieve such features with a variety of different embodiments that share similar core features to

the embodiments described herein.

[00322] Service Control Device Link and Continuous Heartbeat Authentication

[00323] As described herein, there are numerous ways to implement the control plane
communication channel between the service processor 115 and the service controller 122.
Various embodiments described herein disclose a secure and bandwidth efficient control plane
that is compatible with any IP based network (including the ability to locate the service
controller 122 over the Internet); provides for consistent device assisted service monitoring,
control, verification and/or billing while roaming across multiple networks with different access

technologies; and allows continuous device assisted service control verification and/or
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authentication with a variety of mechanisms for setting the transmission heartbeat frequency.
Other techniques that could be used for this function include, for example, encapsulating the
control plane in the access network control plane channel, encapsulating the control plane in IP
or data packet framing mechanisms (e.g., IPV6), running a more conventional VPN or IPSEC

channel, and/or using an independent access network connection.

[00324] Figure 24 is a functional diagram illustrating the service control device link 1691
of the service processor 115 and the service control service link 1638 of the service controller
122 in accordance with some embodiments. In particular, the service control device link 1691 of
the service processor 115 and the service control service link 1638 of the service controller 122
as shown in Figure 24 provide for secure control plane communication over the service control
link 1653 between the service processor 115 and the service controller 122 in accordance with
some embodiments. Various embodiments include two or three layers of encryption in the
service control link, with one embodiment or layer being implemented in the encrypt functions
(2408, 2428) and decode functions (2412, 2422), and another embodiment or layer implemented
in the transport services stack (2410, 2420). An optional third embodiment or layer of
encryption is implemented below the transport services stack, for example, with IPSEC or
another IP layer encryption, VPN or tunneling scheme. For example, various known security
encryption techniques can be implemented in the encrypt functions (2408, 2428), with
public/private or completely private keys and/or signatures so that very strong levels of security
for service processor control plane traffic can be achieved even through the basic transport
services (2410, 2420) implemented with standard secure or open Internet networking protocols,
such as TLS or TCP. For example, the service processor agent communications local to the
device can be conducted to and from the service controller elements via the service control
device link 1691 connection to the agent communication bus 1630. The combination of the
service control device link 1691 and the agent communication bus 1630, which in some
embodiments is also securely encrypted or signed, provides a seamless, highly secure,
asynchronous control plane connection between the service processor and service controller
server elements and the service controller and service controller agents that works over a wide
range of access networks, such as any access network that has the capability to connect IP or
TCP traffic to another TCP or IP endpoint on the access network, another private network or

over the Internet 120. As described herein, in some embodiments, the agent communication bus
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1630 also provides a fourth level of encrypted or signed communication to form a secure closed
system on the device for agent to agent communication, for example, making it very difficult or
practically impossible for software or applications to gain access to one or more of the a service
processor agents on the device in any way other than the service control device link 1691. In this
way, in some embodiments, the agent communication bus 1630 and the service processor agents
can only be accessed by one another as necessary or permitted by agent communication policies,
or by the service controller or other authorized network function with proper security credentials
communicating over the service control device link 1691. Additionally, in some embodiments,
communications between a subset of two or more agents, or between one or more agents and one
or more service controller server elements are encrypted with unique keys or signatures in such a
way that a fourth level of security providing private point to point, point to multipoint, or

multipoint to multipoint secure communication lines is provided.

[00325] In some embodiments, all of the service control device link 1691 communications
are transformed into a continuous control plane connection, with a frequency based on the rate of
service usage, a minimum set period between connections, and/or other methods for establishing
communication frequency. In some embodiments, this heartbeat function provides a continuous
verification link by which the service controller verifies that the service processor and/or device
are operating properly with the correct service policies being implemented. In view of the
following heartbeat function embodiments described herein, it will be apparent to one of
ordinary skill in the art that different approaches for implementing the various heartbeat
embodiments are possible, and it will be clear that there are many ways to achieve the essential
features enabling a reliable, sometimes continuous control link and verification function for the
purpose of assisting control of service usage in a verifiable manner. As shown, inside the service
processor 115, the service control device link 1691 includes a heartbeat send counter 2402 in
communication with the agent communication bus 1630. For example, the heartbeat send
counter 2402 can provide a count for triggering when a service processor 115 communication
(e.g., periodic communication based on a heartbeat mechanism) should be sent to the service
controller 122, and a heartbeat buffer 2404, also in communication with the agent
communication bus 1630, buffers any such information for the next service processor 115
communication, in accordance with various heartbeat based embodiments, as similarly described

herein. The heartbeat buffer 2404 is in communication with a framing element 2406 and an
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encrypt element 2408 for framing and encrypting any service processor 115 communications
transmitted to the service controller 122 by a transport services stack 2410 over the service
control link 1653. Similarly, as shown inside the service controller 122, the service control
server link 1638 includes a heartbeat send counter 2434 in communication with a service
controller network 2440, a heartbeat buffer 2432, also in communication with the service
controller network 2440, buffers any such information for the next service controller 122
communication, in accordance with various heartbeat based embodiments, as similarly described
herein. The heartbeat buffer 2432 is in communication with a framing element 2430 and an
encrypt element 2428 for framing and encrypting any such service controller 122
communications transmitted to the service processor 115 by a transport services stack 2420 over

the service control link 1653.

[00326] As also shown inside the service processor 115 of Figure 24, the service control
device link 1691 includes a decode element 2412 for decoding any received service controller
122 communications (e.g., decrypting encrypted communications), an unpack element 2414 for
unpacking the received service controller 122 communications (e.g., assembling packetized
communications), and an agent route 2416 for routing the received service controller 122
communications (e.g., commands, instructions, heartbeat related information or status reports,
policy related information or configuration settings and/or updates, challenge/response queries,
agent refreshes and/or new software for installation) to the appropriate agent of the service
processor 115, Similarly, as shown inside the service controller 122, the service control server
link 1638 also includes a decode element 2422 for decoding any received service processor 115
communications (¢.g., decrypting encrypted communications), an unpack element 2424 for
unpacking the received service processor 115 communications (e.g., assembling packetized
communications), and an agent route 2426 for routing the received service processor 115
communications (¢€.g., responses to instructions and/or commands, heartbeat related information
or status reports, policy related information or configuration settings and/or updates,
challenge/response queries, agent status information, network service/cost usage and/or any other
reporting related information) to the appropriate agent of the service controller 122.
Accordingly, as described herein with respect to various embodiments, the various secure
communications between the service controller 122 and the service processor 115 can be

performed using the embodiment as shown in Figure 24, and those of ordinary skill in the art will
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also appreciate that a variety of other embodiments can be used to similarly provide the various
secure communications between the service controller 122 and the service processor 115 (e.g.,
using different software and/or hardware architectures to provide secure communications, such
as using additional and/or fewer elements/functions or other design choices for providing such

secure communications).

[00327] In some embodiments, an efficient and effective communication framing structure
between the service processor and service controller is provided, and the following embodiments
(c.g., as shown and described with respect to Figure 25) teach such a structure that packs the
various service processor agent control plane communications and the various service controller
element control plane connections into a format that does not consume excessive bandwidth to
enable a continuous control plane connection between the device and service controller. In some
embodiments, an efficient and effective communication framing structure between the service
processor and service controller is provided to buffer such communication messages for some
period of time before framing and transmitting, such as in a heartbeat frequency that is based on
rate of service usage. In some embodiments, an efficient and effective communication framing
structure between the service processor and service controller is provided to allow for the frame
to be easily packed, encrypted, decoded, unpacked and the messages distributed. In view of the
various embodiments described herein, it will be apparent to one of ordinary skill in the art that
many framing structures will work for the intended purpose of organizing or framing agent
communications and the uniqueness and importance of combining such a system element with
the device service controller functions, the service processor functions, the service control

verification functions and/or the other purposes.

[00328] Figure 25 is a functional diagram illustrating a framing structure of a service
processor communication frame 2502 and a service controller communication frame 2522 in
accordance with some embodiments. In particular, the service control device link 1691 of the
service processor 115 and the service control service link 1638 of the service controller 122 (e.g.,
as shown in Figure 24) provide for secure control plane communication over the service control
link 1653 between the service processor 115 and the service controller 122 using communication
frames in the format of the service processor communication frame 2502 and the service

controller communication frame 2522 as shown in Figure 25 in accordance with some
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embodiments. As shown, the service processor communication frame 2502 includes a service
processor framing sequence number 2504, a time stamp 2506, an agent first function ID 2508, an
agent first function message length 2510, an agent first function message 2512, and assuming
more than one message is being transmitted in this frame, an agent Nth function ID 2514, an
agent Nth function message length 2516, and an agent Nth function message 2518. Accordingly,
the service processor communication frame 2502 can include one or more messages as shown in
Figure 25, which can depend on networking frame length requirements and/or other design
choices. Similarly, as shown, the service controller communication frame 2522 includes a
service controller framing sequence number 2524, a time stamp 2526, an agent first function ID
2528, an agent first function message length 2530, an agent first function message 2532, and
assuming more than one message is being transmitted in this frame, an agent Nth function ID
2534, an agent Nth function message length 2536, and an agent Nth function message 2538.
Accordingly, the service controller communication frame 2522 can include one or more
messages as shown in Figure 25, which can depend on networking frame length requirements

and/or other design choices.

[00329] Figures 26A through 26H provide tables summarizing various service processor
heartbeat functions and parameters (e.g., implemented by various agents, components, and/or
functions implemented in software and/or hardware) in accordance with some embodiments.
Many of these heartbeat functions and parameters are similarly described above, and the tables
shown in Figures 26A through 26H are not intended to be an exhaustive summary of these
heartbeat functions and parameters, but rather are provided as an aid in understanding these
functions and parameters in accordance with some heartbeat based embodiments described

herein.

[00330] Figures 27A through 27P provide tables summarizing various device based
service policy implementation verification techniques in accordance with some embodiments.
Many of these device based service policy implementation verification techniques are similarly
described above, and the tables shown in Figures 27A through 27P are not intended to be an
exhaustive summary of these device based service policy implementation verification
techniques, but rather are provided as an aid in understanding these techniques in accordance

with some device based service policy embodiments described herein.
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[00331] Figures 28A through 28E provide tables summarizing various techniques for
protecting the device based service policy from compromise in accordance with some
embodiments. Many of these techniques for protecting the device based service policy from
compromise are similarly described above, and the tables shown in Figures 28 A through 28E are
not intended to be an exhaustive summary of these techniques for protecting the device based
service policy from compromise, but rather are provided as an aid in understanding these

techniques in accordance with some device based service policy embodiments described herein.

[00332] Device Assisted Service Control and Traffic Control

[00333] As described below, various techniques are disclosed for implementing device
assisted traffic shaping and service control at the lower levels of service usage policy

implementation.

[00334] Figure 29 is a functional diagram illustrating a device communications stack that
allows for implementing verifiable traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. As shown, several service agents take
part in data path operations to achieve various data path improvements, and, for example, several
other service agents can manage the policy settings for the data path service, implement billing
for the data path service, manage one or more modem selection and settings for access network
connection, interface with the user and/or provide service policy implementation verification.
Additionally, in some embodiments, several agents perform functions to assist in verifying that
the service control or monitoring policies intended to be in place are properly implemented, the
service control or monitoring policies are being properly adhered to, that the service processor or
one or more service agents are operating properly, to prevent unintended errors in policy
implementation or control, and/or to prevent tampering with the service policies or control. As
shown, the service measurement points labeled I through VI represent various service
measurement points for service monitor agent 1696 and/or other agents to perform various
service monitoring activities. Each of these measurement points can have a useful purpose in
various embodiments described herein. For example, each of the traffic measurement points that
is employed in a given design can be used by a monitoring agent to track application layer traffic

through the communication stack to assist policy implementation functions, such as the policy
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implementation agent 1690, or in some embodiments the modem firewall agent 1655 or the
application interface agent 1693, in making a determination regarding the traffic parameters or
type once the traffic is farther down in the communication stack where it is sometimes difficult
or impossible to make a complete determination of traffic parameters. For example, a detailed
set of embodiments describing how the various measurement points can be used to help
strengthen the verification of the service control implementation are described herein, including,
for example, the embodiments described with respect to Figure 16 and Figure 21. The particular
locations for the measurement points provided in these figures are intended as instructional
examples, and other measurement points can be used for different embodiments, as will be
apparent to one of ordinary skill in the art in view of the embodiments described herein.
Generally, in some embodiments, one or more measurement points within the device can be used

to assist in service control verification and/or device or service troubleshooting.

[00335] In some embodiments, the service monitor agent and/or other agents implement
virtual traffic tagging by tracking or tracing packet flows through the various communication
stack formatting, processing and encryption steps, and providing the virtual tag information to
the various agents that monitor, control, shape, throttle or otherwise observe, manipulate or
modify the traffic. This tagging approach is referred to herein as virtual tagging, because there
is not a literal data flow, traffic flow or packet tag that is attached to flows or packets, and the
book-keeping to tag the packet is done through tracking or tracing the flow or packet through the
stack instead. In some embodiments, the application interface and/or other agents identify a
traffic flow, associate it with a service usage activity and cause a literal tag to be attached to the
traffic or packets associated with the activity. This tagging approach is referred to herein as
literal tagging. There are various advantages with both the virtual tagging and the literal tagging
approaches. For example, it can be preferable in some embodiments to reduce the inter-agent
communication required to track or trace a packet through the stack processing by assigning a
literal tag so that each flow or packet has its own activity association embedded in the data. As
another example, it can be preferable in some embodiments to re-use portions of standard
communication stack software or components, enhancing the verifiable traffic control or service
control capabilities of the standard stack by inserting additional processing steps associated with
the various service agents and monitoring points rather than re-writing the entire stack to

correctly process literal tagging information, and in such cases, a virtual tagging scheme may be

Attorney Docket No. RALEP028+ 137 PATENT

Page 143 of 359



20

25

30

desired. As yet another example, some standard communication stacks provide for unused,
unspecified or otherwise available bit fields in a packet frame or flow, and these unused,
unspecified or otherwise available bit fields can be used to literally tag traffic without the need to
re-write all of the standard communication stack software, with only the portions of the stack that
are added to enhance the verifiable traffic control or service control capabilities of the standard
stack needing to decode and use the literal tagging information encapsulated in the available bit
fields. In the case of literal tagging, in some embodiments, the tags are removed prior to passing
the packets or flows to the network or to the applications utilizing the stack. In some
embodiments, the manner in which the virtual or literal tagging is implemented can be developed
into a communication standard specification so that various device or service product developers
can independently develop the communication stack and/or service processor hardware and/or
software in a manner that is compatible with the service controller specifications and the

products of other device or service product developers.

[00336] It will be appreciated that although the implementation/use of any or all of the
measurement points illustrated in Figure 29 is not required to have an effective implementation,
such as was similarly shown with respect to various embodiments described herein, such as with
respect to Figures 19 and 21, various embodiments can benefit from these and/or similar
measurement points. It will also be appreciated that the exact measurement points can be moved
to different locations in the traffic processing stack, just as the various embodiments described
herein can have the agents affecting policy implementation moved to different points in the
traffic processing stack while still maintaining effective operation. In some embodiments, one or
more measurement points are provided deeper in the modem stack (e.g., such as for
embodiments similarly described herein with respect to Figures 35 and 36) where, for example, it
is more difficult to circumvent and can be more difficult to access for tampering purposes if the
modem is designed with the proper software and/or hardware security to protect the integrity of

the modem stack and measurement point(s).

[00337] Referring to Figure 29, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device

communications stack. Example measurement point VI resides within or just above the modem
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driver layer. For example, the modem driver performs modem bus communications, data
protocol translations, modem control and configuration to interface the networking stack traffic
to the modem. As shown, measurement point VI is common to all modem drivers and modems,
and it is advantageous for certain embodiments to differentiate the traffic or service activity
taking place through one modem from that of one or more of the other modems. In some
embodiments, measurement point VI, or another measurement point, is located over, within or
below one or more of the individual modem drivers. The respective modem buses for each
modem reside between example measurement points V and VI. In the next higher layer, a
modem selection & control layer for multimode device based communication is provided. In
some embodiments, this layer is controlled by a network decision policy that selects the most
desirable network modem for some or all of the data traffic, and when the most desirable
network is not available the policy reverts to the next most desirable network until a connection
is established provided that one of the networks is available. In some embodiments, certain
network traffic, such as verification, control, redundant or secure traffic, is routed to one of the
networks even when some or all of the data traffic is routed to another network. This dual
routing capability provides for a variety of enhanced security, enhanced reliability or enhanced
manageability devices, services or applications. In the next higher layer, a modem firewall is
provided. For example, the modem firewall provides for traditional firewall functions, but unlike
traditional firewalls, in order to rely on the firewall for verifiable service usage control, such as
access control and security protection from unwanted networking traffic or applications, the
various service verification techniques and agents described herein are added to the firewall
function to verify compliance with service policy and prevent tampering of the service controls.
In some embodiments, the modem firewall is implemented farther up the stack, possibly in
combination with other layers as indicated in other Figures. In some embodiments, a dedicated
firewall function or layer is provided that is independent of the other processing layers, such as
the policy implementation layer, the packet forwarding layer and/or the application layer. In
some embodiments, the modem firewall is implemented farther down the stack, such as within
the modem drivers, below the modem drivers, or in the modem itself. Example measurement
point IV resides between the modem firewall layer and an IP queuing and routing layer. As
shown, an IP queuing and routing layer is separate from the policy implementation layer where

the policy implementation agent implements a portion of the traffic control and/or service usage
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control policies. As described herein, in some embodiments, these functions are separated so
that a standard network stack function can be used for IP queuing and routing, and the
modifications necessary to implement the policy implementation agent functions can be provided
in a new layer inserted into the standard stack. In some embodiments, the IP queuing and
routing layer is combined with the traffic or service usage control layer. Examples of this
combined functionality are shown and described with respect to Figures 31, 32 and 33. For
example, a combined routing and policy implementation layer embodiment can also be used with
the other embodiments, such as shown in Figure 29. Various detailed embodiments describing
how the policy implementation layer can control traffic or other service usage activities are
described with respect to Figure 38. Measurement point 111 resides between the IP queuing and
routing layer and a policy implementation agent layer. Measurement point I resides between the
policy implementation agent layer and the transport layer, including TCP, UDP, and other IP as
shown. The session layer resides above the transport layer, which is shown as a socket
assignment and session management (e.g., basic TCP setup, TLS/SSL) layer. The network
services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer
Protocol), POP3, DNS) resides above the session layer. Measurement point I resides between
the network services API layer and an application layer, shown as application service interface

agent in the device communications stack of Figure 29.

[00338] As shown, the application service interface layer is above the standard networking
stack API and, in some embodiments, its function is to monitor and in some cases intercept and
process the traffic between the applications and the standard networking stack API. In some
embodiments, the application service interface layer identifies application traffic flows before the
application traffic flows are more difficult or practically impossible to identify farther down in
the stack. In some embodiments, the application service interface layer in this way assists
application layer tagging in both the virtual and literal tagging cases. In the case of upstream
traffic, the application layer tagging is straight forward, because the traffic originates at the
application layer. In some downstream embodiments, where the traffic or service activity
classification relies on traffic attributes that are readily obtainable, such as source address or
URL, application socket address, IP destination address, time of day or any other readily
obtained parameter, the traffic type can be identified and tagged for processing by the firewall

agent or another agent as it initially arrives. In other embodiments, as described herein, in the
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downstream case, the solution is generally more sophisticated when a traffic parameter that is
needed to classify the manner in which the traffic flow is to be controlled or throttled is not
readily available at the lower levels of the stack, such as association with an aspect of an
application, type of content, something contained within TLS, IPSEC or other secure format, or
other information associated with the traffic. Accordingly, in some embodiments the networking
stack identifies the traffic flow before it is fully characterized, categorized or associated with a
service activity, and then passes the traffic through to the application interface layer where the
final classification is completed. In such embodiments, the application interface layer then
communicates the traffic flow ID with the proper classification so that after an initial short traffic
burst or time period the policy implementation agents can properly control the traffic. In some
embodiments, there is also a policy for tagging and setting service control policies for traffic that

cannot be fully identified with all sources of tagging including application layer tagging.

[00339] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630,
communicates user information and decision query and/or user input to the user service interface
agent, as shown. The policy control agent communicates service settings and/or configuration
information via this communications bus 1630, as shown (illustrating such communications with
a reference (B) via the application layer, policy implementation agent layer, which is lower in the
communications stack as shown, and/or the modem firewall layer). The connection manager
agent communicates select and control commands and/or modem and access network
information via this communications stack, as shown (illustrating such communications with a
reference (C) via the modem selection and control layer). Various other communications (¢.g.,
service processor and/or service controller related communications, such as service usage
measure information and/or application information) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (D) at the
application layer, (E) at the policy implementation agent layer, and (F) at the modem firewall

layer).

[00340] As shown in Figure 29, a service monitor agent, which is also in communication

with the agent communication bus 1630, communicates with various layers of the device
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communications stack. For example, the service monitor agent, performs monitoring at each of
measurement points I through VI, receiving information including application information,
service usage and other service related information, and assignment information. An access
control integrity agent is in communication with the service monitor agent via the agent

communications bus 1630, as also shown.

[00341] In some embodiments, one or more of the networking stack modifications
described herein in combination one or more of the service verification and tamper prevention
techniques described herein is provided. As similarly described with respect to Figure 29, the
various example embodiments for assisting service control verification described herein and as
summarized in the example tables provided in Figures 26, 27 and 28 can be employed
individually or in combination to create increasingly secure cross-functional service control
verification embodiments. In Figure 29, the presence of the access control integrity agent, policy
control agent, service monitor agent and the other agents that perform verification and/or tamper
prevention functions illustrates verifiable service control aspects in accordance with some
embodiments. Furthermore, the presence of the billing agent combined with the service
verification and/or tamper prevention agents and techniques described herein provides for a set
of verifiable billing embodiments for service billing, service billing offset corrections, bill by
account, transaction billing and other billing functions. In addition, the presence of the user
service interface agent in combination with the service control agent functions in the modified
networking stack provide for embodiments involving a combination of service control with user
preferences, which as described herein, provides the user with the capability to optimize service
versus service cost in a network neutral manner. In some embodiments, the user control of
service control policy is provided along with the service control verification and/or tamper
prevention. The presence of the policy control agent that in some embodiments implements a
higher than most basic level of policy decision and control with the policy implementation agents
in the modified networking stack allows for, for example, the device to possess the capability to
implement a higher level of service control for the purpose of obtaining a higher level service
usage or service activity objective. In some embodiments, the application layer tagging in
combination with other embodiments described herein provides for deep service activity control

that is verifiable.
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[00342] In some embodiments, verifiable traffic shaping as described herein can be
performed using the device communications stack in a variety of embodiments for the
combination of service control within the networking stack and service control verification
and/or tamper prevention, with various embodiments depicted in Figures 29 through 37.
Additional levels of detail regarding how such embodiments can be used to implement verifiable
traffic shaping are provided in and described with respect to Figures 38 through 40 which depict
example functional diagrams of packet processing flows for verifiable traffic shaping or service
activity control in a device service processor for both upstream and downstream flows. Along
with several other interesting features embodied in Figures 38 through 40, application traffic
layer tagging is depicted in additional detail in accordance with some embodiments. For
example, the application interface agent can determine service data usage at the application layer
using measurement point [ and a local service usage counter, and can, for example, pass this
information to the service monitor agent. If service usage exceeds a threshold, or if using a
service usage prediction algorithm results in predicted service usage that will exceed a threshold,
then the user can be notified of which applications are causing the service usage overrun or
potential service usage overrun, via the user service interface agent. The user can then identify
which application service (e.g., traffic associated with a specified high service use or non-critical
application, such as for example a high bandwidth consumption social networking website or
service, media streaming website or service, or any other high bandwidth website or service
transmitting and/or receiving data with the service network) that the user prefers to throttle. As
another example, the user could select a service policy that allows for video chat services until
those services threaten to cause cost over-runs on the user’s service plan, and at that time the
service policy could switch the chat service to voice only and not transmit or receive the video.
The traffic associated with the user specified application can then be throttled according to user
preference input. For example, for downstream traffic, packets (e.g., packets that are virtually or
literally tagged and/or otherwise associated with the application traffic to be throttled) from the
access network can be buffered, delayed and/or dropped to throttle the identified application
traffic. For upstream traffic, packets (e.g., packets that are virtually or literally tagged and/or
otherwise associated with the application traffic to be throttled) can be buffered, delayed and/or

dropped before being transmitted to the access network to throttle the identified application
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traffic. As similarly described above, traffic shaping as described herein can be verified, such as

by the service monitor agent via the various measurement points and/or using other agents.

[00343] The embodiments depicted in Figure 30 and other figures generally require
enhancements to conventional device networking communication stack processing. For
example, these enhancements can be implemented in whole or in part in the kernel space for the
device OS, in whole or in part in the application space for the device, or partially in kernel space
and partially in application space. As described herein, the networking stack enhancements and
the other elements of the service processor can be packaged into a set of software that is pre-
tested or documented to enable device manufacturers to quickly implement and bring to market
the service processor functionality in a manner that is compatible with the service controller and
the applicable access network(s). For example, the service processor software can also be
specified in an interoperability standard so that various manufacturers and software developers
can develop service processor implementations or enhancements, or service controller

implementations or enhancements that are compatible with one another.

[00344] Figure 30 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, a portion of
the service processor is implemented on the modem (e.g., on modem module hardware or
modem chipset) and a portion of the service processor is implemented on the device application
processor subsystem. It will be apparent to one of ordinary skill in the art that variations of the
embodiment depicted in Figure 30 are possible where more or less of the service processor
functionality is moved onto the modem subsystem or onto the device application processor
subsystem. For example, such embodiments similar to that depicted in Figure 30 can be
motivated by the advantages of containing some or all of the service processor network
communication stack processing and/or some or all of the other service agent functions on the
modem subsystem (e.g., and such an approach can be applied to one or more modems). For
example, the service processor can be distributed as a standard feature set contained in a modem
chipset hardware of software package or modem module hardware or software package, and such
a configuration can provide for easier adoption or development by device OEMs, a higher level

of differentiation for the chipset or modem module manufacturer, higher levels of performance
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or service usage control implementation integrity or security, specification or interoperability

standardization, and/or other benefits.

[00345] Referring to Figure 30, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for modem MAC/PHY layer at the bottom of the device communications
stack. Measurement point [V resides above the modem MAC/PHY layer. The modem firewall
layer resides between measurement points IV and II1. In the next higher layer, the policy
implementation agent is provided, in which the policy implementation agent is implemented on
the modem (e.g., on modem hardware). Measurement point II resides between the policy
implementation agent and the modem driver layer, which is then shown below a modem bus
layer. The next higher layer is shown as the IP queuing and routing layer, followed by the
transport layer, including TCP, UDP, and other IP as shown. The session layer resides above the
transport layer, which is shown as a socket assignment and session management (e.g., basic TCP
setup, TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer
Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer.
Measurement point I resides between the network services API layer and an application layer,

shown as application service interface agent in the device communications stack of Figure 30.

[00346] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630
communications user information and decision query and/or user input to the user service
interface agent, as shown. The policy control agent B communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the application layer. The policy control agent A
communicates service settings and/or configuration information via this communications stack,
as shown (illustrating such communications with a reference (D)) via the policy implementation
agent layer and/or the modem firewall layer. The connection manager agent communicates
select & control commands and/or modem and access network information via this
communications stack, as shown (illustrating such communications with a reference (C)) via the

modem driver layer. Various other communications (e.g., service processor and/or service
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controller related communications, such as service usage measure information, and/or
application information) are provided at various levels of this communications stack, as shown
(illustrating such communications with references (E)) at the application layer through the
modem driver layer with the service monitor agent B as shown (and an access control integrity
agent B is also shown), and communications with references (F) at the policy implementation
agent layer and (G) at the modem firewall layer with the service monitor agent A as shown (and
an access control integrity agent A is also shown). In some embodiments, the service usage
policy verification or tamper prevention embodiments described herein can be applied, in
isolation or in combination, in the context of Figure 31 to provide for embodiments with
increasing levels of service usage policy control verification certainty, such as provided with

Figures 26, 27 and 28.

[00347] Figure 31 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, the service
processor is a simplified implementation. For example, this approach can be used for
applications with less capable device application processors, rapid time to market needs, fewer
service usage control needs, and/or other reasons that lead to a need for a lower complexity

implementation.

[00348] Referring to Figure 31, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for the modem layer at the bottom of the device communications stack.
The modem driver layer resides above the modem bus layer as shown. In the next higher layer,
the policy implementation agent is provided, and the policy implementation agent is also in
communication with the agent communication bus 1630 as shown. The next higher layer is
shown as the transport layer, including TCP, UDP, and other IP as shown. The session layer
resides above the transport layer, which is shown as a socket assignment and session
management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g., HTTP,
HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)
resides above the session layer. Applications communicate with the device communications

stack via the network services API as shown. Policy settings from the network (e.g., service
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settings) are communicated with the policy implementation agent as shown. The connection
manager communicates select and control as well as modem and access network information via
the modem driver as shown. Although Figure 31 does not depict all of the service usage control
verification functions provided by certain embodiments calling for additional service verification
or control agents, a high level of service policy implementation verification certainty can be
achieved within the context of the embodiments depicted in Figure 31 by applying a subset of the
service usage policy verification or tamper prevention embodiments described herein. For
example, the embodiments depicted in Figure 31 can be combined with the service controller
embodiments that utilize IPDRs to verify service usage is in accordance with the desired service
policy. There are also many other service usage control embodiments described herein that can
be applied in isolation or in combination to the embodiments depicted in Figure 31 to provide
increasing levels of service usage control verification certainty, as will be apparent to one of
ordinary skill in the art in view of Figures 26, 27 and 28 and the various embodiments described

herein.

[00349] Figure 32 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, the service
processor is a simplified implementation embodiment with device based monitoring and integrity
control. For example, Figure 32 provides for somewhat higher complexity (e.g., relative to the
embodiments depicted in Figure 30) in exchange for the enhanced service monitoring, control or
verification that are possible by implement additional agent embodiments, such as the service

monitor agent and the access control integrity agent functions.

[00350] Referring to Figure 32, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. Measurement point II resides above the modem selection & control
layer, which resides above the modem buses for each modem. Measurement point I resides
between the policy implementation agent (policy based router/firewall) layer and the transport
layer, including TCP, UDP, and other IP as shown. The session layer resides above the transport

layer, which is shown as a socket assignment and session management (e.g., basic TCP setup,
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TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol),
SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer.
Applications communicate with the device communications stack via the network services API
as shown. Policy settings from the network (e.g., service settings) are communicated with the
policy implementation agent as shown. The connection manager communicates select and
control as well as modem and access network information via the modem selection and control
layer as shown. The service monitor agent, which is also in communication with the agent
communication bus 1630, communicates with various layers of the device communications
stack. For example, the service monitor agent, performs monitoring at each of measurement
points I and II, receiving information including application information, service usage and other
service related information, and assignment information. An access control integrity agent is in
communication with the service monitor agent via the agent communications bus 1630, as also
shown. As similarly described with respect to Figures 30 and 31, many of the service usage
control verification embodiments described herein can be applied in isolation or in combination

in the context of Figure 32.

[00351] Figure 33 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. Referring to Figure 33, describing the
device communications stack from the bottom to the top of the stack as shown, the device
communications stack provides a communication layer for each of the modems of the device at
the bottom of the device communications stack. Measurement point 111 resides above the
modem selection & control layer, which resides above the respective modem buses for each
modem. Measurement point I resides between the policy implementation agent (policy based
router/firewall) layer and the transport layer, including TCP, UDP, and other IP as shown. The
session layer resides above the transport layer, which is shown as a socket assignment and
session management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g.,
HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3,
DNS) resides above the session layer. Measurement point I resides between the network
services API layer and an application layer, shown as application service interface agent in the

device communications stack of Figure 33.

Attorney Docket No. RALEP028+ 148 PATENT

Page 154 of 359



20

25

30

[00352] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630
communications user information and decision query and/or user input to the user service
interface agent, as shown. The policy control agent communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the policy implementation agent layer. The
connection manager agent communicates select & control commands and/or modem and access
network information via this communications stack, as shown (illustrating such communications
with a reference (C)) via the modem selection and control layer. Various other communications
(e.g., service processor and/or service controller related communications, such as service usage
measure information, application information) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (D)) at the

application layer and (E) at the policy implementation agent layer.

[00353] As shown in Figure 33, a service monitor agent, which is also in communication
with the agent communication bus 1630, communicates with various layers of the device
communications stack. For example, the service monitor agent, performs monitoring at each of
measurement points I through 111, receiving information including application information,
service usage and other service related information, and assignment information. An access
control integrity agent is in communication with the service monitor agent via the agent
communications bus 1630, as also shown. As similarly described with respect to Figures 30, 31
and 32, many of the service usage control verification embodiments disclosed herein can be

applied in isolation or in combination in the context of Figure 33.

[00354] Figure 34 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, the data path
processing for the service processor is provided in conjunction with a single modem driver as
shown. As shown, the service processor communication stack processing is provided below the
standard network communication stack and in combination with a modem driver (e.g., and this

approach can be extended to more than one modem).
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[00355] Referring to Figure 34, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. Measurement point II resides above the modem driver 1 layer.
Measurement point I resides between the policy implementation agent (policy based
router/firewall) layer and the modem selection and control layer, for the modem driver 1 stack in
this single modem driver embodiment. The transport layer, including TCP, UDP, and other IP
resides above the IP queuing and routing layer, which resides above the modem selection and
control layer, as shown. The session layer, which is shown as a socket assignment and session
management (e.g., basic TCP setup, TLS/SSL) layer, resides above the transport layer. The
network services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail
Transfer Protocol), POP3, DNS) resides above the session layer.

[00356] As shown in Figure 34, applications communicate with the device
communications stack via the network services API as shown (illustrating such communications
with a reference (A)). Policy settings from the network (e.g., service settings) are communicated
with the policy implementation agent as shown (illustrating such communications with a
reference (B)). The service monitor agent, which is also in communication with the agent
communication bus 1630, communicates with policy implementation agent layer of the device
communications stack. Also, the service monitor agent performs monitoring at each of
measurement points I and II, receiving information including application information, service
usage and other service related information, and assignment information. An access control
integrity agent is in communication with the service monitor agent via the agent communications
bus 1630, as also shown. Various other communications (e.g., service processor and/or service
controller related communications, such as service usage measure information, application
information) are provided at various levels of this communications stack, as shown (illustrating
such communications with references (C)) at the policy implementation agent layer. Also, the
billing agent, which is in communication with the agent communication bus 1630
communications user information and decision query and/or user input to the user service
interface agent, as shown. As similarly described with respect to Figures 30, 31, 32 and 33,
many of the service usage control verification embodiments disclosed herein can be applied in

isolation or in combination in the context of Figure 34.
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[00357] Figure 35 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 35 illustrates a
single modem hardware embodiment as shown. As shown, the service processor network
communication stack processing is provided on the modem hardware (e.g., and this approach can
be extended to more than one modem). This approach allows for the service processor to be
distributed as a standard feature set contained in a modem chipset hardware of software package
or modem module hardware or software package, which, for example, can provide for easier
adoption or development by device OEMs, a higher level of differentiation for the chipset or
modem module manufacturer, higher levels of performance or service usage control

implementation integrity, or other benefits.

[00358] Referring to Figure 35, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. As shown, measurement points I and II and the policy implementation
agent reside on the modem 1 (e.g., implemented as hardware and/or software on modem 1).
Measurement point I resides above the policy implementation agent (policy based
router/firewall) layer, and measurement point II resides below the policy implementation agent
later. The modem selection and control layer resides above the modem drivers layer, as shown.
The transport layer, including TCP, UDP, and other IP resides above the IP queuing and routing
layer, which resides above the modem selection and control layer, as shown. The session layer,
which is shown as a socket assignment and session management (e.g., basic TCP setup,
TLS/SSL) layer, resides above the transport layer. The network services API (e.g., HTTP,
HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)

resides above the session layer.

[00359] As shown in Figure 35, applications communicate with the device
communications stack via the network services API as shown. Policy settings from the network
(e.g., service settings) are communicated with the policy implementation agent as shown
(illustrating such communications with a reference (A)). The service monitor agent, which is

also in communication with the agent communication bus 1630, communicates with policy
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implementation agent layer of the modem 1. Also, the service monitor agent performs
monitoring at each of measurement points I and 11, receiving information including application
information, service usage and other service related information, and assignment information.
An access control integrity agent is in communication with the service monitor agent via the
agent communications bus 1630, as also shown. Various other communications (e.g., service
processor and/or service controller related communications, such as service usage measure
information and/or application information) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (B)) at the
policy implementation agent layer. As similarly described with respect to Figures 30, 31, 32, 33
and 34, many of the service usage control verification embodiments disclosed herein can be

applied in isolation or in combination in the context of Figure 35.

[00360] Figure 36 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 36 illustrates a
single modem hardware embodiment, in which modem 1 includes a portion of the service
processor networking communication stack processing and measurement points II and 11T and the
policy implementation agent, as similarly shown in Figure 35, and the higher levels of the device
communications stack above the modem 1 layer, such as the application service interface layer,
are implemented on the device application processor or in the device application processor
memory as similarly described above, for example, with respect to Figure 33, in which a
measurement point I is shown between the application service interface agent layer and the
network services API layer. For example, this approach allows for the application service
interface agent to be provided on the device application processor or memory so that application
layer service usage monitoring or control can be implemented. For example, the differences
between the embodiments depicted in Figure 36 and those of Figure 30 include a simplified
implementation and a policy control agent that is entirely implemented on the modem and not

partially implemented in the application processor memory.

[00361] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,

the billing agent, which is in communication with the agent communication bus 1630
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communications user information and decision query and/or user input to the user service
interface agent, as shown. The policy control agent communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the policy implementation agent layer. Various other
communications (¢e.g., service processor and/or service controller related communications, such
as service usage measure information and/or application information) are provided at various
levels of this communications stack, as shown (illustrating such communications with reference
(C) at the application layer and communications with reference (D) at the policy implementation
agent layer). As shown, the service monitor agent B communicates with the application service
interface agent and measurement point I, and the service monitor agent A communicates with the
policy implementation agent layer and measurement points II and III of the modem 1. As
similarly described with respect to Figures 30, 31, 32, 33, 34 and 35, many of the service usage
control verification embodiments disclosed herein can be applied in isolation or in combination

in the context of Figure 36.

[00362] Figure 37 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 37 illustrates a
device communications stack as similarly shown in Figure 36, with the difference being that the
service processor subsystem networking communication stack processing is implemented on a
hardware function that is separate from the application processor and the modem. For example,
this approach provides security advantages with a dedicated hardware system to protect some or
all of the service usage control system from tampering. For example, some or all of the service
processor can be implemented on a SIM card module. As another example, some or all of the
service processor can be encapsulated on a self contained hardware module that can be added to

a device without the need to modify the networking communication stack software or hardware.

[00363] Figure 38 is a functional diagram illustrating a device service processor packet
processing flow in accordance with some embodiments. In particular, both an example upstream
service processor packet processing flow (device to the network) and an example downstream
service processor packet processing flow (network to the device) are shown in Figure 38. For

example, the service processor packet processing flow can be performed by the device
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communications stack, such as described above with respect to Figure 29. The various
embodiments for packet processing flow depicted in Figures 38 through 40 are self explanatory
to one of ordinary skill in the art and not all the processing steps and flow sequences are

described herein.

[00364] In some embodiments, the burst size, buffer delay, acknowledgement delay and
drop rate used in upstream and downstream traffic shaping are optimized with the goal of
reducing access network traffic overhead, and excess capacity usage that can result from
mismatches in traffic transmission parameters with the access network MAC and PHY or from
excess network level packet delivery protocol re-transmissions. In some embodiments, an
application interface agent 1693 is used to literally tag or virtually tag application layer traffic so
that the policy implementation agent(s) 1690 has the necessary information to implement
selected traffic shaping solutions. As shown in Figure 16, the application interface agent 1693 is
in communication with various applications, including a TCP application 1604, an IP application

1605, and a voice application 1602.

[00365] Referring to Figures 38 through 40, in some embodiments, the upstream traffic
service policy implementation step corresponds to the traffic shaping step described herein.
Referring to Figure 38, this step is depicted as shown as an alternate exploded view including
four upstream sub-steps of apply QoS queue priority, apply traffic shaping rules, network
optimized buffer/delay and remove application ID tag. An additional approach shown in Figure
38 involves two exploded view sub-steps associated with the firewall service policy
implementation step and these sub-steps are pass/block packet and pass/redirect packet. For
example, the functions performed by these six sub-steps can be depicted in any number of sub-
steps, the order of the steps can be appropriately performed in various different orders to provide
for upstream traffic shaping within the network communication stack. For example, Figures 39
and 40 show the two steps of policy implementation and firewall as one step and the six
exploded view sub-steps are included under the same policy implementation step and are
performed in a different order than in Figure 38. It should also be noted that a number of
embodiments are possible in which the access control, traffic control or firewall functions are

moved to the application service interface layer or another layer.
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[00366] Referring now to the downstream portion of Figure 38, there are two steps again
termed traffic service policy implementation and firewall service policy implementation in this
traffic shaping, access control and firewall example. These two packet flow processing steps are
depicted as shown in the exploded view as the five sub-steps of tag with flow ID, pass/block
packet, apply QoS, apply traffic shaping rules and network optimized buffer, delay, and drop.

As with the upstream packet processing flow, the number of sub-steps, the order of sub-steps and
the location of the sub-steps in the downstream networking stack processing can be depicted in
any number of sub-steps, order and/or location, and various other embodiments will be apparent
to one of ordinary skill in the art, including embodiments which locate some or all of the steps in
the application service interface layer or other layers as depicted in Figures 39 and 40. The
details of the packet flow processing design for the downstream can be somewhat more complex
in certain embodiments as compared to the upstream processing in two ways. First, as described
herein, in some embodiments, the packet tagging that requires application level information can
require the initial portion of the packet flow burst to pass through the upstream networking
communication stack until the application service interface layer can associate the packet flow
with the appropriate information visible at the application level at which time the packet flow tag
is communicated to the other service processor agent functions so that they can properly monitor

or control the traffic associated with the flow.

[00367] Independently, another complication arises when upper layer reliable
communication protocols, such as TCP, are employed in the networking stack in which the
downstream transmitting end repeats the packet transmission if the receiving TCP protocol stack
does not send a packet receipt acknowledge (ACK) within a certain period of time. If packets
are arbitrarily delayed or dropped, then the TCP re-transmission traffic can reduce, completely
climinate or even reverse the network capacity advantage gained by reducing the average traffic
speed or other transmission quality measure for one or more service activities. To solve this
problem, in some embodiments, the packet traffic control parameters (e.g., downstream delay,
drops, burst length, burst frequency and/or burst jitter) are optimized for TCP re-transmission
efficiency so that changes in traffic control access bandwidth or speed for one or more service
activities are implemented in such a manner that the TCP re-transmission delay at the network
transmitting end adapts to be long enough so that wasted packet re-transmission bandwidth is

reduced. In addition, and either in combination or in isolation, in some embodiments, the packet
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traffic control parameters (e.g., downstream delay, drops, burst length, burst frequency and/or
burst jitter) can be adjusted so that the access network downstream MAC and/or PHY

efficiencies are optimized.

[00368] Numerous other embodiments for the detailed implementation of packet flow
processing in both downstream and upstream will be apparent to one of ordinary skill in the art
in view of the various embodiments described herein. In some embodiments, as described
herein, the following are provided: (A) traffic shaping is performed in a verifiable manner, (B)
traffic shaping is performed in a manner that results in improved network capacity by taking into
account to some degree the manner in which the access network PHY layer and/or MAC layer
responds to packet parameters (e.g. burst delay, burst drops, burst length, burst frequency and/or
burst jitter), (C) traffic shaping is performed in a manner that results in improved network
capacity by taking into account how the packet parameters (e.g., burst delay, burst drops, burst
length, burst frequency and/or burst jitter) impact layer 3 and higher ACK protocol or other
network protocol network capacity efficiencies, (D) packet shaping is performed in a manner that
is aware of and optimized for the particular type of communication protocol or packets being
sent (¢.g., TCP packets can be dropped to slow the application rate of transfer whereas UDP
packets are never dropped, because there is no re-transmission), (E) a virtual or literal packet
tagging system is used in a verifiable traffic shaping service control system to provide a deeper
level of service monitoring and control or to simplify the processing of the packets, and/or (F)
starting with these low level packet processing, traffic control or access control building blocks
one or more additional layers of higher level policy control can be added on the device or in the
network to create service profiles for the service provider network that define complete services,
such as ambient services and many other variations of service profile settings that each define a
device or user service experience and can be associated with a billing plan. For example, the
use of higher layers of service profile control to form more complete service solutions starting
with these relatively simple low-level traffic control, access control or firewall processing steps

or functions is also described herein.

[00369] Figure 39 is another functional diagram illustrating the device service processor
packet processing flow in accordance with some embodiments. In particular, both an example

upstream service processor packet processing flow (device to the network) and an example
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downstream service processor packet processing flow (network to the device) are shown in
Figure 39 (e.g., of a less feature rich device service processor embodiment, such as one similar to

that depicted in Figure 32).

[00370] Figure 40 is another functional diagram illustrating the device service processor
packet processing flow in accordance with some embodiments. In particular, both an example
upstream service processor packet processing flow (device to the network) and an example
downstream service processor packet processing flow (network to the device) are shown in
Figure 40 (e.g., of a mid =-featured embodiment of a device service processor, such as one

similar to that depicted in Figure 33).

[00371] Figure 41 provides a table summarizing various privacy levels for service history
reporting in accordance with some embodiments. Many of these privacy levels are similarly
described above, and the table shown in Figure 41 is not intended to be an exhaustive summary
of these privacy levels, but rather is provided as an aid in understanding these privacy levels in
accordance with user privacy related embodiments described herein. For example, there are
many other parameters that can be associated with privacy filtering, and as will be apparent to
one of ordinary skill in the art in view of the various embodiments described herein, the unique
feature of user defined or user influenced privacy filtering for service usage, service activity or
CRM reports can be implemented with a variety of embodiments that are variations of those

described herein.

[00372] Figures 42A through 42J provide tables summarizing various service policy
control commands in accordance with some embodiments. Many of these service policy control
commands are similarly described above, and the tables shown in Figures 42A through 42J are
not intended to be an exhaustive summary of these service policy control commands and do not
include summaries of all the embodiments described herein, but rather are provided as a
summary aid in understanding these service policy control commands in accordance with various

embodiments described herein.

[00373] In some embodiments, QoS is employed for devices with a service processor 115.
For example, QoS can be employed in a crowded hot spot where the service processor 115

profile has been changed from WWAN to WLAN, but the WLAN is backed up as too many
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users are trying to use it. The service processor 115 can have a hierarchical access to the hotspot
at that point; or the service processor 115 that pays less can be throttled while those that pay
more are opened up; or the service processor 115 can initiate a policy that slows down

transmissions to improve trunking efficiency.

[00374] Figures 43A through 43B are flow diagrams illustrating a flow diagram for a
service processor authorization sequence as shown in Figure 43A and a flow diagram for a
service controller authorization sequence as shown in Figure 43B in accordance with some

embodiments.

[00375] Referring to Figure 43A, at 4302, the device is in an offline state. At 4304, the
service processor (€.g., service processor 115) of the device collects device service processor
credentials and access control integrity information. At 4306, the service processor of the device
selects a best network. At 4308, the device connects to an access network. At 4310, the service
processor of the device sends an authorization request to the service controller (e.g., service
controller 122) and also sends the credentials and access control integrity information. At 4312,
the service processor determines whether an integrity error has occurred. If so, then the service
processor performs integrity error handling at 4314. Otherwise, the service processor determines
whether the device is activated and/or authorized for network access at 4316. If not, then the
service processor performs a device activation sequence at 4318. At 4320, the service processor
performs the following: updates critical software, initializes service policy and control settings,
synchronizes service counters, updates service cost data, applies policy settings, applies CRM
rules settings, obtains transaction identity certificate, and sends stored CRM and billing

information. At 4322, the device is in an online state.

[00376] Referring to Figure 43B, at 4332, device control is in an offline state. At 4334,
the service controller (e.g., service controller 122) receives a device authorization request,
verifies device service plan standing, verifies device access control integrity standing, verifies
device access control integrity information, verifies service processor heartbeat, and performs
various additional service processor integrity checks (e.g., as similarly described herein). At
4336, the service controller determines whether the device integrity checks have all passed. If

not, then the service controller sends an integrity error to the service processor (¢.g., service
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processor 115) at 4338. At 4340, the service controller performs integrity error handling.
Otherwise (the device integrity checks have all passed), the service controller determines
whether the device is activated at 4342. If not, then the service controller sends an activation
message to the service processor at 4344. At 4346, the service controller performs a service
activation sequence. Otherwise (the device is activated), the service controller sends an
authorization at 4348. At 4350, the service controller performs the following: updates critical
software on the service processor, initializes service policy and control settings, synchronizes
service counters, updates service cost data, applies policy settings, applies CRM rules settings,
obtains transaction identity certificate, sends stored CRM and billing information. At 4352, the

service controller is in a device online state.

[00377] Figures 44A through 44B are flow diagrams illustrating a flow diagram for a
service processor activation sequence as shown in Figure 44A and a flow diagram for a service

controller activation sequence as shown in Figure 44B in accordance with some embodiments.

[00378] Referring to Figure 44A, at 4402, a service processor activation sequence is
initiated. At 4404, the service processor (e.g., service processor 115) of the device displays an
activation site (e.g., HTTP site, WAP site or portal) to the user for the user’s service activation
choice. At 4406, the user selects service plan, billing information and CRM information. At
4408, the service processor sends an activation request and user billing and CRM information to,
for example, the service controller. At 4410, the service processor determines whether there is
an integrity error. If so, then the service processor performs integrity error handling at 4412.
Otherwise, the service processor determines whether there has been a selection input error at
4414. If so, the service processor displays the selection input error to the user at 4416 and
returns to the activation site/portal at 4404. Otherwise, the service processor identifies the
activated service plan at 4418. At 4420, the service processor performs the following: updates
critical software, initializes service policy and control settings, synchronizes service counters,
updates service cost data, applies policy settings, applies CRM rules settings, obtains transaction
identity certificate, and sends stored CRM and billing information. At 4422, the device is in an

online and activated state.
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[00379] Referring to Figure 44B, at 4432, a service controller activation sequence is
initiated. At 4434, the service controller (e.g., service controller 122) receives an activation
request, including user billing and CRM information, and sends such to central billing. At 4436,
the service controller receives a response from central billing. At 4438, the service controller
verifies the integrity of the service processor. If an integrity error is detected, then an integrity
error is sent at 4440. At 4442, the service controller performs integrity error handling. At 4444,
the service controller determines whether the service plan has been activated. If not, then the
service controller sends a selection input error to the device at 4446 and returns to 4432.
Otherwise (device has been activated), the service controller sends the service plan activation
information to the device at 4448. At 4450, the service controller performs the following:
updates critical software, initializes service policy and control settings, synchronizes service
counters, updates service cost data, applies policy settings, applies CRM rules settings, obtains
transaction identity certificate, and sends stored CRM and billing information. At 4452, the

service controller is in a device online and activated state.

[00380] Figures 45A through 45B are flow diagrams illustrating a flow diagram for a
service processor access control sequence as shown in Figure 45A and a flow diagram for a
service controller access control sequence as shown in Figure 45B in accordance with some

embodiments.

[00381] Referring to Figure 45A, at 4502, the device is in an online state. At 4504, the
service processor (¢.g., service processor 115) of the device processes any new heartbeat
messages received from the service controller (e.g., service controller 122). At 4506, the service
processor updates software if necessary, updates service policy and control settings if necessary,
synchronizes service counters, updates service cost data if necessary, and updates CRM rules if
necessary. At 4508, the service processor performs access control integrity checks. At 4510, the
service processor determines whether there are any access control integrity errors. If so, then the
service processor performs integrity error handling at 4512. Otherwise, the service processor
updates user service Ul gauges, provides notification if necessary, and accepts input if available
at 4514. At 4516, the service processor sends new service processor heartbeat messages to the
heartbeat message queue. At 4518, the service processor processes any pending billing

transactions. At 4520, the service processor determines if a heartbeat transmission is due, and if
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not, returns to 4504 for processing any received heartbeat messages. If so, at 4522, the service

processor sends the new service processor heartbeat message to the service controller.

[00382] Referring to Figure 45B, at 4532, the device is in an online state. At 4534, the
service controller (e.g., service controller 122) processes any new heartbeat messages received
from the service processor. At 4536, the service controller performs access control integrity
checks. At 4538, the service controller determines whether there are any access control integrity
errors. If so, then the service controller performs integrity error handling at 4540. At 4542, the
service controller updates the billing database, updates the CRM information, synchronizes
service counters, updates cost database if needed, and synchronizes CRM rules if necessary. At
4544, the service controller processes any pending billing transactions. At 4546, the service
controller sends new service processor heartbeat messages to the heartbeat message queue. At
4548, the service controller determines if a heartbeat transmission is due, and if not, returns to
4534 for processing any received heartbeat messages. If so, at 4550, the service controller sends

new service processor heartbeat message to the service processor.

[00383] Open Content Distribution and Transaction System

[00384] Referring now to Figures 46 and 47A-B, in another set of embodiments an open,
decentralized, device based system for enabling central billing for third party electronic
commerce transactions for mobile commerce is provided as shown. For example, in these
embodiments, device information can be embedded in HTTP, WAP or other portal
browser/network header request information that indicates a central billing option is available to
a compatible third party transaction server, as further described below with respect to Figures 46

and 47A-B.

[00385] Figure 46 is a functional diagram illustrating open, decentralized, device based
mobile commerce transactions in accordance with some embodiments. As shown, a service
processor 4615 of the device 100 (e.g., any mobile device capable of storing and executing the
service processor 4615) includes access control integrity agent 1694, billing agent 1695, agent
communication bus 1630, user interface 1697, policy control agent 1692, service monitor agent
1696, application interface agent 1693, policy implementation agent 1690, and modem router

and firewall 1655, as similarly described herein with respect to various other service processor
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embodiments. In some embodiments, an application 4604 (e.g., an HTML/WAP web browser)
and a mobile payment agent 4699 are also included in the device, such as part of the service
processor 4615 as shown. In some embodiments, the application 4604 is not integrated as part of
the service processor 4615, but is executing and/or stored on the device. In some embodiments,
the mobile payment agent 4699 includes billing agent 1695, user interface 1697 and/or
application interface agent 1693, and/or various other functional components/agents. As shown,
the service processor 4615 is in communication with a carrier access network 4610, which is in

network communication with the Internet 120.

[00386] In some embodiments, device information can be embedded in HTTP, WAP or
other portal browser/network header request information that indicates a central billing option is
available to a compatible third party transaction server, such as the open content transaction
partner site(s) 134. For example, the compatible transaction server can then send a signed
confirmation request over a pre-assigned control socket channel to the billing agent 1695 with
the billing agent 1695 confirming the signed confirmation request by either performing the
signature check locally based on a stored and synchronized list of approved transaction servers or
by passing the signed request onto a billing server 4630 for confirmation. Optionally, in another
example, a triangle confirmation can be set up in which the billing server 4630 can confirm the
transaction set up with the transaction server 134 or the transaction server 134 can confirm the
transaction set up with the billing server 4630. Once the device confirms the compatible and
approved status of the transaction server 134, the device/transaction server pair can then
optionally further exchange keys for the remainder of the transaction for enhanced security. In
another example, the transaction server 134 can also redirect the user browsing experience to one
tailored to one or more of device type, service provider, device manufacturer or user. When the
user selects a transaction, the transaction server sends the billing agent 1695 a transaction bill
that describes the transaction and the amount. The billing agent 1695 can optionally confirm that
the user account has sufficient credit limit to make the purchase by either confirming the stored
credit limit on the device or querying the billing server 4630. The billing agent 1695 then
invokes the device Ul 1697 to display the transaction description and amount and request user
approval for the billing to be conducted through the central billing option. User approval can be
acquired, for example, by a simple click operation or require a secure password, key and/or

biometric response from the user. Upon user approval, the billing agent 1695 generates a billing
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approval and sends it to the transaction server 134, the transaction server 134 completes the
transaction and then sends a bill to the billing agent 1695. The billing agent 1695 optionally
sends a confirmation to the transaction server 134 and sends the bill to the billing server 4630.
Again, optionally a triangle confirmation can be formed by the billing server sending a
confirmation to the transaction server 134, or the transaction server 134 can send the bill to the
billing server 4630. In some embodiments, the billing server 4630 can also communication such
billed transactions to a central provider billing system 4623 via the carrier access network 4610.
Also, in some embodiments, an alternate location billing server 4632 is in communication via the
Internet 120, and an alternate location central provider billing system 4625 is also in

communication via the Internet 120.

[00387] Figures 47A through 47B are transactional diagrams illustrating open,
decentralized, device based mobile commerce transactions in accordance with some
embodiments. Referring to Figure 47A, the device application 4604 browses (¢.g., based on the
user submitting a browse request using a browser application) to transaction server 134 (e.g., a
transaction web server, such as the open content transaction partner site 134). The transaction
server 134 provides an offer to the device application 4604. The device application 4604 selects
a purchase (e.g., based on the user’s selection input). In response, the transaction server 134
secks an API connection with the device mobile payment agent 4699, which then confirms the
API connection. The transaction server 134 requests user purchase confirmation (mediated by
the device mobile agent 4699 as shown), and the purchase is confirmed by the device application
4604 (ec.g., based on the user’s acknowledgement as similarly described above with respect to
Figure 46). The transaction server 134 then transmits a purchase receipt, and the device
application 4604 confirms the receipt. The transaction server 134 then transmits the purchase
bill to the device mobile payment agent 4699, which then sends the purchase bill to the device
billing server (e.g., billing server 4630). The transaction server also optionally sends a
confirmation of the purchase bill to the device billing server for a triangle confirmation, as
similarly described above with respect to Figure 46. The device billing server sends a copy of
the purchase bill to the central provider billing system (e.g., central provider billing system

4623).
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[00388] Referring now to Figure 47B, the device application 4604 browses (e.g., based on
the user submitting a browse request using a browser application) to transaction server 134 (e.g.,
a transaction web server, such as the open content transaction partner site 134), in which the
browse request includes device ID information, such as similarly described above with respect to
Figure 46. The transaction server 134 establishes API contact with the device mobile agent
4699, which then confirms contact and good standing for transactional purchases from the
device. The transaction server 134 provides an offer to the device application 4604. The device
application 4604 selects a purchase (e.g., based on the user’s selection input). The transaction
server 134 notifies the device mobile payment agent 4699 of the purchase description and
amount, and the device mobile payment agent 4699 then requests user purchase confirmation.
The purchase is confirmed by the device application 4604 (e.g., based on the user’s
acknowledgement as similarly described above with respect to Figure 46), and the device mobile
payment agent 4699 then transmits a purchase confirmation to the transaction server 134. The
transaction server 134 then transmits a purchase receipt, and the device application 4604
confirms the receipt. The transaction server 134 then transmits the purchase bill to the device
mobile payment agent 4699, which then sends the purchase bill to the device billing server (e.g.,
billing server 4630). The transaction server also optionally sends a confirmation of the purchase
bill to the device billing server for a triangle confirmation, as similarly described above with
respect to Figure 46. The device billing server sends the purchase bill to the central provider
billing system (e.g., central provider billing system 4623). In some embodiments, the
communications described above with respect to Figures 47A-B with the billing server and the
central provider billing system are with the alternate location billing server 4632 and/or alternate
location central provider billing system 4625 via the Internet 120. Similarly, in some

embodiments, the transaction servers 134 are connected to the Internet 120.

[00389] Accordingly, these transaction billing embodiments do not require centralized
content storage or content and transaction exchange infrastructure. For example, the transactions
can be conducted over the Internet, and the user experience and content can be tailored versions
of the transaction server/content provider’s normal experience and content. This approach
provides for a much wider array of content and transaction partners with minimal or no need to
accommodate proprietary specialized systems. Moreover, the compatibility between the device

billing agent transaction system and the transaction provider server is easily established, for
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example, by writing specifications for the header information transmitted by the device and for
the secure handshake and signed message transactions that take place between the device billing
agent, the transaction server and optionally the transaction server and the billing server. Once a
transaction partner shows compatibility test results and concludes a business relationship with
the service provider, the service provider can place the transaction partner on the compatible and
approved list and exchange security keys and/or certificates. If a common user experience is
desired by the service provider across multiple transaction partners, then the experience
specifications for the browser redirects can also be specified in the compatibility specification

and tested before the transaction partner gains approval.

[00390] Design and Testing for Service Control

[00391] Figure 48 illustrates a network architecture including a service controller device
control system and a service controller analysis and management system in accordance with
some embodiments. As described herein, the RAN gateway 410 generally represents the
functionality of the various specific RAN gateway functional elements shown and/or discussed
herein. For example, these RAN gateway 410 functional elements represent the gateways used
to aggregate the radio access network traffic, control, charging and roaming functions and/or
other functions and are shown and/or discussed herein using other terminology specific to certain
industry standards, including SGSN gateway 410 and gateways 508, 512, 608, 612, 708 and 712.
Although the same reference numerals are used for SGSN gateway 410 and RAN gateway 410, it
will be appreciated that the RAN gateway 410 represents any or all of the RAN gateway
functional elements 410, 508, 512, 608, 612, 708, 712 or any other similar industry equipment or
functions depending on the embodiment. Similarly, transport gateway 420 represents the next
higher level of gateway aggregation for the transport layer that is used in many networks, and
this term transport gateway 420 can be interchanged with any or all of the gateways 420, 520,
620, 720 or any other similar industry equipment or functions depending on the embodiment.
Those of ordinary skill in the art will appreciate which gateway description applies to a
respective embodiment in which the terms RAN gateway 410, gateway 410, transport gateway

420 or gateway 420 are referenced herein.
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[00392] While the embodiments described below with respect to Figures 48 through 63
are depicted in the context of a conventional multi-tier access network, one of ordinary skill in
the art will appreciate that such embodiments can also be generalized to other network topologies
including the various flattened network topologies described herein. As shown, the service
controller is divided into two main functions (e.g., as compared with the embodiments of service
controller 122 depicted in Figure 16): (1) a service controller device control system 4825 and (2)
a service controller design, policy analysis, definition, test, publishing system 4835. The service
controller device control system 4825 performs the device service control channel functions as

previously described herein with respect to various embodiments.

[00393] The service controller design, policy analysis, definition, test, publishing system
4835 separates out the service analysis, control policy design and publishing from the device
service control channel functions. The service controller design, policy analysis, definition, test,
publishing system 4835 performs a variety of functions as described below. In some
embodiments, the service controller design, policy analysis, definition, test, publishing system
4835 provides service usage statistical analysis, notification policy or procedure response
analysis and/or billing policy or procedure response analysis for single devices, groups of
devices, types of devices, groups of users, classes of users, or an entire set of devices and users
that subscribe to a given service. In some embodiments, the service controller design, policy
analysis, definition, test, publishing system 4835 detects, singles out and reports device service
usage, notification responses or billing behavior that is outside of expected limits but may or may
not be violating policy. In some embodiments, the service controller design, policy analysis,
definition, test, publishing system 4835 provides service cost and profitability analysis for single
devices, groups of devices, types of devices, groups of users, classes of users, or an entire set of
devices and users that subscribe to a given service. In some embodiments, the service controller
design, policy analysis, definition, test, publishing system 4835 provides user service control
policy, notification policy or billing policy statistical satisfaction analysis for single devices,
groups of devices, types of devices, groups of users, classes of users, or an entire set of devices
and users that subscribe to a given service. In some embodiments, the service controller design,
policy analysis, definition, test, publishing system 4835 provides statistical take rate analysis for

transaction offers and billing offers for single devices, groups of devices, types of devices,
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groups of users, classes of users, or an entire set of devices and users that subscribe to a given

service.

[00394] In some embodiments, the service controller design, policy analysis, definition,
test, publishing system 4835 provides service control policy definition work screens and “dry-
lab” (pre-beta) testing against usage database for single devices, groups of devices, types of
devices, groups of users, classes of users, or an entire set of devices and users that subscribe to a
given service. In some embodiments, the service controller design, policy analysis, definition,
test, publishing system 4835 provides service control policy, notification policy and/or billing
policy beta testing (e.g., using beta test server 1658) in which the beta test profile is published to
a subset of users or devices. In some embodiments, beta devices/users may or may not know
that the service policy is being tested with them. In some embodiments, if they do know, then
beta test apparatus includes offering system that provides user options to accept beta test and
provide feedback in exchange for an offer (e.g., show them an offer page that comes up with
their existing subscription service or ambient service — offer a free trial, a discount to something
and/or reward zone points (or other incentives/rewards) if they accept the trial). In some
embodiments, a beta test workstation (e.g., in communication with the beta test server 1658, such
as VSP remote workstation 4920 as shown in Figure 49) allows the beta test manager to define
one or more beta test service policy, notification policy and/or billing policy control profiles. In
some embodiments, the beta test workstation publishes each profile to specific individual
(single) devices, groups of devices, types of devices, groups of users, classes of users, or an
entire set of devices and users that subscribe to a given service. In some embodiments, the beta
test workstation allows the beta test manager to analyze usage statistics, notification response
statistics and/or billing/transaction offer response statistics for devices, users, groups of devices
or groups of users and compare actual real-time usage versus beta test usage goals. In some
embodiments, the beta test workstation allows the beta test manager to fine tune service,
notification and/or billing/transaction policies and re-publish to observe changes to actual service
usage until the service policy and/or notification control policies achieve the desired result. In
some embodiments, the beta test workstation also allows the beta test manager to collect direct
user feedback to a set of pre-designed user satisfaction or other questions regarding service
usage. For example, questions can be presented through a pre-designed beta test portal or

through a series of brief pop-ups that come up when the user initiates a particular action or at a

Attorney Docket No. RALEP028+ 167 PATENT

Page 173 of 359



20

25

30

particular time. In some embodiments, the beta test workstation also collects details of service
and device usage (e.g., CRM data) that the beta test users have approved for collection. In some
embodiments, the beta test workstation can decompose this data to determine if the users are
using the service in the manner intended by the beta test goals. In some embodiments, the beta
test workstation also allows for publishing multiple variants of the service and/or notification
policy control settings and compare the service usage for each group with convenient screens
with information displays (e.g., statistical usage versus time of day, usage of particular activities,
billing activity, device discovery activity, user response to notification message and options, user
satisfaction with a particular notification policy or billing policy or traffic control policy). In

some embodiments, the screens can be designed by the beta test manager.

[00395] In some embodiments, once a service is completely tested and approved for
production publication, the service download control server 1660 has a workstation screen that
allows the service manager to specify which group of devices are to receive the new service
policy configuration. In some embodiments, the service download control server 1660 allows
the service manager to define specific individual (single) devices, groups of devices, types of
devices, groups of users, classes of users, or an entire set of devices and users that subscribe to a

given service.

[00396] In some embodiments, a service (¢.g., a newly created or new version of an
existing service) is tested and/or enhanced using a new service testing model. For example, a
new service (or a new version of an existing service) is loaded onto a server for testing, the new
service is (optionally) tested against existing device usage statistics, a new service control
definition (e.g., implemented as service processor 115 for publishing to devices 100 and a
corresponding new service controller 122 for the service provider, such as a central provider or
an MVNO partner, and, for example, the new service processor and service controller can be
implemented using the below described SDK) for the new service is developed and possibly
adjusted based on the testing against existing device usage statistics, the new service control
definition is then published to beta devices (e.g., various devices 100 used for beta testing the
new service), which then use the new service, service usage statistics and/or user feedback
statistics are then collected (e.g., to ensure that the service is functioning properly and so that the

service control definition can be tuned to ensure adequate service, user experience and for
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service pricing/profitability purposes), the service/service control definition is then fine tuned
based on the service usage/user feedback statistics. Upon completion of the above testing and
refinement of the service/service control definition, the service control definition can be
published to specified groups of devices for using the new service. In some embodiments, this
service control testing model for groups of devices and service partners is provided by a virtual
MVNO or VSP. For example, this allows for new services to be more efficiently and more

effectively developed, tested and proliferated.

[00397] In some embodiments, service history IPDRs come from within a networking
component connected to the central provider core network 110 as depicted by (e.g., real-time)
service usage 118 (which as discussed elsewhere is a general purpose descriptor for a function
located in one or more of the networking equipment boxes). In some embodiments, service
history IPDRs are collected/aggregated (in part) from the central billing system 123. In some
embodiments, service history IPDRs are collected/aggregated (in part) from the transport
gateways 420. In some embodiments, service history IPDRs are collected/aggregated (in part)
from the RAN gateways 410. In some embodiments, service history IPDRs are
collected/aggregated (in part) from the base station(s) 125 or a networking component co-located
with the base station(s) 125, a networking component in the transport network 415, a networking

component in the core network 110 or from another source.

[00398] Virtual Service Provider for Service Control

[00399] In some embodiments, virtual service provider (VSP) capabilities include making
available to a third party service partner one or more of the following: (1) device group
definition, control and security, (2) provisioning definition and execution, (3) ATS activation
owner, (4) service profile definitions, (5) activation and ambient service definition, (6) billing
rules definition, (7) billing process and branding controls, (8) bill by account settings, (9) service
usage analysis capabilities by device, sub-group or group, (10) beta test publishing capabilities

by device, sub-group or group, and (11) production publishing, fine tuning and re-publishing.

[00400] Figure 49 illustrates a network architecture for an open developer platform for
virtual service provider (VSP) partitioning in accordance with some embodiments. As shown,

the service controller design, policy analysis, definition, test, publishing system 4835 is
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configured so that multiple “service group owners” (e.g., the service provider for certain smart
phones) or “device group owners” (e.g., eReader devices for the eReader service provider(s)) or
“user group owners” (¢.g., IT for Company X for their employees’ corporate mobile devices),
collectively referred to as the “Virtual Service Provider” (VSP), are serviced with the same
service controller infrastructure and the same (or substantially similar) service processor design
from virtual service provider workstation server 4910 and/or virtual service provider remote
workstation(s) 4920. As shown, the virtual service provider remote workstation(s) 4920
communicates with the virtual service provider workstation server 4910 via VPN, leased line or
secure Internet connections. The dashed lines shown in Figure 49 are depicted to represent that,
in some embodiments, the virtual service provider workstation server 4910 is networked with the
service controller device control system 4825 and/or, in some embodiments, the service
controller design, policy analysis, definition, test, publishing system 4835. Based on the
discussion herein, it will be apparent to one of ordinary skill in the art that the VSP workstation
server 4910 can also be networked in various embodiments with billing system 123, AAA server
121, gateways 410 or 420, or other network components to perform, for example, various
network provisioning and activation related functions discussed herein for the device group
assigned to one or more VSPs, or for other reasons as will be apparent to a given VSP

embodiment.

[00401] In some embodiments, the service controller functionality is partitioned for a VSP
by setting up one or more secure workstations, secure portals, secure websites, secure remote
software terminals and/or other similar techniques to allow the service managers who work for
the VSP to analyze, fine tune, control or define the services they decide to publish to one or more
groups of devices or groups of users that the VSP “owns,” In some embodiments, the VSP
“owns” such groups by virtue of a relationship with the central provider in which the VSP is
responsible for the service design and profitability. In some embodiments, the central provider
receives payment from the VSP for wholesale access services. In some embodiments, the VSP
workstations 4910 and 4920 only have access to the service analysis, design, beta testing and
publishing functions for the devices or users “owned” by the VSP. In some embodiments, the
user or device base serviced by the central provider network is securely partitioned into those

owned by the central provider, those owned by the VSP, and those owned by any other VSPs.
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[00402] In some embodiments, the VSP manages their devices from the VSP workstations
4910 and 4920 using device based service control techniques as described herein. In some
embodiments, the VSP manages their devices from the VSP workstations 4910 and 4920 using
device assisted and network based service control techniques as described herein. In some
embodiments, the VSP manages their devices from the VSP workstations 4910 and 4920 using

network based service control techniques (e.g., DPI techniques) as described herein.

[00403] For example, this approach is particularly well suited for “open developer
programs” offered by the central providers in which the central provider brings in VSPs who
offer special value in the devices or service plans, and using this approach, neither the central
provider nor the VSP needs to do as much work as would be required to set up a conventional
MVNO or MVNE system, which often requires some degree of customization in the network
solution, the billing solution or the device solution for each new device application and/or
service application that is developed and deployed. In some embodiments, the service
customization is simplified by implementing custom policy settings on the service processor and
service controller, and the custom device is quickly brought onto the network using the SDK and
test/certification process. In some embodiments, the VSP functionality is also offered by an
entity other than the central provider. For example, an MVNE entity can develop a wholesale
relationship with one or more carriers, use the service controller to create the VSP capabilities,
and then offer VSP services for one network or for a group of networks. In some embodiments,
the service customization is simplified by implementing custom policy settings through the VSP
embodiments on the network equipment, including, in some embodiments, service aware or DPI
based network equipment that has a relatively deep level of service activity control capability.
For example, using the embodiments described herein, and possibly also including some of the
activation and provisioning embodiments, it is possible to efficiently design and implement
custom ambient service plans that are different for different types of devices, different OEMs,
different VSPs, different distributors, or different user groups all using the same general
infrastructure, whether the service control policy implementation is accomplished primarily (or
exclusively) with networking equipment (network) based service control, primarily (or
exclusively) with device based service control or with a combination of both (e.g., hybrid device

and network based service control).
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[00404] As discussed herein, various VSP embodiments for performing one or more of
analyzing traffic usage and defining, managing service profiles or plans, dry lab testing service
profiles or plans, beta testing service profiles or plans, fine tuning service profiles or plans,
publishing service profiles or plans, or other policy related settings can involve programming
settings in the network equipment and/or programming settings or software on the device. For
example, as discussed herein, the service processor settings are controlled by the service
controller, which can be partitioned to allow groups of devices to be controlled. As another
example, equipment in the network involved with network based service control, such as DPI
based gateways, routers or switches, can similarly be programmed to utilize various VSP
embodiments to implement that portion of the service profile (or service activity usage control)
that is controlled by network level functions, and it will be appreciated that substantially all or all
of the service activity control for certain embodiments can be accomplished with the network
functions instead of the device. Continuing this example, just as the device service processor
settings control functions of the service processor can have a group of devices that are
partitioned off and placed under the control of a VSP, various VSP control embodiments can
partition off a group of devices that have service usage activity controlled by the networking
equipment, including, in some embodiments, sophisticated service aware DPI based service
control equipment, to achieve similar objectives. It will be appreciated that the discussion herein
regarding service controller design, policy analysis, test, publishing 4835, and the discussion
regarding device group, user group and other VSP related embodiments, should be understood as
applicable to various embodiments described in view of device based services control, control
assistance and/or monitoring, or network based services control, control assistance and/or
monitoring, or a combination of device based services control, control assistance and/or
monitoring and network based services control, control assistance and/or monitoring. The
various embodiments described herein related to service activation and provisioning also make
apparent how the programming of network equipment service control, service control assistance
and/or monitoring can be implemented prior to and following activation of the device. It will
also be appreciated that the VSP capabilities described herein can also be applied to those
devices that have services controlled by, provided by and/or billed by the central provider, so
these techniques can be applied to central provider service embodiments, MVNO embodiments

and other embodiments.
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[00405] Open Development System for Access Services — SDK

[00406] In some embodiments, an SDK is provided that allows developers, such as device
manufacturers, service providers, MVNO, MVNE and/or VSPs, to develop various service
processors (e.g., different versions of the service processor 115) for various devices (e.g., various
types of devices 100) and corresponding service controllers (e.g., different versions of the service
controller 122) for various types of services and network environments. For example, a device
manufacturer can use the SDK to develop a new service processor for their new device (e.g.,
mobile phone, PDA, eBook reader, portable music device, computer, laptop, netbook, or any
other network accessible device). The device manufacturer can also preload/preinstall their new
service processor on their new devices. In this example, users of the new device would then be
able to utilize the new device to access network based services using the new service processor,
which communicates with the deployed new service controller, as similarly discussed herein in
various embodiments. For example, the device can be preinstalled with the new service
processor to provide ambient services, as similarly discussed herein in various embodiments.
For example, the SDK can allow for substantially similar service processors to be installed on
similar and/or different devices thereby minimizing any unnecessary differences between service
processor elements for device assisted services. In some embodiments, for ambient services for
a group of devices, or devices associated with a certain service provider, a set of numbers (e.g.,
dummy numbers) can be assigned for use for attempting access via the access network using a
new device that is not yet otherwise subscribed for service. In some embodiments, the set of
(dummy) numbers used for ambient access by the device can also be used for associate of the
device with a service provider or a type of device (e.g., eReader or some other type of network
accessible device), and upon activation, the service provider assigns a real number for the
activated device (e.g., which can be provided at the time of manufacture of the device, point of
sale of the device, or after the point of sale of the device, such as upon activation of the device).
For example, ambient access of the device can use the device ID, SIM ID, assigned phone (real
or dummy) number, and/or other information associated with the device for assigning

appropriate service control and service policy/profile for the device.

[00407] In some embodiments, the service processor 115 is distributed as an SDK to any

device that the central provider or the VSP desires to offer services with so that the service
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processor 115 can be efficiently designed or adapted by the device OEM, ODM or manufacturer
for operation on the service network. In some embodiments, the SDK includes either a complete
set of service processor 115 agent software designed for and/or tested for the OS (Operating
System) and processor set being used on the device, or a mature reference design for the OS and
processor set being used on the device, or a less mature reference design (potentially for the
same OS and/or processor set or a different OS and/or processor set being used on the device)
that the OEM (Original Equipment Manufacturer) ports to the desired OS or processor set, or a
basic set of example software programs that the OEM or ODM (Original Design Manufacturer)
can use to develop software compatible with the service, or a set of specifications and
descriptions (possibly forming an interoperability standard) of how to design the software to be
compatible with the service. In some embodiments, the SDK includes a set of OEM lab test
procedures and/or test criteria to ensure that the implementation of the service SDK is
compatible with the service and will operate properly. In some embodiments, the SDK includes
a set of network certification test procedures and/or test criteria to ensure that the implementation
of the service SDK is compatible with the service and will operate properly. In some
embodiments, the certification procedures are approved for testing by the OEM, the central
provider, the VSP and/or a trusted third party. For example, the central provider is typically in
control of the SDK and the test procedures, but others can be in control. In some embodiments,
the test procedures are at least in part common across multiple central provider networks. In
some embodiments, the SDK concept is extended to include one or more modem modules where
one or more of the SDK embodiments described above is combined with a standard reference
design or a standard hardware sales package for one or more modems so that the entire package
forms a turn-key product that allows a device manufacturer, central provider, VSP or other entity
bring new devices or device applications onto the central provider network possibly in
combination with other networks in a manner that requires less engineering time and resources
and less network certification time and resources than would be required in some designs that do
not use this standard SDK plus module approach. For example, the standard SDK plus module
product embodiments can be pre-certified and tested with one or more central providers to
further reduce development time and expense. The standard SDK plus module embodiments can
also use a multi-mode modem (¢.g., modems based on a multimode CDMA, EVDO, UMTS,

HSPA chipset as in the Gobi global multimode chipset product or modems based on other
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recently announced LTE plus HSPA chipsets, WiMax plus Wi-Fi chipsets or LTE plus EVDO
chipsets) and a multi-mode connection manager agent so that the same SDK plus modem
embodiment may satisfy a wide range of applications for many service providers around the

world.

[00408] In some embodiments, at the time of manufacture, the device is associated with an
MVNO. For example, the MVNO can provide an ambient service that provides a service
provider clearing house, in which the device can access a network in ambient access mode (e.g.,
a wholesale MVNO connection through the access network) for purposes of selecting a service
provider (e.g., a VSP, MVNO or carrier). Based on the service provider selection, the device
credentials and/or service processor are reprogrammed and/or new software is
downloaded/installed to activate the device with the selected service provider, as described
herein for provisioning the device and the account on that service provider network (e.g., the
ATS can track such activation, for example, for revenue sharing purposes, as an activation

incentive fee).

[00409] In some embodiments ATS is implemented entirely in the network as described
below. At the time of manufacture or at sometime during device distribution, the device master
agent programs a unique credential in the device that cannot be re-programmed or removed (or is
difficult to re-program or remove) and that can be recognized and recorded by the network at the
time of activation or at some other time. In this manner, even if other, possibly primary, device
credentials are reprogrammed or removed, there will still be a credential that is associated with
the device master agent. The ATS process can then be implemented by using a database search
function to scan through the database of activated devices to form a list of devices that have been
activated for the purpose of master agent reconciliation. Example credentials that can suffice are
MEID, hardware MAC address, and/or serial number, that are picked up and recorded by the

service provider or other service entity at time of activation or before or after activation.

[00410] Interface Server Overlay for Billing/IPDR Feed Mediation

[00411] Figure 50 illustrates a network architecture including a billing to service
controller interface for accommodating minimum changes in existing central billing, AAA

and/or other network components in accordance with some embodiments. As shown, the central
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billing system 123 includes a mediation, customer service and billing databases, historical usage,
billing systems component 5010 and a billing to service controller interface component 5020.
For example, the billing to service controller interface component 5020 allows for the central
billing system 123 to efficiently communicate with the service controller (e.g., service controller

device control system 4825).

[00412] In some embodiments, an interface server (e.g., the billing databases, historical
usage, billing systems component 5010 and/or the billing to service controller interface
component 5020) is provided that reads the IPDRs, service profile and/or service plan
information stored in the billing and/or service record database(s). In some embodiments, the
interface server performs these functions in a manner that is compatible with communication
formats of the billing and/or service record database(s) so that little or no changes are required in
the configuration, communication formats or software of the existing central billing, AAA and/or
other network components. In some embodiments, the interface server (e.g., including the
billing databases, historical usage, billing systems component 5010 and the billing to service
controller interface component 5020) is co-located with the central billing system components as
shown, or in other embodiments, the interface server is located elsewhere. For example, the
interface server can be located close to or within the components that comprise the service

controller or anywhere else in the network.

[00413] In some embodiments, the interface server performs certain communication
protocol translation or data format translation required to interface the information stored in the
billing and/or service record database(s) to the service controller functions so that the central
billing system 123 and other existing components in the network do not need to change much (if
at all) to enable the service controller and service processor to implement device based/assisted
service control. In some embodiments, the central billing system 123 or other network
components are not required to be aware of the service control functions being implemented by
the service controller or service processor, because the interface server acquires the network
based information needed by the service controller and/or service processor while requiring little
or no specialized awareness, communication, data formatting, user interfacing, service profile
processing or service plan processing on the part of existing billing, database or networking

components. In this type of overlay approach, various embodiments described herein can be
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used to quickly upgrade the capabilities of existing networks for new devices while minimizing

the required changes to the existing network that supports legacy devices.

[00414] For example, a new ambient service plan can be implemented within the central
billing system 123 that is associated with a zero or low cost billing plan and a usage limit (e.g.,
ambient service) that may be difficult or impossible to support in a manner that would result in
high user satisfaction and a high level of control for service cost and service policy definition.
Even if the central billing system 123 is not highly involved in the process, the zero or low cost
plan can be implemented in a manner that results in high user satisfaction and a cost controlled
service by using the service controller and/or service processor and the interface server to
implement the ambient services access control, service usage control, user interface, service
usage notification, transaction billing or bill by account functionality. For example, this
approach can be implemented by reading the service plan and/or service policy settings for a
device in the central billing database using the interface server, looking up the corresponding
service policy, user notification policy, transaction billing policy and bill by account policy
associated with the particular service profile or service plan, and then implementing the policies
with the assistance of the service controller and/or service processor. Similarly, in another
definition, multiple tiers of service control and user notification policies can be added to any
number of new service profiles or service plans that would not otherwise be supported with the
central billing system 123 and other network components, all with minimal or no modifications

to the pre-existing network and billing system.

[00415] Another embodiment calls for receiving a standard IPDR feed from central billing
123 or another network component just like an MVNO would. For example, the interface server
function can be located in the central billing system, service processor or elsewhere in the
network. This provides the IPDR records for service usage policy verification and service usage
notification synchronization with little or no need to modify existing billing or network

apparatus.

[00416] In some embodiments, duplicate the IPDRs are sent from the network equipment
to the billing system and/or network management system that are currently used for generating

service billing or are used for device management or network management. In some
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embodiments, duplicate records are filtered to send only those records for devices controlled by
the service controller and/or service processor. For example, this approach can provide for the
same level of reporting, lower level of reporting, and/or higher level of reporting as compared to

the reporting required by the central billing system.

[00417] In some embodiments, a bill-by-account billing offset is provided using the
interface server. For example, bill-by-account billing offset information is informed to the
billing system through an existing data feed and by updating the billing database using the
interface server. In some embodiments, transaction billing is provided using the interface server.
For example, transaction billing log information is provided to the billing system through an

existing data feed and by updating the billing database using the interface server.

[00418] In some embodiments, existing/new service plan choice screens are displayed to
the user, a user choice or decision/input is confirmed for a selected service plan, and then the
service is implemented upon confirmation of the billing system update for the new service plan.
In some embodiments, the service is implemented upon the user selection of a new service plan
and then retracted if not confirmed as updated by the billing system within a certain period of
time. In some embodiments, the new service plan information is updated in the billing system

through an existing data feed or by updating the database using the interface server.

[00419] Integrated Service Control

[00420] Figure 51 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage functions in accordance with some
embodiments. As shown, an integrated device service control, AAA, device usage monitoring
system 5110 is provided that integrates service controller functions (e.g., service controller
device control system functions 4825 of Figure 48) with access network AAA server 121

functions and network (e.g., real-time) service usage 118 functions.

[00421] Figure 52 illustrates a network architecture for locating service controller device
control functions in the access transport network in accordance with some embodiments. As
shown, the service controller device control system 4825 is located in the access transport

network 415, or in some embodiments, in the 4G/3G/2G RAN gateways 410 (as indicated by the
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dashed line with the arrow), or alternatively, in the 4G/3G/2G transport gateways 420 (as
indicated by the dashed line with the arrow).

[00422] Figure 53 illustrates a network architecture for locating service controller device
control functions in the radio access network in accordance with some embodiments. As shown,
the service controller device control system 4825 is located in the radio access network 405, or in
some embodiments, in the 4G/3G base station(s) 125 (as indicated by the dashed line with the

arrow), or alternatively, in the 3G/2G base stations 125 (as indicated by the dashed line with the

arrow).
[00423] Ambient Services
[00424) In some embodiments, improved and simplified processes for provisioning a

device or user for service on a central provider network, an MVNO network or a virtual service
provider (VSP) on the central provider network are provided. In some embodiments,
provisioning includes one or more of the following: a process or result of assigning,
programming, storing or embedding into the device and/or network a set of credentials, or
otherwise providing the credentials to the user; the credentials being at least in part carried on the
device or with the user; and/or at least a portion of or a counterpart to the credentials being stored
or recognized by the network so that the various network elements responsible for admitting the

device access to the appropriate service activities do so once the device or user service is active.

[00425] As an example, as discussed herein, the credentials can include one or more of the
following: phone number, device identification number, MEID or similar mobile device
identifier, hardware security device 1D, security signature or other security credentials, device
serial number, device identification and/or credential information via security hardware such as a
SIM, one or more IP addresses, one or more MAC addresses, any other network address
identifier, embedded device descriptive information block (static or programmable), security
key, security signature algorithms, passwords or other secure authorization information, service
processor (or similar device client or agent software) identifier or settings or version, device type
identifier, browser (e.g., http, https, WAP, other browser client) header information or similar
identifier, browser token information or similar identifier, browser cookie information or similar

identifier, embedded browser instructions, portal-client (e.g., interface or communication agent
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that connects to a network portal used at least in part for provisioning or activation for the device
or by the user) header information or similar identifier, portal-client token information or similar
identifier, portal-client cookie information or similar identifier, embedded portal-client
instructions, service provider, OEM, master agent (service distributor), VSP, device service
owner identifier, distributor or master agent, and/or any information the network can use to
authorize network admission, provision the device, provision the network, activate service,
authorize, associate or enable the device with a provisioning sequence, associate or enable the
device with one or more service profiles, associate or assist the device with an activation
sequence, associate or enable the device with an ambient profile or service experience, associate
or enable the device with one or more service plans or service capabilities, associate the device
with a service provider or service owner, associate the device with an OEM or master agent,
associate the device with a distributor or master agent, or associate the device with a device

group, user group or user.

[00426] In some embodiments, provisioning includes assigning, programming or
embedding into the device and/or network the information to define the level of service activity,
referred to as a service profile, that the device is authorized to receive. In some embodiments,
provisioning also includes establishing the device settings and/or network settings to define an
ambient activation experience in which the device user receives a set of services after (e.g.,
within a short period of time after) purchasing or otherwise obtaining or installing the device
whether the device has or has not been registered and activated with the device user or device

owncer.

[00427] In some embodiments, the ambient experience is the user experience that is
available at the time the device is sold in the event the user has not yet signed up for a service
plan. For example, the ambient experience is defined by an ambient service profile, an ambient
service plan and/or the other service usage activity control policies in effect in the network, on
the device, or a combination of both. For example, if the device service processor is used in
large part to define the ambient service profile, then the initial provisioning and activation
settings in the service processor, and possibly the service controller, can define the user service
upgrade offering choices, network destination access control possibilities, traffic control policies,

mobile commerce transaction capabilities (e.g., which transaction websites, WAP sites or portals
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the user can access to purchase information, content, music, games and/or eBooks), possibly free
news or weather or other modest bandwidth Internet services that are provided free of charge to
entice the user into using/upgrading the service or using the transactions or viewing
advertisements, what advertisements are displayed to the user or what advertisement based
websites the user is exposed to, certain applications may have access while others are blocked
(e.g., Internet based text services have access but email downloads do not), or other example
service capabilities. It will be apparent to one of ordinary skill in the art that allowing all of
these services, and blocking other ambient user service attempts (e.g., unpaid large file size
Internet downloads or uploads or movie viewing or other access that would consume bandwidth
and cause the ambient service to be a potential source of losses for the service provider) is made
possible by the service profile control capabilities of the service processor and/or the service
controller. The bill by account embodiments, as discussed herein, in which each service activity
can, for example, be separately tracked with the service monitor and other agents and server
functions to produce a billing offset that allows categorization and mediation of different billing
entities (accounts) provides the capability for the service provider to individually account for the
costs of each ambient service element. This allows business models wherein the free access to
the end user is paid for or partially paid for by one or more service provider partners who are
billed for service access using the bill by account capabilities (e.g., the transaction partners pay
for user access to their transaction experience and perhaps pay a revenue share for transaction

billing, the advertising sponsored website partners pay for their access service share).

[00428] While the service control capabilities of the service processor and the bill by
account service cost sharing and transaction revenue sharing in some cases can create a
profitable ambient business model, in other cases, the ambient services can be a potential source
of losses for the service provider. Accordingly, in some embodiments, the ambient service
capabilities can be modified over time to reduce service cost to the service provider or VSP
based on a variety of decision factors. For example, the user can have one level of traffic control
for a period of time, and if the user has not signed up for service by the end of the period, the
ambient service access is reduced by changing the service control policy settings in the service
processor, and the service level can be further reduced over time if the user continues to not sign
up for service or the user does not create much transaction revenue. As another example, the

recursive throttling algorithms discussed herein can be utilized to one or more of the service
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activities offered in ambient service mode so that the user experiences what full speed service is
like, and if the user continues consuming appreciable bandwidth with the service activity, then
the activity is throttled back to reduce costs. In these examples, the service processor or service
controller can issue the user a notification explaining that their service is currently free so their
usage is being throttled, and if they desire to receive better service, service plan upgrade offers
can be delivered to the UI. It will now be apparent to one of ordinary skill in the art that the
various ambient service parameters, including the provisioning and activation processes used to
create the ambient service activation, can also be managed by the VSP apparatus and processes
described herein. For example, this allows the same service controllers and service processor
solutions to be used to define a wide range of ambient experiences for various device groups or

user groups that are controlled by different VSPs.

[00429] Similarly, rather than controlling the ambient service profile settings using the
VSP functions to control the service controller, service processor, provisioning and activation
settings, other embodiments call for the ambient service profile settings to be controlled by the
network based service activity control equipment as similarly discussed herein. Depending on
the level of service control and service monitoring sophistication (e.g., highly advanced DPI or
service aware techniques), some, much, most or all of the above described ambient services
functionality can be implemented using network based service controls and the VSP

management and control embodiments described herein.

[00430] In some embodiments, a device is suspended based on inactivity, or the device is
placed in a suspended service state or suspended account state, so that the network does not get
bogged down with a significant number of devices and credentials that are inactive. For
example, this can also result in a portion of the device credentials being assigned back to an
available pool rather than reserved for that particular device (e.g., phone numbers if phone
numbers are scarce). The device account and/or activation state can be re-activated when the
device comes back online. For example, the suspend state can be a simple suspension of services
without changing the account status, in which case the re-activation process can be automatically
completed as a subset or entire set of the activation sequence that occurs when the device is
initially used as described herein. The suspend state can also involve changing the account status

to inactive, in which case the re-activation process can automatically reconfigure the account
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status back to an active state when the device re-accesses the network. For example, the suspend
state can involve de-assigning or possibly re-claiming a portion of the device credentials. If a
portion of the credentials are de-assigned, then when the device re-accesses the network

credentials can be automatically re-assigned as described in various embodiments described

herein.
[00431] Network Based Service Monitoring, Notification and Control
[00432] In some embodiments, as described herein, it is desirable to implement some or

all of the deep service usage monitoring, service control or control assistance, or service
notification or notification assistance associated with a service profile in network apparatus
rather than in the device, or to implement some of the deep service monitoring, control, control
assistance, notification or notification assistance in the device and others in the network. This is
the case, for example, in a mixed network in which some devices have some, or at least one, or
all of the service processor capabilities discussed herein, but other devices do not have as much
or any of the service processor capabilities. Another example is for networks or devices that do
not have any service processor capabilities or where it is desirable to do all of the service
monitoring, control and notification in the network rather than the device. As described below,
Figures 54 through 63 depict various embodiments for combinations of device based service
monitoring, control or control assistance, usage notification or usage notification assistance
and/or network based service monitoring, control or control assistance, usage notification or

usage notification assistance.

[00433] Figure 54 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage including deep packet inspection
functions in accordance with some embodiments. As shown, an integrated device service
control, device usage monitoring system 5410 is provided that integrates service controller
functions including a deep packet control (DPC) policy implementation function 5402 with
access network AAA server 121 functions and network real-time service usage 118 functions. In
the following discussion, it is understood that the AAA server 121 function can be re-located to
another point in the network or network equipment partitioning with no loss in generality. It is

also understood that many of the functional partitions described for the various embodiments
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within integrated device service control, device usage monitoring system 5410 can be re-drawn
with no loss in applicability, function or generality. Finally, it is understood that one or more of
the functional elements described within the integrated device service control, device usage
monitoring system 5410 can be removed for simplified embodiments and that not all the

functionality described herein is necessary in some embodiments.

[00434] In some embodiments, the integrated device service control, device usage
monitoring system 5410 provides for network based service monitoring or control that satisfies
various network neutrality and/or privacy requirements based on indication(s) received from the
device or user (e.g., user input provided using the device Ul using the service processor 115; user
input provided through another website, WAP site or portal; or user input provided through the
service contract where the user agrees to the monitoring and/or service control levels) and
network based service control using a DPI service monitor 5412 and/or the DPC policy

implementation 5402.

[00435] In some embodiments, the integrated device service control, device usage
monitoring system 5410 provides for network based service monitoring or service control that
satisfies various privacy requirements using indication(s) received from the device or user (e.g.,
user input provided using the device Ul using the service processor 115; user input provided
through another website, WAP site or portal; or user input provided through the service contract
where the user agrees to the monitoring and/or service control levels) and network based DPI
service usage monitoring or DPC policy implementation using the DPI service monitor 5412 or
DPC policy implementation 5402 as described below. In some embodiments, the DPI service
monitor 5412 and/or DPC policy implementation 5402 include a secure database for storing
service monitoring and CRM information for each device/device user. In some embodiments,
the DPI service monitor 5412 and/or DPC policy implementation 5402 can be integrated with the
integrated device service control, device usage monitoring system 5410 (as shown) or provided
within a separate router, server, and/or software/hardware implemented function that is in secure
communication with the integrated device service control, device usage monitoring system 5410
and/or other network elements based on the network architecture. In some embodiments, a
secure data store, such as a secure database, is not integrated with the DPI service monitor 5412

or DPC policy implementation 5402 but is in secure communication with the DPI service
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monitor 5412 or DPC policy implementation 5402, the integrated device service control, device
usage monitoring system 5410 and/or other network elements depending on the architecture
(e.g., a billing server or any other network element). In some embodiments, the user selects
limits and/or restrictions on who can access remotely stored service usage history and/or other
CRM/privacy related data (e.g., CRM/privacy gatekeeper settings), and, for example, other
network elements and/or network administrators access to such data can be limited and/or
restricted accordingly. For example, access to such stored service monitoring and CRM
information can require certain security credentials and/or using various other well known secure

data storage techniques, such as the various secure storage techniques described herein.

[00436] In some embodiments, the secure database possessing user service usage
information that is considered sensitive and has not been approved for distribution by the user
can be made unavailable to the credentials possessed by network managers or network functions
except, for example, for emergency service situations of government mandated monitoring needs
where special credentials are brought out of secure storage that are not normally available. In
some embodiments, rather than the user selecting limits, a certain set of restrictions are assumed
unless the user selects information filtering settings that allow more information to be shared
with the network functions, network administrators or service provider partners. In some
embodiments, the information is filtered to remove information thought to be sensitive but still
transmits service usage information needed for monitoring network services or other important
parameters. For example, the website destinations a user is visiting can be classified with
generic identifiers that are not decodable or the individual website information can be completely

removed. Many other examples will be apparent to one of ordinary skill in the art.

[00437] For example, the stored service monitoring and CRM information can also be
organized into groups to define group CRM profiles to store service monitoring information for
every user indexed by the user credentials (e.g., such groups can also be used for various VSP
related functions, as described herein). The DPI service monitor 5412 or DPC policy
implementation 5402 also uses the secure storage to store service monitoring information for
cach user indexed by the user credentials or another aspect of the device identifier or address
assignment (e.g., I[P address or MAC address). In some embodiments, a CRM information

manager (e.g., a supervisor program executing on the integrated device service control, device
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usage monitoring system 5410) communicates with the other network functions and provides
filtered service usage and CRM information according to CRM filtering rules for each user or for
groups of users. In some embodiments, the filtered CRM data can be made available using
secure communications with other networking equipment by the integrated device service
control, usage monitoring system 5410. In some embodiments, the filter settings for some users
allow more information to be shared from the secure service usage information than others due

to the differences in user preference settings and/or service plan agreements.

[00438] In some embodiments, user privacy preference information is used to determine
the privacy filter settings, which are securely implemented by the integrated device service
control, device usage monitoring system 5410. For example, service CRM filter settings can be
received at the time of service contract sign up (e.g., service plan selection) and/or allow the user
to log into service preferences web page to change settings (e.g., without involving any
interaction with local software on the device). As another example, software on the device (e.g.,
including the service processor 115) can be used for selecting user CRM/privacy preferences,
which are securely communicated to the integrated device service control, device usage
monitoring system 5410 (e.g., the device can include credentials that can be verified to allow for
selection/modification of CRM/privacy preferences or other user based preferences securely
maintained in a network server, such as the integrated device service control, device usage
monitoring system 5410 or another network element, such as shown in various other
embodiments described herein). In these examples, the filtered CRM data is available from the
integrated device service control, device usage monitoring system 5410 for other network
components over a secure or open communication link. In another example, user CRM/privacy
preferences are input using a web server hosted by the integrated device service control, device
usage monitoring system 5410 or the central billing system 123. In another example, software
on the device (e.g., including the service processor 115) can be used for securely communicating
user preference decisions to an intermediate server that acts as a device manager and
intermediate server for devices or device groups and the integrated device service control, device

usage monitoring system 5410.

[00439] In some embodiments, the integrated device service control, device usage

monitoring system 5410 provides for network based service control as described below. In some
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embodiments and similar to the above described network based CRM filtering embodiments, the
DPI service monitor 5412 or DPC policy implementation 5402 includes secure storage (e.g., a
secure database) for storing service monitoring information (e.g., based on user
selections/preferences), and the DPC policy implementation 5402 performs traffic
shaping/throttling algorithms for each user based on the stored service monitoring information
from DPI service monitor 5412. For example, network based DPI traffic inspection by the DPI
service monitor 5412 can use the secure storage to save service monitoring information for each
user indexed by the user credentials or other parameters, such as IP address or other network tag.
As another example, the DPC policy implementation 5402, for example, which can be
supervised by policy management server 1652 as described herein with respect to various other
embodiments, can implement service usage history statistical analysis inside the secure storage
and maintain a service usage history analysis for each device/user and/or perform various traffic
shaping and/or throttling algorithms based on various device, user selected and/or service plan
related settings (e.g., for network neutrality purposes) allowing for various higher level service
usage goals for one or more users, as similarly described herein with respect to various device
based service usage monitoring embodiments (e.g., except for certain encrypted network traffic
flows or application related flows for which traffic control generally needs information from the

application level and/or content specific traffic control).

[00440] In some embodiments, input is collected on how to implement service control
(e.g., from the user of the device). For example, such input can be determined based on one or
more of the following: a service plan choice for the device; input provided by a user via a
website (¢.g., web based portal) for indicating changes to service control policies, as similarly
described above; input provided by a user via the device (e.g., including the service processor
115), which securely communicates the input to the DPC policy implementation 5402, for
example, which can be supervised by the policy management server 1652; and input provided by
a user via the device (e.g., including the service processor 115), which securely communicates
the input to an intermediate server for the DPC policy implementation 5402, as similarly
described above. In some embodiments, such service control is based on various algorithms as
described herein that identify the heaviest usage service activities and recursively control the
speed for those activities while leaving certain others unaffected, and in a manner that is

specified or selected by the user to ensure network neutrality. In some embodiments, the user is
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offered a choice for controlling service usage and/or selects an algorithm that controls all
activities equally/neutrally (e.g., based on selected user preferences). For example, by
implementing service control algorithms that are network neutral (e.g., throttling all activities
equally or throttling the highest usage algorithms without singling out certain activities for
throttling unless they satisfy certain network neutral usage history or usage statistics criteria), or
that are approved, selected or otherwise specified by the user, network neutral traffic control or

service usage control can be maintained.

[00441] In some embodiments, the DPI service monitor 5412, possibly in conjunction
with the service usage notification 5420 and/or service history server 1650, provides service
usage/service cost (e.g., a real-time service usage counter) related notifications to the device
based on user preferences, as similarly described above with respect to various device based
service usage/service related notification embodiments. For example, the DPI service monitor
5412, for example, in conjunction with the service usage notification 5420 and/or service history
server 1650, can perform service usage/service related notification algorithms based on one or
more of the following: service plans, device settings, and/or user selected preferences (e.g., such
notification messages can be securely communicated to the device and/or to the device via an
intermediate server). For example, the policies that govern how the user is notified of service
usage or service cost can be determined by the policy management server 1652 and/or the
service usage notification 5420. As another example, user acknowledgements of important
notification messages and/or user choices related to important service usage decisions can be
requested, as similarly discussed above with respect to device based service usage/control
embodiments, which can then be communicated to the central billing system 123 as confirmation
for any such important notification messages (e.g., related to service usage overage charges
and/or confirmation of service upgrades). In some embodiments, various other service usage
algorithms related to service usage and/or service cost forward projections described herein with
respect device based service usage forward projection embodiments are performed in the
network, such as by the integrated device service control, device usage monitoring system 5410,
and such forward projections can then be communicated to each respective device as service
usage notification messages (e.g., using a push based approach (initiated in the network) and/or
pull based approach (initiated by a request from the device)). For example, these embodiments

for projected service usage methods, as described herein, can be helpful for determining when
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the user is using services in a manner that will cause the user to run over a service limit so that
the user can be notified, or the service can be controlled or throttled if the user has selected a

control or throttling option.

[00442] In some embodiments, one or more intermediate servers are provided for
workload balancing and/or off-loading the integrated device service control, device usage
monitoring system 5410 and perform one or more of the functions described above with respect
to various embodiments of the integrated device service control, device usage monitoring system
5410. In some embodiments, service plans, device settings, and/or user selected preferences are
used to associate each device/user with a preprogrammed profile to more efficiently associate
such devices/users with their selected service plans, device settings, and/or user preferences. For
example, the process of setting a service profile for a given device can be determined by
assigning the device to a service flow that has the pre-defined service profile and is shared with
other devices within the integrated device service control, device usage monitoring system 5410
rather than individually processing the service flow manipulations for each device. In some
embodiments, the act of provisioning and activating a service profile for a given devices involves
setting up the service flow definition and identifier within the integrated device service control,
device usage monitoring system 5410 (if it is not already set up) and then assigning the routing
of the device credentials to that service flow identifier. User preferences can, for example, be
accounted for by assigning the device service flow to one of several pre-defined profiles based
on user preferences that are all supported under the same service plan. For example, one service
flow profile can call for service usage notification but no control under the same service plan as
another service flow profile that calls for less notification but active service usage control to

maintain user costs to a monthly post-pay limit.

[00443] In some embodiments, the bill by account function is implemented in the context
of the integrated device service control, device usage monitoring system 5410 or other network
based system embodiments described herein. For example, the DPI service monitor 5412, in
some cases in conjunction with service history server 1650, can operate in conjunction with bill
by account policy settings stored in the billing event server 1662 so that service activities are
divided into the account classifications defined by the service profile settings. The bill by

account feeds can then be sent to the billing system or to an intermediate billing event

Attorney Docket No. RALEP028+ 189 PATENT

Page 195 of 359



20

25

30

aggregation server that collects this type of deep packet inspection generated information from
one or more integrated device service control, device usage monitoring system 5410 units to
aggregate and format the information in a manner that may be used by the central billing system
123. In some embodiments, the bill by account information collected in a network box like the
integrated device service control, device usage monitoring system 5410 is augmented by bill by
account information collected on the device as described herein, and any intermediate server that
can be used to aggregate and format these bill by account feeds for the central billing system

deals with both types of data, from the network and from the devices.

[00444] As shown in Figure 54, in some embodiments, integrated device service control,
device usage monitoring system 5410 includes the service control server link 1638, which, for
example, can be used as described above (e.g., with respect to Figure 16 and other embodiments
described herein) to communicate with device service processors 115. In some embodiments,
billing server 1662 within integrated device service control, device usage monitoring system
5410 detects service usage events reported by DPI service monitor 5412, in some cases in
conjunction with service history server 1650, generates a billing event that can be recorded or
transmitted to the central billing system 123. In some embodiments, billing server 1662 receives
information from device billing agent 1695 and/or device service monitor agent 1696 and
transmits the device service usage billing events to the central billing system 123. In some
embodiments, certain billing events that are advantageously collected in the network (e.g., DPI
service monitor 5412 and/or billing event server 1662) are combined with certain billing events
that are advantageously collected on the device (e.g., service monitor agent 1696 and/or billing
agent 1695), and both sources of billing information are transmitted to the billing system 123.
Similarly, in some embodiments, certain service usage information is collected with service
usage monitor agent 1696, and that information is combined with service usage information
collected from DPI service monitor 5412 and/or service history server 1650 and/or service usage
118. In some embodiments, certain service aspects are controlled using network based DPC
policy implementation 5402, in some cases in conjunction with or supervised by network based
policy management server 1652, and other service aspects are controlled using device based
policy implementation agent 1690, in some cases in conjunction with or supervised by policy
control agent 1692. As will now be apparent to one of ordinary skill in the art in view of the

numerous embodiments described herein, many hybrid approaches to service usage monitoring,
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service control, service notification or service billing can be accomplished with some aspects of
the policy, notification, control, monitoring or billing being implemented/performed on the
device apparatus described herein and others implemented/performed on the network apparatus
described herein. The presence of access control integrity server 1662 and many other service
control verification embodiments described herein make it apparent that the integrated device
service control, device usage monitoring system 5410 embodiments also provide for affirmative
verification of whatever functions are implemented on the device. It will also be apparent that
all of the above combinations of device and network functions, and many others, can be
accomplished in ways that are network neutral and/or protect user privacy preferences by
implementing the service control algorithms in a network neutral manner and/or receiving user
preference input on how to implement service control, and by maintaining service usage and
CRM information security and filtering on both the device 100 and the network based integrated

device service control, device usage monitoring system 5410.

[00445] In some embodiments, the integrated device service control, device usage
monitoring system 5410 facilitates or plays a part in automated provisioning and activation of the
devices as similarly described above with respect to various device based automated
provisioning and activation embodiments. In some embodiments, the activation server 160 is
integrated into or partially integrated into device service control, device usage monitoring system

5410.

[00446] In some embodiments, the integrated device service control, device usage
monitoring system 5410 facilitates ambient services as similarly described above with respect to

various device based ambient services embodiments.

[00447] In some embodiments, the integrated device service control, device usage
monitoring system 5410 facilitates VSP and ODI solutions as similarly described above with

respect to various device based VSP and ODI embodiments.

[00448] Various other network architectures for network based service control including
deep packet inspection functions can similarly be used as will be apparent to one of ordinary skill

in the art in view of the various embodiments described herein.
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[00449] Figure 55 illustrates another network architecture for locating service controller
device control functions with AAA and network service usage including deep packet inspection
functions in accordance with some embodiments. As shown, the service processor 115 is not
present on the devices 100, and the integrated device service control, device usage monitoring

system 5510 performs all service monitoring, service control, billing, and notification functions.

[00450] Figure 56 illustrates a 4G/3G/2G DPI/DPC enabled gateway in accordance with
some embodiments. As shown, a 4G/3G/2G DPI/DPC enabled gateway 5610 (e.g., implemented
in either gateway 420 or gateway 410 or a combination of both) where the conventional service
gateway functions 5616 (e.g., routing, switching, protocol translation/tunneling, charging data
function (CDF), charging gateway function (GCF), mobility management, and/or
suspend/resume) are combined with one or more of the following embodiments and integrated
into one or a combination of the service gateways (e.g., RAN and/or transport gateways): DPI
service monitor 5412, service history server 1650, device usage 118, DPC policy implementation
5402, policy management server 1652, user notification 5618, billing event server 1662, access
control integrity server 1654, service control service link 1638, data plane I/0 5612 (e.g., used to
represent the I/O port(s) for the gateway), and/or DPI/DPC gateway control plane link 5622 (e.g.,
used to represent the control plane network channel connecting the above elements to other
network equipment and in communication with gateway control communication 5620). The
packet processing architecture shown in this figure calls for a multi-point to multi-point
backplane bus scheme, but it will apparent that other data path configurations are possible
including serial. As will also be apparent, the above described configuration can also be applied
to either the transport gateway 420 and/or the RAN gateway 410. As mentioned above, it is
possible to maintain a secure storage on the 4G/3G/2G DPI/DPC gateway 420 or 410 that
requires secure credentials to get into so that user privacy is protected and service usage
information or CRM information is filtered according to user preferences prior to sending to
another network function or network manager, and the same allowances can also be applied for
emergency or government monitoring purposes. Network neutrality can also be maintained in
this configuration by maintaining network neutrality in the service control algorithm and/or
soliciting user input on how to control service usage just as discussed above for other network

service control implementations or as discussed in the device based service control descriptions.
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[00451] In some embodiments, the bill by account function is implemented in the context
of the 4G/3G/2G DPI/DPC gateway 5610 embodiment or other network based system
embodiments described herein. For example, the bill by account information can be completely
derived from the network box (e.g., 4G/3G/2G DPI/DPC gateway 5610) without assistance from
device based service monitoring or billing capabilities, or none may exist on the device. In this
example, the DPI service monitor 5412, in some cases in conjunction with service history server
1650, can operate in conjunction with bill by account policy settings stored in the billing event
server 1662 so that service activities are divided into the account classifications defined by the
service profile settings. The bill by account feeds can then be sent to the billing system or to an
intermediate billing event aggregation server that collects this type of deep packet inspection
generated information from one or 4G/3G/2G DPI/DPC gateway 5610 units to aggregate and
format the information in a manner that can be used by the central billing system 123. In some
embodiments, the bill by account information collected in a network box, such as the 4G/3G/2G
DPI/DPC gateway 5610, is augmented, refined or otherwise added to by bill by account
information collected on the device as described herein and any intermediate server that can be
used to aggregate and format these bill by account feeds for the central billing system deals with

both types of data, from the network and from the devices.

[00452] Figure 57 illustrates a network architecture including the VSP workstation server
4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420 in accordance with
some embodiments. As shown, the VSP workstation server 4910 is in communication with the
4G/3G/2G DPI/DPC gateways 410 and/or 420, the Service Controller Design, Policy Analysis,
Test, Publishing System 4835, and/or other networking elements including possibly the central
billing system 123, the mobile wireless center 132 (HLR) and/or the AAA server 121 for the
purpose of provisioning and/or controlling settings in the 4G/3G/2G DPI/DPC gateways 410
and/or 420, the mobile wireless center 132 and possibly other equipment for the purpose of
implementing a portion of the VSP open partner functionality discussed herein. In Figure 57, the
4G/3G/2G DPI/DPC gateway 5610 functionality as shown in Figure 56 is implemented in the
4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G DPI/DPC transport gateway 420
as similarly described above. For example, the VSP functionality can also be used to set higher
level policies associated with the 4G/3G/2G DPI/DPC gateway 420 or 410, such as provisioning

or activation profiles or policies, ambient service profiles or policies, and/or bill by account
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service profiles or the other higher level service profile or service plan embodiments discussed
herein. In some embodiments, the provisioning and/or activation steps described herein involve
setting service policies in the 4G/3G/2G DPI/DPC gateway 420 or 410. In some embodiments,
ambient services or ambient activation involve setting up service profiles within the 4G/3G/2G
DPI/DPC gateway 420 or 410 that allow the desired activities and block the undesired activities.
For example, these settings can be included as part of the open service provider partner

programming capabilities of the VSP workstation server 4910 embodiments.

[00453] Figure 58 illustrates another 4G/3G/2G DPI/DPC enabled gateway in accordance
with some embodiments. As shown, a 4G/3G/2G DPI/DPC gateway 5810 (e.g., implemented in
either gateway 420 and/or gateway 410) is provided in which the service processor connection

(e.g., via service control server link 1638 as shown in Figure 56) is not present so that all service
monitoring, control, billing event collection and transmission, and notification are performed by

the 4G/3G/2G DPI/DPC gateway 5610 (e.g., gateways 410 and/or 420).

[00454] Figure 59 illustrates another network architecture including the VSP workstation
server 4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, the AAA
121 and the mobile wireless center 132 in accordance with some embodiments. As shown,
Figure 59 provides a network diagram corresponding to Figure 58, with similar functionality to
the embodiment shown in Figure 57, in which the service processors 115 are not present on the
devices 100. In Figure 59, the 4G/3G/2G DPI/DPC gateway 5810 functionality as shown in
Figure 58 is implemented in the 4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G
DPI/DPC transport gateway 420 as similarly described above.

[00455] Figure 60 illustrates a 4G/3G/2G DPI/DPC enabled gateway and service
controller device control system in accordance with some embodiments. In some embodiments,
enhanced network based service monitoring, control, billing and notification as discussed above
is implemented using a 4G/3G/2G DPI/DPC enabled gateway 6010 and service controller device
control system 6025 as shown. In some embodiments, the functions shown in the figure to be
inside of the service controller device control system 6025 have been moved from the 4G/3G/2G
DPI/DPC gateway 5610 of Figure 56 (e.g., or from gateways 410 and/or 420) so that they reside

in a separate server embodiment or other network equipment function separate from the
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4G/3G/2G DPI/DPC gateway 6010. For example, this architecture can be used when the
network equipment manufacturer desires to separate these functions or has an existing product
that it is desirable to upgrade by adding a separate box. As another example, this architecture
can be used when the 4G/3G/2G DPI/DPC gateway 6010 is not capable of keeping up with large
numbers of individual user profiles so it is desirable to go to a scalable server configuration in
which load balancing can be applied with a potentially more flexible programming environment
for implementing service policy management functions, statistical service history analysis
algorithms, service usage projection, and/or service control (or throttling) algorithms. In some
embodiments, a secure storage is provided on the 4G/3G/2G DPI/DPC gateway 6010 and/or the
service controller device control system 6025 that requires secure credentials to get into so that,
for example, user privacy can be protected and service usage information or CRM information
can be filtered according to user preferences prior to sending to another network function or
network manager, and the same allowances can also be applied, for example, for emergency or
government monitoring purposes. For example, network neutrality can also be maintained in
this configuration by maintaining network neutrality in the service control algorithm construction
and/or soliciting user input on how to control service usage just as discussed above for other
network service control implementations or as discussed in the device based service control

descriptions.

[00456] Figure 61 illustrates another network architecture including the VSP workstation
server 4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, AAA 121
and mobile wireless center 132 in accordance with some embodiments. In Figure 61, the
4G/3G/2G DPI/DPC gateway 6010 functionality as shown in Figure 60 is implemented in the
4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G DPI/DPC transport gateway 420,
as similarly described above, and which are in communication with the service controller device

control system 6025 as shown.

[00457] Figure 62 illustrates another 4G/3G/2G DPI/DPC enabled gateway and service
controller device control system in accordance with some embodiments. As shown, the
capability to communicate with the service processor 115 has been removed so that all service
monitoring, control, billing event collection and transmission, and notification are performed by

the 4G/3G/2G DPI/DPC gateways 6210 (e.g., implemented in gateways 410 and/or 420) in
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conjunction with the service controller device control system 6225 without assistance from the

service processors 115.

[00458] Figure 63 illustrates another network architecture including the VSP workstation
server 4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, AAA 121
and mobile wireless center 132 in accordance with some embodiments. In Figure 61, the
4G/3G/2G DPI/DPC gateway 6210 functionality as shown in Figure 62 is implemented in the
4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G DPI/DPC transport gateway 420,
as similarly described above, and which are in communication with the service controller device

control system 6225 as shown.

[00459] As will be apparent to one of ordinary skill in the art, the above described
embodiments can be extended to include some or all of the functions depicted in the 4G/3G/2G

DPI/DPC service gateways of Figure 56 in the base station or base station controller 125.

[00460] Provisioning and Activation
[00461) In some embodiments, automated provisioning and activation includes

automation of one or more of the following functions: (1) programming device credentials or
partial credentials and recording them in a database (or providing same when they are
programmed into the device), (2) associating these credentials with the proper provisioning
and/or activation actions to be taken on the device and in the network, (3) directing the device to
the proper activation function (e.g., activation server) sequence when it attempts to connect to
the network, (4) completing provisioning of the device, (5) programming the AAA, billing
system, gateways, mobile wireless center and other network equipment to the proper initial

device service control settings, and (6) establishing a service account for the device.

[00462] In some embodiments, improved processes for activating service for a device or
user with a network service provided by a central provider network, an MVNO network or a
VSP on the central provider network are provided. In some embodiments, activation includes
one or more of the following: a process or result of associating a service account with device or
user credentials; with the service account potentially further being associated with a service

profile defining the service activities that the device is authorized to access; creating or updating
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a service usage or billing record and associating it with the service account to create a service
plan; and/or initiating service to the device or user in which the network equipment allows access
to the appropriate level of service activities. In some embodiments, VSP embodiments include

the provisioning and activation apparatus embodiments of any or all forms.

[00463] In conventional mobile device provisioning systems, the provisioning and
activation process required to create a user service account and enable the device to access the
desired level of service activities can limit mass market, low cost or user friendly applications of
the device or service, because the process can often be cumbersome, time consuming and/or
expensive for the service provider, service owner, master agent (service distributor), MVNO,
VSP and/or user. Accordingly, the various embodiments for provisioning and activation
described herein simplify the provisioning and activation process for mobile devices. In some
embodiments, provisioning and activation for the device and/or the network accommodates a
wide variety of device types and service profile types, with the capability to perform the
provisioning and activation at a number of points in the manufacturing, distribution, sales and
usage progression for the device, and the ability to either pre-activate before first device use or

very quickly activate during first device use (or during some later use of the device).

[00464] In some embodiments, as described herein, the term provisioning generally refers
to those actions/processes associated with programming the device with credentials or other
device settings or software installations used to later activate the device, as well as, in some
embodiments, creating database entries and other credential associations in the network so that
the network and/or device have the information used to recognize the device or credentials and
implement the service policies in the service profile and/or service plan once the service profile
and/or service plan are activated. In some embodiments, as described herein, the term activation
generally refers to the process of creating or selecting the service plan and/or service profile,
programming the settings that are used in each (e.g., required) network function and/or each
(e.g., required) device function so that the system can properly associate the device credentials
with the appropriate service activity policies, and then admitting the device onto the network.
The term activation can also refer in some embodiments to the creation of a user or device
service account, in some cases, with user or device owner information or billing information. In

some embodiments, the process of provisioning amounts to assigning credentials to the device
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and programming a portion or all of the credentials on the device, entering a portion or all of the
credentials in the various necessary network equipment databases so that the network
components are capable of identifying the device and associating it with the network based
portion of the admission, traffic processing, service monitoring, billing, service limits and other

policies that are eventually defined by the service profile and service plan.

[00465] Further examples of the network based service profile policies include network
access level, traffic routing, service monitoring, service limits and actions taken upon reaching
service limits. Once the service profile is created and activated during the activation process, the
device credentials and the associated service profile are communicated throughout the necessary
network elements so that each element can implement its part of the network portion of the
service profile policies. This process of propagating the service profile settings to all the
required network equipment components is a portion of what is referred to herein as activation in
accordance with some embodiments. In some embodiments, the activation process includes
associating the credentials with the proper service plan and/or service profile, and possibly
completing the process of programming the device functions and/or network functions so that the
device can be admitted to the appropriate level of network services. In some embodiments,
activation also includes the service processor software settings, configurations or installs for each
function or agent in the service processor to implement its part of the service profile, service
plan, service billing or transaction billing policies. In some embodiments, activation also
includes the creation of entries in the various service account databases and/or billing databases
to create a user account or device owner account for the purpose of managing the user choices
for service plan and other account information storage and management aspects, such as
maintaining status information, maintaining the central service profile configuration, conducting

reconciliation and billing exchanges, service usage history, and/or account history.

[00466] In some embodiments, the term credentials generally refers to the set of
information parameters that the network and/or device uses (¢.g., requires) to admit the device
onto the network and associate it with the appropriate service profile and/or service plan. For
example, the credentials can include one or more of the following: phone number, device
identification number, MEID or similar mobile device identifier, hardware security device ID,

security signature or other security credentials, device serial number, device identification and/or
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credential information via security hardware such as a SIM, one or more IP addresses, one or
more MAC addresses, any other network address identifier, embedded device descriptive
information block (static or programmable), security key, security signature algorithms,
passwords or other secure authorization information, service processor (or similar device client
or agent software) identifier or settings or version, device type identifier, browser (e.g., http,
https, WAP, other browser client) header information or similar identifier, browser token
information or similar identifier, browser cookie information or similar identifier, embedded
browser instructions, portal-client (e.g., interface or communication agent that connects to a
network portal used at least in part for provisioning or activation for the device or by the user)
header information or similar identifier, portal-client token information or similar identifier,
portal-client cookie information or similar identifier, embedded portal-client instructions, service
provider, OEM, master agent (service distributor), VSP, device service owner identifier,
distributor or master agent, and/or any information the network can use to authorize network
admission, provision the device, provision the network, activate service, authorize, associate or
enable the device with a provisioning sequence, associate or enable the device with one or more
service profiles, associate or assist the device with an activation sequence, associate or enable the
device with an ambient profile or service experience, associate or enable the device with one or
more service plans or service capabilities, associate the device with a service provider or service
owner, associate the device with an OEM or master agent, associate the device with a distributor
or master agent, or associate the device with a device group, user group or user. In some
embodiments, at least some of the credentials are unique to the device, and, in some
embodiments, groups of devices share one or more aspects of the credentials. In some
embodiments, the term permanent credentials generally refers to the set of credentials that
include at least a subset that are intended to be assigned to a device or user on a permanent basis.
In some embodiments, the term temporary credentials generally refers to the set of credentials
that include at least a subset that are intended to be assigned to a device or user on a temporary
basis. In some embodiments, temporary credentials are eventually replaced by permanent
credentials. In some embodiments, at least some elements in the temporary credentials (e.g.,
phone number and/or access or authorization security credential) are used for more than one
device. In some embodiments, the temporary credentials are recycled from one or more devices

and used for one or more other devices, for example, when they remain unused for a period of
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time or when they are replaced with permanent credentials on one or more devices. It should not
be inferred from the term permanent credentials that permanent credentials are never recycled,
for example, when the user discontinues service or use of the credentials. Also, the term
temporary credentials does not imply that temporary credentials are always temporary. In some
embodiments, partial credentials or pre-activation credentials generally refer to a subset of
credentials that are to gain access to limited network services for the purpose of provisioning of
credentials and/or activation of a service plan or service profile. For example, prior to a phone
number being assigned, a device can gain access to a limited set of network server destinations in
which embedded information contained in the device (e.g., the partial credentials) is provided to
the server, the server associates that information with the proper additional credentials (including
the phone number) to assign to the device and/or associates the information with the proper
service profile to activate service. In this example, partial credentials can include device type,
OEM, service provider, VSP, device identification number, SIM, service processor configuration
or some other information used by the server to determine what the credentials should be and the

proper service profile.

[00467] In some embodiments, a permanent service account generally refers to the service
account that is permanently associated with the user and/or device. For example, this account
includes an association with the device or user credentials, user information or billing
information, service profile, billing profile, network authorization status and other aspects that
define the device or user service policies and billing policies. In some embodiments, the term
temporary service account generally refers to a service account that is temporarily set up and
associated with the device before some or all of the required permanent account information is
available or entered for a device or user. For example, this account can be set up with an
association with an actual user, or can be set up with a mock user or unassigned user association
so that the network and billing system can recognize the credentials, authenticate the device,
admit the device, provide the proper level of service activity control according to the service
profile associated with the temporary service account, or collect the service activity usage
information for various network and billing system accounting needs before actual user
information or billing information has been entered into the network systems. For example, a
temporary service account can make it possible or easier to use existing billing systems or other

network systems to provide simplified provisioning, simplified activation or ambient services. A
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temporary service account can also become a permanent service account by replacing mock user
or unassigned user information with actual user information, or a temporary service account may
need to be replaced by a permanent service account when actual user information needs to be

entered into the network systems, possibly including the billing or service profile databases.

[00468] In some embodiments, temporary or permanent device credentials and other
information used/required for provisioning the device are generated with apparatus located at the
manufacturer or in the distribution channel as discussed below. In some embodiments, the
apparatus includes a local onsite server that typically shares some aspects of the provisioning
information (e.g., phone number, phone number range, MEID or MEID range, SIM number or
SIM number range, IP address or IP address range, MAC address or MAC address range, other
secure device credential elements) with a network provisioning database. In some embodiments,
the apparatus includes a server terminal, and the aforementioned portion of the credentials is
generated by the network and shared with the local provisioning apparatus. In some
embodiments, as will be discussed below, the provisioning credentials are in part generated in
the network and shared with the device while it is connected online to an activation server (e.g.,
activation server 160) that is connected to the access network. Similarly, there can be activation
servers connected to apparatus in the manufacturing or distribution channel that service device
activation, or over the air or over the network apparatus connected to an activation server, which
in turn connects to the device, can be used to accomplish activation programming of the network

and device as further discussed below.

[00469] In some embodiments, when a device is provisioned and entered into the network
provisioning database, it is associated with the automatic provisioning and/or activation sequence
the device is intended to go through once it connects to the network or to the apparatus that will
complete the process. In some embodiments, one or more device parameters (e.g., service
owner, device type, OEM, plan type, IP address, security credential and/or software version) are
used to determine what the appropriate network provisioning steps and/or settings are for
completing the provisioning and/or activation process, and this association information is stored
in the network provisioning database for propagation of the provisioning profiles or activation
profiles to the various network equipment elements. In some embodiments, the network

provisioning database is provided (e.g., in the network) that associates the pre-activation
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provisioning information (e.g., generated, as described herein, at time of manufacture, sometime
during distribution, by the user on a website by a sales associate or other activation assistant, or
by the network when a new device enters the automatic activation process). For example, the
pre-activation provisioning information informs the network whether or not to let the device onto
an activation sequence when the device attempts access, and in some cases, also instructs the
network to direct the device to a specific activation sequence including, for example, an
activation server (or other activation sequencing apparatus) sequence as described herein. In
some embodiments, a central database is queried by other network equipment or the central
database is included in one or more of the network elements (e.g., the AAA server and/or billing
system, mobile wireless center 132), or the database is copied in part or in whole in various
network elements (e.g., the central database, AAA server, mobile wireless center, billing system

and/or gateways).

[00470] In some embodiments, propagating the network equipment provisioning
information for a given device or group of devices is accomplished with a network provisioning
system that has access to the network provisioning database and is capable of programming the
appropriate network equipment. In some embodiments, this network equipment is referred to as
“network management” equipment or “network provisioning” equipment. In some
embodiments, there are several functions that take part individually or in concert, including, for
example, the AAA server 121, service controller 122 (either with device based/assisted services
through the service processor related embodiments or with network only embodiments as
described herein), the mobile wireless center 132 (e.g., including the home location register
(HLR) or other similar function referred to by other industry terms), the activation server(s) 160,
other network provisioning or management equipment attached to or associated with the billing
database system, and/or some other equipment apparatus. In some embodiments, the local
database on the device, database in the AAA server and/or database elsewhere in network is
provisioned to inform the gateway of the process for handling the pre-provisioned device
according to, for example, the credentials. For example, if the device is not recognized or not
authenticated onto the access network as an activated device with associated active service
profile and/or service plan, the device connection or communication can be directed (or routed)
to a generic activation server that provides an activation sequence that is not necessarily

determined by one or more of the specific device credential elements, partial credential elements,
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device profile or partial device profile that define something specific about the activation
sequence for the device. In another example, in which the device is not recognized or
authenticated as an activated device with associated service profile and/or service plan, the
device can be directed (or routed) to an activation service (or other activation sequencing
apparatus) that uses some part of the credentials or range of partial credentials or a portion of a
partial or complete device profile to determine a desired pre-determined device specific or device
group specific activation sequence that is implemented by a specific activation service sequence
or other activation sequence apparatus. In another example, in which the device is not
recognized or authenticated as an activated device with associated active service profile and/or
service plan, a portion of the device credentials or partial credentials can be used as a look-up
index into a database that determines what the specific device activation sequence should be, and
the device can be directed (or routed) to a specific activation server sequence or other activation

sequencing apparatus.

[00471] In some embodiments, a database in the AAA server or database elsewhere in
network is provisioned to inform the gateway what to do with a pre-provisioned device
according to the credentials. For example, devices can be authenticated (for activated devices),
routed to activation servers (or other activation sequencing apparatus) or denied access. In some
embodiments, the AAA server (and/or other network elements) provide the above discussed
look-up function for the above gateway description in which a lookup database, locally stored or
stored in a central database, is queried to provide secondary routing information to the specific or

generic activation servers.

[00472] In some embodiments, the pre-provisioned database is located in the billing
system. In some embodiments, the billing system accesses the pre-provisioned database (e.g.,
stored on the billing system or another network element) for the purpose of setting up temporary
accounts or permanent accounts and associating those accounts with pre-activation status,

activated free ambient or activated paying customer.

[00473] In some embodiments, for zero activation, all the required pre-provisioning or
programming of the above network elements, or others, is coordinated by the network

provisioning system at some point after the partial or full device credentials have been associated
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with the device or reserved for a particular device type or service type. In some embodiments,
the network provisioning system also coordinates the information to or from the device

provisioning apparatus that is described elsewhere.

[00474] In view of the various embodiments described herein, it will be appreciated that
many of the automated or background provisioning, activation and ambient embodiments
described herein can be accomplished with network based approaches, device based approaches,
or network/device combination/hybrid based approaches. For example, when the access control
for the provisioning process is accomplished in the device (e.g., a device based approach), the
activation server can be located anywhere on the Internet, and the device will ensure that the
activation process is conducted with the activation server while blocking other traffic from
occurring. As another example, some or all of the ambient provisioning programming steps
become steps to program the access control, traffic control, application control, bill by account

rules, and/or other aspects in the service processor or service controller as described herein.

[00475] In some embodiments, the provisioning apparatus described herein can be a
computer located in the user’s home or business, and the user or an I'T manager has access to a
website that provides the provisioning information, in which the computer serves as the
provisioning or software programming apparatus. In some embodiments, the network itself,
possibly through an activation server 160, website or other interface to the device, becomes the
provisioning apparatus, in some cases, with the assistance of software on the device to affect the
programming of provisioning information from the network or the communication of device
credentials or other information to the network. For example, this software can be a background
process that runs without user interaction, a portal/widget program, a web browser based
program, a WAP browser based program, and/or any other program that provides a counterpart
function to the network functions effecting the provisioning (e.g., activation server). In some
embodiments, the activation server either initiates a specific provisioning sequence if device
software is present to assist or routes to a website for manual entry if there is no software

present.

[00476] Figure 64 illustrates another network architecture including a system located in

the manufacturing or distribution chain for the device that provides the device provisioning or
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partial provisioning, and any pre-activation required for the device to later activate on the
network in accordance with some embodiments. Device credential, software and settings server
6420 provides a link to the network functions that generate or provide device credentials, and/or
associate device credentials with activation profiles or pre-activation profiles in the network
equipment (e.g., the billing system 123, service controller device control system 6225, gateways
410, 420, base station 125, credential generation and association server 6410, activation server
160, service download control server 1660 and/or other network apparatus). For example, the
link between the device credential, software and settings server 6420 to the central provider core
network equipment can be over the Internet 120 (e.g., a secure link over the Internet) as shown or
over another connection such as a leased line. The device credential, software and settings
server 6420 obtains credentials or partial credentials from the network apparatus that generates
them, illustrated by the credential generation & association server 6410. Credential generation &
association server 6410 need not be directly connected to the central provider core network 110
as shown, but can be located elsewhere (e.g., in another location connected by a secure Internet
link). Credential generation & association server 6410 assigns credentials, or partial credentials,
for use by device credential, software and settings server 6420. When these credentials are
assigned to a device, they are programmed, loaded or otherwise associated with the device by
device credential provisioning apparatus 6430, which is connected to the device wirelessly or via

a wire line connection.

[00477] In some embodiments, a device software loading and programming apparatus
6440 provides software loading or device settings functions that form a portion or all of the
provisioning or pre-provisioning device configuration, or form a portion or all of the device
activation profile configuration, or form the device service owner, master agent or VSP device
assignment or signature, and in some embodiments, using an activation tracking service (ATS)
system. As discussed herein, the ATS monitors network connections and aspects of traffic that
provide insight into which networks the device 100 is gaining access to, in some embodiments,
for the purpose of ensuring that an OEM, master agent, device service owner or VSP is being
compensated for devices that activate on a service provider network. In some embodiments, the
ATS agent connects to a server counterpart that records and, in some embodiments, also analyzes
the service or network connection information to make a determination of the type of access

service the device is receiving and, in some cases, determine which networks the device is
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activated on. In some embodiments, the ATS is installed on the device in a manner that makes it
difficult to tamper with or remove so that the entity that is intended to get credit for device
service activation does get credit (e.g., the ATS agent can be loaded into secure memory, it can
be installed with software that makes it difficult to de-install, it can be installed on the modem
possibly in secure memory, it can be installed in the BIOS, it can be installed deep in the OS
kernel, it can be installed with one or more additional device agents that monitor the ATS agent
and alert a network function or re-install it if tampered with). The SIM inventory 6450 is
provided to illustrate that, in some embodiments, hardware elements (e.g., a SIM security
module as shown) or hardware configurations are also installed or manipulated in device 100 and
these operations and the recording of the resulting associations form a portion of the provisioning

or pre-provisioning process.

[00478] In some embodiments, at the time the credentials or partial credentials are loaded,
programmed, set, installed, read from the device or otherwise recorded, they are, in some cases,
all associated together in a database that allows for later identification of the device and its
appropriate provisioning and/or activation process through such associations. For example, this
can involve reading device parameters such as MEID, MAC address, device type, or other
information that is associated with the information being loaded or configured on the device. As
discussed herein, this credential configuration and association information is stored in the
network equipment responsible using it to configure the network to activate the device in one of

the various embodiments disclosed herein.

[00479] Some embodiments include tying some or all of the activation provisioning steps
and information settings together into a database that defines a higher level activation profile for
a group of users(/devices), and a server is used to perform device and equipment programming
for the devices in the group, including, for example, associating the following device information
into the group definition: credentials, service owner or master agent, provisioning information
and/or activation profile. Some embodiments further provide for this device group information
being distributed to the various network equipment components required to activate the devices
as discussed elsewhere. In some embodiments, this programming and device group association

is accomplished using the VSP workstation server 4910. For example, a device can be

Attorney Docket No. RALEP028+ 206 PATENT

Page 212 of 359



20

25

30

manufactured and distributed in a manner that provides flexible assignment of the device to a

group that is assigned to an activation profile or a service owner.

[00480] In some embodiments, multiple activation servers 160 are provided (as shown),
which illustrates that there can be multiple device activation servers 160 each with a different
device activation experience and potentially controlled by a different VSP, service owner,
service provider, OEM or master agent. As discussed herein, there are several ways that a device
100 can be routed to the proper activation server 160 so that the device provisioning and
activation process can be completed. In some embodiments, all devices that are not activated are
re-directed (or routed) to an activation server that reads one or more parameters in the device
credentials. The device credential information can be determined either through the device
identification information associated with the access network connection itself (e.g., MEID, IP
address, phone number, security credentials, or other credentials identified for a device that gains
access with the network), or with the aid of the device in a pre-arranged query-response
sequence. The device can then be re-directed (or routed) to the appropriate activation server for
that device, device group, device service owner or VSP. In some embodiments, the same
process described above can be accomplished with a single re-direction from a service gateway
420 or 410, or another router enable network element. In some embodiments, the gateway or
network element itself decodes the device credential information as described herein and
performs the correct re-direct (or route) to the appropriate activation server 160 for that device.
In some embodiments, the activation server 160 can be incorporated directly into the gateway
420 or 410, the base station 125 or other network component. In some embodiments, the
activation server 160 can be incorporated into the service controller 122 or the service controller

device control system 6225.

[00481] In some embodiments, apparatus other than the activation server are used to
facilitate provisioning of credentials or partial credentials, or activation, during manufacturing or
device distribution, and, for example, these apparatus can augment, supplement, compliment or
replace the activation server function. Such apparatus include, for example, device programming
equipment (e.g., device credential provisioning apparatus 6430, device software loading and
programming apparatus 6440 or SIM inventory 6450), equipment that is networked into a central

provider, MVNO or VSP database (e.g., device credential, software and settings server 6420) to
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gain access to provisioning information or activation information that is programmed into a
device or group of devices, or to place device credential or partial credential information in a
network database for later recognition, or to receive or communicate security information such as
certificates for devices or SIM modules that will later be used to complete provisioning or
complete activation or gain access to a network. For example, these apparatus, or any other
apparatus including the activation server, can be networked into a service provider network or
device database, an MVNO network or device database or a VSP network or device database. In
some embodiments, programming of the device credentials or other information associated with
the service processor or device is provided, so that, for example, the device can be recognized by
an activation server or similar network function at a later point in time so that provisioning or
activation can be completed in an automated manner, potentially with reduced or no user
involvement, that provides a provisioning or activation configuration that is in some way unique
for the service provider or service provider partner, device type, user group, VSP, MVNO,
master agent or other entity. In some embodiments, this programming is provided in a manner
that is difficult to change without the proper authorization so that the device is properly
associated with the proper “service owner” or master agent (e.g., for the purpose of activation
incentive payments). For example, as discussed herein, various approaches can be applied to the
device credential or other settings or software provisioning so that the settings or software are
secure or protected, or so that if the software is removed, replaced or modified it is reported or
replace or restored. In some embodiments, VSP control of the provisioning, partial provisioning
or activation of devices is provided during manufacture or at different points in the distribution
channel. As discussed herein, some of these embodiments allow the central provider to offer to
service partners (e.g., VSPs, MVNQOs, master agents, and/or OEMs) similar types of control for
device activation experience design or device service assignment control (e.g., sometimes
referred to as service provider device locking so that other service providers cannot provide
primary access to the device) during the manufacturing or distribution process that are possible

with devices manufactured and distributed for the central service provider.

[00482] In some embodiments, the device is provisioned before the user obtains the device
with permanent credentials, temporary credentials or partial credentials. In this case, the
necessary credential programming of the device occurs during manufacture, at some point in the

device distribution, such as at a distribution depot or in a store, or at the point of sale or point of
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shipment. In some embodiments, provisioning of network information as discussed above is
used, and the network information is provisioned at the same time, before or after the device
information is provisioned. In some embodiments, the device provisioning information is
programmed with dedicated apparatus that connects to the device either with wires or wirelessly.
For example, the dedicated apparatus can be local to the location where the device is being
provisioned, or it can be partially or entirely networked into a database or provisioning solution
located elsewhere and operated by the central provider, a VSP, OEM or other entity. For
example, the apparatus to program the network portions of the provisioning information can also
be networked and the operators who set up the required network programming for a device or
group of devices may be in the vicinity of the servers that host the provisioning and management
tools or they may network into the servers. In some embodiments, provisioning system operators
have full or partial control of any device provisioning equipment associated with the entity they
work for (e.g., OEM, VSP or master agent) but only have remote access via secure terminal,
secure website or other techniques to network into a central provider or VSP server farm in
which they control or partially control the network portion of provisioning capabilities for that
subset of devices that are assigned to the entity they work for with (e.g. OEM, VSP or master
agent).

[00483] In some embodiments, provisioning is accomplished over the air on the mobile
access network for mobile devices, or over the wired access network or WLAN connection for
wired access networks, either before the user receives the device or after the user receives the
device. In some cases, the device can be connected to general purpose equipment, such as a
computer to perform the programming required to complete provisioning. In the cases in which
the device is provisioned at point of sale or after point of sale, the device provisioning can be
triggered by a user initiated sequence, or can be initiated by an automated background sequence
at any time after the device is powered on. In such cases, in some embodiments, partial
credentials that include information such as device type, OEM or service provider are used to
assist in determining how to complete the provisioning, and the information can also include
secure information, certificate or signature programmed into the partial credentials that is
required for the network to perform the provisioning of the remaining credential information in

the device and possibly the network. In some embodiments, any network information
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used/required to provision the device or service is generated at the time the partial credentials are

determined rather than beforehand.

[00484] In some embodiments, the device is activated for service before the user obtains
the device with permanent credentials, temporary credentials or partial credentials, or with a
permanent service account or a temporary service account. For example, in this case, the
necessary steps of provisioning and activating service for the device can occur during
manufacture, at some point in the device distribution, such as at a distribution depot or in a store,
or at the point of sale or point of shipment. In some embodiments, the steps for activating
service include one or more of the following: provision the device (e.g., with permanent,
temporary or partial credentials), provision the necessary network databases and equipment to
prepare them to recognize the device and associate it with the service profile and/or service plan,
create or select the service account (e.g., permanent or temporary service account), select or
create the service profile and/or service plan, program any elements in the device required to
activate service (e.g., account ID, device aspects of the service profile and/or service plan), and
program the necessary network databases and equipment with the required associations of device
credentials and service profile and/or service plan policy settings. In some embodiments, the
device oriented programming portions of the service activation steps occur at the same time,

before or after the network oriented programming portions of the service activation steps.

[00485] In some embodiments, the device activation information is programmed with
dedicated apparatus that connects to the device via a wireless or wire line connection. For
example, the dedicated apparatus can be local to the location where the device is being
provisioned, or the dedicated apparatus can be partially or entirely networked into a database or
service activation solution located elsewhere and operated by the central provider, a VSP, OEM
or other entity. For example, the apparatus to program the network portions of the activation
information can also be networked and the operators who set up the required network
programming for a device or group of devices can be in the vicinity of the servers that host the
service activation and management tools or they can network into the servers. In some
embodiments, activation server tools operators have full or partial control of any device
activation apparatus associated with the entity they work for (e.g., OEM, VSP or master agent)

but only have remote and partial access via secure terminal, secure website or other techniques to
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network into the network portion of the activation tools that are controlled by the central
provider or VSP. The server tools operators can be restricted in some embodiments to providing
network activation information or settings only for those devices or device groups that are
assigned to the entity they work for with (e.g., OEM, VSP or master agent). For example, the
device control group restriction can be accomplished with a secure database that has secure sub-
partitions for one or more entities so that they cannot impact the control of one another’s network
activation settings but can control their own devices. In this way, a centralized set of activation
tools resources controlled by a central provider, VSP or other entity can be partitioned so that
different entities can have partial or full control of the activation service definition for devices or
groups of devices without impact or risk to others who share the network and activation tools

résources.

[00486] In some embodiments, activation is accomplished with an over the air interface to
a mobile device, or over the wired access network or WLAN connection for wired access
networks, either before the user receives the device or after the user receives the device. In some
cases, the device can be connected to general purpose equipment such as a computer to perform
the programming required to complete activation. In the cases in which the device is activated at
point of sale or after point of sale, the final device activation process can be triggered by a user
initiated sequence, or can be initiated by an automated background sequence at any time after the
device is powered on. In such cases, some embodiments call for a temporary service account
that is used to bring the device onto the network before the user has input the information
necessary to create a permanent service account. In some embodiments, a temporary or
permanent service account can be applied to the device at the time the device reaches the
network, and the type of account, service profile and/or service plan can be influenced (e.g.,
partially determined or informed) or determined by information embedded in the device
credentials or partial credentials, such as device type, device 1D, SIM, OEM or service provider.
For example, the device credentials can also include secure information, certificate or signature
that can be required by the network to perform the activation steps for temporary or permanent
service account status. In some embodiments, in which the device is activated in this manner
before the user information is available, or before the user has selected a pay for service plan, the

service profile and service plan are set up for ambient services as described herein.
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[00487] In some embodiments, the device is activated during the manufacturing or
distribution process, and then the activated device status is suspended. Once the temporary or
permanent service account is set up, with appropriate service profile and/or service plan and
temporary or permanent credentials, in some networks and billing systems the service can often
5 be more easily resumed once suspended as compared to provisioning and activating the device
from scratch. The device is then later resumed (or re-activated) when some event triggers the
resume process, such as when it ships to the end user or when the end user attempts to use it.
This process prevents the network from needing to manage credentials and accounts for devices

that have been activated but are not yet on the network.

10 [00488] In some embodiments, provisioning is accomplished at least in part with
temporary credentials in a manner which is automated and convenient for the user or device
owner. In some embodiments, at least some subset of the temporary credential elements
replaced at a later point in time by permanent credential elements in a manner that is also
automated and convenient for the user or device owner. In some embodiments, the temporary

15 credential set is pre-programmed into the device along with a temporary or permanent service
account including service profile during the manufacturing or distribution process so that the
device is activated with temporary credentials when it ships. In some embodiments, the
aforementioned pre-programming is performed for the network via a secure set of server access
equipment that networks into the network databases used to define the service profile and/or the

20  service plan. In some embodiments, a subset of the temporary credentials is recycled once it is
replaced, if a temporary service account is not activated or used after some period of time, if a
permanent account is not activated or used after some period of time, or if the credentials subset

1s revoked from the device for some other reason.

[00489] In some embodiments, more than one device is assigned one or more ¢lements of
25 the temporary credentials, such as the phone number, which may be limited in supply. In some
embodiments, a network will accept more than one set of temporary credentials, one or more
redundant elements, for two or more different devices. In some embodiments, a device that has
two or more temporary credential sets, in which at least a subset of the credential elements are

different for the sets, so that if one set of credentials has elements that are already being used to
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access the network, then one or more reserve sets can be drawn upon to gain access to the

network.

[00490] In some embodiments, the temporary credentials are used to log onto the network
to conduct an over the air or over the network activation process in which an activation server
reads at least a portion the device credentials to determine some aspect of how the device service
profile. In some embodiments, the aforementioned over the air activation process is
accomplished in the background without user intervention. In some embodiments, the over the
air activation process is initiated when the user first attempts to use the device or when the user
first attempts to access the network or upon user request or approval. In some embodiments, the
over the air activation process is initiated using a temporary service account for the device and/or
network to gain access to the network. In some embodiments, the over the air activation process
is initiated after the user has entered the information required to create a permanent user account
into the device or into the network. In some embodiments, the user is required to enter the
aforementioned user information before using the device or using some aspect of the device. In
some embodiments, the temporary service account is replaced by a permanent service account
some time after the user has entered the necessary information to create a permanent account into
the device or network. In some embodiments, the over the air activation process is initiated
using a permanent service account assignment for the device and/or network to gain access to the

network.

[00491] In some embodiments, the service profile is assigned to the device and/or network
during the aforementioned over the air activation to be a pay for service profile with a free trial
period. In some embodiments, the service profile assigned to the device and/or network during
the aforementioned over the air activation includes pre-pay, post-pay, session based pay or pay
as you go options for service. As will be apparent to one of ordinary skill in the art, various
embodiments disclosed herein are particularly well suited for control or pre-pay services. In
some embodiments, the service profile that is assigned to the device and/or network during the
aforementioned over the air activation is an ambient service profile providing service access
before all the user information is available to assign a permanent account. In some
embodiments, the service profile that is assigned to the device and/or network during the

aforementioned activation is an ambient service profile providing a service upgrade selection
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option interface to the user. In some embodiments, the service profile that is assigned to the
device and/or network during the aforementioned activation is an ambient service profile
providing transaction services to the user. In some embodiments, the service profile that is
assigned to the device and/or network during the aforementioned activation is an ambient service
profile providing bill by account functionality for the network. In some embodiments, the
service profile that is assigned to the device and/or network during the aforementioned activation
is an ambient service profile providing some amount of free networking or information service to
entice the user to use the other ambient services. In some embodiments, the aforementioned
ambient service is at least partially implemented with device based service activity control or
control assistance. In some embodiments, the aforementioned ambient service is at least
partially implemented by gateways, routers or switches in the network that are programmed
according to the ambient access profile for the device to implement the ambient policies for
network access control, routing control, traffic control or service monitoring and reporting for

bill by account.

[00492] In some embodiments, activation is accomplished at least in part with a temporary
service account in a manner that is automated and convenient for the user or device owner. In
some embodiments, at least some subset of the temporary service account is replaced at a later
point in time by permanent service account subset in a manner that is also automated and
convenient for the user or device owner. In some embodiments, the temporary service account
settings (e.g., including the service profile settings and/or the service plan settings) are pre-
programmed into the device along with a temporary or permanent credentials set during the
manufacturing or distribution process so that the device is activated with temporary credentials
when it ships. In some embodiments, the aforementioned pre-programming for the network is
performed via a secure set of server access equipment that networks into the network databases
used to define the service profile and/or the service plan. In some embodiments, the device is
suspended once it is activated but before the user is using it, and then resumed before or
commensurate with the point in time that the user begins to use it. In some embodiments, some
subset of the temporary service account is recycled once it is replaced, if the temporary service
account is not used after some period of time, if the temporary service account is not upgraded to
a permanent service account after some period of time, or if the activation is revoked from the

device for some other reason. In some embodiments, more than one device is assigned to the
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same temporary service account. In some embodiments, a network accepts more than one device
on the same temporary service account. In some embodiments, a device includes or is associated
with two or more temporary service accounts, in which at least a subset of the temporary service
account elements are different, so that if one account is already being used to access the network
then one or more reserve accounts can be drawn upon to gain access to the network. In some
embodiments, the temporary service account is associated with a temporary credentials set. In

some embodiments, the temporary service account is associated with a permanent credentials set.

[00493] In some embodiments, un-activated devices are detected by the network routing
equipment (e.g., service gateways or routers in hicrarchical networks or base stations with
embedded gateways in flat networks) and the device routing is programmed to re-direct un-
activated devices to an activation server network destination. For example, the activation server
can first inspect the information associated with the device to determine if the device belongs to
the list of devices, device types or device groups that the network is programmed to provide
access to. For example, the information used to determine this can include device type, service
provider, phone number, device ID, SIM ID or configuration, secure information used to qualify
the device, IP address, MAC address, user, user group, VSP, OEM, device distributor, service
distributor (master agent), service processor presence or configuration, presence or configuration
of other software or hardware. There can also be some activation definition information
embedded in the credentials, or associated with some portion of the credentials, or programmed
additionally on the device that informs the activation server as to the service profile and/or
service plan and/or service account that should be established for the device. If activation
information (the service profile, service plan and/or service account information) is found
through association with the device credentials (e.g., device ID, phone number, IP address, MAC
address, SIM or other security credentials) rather than being read directly from information
embedded in the device or device credentials, then the pertinent aspects of the credentials can be
used as a cross reference to look up the service plan and/or service profile information stored in a
database networked to or within the activation server. The activation information can include
information to define a wide variety of service plans and service profiles that when properly
implemented on the network functions, and perhaps device if necessary, can provide for a wide
range of service activity policies, service billing policies, transaction billing policies and service

account types that can be associated with the device over the air or over the network.
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[00494] In some embodiments, once the activation server has determined the activation
information from the device or from a look up based on some aspect of the device credentials,
then the activation server initiates the necessary network settings and billing database entries to
be programmed by sending the service profile instructions to the network provisioning and
activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
service plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. The provisioning can be with permanent
credentials or temporary credentials, and the service account that is set up may be permanent or
temporary. In some embodiments, the activation process described above is completed perhaps
before the user has entered some or all of the user information necessary to set up a permanent
service account, and, in these cases, a temporary service account can be set up. In some cases,
the activation process can be completed in the background before the user has completed an
attempt to access the network and the service profile can be set up to provide ambient services to
a temporary service account. In some embodiments, the user is required to enter the information
required to establish a permanent service account prior to gaining full use of the device, either on
the device, on a computer or in the store, so that by the time the user begins using the device the
above activation embodiments can provide for ambient services activation with permanent
account status so that the user can purchase a service upgrade or any transaction without entering

any more account information.

[00495] In some embodiments, a device status is changed from a temporary service
account to a permanent service account. If the device is activated with a temporary service
account, and the user information is available to set up a permanent account, then if the billing
system rules and interfaces allow for such, the user information can be changed from the mock
information to the actual user information while maintaining the same account identifiers in the
billing system. If the billing system will not allow for such, then the user information can be
used to establish a new account, the device credentials can be re-associated with the new
account, in some cases, after modifying one or more of the device credential parameters, and the
network functions can be re-programmed as required, and, in some cases, the device can be re-

programmed as required to accommodate the new permanent account.
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[00496] In some embodiments, code on the device pulls a temporary or permanent set of
credentials. When the credentials are pulled, the network associates the device with an ambient
service profile according to one or more of the following: embedded device information
identifying device type, service owner (e.g., VSP), user group, or user, or device 1D is cross
referenced to a database that is populated some time from manufacturing time to post sale where
the database provides information identifying device type, service owner (e.g., VSP), user group,
or user. The device is then re-directed accordingly (e.g., for device based this is a matter of
setting the policies or loading the software for the service processor, for the network based
approach this is a matter of populating the routing tables and service profile). For example,
credentials can be re-cycled after a period of time, and/or some portion of the credentials can be
redundant with other devices. For example, this is essentially a dynamic service for
(temporarily) assigning device credentials, and the duration of the temporary credential validity
for that device ID can be time limited to give the user time to activate a real account or a free
trial, session limited, or a longer duration of time that is perhaps refreshed each time the device
logs on. For example, the device could also already have permanent or temporary credentials but
not have a service account. The above process can be used to assign a temporary or permanent
service account as well. Once the service account is assigned and the appropriate service profile
is propagated to the network elements, the device can then be directed to or use the appropriate

activation profile service activities or the appropriate ambient service activities.

[00497] In some embodiments, the device is activated in the background in a manner that
is virtually transparent to the user. For example, at some point in the distribution channel, the
device is programmed to seck the activation server system described above as soon as it is turned
on, or as soon as some other event occurs like the user using the device or the user attempting to
gain access. When the pre-programmed event is triggered, the device connects to the network
and the gateways or routers re-direct the device to an activation server, as discussed above. As
also described herein, the activation server either derives information from the device that
informs the server what service the device should be activated with, or the server derives that
information from a database look up with a portion of the device credentials as the cross
reference parameter. Once the activation server has determined the activation information from
the device or from a look up based on some aspect of the device credentials, then the activation

server causes all the necessary network settings and billing database entries to be
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configured/programmed by sending the service profile instructions to the network provisioning
and activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
service plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. For example, the provisioning can be with
permanent credentials or temporary credentials, and the service account that is set up can be

permanent or temporary.

[00498] In some embodiments, background activation is performed using the
aforementioned activate/suspend process. At some point in the distribution channel, the device
is programmed to seek to resume service as soon as it is turned on, or as soon as some other
event occurs like the user using the device or the user attempting to gain access. When the pre-
programmed event is triggered, the device attempts to connect to the network and the gateways
or routers re-direct the device to an activation server as described herein. As also described
herein, the activation server either derives information from the device that informs the server
that the device is ready to resume service, or the server derives that information from a database
look up with a portion of the device credentials as the cross reference parameter. Once the server
is aware of this information, it sends a message to resume service to the billing system, or other

network function that controls the suspend/resume function, and the service is resumed.

[00499] In some embodiments, background activation is performed as described below.
The service processor and the credentials are pre-programmed during the manufacturing or
distribution process to provide the desired service profile support and/or billing profile support
for the desired initial ambient service. As described herein, this programming can be
accomplished with dedicated apparatus at the manufacturer or distribution depot. Furthermore,
the party responsible for defining the service (e.g., typically the central provider, OEM, VSP,
distributor or master agent) can network into the service processor programming apparatus to
control service processor and/or credential programming for all or a subset or group of the
devices or device types locally available. The service processor enabled device is programmed
to seck the activation server system described above as soon as it is turned on, or as soon as some

other event occurs like the user using the device or the user attempting to gain access. In some
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embodiments, the activation server is the access control server previously discussed or the access
control server can act in concert with another server that performs the activation function. When
the pre-programmed event is triggered, the device connects to the network and the gateways or
routers re-direct the device to the activation server. As also described herein, the activation
server can communicate with the service processor to verify the service processor security

credentials, agents and configuration.

[00500] In some embodiments, if the activation server determines that the pre-
programmed settings stored in the service processor need to be modified to provide the latest
version of the desired service, or if the service processor agent software needs to be updated,
then this can be accomplished prior to completing the activation process. Once the service
processor configuration and settings are confirmed, the activation server causes the necessary
network settings and billing database entries to be programmed by sending the service profile
instructions to the network provisioning and activation apparatus and the service plan
instructions to the billing system. Given that the service processor can perform some or much of
the service activity control or control assistance, the service control options are generally larger
than without the service processor, and there can be less configuration to perform for other
networking equipment to complete the provisioning and activation process. The provisioning
can be with permanent credentials or temporary credentials, and the service account that is set up

can be permanent or temporary.

[00501] In some embodiments, pre-programming and pre-activation of devices with
temporary credentials and a temporary service account are used to ship devices that are pre-
activated. Given that the credentials are temporary and can be recycled when the permanent
credentials are assigned, concerns about using up too many pre-assigned credentials are reduced.
In embodiments in which a portion of credentials elements can be used for multiple devices, this
concern is further reduced. If there is a concern about too many activated devices being assigned
that are not actually active and generating service revenue, then the suspend/resume process
discussed herein can be employed. In some embodiments, the temporary credentials and/or
temporary account can be replaced with permanent credentials and/or account assignments at any
time as follows. When a pre-programmed event in the device is triggered, then the device

initiates a program that secks the aforementioned activation server or another server that has the
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capability of fulfilling the device request to exchange the temporary credentials for permanent
credentials and/or exchange the temporary account for a permanent account. The event that
triggers the credential exchange can be the same or different than the event that triggers the
service account exchange. The service account exchange can typically be triggered by the point

in time that the user enters account information.

[00502] In some embodiments, the aforementioned ambient service is partly implemented
with a combination of the techniques for pre-provisioning during manufacturing or distribution
and at least partially implementing the service activity control (e.g., access control, routing
policy, traffic control, usage limits, and/or policy for usage limit overage) required for
implementing ambient using the service policy provisioning capabilities in the data path
gateways, routers or switches in the network. The gateways, router or switches are pre-
programmed as discussed herein according to the ambient access profile for the device to
implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments, the provisioning
credential elements are not all pre-programmed before the device ships, but a subset of the
credential elements are programmed using the activation server technique discussed herein. This
over the air automated provisioning is combined with the activation server reading the device
credentials to derive the service activity control settings for the gateways, routers or switches that

will result in the desired ambient services activity controls.

[00503] In some embodiments, the aforementioned ambient service is implemented with a
combination of the techniques for pre-activation during manufacturing or distribution and at least
partially implementing the service activity control (e.g., access control, routing policy, traffic
control, usage limits, and/or policy for usage limit overage) required for implementing ambient
using the service policy control capabilities in the data path gateways, routers or switches in the
network. The gateways, router or switches are programmed to recognize the pre-activated
device credentials as discussed herein according to the ambient access profile for the device to
implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments, the device
activation profile and/or service account are not pre-programmed in the network and/or the

device before the device ships but the activation profile and/or service account are programmed
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using the activation server technique discussed herein. This over the air automated provisioning
is combined with the activation server reading the device credentials to derive the service profile
activity control settings for the gateways, routers or switches that results in the desired ambient

services activity controls.

[00504] In some embodiment, a VSP capability is enabled by providing a secure network
connection to the service policy settings tools that define the device pre-provisioning settings, the
device pre-activation service profile settings, the network equipment service activity control
policy settings (e.g., access control, routing policy, traffic control, usage limits, and/or policy for
usage limit overage), and the network billing system database. By providing server tools that
enable all these settings to be controlled (or perhaps only observed in the case of the billing
system) by a secure workstation or secure website interface that networks into the equipment that
programs the settings, and providing for a secure partitioning of the devices that can be
controlled by a given secure workstation or secure website interface, a central provider can
provide VSP services to multiple entities who all have different device and service plan
combinations that they desire different flavors of ambient services for. These techniques can
also be extended beyond ambient to any device/service profile/service plan combo the VSP
desires to create. In some embodiments, the networking equipment is implemented to secure
device service group domains in which the service policies for a group of devices can be
controlled. In some embodiments, the pre-provisioning and pre-activation techniques are
substituted with the over the air activation server techniques discussed herein, and a secure
device group partition capability is provided in the activation server as well so that the activation
server device group partition control capabilities can be added to the secure device group
partition control capabilities of the network gateways, routers and/or switches, the device
programming tools and the billing system to form a VSP partition solution for over the air
activation of various device/service plan combinations. In some embodiments, the device groups
are relatively small so that beta trials of arbitrarily large or small size can be designed and
implemented by defining a service control group as described above, and after fine tuning and
perfecting the beta trial settings the device group can be expanded to publish the automated
provisioning and activation service settings to a larger user or device group for production

Services.
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[00505] In some embodiments, device based service activity control assistance (e.g., based
on the various service processor embodiments described herein) is combined with simplified
provisioning techniques described herein so that service processor enabled devices can be
shipped with pre-provisioned credentials (temporary or permanent) or can obtain credentials in
an automated manner that is convenient and efficient for the user or device owner. In some
embodiments, the service processor embodiments in combination with the manufacturing and
supply chain credentials and provisioning apparatus described elsewhere provide various
approaches for provisioning pre-provisioned service processor enabled devices. In some
embodiments, the service processor embodiments in combination with the activation server
variants discussed above provide various approaches for over the air or over the network
simplified post-sale provisioning for service processor enabled devices. For example, these
embodiments can also be used for ambient services given that as discussed herein the service
processor has capability to implement service profile policies for deep control of ambient service

activity control.

[00506] In some embodiments, provisioning includes provisioning partial device
credentials that include, for example, a secure certificate that is used to authorize full credential
provisioning and/or activation by performing a process for a later look-up/validation of the full
device credentials. For example, the look-up/validation of the full device credentials can be
performed by a gateway, router or similar network device that re-directs to a provisioning server
and/or activation server or other network components that either: (1) recognizes the partial
credentials that serve as a reference to direct the device communication to a specific
provisioning/activation server determined from the partial credentials; or (2) does not recognize
the partial credentials, and directs the device communication to a less specific
provisioning/activation server that is not necessarily associated with a reference to the partial

credentials.

[00507] In some embodiments, if the partial device credentials (e.g., temporary or
permanent credentials) are being used for provisioning, then the partial credentials are read (e.g.,
and/or other credentials can be looked up based on the partial credentials as described above).
The device is authorized if the proper credentials and/or secure certificate is present. The device

credential provisioning is then completed (e.g., using activation server commands or settings to a
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communicated to the various network equipment elements.

[00508] In some embodiments, if the partial device credentials are being used for
activation, then partial or full device credential provisioning is performed, such as described
above. A service account (e.g., temporary or permanent service account) is created or looked up
based on the partial device credentials (e.g., a user account associated with the device through
embedded partial or full credentials or a look up process, or based on a dynamically
created/assigned temporary account associated with the device through embedded partial or full
credentials). An initial service profile and, in some cases, an initial service plan (e.g., service
control policy settings including a billing profile) are determined from embedded information
and/or using a look up process (e.g., based on the device type and/or partial or full device
credentials). The device is then programmed to enable access with the service profile and plan,
and, in some cases, the various network components/elements are programmed to enable the
service profile and plan, and, in some cases, proper entries in the billing system are made or

confirmed, and the device credentials are, thus, activated for service.

[00509] In some embodiments, the above described provisioning and/or activation
processes are performed with the provisioning server(s) and/or activation server(s) in the
background with reduced, minimal or no user input required, for example, after the device is sold
to the user and the user turns on the device so that by the time the user attempts to access the

service using the device, the provisioning and/or activation process is already completed.

[00510] In some embodiments, device based service activity control assistance (¢.g., based
on the service processor embodiments) is combined with simplified activation techniques
described herein so that service processor enabled devices can be shipped with pre-activated
accounts (temporary or permanent), or can obtain activated account status in an automated
manner that is convenient and efficient for the user or device owner. In some embodiments, the
service processor embodiments in combination with the manufacturing and supply chain
activation and provisioning apparatus described elsewhere provide various approaches for pre-
activated service processor enabled devices. In some embodiments, the service processor

embodiments in combination with the activation server variants discussed above provide various
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approaches for over the air or over the network simplified post-sale account activation for service
processor enabled devices. These embodiments can also be used for ambient services given that
as discussed herein the service processor has capability to implement service profile policies for

deep control of ambient service activity control.

[00511] As discussed herein, in some embodiments for activation, the network AAA (or
other network function) either recognizes one or more aspects of a pre-activated device
credentials and routes the pre-activated device communication to an activation server that is
appropriate for that device (routing information either derived through look up of the credential
aspect or by obtaining the required information directly from the credential itself), or the AAA
(or other network function) does not recognize the credentials and routes the device
communication to an activation server for unrecognized device credentials. In either case, in
some embodiments, one or more of the credential aspects can then be used to perform a
secondary determination of what provisioning and/or activation sequence to perform in
association with the device, or which activation server sequence the device should be directed to.
For example, one or more device credential aspects can be read and used as a cross-reference to
determine a routing for the device communication (or the information required for routing can be
in the device credential information itself) so that the device can be routed to the appropriate

activation server sequence.

[00512] In some embodiments, an activation server sequence can be determined at least in
part by using a browser server or a portal (e.g., http server, https server, WAP server or another
standard or custom protocol server for a browser, embedded or automated browser or a portal
client in the device). In some embodiments, the browser server is an http or https server. The
pre-activated device communication can be routed to the https server in a manner similar to that
described above, and the server can read the information embedded in the https communication
to determine the device credential information required to initiate the correct provisioning
completion and/or activation sequences. For example, the https header information, tokens,
cookies or other secure information communicated over https from a secure embedded client on
the device (or user) can either provide the activation server with the information required to
perform the cross-reference to an appropriate provisioning and/or activation sequence, or the

https embedded information or the embedded client (or user) information can instruct the
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activation server on which services the device is to be provisioned and/or activated on and any
necessary device or user information (e.g., device owner and/or billing information) can be
exchanged, or the device might be provisioned and/or activated first on a free ambient service

with temporary or permanent credentials or account.

[00513] In some embodiments, the service processor can be combined with the pre-
provisioning and pre-activation techniques described above to create an ambient service solution
that will work on roaming networks in which the central provider or VSP has no control or
minimal control over the network elements. For example, the device includes a service
processor pre-programmed for ambient service activity control as discussed herein, and the
device credentials and other settings are pre-provisioned and pre-activated for the central
provider network, all of which is described in numerous embodiments disclosed herein.
Provided that the service provider has a roaming agreement with other service providers, or
provided that the device may gain access to the roaming network, when the device is roaming it
will be capable of ambient connectivity with bill by account functionality and all the other
features of ambient. Furthermore, as also discussed herein, the ambient service activity control
policies can be different for different roaming networks to accommodate the varying network
costs and performance. Also, for example, it would be permissible to sign up for initial services
or additional upgrade services with the central provider while roaming on the roaming partner
network. One of ordinary skill in the art will appreciate that this also allows for creating a VSP
or MVNO for the purpose of creating a clearing house for central provider service activations
according to geography or user choice. By using a global multi-mode modem module, and
maintaining service agreements with a multitude of carriers, the MVNO or VSP can provide
consistent ambient services across multiple carriers and multiple geographies while still
maintaining a good degree of cost control. Using bill by account capabilities, it is also possible
to have an activation agreement where a roaming service provider agrees to refund the cost of
ambient roaming. From the ambient service platform, the VSP or MVNO can then provide
service purchase options to the user based on the carrier networks available to the device, or the
VSP or MVNO can broker the user off to any of the carriers by activating the device onto the

carriers main central provider service.
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[00514] Accordingly, these embodiments provide flexible capabilities for activating a
device or group of devices with a broad range of service profiles and service plans by simply
programming the device with the proper credentials at some time during manufacturing or
distribution, or simply programming a database associated with the network so that a portion of
the device credentials can be used to look up the desired service profile and service plan. For
example, various activation embodiments described herein are highly convenient for the end user

and need not, in many cases, involve any human intervention.

[00515] The service processor 115, service controller 122, policy implementation and/or
profile implementation and various embodiments disclosed herein are applicable to conventional
communication products as well as machine to machine applications. For example, if the
machine to machine device includes a service processor 115 with an activated account, then the
service profile settings can be optimized for machine communications to provide only the limited
access required to support the particular machine to machine application. This allows for cost
optimized access services and prevents the machine to machine device or access modem from
being misappropriated and used for some other service access than that intended. For example,
by programming the machine to machine communications device at time of manufacture or
during distribution with credentials or partial credentials that provide for automated provisioning
and activation as described herein, the device can be automatically provisioned and activated on
the service network with a service account when deployed, thus eliminating the need for costly
or time consuming human intervention. The various embodiments that make it simpler to
design, manufacture, test and deploy devices may also be equally applied to machine to machine
devices. These embodiments include the service processor 115 developers kit and the automated
provisioning and activation management tools among others. Also, the service analysis and test

tools and the virtual service provider embodiments can also be applied to machine to machine

applications.
[00516] Verifiable Device Assisted Services For Intermediate Networking Devices
[00517] It should be appreciated that the various service monitoring, notification, control

and billing embodiments disclosed herein can also be applied to intermediate networking device

applications.
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[00518] In some embodiments, an intermediate networking device is a communications
device in which the service processor 115 is configured at least in part to allow the intermediate
networking device to act as a service intermediary or intermediate connection between the
network and one or more end point devices (€.g., communications devices). In addition, a
service controller 122 or other suitable network functions can be employed to assist with the
verifiable service usage monitoring, control and verification as disclosed in numerous
embodiments described herein. In some embodiments, an intermediate networking device does
this by implementing the service policies required for assisting service usage control of the
intermediate networking device and connecting the network to provide services to one or more
end point devices that are connected to the intermediate networking device. In some
embodiments, the intermediate networking device also monitors the service use activities of the
intermediate networking device and/or the end point devices connected to the intermediate
networking device. In some embodiments, the intermediate networking device and/or end point
device service usage is verified to ensure that the service usage is within the expected ranges for
the policies that are implemented. In some embodiments, the intermediate networking device
connects with the network using one modem technology and connects with the end point devices
using one or more additional technologies. In some embodiments, an intermediate networking
device connects the end point devices to the network by passing, bridging, forwarding, routing,
traffic shaping or otherwise allowing the end point devices to communicate with the network.
Example intermediate networking device embodiments include a Wi-Fi to WWAN (e.g., 2G, 3G,
4G or other wireless wide area networking access technology) bridge or router device, a Wi-Fi to
DSL, cable or fiber gateway device, a WWAN to DSL or Cable femto cell device, a WWAN and
Wi-Fi to DSL, Cable or fiber back-hauled femto cell device, a WWAN to WWAN router device,
a WWAN to WLAN, WPAN or LAN bridge, router or gateway device, or a WWAN back up

connection device for an enterprise router.

[00519] An intermediate networking device can also be provided in some embodiments by
including a bridging, forwarding or routing function between two modems in a communications
enabled device that connects to the network. For example, an intermediate networking device
configuration can be a cell phone, smart phone, mobile internet device or any other mobile
device that includes a WWAN modem and a Wi-Fi, WLAN, WPAN or LAN connection that can

be used to connect to other end point devices. For example, the mobile device WWAN modem
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can connect to the network, a service processor 115 can be included on the device processor to
assist monitoring, controlling and billing for services between the WWAN network and end
point devices connected to a Wi-Fi modem. In addition, a service controller 122 or other suitable
network functions can be employed to assist with verifiable service usage monitoring, control
and verification as disclosed in numerous embodiments disclosed throughout herein. In some
embodiments, the Wi-Fi modem can be configured in access point mode or in ad hoc mode to
communicate with other end point devices in the area covered by the mobile device WLAN
modem. In this manner, a service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments described herein.

[00520] Another example embodiment is a notebook or sub-notebook computer with a
WWAN modem and a Wi-Fi, Ethernet, Firewire, Bluetooth, near field or Zigbee modem in
which the notebook processor has a service processor 115 running on the notebook processor and
the service processor 115 is used to assist monitoring, control and billing for services
communicated between the WWAN network and end point devices connected to the notebook or
sub-notebook WLAN, LAN or WPAN. Another example embodiment is a Wi-Fi hot spot with
a service processor 115 capability. Another example embodiment is a WWAN back up modem
in an access network router where the back up modem connection to the WWAN network is used
when the main wired network connection goes down, and a router processor or a WWAN back
up modem processor runs a service processor 115 to assist monitoring, controlling and billing for
services between the WWAN network and the access router (e.g., the service provider may only
wish to enable a connection when the main wired network is down to ensure that the WWAN
modem is not used for everyday access). In this manner, a service processor 115 and a service
controller 122 or other suitable network functions can be employed to enable the verifiable
service usage monitoring, control and verification as disclosed in numerous embodiments

described herein.

[00521] Another example embodiment is a two-way home gateway configured to perform
various functions such as reading power consumption of the home and/or components in the
home, providing WLAN, WPAN or LAN connectivity for such components or to the power

meters/controllers attached to such components, providing a WWAN or WAN connection to a
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network that reads, records, monitors and/or controls the home and/or component power
consumption, and possibly to provide other wide area network services for other devices in the
home such as computers or entertainment electronics in a similar manner to the WWAN, DSL,
cable and fiber gateway embodiments. The WLAN, WPAN connections can be made with one
or more of Wi-Fi, Zigbee, Bluetooth, NFC or any other suitable wireless modem technology, and
any desired wired LAN connections may be made with one or more of Ethernet, USB, Firewire,
data over cable, data over power line or any other suitable wired modem technology. The
WWAN connections can be made with one or more of 2G (e.g. CDMA 1xRT, GPRS), 3G (e.g.
WCDMA UMTS/HSPA/non-MIMO HSPA+, CDMA EVDOrA/B, 802.16d/e WiMax), 4G (e.g.
LTE, MIMO HSPA+, MIMO 802.16m WiMax) or any other suitable modem technologies and
the wired WAN connections may be made with one or more of DSL, Cable, fiber or any other
wired modem technology. A service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments disclosed throughout herein.

[00522] In some embodiments, an intermediate networking device can be used to connect
one end point device to a network and assist in implementing service policies, or an intermediate
networking device can connect multiple end point devices to one or more networks and assist in
implementing service policies. In some embodiments, an intermediate networking device can be
associated with one service profile, one service plan or one service account, or an intermediate
networking device can be associated with multiple service profiles, multiple service plans or
multiple service accounts. In some embodiments, end point devices connected to an
intermediate networking device can have service usage policies implemented in aggregate for all
end point devices, or service policies can be implemented differentially for different end point

devices.

[00523] In some embodiments, an intermediate networking device can have a network
connection associated with a single account and manage QOS between end point devices under
one umbrella service profile or collection of profiles. In some embodiments, an intermediate
networking device can treat all connected end point devices equally from a service sharing or
QOS perspective so that, for example, service usage is based on end point device demand and/or

contention. In some embodiments, an intermediate networking device differentiates service
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QOS between different end point devices based on end point device service demand or service
usage patterns, EDP device type or device group, end point device user or user group, end point
device service account status or service plan status, or end point device application type, and/or

traffic type or service type.

[00524] As discussed herein, the service processor 115 function assisting intermediate
networking device implementation can be included on the intermediate networking device, can
be included in part on the intermediate networking device and one or more end point devices, or

can be implemented mainly or entirely on one or more end point devices.

[00525] In some embodiments, an intermediate networking device can be constructed in
which end point devices connect to the intermediate networking device and gain access services
to a WWAN network through a WWAN/Wi-Fi enabled intermediate networking device that is
supplied with services associated with a single account and service profile. The intermediate
networking device service processor 115 can assist in monitoring, control and billing for WWAN
service usage for all end point devices in the area covered by the intermediate networking device
Wi-Fi link. In some embodiments, end point devices receive service on first come first serve
basis with no differentiation. In some embodiments, end point devices receive fair distribution
of services so that if one end point device is using more significantly more service than the other
end point devices, or is demanding more service than the intermediate networking device service
profile settings provide for a single end point device (e.g., “bandwidth hogging™), then the high
demand end point device is throttled and the other end point devices are not. In some
embodiments, end point devices receive hierarchical distribution of services based on one or
more of service type, device type, user type, and/or account status. In some embodiments, an
intermediate networking device can provide for a large or unlimited number of end point devices
to connect to the network and simply control aggregate service usage parameters for the
intermediate networking device WWAN connection. In some embodiments, the intermediate
networking device limits the number of end point devices that are allowed to connect to the
WWAN network according the end point device count limits programmed in the service
processor 115 service profile settings in the intermediate networking device. In some
embodiments, end point device traffic can be identified by various end point device credential

aspects including, for example, by Wi-Fi ID, MAC ID, IP address, user ID, LAN tag, end point
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device agent credentials, and/or browser token or cookie. In some embodiments, the
intermediate networking device service account can be billed for overall service usage and/or by
number of end point device connections allowed or experienced. In some embodiments, as the
intermediate networking device user or owner signs up for a higher end point device connection
count, one ore more aspects of the service usage policy implementation and/or profile

implementations in the service processor 115 profile settings can be increased.

[00526] The various verification techniques described herein can also be applied to the
intermediate networking device and extended to multiple end point devices. For example,
network based service usage measures for verification can be applied to the intermediate
networking device just as if the intermediate networking device were an end point device. For
example, network based service usage measures (e.g., IPDR information) can be used to perform
network verification checks to ensure that intermediate networking device service usage is within
acceptable ranges based on intermediate networking device policy settings as similarly described
with respect to various device embodiments. In some embodiments, in the event intermediate
networking device service usage is outside the policy limits set for the intermediate networking
device service processor 115, a notification can be sent to the intermediate networking device
main account owner. The main intermediate networking device account owner can also be
required to acknowledge the notification. The notification can also be sent to one or more other
users of the intermediate networking device connection, including possibly all users. Other
actions that can be taken if the network based intermediate networking device service usage
measure does not match the policy limits set on the service processor 115 include notify the user,
notify the user and require acknowledgement, bill the user for service overage, suspend the end
point device, quarantine the end point device, SPAN the end point device, and/or alert network
manager or alert an automated network troubleshooting function. In some embodiments, a
device based usage measure can be verified against a network based service usage measure. It
will now be apparent that the various service processor 115 verification embodiments, service
controller 122 verification embodiments, network verification embodiments, authentication
embodiments, and tamper prevention or detection embodiments, such as those shown in and
described with respect to Figures 22, 23, 26, 27 and 28, can be applied to intermediate

networking device applications and embodiments.
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[00527] In some embodiments, it is desirable to match up individual end point device or
user intermediate networking device service usage with other service usage measures. For
example, the individual end point device service usage measures logged or reported from the end
point devices and/or the intermediate networking device can be aggregated to form a total
intermediate networking device usage measure that is compared to an aggregate intermediate
networking device usage measure logged or reported in the network. In some embodiments, if
these measures do not match, then an error condition results and an action is taken. In some
embodiments, the aggregate intermediate networking device service usage measure is compared
to the aggregate network based service usage measure and as long as these two measures are
within an acceptable tolerance, then the intermediate networking device service usage measures
are trusted and can be used for deeper intermediate networking device and end point device
usage measures for service control and/or billing than may be possible in the network. In such
embodiments, the individual end point device service usage measures gained from the
intermediate networking device or end point device can be used to verify end point device
service usage versus service policy allowances. In some embodiments, end point device service
usage measures are compared with intermediate networking device measures for the same end

point devices.

[00528] In some embodiments, the IPDR records for one or more networks can include
individual end point device service usage information. This is the case for example when the
IPDRs include information broken down by end point device credential, such as IP address or
other end point device credential. In such cases, intermediate networking device embodiments
can be employed in which the individual end point device service usage information measured in
the network can be compared with the service usage policy allowances or limits for the end point
device. Also, in some embodiments, the individual end point device service usage measures
from an end point device service usage monitor and/or an intermediate networking device
service usage monitor can be compared with the network based service usage information to
verify an end point device and/or an intermediate networking device service usage monitor is

operating properly.

[00529] As similarly described with respect to end point device embodiments with no

intermediate networking device between the end point device and the network, in some
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intermediate networking device embodiments, service usage and service usage monitor reports
can be periodically verified by performing a SPAN function on the traffic for an intermediate
networking device. The SPAN traffic can be analyzed in a real-time manner or in a non-real-
time manner in the network and the results can be compared with the intermediate networking

device or end point device service policies or service usage measures.

[00530] The synchronized device notification and acknowledgement embodiments can
also be employed in the case in which one service account is applied to the intermediate
networking device. The service usage counters in the intermediate networking device can be
synchronized or updated with the network based measures and the differences between the two
may be minimized. The service usage notification can be sent to one or more of the end point
devices connected to the intermediate networking device. For example, the notification can be
sent to the intermediate networking device manager or service owner, all end point devices or the

most active end point devices.

[00531] Similarly, user preference feedback can be collected from one or more of the
service users connected to the intermediate networking device. In some embodiments, user
preferences or user service selections or service settings are collected from one user or a subset
of end point devices used by the service subscriber. In some embodiments, more than one
service user can provide preference information or service settings even if there is only one user
account. In some embodiments, there are multiple service subscribers each providing
preferences. In some embodiments, as similarly described with respect to various device
embodiments, user preferences can be used set service control policies that provide the user with
their selected balance of cost and service capability in a manner that meets network neutrality
requirements. Similarly, in some embodiments, the service monitoring and customer resource
management information collected on the intermediate networking device or end point devices
can be filtered according to user privacy preferences to maintain the level of user privacy

selected by the user.

[00532] Adaptive intermediate networking device policy implementation can also be
performed in the intermediate networking device service processor 115 embodiments, as

similarly described with respect to various device embodiments. In some embodiments, the
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service policy implementation for the intermediate networking device can be adapted by the
service processor 115 agents (e.g., policy control agent 1692 working to control the settings in
policy implementation agent 1690, and/or another service processor agent or function) to achieve
a higher level service usage goal. In some embodiments, the usage goals or adaptation can be
based on aggregate end point device usage for the intermediate networking device network
services, and in some embodiments, the higher level usage goals or adaptation can apply to one

or more individual end point devices.

[00533] In some embodiments, even though there is one intermediate networking device
account, there can be multiple options for multi-end point device or multi-user operation in
which the number of end point devices, number of users or service capabilities for some of the
end point devices or users are selectable. These parameters are accommodated by an
intermediate networking device service profile that includes the service capabilities that are to be
delivered to a multitude of end point devices or users. In some cases, some end point devices or
users have a different profile within the intermediate networking device service processor 115
with differentiated capabilities as compared to the intermediate networking device service
processor 115 profile for other end point devices or users. This is the case for some of the
examples provided herein. These multi-end point device or multi-user service profiles in the
intermediate networking device service processor 115 can share services equally or can allow
more capable access services to some end point devices or users than others. In some
embodiments, a service profile implemented by the intermediate networking device service
processor 115 for one end point device or user is different than that in the service profile
implemented by the service processor 115 for another end point device or user (e.g., providing
differentiated service profile implementations by end point devices and/or users). End point
devices can be uniquely identified for purposes involving implementation of different service
profiles in the intermediate networking device service processor 115 agents (e.g., depending on
the embodiment, service monitor agent 1696, policy implementation agent 1690, policy control
agent 1692, application interface agent 1693 and/or other service processor agents or functions)
based on a number of parameters, such as IP address, local area network address (e.g., Wi-Fi
address), MAC address end point device ID, user ID, and/or end point device application layer
tag. This allows for independent service usage monitoring and control for different end point

devices or users.
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[00534] In some embodiments, an intermediate networking device also bridges services to
end point devices or users that have individually managed service profiles, service plans or
service accounts. As discussed herein, individual end point device service policy
implementation and/or service profile implementation can be accomplished by classifying end
point device service usage according to an end point device identifier so that service monitoring,
control assistance and reporting may be differentiated between one or more end point devices.
These end point device identifiers can then be associated with a different service plan or account
in the service processor 115 and/or billing system 123. The end point device or user specific
service usage monitoring, reporting, notification and control assistance can be accomplished by

running one or more profiles for each end point device or each user.

[00535] It will now be apparent that billing can also be implemented with a single account
encompassing service usage for all users or end point devices connected to an intermediate
networking device, or for individual users, end point devices, user groups or end point device
groups connected to an intermediate networking device. As similarly described with respect to
the service profile, this is accomplished by associating service usage events and associated
billing events with an end point device identifier, user identifier, end point device group

identifier, and/or user group identifier.

[00536] In some embodiments, end point devices or users connect to more than one
intermediate networking device with the same service account, service plan or service profile. In
some embodiments, the intermediate networking device requires an authentication sequence for
the end point device or user before allowing connection to the network through the intermediate
networking device. This authentication sequence can involve the end point device
communicating an active account or admission credential with the intermediate networking
device. The intermediate networking device can compare the credential with a local database or
may query a database in the network to admit the end point device to the intermediate
networking device network connection. In either case, provided the user credential or network
authorization process is passed, the service processor 115 service profile settings for the end
point device are applied and service is then established as discussed herein. In these cases, the
verification can be accomplished as described herein. In some embodiments, even if the end

point device does not have a service processor 115, provided that the intermediate networking
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device service policy implementations and/or service profile implementations are verified as
described herein, then the intermediate networking device will accurately assist in control and
reporting of service usage for the different end point devices or users, and the appropriate service

policy controls and/or billing can be maintained.

[00537] In some embodiments, when the end point device attempts connection to the
intermediate networking device, if the user or end point device does not already have an active
account or logon credential that the intermediate networking device recognizes, then the
intermediate networking device can offer the end point device or user a service sign up
experience. This experience can be implemented in a number of ways, including a website,
WAP site, portal, download of agent software, and other methods. For example, an automated
recognition of new devices can redirect unauthorized end point devices to browse into a website,
WARP site, or portal site located on the intermediate networking device or in the network. If the
site is located on the intermediate networking device, it can be cached and refreshed at a time of
day when the network is not overly busy. Once on the site, the user or end point device selects
the plan choice they desire, inputs account information and, in some embodiments, downloads
device agent software to aid in network service policy implementation and/or profile
implementation with the intermediate networking device. Once the user signs up, the
information is logged into the network data base, the service account is established and the
intermediate networking device service profile for that user or end point device is activated and

the user can begin using the service.

[00538] In some embodiments, a website, WAP site, or portal site located in the
intermediate networking device can be used to provide the end point device user with a service
usage monitor interface and a service purchase interface for cases in which the end point device
does not posses any special software to allow it to display a more specialized service usage
monitor function for information received from the intermediate networking device or network
service usage counters. The service usage monitor for the intermediate networking device can be
synchronized, as similarly described with respect to various device embodiments. In some
embodiments, the service usage notification system can also display cost data from a usage to
cost look-up function. In some embodiments, the service usage notification system can display

projected service usage or projected cost, as similarly described with respect to various device
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embodiments. The service usage monitor to drive these service notification embodiments can be
located on one or more of the end point device, the intermediate networking device or the

network.

[00539] In some embodiments, if multiple accounts are serviced by one or more
intermediate networking devices, verification can be performed on the service controls for the
end point device or user service usage. As will now be apparent, just as with the intermediate
networking device, the end point device or user service usage comparison with usage policy
settings can be verified in the ways described herein. If the usage is found to be out of policy,
then any of the out of policy actions described herein can be performed, including, for example,
notify the end user, notify and require acknowledgement, bill for overage, suspend, quarantine,
SPAN, and/or flag to network manager or network error handling function. For example, the
verification methods shown in and described with respect to Figures 22, 23, 26, 27 and 28 can be
applied for the embodiments where intermediate networking devices have multiple account,
multiple service plan, multiple service profile, multiple end point device, and/or multiple user

capabilities.

[00540] It will be apparent that the various embodiments described herein for automated
provisioning and activation also can similarly be applied to the intermediate networking device
embodiments. It will also be apparent that the various virtual service provider embodiments can

similarly be applied to the intermediate networking device embodiments.

[00541] Ambient services can be employed on the intermediate networking device and the
ambient services can thus be provided to the end point devices. It will be apparent that the
ambient service profile embodiments disclosed herein can similarly be applied to the
intermediate networking device, and then the intermediate networking device can supply those
ambient services to end point devices connected to the intermediate networking device. It will
also be apparent that the intermediate networking device can provide an ambient service profile
as described herein to end point devices or users that have not yet signed up for service, while
providing other paid for service profiles to end point devices or users that have signed up for

service.
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[00542] Bill by account embodiments can similarly be applied to the intermediate
networking device embodiments. For example, bill by account can be used in embodiments in
which all end point devices or users are connected to the intermediate networking device under
one account, or to embodiments in which some end point devices or users are accounted for
separately with different service accounts, service plans or service profiles. In either case, it will
be apparent that using one or more of the end point device or user identification credential
aspects discussed herein can be used in a bill by account profile to account for any end point
device or service activity. In such embodiments, billing event reports for those activities that
include the end point device or user identifiers can also be provided for billing mediation and
reconciliation down to the individual end point device or user level. For example, this allows for

very deep service monitoring and billing capabilities with intermediate networking devices.

[00543] The intermediate networking device embodiments described above also have uses
in machine to machine applications. It will be apparent that if the end point device includes the
correct credentials to gain access to an existing account, or to allow an automated provisioning
and activation account to be established, then the end point device can be connected to the
network through the intermediate networking device without human intervention. Furthermore,
the service profile that is established with the end point device for machine to machine
communications can be set up to provide the access required to support the machine to machine
application allowing for low cost access services and preventing the end point device from being
misused for some service other than that intended. For example, the verification techniques and

embodiments disclosed herein can similarly be applied to such machine to machine applications.

[00544] It will be apparent that the identifiers discussed above for bill by account
mediation with accounting down to the individual end point device or user level can be
combined with a billing mediation server in the network that accepts intermediate networking
device billing events with end point device identification or user identification indexed billing,
performs the necessary bill by account mediation functions, formats the billing events into the
format used by the billing system, and transmits the mediated billing information to the billing

system 123.
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[00545] In some embodiments, the intermediate networking device service processor 115
functionality can be split. The division ranges from some or all of the service processor 115 on

the device to some or all of the service processor 115 on the intermediate networking device.

[00546] In some embodiments, all of the service processor 115 is on the intermediate
networking device. The end point device does not participate in service processor 115 functions
and has no service processor 115 interface software. In some embodiments, the end point
device has small subset of service processor 115 capabilities, including, for example, a service
notification Ul or a logon client with credentials. In some embodiments, service monitoring is
implemented on the end point device or on both the end point device and in the intermediate
networking device. In some embodiments, the end point device has additional service processor
115 capabilities including, for example, application layer tagging that associates application
layer activity with service processor 115 service monitoring or service policy implementation
and/or service profile implementation information. This can be accomplished by a range of
techniques, for example, transmitting the application tagging information disclosed elsewhere to
the intermediate networking device service processor 115 so that the policy implementation may
be accomplished with knowledge of the application layer information. Another example
involves assigning IP addresses in the intermediate networking device networking stack to the
end point devices so that different types of end point device traffic can be routed into service
processor 115 traffic shaping queues, ecach queue having a policy profile implementation engine,
and application layer tagging information or similar traffic indentifying information is used to
determine which policy implementation engine the traffic should be routed to in order to
accomplish the desired traffic shaping for the traffic type, application type, service type, and/or
content type. In some embodiments, the traffic control policy is implemented on the end point
device either with an application layer traffic controller, or by implementing more of the service
processor 115 functionality, as similarly described with respect to various device embodiments.
In the end point device service functionality example, most or all of the service processor 115
functionality is implemented on the end point device and the intermediate networking device
functionality can be reduced to a bridging, forwarding or routing function between the end point
devices and the network that performs little or no service control, monitoring and/or billing
functions. For example, the service usage monitoring agents can also be provided on the end

point device to aid in verification.
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[00547] In embodiments in which the end point device requires agent software, the
software can be loaded at time of manufacture or during distribution, loaded later, and/or made
available for download through the intermediate networking device. In the case in which the end
point device agent SW is downloaded through the end point device, there can be locally cached
copies of the SW for one or more OS variants stored in a cache on the intermediate networking
device, with the cache being updated over the network at convenient or conducive times, or the
software can be downloaded live over the network when it is needed by the end point device.
Logging the service usage to download this software is another example in which bill by account
functionality can be used to track network traffic that may not be desirable to bill to an end point
device owner or user, and bill by account functionality can be used to log and mediate such

usage out of the user or end point device owner’s bill.

[00548] Any end point device agent software required to connect to the intermediate
networking device can also be implemented as a service processor 115 developer’s kit as
described herein and distributed to aid manufacturers, service provider and virtual service

providers in bringing new devices onto networks with intermediate networking device capability.

[00549] In the case of a femto cell intermediate networking device, in some embodiments,
it is desirable to facilitate handover from the WWAN network to the femto cell. In some
embodiments, this provided in the intermediate networking device service processor 115 in a
variety of ways. In some embodiments, the voice and data traffic is routed through a VPN tunnel
controlled by the service processor 115 and connected to a network element, such as the
transport gateway or another specified traffic concentration destination for the femto cell. In
some embodiments, the voice traffic, the data traffic or both can be routed in secure or open
Internet channels to different destinations, or the data can be routed directly to the Internet
destination specified by the packets. In some embodiments, the femto cell intermediate
networking device controls the femto cell frequencies or local frequency channel strength
surveys over the intermediate networking device control channel.  In some embodiments, the
service processor 115 has a VPN connection to a network base station hand off controller to
assist in handoff to and from the WWAN network and/or has the capability to instruct the end
point device and the base station handoff controller. In some embodiment, whenever an end

point device authenticated for femto cell access is within range of the femto cell, the service
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provider desires to set up a service processor 115 profile to get the end point device to connect to
the femto cell even if it has a strong signal with one or more WWAN base stations so that the
WWAN traffic may be offloaded. In some embodiments, the service processor 115 can form a
secure control plane link with network AAA functions to manage authorization and admission of
end point devices the femto cell has not yet admitted, or the network policies can require re-
authorization every time an end point device attempts access. Once an end point device is
connected to the femto cell intermediate networking device, the verifiable traffic monitoring,
control and billing functions described herein can be applied to various application
embodiments. For example, the intermediate networking device service policy verification
techniques disclosed herein, as similarly described with respect to various device embodiments,

can similarly be applied to the femto cell intermediate networking device embodiments.

[00550] In some embodiments, the service provider desires to keep the number of end
point devices or users that access an intermediate networking device below a certain count
specified in the service processor 115 profile. In some embodiments, this is accomplished by
controlling the number of IP addresses allowed onto the intermediate networking device local
area side connection. In some embodiments, this is facilitated by observing the end point device
identification parameters available in the end point device traffic. In some embodiments, this is
facilitated by observing the traffic patterns to determine the likely number of devices connecting
to the network. For example, traffic demand patterns can be examined to determine how many
users are likely to be demanding access at one time. Although the foregoing embodiments have
been described in some detail for purposes of clarity of understanding, the invention is not
limited to the details provided. There are many alternative ways of implementing the invention.

The disclosed embodiments are illustrative and not restrictive.
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DEVICE ASSISTED SERVICES ACTIVITY MAP

ABSTRACT OF THE DISCLOSURE

[00551] Various embodiments are disclosed for providing a device assisted services
(DAS) activity map. In some embodiments, DAS techniques for providing an activity map for
classifying or categorizing service usage activities to associate various monitored activities (e.g.,
by URL, by network domain, by website, by network traffic type, by application or application

type, and/or any other service usage activity categorization/classification) with associated 1P

addresses are provided.

Attorney Docket No. RALEP028+ 242 PATENT

Page 248 of 359



1/106

JEINEIS
uoneAoy

091/

Soul peses]
pajealpaq

8z1L-

Jajjonuo)
90IAI9g
19PIAOIg
lenue)

zzL -

woyshs
Bujig jesued

ezl

woysAg
Juswabeuepy
JUBjU0Y

ocL-

8Ll

abesn
=TVl

YomleN
2100
JBpIACId
fenuen

uonels
sseq 9¢

T

zeL "

JETTEY)
SSajlIM
O|IGOIN

vzl 0cl
Joussu| .
z4)
oLl uonels
9seg of
I ¢l - /
8)IS Jauped aJig Jeulled
uoloesuel] | e e e | UOIOBSURI|
sy usdp Weuo) uadp
~tel el
JOAIBS YYY
YIOMION
$5800Y 121
dOHQ/SNG
-9zl

SLL uoneis
SIGON (001

Page 249 of 359



2/106

1oMBS VY'Y dOHU/SNA 1o1UBY) IO
ONAN ONAWN ONAW
A T1 C
woisAg JETNEIS
Buig UONBAIOY
ezt-1 onn ™.
sour] pases ONAW JIOMON ONAW 09l
psjesipaQ Emwwxﬁm 2100 \x\
Juswabeuepy ONAIN Lw%\mmwo 7
QzL - 0€L -] weon o INzeLr
J9]j01U0) ONAN m”” uonelg
90IAI9S IENNES N oseg o¢
Jopinoid UOLBANOY vl (AT
fenuan 19pIAOI olz
2zl 4109 =N 0zt
091 =X
wayshg =, .
Buing jenusd =X s -
YIOM}BN N -
ez 2100 veL
JOpIAOId A /
Emw\nw IEAE99 R | uoneis
swabeueyy =X !
Jusu0) oLl ) |osed OF
TAR
oeL-/
abesp 1BMBS YYY AR
80IMD HIOMIBN
8Ll oS $5800Y 121
el ~ lIS Joued 9)Ig Joulied
JENIER) co_ﬁmmcm_% ) cozommcm%
sSojRJIAL dOHA/SNG oz Jsjuon uadp sjuon uedp
— vl re

¢ ‘Old

SLE uopeis
SIGON 00}

F =

Page 250 of 359



abesn 1aneg Yy

dOHA/SNA 18jus SIqoi

80lnieg gLl Wdd N\opzy | Wd0 NozL | W40 [\zgl
#do I ] ]
1BAIS
walshs uoneAROY
] uliig NIOMIBN Z# J8pinoid N
SoUlT pesesT] ech # dO A 0109 \ [e1uan) 091
pajesipaq TG ,Nm Mo =
yuswabeue | { jepinoiy IV Y
gzl 0gL -1 Mweoy [eua) 4 %wwen_ ~N\-zZZl /
J9jjonuo) ¢ d9 iake) m”” uone)s
S0IAIS =N ose
P ol V2L gLy |PSREOE
eIUS pases] YA
S peieaped | 01 N\ ke - \
—h S
o 82| R N
©w N
P wajsAs .
= buiing =N . I
05| [BIUSD 1# dD HOMION =X
2l0D Y p
ezl (14 dO) ek
. g_mn_ﬁ » oLl 174" /
wajshs ! ¥4
Juswiabeuepy |enuen IENES m”” mwm_wmng
B0 L# dD uoljeoy =3 a9
|# 19piroid AVA
ocL - |equa) |
jeneS VY | 09
YOMIBN AN
8Ll $$900Y  \_17}
el ~ 49 alIS Jouped alIg Jouned
JENIER) co;ommcﬁ% ) cozommcmw
SSOJJIM &QT#DMWOZD N U0 usap jusjuon uadp
. ozl
IGO0 1# dO _/vm,w ,/vmr

€ "Old

SLL voneis
aIqoN 00}

SLE uopeis

9lloN _~001

W

Page 251 of 359



uolels
aseg
SddO

/VdSH

1OMBS YV || dOHA/SNA | peius) SliqoN 1M WYY | | dOHA/SNG| Helus) SlIqo
L ONAIN || 1# ONAW L2 ONAWN Z# ONAW || 2# ONAWN || 2# ONAIN
\\ i I | ] r l\ [ 1} 1 _r
bcl A4 cel vwwww ozl A"
19]j01U0D joneg | ) 18]j0au0)
RINE UONBANDY 30IAI8S
zzL | -2zl
L# ONAW JIoMBN L ONAIN SIOMBN C# ONAN
0100 ETNES 2109
woeishs wolshg
gupg || H#ONAN || uoienoy ||z ONA e
1# ONAI B1UoT 24 ONAW
meﬁ ezl e % €21
Joueg 0i¢ 0Le
uonoesuel | 0
Jua)uoD) 0
uedQ UoIaBULnY
g Aty
= . Haon ™ |[ 800 ]| HomeN | Ty || omen
<f| @IS 1ODINOLY H NS9O HuodsueifH NSog H sseody
BUlEd Voz) enuen | 9UDEIDY| 55999V |oz/og/oy|| OPey
uolesuel |
ooy Veb \-ozv 0Ly
U0 lojueD
usdo QNeg |
~ 18pIAOIg
vel [eAua)
zzL- oLl
weishs
Buing
[eus9 wialshg 1eN8S YYY 157
4 ustuafeue SHOMISN
ecl : I ve! W §8920Y - Lel
ogtL - IEICR)
SSORMIM dOHA/SNG
zeL-"| 9|10 gz

UonEIS
eseg

YdSH
/311

)

¥ "Old

Skl yopers
SN 001

-~

St yoperg
3N 01

Page 252 of 359



18ABS YV || dOHO/SNG | #elus] aliqoN 1oMIBS VYV ||dOHA/SNA | [1elusd) S{iGON G 'Old
L# ONAIN || LEONAW || 1# ONAIN CHONAIN || ¢# ONAW || Z# ONAIN
1\ 1 71 i / .\\ [ 1 I _K
Ll YA el vmwwr <ozi 4SS
19]j05jU0Y joneg | 18jjoauo)
80IAIeg LONBAIDY 801N
22l 1 ONAN 1# ONAW Z# ONAN | 221
YIOMIBN HIOMIBN
210D JETNE 2109
weishs | 4w onaw | | uonenmoy | | z# oNAW wass
Buing 18PINOI] Bung
Lt ONAIN mm.:“cmO mNm ¢ ONAIN \.x\ oq //
oUlEy 174 FETR) cwmwmw o@_go_\,_ 00l
uonoesuel | 0 YOMISN
HCQHCOO m O O_Umm ._..—.mx_\
usdo UoII3BUTC) NSy \[f00A3
@ b NAA/T] VN
o . Qjeusslly AN
= . fwﬁ%z 3poN ]| somieN MOMBN ,m/N ’
i S sopinoig || omes uodsuel} sseooy | °
lsued /a7y oo 1 eleq [1 sseooy oipey : S N
lenon | [Fm Y2 S [ Lieee 505
o | | oS L 028 3¢ St uoners
el lenusy G1G TR eS| | SN 00
NN —‘ -\ 19)0ed ased \\\\/ e
woyshsg oLl osd w%w_m
Bug \-80G \
[e4uay weishs JONBS YYY \ /
A4 Juawefeuepy SHOMIBN 74!
JUBIUOY $$800Y 121 Jonag <
0cL -/ ISTER) YWYNRE N\ zZg
SEEETY dOHA/SNG
Z€L-"| ouqop -9z

Page 253 of 359



3d0 $s900Y
-1

1BAIBS WYY || dOHA/SNA [ 8iua)) SlIqON 1BAIBS YV || dOHA/SNG | [4#81us] SlI0N
LEONAW || 1# ONAIN L# ONAN ZH# ONAWN || ¢# ONAIN 11 ¢ ONAIN
.\ i Il | ] / \. L i 1 _/(
L2l A4 el _‘Nwwr oz el
19jj0u0) jonag | i8jjosuon
SINEN UoIBANOY 0IAI8S
2" 15 N 1# ONAIN 24 ONNN | 221
HIOMIBN HIOM}SN
oSS 2100 ETNES 107D woshS ezl
Gupg || F#ONAN | | Loemioy || 2 ONA e L
L# ONAIN 1U8) 2# ONAW
vagw \ez) 091~ \
Joueg 0L 0Le
LoNoBSURI | 0
M) 0
usdp (VellhEVy)
e} . %MWB&MJ
S . yiongay | U <zZ19
= 510 Mo | [ HOMRN HIOMION
<] oIS 1aoinois H L luodsuel| $$800Y
lsujied 0Z1 mw.c 5 d v §$800Y olpey
uonoesue) | vzl [ejuad C
UBIU0Y IEve] 0c9
uado Qomes |~ (LLdX)
pEL o % 00A3)
[eue)d oLl il
zeL- 19y08d
weysAs GL9 938
builig <509
[efjusd wolshg abesq 1oAIBS VYY
A4 JusweBeuepy 90IABS HOMISN - N G09
I oy §Sa00y L2l 1OMBS I
ogL - IR -
SSB{BIIM dOHC/SNA 6lL9
zeL-"] “aiom P Nzt

uonelS
aseg
OdAZ

NdSH

N

g2l

TOTETS
aseg
gapoNe

17

)

1)

SH yoperg

SN 001

L vogeis
I9ON 001

Page 254 of 359



18RS VYV || dOHA/SNA | eiusd SjiqoiN 1BMBS WYY || dOHQ/SNA| [1euse]) 8liqoly
L# ONAIN || L# ONAW || L# ONAN C# ONAW || ¢# ONAW || # ONAIN
u\\ [ i1 1 r u\ [ 1} ] _/f
LcL A4 el _‘N%@_\ ozl cel
I8jjonuo) londg | 19}j0]u0D
ERIIVELS UONBANOY 90IMIBS
zzL -] -2zl
L# ONAWN JIOMON L# ONAN JIOMBN Z# ONAN
2109 JEINE]S 3107
woyshg Wwio)shg
Buig L# ONAIN Jw_%\wﬁ,q C# ONAW Bl
L# ONAW [eAuay C# ONAW
vel~N T ezy 091 - gzl
S 0Lc 0L¢
Jauped 19]|0JU0D
UONOBSUBI | G0 90INBS
JUBJUOD &==0 I4-1M
uedo uonJBulon C
© = mw_mw\mﬁx 4%
(=) .
= . KOV | [Remereo] | womon SOMIBN
M~ S 1901 zw Ll si0n Huodsues) $$800Y
Jaujed 0Z1 %.: 5 d XepIM | | SSe00y opey
uoioesues | vzl [ejued .
JUBJU0YD 19]j04u0D 0c¢.
uado L
per J3PIACId 18jjosuo)
[enuan 0Ll 80IAIBS
- zzL- XEIIM
wiolsAg GLL .
buling 802
[equsy weishs 1BM8S VYV
A4 Juswebeuepy HOMIBN i~ S0.
JUSIU0Y §S300y Lcl JONOS NN
e ISICR) -
SSofRIM dOHA/SNA 619
zeL-"| “aiqon -9zl

uonerg
aseg
XENIM

uolels
aseg
XENIM

)

\ G621

¢0L
ysapy Jo
SdV 14 1M

Shb yopeig

SION Q01

SH yopers

SIGON 001

Page 255 of 359



8/106

vel

8 'OId |enves vy dOHA/SNG 19)U80) SfIqop
ONAW ONAW ONAN | 471
A TP P\.z¢el
:%Mﬁm JETYEIS
uijig UOHEAROY
ezZL-"] N\-091
ONAW JIOMBN ONAW
woshs 9100
owsbeuepy || ONAW Emm%mf%o
Jon9g B0 INBS N7zl
UoIeAY ONAIN ONAW
18pIN0Id
lenua) ~0€l
09}~ 0L
Jafjojuo) m,”
90IAIRS vzl - ER
18pinoid = 0zl
feued 1£A"
A4 YIOMBN
2109
wajshg lapiacid lsuleu|
Buig |eaua) [eued
\o b
ezl Vel
weishg \
Juswabeuepy SlIS Jauled 9)Ig Jeulied
JUBILOY) uoioesuel] | e & o | UONOESURIL
Jusjuon usdp Jusjuo) usdp
0eL u L SvEl
IEER) abesn J8MIBS YV
SSOIRUIM 80IMBS HOMIBN dOHQ/SNA
9JIqo0N : $$800Y
zeL- wil 1zL- oz -/

Gl

SO0INSS
ssauisng

Wy1Sa
STAE
pu3 pesH
SI1S00d
GzL-
GLlL
vzl [/
m\
N | uoueis
=N oseg o¢

uonels
aseg O

T4

SO0IAIBS
[enuepisey

001

(« X

uonels
BI90N 00}

W

Page 256 of 359



9/106

6 'Old

S80IAS(]
O/ 1_2Ul0

Wapon
joulaylg Y

WSPO
jo0ienid I4IM

WapOoN

LWBPON
asn

WaPOW
NYMM

WoapOon
auIT &JIA

@rmwm

@rmvm @/wvm @/@vm @/3&

@fmg

@/9&

2INJONAIS SNg SUORBOIUNWIWOYD (jeulalxy Jo) [euiaiuj

I

I

Jossaooid-gng

\-Ge6
J0SS820.1d

Aowa 10ss800.1d MMM M_L_\Mm_
soiydels solydeln 1080
\-0G6 -8¢6 \.086 026

\-0¢6

!
e
Page 257 of 359



10/106

0l "Old

s901A8(
oNnB_Yyo

WSPO
Jjoussyl3

WBPON
yioolenig I41IA

WSPON

LWSPON
asn

WSPON
NYMM

WapOon
auIT S

@rmmm

@/@& @rﬁm @/@vm @fﬁ@

@f Zv6

@rovm

2IN10NUIS SN SUONBOIUNWWOY (Jeulalxy Jo) [eusaiu|

I

I

I

Jossaooid-gng

I

\-GE6
10SS9820.1d

seoINS(
Aows 10SS820.d :
soiydelis) soiydeis mww_mwc_ Riows|\
\-0G6 \-8€6 \-086

AIOWBIN
9[}e|OA UON

Page 258 of 359



11/106

Ll "Old

$801A8(]
O/l 1BYlo

WSPON
Joussylg

WBPOWN WSpPOW
yioojenig IHIM

WBPO
asn

@/mwm

Rl N

WSPON
aur alip

@fovm

2INJONAIS SNg suoiedIuNWWOo (jeula)xy o) jeulaly

I

I

I

L ™1

Jossaooid-gng

I

\.GE6
10SS820.4d

$921A8(]

Aowa 10SS820.d :

soydelrs sojydels mugmmmws Aiowapy
\-056 \-8¢6 \-086 \-026

AIOWBIN
ajl1ej0/\ UON

\-0¢6

Page 259 of 359



12/106

¢l "Old

$321A8(] WIspo Wapow WISpoOW WaPOW WISpo WapoOn
O/l 183410 Jeulsyg | |ylooleng 141 asn NVMM auIT adipy
4r\-G86 -616 \-816 \-9v6 P16 ar\-2v6 4™\-076
GLidL Jb JL
3IN1ONNS SNG SUOHEJIUNWIWOY (jeulaix3 10) jeulsiu]
AN MH @ @ fcwm Z N AN
Nz N2 N2
530109 lossaooid-gng
Aowspy 10ss920.d 55BLISIU A T Aowsy
soiydess solydels h%wzy _ OWS LowwmoomMm 9|10/ UON
\-0G6 \-Q€6 \-086 \-0Z6 \_0¢6 016

!
e
Page 260 of 359



€l '9Old

ASTeIRIETIY
[eulsixy

o @ ST
s90I1N0( WBPOW Wapo WIBPOW Wapoy WSPOW WapoN
O/1 18410 JBuiByig | jyioolenid IH4IM asn NVMM Ui alipA

= ermwm @/9& @fﬁm @r@g @fﬁ& @rmvm @rovm
o)
h !

2INONJIS SNG SUOIBOIUNWILLOYD (JeUISIXT 10) |eussiuj

L r ¥ ¥ I

| so01n0Q] 108$8004d-gng

| Aiowa 108$900.d . Aiows |

| sowdeip solydess s Aowan tosseosf8 | [ smeion uon

\-056 \-8¢c6 \-086 \-0z6 \0¢6 016

. i
\0LEl josdiyd 00S % ool

Page 261 of 359



¥l "Old

Alowa
[eussixy

] @ SO
S92IA8(] LWBPON Wapon WBPOWN WapoW WIBPOoW Wapon
O/1 BUI0 puisyly | [Yyioolenig I4IM asn NYMM Ul SIIM

@/mwm @/9& @/wvm @/@vm @fﬁ& @/ﬁ& @r@_&

24N1ONJIS SNg SUONBOIUNWIWOD (Jeulalxd Jo) [euisiu]

I T T Lo 1

S20INOQ Josseooid-gng
Aowa 10SS3800.1d : T AIowsp
soydels solydels s Aiowsy Josssoont | | 21EIOA UON
\-056 \-8¢6 og6
............................................................... 1 S i1 2 S
\oLEL

Page 262 of 359



15/106

V&l "Old

201na(] obpug

148414 O} 14-IM
0551 ajelpawIs)U|

a0i1ne(q obpug

8|ge)d O} I4-IM
a)eIpauLIaiu|

a0IAa(] 2bpug

DY/OE O} 14-IM
alelpswlalu|

108880014

\0¥SL 0861/

90IMBG

a0ina(] obpug

15d O} 14-IM
alelpawlolu|

0cal

Ghb P /owm&:ﬂoaﬂw m Olsl
A SNg SUOIIEJIUNWIWIOY) [euIsIXT;

10 [BUIS}U| JO) UOISUSIXT I4-IAA
$82IA8(] WSPO LWBPO WBPOIA WaPO WSPO Wapon
O/t 18410 JpuisByla | |ylooenig IH4IA gsn NVYMM BuIT BJIA

41\-686 Mﬁ@& @rwg @/@vm @r 16 a\-Z¥6 4T\-076
<7 7 7
2INJONAS SNG SUOHEOIUNWWOY (jeulaixg Jo) [eulalu]
AN NIYSY- AN aN
Nz 2 <z
so0neQ Jossanoid-gng
Aowspy 108s$8201d aoeLall T Aowsiy
solydelo soiydess EUMDF _ Aiowsy Lowwmoomm_m SINEIOA UON
\-056 \-8¢6 \-086 \-026

Page 263 of 359



Intermediate
Wi-Fi to
WWAN Bridge
Device

1530~

16/106

Wi-Fi Extension for
Internal or External
Communications
Bus Structure

Wi-Fi Modem

Packet Forwarding

WWAN 3G/4G
Modem

1510\‘

Intermediate
Wi-Fi to
WWAN Bridge
Device

Wi-Fi Extension for
Internal or External
Communications
Bus Structure

1530-"]

Wi-Fi Modem

N
/
-

Service Processor
Enabled Router

WWAN 3G/4G
Modem

WWAN Access
Network Link

FIG. 15B-1

Wi-Fi Extension for
Internal or External
Communications
Bus Structure

Intermediate
Wi-Fi to
Docsis

Bridge Device

1540~

Wi-Fi Modem | J

<

T
Service Processor |
Enabled Router

Page 264 of 359

WWAN Access
Network Link

FIG. 15B-2

Wi-Fi Extension for
Internal or External
Communications
Bus Structure

Intermediate

Wi-Fi Modem

s

<

/o \

~
Service Processor
Enabled Router

Wi-Fi to
Cable/Docsis DSL DSL Access
Modem Bridge Device Modem
1520~
Cable/Docsis DSL
Access Network Access Network
Link Link
FIG. 15B-3 FIG. 15B-4



17/106

Ethernet Extension for
Internal or External
Communications

Bus Structure

Ethernet

- S Processor
Service Processor ™\

Enabled Router

WWAN 3G/4G M-TI, FR, Fiber,
Modem Etc.

W\rxljvélmoéf ?_?ﬁlf WAN Wire Line Connection

FIG. 15C

Page 265 of 359



18/106

Uled UOeDIUNWIOY) aue|d diljel ] d0IAIag

9l 'Old

Yleg UONEOIUNWLIOY BUB|d [OJUCD) 80IAISS = -+
AosIH
QMBS MerEs vy Bulng
Bnss  N\.zggl %oned |1 yiomap [eAua)) G091l
jusa Buig [ $5800Y . Z091 7091
M 8191 LZOL 6191 /
_mwmmomz_mmwmoo i GGl 0691 €691 ”
- \/ 90107
S -099) /m>>9_ E/mm< comfwom o m
NG “ mr_:onom _uoneusweduwy ! co,mmom_ ﬁmm _ 1 uoeayddy dj
FeLees N 0v9L o —— |l
™N-8591 59691 A 2691 * uoneoliddy do 1
Janeg siskjeuy ./L_:@mw L / AY /
OlBLL HOMON | 10} o weby i ueby i
T@! Joulslyy Kseooy [H2Aa Wepon : Hojuopy soinieg] ¢ | jonuod Aoljod | SOBHONIIIOSN N /691
1on08 Aubajuy| | i m 'y | I 19591
104U0D $5309Y NI_y,cq m m m m | ! m sng
“.V |4|||I*||”M“H“H“““FH“H&““““&“\:O;MQEDEEOO
ENES “ S===g== iy A ey
Juswoebeuepy -1 T | i
food  NLzgol 0 ¥ v
! AU 8diAe( sby Aubajy)
aomﬂa%ow_amw S A G 2 *lionuog soimies Waby buliig |04]U07) SS800Y
———1"}059} FU69L G609l <69l ™~gil
AU BB | yur jo3u0Q ! 18PEOJUMO(]
A ] P 90IAIBG Tt ™ soIneg ~\.cggl 105533014 0IAISS
\-8£9lL 80IA8 .
insQ
au) Aq posseooy \-001 221A2( Jo weibeiq jeuonound jeuselu
J3j|OUO] SIIAIBG $BOIABG Jaulau|

\zzZlL

Giot

Page 266 of 359



ied UONBOIUNWILIOY) BUBjd Olijel] 90IMSS =

Uied UONBOIUNWWIOY) BUB|d [OUOD) BOIAIBS = -<----+ M%M_.w_ AN E|
e FEIL) sameq N\-gl91
Bui
Bnes  N\.zgg| SIOMAN e b&wmo G091l
a3z Buig [ vzl Z091 7091
JBAISG [OIU0D 619} /
peojumog |- Qg9 0691 €691 prV—
QIS N[ 0991 \ /mw \ .*... .
" Jueby o
Janeg _ = ﬁ%%hm L uonejuswsjdu lucwmo,mmwwmﬂwc_ — uoneoiddy di
s8] epeg [ fajod L .W
™-8591 0v9) T'3691 T 2697 & |uoneoyddy do)
ionieg siskeuy] N-9G91 N PN m .
olel | uomeN | ! 5 m 5 !
[T i MIOMBN ! usly _ Jusaby _
o T $5900y (] 1ontq wepon | Lioyuopy eoimieg| | | joguog Aatjod | SOBHBIIISSN IN_ /691
= 1aneg Abejuy| | y m I ! I m I
(2] 104U00 85209V N_pcq| ! m m ! m | m
= v __¥___¥___v___y__y/ 0e9
1oMES =TEERETEEEES 7 A 'y sng
Juswabeuely |- I m m UONEIIUNWWIO?)
fonod \.Z5o| il A v Jusby
; Wi 201A8Q Jueby Aubsiuj
laneg [ [ Ny S R — ] sby buijjg
0zZ1 RiojsiH 8oineg [~ m |04U0T BJINIBS |0U0T) SSO00Y
-osou | N Fl69l 69l 169l w_
uryenes | | ui/ | 1apROJUMO(] alde
8dInaQ jojuop eoiniesg | S N L e >
oy Aq < €GOl MBS I™\-£991 108592044 991AI9G
pessacoy || \-gc9l AU j0u0Y .
$O0INIBS 90INIBS 001 821A8Q Bpisuj
Joulay| Jajjonuoy 9%1AI9g

Glol 2zl

Page 267 of 359



20/106

YlEd UONBOIUNWILIOY BUE|d Olijel] S0IAISS

8l "Old

Yied UONEJIUNUILOY) BUE|d |OUOY SJIARS = =----+ ¢lL8l ei8l 14512 Gig8l 1E8L
J ) J ) J
\ ToNIq ETe) =Tl oNIG TG
o N 8191 WapOI Wapopy Wopop Wapopy Wapopy
oA m%____m - -C99lL Buiiig NYAM NY M NYdm | |leweyd | |1sared
_ | Tosp] B4R _ _ 1| [ : |
1BAI8S 010D | | 20IMOS | TN VY 1007 9 G09l
peojumoq |- B — » UORORS L ¢091 091
QMO NI 0991 ! Wapop Li8L / /
pyvean geter! [~ 069} €691 ”
sejelpg [ Y | 5 Z A ._u v 20
™\-8G9] | emeny Juoby uoby coepiaju e
JonIag 9w>_mc</_:©m© L | weeonw :o_wmw%%% e uoneoyddy 1 ooty dl
ayfes | yiomeN| | @H | Y9691 . c69lL 4 rg@_a% doL
N ] Y A m /.
fonies fuba| | Jabeuepy | Jueby “ Jueby “
_ oM “ ! !
[0BUOD SSONVVIN. 691 HoroioN uoposuuo) |1 lioyuopy omag| | | jonue) Kiod | | SORMRIIISSN N /691
EVER _ m ! m
Juswabeuey | -1 \ » m » m » ! » 0e9l
foijod /__INmQ—‘ ._Vow—\nﬁn””H””HM”“”N”””#””“‘”””MV\
I T H \ sng
1oMeg _ i ! m UONEDILUNWILIOY)
AIOJSIH @01A183 Ar I ¥ ¥ juaby
~0G91 QU 81A8Q weby Aubay
wenes | L | INA TN T *loquon somiag| | 10V BUIE | 1101 ssaooy
onuoD sameg |
MO0 SO oo FC69L GeoL  <p69F ™Gl
\-8€9| >mo_>om L _| 1epeaumog
S 955200 01D
181j0AIL0 ) 33IAISS wam?mwm _mck_mw_%_. S /@@@ L J0SSad0Ig 90IAISS
N7 GLOL 001 a01AaQ apIsul

Page 268 of 359



21/106

Uled UOeDIUNWIWIOY) aue|d diljel | 90IAIag

UlEd UONEDIUNWLIOY) BUB|d [OJUOY) BOIAIOS = - 61 'Oid
6191
8191 A
Buing 509}
T lenuag Z091 091
J0)SIH
a0Ineg | JOAIBS WYY /
8o1neQ xm_w%o%w_ “u ddy 80107
1291 Jusby :
uonejuswa|duw - uoneoyddy 4
Raiod :
bZL oanr o691 “uoneayddy 40 L
- | Jonug wepopy
1enieg Aubeyuy| !
loAuog sseooy [ 1 HOMIBN A 0c9l e
//.V@@W m HGHHH”:HHHH“HHW““”HH“ llll .II\Hco_Mmo_CDEEOO
m r usby
" il
; MU 891A8Q
m ,,,,,,,,,,,,,,,,,,,,, Pljonuon 201A8g
! 1691 /m LY
qurpseneg |
oauog someg [
10853204 92IA1R8
\-8€91 soneq <
au) Aq pessaooy 001 301A3Q SpIsu|
J3}|OUO] SIIAIBG $BOIABG Jaulau|

\zzZlL

Page 269 of 359



22/106

UiEd UONEOIUNWIIOY BUB|d Olijel| S0IAIBS

0¢ 'Old

{}ed UOIEDIUNWIWIOD) SUB|d |OUOY BJIMBS = <----= L8l L8l 7181 g8l LE8L
), J J J J
@ —\m —‘. i m\ ] N\ i \\ [ \\ 1] \
\ JeAlq IETg] e 1B BAIg
e L 8191 WOPO LWBPOY WSPO Wapopy WBPO
S I™\-z99l Builig NYMM NYIM NYdM jpueyls | | Isased
Juen3 Buiig | BAUSD I i I _
JBNIBS [0UOD | | oNIBS VY _ _omEoo_w _ G091
peojumoq |- TTTINETN R I uoi8[es ¢091
! i > ‘ /I .VO@ _\
2SS N g9 “ WopOpy LiglL /
Jonios m m 0691 €691
A " ) \ .ﬁ ddy 80107
//“:wmwr | Jusby usby soepely| s
N m vopewswaduw ' %,_“S_ H NI vogeayddy g1
JETVETS w_wzm:,q.--_ 9691 m fanjod fealiddy ._H
Oljel ] YOMBN | 1 m 9691 A z69L 4 hioneayddy doL -
h I ¥ N ; / m
jonieg Aubel| 1,y 1M sebeuepy Juaby ! Juaby m
[0UOD S5900Y /“fvm@r HOMON uonosuuoy | |Ionuopy 8oineg joajuo9 Ao1j04 SOBHOIIIIOSN IN_ /691
JENER u ! !

Juswabeuepy --m vo/wr » ; ! » ! » 09l ong
>o=0n_ /urmmwr “4” zzpEax M = ”W == “F = HMH == M“\co_wmo_chEoO
JoNeS “ I ! m ey

AI0)SIH 99IAI8S Mm: I v Y

Iy 80IAe By Ay1ib
WU oS m Rl [ A e  — > _owcm_o m.QEMm jueby Bujig _Hw_mcw\o %owm_/_\
01ju0n 801G [
ey PI— FCl6oL G6oL  <p69) ™Gl
\-gc9) 20IAe(] | | Jepeojumoq
sy Aq pessaoo o EINE)
Jejlofjuog adiaIeg mw_w_?mmm .,Pmc._mﬁ./_q“ S /@@@ L 10SSad014 90IAIRS
\zZl GLOL \-00L  9daq apisu|

Page 270 of 359



Ujed UOHEOIUNWILIOY BUB|d Oljfel | @0IAIeS

L¢ 'Old

Uled UOHESIUNWWOY augld |CHUCD BOIARS = <----+ 145212 g8l LEBL
/
i | { .\ { ~\ i \
z1aL [ onig 1BAL( 18N 18AIQg 18aIg
N Wepop LWSPON WBPON WapPoN Wapo Auiod
NVMM NYTM NVdM wmsm;m 1sa/ed Emwwﬁwmm_\é
i1 | s
IA Wiod nw_uﬁmwcuoo*wu\/\\\\ G
: 0
JualIaINSEal A —— »  UONBIES Emwh_%wmwz | JuI0d ¢091 ook
el ! L8l -~ | Wwepow oel| JuswaInses|y /
Jeiele]) S _ oyel]
oy | 069l h ~u ddy 8010
LrLd~] wepopy | ! A Juaby A 1\ .
A P llemeny iy | jueby eoepisiu) 7 f uopeydd
cziz 591 | wepon ﬂco_aﬁm_a_ﬂ woteoydy [ : v di
S / ' | Y nmog | A [imed | Y €691 Soneaddy 4oL
- Wapo | __ ; i [uswsinses|y| 1 uswainsespy| |
N lsuiayld _" “ 4 m oyjel] m altes| m
€ Py | i i
b ebeueyy | usby m usby m
wapoy | n Uoid2uUu0Y m_o“_comz soinsg| 1 | jonuo) Aaijod | SoeHeI] oSN /Nmmr
PZLT| NvdM [T 7y m m oL 3
5 \ oo 39y ¥ g 0% e
PN = T EEEEEE TSR EEEEEEEEE UONEIIUNWWIOY
| wepon D 02k2l 5081 I < 0 Juaby
AN NVIM _” “ Nur 891A8(] 6/ 6 by Aubojyj
i1 [Shg eled [041U07) 92IAIBG Jusby buliiig [OLU0T) $$820Y
i || Wepop
WSPO | | ; A . N\
2212 o Fo L1691 G691 691 |
! Japeojumo(
I | ®mes Ngggy
1088389044 991A10S
\-001 821A3Q SpISu|

/vomr

Page 271 of 359



24/106

vée Old

‘BUig eJjus) YIM SUOHOBSUR] S0J8LILID

JONPUOD 0] $0} SIOAIDS UDIDBSURI] UIM SIOBIOI ‘SUSLIPOGLUS BWI0S U] $901040 uonoesuey ydeooe Jo suopdo
uonoesues) epiacid ‘Aoyod afiesn so1ai8s uo sanioyd 1deaoe ‘Aoliod j0auos ebiesn soines uo suondo spiacid
‘sjons] ebiesn aJiAes uo uolesynou apiacid ‘suonoees ueid aoinias 1daooe ‘suoido uejd soIAIBS Ui Jasn ay}
apinoid 0} f89 1weby soeysiu) Jesn eyl %g speseUl mtoaﬁogﬁm 8Os U "sjuans Buig mu@ag pue 810818

6601 weby Buig

JEEN
JO/PUE JORUOD 5SB00E [0S0 DI JO SUONOUN SU} SapiA0Id 'SIUSLIPOGILS BLUOS U] "581010d aDIAISS JBL0 10
J0U00 D1l Jo sjoadse Ulepes SjuBlS|diUl SIUSLIPOGIIS SWOS U} 'SIOPESY JOSMOIY JO SUOHdD Jojsurl oji el
se yons sisloweied jofe] uoneoydde oien Apow o} oijel) uoneoydde teueo sidelolul 'SIUBIPOGUIS BLUOS U
‘siepesy Jesmolq 1o suonde Jejsuel afi lews se yons sBumes uoneoydde abuese o suonzoydde swesboid

10 suonedidde yjim sjoriaul ‘SJUSLUIPOGLLID IS Uj "|OIU00 SO B01AISS Jo] Oljfel) sBey 1o ebesn aoimles sloedal
‘aied 65“ %_Mmo“_%m saunusp! mwgm&_momgm auwios U swelbosd cosmg_%m BOIAGD 10} BOBLBIU BINED) YOIy

£691 1uably aoepalu] uonesiddy

_@mw E@m,q uonesiue|dul] ASHod 8y U bﬁoaago u@ﬁzotmg sl ccﬁ@%g

JavoRd SUSLIpOqUIS JaU0 Ui ajiym BuiBBe) Jeke; uoneaydde 1enpia o jeiey) AQ pepie st uonoadsul jeyoed
SIUSUWHPOGLUS SWOS U] "UCKeZUSISRIRYD DU UoRoadsul djel) wicpad JO UOoUN) JEMSi] JO/PUE [OAUOD $S80E
10 suonung 8y} sepinoid ﬁcmgﬁoga BLUOS Uy %s% 0} s8jny Swmoa 500 vcm 10RU00 \VEQ spustueidu

coumhscm;oo 10 m,mm.,éom howmmuoi %Emm 8 mmwcm% mmw:oﬁnm% womwmn

0} siuabe J0S582044 SOIAIDS YliM UCHEBOIUNUALOD J0 $88008 Aoweul pepsiosd ‘Aanoe Buipeo] SIEMOS SIoHUOU
‘sjusLipoquis awios Uy “Bunss) sousnbes asucdsas-abiusyeyd sutopad Jo syuebe Jaylo jo uonemBiliod SoleA

'SIUBLLIpOGLUI SLU0S U palnadsns si yoealq Alubsiu waishs B 10 uoieion Asiod a0iIAI8s B USUM UOIOR SalBniul

"WaysAs josuos pue uoneuswalduw Aaod soiaies ey ut sayoeaiqg Aubsiur Ajuap o) UOTRULIOI SIUY SHOBLD

7691
weby Aubeiu jonuen sseooy

$5047) "IoiAeYeq Juebe pue uonenByuoo wabe ‘ebesn soes Aotjod animies uo %.%EEE SIABP S18I0D

SUOROUN JUSWIPOqWIT Jo AlBWIWING [eIlied

Em:__uonﬁm.
G| J0SS8901d 991AI9S

Page 272 of 359



25/106

g¢c '9Old

AT
"SRIOMISU BIOW IO BUC O} B0IASD 8} S1BUUOY| ‘€217 ‘YELE 'CZLE LrLZ w&mmez

SET0IE e 03

Page 273 of 359



€2 '9ld

"B0IADD BU] U0 SJUSUIDIS SJBMIOS BOIAIDS B1epdn JO [BISUI 0] UCHOUN) PROJUMOD € SBDIALI

ew@w

1500

201AI2S 0 Ajljenb 20IAIDS HIOMISU [RIBAC JO] SWsigoid BuisnED 8l Jeyl SB0IASD 210W J0 SUC AQ SIOIABLR] SJIAISS
fenusiod Jo [eMIoR SSyuSp! susuIpoqs Jeylo uj fonod soinies jenusiod Lo sBuiies SiqELIBA JBpUN JoMaU
a1 Joj oBesn soiAkes J0 Ajenb S01AJ0S S} SOIBLISS ‘SIUBLIpOGLUS Jauio ui “Aljgeioid aomios 1o Ajenb

S0IAJBS IOMISU Ul SlustuaAcidul AJnUSD! O] SIBULIO} SNOUBA Ui SONSIESS abesn 80iA19s sjuaseid ‘SjusuIpoquUS

o]

auos uj ‘afiesn aiAes U wmwam% PUE $80IASP JO SANOIB IO S0IASP 10 aowwﬁ mmmws SOIAIBS $109]107)

_wma;oa 901A9S 10 syt ueyd aoimies mmmg moma% musmn uo w wmvaz SOPINGIT SJUBLIIPOGUIS
awos yf sebueyo ueyd soues mamuﬁ\ wE@/o mcmmmﬁ sepinad e1uso 1oy comuas co_wmﬁme mmmsci

5197
weishg Buing Jepincid [eausn

26/106

801A8p Spodal pue spioosy “Jakk| $S8008 8IASP BY) JO] SUOIIOUN] UONBZIIOYINE PUE [0UOD $S8308 SBpIACId

abesn 201A18S yJomjau |

‘wayshs j0u02 pue uoneuswadu Aanod aoines ay) Ut sayoesiq AuBsiul AJIusn! o) UOHBLLIOIUN SI) SHDBUD

8047y “ioiaeyag uste pue cgm_:m_hrg wabe _.mmm% 80198 ,?m_om SDIAISS UO UOJELLIOJUI 3IASP S[031j00)

‘pejaadsns st yoesiq a:umé walsAs g 10 Lommmoﬁ Aoyod admies e cm%} coﬁm sajemu|

vao9t

SUORdUNS EwE__uonEm yo E«EE:m el

EaEw_m 771 191j013107 391AI5G

Page 274 of 359



e "Old

P’
I veve 8¢9l iajjosuosn
Lo pues/ O ones |

1 a AN 0Eve 8¢ve joJluo) 8diAleg | SPISU|
N 2eve
I \ \ \
I
SITNETNET Jayng 3 B B
(_m__o:coow__ > leaquooy |* Bulwesd »  1dAioug " 0zve
90IAIBS | | Pioels seoines
““ '] wodsues |7
lle--| o)n0Y JUOBY e oedu «| epooeg |! |
9evz— s HIoPY pedtn | ~cere m
| J |
€391 "

S HUIT [0JUOD IIAIDS ™ vz i

S T T T h

P~

N

. oLve I
m / + ®epooe@ |-»{ yoedun |-» 8inoy jusby v"w
! | |
__oeis seomes| | Frgr AR 9TvZ7 e
"1 wodsuesy |77 !
! |
L B 3 Jajng _iisng
Jdhoug e Buiwely - eoquesy [* _wco_HmoE:EEoo -
Iy usby Ve
_/ _/ — (] _
1691 — 80vZ J0ve $07Z i
A4ewnog puss|
Ui 991A8( c0ve 1esquesH A.--: 1088220.1d
JOJJUOD) BDIAIDS _ CRITNETS
apisu

Page 275 of 359



T E

\uwmmm auwiel4 UCHIEIIUNWIWOY J3]jOJIU0Y) 3IIAIDS
opessoy | dEeCl |l obesson | deiSl | al e
Nd# ﬂmmwoc:u_ N# uonoun 4 Z#&M_%MSH_ i L2 ﬂwmucsu_ L# uonound EHM%%:“_ duwes ewiy J9||0u0)
ey uaby Jusby eby ERITVETS
\-8£6Z ~9¢6¢ €62 \-2€62 \-0€52 8262 \oz6z  \“¥2se
0
o
Ay
090_ \\.Nomw awel4 UOHEIIUNWIWOY J10SS3001d 99IAI8S
yibue yibus # aouanbaeg
obesso abesso di obessaly obessapy a Buiwel 4
N# ﬂw_moc:u_ N LonoUN Z#wﬂm%%:m ool ﬂwu%c:n_ L# Lonoun EHMWG_:“_ dwers swil| |hesanoiy
usby uaby Sy weby aoINeS
8162 9162 162 2162 0162 \-8062 0062 1052

Page 276 of 359



29/106

v9Z Old

“18]j04JU09)
80IMeS woJy Buyjod uodn Ajgieipawi Loday

“JOJJOJUOY) BOIAIBS By} W0
sauanb asuodsal-sbusjjeyo o} sesuodsal jusbe spusg

sauanb wabe
10889014 92IAI9S 0} Sesuodsay

“18]j0Jju09)
aoIAleS woly Buijjod uodn Ajieipawi oday
'sleaguesy N Atans podsl uen) peayiano sanpal
0} obesn ejep Jo Junowie 0} Siy} Julj SJUBWIPOGWIS
awog ‘jeaquesy A1aas puss 0} A1essaoau JoN

‘uoewiojul 8jeAld pazioyineun o sisyi pue
91jjed) |0JJU0D $80NPaI AIBWILING “UONEOO| PUB J0IARYS(
JusLWasILeApe ‘seousiojald aoiAles se yons AJAoe Jesn
10 82IASP 1210 JO AlRWLNS PaIa)l) 10 SlUSWaINSesW

Jueby JONUO 901AIS JO AleWnS paloyjl sHodey

vodal
Juswabeurw a21nosal Jawoisng

"18]j04JU00D
90IM9S w0 Burgjod uodn Ajereipauiiul Loday
‘sjeaquesy N AloAs Hodal uen "pesyIsAC 80Npal
01 obEsn Ejep JO JUnowWe 0} Siyl YUij SJUBWIPOGUIS
aWog ‘1eaquesy A1sas puss 0} A1Bssa0su JoN

‘s)uabe J0ss800.d
a01Bg ||e 10} sBumes Aoyjod aoinies spoday

yodel sBunjes 108$820.1d 80IAISS

"19}|04ju07) 99IAIeS wioly Buljod
uodn Ajajeipswiul poday Jueas Buijig uodn pusg

“uodai Jusne Buig e ul

s)nsal Jey} Juans Jaylo Aue Jo spodai 1esyo Junoooe
AQ |11 'spiooal Junoooe Aq |jiq ‘SjusAs uocioesuel)
‘sjusna abesn aoinies spnjoul Aew sjusas bBuilg
Jeaguesy ise| ayy souis Apaioe Buijig Aue spuoday

uoday juane Bulg

“19]j04U09)

a91neg woly Buijod uodn Ajejeipawwi Joday Mo
pesiiono daoy 0] yied elep ay) ui sbesn ejep Jo Junole
0} SIU} uif SJusWIPOqUIS swiog "Jesquesy Alend

"UOIBLIOJU B)eAld PaZIOYINeUN N0 SiaYy
pUB DlYjRJ] [013U00 $80NPas AIBLILING "SjusWwainsesll
Waby JoJuo 901A19G Jo Alewiuns paisyjl spodey

Hodal Jojiuou 80IAIeS

‘Bujod sejj0nu09

90IAI9S 0} puodsal Jo Aouanbaly winwiuiw

e Jas ‘1019 uo Ajuo Jodas ue) "siole ou ale
2oy} § 1eaquesay Aiaas ur Jodai 0} A1essaoau 10N

"SIUBAS Jous Aue syodal pue
SY08Y0 Wisishs 10§$80014 891Meg sjusbe Abaju
|01UOD) $S820Y SY} JO SINSaI 1S8)e| 8y} SUIBIUO)

uodai Aubeiur j0J3U00 $$800Y

Aouanbaig

uondunsag

ESHETIH o s e
IoBRIR 10501IESH
10858301 821ateg sjdwexy

Page 277 of 359



30/106

g9¢ 'Old

J0SS9001d S0IAJOG BY) Ul SUOIoUNy BuiLuly UoISSILISUR.)

Jeaquesy 19s 0} Aem e Se pasn si Ji SIYI0 Ul SjIym
UuooUN) PUBLISP UO U SB Pasn Si SIU} SJUBUIpOgIo
awos uj ‘sucneoijdde uo Buipusdsp ssbuey

‘sabessouwl Jeagueay pananb

e HWSURL} PUB SWeJ) [[IM JBJj0U0?) 82IAI8S SY) awl)
UOIYM e UOISSILUSUEI] 18aqLIBaY B 10} J9]j0AU0Y) 92IAI8S
ay} sjjod 108589014 SOIAIBS BY} ‘SIUBLUIPOGLUS BLIOS Uj

SUOISSILUSUE
pojjod 10SS8001d 80IAI9G

"JO||0JIU0Y) BIIAISG BU) Ul SUOROUN Bulwil) UOISSIWISUE)
Jesquesy 19s 0} Aem e se pasn si )i SIBUL0 Ul sjiym
LOJOUN) PUBLISP UO U S Pasn Si S|Y} SjuswIpoguie
awos uj ‘suoneodde uo Buipuadap sebuey

‘sobessow Jeaquesy pananb jje lwsuel)

pUE SWRYj JjIM 108582014 801AI8G BY} SWil Yaiym

Je UoISSIWSUel} Jeaqliesy e 1o 10858901d 801G dU)
llod Aew 18]j04U07) 82IAIS BY) ‘SJUBIPOGLUS BLUOS U]

suoIssILSUBl]
pajjod Jejjonuon soinIeg

‘suoijesijdde pue sBumes uo Buipuadap sabuey

‘gjnpayos Jeinbsi e uo sievoed Jeaquesy

pananb spuas ey} Jawi e Buies Aq paysijdwodoe

si sty “AyAnoe ouel] ElEP JO SSajpJeliel ajel wnuiuiw
B e s}oyoed Jeagueay juisues o} snoabejueape

30 Ued }I SJUBWIPOGWIS aWwos i ‘Abajul [0J3U0D S0IAI8S
Aj119A 0] SPaBU J0SSA0I [0JUOT) BOIAISS Y} BIaYM
awi} jo spoued Buoj 10} aulj Jjo 8q Aew 80IABD By} HOUIS

suoissilusuel) Aouanbalj Juejsuon

"%¢0°0 uey} ss9|

SI UOIOBIIP Yoes Ul 19yoed Jeaguesy suo 0} anp s$so|
peayisn0 ay} usy) ‘yied eiep sy} JSAO PaJEDIUNILIOD
ussq aney salhq 000°000'0} UsYM pajLuSUEl)

sl joyoed Jeaquesy ay) pue ‘seliq goo’| uey)

$$8] JO 9IS 19)0Ed B Ul JnSa] PINOm Peayisn }IoMmau
snjd Builwel} j1esquesy JOSSa0I4 80IAISS pue ‘seiiq
001 uey} sse| S| abessawl Yoes pue ‘pajesiuntuwiod
aq 0} paau AjjeaidA) 1ey) sebessauw syuabe ¢ ale

a1y} Ji ‘sjdwexs Jo4 "sbuiyes uo Buipusadsp ssbuey

1500 abesn aoiAies oy} Jo abejuaoied

llews e Buiaq 1509 oljen sueld [01U0D B} Ul Jnsal Jo
aiyen yled ejep jo ebejusosad |jews e Buteq pesyiono
oujes) aueld [05U0D ¥IOMIBU B Ut }nSal UBd Siy}
‘Riadoud uesoyo ale sisjeweied sy} UBYAL ‘PAWINSLOD
U89q Sey S01AJSS JO JUNOWE UIBUad B J0 ‘yiomjsu

U} Ul POAIDOBI IO PSRILUSUEL) US( SBY BIEp JO JUNOWEe
UIBLRO B |UN SJOAISS pUB SJusbe Wolj SUOHEJIUNIOD
Jeaquesy Buiniesas pue Buusyng Aq peayienc sismo

fauanbayy
uoissILsSUBl) peseq abesn aolnleg

‘fousnbayy uoissiwisURl]
Paseq awi} WNWIUIW B Jo} [[BD SJUSUWIpOgUIo
alog ‘Jeaquesy A1aas puss 0} Alessaosu JoN

"UOIJRULIOJUI B1eAld pazuoyineun o
SIS}l pue Dlle.] [02JUOS $80NPas AIBWILUNG “UOHBULIOMI
Buppoesn uoneoo] Jo Aiewwins palayy spodey

ajepdn ao1nes Bunjors) UOIRIOT]

Page 278 of 359



31/106

J29¢ 'Old

"PBIUSPI St 1By puly SWIOS JO 01O UOHEDYLSA

B 1 8J8Y) udym pajelauab si Lodal sy} SjuswIpoqus
A0S U "d0IABP 8y} Aq pauiusiap Buiwn Ag
pajessual s| Lodas 8y} SJUSWIPOGLUS JBYI0 U] “JaJj041u0D)
90IAJ8G 8Y) Wod 1senbal e Aq pajesoual si podas

Y} SJUSLLIPOGLUD JBYI0 U] "UOISSILISURI) 1B8qLIEsY
A1ens Buunp apew si Lodas Ue SJUsWIPOgLIS aWOS U]

‘fuibayun jonu00 wabe

10 BOIAISS 0} JealY} B YJIM PBIRIDOSSE 8¢ 0} UMOUY SI
1y} uialied sS8008 Uk §I 818y} JI sulwislep 0y pazfjeue
pue pabboj st useyed ssaooe jessyduad Jo Aowsw
‘3IBML0S S0IASD [BUIBIUI BY) JuswiIpoqws ajdwexs
Jayjoue u| Aubajui josuo9 1usbe 1o 80iAIeS 0] Jealy) B
UM PaJRIOOSSE 8Q 0) UMOUY SI Jey) uiajjed SS8208 Ue s
8oy} Ji surIslap 03 pazAjeue pue pabBol si 8o1Aep By}
10} usened $S8008 YJOMIBU By} JUSWIpOqLUS Bjdwexs
Jayjoue uj ‘paiunodo sey abeioys Jo Aowsw
JUSWILIOJIAUS UOHNOOXS 2INJ8S 0} S$9008 pazuoyjneun Ji
sulLIB}ep 0} pauniopad si Ueds e Justipoqua Jayjoue
U} "pauno00 sey jusbe ue 0} SS90 pazioyineun ue ji
BUILLIBIBP 0} pauuess S| sjusbe 80w Jo BUo Passande
1Ry} SOINUS JO 1SI| By ‘JusLiipoqiue ajdwexa Jayjoue uj
IS1| 1B81Y} UMOUY B JsuteBe paduaialal Si 1Sl 8IEM0S
ay) pue ‘abeio}s 1o Aowsw Yuswuoiiaus Bunessdo
801A8D 8U} JO uoiuod e ojulI papeo| usaq sey Jey)
SIBMIJOS BY} SUILLIBIEP 0} BUOP S| UBDS B ‘Jusuipoqus
Jayjoue uj ‘JuswuciAua Juabe ainoas e ul Bunnooxa

S| 81eMpley JO 8Jemyos pazLoyIneun §i suiLLISap

0} SUOP SI UBDS B ‘JUBIPOGUIS BjdLiexa auo uj

"yodai e seyeuw pue Abejul jusbe 1o uoiejussdu
20Inas oy jo Ajubajul 8y 0} siealy) jenusiod

Aypuapt 0} sjuabe ay} JO 8J0W JO SUO 1O JUSWUOIIAUS
uoinoaxs Jo abelols ayy ueds sjuabe aiouw 1o suQ

spodal JusWUOIIAUT

"palUSPI SI 1BY) PUD| QUIOS JO J0LIS UOIBOULIBA
B S1 8Ja) uaym pajeisuab si Lodal ay) sjuswipogquie
3OS U] "22inap ay) Aq pauiualep Buiwn Ag
pajesoual si Jodas sy} SJUSLIPOGLUD JBYI0 U] “JJj0J1u0D
901AI8g By} Wodj jsenbai e Aq paelausb si Lodsl

Y} SJUSLLIPOGLUS JBYJ0 U] "UOISSIWSURY) 1Baqleay
A1ens Buunp spew si Lodas Ue SJUSWIPOGLIS aWos U

[Buiodal sisoubeip Jjes Ajndas aiemyjos

[e21dA] Jo suoisusIXe ale yoiym sejdiuexs apiaoid]
‘ypm paseduwie} usaq jou sey o Aaljod |0U0D aoIAISS
Bunustua|du Apadoid ‘Apsdosd Bunessdo ‘painbijuco
Apiedoud s1juabe sy} Jeys einsus ¢} sainpaoo.d
sisoubelp-j|as wsbe snolea 1o synsas spodai Juaby

suodal ¥o8yo-jjes Jusby

Page 279 of 359



32/106

ase 'old

‘paysuspl

S| Jey) puiy SLIOS JO JOLI8 UOHBIYLISA B S| 818y} Usym
pajesauab s1 podas sy} SUBWIPOQLIS SWOS Uj “Jasn
aU) ulim uonoe asusnbas Bululem e usaq sey alsy)
usym ajdexs io} ‘9a1Asp sy} Aq pauiwusiep Buiuny Ag
pajesaush s| Jodas sy} SYUBLUIPOGUIB JBYIO U] “J3J|01u0D)
90IAIS BY) Woif 1sanbai e Aq pajessusb st Lodas
U] SJUBIPOGLUS JBYJ0 U] "UOISSILISUR) JESGLIESY
A1oAa Buunp spew s Wodal e SJUSWIPOGLID SLOS Uj

‘Riadoud payusweiduwi si o Auadosd

Buijelado si 901M8S BY) Jey) AJISA 0] JO 81ASP

auy) Jo uoissassod ul si Jasn ay) 1eyl Ainusp! Ajeanisod
0} WISIUBYDSW Jay}o o Aay asempley ‘ainjeubis
auswiolq ‘pJomssed e apinoid 0} payse aq Aeuws Jasn
3y} ‘SJUSIIPOGUIS SIS U] "JUBAS }S00 89IAISS JBYJ0

10 afiesono Buyjig e sabpajmounoe 1asn oy} 1By} WU
0} pasn si asuodsa) sy} SJUBLIIPOGLUS BLUOS U] "0IASD
8y} JO [0JJu0O SASOd Ul SI JaSh Y} i SUILIBISP 0}

pasn si asuodsal Jasn 8y} SJUBWIPOGUIS BWIOS U] JUsAS
Buiuem 0} Jasn sy} J0 asuodsal sy} pue sjusAs Buluiem
Jasn sBoj Jusbe seyjoue Jo webe |n qusbe Buyjig

suodays asuodsal Buiusem Jasn

‘poluSpI St jey) puty

BLIOS JO J0JI3 UOHEDHLISA B S| 818y} Usym pajeseush
S| podal sy ‘SJUSLLIPOGLUS SWIOS U] "JaSh 8y} Yiim uonoe
20uanbas UOHEIIIoU JasSN B Uaag Sey aiay) Usym
ajduwexs Joj ‘a01nsp ay) Aq pauiwisiep Buiwi Ag
pajesoual si Jodas sy} SJUSLIPOGLUD JBYI0 U] “JJj0J1u0D
901AI8g By} Wodj jsenbai e Aq paelausb si Lodsl
Y} SJUSLLIPOGLUS JBYJ0 U] "UOISSIWSURY) 1Baqleay
A1ens Buunp apew s Wodal B SJUSWIPOQUIS SWOS U

‘Justusbpsjmounoe

abe1oA0 80IAIBS BU} ALIBA 0} WSILBYIBW JBYI0 JO fey
aiempJey ‘sinjeubis oujewolq ‘piomssed e apiaoid osje
0} Jo/pue uoneaynou sbelano aoinles e abpapmouyoe 0
payse ag Aeuwl Jash au] ‘sjustuipoquie awos u| “Apadosd
pajuswisdwi s Jo Apedosd Bunesado si so1aies sy} jey)
AJuuaA 0} 10 821Ap Y} 4O UoISSassod Ul St iasn sy} Jey)
Auoap! Ajpaisod o) wisiueyoaw Jaylo Jo Aoy alempiey
‘ainyeubis oujswolq ‘piomssed e spiaoid 0] payse aq
Aew Jasn 8y} ‘SYUBWIPOGUIS BLIOS U "SUOISIOBP [04U0D
1500 S0IAIBS JO SUOISIOBP [0JJUO0D BOIAISS ‘SUOISIOBP
Juana Buijjiq ‘sioAs UONEILOoU 0] S8I0YD Josn
JUBWINOCP 0} pash pue pabbo) sie sesuodsal uonesyiiou
1asn ay} ‘sjuswipoquia Jayjo uj "o} pasaype Buiaq ale
saousnbas uonesynou tedoid ayy ey} ainsus o) abesn
BOIAIBS BDIASD Y] pUB S01ASP Y} LU0 8210} Ul 8¢ pjnoys
1eyy Ao1jod uolEOIIOU BU 0} PEOUSISIRI-SS0I0 8q Aew
SJUBAS 9SBY)} SJUSWIPOGLIS SWOS U| JUdAS UCIBINIloU
By} 0} Jasn ay} 1o asuodsal By} pue SJUBAS UOHEILIIOU
Jasn sBoj juabe seyjoue Jo jusbe |n usbe Buyig

syode) asuodsal uoljeaiou Josn

Page 280 of 359



33/106

39¢ 'Old

"UOISSILISURY) BJEp
LONBZIUOIYSUAS B Sisanbal 82iAap 8y) ‘SjustIpoquId
18Y10 U "921ABD BU} 0} UoleWLIoM! H(1d] 8Y) Spuss

1Y} UOIOUN} YJOM]BU JOUIO IO JSJJOUOT) 80IAISS BY)
woly ysnd e uo Paseq Si UOHBZIUOJYOUAS 1S09 8JIAI8S
SJUSLIPOGLUS JBYI0 U] "SJUSWIPOGLIS SWOS Ul Jeagiiesy
4oea YliM SNONUIUOD St UOIEZILOJYOUAS 1500 80IAI8S

Buijjig 2Jow 0 SUO JO 1500 SAREINWND 8y} dn Bunjoo
pue sjuans Buljjiq papiodas Buiel Ag paulwisiep

S JS00 80IAJOS [B90] 8Y) SJUBWIPOGWS BWOS U]

JS02 80IAISS Wij-jeal Juasald sy} sjewnsa o} pasn aq
Aeus 1500 901AIS JO BINSESL |B0] B USY) PUB ‘UOHOUN;
PSSE( }J0M}BU B} PUB B2IASD BY} UBBM]Sq pajiouodsl
aq Aew awin ui juiod e Je 1800 80IAI8S Jey) 0s padwe)s
DI} SI UOIBLUIOJUI IS0 B2IAISS BU) SIUSWIPOGUID SW0S
ur ‘Junoo abesn so1AI8s By 0} JejIwig "UoIoUNy paseq
YJOMISU B WO JUNOD JS00 SOIAISS B UJIM 821D |00
9y} U0 S)BLUNSS 1S00 S91AISS B 9]10U008) 0} UoIRWLIOU|

Ejep
UOIBZIUOILOUAS 1800 90IA18G

UOISSIWSUE) BlRp

LONBZIUOIYOUAS B $158nbas 801ASp 8Y) ‘SjustuIpogue
JBY)0 U] "801ASP 8} 0} LONBWLIOJUI H(d] 8Y) Spuss

Jey} UOIoUNS YJOMIBU JaU0 JO Jojjou0s) 80IAJeS 8y)
wo ysnd e uo paseq si uoneziuoiyouks sbesn soinies
SJUSIIPOGLUS JAY)0 U] "SJUSLLIPOGLUS BWOS Ul JBag)eay
4o YlIIM SNONURUOO SI UoIeZIUoIyouAs abesn 8oiAleg

JUNOJO. JBsN ulew Jo 3jBuis e uey) Jayio SIUN0Ide
JusIalIp 0} pajiiq aq Aew abesn adiAIas By} Jey) 0S Blep
uoleziuoIyouks ebesn aoiAIes 8y} Ul papnioul Si uonoun)

JUN09o. AQ HIq B ‘SJUSWIPOGLUS JBYI0 U] "a0IASp U} Jo}
aseq ejep Buyjiq 1o abesn aojaies [ENjoR BY) SB HIomau
ayy Aq pasn si 801Aap By} wol eep abesn s0IA1es

Y} ‘SjuBLIPOGLUS BWIOS U] 'Junoo abesn awlj-jesl
Juesaid sy} ajewnse 0] pasn aq Aew awiy Ui yiod

8y} 8oUIS oo abesn 8o1Asp [B20] 8Y} USY) pUB JUNod
abesn paseq yiomjeu ayi pue Junod abesn aoiAsp
[BO0| 8} USSMIBQ PB|IoUCIss 8 ABW awil} ui Juiod

B Je abesn 801A18S 8y} Jey) 0S padwiels s i elep ay}
SJUBLIPOGUIS SWOS U] 'siajunoo abesn aoiAIes 8oiAep
2y} 8zZiuoJyouAs 0] pasn si Jey) Blep Jaylo Jo ¥adi

elep
uoneziuolyosuhs abesn aoiniag

"palUSPI SI 1BY) PUD| QUIOS JO J0LIS UOIBOULIBA
B S1 8Ja) uaym pajeisuab si Lodal ay) sjuswipogquie
3OS U] "22inap ay) Aq pauiualep Buiwn Ag
pajesoual si Jodas sy} SJUSLIPOGLUD JBYI0 U] “JJj0J1u0D
901AI8g By} Wodj jsenbai e Aq paelausb si Lodsl
Y} SJUSLLIPOGLUS JBYJ0 U] "UOISSIWSURY) 1Baqleay
A1ens Buunp apew s Wodal B SJUSWIPOQUIS SWOS U

quabe ue UM LoNBIIUNLLLLCD YSIjgeIss O}

1dwene sannue pazuoyineun usym Bejy Jolie ue spodel
‘SJUSWIPOQUS Jayjoue uj Jusbe sy} Yim a1eoiuntuwod
0] pajduwane Jo palesiunwiLioo Anue ey saul Jo
J1BqINU Y} pue sanius Jo 18l & spodas ‘Juslupoquia
U0 Uj "sjusBe sy Yum UONBIILNWILLOD YSIjqeIss

0} pejdwane Jo paysijgelse ey} seius spoday

spodsi Boj uoiesiunwwod jusby

Page 281 of 359



34/106

49¢ 'Old

"UONBULIOJUI B} SUIBJUCD
1ey} UOIoUNS YJOMIBU JBUJ0 JO JSJj01UOT) B0IAISS BY)

Aq pajepdn Ajjeoipouad st UONBLLIOUI 8Y) ‘SJUBWIPOGLIS
J8yJo uj "a0mnap sy} Ag paysenbai si uonewuoul Buiweo:
10 UONBULIOJUI YIOMIBU B]gejiAR SJUSWIPOJUIS SIS U]

J2y10 uj "uonauny dn %00j 1500 0} obeSN 20IAISS B pue
a1ewinse abesn 8o1AI8S B U0 paseq adiAsp sy uo Ajjeao)
PaJewWISa S| 1S02 S0IAISS BU) SJUSWIPOUIS JBYJ0 U
'JS00 80IAISS JUSLIND B SSIBLNSS JBY) UOROUN) Ylomeu
B 0 JUSS pue papIodal s abesn 90IAI9S SJUBWIPOGLUS
BLI0S U] "8}ep 0} pasn sedlAIes 1o} Sebieyd aoinies
Buiweos Jo IOMBU Bjqe|ieAR Juasaid sy} Slewiss Jasn
ay} djey 01 pasn si uonewlojul Buiieos Jo uonewoul
YIOM]BU S|gE[ieAR U] ‘SJUBWIPOGLUS SWIOS U 1509

Aew oueusos abesn [eaidA) B yonuw Moy )ewiss o)
abesn ao1nies ajqissod 1o pajoadxe Jo aINSESW B Yim
PAUIQLUOD S UONBULIOJUI 1500 BuIieo JO UoHBULIojUI
1S00 YioMm}au s|gejieA. 8y} SJUSWIPOQUIS SWOS U
‘1apircid 201nJs Buiieos 10 Jepiaoid YIomiau sjgejieAe
ayy Bunosjes ui Jasn auy digy 0} pasn St UOIBULIOJU! 1S00
B0IAJBS BY] SJUBLIPOGUIS BWOS U} “yJomjau Buiweol

10 JIomiau ajgejieae sy Buisn ajiym sbesn solnies

10 §1S02 {ENJOR 10 [enusiod ay) Buiuiwielep Ui Jesn

Y} 0 80IASP By PIE 0} UOIIRULIOJUI 1SO2 831AI8S SBpNjoul
UOIJBLLIOJUI SIY} SJUBWIPOQUIS 8WOS U] "psjosjes
Apeaije sey Joasn ay} 201AI8s BUILLBOL J0 82IAISS YJOMIBU
8y} 10 '198J8S 0} 9S00YD ABLU JOSN JO S0IABD B 80IAISS
Buiweod 1o a0iAIas yJomiau [enusiod sy apnjoul Aew
UOIBWLIOJUI 801A8S BUILLEO 1O YIOMIBU B|qe|iBA. 8L
"UOIOUNY YJOMIBU B L0} UOHEWLIOUI JopiAod 90IAI9S
Builieos sjqe|ieA. IO ¥I0MIBU B|OB|IBAR SOAIB08) 82IA8(]

uonewoul Buiweo)
PUE UOIEULIOLUI YJOMIBU B|qe|IBAY

"9|qe} dnyjooj 1500 0} abiesn [eo0] B pue SaJeWIISa

abesn |200] U0 Paseq S0IASP BY} Ul BUOP S UOIBWINSS
1S00 20IAJI9S SJUBLIIPOGLUS JAYI0 U] “|f} S2IASP 8U} 0} 1IN0
paysnd s1 }nsas sy} pue xiomisu ay} ul Ajaijus auop s
UOIJBLUNSS 1500 BDIAISS ‘SJUBWIPOGLUS SWOS Uj "UoRoUN}
}IOMIBU B WO B|Qe|IEAR 10 S0IASD BY) UO £)jB00] PBIcls
aseq ejep dn 00| 1502 0} 8besn so1A8s & Buisn sjuans

Page 282 of 359



35/106

©9¢ 9Id

SLIOS U} "Paliuspl SI JBY) PUIY SLIOS JO JOLIS UOIEDLLIOA
B S a8y} usym pajessuab si podss ay) sjuswIpoqIs
BUI0S U] "80iAap ayl Ag pauiueiep Buiw Ag

pajesushb si Jodal sy} SJUBWIPOGLUS JBYJ0 U] “BJje1ueD
a0IAIBG By} Wol 1sanbai e Aq pajessust si Lodel
BU) SJUSWIPOGLUS JBYJ0 U] "UOISSILISUR) JEaqLESY
Aiona Buunp speuw si uodal B SIUSLUIDOGIIS BLIOS Uj

"80IABP BY} UO PaLINa00 SABY Jeyl Sjelsul
81em1jos Jo syoadse siow Jo suo suodal pue sBo7

Hodai jjeisul s1emyog

"PBIIUSPI SI JeY) puly SWOS JO JOLIS UOREIHBA
e Sl 818y usym pajelauab si podal ay) sjuswIpoguia
awos U] "ao1nap ay) Aq pauiwalep Buiwug Aq pejessush
S Jodsl 8y} SjuBWIPOgUIS JBYI0 Uj “IBjjoJjuon

90IAI8G By} Wos 1senbai e Aq pejessusb st Lodel

BU SJUSWIPOGLUS JBYJ0 U] "UOISSILUSURI] 1B3qLIESY
Aions Buunp spew si Lods! e SJUSWIPOQLIS SWOS Uj

‘uojoun; uoneayuaa Aubayul yusbe oo e 0 spew
BJe 18y} spodal-jjes 1o sui-yoayd Jusbe suodal pue sbo

£i01s1y u-08yo Jusbe 8007

‘abesn 991185 10 JUNOWE uleLiad e

UlIM SOUBPIOITE Ul 4O Bjgel awij Jejnbas e uo paiesaush
ale safessall |n ‘sjuswwipoguue Jayjo uj 'sisanbal

10 3ndul Jasn 0] asuodsal ui pajesauab ale sebessaw
I} 188N BWOS SJUSLUIPOGUIS IS0 U "SJUSIIPOGUIS
QUWOS Ul Papasu Se pajjilusuel) pue Jajjouo)

801M8g au) Aq pejessual aie sabessaw uesios |N

018 “iNn 1senbai esuodsal sadwe) soines jeiuslod
Jasn ‘|n Buiusem 8o1UBS JBSN ‘| UonBULLU0D Aiusp!
J1asn ‘|n Buig ‘In Bunexrew ‘|n uoioesues ‘|n spesbdn
‘IN 821040 82IAI8S ‘| abesn 80iAIas apnjoul sajdwex3

"u88108 J0 abessaw | sy} 0} sindut Jasn podal
Ajqissod pue Jasn pus sy} 01 SAISS JO UOIOUN} MIOMBU
e Aq pajesouabd si jey) ussios Jo obiessal syl
Jasn Aejdsip 0} [puUBYO [0J}UOD 8IN03S B Se pasn

8q Aew uonoun) 1esquesy ay} SJUSWIPOQUIS SWOS Uj

sasuodssl
pue sabessaw Usaios |n

-afesn 991195 JO JUNOWE UlBLISD B

UM SOUBPI0IDE Ui JO Bjqe] awi} Jejnbas e uo pajeseush
aJe sebessaw wajshs ‘syusiipoquis Jayio | 'sjsanbal
10 Indut 1esn 0} asuodsel ui pajessusb ale sebessaw
WioySAS BLUIOS ‘SJUBLLIPOGLS JBYIO U| Sjusipoquis
aWOS Ul papasu Se pajjilisuel) pue Jajjosuo)

30IMI9G 2y} Aq pajelaush aie sabessow wo)sAg

018 T ‘spnjoul

sojdwiex3 ‘ussi0s 10 abessaw | ay) 0} sindul Jesn
yodas Ajqissod pue Jash pua sy} 0} JoAISS 10 uolouny
yiomjau e Ag pajessusb sijey) usalos o sebessawl
waishs e Aedsip 0] jpUURYD |0JIUOD 8INJ8S B Se pasn
9 Aew uonoun) 1eagiesy ay} SIUSWIPOQLIS SWOS Uj

sasuodsal pue sebessall WweisAs

‘weyshs Builjig yiomisu Buileos Jo Ji0MIaU B|qe|iBAR By}
Buifienb Aq paausp s1 1500 80IAISS BU} ‘SJUBLIPOGUIS

Page 283 of 359



36/106

H9¢ "Old

‘8jnpayos Jenbisi e uo Jo

80IAap 8y} Ag pajetausb si Yl SIBYI0 U| "UoOUN) YJomieu
1810 10 J8|j0AU0T) 8IS Byl Aq paulwisiep st Buiun
JuaAs abesn a0IAI8S 159 8y} ‘SIUSWIPOGLUS SLUOS U]

‘pauodai pue pabibio

Ajedosd si aouanbas Jo Juaas abiesn a0IAIeS By} 1Y)
Buifjiaa jo asodind ayj Joj aousnbas 1o Juans abesn
B0IAI9S [e20] & s1abbu) 80IAsp By} UIBIBUM JUSAS
abesn 8o1A18s B 8snED JO puss Aew uUONOUN) }iomau
J2Y10 10 JS||0JJU0Y) BDINISS BU} SJUSWIPOGLUS BWOS U

JUSAS 90IAJSS 188 ]

"gjnpayos Jejnbal e

Uo Jo a21Asp 8y} Aq patelsusB st Ji SJay10 uj uoioun)
YJOM]BU JBY10 10 JSJJ0AU0Y 821AIS By Ag pauiisiep
st Buiwy Jusas Bulfjiq 158} By ‘SIUBWIPOGUIS BUIOS U

JUBAS

Buijiig e Ul Ynsal pinoys 1ey} sausnbas o JUsAS Jayjo
Aue 10 ‘a0usnbas 10 JusAs uoljoesuel] e ‘aousnbas

J0 JusA8 abesn 82IAIS & 0] paje|al aq ued souanbas
Buijig sy ‘peuodas pue paonpuods ‘pabbo| Apadoid

s1 souanbas Buljig ay) 1ey; Buikjuaa jo asodind sy

Jo} aousnbaes Buljjiq 1eoo| e s1866u) aoinep sy} uisieyMm
Juons Buljig 158} & 9Sned J0 puss AW UOHoUN] Yiomjau
JaYJ0 10 J8[j0JLU07) 9OIAIS SY) SIUSWIPOQUIS SIS Uj

Jusne Buijq Jsa

‘Pajjeisul
SI S Meu usym pajessush si podsi sy ‘sjuswiipoquus

Page 284 of 359



37/106

Vi€ 'Old

‘sisAjeue Joua Jayuny

10} YJOMIBU BY) Ul 80BLSIUI UBLUNY B 0} JUSS SI abessaw Jois ue
‘SJUBWIPOGLUS BWOS U] "39IA8p 8y} 0] Juas abessalu e 0} UOHIPPE Ul JO 0}
aneussye ue se ‘Buibesssuu }xa} Jo jlews se yons ‘walshs Buibessew
aAijeuss)je ue ybnouy) Juss are sebessalu Jash ay) ‘sjuswipoquis
awios u| "8oinies Buiwinsal pue Jous sy} Buioalioo o) sse0oid

8y} uo suononnsul epnpoul Aew jey) abessaw e sasn oy} Buipuss Jaje
Ajqissod ‘papusdsns | 80IAISS BAIASP 8Y) ‘SJUBLUIPOGLUS SWOS U}
J9Sh U} Wiout o} Juas Buiag abessau Jasn & yum Ajgissod ‘sniejs
Bunnos yiomiau aunuesenb uo paoejd S1 201ASp B} ‘SlUBLLIPOQWD
BUOS Uj "sjuans abesn 82iAles Jo sjuans Buijjiq Buipodal Apyedoid

S ©0IASD BY) Ji SUILISISP 0} 150} abesn 821AI9S B JO 158] JUSAD

Buifjiq e wiopsd ‘sjuswipoquis swos uj ‘aoe|d Ui 8q 0} papud)ul

s jey) Koijod abesn 10 ‘ss8004d UOROBASUI BOIAISS BY} UHM JUS)SISUOD
S}l §1 BUILIBIBP pue IoIABYS(] 80IAISS JoYuoL A[9SO|D 0} ‘snjels

yoyem abesn s0i1Ai8s Jayjoue Jo ‘ssa00id uonoadsul 821AISS JO dijen
Jejius e Jo ‘s$8001d NYdS B U0 padejd st 801Aap 8y} ‘Sjuswipoquis
awos uj Bujpuey Jowus Jeyyny 1o} 18| o8 ue uc paoe|d

SI Joquinu UOIBONIIUSPI 80IASP BU] ‘SJUSLLIPOGIS SIS U |00
90IAI8S Paseq 801Aap ay) BulAjLIaA Ul 1SISSE 0} 10 J0LIB IO 82n0S

ay} Buiuiuelep Jo $88001d Y} Ul JoSN BY} BAJOAUL JO ‘U0ISSassod
$,Josh 8y} Ui S1 921ASp Y} Jeyl ULIU0D ‘Jasn sy} Ajiou o} | 8yl 0}

Jues si Buiuiem 1o A1enb Jesn e ‘sjuswwipoquis awos u| ‘sjusbe aiow
10 U0 ysaljel 0} opo2 obe mau ay) Jof uoneasnjqo Jo Buipuanbes
‘uondAIous jJusiayip Yim Sased awos Ui ‘peo| Juabe ojweulp

unJ ‘syusuipoquie swos uj “Aibajul Jusbe sulwueisp 0} ssuodss:
/Ksenb Juabe wioped ‘sjusWIPOqLUS BWOS Uj 1081100 ik sbuies
Aaijod joyu00 abesn aoiales Jusbe Jeuy Ajuen o) yosyo sbumes jushe
wiopad ‘sjusipoquis awos u| 'sisisiad sious Ji 89S pue saioljod 8oIAISS
19531 ‘SJUBLIPOGLUS BWOS U] "uoloe Jo asuodsal sjeudoidde sy} suiusiep
0} Pasn aJe SI0LIS JBYI0 BU} JO BOUBISIXS B JO/puk JoLa 8y} Jo
soualsisiad ay) Jo/pue 104ie 8y} JO ALIBASS BY) SJUSWIPOGLIS BWI0S U]

"pamoyjo; Buteq

J0u sojni Buideys oigye) ‘syui
BPISING S}BJ BIBP ‘S}iLU| BPISINO
$S800B SS8IPPE ‘)W SpISINO
abesn oyyeyy :sojdwexy -abesn
BOIAISS PO}0adXD YUM D10 Ul Si
sinseaw afesn a0iAI9S YIOMION

JoInBY8q 891AI8S pajoadxe
YlIM JUSISISUOD SI YJom}au
ul ainseaw abesn soiAes ALsp

sjuswipoqwz ssuodsay 10413 sjdwexy

sjusuipoquig
eLoNA) 10661 Jolig sjdwex]

sjuswipoquy
anbiuyoa} uonesulIap
uonejuswajdwy Aoljod ao1A0g

Page 285 of 359



g.l¢ 'Old

38/106

uoljippe Ui 10 0} aAleuIS)e U Se ‘Buibessawl 18] 10 |IBWwa Se yons ‘wasAs
Buibessaw aaleusije ue ybnoly} Juss ale sabesssiu Jasn sy ‘sjus
-IPOQUIS BLIOS U] "80IAJ8S Buiwnsal pue Joue sy} Buiosliod 1o} sse00id oy}
uo suononisul apnjou Aew jey) sbessaiu e Jasn oy Buipuss Jaye Aqissod
‘papuadsns sI 80IAISS S0IASP BY) ‘SJUSWIPOGLUS SWIOS U “I8SN 8y} WUl 0}
Jues Buisq abessau sasn e yim Ajgissod ‘sniels Buinod yJomau suluesenb
uo paoed St 80IABP BY) ‘SUSLLIPOGUIS SWOS U] "S}usAd abesn 8oiAles

10 sjuane Buijig Bunodss Aiadoid st 8o1aep U} JI sulLIBIap 0) S8} abesn
80IAIBS B 10 159] Juens Buljjiq e wioyad ‘sjuswipoguis awos uj ‘soeld ui aq
0} papualul si Jeyy Aaijod sbesn 801AJ8S BU) LM JUSISISUOD St 1 I dUILLLIBIop
pue JOIABYSq 221AI9S JOJIUOW Aj9S0[0 0} ‘snjels yojem abesn adiAias Jayjoue
10 '$$8001d UOIOBASUI 80IAISS 10 DIjel) JEJILUIS B JO 'sS8004d NYJS B uo
paoe|d S 80IASP By} ‘SJUSWIPOJLUD SLoS Uj “Buijpuiey Jous Jayunj 1o} 1sy
JOL® Ue U0 paged Si Jaquinu UOIESLUSP! 8IASP BY] ‘SJUSLIPOGUIS BLOS
U} "|OJU02 801AI8S paseq ao1Aep oy} Buikjuon ul 1sisse 0} JO J01IS JO 82In0S
oy} Buiuiuu)ep Jo $88004d BY) Ul JOSN BU} DAJOAU JO ‘U0ISSassad §osn
By} Ul SI 801AP Y} 1By} W0 ‘1esn ay Aiou 03 ) 8y} o} Juss st Buiuiem
10 fianb 1asn e 'sjuslipoqLUs awos uj "sjuabe aiow Jo sUo ysaljel

0} 9p09 Juabe mau sy} Joj uoneasniqo Jo Bupuanbas ‘uondAious Jusiayip
YIIM S8SED 8Los Ul ‘peo| Jusbe aiweukp unl ‘sjuswipoque awos uj Aubsiu
uebe aunwuisiep 0} asuodsal/Aionb jusbe wioyed ‘SjuswIpoquIs SWOS Uj
:suonoe Buimojjo} 8y} Jo aiow Jo auo wioped uay) ‘pafojdws

POYISW UOHIBLI00 JOLIS U} JOU SI SIU] JI 10 ‘JOLIS B} Jes|o Jou $a0p

Siy} §| ‘1s1sied J0ue )l 98S pue soioljod 801AISS 9S8 ‘SJUSLIPOQLUS BWIOS U|

papusiul
uey} Juslayip ale Jeyl sbumes ul
Jnsel seuenb Bumes Aotjod soineg

papus)ul Se 8ie 10810
Ui seoijod ao1nes jey) AjeA

‘wa|qoid uonewswejdw foyod abesn solnies
U} JO BiNeU BY] SIEN{EAS 0} Pasn ag Aeuwl 92IASP Y} UC sainseaw
90IAI9S Ul SEOUSIBYLIP Sy} ‘SJUSWIPOGUS BUIOS U| "SA0JE Se Slieg

abesn omisesed jenusiod

10 Jouse sajeoipul Juiod Jayjoue yim
JUSISISUOOU i Jey) YOB]S S0IASP Ul
uiod auo 1e ainsesw abesn ao1Aleg

201A8D Ul Juiod puooss
B Je ainsealu abesn a0iAIes Ylim
JUBISISUOD Si 80IABP Ul Juiod Buo
1e ainsest abesn aolnies Aiop

"OA0QE SB SWeS

9INSesul obesn SJIAISS
yiompau woly Auesyiubis satea
ainsesiu abesn ao1A18S 891A8(]

B0IABp 1€ sInseell abesn
B0IAISS UJIM JUSISISUOD SI YIom]au
Ul ainsesw abesn soinies Ajuap

"9A0QE SE SWES

"Fo1j0d JSuiebe passaode [iels
‘S)ILLI| BPISINO $$8008 ssalppe ‘ybiy
00} obesn olyel; :sejdwex3 abesn
BOIAIDS Po}0adXd YJiM JOI|UOD Ul

s ainsesw afiesn aoIAles 80IA8(

J0IABYS( 80IAJSS
pajoadxa yym JUSISISUOD S| 80IASP
1e ainsesus abesn aoIAles Ajliop

Page 286 of 359



39/106

J.l¢ 'Old

8y Jo eous)sisiad BY} Jo/PUR JOLS By} JO AlLIBASS BY) SJUSWIPOGUIS SWOS U
'suonoe Buimojjoy

Y] JO 8JoW Jo suo uiopsd usy) ‘pakojdws poyistl UOIISLI0D J0LS BY)

10U SIS} 1 JO *101J9 BY) JBaJ0 JOU S0P SIY} J| “Sjusbe aiow Jo suo ysale!
0} 9poo Jusbe mau sy} Joj uoneasnjgo Jo Buiousnbas ‘uondAious Jusiayip
YIM 8580 8WOS Ui ‘peo| Jusbe olweuAp uni ‘SjusIPOGLIS SWOS Uj

"sjie} %oeyo Jjes uoneinbiuoo
10 Jipne uonenBiyuoo Jusby

sjuabe J08$a001d
821AI8gG JO uoneinbyuod Ajsp

"SISAJEUE JOLID JOYLINY JOJ YIOMIBU BU) Ul 80BBIUI UBWINY

B 0] Juas $i 90eSSolU J0LIS UB ‘SJUBSUWIPOGLUS SWOS U| "BJIASp 8Y} 0} Juss
abessai e 0] uoppe Ui 10 0} aAljeuls)je ue se ‘Buibessau }xa) 10 jlews
se yons ‘walshs Buibessaw aaneuwsa)je ue ybnoiy) Juss ale sabessaul jasn
3y} ‘sjuslIpoqLI aWwos U] ‘adiAles Buiwnsas pue Joue ey Buiosiiod 10}
$$900.d 8y} UO suoRaNsUI apnjoul Aewl 1ey) abessauw e Jasn ay) Buipuas
18)je Kjgissod ‘papuadsns si 89IAISS 80IASD 8Y) ‘SJUSWIPOQLIS BWIOS U]
*19SN 8y} wiojul 0} Juas Buieq abessaw Jasn e yim Ajqissod ‘sniels buiinol
yiomiau sunuesenb uo pace|d si 80IASP 8y} ‘SIUSLLIPOUIS BLUOS U] "SJUBAS
abesn ao1A18s 10 sjuans Buijjig Buiodsi Apedoud si 8o1Aep By} i SUILLIBISP
0 158} afiesn 20i1AIeS € 10 159) Juand Buljjig e wiopad 'SjusLIpOgLIS BWO0S
uj -eoe|d ui aq 0} papuaiui si Jey) Aoijod abesn 801AI8S U} UM JUSISISUOD
SI )i Ji BUILLIBIEP pUE JOIABYS] 80IAI8S JOJUOW A|9SOID 0} 'SNIE)S yolem
abesn 801A18S JBYIOUE JO ‘$5890.d UODadSUl BOIAISS JO OIel] JEJIIS B IO
‘s58001d NYdS B U0 pade|d i 80iAsp 9y} ‘SjusWIpoqLie awos uj ‘Buijpuey
10118 J8YMNy 10§ 181| JOLIS UB UO paoe|d SI JSquInU UONEIIIUSPI 9JIASD

U} ‘S)USLLIPOGUS BLIOS U] '|J0U0D BIIAISS paseq ao1aap ay) Bulfjion

U1 1SISSE 0} 10 048 10 82In0s ay) Buiuiuaap Jo $sa204d 8y} ul Jash

B} SAJOAUI JO ‘U0ISSBSS0d § Jasn By} Ul SI 90IASP BU} 1By} W00 ‘I8sn sy}
Ainou o} 1n ayy 0} Juas si Butuem Jo A1anb Josn e ‘SjusIpoqLIS SWOS Uj
:suonoe Buimoyjos

3y} JO aioW J0 suo wiopad usy) ‘pakojdwe poylstl UONISLI0T JOLS BY)
10U SI SIY} I J0 ‘10118 BY} 1BSD JOU S0P SIU} J| "Siusbe aiowl J0 8uC Yysaljal
0} 9p09 Jusbe mau sy} Joj uoneasniqo Jo Buiousnbas ‘uondAious Juaiayip
YlIM SBSBD aWwos Ul ‘peo| Jusbe oiweudp und ‘SjusLIIPOqUIS BLUOS Uj

asuodsai-Aianb Jo UOIEIIUNLILLIOD
uabe 0 puodsal jou s80p Jusby

sjusbe 10s$8001d
90IAIBG JO aouasaid Aap

"sisAjeue 10119 JoULIN JOj MIOMISU SU} Ul 80BUSIUI UBWINY B 0} JUSS SI
obessall 10410 U ‘S)UBLIPOGLUS SWIOS U] "9JIASP 8U) 0} Juss abessal e 0

Page 287 of 359



40/106

ale 'old

B0IAISS 19S8) ‘SUBLIPOGUIS BWOS U] "uoljoe 1o asuodses sjeudosdde

Y} BUILLIBIEP 0 PASN Je SI0LI2 JAYI0 JO 90UB]SIXS BU} JO/PUE 0N

a8y} Jo soudjsisiad 8y} Jo/pue JOLS aY} JO AJLUIBASS BU) SJUSLIPOGLID SWOS U
'suoloe Buimoj|o} au Jo aiow Jo auo wiopad usyy ‘pakojdws

SPOUISW UOII0S.LI0T 10D BU 10U 818 8S8Y] JI 10 101I3 B Jesjo Jou saop
siy1 § "siuebe aiolu 10 BUO Ysaljel 0} 8pod Juabe mau au) Jof UONBISNIGO

10 Buiousnbas ‘uondAious Jusiayip yim sesed awos Ul ‘peoy jusbe olweukp
unJ ‘sjustiipoquis awos uj “Apadoid Buiessedo si eousnbas Buiodal juans
Buijiig ay) 3t suiLLIS}ep 0} 159] JUAS Buljjig e uloyad ‘SJUBLIIPOGLIS SWOS U

"pauodal
U8aq Jou aAey Jey} sjuans Buijig
pabbo| sjeanal Aianb aby bulg

Apedoud pauodsi a.e o
pauodal ale sjusns Buljig Ajusp

sISAJeUE 10119 JOUUN; JO} ¥IOMIBU B Ul 80BLRJUI UBLINY

B 0] Jues S abessall 1011 UR ‘SJUSLLIPOGLUS BWOS U] "9JIABP 8U} 0} Juss
abessal e 0] UCIIPPE Ul 10 0) SAljBUIS)E Ue sk ‘Buifessalu 1xa] 4o jlews
se yons ‘weshs Buibesssw aaneussyje ue ybnouy) wes aie sabessaw Jasn
ay) ‘sjustIpoquia sLWwos U] "ediaIes Buiwinsal pue Jole ay) Buinosiiod 1o}
§$800.d 8Y) UO suonaNIISUI apnjoul Aew ey sbesseuw e Jasn ay) Buipuss
12)e Ajgissod ‘papuadsns si 89IAJSS 92IASD SY) ‘SJUSWIPOGLUS BWOS U]
19sN 8y} wiojul 0} Juas Buieq sbessaw Jasn e yim Ajqissod ‘smejs Buinol
Ylomiau aunuesenb uo paoejd si 20IASp By} ‘SJUBLIPOGLUS SWIOS Uj 'SJUdAS
abesn 8o1A18s 10 sjuans Bujig Buipodes Apadosd si @o1Aep ay) )l sUILIBIEP
01 159 ofiesn a0IAJBS B 0 159] JusAa Bulljig e wuopad ‘SjusupoquIS aUI0s
uj ‘eoe|d Ui aq 0} pepusiui si jey; Aoljod abesn 80IAIBS BY) YlIM JUBISISUOD
SI )i Ji BUILLIBIBP PUE JOIABUSG 80IAI8S JoJUoW A|9S0[0 0} ‘SNIe)S Yolem
abesn 90IAI8S JBYIOUR 10 ‘$$8004d UOI0adSUI BOIAISS 10 DIjel] Je|ILIS B 4o
‘$39001d NYdS & uo paoejd si 018D ay) ‘SjuslIpogLus awos uj -Bulpuey
0139 JoyUN] 10§ 1S1| 1013 Ue U0 paoe|d St Jagquinu UONEILIUSP! 80IASD Y}
‘SJUSWIPOQLIS BWIOS UJ 'J0JIL0D 80IAISS POSE] a01Aap au) Buifjiaa ulsisse
0} JO JO1IS 10 92n0s 8y} Buluiwolap Jo $59004d BY) Ul JBSN B} SAJOAUI

10 ‘u0ISSass0d s, Jash au) Ui SI 901ASp BU} Jey} WL ‘1asn ey} Alilou

01 | 8y} 01 Wwas si Buiusem Jo Aisnb Jasn e ‘SlusIPOqUIS SWIOS Uj '}1081109
ale sbumes Aaljod jou00 abesn aoinias Jusbe 1eyy Ajuan 0} %oayo sbunjes
uabe wiopad ‘sjuswipoquis awos uj ‘sisisiad Joie Ji 8as pue saidijod
B0IAISS 19$8J 'SJUBLLIPOGLUS BWIOS U] "UoIioe 10 asuodsal ajendosdde

U} SUILLIBIEP 0 SN Sl SI0LIS JAYI0 JO 82UB)SIXS aU} JOojpue Jous

Page 288 of 359



41/106

3.¢ 'Old

BOIAISS 1958l ‘SJUBLIPOGLUS SWIOS U "UOIo. 10 asuodsal sjeudoidde

BY) SUILLISIEP 0} Pasn aie SI0L13 JaY10 JO S0UBISIXD U} Jo/pue JoLd

auy} Jo soudjsisiad sy} Jo/pue 10418 By} JO AJIBASS B} SJUBWIPOGLUS SWOS Uj
'suoijoe Buimojjoy

au) Jo 210w 10 suo utoped usy) ‘pafojdws spoyiall UOIIRII00 JOLS

Y} 10U BIe 8SBY} §i JO 10118 By} 1BSJD 10U SB0P SIU} 4| "sluabe alow 4o suo
ysaliel 0} 8pod Jusbe mau sy} 1o} uoneasniqo Jo Buppusnbaes ‘uondAious
JUBJBLIP YNIM S8SBD SWOS Ul ‘peoy Juabe oiuleudp uni ‘sjuswipoquis

awos uj ‘Apadoid Bunesado si sousnbas Buiniodas sbiesn aoinies

8y} Ji suILIBlep 0} 18] obesn 80IA8S B wopad ‘SJuswlIpoqws SWos uj

"suoiouny JusAe Buijig Jeyio
10 Un0d2e Aq |iq ‘suoijoesuel}
‘abesn 901A19S 10} SjusAs Buljig
Buiodss Apedoud Jou si Jusbe Buig

"ejep Buifjiq 80iAsp papodas yim
JUSISISUCD sie ainsesud sbesn
80IAIBS paucdal yiomiau Ajsp

sishjeue 019 Jayun) 1o}
YOMIBU By Ui 8deslul uewiny & 0] Jues i obessouw 018 U. ‘sjusiipoquis
SWOS U] "90IASP 8y} 0} Juas sbessauw e 0} UORIPPE Ul 10 0} SAljeuls)je

ue se ‘Buibessaw 1xa) 10 |lewa se yons ‘we)shs buibessaw aaneulsye

ue ybnoJy) Jues ale sobessall Jasn sy} ‘SJUSWIPOGUIS SWIOS U] "801AJSS
Buiwnsal pue Jous ay) BunoaLIod Joj $$8004d BU) UG SUCHONIISUI 8pnjoul
few jeyy obessaw e Jasn ay} Buipuss seye Ajqissod ‘papusadsns s 80IA8S
90IABD 8U} ‘SJUSLLIPOGLUS BLIOS U “18Sh By} Wiojul 0} Juas Buiaq abessaiu
1asn e yum Ajgissod ‘snies Bunnos yiomiau sunuesenb uo paoejd si aoiasp
8y} ‘sjusWIpoquIe awos U} ‘sjuaas abesn aoinles Bunuodal Apadoid si
801ABD BY} JI sUILLISIEP 0] 18] obesn a01Ales B uuopad ‘SJusuIIpoquIS awos
uj ~eoeyd ul 8q o} papusiul si 1eyl Aoijod abiesn 821AJaS BY] YlIM JUSISISUOD
S}l J1 SUILLIBIBP PUB J0IABYSQ 901AI8S JoJUOW A9SOI0 0] ‘'SNIE)S Yojem
abesn a0iAlas Jayjoue 1o ‘s$800id UonoadSUl 9OIAISS JO DB JejiWIS B Jo
‘s59001d NY4S & U0 paoejd St 81A8p au} ‘sjuswipoguue swos uj Bulpuey
JO119 JayLNy 10} 181| JO1IS UB U0 paoejd I Jequinu LOHBILIUSP! 82IASD 8y}
‘SJUSWIPOGUIS SWOS U] |0AUOS SOIAIDS POSE(] 901Aap 8y} Buikjusn ui isisse
0 JO J0LI8 10 824n0s 8y} Buluiualep 10 $58001d BY) Ui JOSN BY) SAJOAUL

10 ‘uoissassod s Jasn au} Ul St 821ABD By} Jey) LU0 ‘1asn ay) Ainou o} In
310} Juss si Buiuiem Jo Aisnb sasn B ‘sjuswipoquis swos uj Aubsyul jusbe
auiwIa)ep 0} asuodsal/fionb jusbe wioped ‘SjusWIPOGUIS BWIOS U] 108110
ale sbumes Aoijod josuoo abesn aoinias Jusbe ey Ajusa 0} yoayo sbunes
uabe wiopad ‘sjuswipoquia swos uj ‘sisisiad Jous Jl 89S pue saidijod

Page 289 of 359



42/106

44¢ "'Old

AU} SUILLLISISP 0} PASN ik SI0LIS B0 JO S2UB)SIXS AU} JO/pUE JoLS
8y} Jo eouajsisiad ay} Jo/pue J01is 8Y} JO A1LISASS By} SJUBLIIPOGLUS BUIOS U
:suoijoe Buimo|o} ey Jo aiow Jo auo wioped uayy ‘pafojdws

SPOUYIOW UOIOSII0D J01ID BY) 10U 8JB 9S8Y] Ji JO ‘1049 BU} JES|0 Jou S80p
siy1 Jj sjuebe a10w Jo 8UO Ysaljel 0} 8pod Jusbe mau sy} 10} UOIEBISNIGO

Jo Buiouenbas ‘uondAous Juslayip Yim SBSED SWoS Ui ‘peo| Juabe olueuAp
uns ‘sjuswipoquue swos u| ‘Auadosd Bunelado st sousnbas buiodal abesn
B0IAJBS U} JI BUILIBIAP 0] 156} abesn adiAles e wioped ‘Sjuswipoguws
awos uj sjuabe aiow 1o 8U0 ysalel 0} 8pod Jusbe mau sy} 10} UONEISNIGO
10 Buiousnbas ‘uondAIous Jusialip Yim Sased auwios ul ‘peo yusbe oiweudp
uns ‘syuswipoquie awos u] ‘Auadosd Bunesado st aousnbas Buiiodal uane
Buijig ey} Ji suiLLISIBP 0} 188] JuaAs Bulljig e wiopsed ‘SJUSWIPOJLLS SLUOS Uj

‘syodal abesn 201AI8S Yim
1uB)sIsuooUl aJe suodal Juabe Buig

"ejep Buijjig sojasp papiodal yym
JUBISISU0s ale ainseaul abesn
a0IAles papedal so1nap AjUop

"siSAjeue J01S Jayyny J0j YIOMISU By} Ut 8oBLSIUI

uewny e 0} Jues si abessaw Jou U ‘SJUSWIPOGUIS SUIOS U] "80IAap

ay) 01 1uas afiessaly e 0} uolIppe Ul Jo 0} aAljeul)je ue se ‘Buibessaw

18] 10 jlews Se yons ‘wa)sAs Buibessau saneussye ue ybnouy) uss aie
sobessalu J1asn sy} ‘SjusIPoOqUIS BLWIOS U 8dIAIsSs Builunssl pue Joe sy}
Bunoelic0 Joj ssao01d By} uo suononsul spnjoul Aew jey) ebesssuw e Jasn
ayy Buipuss Jeye Ajqissod ‘papusadsns i S0IAISS 80IASD B} ‘SJUBLLIPOGIS
BWOS U] "fosn oy wiojul 0] Juas Buiaq obessaw Jasn e yim Ajqissod ‘sniels
BunnoJ yiomau aunuelenb uo paoe|d Si 90IASD U ‘SIUSLLIPOGLUS BUI0S

uj -eoejd w1 8q 0} papusiul si 1eyl Aoijod abiesn 821AI8S BY) YUIM JUBISISUOD
SI}i J1 SUILLIBIBP puB J0IABYSQ 901AI8S JojUOW A9SOI0 0] ‘SNie)S Yojem
abesn a0iAlas Jayjoue Jo ‘s8800.d UondadSUI BOIAISS IO Dlljel] JejIlIS € JO
‘s59001d NYdS B uo padejd Si 821Asp 8y} ‘sjuswipoguue swos uj ‘Bulpuey
0118 Jayuny 1o} 18| 10118 Ue Uo pade|d si Jaquinu UoNeIIUSp! 821ASP B}
‘SJUBSWIPOGIS SWIOS U] "|J0JUCS S2IAIDS POSE] 90IAap oY) Bulfjian uijsisse
0} J0 10138 JO 82In0S 8y} Buiuiwielap Jo $$820id Y} Ul J8SN B} BAJOAUI IO
‘u0ISSass0d $, 495N BU] Ul S 801AGD Y} 1By} WU ‘Jasn sy} Ainou 0} |n sy}
0} Juas st Buiusem Jo Asenb Jasn e ‘sjuswiipoquia swos uj ‘Aubajul jusbe
auiwisiep 0} asuodsay/fionb juabe wiopad ‘sjusuipoquia BUIOS U} 1081100
ale sbumes £aljod jonuoo abesn soinies webe jeyy Ajuaa 0] yoayo sbunies
juabe wuoped ‘sjuswipoguis awios uj'sisisiad Joud Ji 89S pue saidijod

Page 290 of 359



43/106

9.2 "9Id

aunusiep 0y ssuodsay/Aienb juabe wiopad ‘SJUSWIPOGUIS BWOS U 1081100
aie sbues Aoijod j0u00 abesn aoinies Juabe 1eyy AjuaA 0 %0ayo sbunies
sebe uuoped ‘sjuswipogue swos uj ‘sisisied Jous §l 89s pue saijod
BOIAIBS JOSa) ‘SJUBLLIPOQLUS BLUOS U "UOIOR J0 asuodsal sjeudosdde

U} SUILLIBEP 0} PasN aJe SICLID JaYJ0 JO 80UB]SIX Y] JO/pUE. J0LB

ay) Jo soudisisiad oy} Jojpue 10118 8y} JO AJLIBASS BY} SJUSWIPOGUUS BWOS U
:suonoe Buimojjoy oy

10 8J0W J0 suo wioped usy) ‘pafojdiue SpoylaLl UOID81I00 J0LIe By} jou
e 982} Ji JO 10119 BY} JESID 10U SB0P SIY} 4| "Sjuabie alow JO BUO Ysalal
0] 8p09 Jualie mau sy} Jo) uoneasniqo Jo Butousnbes ‘uondAious Jusiayip
UM SeseD aLwos Ul ‘peo| jusbe alweuAp uni ‘SJUSWIPOGLIS SLIOS U]

"891A8p 81 AQ pajlodal
Apedoud 10u s1jueaa Bug ise |

‘papiodai s1 )l AjlieA pue aoiAsp
yBnouy) Jusns Buyjig 18} pusg

sisAjeue 10118 1Yy 0] YIOMIBU U} Ul 90BN

uewiny e 0} Juss S| abessaw 10 Ue ‘SJUSUIPOGUIS SUIOS U] "821ASp

8y} 0] Jues abiessaiu B 0] UCHIPPE Ul 10 0} dAljewIaye ue se ‘Buibessaw

18] JO jlews se yons ‘wieishs Buibessaw aaneussye ue ybnoiy) Juss aie
sobessau Jasn sy} ‘SJUSWIPOqUIS SWOS U] "8d1AI8S BuiNsal pue Jo.is ay)
Bunosioo Joj $s8201d 8y} UO suondnasul apnjoul Aew Jey) ebessaw e Jasn
ay) Buipues Jayje Ajgissod ‘papuadsns Si 80IAISS 80IABP BY) ‘SjusWipoquis
BWIOS U] oSN ay) wioul 0} Juss Buteq ebessaw Jasn e yim Ajgissod ‘sniejs
Buiinol siomiau aunuelenb uo paoejd si 80IABP SY) ‘SIUBSUIPOGLUS DS

uj -aoeyd ui aq 01 papuaul si 1ey) Aoijod abesn ao1AI8S 8Y] UlIM JUSISISUOD
Sl JI BUILIBISP pUE IOIABYSQ 82IAI8S JoyuoLW A[9SO|D 0] ‘Sniels yojem
afesn 801A18S Jsyjoue Jo ‘s$a004d Uooadsul 821AI8S JO D1jjel) JEJILIS B 10
‘$59201d NYJS B uo paoejd st 801nap 8y} ‘sjustuipoquue awos uj “Buljpuey
JO4IB JBYHINy JO} 1S1f JO4IS Ue Uo padeld SIJaguinu UOREDLIUSP! 82IASP BY)
‘SJUBLUIPOQUIS SWOS U] "J0IU0D 801AI8S Paskeq aolaap ay) Buikjlion uj isisse
0} J0 JOL3 10 824n0S dY) BulliLLIBIop JO $$8004d B} Ul JOSh BL} SAJOAUI JO
‘uoissassod s jasn sy} Ul 1 801ASP B} 1BY} WU0D ‘1asn oy Ajijou o} |n oy}
0} 1uas st Buiusem Jo Aienb Jasn e ‘sjustupoquia awos uj “Abajul Jusbe
sujwalep 0} ssuodsal/fianb jusbe wioped ‘sjusWIpoOqUIS SWOS U] 108100
ale sBumes Aoijod jojuoo abesn aoines wabe 1eys Ajuea 0y ¥ooyo sbunies
uabe wuopsd ‘sjuswipoquis swos uj ‘sisisiad Jous Y 89s pue sayod
B0IAISS 19531 ‘SJUBIIPOQLUS BLIOS U "UONDR 10 8suodsal ajeudosdde

Page 291 of 359



44/106

Hi¢ "Old

0] 1ues si Buiuiem 1o Aienb Jesn e 'sjuswiipoquie awos uj Apibaul jusbe
aulsiep 0} ssuodsay/fienb jushie wioped ‘SJusWIPOGLUS SWOS U 1081100
aJe sbumes Aoijod j0uod abesn aoinies Jusbe Jey) Ajuaa 0y %oayo sbunjes
Juebe uuopad ‘sjustipoquis awos uj 'sisisiad Jouia Ji 89S pue $aioijod
B0IAJSS 10S31 ‘SIUBLIIPOGLIS SWOS U| "uoloe Jo asuodsal sjeudoldde

Y} SUILLIBJEP 0} Pasn ale $10118 JaYJ0 JO 82UBJSIXS By} JO/pUE JoLd

3L Jo aoualsisiad ay) 1o/pue JOLS BY) JO AJLIBASS BY) SJUSLIPOQUIS SWIOS U]
:suonoR BuImojjo) 8y} 40 aioW JO BUO

wioped usyy ‘pakojdwie Spoyjalu UOIDSII0S 10118 8U} 10U Sie 8say) Ji

10 '104I9 BU) JeD|D JoU S90p Sy} §| "Susbe si0uW JO BUO YSaal 0} p0od Jushe
Mau 8y} Joj uoneasniqo Jo Buiousnbas ‘uondAious JusIBlIp YiMm SBSED
awWos ul ‘peo| usbe olweuAp uni ‘SYUSWIPOGLID BWIOS U] "PIjeA ale sjdisdal
JBAISS UOIOBSUES) JI SUILLISIEP 0} $308Y0 ULopad ‘SjusWIpogLUIS SWOS Uj

"90IAP
WwoJj SjueAs Buljig yum puodsesiod
Jou op sidiedal Jansas uonoesuel |

'SISAISS UOIDBSUEI) WOl peodal
sjueAs Bulig spodel ao1Aep Ajusp

sisAjeue 1oL Joyuny 0} YIomIau

8y} Ul soBLISIUI UBWINY B 0] JUas S| 8Bessalu JoLS Ue ‘sjuswipoquis

3OS U "B0IASD BY} 0} Juss obesSauUl B 0} UOHIPPE Ul IO 0} SAlBUIS)E

ue se ‘Buibessauu 1x8} 10 jlews se yons ‘wajsAs buibessew saneuss)je

ue ybnoJy) Juas ale sabessaiu Jasn sy} ‘SJUBWIPOGLUS BWOS Uj "90IAJ9S
Buiwnsas pue 10418 8y} Buioa1i0d Joj $88001d B} UO SUOIIONIISUL SpN[oUl
feul 1ey obessow e Josn ay) Buipuss Jaje Alqissod ‘papusdsns si 801AI8S
B0IABD 8Y] ‘S)UBLLIPOGLUS BLUOS Uj “18sn 8y} wiojut ) Juas Buiag abessau
Jasn e yum Agissod ‘snieis Bunnos yiomau sunuesenb uo paoeyd st aoinep
3Y) ‘SJUSWIPOQLUIS SWIOS U| "Sjusns abesn aoinies Buipodal Asdosd si
90IABp BY] Ji sUILLIBIEp 0} 158) abesn 80IAI8S B wioUad ‘SJUsUIPOGLUS SLL0S
uy -a0ejd Ui 8q 0} papusyul si ey Aoljod abesn a01AIBS BY} YlIM JUSISISUCD
S1 11 JI SUILLIBISP pue JOIABYS(] 9IAIS JONUOW Aj9SO[ 0] ‘Snjels yojem
abiesn 901A18S Jayjoue 10 ‘$58004d uodadsul 80IAJSS JO JILRI) JEJIWIS B 10
‘s58001d NY4S & U0 paoejd st 821A8p 8y ‘sjuswipogiue swos uj ‘Bulpuey
J01J9 J2yuINy Joy 181f JOLIS Ue Uo padeld S Jaquinu UOREDIIUSP! 82IASD BY)
‘SJUBLUIPOQUIS SWIOS U] "JOU0D 801AI8S paskeq aolaep oy} Buifjlien ulisisse
0} JO 1013 10 82n0S By} BulliLLIBIop J0 $$8004d BU} Ul JOSh Bt} SAJOAUI JO
‘uo1ssassod s Jasn ay) Ul S 801ASD Y} 1By} WLYU0D ‘Jasn sy} Aiou 0} | oY)
0} 1uas st Buiusem Jo Aienb Jasn e ‘sjustuipoquia swos uj “Abajul Jusbe

Page 292 of 359



45/106

I.Z Old

901AI9S Y} AQ PO[j0AUO0D SHIOMBU B JO SUO LD SIAISS 10} PSZIIOYINE Jou
SI 90IASP JI ‘SJUBLIPOGIS BWOS U] "8ouanbas uoileAnoe ym | epinoid
‘ue|d 901AJ0S B UJIM PaleAloR 194 10U SI 90IASP JI ‘SIUSLLIPOGUIS SLUOS U]

pazioyine jou
B0IABD JO PJ0d8) U0 Uejd 80IAI8S ON

Buipue)s ueyd
801AI8S J0 Buipuess soinap Ajiap

‘Bunooysejgno Jo} sorpBIUI LeWNY 0} obessaw

10118 PUSS SJUBLLIPOGLIS BWOS U "8noJ auljuesenb uo soinep soed

10 801ASp puadsns ‘|f) 80IASp 01 80esSall JoLie puss ‘UONDBUL0D S0IAISS
$58008 80IASp & afeuBL 0} SJSIXS UCIBZLOUINE SI8YM SIUSLIPOGLUS

awos u| ‘esuodsal-Aianb jusebe se yons Aibsiur 821AI8S 891ABD UO

$¥08YD Jeyung un ‘Buijoel} 891AI8S J0 S10adSe SLI0S puk 81eMmljos aoiAep
abeuew 0} SJSIX2 UOHBZIOYINE SISUM SJUSLIIPOGIS BLIOS U] "PEOJUMOP
ylomiau e Jo Adod aoinep paials Ajjeoo) e wiol) Jeylie alemyos jusbe
901198 Buiyoe.] uoneAioe 8y} Jo AJo2 MaU e [jeisul ‘SJuBLIIpOqLUS BWos
uj "uonelioucsal Bulpig Jepiroid jesua jo asodind sy 1oy Yim paseduwie)
U9aq oAy Jey) suonoun) Bupoes uoijeanoe Buiaey jo pajoadsns saoinap
10 181| B U0 "} 80I1A8p 8y} 80e|d 0} SI asuodsal 8y} SJUBWIPOGWS BWOS U

"spodal snosuous Buniqiyxe

st Jo ‘Buitiodas Ayaioe yiomeu
pajnpayds Buipiaoid Jou si ‘Jussald
10U I 90IAIBS Bunioel} uoleAlOY

uonesado
10 uonenbyuo? ‘soussaid
wia)sAs Bunjoel uoneAoe Ajuep

sisAjeuB 10119 JaYLN) JO] }IOMIBU BY} Ul 80BUSIUI

uewny e 0} Jues sl abessall JoLIS Ue ‘SJUSWIPOGLID SLIOS U "30IASp

Uy 0 Juss abessaul e 0} UOIIPPE Ul JO 0} SAlBUIBYE Ue Se ‘DBuibessaw

18] JO jlews se yons ‘weishs Buibessaw anneussye ue ybnoiy) Juas ale
safiessalll Jasn ay) ‘S)USLUIPOGUIS SLIOS U] "80IAI8S BuiNSal pue JoLe au}
Bunoa1i00 Joj $$820id By} Lo suonanisul apnjoul Aew Jey) obessawi e Jasn
oy} Buipuas Jeye Ajqissod ‘papuadsns si 80IAISS 0IASD BY) ‘SjusIpoquIS
aWIOS U] oSN ay wiojul 0] Juss Buteq abessaw Jasn e yim Ajgissod ‘smejs
Buinou yJomiau aunuelenb uo paoejd si 82IASP BY} ‘SIUSLLIPOGLUS BWIOS

uj -a0ejd Ui 8q 0} papuaiul si 1ey Loljod abesn ao1AI8S BYI YlIM JUSISISUOD
S}l JI SUILISIOP PUE JOIABYSQ 80IAIBS JojLIOW AJ8SOD 0] ‘SNiE)S Yojem
abesn adiAles Jayjoue 1o ‘s$800id uonoadsul 821AISS 10 DILES] JEJIIS B 10
‘$59001d NYdS & U0 paoejd St 801A8p 8U] ‘SjusWwiIpoguus awos uj Bulpuey
0418 Joyyny 1o} 1l 1018 UB U0 pade|d SIJequinu UOHEDIIUSP! 801ASD BY}
‘SJUBLUIPOQWIS SWOS U] "JoIUO0D 82IAISS paseq aolaap oy} Buikjuea ulisisse
0} JO Jo1ie 1o 821nos ay) Buiuiwieiep jo $88201d U} Ul J8SN BU} BAJOAUL IO
‘U0IS$9$50d S oSN BY) Ul S 901AGP Sy} 1By} ULUOD ‘Jesn sy Ajnou 0 |n 8yl

Page 293 of 359



46/106

rl¢ 'Old

'Sishjeue

JO1I® Jeyuny JOj }I0MIaU BU} Ul 80BLSIUI UBLUNY B 0} Juss S abessaw

10119 UB 'SJUSLUIPOGUS SWIOS U] "93IA8p 8y} 0} Juss abesssw e 0} uolippe ul
10 0] sAjeUIB)E Ue sk ‘Buibessaul 1x8) Jo |iews Se yons ‘weisAs Buibessaiw
anjeusa)je ue ybnoiy) Juss aie sebessau Jesn sy} ‘SjusUIPOqUIS dWIO0S

uj "ediAtes Buiwinsal pue Jous oy Bundeliod Joj $58201d By} U0 SUOHONASUI
apnjoul Aew ey obessaw e Jasn sy} Buipuss seye Aqissod ‘pepuadsns

S 90IAJISS B0IASD B} ‘SIUBWIPOGWIS SWOS U] "J18SNn 8y} WiojU| 0 Juss

Puieq abessaw Jasn e yim Ajgissod ‘snjels Buinos yJomau suijuesenb uo
paoe|d St 80IASD BY} ‘SJUBLLIPOGLUS BUIOS U "Sjueas abesn 80IA8s 10 SJuans
Buiiig Bunodes Aadoid si 8o1Aep oy} Ji suILISIEP 0} 158} aBesn adIAIes B 10
189} JUand Buljjig e wuopad ‘sjusiipoquis swos uj "eoe|d Ul 8q 0} papusiul
st 1ey; Aoijod abesn S01AJ9S BYI UJIM JUSISISUOD S1 1l Jl SUILLISISP pue
10IABYSQ 891AI8S JOJUOW Aj@SO 0} ‘sniejs yojem abesn aoiaies Jayjoue 1o
‘s$9004d U010adSUl 8IAISS 10 DIe.) JEJIIS B 10 ‘s$8001d NYJS € uo paoed
S 90IASP B} ‘SUSWIPOGUIS WS U] ‘Buljpuey Jous Jayuny 10} 1s) Jolis

ue U0 paoejd Si Jaquinu UOIESHIUSP! 8IASP Y} ‘SJUSWIPOGUIS SWOS Uj
"|0JIU0D 80IAISS PASEQ 801AD BU) BuiAjlieA Ul 1SISSE 0} JO JOLIS J0 92IN0S BY}
Buluiluielop 4o sse20id 8} Ul J8Sh 8Y} SAJOAUI JO ‘U0ISSass0od S J8sn 8y} Ul Si
90IASD By} Jey) WILUOD 4asn oy} Ao o) |n ay) 0} Juas si Buiuiem Jo Aanb
19SN B ‘Sjuswipoquie awos uj ‘sjuabe aioul 10 8Uo ysalal 0} opoo Juabe
Mau 8y} Joj uoneasnyqo Jo Buiousnbas ‘uondAious Jusiayip Yiim $3SED
awos Ul ‘peoy Jusbe olweuAp uni ‘sjuswipoqus swos uj ‘Aubsiul usbe
aulsiep 0} asuodsay/fionb jushe wioyad ‘SJUSWIPOGWIS SWOS Uj J081I00
aJe sbumes Aoijod jouoo abesn aoinles Juabe 1eyy Ajuaa 03 %08yo sbunjes
Juebe uuopad ‘sjuswipoguue awos uj 'sjsisiad Jous Jl 89S pue saljod
B0IAISS 10S3] ‘SJUSLIPOQLUS BWOS U] "Uoijoe 10 asuocdsal sjeudoidde

BU} SUILLISIEP O} Pasn ale SI0LIS J8Y10 JO S0UB]SIXS Y} JO/PUE OB

ay} Jo aoualsisiad ay] Jojpue 10Ls 8y} JO A1USASS By} SJUSWIPOGLUIS SWOS U]

18]j0J1U07) BIIABS
yum ssouanbas asuodsal/fienb
pUB S}0810-SS0ID ‘SH08Y0-|es
Aubajui abe Jadoud suodas
Jeaguesy J0S$800id 90IA8S
Ausp -oujes Buibbey Apoeniod
wajsAs BuibBey uonoadsul oijen
pue uonesidde yosyn papiodal
Buieq aie syuans AjieA 0 suodas
uens Builjig yoayo yuabe jlemaiy
‘uabe uonejuswe)dw) Loljod uo
diysuonejal indyno o} indui yo8y9

sjusbe 10ssa00id
90IA19G J0 uonessdo sedod Ajiep

"90IA3P Jey} 10}
ajeudoidde si 1ey) aiemyos Jusbe 10s$9001d 9a1A1eg ajeudosdde ay)
PEOJUMOP ‘SJUBLLIPOGLUS BWIOS U] "821ASp 1Y} JO} POPUBIUI 80IAISS JUBIqUIR
8y} 10} J0SS82014 89IAIBS BU} 8InBIU0D ‘SJUSWIPOQLUS BWIOS U] "pesooid
0} moy Jasn ay) Bunonuisul obessaul Jo.ie UB | S} puss '19}j0Jjuo)

Page 294 of 359



47/106

M.LZ "Old

8} JO 210W J0 8UO Wiopad usy) ‘pekojdwe poylBLl UONOBLI0D JOLS 8Y)
10U SI SIY} JI 10 ‘101D U JBSJD J0U S80p Sy} J "Sjuabe sioW JO 8Uo ysallel
0} 9p02 Juabe mau 8y} 1o} Uoijeosnyqo Jo Buiousnbes ‘uondAious Jusialp

UM S8SED SLIOS U ‘peo| Jushe olweuAp uni ‘SJUSLIPOGLUS SLIOS U]

JusAs abesn
80IM8S 18] Jodal Ajiadoud jou seop
wolshs Buipodal abesn aoiaieg

JUBAS B0IAISS 58]

‘sisfjeue

10118 JBYLIN} 10} YIOMIBU By} Ut 80el)UI Uewny e o} Juss S| sbessaw

10418 UE 'SJUSWIPOGLUS SWOS U} "92IAap 8y} 0} 1uas abessaLl B 0} UolIppe ui
10 01 aAneulsyje ue se ‘Buibessalu 1xa) Jo jlews e yons ‘wajsAs Buibessau
aAjeusd)je ue ybnoay) juss aie sebessatl Jasn ay) ‘Sjusipoguus swos

uj 80iAas Bulwinsal pue Joue sy} Bunoaliod 1oy $$800.d By} U0 sUCHoNSUl
apnjoul Aew 1ey; obessaul e sosn ay) Buipuss teye Ajqissod ‘papusdsns

S| 90IAIBS S0IASP B} ‘SIUSWIPOGUIS SWIOS U] "J9Sh U} WIOUI 0} JUss

Buiaq obessaw Jasn B yum Ajqissod ‘sniels Buiinos yiomisu suiuesendb uo
paoe|d si 801ASD Y} 'SJUBLLIPOGLUIS BWIOS U Sjusaa abiesn aoiIAles IO SJusAs
Buiiig Buitiodes Auedoud si @o1aep 8y} i suilLIslep 0] 156} afiesn a0IAJ8S B 10
189 JusAd Builjig & wiopad ‘Sjuswipoquis swos uj "8de|d Ul 8q 0} papusiul
st 1eyy Aojod abesn ao1AI9S Y} YIim JUSISISUOD SI I § BUILIBIOp pue
J0INBYBQ 80IAISS JOJUCW Aj9SO[0 0} ‘sniejs yojem abesn 8o1Aies Jayjoue Jo
‘sse001d uonoadsul 80IAISS 10 J1jjel] JEJIUIS B IO ‘s$800id NYJS e uo paoed
S| 90IABP BY) ‘SJUSWIPOqIS BWoS U] ‘Buljpuey JouS Jayunj 1o} 181 JoLd

ue uo paoeld si JaquINU UONEDYNUSP! 82IASP Y] ‘SJUSWIPOQLUS SLIOS U]
"J0JJU0D 90IAISS PASEQ] 901AD 8Y) BUIAjLIaA Ul JSISSE 0] JO JOLIS 10 92IN0S By}
Buiuiielop 40 $sa20id 8y} Ul J8Sh 8y} SAJ0AUL JO ‘UoISSassod $Jasn 8y} ul St
B0IABP BY} Jey] WLUOD Josn ay} Aljou 0 | 8y} 0} Juas si Buiuiem Jo Aenb
188N € ‘sjusIpoqIs awos U] "siuebe aiow 10 BUC Ysalel 0} apoo Juabe
Mau ay) o} uoieasnygo o Buiousnbas ‘vondAious JusIalp YiMm $8SeD
awos Ul ‘peof Jusbe oiweudp uni ‘sjusiipoqus swos uj Aubsiul usbe
auieyap 0} ssuodssy/fienb jusbe ulopad ‘sjuswIpoquus SUIOS U 1081400
ase sBumaes Aaijod jouoa abesn aoinles Jusbe jey) Aaa 01 yoayo sbunjes
Juebe wiopad ‘sjuswipoquie swos uj 'sjsisiad Jous JI 89S pue seiolod
B0IAISS 10$1 ‘SJUSWIPOGLIS SWOS U] uoijoe Jo asuodsal sjendoidde

U} sUILLIBJEP 0} PASN ale $10118 JBYJ0 JO 8oUBJSIXS 8U) JO/PUE JoLS

U} J0 aous)sisiad oy Jo/pue JoLS By} JO A1LIBASS BU} SJUSLIPOGUIS SWOS U]

"Womlau sy} uo abesn aoinies
Bunesipur jjus s1 s01ap Ing Apadoud
Buluonouny Jou uojouny Jesquesy
‘WB)sAs uonusaid Josss pue
J1adwey o ‘uoneinByuos ‘uonesado
Ul JoJI8 ue ajeaiput suodsl
Jeaquesy sy Jo 80w 1o suQ

sylodoas ssuodssal
1BaqUesY J0SS3001d BIIAIRS

Page 295 of 359



48/106

14¢ "Old

B ‘SJuSLIPOqUIS SWOoS Uj 1081100 ale sbuiss Aoljod jouoo abesn aoinies
sbe 1ey) Aian 01 yoayd sbumes Juabe wiouad ‘SjusipoqLIs awos

uj 'sisisiod Jous Jl 89S pue saioljod 80IAISS 10S8) ‘SJUBWIPOGWS SWOS U
:suonoe Buimojjol

U} JO aiow Jo auo wiopad usy) ‘pakojdwas PoYIBLL UOIOBLI00 J0LS 8y
10U SI SIY1 1 JO ‘10118 B} JESID 10U Se0p Sy § “sisisiad wejqoid i 88s pue
sjuafe 1ay)o ysalel 0} apod Jusbe mau sy Jof uoneasniqo Jo Buousnbas
‘uoildAIous JuSJaYIP Yim SaSeD SIS Ul ‘peo| Jusbe oiweuip uny

‘pa1dnuiod

aJe sjusbe Jayjo 8y} Jo aiow Jo

3UO0 SI8A00SIP Juabe ‘Juaby Aubajuj
[0JIU07) SSB00Y 10 PEO| YSal) Joy

suodal Aubsiul
wiopad pue a1em}jos J0sSa204d
891A19G 10 UCISIOA UYSal) B peoT]

sisfjeue Jous

JBYUINY JOJ YIOMIBU Y} Ul 90BKBIUI UBWINY B 0} Juas si afiessaw Joue

Ue ‘SJUSWIPOGUIS BLIOS U] "8dIASp au} 0} Jues abiessall e 0) uolyppe ui

10 0} sAijeussyje ue se ‘Buifessalu 1xat Jo jiews se yons ‘wajsAs Buibessaw
aAleuss)je ue ybnoiy} Juss aie sabiessaiu Jasn ay) ‘sjuswipoquie

Bwos uj "s01nies Buiwnssl pue Jous sy Bunoaiiod 1oy sseocid

8y} Uo SUORONASUI apnjoul Aew Jey) abessaw e tesn ay) Bulpuas Jaye
Ajqissod ‘papusdsns s 80IAI8S 80IASP BY} ‘SJUSWIPOGIS BLUOS U] "Jasn 8y}
wisou o} Jues Buiag abessew tasn e yum Ajgissod ‘snies Buinol }iomau
aunuesenb uo paoeld s 80IASD BY) ‘SJUSLLIPOGLUIS BWOS U} 'SjusAs Buiq
Buinodal Apedoid s 821Asp Y1 4 SuUILLIBISP 0} JuaAs 1s8) Buljjiq e wiousd
‘sjusLuIpoqIs swos uj -aoe|d Ul aq 0] papusiul st ey Aonjod ebesn aoiales
U} UM JUSISISUOD SI ) §I UILLIBISP PUE ICIABYSY 82IAISS JONUOW A[9SOj0

0} ‘sniels yojem abesn a0IAISS JBYIoUR JO ‘$$8204d Lonoadsul 801A8S 0
el Jejiuis e 1o ‘ssa00id Ny dS B U0 paoeld St 821ASp U} ‘SjusWwipogws
aWwos U} ‘Buyjpuey Jouo JayLIng Joj 1S)| Jouse Ue uo padeld si Jequinu
UOIEDIJUSPI 921ASD U} ‘SJUSWIPOGLUS SWOS U “|0JIUCI 82IAIBS Paseq
B0IABP By} BUIAjLIBA Ul ISISSE 0] JO J0LIS 10 921n0S 8y} Buiuiwisiep Jo sseo0id
U} Ul Jasn 8y} SAJOAUL 1O ‘UOISSasS0d S Jash y) Ul S| 80IABD 8Y} 18y} WU
‘1asn ay} Ajiou 01 jn ey} 0} Juss Si Bulusem Jo Aienb Jasn e ‘sjustuipogiue
awos uj “Aubajul jusbe sulwialep 0 esuodsai/fienb yusbe wioped
‘SJUSLLIPOQUIS BLI0S U] 1081100 aJe sbunes Aoijod jo5uoo abesn soinies
sbe 1ey) Ajian 0 yoayd sbumaes Jusbe wiopad ‘SjuslipoqLIS aWos

uj 'sisisiad Jous Jl 89S pue saioljod 80IAISS 10S8) ‘SJUBWIPOGLUS SWIOS U
:suoijoe Buimoyjol

Page 296 of 359



49/106

W.i¢ "Old

8y} ‘sjuBLIIPOGIS BWos u| "Bulpuey 1048 Jayuny 10} IsY Joue e uo paoe|d
S| Jaquinu UONEILIUSP! 82IASP Y} ‘SJUSLIPOGLID SWOS U} "[0JIUO0D S0IAISS
paseq a0IAap ay) BuikjLan Ul 1SISSE 0} 10 J0LS J0 801n0s 8y Buluiieiep
10 5$800.d BY) Ul JOSN BY} DAJOAUL JO ‘UOISSESSOd SJ8SN BU) Ul SI 80IASD
2y} Jey} WuLUod ‘1asn sy} Aou o} | aus 03 Juss s Buiusem so Aienb Jesn
B 'S)UBWIPOGLIS BWOS U] 1081100 ale sbumes Aoijod j0iiu0o abesn aoinies
uabe jey; Ajuea o} yoayo sbupes Jusbe wiopad ‘sjuswipoquie swos

uj ‘sisisiod JO1I9 Jl 988 pUE $SaI0ljod 901AISS 19Sa) ‘SJUBUIPOQUIS SWOS U
‘suonoe Buimojjoy

Y} JO 810Ul 10 Buo wiopad usy) ‘pakojdia poyIBL UOIOBLI0D JOLS BY)
10U SI SIY1 Ji JO ‘JOLID BY} JB3|D Jou SB0p Sy} §| "sisisiod wajqoid i 89S pue
sjuebe 1ay)o ysalel 0} apod Juabe mau sy} Jof uoneasnjqo Jo Buousnbas
‘uoijdAIous JUSJaLIP YIIM SBSED SLIOS Ul ‘peo| Juabe oiweuAp uny

)ooyo-|jes & Buluuni Jeyie Jous ue
se1eoipul syusbe sy} Jo slow Jo sUQ

$%08Yo sisoubelp
Jjos juabe yum uoneinbiyuoo
98P0 105$8001d 801 AJlISA

‘sishjeue

10118 JOULIN} 10} YIOMJBU BY} Ul S0BLSIUI LiBWNY B 0} Juss S| abessau

10419 Ue 'SjusWIpOquIa SWOS U] "801A8p 8y} 0} Juss abessaul e 0} uoippe ul
10 0} sAneuIs)je ue se ‘Buibessawl 1xe) Jo jiews se yons ‘walsAs Buibessaw
aAleuss)je ue ybnoy) Jues aie sabessau Jasn ay] ‘SjusLIpoOquIS SWOS

uj "891A19s Buiunsas pue Jous sy Buioalod Jof $$8204d BU) Uo suoydnsU
apnjoul Aew ey abessaw e Jash sy} Buipuss soye Ajgissod ‘papuadsns

$I 801AJ8S 801ABD BY] 'SJUSWIPOGLUS SLWOS UJ “Jash 8y} wiojut 0} Jues Buteq
abessouw Jasn e yum Kjgissod ‘snieys Bunnos yiomau aunuesenb uo paoeid
S| 901ABP B} ‘SJUBLIPOGIB BWIOS U} "SJuaA8 aBiesn 801AI8S JO Sjuans Buljjig
Bupodsl Apadosd si 8a1Aap By} 41 ulwIBlep 0} }S8) abesn ad1AIes € 10 156}
JusAa Bulljiq e wiopad ‘sjuswipoquia swos uj "a9ejd uj 8q 0} papusjul si
Jey Aoijod aBiesn a01A18S S} Y)M JUS)SISLOD ST Yl JI SUILLISISP pUE JoIAeYSq
90IAI9S Joyuow AjB$0jo 0] ‘snjels yoem abiesn a0ia1es Jayjoue Jo ‘$$8204d
uon0adsu| 81AI9S 10 Jljel) Jejiwis e 1o ‘sse00id NYdS B uo psoe|d st aoinep
3y} ‘SJUSLIPOQIS BWIOS U] "Buipuey Joud Jayun; Joj IS1 JoS Ue uo paoejd
S| Jaquinu UoleoluSp! 801ASP BY} ‘SIUSLLIPOQUIS SWOS U] "[0JIUOD 8IAI8S
paseq a01Aap oy Buikjan Uy iSIsse 0} 10 1048 10 821nos ay) Buluiwisiap

10 $$9204d By} Ul 1SN By} SAJOAUL JO ‘UOISSassod S, Jasn 8y} ul St 801A8p

U} Jey} wiyuod ‘1asn sy AJjou 0} | ay 0} Juas st Buiuiem Jo Aienb sesn

Page 297 of 359



50/106

NiC 'Old

U0 paoejd S 92IABP BY] ‘SIUSLIPOGUID SLLOS U] "SIUBAS abesn aoinias

10 syuane Buiig Bunsodes Auadoid si edinep ay) §i suiLISlep 0] 1s8) abesn
90IAISS B JO 1$9] JuaAe Buljjig e ulopad ‘SjuswIpoguue swos uj "a0ejd ul 8q
0} papuajul si Jey} Aoljod abesn 801AISS BU) UM JUS)SISUOD St )i Ji dulslep
puB JOIABYSQ 89IAI8S J0JUOW A[9SO0 0} ‘snjels yojem abesn aoinies
Jayjoue Jo ‘sseooud uoijoadsul 801AISS 10 1) JefiuIS e 10 '$$a004d NYdS
B U0 padeld S| 80IASP By} ‘SJUSWIPOgLIS SWOS U “Buljpuey 101 Jayun;

J0} 181|108 Ue U0 paoeld Si Jagquinu UOIBOHIUSPE 891ASP U} ‘SUSWIpOqWS
BLUOS U] |0JIU0D BIIAISS Paseq 801Aap oy BulkjuaA Ui 1SISSe 0} Jo Joud

10 824n0s 8y} BuluiuLslep J0 $58004d BY} Ul JOSN By} SAJ0AUL JO ‘U0ISSassod
S JOsN 2y} Ul S 821A3P B 1BYl WLIJUOD ‘1osn ayl AJiou 0} | 8y} 0} Juss

si Buiutem Jo Alenb Jasn e ‘SJUSWIPOGLUS SWwos uj sjuabe alow 1o auo
yseJpel 0} apod Jusbe meu sy Joj uoneasniqo Jo Buiouanbes ‘uondisous
JUSJSLIP YNIM S8SED SWOS Ul ‘peo) Juabe oiweuAp uns ‘SjusWwIpoguwis

awos u] ‘Aubajui Jusbe sulwisiep 0} esuodsay/fienb ebe wioped
‘SJUBWIPOGLUS BWIOS U 1034100 ale sBumas Aoljod [0u0o abesn aoinles
abe yey; Ajusa 0} %oayo sbunies Juabe wiopad ‘SjuswIpoquis awos

uj "sisisiad 0w )l 89S pue $810K0d 80IAISS 16881 'SJUSWIPOQUIS SLIOS U

WIOMIBU BY} UO
SI 90IASD 8]e0IpUI SBINSesW S0IAISS
pue Joalag Abe)u) jo5uoY) $S800Y

U] LJIM Ul %080 10U S80p pue
YOMJSU 8U) 0} $$8908 Suieb 80IAS(]

pazuoyine Buiaq Jaye Ajuo
BOIAIOS SOSN 80IASP 1Y) AJUA

sisAjeue 10118 Jayuny 10} YIOMBU Y} Ul 8BSl

uewny e 0} Jues si abessaw 10118 ue ‘SJUsLIPOGUIS SLLIOS U] "82IAap

ay) 0] Juas abessau e 0} UCIIPPE Ul 10 0} saleuIB)je ue se ‘Buibessaw
18] JO Jlews se yons ‘weishs Buibessaw aaneussyje ue ybnoiy) Juss sie
sabessaiu Jasn ay} ‘SJUSWIPOGUIS SWOS U] "8d1A18S BUIUNSaI PUE JOLIS 8y}
Bunosoo 10j $$8204d 8y} UO suononiisul apnjoul Aeuws Jey) sbessaw e 1asn
ay} Buipues Jeye Ajgissod ‘papuadsns S 80IAISS S0IASP B} ‘SJUSWIPOqUIS
BLIOS U] Jash ay) wiojul 0] Jues Buleq abessaw Jasn e yum Ajqissod
‘snjejs BunnoJ suomiau aunuelenb uo padeid si 801A8p ayl ‘SJuBIIPOqUID
aLoS U] 'sjuans abesn a0iAles 10 sjuaas Buljpg Buiodas Aadoid

S| 901ABp BY} i dulLLIBlep 0} 156) afiesn 80IAISS € 10 1$8] JusAa Buljjig e
wiopad ‘syusipoquia awos uj -aoe|d ul aq 0} papusjul si 1ey) Aoljod abesn
9OIAISS B UJIM JUB]SISUOD SI 1 JI SUILLISISP PUB JOIABYSQ 82IAI8S JOYUOW
Ajosod 0} ‘sness yojem abesn a01AJeS JByjoue JO ‘s$8004d uonoadsu
9OIAISS JO Dljlel} Jejiwis € 10 '$$9001d NYdS e uo paoejd S| aoiasp

Page 298 of 359



51/106

0.2 'Old

"|OJIUOD BOIAISS PASE] 921A8P BU} BUIAJIBA Ul 1SISSE 0) JO JOLIS JO 80In0S
ay) Buiuiuwielap o $$8004d U} Ul JOSh BU} BAJOAUL JO ‘U0ISsassod s Jasn

Y} Ui SI 82IASP BY 1BY} WLIUOD ‘Jasn oy AJiou 0 |n 8y} 0} Juss si Buiuiem
10 f1anb sosn e ‘syuswipoqius swos uj "sjuabe sioul 10 sUO Ysalel 0}
apo9d Jusbe mau ay Jo} uoneasniqo Jo Buiouanbas ‘uondAious Juaisyip yum
SOSED 8WOS Ul ‘peo] Jusbe oiweuAp uni ‘sjustwipoquis swos uj “Aubsiul
jusbe auiwis)ep 0} asuodsal/fienb juebe wiopad ‘sjuswIpoquwis swos uj

pajoslap si sjuebe aJou Jo aUo
UM SUONEDIUNLIWOD PaZLoYINeUN

Boj suonesiunwiwod waby

uswbpajmouyoe

abeiano s01nas oy AjusA 0} wsiueyosw Joyio 1o £oy alempiey ‘ainjeubis
Jujawiolg ‘pJomssed e apiroid ose 0} Jo/pue uoneslou abeionc s0IAesS

e abpajmouoe 0} payse aq Aeul Jasn sy} ‘SJusWIpoguIs SWos U] 'sishjeue
J01I8 JBYHINS JO} YIOMIBU BY) Ul 83BUSIUI UBWINY € 0] Juss Si ebessaw

10118 U 'SJUBLLIPCOLUS BLUOS U "80IA8p 8y} 0} Juss abessaul e 0} UOIPPE Ul
10 0} anijeula)je Ue Se ‘Buibessal 1xa) Jo lews se yons ‘wa)shs Buibessaw
aAijeusayje ue ybnoiy) Jues ale sebessaul Jasn sy} ‘SJusWIpoqs

awios u| -a2inues Buinssl pue Jows ay) Bunoaiiod Jo sseooid ay)

uo suofoniisul spnjous Aews jeyy ebessaw e Jasn ayy Buipuss Jayje Ajgissod
‘popuadsns Si 82IAIBS S0IASP B ‘SJUSLUIPOGUIS SLUOS U] "JaSh 8y} UWiiojul 0}
ues Buieq abessew Jesn e yum Ajgissod ‘snieis Bunnol yiomieu sunueienb
U0 pade|d Si 82IASP By} ‘SUBWIPOGLUS BWOS U] "80e|d Ul 8q 0} papusiul

sl jeyy Aoljod abiesn 901AL8S BY) U)IM JUSISISUOD SI ) Ji SUILLISISP pue
J0INBYD(Q B0IAJSS JojUOW Aj9SO0 0] ‘smejs yojem abesn a01AIeS JBYJoue 10
‘$$800.d UOI0adSUI 82IAJSS 10 DHJEN JBJILUS B IO ‘'$$8004d NYJS € uo paoeld
SI 80IASD B} ‘SJUSLIPOGLIS BWwos U *Buljpuey Jois Jayun) 1o} 1sK Jos

Ue uo pade|d st Jaquunu UoHedIIUSP! 821D BU} ‘SJUSWIPOGLUD SWOS Uj

10118

psjoadsns e Buipuey jo Ued aq
Aew ssaooud sy indul ouyswolg
10 piomssed () 4o} 1senbal

se yons Alsnb |n 03 ssuodsal
JadoJd yym puodssi Jou $a0p Jasn

Buipuels Jasn Aiap

sisAjeue 10118 Jayuny JOj MIOMIBU BY) Ut SOBLSIUI UBINY B 0} JUSS S
abessol 1018 UB ‘SJUSWIPOGLUS SLIOS U] "801Aap 8 0] Juas abiessawl e 0}
uoIppe Ui Jo 0} anljeuss)je ue se ‘Buibessaiu 1x8) Jo [lews Se yons ‘wie)sAs

Buibessauw saijeulsyje ue ybnoly) Juss aie sabessalu Jash ay] ‘sius
-Ipoquia 8Wos U} "8oiaies Buiwinsal pue Jolld ay) Bunoallod Joj ss900id oy
uo suononysul spnoul Aew 1ey; ebessaw e Jasn ayy Buipuas Jsye Ajgissod
‘popuadsns Si 82IAI8S S0IASP BY} ‘SJUSLIPOGLUS SWIOS U] 1SN By} UWLIOUI 0}
juss Buiaq sbessaw sasn e yyim Ajgissod ‘sniels Buiinos yJomyau suluesenb

Page 299 of 359



52/106

d.l¢ "Old

‘sisfjeue

10418 13YLIN} 1O} YIOMIBU DY} Ul 80BN UeWwNY B 0} Juss st abessaw

10410 UE 'SJUSWIPOGLUS SWOS U "92iAap 8y} 0 1uas 8bessall & 0} UoIIPPe Ui
10 01 anijeuss)je ue se ‘Buibessail 1xa) Jo lews se yons ‘we)shs Buibessauw
aAijeuls)je ue ybnoiy) Juss aie sebessalu Jasn sy} ‘sjusiipoquis

8Wos Uy '821AI8s Buiunssl pue Jous ay) Bunoawod Joj sseooid auy

uo suoionsisul apnoui Aew jey) ebessaw e Jasn ay Buipuss Jaye Ajgissod
‘papuBdSNS S| BOIAISS 90IASP BY) ‘SJUSLUIPOGUIS SLUOS Uj J8sN 8y} WwUojul 0}
Juss Buiaq abessaw Jasn & yum Ajgissod ‘sniels Buiinos yJomisu aunuesenb
uo padeyd si 821ABp BY) ‘SJUSWIPOGIS SWOS U] "89e|d Ul 8Q 0} papus)ul

sl 1ey) Aorjod abiesn 801AISS B Y)IM JUBISISUOD SI )i 1 SUILLISIBP pue
J0IABYS(Q B31IAISS JojuOW A[BSO0 0] ‘sniejs yojem abesn aoiaies Jayjoue Jo
‘ss9001d uo0adsul 80IAISS 10 Jles) Jejilis e 10 ‘sse00id NYJS € uo paoejd
S| 80IASP By} ‘SjusWIpOqUIS awos Uy “Bulpuey Jose Jayuny 1o} 1SH Jou8
U U0 paoeld si Jaquinu UOIedNIUSP! 821ASD Y} ‘SJUSLUIPOGUIS SWOS U|

Page 300 of 359



53/106

V8¢ "9ld

‘Buijooyse|qno.y Joy soeLisjul UewNY 0) 55BSSa JOLS pUsS SjuswWIpoqws
8Wos uj "yiomau aunuelenb uo soejd 1o 1sif uonoe Jayuny uo aoeld sy
yolem uo aoejd ‘NydS uo aoejd ‘aoinep puadsns Jayye pue jn o} abessaw
puSS SJUBLLIPOGLIS BLIOS U] * 8p09 Jusbe mau 8y} o} uoieasniqo Jo Bul
-ouanbas ‘uoildAious JUsIBLIP YliMm $3SBD BWIOS Ui ‘proj jusbe oiweuAp yum
sjusbe pasiwoidwios Aue siedal SJUSWIPOGUIS SWOS U] "81eoIpRIS PUE 8)
-0iss0d §1 10SS9001d S0IAISS By} 01 88800k pauled sey jey) Anus sy Ajuspy

‘pejosiep
S1 LOJEOIUNLULIOD PAZUOYINeUN

"2IBMpPIRY JO 9JBMYOS I0SS8904d
80IAJBS Y)IM UONEDIUNWIWIOD
pazioyIneun %00jq 1o 1081eq

‘Bunooyssjgnol

10} 8oBBIUI UBWNYy 0] 90BSSAW JOLIS PUSS SJUSWHPOGWS SWOS

U yiomiau suiuesenb uo aoejd 1o 181 UOIOE Jayun) uo ade|d ‘ISi| yolem
uo aoejd ‘NYdS uo aoe|d ‘a01nap puadsns Jaylie pue |n o} ebessow puss
SjuaIPOqLUS BWOoS U * 8pod Jusle mau ay} Joj uoneasnqo Jo Bulousnbas
‘uondAIous Jusiayip UM S8SE3 BLI0S Ul ‘peoj Juabe oiweukp yum syusbe
pasiwoldwod Aue Jiedas SUSLIPOGUIS BUIOS U "8)edlpels pue ajgissod

11 JOSS8001d 92IAIDS By} 0} $$8008 pauieb sey jeys Ajus ay Ajijuep)

"BnIsuodsaiun
10 peydniiod ale sjusiuod Alowsw
‘poyoalep Si $$8008 pazioyineun

‘Aowsw

aJEMpIRY JO SIBMIJOS J0SSa30Id
90IAIBG pajosjoid JO SS800.
PaZLIOYINBUN Y00|q J0 19818Q

"9A0(E SB SWEeS

"ISH| SNOIdIBL UMOUY
B UO S]]y} 81eM}JOS SIOA0DSIP
Wweby Anibsju| josuon sse00Y

"papeo| Buieg
WO} BIBM}OS J0SS8001d 801AI8S
pazuoyineun ¥00|q Jo 10318Qg

Buijooyss|qnou] Joj soeUBIUI UBWINY

0] obessal J0Lis puss SJUBLLIPOGIS SWOS U] “ylomjeu sunuelenb

uo aoe|d 10 JsHf UOIO. Jeyuny uo a2eyd Jsi yojem uo aoeld ‘NvdS

uo aoe|d ‘ao1Asp puadsns Jayye pue |n o} abessew puas usyl ‘paxooiq
10 pajedipels 9q 10U UBD 21eMOS JI SIUBIIPOUIS BWIOS U “Ajus Josdsns
BY} WOJ} D1jje] 00|g "8IBMOS UONEDIPEIS SJefiul PUB [[BISul JO ajeniuj

"90IABP UO
Jussaid aq Aew a1emlfos |njuliey
pajeaipul jey} suisjed umouy

1 ey} suodal Jojuous 99IAISS

Ul paAIasqo st AJIAloR YJOmIeN

10888004
801G Jo uonesado au) Jo}
injuuey Ajienusyod st jeyy Auanoe
Buiomjau 81ASp ¥%00jq Jo 10818

sosuodsay o ajdumexy

eusla?) JoBBuy Joug opduwexy

senbiuyoay
UOH99104 J0413 Jo Jode]
uonelswsidusy Ao5j0g 22188

Page 301 of 359



54/106

€8¢ 'Old

‘Bunooyssignol

10} 80BUBIUI Uewny 0} o0esSaW 10118 pUSS SJUSWIPOQIS BUIOS

uj “yiomjau sunuesenb uo adejd 4o 1si| Uonoe Jayin} uo soed S| yojem
uo a0ejd ‘NS uo aoe|d ‘sdinep puadsns Jaylie pue |n o} abessaw puss
sjuswipoquue swos uj - 8pod Jusbe mau ey Joj uoleasniqo Jo Buiousnbes
‘uondAious 1UBIBLIP YIM SBSED BWOS Ul ‘peoj Juabe oiweulp yum sjusbe
pesiwoidwod Aue Jiedss SjusWIpoquIs aWIoS Uj ‘8jedipeie pue sjgissod

11 J0SS8001d S0IAIBS BY) 0} $8809k pauled sey jeys Aijue sy Ajuap)

"8AISuodsaiun
JO pa1dnuI0g ale sjusiuod Alowsw
‘pejoslep SI $$8008 pPaziioyineun

‘fIoWisW 8In08s UIL)IM S1eMmIos
10S$8001d 80IAISG JO UOINOaXT

Bunooyss|qno.l 1o 0Bl

uewny o} abessaw JOLS puss SJUSWIPOGUIS SWOS U] "8jn0J sunuesenb
uo a2inep aoejd Jo 1s)j UoIoe Jayuing uo aoeld ‘Isy yojem uo soeid ‘NydS
uo aoeyd ‘eoiaep puadsns ‘(ajqissed Ji) |n ediap 0} obessal Joiie puss

150
SI LONBOIUNWLIOD JOSSa001d 80IAI8S

"J9||0AU0T) 80IAIBS
PUB JOSS8001d 90119 USamMaq
uoneounwwos paydiious aindeg

"Buiooyss|qnod;

10} 82eBIUI UBWNY 0] 96eSSAW 10110 PUSS SIUBWIPOQWS SWOS U] MIoMBU
buljuesenb uo aoeyd Jo )s) uoloe Jayuny uo aoeld 481 yorem uo soejd ‘NvdS
uo soe|d ‘aoinep puadsns Jsyie pue |} 0} sbessew puas sjuswipoqua
BLUOS U] J0SSB00Id 9OIMSS S1US JO JOLS Ul 818 Jey) SyUlj UOHEDIUNLUWIOD
yum sjuebe ysaual 0} opoo Juabe mau 8y} Joj uoeasniqo Jo Buiousnbas
‘uoijdAous JusIayIp Yim Ssed SWos Ul ‘peoj Jusbe oiweulp uni
‘SjusWIpogI 8wos uj - aped Jusbe mau ay) 10§ uoneossniqo Jo Buiouanbas
‘uondAious JUSIBHIP YIM SBSED BWos Ul ‘peo| Juabe diweudp yum sjusbe
pasiwoldwiod Aue Jiedas SjusLIpOqLUIS BUIOS U| '8jedipeis pue sjqissod

11 J0SS8001d 92IMRS By} 0) $83008 pauiel sey 1eys Ajus ayy Ajuap)

‘pajoslep
§1 $$9008 PAZUOYINBUN JO JOLB
Ul 1 jUlj UOIEDIUNLUWIOD 8IN08g

‘siusbe
108$9001d 92IAIS UBIMIB]
uonesunwiwod padAious aindeg

‘Bunooyssjgnol

10} 8oBUBIUI UBWNY 0) BBSSaW 10118 PUSS SJUBWIPOGWIS SWIOS

uj “}lomiau sunuelenb uo aoejd Jo 1Sy Uonoe Jayun) uo aoejd 1Sy yorem
uo a0e|d ‘NVdS uo soe|d ‘adiasp puadsns Jayye pue |n 0} abessal puss
SjusWIpoquIS BWoS U * 8p0od Jusbe meu sy} Jo} uoleasniqo 1o Butousnbes
‘uondAious JUSIBLIP Y)IM SBSED aWos Ul ‘peo| Jusbe oiueulp yim sjusbe
pasiwoidwiod Aue sedas SjusWIPOqUIS SLIOS U] "8}EJIPRIS pue 8|qissod

11 10892014 DOINISSG BY) 0] $$809€ pauled sey ey Ajnus sy Ajnuap)

"Bnsuodsaiun
J0 pajdniioo sle sjusjuod Asowsw
‘pajoslep SI $$8008 paziiouineun

fiowsw peyosyoid ojul pajjelsul
MS poubis yym Jopeo| 8inosg

Page 302 of 359



55/106

J8¢ 'Old

puas SJUSLWIPOLIS aWI0S U yJom]eu supuerenb uo aoejd 1o 1s1) uonoe
Jayuny uo 90eld s yorem uo aoejd ‘NYdS uo eoe|d ‘aoinep puadsns Jayie
PUE | 0} oDESSOW PUSS SIUBWIPOGLIS BWOS Uj - 8pod Juabie mau ayj 1o}
uoneosniqo Jo Burousnbes ‘uondAious Juslayip Yim SBSED BLIOS UI ‘peo)
jusbe oiweuAp yum sjusbe pasiwoidwiod Aue siedel sjuswwpogIs SWos uj

uondAious apoo ui

10119 SI9A0DSIP ¥o8Yo uoneinbyuod
uabe Jayio Jo ¥osyo Jjos jusbe
‘asuodsa.-Aienb Juabe Yosyo spon

apoo yusbe peydiioug

‘Buiiooysajgnos) Joj soepLjul uewiny 0} sbessaw 1018 pues

SjUSLIPOGUIS SWOS U yiomjau suiuesenb uo soejd Jo isij uoioe

Jayuny uo aoejd 811 yorem uo soed ‘NYdS uo aoe|d ‘soinep pusdsns Jsylie
pue | 0} 80eSSaW pUSS SYUBLIPOGLUS BLIOS U] "9)edIpela pue ajgissod

11 10SS2001d 90IAISS BU} 0} $$900€ pauieb sey jey) Aue sy} Ajnuap)

‘sBujusem Jo
fienes sasesIoul Use |[elsul-al )
8injie} JO SUOIJe}jeISUl-al PanuiLo?

‘pasinbas usaq sey uopejelsu-oy
1ey} Susje uolouNy Uole|jelsul-ay

"SOIq JO SUOIoUN}
SO Jo Aiowaul 9)gIssaooeul

U1 uogouny yipne buoeyd

Se yons $8s5200.d [jeisuiel pue
Ipne-yes Buiuuni Aq uondniiod
s)sisei Jeyy welboid Bulyseial-jjos
B SE 2JBM]|0S J0SS3001d
901 RO JuBWB|duj

"9A0QR Se JWes

pajoslep sI AJIAOR YIoMIBU
SNOIDI[BW 1O JEMYOS POZLOYINEU(

"saouanbas 188y} JO UoneoyIuSpI
1918| Jo} sainjeuBis Aanoe yiomisu
10 sainjeubis Ayanoe alemyos
‘saimeubis Buipeo| asemyos
10 Bupiodal pue Buipiooay

‘Bunooyse|qnou) Joj soeuul

uewny o} abessawl JOLIS puas SJUSWIPOGUS SWOS U] HJomjsu aunuesenb
uo soe|d Jo 81| UoNOE Jayuny uo aoejd ‘s yoiem uo aoejd ‘NvdS

uo aoe|d ‘80iAep puadsns Jayle pue | 01 abessaw puas uayl ‘paxaolq
10 POIEOIPRID B4 10U UBD S1eMOS JI SJuBWIpoqua awos U “Ajjus j08dsns
U} WO J1e) ¥00|g "9IBMIJOS UOIJEDIPERID S1BiUl PUR ||BISUl JO S1emiuj

"PB10BIOP SI BIEMYOS PaZIUoYINeUN

‘uoheJado 10ss800.d
809G 0} |njuiey 8q 03 Jybnoyy
SIBMJOS JO [BAOLUSI JO UOD8}8Q

‘Bunooyssjgnod;

10} 82BBIUI UBWNY 0} 90eSSaW JOLIS PUSS SJUBLIPOQUIS SWOS Uj
"}iomau suijuelenb uo aoejd Jo 1s) Uoioe Jayun) uo aoeyd ISy yoiem

uo a0ejd ‘NYdS uo aoe|d ‘aoiasp puadsns Jayys pue |n o} ebessaw puss
SjusLIpoqws SWOS U} - apod Jusbe mau sy} Joj uoneasniqo Jo Buiousnbes
‘uondAIous JuslalIp YiIim Sased swos ul ‘peoy Juabe oweuip yum siusbe
pasiwosdwiod Aue liedas SjusLUIPOqUIS SLOS U| "8jedipela pue s|qissod

11 1089001 92IAISS BU} 0} $$900€ pauleb sey jeuy Amus ay) Ajnuspi

Alowaw
2JN09S-U0U Ul PaI0)S J0SS8001d
B0IAISS JO UONL|OIA AJoWBW 8in0ag

Alowaul 8in0as Ul 8Iemyjos
10ss8001d 80IAISS J0 86RI0Ig

Page 303 of 359



56/106

ase 'old

"8A0QE SE BWEeS

sjuabe 810U JO BUC UJIM PAISA0DSIP
SI UOIJEOIUNWILIOD PSZLIOYINEUN

suoissiued
$S820E UOBOIUNWWO? Jusby

"8A0Q. SB SWeS

SUI] [0JUOD BDIAIBS UO PSISAODSIP SI
oljjel) UoHeoIUNWWOD PaZIoyIneun

uondhious
1afe) uodsuen yuij [013U02 82IMISS

‘gJedipele
pue ajqissod Ji J0SSa201d 90IAI8S U} 0] $$9098 pauieb aaey Aew Jey)
finus ayy Ajnuap| ‘Bunooysejgnol) Jo} aoepisul uewiny o} abessaw Jols
pUSS SJUBLLIPOGIS SLLOS U] "YIoMau aunuesenb uo soed Jo Jsij uonoe
Jayuny uo aoe|d ‘11| yorem uo soejd ‘N dS uo adejd ‘eoinep puadsns Jayjie
pue | o} abessauw puss SjuBLIPOqUS SIS U] "apoo Jusbe mau ay) Joj
uoneasnyqo Jo Buiouanbas ‘uondAious JUSIBYIP YIM SOSED BWIOS Ul ‘Peoj
uebe oiweulp yum sjusbe pesiwoidwos Aue Jiedal SJUBLIPOGLIS SLIOS Uj

YUl [0JU0D 8DIAIBS UO PAISADSIP S
ollje) UCHEOIUNWIWOCD pazUoyIneun

uondAous
[oAS] aBeSSal YUl [0AUCD S0IAISS

"OA0QR SB BUWES

uondAIous uoIeINWWOoD
abe Jo |jens] painbal ay) Jnoyim
Bunesiuniwios ag 0) punoj si jusby

uondAious afiessaw jons) Juaby

"9A0QE SB SWeS

paIanoosIp si sjuabe

BI0LL 10 BUO 0} $S800E PazLoYINeUNn
JBYJ0 1O UONBIIUNLIWIOD
pazioyineun sienoosip Buuojuow
SNQ UOIIBOIUNLWILIOD Jusby

shg uonedunwwiod Mcmmm 2JnJssg

"9A0(E Se SWES

ameubis sjie} Jo “q| Joa100ul
ue aARY 0} PaIsA0osIp si Jusby

sainjeubis pue siaquinu
uoiesyusp! jusbe anbiun

"9A0QE SE SWES

UoIeIsniqo apod Ui
10119 S18A00SIP Y080 Uoneinbiuod

ebe Jayo Jo oeyo Jjes Jusbe
‘asuodsal-Aienb Juabe “ooyo apon

apoo jusbe psjeasnjqo

‘gjeoipess
pue 8jqissod Ji 108589044 90IAIOG By} 0} $Sa008 pauled sy Aew Jey)
fmus sy Amuop| ‘Bunooyssjgnos Jo} soesIUI UBWNY 0} obeSSaW 0119

Page 304 of 359



57/106

38¢ 'Old

P3ISA0OSIP
sI AJOWSW JoPLOjUMOP 8iN08s Ul

"9A0Qe Se sweg| abeiols 1o 0] $$800E PazZUOUYINeun flowsi Japeojumop 8Inoesg
aimeubis

10 uondAious Juasge Jo 108.0oul speojumop

'9A0QE SEe SWeS| 8By 0) punoj st peojumop Jusby 10} 8p09 Wabe peydAioul

'SA0QE se sWes

sjusbe 210U J0 BUO UJIM PBISA0ISID
$1 UOIJEOIUNLULIOD PaZUOYINeU

Boj uonediunwwiod Jusby

Page 305 of 359



58/106

om@wér-::::._ N Y Z ) 62 ‘Old
A4 ¥
wsm __ B N e __
UONEIIUNLIWOD) “ oinsespy 2oAiag L @
H:mm<__ W mnm_ _ | Sng 1
! HoPoN “ _Emno§ Jusby _MmmcmE
_“ N P UoIoBLLIOY
Il pesssesd REgesseey Qs_ an Oju] JIOMISN LI
f RLEZEES $3200y g WpOpy |
llllllllllllllllll !
L REEIET] oiucy R Pees T
v_“ Sones sBumes soineg
I -5 oo =
E)atet eby 5 B Gofediofi]
Y ‘ _amﬁ Waby & GINSEajy B0IAIGS woEInBuLon
@< . ._E% I K oyuopy
i e RO0 5 K eomeg ) ainsea sojueg
v_“ v . wm:_zom 80IM8S
! Snseom s .----.C.O._@%%sv usby
Cangl ojuf Juswubiss uoyeInByuo? 0I1U07)
I | OHNEHERESY T G1seui0 doL Kayjod
D= | Oul juswubissy (318 1SS/S 1L anes oL Jiseq)
1 o JuowuBissy |1UOWeOBUE| U0ISSS B JUBLIBISSY 194003
I e s (O18/SNQ/EdOd/d LINS/d LI/Sd LLH/dLLH)
_" aInNseayy 99Ieg Idy SSOIMOS HOMION
! DR Ay _ sbupog eoiag
T uoljeuoju| | D N
i uoneoijddy “ UOIJBWLIOJ]
I @z uoneInBiyLoy A
et - weby Bulg 5 @
| Induj Jesn Juaby soeLR)U| ddy .| ddy
I . S PL )
H fienp uoisa( 3

9 OJu] Josf)

&

Page 306 of 359



0€ "'9Old

)

oo ; < AHd/OVIN wepoy y
i sinses eS| shus ey |
I B TR Y BRGORBOGEN (D g BB A S DO T T T T OB oI
usb . Uoijelou]
t M_wm&w\_ v jueby | ainseayy o%w“m EIVER _mbcoo
I . JOYUOI] Set=------==--=---=- _ sbumes eojieg Jlod
= mO._HEOO QO_amw lllllllllllllllllll
I §5800y . > = Goewo ™
i EIVEN -
I ESRRRRRio] B oo oot o : shy
2INSES|\| 80IAISS OJu| SIOMIBN
. 1oBeuepy
[ | o710 Hepon o200 BN Fopoeuuog
““ v ¥ _ o IR BREES
@AV: [WSPO
A IIIIIIIIIIIIIIIII —
i uonewioju
© ! mw_ao m _ JBAL(] Wepopy
A/
> I Baweny g EOEC .@A:._-f@mm_mﬁ, Buynoy pue Buinenp d
B@w= | uoauiy | S opeuesy Tl T T
Lw $5300y oS | QWU UBWUBISSY =555 /5 L dMBs oL 015eq)
i _ou wewuBissy  |ueweBeuBy uoissag g JuaLIubissY 184003
B 0 s B e ~| (918/SNQ/EdOd/d LNS/d L4/SdLLH/d LLH)
! |dY S@oIneg V_Lo\émz
1 | 2INsejy anieg | o Y
LI stetetetetototatats BN tototetetetetetsts D wmcﬁo TN
O angl AE,‘%@%_. ,,,,,,,,,, SR oo
woneoddy L T oo L0
@A-V @A uoneinbiyuo) A
it - weby Buig @
sngll indujjesn  pueby edepaluly g 1L | g
uopeoll -—-------------——-] G0AIBS Jos) v \
-unwiwon!! Kienp uoisa( 3
Emm,q__/omm ] Q9 0jU| S0INISS JOS) ;

®

Page 307 of 359



60/106

L€ "Old

laBeuepy
Uoijo8uu0D

OJuU] YJOMIEN
$S800Y B WAPOp

sbumeg soinieg

WSpop
il _ sng
sng Il
uonesiunwwio) Il | wepow
uaby _" JOAU( WOpO
1
H B
T
ogoL-"1 L

di $84i0 ddn dol

(019 "1SS/S1L ‘dnjes doJ diseq)
Juswabeuey UoIsSaS B JuswubISsY 164208

("019/SNQ/EdOd/d LNS/dLA/SALLH/dLLH)
|dY SOOIAISS YIOMION

QQ< e o o Qa<

> 1

HHOMIBN
wol4
sbumes
foljod

Page 308 of 359



61/106

¢€ 'Old

I N 1N 7 )
"w WSPOJ | WSPO WSPOY | SPOYy
“w §m:m_ _ _ _ L 1d Jabeuepy
b e Emnozn_ v_z M mE%oz UoIjoBUL0Y
g | Nleoo ojujiompN A
f ! I LA AL QN | ssaooypuwepopy | |
““ : . DU BoNBS [0AUOD B UOIOS|SS WISPO R TR I _
| B Dy 1 ety o 2mseanomes <Bues conos
I 040 1Otop R — TV
I _wwwoom 90IAIBS A Eoﬁz
PoORROSSOV ) Bloooesedel e ]
0£9L "1 BEISETEER sBunjes
! dl 18410 dan dol foiod
-l (‘030 1ISS/STL "dnidS dO L diseq)
I JuswiaBeueyy uoissag 9 Juswubissy 18%008
I (318/SNQ/EdOd/d LINS/d LA/Sd LLH/d LLH)
i IV SdIAI8G YIOMBN
sngll
uonesiunwwio) !
Em@q“w
i QQ< LI I QQ(
i

Page 309 of 359



62/106

€€ "Old

f N I-N 4 I @
H WISPOY | WapOpy LUISPO | Wapopy
] :
I W w:m_ _ _ _ Bl Juaby hMmmcmE
_T ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ SPOW P F _z hEmvoz UoIo8uL0Y)
Heee e e - oo OJu| YJOMON 4
; uoneuLiojul an anw an b
I et Loemes e | SO0y R WO __| |
v__“ | 2insespy 2oinieg ~0IUCT g 109
T visstotstottatorst M batetstores syt Il sbumeg Soineg |
B, BASSSSANS] PSS ey B tHE RSSO N DaSE ADHO A T Y
@ “* >
H - uoneuloju] KX jusby
@Av"" %mwﬁm aby & aINSes|y 89IAISS uonesnbiyuon 104U0N
I . 1CHUOW dl BYl0 4an dol fatjod
(@)= 104U0g 90IADS
T 55890y . (018 ISS/STL ‘dmaS dO1 diseq)
i JusweBeuely Ucissag g awubissy 18008 3
hal ("019/SNQ/€dOd/d LNS/d14/SdLLH/dLLH) ;
sng _" | 2inseajy sojnieg | |dY SOIMOS HOMEN €
UOHBOIUNWILIOD || [ossssscssse] KSSSstssescs oo mmmmmmmm oo o YISO ISesyy
Emm<__ A;:m%ma@m_:: A,VAU
uoiesyddy
0£91 A
ueby Buy)
:A " o jndupsesn  fueBy soepsjuy ddy | e o ddy
" -] 0IMS oS
i f1enp uoisioag %
9 0juj Josn _

&

Page 310 of 359



63/106

|
'
il |
1 : ‘
i ; ;
i ¥ ¥
il =]
I
[ uaby Jusby
Auboyyj
" JONUON S
@A.v__ jouay 20IAISG
T $$800y ;
il n
Cagal
I
i
aall
i
i
sngll
uonesiunwiwon !!
EAL
il
]
I g R
ettt 2585505
e esesesesesssessss
T S S S S
-0l Satelese:
ettt St etetel
i Sttt e ettt
B T e
I
0€91 i St ta bt tetey! batatel

1273 F
N I-N ¢ |
WSO | Wapoy WSPO | Wapoy
W sng] _ _ | 1sng
WSPOPY| _ _ [WSpo
N TN |...[ ¢ |}
an an an anw
simsEaeones T GG /LR x%m s
isoues cowes KT
uojewsopueaes | | " vonewioju] ™ umw_ﬂ_%%
uoneinbiuon ;
ainseapy 8oiMeg  —A——— 1
[0J)UOT) B UONDBIES WAPO A

induj Jasn

Q 0Ju| Josn

Buiinoy pue Buineny) 4

dl #84yio

dan

dOL

(018 11S9/STL "dnies 4D 1 diseq)
Justwabeuepy Uoisses B usWUbISSY 194008

("018/SNQ/EdOd/d LINS/d L4/Sd LLH/d LLH)
|V S89IAISS YIOMIaN

by soeuaU|

-+ 90IMBG Josn

ddy

--.awj.@-&_,m._wwm,vé

®

® QQ<

®

Page 311 of 359



0€9L ~ 1t
[
%muu
co_pmo_csEEOO:
Emm<:
1

Il
i

i
1
1
& i
-l
L I
W 1
. Bl
<t 1
@& 1

g
Juaby
Awboyuy g%_mcw«,_ n
j0Au07) 0INI0S
$S800Y .
»

Ge "Old

alInseai SdiAIeg

Uonewoju| 80inag

2INSEQA] S3IAIRS

g

©uonewloju)
uonenbiyuon

N I-N ¢ b
LISPO | Wapopy WSPO | wapopw
W sngl _ _ | | sng
WSPOY] _ _ EELEN
N PN, Z b
an an an an
[0UOY) ¥ UONDB[OS WaPO
Buinoy pue Bumany) d
dl BYI0 dan dOl
(938 ISS/STL "dnies 401 dised)
JuswaBeuepy UoIsSag B JusWUBISSY 184009
("018/SNQ/€dOd/d LNS/d L4/Sd LLH/dL1H)
IdY S8oIAI8S YIoMIaN

ddy

® QQ<

usby
[04uon
fotjod

4

®

Page 312 of 359



65/106

s bQ
2INSeajy 80IAIaS s
YIS Kvweby L SOUNRS BONSS
) %w_ﬁwqw/_ “Uoelioj] seg T T oiewoi]
$5800y . uoneinbiyuos
’ DTV <3 —|
I i X
i ; "
- 4 i
e N TN 7]
i WSO | LIBPOy Wapopy | wapop
! wsng| | | | isng
I wapoly| _ _ [ESpoiy
I N [N |...[ ¢ |
| an | aw an | aw
1 [0J)U0D) % UONDBIES WAPO
I
[PE— . | uInoy pue Buinang di
I “ "
@< Y y dieyo | dan doL
I e (96 ISS/SL Ones o1 oised)
@A.L_ mmam M g ueby Juswabeuep UOISSES B JUBWUBISSY 194005
I _M.E%ow J0)uop (D1B/SNA/EdOd/d LINS/d LI/SALLHIALLH)
H EINEL IV SS0IAJAS HIOMIaN
ol $5800Yy 2INSES 20IAIBS
& T
@ L" T lonewio]
- uoneoyjdd
0e9L o I
S|
toRedunWIog, 5 nduysesn mmwm,wwomtoyc_ ddv 1o s ol dd
by, e - aoiniag Josn v v
H S g Uoisped §
9 OJU| J9S( :

9¢ "Old

®

Jusby
|0U0Y)
foyod

©

Page 313 of 359



66/106

v Juaby
fiuboyyy %o%%omq,m
N o0IMBg
$S800Y :
i
1 A A
| — : !
i i
] .
H
i
I}
i
i
I}
H
i
i
i
D
i m
[} . !
i i j
I ¥ y
gl
i
i
g weby
= KAubay mowcm%&
t |04U99 208G
@i $5900y . ’
i
Oplat 3
0€91L ~|
sngh |
UONBOIUNWILIOT “_I\ jueby buiig
Emmd.: ]
i

LE "Old

9

9 0juj Josn

®

b e 1 .
PISEANEIES ¥ supeg sowes (S
“uonewiojeomes T T uogeao] ] _m%mﬂ_%%
uonesnbiuon .
ainseepy dojNeg T . :
-sAsqng A
108
N I-N I |-s890id @
LUSPOJ | WSpoW WRAPOW | 8o1nieg
W sng _ _ | 1sng
SPON] | | _
N TIN],..[ ¢ |
anw anw an anw
JO1UCY) % UONOBIOS WaPO
Buinoy pue Bumenp dj
dl 1840 dan dOl
(918 11SS/STL "dnjes 40| dised)
Juswabeueyy uoissag 9 Juswubissy 194008
("019/SNQ/EdOd/d LNS/dLH/SdLLH/dL1H)
SINSESN SONSS
U uonewloju]
uonesijddy
ndu Jes Juaby oea]
n::w::_::no nnnnn 90IAIBG JBS QQ< e o @ QQ<
~fisng udisioag 3

Page 314 of 359



App layer
packet
processing

v

Trans layer
packet
processing

Internet layer
processing

Page 315 of 359

67/106

App layer
packet
processing

)

Trans layer
packet
processing

(device to network)

Internet layer
processing

| Downstream Flow

(network to device) FIG. 38



App layer
packet
processing

v

Trans layer
packet
processing

processing

Internet layer

Page 316 of 359

68/106

App layer
packet
processing

)

Trans layer
packet
processing

processing

Internet layer

Upstream Flow

(device to network) . packe

FIG. 39

Downstream Flow
(network to device)



App layer
packet
processing

L]

Trans layer
packet
processing

Internet layer
processing

Page 317 of 359

Upstream Flow

| (device to network)

69/106

)

App layer
packet
processing

)

Trans layer
packet
processing

Internet layer
processing

Downstream Flow

i (network to device)

FIG. 40



70/106

i "Old

Juswisaibe asudisius

"anoge sa|duwiexs 8y} ui Se Jawnsuod sy Aq pezuouyine suodss

Ul pauIelLoo aq osje 0} suaddey 3 ssejun Japiaoid 82IAIS 8U} 0} sjgejiene
Jou Ajjeseush pue pejosjoid piomssed St UORBWIOLI SIY} SJUSWIPOWS
awos uj ‘uonenyis Aousbiaws 1aylo Jo |jed |16 e 0} Buipuodsal

Bo| ok} UOIRIO| pUE

Jo poddns |16 Jo} Ajuo s|qejieny ybiH Ausp|  1uuosiad asinies Aousbisws o) juauiped uonewlojul jje sulejuod Bojsiyt|  obesn soinss |16
Justweaibe asudisus Jo apeibdn "SJOSIUOAPE By} yim diysuonejes Bulieys anusAal e o} 10 $eousisjeld
10 yiad unoosip aolaes feyusiod JaWI0ISND BUILLLISISP 0] pasn aq Aews uoiewLIoul Sy | "0} papuodsal 1asn | A10isly Juswasijeape
— UOJezIoYINe JoWoisny WNIPSY | 8Y} SYUSWSSINBAPE YIYM IO J8SN Y} 0} PSAISS SJUBSLUSSILBADE 8y} SU0daY|  POYSIA pue panss
Juswisaibe asudious
J0 epeJbdn Jo 1unodsIp 0IAI8S
[enusiod — UONEZIIOYINE JauIo}sN) ybiy *Aojsiy Buiuns gom Jawosno spoday Aioisiy 14N
Juswsalbe asudisius "UOIIOBSURI} BY) SB LI} Suies ay} punole suaddey Jo uol UOIJBWLIOJUI
10 apeJbidn Jo Junodsip soIAIeS -0BSUR) 80JSWLLOD B YIM PSJRIDOSSE SI jey Joineysq Buiddoys ‘ebesn Buis pojeInosse
feusjod — uonezioyINe Jawoisny ybiH| -eApe ‘uoneso] ‘Aaioe Bupomiau Se yons UoHeWLIOUI Jawioisno spoday UONOBSUBS |
Jusweaibe asudisius o jusw Buiyoes
-ga1be soinies Bupjoel) ao1Asp s)el "18Sh Y 10 82IA8D BUj 10} a|doad 10 8oinep
-edos Yim UoNBZIoYIN. JaWoisny) ybiH|  seoas Buppoes Buipinoid jo asodind 8y} Joj UoHEIO} JBWOIShI SHoday ~ UOIED0] 821A8(]
usweaibe ‘Bunjomiau; 1sISSe 20IAI9S paseq
asudioius 10 Juawaaibe adines [e1nos pue Buiddoys ‘sebed mojjah ‘suonoalip se yons $aoiAas paseq UOIBOO] JaWIO}SND
91Seq YIIM UOHBZLIOYINE JawiolsSny) ybiH uoneao] yum Bunsisse jo asodind ey} Jof uoied0] Jswoisna spoday ~ UONBOO0| 891A8(]
awsaibe
asudisius 1o Juswasibe Bulq ‘suondo sjuens
[eJ1U8D Y)IM UOIBZIIOYINE JBLLOISNY Mo Bujig Jo uonoses ued a01Ales WO $89004d UOROBISS Jash sjuawincoq|  Buiq uonoesues |
Juswiaaibe SIETERTIRETES
asudiaius Jo wawasibe soines ‘suondo uejd 8oIAJ8S IO
DISEq YliM UOHEBZLIOYINE JBWa)Sn) MO Buijjig 10 uonoajes ueld S01A8S W0 $$8201d LONDSISS Jasn sjuswindo( | siusas Buljig a01nI8g
"sisAjeue dljes) yJomiau sioeweled
Jo Buuoyuow Aybaiul [0U09 82IAISS ‘|0UCO 80IAISS Se yons sesodind abesn aoinies
BUON MO 10} PasN s1 yoiym podal Siy} Wolj pasljl) St UCHBWLIOJUI SAIlISUSS Jasny|  oyioads-uou Jiseg
UoHBoISSE]D UOHBIYISSE]D)
[9A8] Buiuodoy
yoday ut apnjou)|  AjAnisusg pue uono9|jo) ejeq
0} [9A97] uonezuoyiny ojdwexy ajdwex3g uonduosa( jemted | W9 991 sjdwexg

Page 318 of 359



71/106

vy ‘Old

‘uoiieaynou

Aue noyum i uejd so1A1es 8y Jepun abesn
80IAIBS dady 0} JUBIOINS |0UCD Diel} MOJjE O)
8500y Aew Josn Jayjoue ajiym ‘Jano of o} inoge
10 19A0 S| abesn 90IA18S UBYM PaljiIou ag pue
SHiLI| OU SABY 0) 8000 ABW Jasn auo ‘sjdwexs
104 "sebeian0 1502 40 abiesn uejd 82inies [enioe Jo

"apow jouo Aoijod aaindepe 1o spow uonejuswaldu

Aoijod snoauejuelsul Ui pajustusiduwi aq Aew puewwod SIy | "Japiacid uonoesuel) e
yuim Jusweaibe jo yoe| o Juswasibe ue o} Bulpiodoe ajel elep Builiwi| Jo Huomisu
Juasaud sy} Jo} sepinoid 8o1AIas By} 0} Buipiodoe S|As)| JUsIBLIp 0) slel elep

Bunywi ‘uonosuuod ylomyau juasaid sy Ag pasn ABojouyos) sseooe Jo adhy syy

0) Buip1000. S|oAs| Jusislp 0} Ul 8jel elep Buniwy uspieb paiay e Bunuswsidw
10 asodind ay} Joj 8dA} Jusjuod 1o uonesidde ‘Jayuap! SSAIPPE MIOMIBU

Aq sjes ejep Bumwi; ‘uejd 8o1Aies 0) BuipI00oR 801A8D BY) ) Sjel elep Buniw
apnjoul pejuswaldull g UBD PUBLILLOD SIYl MOY JO SojdWEXS 8AlSNBYXS-UoU

jenuajod ywij 0} Moy o} ssijioads Josn sy} suondo Ing feardA ] -adA} uoijoesuel; Jo ‘Japircsd uolioesuRs 18pIncid [BIUSD HIOMIBU djel elep
oy} ul papinoid aq Aew AjeoidA) oiged; jo 1esgns|  jo adA] ‘adA) elep 1o Jusiuod ‘uonesidde ‘Ialuspl SSSIpPER YIOMBU Jash Jo aiow WinLIXeLw
€ J0 Dljjel} j|e Joj Sjed ejep Jiwij 0} uolezuoyiny 1O BUO Y}im paIeIoosse dljjel] 10 Sel Blep WINWIXELW JiLi} SJUSWIPOGUIS SnoLeA nwiy
"apouw jonuod Aojod aandepe Jo spow uonejuawaidu Aojod
snosuejuelsul ul pajuswajdwi 8q Aew puewiwos siy] “uonuanaid Jadwe; Joj j0/U0D
$5890€ 10 Buljpuey JOUD IO} [0U0D $$9208 ‘SB0IAISS UOIBAIIOE JUSIQUIE JOf [013U0D
ssa00e ‘adA) a01Aap |e1oads Jo uejd aoiAes Ag pauep se syl Aoijod jou00
$S9008 ‘UonezIIoYIne 0} Joud |0U0D $S8008 Ble abesn puewwod Jo sojdwexs oulen
BAISNeYXs-uoU Ing [eaidA | "adA) uonoesuely Jo ‘tepiacid uonoesues sepinosd | weassdn Jo
[equad “yiomau Jo adh} ‘adA; ejep Jo Juejuod ‘uoneoldde ‘JaLiuop! SSAIPPE |  WeassuUMOp
"9AOCE SE BWeg YIOM]BU ‘19SN JO SI0U IO BUO UJIM PBJBIDOSSE DIYjES} MOJ[E SJUSLUIPOGIS SNOEA ssed
‘suonedynou |1 sy} ul suoneyiul|
ay) sabpspmouoe 18sn auy usym papiroid aq
Aews 10 1500 abeueul 0} 9500y Jasn auy suondo "apou |043u09 Aojod sandepe Jo spow uonejuswedui Aoijod snosuejue)sul
Juswassibe ueyd soinias ay) Aq papiroid oq Aew u pajustualdun aq Aew pueluwod sy “uonusasid Jeduie) Joj J0U0D §S8008
AjeotdAy 81500 aaiales Jesn Buljjosueo jo Jed se Jo Buijpuey 10118 10} J0U0D SSBI0E ‘SBOIAISS LIOHBAIDR JUSIGLUE 10) [01)U0D
$S8208 JljjeJ] ¥20|q 0} UoheZIOYINY WsWwssibe sso008 ‘adA) a01nap |e1ads 1o uejd soinles Aq pauyap se sjiu Aolod j0uod
uejd 901AJ8s 8y} abpajmounoe Asy) usym Jasn $S8208 ‘Uoliezioyine o} Joud j0uoo $$a0%8 ale abesh puewiwod Jo sejdwexs olesn
ay) Aq papinoid ag Aew AjjeoidA; seaintes dijoads BAIISNeYXa-uou Inq jeoidA | “adAy uoioesuel) 1o Japiroid uoijoesuel) ‘tepiacid | weassdn so
uejd 0 ‘SIOIAISS JUSIQUIE ‘UOIBZIIOYINE ‘[O1U0D {eu80 “Yiomiau Jo adAy ‘adf) erep Jo oo ‘uoijeoydde ‘isynuspl ssalppe| Weansumog
$S800€ 10} dijjes) %00|q Jo ssed 0} Ajoyine diseg|  IOMIBU J8SN JO SI0W JO BUO YJIM PBJBIDOSSE OIjJel] %00|q SJUBWIPOGUIS SNOLEA ¥ooig

wawipoquw Juswsidw) 0}
paiinbay |99 uonezuoyiny sjdwexy

ajdwex3 fjijeuonaund jo uonduosaq jened

sjuswipoquigy
fyeuonoung
Aotjo4 9o1nieg
ajdwex3 jo
s jenied

Page 319 of 359



72/106

gcv 'Old

"uoljeayou Aue

noyim i uejd soiaIss su) Japun abesn aoiaies
dosy 0] JUSIOIYNS [0/UOD J1jjel) MOjje 0} 8S00YD
Aew Jasn Jayjoue ajiym ‘1ono ob 0} Jnoge 1o

1810 st 8besn 80IA18S UBayM paiiiou 8q pue syl
OU 8ABY 0} 85000 AewW Jasn auo ‘sjdexs Jo4
'sabesan0 1500 Jo abesn uejd 821AI8S jenjoe Jo

siy} Buinuiuoy "s1n200 UoISses Builns ayj Jabuol ayj paonpal AjoAISsa2ons St THN
1EY) 0} pamoj|e ajel elep oy} ‘ebessno ywi| uejd usjesiy) o) suibaq abesn soiniss
1By} 0s oL} JaBuoj e 10} SUNS J8SN 8U} JI 1N ‘[OA8| 8IAISS Ul UOHONPSI B Jansu

s sy Appoinb paysiuy si uoissas Buipns ayy se Buo| se pue uns o} suifeq 1siy
J13sn ay} usym [oas] ybiy AjpAneal e 1. Lejs Aew Ty 18yl ) pamoyje ).l ejep ay)
pue ‘uondwnstiod 821aias YyBiy e spuewap pue Jasn ay) yum sejndod st jey) ssaippe
THN e 8q Aew joadse ao1ales ay) ‘ajdulexa o1ioads 810w e Sy "uoloun) SISE)S
oljjen azAjeue ayy Aq pajsisse si Joadse aoiales Uanb e Ag abesn a0iAIas aimn) 4o}
uonosfosd ay) Justupoquis 1o adAy siy) uj “swi jo pousd e Jo Ajsnolobia ssej pasn
st 1oadse 801AI8S BU) Ji panrowal Ajjenjuans ale 10adse 80iAI8S PIesS 10} [BA8] 90IAISS
Uuo SHWj 8yl eyl 0s spouad swi 10 18s Jo pouad aul payioads B 1oA0 AjoAissanons
10 B0UO 1e ||e JBYie parowal Ajjenjuans ale 10adse a2iAIeS PIes o) (o)

BOIAISS UO SHUI| Y} ‘SJUSWIPOGLIS SLIOS U "PajeulLI® Jo paonpai si abelano ueyd
80IAIBS JO 18y} 8y} Jiun A[9AISS820NS paonpai st 1oadse 81AIas ples o) 90IAI9S

10 [9A9] 8y} uay} spun ueyd ao1aas uo abielano ue susiealy Ajlenusiod ey abesn
s)gIyxe J0adse a0iAas pIes Se Inq ‘sjoadse 801AIaS 810 J0 BUO Joj [ona| usalb e e
syejs ey ofiesn 901AI9S 40 SOPIAGID UOHOUNY SIY} SJUSWWIPOGLUS SWIOS U| "BLBJID

lenuajod Jiwij 0} Moy Joj salyoads Jasn ayj suoijdo| pies o1 Buipiodde sy sAoWR) AjPAISSEI0NS 0} UsY) pue ‘eusiuo pies 0} Buipiodoe
ay Ui papiaoid ag Aews AjjeoidAy aiyjen jo 1esgns 9jes elep Jo $$8008 | Jayunj o} ‘euaio sebbuy ebesn aoiales pauljep jo uoneywi
€ J0 Dljjel]} [je Jo} 8)es elep Jiij 0} Uoiezuoyiny | 18s e 0} Buipiodoe alel Bjep JO $S809€ U0 Hwlj auo yum uibag o) Ayjiqedes Sapincid|  9AISS8oNg

"8pouw |ou00 Asjod saidepe yum pajeisosse Ajjeoidhy

sl s)nsau sisAjeue ay) jo uoiesydde aandepe jng ‘spow joauos Aoijod aandepe

J0 apow uoieluawsidwi Aojod snosuejueisul ul pajuswejdwi 8q Aew puewwo

siy| "siealy; Jadwey jenuajod Amuspl 0] suseyed 1o sonsnels oiely buizAjeue ‘ueyd

90IAISS JaLJoUR UYIM POAISS JoNlaq oq Aeul Josn Ji suiLisiep 0} susened Jo sonsiels

abesn "sa puewap oiel) BuizAjeue ‘sispinoid [Bsuso 10 sadAl siomisu ‘sadhy

Jus)u02 ‘suoieoijdde ‘sioinuapi ssaippe yomau 0} Buipioooe abesn azioboen

0} susened Jo sonsiie)s oigedy BuizAjeue ‘spwij uejd s0IA8S Yim soueldwiod

ainyny Ay suiwuslap 03 susalied Jo sonsnels obesn ouien BuizAjeue ‘sywi ueyd

PeHUoD| 8o1A1es UM aoueldwiod suiwslep o) suisied Jo sonsiels abiesn oijen BuizAjeue

uejd s01n18s 8y} Ui suondo psjosies J8sn Jepun aJe obesn puewiwo jo sejdwiexs sAlsneyxa-uou ng |eaidA | "satoijod 04U

papiroid aq Aew AjjeaidA) 1oj0auo) 80IMBS | B01AISS SARISUSS $$8] JO UoHejuawsidw! sulwBlep o) papesu Alo)siy sbesn oies

U} 0} SisAjeue dijjes} 8y} JO UOISIOA palalji meJ anisuas Buiteys Jou Aq sjans] Aoeaud YD Jesn uleluew 0} J0 J0S$8201d

10 8}9|dwod B JWsu.I} 0} UOHBZLIOYINY ‘J0RUO0D [CJIUOY) Y} YIM J8)Jeyd YIOMIBU 8onpal 0] 891A8p 8y} uo Ajjedo] sishjeue oies

90IAIBS 2ISeq oy} ut Joj papinoid eq Aew AjesidAl]  wuoped o) juepodwi St SJUSWIPOGLUS BUIOS Uj "SoBBSSaU UONEIIHIOU YliMm Josh
90IMBS | 6 10 sesodind jonuod Aoljod soinses| 8y} 1SISSE 0] 1880 MOy Jo |01u02 Aoljod saidepe wawajdwl 0] MOY BuiLLISIap 0} oljen
90IABP [B0] 40} Dllje1 zAjeu. 0} UONBZLIOYINY [SONSIELS Jijjel] Jash J0 80iASp SZAjeue 0] 90IASP 8Y} UO Juapisal Ajijiqeded sapincid azAjeuy

Page 320 of 359



73/106

¢y 'Old

"9A0QE SE BWeS

Jayioue uj il uejd 801188 8U) mojaq aq 0} pajoaiold si abesn aoinias

[un paywi A|BAISSB0NS S| 8B BIEP 90IASD [[BJSA0 pue ‘Alljeuonouny suler) azAjeue
ay) Buisn pajoslod si pouad ue|d ao1aies ay) Joj afiesn 821AL8S U} ‘JUSWIPOGLUS
auo uj "aiay uanib ale maj e Ajuo pue palleA sjinb ale LUoKEJWI| |9AS] 80IAISS
anndepe siyl aaaiyoe o) paijdde aq Aew jey) swyuobie ay -suwi uejd aoiaias
Mmojaq 8q 0} pajoalosd si abesn aoinies abeioae [iun pasemo) Buiaqg )| aAISSa0oNS
3y} yum ‘spoadse aa1nas abesn 1sayBbiy oy} 104 Jo ‘Oljel] [|BISAC 10} jOAD| 80IASS
UO SHWI| SAISS80NS i BBy} SjusWIpoquis awos uj ‘sabesano nwij ueid aoines
donpal 0} sbesn aoines abeuew o} idwele ue i jonuod Aojod sandepe sjuswaldw;

Juny

B0IAIBS MOJBq
abeuew

0} %888

‘uoneaiiou

Aue noypm nuij uejd adiaies ay) sepun sbesn
801AIeS do8Y 0] JUSIOIINS [0U0D Jlijel) MOje 0}
9s00y0 Aew 1asn Jayioue ajiym ‘1aac ob o} Jnoge
10 1870 81 8besn ao1A1as Uaym paliou aq pue
S}iLl] OU 8ABY 0} 8s00y0 Aew Jasn suo ‘ajdwexs
104 "sabeiano 1502 Jo sbesn uejd aoiAIes [enjoe Jo
jenusiod Jiwij 0} Moy Joy sayioads Jesn ay sucndo
ay1 ut papiaoid aq Aew AjjeoidA oiyen Jo 1esgns

B 10 Olijel] [je o} S1es Blep Jili| 0] UONBZIIOYINY

‘apow jonuod Aoljod aandepe ayy ut pejuswaidwi Buteq siajsuel o|l lews

UO UCHBJLI| SAISSBIINS SE 1yons AJjeuoiioun) pasueApe 810w 8y} Ylim ‘8poul j03uod
foijod anindepe 1o spow uoieuawsduwi Aojod snosuejuelsul ul pajustsdiui

aq Aew Ayeuonouny siyy “sbuimes oyl peojdn Jo peojumop 1as 0} uoesldde jlews
au) yum Burgorisiul SSpN(oUl SIY} ‘SIUSWIPOGLUS JBUI0 U "SMOY) D13} 8S0Y) Jo} e
Buyjjoiuod pue speojdn Jo speojumop jiews ouoads Buikjnuspt Ag paysiiduwosoe

S1 SiY) ‘SJUBWIPOGLUS BWOS U} “Alifeuonoun; Wi AJSAISS8I0NS 8} JO 8SN apnjoul

UBd SiY} SJUSWIPOGLLS SWIOS Uj "SPEOJUMOP [IeWS UO S}l S83J0jUd pue $18g

Siajsuei]
ol [lewia Ju

‘Burnodai

abesn ue|d a01Aas Y} Ul 1o} pajuN022e Ajeleiedas aq Aeul 1ey: Jo juswded
UONOBSURI} 10 901AIS JO 93IN0S AIBPUODSS B U)IM POJRISOSSE Si JeU) 108dse 80IAIeS
e ajduwiexe 10} Sk '|oAs| 80IAIeS Ul Suonepwl| woly jdwexs Ajjensed 1o jdwexe 8q
few spadse aoinies abiesn ybiy swos ‘JusiIpogquia Jsyjoue uj 's|eas| 8o1aias ybiy
Ajoniiejas anigdal 0) enunuog abieano ywy ued soiaes [eiusod Joj sjgisuodsal
10U BJE 1Y) S10adse 80IAI8S JBLIO |IB 1By} 0s sjoadse aoiaias abesn jsaybiy asay)
10} Ajuo [oAs] 8o1A10s Twi| AjoAIssa0ons 0} suifiaq uay) pue abesn 8oiAIss 8y} JO
abejuaoiad obie| e Buiunsuod aJe 1By S100dse 0IAIBS 9SOY) Saljuap! 1S WaisAs
j0u00 Aoijod 8y} ‘sjusiupoquis aAldepe PaoUBAPR SI0W U 'J0SS8001d 82IAI8S U}
J0j apou jonuod Aoijod sandepe Yiim paleioosse Si pUBLILIOD SIU] Japiroid [euad
10 ABojouyoa) $$8208 YIOMIBU UBAIB B 10} Salel peojdn 10 Peojumop JO ‘SIsjsuel)
aly Jo sadAy urepad 10} sajes peojdn 0 PEOJUMOP ‘alel elep peojdn Jo peojumop
jlews apnjour sajdwexs Juswipoquia o1yoads 1aylQ TN 18y} 1o} Aaijod 8oinss sy}
Ul paysijgeIsa ajel elep [eniul 8y 0] %0eq S0UQ Je e panowal ag Aeuw Jo ‘spouad
aw pauysp-aid sidiynw JaAo sdajs Ul paaowal 8q Aew uoleliwy sel ejep

By} Usy} Wy Jo pouad pauysp B 1o} PAYSIA 10U SI TN 8l it ‘Juswipoqua ajdwexs

Page 321 of 359



74/106

acvy 'Old

"|BAIBIUI JuBWIBINSEBW

uejd 901AIBS U] JO Japuiewsl 8y} Joj 8BUBYD JoU SSOp [eAlajUl JUSWISINSESLU

uejd adinlas Juasaid sy} ui awiy Jun Jad abesn aoiaies abeieae ay) Builinsse uo
peseq opeuw si abesn sainies pajosiosd sy sluswiipoquis awos uj ‘ebueyd 10u saop
abesn 90119 2y} Ji |eAlalul Jusluainseal Uejd 80IAI9S B JO pus ay) Je a4 |jim abesn

abesn a01nI8s

aAOQe SE swesg oije)) 8yl leym 1o slewnss ue spasfoid pue Aljeuonouny olel) azAjeue sy} sesn 18loid
"US810s ulew ut abneb jjews e uo Aejdsip SNONURUOD B Si 218y} SIUSLIIPOGLLS A0S

ul pue mopuim dn-dod e sl 801J0U JBSN BY) ‘SIUBLIPOGLUS BWos uj "suejd adines obesano

2JI0W 10 BUO JO SHWI| paiioads sy} pepasdxe sey abesn aolales o sjoadse alow BOINIBS

"9A0CE SE SWIBS| JO 2UO 8y} 1By} JasSn 8 WioU! 0} |} 8y} 01 Uaa1s J0 aBessaw UONEIIIIOU B SPUSS| 40 Jash AJiloN
"auil} Jo pouad e 1o ablesn 8o1AIes |je 10} 2InSeaul 1502 82IAISS €10} e Sapiaod

Jusipoqws ajduiexs Jayjouy "awi Jo pouad B JOAC pawnsuod elep [e1o) sjdwexs 1500

1o} ‘abesn a01AI8s J0 10adse o1J108ds U 10} SINSESL JS09 80IAISS B SapIA0Id A0INIBS 0}

Juawipoque ajdwexs auQ "J0edse }S00 80IAISS BI0W JO auo 0} sjoadse abesn| abesn aojales

"9A0QE SE BWeS|  S0IAI8S BI0W JO BUO WIojSUR 0} uonouni dnyoo; abesn “SA JS00 80IAISS 8Y) $8sN UoAuoD

1500 80IAI9S 10 UoiaUNn} dnYoo| B 10} SBPIAOIH "801Aap BY}| 1500 8dIn8s

"9A0QE SE BWeS| U0 paiajio 80iA8S J0 adA) Yoea o] 1500 "sA abesn aoIAJes JO aSeq elep e SepInvid dnyoo
10SS8201d 901AJ9S 8y} Ul uoiouny JaAISs e 0} Jo walsAs Buljig
{eAua0 8y} 0} 921A8p 8y} Ag o1epdn Joj 1sonbsi & Ylim SIND20 SIY} SjUBWIpoquId
aWIOS U Jeaguesy Aisae uaddey Jou pasu eyl WLlSAS LONBOIUNWILIOD

Jeagueay 10SSa001d 801A18S aU) JO ped € Si SIY} SJUSLIPOqUIS BWoS Uj ‘8seq SIeIUN0D

ejep Buijiq [eauad sy} pue aseq elep 80IASp dY) Usamiaq sJous Builunodoe soinies| abesn aoimies

usLueaIBe 81AI8S JiSBeq By Ul 10} PapIACid SZIWIUIL O} Sl O} SWN) WO} BOIASP UO $18JUNeo abesn aoines seziucIyouAg| aziuoiyouls

“Buluiwislep Ul Junoooe o)ul uayel st pouad Bununoooe a0IAISS

ay) ul pasdeje awn} Jo pousd 8y} ‘SJUSWIPOGUIS SLWOS U "AJljBUOoIoUN) ]SO0 S0IAIDS
dnyo0] 8y} Buisn ainsesw JILIOU0IS Ue 0Jul palejsuel) 8q Aeuwl i 10 YIomiau

uo Juads sl 10 PopEeOjUMOp $oJI ‘UondNSUOD Blep [B10} SB YONS Juswainsesu
80IAI9S Mel B J0 obesn Se pauljep oq Aew abesn aoinag abesn 80IAIeS SS9
Buneaio ale 1ey) sjoadse adlAIes Uey) UOIBJILI| [oAS] 90IAISS B10W 0} pajosigns
aie abesn aoines jsow sy} Buijeaso sie Jey) sjoadse 801AI8S BU} SjuSWIPOqUIS
alos u| ‘ajdwexs 104 ‘Joadse aoIAIes Yyoes Jo) SouBUSIs uoljealdde oyoads

pue susayed abesn oyjel; ayy uo paseq Buleq SUORBNIWI| [9AS] 82IAIBS BY) YIIM
‘Rijeuonouny uonepW| 9AISSS02NS 8y} Buisn paywy ale syoadse uejd 801AI8S 89S0y}
10 yoes uay} pue ‘abesn uejd aoines ay) jo Auofew ayy Buisned ale jey) spoadse
801AI9S 950U} AJiuspi 0} pasn si Aljeuociiouny oljel; azhjeue ay} ‘JUSWIPOGD

Page 322 of 359



75/106

4¢y "Old

"9A0QE SE BWeS

"[EAJB)UI JUBLIBINSESW
uejd 901AI9S BU} JO Japutewal ay) Jof 8BUEYD Jou S0P [eAIBIUI JUSWBINSEBW

uejd 8a1nis Juaseld sy} ul swi yiun sad abesn sainiss ebelsae ay) Buiunsse

UO peseq apeuw si 1500 pajosfoid 8y} SJusWIPOqUIS SWOS U] "USBIOS Ulew Ul
abneb jjews e uo Aejdsip SnONUIUOD e S| 818y} SJUBLUIIPOGUIS SUWOS Ul PUB MOPUIM
dn-dod e si 801j0U JOSn BY) ‘SIUBLIPOUIS BWOS U] "8WES 8y} SUIBLIBI JOIABYS]
abesn a01A8s ay) 41 84 [[im 1502 pajosoid 8y} Jeym Jo Jasn By} sayliou ‘abelano
80I1M8s pajoafold ay) 10 1500 821ABS BY) S1BUNISS 0} AIjBUCHOUNY 1SO0 BIIAISS

01 2INSEBW 80IAJSS LOAL0D $3sN ‘Jui ueyd a0IAIas By puoheq ob o} peyosioid

si ofesn a01AJS By} Ji sulwIsIap 0} Ayljeuoioun; abesn aoiaas 108loid ay) sesn

SaNUIU0d
Joineysq
obesn

111500 89IMBS
Jasn 109loid

leaa)ul Juswainseaw uejd 821A18S U} JO Japulewal 8y} Joy abueyd Jou

S0P [BAJSJUI JuswaINSesw ue)d aoiAIss Juasald ay) ut swiy yun jad abesn soinies
abesane ay} Bununsse uo paseq apew si 1509 pajosioid sy} SjUSWIPOgUIS BWOS
U] "us810s ulew ui abnef jlews e uo Aejdsip SNONUUOD e SI 813y} SJUsWIpOqWS
BLIOS Ui pue mopuim dn-dod e Si 800U Jasn By ‘SIUSLWIPOQLUS BWIOS U] “JeAlalul

Juswiainseaw uejd a0IAIBS By} 40} Jitl} 80IAIDS Uejd S0IAISS B} Ylim pajeInosse i 109
1500 uejd 801AI8S BU) JA0 S 1509 paroaloid ayy 41 1osn 8y} selou ‘9beISA0|  1BA0 UNL 0)
aoInes pajosfold ay) Jo 1509 801A8S B slewilss 0} Ajjfeuonoun) 1500 801AISS [Aj8Y] J0IAeYaq
0} 8INSEaLU 80IAI8S LBAU0D $asn ‘Jiw| uejd 801A8s 8y} puoksq of oy pajosiod afesn
"9A0(e SE Bles s1 afiesn ao1/8s BY) )i sulLLIIep 0} Alijeuoijouny sbesn aoinues 10eloid sy} sesn | 10 Jasn AoN
‘leAsaul
Juswisinsesw uejd aoines 8y o Japuiewal ey} Joj sBuBYD Jou S0P [BAIBIUI
Justuainseaw uejd soinies wasald sy ul awi Nun Jad sbesn aoinies abeione
ay} Buiinsse uo paseq apew si abesn a2iAlas pajosiold sy} syuswipogqwa uwi
BLIOS U ‘ussIos ulew U sbnef jjews e uo Aejdsip snonuijuod e s aseu} | abesn aoinies
SIUBLLIPOGWIS BWIOS U pue mopuim dn-dod e $i 80)0U JBSN 8y} ‘SJUSWIPOQUIS BIOS | JBAO UN 0}
U “feAssiul Juswiainseaw uejd 801AJSS By} 10} Bl Uejd ad1AIes By} JoA0 SI abesn Ajexif Joireyaq
pajoaloid au) )i Jasn ay saiyou Juny uejd ao1ues sy puofaq ob o} pajosioid abesn

"9A0QE SB SWEeS

s| obesn 8218 U} Ji duiLISIap 0} Aljeuonouny abesn soiss 108fo0id By} sasn)

10 Jasn AJnoN

usleniBe 801AISS 0ISB] AU} Ul J0} POPIACI

“UB310S Ulel Ul
abneb jjews e uo Aejdsip SNONUIUOD B SI 818U} SIUSLUIPOGLIS BLIOS Ul puB MOPUIM
dn-dod e si 80110U JasN 8y} ‘SJUSWIPOALUS BWIOS Uf "Uejd 80I1AJSS B JO S)iW| paiioads
U} popoaadXa SBY 1502 92IAISS JO S}oadse IoW JO SUO By} 1By} JosSn 8y} SULIOJUI pue
abesn 801USS JO $1000SE 240W JO BUO U0 PBSE] SIELUISS 1S00 SOIAISS B SWIOLSd

abesano
1800 80IAI9S
10 Jasn AjoN

Page 323 of 359



76/106

d¢¥ "Old

‘uondo uoisusixe uejd s0InBs € peydaode sey Jasn sy usym wa)shs Buljjig sy;
SNoU ‘sjusWwIPOqS swos uj jdsaoe 0} saysim Jasn ayy Aue §i uondo uoisus)xs

‘Rep Jo sow} Juslayip
10} 1UBJBYIp Bie pasnh sanjeA 8y} 1ey} 0S uoieLeA Aep Jo SWi  YlIim paljipow suoljeueA
"9AOQE SE auWes 8q ABW S}l 82IAISS 1S00 BOIAISS ‘[OJJUO0D 1jjel] 10} Saijeuciiouny ayy jo yoe3|  Aep jo swi
nuyy

abesn aoInles
Jano Buiuuni
Jaye suondo

uejd 8o1A18s Yoiym uo jndul Jash s)dadoe ‘sjuswipoquis swos uj jwi uejd soinss | uejd soinies

"9A0QE S SWeS ay} Buiyoeal Jajie nuwi uejd a01AI8S Y} pusixe 0} suondo jo Jasn sy} SeIoN | fo Jesn AIoN

Ny obesn

9OIAIBS JBN0

‘uoijdo uoisusixa uejd so1Aes e pajdaooe sey Jasn sy uaym wisisAs Buifjiq syt Buiuuni 0}

SaKiloU ‘sjusLpoquia swos uj 1dedoe 0} saysim Jesn ay) Aue ji uondo uoisuaixa | Joud suondo

uejd 801A18s Uoiym uo Jndur Jasn s1ds0oe ‘sjuswipoquis swos uj il uejd soinies | uejd 8oines

"9A0Ce SE sWes ayy Buiyoear arojeq i uejd 801AISS BY) pusixa 0) Suoldo Jo Jasn By SeuNoN | 10 Jesn AjloN

uoneaiiou

Jous

"19]|0AU0Y) BOIAISS BU} 0] JUSS JBle| PUB PaJO]S JO 18]|0JU07) 89IAI8S 8y} 0] Hubpapmounoe

"9A0CE Se SWeS| JUSS J0 ‘Palo)s SI LUONEIIOU JO JuswBpajmouyoe Jasn ay) ‘sjuswipoquis swos uj| uodas Jo 6o

uoneaiou

‘abelono JO U8

80IAISS 10 1509 10 abelano 821A18S 8y} Jwl| 0} uondo ue Jo uonealnou e 1o sbeieno Hwbpsamouyoe

JusWwasiBe a0IAI8S DISeq By} Ui J0j PaPIACId 1500 J0 821AI8S jenusaiod Jo uonesiiiou e aBpajmounoe 0} Jash oy} salinbay ainbay
‘uohediiiou
Aue oypm yuwn) uejd aoinles sy} Japun abesn
90IAI8S a8y 0} JUSIZNS |0AUOD i) Mojje 0}
350040 Aew Jasn Jayjoue ajym ‘Joac of 0 oge

J0 JoA0 s1 obesn 821AJeS UaYM paliiou 8q pue ‘pasn si Ajjjeuonouny Jii 83IAI8S Mojeq abeuew 0} ¥8as au} ‘JuswIpoqua
S)iWIj OU 9ABY 0} 85000 AeW Jasn auo ‘ajdwexs BUO U} "SHLWI 801AJ9S UIyim ate suoijosfold jey) os abesn umop Buliq o} sbesn

104 "sabejono 1500 Jo afesn uejd s0iIAeS [ENYOR 1O 90IAJ9S JO sjoadse SnoweA 0} Shilul seljdde ‘uwij 80IAJes By} Japun 1509 Jo abesn fyou

jenusjod 1wl 0} Moy Joj selinads Jasn ay suondo| aoinles deay o} peijdde Buieg aie SyLui| 1By} 19Sh By} SSHNOU ‘Ul 8IAI8S 8y} Jano | pue abeisno

oy} ul papiroid aq Aew AjjeoidA) oulen jo 1esgns | ob o} peyoslord st abesn aotales ayy Ji ‘Wi uejd so1nss ay) puokaq ob o pajosioid | asned o) Ay

B J0 Oljjel) [|e 1o} S}kl ejep Jiwi| 0} uonezuoyny s1 abesn so1Ai8s U] i BuiLIBlep 0} Alljeuonoun) abesn aoiaies 108foid ay) sesn | $$8908 Wl

Page 324 of 359



77/106

TAARIE|

"su910s ybnouyl ssed |n sy} ssadoe

0} s|enuapao sedosd yim uonouny yJomiau

110 1O dSA IB}j0JIU0D BIIAISS 0) PB)OLISa)

S $88008 8se0 siy} ul pue (wayshs Buljq Jo
Aemareb uoneoynou abesn aoiales “B:8) uonouny
YJOM}BU JSYIOUR JO dSA 'IBJJOSL0D 20IAISS

au1 Aq pajessual 8q 0] JUBILOD USBIDS | 10
SUSBIOS | SY} 10} ||ED SIUBLIPOQUIS BLICG "8seq
BIEP N 8} $$8%0e 0] s|enuapald Jadosd yum
UOIJoUNy YIOMIBU JBUI0 JO dSA 18]j0JU0D 80IAI8S
0} PajoL}sal St a1emyos siyy Buikypow 0} ssed0e
pue uoIsion aiemios Jusbe |n ayy Aq pauyep
aJe S1duos pue sussIds | SUBWIPOYLIS BWIOS U

JusLLSBpaIMOLNO. 10 UOISIoap

Jasn aiinbal 1ey) sjusna ofiesn aolAIas 10§ UONEOLIOU JJO UINY 01 PAMO|R 10U S Jash
Y} SJUBLIPOGIR SWIOS U] "UDIIEONOU B0IAIRS JO S}oadse 210 JO 8UO JJO Uin) O}
uoido ay} yim Jasn ey} sepircid SjusLUIPOqUIS Bwos u| ‘pake|dsip 84 0} UoleuLIojul
UOIJBI1}IoU S0IAJSS 8YI| PInoM ABy) Moy J0j Suondo JO 1SI) & Y)im Jasn 8y} Sapirld

aoualejald
uondo
uolediiiou
AOINIBS JBS

"SU8a19s ybnouyy ssed | ay) $s800e

0} s|efjuspalo Jadold yym uonouny yJomiau
1310 JO 4SA 'IBJJORUOD B0IAISS 0] POIOLISS)

SI $59008 3SBD SIY} Ul pue (waysAs Bulq Jo
femajeb uoneoiiiou abesn aoiaies “69) uonouny
YJOM}OU IBYIOUE IO 4SA '18[|0JJU0D 80IAISS

ay) Aq pajessusl aq 0] JUSILOD USBIDS | 1O
SUBBIOS | 8Y} 10} ||BD SJUBWIPOGUD BWIOS "8Seq
Blep N 8} $S8208. 0} s|enuapaln sedoid yum
UONOUN) MIOMIBU JBUJ0 IO dSA '18]|01L0D 80IALS
0} pajolAsal si a1emlyos siyj Buikyipouw 0} $s890e
pue uoisian aiemyjos Juabe |n ey Ag pauyep
aie §)duos pue Suss10s |1} SIUSWIPOGUIS BWIOS Uj

1800 80IAI9S J0 abesn
90IAIBS |0JUCO 0} &Ml| pjnom Aoy} Moy Joj suodo J0 ISI| & Ylim Jesh 8y} SaPIACI

In
uondo joluco
90IAIBS JBS

"9A0CR SB 8BS

"POYO0]] Bl 1Y) SBIIAIOE afesn 90IAI8S JO 151

1811 Y00iq
|04U00 $S800Y

"8Se( BJep [0U0D 8} SSB00E 0}
sjenuapelo Jadoid Yiim UONOUN) YJOMIBU JBYI0 Jo
dSA ‘19]j0AU0O S0IAISS 0} PRIOLSSI UONBZLIOYINY

"pojqeUs ik Jey) seniAoe abesn 0iAIes JO 1sI]

19 ajqeus
|0A1U0D $S800Y

Page 325 of 359



78/106

Hey "Old

"POAOWI Ji 1emyos Jo sBumes dsa

BuLI0ISaI BAJ0AUI SJUBWIPOQWS JBYI0 "pajjelsuIun
S 91eM}j0S U} Jo pabueyd ale sbumes dSA oyl
UaYM UoHOUN YIOMIBU B 0] Lodal 0] suoisiAcid
SAJOAUI SJUSLUIPOGWS SWOS "JapIAoid [euad ay)
Ajgissod pue 4SA ayi 0} spoyisu Anoss isylo
10 sainjeubis A)LIN0BS YYim PajoLISal SI 80IASD
U} S1IM 0] UOIJBZLIOYINE SJUSLLIPOGUIS SWOS U

‘dSA 8yl psiesipul
0} pawiwelBoid 8 0} sjenuepaIo 801ASP B JO UoIod B SMO||E 1BU) Uonoun4

uonessibas-al
1o uonessibal
JOUMO B9IAIBS

"9SEQ B1ep ay] a}lim JoU Ng peal o}
POMOJ[E S1 JaSN B} SJUSLIPOGLUS BLIOS U] "9SEq
elep Buijig sy} ss2008 0} Sjenuapald Jadoid yum
UOIJOUN] YIOMIBU JaYI0 10 dSA ‘IB]|0JILO0D BIIAISS
0} PaIOLISaJ UOIJEZLOYINE SUSUNPOGUIS SUIOS U

‘pos} Bulljiq & Se 9SS ABW S0IASP BY] SIUBWIPOQWS BWoS Uj 's)digosi
10 so1eolia0 Buljjiq 1o uoieIausb apNjoUl SIUSLIPOGUIS SLICS "SIUBIPOGWS
Buyg uado Japiroid [eAUBD 8y Yim pajeroosse Buiuodal pue Bunoesy 1usas Buijig

Buipiooal
JUsAB pue
uonoesuesn
Buniig [enued

"aSEq BJep Y] SlLM JOU INg peai 0}
POMOJ[E Si JaSN BUj} SJUSWIPOQLUS BLIOS U} "3SE(
elep Buyjig ey} $$8928 0} sjenuapaio Jadosd yum
UOIOUN} YIOMIBU JOYI0 IO dSA ‘19]j01U0D BOIAISS
0] PRIOLISAS UOIIBZLIOYINE S)USWIPOGUIS SUIOS U

019 'S)S02 JUN02oE Alejodwa)

Bunjoe ‘Bupjoes; 1500 821Aes Jusique ‘Jsulied uonoesuRL) 8Yl 0} Pa|iiq 10 YlIm
paJeys ale Jey) SJS00 $$a008 Jeupied UOIDBSURI) J9SN 3y} 0} Pajjiq 8g 0} palisep
10U S1 By} JaJBYD 921Ap Niomieu Bunjoes; sjdwexs Jof Junoooe Jasn uleul ay) uey}
1uaJalIp S1unoooe 0] Bulljiq 821AI9S 0 BpIA0Id SlUSWIPOqWS Junodoe Aq jjig ay ]

1unoooe Aq jiig

"9SBq E]ep oy] S1LIM JoU INg peal 0}
PaMO|fe S1 JaSN aY} SUBWIPOGLUS BUIOS Uj "9SEq
elep Buijig sy} $$2928 0} Sjenuapal0 Jadoid yim
UONOUN} }IOMIBU JBYI0 10 dSA ‘19]|0JIL0D SOIAISS
0} PAIOLIISaS LOIJBZUOYINE SJUSUNPOGUIS SWIOS U

uoneIjlouodal Bujq
10 Buljjig 801AI8S PIE 0} UOIOUN] YIOMIBU Jayloue 10 JaAses Buljjig ay) o) patiwsues
SI P08} SIU} SJUBLLIPOGLUS BWI0S Uj 'SjueAs Buijjig eBesn 801Ales Jo piodsl

pJoosl
Juahe Bullig
abesn ao1Aieg

‘aseq elep sbumas Jaljiy YD dY1 S$899€ 0}
sjenuapalo Jodoid Yjim UoROUN) }IOMIBU JBY10 JO
dSA '19]|0U00 BOIAISS 0} PajouISal uojjezuoyIny
ased siy} Ul pue sBumes eyl YD ey sbueyd
0} PAMOY|E SI YJOMIBU BU)} SJUBLLIPOGLIS BLUOS U]
‘aseq ejep sbujes Jayjl oy} S$8008 0} S|eluUapaId
Jadoid yym uoioUNg JIOMIBU JOUI0 1O dSA
18]|0JJU0D 8IIAISS 0} PAJOLIISaI S| UOIRZIOYINE
9SED SiY} Ul pue yiomjau sy} Ag uspum jou

INQ peas ag ABW i SUBUWIPOGLUS JBYJ0 U] “Jash
ay1 Aq paiyipow aq Aew Ajuo pue Yiomjau ay}

Aq 8]q1SS8928 J0U SI SIY} SIUBWIPOGLIS SWOS U]

sBunes Jayy ay)

auIep 0] pash ale jeys foeaud Jssn Uo seousiajeid saulap Jash ay} SJUBLIPOgUWD
auwios u| AoeAud Jasn JO [oAS] PaJISSP By} UlelUIBW 0} YJomlsu ayj 0} pepodal

Si 1l 8i0Joq pa10ajo0 Buiag Si 1By UOIBULIOUI JSSN J0/pue adIASp By} Sialji4

aoualelald
uondo Buusyy
Buliojuow
obesn ao1nes

10 YD Jos

Page 326 of 359



79/106

I¢y "©Old

‘95e( elep jljoid 80IAISS S} SSB008 0]

‘dnolb ao1asp uononpoid e Joj sisjeweled

sjenuepalo Jadoid y)im uonoun; Jiomiau Jaylo o Alessaau Jaylo pue 4/ ‘Sjenuapald 8diAsp ‘sjuoid 821AJ8S 8y} Saulep 1ey} AOINIBS
dS/ 19]j01U0D B0IAI3S O} PojouISal UonezZUoyINY | uonewlojul 8y jje Joj BuiuwelBoid J0sse0id 801AIS 10} Sapinoid 1By} uoiound | mau ysignd
‘9SBq Blep o|oid 80IAI8S Y} $58998 0} "dnoib ao1Aap 159} 19 € J0} sisjeweled wayshs
sjenuopalo Jadosd yim UoROUN] YIOMISU JaYJ0 0 £1essadau Jayjo pue dSA ‘S|EnUSpaIo 801Aap ajjoid 80IMSS BY) Saulep 1Byl Buysygnd
dSA '19]j01U0D B0IAI3S O] PojouISa) uonezuoyIny | uonewlour ay jje Joj BuiwwesBoid Jossao0id 821AS 10} $apIACId Jey) uoiloun4 158} B)9g

‘sajoljod Builig ueyd soinles sy Buibueys Aq sjgenyold aiow apeus 1o saidljod jo

-1ju02 abesn eoiaies ey buibueyd Aq payipow aq Aew ey} seniaoe abesn aoinies

dnoJb sesn ayy Ajuapi o sonsiels abesn a0iAIaS 8y JO uolisoduwiooap mojje sjusw

‘saseq ejep| -ipoqwa swog ‘ueld aoines pue ajyoid aoines pasodosd jo Aujigeioid pejewse
fioisiy abesn aoiAlas 8y} $S8908 0} S|BIUBPIT | BY MOUS SIUBWIPOQUIS SWO0S "I0IABYSq abesn ad1ales aoinap pajejnwis jsuebe Jo fatjod
By} Yym AJjUD YJOMIBU JOYI0 JO 4SA I9jj0auco| ‘sajyoid 80IAI9S 0 SI9SN JO $301AD Jo dnoib paulep e ioj sonsiiels obesn soiAep |  B0IAIRS MAU
80IAIBS 0} pajolnsal AjfeoidA uonezuoyiny Jsutebe suejd 8a1nI8S J0/pue sajioid 80IAIeS JeIp Jo Bunsal palenwis smojy | 1se) qej Aig

'SOSE( BIBp

fioisiy abesn 82IAI8S BU) $$8008 0] SRIUBPSID ‘sBuidnoib Jayio Jo SonsieIS
9y} Yyum AJjua YJomiau Jayio Jo 4SA Iejjoauco| siesh jo dnolb pauysp ‘sajioid s0iaiss Jo suejd 801Aos Jo dnoib paulep ‘seoinep | ebesn aoinies
80IAI8S 0} pajoLsal AjjeoidAy uoliezuoying | jo dnoub paulap ‘ad1asp e Joj sonsnels abesn 801A1es JozAjeue 0} uolouni 4SA azAjeuy
"9Seq ejep o|4oid 80IAIBS JUBIGUIE B} SSI00E 0} ‘siejoweled Alessaoau uoniuiep
sjenuepalo Jedoid y)im UoROUN) YIOMISU JBYI0 O JayI0 puB dSA ‘Sieiuspaio soinsp ‘sjyoid 01Aes Jusiquie 8yl saulep 18yl | ajyoid soinles
dSA 19]j0AUCD BOIAIBS 0] PejOLISe) UONBZUOYINY |  uonewloul ay) jje Joj BuiwweBold j0ssa00id 901AI8S 10} SEpIA0Id Jey} uoioun4 JusIquiy

"aseq ejep sjijoid s0IAISS B} SSB00R 0)
senuepe.o jodoid yjim UOIOUNY HI0MIBU JOYJ0 J0
dS/\ ‘18]j01UOD B0IAISS 0} PSIOLISAI LONEZLIOYINY

‘sioleweled
£1eSSB00U JaY10 pue S/ ‘S|EnuUapald 8oIASp ‘ajljoid 80IAJSS BY) SeUISp 1By
uoljewiIolUl 8y jje Joj Buiwwelbosd Josseooid 801AI0s 10} sapiaoid Jey) uonoun4

30IAI9S B0IABP
M3U 10} J0SS
-900.d 80IAIBS
ainbyuco-al
10 ainbyuon

‘98e( BlED 9]1j0id B2IAISS UOIBAIIDE 8L} $58208 0) dems

sjenuepalo Jadoid y)im uoioun) YJomiau Jaylo Jo JUN0ooe Jusueussad 0} Junodoe Alelodws}|  uoneWIOMI

dSA ‘19]j01U0D B9IAISS 0] PSJOLISS) UONBZLOYINY ajdwexs Joj ‘uonewojui Junodoe ay burddems Joj sepiroid 1By} uoloun 4 JUN02oY
"9SB( BJEep S|RIUSPaIO Bl SSA00. 0)

S|enuapaso Jodoid yjim UoIoUN) YIOMIBU JaY10 JO "S{enuapalo jusuewusd 0} sjenuspaio dems

dSA 'J9]j0A1U0D BOIAIBS 0} PRJOLIISSI UONRZLOYINY fiejodwis) sjdwexs Jo} ‘sjenuapaid jo Buiddems Joj sapiroid Jeyl uonound | sjenuspas)

Page 327 of 359



80/106

rey 'Old

"sol0ijod UoNos|es oMU ay) BuiBeueus Joj

181} 90UBJBJBId LONOBULIOD YIOMJBU B IO} 8pIACId SJUBWIPOGLUS BWO0S

"USSOYD HIOM]BU O} SO0 80IAISS BY) U0 paseq saidljod apiroid SjusWIPOqUS
BUI0G "USSOUD HIOMIBU U0 paseq sainljod apirid SjusWIpoqwe swog suondo
YIOMBU UleLa0 0} SUOILISA 0} pIAcId SJUBWIPOJS SLIOS "0} Paloauued

HOM}BU Mo

ajqisuodsas Aljue Jaylo 10 dSA U} 0} pajousal SI 801A8p 8y} Womau yoiym uo Buipuadep seioljod jo5uoo abesn eaimies|  oj seiijod
fjjeaidAy saiijod sy} Aipow 03 uonezuoyny | 1o uonesynou abiesn aoiues Yyoums 0} Aljigedes syl Yim 4SA Jo Jesn 8y} sapiacid Uoums
81| Buiweol Japincid [B1USD By} UBL) Jusiedip
aq Aew ey sisy Buiweos pausiald Ay0ads SjuaUIpOgLID SWIOS "USSOYD Jallied Jo}
1800 9213 8Y) U0 paseq saioljod apircid SUBUHPOGLUS SUWIOS "USSOYD JLLIED UO
paseq saioljod apiacid sJUSWIPOGIS BWoS "suondo Jailed Buiweo o} suonolisal B0IAIBS
10} apinoid sjusuwipoqus swog Buiieos spum ssioljod jouod abesn aoiaes | j04u00 Aoijod
"9AOQE SE BWES | 10 uoneayiou abesn adtales youms o} AijigedeD ay) Uim 4SA J0 1asn au S8pIAoid Buiweoy
30IAIS

"9A0QE SB BWEeS

‘Builueo. SjIyM JasN ay) 0] S1BWISA JSO0 BOIAIBS B S8PIACI

1500 Buiweoy

"9A0GR S BWeS

‘Buileos afiym Jasn ay} 0} ejewnse abesn J0IAI8S & SapIACid

1uno9 abesn
Buiweoy

"90IAIes Buileol sy Buibeuew 1o}
ajqisuodsal AJ1jus Jayjo J0 dSA U} 0} pajoLISas
AjjesidAy saioijod oy Ajpow 0} uonezuoyny

"s910110d j0JjU0D 9besn 821AIes 10 uoledlnou abesn aolales Buibueyd Joj
suondo Jo 18s e yum papiroid aie Aay) sah spuodsal Jasn ay} Ji pue s1s05 Bulureos
aABS 0] sajijoud [013U02 10 uoedlLou abesn adiAIes Jlay) Ajipow 03 9| pinom Asyy
11 POYSE SI JOSN BY) ‘SJUBLIPOGLUS SIS U] "8DIAISS J0 awl 8y} Je dn paxoo| sI 8seq

EJep 8Y) SJUSWIPOGLUS JOYI0 Ul Sjium ‘sayseljas yJomiau yum pajepdn Ajjesipousd
PUE 80IASP 8y} U0 Ajjea0] paiols si elep Buiweos ay) SUSLIPOgLUS SLUOS Uj

188N 8y} 0} $1500 asoy) Buikejdsip pue sjseo Buiweos pajosioid sjgissod Bunewiiss
10 asodind ay) 1o} oueuaos sbesn a2iaIes Jash [eidA) e o) payjdde ale sisuped
Buieol siow 1o suo Joj se1el Buyjig seuped Buiueol 8y) SjusWIpOqUIa BUWOS

U} "sojes Buljjig pue $a010UD J0 195 By} Jasn ay) 0} shejdsip pue ‘siauped sy} Jo}
sa)el Buiyjiq sy dn $)00] ‘sisulied aoiA1es BuILEO0L S|gEIBAR SABAINS Jey) UoKoun

B0INIDS
uonos|es
Buiweoy

Page 328 of 359



Service
Processor
Authorization

Page 329 of 359

81/106
4302~

( Offline State )

4304\ 4

Collect device Service Proc-
essor credentials & access
control integrity information

4306~ ¥

Select
best network

4308'\\ v

Connect to access
network

4310~ v

Send auth request to
Service Controller, Send
credentials & access
control integrity information

Service Processor
Integrity Error Handling

4318~

Device Activation
Sequence

Activate
or Authorize

4320~

Update critical software,
initialize service policy and
control settings, synchronize
service counters,
update service cost data,
apply policy settings, apply
CRM rules settings, obtain
transaction identity
certificate, send stored
CRM and billing information

4322\\ 4

( Online State )

FIG. 43A



82/106

4332~ Service
: Controller
( DS‘%?feCsftg?éOI ) Authorization

4334‘\ ¥

Receive device
authorization request, verify
device service plan standing,
verify device access control

integrity standing, verify
device access control
integrity information, verify
Service Processor heartbeat,
perform additional Service
Processor integrity checks

4338~ 4336

Send integrity error

Device
integrity passes
?

4340~ ¢
Service Controller ) 4342
g

4344~

Integrity Error Handlin De_avice Sernd actvation
activated message
?
4348~ 4346~ 4
Send authorizati Service Controller
end authorization Activation Sequence
4350~ v

Update critical software,
initialize service policy and
control settings, synchronize
service counters,
update service cost data,
apply policy settings, apply
CRM rules settings, obtain
transaction identity
certificate, send stored
CRM and billing information

4352~ 1

Device Control
Online State

FIG. 43B

Page 330 of 359



Service
Processor
Activation

A4

C

83/106

4402~

Device Activation
Sequence

4404 ™ ¥

Display activation HTTP site,

4416~

WAP site or portal to user

¥
User selects service
plan, billing info and

for service activation choice
CRMinfo

4406~
¥

Send activation request and

4408~
user billing and CRM info

4412~

Service Processor
Integrity Error Handling

Integrity
error
?

Display selection input
error information to user

Selection
input error
?

Page 331 of 359

4418

Identify
activated service
plan

4420~

Update critical software,
initialize service policy and
control settings, synchronize
service counters,
update service cost data,
apply policy settings, apply
CRM rules settings, obtain
transaction identity
certificate, send stored
CRM and billing information

4422~

C

¥
Online State

i

) FIG. 44A




4446~

84/106

4432~

R

Controller Activation
Sequence

4434\ v

Receive activation request
and user billing & CRM info,
send to central billing

4436"\ v

Receive central billing

response

4438

Integrity

passes
?

4444

Send selection input
error

Plan

NO i
activated
?

Page 332 of 359

4448~

Send service plan activation
information to the device

4450\ L

Update critical software,
initialize service policy and
control settings, synchronize
service counters,
update service cost data,
apply policy settings, apply
CRM rules settings, obtain
transaction identity
certificate, send stored
CRM and billing information

4452~ 1

Device Control
Online State

FIG. 44B

Service
Controller
Activation

4440~

Send integrity error

4442\ v

G

Service Controller
ntegrity Error Handling




i
o

85/106
4502~

( Device Online State )

4504 '\\ v
Process any new

Service
Processor
Access
Control

A

heartbeat messages from
Service Controller

4506“\

Update software if necessary,
update service policy and
control settings if necessary,
synchronize service
counters, update service cost
data if necessary, update
CRM rules if necessary

4508'\\ v

Perform access control
integrity checks

4510

Integrity
error

4512~

Service Processor
Integrity Error Handling

?

4514~

Update user service
Ul gauges, provide
notification if
necessary, accept
input if available

4516'\ ]

Send new Service Processor
heartbeat messages to
heartbeat message queue

4518\ ¥

Service pending billing
transactions if any

4520

NO Heartbeat

fransmission due
?

4522~

Send new Service Processor

heartbeat message to

Service Controller

YES

Page 333 of 359

FIG. 45A



86/106

4532~ Service
Device Control in Controller

Online State Access

4534~ ! Control

Process any new

NO

¥

heartbeat messages from
Service Processor

4536"\ v

Perform access control
integrity checks

4538

Integrity
error
?

4542~

4540~

Service Controller
Integrity Error Handling

Update billing data base,
update CRM, synchronize
service counters, update
cost database if needed,
and synchronize CRM rules
if necessary

4544~ 1

Service pending billing
transactions if any

4546“\ v

Send new Service Processor
heartbeat messages to
heartbeat message queue

4548

Heartbeat

a

transmission due
?

4550~

Send new Service Processor
heartbeat message to
Service Processor

Page 334 of 359

FIG. 45B



87/106

9y "Old

\\wav \ommﬁ \\mmwv
JonIeg wejshg Builig
Buiig uoneso Janseg Bulyg 18pincid
sjeus)y jesue)

g

HIOMBN
$8900Y
JETR)
weysks Bulig a)g Joupied S)IS Jouied
hmw_ww__mm%ﬂ%o UOPOBSUBI| | e e | UOBOBSUBI]
oy eiuog uedo ejog usdp
ozop el “vEL

_ - 9991 : ~0691 ~E691 m
! llemelly 8 Juaby !
! 8oy —uonejuswojdwi Eww,wm%mﬂﬁc_ !
| LWSPO £aijod eolddy !
_ [} a A |
_ 6697 9691 2691 m
hueby wewkeg| || jeby || jeby || m
_ 3]IqoW 1 Liojuojy 8o1eg| | | josuod Adtjod | | SOBHBILIIOSA N /69
e e L ot |
! ” | ! | “ : " sng !
| HWHHH..lMHHHHWHHHHHHHHHHHHI@HHHHMHco_umo_czEEOO“
| h 4 A weby |
_ ! v s |
| uoneoyddy | | yusBy Buig _“%mmo\m%wﬁ |
| “y09y G691 691 |

~-GLOY

\ 991A8(

oLl

Page 335 of 359



88/106

Device Device Mobile Transaction
Application Payment Agent Server
/4604 /4699 /1 34
Browse .
Offer

il
&

Select Purchase N

L

Seek APl Connection

R

Confirm AP!l Connection

Request User Purchase'
Confirmation

J

User Purchase Confirmation
Reqguest

il
et

Purchase Confirmation

\

Purchase Confirmation

Download of PurchaseV
Receipt

»
aal

Download Confirmation N

Purchase Bill

J

Optional
Purchase -Confirmation
Bill

Purchase
Bill (Copy)

[
B

Device Billing Central
Server Provider
Billing System

FIG. 47A

Page 336 of 359



89/106

Device Device Mobile Transaction
Application Payment Agent Server
4604 4699 134

Browse with ID Information

B
BB

Establish API Contact

‘Confirm Contact & Good
Standing

e,
e

Offer

o
-

Select for Purchase

.

Notify Purchase Description j
& Amount

o

User Purchase Confirmation
Request

<&

Purchase Confirmation

\

Purchase Confirmation

Download of Purchase'

- Receipt
Download Confirmation R
P Confirm Bill
Purchase Optional
Bill Puplicats
I

Purchase

Bill (Copy)
Device Billing Central
Server Provider
Billing System

FIG. 47B

Page 337 of 359



~SC8Y
worshs Ev_wommc_\ﬂwmoo i YS9~ | seneg fuboyl Em%%mwwm_\,_ _~CS991
,m_mﬁwwh. lo3uo soineg | | 198U 83iASQ
.m__om JOMSR 1S3 B15 991~ |  1enss JoNag . J2]J0JIUOY) 20IAISG
‘uBisog SIOLERE N oogy || wenabuig || AoisiHeomes PN ggg ~8E9)
13]|0U0)
90IAISS Janeg sishjeuy | | P
ael] yomeN [N-ggg ),
Gegy—"
JENVEIS GO0y :%wﬁwmw
B 9298
© 091~ NN
S v__mwwz skemapen || womeN |[skemares]| womeN | .GZ
= ( jeuse Jopinong f[HodsueiL fuodsuei - nyy R sseaoy |, S
S vor |192/98/07]| sse0y ||ogog/ov|| opey | .
o Vel oLy [enus) \ \
) | L
0ZY oLy
woshs —
Buing jesuen aseq
ezL- Y

abesn)

S0IIBS 1oNaS WYY

owp-jeay v_m_m%%m@ ~C1z1
JEER)
sSaRIM dOHA/SNG

S0 -9z

8y "Old

uojels
SIGON -0}

Page 338 of 359



91/106

oL6¥ .
uonessyiopy | ~0C6Y YADIE
sjowsy Jeplroidf /YS9~ 1an1a8 Aubayu Em%%%mw% 24991 | ~Sesy
a0IIBG {BNUIA // cowuwmmwo " jOIUOT) $S800Y foijod S ooS washg
_ suojauloy H\ opinosd . [ (0I1U0D soiiag | |104U0D 301A3g
: ULl /| soimiag A 1BNISS Janieg 13[|OUCT 2IIAIRS
o 8IN03g Joaury “ Juaa3 Buiig KioisiH 9a1Mes N\ ggg Vwmww
PoSES] NdA / i
UOIBISHIOM 2 10991
/ |
sjowsy sepioid} ~0C6Y | \ T
80IAISG [BNMIA I /
JONIBS [0AU0D) J
GEQy—— |  PROUMOQ \
wayshg O0IMBS L SOV uonelS
Buysiiang < aseg
989
,w_mzu_m:% JoNI8S 189] El9g , 920t
fotjod N
‘ubisag HOMIIN | I emeren || siomaN |[shemares]| swomeN |
sionaod [ s ||| s [ERCE0] it [FEiemoll S | 2
QUMIS | |~ : oy [19298/07]| sse00v [loziogion|| oped | .
9591~ / /
0cy oLy /
0zh :
uoneis
aseg
JEINETS
uoleAOY , OL/OY
091~ ST m/N
wa)sh HIOMIBN AN
mcwh_mmm $5900Y -1zl >
lenuen
=T ISR
SSSRIIM dOHA/SNd
2eL-"| “auqop P Nz

Page 339 of 359



92/106

gz

wa)sAg
joA3U0) 331A3Q
I9jjouog adlneg

5 wayshg hmwmw%hﬁwmoo | Y991~ seneg fbe) Em%%%mw@z | _~C991
wysigng N [04]U07) $5800Y
| Mwmh 90INIBg 0991 foljod meﬁm ohmmw__m_mm m
mmm&__m_um 2991~ | JETNETS JETNET .
whisag | |TMOS LI N _oogy [ wenabumg | | AoisiH soines N\ ggg| ~8E9)
Jgjjonuos
91nIeg Joneg sishjeuy |
GE8Y~_ oye1] yomieN [ N-ggg}, P
10} %
o | s o
UOHEAOY
Oe/9¢

091 -/

fwﬁ%z sfemejen || womieN |[shemeien]| somieN | G2
18pIAGIg yodsuel] H Hodsues] H  NvY $S800Y |, s
174" eiueny |LDUOEOY|| SS8VV 1|O7/0e/Op|| OIPEY | .
usuodwio) llemalid e .
soeyoy| om\v 0 _‘\n p
T B N .
0IAIOS 0208 /
o} buljig -
aseg
swioishs oeoh
Buig "abesn \
[BOLIOISIH "S8SEQ | | - ()] 0G (" abesp) \ /
meaansg || Aones L Soha T X
Jawojsny gl | |2ueod $5900Yy N4 X
‘uoneIpspy
18u8)
ezl sSafRIIM dOHQ/SNA
Buillig [enue) zel | 9lIqon -9zl

0S "Old

uopels
SlGOW _-001

Page 340 of 359



93/106

Gesy .
>/ JONISS [ORUOD) LG "Old
W3)SAg DEOUMO |k
Buysiand 80INBS N-0991
nu_mwh B
‘sishjeuy
£ajo4 R
ubieos 190193 153 B19g \_gcol e
J3jjonu0d
MRS | | 1ani0g sishieuy 7
969 | —1 | owelL HomaN Gly SO uonels
uoels SN 001
0Ll aseq y
92/9¢
091~ JEINETS
UONEAOY — N
2107 shemaies || MomieN ||shemeres|] MoMaN mm L m Ll
Jouie| Jopinoly [{ModsueiL yodsuel] H Nyy H Sseooy A
vzl [eAuSD Og/OL/OY|l SNV |197/9¢/Ov]| OlPed .
0zl lemalid \ \ . -
0cy oLy /
£ /
m:__ﬂ_m, g_wbm__mo uonels
9cl uonels SIACN -0
\ ezl aseq ___
1Z1 9l zogl s
dOHQ/SNa ) \ | \ /
{ N
JoMBS YYY \ \\ ._m?_mw ///m/W
18)U8) HIOMIBN 1enleg fubayy ] JuswobeLey | ~C991
mwm%__\% $S300Y |0AU0Y) $S300Y fotod U JoMI5S waskg BuLoHUON
.\ %%Mmm@ JEINE | JETNENS oiuoD 201oS Nwwwwwomwwhmmé
zel swn-eay| | ueaz Bug fioisiH sanies N\_geg m/wmwv ao1Aaq pajesBajuj
8Ll _O0LLS

Page 341 of 359



94/106

0

A E
: warshs Lommmom_ C_Mﬁw%o A YS9L ~ | senieg Aubayy Em%%%mwm_z ~C991 Valdis
uysiand N [01}U07) $5800Y
188 Sones 09¥ food AU JBAISS wa)shg
‘sishjeuy [ORUOD SOISS | |jo43u0) 321ASQ
" oo R C99L~{| Jensg ) 19]|0JJUOY) B2IAIRG
ubisaq | |"VeS1PLERE N o [ werabulg | | Ao soies [N_pgg - 8E9}
lsjjonuo)
BMBS | | jonieg siskieuy ] ,,,, Lo T ~
mmwv/ OUjeI MOMBN [ N-gGt \\ oq 11
G+ L G0v / _ 3Y7 uonels
JoABS 0zl uonels // SIGON Q1
UOHBANDY %ww%m A =
091~ | sg N‘:vwwmoohm
, ¥ R
HOMISN A 1S £ jomeN | a1y’
sl ||Shemele MomeN |lshAemajen) || YomleN G2l .
IEE 1OpINOIg podsues| H podsues] H Ny s5300y |, o F .-
.VN —\ mm.;.cmu RIRIYRIY §S900Y RIRIYRI olpey ®
d) lemai4 \ \ . -
0cy oLy i
uoielS
welshg uonels 910N 001
buijig [esued oseg
TV O8IV
abesn N\ /
80INIBg hmmw%w% 14" N
81~ pulLeod $5900Y 121 DAy
e|Ue)
SSS[SIM dOHQ/SNA
zeL-"] aiqon -9zl

Page 342 of 359



95/106

€6 9Old
JeAI8g [O1jUo JEINE)
s || “peaunea” ORI\ semes tutau || st |95
" isal 90IAI9G 0991 foljod JUIT JoNISS weyshs
‘sishjeuy [04JUCD SOIAMSS | |os3u0)) 991AS(
oo g CO9L~{|  Jemes ) 13]|01UOY) 8IAIRG
ubieeg | PN SRLERAN ooy weng Buing | | AiojsiH eoines N\_gog | ~8E9} Szah
lajjonuos _ 4
AMIBS | | |anieg sishieuy | Vo
SEQY~_| | MWBILHOMIN | N-gGg) w
S0 y wopes
JoNBS giy uonels SIGON 00},
oseq
LOIEANOY oLL 57/5%
091~ NN
MOMBN Y
2107 sfemales || SHOMIBN |{shemajen || HOMIBN | N GCL \
Jousslul 19pINGI vodsues| H podsuei] H Ny §800Y | b sl A
.VN v _mb.cmo RRIYRIY SS200Y RIARIYRI oipey o_.,
0cl B \ \ ) .,_\\
0cvy oLy !
R
Ewww%m uoneis
Buiing |eausd aseg
czL - ,, omo/v
abes \
s o Ry
8L pUlL1ee ssaooy | 12 DAy
18)ue7)
SSOfSIIM dOHGA/SNA
zeL-"| “euqom -9zl

Page 343 of 359



96/106

Joneg
UONEAIY

091 -~

¥S "Old

Gly

qov

uoe)s
aseg

uoels
SION 001

%m@%z shemeren]| wowan |[slemares]| omeN
19pINOIg yodsuel| H Hodsuel] H Ny $S800Y
. OTDEOY]| SNV [|97/9¢/Op|| OPed
1745 TemoIg [esue) \ \
0cvy oLy
wajsAg
9zl Buiig fesuad JomeIS
/€L aseg
O¢/97
dOHA/SNA H
IEER Lzl ¢q9l A2
ssajlipy \\ ; \\\ \\\
9Iqo0IN 02va
\\ _axmmwi< fuib 1BAIBS uoljejuswajdul] Ao10d UOIedIIION \\\
el Totooy || onuon seeony | | WeweBeuen (0dq) ebesn
V__| | 104u0Q SS800Y foijod |0u07) joxoed deag 90IMBg wajsAg Buuoyuop
abes( abesq 801n8Q
80IM8G JETNEIS janeg ;ou_:mﬂ,_a%_amw WUIT JoAIeS ‘lojuo) adiAles
1L awi-jesy A7 Buig A10)SIH 90IA9S Lo0adsu| 10Ed deaq |0]JU0D) 8IS wum%_«\.._%m&sm&c_
\ \ \ \ e
~-z991 ~-0591 N-ZLvS N-geol

Page 344 of 359



97/106

Joneg
uoneARoY

09l -

oL

GS "Old

Gly

Gov

————

e S
9]
woners || 8 X
aseg | X
92/9¢

S

m N
c

\
\
\}
/590N \
5
4
H

g 00l

M§
NGl

uoljels

B9 -0

m /
fw\wwz skemajen |[ YOMIBN ||skemajen || HOMmSN K .
1opinGlg [{HodsuelL podsuel] H  Nvy ss800y | , S X
vel ey _m._%ch QN\\@QOV SS800Y @N\\@m\wﬁ oipey e
p 0cy oLy
woishg
Buijig |eaus) uollels
ozL L uonels SIGON 001
/e aseg
dOHQ/SNA 1
%) Lzl 12°1°1% ¢q9l c0vs
ssopIp M i ) - \ ; \ , \
BJIqo 02va
\ _m&w\w N<< b loneg uonejuswajdwy Ao1jod UONEDIIION \\
28 v_mmmowoz JOAISG AJLUDANU| EwEmmm:mE AO&DV wmmw:

V_| | 104U0D SS390Y fajod josuoD joxoed deag aoineg wsjshg Bunojuopy
abesn abesn ao1a8Q
90INIOG Janeg RN E_cw_m%_amw ‘jonuon 8_>mmw

- ao1aaQ pajeibaju
QLL— awn-esy| | ueA3 bulg RiojsiH eoinleg wonoedsul 19%0ed deag \.o m_mum“ i
\ \ \
~-z991 0691 N-ZL1S

Page 345 of 359



98/106

suonoun4
uswiabeuelpy
pue Buljig
‘UONBAIIOY 4
‘BUIUOISIACIG
‘losuoD
WIOMISN O]

96 Old 019 Aemeren 94a/da
/ DZ/OE/OY
o/l sueid eeq |
sng
aue|dyoeg 7y
ejeg Aemejen PLOG~ ¢
4 [ a
c0PS~ y 919G~ y CLYS~ ¢
uonejusws|dwy wp%,\_,ﬂw“ﬂw JOUUOW
Adijod 0da [EUONUSALIOY a0IM8S |dQ
f f
0591 ~ L2991~ | 8169~
AI0ISIH PN m 1oAIBS m
i S " “ UolEedyllON
90INIBS i | juswoebeuepy |
ooIAeq AIOISIH 82IAI8g | Ao110 | Josn
3 A 4 uvoneounwiwon
2991~ | pooL~ 5 0097 gegy I1EMOIED| -160)
Ul Ul
|| @ueld joquod I8AIBS laniag Alibojug MUl J8AIBS A,,-Vmo_>mo
Aemsies JusAg buljiig |0JJUOD) §S800Y | | [0U0D 82IAIBS [oJilVleg)
odd/ida w._nw_me

Page 346 of 359



uoneisyiony | ~0C6Y LS "Old
sjoway Japinoidf . _ 0LBY
90IMIDG [BNUIA Tl \
SUONBUUOD TTheel IEINELS
® N TTe--__|  UOBEISYIOM
- 2In9ag 40 aurT PO 18pIACId
pases ‘NdA e SOIAIBS [BNUIA
uopeisyiom, ow\m\w\\\ \\\\\\ - \ ,,,
ajoway Jopinoidh---~ el lN
90IAI9G [BNUIA / \
— 1OAISS j05U0) L
G peojumo( ,
mWMW>m 90IA9S 859l \
Buysignd /
ISOL || o i / \
‘sishjeuy S 159] eleg / \
0 fatj04 ! Y
Py ‘ubisag HomeN {|sfemaien SIOMBN shemeien
= Jojjonuog | | 1oneg sisheuy 8100 {lyodsuelL ||, odcien || NV
P Jljjes] YIOMISN 1BpIAGId 11 0da/1dd ssoooy || 9dd/idd
o [BAUSD [|DZ/0E/OY OzOEIOY

0cy oLy
oLl
SlLy 110} %
UolBAIOY
091 - NS Yy
i YIOMBN
Emwww_ mw 5300y -1zl
_Swoo IDNEY)
ecl SSIET dOHA/SNa
zelL-"| S0 -9zl

/

ucnelg
aseg
DZ/9¢

SIOMISN
$5900Y
oipey e

uoijels
aseg
O¢/OY

uoielS
SION -0}

uonels
SN 001

Page 347 of 359



100/106

suonoun4
uswabeuep
pue Buyjig

‘UONBAIDY |
‘BUIUOISIACIH
‘|043U0D
WIOMIBN O]

85 "Old

0L8S AKemoies nda/idd

/ OZ/DE/OY
O/l sueid eleq | ~¢h99
sng
auejdyoeg '}
ejeq Aemales ¥L9G~
a & a
cOvS~ ¢ 919G~ VS~ v
uonejusws|duwy w\n,_mﬁw,\,_umﬁw_w_ JOJUOW
Aaijod 0dd [BUOUBALOD 90IMBS |dd
; ;
0S9L ~ BE<EIRN 819G~
AI0ISIH JonIaS Lw?mmw || Jeauqjueng
SINEEIN | juswebeuepy || UOIBOLIION
8018 AioisiH soinies m Aoljod m Jasn
A A A uonesiunwwon
llllllll Y _ Y Y Y __ ¥ ______joiuon
|||||||||| e R T T T gzog  Aemejen
Nww_\/ ¥ vmmw/ ¥
quiT
Il 8ueld jonuo) JoAIBS Janlag Ajibauj
Aemslen) weAg bung JOIUOY) $S800Y
odd/idd

Page 348 of 359



uoneisyiopy | ~0CBY 65 Ol
ajowsy JapinoidF- OLe¥
9IS [BNHIA /
IREI %) el loneg
° EEN TTee~l | UOBEISHIOM
S aInoag Jo aur I 18pIAOIg
paseaT ‘NdA 901AJ9S [ENUIA
-7 0991 N
wopesyoy, |00V 7
ajoway JepinoidE-- =" ,8G69| \ /
SOINISS [ENHIA 1enag jouoy Y / ,
D PEOJUMO(] s
mm&w@._wm ig 20IMIOS \
Buysiigng /
9s9) / \
‘siskjeuy 1SAIBG 1591 ejog / \
© Kotjod : .
o ‘ubiseq YomieN |lshemares SIOMBN shemolen)
= se|jonuoy | | enes sishieuy 0100  ||uodsues| vodsues) || NV
= Olel | IOMBN 3pinodid Jdd/idd $$300Y Jdd/idd
m [eRURD 15Z/9¢/O BRIP4
0Zvy 0Ly
0cl oLl
Sy G0y
UONATIOY
091~ 1oM9S WYY
wajsh YIoMmIeN
mcw___mw $S800Y 121
_m@mo 1e)u8)
€cl SSBJSUIM dOHA/SNG
2eL-"| “anqon -9zl

WOMION
$5800Y
oipey

uonels

uone) 5\ SIqoN

mmmmm FAN \w% ”_%\Qov
,@N\om sg 001/

N OF

N(T4}

uonels
uonels SN 001
aseq
,, 99 | e oq 01
N o
///@N—\ \\\
AN

Page 349 of 359



102/106

suonoun4
swabeuep
pue Buiig

‘UOIIBANOY
‘BUIUOISIACIH
‘|03U0D)
MIOMIBN O]

09 "Old

0L09  femaren oda/ida
/ OZ/9E/OY
¢L9g
O/l sue|d ele( -
sng
auejdyoeg 7y
ejeq Aemaiesy 199~ v
a A a
20¥S~ § 919G~ ZLYS §
uonejuswa|duly w\nﬁw,mmhmﬂw JOJIUOW
Adijod 0dd [EUONUSALOD 90INIBS 1d{
i 5
0991 ~ 2S9L~ | 8195~
AI0ISIH Joniog BE%w || Jeauqueag
90IAIBG juswebeuepy || UONEJIIION
20IAe (g AoisiH eoies Ao1j04d m 188N

I I m I 0295
! ! m P UOIBIIUNWIWOD
w ; Aemalen)

; _ il

2991~ y PSOL~ y 8egl~ I

qur
ln| SUEld |01U0D IBAIBG Jan1eg Ajubaug qur Jenles | |
Aemeien Juang buljig [OJJUOT) SS800Y | | [03U0D 80IAISS
odd/idd

1691

3

80IA8(]
P I0JIU0D
90IAIBS

\-GZ09 wo1SAS [0JIUOY 92IAS(] J9]|0IJUOT) 9IIAISS

oL

Page 350 of 359



uopEIstop | ~0z6t
210WaY Jepiroig
B0IMBG [BNMIA |\
R suonosuuo ., [18A1aS UOHEISHIOM
o JOUISIU| BINDBG IO ) 1BPIACI
S0IAISG [BNUIA

* our pasea ‘NdA

19 "Old

MERLE
|0J}U07) 80IAS(
19]jOJIUOY) B0IAIBG

WONEISWOR, | / S N-0161 /6209
ojoway Jepinold ', ~0Z6Y,” SN
90IAIBS [BNUIA / /
GEsY : T
>/. JonIaS |00
WISAS peoumogq M \
m:_gw__nsm 80IMeg Y
s8] - / \
‘sishjeuy / \
© .:Mwmm Jonsog 1501 eleg | | ,,,,
Jajjonuo i
m mwu_ﬂtmm p UOMIBN | |shemaies) JIOMIBN skemares
P~ | _wamw w_ma_,mé 2100  ||uodsuel] podsues) | NV
o 9691~ | QeI HOMEN sopinold {1 9da/da || “ssaooy || 9dd/Ida
= [BAURD 1197/9¢/01 RIMRIYRIY
Jousau| omﬂ om\
vel emall
0zl Mot oLl
g
JETVELS aly ov
091 -1 uoneajy abesn
SoIag SCAAAS P 74
aul-jesy YOMION
woishs $$920Y
czL 1  Bumg
[enuen) JEICR)
\\@Nr
| SSSIBIM dOHA/SNG
CEL| aiqon

uonels
aseg
O7/9¢

JHomaN
5800y

olpey | .

uoneis
aseq
O¢/OF

uoels
Sl Q1

uonels
SN 001

Page 351 of 359



104/106

suonoun4
uswabeuepy
pue Buijiig

‘UONBAIDY o
‘Buiuoisincig
‘loluon
WIOMIBN O

¢9 "Old

0le9  femeren odasida
/ OZ/9E/OY
ol aueld ereq |+
sng
aue|dyoeqg 'y
eleq Aemales Y99~
A4 A a
20¥S~y 9196~ y CLPS~
uonejuswajdwi M%\,EMMW_ JOJIUOW
Aollod 0da [EUOIUBALO 90INISS |dd
L) A
099} ~ 2SI~ | 8195~
AI01SIH JonIBS _mi%w | 1eAuq usAg
90INIBS i | juswsebeuepy || UOIEDLIION
a21A8(g AoisiH soines m Aoijod m Josn
4 A A uonesiunwwon
! “ 029G Aemajen
99~y GOl
jur
|| @ueld [0quoD BETNES lanlsg Ajubsyuj
Aemales) weng bug |OJJUOD) SSB20Y
odd/idd

\-GZZ9 waISAg |04JUOD 33IAD(Q 19]|CIJUOT) BDIAIDS

Page 352 of 359



WONEISYOM | 026 €9 Old
2)0WaY JAPIAOId
OOIAIRS [ENUIA - ™
. suonoauuon ., [1oAI8g UOEISHIOM wajsks
« JOUIBIU  BINJBG IO ) BP0l femmm e joAu07) 80IAS(
* U pesea‘NdA /| 99IMeS [enpip 18}jONUOY) 80IAIDS
ESTEE S \-0L6¥
sjoway sepinoid |~ 0Z6%, ;oA
QOIAIBS [BNMIA s/ / ,,,
Ge8Y : fA
\ [Tores pHuoy 4
wajshg peojumoq M
Buysiang 20IMBS
}so} : /
‘sishjeuy
e\mmmm 19AI9G 138 E18g R
% 13jjo5u0D omen |5t
39100 yomiaN |{shemajes
— S | Jonieg sishjeuy 2100 ||podsuei] xum%m,w_
& 9991 | PWELLHOMEN j8pinoid 1 0da/idd tww@oo%
- [EJUSD  [19Z/9¢/91
EIEN oMm“
0z1 Vel s
oLt
Gy
JEINETS
091 -] uoneajy abesn
90IAIBS 1BAIBS VY
swi-eay yomeN bel
P worshs $5800Y
b
€zl ulig [eus) IR oz
A ssepim dOHQ/SNG
cel 9Iqo

r GzZZ9

shemalen
NVY

Jddiida

RIRIYR)

/

oLy

Gov

YIOMBN
$5300y
oIpey

uoiels
aseg
9¢/9¢

uolelS
aseg
O¢/OF

uoleis
8|Iqol 001

ucnels
9|Iqo 001

Page 353 of 359



106/106

. UOIRISHIOM
¥9 "Old ajoway Japincld k.
B0IMBS [BNHIA | T~ ~0L6¥
0267/ suoiosuuony T~ |48AISS UOIEISHION GZZ9
* T ) 3pircid ~—_ ﬂ
ainoeg doeur] .-~ | 80IMBS [BNUIA Teeel “egcﬁwwomsoo
95e97 Ve /7 ™ .
%_Ewem\{, : zﬁw)\ \ SRRy S
sjoway sapineid \\ A
Q0INIBS [ENpiA ‘
00k~ 0z67
warshs JeAI8S ORI
80IA9(] Buiysiang peojumo( ~ \
ice) 90IAIeg 0991 \
4 ‘sishjeuy \
fiowsny snjeJeddy Bunw snjejeddy ‘ubisaq QGO N\
IS -weJBoid pue Buip Buuorsinoid 9jjonu0) MomBN | Isfemeies JIOMEN skemales)
-B0T 2Jemyjog 01aq | | fenuspaln) soineQ QOIS | [0 o0 sishipuy 2100 ||uodsue || dse || Nv
0ty9- | ! oel] womeN | IN-gggl | f8Pinoid 11 0daNda || "ssanoy || 9d/Idd
_ v el v
09 Gegy eaued ||og/oe/op 9¢/OLIOY
19MI8g TEMaIl \ \
sBumes B a.emyog 18uIB)|
|enuapain) 8olIAs(] 0cy oLy
0zv9-’ 0zh e ret
09—~ uoneny Sy
JEINET
7 uoleAndy ofes
09k MWu_zw:m BQMWM,} IETNETS
- swi}-lesy v_mwmoo,a_w_ ™\~ 1z | uonenossy
weshs 9 UOIIRIOUSY)
Buijig [enus)n ) lenuspasn
J SSojalip dOHA/SNG ~

Page 354 of 359



Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

DEVICE ASSISTED SERVICES ACTIVITY MAP

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Filer:

Michael J. Schallop/Veronica Pula

Attorney Docket Number: RALEP028+
Filed as Large Entity
Provisional Filing Fees
Description Fee Code Quantity Amount Sullaj-s'l';(tsa)l in
Basic Filing:
Provisional application filing 1005 1 220 220

Pages:

Prov. Appl Size fee per 50 sheets >100 1085 4 270 1080
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Suz-s'l's(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1300
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Electronic Acknowledgement Receipt

EFS ID: 6519765
Application Number: 61264126
International Application Number:
Confirmation Number: 9895
Title of Invention: DEVICE ASSISTED SERVICES ACTIVITY MAP
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 21912
Filer: Michael J. Schallop/Veronica Pula
Filer Authorized By: Michael J. Schallop
Attorney Docket Number: RALEP028+
Receipt Date: 24-NOV-2009
Filing Date:
Time Stamp: 17:40:26
Application Type: Provisional
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $1300
RAM confirmation Number 4642
Deposit Account 500685
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
RALEPO28plus_Provisi I_C 1000042
1 Provisional Cover Sheet (SB16) plus_ rQV[Slona -~ no 3
ersheet_Efile.pdf
f55e326077f8772e574a152d915f1aae084,
6fb7
Warnings:
Information:
700183
2 RALEPO28plus_APP.pdf yes 242
7bdd6aebeb2al1a88c85cc d537
d7a8b4
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 241
Abstract 242 242
Warnings:
Information:
) " 7459876
3 Drawings-only bla.ck and white line RALEP028plus_Figures.pdf o 106
drawings
4b0c45e94299e9a80eae63ch8c4fal 7abes:
0a32
Warnings:
Information:
31022
4 Fee Worksheet (PTO-875) fee-info.pdf no 2
d22ade1267f1f7cf53ccc091d3550fcc706e|
1c6
Warnings:
Information:
Total Files Size (in bytes):l 9191123
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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