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DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 

AND BILLING 

CROSS REFERENCE TO OTHER APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional . 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, and U.S. Provisional 

Patent Application No. ____ (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, and U.S. 

Patent Applications Nos. ________ (Attorney Docket Nos. RALEP00l-020), 

entitled ______ , each filed on March 2, 2009, which are incorporated herein by 

reference for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] With the advent of mass market digital communications and content distribution, 

many access networks such as wireless networks, cable networks and DSL (Digital Subscriber 

Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-Data 

Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), and Wi-Fi (Wireless Fidelity) wireless 

networks increasingly becoming user capacity constrained. Although wireless network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum being deployed in the 

future, these capacity gains are likely to be le~s than what is required to meet growing digital 

networking demand. 
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[0003] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user, wire line user service consumption habits are trending toward 

very high bandwidth applications that can quickly consume the available capacity and degrade 

overall network service experience. Because some components of service provider costs go up 

with increasing bandwidth, this trend will also negatively impact service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] Various embodiments are disclosed in the following detailed description and the 

accompanying drawings. 

[0005] Figure 1 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing in accordance with some embodiments. 

[0006] Figure 2 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0007] Figure 3 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0008] Figure 4 illustrates provisioning of a wireless network for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0009] Figure 5 illustrates a network architecture for providing device assisted CDRs in 

accordance with some embodiments. 

[0010] Figure 6 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 
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[0011] • Figure 7 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 

[0012] Figure 8 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 

[0013] Figure 10 provides a table summarizing various service processer 115 functional 

elements in accordance with some embodiments. 

[0014] Figurell provides a table summarizing various service controller 122 functional 

elements in accordance with some embodiments. 

[0015] Figure 12 illustrates a device stack providing various service usage measurement 

from various points in the networking stack for a service monitor agent, a billing agent, and an • 

access control integrity agent to assist in verifying the service usage measures _and billing reports 

in accordance with some embodiments. 

[0016] Figure 13 illustrates an embodiment similar to Figure 12 in which some of the 

service processor is implemented on the modem and some of the service processor is 

implemented on the device application processor in accordance with some embodiments. 

[0017] Figure 14 illustrates various embodiments of intermediate networking devices 

that include a service processor for the purpose of verifiable service usage measurement, 

reporting, and billing reports in accordance with some embodiments. 

[0018] 
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DETAILED DESCRIPTION 

[0019] The invention can be implemented in numerous ways, including as a process; an 

• apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0020] A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details. 

are set forth in the following description in order to provide a thorough understanding of the 

invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0021] There are many new types of digital devices where it is becoming desirable to 

• connect these devices to wireless networks including wireless wide area networks (WW AN, such 

as 3G and 4G) and wireless local area (WLAN) networks. These devices include consumer 

electronics devices, business user devices and machine to machine devices that benefit from 

flexible wide area data connections and Internet. Example devices include netbooks, notebooks, 

mobile Internet devices, personal navigation (e.g., GPS enabled) devices, music and multimedia 
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players, eReaders, industrial telemetry, automotive emergency response and diagnostics, 2-way 

home and industrial power metering and control, vending machines, parking meters, and many 

other devices. It is highly advantageous to offer service usage and service billing plans for such 

devices that are more optimal for each type of device and each type of desired user experience. 

To accomplish this, more sophisticated service usage measuring and service usage billing 

systems must be created as compared to the conventional network based techniques in existence 

today. By providing more flexibility in service measurement and billing, more advantageous and 

cost effective service plans can be created for the new WW AN connected devices cited above for 

all three markets (consumer, business and machine to machine) that still maintain the necessary 

profit margins for the WW AN carriers to be successful with these service businesses. 

[0022] • Accordingly, various embodiments are disclosed herein provide for a new and 

flexible augmentation or replacement for existing carrier network service usage measurement, 

service usage accounting and service usage billing systems. 

[0023] A charging data record (CDR) is a term that defines a formatted measure of 

device service usage information, typically generated by one or more network functions that 

supervise, monitor and/or control network access for the device. CDRs typically form the basis • 

for recording device network service usage, and often form the basis for billing for such usage. 

Various embodiments are provided for device assisted CDR creation, mediation and billing. 

There are many limitations to the capabilities of service usage recording,· aggregation and/or 

billing when CDRs are generated exclusively by network based functions or equipment. By 

either augmenting network based service usage measures with device based service usage 

measures, or by replacing network based service usage measures with device based service usage 

measures, it is possible to create a CDR generation, aggregation, mediation and/or billing 

solution that has superior or more desirable capabilities/features. In theory, many of the service 

usage measures that can be evaluated on a device can also be evaluated in the network data path 

using various network equipment technologies including but not limited to deep packet 

inspection (DPI), there are many examples where measuring service usage at the device is either 

more desirable or more practical, or in some cases it is the only way to obtain the desired 

measure. Such examples include but are not limited to the following: 
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• application layer service usage me~sures (e.g., traffic usage categorized by 

application or by combinations of application, destination and/or content 

type), 

• usage measures that do not involve user traffic but instead involve 

network overhead traffic (e.g., basic connection maintenance traffic, 

signaling traffic, network logon/ AANauthentication/monitoring traffic, 

service software update traffic), 

• usage that is associated with services that are charged to another entity 

other than the end user (e.g., basic network connection service offer 

traffic, traffic associated with providing network access to or downloading 

service marketing information, traffic associated with advertiser sponsored 

services, traffic associated with content provider sponsored services, 911 

service traffic), 

• usage measures involving encrypted traffic (e.g., traffic that is run over 

encrypted networking protocols or between secure end points), 

• Implementing service usage measure collection and/or service usage 

billing across multiple networks that may have different and in some cases 

incompatible, inaccessible (to the CDR system of record) or incomplete 

service usage measurement capabilities, 

• Service usage measurement and/or service usage billing capabilities that 

are not supported by the present network gateways, routers, MWC/HLRs, 

AAA, CDR aggregation, CDR mediation, billing and/or provisioning 

systems, 

• New service usage measures and/or new service usage billing capabilities 

that are desirable to implement in a manner that does not require major 

changes or upgrades to the existing network gateways, routers, 

MWC/HLRs, AAA, CDR aggregation, CDR mediation, billing and/or 

provisioning systems, 

• New service usage measures and/or new service usage billing capabilities 

that are desirable to implement in a manner that allows for rapid definition 

and implementation of new service measures and/or billing plans, 
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• New service usage measures and/or new service usage billing capabilities 

that are desirable to implement in a manner that may be implemented in a 

manner that enables multiple device group definitions where each device 

group gets a customized programmable definition for service usage 

collection, accounting and/or billing, 

• Multi device billing, 

• Multi user billing, 

• Intermediate device billing with single user and multi user with and 

without multi device, 

• Content downloads from a specific source to a specific application with 

the content being of a specific type or even identified down to a particular 

content ID, and/or 

• Other single event transactions used for billing purposes. 

For these and other reasons, it is desirable to provide a system/process that utilizes device 

assisted service usage mea~ures that provides either an enhancement of existing network based 

service usage CDR system capabilities and/or a replacement for network based CDR system 

capabilities. 

[0024] In some embodiments, a system/process that utilizes device assisted service usage 

measures includes one or more of the following: (1) receiving a service usage measure from a 

device in communication with a wireless network, (2) verifying or protecting the validity of the 

service usage measure, (3) generating a CDR based on the service usage measure (e.g., device 

assisted CDR), (4) aggregate CDRs, (5) mediating the CDR with network CDRs. In some 

embodiments, the system/process also includes providing a design and provisioning of 

devices/network equipment to ·recognize the CD Rs. In some embodiments, the system/process 

also includes provisioning to recognize that the device belongs to a Device Assisted Services 

(DAS) device group and corresponding CDRs should be accepted and mediated. In some 

embodiments, the device assisted CDRs are also generated using formats, network 

communications protocols, network device authentication and/or provisioning to allow device 

assisted CDRs into the network CDR system, encryption, and/or signatures as required by the 
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network (e.g., to comply with network generated CDR requirements or based on any other 

network and/or service provider requirements and/or standards). 

[0025] In some embodiments, mediation rules include multi device, multi user, single 

user devices, and intermediate networking devices that can be single user or multi user, as 

described herein. 

[0026] In some embodiments, a device assisted CDR generator collects device based 

service usage measures that are used as the basis for, or as enhancement (e.g., supplement/in 

addition) to, one or more (network generated) CDRs that provide one or more networking 

' functions with properly formatted service usage reports that the network function(s) accepts as 

being transmitted from an authorized source, read and utilize for helping to determine the service 

usage of a device or group of devices. In some embodiments, he network functions that the 

device assisted CDR generator shares CDRs with typically include one or more of service 

usage/CDR aggregation and/or mediation servers, gateways, routers, communication nodes, 

Mobile Wireless Centers (MWCs, including HLRs), databases, AAA systems, billing interfaces 

and/or billing systems. For example, the process of CDR creation in the CDR generator 

typically includes either using one or more device based measures of service usage, or one or 

more device based measures of service usage in combination with one or more network based 

measures of service usage, possibly processing one or more of such service usage measures 

according to a set of CDR creation, CDR aggregation and/or CDR mediation rules to arrive at a 

final device usage measure that is then formatted with the proper syntax, framed, possibly 

encrypted and/or signed, and encapsulated in a communication protocol or packet suitable for 

sharing with network functions. In some embodiments, the CDR generator resides in the device. 

In some embodiments, the CDR generator resides in a network servef function that receives the 

device assisted service usage measures, along with possibly network based usage measures, and 

then creates a CDR (e.g., in the service controller 122). 

[0027] In some embodiments, the device assisted CDR generator can reside in the service 

processor (e.g., service processor 115), for example, in the service usage history or billing server 

functions. In some embodiments, the device assisted CDR generator resides in the device itself, 
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for example, within the service processor functions such as the billing agent or the service 

monitor agent. 

[0028] There are several factors that are considered in the various embodiments in order 

to create a useful, reliable and secure device assisted CDR system, including but not limited to: 

• Identification of each device based service usage measure with one or more usage 

transaction codes, 

• Verification of the device based usage measure(s), 

• Secure communication of the device based usage measures to the network, 

• Efficient (e.g., low bandwidth) communication of the device based service usage 

measure, 

• Coordination/comparison/aggregation of the device based service usage measure with 

network.based service usage measure(s), 

• Formatting the device based service usage .measure into a CDR that can be properly 

communicated to the network functions and/or equipment that process service usage 

information, 

• Causing the network based functions and/or equipment used for CDR collection, 

aggregation, mediation and/or billing to recognize, authorize and accept communications 

and CDRs from the device assisted CDR generator, reading and properly implementing 

the correct network session context for the CDR so that the CDR is properly associated 

with the correct device /user/session, 

• Implementing the CDR aggregation rules that determine how to collect and aggregate the 

device assisted CDRs as they are reported up the network CDR system hierarchy, 

• Implementing the mediation rules that determine how the various device based service 

usage transaction code measures are combined and mediated with the other device based 

service usage transaction code measures to result in consistent service usage information 

for each of the transaction code categories maintained in the network, 

• Implementing the mediation rules that determine how the device assisted CDRs are 

combined and mediated with network based CDRs to result in consistent service usage 

information for each of the transaction code categories maintained in the network, 
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• Implementing mediation rules to reconcile the variances between network based CDR 

usage measures and device assisted CDR usage measures, 

• Classification of one or more device groups, with each group 'having the capability to 

uniquely define the service usage collection, accounting and/or billing rules 

• Collecting CDRs generated on networks other than the home network so that service 

usage may be measured, accounted for and/or billed for across multiple networks, 

• Multi device billing, 

• Multi user billing, and/or 

• Intermediate device billing with single user and multi user with and without multi device. 

[0029] In some embodiments, verification of the relative accuracy of the device assisted 

service usage measure is provided. Given that the service usage measure is often being 

generated on an end user device or a device that is readily physically accessed by the general 

public or other non-secure personnel from a network management viewpoint, in some 

embodiments, the device agents used in one or more of the service processor 115 agents are 

protected from hacking, spoofing and/or other misuse. Various techniques for protecting the 

integrity of the agents used for generating the device assisted service usage measures are 

provided. 

[0030] In some embodiments, the service usage measures are verified by network based 

cross checks of various kinds. Network based cross checks are valuable, because it is in general 

not possible or extremely difficult to defeat well designed network based cross checks even if the 

measures used to protect the device agents are defeated or if no device protection measures are 

employed. Network based cross checks used to verify the device assisted service usage 

measures include comparing network based service usage measures (e.g. CDRs generated by 

service usage measurement apparatus in the network equipment such as the BTS/BSCs 125, 

RAN Gateways 410, Transport Gateways 420, Mobile Wireless Center/HLRs 132,-AAA 121, 

Service Usage History/CDR Aggregation, Mediation, Feed 118, or other network equipment), 

sending secure query/response command sequences to the service processor 115 agents involved 

in device assisted CDR service usage measurement or CDR creation, sending test service usage 

event sequences to the device and verifying that the device properly !'eported the service usage, 

and using various other techniques. 
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[0031] In some embodiments, one or more of the following actions are taken if the 

device based service usage measure is found to be in error or inaccurate: bill the user for usage 

overage or an out of policy device, suspend the device, quarantine the device, SPAN the device, 

and/or report the device to a network administration function or person. 

[0032] In some embodiments, the CDR syntax used to format the device assisted service 

usage information into a CDR and/or network communication protocols for transmitting CDRs 

are determined by industry standards (including but not limited to, for example, various versions 

of 3GPP TS 32.215 format and 3GPP2 TSG-X X.S00I 1 or TIA-835 format). In some 

embodiments, for a given network implementation the network designers will specify 

modifications of the standard syntax, formats and/or network communication/transmission 

protocols. In some embodiments, for a given network implementation the network designers 

will specify syntax, formats and/or network communication/transmission protocols that are 

entirely different than the standards. 

[0033] In some embodiments, within the syntax and formatting for the CDR the device 

assisted service usage is typically categorized by a transaction code. The transaction code can be 

similar or identical to the codes in use by network equipment used to generate CDRs, or given 

• . that the device is capable of generating a much richer set of service usage measures, the 

transaction codes can be a superset of the codes used by network equipment used to generate 

CDRs (e.g., examples of the usage activities that can be labeled as transaction codes that are 

more readily supported by device assisted CDR systems as compared to purely network based 

CDR systems are provided). 

[0034] • In some embodiments, the device sends an identifier for usage activity tag, an 

intermediate server determines how to aggregate into CDR transaction codes and which CDR 

transaction code to use. 

[0035] In some embodiments, the device service processor 115 compartmentalizes usage 

by pre-assigned device activity transaction codes (e.g., these can be sub-transactions within the 

main account, transactions within a given bill-by-account transaction or sub-transactions within a 

bill-by-account transaction). The device implements bill-by-account rules to send different 

usage reports for each bill-by-account function. In some embodiments, the service controller 
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122 programs the device to instruct it on how to compartmentalize these bill-by-account service 

usage activities so that they can be mapped to a transaction code. 

[0036] In some embodiments, the device reports less compartmentalized service usage 

information and the service controller 122 does the mapping of service usage activities to CDR 

transaction codes, including in some cases bill-by-account codes. 

[0037] In some embodiments, the CDR sent to 118 or other network equipment can 

consist of various types of transaction codes including but not limited to a raw device usage 

CDR, a bill-by-account (e.g., a sub-activity transaction code) CDR, a billing offset CDR,-a 

billing credit CDR. The decision logic (also r.eferred to as business rules or CDR aggregation 

and mediation rules) that determines how these various types of CDR transaction codes are to be 

aggregated and mediated by the core network and the billing system can be located in the 

network equipment (e.g., network element (e.g., service usage) 118), in the service controller 122 

or in the billing system 123. 

[0038] In some embodiments, the device assisted CDR generator uses the device assisted 

service usage measures to generate a CDR that includes service usage information, service usage 

transaction code(s) and, in some embodiments, network information context. In some 

embodiments, this service usage information, transaction code and/or network information 

context is formatted into communication framing, syntax, encryption/signature, security and/or 

networking protocols that are compatible with the formatting used by conventional networking 

equipment to generate CDRs. For example, this allows networking equipment used for CDR 

collection, recording, aggregation, mediation, and/or conversion to billing records to properly 

accept, read and interpret the CDRs that are generated with the assistance of device based service 

usage measurement. In some embodiments, the device assisted service measures are provided to 

an intermediate network server referred to as a service controller (e.g., service controller 122. In 

some embodiments, the service controller uses a CDR feed aggregator for a wireless network 

collects device generated usage information for one or more devices on the wireless network; 

and provides the device generated usage information in a syntax (e.g., charging data record 

(CDR)), and a communication protocol (e.g.,3GPP or 3GPP2, or other communication protocols) 
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that can be used by the wireless network to augment or replace network generated usage 

information for the one or more devices on the wireless network. 

[0039] In some embodiments, mediation rules include multi device, multi user, single 

user devices, intermediate networking devices that can be single user or multi user. F:or example, 

the device assisted CDRs.can be formatted by the device assisted CDR generator to include a 

transaction code for one user account, even though the CDRs originate from multiple devices 

that all belong to the same user. This is an example embodiment for a multi-user device assisted 

CDR billing solution. In another example embodiment for a multi-user device assisted CDR 

billing solution, device assisted CDRs from multiple devices and multiple users may all be billed 

to the same account (e.g., a family plan or a corporate account), but the bill-by-account CDR 

transaction records can be maintained through the billing system so that sub-account visibility is 

provided so that the person or entity responsible for the main account can obtain visibility about 

which users and/or devices are creating most of the service usage billing. This type of multi­

user, multi-device device assisted CDR billing solution can also be used to track types of service 

usage and/or bill for types of service usage that are either impossible or very difficult to account 

and/or bill for with purely network based CDR systems. In some embodiments, bill-by-account 

CDR transaction records can be used to provide sponsored transaction services, account for 

network chatter, provide service selection interfaces, and other services for multi-user or multi­

device service plans. 

[0040] In addition to conventional single user devices (e.g., cell phones, smart phones, 

netbooks/notebooks, mobile internet devices, personal navigation devices, music players, 

electronic eReaders, etc.) device assisted service usage measurement and CDRs are very useful 

for intermediate networking devices (e.g., 3G/4G WW AN to WLAN bridges/routers/gateways, 

femto cells, DOCSIS modems, DSL modems, remote access/backup routers, etc.). In such 

devices, particularly with a secure manner to verify that the device assisted service usage 

measures are relatively accurate and/or the device service processor 115 software is not 

compromised or hacked, many new service provider service delivery and billing models may be 

supported that are new and unique. For example, in a WiFi to WW AN bridge or router device 

multiple user devices may be supported with the same intermediate networking device in a 

manner that is consistent and compatible with the central provider's CDR aggregation and/or 
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billing system by sending device assisted CDRs as described herein that have a service usage 

and/or billing code referenced to the end user and/or the particular intermediate device. , 

[0041] In some embodiments, the device assisted CDRs generated for the intermediate 

device may be associated with a particular end user out of many, with each end user being 

required to enter a unique log-in to the intermediate device. In this way, all devices that connect 

using WiFi to the intermediate device to get WW AN access generate CD Rs can either get billed 

to a particular end user who is responsible for the master account for that device, or the CDRs 

can get billed in a secure manner, with verified relative usage measurement accuracy to multiple 

end users from the sam_e intermediate device. In another example embodiment, an end user can 

have one account that allows access to a number of intermediate devices, and each intermediate 

device generates consistent device assisted CD Rs with transaction codes for that end user 

regardless of which intermediate device the end user logs in on. 

[0042] In some embodiments, some of the services provided by the intermediate device 

may be billed to a specific end user device assisted CDR transaction code, while other bill-by­

account services are billed to other transaction code accounts, such as sponsored partner 

transaction service accounts, network chatter accounts, sponsored advertiser accounts, or service 

sign up accounts, etc. In this manner, embodiments are possible where intermediate devices 

(e.g., a WW AN to WiFi router/bridge) are sold to one user but can service and be used to bill 

other users (and this can be covered in the first-purchasing user's service terms perhaps in 

exchange for a discount), or such intermediate devices may be located wherever access is desired 

without concern that the device will be hacked into so that services may be acquired without 

charge. 

[0043] In some embodiments, various types of service usage transactions can be billed 

for on the intermediate device, to any one or more users, where the information required to bill . 
for such services is not available to the central provider or MVNO network equipment, just as is 

the case with the conventional single user devices. Those skilled in the art will now readily 

understand that similar service models are equally applicable not just to the WW AN to WiFi 

intermediate devices, but also to the Femto Cell, remote access router, DOCSIS, DSL and other 

intermediate devices. 
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[0044] Figure 1 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing in accordance with some embodiments. As 

shown, Figure 1 includes a 4G/3G/2G wireless network operated by, for example, a central 

provider. As shown, various wireless devices 100 are in communication with base stations 125 

for wireless network communication with the wireless network, and other devices 100 are in 

communication with Wi-Fi Access Points (APs) or Mesh 702 for wireless communication to Wi­

Fi Access CPE 704 in communication with central provider access network 109. In some 

embodiments, each of the wireless devices 100 includes a service processor 115 (as shown), and 

each service processor connects through a secure control plane link to a service controller 122. 

In some embodiments, the network base~ service usage information (e.g., CDRs) is obtained 

from one or more network elements. As shown, an MVNO core network 210 also includes a 

CDR storage, aggregation, mediation, feed 118, a MVNO billing interface 122, and a MVNO 

billing system 123 (and other network elements as shown in Figure 1). 

[0045] As shown in Figure 1, a CDR storage, aggregation, mediation, feed 118 (e.g., 

service usage 118, including a billing aggregation data store and rules engine) is a functional 

descriptor for, in some embodiments, a device/network level service usage information 

collection, aggregation, mediation, and reporting function located in one or more of the 

networking equipment boxes attached to one or more of the sub-networks shown in Figure 1 

(e.g., central provider access network 109 and/or central provider core network 110), which is in 

communication with the service controller 122, and a central billing interface 127. As shown in 

Figure 1, service usage 118 is shown as a function in communication with the central provider 

core network 110 n. In some embodiments, the CDR storage, aggregation, mediation, feed 118 

function is located elsewhere in the network or partially located in elsewhere or integrated 

with/as part of other network elements. In some embodiments, CDR storage, aggregation, 

mediation, feed 118 functionality is located or partially located in the AAA server 121 and/or the 

mobile wireless center/Home Location Register(HLR) 132 (as shown, in communication with a 

DNS/DHCP server 126). In some embodiments, service usage 118 functionality is located or 

partially located in the base station, base station controller and/or base station aggregator, 

collectively referred to as base station 125 in Figure 1. In some embodiments, CDR storage, 

aggregation, mediation, feed 118 functionality is located or partially located in a networking 

component in the central provider access network 109, a networking component in the core 
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network 110, the central billing system 123, the.central billing interface 127, and/or in another 

network component or function. This discussion on the possible locations for the network based 

and device based service usage information collection, aggregation, mediation, and reporting 

function (e.g., CDR storage, aggregation, mediation, feed 118) can be easily generalized as 

described herein and as shown in the other figures described herein by one of ordinary skill in 

the art. Also as shown in Figure 1, the service controller 122 is in communication with the_ 

central billing interface 123 (also sometimes referred to as the external billing management 

interface or billing communication interface) 127, which is in communication with the central 

billing system 123. As shown, an order management 180 and subscriber management 182 are 

also in communication with the central provider core network 110 for facilitating order and 

subscriber management of services for the devices 100 in accordance with some embodiments. 

[0046] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) provides a device/network level 

service usage information collection, aggregation, mediation, and reporting function. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other network 

elements or combinations of network elements) collects device generated usage information for 

one or more devices on the wireless network (e.g., devices 100); and provides the device 

generated usage information in a syntax and a communication protocol that can be used by the 

wireless network to augment or replace network generated usage information for the one or more 

devices on the wireless network. In some embodiments, the syntax is a charging data record 

(CDR), and the communication protocol is selected from one or more of the following: 3GPP, 

3GPP2, or other communication protocols. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 (and/or other network elements or combinations of network 

elements) includes a service usage data store (e.g., a billing aggregator) and a rules engine for 

aggregating the collected device generated usage information. • In some embodiments, the syntax 

is a charging data record (CDR), and the network device is a CDR feed aggregator, and the CDR 

storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of 

network elements) also aggregates CDRs for the one or more devices on the wireless network; 

applies a set of rules to the aggregated CD Rs using a rules engine ( e.g., bill by account, 

transactional billing, and/or any other billing or other rules for service usage information 

collection, aggregation, mediation, and reporting), and communicates a new set of CD Rs for the 
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one or more devices on the wireless network to a billing interface or a billing system (e.g., 

providing a CDR with a billing offset by account/service). In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of 

network elements) communicates a new set of CDRs for the one or more devices on the wireless 

network to a billing interface or a billing system. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) communicates with a service controller to collect the device generated usage 

information for the one or more devices on the wireless network. In some embodiments, the 

CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations 

of network elements) comrµunicates with a service controller, in which the service controller is 

in communication with a billing interface or a billing system. In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of 

network elements) communicates the device generated usage information to a billing interface or 

a billing system. In some embodiments, the CDR storage, aggregation, mediation, feed (and/or 

other network elements or combinations of network elements) communicates with a transport 

gateway and/or a Radio Access Network (RAN) gateway to collect the network generated usage 

information for the one or more devices on the wireless network. In some embodiments, the 

service controller 122 communicates the device generated service usage information to the CDR 

storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of 

network elements). 

[0047] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) performs rules for performing a 

bill by account aggregation and mediation function. In some embodiments, the service controller 

122 in communication with the CDR storage, aggregation, mediation, feed 118 (and/or other 

network elements or combinations of network elements) performs a rules engine for aggregating 

and mediating the device generated usage information. In some embodiments, a rules engine 

device in communication with the CDR storage, aggregation, mediation, feed 118 (and/or other 

network elements or combinations of network elements) performs a rules engine for aggregating 

and mediating the device generated usage information. 
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[0048] In some embodiments, the rules engine is included in (e.g., integrated with/part 

of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine 

and associated functions, as discussed herein, is a separate function/device. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as discussed herein, and communicates with the central billing interface 127. In some 

embodiments, the service controller 122 performs some or all of these rules engine based . 

functions, as discussed herein, and communicates with the central billing system 123. 

[0049] In some embodiments, duplicate CDRs are sent from the network equipment to 

the billing system 123 that is used for generating service billing. In some embodiments, 

duplicate CDRs are filtered to send only those CDRs/records for devices controlled by the 

service controller and/or service processor (e.g., the managed devices). For example, this 

approach can provide for the same level of reporting, lower level of reporting, and/or higher 

level of reporting as compared to the reporting required by the central billing system 123. 

[0050] In some embodiments, a bill-by-account billing offset is provided. For example, 

bill-by-account billing offset information can be informed to the central billing system 123 by 

providing a CDR aggregator feed that aggregates the device based service usage data feed to 

provide a new set of CDRs for the managed devices to the central billing interface 127 and/or the 

central billing system 123. In some embodiments, transaction billing is provided using similar 

techniques. For example, transaction billing log information can be provided to the central 

billing interface 127 and/or the central billing system 123. 

[0051] In some embodiments, the rules engine (e.g., performed by the service usage 118 

or another network element, as discussed herein) provides a bill-by-account billing offset. For 

example, device generated usage information (e.g., charging data records (CDRs)) includes a 

transaction type field (e.g., indicating a type of service for the associated service usage 

information). The rules engine can apply a rule or a set of rules based on the identified service 

associated with the device generated usage information to determine a bill-by-account billing 

offset (e.g., a new CDR can be generated to provide the determined bill-by-account billing 

offset). In some examples, the determined bill-by-account billing offset can be provided as a . 

credit to the user's service usage account (e.g., a new CDR can be generated with a negative 
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offset for the user's service usage account, such· as for network chatter service usage, or 

transactional service usage, or for any other purposes based on one or more rules performed by 

the rules engine). 

[0052] As another example, for a transactional service, a first new CDR can be generated 

with a negative offset for the user's service usage account for that transactional service related 

usage, and a second new CDR can be generated with a positive service usage value to charge that 

same service usage to the transactional service provider (e.g., Amazon, eBay, or another 

transactional service provider). In some embodiments, the service controller 122 generates these 

two new CDRs, and the service usage 118 stores, aggregates, and communicates these two new 

CDRs to the central billing interface 127. In some embodiments, the service controller 122 

generates these two new CDRs, and the service usage 118 stores, aggregates, and communicates 

these two new CDRs to the central billing interface 127, in which the central billing interface 

127 applies rules (e.g., performs the rules engine for determining the bill-by-account billing 

offset). 

[0053] In some embodiments, the service controller 122 sends the device generated 

CDRs to the rules engine (e.g., service usage 118), and the rules engine applies one or more 

rules, such as those described herein and/or any 9ther billing/service usage related rules as would 

be apparent to one of ordinary skill in the art. In some embodiments, the service controller 122 

generates CDRs similar to other network elements, and the rules (e.g., bill-by-account) are 

performed in the central billing interface 127. For example, for the service controller 122 to 

generate CDRs similar to other network elements, in some embodiments, the service controller 

122 is provisioned on the wireless network and behaves substantially similar to other CDR 

generators on the network) as would be apparent to one of ordinary skill in the art. 

[0054] In some embodiments, the service controller 122 is provisioned as a new type of 

networking function that is recognized as a valid and secure source for CDRs by the other 

necessary elements in the network (e.g., the Service Usage History/ CDR Aggregation and 

Mediation Server 118). In some embodiments, where the network necessary apparatus will only 

recognize CDRs from certain types of networking equipment (e.g. RAN_ Gateway 410 or 

Transport Gateway 420), then the Service Controller 122 can provide authentication credentials 
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to the other networking equipment that indicate it is one of the approved types of equipment. In 

some embodiments, the link between the Service Controller 122 and the necessary CDR 

aggregation and mediation equipment is secured, authenticated, encrypted and/or signed. 

[0055] In some embodiments, the CDR storage, aggregation, mediation, feed 118 

discards the network based service usage information (e.g., network based CDRs) received from 

one or more network elements. In these embodiments, the service controller 122 can provide the 

device based service usage information (e.g., device based CDRs) to the CDR storage, 

aggregation, mediation, feed 118 ( e.g., the CDR storage, aggregation, mediation, feed 118 can 

just provide a store, aggregate, and communication function(s)), and the device based service 

usage information is provided to the central billing interface 127 or the central billing system 

123. 

[0056] In some embodiments, the device based CDRs and/or new CDRs generated based 

on execution of a rules engine as described herein is provided only for devices that are managed 

and/or based on device group, service plan, or any other criteria, categorization, and/or grouping. 

[0057] Figure 2 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. As shown in Figure 2, some devices 100 are in communication with DOCSIS 

Head End 125 and some devices 100 are in communication with DSLAM 125, which are in 

communication with the central provider access network 109. 

[0058] Figure 3 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0059] As shown, Figure 3 includes a 4G/3G/2G wireless network operated by, for 

example, a central provider. In some embodiments, each of the wireless d~vices 100 _includes a 

service processor 115 (as shown), and each service processor connects through a secure control 

plane link to a service controller 122. In some embodiments, the network based service usage 

information (e.g., CDRs) is obtained from Radio Access Network (RAN) gateway(s) 410 and/or 

transport gateway(s) 420. 
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[0060] Referring now to the 4G/3G/2G acces~ network as shown in Figure 3, the 4G/3G 

and 3G/2G base stations/nodes 125 are in communication with a 4G/3G/2G Radio Access 

Network (RAN) gateway 410 via a radio access network 405, which are in communication with 

a 4G/3G/2G transport gateway 420 via an access transport network 415. The central provider 

core network 110 is in network communication with the access transport Qetwork 415 (e.g., via a 

dedicated/leased line, and as shown, via a firewall 124). The Internet 120 is available via a 

firewall 124 and the transport gateway(s) 420, as shown. Also, as shown, a network apparatus 

provisioning system 160, order management 180, and subscriber management 182 are in 

communication with the central provider core network 110. As shown, a AAA server 121, a 

mobile wireless center/Home Location Register(HLR) 132, a DNS/DHCP 126, and CDR 

storage, aggregation, mediation, feed 118 are also in communication with the access transport 

network 415. The central billing system 123 and the central billing interface 127 are shown in 

communication with the central provider core network 110. 

[0061] Figure 4 illustrates provisioning of a wireless network for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. As shown in Figure 4, the provisioning of various network equipment is provided 

as shown to recognize each other as a CDR source (e.g., this may be done by hand or in an 

automated manner). For example, order management 180, subscriber management, billing 

interface 127, billing system 123, network provisioning system 160, service controller 122, 

access network AAA server 121, mobile wireless center 132, and CDR storage, aggregation, 

mediation feed 118 communicate with each other for such provisioning, which can be 

implemented using various techniques. In some embodiments, the various network elements are 

provisioned to recognize device assisted CDRs being generated by the service controller 122, 

which, for example, can be provided to the billing interface 127 and/or the billing system 123. In 

some embodiments, network generated CDRs are provided by RAN/Access gateway 410, 

aggregation/transport gateway 425, and/or base station controller 125. In some embodiments, 

other network elements generate/receive/store device assisted CDRs, and/or in some 
' . 

embodiments, other network elements generate/receive/store network generated CDRs. 
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[0062] In some embodiments, provisioning of various network equipment is provided to 

recognize a given device as belonging to a device group that supports a service usage and/or 

billing plan that relies upon and/or utilizes device assisted CDRs. 

[0063] In some embodiments, the CDR formats, transaction codes, and CDR 

transmission destinations are programmed for each device that generates CDRs, including the 

service controller 122 (e.g., in some embodiments, the service controller 122 is the intermediary 

for CDRs) and/or service processor 115 (e.g., in some embodiments, the device sends CDRs to 

network CDR aggregation or billing interface 127/billing system 123 with no intermediate server 

function). 

; 

[0064] Figure 5 illustrates a network architecture for providing device assisted CDRs in 

accordance with some embodiments. As shown, network generated CDRs are sent from various 

network elements to the CDR storage, aggregation, mediation, feed 118 and the service 

controller 122, as shown in dashed lines with arrows in Figure 5. In some embodiments, the 

network generated CDRs are used for verification of device assisted service (DAS) usage and/or 

billing information. In some embodiments, the network generated CDRs are provided to the 

service controller 122, and the service controller 122 implements aggregation and/or mediation· 

rules to examine and, in some cases, aggregate and/or mediate network generated/based CDRs 

with device assisted/based CDRs. 

[0065] In some embodiments, device assisted CDRs are sent from the service controller 

122 to CDR storage, aggregation, mediation, feed 118 and communicated to the billing system 

123, as shown in solid lines with arrows in Figure 5. In some embodiments, CDR storage, 

aggregation, mediation, feed 118 uses DAS service usage CDRs to augment network 

generated/based CD Rs with bill-by-account transaction codes ( e.g., as s~milarly discussed 

herein). In some embodiments, CDR storage, aggregation, mediation, feed 118 implements 

aggregation and/or mediation rules to account for DAS CDR usage amount in a new bill-by­

account transaction code and removes the same service usage amount from the bulk device 

account transaction code. In some embodiments, one DAS CDR is sent for the new bill by 

account transaction code and another DAS CDR is sent to be used as a correction (credit) the 

main device usage account transaction code, and CDR storage, aggregation, .mediation, feed 118 
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implements the rules to perform this mediation. In some embodiments, one DAS CDR is used 

for a given bill-by-account transaction code and another is used as· the main device account 

transaction code, in which the service controller 122 (or device) has already implemented the 

mediation rules so that CDR storage, aggregation, mediation, feed 118 simply passes the DAS 

CDRs to billing after aggregating them. 

[0066] Figure 6 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. Figure 6 also shows the communication of device 

assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. As shown, in some embodiments, CDR storage, aggregation, mediation, feed 118 

sends network based CDRs to service controller 122 for various purposes, such as those 

previously discussed herein. 

[0067] In some embodiments, service controller 123 sends DAS CDRs to billing for 

various uses by the billing system 123. In some embodiments, the billing system 123 uses DAS 

service usage CDRs to augment network based CDRs with bill-by-account transaction codes. In 

some embodiments, the billing system 123 implements aggregation and/or mediation rules to 

account for DAS CDR usage amount in a new bill-by-account transaction code and removes the 

same service usage amount from the bulk device account transaction code. In some 

embodiments, one DAS CDR is sent for the new bill by account transaction code and another 

DAS CDR is sent to be used as a correction (credit) the main device usage account transaction 

code, and the billing system 123 implements the rules to perform this mediation. In some 

embodiments, one DAS CDR is used for a given bill-by-account transaction code and another is 

used as the main device account transaction code, in which the service controller 122 (or device) 

has already implemented the mediation rules so that the billing system 123 simply passes uses 

DAS CDRs after aggregating them. 

[0068] Figure 7 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. Figure 7 also shows the communication of device 

assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. Figure 7 is similar to Figure 6, except as shown in Figure 7, service usage 

information is passed through the billing interface 127 instead of the billing CDR aggregation 
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interface. For example, the service usage detailed bill-by-account information and offset ( credit) 

. information can be formatted as a CDR or can be formatted in a higher level syntax as required 

by the billing interface 127. 

[0069] Figure 8 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. Figure 8 also shows the communication of device 

assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. In some embodiments, as shown in Figure 8, the central provider need not modify 

the existing CDR storage, aggregation, mediation, feed 118, so the additional aggregation and 

mediation rules discussed above with respect to Figure 5 are implemented as a new layer of rules 

in a new network function, shown as secondary DAS CDR aggregation mediation 118A, that is 

located between the billing system and the CDR storage, aggregation, mediation, feed 118. This 

new network function (e.g., secondary DAS CDR aggregation mediation 118A) can reside in the 

network (as shown) or in the service processor 115, in the service controller 122, or elsewhere in 

the network or on the device. 

[0070] Figure 9 is a functional diagram illustrating a device based service processor 115 

and a service controller 122 in accordance with some embodiments. For example, this provides 

relatively full featured device based service processor implementation and service controller 

implementation. As shown, this corresponds to a networking configuration in which the service 

controller 122 is connected to the Internet 120 and not directly to the access network 1610. As 

shown, a data plane (e.g., service traffic plane) communication path is shown in solid line 

connections and control plane (e.g., service control plane) communication path is shown in 

dashed line connections. As previously discussed, it is understood that the division in 

functionality between one device agent and another is based on, for example, design choices, 

networking environments, devices and/or services/applications, and various different 

combinations can be used in various different implementations. For example, the functional 

lines can be re-drawn in any way that the product designers see fit. As shown, this includes 

certain divisions and functional breakouts for device agents as an illustrative implementation, 

although other, potentially more complex, embodiments can include different divisions and 

functional breakouts for device agent functionality specifications, for example, in order to 

manage development specification and testing complexity and workflow. In addition, the 
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placement of the· agents that operate, interact with or monitor the data path can be moved or re­

ordered in various embodiments. For example, the functional elements shown in Figure 9 are 

described below with respect to Figures 10 and 11. 

[0071] Figure 10 provides a table summarizing various service processer 115 functional 

elements in accordance with some embodiments. 

[0072] Figurell provides a table summarizing various service controller 122 functional 

elements in accordance with some embodiments. 

[0073] Figure 12 illustrates a device stack providing various service usage measurement 

from various points in the networking stack for a service monitor agent, a billing agent, and an 

access control integrity agent to assist in verifying the service usage measures and billing reports 

in accordance with some embodiments. 

[0074] Figure 13 illustrates an embodiment similar to Figure 12 in which some of the 

service processor is implemented on the modem and some of the service processor is 

implemented on the device application processor in accordance with some embodiments. 

[0075) Figure 14 illustrates various embodiments of intermediate networking devices 

that include a service processor for the purpose ·of verifiable service usage measurement, 

reporting, and billing reports in accordance with some embodiments. 

[0076) Those of ordinary skill in the art will appreciate that various other rules can be 

provided for the rules engine as described herein. Those of ordinary skill in the art will also 

appreciate that the functions described herein can be implemented using various other network 

architectures and network implementations (e.g., using various other networking protocols and 

corresponding network equipment). 

[0077] Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There 

are many alternative ways of implementing the invention:. The disclosed embodiments are 

illustrative and not restrictive. 

[0078] WHAT IS CLAIMED IS: 
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5 

10 

CLAIMS 

1. A system, comprising: 

a processor of a network device in communication with a wireless network, wherein the 

processor is configured to: 

collect device generated usage information for one or more devices on the 

wireless network; and 

provide the device generated usage information in a syntax and a communication 

protocol that can be used by the wireless network to augment or replace network 

generated usage information for the one or more devices on the wireless network; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

2. The system recited in claim 1, wherein the syntax is a charging data record (CDR). 

3. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the communication protocol is selected from one or more of the following: 3GPP and 3GPP2. 

15 4. The system recited in claim 1, wherein the network device includes a service usage data 

store. 

5. The system recited in claim 1, wherein the network device includes a service usage data 

store and a rules engine for aggregating the collected device generated usage information. 

6. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

20 the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

25 

aggregate CDRs for the one or more devices on the wireless network; and 

apply a set of rules to the aggregated CDRs using a rules engine. 

7. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate CDRs for the one or more devices on the wireless network; 
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apply a set of rules to the aggregated CD Rs using a rules engine; and 

communicate a new set of CD Rs for the one or more devices on the wireless network to a 

billing interface or a billing system: 

8. The system recited in daim 1, wherein the syntax is a charging data record (CDR), and 

s the network device is a CDR feed aggregator, and wherein the processor is further configured to: 
i 

aggregate CDRs for the one or more devices on the wireless network; 

apply a set of rules to the aggregated CD Rs using a rules engine, wherein at least one rule 

includes a bill by account rule; and 

communicate a new set of CD Rs for the one or more devices on the wireless network to a 

10 billing interface or a billing system. 

9. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate CDRs for the one or more devices on the wireless network; 

apply a set of rules to the aggregated CD Rs using a rules engine, wherein at least one rule 

1s includes a bill by account rule; and 

20 

communicate a new set of CD Rs for the one or more devices on the wireless network to a 

billing interface or a billing system, wherein at least one CDR includes a billing offset. 

10. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

communicate a new set of CD Rs for the one or more devices on the wireless network to a 

billing interface or a billing system. 

11. The system recited in claim 1, wherein the processor is further configured to: 

communicate with a service controller to collect the device generated usage information 

for the one or more devices on the wireless network. 

2s 12. • The system recited in claim 1, wherein the processor is further configured to: 

communicate with a service controller, wherein the service controller is in 

communication with a billing interface or a billing system, and wherein the service controller 

communicates the device generated service usage information to the network device. 

13. The system recited in claim 1, wherein the processor is further configured to: 
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communicate the device generated usage information to a billing interface or a billing 

system. 

14. The system recited in claim 1, wherein a service controller in communication with the 

network device performs a rules engine for aggregating and mediating the device generated 

s usage information. 

15 

15. The system recited in claim 1, wherein a rules engine device in communication with the 

network device performs a rules engine for aggregating and mediating the device generated 

usage information. 

16. The system recited in claim 1, wherein the processor is further configured to: 

communiq1.te with a transport gateway or a Radio Access Network (RAN) gateway to 

collect the network generated usage information for the one or more devices on the wireless 

network. 

17. The system recited in claim 1, wherein the processor.is further configured to: 

execute rules for performing a bill by account aggregation and mediation function. 

18. A method, comprising: 

collecting device generated usage information for one or more devices on a wireless 

network; and 

providing the device generated usage information in a syntax ~nd a communication 

protocol that can be used by the wireless network to augment or replace network generated usage 

20 information for the one or more devices on the wireless network. 

19. The method recited in claim 18, wherein the syntax is a charging data record (CDR). 

20. The system recited in claim 18, wherein the-syntax is a charging data record (CDR), and 

the communication protocol is selected from one or more of the following: 3GPP and 3GPP2. 

Attorney Docket No. RALEP022+ 29 PATENT 

Page 35 of 51



DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 

AND BILLING 

ABSTRACT OF THE DISCLOSURE 

[0079] Device assisted CDR creation, aggregation, mediation and billing is provided. In 

some embodiments, device assisted CDR creation, aggregation, mediation and billing for a 

wireless network collects device generated usage information for one or more devices on the 

wireless network; and provides the device generated usage information in a syntax (e.g., 

charging data record (CDR)), and a communication protocol (e.g., 3GPP, 3GPP2, or other 

communication protocols) that can be used by the wireless network to augment or replace 

network generated usage information for the one or more devices on the wireless network. 

Attorney Docket No. RALEP022+ 30 PATENT 

Page 36 of 51



F
ig

ur
e 

1 

M
or

ti:
i1

J.
00

 
S

1~
ti

w
 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

18
0 

/
:
 

.. r
··

··
.~

l 
..

 1. 
'·

·~
··

. 

i~~
 '· 

\\
 

. 
I i,

, 

:~
~

~
'i

 

~
\
 

4G
 B

as
e 

S
ta

tio
n 12

5 

/ 

__ .
• <

"'~
 

3G
 

·' 
BS

 

• • • \ \ 

W
i-

F
iA

P
s 

o
r 

M
e

sh
 

70
2 

M
of

tJ
:il

., 
10

0 
Sl

,iU
iO

;l'
I 

~f .
j 

S
ta

t'.
.~

n 
I 

"'
I'

' 
I 

3G
 B

as
e 

'
'
 

; 
_ 

l 
12

5 

•-
... :

 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

18
0 

W
i-F

i 
A

cc
es

s 
C

PE
 

70
4 

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

C
en

tr
al

 
P

ro
vi

d
e

r 

A
cc

es
s 

;
·
 

N
e

tw
o

rk
 

10
9 y·

 

D
N

S
/D

H
C

P
 

12
6 

A
cc

es
s 

N
e

tw
o

rk
 

A
A

A
 S

er
ve

r 
12

1 

M
W

C
/H

LR
 

13
2 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
1

1
8

 

C
en

tr
al

 B
ill

in
g 

S
ys

te
m

 
12

3 

C
en

tr
al

 

C
en

tr
al

 B
ill

in
g 

In
te

rf
a

ce
 

12
7 

M
V

N
O

 C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
1

1
8

 

M
o

b
ile

 
C

en
te

r 
13

2 

C
en

tr
al

 
• 
~
 

• 
P

ro
vi

d
e

r 
's

er
vi

ce
 

• \
~

.o
nt

ro
lle

r 
12

2 

, M
V

N
O

C
o

r~
 

=
-

N
e

tw
o

rk
 

21
0 

M
V

N
0

 
D

N
S

/D
H

C
P

 
12

6 

M
V

N
0

 A
A

A
 

S
er

ve
r 

12
1 

M
V

N
0

 B
ill

in
g 

In
te

rf
a

ce
 

12
2 

M
V

N
0

 
B

ill
in

g 
S

ys
te

m
 

12
3 

Page 37 of 51



S
ub

sc
rib

er
 '

 
M

a
n

a
g

e
m

e
n

t 
18

2 

D
N

S
/D

H
C

P
 

12
6 

M
W

C
/H

LR
 

13
2 

F
ig

ur
e 

2 
/,

.·
,:

\ 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

18
0 

10
0 

M
tl

il
li

(J
 

S
U

:~
tK

l:f
'i 

M
o

b
jlJ

.0
0

 
S

t,i
lit

io
o 

S
til

ltl
on

 

4G
 

BS
 

/:
.,· 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

"1
00

 ,.·
 .

. 
; 

:ll}
. 

L
 

; 
j~

 
~

-.
.. .

b
 

4
G

 B
as

e 
r--

'-.
,,.

 
/ 

. .-
-:-

:'~
J\

~ ~
~"

"' 
~

·
 ~

~
a

. 
•. 

4G
 

BS
 

I S
ta

tio
n 

~ 2~ 
y
, 

,/
 1

25
 

// 

.,1
~: 

/
/
 

BS
 

f1
00

 

./
 

. 
, 
•
•
•
 -✓
 

• 

-
-~

,.,
. .

,."
~ 

• 
><

 V
 
~ 

* 
,.-,,

. ,<
 
~.

.i.
.""

 O
' 

... ~. 
'-~

·~
-~

,.~
 

• • \ \ 
3G

 B
as

e 

S
ta

tio
n 12

5 

D
O

C
S

IS
 H

e
a

d
 

E
nd

 1
2

5
 

C
e

n
tr

a
l 

P
ro

vi
de

r 
A

cc
es

s 
..

 

N
.e

tw
~

rk
) 

10
9 

·y
 

A
cc

es
s 

N
e

tw
o

rk
 

A
A

A
 S

er
ve

r 
12

1 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
1

1
8

 

~
 \ 

C
en

tr
al

 B
ill

in
g 

S
ys

te
m

 
12

3 

C
en

tr
al

 
\ 

C
en

tr
al

 B
ill

in
g 

In
te

rf
a

ce
 

12
7 

P
ro

.v
id

er
 C

or
e.

 

N
e

tw
o

rk
 1

10
 l 

; 
..

 

. 
,.'

 -
P

~o
v1

de
r 

\ 
· .

 
<

 _; 
.> 

S
er

vi
ce

 

\
_

_
/
~

:
~

~
l
i
e

r
 

C
 

N
et

w
or

k 
2

1
0

 

...
--,

-
• 

R
es

:id
e:

nl
ia

l 
S

er
vi

ca
s 

D
S

LA
M

 1
2

5
 

M
V

N
O

 C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
1

1
8

 

$e
n,

ic
es

 
O

rd
e

r 
M

a
n

a
g

e
m

e
n

t 
18

0 

S
ub

sc
ri

be
r 

M
a

n
a

g
e

m
e

n
t 

18
2 

e
tw

o
r 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

M
o

b
ile

 
C

en
te

r 
13

2 

M
V

N
O

 
D

N
S

/D
H

C
P

 
12

6 

M
V

N
O

 A
A

A
 

S
er

ve
r 

12
1 

M
V

N
O

 B
ill

in
g 

In
te

rf
a

ce
 

12
2 

M
V

N
O

 
B

ill
in

g 
S

ys
te

m
 

12
3 

Page 38 of 51



F
ig

ur
e 

3 

M
t.)

~1
10

 
S

m
tio

i; 

.... 
,-~

 

4G
/3

G
 

B
as

e 
S

ta
tio

n 

12
5 

_; • • 
. .

 
. 

. 
,/

~
~

t.
l·

J/
· ·-.-

/ 
4 

'...-
----

----
-, 

• 
·1

0
0

,.
r-

~
 -
; 

3G
/2

G
 

~
t-

u
6

'.
.-

f 
B

as
e 

10
0 
~
.
~
 

S
ta

tio
n 

' 
• 

21
 B
 

12
5 

R
ad

io
 

A
cc

es
s 

N
e

tw
o

rk
 

40
5 

D
N

S
/D

H
C

P
 

12
6 

M
W

C
/H

LR
 

13
2 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
e

e
d

 1
18

 

A
cc

es
s 

N
e

tw
o

rk
 

A
A

A
 S

er
ve

r 
12

1 

4G
/3

G
/2

G
 

R
AN

 
G

at
ew

ay
s 

41
0 

( A
cc

es
s 

T
ra

ns
po

rt
 

N
e

tw
o

rk
 

41
5 

F
ir

ew
al

l 
1

2
4

 

)\
 

\ \ 
4G

/3
G

/2
G

 
\ 

T
ra

ns
po

rt
 

\ 
G

at
ew

ay
s 

\ 
42

0 
' 

S
ub

sc
ri

be
r 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

P
ro

vi
de

r 
C

or
e 

N
e

tw
o

rk
 

11
0 

,C
er

il't
:ra

l 
. R

ro
yi

d
e

c,
r 

.s
e'

r:v
i'c

e 
•• 

fi
re

w
a

ll 
12

4 

•· .. ,
,o

n
tr

o
ll~

r 
12

2.
 

In
te

rn
e

t,
,·

 
rD

a
ta

 
e

tw
o

rk
 

20
 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

18
0 

C
e

n
tr

a
l B

ill
in

g
 

S
ys

te
m

 
12

3 

C
e

n
tr

a
l B

ill
in

g
 

In
te

rf
a

ce
 

1
2

7
 

Page 39 of 51



F
ig

ur
e 

4 

~,
,to

:>
tt~

 
S

tu
ll

O
O

 

..... ,
.B

ill.
in

g1
,l"

1t
e,

rfa
c.

~-
·~

27
 

O
rd

er
 M

an
ag

em
en

t •
 

• ·
• 

I<
 

• 
) 

I 
18

0,
 

S
ub

sc
rib

er
. 

M
an

ag
em

e,
nt

. 
· 

18
2 

f·
 

. 
. 

. 

:~~
+w

.er
~ R

n0
yi

si
.~

r)i
1 1J

g 
1 

) 
r..

..t
 --

-,
J
ll
>

l.
J
)r

 '· 
• 

• 
• ·:

'S
¥$

F~
m

 1
60

 
i" 

~ 
~ 

}
' 

. 
r
i
 

@
®

©
 

'-A
c~

es
s 

· 
-

• N
e

tw
o

rk
.A

A
A

 

,·
 

M
o

b
ile

· 

W
ir

el
es

s 

• -
B

SC
 

1
2

5
· 

, s~
rv~

·r'-
12

1 
: .•

 
• 

·t
e

n
te

r 1
3

2
 

• 
(H

LR
s;

 H
LR

 

n
,a

n
a

g
e

m
e

n
t,

 
H

lR
 s

w
itc

h
in

g
) 

• 
:R

A
N

/ 
A

cc
es

s 
G

W
\4

J0
• 

@
 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

e
d

ia
ti

p
n

, 
Fe

ed
 1

18
 

A
g

g
re

g
a

ti
o

n
/ 

T
ra

n
sp

o
rt

 

~:
 

I+
-®

 

Page 40 of 51



F
ig

ur
e 

5 

M
ob

.I
~ 

S
U

H
IQ

n-

~
~
 

I ®
'-

• 
B

JI
Ji

ni
lr

ite
rf

ac
e 

:1
27

 

• B
ill

in
g

1
2

3
 

-. 
Ac

ce
_s

s 
: I\

Je
tw

qr
k-

A
A

A
 .

 
, 

S
ei

ve
r1

21
-

· 
.•.

 ,, ~
 

~
 
,,

 .
 

, 
' 

' 

,,
 

M
o

b
ile

 
W

ire
le

s~
' 

_ 
.' C

en
te

r 
13

2 
•• 

'[ (
H

LR
si

 H
LR

 
• 

• m
an

ag
em

en
t,

 
. ~

-
H

LR
 s

w
itc

hj
ri

g)
 

C
D

R
 S

to
ra

ge
, 

· A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n·

,. 
F

ee
d 

11
8 

I 

~-
---

---
---

---
---

---
---

---
-~

 
I I I 

I 

BS
C

 
12

5 
• 

·R
A

N
/ 

1
--

-+
1

: .
 •

 A
cc

es
s 

<
G

W
41

0 
• 

I 

--
--

--
--

--
--

--
· 

· A
g

g
re

g
a

tio
n

/ 
T

ra
ns

po
rt

 
'G

W
 

4
2

0
 

Page 41 of 51



F
ig

ur
e 

6 

M
o'

:>
tln

 
S

t.,
H

H
Ji

fl 

~
 

~
~

~
,.

: 

4G
 

BS
 

/
3

6
~

,
 

B
S

~
 

; ...
 , 

I'!.
.,._

 ..
. 

' 
G

 
.. <

,. 
-l

o
!'_

 
• 

~
-

B
ill

in
g 

In
te

rf
a

ce
 1

2
7

 • 

B
iU

in
g 

1
2

3
 

A
cc

es
s 

~
e

tw
o

rk
A

A
A

 
S

er
ve

r 
12

1 

M
o

b
ile

 
W

ire
le

ss
 

C
en

te
r 

13
2 

(H
LR

s,
 H

LR
 

m
a

n
a

g
e

m
e

n
t,

 
H

LR
 s

w
it

ch
in

g
) 

r-
--

--
--

--
--

--
--

--
--

--
--

--
-

1 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

e
d

ia
tio

n
, 

Fe
ed

 1
18

 

I I I I 

R
A

N
/ 

·A
cc

es
s 

G
W

4
1

0
 

---
---

---
---

--·
 

A
g

g
re

g
a

tio
n

/ 
T

ra
ns

po
rt

 
G

W
 

BS
C

 
12

5 
4

2
0

 

r'
f"

""
Y

\_
 

In
te

rn
e

t 
" 

o
r
D

a
~

a
 

/. 
N

e
tw

.o
rk

 
\ 

12
0 

Page 42 of 51



F
ig

ur
e 

7 

M
o~

1i
ff

t 

S
1a

tte
n 

~
-~

4
_

~
v

· 
4

G
Q

.I
..

 
B

S
~

 

/~
G

~
f,

,,
,_

v 
BS

 
• •

 ·
., 

f'. 
; 

I'
,~

 
I 

,-
, 

1 
' 

i,.
:,

-
·
-

.I
 

~
--

B
ill

in
g 

In
te

rf
a

ce
 1

27
 

. B
ill

in
g 

12
3 

A
cc

es
s 

N
e

tw
o

rk
 A

A
A

 
S

er
ve

r 1
21

 

M
o

b
ile

 
W

ir
el

es
s 

C
en

te
r 

13
2 

(H
LR

s,
 H

LR
 

m
an

ag
em

en
t, 

H
LR

 s
w

itc
hi

ng
) 

--
--

, 

i
-
-

I I I I I I I I I I 

·':•
·S

,e;
~M

i1e
tC

:G
un

tro
Jtl

•e
-r 

, 
,:

}>
·'

· 
··

;,
 :12

2·''
 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

e
d

ia
ti

o
n

, F
ee

d 
11

8 

~-
--

--
--

--
--

--
--

--
--

--
--

--
-

I I I 

BS
C 

12
5 

R
A

N
/ 

· 
A

cc
es

s 
G

W
4

1
0

 

I 

--
--

--
--

--
--

--
· 

A
g

g
re

g
a

tio
n

/ 
T

ra
ns

po
rt

 
G

W
 

42
0 

Page 43 of 51



F
ig

u
re

 8
 

M
o~

ilt
l 

S
lu

l!
{.

H
l 

~
 I 

, 

®
'-

;B
i.I 

lin
g 

ln
t¢

rf
a,

9e
 1

2 
7 

" 
>

 
-

, 
-

:,
',

,.
.,

,:
' 

' 
• 

•,
 

-
• 

~ 

,-B
~1

:q
fig

l2
3·

 

A
ce

es
s 

: N
e~

w
o.

rk
 A

A
A

 -
• 

' S
er

ve
r 

12
1 

,M
o

b
ile

 
.W

ir
e

le
ss

 
C

e
n

te
{ 

13
2 

(H
LR

s,
H

lR
 

m
an

ag
em

en
t, 

H.
LR

 s
w

itc
h

in
g

).
 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n;

· 
M

e
d

ia
ti

o
n

, 
Fe

ed
 1

1
8

 . 

I 

~-
---

---
---

---
---

---
---

---
-~

 
I 

i 
.. 

I 

BS
C

 
12

5 

, ,
R

A
N

I 
t-

--
+

I .
 A

cc
es

s 
-G

W
 4

10
 

--
--

--
--

--
--

--
· 

A
g

g
re

g
a

tio
n

/ 
T

ra
ns

po
rt

 
G

W
 

42
0 

Page 44 of 51



S
er

vi
ce

 P
ro

ce
ss

or
 

11
5 

In
si

de
 D

ev
ic

e 

10
0 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 A

g
e

n
t 

16
94

 

S
er

vi
ce

 
D

ow
n 

lo
a

d
e

r 
16

63
 

B
ill

in
g 

A
g

e
n

t 
16

95
 

k
--

--
--

1
 I I I 

S
er

vi
ce

 C
o

n
tr

o
l 

D
ev

ic
e 

Li
nk

 
16

91
 

A
 

A
 

A
ge

nt
 C

om
m

un
ic

at
io

n 
_t

 
_ 

_ 
_ 

_ 
t_

 _
 =

 =
 _

_
 =

 =
 J

 = 
_

_
 -

-
-

B
us

16
30

 =
=

=
=

=
-
=

=
=

-
-
-
-
-
:-

-
..

_
 

A
 

A
 

TC
P 

A
pp

lic
at

io
n 

16
04

 

TP
 A

pp
lic

at
io

n 
16

05
 

V
oi

ce
 A

pp
 

16
02

 

A
 

: -
-

...
...

 1
.
.
.
-
-
.
.
 

.l
 

: 
S

er
vi

ce
 M

o
n

it
o

r 
U

se
r 

In
te

rf
a

ce
 

16
97

 

D
ia

l/D
S

L 
M

o
d

e
m

 
D

riv
er

 
18

31
 

1 
A

ge
nt

 
I 

16
96

 
:L

--
--

--
-

C
on

ne
ct

io
n 

M
a

n
a

g
e

r 
18

04
 

1 I I 

D
ev

ic
e 

N
e

tw
o

rk
in

g
 

S
ta

ck
 1

69
0 

M
o

d
e

m
 S

el
ec

tio
n 

&
 C

on
tr

ol
 1

81
1 

E
th

er
ne

t 
11

 
W

P
A

N
 

M
o

d
e

m
 

M
o

d
e

m
 

D
riv

er
 

D
riv

er
 

18
15

 
18

14
 

W
LA

N
 

M
od

em
 

D
riv

er
 

18
13

 

W
W

A
N

 
M

o
d

e
m

 
D

riv
er

 
18

12
 

F
ig

ur
e 

9 

A
cc

es
s 

N
e

tw
o

rk
 

16
10

 

I I I I 

F
ire

w
al

l 

12
4 

In
te

rn
e

t 
12

0 

I 1
--

1 I I I 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
11

8 

I I I I ~-
---

B
ill

in
g 

12
3 

S
er

vi
ce

 C
o

n
tr

o
lle

r 

12
2 

,--
->

 
I I I I I I I I I I .. 

i- i I I I I t-
-

1
--

1 I I t
-
-

1 I I I I L
 

S
er

vi
ce

 C
o

n
tr

o
l 

S
er

ve
r 

Li
nk

 
16

38
 

S
er

vi
ce

 H
is

to
ry

 
S

er
ve

r 
16

50
 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 S

er
ve

r 
16

54
 

S
er

vi
ce

 
D

o
w

n
lo

a
d

 
C

o
n

tr
o

l S
er

ve
r 

16
60

 

B
ill

in
g 

E
ve

nt
 

S
er

ve
r 

16
62

 

◄
-
-
-
-
-
>
 
=

 S
er

vi
ce

 C
on

tr
ol

 P
la

ne
 C

o
m

m
u

n
ic

a
tio

n
 P

at
h 

=
 S

er
vi

ce
 T

ra
ff

ic
 P

la
ne

 C
o

m
m

u
n

ic
a

tio
n

 P
at

h 

Page 45 of 51



S
er

vi
ce

 P
ro

ce
ss

or
 1

1S
 E

m
bo

di
m

en
t 

P
ar

tia
l S

um
m

ar
y 

o
f E

m
bo

di
m

en
t 

Fu
nc

tio
ns

 

~s
~o

iit~
;~~

~b
~~

~~
•~1

~9
~::

;~~
::;:~

::.f:
!;~

~;~
iw:

.~c
~~

~;t
~~

!'.~
~~

~;;
~~

~r~
~~

t~1
~.~

~;•
:~:

~:t
~~

,r~
~~

•~~
~h

~I~
'; ''. 

A
cc

es
s 

C
on

tr
ol

 I
n

te
g

ri
ty

 A
ge

nt
 1

69
4 

S
er

vi
ce

;M
on

jto
r.

:A
ge

nt
 1

69
6 

C
ol

le
ct

s 
de

vi
ce

 in
fo

rm
at

io
n 

on
 s

er
vi

ce
 p

ol
ic

y,
 s

er
vi

ce
 u

sa
ge

, 
ag

en
t 

co
nf

ig
ur

at
io

n 
an

d 
ag

en
t b

eh
av

io
r.

 
C

ro
ss

 c
he

ck
s 

th
is

 in
fo

rm
at

io
n 

to
 

id
e

n
tif

y 
in

te
gr

ity
 b

re
ac

he
s 

in
 t

h
e

 s
er

vi
ce

 p
ol

ic
y 

im
pl

em
en

ta
tio

n 
an

d 
co

nt
ro

l s
ys

te
m

. 
In

iti
at

es
 a

ct
io

n 
w

he
n 

a 
se

rv
ic

e 
po

lic
y 

vi
ol

at
io

n 
o

r 
a 

sy
st

em
 i

nt
eg

ri
ty

 b
re

ac
h 

is
 s

us
pe

ct
ed

. 
In

 s
om

e 
em

bo
di

m
en

ts
, v

er
ifi

es
 c

on
fig

ur
at

io
n 

o
f o

th
e

r 
ag

en
ts

 o
r 

pe
rf

or
m

s 
ch

al
le

ng
e-

re
sp

on
se

 
se

qu
en

ce
 t

es
tin

g.
 

In
 s

om
e 

em
bo

di
m

en
ts

, 
m

on
ito

rs
 s

of
tw

ar
e 

lo
ad

in
g 

ac
tiv

ity
, p

ro
te

ct
ed

 m
em

or
y 

ac
ce

ss
 o

r c
om

m
un

ic
at

io
n 

w
it

h
 S

er
vi

ce
 

P
ro

ce
ss

or
 a

ge
nt

s 
to

 d
et

ec
t u

na
ut

ho
riz

ed
 c

ha
ng

es
 t

o
 S

er
vi

ce
 P

ro
ce

ss
or

 s
of

tw
_a

re
 o

r 
co

nf
ig

ur
at

io
n 

. 

. R
ec

a.
rd

~ 
a~

d-
r:e

po
rts

,d
ev

ic
e 

se
rv

iG
e;

Li
s~

g~
;.,

~~
s~

~~
 ~

m
bo

di
m

~n
ts

,-
as

~i
st

s:
in

[c
am

m
un

.ic
at

in
g 

ap
p,

lic
at

io
n 

ta
gg

in
g 

o
f t

ra
ff

ic
 fl

ow
s 

th
ro

ug
h­

}!
' 

th
e

 n
et

w
or

ki
ng

~
st

ac
ki

'p
ol

ic
yi

im
pl

er
rt

en
ta

tio
~

rli
fs

om
e,

em
bO

di
m

en
ts

; 
m

ai
nt

af
ns

:a
:h

is
to

r'y
 a

nd
"p

r,o
:v

id
es

 r
ep

or
ts

 o
r 

su
m

m
ar

y 
re

po
rt

s 
o

f 

\'
";

 

!i 
w

hi
~

h·
ile

tw
or

k~
lir

ia
dc

lit
io

n•
to

ith
e 

ne
tw

or
~s

:~
oh

tr
ol

l~
1i

 ~
y'

th
its

e'
rM

ce
•i<

Y
on

tr~
lle

r t
h

a
tit

tf
o

 d
e'

1i
ce

fa
s 

co
nn

ec
te

ch
ci

. 
In

 ·s
om

e 
• 

• 
• 

• 

''"' 
j;';

 ~rtt
~~:

~i~'
~b;J

1t~t
1~J

~t'.~
!f~}

~W
jt~ :

t:f
 t~t1

·,
s
~

~
J
T

l~
It

?
~

:!
:.

n
~

::
t~

!~
s
J
 c~

rs
se

?S
 :t

i~
'.t

::~
s~

;,t
im

e·
pe

r c
o

n
n

e
~

io
n

, t
ra

ff
if

 
'.'

 

B
ill

in
g 

A
ge

nt
 1

69
5 

D
et

ec
ts

 a
nd

 r
ep

or
ts

 b
ill

in
g 

ev
en

ts
. 

In
 s

om
e 

em
bo

di
m

en
ts

 in
te

ra
ct

s 
w

ith
 th

e
 U

se
r 

In
te

rf
ac

e 
A

ge
nt

 4
97

 t
o

 p
ro

vi
de

 th
e.

 u
se

r 
w

ith
 s

er
vi

ce
 

pl
an

 o
pt

io
ns

, 
ac

ce
pt

 s
er

vi
ce

 p
la

n 
se

le
ct

io
ns

, 
pr

ov
id

e 
no

tif
ic

at
io

n 
on

 s
er

vi
ce

 u
sa

ge
 le

ve
ls

, 
pr

ov
id

e 
op

tio
ns

 o
n 

se
rv

ic
e 

us
ag

e 
co

nt
ro

l p
ol

ic
y,

 
ac

ce
pt

 c
ho

ic
es

 o
n 

se
rv

ic
e 

us
ag

e 
po

lic
y,

 p
ro

vi
de

 tr
an

sa
ct

io
n 

op
tio

ns
 o

r a
cc

ep
t t

ra
ns

ac
tio

n 
ch

oi
ce

s.
 

In
 s

om
e 

em
bo

di
m

en
ts

, 
in

te
ra

ct
s 

w
ith

 
T

ra
ns

ac
tio

n 
S

er
ve

rs
 1

34
 t

o
 c

on
du

ct
 e

co
m

m
er

ce
 tr

an
sa

ct
io

ns
 w

it
h

 c
en

tr
al

 b
ill

in
g.

 

:: 
u~

~r
:: 1

 n1
e1

a~
~ 

,1
:6

Q
7 ;

::~
;· •

 .. 
• •

 ·
;,

 ::
fr

~
· ~

'if i:
1?

t0 ~
i<

!~
;~

t,K
iW

~i
n~

~r
:f ~

ct~
\iu

~t
if~

fi::
@

i~i
i1·

 ~
 ~

i-i:
'.f~

:j;
:;•

1f
i:;

~~
ij~

i:~
:;;

,f{
};:

f:}
 :~

t::
;·i

W
):,

 ~ 
:::

} 
;;

 ;;i
 :b

 i:F
 -~

{ =
~ 

::~
 ;~

~-
• ~

. =
·· •

 · · 
· 

• 

S
er

vi
ce

 D
ow

n1
oa

de
r 

16
63

 
I 

P
ro

vi
de

s 
a 

do
w

nl
oa

d 
fu

nc
tio

n 
to

 in
st

al
l o

r 
up

da
te

 s
er

vi
ce

 s
of

tw
ar

e 
el

em
en

ts
 o

n 
th

e
 d

ev
ic

e.
 

•• C
on

ne
ct

io
n 

M
a

n
a

g
e

r ·
l,8

P
4i

 
•• :J

::, 
P

ro
vi

d~
s 

a\
Q

nt
ro

l(<
!n

d 
S

4P
e'

.~
ts

ia
n,

f~
n~

 ib
n~

f,b
Jo

n~
 4~ 

rr
i'o

r~
 ;~

od
k~

 d
·~

l~
r;

:b
tr

l)J
~

em
s;

th
at

:c
oo

n~
c-

;-
fo

:a
n 

~
c~

e
;i 

n
e

tw
o

rk
: 

M
od

em
 S

el
ec

tio
n 

an
d 

C
on

tr
ol

 1
81

1 
S

el
ec

ts
 t

he
 a

cc
es

s 
n

e
tw

o
rk

 c
on

ne
ct

io
n.

 

M
od

em
.· 

D
.r

i~
er

sl
83

1,
-1

81
5,

 • 1
s1

L1
,f 

···1.
=j C

on
~.

\!r
.t~

•d
:a

t1
 t

i~
ff

i~
 'i~

tc
i: 

~~
-d

~m
. ).\

b~
st.

;f:a
f···

fic
··.i

,ir:
:~

n·:
··.;

~ .
o/

W
io

. 't'
.~

,;,
, .• ;. 
o~

~f
us

:; 
,;;

,. 
L 

,,.,
, 

1~
13

, 
~8

12
; 

• 
• 

• '
 

• 
• .,

. 
, ••

 
• :

· 
\ 

·• .'
.' 

-~;
 •

·:;'
. 
;;

 , 
,, 

,.,
 :

 ,,
 

·;. 
·•;'

;'. 
",

 :-:
:•' 

:;;
; '

};'
'.}

::]
 t·

 ;i
 ?i

 ::
;: 

~'
.: 

; 
il:

: ,
;;~

 .,
,, 

•·•
·, :

:'.'
; ·

 ·' 
· •

•· 

M
od

em
s 

21
41

, 
21

25
, 

21
24

, 
21

23
, 

21
22

 
C

on
ne

ct
s 

th
e 

de
vi

ce
 t

o
 o

ne
 o

r 
m

or
e 

ne
tw

or
ks

. 

Fi
gu

re
 1

0
 

'"
t ~

 •
 • 

' 
" 

t.
t 

-,
~

, 
';~

; 
l 

! 
• ,

f 
' 

"'
ii
;,

,.
 

, 
... :

:.
 

''
!,

 
··r

. 
;:

-l
d

i 

Page 46 of 51



S
er

vi
ce

 C
o

n
tr

o
ll

er
 1

2
2

 E
le

m
en

t 

-
S

er
vi

ce
;c

on
tr

oL
S

en
ie

r,
U

nl
c1 1

'6
3'

8 
• 

1 
,-

~
 

~
~

.' 
' 

t~i
; 

·•
' 

'"
 

S
e~

ic
;~

 H
is

!q
ry

,S
~i

v~
~ 

l,l~
i-

·
:
 

• 
• 

' 
' 

; 
• '

 
' 

,t
. 

~
· 

.
.
.
 

i·
<

·i
 

S
er

vi
ce

 D
ow

nl
oa

d 
C

on
tr

ol
 S

er
ve

r 
1

6
6

0
 

P
ar

ti
al

 S
u

m
m

ar
y 

o
f 

E
m

b
o

d
im

en
t 

F
u

n
ct

io
n

s 

N
 et

*c
irl

ki
.s

id
;~

c:
on

f~
bl

'.t
>l

~n
ej

1 
i~

k 
:fo

r'€
oi

ih
~

hi
l1

g;
S

er
vi

{e
 tf

oi
itr

ol
l e

r 4
2 

2;
~e

r.v
ic:

"e
 i?

fo
~e

s~
ci

i~
41

5 
de

vi
ce

:a
·g

en
ts

:-1
 n

 

~~
riit~

In~
bs!

hn
.i~:

t};:
,1 i.2

 t~
n!f

~i~
sJi

ht11 ~
~

t9
fl

h
2

Ja
ie

1 1l~
~~

acr
~fa

JJi
~~

!P~
l '"

 ·, .
. ~-

'' 
',, 

:} 
d 

. ·
,,'. 

_: 
:·:,

i 
_· 

-
: .

 

C
ol

le
ct

s 
de

vi
ce

 in
fo

rm
a

tio
n

 o
n 

se
rv

ic
e 

po
lic

y,
 s

er
vi

ce
 u

sa
ge

, a
ge

nt
 c

on
fig

ur
at

io
n 

an
d 

ag
en

t b
eh

av
io

r.
 C

ro
ss

 c
he

ck
s 

th
is

 in
fo

rm
a

tio
n

 to
 id

e
n

tif
y 

in
te

g
ri

ty
 b

re
ac

he
s 

in
 t

h
e

 s
er

vi
ce

 p
ol

ic
y 

im
p

le
m

e
n

ta
tio

n
 a

nd
 

co
nt

ro
l s

ys
te

m
. 

In
iti

at
es

 
ac

tio
n 

w
he

n 
a 

se
rv

ic
e 

po
lic

y 
vi

ol
at

io
n 

o
r 

a 
sy

st
em

 i
n

te
g

ri
ty

 b
re

ac
h 

is
 s

us
pe

ct
ed

. 

. ,:.: ,·;
:: (;'. t

;~~
~J;

Jd}
[:tt~

!lej
i~i~

:g~
~j!j

~s1
t1:i

~~
t~:~

~~
f ~l~

!,trJ
td1

~~(
~Z:

:t:~!
;::~k

~;;~
~~~

1;~
d 

: l
?,y

 ~
~E

f~
~l

'Y
iS

! ,
c;

pp
:tr

,9
!,l

~,
t_

6J
),!

IJ
.~

<t
~~

!t¢
~Q

~~
~c

gj
ln

)~
~e

q;
;t9

~;
 J,n

' ~
IT

!)~
 tt

ill;
!'i;

>p
j,m

,1
n,

ts
;, 

tN
~

;n
~

t~
or

.k
 a

ct
i\l

it'
t\

su
m

m
ar

y 
-

q~
 m

a,
Vi

•ir
:ic

!1
,1

ife
 a

 ~9
rr

im
,fr

y/
of

,th
~i

r:1
~t

vi
9r

1K
S

;,a
c~

es
se

qi
ia

~t
iit

v\
v~

;it
im

ej
p~

r; 
cg

nn
e~

io
n,

.tr
af

,fi
~:

,,v
s.

 ti
r;

ne
:p

er
 c

on
ne

ct
io

l'1
 . 

ln
's

ci
m

e 
em

bo
di

m
en

ts
,;t

hi
s;

ae
tiv

ity
~s

u~
m

ar
:y

. i
s&

fu
rtt

ie
r:,

an
al

yz
ed

r.o
r::

re
po

rte
d 

t9
 e

st
im

at
e 

th
e1

ty
pe

.o
f.s

er
vi

ce
 p

la
n

 • 
as

s,
Q

ci
_~

te
d;

~i
ttr

::t
hi

t~
~f

fic
 :;~

tl~
it.9

 f;r
ir

t,
~

;p
u~

p;
s~

io
ti:

iii
[:

 s
ha

~
in

g:
r~

~
6t

lti
li~

tio
n;

; 
• 

,; ::
i :'

ii~
 

,. 
/ 

i •
• 

• 
,.

 
;:

· 
, 

• 

P
ro

vi
de

s 
m

ed
ia

tio
n 

fu
nc

tio
n 

fo
r 

ce
nt

ra
l p

ro
vi

d
e

r b
ill

in
g 

ev
en

ts
. 

A
cc

ep
ts

 s
er

vi
ce

 p
la

n 
ch

an
ge

s.
 

In
 s

om
e 

em
bo

di
m

en
ts

, p
ro

vi
de

s 
up

da
te

s 
on

 d
ev

ic
e 

se
rv

ic
e 

us
ag

e,
 s

er
vi

ce
 p

la
n 

lim
its

 o
r s

er
vi

ce
 p

ol
ic

ie
s.

 

I ni
~o

rrie
 em

b:
od

i m
e

n
~

/~
o

ll;
ci

s 
ib

,il
lii

jg
~~

vi
~t

s'
i·J

~o
vi

~e
sf

§e
,w

ic
~ 

pl
ar

iH
nf

or
m

at
io

n 
Jo

 th
e-

,S
et

vi
e'

e•
 P

ro
2e

ss
o~

 4
15

, .
• 

" 
pr

~
vi

d~
s 

se
r\J

ite
tt'

.J
s~

ge
 6

'p
da

te
s'

to
 tn

et
se

rv
ia

e•
P

fc
ite

ss
or

l4
fs

:~
s~

rv
es

 ~s
' in

te
'rf

a'
ee

'b
e~

ee
n•

de
vi

ce
 ia

nd
ic

en
tr

al
 ;

: 
1 ' P

'.S
J~

M~
Hfo

i,:; 
Ts 

·~t
eth

1Y
3'1 8'?

 "'t
'b'¢

rc1
~! 

tlu
~tJ

i:h
R1

tc¥
 ''~

,-t1
~tt

'ht
iio

h t
i>

V
i~

~r
i~

i'r
i e

tci
Af

nii
&i

k B
'u1

in 
tr

a6
sa

ct
io

ns
 ..

 
,.;: .

..
. ;;

:<
.; 

:;,;
~:

._
.Y

;-,
:;,t

~.
;::,

-::
 :

·!
 ,.

_;.
d?

,,, 
;_;;

;; ·
;:.;:

, ,
::;

 ;,
 ,c

::
;,

;;
 

;;e
r 

;.,
_-

,,B
,,t

 .
 .Y

, 
:;;

 ,;
;:: 

_,
, ;

;o
;:

;;
 ·

'•
 ;

·,
;,

 :
,j.

M
 

:·
:·

 •
 

o 
:_

;-
. 

: 
·,

:•
· 
·:

 •
 ~

,-
, 

P
ro

vi
de

s 
a 

do
w

nl
oa

d 
fu

n
ct

io
n

 t
o

 in
st

al
l o

r 
up

da
te

 s
er

vi
ce

 s
of

tw
ar

e 
el

em
en

ts
 o

n 
th

e
 d

ev
ic

e.
 

Fi
gu

re
 1

1 

Page 47 of 51



U
se

r 
In

fo
 &

 

A
pp

 
••

• 
A

pp
 

I<
 D

ec
is

io
n 

Q
ue

ry
 

" 
U

se
r 

S
er

vi
ce

 
~ ~-

---
---

---
-, 

In
te

rf
ac

e 

A
pp

lic
at

io
n 

In
te

rf
ac

e 

" 
-

• M
e

a
su

re
m

e
n

t P
oi

nt
 I:

 '"
 ~

 
·: 

_, 

N
e

tw
o

rk
 S

er
vi

ce
s 

A
P

I 
{H

T
T

P
/H

T
T

P
S

/F
T

P
/S

M
T

P
/P

O
P

3/
D

N
S

/e
tc

.) 

~
 

U
se

r 
In

pu
t 

A
pp

lic
at

io
n 

In
fo

rm
at

io
n 

--
--

--
--

--
--

.,, 
' 

S
er

vi
ce

 M
ea

su
re

 

S
oc

ke
t 

A
ss

ig
nm

en
t 

&
 S

es
si

on
 M

an
ag

em
en

t 
{B

as
ic

 T
C

P 
S

et
up

, T
LS

/S
S

L,
 e

tc
.)

 

TC
P 

I 
U

D
P

 
O

th
e

r 
IP

 

.. 
M

e
a

su
re

m
e

n
t P

oi
nt

 II
 

,_ 
C

 
·-

R
ou

tin
g 

an
d 

T
ra

ffi
c 

C
on

tr
ol

 (
if

 a
ny

} 

M
e

a
su

re
m

e
n

t P
o

in
t I

IL
 

--

IP
 Q

ue
ui

ng
 a

nd
 R

ou
tin

g 

'M
e

a
su

re
m

e
n

t P
oi

nt
 IV

 
, 

"'
 

F
ire

w
al

l 

M
o

d
e

m
 S

el
ec

tio
n 

&
 C

on
tr

ol
 

M
e

a
su

re
m

e
n

t 
eo

in
t V

 •
 

M
D

 
M

D
 

I .
.. 

I M
D

 
M

D
 

1 
2 

N
-1

 
N

 

~
 

~
 --

--
--
--
--
-➔
 

S
er

vi
ce

 M
ea

su
re

 

S
er

vi
ce

 M
ea

su
re

 

S
er

vi
ce

 M
ea

su
re

 

S
er

vi
ce

 
In

fo
rm

at
io

n 

S
er

vi
ce

 M
ea

su
re

 

od
em

 
I 

I 
I 

m
 

s 
1 

I 
I 

M
e

a
su

re
m

e
n

t P
oi

nt
 V

I 
., 

_, 

B
us

 1
 
1 

l M
e

a
su

re
m

e
n

t P
oi

nt
 V

I 

~
 

I u
u

"
 .

..
 
S

er
vi

ce
 M

ea
su

re
 -

1-
--

--
--

--
--

--
I 

I "°
t 
I 

I M~'
.~

m
 
I 

I 
M

o
d

e
m

 

1 
M

o
d

e
m

 

N
 

Fi
gu

re
 1

2
 

S
er

vi
ce

 
M

o
n

it
o

r 
A

ge
nt

 

B
ill

in
g 

A
ge

nt
 A

cc
es

s 
C

on
tr

ol
 

In
te

g
ri

ty
 

A
ge

nt
 

-
-
➔
 II II II II I II II II II II 

A
g

e
n

t 
II 

C
o

m
m

u
n

ic
a

tio
n

 
II 

B
us

 1
6

3
0

 

~
 

-
II 

L
--

--
--

->
!I

 II 
I I I ~

--
--

--
--

--
--

--
--

--
--

>
ti

 II 

Page 48 of 51



,,
 

U
se

r S
er

vi
ce

 
A

pp
 

••
• 

A
pp

 
In

te
rf

a
ce

 
A

ge
nt

 

A
p

p
lic

a
tio

n
 S

er
vi

ce
 I

n
te

rf
a

ce
 A

g
e

n
t 

, 
.. "

 
M

e
a

s4
re

m
e

n
t P

oi
nt

"I
, 

. 
"' 

" 

N
e

tw
o

rk
 S

er
vi

ce
s 

A
P

I 
( H

TT
P

 /H
T

T
P

S
/F

T
P

/S
M

T
P

 /P
O

 P
3/

D
N

S
/e

tc
.)

 

S
oc

ke
t A

ss
ig

nm
en

t 
&

 S
es

si
on

 M
a

n
a

g
e

m
e

n
t 

(B
as

ic
 T

C
P 

S
et

up
, T

LS
/S

S
L,

 e
tc

.)
 

TC
P 

U
D

P
 

O
th

e
r 

IP
 

IP
 Q

ue
ui

ng
 a

nd
 R

ou
tin

g 

M
o

d
e

m
 D

ri
ve

r 

M
od

em
 

I 
B

us
 

I 
M

o
d

e
m

 D
ri

ve
r 

' 
',

 
' 

,,, 
' 

• M
e

a
su

re
m

e
n

t 
P

oi
nt

 II
 

• 
, .. •

 

M
o

d
e

m
 T

ra
ffi

c 
P

ol
ic

y 
Im

p
le

m
e

n
ta

ti
o

n
 

· 
,. 

M
e

a
su

re
m

e
n

t 
P

o
in

t 1
11·

· 
' 

,, 
. 

"
' 

... 
. 

. 

M
o

d
e

m
 F

ire
w

al
l 

• 
M

e
a

s4
re

m
e

n
t P

o
in

t I
V•

 
' 

M
o

d
e

m
 M

A
C

/P
H

Y
 

,. 

U
se

r 
S

er
vi

ce
 I

nf
o 

I<
 &

 De
ci

si
on

 Q
u

e
ry

_
 

U
se

r 
In

pu
t 

A
pp

lic
at

io
n 

In
fo

rm
at

io
n 

--
--

--
--

--
--

S
er

vi
ce

 M
ea

su
re

 

S
er

vi
ce

 
In

fo
rm

at
io

n 
1

--
--

--
--

--
--

«
 

S
er

vi
ce

 M
ea

su
re

 

1
--

--
--

--
--

--
«

 
S

er
vi

ce
 M

ea
su

re
 

S
er

vi
ce

 M
ea

su
re

 

~-
--

--
--

--
--

Fi
gu

re
 1

3.
 

II A
g

e
n

t 
II C

o
m

m
u

n
ic

a
tio

n
 

II B
us

 1
6

3
0

 

II 
B

ill
in

g 
A

ge
nt

 
--

~
1

 II II II II I 

S
er

vi
ce

 
M

o
n

it
o

r 
A

g
e

n
t 

B
 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 

A
g

e
n

t 
B

 

A
 

>j
 

I 
~

-
-
-
-
-
-
-

1 
' 

~-
--

--
--

--
--

--
--

--
),

j1
 

S
er

vi
ce

 
M

o
n

it
o

r 
A

g
e

n
t A

 

I I 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 

A
ge

nt
 A

 

II II II I 

A
 

II 
l-

--
--

--
~

I 
I 

U
 

~-
---

---
---

---
---

-~
 

. 
u II u II 

Page 49 of 51



F
ig

ur
e 

1
4

(A
) 

In
te

rm
ed

ia
te

 
W

iF
it

o
W

W
A

N
 

B
ri

d
g

e 
D

ev
ic

e 

1
5

1
0

_
) 

~ W
if

l 
E

xt
en

si
o

n
 

W
iF

i 
M

o
d

e
m

 

P
ac

ke
t 

F
or

w
ar

di
ng

 

W
W

A
N

 3
G

/4
G

 
M

o
d

e
m

 I W
W

A
N

 A
cc

e~
s 

N
et

w
o

rk
 L

in
k 

i Wifi Ex
te

n
si

o
n

 

W
if

i 
M

o
d

e
m

 

In
te

rm
ed

ia
te

 
W

iF
it

o
W

W
A

N
 

R
o

u
te

r 
D

ev
ic

e 

1
5

1
0

_
) 

~ W
if

i 
E

xt
en

si
o

n
 

W
iF

i 
M

o
d

e
m

 

S
er

vi
ce

 P
ro

ce
ss

or
 ·

 
E

na
 b

le
d 

R
ou

te
r 

W
W

A
N

 3
G

/4
G

 
M

o
d

e
m

 I W
W

A
N

 A
cc

es
s 

N
et

w
o

rk
 L

in
k 

~ W
IF

I 
E

xt
en

si
o

n
 

W
if

i 
M

o
d

e
m

 

In
te

rm
ed

ia
te

 
W

iF
i t

o
 D

o
cs

is
 

B
ri

d
g

e 
D

ev
ic

e 

S
er

vi
ce

 P
ro

ce
ss

or
 

E
na

bl
ed

 R
ou

te
r 

C
ab

le
/D

O
C

S
IS

 
M

o
d

e
m

 

In
te

rm
ed

ia
te

 
W

if
it

o
 D

S
L

 
B

ri
d

g
e 

D
ev

ic
e 

S
er

vi
ce

 P
ro

ce
ss

or
 

E
na

bl
ed

 R
ou

te
r 

D
ev

ic
e·

 
D

SL
 M

o
d

e
m

 

F
ig

ur
e 

1
4

( B
) 

It
so

n
 -

P
ro

pr
ie

ta
ry

 a
nd

 C
on

fid
en

tia
l 

F_
ig

ur
e 

14
 

~ F
em

to
 E

xt
en

si
o

n
 

F
em

to
 C

el
l 

M
o

d
e

m
 

S
er

vi
ce

 P
ro

ce
ss

or
 

E
na

bl
ed

 R
ou

te
r 

D
S

L
/C

a
b

le
/T

l/e
tc

. 
M

o
d

e
m

 

15
10

...
,..

/ ; 
C

ab
le

/D
o

cs
 is

 
A

cc
es

s 
N

et
w

o
rk

 
L

in
k 

1
5

1
0

_
,)

 

D
S

L
A

cc
es

s 
N

et
w

o
rk

 L
in

k 
1

5
1

0
_

) 

W
ir

ed
 A

cc
es

s 
N

et
w

o
rk

 L
in

k 

F
ig

ur
e 

1
4

( C
) 

F
ig

ur
e 

1
4

 (D
) 

F
ig

ur
e 

1
4

 (E
) 

Page 50 of 51



PATENT APPLICATION SERIAL NO. ----------

U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 

FEE RECORD SHEET 

•. 07/09/2009 KGEBREN1 00000013 500685. 61270353 

PT0-1556 
(5/87) 

*U.S. Government Printing Office: 2002- 489'-267/69033 

01 FC:1005 220.00 DA 

Page 51 of 51




