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DEVICE ASSISTED SERVICES INSTALL 

CROSS REFERENCE TO OTHER APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, U.S. 

Provisional Patent Application No. 61/270,353 (Attorney Docket No. RALEP022+) entitled 

DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING filed 

on July 6, 2009, U.S. Provisional Patent Application No. 61/275,208 (Attorney Docket No. 

RALEP023+) entitled ADAPTIVE AMBIENT SERVICES filed on August 25, 2009, U.S. 

Provisional Patent Application No. 61/237,753 (Attorney Docket No. RALEP024+) entitled 

ADAPTIVE AMBIENT SERVICES filed on August 28, 2009, and U.S. Provisional Patent 

Application No. 61/252,153 (Attorney Docket No. RALEP026+) entitled DEVICE GROUP 

PARTITIONS AND SETTLEMENT PLATFORM filed on October 15, 2009, which are 

incorporated herein by reference for all purposes. 
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BACKGROUND OF THE INVENTION 

[0002] With the advent of mass market digital communications, applications and content 

distribution, many access networks such as wireless networks, cable networks and DSL (Digital 

Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution­

Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless 

Fidelity) becoming user capacity constrained. In the wireless case, although network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being 

deployed in the future, these capacity gains are likely to be less than what is required to meet 

growing digital networking demand. 

[0003] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user compared to wireless, wire line user service consumption habits 

are trending toward very high bandwidth applications and content that can quickly consume the 

available capacity and degrade overall network service experience. Because some components 

of service provider costs go up with increasing bandwidth, this trend will also negatively impact 

service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] Various embodiments of the invention are disclosed in the following detailed 

description and the accompanying drawings. 

[0005] Figure 1 illustrates a wireless network architecture for providing device assisted 

services (DAS) install techniques in accordance with some embodiments. 

[0006] Figure 2 illustrates another wireless network architecture for providing DAS 

install techniques in accordance with some embodiments. 

[0007] Figure 3 illustrates a flow diagram for DAS install techniques in accordance with 

some embodiments. 

[0008] Figure 4 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. 

[0009] Figure 5 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments 
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DETAILED DESCRIPTION 

[0010] The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

5 execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

10 component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0011] A detailed description of one or more embodiments of the invention is provided 

15 below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details 

are set forth in the following description in order to provide a thorough understanding of the 

20 invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0012] Device assisted services (DAS) install techniques are provided in accordance with 

25 some embodiments. In some embodiments, DAS install techniques for providing service 

processors for mobile devices are provided. In some embodiments, DAS install techniques for 

downloading/installing new and/or updated service processors for mobile devices are provided. 

In some embodiments, DAS install techniques for providing verified service processors for 

mobile devices are provided. In some embodiments, DAS install techniques for providing 

Attorney Docket No. RALEP027+ 4 PATENT 
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secured service processors for mobile devices are provided. In some embodiments, DAS install 

techniques include a generic first version service processor used for downloading and installing a 

second version service processor, as described herein with respect to various embodiments. 

[0013] Figure 1 illustrates a wireless network architecture for providing device assisted 

5 services (DAS) install techniques in accordance with some embodiments. As shown, Figure 1 

includes various mobile devices 100 including service processors 115. For example, mobile 

devices 100 can include various types of mobile phones, PD As, computing devices, laptops, 

netbooks, tablets, cameras, music/media players, GPS devices, networked appliances, and any 

other networked device. In some embodiments, intermediate networking devices, as described 

10 herein, include a service processor or assist in the downloading of a service processor for one or 

more mobile devices 100 to facilitate network access as described herein with respect to various 

embodiments. In some embodiments, a mobile device ( e.g., mobile device 100) does not 

initially include a service processor ( as shown in Figure 1 ). In some embodiments, a service 

processor 115 is previously installed (e.g., during manufacture or distribution) or is downloaded 

15 and installed on a mobile device (as also shown in Figure 1). 

[0014] In some embodiments, there are at least two versions of a service processor. For 

example, a first version service processor can be a generic version of a service processor version 

that can be pre-installed during manufacture or distribution and used for downloading a second 

version service processor. For example, the second version service processor can be uniquely 

20 associated with the device ( e.g., mobile device 100 or an intermediate networking device) and 

the associated service plan and/or service provider. In some embodiments, a first version service 

processor is installed on a mobile device ( e.g., service processor 115 installed on the mobile 

device 100 can be a first version service processor that was previously installed during 

manufacture or distribution, or downloaded and installed during initial network access, as shown 

25 in Figure 1 ). In some embodiments, a second version service processor is installed on a mobile 

device ( e.g., service processor 115 can be a second version service processor that was previously 

installed during manufacture or distribution, or downloaded and installed during initial network 

access, as shown in Figure 1 ). 
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[0015] In some embodiments, a new and/or updated version service processor 115 can be 

downloaded from, for example, a service processor download 170, as described herein. In some 

embodiments, the service processor download 170 provides a function or service that is located 

elsewhere in the network or partially located in elsewhere or integrated with/as part of other 

5 network elements ( e.g., the service processor download 170 can be a function/service of service 

control 150 and/or service policies and accounting 165). In some embodiments, the mobile 

devices 100 are in service control communication with service control 150 via central provider 

access and core networks 220. Service policies and accounting functions 165 are also provided 

in communication with the central provider access and core networks 220. In some 

10 embodiments, the service policies and accounting functions 165 provides a function or service 

that is located elsewhere in the network or partially located in elsewhere or integrated with/as 

part of other network elements ( e.g., the service policies and accounting functions 165 can be a 

function/service of service control 150). 

[0016] In some embodiments, the mobile devices 100 network access is initially 

15 restricted to service control related access ( e.g., a first version service processor installed on the 

mobile device 100 can limit or direct network access to the service control 150, service processor 

download 170, and/or service policies and accounting function 165) for service processor 115 

verification and/or download(s)/update(s), as described herein with respect to various 

embodiments. In some embodiments, after this initial restricted access period is completed 

20 and/or if the service processor 115 of the mobile device 100 is verified for the device and is 

current/updated, the mobile device 100 can communicate via the central provider access and core 

networks 220 to the Internet 120 for access to various Internet sites and/or services 240 ( e.g., 

Google sites/services, Yahoo sites/services, Blackberry services, Apple iTunes and AppStore, 

Amazon.com, FaceBook, etc.) based on, for example the service plan associated with the mobile 

25 device 100. In some embodiments, service usage information ( e.g., based on CD Rs, micro­

CDRs generated by the service processor 115, and/or other service usage measures) are used for 

service control and/or service plan billing and reporting, as described herein with respect to 

various embodiments. Those of ordinary skill in the art will appreciate that various other 

network architectures can be used for DAS install techniques, and Figure 1 is illustrative of just 

30 another such example network architecture for which DAS install techniques described herein 

can be provided. 
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[0017] In some embodiments, Figure 1 provides a wireless network architecture that also 

supports partitioned device groups, in which each device group can be provided independent and 

secure management. In some embodiments, partitioned device groups are provided. In some 

embodiments, each partitioned group of devices ( e.g., mobile devices 100) can be uniquely 

5 managed with secure admin log-ins. In some embodiments, the partitioned device groups are 

securely managed using the service processor 115 installed on the mobile devices 100 for that 

device group. In some embodiments, multi-device, multi-user accounting is provided. In some 

embodiments, capabilities are provided to support multi-party/multi-service reconciliation 

records to carriers and carrier partners. In some embodiments, service usage and profitability 

10 analytics are provided. For example, a partitioned beta test group of devices can be tested and 

optimized for various service usage policies and/or service plans, and then the optimized service 

usage policies and/or service plans can be published to an entire or larger device group. In some 

embodiments, a carrier can be provided a carrier branded device group, and/or a MVNO can be 

provided a MVNO branded device group. 

15 [0018] In some embodiments, DAS install clients ( e.g., bootstrappers for mobile devices 

100 and/or intermediate networking devices) are provided. In some embodiments, a first version 

service processor provides DAS install client function that facilitates a bootstrapping function for 

downloading and installing a second version service processor. In some embodiments, DAS 

install clients are provided for creating/downloading and installing a verifiable service processor 

20 for each device ( e.g., a network capable device, such as a mobile device 100 or intermediate 

networking device). In some embodiments, a DAS install client downloads a uniquely secured 

( e.g., hashed/encrypted, such as based on device credentials to prevent, for example, mass 

hacking or other security vulnerabilities, and/or a signed interface between the service processor 

and modem) service processer for a device. In some embodiments, a non-advertised IP address 

25 allocated for each device group is rotated ( e.g., to counter denial of service (DoS), distributed 

denial of service (DDS), and/or other types of attacks and/or vulnerabilities/exploits), and service 

processors are configured with multiple IP addresses for service control access ( e.g., for secured 

network communication with service control 150 and/or service policies and accounting 165). 

[0019] In some embodiments, DAS install techniques include one or more of the 

30 following operations. First, in some embodiments, whether a device is in a device group or list 
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that includes an installed, up to date, and/or validated service processor is determined ( e.g., 

verify that SIM, ESN, or other unique device identifier is registered, such as in an HLR/NIR 

database, as associated with service settings/policies for that device for service access and send 

its associated charging data records (CD Rs) to the service controller). Second, in some 

5 embodiments, if the device does not have an installed, up to date, and/or validated service 

processor, then the device is directed to, for example, an activation server to, for example, 

authenticate the device and/or verify a service processor for the device ( e.g., ensure that a current 

and verified service processor version is installed and/or download a current and verified service 

processor version for the device). For example, a DAS install client can be downloaded and 

10 installed ( e.g., using various bootstrapping techniques, in which, for example, during the 

installation of the service processor software it is sometimes necessary to update the installer or 

package manager itself, by using, for example, a small executable file (e.g., a bootstrapper) that 

updates the installer and starts the real installation after the update, and, in some cases, the 

bootstrapper can install other prerequisites for the service processor software during the 

15 bootstrapping process as well; and using network access to a download server, and/or from a 

website, including, for example, service processor download function 170) that allows for secure 

connection from the device (e.g., mobile device 100) to a secure download server (e.g., service 

processor download 170). In this example, support for a configuration of the device can be 

determined, such as through a device query or device download of client verification software 

20 can be used to verify the device hardware/software configuration). In this example, a user/device 

validation step can also be performed. For example, an authorization process for a user sign-up 

can be performed ( e.g., based on a user name, MAC address, Turing machine text verification, 

and/or credit card verification), in which this can be performed automatically or the user/device 

can be required to enter certain credentials for authorization/validation. In some embodiments, 

25 the authorization process also includes various security techniques for securely associating a 

user's identity with the device ( e.g., using public key/TLS techniques, SSH techniques for TLS 

and/or identity management techniques). In this example, a check can also be performed to 

determine if the device was previously and/or is currently an activated device (e.g., the device is 

already associated with an active service plan). For example, whether the device belongs to a 

30 registered device group can also be determined, and if not, then the default settings for that type 

of device can be applied. In some embodiments, the service processor is encrypted, hashed, 
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and/or obfuscated based on the previous determination ( e.g., device group association, default 

device settings, and/or any other settings/criteria). In some embodiments, if the device is not 

associated with a service plan (e.g., based on the device look-up using device based unique 

identifier(s)/credential(s), as described herein), then the device can be redirected to a service 

5 portal for an activation offer for a service plan ( e.g., using an activation server). In some 

embodiments, the portal utilizes header information to indicate that the device is a managed 

device ( e.g., for a given service provider, MVNO, or other service partner) in the portal request 

to proxy to an appropriate proxy server for that service provider for the activation process. 

Third, in some embodiments, the device is in probation mode after the new service processor 

10 install (e.g., restricted a restricted IP address can be used for the service controller or other 

network element for service control instead of the secured service controller IP addresses 

reserved for validated and non-probation mode service processors, which, for example, can 

reduce the risks of various security risks, such as DoS, DDS, and/or other mass attacks against 

publicly or other more easily accessible service controller or download servers). In some 

15 embodiments, while in probation mode, the service processor executes more robust service 

monitoring techniques ( e.g., more and/or more robust service integrity checks and/or more 

frequent heartbeats, for example, to monitor actual device/user behavior with the associated 

expected behavior, as described herein with respect to various embodiments). Fourth, in some 

embodiments, after a probation periods, the device is provided access based on the associated 

20 service plan, which is managed, at least in part, by the service processor in communication with, 

for example, a service controller ( e.g., service control 150 and service policies and accounting 

165) or other network elements for service control. 

[0020] In some embodiments, the various techniques and embodiments described herein 

can be readily applied to intermediate networking devices or intermediate devices ( e.g., an 

25 intermediate modem or networking device combination). In some embodiments, intermediate 

networking devices or intermediate devices include, for example, WW AN/WLAN bridges, 

routers and gateways, cell phones with WW AN/WLAN or WW AN/Bluetooth, WW AN/LAN or 

WW AN/WP AN capabilities, femto cells, back up cards for wired access routers, etc. In some 

embodiments, an intermediate networking device (e.g., an intermediate modem or networking 

30 device combination) downloads and sends a service processor to one or more devices 

communicating via the intermediate device. In some embodiments, an appropriate and validated 
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service processor is securely downloaded to the intermediate device, and the intermediate device 

performs the service processor functions for the device. In some embodiments, some of the 

service processor functions are performed on the intermediate device (e.g., an appropriate and 

validated service processor is installed or securely downloaded and installed on the intermediate 

5 device), and some of the service processor functions are performed on the device itself (e.g., an 

appropriate and validated service processor is installed or securely downloaded and installed on 

the mobile device 100) (e.g., stack controls can be performed on the mobile device and various 

other controls can be performed on the intermediate device). In some embodiments, the mobile 

device cannot access the network via the intermediate device (e.g., the device is quarantined) 

10 unless the mobile device has an installed and functioning verified service processor ( e.g., using 

CD Rs from intermediate device and/or network). 

[0021] In some embodiments, a USB WLAN stick or other similar networking device is 

provided ( e.g., including a modem) with DAS install client software that loads onto the device 

(e.g., mobile device 100) and installs a service processor 115 on the mobile device 100. In some 

15 embodiments, software on the device instructs the user to insert a properly configured memory 

device ( e.g., a secured USB memory stick, dongle, or other secured device that can provide a 

DAS install client software, a service processor image, and/or device credentials for network 

access). In some embodiments, the USB WLAN installed software assumes control over, for 

example, the network stack of the device (e.g., for managing network access) and sets various 

20 service policies based on whether the service is communicated via the USB WLAN stick or via 

the WiFi/other ( e.g., including requiring no policies, such that access is open). In some 

embodiments, the DAS install client software on the USB WLAN stick provides a secure client 

that installs itself/certain software on the device that provides a DAS install client (e.g., 

bootstrapper) for the mobile device, and the DAS install client downloads an appropriate service 

25 processor onto the device and/or the USB WLAN stick ( e.g., the stack can also be located and 

managed on the USB WLAN stick). 

[0022] In some embodiments, DAS install techniques include ensuring that a device's 

(e.g., the device modem's) credentials for the access network match the unique credentials for 

the service processor and the unique credentials for the device ( e.g., SIM, MZ, etc.). In some 

30 embodiments, DAS install techniques include ensuring that multiple IP addresses are not 
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associated with the same service processor for a particular device. In some embodiments, DAS 

install techniques include determining that this is the same device/modem that a service 

processor was previously downloaded for and whether that prior service processor is still active 

on the network. If so, then, in some embodiments, the user is required to type in, for example, a 

5 password to continue, for example, a reimaging of the device ( or prevent the new device install 

or to disable the previously activated other service processor). 

[0023] In some embodiments, DAS install techniques include starting with a device that 

does not include a service processor ( e.g., a device, with, for example, a SIM or EVDO ESSN, 

but with no service processor, attempts to connect to the network, an appropriate service 

10 processor for the device is determined, and then a uniquely associated service processor is 

downloaded and installed on the device, for example, using a bootstrapper, as similarly described 

herein). In some embodiments, unique device credentials (e.g., MAC, SIM, etc.) are used to 

create a secure connection with, for example, the service controller ( e.g., service control 150) or 

a secure download server ( e.g., service processor download 170), to download a ( e.g., new or 

15 replacement) service processor to be securely installed on the device. Accordingly, as described 

herein, DAS install techniques can be applied to at least one or more of the following situations: 

a new service processor install; and/or a replacement service processor install ( e.g., the 

originally/previously installed service processor was wiped/reimaged, hardware failure, etc., and, 

thus, a replacement service processor is needed). In some embodiments, when a device connects 

20 to the network without, for example, a service processor, then a look up is performed ( e.g., in a 

database) to determine whether the device is a member of a device group or a new device, and an 

appropriate service processor (e.g., version and settings) is provided for installation on the 

device. In some embodiments, when the device attempts an initial access to the network, at that 

time an updated version of a service processor for that device can be provided based on, for 

25 example, device type, device group, master agent, user interface (UI), settings, marketing pages, 

and/or other features and/or settings, which, for example, can allow for a new, changed, or 

evolving service plan/program by the time the device logs onto the network to provide, for 

example, for a dynamic and scalable solution. 

[0024] In some embodiments, as similarly discussed above, two versions of the service 

30 processor are provided ( e.g., a first version/image and a second version/image of the service 
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processor software). In some embodiments, a first version service processor is a general purpose 

version used, for example, primarily for connecting to the network and loading a second version 

service processor software that, for example, can be one or more of the following: an updated 

version, a version tailored to a more specific purpose ( e.g., based on a device type, service type, 

5 service provider or service provider partner, or any other purpose/criteria), a version that 

includes additional features/functionality, an encrypted service processor version, a version that 

includes special service plan settings or capabilities associated with a device group, a version 

that includes specific branding or features/functionality for a given service provider or service 

provider partner associated with a device group, a version that includes special marketing 

10 materials to motivate the user to try or buy services or transactions associated with a device 

group, and various other versions as will now be apparent to one of ordinary skill in the art in 

view of the various embodiments described herein. 

[0025] In some embodiments, depending on whether the user has pre-signed up for a 

service plan, for example, a different version of the service processor software and/or settings 

15 is/are downloaded to the device during this initial service processor download process, including, 

for example, one or more of the following: a different set of options for service plan choices, 

marketing materials, ambient service settings and service options, service plan settings, and 

possibly various other features and/or settings. 

[0026] In some embodiments, the first version of the service processor is installed during 

20 manufacturing or in the distribution channel prior to sale of the device. In some embodiments, 

the first version of the service processor is installed after the time of sale of the device using 

various DAS install techniques as described herein with respect to various embodiments. 

[0027] In some embodiments, the first version of the service processor is not uniquely 

encrypted so that a general purpose version of the first service processor image can be distributed 

25 to multiple devices (e.g., downloadable via the Internet, such as through a website, or a software 

update not installed by an operable service processor or a software image that is loaded onto the 

device before the device credentials or device group associations are available or known). In 

some embodiments, a non-encrypted generic version of the service processor is used for broad 

distribution to many devices in which the device credentials are not known at the time of service 
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processor software distribution (e.g., the generic version of the service processor can log onto the 

network to access a software update function in the service controller or service control 150, 

service processor downloader or service process download 170, and/or similar network function, 

then the service controller can obtain the device credentials and/or user information and provide 

5 an updated version of the service processor accordingly). In some embodiments, the 

second/updated version of the service processor is uniquely encrypted ( e.g., based at least in part 

on the device credentials or device group associations). In some embodiments, a first version of 

the service processor need not be uninstalled and replaced by a new install of a second version of 

the service processor, as, in some embodiments, the second version of the service processor 

10 includes updates to the first version of the service processor, settings changes to the first version 

of the service processor, and/or encryption or obfuscation of the first version of the service 

processor to provide a second version of the service processor that is uniquely associated with 

the device, the device user, and/or the service plan associated with the device. In some 

embodiments, the second/updated version of the service processor includes one or more 

15 restricted IP addresses providing for access to the secured service control/service controller IP 

addresses reserved for validated and non-probation mode service processors, which, for example, 

can reduce the risks of various security risks for the secured service control/service controller(s), 

such as DoS, DDS, and/or other mass attacks against publicly or other more easily accessible 

service control/service controller(s) and/or service processor download servers. 

20 [0028] In some embodiments, the second version of the service processor is uniquely 

associated with some aspect(s) of the device credentials and/or user information with a 

temporary user account ( e.g., also sometimes referred to herein as a dummy user account) or user 

account. In some embodiments, the second version of the service processor and/or the settings in 

the service processor are chosen based on a look up of some aspect of the device credentials 

25 and/or the user information to determine which device group version of the service processor 

and/or settings should be loaded. In some embodiments, when there is no appropriate device 

group association or the user preference takes priority over device group association, the first 

version of the service processor software is used to log onto the network ( e.g., including 

potentially the service controller) to select a service offer, or device group association that then 

30 determines the second version and/or settings of the service processor software that will be 

loaded onto the device. 
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[0029] In some embodiments, the first version of the service processor is installed on 

after market devices, and after installation this more general purpose version of the service 

processor provides for access to the service control/service controller (or similar network 

function). In some embodiments, the service control/service controller determines what type of 

5 device and/or what operating system (OS) software and/or what modem and modem software is 

on the device, and then loads an appropriate version of the service processor for that device or 

facilitates an updating of the first version of the service processor to provide a second version of 

the service processor for that device. 

[0030] In some embodiments, the service processor is distributed on a peripheral device 

10 suitable for use with more than one type of device and/or more than one type of OS. 

Accordingly, in some embodiments, more than one version of the service processor can be 

shipped with the device for installation on the device once the device type and/or OS type is/are 

known, with each version of the software either being a first version of the service processor 

software as discussed above, or a second version or final version of the service processor 

15 software as discussed above. 

[0031] In some embodiments, the first version/second version service processor software 

techniques, for example, allow for installations of a new OS version that is not compatible in 

some way with the present version of the service processor. For example, the installation of such 

a new and incompatible OS version can render the currently installed service processor version 

20 incapable of connecting to the network and updating the service processor. In such an example, 

a first version service processor software image that is compatible with the new OS can be used 

to access the network ( e.g., connect to the service control/service controller or some other 

network element) to download and install a new, possibly uniquely encrypted and compatible 

second service processor image, as similarly discussed above. 

25 [0032] In some embodiments, the first version/second version service processor software 

techniques, for example, can handle situations in which a device has an inadvertently wiped or 

damaged service processor image such that the device is no longer capable of logging onto the 

network with its secure credentials and/or uniquely encrypted service processor software image. 
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In such an example, the first version software processor can then be used as similarly described 

above to download and install a new second version service processor on the device. 

[0033] In some embodiments, there are multiple types of device log-in to the service 

control/service controller depending on whether a first or second version service processor is 

5 being used. For example, if a second version service processor is being used, which, in some 

embodiments, includes unique secure credentials, uniquely encrypted or secure heartbeat 

channel, and/or a uniquely encrypted service processor software image, then the capabilities of 

the device and/or service processor to access the network and/or service controller elements can 

be as similarly described herein with respect to various embodiments. However, if the device is 

10 using a first version service processor, which, for example, does not have unique secure 

credentials, a uniquely encrypted heartbeat control channel, and/or a uniquely encrypted software 

image, then the heartbeat control channel traffic can be handled in a differential manner as 

compared to the traffic handling implemented for a second version service processor image. For 

example, the service controller heartbeat processing elements can detect that the service 

15 processor is a first version service processor and can then route the heartbeat traffic through a 

different set of security processes that do not rely on all the security aspects present in a second 

version service processor. As another example, the first version service processor can be a 

widely distributed software image that does not have unique encryption on the heartbeat channel 

and can be handled differentially, such as handled with a different server designed to handle 

20 insecure traffic and designed to not be disposed or easily exposed to mass attacks ( e.g., DoS, 

DDS attacks, and other types of security related and/or mass/large scale attacks against a 

network element, such as a download server or web/application server). 

[0034] In some embodiments, a device supports two or more operating systems ( e.g., 

different versions of operating systems and/or different operating systems) and for each 

25 operating system includes a compatible service processor. For example, when a dual boot 

configured device boots in a first operating system version, then a first service processor that is 

compatible with that first operating system version is selected for network access, and when the 

dual boot configured device boots in a second operating system version, then the second service 

processor that is compatible with that second operating system version is selected for network 

30 access. 
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[0035] In some embodiments, initial network access for a device is directed to a service 

controller ( e.g., service control 150), service processor downloader ( e.g., service processor 

download 170), and/or similar network element for managing service control. In some 

embodiments, initial network access is restricted to this initial network access to the service 

5 controller, service processor downloader, and/or similar network element for managing service 

control. In some embodiments, such initial network access is restricted until the device has been 

verified for network access, as similarly discussed herein with respect to various embodiments. 

In some embodiments, such initial network access is restricted until the device has been verified 

for network access and an appropriate service processor has been verified on the device and/or 

10 downloaded and installed on the device, as similarly discussed herein with respect to various 

embodiments. In some embodiments, such initial network access is restricted using various 

techniques, such as using a first version of a service processor on the device that restricts such 

initial network access. In some embodiments, such initial network access is restricted to and 

maintained in probation mode, as similarly described herein ( e.g., a restricted IP address can be 

15 used for the service controller or other network element for service control instead of the secured 

service controller IP addresses reserved for validated and non-probation mode service 

processors, which, for example, can reduce the risks of various security risks, such as DoS, DDS, 

and/or other mass attacks against publicly or other more easily accessible service controller or 

download servers). For example, such initial network access can include access to a common 

20 activation server, which the device can access for determination of a supported configuration for 

a new or second service processor image download. As another example, such initial network 

access can direct the device to an initial web page including access to a service plan offer and 

purchase options ( e.g., providing for a device credential look up for device group, provide 

choices of programs to user, etc.). As another example, the initial web page can include access 

25 to a service plan offer and purchase options and a service processor verification and 

download/update function. 

[0036] In some embodiments, a network based charging data records (CDR) feed, as 

described with respect to various embodiments, is provided for monitoring service usage by 

managed devices. In some embodiments, the CDR feed includes micro-CDRs generated by the 

30 service processor ( e.g., service processor 115) on the device ( e.g., mobile device 100 or an 

intermediate networking device for that mobile device). In some embodiments, the CDR feed is 
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a real-time ( e.g., near real-time) network based CDR feed is provided for determining whether 

any devices have been compromised ( e.g., a hack of a first version or second version service 

processor providing for unrestricted service usage for such devices, and/or any other mass or 

security attack or vulnerability or exploit). For example, such a CDR feed can be used to 

5 determine abnormal or unusual traffic patterns and/or service level usage activities, which, for 

example, can be used to identify and/or protect against a DoS/DDS attack or other types of 

security attacks. 

[0037] In some embodiments, based on various device and/or network based monitoring 

techniques, as described herein with respect to various embodiments, a determination is made 

10 that the service processor ( e.g., service processor 115) is not functioning properly ( e.g., may have 

been damaged and/or compromised/tampered with and, for example, allowing network access 

beyond the device's associated service plan and/or not properly monitoring/billing for such 

service usage) and that a new/replacement service processor should be downloaded. In some 

embodiments, a new/replacement service processor can be downloaded and installed in such 

15 situations, using the various techniques described herein with respect to various embodiments. 

In some embodiments, based on various criteria ( e.g., service usage monitoring, billing, and/or 

any other criteria) or based on proactive and/or periodic administrative/security measures, a 

new/replacement service processor can be downloaded and installed, using the various 

techniques described herein with respect to various embodiments. 

20 [0038] In some embodiments, based on, for example, service plan changes ( e.g., user 

changes to their service plan), service provider changes ( e.g., service provider changes to their 

services/service policies or the associated service plan), device changes ( e.g., operating system 

version or other software platform changes or various hardware changes), a new service 

processor can be downloaded and installed or the installed service processor can be updated, 

25 using the various techniques described herein with respect to various embodiments. 

[0039] Figure 2 illustrates another wireless network architecture for providing DAS 

install techniques in accordance with some embodiments. As shown, Figure 2 includes a 

4G/3G/2G wireless network operated by, for example, a central provider. As shown, various 

wireless mobile devices 100 are in communication with base stations 125 for wireless network 
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communication with the wireless network, and other devices 100 are in communication with Wi­

Fi Access Points (APs) or Mesh 702 for wireless communication to Wi-Fi Access CPE 704 in 

communication with central provider access network 109. In some embodiments, each of the 

mobile devices 100 includes a service processor 115 (as shown), which, for example, can be 

5 initially installed, downloaded, and/or updated service processors (e.g., first/second version 

service processor images) using service processor download function 170 as described herein, 

and each service processor 115 connects through a secure control plane link to a service 

controller 122. In some embodiments, the service processor download function 170 is located 

elsewhere in the network or partially located in elsewhere or integrated with/as part of other 

10 network elements as will be apparent to one of ordinary skill in the art in view of the various 

embodiments disclosed herein. 

[0040] In some embodiments, service usage information includes network based service 

usage information (e.g., charging data records (CDRs)), which is obtained from one or more 

network elements. In some embodiments, service usage information includes micro-CDRs 

15 provided by the service processor ( e.g., service processor 115) installed on the device ( e.g., 

mobile device 100). In some embodiments, micro-CDRs are used for CDR mediation or 

reconciliation that provides for service usage accounting on any device activity that is desired, as 

described herein with respect to various embodiments. In some embodiments, each device 

activity that is desired to be associated with a billing event is assigned a micro-CDR transaction 

20 code, and the service processor 115 is programmed to account for that activity associated with 

that transaction code. In some embodiments, the service processor 115 periodically reports ( e.g., 

during each heartbeat or based on any other periodic, push, and/or pull communication 

technique(s)) micro-CDR usage measures to, for example, the service controller 122 or some 

other network element. In some embodiments, the service controller 122 reformats the heartbeat 

25 micro-CDR usage information into a valid CDR format ( e.g., a CDR format that is used and can 

be processed by an SGSN or GGSN) and then transmits it to CDR mediation. In some 

embodiments, CDR mediation is used to account for the micro-CDR service usage information 

by depositing it into an appropriate service usage account and deducting it from the user device 

bulk service usage account. For example, this technique provides for a flexible service usage 

30 billing solution that uses pre-existing solutions for CDR mediation and billing. For example, the 

billing system processes the mediated CDR feed from CDR mediation, applies the appropriate 
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account billing codes to the aggregated micro-CDR information that was generated by the 

device, and then generates billing events in a manner that does not require changes to billing 

systems ( e.g., using new transaction codes to label the new device assisted billing capabilities). 

[0041] As shown in Figure 2, a CDR storage, aggregation, mediation, feed 118 is 

5 provided (and other network elements as shown in Figure 2). In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 receives, stores, aggregates and mediates micro-CDRs 

received from mobile devices 100. In some embodiments, the CDR storage, aggregation, 

mediation, feed 118 also provides a settlement platform using the mediated micro-CDRs, as 

described herein with respect to various embodiments. In some embodiments, another network 

10 element provides the settlement platform using aggregated and/or mediated micro-CD Rs ( e.g., 

central billing interface 127 and/or another network element). In some embodiments, various 

techniques for partitioning of device groups are used for partitioning the mobile devices 100 

(e.g., allocating a subset of mobile devices 100 for a distributor, an OEM, a MVNO, and/or 

another partner). As also shown, a MVNO core network 210 also includes a MVNO CDR 

15 storage, aggregation, mediation, feed 118, a MVNO billing interface 122, and a MVNO billing 

system 123 (and other network elements as shown in Figure 2). In some embodiments, the 

MVNO CDR storage, aggregation, mediation, feed 118 receives, stores, aggregates and mediates 

micro-CDRs received from mobile devices 100 (e.g., MVNO group partitioned devices). Those 

of ordinary skill in the art will appreciate that various other network architectures can be used for 

20 providing DAS install techniques, and Figure 2 is illustrative of just one such example network 

architecture for which DAS install techniques described herein can be provided. 

[0042] In some embodiments, CDR storage, aggregation, mediation, feed 118 ( e.g., 

service usage 118, including a billing aggregation data store and rules engine) is a functional 

descriptor for, in some embodiments, a device/network level service usage information 

25 collection, aggregation, mediation, and reporting function located in one or more of the 

networking equipment boxes attached to one or more of the sub-networks shown in Figure 2 

( e.g., central provider access network 109 and/or central provider core network 110), which is in 

communication with the service controller 122, and a central billing interface 127. As shown, 

service usage 118 provides a function in communication with the central provider core network 

30 110. In some embodiments, the CDR storage, aggregation, mediation, feed 118 function is 
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located elsewhere in the network or partially located in elsewhere or integrated with/as part of 

other network elements. In some embodiments, CDR storage, aggregation, mediation, feed 118 

functionality is located or partially located in the AAA server 121 and/or the mobile wireless 

center/Home Location Register (HLR) 132 ( as shown, in communication with a DNS/DHCP 

5 server 126). In some embodiments, service usage 118 functionality is located or partially located 

in the base station, base station controller and/or base station aggregator, collectively referred to 

as base station 125 in Figure 2. In some embodiments, CDR storage, aggregation, mediation, 

feed 118 functionality is located or partially located in a networking component in the central 

provider access network 109, a networking component in the core network 110, the central 

10 billing system 123, the central billing interface 127, and/or in another network component or 

function. This discussion on the possible locations for the network based and device based 

service usage information collection, aggregation, mediation, and reporting function (e.g., CDR 

storage, aggregation, mediation, feed 118) can be easily generalized as described herein and as 

shown in the other figures described herein by one of ordinary skill in the art. Also as shown in 

15 Figure 2, the service controller 122 is in communication with the central billing interface 123 

( also sometimes referred to as the external billing management interface or billing 

communication interface) 127, which is in communication with the central billing system 123. 

As shown, an order management 180 and subscriber management 182 are also in communication 

with the central provider core network 110 for facilitating order and subscriber management of 

20 services for the devices 100 in accordance with some embodiments. 

[0043] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) provides a device/network level 

service usage information collection, aggregation, mediation, and reporting function. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

25 elements or combinations of network elements) collects device generated usage information for 

one or more devices on the wireless network ( e.g., devices 100); and provides the device 

generated usage information in a syntax and a communication protocol that can be used by the 

wireless network to augment or replace network generated usage information for the one or more 

devices on the wireless network. In some embodiments, the syntax is a charging data record 

30 (CDR), and the communication protocol is selected from one or more of the following: 3GPP, 

3GPP2, or other communication protocols. In some embodiments, as described herein, the CDR 
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storage, aggregation, mediation, feed 118 collects/receives micro-CD Rs for one or more devices 

on the wireless network (e.g., devices 100). In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) includes a service usage data store (e.g., a billing aggregator) and a rules engine for 

5 aggregating the collected device generated usage information. In some embodiments, the 

network device is a CDR feed aggregator, and the CDR storage, aggregation, mediation, feed 

118 (and/or other network elements or combinations of network elements) also aggregates CD Rs 

and/or micro-CD Rs for the one or more devices on the wireless network; applies a set of rules to 

the aggregated CD Rs and/or micro-CD Rs using a rules engine ( e.g., bill by account, 

10 transactional billing, revenue sharing model, and/or any other billing or other rules for service 

usage information collection, aggregation, mediation, and reporting), and communicates a new 

set of CD Rs for the one or more devices on the wireless network to a billing interface or a billing 

system (e.g., providing a CDR with a billing offset by account/service). 

[0044] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

15 other network elements or combinations of network elements) communicates a new set of CD Rs 

( e.g., aggregated and mediated CD Rs and/or micro-CD Rs that are then translated into standard 

CDRs) for the one or more devices on the wireless network to a billing interface (e.g., central 

billing interface 127) or a billing system (e.g., central billing system 123). In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

20 elements or combinations of network elements) communicates with a service controller (e.g., 

service controller 122) to collect the device generated usage information (e.g., micro-CDRs) for 

the one or more devices on the wireless network. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) communicates with a service controller, in which the service controller is in 

25 communication with a billing interface or a billing system. In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) communicates the device generated usage information to a billing interface or 

a billing system. In some embodiments, the CDR storage, aggregation, mediation, feed 118 

( and/or other network elements or combinations of network elements) communicates with a 

30 transport gateway and/or a Radio Access Network (RAN) gateway to collect the network 

generated usage information for the one or more devices on the wireless network. In some 
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embodiments, the service controller 122 communicates the device generated service usage 

information ( e.g., micro-CD Rs) to the CDR storage, aggregation, mediation, feed 118 ( and/or 

other network elements or combinations of network elements). 

[0045] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

5 other network elements or combinations of network elements) performs rules for performing a 

bill by account aggregation and mediation function. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) performs rules for performing a service billing function, as described herein, and/or for 

performing a service/transactional revenue sharing function, as described herein. In some 

10 embodiments, the service controller 122 in communication with the CDR storage, aggregation, 

mediation, feed 118 (and/or other network elements or combinations of network elements) 

performs a rules engine for aggregating and mediating the device generated usage information 

(e.g., micro-CDRs). In some embodiments, a rules engine device in communication with the 

CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations 

15 of network elements) performs a rules engine for aggregating and mediating the device generated 

usage information. 

[0046] In some embodiments, the rules engine is included in (e.g., integrated with/part 

of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine 

and associated functions, as discussed herein, is a separate function/device. In some 

20 embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as discussed herein, and communicates with the central billing interface 127. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as discussed herein, and communicates with the central billing system 123. 

[0047] In some embodiments, duplicate CDRs are sent from the network equipment to 

25 the billing system 123 that is used for generating service billing. In some embodiments, 

duplicate CD Rs are filtered to send only those CD Rs/records for devices controlled by the 

service controller and/or service processor (e.g., the managed devices). For example, this 

approach can provide for the same level of reporting, lower level of reporting, and/or higher 

level of reporting as compared to the reporting required by the central billing system 123. 
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[0048] In some embodiments, the service controller 122 sends the device generated 

CD Rs to the rules engine ( e.g., service usage 118), and the rules engine applies one or more 

rules, such as those described herein and/or any other billing/service usage related rules as would 

be apparent to one of ordinary skill in the art. In some embodiments, the service controller 122 

5 generates CDRs similar to other network elements, and the rules (e.g., bill-by-account) are 

performed in the central billing interface 127. For example, for the service controller 122 to 

generate CD Rs similar to other network elements, in some embodiments, the service controller 

122 is provisioned on the wireless network and behaves substantially similar to other CDR 

generators on the network) as would be apparent to one of ordinary skill in the art. 

10 [0049] In some embodiments, the service controller 122 is provisioned as a new type of 

networking function that is recognized as a valid and secure source for CD Rs by the other 

necessary elements in the network ( e.g., CDR storage, aggregation, mediation, feed 118). In 

some embodiments, where the network necessary apparatus will only recognize CD Rs from 

certain types of networking equipment ( e.g. RAN Gateway 410 or Transport Gateway 420), then 

15 the Service Controller 122 can provide authentication credentials to the other networking 

equipment that indicate it is one of the approved types of equipment. In some embodiments, the 

link between the Service Controller 122 and the necessary CDR aggregation and mediation 

equipment is secured, authenticated, encrypted and/or signed. 

[0050] In some embodiments, the CDR storage, aggregation, mediation, feed 118 

20 discards the network based service usage information (e.g., network based CDRs) received from 

one or more network elements. In these embodiments, the service controller 122 can provide the 

device based service usage information (e.g., device based CDRs or micro-CDRs) to the CDR 

storage, aggregation, mediation, feed 118 ( e.g., the CDR storage, aggregation, mediation, feed 

118 can just provide a store, aggregate, and communication function(s)), and the device based 

25 service usage information is provided to the central billing interface 127 or the central billing 

system 123. 

[0051] In some embodiments, the device based CDRs (e.g., micro-CDRs) and/or new 

CD Rs generated based on execution of a rules engine as described herein are provided only for 

devices that are managed and/or based on device group, service plan, or any other criteria, 
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categorization, and/or grouping, such as based on ambient service or ambient service provider or 

transactional service or transactional service provider. 

[0052] In some embodiments, based on, for example, service plan changes ( e.g., user 

changes to their service plan), service provider changes ( e.g., service provider changes to their 

5 services/service policies or the associated service plan), micro-CDR transaction code changes, 

and/or any other related changes, a new service processor can be downloaded and installed or the 

installed service processor can be updated to allow, for example, the tracking of one or more 

service usage activities by the device using micro-CD Rs ( e.g., for new or previously 

unmonitored/untracked service usage activities, using, for example, new or updated micro-CDR 

10 transaction codes (uniquely) associated with such service usage activities), using the various 

techniques described herein with respect to various embodiments. 

[0053] Figure 3 illustrates a flow diagram for DAS install techniques in accordance with 

some embodiments. At 302, the process begins. At 304, whether a device ( e.g., mobile device 

100) is in a device group is determined ( e.g., or other list that indicates that this device includes 

15 an installed, up to date, and/or validated service processor, and, for example, to also verify that 

the SIM, ESN, or other unique device identifier is registered, such as in an HLR/NIR database, 

as associated with service settings/policies for that device for service access and send its 

associated charging data records (CDRs) to the service control/service controller). At 306, 

whether the device includes a service processor is determined. If so, at 308, then the installed 

20 service processor is verified ( e.g., up to date and/or validated for that device, device group, 

and/or associated service plan) and network access is allowed (e.g., managed/monitored by the 

installed service processor according to the associated service plan for the device). Otherwise 

( e.g., the device does not have an installed service processor), at 310, then an appropriate service 

processor for the device is determined ( e.g., based on the device type, device group, and/or 

25 version, such as hardware/software platform of the device, an associated service plan, service 

provider, and/or any other criteria or settings). At 312, the service processor is downloaded and 

installed ( e.g., using a bootstrap process, as described herein with respect to various 

embodiments) and network access is allowed ( e.g., managed/monitored by the installed service 

processor according to the associated service plan for the device). In some embodiments, the 

30 device is also directed to, for example, an activation server to, for example, authenticate the 
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device and/or verify a service processor for the device ( e.g., ensure that a current and verified 

service processor version is installed and/or download a current and verified service processor 

version for the device) prior to allowing such network access. For example, a DAS install client 

can be downloaded ( e.g., using bootstrapping techniques, from a download server and/or from a 

5 website) that allows for secure connection from the device ( e.g., mobile device 100) to a secure 

download server ( e.g., service processor download 170) ( e.g., support for a configuration of the 

device is determined, such as through a device query or device download of client verification 

software can be used to verify the device hardware/software configuration). In this example, a 

user/device validation step can also be performed. For example, an authorization process for a 

10 user sign-up can be performed ( e.g., based on a user name, MAC address, Turing machine text 

verification, credit card verification, and/or other techniques), in which this can be performed 

automatically or the user/device can be required to enter certain credentials for 

authorization/validation. In some embodiments, the authorization process also includes various 

techniques for associating a user's identity with the device (e.g., using public key/TLS 

15 techniques, SSH techniques for TLS and/or identity management techniques). In this example, a 

check can also be performed to determine if the device was previously and/or is currently an 

activated device ( e.g., the device is already associated with a service plan). For example, 

whether the device belongs to a registered device group can be determined, and if not, then the 

default settings for that type of device can be applied. In some embodiments, the service 

20 processor is encrypted, hashed, and/or obfuscated based on the previous determination (e.g., 

device group association and/or default device settings). In some embodiments, if the device is 

not associated with a service plan ( e.g., based on the device look-up using device based unique 

identifier(s)/credential(s), as described herein), then the device can be redirected to a service 

portal for an activation offer for a service plan ( e.g., using an activation server). In some 

25 embodiments, the portal utilizes header information to indicate that the device is a managed 

device ( e.g., for a given service provider, MVNO, or other service partner) in the portal request 

to proxy to an appropriate proxy server for that service provider for the activation process. At 

314, the process is completed. 

[0054] Figure 4 illustrates another flow diagram for DAS install techniques in 

30 accordance with some embodiments. At 402, the process begins. At 404, whether a device (e.g., 

mobile device 100) is in a device group is determined ( e.g., or other list that indicates that this 
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device includes an installed, up to date, and/or validated service processor, and, for example, to 

also verify that the SIM, ESN, or other unique device identifier is registered, such as in an 

HLR/NIR database, as associated with service settings/policies for that device for service access 

and send its associated charging data records (CD Rs) to the service controller). At 406, whether 

5 the device includes a first version service processor is determined. If not ( e.g., the device does 

not have an installed first version service processor), at 408, then a new service processor is 

downloaded ( e.g., as similarly discussed above with respect to Figure 3) and network access is 

allowed ( e.g., managed/monitored by the installed new service processor according to the 

associated service plan for the device). Otherwise (e.g., the device includes an installed first 

10 version service processor), then at 410, an appropriate second version service processor for the 

device is determined ( e.g., based on the device type and version, such as hardware/software 

platform, device group, an associated service plan, service provider, and/or any other criteria or 

settings). At 412, the second version service processor ( e.g., secured for the device, using 

various techniques, as described herein) is downloaded and installed ( e.g., using bootstrapping 

15 techniques, as described herein), or in some embodiments, the first version of the service 

processor is updated to provide a second version service processor uniquely associated with the 

device, and network access is allowed ( e.g., managed/monitored by the installed second version 

service processor according to the associated service plan for the device). At 414, the process is 

completed. 

20 [0055] Figure 5 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. At 502, the process begins. At 504, whether a device (e.g., 

mobile device 100) is in a device group is determined ( e.g., or other list that indicates that this 

device includes an installed, up to date, and/or validated service processor, and, for example, to 

also verify that the SIM, ESN, or other unique device identifier is registered, such as in an 

25 HLR/NIR database, as associated with service settings/policies for that device for service access 

and send its associated charging data records (CD Rs) to the service controller). At 506, whether 

the device includes a first version service processor is determined. If not ( e.g., the device does 

not have an installed first version service processor), at 508, then a new service processor is 

downloaded ( e.g., as similarly discussed above with respect to Figure 3) and network access is 

30 allowed ( e.g., managed/monitored by the installed new service processor according to the 

associated service plan for the device). Otherwise (e.g., the device includes an installed first 
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version service processor), at 410, then an appropriate second version service processor for the 

device is determined ( e.g., based on the device type and version, such as hardware/software 

platform, device group, an associated service plan, service provider, and/or any other criteria or 

settings). At 512, the second version service processor ( e.g., secured using various techniques, 

5 as described herein) is downloaded and installed (e.g., using a bootstrap process, as described 

herein). At 514, network access is allowed in probation mode, as described herein with respect 

to various embodiments. For example, the device can be managed in probation mode after the 

new/second version service processor install ( e.g., service control communication can be limited 

to a particular set of probation mode IP addresses that can be used for the service controller or 

10 other network element for service control instead of the secured service controller IP addresses 

reserved for validated and non-probation mode service processors, which, for example, can 

reduce the risks of various security risks, such as DoS, DDS, or other mass attacks against 

publicly or other more easily accessible service controller or download servers). In some 

embodiments, while in probation mode, the service processor executes more robust service 

15 monitoring techniques ( e.g., more and/or more robust service integrity checks and/or more 

frequent heartbeats, for example, to monitor actual device/user behavior with the associated 

expected behavior). At 516, after the probation period is completed ( e.g., based on time, 

monitored activities, and/or any other criteria), network access is allowed in normal mode (e.g., 

the device is no longer operating in the probation mode, as described herein). For example, after 

20 a probation period is completed (e.g., based on time, monitored activities, and/or any other 

criteria), the device is provided access based on the associated service plan, which is managed, at 

least in part, by the service processor in communication with, for example, a service controller or 

other network element for service control. At 518, the process is completed. 

[0056] Although the foregoing embodiments have been described in some detail for 

25 purposes of clarity of understanding, the invention is not limited to the details provided. There 

are many alternative ways of implementing the invention. The disclosed embodiments are 

illustrative and not restrictive. 
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DEVICE ASSISTED SERVICES INSTALL 

ABSTRACT OF THE DISCLOSURE 

[0057] Device assisted services (DAS) install techniques are provided in accordance with 

some embodiments. In some embodiments, DAS install techniques for providing service 

processors for mobile devices are provided. In some embodiments, DAS install techniques for 

downloading/installing new and/or updated service processors for mobile devices are provided. 

In some embodiments, DAS install techniques for providing verified service processors for 

mobile devices are provided. In some embodiments, DAS install techniques for providing 

secured service processors for mobile devices are provided. In some embodiments, DAS install 

techniques include a generic first version service processor used for downloading and installing a 

second version service processor, as described herein with respect to various embodiments. 
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148 

Warnings: 

Information: 

142600 

2 RALEP027plus_APP.pdf yes 28 
43e4476022f46da10c8f4b02fc50970611 d3 

b940 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 27 

Abstract 28 28 

Warnings: 

Information: 

537017 

3 
Drawings-only black and white line 

RALEP027plus_Figures.pdf no 5 
drawings 

9a9c8641 f3532195be906f21530d4626d84 
6b2b9 

Warnings: 

Information: 

29099 

4 Fee Worksheet (PTO-875) fee-info.pdf no 2 
2a011833eddebbc6faa3fe761 b07a21fc269 

7a9c 

Warnings: 

Information: 

Total Files Size (in bytes) 1708752 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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