UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
61/418,507 12/01/2010 220 RALEPO40+
CONFIRMATION NO. 1493
21912 FILING RECEIPT
VAN PELT, Yl & JAMES LLP
10050 N. FOOTHILL BLVD #200 O e
000000044884372

CUPERTINO, CA 95014
Date Mailed: 12/10/2010

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will
become abandoned not later than twelve months after its filing date. Any correspondence concerning the application
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Gregory G. Raleigh, Woodside, CA;

Power of Attorney:
Michael Schallop--44319

If Required, Foreign Filing License Granted: 12/09/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 61/418,507

Projected Publication Date: None, application is not eligible for pre-grant publication
Non-Publication Request: No

Early Publication Request: No
Title

APPLICATION SERVICE PROVIDER INTERFACE SYSTEM
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international
page 1 of 3

Page 1 of 104 GOOGLE EXHIBIT 1020



patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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Doc Code: TR.PROV

Document Description: Provisional Cover Sheet (SB16)

PTC/SB/1E (04-07)

Approved for use through 0673072010 OMB 0851-0032

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond to a collection of infarmation unless it displays a valid OMB control number

Provisional Application for Patent Cover Sheet
This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c)

Inventor(s)

Inventor 1

Given Name Middle Name Family Name City State Country
Gregory G. Ralsigh Woodside CA us

All Inventors Must Be Listed — Additional Inventor Information blocks may be Add

generated within this form by selecting the Add button.

Title of Invention APPLICATION SERVICE PROVIDER INTERFACE SYSTEM

Attorney Docket Number (if applicable) RALEPQ40+

Correspondence Address

Direct all correspondence to (select one}:

(®} The address corresponding to Customer Number ) Firm or Individua! Name

Customer Number 21912

The invention was made by an agency of the United States Government or under a contract with an agency of the United
States Government.

(®) No.

(O Yes, the name of the U.S. Government agency and the Government contract number are:

EFS - Web 101
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Boc Code: TR.PROV
Document Description: Provisional Cover Sheet (SB16)

PTC/SB/1E (04-07)

Approved for use through 0673072010 OMB 0851-0032

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond to a collection of infarmation unless it displays a valid OMB control number

Entity Status
Applicant claims small entity status under 37 CFR 1.27

() Yes, applicant qualifies for small entity status under 37 CFR 1.27
(e} No

Warning

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (cother than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required
by the USPTO to support a petition or an applicaticn. If this type of personal information is included in documents submitted
to the USPTO, petitioners/applicants should consider redacting such personal information from the documents before
submitting them to USPTO. Petitioner/applicant is advised that the record of a patent application is available tc the public
after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the
application} or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the
public if the application is referenced in a published application or an issued patent (see 37 CFR1.14). Checks and credit
card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are
not publicly available.

Signature

Please see 37 CFR 1.4(d) for the form of the signature.

Signature /Michael J. Schallop/ Date (YYYY-MM-DD} |2010-12-01
First Name Michael Last Name Schallop Reglstrano_n Number 44319
(If appropriate)

This collection of information is required by 37 CFR 1.51. The information is required fo obtain or retain a benefit by the public which is tc
file {and by the USPTO {o process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection
is estimated to take 8 hours to complete, including gathering, preparing, and submitting the completed application form to the USPTQ.
Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in handling
the provisional application.
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Page 5 of 104



Privacy Act Statement

The Privacy Act of 1874 {P.L. 83-579) requires that you be given certain information in connection with your submission of
the attached form related to a patent application or paten. Accordingly, pursuant to the requirements of the Act, please be
advised that : (1) the general autherity for the collection of this information is 35 U.5.C. 2(b){2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is fo process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your
submission, which may result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be freated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552} and the Privacy Act (5 U.5.C 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether disclosure of these records is required by the Freedom of information
Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to
a court, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a2 Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect fo the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.8.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, t o a n other federal agency for purposes
of National Security review (35 U.8.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or histher designese, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2804 and
29086. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b} or issuance of a patent pursuant tc 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulaticn.
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App Based Services Embodiments Qutline

1. Motivation and top level embodiments

a. Problem set definition: Service policy enforcement on access connection networks
has raditionally been limited to network equipment centric solutions. More
recently technology is being developed to enforce access network service policies
on devices. This patent describes various embodiments to tie access network
service policy enforcement to applications. App developers increasingly want to
offer application based access network connection services that are adjuncts to or
even independent of the access network carrier service plan status of a device or
user. Examples: sponsored services, subscription services, shopping services,
news services, ereader services, music services, camera/photo services, location
services, social networking services, enterprise services, roaming services, etc.
Presently can not get to user if user does not have a sufficiently large data plan.
Many applications are profitable for the app developer and/or carrier if the app
developer pays for service - providing an opportunity to be adopted by a much
larger world wide consumer base. Many applications need much lower service
plan usage levels and pricing than general purpose internet plans. Application
developers are typically too small or not experienced enough with carrier network
services to create MVNO solutions. Some applications benefit from billing splits
between user and sponsor {e.g enterprise split services). Access service
awareness at the application level and/or application participation in policy
enforcement at the application level can greatly enhance the scope of service
policies that can be implemented and enforced. Need: way to allow application
develapers, carriers, application sponsors to define services as a bundle with
applications. Need: application level service awareness and policy enforcement
that can be verified. How to tie access network service policy enforcement to an
app. By tie service policy enforcement we mean classify the service usage as
belonging to the application, enforce policies to account for or charge for the
service usage, enforce policies to control access connections and/or traffic on the
access network and/or enforce notification policies for service usage, service
status, service plan selection options or service fraud. By verify we mean to
prevent tampering or fraud, or detect tampering or fraud so that action may be
taken. When service policy enforcement is tied to and/or partly implemented by
an application, it is crucial to secure the service against fraud techniques involving
modifying, tampering with or re-writing the application software.

b. Basic services model for distributing access services integral to applications:
When a user chooses to install an app, or an OEM or carrier chooses to install an
app on the device, the app comes with a pre-defined set of access network service
plan access policy allowances bundled with the app. Network svstem is able to
ademafv a sneufﬁa app and assgciate it with the correct access netwmk

uﬂ;age natificatmn, szfei ent apps can have dﬁ'farent service pahcmq Fhe service
payments can be embedded in the app purchase agreement or the service can he
sponsored.

¢. In some embodiments, the carrier network service policy enforcement is able to
auntomatically classify access network connections for a specific application on a
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device and differentially control, charge for or notify the user about access
network usage for that application.

d. In some embodiments the application access network service policy enforcement
is accomplished by the device and/or the device in coordination with the network
or the application server. In some embodiments the application access network
service policy enforcement is accomplished by the network. [n some
embodiments the application access network service policy enforcement is
accomplished by the app server or the app server in coordination with the
network. In some embodiments the app itself participates in service policy
enforcement for one or more of access control policy, service accounting/charging
policy, service usage notification policy.

e. Basic services model for app participation in service plan provisioning and/or
policy enforcement: Application communicates with, coordinates policy
enforcement with or is monitored by one or more of {A} device service processor,
{B) carrier network servers and/or {C} application sponsor servers to participate
in access network service plan provisioning and implementation in one or more of
the following areas: {i} access network service usage
classification/accounting/charging, (i1} access network access control
enforcement and/or traffic control policy enforcement, {iit} access network
service user notification. Means are provided to verify that application is properly
participating in service policy enforcement. Application may have programmable
service policies that are updated by device, service controller/network or app
Server.

f.  Services distribution model 1: carrier controlled/offered services. Carrier creates
a business model where application becomes an integral component of service
classification, control, charging and notification. Application is integralto
specialized “sponsored service plans or service plan components”, and/or
“application specific service plans or service plan components”.

g. Services distribution model 2: app sponsor controlied /offered services. App
developer can become “app service sponsor”. App service sponsor defines the
services that go with an app, agrees to a service payment deal with a carrier,
Carrier provides infrastructure that allows app service sponsor to pay for app
access services or include app access services as part of app purchase agreement
with end user.

h. Services distribution model 3: app sponsor partner offered services. Partner of
app sponsor works with app sponsor on “surf-out” basis. App sponsor offers user
service activities that result in "surf-out” to app sponsor partners if user chooses
the service activity {e.g. web site click off of sponsored service site, ad click off of
sponsored service site, shopping and/or content purchase or other purchase
transaction off of sponsored service site, etc).

i Services distribution model 4: app store becomes app service distributor to app
sponsors - reduces or eliminates need for carrier to deal with all the app
developer/sponsors, reduces or eliminates need for app developer/sponsors to
create infrastructure to deal with carrier, allows app store to offer same app
services across multiple carrier stores.

i, Carrier provides for app services via pre-load of app or app that belongs to carrier
specified service plan with carrier specified policies
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k. Carrier provides for app services via app sponsor belonging to qualified app
services program
i. App sponsor in control of app policies
1. Defined in app itself, SDBC for app
2. Defined in device service processor, SDC for app setiings in service
processor
a. APl from service processor to define access policies and
policy state for app
b. Service processor as primary implementer of service controls,
charging
c. Service processor allows app to control services and count,
service processor monitors service policy implementation for
app, counts service usage and report, detects fraud
3. Defined in App server, SDC for app server policies
a. Proxy server/gateway function for surf-out
b. SDC for proxy server/gateway function
iil. Carrier bills based on usage
iti. Carrier can also over-rule app policies depending on policy state variables
{active network, TOD, NBS, fraud detection, etc)
iv. App based service policies implemented in app itself {hard to detect fraud
since device and network may not know policies)
v. App based service policies are implemented on device
1. App certificate can come with policy list for device programming
vi. App based service policies are implemented i network
L. App store becomes main carrier partner, distributes app based service policies to
individual apps in store per agreement with each app store app developer
i. App developer does have to deal with carrier infrastructure and app store
is just a conduit for disseminating app based services {o app store partners
ii. App store provider deals with carrier and app developer does not have to
deal with infrastructure to work with carvier network
iii. NOTE: this is what Google will probably want.

m. Various embodiments provide for differing levels of app awareness of app based
service policy enforcement and various levels of app participation in policy
enforcement

i, Appawareness of app based policy enforcement is limited only limits
access attempts to specific service usage required to run app and app usage
restrictions are known to device, network or app server

1. Very useful for early adoption of app based services because app
developers do not need to change app to accommodate app based
services distribution models

ii. App interacts with app based services system through APl - device service
processor app services APl or network app services API

1. Useful because apps do not get confused by differential access
services available to different apps and apps can directly access
service status information to adapt policies and implement user
notification
iii. App participates in policy enforcement for one or more of charging, access
control, service status notification
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1. Useful for app developers or app sponsors to tightly control app
access service policies

Z. Verifying that an app belongs to an app based access service plan
a. Firstlevel app fraud prevention/detection:
i. Signature checker/hash checker for app that is part of the 0S orsits in
secure (18 execution - first fraud detection layer
1. Confirm app signature/hash with known signature fhash stored in:
service controller, download file on device, central authority
fi. Checkapp when itis loaded to confirm that it is the right app
1. Possibly also check app each time it is launched and/or during app
operation
ii. Ifapp signature/hash is not correct, then suspend, kili, block app
iv. If app signature/hash is not correct, then notify service controller
v. Service controller or equivalent on carrier network maintains data base of
valid signatures/hashes and corresponding service policies
1. Distributes to device checker via push or pull
2. Evaluates device checker hash result sent to server
vi. App server or equivalent on app sponsor or app store network maintains
data base of valid signatures/hashes and corresponding service policies
1. Distributes to device checker via push or pull
2. Evaluates device checker hash result sent to server

3. App Based Access Control
a. As partofan app based service plan or service plan component, app based service
policy enforcement system is assigned a set of access control policies {traftic
control policies) on device
i. App implements access control policies
1. Policies implemented by app are programmable
a. Secure AP
b. Secure programmable policy set
i. Pushed to app from app server, network, device
ii. Pulled by app from app server, network, device
¢. Updated by device
d. Updated by network
e. Updated by app server {in this case, device charges app
sponsor based on agreed upon usage rating rules)
2. Restrict access to only those network destinations that supportapp
a. URL/Domain restrictions
b. White list
i. Known specific to app
ii. Known multi-use
c. Blacklist
d. Unclassified list
e. Reportlist usage counts
f.  Analyze list usage counts
3. App may be aware of various policy state variables
a. App determines variable state
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b. Device sets app variable state
Network sets app variable state
App server sets app variable state
APl informs app of variable state
Active network
NBS
i. Device measure
il. Network measure
h, Time ofday
i.  Geographic location
4. Apply traffic controls based om:
a. Destinations
b. Contenttypes
¢. Protocols
d. Active network
e. NBS
£ Time of day
5. Surf-out access leases
a. Surf-out depth
i. # Domains
it. # URLs
iii. # [Ps/other address counts
fv. # Bytes
v. # seconds/minutes
vi. Off black list
vil. On white list
b. App counts surf-out traffic and reports
i. For purpose of fraud detection’
¢. App determines allowed surf-out user click options
i. Highlight on web page display or Ul display
ii. E.g. paid advertiser web site vs general search result
iii. Organize search results or surf-out click options based
on who is paying for surf-out relationship
d. App provides app server or websites with information
identifying app based service credentials
i, Credential indicates that service is app based
ii. 1.D.sservice configuration, app, app developer, app
distributor, app service sponsor, carrier, device type,
device fuser credentials, active network, service
policies, service charging information, etc
ili. Credentials identified by:
1. Header
2. Special side channel/packet
3. Which server destination app goes to
a. SSL
iv. Web site can decide whether or not to accept access
service connections and/or service access conditions
1. Agrees to pay

o oo
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a. Sends signed credential
i. Credential checked by app
il. Credential checked by device
iti, Credential checked by network
server
iv. Credential checked by app server
b, Pre-agreed deal to pay if web traffic is
served
v. Web site chooses optimized content for app based
service configuration and/or business arrangements
vi. Web site provides good customer feedback
vit. Web site provides usage counts
vitl. Web site provides transaction counts
ix. Web site provides new usage policy limits
Bring hack to main service U] state after lease expires
i. Provide notification of why brought back to main
service state
ii. Provide option to roll over or purchase service if user
desires to continue
Automaticaily roll-over to user bucket when lease expires
i. Justroll over as part of service agreement
ii. Provide notification of rollover
iif. Provide option to roll over or return to main service
state
iv. Provide notification of available plan purchase
options if no user bucket exists or if another user
choice exists
Allow increased surf-out allowance based on good customer
standing
. Surf-out points spent during surf-out access
Surf-cut controlied by app sponsor proxying service for surf-
put lease
i. App server becomes proxy server for surf-out service
access
ii. Proxy server first authenticates or determines app
credentials or device credentials as above
i, Proxy server can determine what rules to putin place
iv. Proxy server can account for suf-out charges to app
Sponsor partners
v. Proxy server can determine what links to highlight
and what links to de-emphasize or remove
vi. Proxy server can add header information {or other
means] te identify that transaction is sponsored
and/or to identify one or more aspects of app, device
or user credentials
vil. Proxy server can inject advertisements or other
content into web pages served back to device
viil. Proxy server can determine good customer standing



ix. Proxy server can receive good customer feedback
from app sponsor partner servers to change app surf-
out access policies for one or more sponsored services

6. Count service usage
7. Count content transactions
a. To device agent
b. Tonetwork server
¢. Toappserver
Report service usage or transactions
a. Todevice agent
b. Tonetwork server
¢. Toapp server
9. Multi-service application
a. Countservice usage and associate to correct service based on
which service is being accessed - differentiate usage counts
b. Count transactions for each service
¢. Report
d. Self-contained service app in multi-service app
e. Launch external service app from multi-service app
i. External app aware: Count service usage, count
transactions, report within launched app

ii. External app not aware: Count service usage, count

transactions in an agent outside of app
1. Stack API
a. APlreplacement
2. Stack AP{ shim
a. APl shim plus app wrapper to make app
think it is seeing same AP instructions
that rest of device apps are seeing
Route traffic to counter app
Kernel space stack sidekick/interceptor/driver
Modem bus driver agent
6. Modem agent
fl. Device implements access control policies
1. Classifies traffic by application and applies appropriate access policy
rules for that application

a. Capability to provide differential access control policies for

different applications
2. Monitors app access behavior
a. E.g FDRs based on domain, url, ip, port, protocol, etc. with
time stamp, NBS state, active network, location, etc.
3. Reports app access behavior to service controller
4. Device compares policies against behavior as a second fraud
detection layer

a. Compare FDRs to white list

b. Known app specific destinations

¢. Known shared app destinations

d. Compare app to black list

oo
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e. Compare app access behaviors to known fraudulent
detection patterns
f. Capapp

4. App Based Services Notification
a. App includes design elements for an integral service usage notification system within
app code
i. App code designed to track service usage and service activity trigger events
that kick off service notification sequences
il. Carrier or app store sponsor publishes app design specs for service usage
notification
b. App includes design elements for an API for service processor service status updates
i. APl provides app with information that app then displays to user directly or
with additional processing
ii. Device service processor sends notice of service usage or service status change
to app through AP]
tii. App polls device service processor APl to determine changes in service usage
or service status
iv. Carrier or app store sponsor publishes service processor app based services
AP
¢. App includes design elements for an API for network based service status updates
i. APl provides app with information that app then displays to user directly or
with additional processing
ii. Network sends notice of service usage or service status change to app through
AP]
Hi. App polls network AP to determine changes in service usage or service status
iv. Carrier or app store sponsor publishes app based services network API
d. Appincludes service plan sign up or service plan upgrade or service plan change
platform integral to app
e. Service notification sequences and trigger events:
i. Notify at a given point in service usage allowance ~ example activity triggen:
app usage hits X% of app usage allowance for given time window
ii. Notify on app cap - example activity trigger: usage hits app service usage
allowance for given time window
Hi. Notify of app usage levels, remaining service, usage velocity meter - example
trigger: upon usage update from app, device service processor, secure device
monitor, or network usage meter, remaining service meter and/or velocity
meter are updated
iv. Notify of possible service plan changes - example triggers: if current plan does
not suit app usage patterns, or if app is consistently hitting usage limitations
due to app usage patterns, or if app is using allowance at a velocity that is
hetter suited to another service plan
v. Notify user of service status of app specific service ~ example triggers: active
network change; network availability change; network congestion,
performance or busy state change; roaming condition
vi. Notify user of service plan options for app specific service - example triggers:
user hits service plan cap, user does not have an app service plan in effect and
user attempts to use app, user requests service plan option information
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vil. Notify user of billing status for app specific service
viil. Notify user when fraud is detected
ix. Notify user input on service plan sign up or changes
%, Notify user with self-help screens for access network service trouble shooting
xi. Notify user with communication to app service support respurces or personnel
xil. Notify user of “good customer service credit standing”
xiil. Notify of “good customer service credit building opportunities”
xiv. Notify user of “good customer service credit spending opportunities”

5. Good Customer Feedback
a. Good customer standing to modify app policies provided by feedback from app
server
i, App server identifies app/device/user credentials/service plan or plan
component configuration and/or charging rules
1. App provides app server or websites with tnformation identifying
app based service credentials
a. Credential indicates that service is app based
b. 1LD.sservice configuration, app, app developer, app
distributor, app service sponsor, carrier, device type,
device/user credentials, active network, service policies,
service charging information, etc
¢. Credentials identified by:
i. Header
it. Special side channel/packet
iii. Which server destination app goes to
1. SSL
d. App server can decide whether or not (o accept access
service connections and/or service access conditions
i. App server can agree o pay
1. Sends signed credential
a. Credential checked by app
b. Credential checked by device
¢. Credential checked by network server
d. Credential checked by app server
2. Pre-agreed deal to pay for served traffic
App server site chooses optimized content for app based
service configuration and/or business arrangements
ii. App server can identify app access specific to service plan or plan
component
iii. App server monitors user purchases and/or transaction counts
iv. App server monitors user activities that are beneficial to app distributor
and/or other party {carrier, MVNG, 37 party customer of app developer,

o

gtc)
1. Purchases
2. Sponsored usage or viewing activities
3. Adviews, clicks, revenues
4. CRM data to mobile device marketing/advertising platforms
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v. App server monitors usage that is detrimental to use model - can reduce
caps and /or access control policy levels
vi. APl from network to app to modify app policies and/or report customer
activity/standing
b. Good customer standing to modify app policies provided by app
i. Same as above under app server
ii. API between app and policy controls on device
iii. Appreports standing to app server
¢. Good customer standing to modify app policies provided by device monitor
i. Same asabove under app server
d. Good customer standing can be applied to an individual service based on good
customer activity on that particular service, or good customer activity on one or
more services can be applied to some other service's good customer standing
i, E.g. someone who buys on line for one service may be a good customer for
another service to increase access allowances since they are more likely to
buy there
ii. E.g. an app sponsor who receives good customer feedback for one service
may use that credit to sponsor additional surfing for other services
=, Change app caps based on good customer activity
t. Change app access policy levels based on good customer activity
g. Provide good customer access allowance points to app or device based on good
customer activity
h. Provide device user with a notification Ul for geod customer standing
i. Notify of standing
ii. Notify of remaining usage allowance
iti, Notify of activities that user can conduct to increase good customer
standing
iv. Allow user to increase standing by using other service allowance
v. Allow user to increase standing by paying for additional allowance

6. App Based Service Accounting and/or Charging
a. Appis assigned a set of classification, accounting, charging and reporting policies
i. Traffic usage classification
1. Classify usage based on service used by app
a. Classify multiple service app usage by each service used by app
ii. App reports to service controller/ network charging system
1. Service controller/network charging system API
ifii. Service controller/network chargiug system reports to app spounsor server
b. App server is assigned a set of classification, accounting, charging and reporting
policies
i. Traffic usage classification
1. (lassify usage based on services served to app credentials
2. Classify usage based on services served to device credentials
3. Classify usage based on services served to user credentials
ii. App server reports to network charging system
iii. App server keeps local records
iv. Credit system - device /user account credited for app services that are served
by app server - third level of fraud detection
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1. App can be configured to only point to app server
a. Fraudulent traffic is not credited and is therefore charged to user
account
b. Reconciliation determines if reported app traffic being used by
device does not match app server reports - signals fraud event
¢. Network charging system is assigned a set of classification, accounting, charging and
reporting policies
i. Traffic usage classification
1. Classify usage based on device credentials and services communicated
with a given network destination
d. Reconciliation and fraud detection
i. Compare one trusted measure vs another measure:
1. Networkvsapp
Network vs app server
Network vs device service processor
Secure device vs app
Secure device vs app server
Secure device vs device service processor
Classify usage patterns by
a. Known specific to app

N L W

bh. Known used by multiple apps

¢. Unknown

d. Black listed for app

e. App usage patterns for unknown

£ Black listed usage patterns

g. App traffic usage vs traffic control policies that should be in

place
i. Tag usage records by time of access, access control policy
intended to be in place at that time, NBS at that time,
active network at that time, location at that time, etc
1. Device sometimes knows more of this than
network or app server, so there is sometimes a
need to get a second measure other than service
Processor or app
a. Secure device FDR tags
b. Service controller NBS tests via device
agent
i. Device agent gets traffic priority for
test
Service controller active network testing
d. Service controller communication with
secure device agent
i. Secure APU, modem driver, modem
e. Monitor network CDR/FDR patterns
i. Record network measures of active
network, NBS, etc at time of
CDR/FDR measurements

el

8. Fraud detection methods
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a. Secure usage measure vs policy that should be in place

b,

i.

Given secure device usage reports and secure nieasures
of network state {T0D, NBS, etc}, compare inferred access
policies {e.g. destination, allow/block, speed, etc} vs
policy that should have been in place given the service
plans that are in effect at the time of usage measurement
1. Compare usage by device vs usage that can be
credited to valid app services over a given time
period
a. Monitor patterns of usage by device vs
usage that can be credited to valid app
services over multiple time periods to
detect consistent policy viclations
2. Compare patterns in unclassified usage reported
by secure measures
a. E.g. consistently high levels of unclassified
traffic in secure measures or unsecure
measures
b. E.g bursty levels of unclassified traffic in
SECUre Measures or WISeCure measures
¢. More examples...
3. Analyze black listed usage patterns
a. E.g. Existence of black listed usage pattern
in secure or other measure when no service
plan is in place to support
4. Usage can not be directly correlated between the
policy enforcement point an and the reconciliation
analysis point since there will be a certain error
between one usage measure and another.
a. Provide allowance or tolerance for usage
measures
5. Usage can not be directly compared to policy since
there will be a portion of traffic that can not be
classified as accurately with one measure as it was
with another measure {.g. usage by app}.
a. Provide allowance or tolerance for
unclassified traffic in one or both measures

Verify app usage measure, compare app usage measure with
policies that should be in place ###

i,

.
il

Given app report {possibly with tagging) of device usage,
use second measure {e.g. trusted/secure report from
network, secure device, app server} to verify app usage
report

Trigger fraud error if app usage report does not check out
if app usage report checks out, then use app usage report
to compare inferred access policies {e.g. destination,
allow/block, speed, etc} vs policy that should have been



C.

d.

in place given the service plans that are in effect at the
time of usage measurement
1. Same sub-bullets as above under ***
Verify device measure, compare app usage measure with policies
that should be in place
i, Same sub-bullets as above under ### but verify device
based measure for app usage instead of app based
measure for app usage
Compare app server measure with second measure

it. Additional method to eliminate fraud in app based services
1. Use app server measure as credit to user account

d.

User pays for any usage above cumulative credits from app
SErvers.

i. Paid for with debit to bulk usage account.

ii. Paid for with overage pavments from user.

ifii. Reconciliation for carrier to app sponsor billing purposes:
1. {arrier charges app sponsor based on reconciled measures of usage
2. Algorithms examples:

a.

b.

C.
d.

Choose most trusted measure of app service usage when
discrepancy exists

Choose lowest usage measure of app service usage when
discrepancy exists

Billto

Bill to user when fraud is detected

7. Additional network centric embodiment:
a. App requests service through network API

i. APl on device

ii. APlon network
b. Network instructs device to hash app and confirm that it is valid
c. Provided app is valid, network instructs device to letit on
d. Networkbased fraud embodiments as above
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