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Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
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U.S.PA TENTS 
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3 8144591 2012-03-27 Ghai, RajatlTowey, Jiml 
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Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 
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Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant rs 
Initial* No Number3 Code2j Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

EFS Web 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 

Page 6 of 280



12695019 - GAU: 3687 
Application Number 12695019 

Filing Date 2010·0·1-27 
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2 .. James T._As!anis,_Jr. _________________ __ 

3_ 
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Redwood Shores, CA. 
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Krista $. Jacobsen 59374 
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t~l~ ft"!t~ $tndfnr ~ug~c-~~~m\ f~K ~;t1t·iu~ thh: b~JH.i~~': ~l~n-~~lf l~· t:i:t~t t~) d\:/) 1H;f .~~~t~~rm:~tinn O.(i!~<~r .. ~;/'.: P:Hcm ~~1~ ... 'l\t1~1t\~-rn~r~ Ot11er:. i-:-s.- Ut~pal"tn~':llu.~f f.\u:nn:1.er,::!!. ;.o. 
!~»~ 14 .. tl, Al~-~a)tdn~,., ,irgrn;'!.~'" .. B· J:450. lX) ;'Ii() l ShN D i-1'./:·.S OR { .. J.,'l/- J..l, 1 d) .t·ORM:, l O Id:-, ADDRl:Y; :,hN D ! <); <.nm missioner for. :tll,ut,, P.O. f:k,x !-,50, 
.. ,h.~:s:.andnt,:. \·u-gmm ....... 31.3-J .... ,u 
Cmk.:r Liu.-: PiJp;t~C\\'lX°k Rt"":t-!uctinn Act ll~ l 995" no pi~r~ou~-i: ,1:.n· :n~tiuin.~tt tu- n.·❖por1d {n a <.:f}Jki:t.ivu ,Jr inf.cffrn.1tl1m unk:-;.s H i.h~pl;;y:; a ;--;ihd 0~'1B f-t.mh,,-,J rium~r. 
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Sub-Total in 

USO($) 
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File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

364656 

1 Transmittal Letter Trans.pdf no 1 
2a4eacd0d8818f4f1 2a6edc27327 eecd6b9'1 

d525 

Warnings: 

Information: 

488789 

2 Issue Fee Payment (PTO-85B) lssueFeeTrans.pdf no 1 
a808d7b28be5c681 faed6436e231264e1 55 

301ba 

Warnings: 

Information: 

32253 

3 Fee Worksheet (SB06) fee-info.pdf no 2 
99fc63d4dcec3a5de14e1 2dedd4ac7 e9f64 

d5d2b 

Warnings: 

Information: 

Total Files Size (in bytes) 885698 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Doc Code: TRAN.LET 

Document Description: Transmittal Letter 
?,01Sa121 (07-CS) 

Approve(J fer- use thro:.tg~; 01.13i;2012 OMS 0551..C-03·"! 
U.S. Pa1em ;,nd Tra<lc,rnark Offa:e; U.S. DEP.t..Rl'MENT OF COMMERCE 

~ Jt- -•"":~ •k ~ ::>,;;rn,i\.•~···•·'i-: ~ .... ~ ........ ::);'! ..0,rf G~ ◄ q,n:: nn .•v>-rr....._, .. , .-u-<.: r~-· i':-c,,..,.,; t..-: r.-:..,-,.-.. .... -1-" '"" .... --: .... t: ,..t·nn !"'l,.fi-"fr.r-m;::atinn •nl::.~~ ~: Ni~~!;;•* .... • '"'!iM l'"l:t. ~ei- ............ ~rt":1 ...... ,..,, .. :.-.. ... r, 

r Application Number 121695.0)9 " TRANSMITTAL Filing Date ,Jant1ar1 27, 2010 

FORM First Nam-ed Inventor Grego,y G. 8,lleigh 

MUnit 3lxl1 Gonf No., 7069 

Examiner Name 
l,ndt(M J. Hudy 

/to M vsed fo,- sf/ co,respondence after initial fii1rir1J 

\.. 12 
Attornet Docket Number l~Al.t:PO?.'?. ...I Tota, Number cf Page, in Thfa Submis;i::,:1 

ENCLOSURES (Check all that apply) 

□ □ □ After .Allowance Commtmica1ion to TC 
Fee Transmiilal Form Dmwlng(s) 

□ □ Licensing-related Papers □ Appeal Communication to Board 
Fee Attached of Appeals and Interferences 

□ □ Petition □ Appeal Communication to TC 
AmendmenUReply (Appeal Notice, Brief, Raply Brief) 

□ □ Petition to Convert lo a □ After Final Provisional Application Proprietary Information 

□ □ Power of t,1torney. Revocation □ Status Letter /1ffidavi!stdeclaral!on{s) Ctiange of Correspondence /1ddress 

□ □ T em1in,i:1I Disclaimer [Z] Other Endosure(s) (please Identify 
Extenskm of Time Request below}: 

□ □ Request for Refund Issue Fee Transmittal Form PTOL-85 
Express Abandonment Request 

□ Information Disclosure Statement □ CD. Number of CD(s) 

□ landsc.ape Table on CD 

□ 
Certified Copy of Priority I Remarks I 
Document{s) Y ◊ll are 1,ereby autriorlzed to charge any adcti1iona1 !ee required or credit any overpayment to 

□ Reply to Missing Parts/ Oeposit Account No. 50-5876. 
lncompleie Application 

□ 
Reply to Missing Paits 
under 37 CFR 1.52 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
Firm Name 

H$dw<9er P,a~§, l LLC 
~ .• ~ ; ,.•• l 

Signature t::i'X"jsj-:-ft-i''. I ! ·,,j ,(' .. ~ {---.. ! !i;/1, • \ 'j. ,.-.> \. l =·· ....... L ________ 

Printed name \l ' l<rista s. Jacobsen 

Date August 14. 2012 I Reg. No. I 59274 

/' ' CERTIFICATE OF TRANSMISSION/MAILING 

! hereby certify tha! !his correspondence is being fucslm11e transmitted to the USPTO or deposited wilh the United States Postal Service with 
suff1den1 postage as first class mail in an envelope addressed to: Commissioner for Patents. P.O. Box 1450. Alexandria. VA 22313.1450 on 
the date shown below: 
Signature ,.,.,--./--· 

( _____ ,.,,, i , ..... ~:, 
_.,. 

(....-·-... 

\[~'ped or printed name Ann Taylor /' I Date I August 14. 2012 

Tl1i~ col!<>Clioo of informmion is required by 37 CFR i .5 TI10 inftmnal.mn is required to obtain ur •otain a henaf:t by Iha public wh·iw is to file (and by Iha USPTO lo 
process) an application. Confldenli..i!ily is governed by 35 U.S,C. 122 and 37 CFR 1.11 eml1.14. Tois co11ec\icn Is estimated to 2 hour;; to comp,ete. including 
g;;Jlilerlng, prepari11g, and submil!ing the cc,mp!eted app!icat1on form to the USPTO. Time wi!I vary aepend1ng upon the indllridual case, Any commGnts on the 
amownt of time you reqwre :o complete this form anrJ/or suggesUons for reducing this burden. should b0 sent 10 the Chief Information Qfiicer, IJ.S. Ptitent and 
Tradem;irk Office, U.S. Department of Commerc~. P 0. St>,, i450, Alexandria, VA 22313-1,iSO 00 NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Sox 1450, Alexandria, VA 22313•1450. 

Jfyou need <,s..,;ist<1nce in com_oi,;,t,i,g the form .. call 1-80()..PTO-9199 and select optK!n 2. 
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Doc code: IDS PTOISB/08a (01-10) 
. Approved for use through 07/3112012. 0MB 0651--0031 

Doc description: Information Disclosure Statement (IDS) Flied U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduc1ion Ac1 of 1995, no persons are re11uired to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
{ Not for submission under 37 CFR 1.99) I Rudy, Andrew J Examiner Name 

Attorney Docket Number RALEP022 [26\tVV-160499) 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial• No 
Patent Number 

Code1 
Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 7984130 2011-07-19 
Bogineni, Kalyanilflynn, Gerard J.I 
Stone, Jr., Wil 

2 8019687 2011-09-13 Wang, Feng ChilPoulidis, Philip! 

3 8144591 2012-03-27 Ghai, RajatlTowey, Jiml 

4 7336960 2008-02-26 Zavalkovsky, ArthurlStieglitz, 
Jeremy!Schieber, Am 

5 8194549 2012-06-05 Huber, Kurt DonaldlBrisebois, 
Arthur RichardlFlynn 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages.Columns.Lines where 

Initial• 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20030018524 2003-01-23 Fishman, DanlBuzzard, Gregl 
Wolters, HanslMukherjea 

EFS Web 2.1.17 
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Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J 

Attorney Docket Number RALEP022 (26WV-160499] 

2 20030220984 2003-11-27 
Jones, Paul DavidlNewcombe, 
Christopher RichardlEI 

3 20040021697 2004-02-05 
Beaton, Brian Finlay!Smith, Colin 
Donald 

4 20070061243 2007-03-15 
Ramer, Jorey!Soroca, Adami 
Doughty, Dennis 

5 20070282896 2007-12-06 
Wydroug, Zoe M.IOstermeier, 
Todd D.IAbdelrahman, N 

6 20080184127 2008-07-31 
Rafey, Richter A.INeider, 
Jacqueline L,IWirtschaft 

7 20090013157 2009-01-08 Beaule, Stephane 

8 20090079699 2009-03-26 SUN, JIAN 

9 20110126141 2011-05-26 
King, Bennett M.IKaleas, 
DimosthenislDahl, Sten Jo 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant rs 
Initial* No Number3 Code2j Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

EFS Web 2.1.17 
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Application Number 12695019 

Filing Date 2010·0·1-27 

INFORMATION DISCLOSURE First Named Inventor j Raleigh, Gregor/ G. 
STATEMENT BY APPLICANT Art Unit 3687 
( Not for submission under 37 CFR 1.99} I Rudy, Andrew J Examiner Name 

Attorney Docket Number RALEP022 [26\J\l\!·160499] 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title ofthe article (when appropriate), title of the item 

lnitialsx No 
(book, magazine. journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 

publisher, city and/or country where published. 

1 □ 

If you wish to add additional non-patent literature document dtaUon information please dick the Add button 

EXAMINER SIGNATURE 

Examiner Signature I I Date Considered I 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance witl1 MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901 .. 04. 2 Enter office that issued the ctocumen!. by the !>.vo-letter code {VVlPO 
Standard ST.3). "For Japanese patent documents, the indication of the year of the reign of !he Emperor must precede the serial number of the patent document. 
• Kind of document by the appropriate symbols as indicated on the document under WJPO Standard ST .16 if possible. s Applicant is to place a check mark here i 
English language tra11s!ation is attached. 

EFS \Nab 2. 1.17 
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Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
{ Not for submission under 37 CFR 1.99) 

I Rudy, Andrew J Examiner Name 

Attorney Docket Number RALEP022 [26WV-160499] 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97{e){1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

1Z1 any individual designated in 37 CFR 1.56{c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e){2). 

D See attached certification statement. 

IZI Fee set forth in 37 CFR 1.17 {p) has been submitted herewith. 

D None 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the 
form of the signature. 

) OJ II 

Signature Date (YYYY-MM-DD) 2012-08-08 

Name/Print Krista S. Jacob~en Registration Number 59,374 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFS Web 2.1.17 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U .S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS web 2.1.17 
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Doc Code: TRAN.LET 
Document Description: Transmittal Letter 

PTO/SB/21 (07--0$} 
Approved fer use ts1rougr1 07131/2012. OME! 0651,-0031 

U. S Patent and Trad.:m,ark Office. US. Oi':'Pi\RTMENT Of CQt...!MERCE 
~ kirt>v ~>.. ... p ........... r-,.....,,.:.:, o.~~~,;r.•ir-:n Art r..f 1ei<:.•~ -tV'I ·r"•"'-t"<"•,..,-t1:!'- :l.ffi f~f\i::r~n ~r. ~. '"~,:,_...,,...""a r_f-;.tj :·:u~:-i. r,,f ;: .... ~ ............... ~ :nn. , , .... ~ .... ~r::. rr r; :~_,.,}.-., 1: !'i •alirl n.f~°' -. ... t.-..-.l r:iimne-r. 

r Applic.tlion Numb@r 12,uSS.0Hl "" TRANSMITTAL Filinu Date Jnaury 27. 20!0 

FORM Firsl Named !nvenlor Gr<Sfl<X\'G Ra!-i:.'lgh 

f1rt.Unil 3687 

Examiner Name Budy. A11<Jr<1w J 
(lo be c1sed tor all con-esponci,;mce att,,r i;Ji/1<1/ tiling/ 

\.. I Attomey Oocket Number RAlEP022 [26\W-160499! .,I Total N<.<mber c! Pages in TMls Submi$Sion 

ENCLOSURES (Check alt that apply} 

□ □ □ After Allowance Communication to TC 
Fee Transmittal Form Drawing(s) 

□ □ Lk:ensing.related Papern □ Appeal Commuflication to Board 
Fee Attached of Appea!s and Interferences 

□ □ Pelilion □ Appp.,al Commuflication to TC 
AmendmentlRep!y {ApPt>al Notice, Srief, R*ply Srsr,f) 

□ □ Petitiori to Convert to a □ After Final Provisional Application Proprietary Information 

□ □ Power of Atlomey, Revocation □ Status Letter Affidavits/declaration(s) Change of Correspondence Address 

□ □ Terminal Disclaimer □ Other Enc!osure(s) (please Identify 
Extension of Tlme Request below): 

□ Express Abandonment Reqiiest □ Request for Rr:fund 

[Z] ln!ormalion Disclosure Statement □ CD, Number of CD(s} 

□ Umdscape Tat,1e on GD 

□ 
Certified Copy of Priority ' Remarks 
Document{s) You are hereby a,1thori:ted to chmge any addinona: tee required or credit any overpayment to 

□ Reply to Missing Parts/ Deposit Account No 50-5876. 
Incomplete Application 

□ 
Reply lo Missing Parts 
under37 CFR 1.52 or 1,53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
Firm Name 

Hyct~'fter_!Y.,rt71s I L;C 

Signature L{<1 ,.6?1 l.1J',4__ 
" 

Printed name I 
Krista S. Jacobsen 

Date August8.2012 I Reg. No. 159.374 

r "' CERTIFICATE OF TRANSMISSION/MAILING 

I hereby certify that !his correspondence is being facsimile transmitted to the USPTO or deposited witt, the United States Postal Service with 
sufficient postage as first class mall in an envelope address.-;d !o: Commissioner for Patents. P.O. Box 1451J. Alexandria. VA 22313-1450 on 
!he date shown below: ., ......... -1 
Signature _,,.,.r I 

,,...-~. / 
l .,,,,,.. / __ ,.... 

--- t/ I Date I August 8. 2012 \[ypecl or printed name Ann Taylor 

This col!octicn of infom,afion is mquireo by 37 CFR 1 .5 Tt;e infmma:;on i, rGquired to obtain t>r retain a benef;t by ihe public which is io file (and by the USPTO tc 
pmress) an applk:illion. Ccnf,dentiaii:y is go,•erne<i by 35 U.S.C, 12'2 an<.1 37 CFR 1 11 am-J1.14. This collect,rm is estimated to 2 Moura to ccrnploto. including 
gaihorlng, preparing. an<:! Stlbmiiiing the compleied appllcmlon form to tl"l<:< USPTQ, Time will ,ary deR-s<:i,ng upDn 111e. indi,-i<:iwel case. Any comments en ihe 
amount of time you r.xiwre to oompleie thI'.s fem, am!lor suggestions for reducing lhis IJUfdeo .. sho<.<ld bi? sent 10 1he Chief lr:form;;-tion Off<cer. VS. P;stcnt and 
Trademari-; Office, U.S. Department of Commerce. P,O. Box MSO, Aiex;;nd1ia, VA 22:mi-1,:50 DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

If you need assistance in complNint,• tile frn-m, call 1-80O·PT0-9199 and select option 2. 
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Electronic Patent Application Fee Transmittal 

Application Number: 12695019 

Filing Date: 27-Jan-201 O 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Krista Susan Jacobsen/Ann Taylor 

Attorney Docket Number: RALEP022 [26WV-160499] 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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Electronic Acknowledgement Receipt 

EFSID: 13453189 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 107265 

Filer: Krista Susan Jacobsen/Ann Taylor 

Filer Authorized By: Krista Susan Jacobsen 

Attorney Docket Number: RALEP022 [26WV-160499] 

Receipt Date: 08-AUG-2012 

Filing Date: 27-JAN-2010 

Time Stamp: 21:47:33 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 8555 

Deposit Account 505876 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 
Information Disclosure Statement (IDS) 

IDS.pdf 
Form (SB0S) 

872600 

no 5 
40194 76d0ceeb8741 dedb94e5fb 153bd66 

6c05a6 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

371224 

2 Transmittal Letter TransForm.pdf no 1 
765522c1413bfc312dda3d00c83a690ff712 

58a3 

Warnings: 

Information: 

30584 

3 Fee Worksheet (SB06) fee-info.pdf no 2 
bc24b4 738c61637fb45e0617488e941 d2ae 

2ba4f 

Warnings: 

Information: 

Total Files Size (in bytes) 1274408 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

107265 7590 08/03/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

EXAMINER 

RUDY, ANDREW J 

ART UNIT PAPER NUMBER 

3687 

DATE MAILED: 08/03/2012 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/695,019 01/27/2010 Gregory G. Raleigh 

TITLE OF INVENTION: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

RALEP022 
[26WV- l 60499] 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE 

nonprovisional YES $870 $300 $0 $1170 

7069 

DATE DUE 

11/05/2012 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box Sa on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 3 
PTOL-85 (Rev. 02/11) 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

107265 7590 08/03/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

APPLICATION NO. FILING DATE 

12/695,019 01/27/2010 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Gregory G. Raleigh 7069 

TITLE OF INVENTION: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

RALEP022 
[26WV- l 60499] 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional YES $870 

EXAMINER ART UNIT 

RUDY, ANDREW J 3687 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

709-203000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1170 11/05/2012 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee 1s 1dent1f1ed below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordatJon as set forth m 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

12/695,019 01/27/2010 

107265 7590 08/03/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

FIRST NAMED INVENTOR 

Gregory G. Raleigh 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RALEP022 7069 
[26WY-16Q499J 

EXAMINER 

RUDY, ANDREW J 

ART UNIT PAPER NUMBER 

3687 

DATE MAILED: 08/03/2012 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 295 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 295 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 

Page 3 of 3 
PTOL-85 (Rev. 02/11) 

Page 26 of 280



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Notice of Allowability 

Application No. 

12/695,019 
Examiner 

ANDREW JOSEPH RUDY 

Applicant(s) 

RALEIGH, GREGORY G. 
Art Unit 

3687 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. 1:8] This communication is responsive to the 14 June 2012 Amendment. 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; 
the restriction requirement and election have been incorporated into this action. 

3. 1:8] The allowed claim(s) is/are 1-25. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

6. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

7. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. 1:8] Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. 1:8] Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. D Notice of Informal Patent Application 

6. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

7. 1:8] Examiner's Amendment/Comment 

8. D Examiner's Statement of Reasons for Allowance 

9. D Other __ . 

PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20120727 
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Application/Control Number: 12/695,019 

Art Unit: 3687 

DETAILED ACTION 

Allowable Subject Matter 

Page 2 

1. Pursuant to Applicant's June 14, 2012 Amendment and REMARKS, claims 1-25 

are allowed. 

2. Further pertinent references of interest are noted on the attached PTO-892. 

3. Applicant's Information Disclosure Statement (I OS) submitted June 14, 2012 has 

been reviewed. Note the attached I OS. 

4. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is 

(571 )272-6789. The examiner can normally be reached on Monday thru Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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Application/Control Number: 12/695,019 

Art Unit: 3687 

you have questions on access to the Private PAIR system, contact the Electronic 

Page 3 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANDREW JOSEPH RUDY/ 

Primary Examiner, Art Unit 3687 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

12/695,019 RALEIGH, GREGORY G. 
Notice of References Cited 

Examiner Art Unit I Page 1 of 1 ANDREW JOSEPH RUDY 3687 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Name Classification Country Code-Number-Kind Code MM-YYYY 

* A US-6,606, 7 44 08-2003 Mikurak, Michael G. 717/174 

* B US-8, 190,675 05-2012 Tribbett, David 709/203 

* C US-8,200, 775 06-2012 Moore, James F. 709/217 

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20120727 
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Issue Classification 
Application/Control No. Applicant(s)/Patent under 

Reexamination 

12/695,019 RALEIGH, GREGORY G. 
Examiner Art Unit 

I ANDREW JOSEPH RUDY 3687 

ISSUE CLASSIFICATION 
ORIGINAL CROSS REFERENCE(S) 

CLASS I SUBCLASS CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) 

709 I 203 705 34 
INTERNATIONAL CLASSIFICATION 379 201.01 

G 
0 6 F 15/16 455 414.1 

I 

I 

I 

I 

xxxxxxxxxxxxxxxxxxxxxx Total Claims Allowed: 25 

(Assistant Examiner) (Date) 
/Andrew Joseph Rudy/ 7/27/2012 O.G. O.G. 

Print Claim(s) Print Fig. 
(Legal Instruments Examiner) (Date) (Primary Examiner) (Date) 

1 1 

i:gj Claims renumbered in the same order as presented by applicant □ CPA □ T.D. □ R.1.47 

ro ro ro ro ro ro ro ro ro ro ro ro ro ro 
-~ -~ -~ -~ -~ -~ -~ 

C Ol C Ol C Ol C Ol C Ol C Ol C Ol u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 
1 1 31 61 91 121 151 181 
2 2 32 62 92 122 152 182 
3 3 33 63 93 123 153 183 
4 4 34 64 94 124 154 184 
5 5 35 65 95 125 155 185 
6 6 36 66 96 126 156 186 
7 7 37 67 97 127 157 187 
8 8 38 68 98 128 158 188 
9 9 39 69 99 129 159 189 
10 10 40 70 100 130 160 190 
11 11 41 71 101 131 161 191 
12 12 42 72 102 132 162 192 
13 13 43 73 103 133 163 193 
14 14 44 74 104 134 164 194 
15 15 45 75 105 135 165 195 
16 16 46 76 106 136 166 196 
17 17 47 77 107 137 167 197 
18 18 48 78 108 138 168 198 
19 19 49 79 109 139 169 199 
20 20 50 80 110 140 170 200 
21 21 51 81 111 141 171 201 
22 22 52 82 112 142 172 202 
23 23 53 83 113 143 173 203 
24 24 54 84 114 144 174 204 
25 25 55 85 115 145 175 205 

26 56 86 116 146 176 206 
27 57 87 117 147 177 207 
28 58 88 118 148 178 208 
29 59 89 119 149 179 209 
30 60 90 120 150 180 210 

U.S. Patent and Trademark Office Part of Paper No. 20120727 
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Search Notes 
Application/Control No. Applicant(s)/Patent under 

Reexamination 

12/695,019 RALEIGH, GREGORY G. 
Examiner Art Unit 

I ANDREW JOSEPH RUDY 3687 

SEARCHED 
SEARCH NOTES 

(INCLUDING SEARCH STRATEGY) 

Class Subclass Date Examiner DATE EXMR 

705 
28,30,34, 

7/27/2012 AJR 
77 

Continuity data reviewed. 7/27/2012 AJR 

709 203,217 7/27/2012 AJR 

709 223,224 7/27/2012 AJR 

455 414.1 7/27/2012 AJR 

455 461 7/27/2012 AJR 

379 201.01 7/27/2012 AJR 

INTERFERENCE SEARCHED 

Class Subclass Date Examiner 

705 28,34 7/27/2012 AJR 

709 203,217 7/27/2012 AJR 

455 414.1 7/27/2012 AJR 

379/201.01 7/27/2012 AJR 

U.S. Patent and Trademark Office Part of Paper No. 20120727 
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12695019 - GAU: 3687 
Doc code: IDS 
Doc description: Information Disclosure Statement (IDS) Filed 

PTO/SB/08a (01-10) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12695019 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J. Rudy 

Attorney Docket Number 26WV-160499 

U.S.PATENTS Remove 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number 

Code1 
Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 5794142 1998-08-11 VANTTILA et al. 

2 5903845 1999-05-11 BUHRMANN et al. 

3 5933778 1999-08-03 BUHRMANN et al. 

4 6078953 2000-06-20 VAID et al. 

5 6317584 2001-11-13 ABU-AMARA et al. 

6 6418147 2002-07-09 WIEDEMAN 

7 6574465 2003-06-03 MARSH et al. 

8 6765864 2004-07-20 NATARAJAN et al. 

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12695019 - GAU: 3687 
Application Number 12695019 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J. Rudy 

Attorney Docket Number 26WV-160499 

9 6829596 2004-12-07 FRAZEE, Steve 

10 7024200 2006-04-04 McKENNA et al. 

11 7069248 2006-06-27 HUBER 

12 7366497 2008-04-29 NAGATA 

13 7388950 2008-06-17 ELSEY et al. 

14 7450927 2008-11-11 CRESWELL et al. 

15 7499537 2009-03-03 ELSEY et al. 

16 7610328 2009-10-27 HAASE et al. 

17 7620162 2009-11-17 AARON etal. 

18 7650137 2010-01-19 JOBS et al. 

19 7693720 2010-04-06 KENNEWICK et al. 

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12695019 - GAU: 3687 
Application Number 12695019 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
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In the Claims: 

1. (Previously presented) A system, comprising: 

PATENT 
Appl. Serial No.: 12/695,019 

a processor of a network device in communication with a wireless network, wherein the 

processor is configured to: 

collect device generated service usage information for one or more devices in 

wireless communication on the wireless network; and 

provide the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

2. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR). 

3. (Previously presented) The system recited in claim 1, wherein the service usage 

information includes network service usage information. 

4. (Previously presented) The system recited in claim 1, wherein the network device 

includes a service usage data store. 

5. (Previously presented) The system recited in claim 1, wherein the network device 

includes a service usage data store and a rules engine for aggregating the collected device 

generated service usage information. 

6. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

W02-WEST:ILKB1\405563310.l 2 Atty. Docket No.: 26WV-160499 [RALEP022) 
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aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; and 

apply a set of rules to the aggregated CDRs using a rules engine. 

7. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

apply a set of rules to the aggregated device assisted CD Rs using a rules engine; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

8. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

verify the aggregated device assisted CD Rs; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

9. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

verify the aggregated device assisted CD Rs by comparing at least a subset of the 

aggregated device assisted CD Rs to a set of network generated CD Rs for the one or more 

devices in wireless communication on the wireless network; and 

W02-WEST:1LKB!\405563310.l 3 Atty. Docket No.: 26WV-160499 [RALEP022) 
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communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system based on the verifying of the 

aggregated device assisted CDRs. 

10. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

apply a set of rules to the aggregated CD Rs using a rules engine, wherein at least one rule 

includes a bill by account rule; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

11. (Previously presented) The system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

apply a set of rules to the aggregated device assisted CDRs using a rules engine, wherein 

at least one rule includes a bill by account rule; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system, wherein at least one CDR 

includes a billing offset. 

12. (Previously presented) The _system recited in claim 1, wherein the syntax is a charging 

data record (CDR), and the network device is a CDR feed aggregator, and wherein the 

processor is further configured to: 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

W02-WEST:ILKBl\405563310.l 4 Atty. Docket No.: 26WV-160499 (RALEP022] 

Page 49 of 280



PATENT 
Appl. Serial No.: 12/695,019 

13. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to: 

communicate with a service controller to collect the device generated service usage 

information for the one or more devices in wireless communication on the wireless network. 

14. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to: 

communicate with a service controller, wherein the service controller is in 

communication with a billing interface or a billing system, and wherein the service controller 

communicates the device generated service usage information to the network device. 

15. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to: 

communicate the device generated service usage information to a billing interface or a 

billing system. 

16. (Previously presented) The system recited in claim 1, wherein a service controller in 

communication with the network device performs a rules engine for aggregating and mediating 

the device generated service usage information. 

17. (Previously presented) The system recited in claim 1, wherein a rules engine device in 

communication with the network device performs a rules engine for aggregating and mediating 

the device generated service usage information. 

18. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to: 

communicate with a transport gateway or a Radio Access Network (RAN) gateway to 

collect the network generated service usage information for the one or more devices in wireless 

communication on the wireless network. 
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19. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to: 

execute rules for performing a bill by account aggregation and mediation function. 

20. (Previously presented) A system, comprising: 

a processor of an intermediate network device in communication with a wireless network, 

wherein the processor is configured to: 

collect device generated service usage information for one or more devices in 

wireless communication on the wireless network via the intermediate network device; and 

provide the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

21. (Currently amended) The system recited in claim 20, wherein the syntax is a charging 

data record (CDR), and wherein the processor is further configured to: 

send[[ing]] device assisted CDRs for the one or more devices in wireless communication 

on the wireless network, wherein the device assisted CDRs include a transaction code for 

associating a user [[ and/]]or the intermediate networking device with the service usage 

information. 

22. (Currently amended) A system, comprising: 

a processor of a communications device in communication with a wireless network, 

wherein the processor is configured to: 

generate device service usage information for the communications device based at 

least in part on a device service usage activity map, wherein the device service usage activity 

map includes a categorization of device service usage activities based on one or more of the 
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following categories: by URL, by network domain, by website, by network traffic type, and by 

application or application type; and 

send[[ing]] to a service controller the device generated service usage information in a 

syntax and a communication protocol that can be used to augment or replace network generated 

service usage information for the communications device; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

23. (Previously presented) A method, comprising: 

collecting device generated service usage information for one or more devices in wireless 

communication on a wireless network; and 

providing the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network. 

24. (Previously presented) The method recited in claim 23, wherein the syntax is a charging 

data record (CDR). 

25. (Currently amended) The method recited in claim 23, further comprising: 

aggregating device assisted charging data records (CDRs) for the one or more devices in 

wireless communication on the wireless network; 

verifying the aggregated device assisted CD Rs by comparing at least a subset of the 

aggregated device assisted CD Rs to a set of network generated CD Rs for the one or more 

devices in wireless communication on the wireless network; and 

communicating a new set of CD Rs for the one or more devices on the wireless network to 

a billing interface or a billing system based on the verifying of the aggregated device assisted 

CDRs. 
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Claims 1-25 are pending and were rejected. Claims 21, 22, and 25 are being amended. 

No new matter is being added. Reconsideration is respectfully requested. 

In section 2, the Examiner objected to claim 25 because the acronym "CDR" needed to 

be clarified as to its meaning within the claim. Applicant is amending claim 25 to clarify that 

"CDR" stands for "charging data record." Applicant respectfully requests that the Examiner's 

objection be withdrawn. 

In section 4, the Examiner rejected claims 1-25 under 35 U.S.C. § 103(a) as being 

unpatentable over Koutsopoulou et al. in view of Alonistioti et al. The Office Action does not 

provide additional information to identify the two references, but Applicant believes the 

applied references are references 3D and 2Q from the IDSs Applicant submitted on August 12, 

2010. 

Koutsopoulou, entitled "Middleware platform for the support of charging 

reconfiguration actions," describes the charging-related features of a proposed middleware 

platform to enable flexible service provisioning, flexible charging, customized billing, and 

reconfigurability control for cellular networks. (Abstract). In particular, Koutsopoulou 

proposes a service provision middleware platform (the "SPMP") that is accessible to entities 

that enter business agreements with a network operator for the purpose of being able to provide 

value-added services to users of cellular devices. Koutsopoulou refers to these entities as 

"value-added service providers" or "V ASPs." Koutsopoulou discloses providing application 

programming interfaces to enable network operators to open their networks safely to VASPs 

while reducing the complexity involved in delivering applications developed by third parties 

over mobile networks. (p. 1, col. 1, 1. 28 - col. 2, 1. 6). 

Within the SPMP are network-based metering devices that provide "filtering of IP 

traffic, monitoring of specific flows, metering of the associated data volume and [quality-of­

service] provisioning." (p. 3, col. 2, 11. 19-22). The "collected metering data is formatted into 
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appropriate records, the IP Data Records (IPDRs), and sent to the [charging, accounting, and 

billing module] for further processing." (p. 3, col. 2, 11. 37-39). The charging, accounting, and 

billing module "collects charging information, applies the appropriate pricing model, calculates 

the portions that are due to each business entity and produces a single itemised [sic] bill to each 

subscriber." (p. 4, col. 1, 11. 24-29). 

Alonistioti, entitled "Intelligent architectures enabling flexible service provision and 

adaptability," identifies various requirements for service provision in next-generation networks 

and describes a software framework for advanced service deployment and management. 

(Abstract). The disclosures in Alonistioti are similar to those in Koutsopoulou. Indeed, the 

three authors Athanassia Alonistioti, Maria Koutsopoulou, and Spyridon Panagiotakis are listed 

on both papers, and Figure 1 of Alonistioti includes much of the content of Figure 1 of 

Koutsopoulou. Not surprisingly, the system described in Alonistioti has many of the same 

components as the system described in Koutsopoulou, including metering devices and a 

charging, accounting, and billing system. 

Alonistioti's metering devices are enhanced IP routers that filter IP traffic, perform 

quality of service provisioning, and have "metering capabilities." The metering devices 

examine transport- and application-layer information as well as the network-layer data used by 

conventional IP routers. (p. 4, 11. 31-34). The charging, accounting, and billing system, on the 

other hand, "collects charging information from both the standard elements of the mobile 

network (in the form of Charging Data Records ( CD Rs) and [ metering devices] (in the form of 

Value-Added Service Data Records, VASDRs), applies the appropriate pricing model, 

calculates the portions that are due to each business entity and produces a single itemised [sic] 

bill to each subscriber." (p. 4, 11. 51-55). 

Alonistioti also describes several functions of a reconfigurability control/service 

provision manager that is distinct from the metering devices and the charging, accounting, and 

billing system. (p. 5, 11. 18-19; Fig. 1). The service deployment manager allows VASPs to 

register their services, thereby making those services available to mobile users. The 
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reconfigurability manager allows authorized third parties to perform reconfiguration operations 

on the underlying networks and systems. The user interaction management module presents 

lists of available services to users and handles service selection. The location information 

manager tracks the location and mobility of subscribers. The packaging and downloading 

module packages software components and other supporting resources required for executing a 

service and downloads these items to mobile devices. The user profile manager enables service 

discovery, adaptation, and provisioning based on user preferences. The service database 

manager provides an interface to a database of services maintained by the platform operator. 

(p. 5, 1. 22 - p. 6, 1. 32). 

In rejecting claims 1-25, the Office Action states that Koutsopoulou discloses all of the 

limitations of the claims except augmenting or replacing network generated usage information 

for a device. The Office Action states that Alonistioti teaches augmenting or replacing network 

generated usage information for a device, and that to have provided augmenting or replacing 

network generated usage information for a device along with the teachings of Koutsopoulou 

would have been obvious to one or ordinary skill in the art in view of Alonistioti. 

Applicant respectfully disagrees because neither Koutsopoulou nor Alonistioti teaches a 

processor of a network device configured to collect device generated service usage information 

for one or more devices in wireless communication on the wireless network. Consequently, 

neither Koutsopoulou nor Alonistioti teaches that the processor provides the device generated 

service usage information in a syntax and a communication protocol that can be used by other 

network devices to augment or replace network generated service usage information for the one 

or more devices in wireless communication on the wireless network. 

The metering devices disclosed in Koutsopoulou and Alonistioti do not collect any 

service usage information; instead, they monitor aggregate network traffic, identify traffic 

flows, and, based on the identified traffic flows, generate service usage records. See, e.g., 

Koutsopoulou at p. 3, col. 2, 11. 19-22, 37-39 (metering devices monitor specific IP flows and 

format data into records that are sent to charging, accounting, and billing system for further 
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processing); Alonistioti at p. 4, 11. 31-36, 51-55 (metering devices are enhanced IP routers that 

examine transport- and application-layer information to identify traffic flows, e.g., by IP 

address and port information in IP packet header; charging, accounting, and billing system 

collects records from metering devices). 

Furthermore, the records generated by the metering devices are network generated, and 

not device generated. Koutsopoulou's metering devices "are located at the edge of the 

connectivity network of the Network Access Provider so that they process all traffic between 

VASPs and users." (p. 3, col. 2, 11. 26-29). Likewise, Alonistioti's metering devices "are 

located at the edge of the mobile network (thus, they reside in the administrative domain of the 

mobile operator), so that they process all service usage traffic flows between V ASPs and 

users." (p. 4, 11. 36-38). Thus, the metering devices in both references are located in the 

network and not on the wireless devices that communicate over the network. See also, e.g., 

Koutsopoulou at 3, col. 2, 11. 43-47 (proposing to include metering devices in "standard 

network infrastructure"; metering devices are accessible to V ASPs through an interface); Fig. I 

(illustrating that the metering devices are separated from mobile devices by 30 network). 

Consequently, the metering devices do not collect device generated service usage information; 

instead, they monitor aggregate network traffic, comprising traffic from multiple devices, and, 

based on identifying traffic flows within the aggregate traffic, produce network generated 

information. 

Likewise, the charging, accounting, and billing (CAB) module, disclosed in both 

Koutsopoulou and Alonistioti does not collect device generated information; instead, it collects 

network generated information. See, e.g., Koutsopoulou at p. 3, col. 2, 11. 37-39 (metering 

devices send records to charging, accounting, and billing system for further processing); 

Alonistioti at p. 4, 11. 51-55 ( charging, accounting, and billing system collects records from 

metering devices and "standard elements of the mobile network"). 

Moreover, of the remaining elements disclosed in one or both of Koutsopoulou and 

Alonistioti, none has a processor of a network device that is configured to collect device 
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generated service usage information for one or more devices in wireless communication on the 

wireless network. Indeed, neither Koutsopoulou nor Alonistioti contemplates, teaches, or 

suggests the collection of any device-generated information whatsoever, much less device 

generated service usage information. Thus, because none of the components discussed in one 

or both of Koutsopoulou and Alonistioti collects device generated service usage information, it 

follows that none of these components provides device generated service usage information in 

a syntax and a communication protocol that can be used by other network devices to augment 

or replace network generated service usage information for the one or more devices in wireless 

communication on the wireless network. 

For at least these reasons, Applicant respectfully submits that claims 1-25 are 

nonobvious over Koutsopoulou in view of Alonistioti, and Applicant therefore requests that the 

Examiner's rejections be withdrawn. 
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Applicant respectfully requests entry of these amendments as provided herein. The 

application is believed to be in condition for allowance, and a Notice of Allowance is hereby 

respectfully requested. If the Examiner has any questions or needs any additional information, 

the Examiner is invited to telephone the undersigned. 

The Commissioner is authorized to charge any fee deficiency or credit any overpayment 

to Deposit Account 50-4561. 

Date: June 14, 2012 

Respectfully submitted, 

Marc A. Sockol 
Reg. No. 40,823 
Customer Number 69849 
Sheppard Mullin Richter & Hampton LLP 

379 Lytton Avenue 
Palo Alto, CA 94301 
(650) 815-2600 
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EFSID: 13020540 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 69849 

Filer: Marc A. Sockol/Anne Collette 

Filer Authorized By: Marc A. Sockol 

Attorney Docket Number: 26WV-160499 [RALEP022] 

Receipt Date: 14-JUN-2012 

Filing Date: 27-JAN-2010 

Time Stamp: 19:15:00 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 6367 

Deposit Account 504561 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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Attorney Docket Number 26WV-160499 
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U.S.PATENT APPLICATION PUBLICATIONS Remove 
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5 20040249918 2004-12-09 SUNSHINE 

6 20050048950 2005-03-03 MORPER 

7 20060112016 2006-05-25 ISHIBASHI 

8 20060258341 2006-11-16 MILLER et al. 

9 20070254675 2007-11-01 ZORLU OZER et al. 

EFSWeb2.1.17 

Page 74 of 280



Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J _ Rudy 

Attorney Docket Number 26WV-160499 

10 20080005285 2008-01-03 ROBINSON et al. 

11 20080010452 2008-01-10 HOLTZMAN et al. 

12 20080060066 2008-03-06 WYNN etal. 

13 20080062900 2008-03-13 RAO 

14 20080164304 2008-07-10 NARASIMHAN 

15 20080207167 2008-08-28 BUGENHAGEN 

16 20080221951 2008-09-11 STANFORTH et al. 

17 20080256593 2008-10-16 VINBERG 

18 20080311885 2008-12-18 DAWSON etal. 

19 20080319879 2008-12-25 CARROLL et al. 

20 20090005005 2009-01-01 FORSTALL et al. 

EFSWeb2.1.17 

Page 75 of 280



Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J _ Rudy 

Attorney Docket Number 26WV-160499 

21 20090068984 2009-03-12 BURNETT 

22 20090077622 2009-03-19 BAUM etal. 

23 20090113514 2009-04-30 HU 

24 20090286507 2009-11-19 O'NEAL et al. 

25 20090288140 2009-11-19 HUBER et al. 

26 20100017506 2010-01-21 FADELL 

27 20100042675 2010-02-18 FUJII 

28 20100103820 2010-04-29 FULLER et al. 

29 20100191576 2010-07-29 RALEIGH, Gregory G. 

30 20100191612 2010-07-29 RALEIGH, Gregory G. 

31 20100192212 2010-07-29 RALEIGH, Gregory G. 

EFSWeb2.1.17 

Page 76 of 280



Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J _ Rudy 

Attorney Docket Number 26WV-160499 
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If you wish to add additional U.S. Published Application citation information please click the Add button. Add 

FOREIGN PATENT DOCUMENTS Remove 
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Examiner Cite Foreign Document Country Kind Publication 
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where Relevant T5 
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citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
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Filing Date 2010-01-27 
INFORMATION DISCLOSURE First Named Inventor I Gregory G. Raleigh 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Andrew J _ Rudy 

Attorney Docket Number 26WV-160499 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

[8] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

[8] A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Marc A. Sackal/ Date (YYYY-MM-DD) 2012-06-14 

Name/Print Marc A. Sackal Registration Number 40823 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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EFSID: 13020499 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 69849 

Filer: Marc A. Sockol/Anne Collette 

Filer Authorized By: Marc A. Sockol 

Attorney Docket Number: 26WV-160499 [RALEP022] 

Receipt Date: 14-JUN-2012 

Filing Date: 27-JAN-2010 

Time Stamp: 19:10:36 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

102116 

1 Transmittal Letter 26WV-160499_ Transmittal.pdf no 1 
135880f4527baf1 38a799039eec4ce97421 t 

0354 

Warnings: 

Information: 
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2 Foreign Reference F28-W02010-088413A 1.pdf no 97 
eaf404d 7 cb2a 7b4a94c9d c61 b65 60fc4 9091 

3e29 

Warnings: 

Information: 

3 
Information Disclosure Statement (IDS) 

26WV-160499_IDS.pdf 
Form (SB08) 

613656 

no 9 
5d828dbf6f8ade06c9b1 5bfa3d92ca3e9cb 

b83b 

Warnings: 

Information: 

Total Files Size (in bytes) 8820917 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Doc Code: TRAN.LET 

Document Description: Transmittal Letter 
PTO/SB/21 (07-09) 

Approved for use through 07/31/2012. 0MB 0651-0031 
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

·n1 r t' n le s it di I s v Ii B ntr 

TRANSMITTAL 
FORM 

(to be used for all correspondence after initial filing) 

Filing Date 

First Named Inventor 

Art Unit 

Examiner Name 

2010-01-27 

Gregory G. Raleigh 

3687 

Andrew J. Rudy 

Total Number of Pages in This Submission 10-
Attorney Docket Number 26WV-160499 (RALEP022] 

ENCLOSURES ( Check all that apply) 

□ □ □ After Allowance Communication to TC 
Fee Transmittal Form Drawing(s) 

□ □ Licensing-related Papers □ Appeal Communication to Board 
Fee Attached of Appeals and Interferences 

□ □ Petition □ Appeal Communication to TC 
Amendment/Reply (Appeal Notice, Brief, Reply Brief) 

□ □ Petition to Convert to a □ After Final Provisional Application Proprietary Information 

□ □ Power of Attorney, Revocation □ Status Letter Affidavits/declaration(s) Change of Correspondence Address 

□ Extension of Time Request □ Terminal Disclaimer □ 
Other Enclosure(s) (please Identify 
below): 

□ Express Abandonment Request □ Request for Refund 

[Z] Information Disclosure Statement □ CD, Number of CD(s) 

□ Landscape Table on CD 

Certified Copy of Priority I Remarks I □ Document(s) *Total number of pages does not include foreign patents or non-patent literature references 

□ Reply to Missing Parts/ 
Incomplete Application 

□ 
Reply to Missing Parts 
under 37 CFR 1.52 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
Firm Name 

Sheppard, Mullin, Richter & Hampton LLP 

Signature 
t .. L .......... ~·(_ ...... Ji.: ........... 

Printed name 
Marc A. Sockol 

Date 1 !,,Li 'l' --. 1· L ... ,.,,,;:-:,~-1il'"· ... ,.~~""" ' "·-· .. ~ ... ;: 
I Reg. No. 140823 

CERTIFICATE OF TRANSMISSION/MAILING 

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below: 
Signature 

Typed or printed name Anne Collette Date 

This collect1on of information Is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1 .14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions tor reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/I1-800-PTO-9199 and select option 2. 
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PTO/SB/06 (07-06) 
Approved for use through 1/31/2007. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 12/695,019 01/27/2010 □ To be Mailed 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY 0 OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

0 BASIC FEE N/A N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

□ SEARCH FEE N/A N/A N/A N/A 
(37 CFR 1.16(k), (i), or (m)) 

□ EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A N/A 

TOTAL CLAIMS 
minus 20 = X $ = OR X $ = (37 CFR 1.16(i)) 

INDEPENDENT CLAIMS 
(37 CFR 1.16(h)) minus 3 = X $ = X $ = 

If the specification and drawings exceed 100 

□APPLICATION SIZE FEE 
sheets of paper, the application size fee due 
is $250 ($125 for small entity) for each 

(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See 
35 U.S.C. 41 (a)(1 )(G) and 37 CFR 1.16(s). 

□ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 

APPLICATION AS AMENDED - PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 

06/14/2012 REMAINING NUMBER PRESENT 
RATE($) 

ADDITIONAL 
RATE($) 

ADDITIONAL 
f-- AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
z AMENDMENT PAID FOR 
w 

Total (37 CFR 
~ 1.16(i)) * 25 Minus ** 25 = 0 X $ = OR X $60= 0 
0 Independent z (37 CFR 1 .16(h)) * 4 Minus ***4 = 0 X $ = OR X $250= 0 w 
~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL TOTAL 
ADD'L OR ADD'L 0 
FEE FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

AFTER PREVIOUSLY EXTRA FEE($) FEE($) 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = OR X $ = w 1.16(i)) 

~ Independent 
* Minus *** = X $ = OR X $ = 

0 (37 CFR 1 .16fh)) 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ 
□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( OR 

TOTAL TOTAL 
ADD'L OR ADD'L 
FEE FEE 
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Office Action Summary 

Application No. 

12/695,019 

Examiner 

ANDREW J. RUDY 

Applicant(s) 

RALEIGH, GREGORY G. 

Art Unit 

3687 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )0 Responsive to communication(s) filed on __ . 

2a)O This action is FINAL. 2b)[8] This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)[8] Claim(s) 1-25 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)[8] Claim(s) 1-25 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

10)0 The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8] Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) [8] Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120213 
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Application/Control Number: 12/695,019 

Art Unit: 3687 

DETAILED ACTION 

1. Claims 1-25 are pending. 

2. Claim 25 is objected to. The acronym CDR needs to be clarified as to its 

meaning within the claim, e.g. see claim 24. 

Claim Rejections - 35 USC § 103 

Page 2 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Koutsopoulu et al., in view of et al., Alonistioti et al. 

Koutsopoulu, pages 1-10, discloses a mobile phone, an internal processor, a 3G 

network, e.g. Fig. 1, a collect device on a wireless network, e.g. page 5, usage 

information, e.g. page 5, charging information, e.g. Charging Gateway Function (CGF), 

that processes Charging Data Records (CDR's). Koutsopoulu does not specifically 

teach augmenting or replacing network generated usage information for a device .. 
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Alonistioti teaches augmenting or replacing network generated usage information 

for a device, e.g. pages 2-3 .. 

To have provided augmenting or replacing network generated usage information 

for a device along with the teachings of Koutsopoulu would have been obvious to one of 

ordinary skill in the art in view of Alonistioti. The motivation for having done such would 

have been to incorporate similar technology to achieve an obvious result. 

5. Further pertinent references of interest are noted on the attached PTO-892. 

6. Applicant's Information Disclosure Statements (IDS's) have been reviewed. Note 

the attached IDS's. 

7. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANDREW J. RUDY whose telephone number is 

(571 )272-6789. The examiner can normally be reached on Monday thru Friday. If 

attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published 

applications may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through Private PAIR only. For 
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more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 

have questions on access to the Private PAIR system, contact the Electronic Business 

Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 

Customer Service Representative or access to the automated information system, call 

800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANDREW J RUDY/ 

Primary Examiner, Art Unit 3687 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

12/695,019 RALEIGH, GREGORY G. 
Notice of References Cited 

Examiner Art Unit I Page 1 of 1 
ANDREW J. RUDY 3687 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Name Classification 

* A US-7,957,511 06-2011 Drudis et al. 379/201.01 

* B US-7,797,204 09-2010 Balent, Bruce F. 705/28 

* C US-7,174,174 02-2007 Boris et al. 455/461 

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20120213 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet I 1 I or I 1 Atty Docket No. RALEP022 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

3AA us -7,747,240 06-29-2010 BRISCOE et al. 

FOREIGN PATENT DOCUMENTS 
Examiner Cite No. Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, 
Initials 

Country Code-Number-Kind Code 
MM-DD-YYYY Applicant of Cited Where Relevant Passages or 

Document Relevant Figures Appear 

3A WO 2007/014630 02-08-2007 Telefonaktiebolaget 
LM Ericsson 

3B WO 2006/004467 01-12-2006 Telefonaktiebolaget 
LM Ericsson 

3M WO 1999/065185 12-16-1999 British 
Telecommunications 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite No. Include name of the author (in CAPITAL LETTERS), title of the article (when T2 
Initials appropriate), title of the item (book, magazine,journal, serial, symposium, catalog, 

etc.), date, page(s), volume-issue number(s), publisher, city and/or country where 
published 

3C KNIGHT et al., Layer 2 and 3 Virtual Private Networks: Taxonomy, Technology, 
and Standardization Efforts, IEEE Communications Magazine, June 2004 

3D KOUTSOPOULOU et al., Middleware Platform for the Support of Charging 
Reconfomration Actions, 2005 

3E NILSSON et al., A Novel MAC Scheme for Solving the QoS Parameter 
Adjustment Problem in IEEE802.1 le EDCA, February 2006 

3F Author Unknown, Overview of GSM, GPRS, and UMTS, Chapter 2, November 4, 
2008 

3G CHAOUCHI et al., Policy Based Networking in the Integration Effort Of 4G 
Networks and Services, 2004 IEEE 

3H ZHU et al., A Survey of Quality of Service in IEEE 802.11 Networks, IEEE 
Wireless Communications, August 2004 

31 KYRIAKAKOS et al., Ubiquitous Service Provision in Next Generation Mobile 
Networks, Proceedings of the 13th IST Mobile and Wireless Communications 
Summit, Lyon, France, June 2004 

31 F AROOQ et al., An IEEE 802.16 WiMax Module for the NS-3 Simulator, March 
2-6, 2009 

3K Author Unknown, HP, IP Multimedia Services Charging, A White Paper from HP, 
Januarv 2006 

3L Author Unknown, Kindle™ User's Guide 3ra Edition, Copyright 2004-2009 

I Examiner /Andrew Joseph Rudy/ I Date Considered 02i10/2012 
Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

T2 = Applicant is to place a check mark here if English language Translation is attached 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet 

I 1 I or 12 Atty Docket No. RALEP022 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

FOREIGN PATENT DOCUMENTS 
Examiner Cite No. Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, 
Initials 

Country Code-Number-Kind Cod, 
MM-DD-YYYY Applicant of Cited Where Relevant Passages or 

known) Document Relevant Figures Appear 

2A WO 2006/077481 07-27-2006 True Context 
Coro oration 

2B WO 2008/051379 05-02-2008 Verizon Services 

2C WO 2008/080139 07-03-2008 Integrated Mobile 

2D WO 2004/077797 09-10-2004 Boston 
Communications 

2E WO 2003/058880 04-17-2003 TeliaAB 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite No. Include name of the author (in CAPITAL LETTERS), title of the article (when T2 
Initials appropriate), title of the item (book, magazine,journal, serial, symposium, catalog, 

etc.), date, page(s), volume-issue number(s), publisher, city and/or country where 
published 

2F HARTMANN et al., Agent-Based Banking Transactions & Information Retrieval-
What about Performance Issues? 1999 

2G VAN EIJK, et al., GigaMobile, Agent Technology for Designing Personalized 
Mobile Service Brokerage, July 1, 2002 

2H YU LI, Dedicated E-Reading Devices: The State of the Art and Challenges, Scroll, 
Vol. 1, No. 1, 2008 

21 DIKAIAKOS et al., A Distributed Middleware Infrastructure for Personalized 
Services, November 24, 2003 

21 RAO et al., Evolution of Mobile Location-Based Services, Communication of the 
ACM, December 2003 

2K CHANDRASEKHAR et al., Femtocell Networks: A Survey, June 28, 2008 
2L HOSSAIN et al., Gain-Based Selection of Ambient Media Services in Pervasive 

Environments, 2008 
2M Author Unknown, 3GPP TS 23.203, V8.4.0, 3ra Generation Partnership Project; 

Technical Specification Group Services and System Aspects; Policy and Charging 
Control Architecture (Release 8), December 2008 

2N Author Unknown, 3GPP TS 23.401, V8.4.0, 3ra Generation Partnership Project; 
Technical Specification Group Services and System Aspects; General Packer 
Radio Service (GPRS) Enhancements for Evolved Universal Terrestrial Radio 
Access Network (E-UTRAN) Access (Release 8), December 2008 

20 STEPHAN STEGLICH, I-Centric User Interaction, November 21, 2003 
2P HAN et al., Information Collection Services for Qos-Aware Mobile Applications, 

2005 
2Q ALONISTIOTI et al., Intelligent Architectures Enabling Flexible Service 

Provision and Adaptability, 2002 
2R ROLF OPPLIGER, Internet Security: Firewalls and Bey, Communications of the 

ACM, May 1997, Vol. 40. No.5 
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Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet 12 I or 12 Atty Docket No. RALEP022 

I Examiner /Andrew Joseph Rudyi I Date Considered 02/10/2012 
Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 
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From the INTERNATIONAL SEARCHING AUTHORITY 

To: MICHAEL SCHALLOP PCT 
VAN PELT, YI & JAMES LLP 
SUITE 200 
10050 N. FOOTHILL BLVD. NOTIFICATION OF TRANS MITT AL OF 

CUPERTINO, CA 95014 THE INTERNATIONAL SEARCH REPORT AND 
THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44.1) 

Date of mailing 2 4 MAR 2010_' (day/month/year) 

Applicant's or agent's file reference 
FOR FURTHER ACTION See paragraphs I and 4 below 

RALEP022PCT 

International application No. International filing date 

PCT/US2010/022271 (day/month/year) 27 January 2010 

Applicant 
HEADWATER PARTNERS I LLC 

1.181 The appiicant is hereby notified that the international search report and the written opinion of the International Searching 
Authority have been established and are transmitted herewith. 

2. □ 

3. □ 

Filing of amendments and statement under Article 19: 
The applicant is entitled, ifhe so wishes, to amend the claims of the international application (see Ruic 46): 

When? The time limit for filing such amendments is normally two months from the date of transmittal of the 
international search report. ' 

Where? Directly to the International Bureau ofWIPO, 34 chernin des Colombettes 
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 338 82 70 

For more detailed instructions, see the notes on the accompanying sheet. 

The applicant is hereby notified that no international search report will be established and that the declaration under 
Article l 7(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith. 

With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that: 

□ the protest together with the decision thereon has been transmitted to the International Bureau together with the 
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices. 

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Reminders 
Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international 
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis. l and 90bis.3, respectively, 
before the completion of the technical preparations for international publication. 
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the 
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an 
international preliminary examination report has been or is to be established. These comments would also be made available to 
the public but not before the expiration of 30 months from the priority date. 

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary 
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority 
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed 
acts for entry into the national phase before those designated Offices. 
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is tiled within 19 
months. 

See the Annex to Form PCT/IB/30 I and, for details about the applicable time limits, Office by Office, see the PCT Applicant's 
Guide, Volume II, National Chapters and the WIPO Internet site. 

Name and mailing address of the ISNUS 
Mail Stop PCT, Attn: ISNUS 
Commissioner for Patents . 
P.O. Box 1450, Alexandria, Virginia 22313-1450 

Facsimile No. 571·273-3201 

Form PCT/ISA/220 (January 2004) 

Authorized officer: 

Blaine R. Copenheaver 

Telephone No. 571-272-7774 

(See notes on accompanying sheet) 
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PATENT COOPERATION TREATY 

PCT 
INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 

Applicant's or agent's tile reference FOR FURTHER see Form PCT/JSN220 
RALEP022PCT ACTION as well as, where applicable, item 5 below. 

International application No. International filing date (day/month/year) 

I 
(Earliest) Priority Date (day/month/year) 

PCT/US2010/022271 27 January 2010 28 January 2009 

~Jl.~W'A1i-ER PARTNERS I LLC 

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the International Bureau. 

This international search report consists of a total of ~ sheets. 

D It is also accompanied by a copy of each prior art document cited in this report. 

I. Basis of the report 

a. With regard to the language, the international search was carried out on the basis of: 

IZJ the international application in the language in which it was filed. 

D a translation of the international application into _____________ which is the language of 
a translation furnished for the purposes of international search (Rules I 2.3(a) and 23.1 (b)). 

b. D This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Ruic 91 (Rule 43.6bis(a)). 

c. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

2. D Certain claims were found unsearchable (see Box No. II). 

3. D Unity of invention is lacking (see Box No. Ill). 

4. With regard to the title, 

IZJ the text is approved as submitted by the applicant. 

D the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

IZJ the text is approved as submitted by the applicant. 

D the te:11t has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant 
may, within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No. -'-----­

IZJ as suggested by the applicant. 

D as selected by this Authority, because the applicant failed to suggest a figure. 

D as selected by this Authority, because this figure better characterizes the invention. 

b. D none of the figures is to be published with the abstract. 

Fonn PCT/ISN210 (first sheet) (July 2009) 
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. 
INTERNATIONAL SEARCH REPORT International application No. 

PCT/US2010/022271 

A. CLASSIFICATION OF SUBJECT MATTER 
IPC(B)- H04L 9/00 (2010.01) 
USPC- 705/77 

According to International Patent Classification (IPC) or to both national classification and lPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
IPC(B) • H04L 9/00 (2010.01) 
USPC • 705/34, 39, 52, 77; 455/507 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 

Patbase, Google Scholar 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

y KOVTSOPOULOU et al. Middleware platform for the support of charging 1 -25 
reconfiguration actions. 2005. [Retrieved on 2010-03-08). Retrieved from Internet: <URL: 
http://http://scholar.google.com/scholar?hl=en&lr=&q=related:xizdlWggPG4J: 
scholar.google.com/&um=1&ie=UTF-B&ei=43uiS4qiEMX_lgeJw9olCA&sa=X&oi=science_links& 
resnum=2&ct=sl-related&ved=0CAwQzwlwAO> pages 1-10 

y ALONISTIOTI et al. Intelligent Archttectures Enabling Flexible Service Provision and 1 • 25 
Adaptability. 2002. [Retrieved on 2010-03-0B). Retrieved from the Internet: <URL: 
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.20.2B71> pages 1-9 

A Hewlett-Packard. IP Multimedia Services Charging. January 2006. [Retrieved on 2010-03-08). 1 -25 
Retrieved from Internet: <URL: 
http://h2020B. www2. hp. com/opencalVlibrary/solutions/cc/4aa0-3817 enw _cc_ wp. pdf> entire 
document 

□ Funher documents are listed in the continuation of Box C. □ . Special categories of cited documents: "T' later document published after the international filing date oderiority 
"A" document defining the general state of the an which is not considered date and not in conllict with the aphlication but cited to un erstand 

to be of particular relevance the principle or theory underlying t e invention 

"E" earlier application or patent but published on or after the international "X" document of panicular relevance; the claimed invention caMot be 
filing date considered novel or cannot be considered to involve an inventive 

"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone 
cited to establish the publication date of another citation or other "Y" document of panicular relevance; the claimed invention cannot be special reason (as specified) considered to involve an inventive step when the document is 

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination 
means being obvious to a person skilled in the an 

"P" document published prior to the international filing date but later than "&" document member of the same patent family 
the priority date claimed 

Date of the actual completion of the international sean:h Date of mailing of the international search report 

09 March 2009 24MAR 2010 
Name and mailing address of the ISA/US Authorized officer: 

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents Blaine R. Copenheaver 
P.O. Box 1450, Alexandria, Virginia 22313-1450 

PCT Helpdesk: 571 •272-4300 
Facsimile No. 571-273-3201 PCT OSP: 571•272•7774 

Form PCT/lSA/210 (second sheet) (July 2009) 
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VANPELT, YI & JAMES LLP 
SUITE 200 
10050 N. FOOTHILL BLVD. 
CUPERTINO, CA 95014 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis. I) 

Date of mailing 2 4 MAH 2Lll~ (day/month/year) 
'··':.::! 

Applicant's or agent's file reference FOR FURTHER ACTION 

RALEP022PCT 

International application No. 

I 
International filing date (day/month/year) 

PCT/US2010/022271 27 January 2010 

International Patent Classification (IPC) or both national classification and IPC 
IPC(8)- H04L 9/00 (2010.01) 
USPC - 705/77 
Applicant HEADWATER PARTNERS I LLC 

I. This opinion contains indications relating to the following items: 

l2s1 Box No. I 

□ Box No. II 

Basis of the opinion 

Priority 

See paragraph 2 below 

I 
Priority date (day/month/year) 

28 January 2009 

□ 
□ 

Box No. Ill 

Box No. IV 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

Lack of unity of invention 

IZI Box No. V Reasoned statement under Rule 43bis. l(a)(i)with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

0 Box No. VI Certain documents cited 

0 Box No. VII Certain defects in the international application 

0 Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the 
International Preliminary Examining Authority ("IPEA ") except that this does not apply where the applicant chooses an Authority 
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1 bis(b) that written 
opinions of this International Searching Authority will not be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA 
a written reply together, where appropriate, with amendments, before the expiration of3 months from the date of mailing of Fonn 
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later. 

For further options, see Form PCT/ISA/220. 

3. For further details, see notes to Fonn PCT/ISA/220. 

Name and mailing address of the ISA/US Date of completion of this opinion 
MaU Slop PCT, Ann: ISAAJS 

~;:S:~~.":::."::~~:. Virginia 22313_1450 09 March 2010 
Facsimile No. 571-273·3201 

Fonn PCT/ISA/237 (cover sheet) (July 2009) 

Authorized officer: 

Blaine R. Copenheaver 

PCT Helpdasl<: 571-272•4300 
PCT OSP: 571·272-7774 

Page 114 of 280



Box No. I 

WRJTIEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Basis of this opinion 

I. With regard to the language, this opinion has been established on the basis of: 

IZ] the international application in the language in which it was filed. 

International application No. 
PCT/IJS2010/022271 

0 a translation of the international application into ____________ which is the language of a 
translation furnished for the purposes of international search (Rules 12.3(a) and 23.l(b)). 

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified 
to this Authority under Rule 91 (Rule 43bis.l(a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been 
established on the basis of a sequence listing filed or furnished: 

a. (means) 

D onpaper 

D in electronic form 

b. (time) 

D in the international application as filed 

D together with the international application in electronic fonn 

D subsequently to this Authority for the purposes of search 

4. D In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required 
statements that the inforn1ation in the subsequent or additional copies is identical to that in the application as filed or 
does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Fonn PCT/ISN237 (Box No. I) (July 2009) 
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Box No. Y Reasoned statement under Rule 43bis.t(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

I. Statement 

Novelty (N) Claims 1 -25 YES 

Claims None NO 

Inventive step (IS) Claims None YES 

Claims 1 -25 NO 

Industrial applicability (IA) Claims 1 -25 YES 

Claims None NO 

2. Citations and explanations: 

Claims 1 - 25 lack an inventive step under PCT Article 33(3) as being obvious over Koulsopoulou et al. 'Middleware platform for the 
support of charging reconfiguration actions• (hereinafter Koutsopoulou) in view of Alonistioti et al. 'Intelligent Architectures Enabling 
Flexible Service Provision and Adaptability' (hereinafter Alonistioti). 

As per claims 1, 20, and 23, Koutsopoulou teaches a system and method (as recited in claim 23), comprising: a processor ol a network 
device in communication with a wireless network (Fig. 1; mobile phone, having an internal processor, connecting with a 3G wireless 
network), wherein the processor is configured to: collect device generated service usage information for one or more devices in wireless 
communication on the wireless network (pg. 5, col. 1, 1st full para; the entities that collect and process the charging information 
concerning the usage of network resources [i.e. CGF and AAA] and the services' consumption [i.e. CCF and MDs] support different 
protocols and Interfaces); and provide the device generated service usage information in a syntax and a communication protocol that can 
be used by other network devices in wireless communication on the wireless network (pg. 5, col. 1, 1st full para; more specifically, on the 
one hand there is the Charging Gateway Function (CGF), which processes and manages the CDRs, generated by the SGSN and GGSN 
and related to the utilization of the packet-switched domain; the Charging Collection Function (CCF) provides charging support for the IP 
Multimedia Subsystem (IMS) subscribers by processing the CDRs generated by the IMS' nodes. Both CGF and CCF forward the CDRs to 
the CAB over the Ga interface); and a memory coupled to the processor and configured to provide the processor with Instructions (pg. 5, 
col. 1, 1st full para). Koutsopoulou also teaches the added limitation as recited in claim 20, that the device is an intermediate device (pg. 
2, col. 1, described as an integrated middleware platform). However, Koutsopoulou does not teach augmenting or replacing network 
generated service usage information for the one or more devices. Alonistioti teaches augmenting or replacing network generated service 
usage information for the one or more devices (pg. 2; 2nd to last bulleted section • col. 3, 3rd bulleted section; a single bill should be 
generated per user for all basic and value-added services; and execute applications matching his/her needs as well as the current 
characteristics of the service provision context (e.g., terminal and network capabilities, user state]). It would have been obvious to one of 
ordinary skill In the art at the time the Invention was made to include Alonistioti's feature In the system of Koutsopoulou, as both teach the 
utility of collecting charging data records, and Alonistioti's feature allows the service provision platform to be able to accommodate the 
multitude of open APl-based services that are expected to emerge in 3G networks. 

As per claims 2 and 24, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), (pg. 5, col. 1, 1st full para.; charging 
data records). 

As per claim 3, Koutsopoulou teaches wherein the service usage information includes network service usage information (pg. 5, 1st full 
para; charging information concerning the usage of network resources). 

As per claim 4, Koutsopoulou teaches wherein the network device includes a service usage data store (pg. 3, col. 2, 1st full para.; The 
Melering Devices (MDs) functionality includes metering of the associated data volume). 

As per claim 5, Koutsopoulou leaches wherein the network device includes a service usage data store (pg. 3, col. 2, 1st full para.) and a 
rules engine for aggregating the collected device generated service usage information (pg. 3, col. 2, 1st full para; Metering Devices (MD) 
of this type complement the existing network infrastructure enriching it with the abiltty to provide personalised, policy-based, QoS 
management, as well as application layer information). 

As per claim 6, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein the processor is further configured to: aggregate device assisted CDRs for the one or more devices in wireless 
communication on the wireless network; and apply a set of rules to the aggregated CDRs using a rules engine (pg.5, col. 1, 1st full para; 
the CAB service reuses the existing functionality of the underlying network by collecting the Charging Data Records (CDRs) generated by 
UMTS network nodes; see also, pg. 5, col. 2, 1st full para; additionally, the CAB provides advanced charging services through open APls 
in order to enable independent VASPs to configure the applying pricing policy dynamically, lo retrieve statistical information concerning 
their services usage). 

Fonn PCT/ISN237 (Box No. V) (July 2009) 
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As per claim 7, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the networ11 device is a CDR feed 
aggregator, and wherein the processor is further configured to: aggregate device assisted CDRs for the one or more devices In wireless 
communication on the wireless network (pg.5, col. 1, 1st full para; the CAB service reuses the existing functionality of the underlying 
network by collecting the Charging Data Records (CORs) generated by UMTS networ11 nodes); apply a set of rules to the aggregated 
device assisted CDRs using a rules engine and communicate a new set of CDRs for the one or more devices in wireless communication 
on the wireless networ11 to a billing interface or a billing system (pg. 5, col. 2, 4th bullet point; dynamic reconfiguration of aPPlicable pricing 
model for specific service, specific user or combination of them). 

As per claim 8, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein the processor is further configured to: aggregate device assisted CDRs for the one or more devices in wireless 
communication on the wireless network (pg.5, col. 1, 1st full para; the CAB service reuses the existing funelionality of the underlying 
networ11 by collecting the Charging Data Records (CDRs) generated by UMTS network nodes), verify the aggregated device assisted 
CDRs (pg. 5, col. 1, last sentence on pg; the IPDRs, apart from calculation ol charges, are also used by the CAB for the retrieval of specific 
information, such as the services that are currently being executed by a specific user); and communicate a new set of CDRs for the one or 
more devices in wireless communication on the wireless network to a billing interlace or a billing system (pg. 5, col. 2, 4th bullet point; 
dynamic reconfiguration of aPPlicable pricing model for specific service, specific user or combination of them). 

As per claims g and 25, Koutsopoulou teaches wherein the syntax Is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein Iha processor is further configured to: aggregate device assisted CDRs for the one or more devices in wireless 
communication on the wireless netWO(k (pg.5, col. t, 1st full para; the CAB service reuses the existing functionality of the underlying 
networ11 by collecting the Charging Data Records (CDRs) generated by UMTS network nodes); verify the aggregated device assisted 
CDRs (pg. 5; col. 1; last sentence on pg) by comparing at least a subset of the aggregated device assisted CDRs to a set of network 
generated CDRs for the one or more devices in wireless communication on the wireless network and communicate a new set of CDRs for 
the one or more devices in wireless communication on the wireless network to a billing interlace or a billing system based on the verifying 
of the aggregated device assisted CDRs (pg. 5, col. 2, top section; the CAB service provided by the SPMP, takes into account the received 
CDRs and IPDRs, and consequently, enables the calculation of charges by subdividing them into three charging layers (I.e. transport, 
service, content)). 

As per claim 10, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein the processor is further configured to: aggregate device assisted CDRs for the one or more devices in wireless 
communication on the wireless networ11 (pg.5, col. 1, 1st full para; the CAB service reuses the existing functionality of the underlying 
network by collecting the Charging Data Records (CDRs) generated by UMTS network nodes); apply a set of rules to the aggregated 
CDRs using a rules engine, wherein at least one rule includes a bill by account rule, and communicate a new set of CDRs for the one or 
more devices in wireless communication on the wireless network to a billing interlace or a billing system (pg. 5, col. 2, top section; 
application of various pricing models according lo the service profile, the user profile and the location of the user in addition to utilizing 
dynamic reconfiguration ol applicable pricing model for specific service, specific user or combination of them). 

As per claim 11, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein the processor is further configured to: aggregate device assisted CDRs for the one or more devices in wireless 
communication on the wireless network (pg.5, col. 1, 1st full para); apply a set of rules lo the aggregated device assisted CDRs using a 
rules engine, wherein al least one rule includes a bill by account rule (pg. 5, col. 2, top section); and communicate a new set of CDRs for 
the one or more devices in wireless communication on the wireless network to a billing Interface or a billing system, wherein at least one 
CDR includes a billing offset (pg. 5, col. 2, 1st full para; the CAB provides advanced charging services through open APls in order lo 
enable independent VASPs to configure the applying pricing policy dynamically). 

As per claim 12, Koutsopoulou teaches wherein the syntax is a charging data record (CDR), and the network device is a CDR feed 
aggregator, and wherein the processor is further configured lo: communicate a new set of CDRs for the one or more devices in wireless 
communication on the wireless network to a billing interlace or a billing system (pg. 9, 1st para; new set of metering data is retrieved). 

As per claim 13, Koutsopoulou teaches the processor is further configured to: communicate with a service controller to collect the device 
generated service usage information for the one or more devices in wireless communication on the wireless networ11 (shown In Fig. 1; 
Service Provision Manager). 

As per claim 14, Koutsopoulou teaches wherein the processor is further configured to: communicate with a service controller, wherein the 
service controller is in communication with a billing interface or a billing system, and wherein the service controller communicates the 
device generated service usage information to the network device (Fig. 1, shown in the bottom two interlace layers). 

As per claim 15, Koutsopoulou teaches wherein the processor ls further configured to: communicate the device generated service usage 
information to a billing interlace or a billing system (Fig. 1, Charging, Accounting Billing module). 

As per claim 16, Koutsopoulou teaches wherein a service controller in communication with the network device performs a rules engine for 
aggregating and mediating the device generated service usage information (pg. 2, col. 2, pricing policies regarding various services). 

As per claim 17, Koutsopoulou teaches wherein a rules engine device in communication with the network device performs a rules engine 
for aggregating and mediating the device generated service usage information (pg. 3, col. 2, 1st para; provides personalised, policy-based, 
QoS management, as well as application layer information (e.g. for charging purposes). 

Cont. in Nex1 Supplemental Box 
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As per claim 18, Koutsopoulou teaches wherein the processor is further configured to: communicate with a transport gateway or a Radio 
Access Network (RAN) gateway to collect the network generated service usage information for the one or more devices In wireless 
communication on the wireless network (col. 3, col. 1, 2nd full para; Common to all these architectures is the provision of a Basic Network 
Management Layer by the mobile operator, which act as gateway (mediator) between third parties and provided basic network services), 

As per claim 19, Koutsopoulou teaches wherein the processor is further configured to: execute rules for performing a bill by account 
aggregation and mediation function (pg. 3, col. 1, 1st full para; advanced innovative features, relevant to the charging and billing issues 
management, are introduced in order to enable dynamic introduction of new pricing policies, reconfiguration of existing ones, on-line 
provision of VAS revenue balance and users balance to the VASPs and production of a single itemised bill for each user). 

As per claim 21, Koutsopoulou leaches wherein the syntax is a charging data record (CDR), and wherein the processor is further 
configured to: sending device assisted CDRs for the one or more devices in wireless communication on the wireless network, wherein the 
device assisted CDRs include a transaction code for associating a user and/or the intermediate networking device with the service usage 
information (pg. 7, as specified as a retumCodein the Pricing Policy Update Acknowledgement communication). 

As per claim 22, Koutsopoulou teaches a system, comprising: a processor of a communications device in communication with a wireless 
network, wherein the processor is configured to: generate device service usage information for the communications device based al least 
in part on a device service usage activity map, wherein the device service usage activity map includes a categorization of device service 
usage activities based on one or more of the following categories: by URL, by network domain, by website, by network traffic type, and by 
application or application type (pg. 4, col. 1, top section; including dynamic configuration of Metering Devices for monitoring specific JP 
flows and collecting only the necessary metering data related to service usage; reconfiguration of Metering Devices when the service 
arameter, the metering policy or the meter granularity changes; imposition for collecting the metering data immediately in specific cases); 
and sending to a service controller the device generated service usage information in a syntax and a communication protocol (Fig. 1 ); 
information sent to the service provision manager module) and a memory coupled to the processor and configured to provide the 
processor with instructions (pg. 5, col. 1, first full para). Koutsopoulou does not teach augmenting or replacing network generated service 
usage information for the communications device, Alonistioti teaches augmenting or replacing network generated service usage 
inlormation for the one or more devices (pg, 2; 2nd to last bulleted section • col. 3, 3rd bulleted section; a single bill should be generated 
per user for all basic and value-added services; and execute applications matching his/her needs as well as the current characteristics of 
the service provision context (e.g., terminal and network capabilities, user state]), It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to include Alonistioti's feature in the system of Koutsopoulou, as both teach the utility of collecting 
charging data records, and Alonistioli's feature allows the service provision platform to be able to accommodate the multitude of open 
APl-based services that are expected to emerge in 3G networks. 

Claims 1 - 25 meet the criteria set out in PCT Article 33(4), and thus have industrial applicability because the subject matter claimed can 
be made or used in industry. 

Fonn PCT/ISN23 7 (Supplemental Box) (July 2009) 
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Doc code: IDS PTO/SB/08a (01-10) 
Approved for use through 07/31/2012. 0MB 0651-0031 

Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor j RALEIGH, Gregory G. 

ST A TEMENT BY APPLICANT 
Art Unit 2472 

( Not for submission under 37 CFR 1.99) I KIZOU, Hassan Examiner Name 

Attorney Docket Number 26WV-160499 [RALEP022] 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Patent Number Issue Date Relevant Passages or Relevant 
Initial* No Code1 of cited Document 

Figures Appear 

1 6651101 2003-11-18 GAi etal 

2 7290283 2007-10-30 COPELAND 111, John A. 

3 7401338 2008-07-15 BOWEN et al 

4 7197321 2007-03-27 ERSKINE et al 

5 7516219 2009-04-07 MOGHADDAM et al 

6 7647047 2010-01-12 MOGHADDAM et al 

7 7929960 2011-04-19 MARTIN et al 

8 7937069 2011-05-03 RASSAM, Frederic 
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Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 

STATEMENT BY APPLICANT Art Unit 2472 
( Not for submission under 37 CFR 1.99) 

J KIZOU, Hassan Examiner Name 

Attorney Docket Number 261/W-160499 [RALEP022] 

9 6563806 2003-05-13 YANO et al 

10 6532235 2003-03-11 BENSON et al 

11 7280816 2007-10-09 FRATTI et al 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
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Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20090125619 2009-05-14 ANTANI, Snehal S. 

2 20080212470 2008-09-04 CASTANEDA et al 

3 20080183812 2008-07-31 PAUL et al 

4 20060178918 2006-08-10 MIKURAK 

5 20040103193 2004-05-27 PANDYA et al 

6 20050183143 2005-08-18 ANDERHOLM et al 

EFS Web 2.1.17 

Page 125 of 280



Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 

ST A TEMENT BY APPLICANT Art Unit 2472 
( Not for submission under 37 CFR 1.99) 

j KIZOU, Hassan Examiner Name 

Attorney Docket Number 261/VV-160499 [RALEP022] 

7 20070294395 2007-12-20 STRUB et al 

8 20090287921 2009-11-19 ZHU et al 

9 20060085543 2006-04-01 HRASTAR et al 

10 20080059474 2008-03-01 LIM, Keng 

11 20080066149 2008-03-01 LIM, Keng 

12 20080066150 2008-03-01 LIM, Keng 

13 20080167033 2008-07-10 BECKERS, Michel 

14 20070298764 2007-12-27 CLAYTON 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages, Columns, Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant 
TS 

Initial* No Number3 Code2i Code4 Date Passages or Relevant 
Document 
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If you wish to add additional Foreign Patent Document citation information please click the Add button 

EFS Web 2.1.17 

Page 126 of 280



Application Number 12695019 

Filing Date 2010-01-27 
INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
STATEMENT BY APPLICANT Art Unit 2472 
( Not for submission under 37 CFR 1.99) 

\ KIZOU, Hassan Examiner Name 

Attorney Docket Number 26WV-160499 [RALEP022] 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 
publisher, city and/or country where published. 

1 Author Unknown, "Data Roaming Tariffs - Transparency Measures." EUROPA - Europe's Information Society 
□ Thematic Portal website, date unknown. 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature / I Date Considered I 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTQ,GQV or MPEP 901.04. 2 Enter office that issued the document, by the !'No-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 
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Application Number 12695019 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
ST A TEMENT BY APPLICANT Art Unit 2472 
( Not for submission under 37 CFR 1.99) 

j KIZOU, Hassan Examiner Name 

Attorney Docket Number 26WV-160499 [RALEP022] 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

D The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

[2sl A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1 .4(d) for the 
form of the signature. 

Signature Date (YYYY-MM-DD) 2011-07-19 
¾W 

Name/Print Marc A. Sockol Registration Number 40,823 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 10554919 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 69849 

Filer: Marc A. Sockol/Linda Brost 

Filer Authorized By: Marc A. Sockol 

Attorney Docket Number: RALEP022 

Receipt Date: 19-JUL-2011 

Filing Date: 27-JAN-2010 

Time Stamp: 19:33:36 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

432987 

1 
160499-RALEP022-IDS-071911. 

14 
pdf 

yes 
dee4fc3fa0b387a671 a8cc1 d696c6b9739f4 

5d4a 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Information Disclosure Statement (IDS) Form (SBOS) 1 6 

Non Patent Literature 7 14 

Warnings: 

Information: 

Total Files Size (in bytes) 432987 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/695,019 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

01/27/2010 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT 

Gregory G. Raleigh 
ATTY. DOCKET NO./TITLE 

RALEP022 
CONFIRMATION NO. 7069 

POWER OF ATTORNEY NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~!l)UH] 111111111111111 IIII IIII 

Date Mailed: 04/26/2011 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/18/2011. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/hchristian/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/695,019 01/27/2010 

69849 
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
390 Lytton Avenue 
Palo Alto, CA 94301 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT 

Gregory G. Raleigh 
ATTY. DOCKET NO./TITLE 

RALEP022 
CONFIRMATION NO. 7069 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~!l)UI II] 111111111111111 IIII IIII 

Date Mailed: 04/26/2011 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/18/2011. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/hchristian/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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PTOISB/80(11-08) 
Approved for use through 11/3012011. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Acl of 1995 no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under 
37 CFR 3.73(b). 
I hereby appoint: 

I I 
~ Practitioners associated with the Customer Number: 69849 

OR 

□ Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used): 

Name Registration Name Registration 
Number Number 

as attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with 
any and all patent applications assigned .Q.Q.!y to the undersigned according to the USPTO assignment records or assignment documents 
attached to this form in accordance with 37 CFR 3.73(b). 

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(b) to: 

~ I 
69849 

I The address associated with Customer Number: 

OR 
□ Firm or 

Individual Name 
Address 

City [ State I Zip 

Country 

Telephone j Email 

Assignee Name and Address: 

Headwater Partners I, LLC 
350 Marine Parkway, Suite 300 
Redwood City, California 94065 
U.S.A. 

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be 
filed in each application in which this form ls used. The statement under 37 CFR 3.73(b) may be completed by one of 
the practitioners appointed in this form if the appointed practitioner Is authorized to act on behalf of the assignee, 
and must identify the application in which this Power of Attorney is to be filed. 

SIGNATURE of Assignee of Record 
TJtt:l iryaij,li9tfal).vl}?se signature and title is supplied below is authorized lo act on behalf of the assignee 

Signature l Jr c JJ/ Date: / l] 
_,,,., "' ,, ;{ 

2011 

Name David R. Johr,s'on Telephone: (;{"o s-17-2 7f? -
Title Chief Financial Officer 
Th,s collecuon of information ,s reqwred by 37 CFR 1.31, 1.32 and 1.33. The information ,s roqwred to obtain or retain a bener.t by the pubhc wh,ch ,s to hie (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1. 11 and 1, 14. This collection is estimated to take 3 minutes to 
complete. including gathering, preparing, and submitting the completed application form to the USPTO. T,me will vary depending upon the individual case. Any 
comments on the amount of time you require to comple!e this form and/or suggestions for reducmg this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450. Alexandria. VA 22313•1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select oplion 2. 

W02-WEST:1 LKB1\403364274.1 -1-

} 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records 
from this system of records may be disclosed to the Department of Justice to determine 
whether disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures 
to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when 
the individual has requested assistance from the Member with respect to the subject matter 
of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of 
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the 
Administrator, General Services, or his/her designee, during an inspection of records 
conducted by GSA as part of that agency's responsibility to recommend improvements in 
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. 
Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) 
directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, 
State, or local law enforcement agency, if the USPTO becomes aware of a violation or 
potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 9905264 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Marc A. Sockol 

Filer Authorized By: 

Attorney Docket Number: RALEP022 

Receipt Date: 18-APR-2011 

Filing Date: 27-JAN-2010 

Time Stamp: 21:27:14 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

156010 

1 
160499POAand3-73bStmt0418 

4 
11.pdf 

yes 
4 7ba353b 1 afe78d864388e53915b53e6668 

33790 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Assignee showing of ownership per 37 CFR 3.73(b). 1 2 

Power of Attorney 3 4 

Warnings: 

Information: 

Total Files Size (in bytes) 156010 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/96 (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

STATEMENT UNDER 37 CFR 3.73(b) 

Applicant/Patent Owner: Gregory G. Raleigh 

Application No./Patent No.: ______ 1_2/_6_9_5_,0_1_9 _____ _ Filed/Issue Date: January 27, 2010 

Titled: 
Device Assisted CDR Creation, Aggregation, Mediation and Billing 

Headwater Partners I, LLC _____________________ ,a limited liability company 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc. 

states that it is: 

1. [gj the assignee of the entire right, title, and interest in; 

2. □ an assignee of less than the entire right, title, and interest in 
(The extent (by percentage) of its ownership interest is ____ %);or 

3. D the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made) 

the patent application/patent identified above, by virtue of either: 

A. [gj An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 024247 , Frame 0810 , or for which a 
copy therefore is attached. 

OR 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame -------- or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ _ or for which a copy thereof is attached. 

3. From: To: -------------------
The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ ~ or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

As required by 37 CFR 3. 73(b )( 1 )(i), the documentary evidence of the chain of title from the original owner to the assignee was, 
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be su.bmitted to Assignment Division in 
accordance with 37 CFR Part 3, to record the assignment in the records of the US PTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

11 J 0 D ✓i-1 ~ 
Signature 

Marc A. Sockol, Reg. No. 40,823 

Printed or Typed Name 

April 18, 2011 

Date 

Attorney of Record 

Title 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet 

I 1 I or 12 Atty Docket No. RALEP022 

U.S. Patent Documents 

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. Number-Kind Code ''"'0=J MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant Figures 

Appear 

A. us 2003/0088671 05-08-2003 KLINKER et al. 

B. us 2007 /0248100 10-25-2007 ZUBERI et al. 

C. us 2008/0130534 06-05-2008 Tazuko Tomioka 

D. us 7,747,240 06-29-2010 BRISCOE et al. 

E. us 2006/0236095 10-19-2006 SMITH et al. 

F. us 2009/0054030 02-26-2009 Golds 

G. us 6,952,428 10-04-2005 NECKAetal. 

H. us 2010/0043068 02-18-2010 V ARADHAN et al. 

I. us 2010/0071053 03-18-2010 ANSARI et al. 

J. us 2003/0005112 01-03-2003 Krautkremer 

K. us 2006/0045245 03-02-2006 AARON et al. 

L. us 2007/0076616 04-05-2007 NGO etal. 

M. us 2006/0190314 08-24-2006 Hernandez 

N. us 2009/0271514 10-29-2009 THOMAS etal. 

0. us 6,684,244 01-27-2004 GOLDMAN et al. 

P. us 2005/0055291 03-10-2005 BEVENTE et al. 

Q. us 2006/0019632 01-26-2006 CUNNINGHAM et al. 

R. us 2005/0238046 10-27-2005 HASSAN et al. 

S. us 5,577,100 11-19-1996 McGREGOR et al. 

T. us 6,198,915 03-06-2001 McGREGOR et al. 

U. us 6,650,887 11-18-2003 McGREGOR et al. 

V. us 7,245,901 07-17-2007 McGREGOR et al. 

W. us 7,373,136 05-13-2008 WATLER et al. 

X. us 6,725,031 04-20-2004 WATLER et al. 

Y. us 2002/00224 72 02-21-2002 WATLER et al. 

Z. us 6,532,579 03-11-2003 SATO et al. 

FOREIGN PATENT DOCUMENTS 
Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. 

Country Code-Number-Kind Code (ifk<=<J 
MM-DD-YYYY Applicant of Cited Relevant Passages or Relevant 

Document Figures Appear 

AA. WO 1999/065185 12-16-1999 British 
Telecommunications 

BB. WO 2007/018363 08-02-2006 Upresto, Inc. 
NON PATENT LITERATURE DOCUMENTS 

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), T2 
Initials No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s ), 

volume-issue number(s), publisher, city and/or country where published 
CC. 
DD. 

I Examiner I Date Considered 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet 12 I or 12 Atty Docket No. RALEP022 

Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

T2 = Applicant is to place a check mark here if English language Translation is attached 

Page 141 of 280



Electronic Acknowledgement Receipt 

EFSID: 8590436 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP022 

Receipt Date: 08-OCT-2010 

Filing Date: 27-JAN-2010 

Time Stamp: 19:22:30 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Transmittal Letter 
RALEP022_IDS_Before_ 1 st_OA. 

pdf 

55749 

no 2 
34cf46c5d6607586975f3e6e5170d696341 t 

be77 

Warnings: 

Information: 
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103088 

2 
Information Disclosure Statement (IDS) RALEP022_IDS_SB08_before_ 1 

2 
Filed (SB/08) st_OA_2_.pdf 

no 
202594bea14a11 e330cc4340117de0f0839 

be659 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

6077071 

3 Foreign Reference 
RALE_Foreign_Ref_WO996518 

no 49 
5.pdf 

f063cbb3e0f18a62f5135d7984e5251 b7551 
256c 

Warnings: 

Information: 

1322623 

4 Foreign Reference 
RALE_Foreign_Ref_WO200701 

no 37 
8363.pdf 

37b720bd7d61 efc44073aef1 8cbf624bab5t 
7d3b 

Warnings: 

Information: 

Total Files Size (in bytes) 7558531 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/695,019 Art Unit: 2472 

Filed: March 2, 2009 Docket No.: RALEP022 

Title: DEVICE ASSISTED CDR CREATION, AGGREGATION, 
MEDIATION AND BILLING 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 

This Information Disclosure Statement is being filed (1) with the above-referenced 

application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP022). 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 
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10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet I 1 I or I 1 Atty Docket No. RALEP022 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

3AA us -7,747,240 06-29-2010 BRISCOE et al. 

FOREIGN PATENT DOCUMENTS 
Examiner Cite No. Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, 
Initials 

Country Code-Number-Kind Code 
MM-DD-YYYY Applicant of Cited Where Relevant Passages or 

Document Relevant Figures Appear 

3A WO 2007/014630 02-08-2007 Telefonaktiebolaget 
LM Ericsson 

3B WO 2006/004467 01-12-2006 Telefonaktiebolaget 
LM Ericsson 

3M WO 1999/065185 12-16-1999 British 
Telecommunications 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite No. Include name of the author (in CAPITAL LETTERS), title of the article (when T2 
Initials appropriate), title of the item (book, magazine,journal, serial, symposium, catalog, 

etc.), date, page(s), volume-issue number(s), publisher, city and/or country where 
published 

3C KNIGHT et al., Layer 2 and 3 Virtual Private Networks: Taxonomy, Technology, 
and Standardization Efforts, IEEE Communications Magazine, June 2004 

3D KOUTSOPOULOU et al., Middleware Platform for the Support of Charging 
Reconfomration Actions, 2005 

3E NILSSON et al., A Novel MAC Scheme for Solving the QoS Parameter 
Adjustment Problem in IEEE802.1 le EDCA, February 2006 

3F Author Unknown, Overview of GSM, GPRS, and UMTS, Chapter 2, November 4, 
2008 

3G CHAOUCHI et al., Policy Based Networking in the Integration Effort Of 4G 
Networks and Services, 2004 IEEE 

3H ZHU et al., A Survey of Quality of Service in IEEE 802.11 Networks, IEEE 
Wireless Communications, August 2004 

31 KYRIAKAKOS et al., Ubiquitous Service Provision in Next Generation Mobile 
Networks, Proceedings of the 13th IST Mobile and Wireless Communications 
Summit, Lyon, France, June 2004 

31 F AROOQ et al., An IEEE 802.16 WiMax Module for the NS-3 Simulator, March 
2-6, 2009 

3K Author Unknown, HP, IP Multimedia Services Charging, A White Paper from HP, 
Januarv 2006 

3L Author Unknown, Kindle™ User's Guide 3ra Edition, Copyright 2004-2009 

I Examiner I Date Considered 
Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

T2 = Applicant is to place a check mark here if English language Translation is attached 
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EFSID: 8193555 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP022 

Receipt Date: 12-AUG-2010 
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Time Stamp: 14:49:58 
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File Listing: 
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File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Transmittal Letter 
RALEP022_IDS_Before_ 1 st_OA. 

pdf 

55749 
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be77 

Warnings: 
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2 
Information Disclosure Statement (IDS) 

Filed (SB/08) 

87258 

RALEP022_IDS_SB08_3.pdf no 1 
312e77ba8f066f86f3ae28275e2b89ee48bt 

10ed 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

7292666 

3 Foreign Reference RALE_Foreign_Ref_3A.pdf no 55 
bda2da57ab 175aa54d24e9cd7699784789 

063e0a 

Warnings: 

Information: 

4238695 

4 Foreign Reference RALE_Foreign_Ref_3B.pdf no 29 
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537a 
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Information: 

117093 
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Information: 

1817585 

6 NPL Documents RALE_NPL_Ref_3D.pdf no 10 
1 b0cb7a0b41 b 1340ba9e48fa0ea77 e27f16 

32f33 

Warnings: 

Information: 

184255 

7 NPL Documents RALE_NPL_Ref_3E.pdf no 9 
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8c42 
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5141787 
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Warnings: 

Information: 

112089 

11 NPL Documents RALE_NPL_Ref_3l.pdf no 5 
24c5 9 Sd 815 3 d b4b6ba 79 5 dS be64c6f98b0: 

73749 

Warnings: 

Information: 

338617 

12 NPL Documents RALE_NPL_Ref_3J.pdf no 11 
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Warnings: 

Information: 

2587996 
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2bd3c 
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a398b 
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6080065 
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20d33 

Warnings: 
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Total Files Size (in bytes) 30683986 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/695,019 Art Unit: 2472 

Filed: March 2, 2009 Docket No.: RALEP022 

Title: DEVICE ASSISTED CDR CREATION, AGGREGATION, 
MEDIATION AND BILLING 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 

This Information Disclosure Statement is being filed (1) with the above-referenced 

application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP022). 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 
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10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/695,019 

Information Disclosure Filing Date March 2, 2009 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2472 

Examiner Name Not Assigned 
Sheet 

I 1 I or 14 Atty Docket No. RALEP022 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

A. us 2006/0048223 03-02-2006 LEE et al. 

B. us 6,965,667 11-15-2005 TRABANDT et al. 

C. us 2008/0268813 10-13-2008 Stephane H. Maes 

D. us 2007/0255848 11-01-2007 SEWALL et al. 

E. us 2008/0039102 02-14-2008 SEWALL et al. 

F. us 2006/0233108 10-19-2006 Murali R. Krishnan 

G. us 5,892,900 04-06-1999 GINTER et al. 

H. us 7,403,763 07-22-2008 Stephane H. Maes 

I. us 7,317,699 01-08-2008 GODFREY et al. 

J. us 7,353,533 04-1-2008 WRIGHT et al. 

K. us 7,322,044 01-22-2008 Scott E. Hrastar 

L. us 7,058,968 06-06-2006 ROWLAND et al. 

M. us 7,042,988 05-09-2006 JUITT et al. 

N. us 7,418,253 08-26-2008 Alan Kavanah 

0. us 7,242,920 04-10-2007 Robert P. Morris 

P. us 6,148,336 11-14-2000 THOMAS etal. 

Q. us 7,317,699 01-08-2008 GODFREY et al. 

R. us 7,325,037 01-29-2008 Karen L. Lawson 

S. us 6,141,686 10-31-2000 JACKOWSKI et al. 
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16 NPL Documents RALE_NPL_Ref_2N.pdf no 219 
8ba9616337a9da73d1158dfaec561 ac7bc2 

3b576 

Warnings: 

Information: 

22848329 

17 NPL Documents RALE_NPL_Ref_2O.pdf no 262 
5dfb6b37b9bdba2974aea 1 fl 643a2cc9b91 

29f17 

Warnings: 

Information: 

496028 

18 NPL Documents RALE_NPL_Ref_2P.pdf no 35 
a267ff1 2b9b336818993ff8b85da8e35a570 

8cc5 

Warnings: 

Information: 

1970806 

19 NPL Documents RALE_NPL_Ref_2Q.pdf no 10 
2398c7 ca4 75eec3e037b4ad60021644397a 

754ed 
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Warnings: 

Information: 

347340 

20 NPL Documents RALE_NPL_Ref_2R.pdf no 11 
e87bfc75fa6949a4c1 ea09d431 b076cdc1 bS 

5249 

Warnings: 

Information: 

Total Files Size (in bytes) 70292280 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/695,019 Art Unit: 2472 

Filed: March 2, 2009 Docket No.: RALEP022 

Title: DEVICE ASSISTED CDR CREATION, AGGREGATION, 
MEDIATION AND BILLING 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 

This Information Disclosure Statement is being filed (1) with the above-referenced 

application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP022). 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 
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10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/695,019 
Attorney Docket No. RALEP022 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/695,019 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

01/27/2010 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. ~Sl1:fM[;3.~~CJ'JER FOR PATENTS 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Gregory G. Raleigh RALEP022 
CONFIRMATION NO. 7069 

PUBLICATION NOTICE 

111111111111111111111111]~!1]!~1!~1!~1!~! 11! ~!Hll lllll 111111111111111111 

Title:DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Publication No.US-2010-0197266-A 1 
Publication Date:08/05/2010 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. ~Sl1:fM[;3.~~CJ'JER FOR PATENTS 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

12/695,019 01/27/2010 2614 1700 RALEP022 25 4 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

CONFIRMATION NO. 7069 

UPDATED FILING RECEIPT 

11111111111111111 lllll 11]~!1]!~1!~1!~1!111HH!~III 11111111111111111111111 

Date Mailed: 04/27/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Gregory G. Raleigh, Woodside, CA; 

Assignment For Published Patent Application 
HEADWATER PARTNERS I LLC, Woodside, CA 

Power of Attorney: The patent practitioners associated with Customer Number 21912 

Domestic Priority data as claimed by applicant 
This application is a CIP of 12/380,778 03/02/2009 
and is a CIP of 12/380,771 03/02/2009 
and claims benefit of 61/206,354 01/28/2009 
and claims benefit of 61/206,944 02/04/2009 
and claims benefit of 61/207,393 02/10/2009 
and claims benefit of 61/207,739 02/13/2009 
and claims benefit of 61/270,353 07/06/2009 
and claims benefit of 61 /264, 126 11/24/2009 

Foreign Applications 

If Required, Foreign Filing License Granted: 02/12/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/695,019 
Projected Publication Date: 08/05/2010 

Non-Publication Request: No 

Early Publication Request: No 
page 1 of 3 
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Title 

DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Preliminary Class 

379 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/695,019 Art Unit: 2614 

Filed: January 27, 2010 Docket No.: RALEP022 

Title: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 
AND BILLING 

RESPONSE TO NOTICE TO FILE MISSING PARTS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 
This is a Response to Notice to File Missing Parts mailed February 17, 2010. 

Application Elements: 
[8J Declaration 

[8J Newly executed (original or copy) 
D Copy from a prior application (37 CFR l.63(d) for a continuation or divisional). 
The entire disclosure of the prior application from which a copy of the declaration is 
herein supplied is considered as being part of the disclosure of the accompanying 
application and is hereby incorporated by reference therein. 

D Deletion of inventors Signed statement attached deleting inventor(s) named in 
the prior application, see 37 CFR l.63(d)(2) and l.33(b). 

Accompanying Application Parts: 
D Information Disclosure Statement with Form PTO/SB/08 D Copies ofIDS Citations 
D Preliminary Amendment (New claims numbered after highest original claim in prior application.) 

D Return Receipt Postcard 
D Copy ofNotice to File Missing Parts ofNonProvisional Application 

D Other: 

Attorney Docket No. RALEP022 Page I of2 
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Amendments 

D Cancel in this application original claims _____ of the prior application 
before calculating the filing fee. (At least one original independent claim must be retained.) 

Fee Calculation (37 CFR § 1.16) 

Small Entity Large Entity 

Rate Fee Rate Fee 

Filing Fees x$165 ~ $ OR X $330 ~ $ 330 

Search Fees X $270 ~ $ OR X $540 ~ $ 540 

Examination Fees X $110 ~$ OR X $220 ~ $ 220 

CLAIMS Filed. Extra 

Total 25 Less 20 5 X $26 ~ $ OR X $52 ~ $ 260 

Independent 4 Less 3 1 x$110~$ OR X $220 ~ $ 220 
Multiple Dependent Claims I -0- x$195 ~$ OR X $390 ~ $ 

Declaration and Surcharge Fee X$65 ~$ OR X$130~$ 130 

TOTAL TOTAL 1700.00 FILING FEE$ FILING FEE$ 

D Applicants petition for an extension of time to respond under 37 CFR § l.136(a) as follows: 
SMALL ENTITY LARGE ENTITY 

Rate Add'l Fee Rate Add'l Fee 
D Extension for Response within FIRST month X $65 = $ OR X $130 = $ 
D Extension for Response within SECOND month X $245 = $ OR X $490 = $ 
D Extension for Response within THIRD month X $555 = $ OR X $1110 = $ 
D Extension for Response within FOURTH month X $865 = $ OR X $1730= $ 
D Extension for Response within FIFTH month x$1175=$ OR X $2350 = $ 

0 Check No. for $ ___ is enclosed. 

General Authorizations 
[8J Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for 
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under 
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. RALEP022). 
[8J The Commissioner is given general authorization to charge any fees or to credit any overpayment 
during the pendency of this application to Deposit Account No. 50-0685 (Order No. RALEP022). 
[8J Please send correspondence to the following address: 

Date: April 15, 2010 

Attorney Docket No. RALEP022 

Customer No. 21912 
VANPELT,YI&JAMES LLP 
10050 N. Foothill Blvd. 
Suite 200 
Cupertino, CA 95014 

/Michael J. Schallop/ 
Michael J. Schallop 
Registration No. 44,319 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/695,019 Art Unit: 2614 

Filed: January 27, 2010 Docket No.: RALEP022 

Title: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 
AND BILLING 

RESPONSE TO NOTICE TO FILE MISSING PARTS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 
This is a Response to Notice to File Missing Parts mailed February 17, 2010. 

Application Elements: 
[8J Declaration 

[8J Newly executed (original or copy) 
D Copy from a prior application (37 CFR l.63(d) for a continuation or divisional). 
The entire disclosure of the prior application from which a copy of the declaration is 
herein supplied is considered as being part of the disclosure of the accompanying 
application and is hereby incorporated by reference therein. 

D Deletion of inventors Signed statement attached deleting inventor(s) named in 
the prior application, see 37 CFR l.63(d)(2) and l.33(b). 

Accompanying Application Parts: 
D Information Disclosure Statement with Form PTO/SB/08 D Copies ofIDS Citations 
D Preliminary Amendment (New claims numbered after highest original claim in prior application.) 

D Return Receipt Postcard 
D Copy ofNotice to File Missing Parts ofNonProvisional Application 

D Other: 
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Amendments 

D Cancel in this application original claims _____ of the prior application 
before calculating the filing fee. (At least one original independent claim must be retained.) 

Fee Calculation (37 CFR § 1.16) 

Small Entity Large Entity 

Rate Fee Rate Fee 

Filing Fees x$165 ~ $ OR X $330 ~ $ 330 

Search Fees X $270 ~ $ OR X $540 ~ $ 540 

Examination Fees X $110 ~$ OR X $220 ~ $ 220 

CLAIMS Filed. Extra 

Total 25 Less 20 5 X $26 ~ $ OR X $52 ~ $ 260 

Independent 4 Less 3 1 x$110~$ OR X $220 ~ $ 220 
Multiple Dependent Claims I -0- x$195 ~$ OR X $390 ~ $ 

Declaration and Surcharge Fee X$65 ~$ OR X$130~$ 130 

TOTAL TOTAL 1700.00 FILING FEE$ FILING FEE$ 

D Applicants petition for an extension of time to respond under 37 CFR § l.136(a) as follows: 
SMALL ENTITY LARGE ENTITY 

Rate Add'l Fee Rate Add'l Fee 
D Extension for Response within FIRST month X $65 = $ OR X $130 = $ 
D Extension for Response within SECOND month X $245 = $ OR X $490 = $ 
D Extension for Response within THIRD month X $555 = $ OR X $1110 = $ 
D Extension for Response within FOURTH month X $865 = $ OR X $1730= $ 
D Extension for Response within FIFTH month x$1175=$ OR X $2350 = $ 

0 Check No. for $ ___ is enclosed. 

General Authorizations 
[8J Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for 
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under 
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. RALEP022). 
[8J The Commissioner is given general authorization to charge any fees or to credit any overpayment 
during the pendency of this application to Deposit Account No. 50-0685 (Order No. RALEP022). 
[8J Please send correspondence to the following address: 

Date: April 15, 2010 

Attorney Docket No. RALEP022 

Customer No. 21912 
VANPELT,YI&JAMES LLP 
10050 N. Foothill Blvd. 
Suite 200 
Cupertino, CA 95014 

/Michael J. Schallop/ 
Michael J. Schallop 
Registration No. 44,319 
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DECLARATION AND POWER OF ATTORNEY 
FOR ORIGINAL U.S. PATENT APPLICATION 

Attorney's Docket No. RALEP022 

As a below-named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe that I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint 
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on 
the invention entitled: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND 
BILLING, the specification of which, 

(check one) I. 0 is attached hereto. 

2. 12?,l was filed on January 27, 2010 as 
U.S. Application No. _ ___,1=2'-"/6=9=5=0-"-19"---------
and was amended on ______________ _ 

3. D was filed on __________________ as 
International PCT Application No. _________ _ 
and was amended on ______________ _ 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
claims, as amended by any amendment referred to above. 

For Assigned Inventions: I understand that the purpose of making this appointment is to permit prosecution of patent 
applications for the above-identified invention for the benefit of my assignee, and that this appointment does not 
create an attorney-client relationship between me and these appointees. 

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States code, § l 19(a)-(d) or§ 365(b) of any foreign 
application(s) for patent or inventor's certificate, or § 365(a) of any PCT International application which designated 
at least one country other than the United States, listed below and have identified below. by checking the box, any 
foreign application for patent or inventor's certificate, or PCT International application having a filing date before 
that of the application on which priority is claimed: 

Prior Foreign Application(s) Priority Benefits Claimed? 

OYes ONo 
(Appl. No.) (Country) (Filing Date) 

I hereby claim the benefit under 35 U.S.C. § l I 9(e) of any United States provisional application(s) listed below: 

Prior Provisional Application(s) 

61/206~35~4~---­
(Application No.) 

61i206 944 
(Application No.) 

1/28/2009 
(Filing Date) 

2/4/2009 
(Filing Date) 

Atty. Dkt. No. RALEP022 
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61/207.393 2/10/2009 
(Application No.) (Filing Date) 

61/207 739 2/13/2009 
(Application No.) (Filing Date) 

61/27\Ll.23 ]/6/2009 
(Application No.) (Filing Date) 

61/264.126 11/24/2009 
(Application No.) (Filing Date) 

I hereby claim the benefit under Title 35, United States Code,§ 120 of any United States application(s), or§ 365(c) 
of any PCT International application designating the United States, listed below and, insofar as the subject matter of 
each of the claims of this application is not disclosed in the prior United States or PCT International application in 
the manner provided by the first paragraph of Title 35, United States Code, § 112, I acknowledge the duty to 
disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56 
which became available between the filing date of the prior application and the national or PCT international filing 
date of this application: 

Prior U.S. Application(s) 

12/380 778 
(Application No.) 

12/380 771 
(Application No.) 

3/2/2009 
(Filing Date) 

3/2/2009 
(Filing Date) 

PENDING 
(Status - patented, pending, abandoned) 

PENDING 
(Status - patented, pending, abandoned) 

And I hereby appoint the attorneys and/or agents associated with Customer No. 21912 as my principal attorneys to 
prosecute this application and to transact all business in the Patent and Trademark Office connected therewith: 

Please Direct all Correspondence To: 

Direct Telephone Calls To: 

Customer No. 21912 
VAN PELT, YI & JAMES LLP 
10050 N. Foothill Blvd., Suite 200 
Cupertino, CA 95014 

Michael J. Schallop at telephone number (408) 207-4762 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge that 
willful false statements and the like so made are punishable by fine or imprisonment, or both, under section 100 l of 
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the 
application or any patent issuing thereon. 

Full name of sole 
or first inventor 

Signature of sole 
or first inventor 

Residence: City 

Mailing Address 

Date: 

Woodside State: CA Citizenship: US 

2995 Woodside Road, Suite 400, Woodside, CA 94062 

2 Atty. Dkt. No. RALEP022 

Page 179 of 280



Electronic Patent Application Fee Transmittal 

Application Number: 12695019 

Filing Date: 27-Jan-201 O 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Michael J. SchallopNeronica Pula 

Attorney Docket Number: RALEP022 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 330 330 

Utility Search Fee 1111 1 540 540 

Utility Examination Fee 1311 1 220 220 

Pages: 

Claims: 

Claims in excess of 20 1202 5 52 260 

Independent claims in excess of 3 1201 1 220 220 

Miscellaneous-Filing: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Late filing fee for oath or declaration 1051 1 130 130 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1700 
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Electronic Acknowledgement Receipt 

EFSID: 7429378 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 
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DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 

AND BILLING 

CROSS REFERENCE TO OTHER APPLICATIONS 
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61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, U.S. 

Provisional Patent Application No. 61/270,353 (Attorney Docket No. RALEP022+) entitled 

DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING filed 

on July 6, 2009, and U.S. Provisional Patent Application No. 61/264,126 (Attorney Docket No. 

RALEP0028+) entitled DEVICE ASSISTED SERVICES ACTIVITY MAP filed on November 

24, 2009, which are incorporated herein by reference for all purposes. 

[0002] This application is a continuation in part of co-pending U.S. Patent Application 

No. 12/380,778 (Attorney Docket No. RALEP004), entitled VERIFIABLE DEVICE ASSISTED 

SERVICE USAGE BILLING WITH INTEGRATED ACCOUNTING, MEDIATION 

ACCOUNTING, AND MULTI-ACCOUNT, filed on March 2, 2009, which is incorporated 

herein by reference for all purposes; and U.S. Patent Application No. 12/380,771 (Attorney 

Docket No. RALEP0l 7), entitled VERIFIABLE SERVICE BILLING FOR INTERMEDIATE 

NETWORKING DEVICES, filed on March 2, 2009, which is incorporated herein by reference 

for all purposes, and which each claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 
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COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, and U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, which 

are incorporated herein by reference for all purposes. 
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BACKGROUND OF THE INVENTION 

[0003] With the advent of mass market digital communications and content distribution, 

many access networks such as wireless networks, cable networks and DSL (Digital Subscriber 

Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-Data 

Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), and Wi-Fi (Wireless Fidelity) wireless 

networks increasingly becoming user capacity constrained. Although wireless network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum being deployed in the 

future, these capacity gains are likely to be less than what is required to meet growing digital 

networking demand. 

[0004] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user, wire line user service consumption habits are trending toward 

very high bandwidth applications that can quickly consume the available capacity and degrade 

overall network service experience. Because some components of service provider costs go up 

with increasing bandwidth, this trend will also negatively impact service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] Various embodiments are disclosed in the following detailed description and the 

accompanying drawings. 

[0006] Figure 1 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing in accordance with some embodiments. 

[0007] Figure 2 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0008] Figure 3 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0009] Figure 4 illustrates provisioning of a wireless network for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. 

[0010] Figure 5 illustrates a network architecture for providing device assisted CD Rs in 

accordance with some embodiments. 

[0011] Figure 6 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 

[0012] Figure 7 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 

[0013] Figure 8 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. 

[0014] Figure 9 is a functional diagram illustrating a device based service processor and 

a service controller in accordance with some embodiments. 
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[0015] Figure 10 provides a table summarizing various service processer functional 

elements in accordance with some embodiments. 

[0016] Figure 11 provides a table summarizing various service controller functional 

elements in accordance with some embodiments. 

[0017] Figure 12 illustrates a device stack providing various service usage measurement 

from various points in the networking stack for a service monitor agent, a billing agent, and an 

access control integrity agent to assist in verifying the service usage measures and billing reports 

in accordance with some embodiments. 

[0018] Figure 13 illustrates an embodiment similar to Figure 12 in which some of the 

service processor is implemented on the modem and some of the service processor is 

implemented on the device application processor in accordance with some embodiments. 

[0019] Figure 14 illustrates various embodiments of intermediate networking devices 

that include a service processor for the purpose of verifiable service usage measurement, 

reporting, and billing reports in accordance with some embodiments. 

[0020] Figure 15 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing including a proxy server in accordance with 

some embodiments. 
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DETAILED DESCRIPTION 

[0021] The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0022] A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details 

are set forth in the following description in order to provide a thorough understanding of the 

invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0023] There are many new types of digital devices where it is becoming desirable, for 

example, to connect these devices to wireless networks including wireless wide area networks 

(WW AN, such as 3G and 4G) and/or wireless local area (WLAN) networks. These devices 

include, for example, consumer electronics devices, business user devices, and machine to 

machine devices that benefit from flexible wide area data connections and the Internet. Example 

devices include netbooks, notebooks, mobile Internet devices, personal navigation ( e.g., GPS 
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enabled) devices, music and multimedia players, eReaders, industrial telemetry, automotive 

emergency response and diagnostics, 2-way home and industrial power metering and control, 

vending machines, parking meters, and many other devices. For example, it is highly 

advantageous to offer service usage and service billing plans for such devices that are more 

optimal for each type of device and each type of desired user experience. To accomplish this, 

more sophisticated service usage measuring and service usage billing systems are needed as 

compared to the conventional network based techniques in existence today. By providing more 

flexibility in service measurement and billing, more advantageous and cost effective service 

plans can be created for, for example, the new WW AN connected devices cited above for all 

three markets ( e.g., consumer, business and machine to machine) that still maintain the necessary 

profit margins for the WW AN carriers to be successful with these various service businesses. 

[0024] Accordingly, various embodiments disclosed herein provide for a new and 

flexible augmentation or replacement for existing carrier network service usage measurement, 

service usage accounting, and service usage billing systems and techniques. 

[0025] A charging data record (CDR) is a term that as used herein defines a formatted 

measure of device service usage information, typically generated by one or more network 

functions that supervise, monitor, and/or control network access for the device. CD Rs typically 

form the basis for recording device network service usage, and often form the basis for billing 

for such usage. Various embodiments are provided herein for device assisted CDR creation, 

mediation, and billing. There are many limitations to the capabilities of service usage recording, 

aggregation and/or billing when CD Rs are generated exclusively by network based functions or 

equipment. Accordingly, by either augmenting network based service usage measures with 

device based service usage measures, or by replacing network based service usage measures with 

device based service usage measures, it is possible to create a CDR generation, aggregation, 

mediation and/or billing solution that has superior or more desirable capabilities/features. While 

in theory, many of the service usage measures that can be evaluated on a device can also be 

evaluated in the network data path using various network equipment technologies including but 

not limited to deep packet inspection (DPI), there are many examples where measuring service 

usage at the device is either more desirable or more practical, or in some cases it is the only way 

to obtain the desired measure. Such examples include but are not limited to the following: 
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• Application layer service usage measures ( e.g., traffic usage categorized by application or 

by combinations of application, destination, and/or content type); 

• Usage measures that do not involve user traffic but instead involve network overhead 

traffic (e.g., basic connection maintenance traffic, signaling traffic, network 

logon/ AAA/authentication/monitoring traffic, service software update traffic); 

• Usage that is associated with services that are charged to another entity other than the end 

user (e.g., basic network connection service offer traffic, traffic associated with providing 

network access to or downloading service marketing information, traffic associated with 

advertiser sponsored services, traffic associated with content provider sponsored services, 

911 service traffic); 

• Usage measures involving encrypted traffic (e.g., traffic that is run over encrypted 

networking protocols or between secure end points); 

• Implementing service usage measure collection and/or service usage billing across 

multiple networks that may have different and in some cases incompatible, inaccessible 

(to the CDR system ofrecord) or incomplete service usage measurement capabilities; 

• Service usage measurement and/or service usage billing capabilities that are not 

supported by the present network gateways, routers, MWC/HLRs, AAA, CDR 

aggregation, CDR mediation, billing and/or provisioning systems; 

• New service usage measures and/or new service usage billing capabilities that are 

desirable to implement in a manner that does not require major changes or upgrades to 

the existing network gateways, routers, MWC/HLRs, AAA, CDR aggregation, CDR 

mediation, billing and/or provisioning systems; 

• New service usage measures and/or new service usage billing capabilities that are 

desirable to implement in a manner that allows for rapid definition and implementation of 

new service measures and/or billing plans; 

• New service usage measures and/or new service usage billing capabilities that are 

desirable to implement in a manner that may be implemented in a manner that enables 

multiple device group definitions in which each device group gets a customized 

programmable definition for service usage collection, accounting and/or billing; 

• Multi device billing; 

• Multi user billing; 
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• Intermediate device billing with single user and multi user with and without multi device; 

• Content downloads from a specific source to a specific application with the content being 

of a specific type or even identified down to a particular content ID; and/or 

• Various other single event transactions used for billing purposes. 

For these and other reasons, it is desirable to provide a system/process that utilizes device 

assisted service usage measures that provides either an enhancement of existing network based 

service usage CDR system capabilities and techniques and/or a replacement for network based 

CDR system capabilities and techniques. 

[0026] In some embodiments, techniques, such as a system and/or process, that utilize 

device assisted service usage measures include one or more of the following: (1) receiving a 

service usage measure from a device in communication with a wireless network, (2) verifying or 

protecting the validity of the service usage measure, (3) generating a CDR based on the service 

usage measure (e.g., device assisted CDR), (4) aggregating CDRs, and (5) mediating the CDR 

with network CDRs. In some embodiments, the techniques also include providing a design and 

provisioning of devices/network equipment to recognize the CDRs. In some embodiments, the 

techniques also include provisioning to recognize that the device belongs to a Device Assisted 

Services (DAS) device group and that corresponding CDRs should be accepted and mediated. In 

some embodiments, the device assisted CDRs are also generated using formats, network 

communications protocols, network device authentication and/or provisioning to allow device 

assisted CDRs into the network CDR system, encryption, and/or signatures as required by the 

network ( e.g., to comply with network generated CDR requirements or based on any other 

network and/or service provider requirements and/or standards). 

[0027] In some embodiments, mediation rules include multi device, multi user, single 

user devices, and/or intermediate networking devices that can be single user or multi user, as 

described herein. 

[0028] In some embodiments, a device assisted CDR generator collects device based 

service usage measures that are used as the basis for, or as an enhancement (e.g., as a supplement 

or in addition) to, one or more ( e.g., network generated) CD Rs that provide one or more 

networking functions with properly formatted service usage reports that the network function(s) 
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accepts as being transmitted from an authorized source, read, and utilized for helping to 

determine the service usage of a device or group of devices. In some embodiments, the network 

functions that the device assisted CDR generator shares CD Rs with typically include one or more 

of the following: service usage/CDR aggregation and/or mediation servers, gateways, routers, 

communication nodes, Mobile Wireless Centers (MW Cs, including HLRs ), databases, AAA 

systems, billing interfaces, and billing systems. For example, the process of CDR creation in the 

CDR generator typically includes either using one or more device based measures of service 

usage, or one or more device based measures of service usage in combination with one or more 

network based measures of service usage, possibly processing one or more of such service usage 

measures according to a set of CDR creation, CDR aggregation, and/or CDR mediation rules to 

arrive at a final device usage measure that is, for example, then formatted with the proper syntax, 

framed, possibly encrypted and/or signed, and encapsulated in a communication protocol or 

packet suitable for sharing with network functions. In some embodiments, the CDR generator 

resides in the device. In some embodiments, the CDR generator resides in a network server 

function that receives the device assisted service usage measures, along with possibly network 

based usage measures, and then creates a CDR (e.g., in the service controller 122). 

[0029] In some embodiments, the device assisted CDR generator can reside in the service 

processor ( e.g., service processor 115), for example, in the service usage history or billing server 

functions. In some embodiments, the device assisted CDR generator resides in the device itself, 

for example, within the service processor functions, such as the billing agent or the service 

monitor agent. 

[0030] There are several factors that are considered in the various embodiments in order 

to create a useful, reliable, and secure device assisted CDR system, including, for example, but 

not limited to: 

• Identification of each device based service usage measure with one or more usage 

transaction codes; 

• Verification of the device based usage measure(s); 

• Secure communication of the device based usage measures to the network; 
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• Efficient (e.g., low bandwidth) communication of the device based service usage 

measure; 

• Coordination/comparison/aggregation of the device based service usage measure with 

network based service usage measure(s ); 

• Formatting the device based service usage measure into a CDR that can be properly 

communicated to the network functions and/or equipment that process service usage 

information; 

• Causing the network based functions and/or equipment used for CDR collection, 

aggregation, mediation and/or billing to recognize, authorize, and accept communications 

and CDRs from the device assisted CDR generator, reading and properly implementing 

the correct network session context for the CDR so that the CDR is properly associated 

with the correct device /user/session; 

• Implementing the CDR aggregation rules that determine how to collect and aggregate the 

device assisted CDRs as they are reported through the network CDR system hierarchy; 

• Implementing the mediation rules that determine how the various device based service 

usage transaction code measures are combined and mediated with the other device based 

service usage transaction code measures to result in consistent service usage information 

for each of the transaction code categories maintained in the network; 

• Implementing the mediation rules that determine how the device assisted CD Rs are 

combined and mediated with network based CD Rs to result in consistent service usage 

information for each of the transaction code categories maintained in the network; 

• Implementing mediation rules to reconcile the variances between network based CDR 

usage measures and device assisted CDR usage measures; 

• Classification of one or more device groups, with each group having the capability to 

uniquely define the service usage collection, accounting, and/or billing rules; 

• Collecting CD Rs generated on networks other than the home network so that service 

usage may be measured, accounted for, and/or billed for across multiple networks; 

• Multi device billing; 

• Multi user billing; and/or 

• Intermediate device billing with single user and multi user with and without multi device. 
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[0031] In some embodiments, verification of the relative accuracy of the device assisted 

service usage measure is provided. Given that, for example, the service usage measure is often 

being generated on an end user device or a device that is readily physically accessed by the 

general public or other non-secure personnel from a network management viewpoint, in some 

embodiments, the device agents used in one or more of the service processor 115 agents are 

protected from hacking, spoofing, and/or other misuse. Various techniques are provided herein 

for protecting the integrity of the agents used for generating the device assisted service usage 

measures. 

[0032] In some embodiments, the service usage measures are verified by network based 

cross checks using various techniques. For example, network based cross checks can provide 

valuable verification techniques, because, for example, it is generally not possible or at least very 

difficult to defeat well designed network based cross checks using various techniques, such as 

those described herein, even if, for example, the measures used to protect the device agents are 

defeated or if no device protection measures are employed. In some embodiments, network 

based cross checks used to verify the device assisted service usage measures include comparing 

network based service usage measures (e.g. CDRs generated by service usage measurement 

apparatus in the network equipment, such as the BTS/BSCs 125, RAN Gateways 410, Transport 

Gateways 420, Mobile Wireless Center/HLRs 132, AAA 121, Service Usage History/CDR 

Aggregation, Mediation, Feed 118, or other network equipment), sending secure query/response 

command sequences to the service processor 115 agent(s) involved in device assisted CDR 

service usage measurement or CDR creation, sending test service usage event sequences to the 

device and verifying that the device properly reported the service usage, and using various other 

techniques, such as those described herein with respect to various embodiments. 

[0033] In some embodiments, one or more of the following actions are taken if the 

device based service usage measure is found to be in error or inaccurate: bill the user for usage 

overage or an out of policy device, suspend the device, quarantine the device, SP AN the device, 

and/or report the device to a network administration function or person. 

[0034] In some embodiments, the CD R syntax used to format the device assisted service 

usage information into a CDR and/or network communication protocols for transmitting CD Rs 

Attorney Docket No. RALEP022 12 PATENT 

Page 201 of 280



are determined by industry standards (e.g., various versions of 3GPP TS 32.215 format and 

3GPP2 TSG-X X.S00l 1 or TIA-835 format). In some embodiments, for a given network 

implementation the network designers will specify modifications of the standard syntax, formats 

and/or network communication/transmission protocols. In some embodiments, for a given 

network implementation the network designers will specify syntax, formats, and/or network 

communication/transmission protocols that are entirely different than the standards. 

[0035] In some embodiments, within the syntax and formatting for the CDR the device 

assisted service usage is typically categorized by a transaction code. For example, the 

transaction code can be similar or identical to the codes in use by network equipment used to 

generate CD Rs, or given that the device is capable of generating a much richer set of service 

usage measures, the transaction codes can be a superset of the codes used by network equipment 

used to generate CD Rs ( e.g., examples of the usage activities that can be labeled as transaction 

codes that are more readily supported by device assisted CDR systems as compared to purely 

network based CDR systems are provided herein). 

[0036] In some embodiments, the device sends an identifier for a usage activity tag, an 

intermediate server determines how to aggregate into CDR transaction codes and which CDR 

transaction code to use. 

[0037] In some embodiments, the device service processor 115 compartmentalizes usage 

by pre-assigned device activity transaction codes ( e.g., these can be sub-transactions within the 

main account, transactions within a given bill-by-account transaction or sub-transactions within a 

bill-by-account transaction). The device implements bill-by-account rules to send different 

usage reports for each bill-by-account function. In some embodiments, the service controller 

122 programs the device to instruct it on how to compartmentalize these bill-by-account service 

usage activities so that they can be mapped to a transaction code. 

[0038] In some embodiments, the device reports less compartmentalized service usage 

information and the service controller 122 does the mapping of service usage activities to CDR 

transaction codes, including in some cases bill-by-account codes. 
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[0039] In some embodiments, the CDR sent to 118 or other network equipment, for 

example, can include various types of transaction codes including but not limited to a raw device 

usage CDR, a bill-by-account ( e.g., a sub-activity transaction code) CDR, a billing offset CDR, 

and/or a billing credit CDR. For example, the decision logic (also referred to as business rules or 

CDR aggregation and mediation rules) that determines how these various types of CDR 

transaction codes are to be aggregated and mediated by the core network and the billing system 

can be located in the network equipment ( e.g., a network element, such as service usage 118), in 

the service controller 122, and/or in the billing system 123. 

[0040] In some embodiments, the device assisted CDR generator uses the device assisted 

service usage measures to generate a CDR that includes service usage information, service usage 

transaction code(s), and, in some embodiments, network information context. In some 

embodiments, the service usage information, transaction code, and/or network information 

context is formatted into communication framing, syntax, encryption/signature, security and/or 

networking protocols that are compatible with the formatting used by conventional networking 

equipment to generate CDRs. For example, this allows networking equipment used for CDR 

collection, recording, aggregation, mediation, and/or conversion to billing records to properly 

accept, read, and interpret the CD Rs that are generated with the assistance of device based 

service usage measurement. In some embodiments, the device assisted service measures are 

provided to an intermediate network server referred to as a service controller ( e.g., service 

controller 122). In some embodiments, the service controller uses a CDR feed aggregator for a 

wireless network to collect device generated usage information for one or more devices on the 

wireless network; and provides the device generated usage information in a syntax ( e.g., 

charging data record (CDR)), and a communication protocol ( e.g., 3GPP or 3GPP2, or other 

communication protocol(s)) that can be used by the wireless network to augment or replace 

network generated usage information for the one or more devices on the wireless network. 

[0041] In some embodiments, mediation rules include multi device, multi user, single 

user devices, intermediate networking devices that can be single user or multi user. For example, 

the device assisted CD Rs can be formatted by the device assisted CDR generator to include a 

transaction code for one user account, even though the CDRs originate from multiple devices 

that all belong to the same user. This is an example for a multi-user device assisted CDR billing 

Attorney Docket No. RALEP022 14 PATENT 

Page 203 of 280



solution. In another example for a multi-user device assisted CDR billing solution, device 

assisted CD Rs from multiple devices and multiple users can all be billed to the same account 

( e.g., a family plan or a corporate account), but the bill-by-account CDR transaction records can 

be maintained through the billing system so that sub-account visibility is provided so that the 

person or entity responsible for the main account can obtain visibility about which users and/or 

devices are creating most of the service usage billing. For example, this type of multi-user, 

multi-device device assisted CDR billing solution can also be used to track types of service 

usage and/or bill for types of service usage that are either impossible or at least very difficult to 

account and/or bill for with purely network based CDR systems. In some embodiments, bill-by­

account CDR transaction records can be used to provide sponsored transaction services, account 

for network chatter, provide service selection interfaces, and other services for multi-user or 

multi-device service plans. 

[0042] In addition to conventional single user devices ( e.g., cell phones, smart phones, 

netbooks/notebooks, mobile internet devices, personal navigation devices, music players, 

electronic eReaders, and other single user devices) device assisted service usage measurement 

and CD Rs are also useful for other types of network capable devices and/or networking devices, 

such as intermediate networking devices ( e.g., 3G/4G WW AN to WLAN 

bridges/routers/gateways, femto cells, DOCSIS modems, DSL modems, remote access/backup 

routers, and other intermediate network devices). For example, in such devices, particularly with 

a secure manner to verify that the device assisted service usage measures are relatively accurate 

and/or the device service processor 115 software is not compromised or hacked, many new 

service provider service delivery and billing models can be supported and implemented using the 

techniques described herein. For example, in a WiFi to WW AN bridge or router device multiple 

user devices can be supported with the same intermediate networking device in a manner that is 

consistent and compatible with the central provider's CDR aggregation and/or billing system by 

sending device assisted CD Rs as described herein that have a service usage and/or billing code 

referenced to the end user and/or the particular intermediate device. 

[0043] In some embodiments, the device assisted CD Rs generated for the intermediate 

networking device are associated with a particular end user in which there can be several or 

many end users using the intermediate networking device for networking access, and in some 
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embodiments, with each end user being required to enter a unique log-in to the intermediate 

networking device. For example, in this way, all devices that connect using WiFi to the 

intermediate networking device to get WW AN access generate CD Rs can either get billed to a 

particular end user who is responsible for the master account for that device, or the CD Rs can get 

billed in a secure manner, with verified relative usage measurement accuracy to multiple end 

users from the same intermediate networking device. In another example, an end user can have 

one account that allows access to a number of intermediate networking devices, and each 

intermediate networking device can generate consistent device assisted CDRs with transaction 

codes for that end user regardless of which intermediate networking device the end user logs in 

on. 

[0044] In some embodiments, some of the services provided by the intermediate 

networking device are billed to a specific end user device assisted CDR transaction code, while 

other bill-by-account services are billed to other transaction code accounts, such as sponsored 

partner transaction service accounts, network chatter accounts, sponsored advertiser accounts, 

and/or service sign up accounts. For example, in this manner, various embodiments are provided 

in which intermediate networking devices (e.g., a WWAN to WiFi router/bridge) can sold to one 

user but can service and be used to bill other users (e.g., and this can be covered in the first 

purchasing user's service terms perhaps in exchange for a discount), or such intermediate 

networking devices can be located wherever access is desired without concern that the device 

will be hacked into so that services can be acquired without charge. 

[0045] In some embodiments, various types of service usage transactions are billed for 

on the intermediate networking device, to any of one or more users, in which the information 

required to bill for such services is not available to the central provider or MVNO network 

equipment, just as is the case with, for example, conventional single user devices. In view of the 

various embodiments and techniques described herein, those skilled in the art will appreciate that 

similar service models are equally applicable not just to WW AN to WiFi intermediate 

networking devices, but also to the Femto Cell, remote access router, DOCSIS, DSL and other 

intermediate WW AN to WiFi networking devices. 
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[0046] Figure 1 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing in accordance with some embodiments. As 

shown, Figure 1 includes a 4G/3G/2G wireless network operated by, for example, a central 

provider. As shown, various wireless devices 100 are in communication with base stations 125 

for wireless network communication with the wireless network, and other devices 100 are in 

communication with Wi-Fi Access Points (APs) or Mesh 702 for wireless communication to Wi­

Fi Access CPE 704 in communication with central provider access network 109. In some 

embodiments, each of the wireless devices 100 includes a service processor 115 (as shown), and 

each service processor connects through a secure control plane link to a service controller 122. 

In some embodiments, the network based service usage information (e.g., CDRs) is obtained 

from one or more network elements. As shown, an MVNO core network 210 also includes a 

CDR storage, aggregation, mediation, feed 118, a MVNO billing interface 122, and a MVNO 

billing system 123 (and other network elements as shown in Figure 1). 

[0047] As shown in Figure 1, a CDR storage, aggregation, mediation, feed 118 ( e.g., 

service usage 118, including a billing aggregation data store and rules engine) is a functional 

descriptor for, in some embodiments, a device/network level service usage information 

collection, aggregation, mediation, and reporting function located in one or more of the 

networking equipment components attached to one or more of the sub-networks shown in Figure 

1 ( e.g., central provider access network 109 and/or central provider core network 110), which is 

in communication with the service controller 122, and a central billing interface 127. As shown 

in Figure 1, service usage 118 is shown as a function in communication with the central provider 

core network 110. In some embodiments, the CDR storage, aggregation, mediation, feed 118 

function is located elsewhere in the network or partially located in elsewhere or integrated with 

as part of other network elements. In some embodiments, CDR storage, aggregation, mediation, 

feed 118 functionality is located or partially located in the AAA server 121 and/or the mobile 

wireless center/Home Location Register(HLR) 132 ( as shown, in communication with a 

DNS/DHCP server 126). In some embodiments, service usage 118 functionality is located or 

partially located in the base station, base station controller and/or base station aggregator, 

collectively referred to as base station 125 in Figure 1. In some embodiments, CDR storage, 

aggregation, mediation, feed 118 functionality is located or partially located in a networking 

component in the central provider access network 109, a networking component in the core 
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network 110, the central billing system 123, the central billing interface 127, and/or in another 

network component or function. This discussion on the possible locations for the network based 

and device based service usage information collection, aggregation, mediation, and reporting 

function ( e.g., CDR storage, aggregation, mediation, feed 118) can be easily generalized as 

described herein and as shown in the other figures described herein by one of ordinary skill in 

the art. Also as shown in Figure 1, the service controller 122 is in communication with the 

central billing interface 123 ( also sometimes referred to as the external billing management 

interface or billing communication interface) 127, which is in communication with the central 

billing system 123. As shown, an order management 180 and subscriber management 182 are 

also in communication with the central provider core network 110 for facilitating order and 

subscriber management of services for the devices 100 in accordance with some embodiments. 

[0048] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) provides a device/network level 

service usage information collection, aggregation, mediation, and reporting function. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

elements or combinations of network elements) collects device generated usage information for 

one or more devices on the wireless network ( e.g., devices 100); and provides the device 

generated usage information in a syntax and a communication protocol that can be used by the 

wireless network to augment or replace network generated usage information for the one or more 

devices on the wireless network. In some embodiments, the syntax is a charging data record 

(CDR), and the communication protocol is selected from one or more of the following: 3GPP, 

3GPP2, or other communication protocols. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) includes a service usage data store (e.g., a billing aggregator) and a rules engine for 

aggregating the collected device generated usage information. In some embodiments, the syntax 

is a charging data record (CDR), and the network device is a CDR feed aggregator, and the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) also aggregates CD Rs for the one or more devices on the wireless network; 

applies a set of rules to the aggregated CDRs using a rules engine (e.g., bill by account, 

transactional billing, and/or any other billing or other rules for service usage information 

collection, aggregation, mediation, and reporting), and communicates a new set of CD Rs for the 
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one or more devices on the wireless network to a billing interface or a billing system ( e.g., 

providing a CDR with a billing offset by account/service). In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) communicates a new set of CD Rs for the one or more devices on the wireless 

network to a billing interface or a billing system. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) communicates with a service controller to collect the device generated usage 

information for the one or more devices on the wireless network. In some embodiments, the 

CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations 

of network elements) communicates with a service controller, in which the service controller is 

in communication with a billing interface or a billing system. In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) communicates the device generated usage information to a billing interface or 

a billing system. In some embodiments, the CDR storage, aggregation, mediation, feed ( and/or 

other network elements or combinations of network elements) communicates with a transport 

gateway and/or a Radio Access Network (RAN) gateway to collect the network generated usage 

information for the one or more devices on the wireless network. In some embodiments, the 

service controller 122 communicates the device generated service usage information to the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements). 

[0049] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) performs rules for performing a 

bill by account aggregation and mediation function. In some embodiments, the service controller 

122 in communication with the CDR storage, aggregation, mediation, feed 118 (and/or other 

network elements or combinations of network elements) performs a rules engine for aggregating 

and mediating the device generated usage information. In some embodiments, a rules engine 

device in communication with the CDR storage, aggregation, mediation, feed 118 ( and/or other 

network elements or combinations of network elements) performs a rules engine for aggregating 

and mediating the device generated usage information. 
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[0050] In some embodiments, the rules engine is included in (e.g., integrated with/part 

of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine 

and associated functions, as described herein, is a separate function/device. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as described herein, and communicates with the central billing interface 127. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as described herein, and communicates with the central billing system 123. 

[0051] In some embodiments, duplicate CDRs are sent from the network equipment to 

the billing system 123 that is used for generating service billing. In some embodiments, 

duplicate CD Rs are filtered to send only those CD Rs/records for devices controlled by the 

service controller and/or service processor (e.g., the managed devices). For example, this 

approach can provide for the same level of reporting, lower level of reporting, and/or higher 

level of reporting as compared to the reporting required by the central billing system 123. 

[0052] In some embodiments, a bill-by-account billing offset is provided. For example, 

bill-by-account billing offset information can be informed to the central billing system 123 by 

providing a CDR aggregator feed that aggregates the device based service usage data feed to 

provide a new set of CD Rs for the managed devices to the central billing interface 127 and/or the 

central billing system 123. In some embodiments, transaction billing is provided using similar 

techniques. For example, transaction billing log information can be provided to the central 

billing interface 127 and/or the central billing system 123. 

[0053] In some embodiments, the rules engine (e.g., performed by the service usage 118 

or another network element, as described herein) provides a bill-by-account billing offset. For 

example, device generated usage information (e.g., charging data records (CDRs)) includes a 

transaction type field ( e.g., indicating a type of service for the associated service usage 

information). The rules engine can apply a rule or a set of rules based on the identified service 

associated with the device generated usage information to determine a bill-by-account billing 

offset ( e.g., a new CDR can be generated to provide the determined bill-by-account billing 

offset). In some examples, the determined bill-by-account billing offset can be provided as a 

credit to the user's service usage account (e.g., a new CDR can be generated with a negative 
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offset for the user's service usage account, such as for network chatter service usage, or 

transactional service usage, or for any other purposes based on one or more rules performed by 

the rules engine). 

[0054] As another example, for a transactional service, a first new CDR can be generated 

with a negative offset for the user's service usage account for that transactional service related 

usage, and a second new CDR can be generated with a positive service usage value to charge that 

same service usage to the transactional service provider (e.g., Amazon, eBay, or another 

transactional service provider). In some embodiments, the service controller 122 generates these 

two new CDRs, and the service usage 118 stores, aggregates, and communicates these two new 

CDRs to the central billing interface 127. In some embodiments, the service controller 122 

generates these two new CDRs, and the service usage 118 stores, aggregates, and communicates 

these two new CDRs to the central billing interface 127, in which the central billing interface 

127 applies rules (e.g., performs the rules engine for determining the bill-by-account billing 

offset). 

[0055] In some embodiments, the service controller 122 sends the device generated 

CD Rs to the rules engine ( e.g., service usage 118), and the rules engine applies one or more 

rules, such as those described herein and/or any other billing/service usage related rules as would 

be apparent to one of ordinary skill in the art. In some embodiments, the service controller 122 

generates CDRs similar to other network elements, and the rules (e.g., bill-by-account) are 

performed in the central billing interface 127. For example, for the service controller 122 to 

generate CD Rs similar to other network elements, in some embodiments, the service controller 

122 is provisioned on the wireless network and behaves substantially similar to other CDR 

generators on the network) as would be apparent to one of ordinary skill in the art. 

[0056] In some embodiments, the service controller 122 is provisioned as a new type of 

networking function that is recognized as a valid and secure source for CD Rs by the other 

necessary elements in the network ( e.g., the Service Usage History/ CDR Aggregation and 

Mediation Server 118). In some embodiments, in which the network apparatus typically only 

recognize CD Rs from certain types of networking equipment (e.g., RAN Gateway 410 or 

Transport Gateway 420 (as shown in Figure 3)), then the Service Controller 122 can provide 
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authentication credentials to the other networking equipment that indicate it is one of the 

approved types of equipment ( e.g., for purposes of generating/providing CD Rs). In some 

embodiments, the link between the Service Controller 122 and the necessary CDR aggregation 

and mediation equipment is secured, authenticated, encrypted and/or signed. 

[0057] In some embodiments, the CDR storage, aggregation, mediation, feed 118 

discards the network based service usage information (e.g., network based CDRs) received from 

one or more network elements. In these embodiments, the service controller 122 can provide the 

device based service usage information (e.g., device based CDRs) to the CDR storage, 

aggregation, mediation, feed 118 ( e.g., the CDR storage, aggregation, mediation, feed 118 can 

just provide a store, aggregate, and communication function(s)), and the device based service 

usage information is provided to the central billing interface 127 or the central billing system 

123. 

[0058] In some embodiments, the device based CDRs and/or new CD Rs generated based 

on execution of a rules engine as described herein is provided only for devices that are managed 

and/or based on device group, service plan, or any other criteria, categorization, and/or grouping. 

[0059] Figure 2 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. As shown in Figure 2, some devices 100 are in communication with DOCSIS 

Head End 125 and some devices 100 are in communication with DSLAM 125, which are in 

communication with the central provider access network 109. 

[0060] Figure 3 illustrates another wireless network architecture for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. Referring now to the 4G/3G/2G access network as shown in Figure 3, the 4G/3G 

and 3G/2G base stations/nodes 125 are in communication with a 4G/3G/2G Radio Access 

Network (RAN) gateway 410 via a radio access network 405, which are in communication with 

a 4G/3G/2G transport gateway 420 via an access transport network 415. The central provider 

core network 110 is in network communication with the access transport network 415 ( e.g., via a 

dedicated/leased line, and as shown, via a firewall 124). The Internet 120 is available via a 

firewall 124 and the transport gateway(s) 420, as shown. Also, as shown, a network apparatus 

Attorney Docket No. RALEP022 22 PATENT 

Page 211 of 280



provisioning system 160, order management 180, and subscriber management 182 are in 

communication with the central provider core network 110. As shown, a AAA server 121, a 

mobile wireless center/Home Location Register(HLR) 132, a DNS/DHCP 126, and CDR 

storage, aggregation, mediation, feed 118 are also in communication with the access transport 

network 415. The central billing system 123 and the central billing interface 127 are shown in 

communication with the central provider core network 110. 

[0061] As shown, Figure 3 includes a 4G/3G/2G wireless network operated by, for 

example, a central provider. In some embodiments, each of the wireless devices 100 includes a 

service processor 115 (as shown), and each service processor connects through a secure control 

plane link to a service controller 122. In some embodiments, the network based service usage 

information (e.g., network generated CDRs) is obtained from Radio Access Network (RAN) 

gateway(s) 410 and/or transport gateway(s) 420. In some embodiments, device based service 

usage information (e.g., device assisted CDRs) are generated by the service processor 115 and/or 

service controller 122 for some or all of the wireless devices 100 using similar techniques as 

described herein, and in some embodiments, such device based service usage information ( e.g., 

device assisted CD Rs) is sent to the CDR storage, aggregation, mediation, feed 118 ( e.g., the 

CDR storage, aggregation, mediation, feed 118 can just provide a store, aggregate, and 

communication function(s)), and/or to the central billing interface 127 or the central billing 

system 123, as similarly described herein with respect to various embodiments. 

[0062] Figure 4 illustrates provisioning of a wireless network for providing device 

assisted CDR creation, aggregation, mediation and billing in accordance with some 

embodiments. As shown in Figure 4, the provisioning of various network equipment is provided 

as shown to recognize each other as an authorized source of CD Rs ( e.g., this can be done 

manually or in an automated manner). For example, order management 180, subscriber 

management, billing interface 127, billing system 123, network provisioning system 160, service 

controller 122, access network AAA server 121, mobile wireless center 132, and CDR storage, 

aggregation, mediation feed 118 communicate with each other for such provisioning, which can 

be implemented using various techniques. In some embodiments, the various network elements 

are provisioned to recognize device assisted CD Rs being generated by the service controller 122, 

which, for example, can be provided to the billing interface 127 and/or the billing system 123. In 
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some embodiments, network generated CDRs are provided by RAN/Access gateway 410, 

aggregation/transport gateway 425, and/or base station controller 125. In some embodiments, 

other network elements generate/receive/store device assisted CD Rs. 

[0063] In some embodiments, provisioning of various network equipment is provided to 

recognize a given device as belonging to a device group that supports a service usage and/or 

billing plan that relies upon and/or utilizes device assisted CD Rs. 

[0064] In some embodiments, the CDR formats, transaction codes, and CDR 

transmission destinations are programmed for each device that generates CDRs, including the 

service controller 122 (e.g., in some embodiments, the service controller 122 is the intermediary 

for CD Rs) and/or service processor 115 ( e.g., in some embodiments, the device sends CD Rs to 

network CDR aggregation or billing interface 127 /billing system 123 with no intermediate server 

function). 

[0065] Figure 5 illustrates a network architecture for providing device assisted CD Rs in 

accordance with some embodiments. As shown, network generated CDRs are sent from various 

network elements to the CDR storage, aggregation, mediation, feed 118 and the service 

controller 122, as shown in dashed lines with arrows in Figure 5. In some embodiments, the 

network generated CD Rs are used for verification of device assisted service (DAS) usage and/or 

billing information. In some embodiments, the network generated CD Rs are provided to the 

service controller 122, and the service controller 122 implements aggregation and/or mediation 

rules to examine and, in some cases, aggregate and/or mediate network generated/based CD Rs 

with device assisted/based CDRs. 

[0066] In some embodiments, device assisted CDRs are sent from the service controller 

122 to CDR storage, aggregation, mediation, feed 118 and communicated to the billing system 

123, as shown in solid lines with arrows in Figure 5. In some embodiments, CDR storage, 

aggregation, mediation, feed 118 uses DAS service usage CDRs to augment network 

generated/based CD Rs with bill-by-account transaction codes ( e.g., as similarly described 

herein). In some embodiments, CDR storage, aggregation, mediation, feed 118 implements 

aggregation and/or mediation rules to account for DAS CDR usage amount in a new bill-by­

account transaction code and removes the same service usage amount from the bulk device 
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account transaction code. In some embodiments, a first DAS CDR is sent for the new bill by 

account transaction code, and a second DAS CDR is sent to be used as a correction (credit) to the 

main device usage account transaction code, and CDR storage, aggregation, mediation, feed 118 

implements the rules to perform this mediation. In some embodiments, a first DAS CDR is used 

for a given bill-by-account transaction code, and a second DAS CDR is used as the main device 

account transaction code, in which the service controller 122 (or device) has already 

implemented the mediation rules so that CDR storage, aggregation, mediation, feed 118 simply 

passes such DAS CDRs to billing after aggregating them. 

[0067] Figure 6 illustrates another network architecture for providing device assisted 

CD Rs in accordance with some embodiments. Figure 6 also shows the communication of device 

assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. As shown, in some embodiments, CDR storage, aggregation, mediation, feed 118 

sends network based CDRs to service controller 122 for various purposes, such as those 

previously described herein. 

[0068] In some embodiments, service controller 122 sends DAS CDRs to billing for 

various uses by the billing system 123. In some embodiments, the billing system 123 uses DAS 

service usage CDRs to augment network based CDRs with bill-by-account transaction codes. In 

some embodiments, the billing system 123 implements aggregation and/or mediation rules to 

account for DAS CDR usage amount in a new bill-by-account transaction code and removes the 

same service usage amount from the bulk device account transaction code. In some 

embodiments, a first DAS CDR is sent for the new bill by account transaction code, and a second 

DAS CDR is sent to be used as a correction (credit) to the main device usage account transaction 

code, and the billing system 123 implements the rules to perform this mediation. In some 

embodiments, a first DAS CDR is used for a given bill-by-account transaction code, and a 

second is used as the main device account transaction code, in which the service controller 122 

(or device) has already implemented the mediation rules so that the billing system 123 simply 

passes such DAS CDRs after aggregating them. 

[0069] Figure 7 illustrates another network architecture for providing device assisted 

CD Rs in accordance with some embodiments. Figure 7 also shows the communication of device 
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assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. Figure 7 is similar to Figure 6, except as shown in Figure 7, service usage 

information is passed through the billing interface 127 instead of the billing CDR aggregation 

interface. For example, the service usage detailed bill-by-account information and offset (credit) 

information can be formatted as a CDR or can be formatted in a higher level syntax as required 

by the billing interface 127. 

[0070] Figure 8 illustrates another network architecture for providing device assisted 

CDRs in accordance with some embodiments. Figure 8 also shows the communication of device 

assisted CDRs and network generated CDRs using solid and dashed lines with arrows, 

respectively. In some embodiments, as shown in Figure 8, the central provider need not modify 

the existing CDR storage, aggregation, mediation, feed 118, so the additional aggregation and 

mediation rules discussed above with respect to Figure 5 are implemented as a new layer of rules 

in a new network function, shown as secondary DAS CDR aggregation mediation 118A, that is 

located between the billing system and the CDR storage, aggregation, mediation, feed 118. For 

example, this new network function ( e.g., secondary DAS CDR aggregation mediation 118A) 

can reside in the network (as shown) or in the service processor 115, in the service controller 

122, or elsewhere in the network or on the device. 

[0071] Figure 9 is a functional diagram illustrating a device based service processor 115 

and a service controller 122 in accordance with some embodiments. For example, this provides 

relatively full featured device based service processor implementation and service controller 

implementation. As shown, this corresponds to a networking configuration in which the service 

controller 122 is connected to the Internet 120 and not directly to the access network 1610. As 

shown, a data plane ( e.g., service traffic plane) communication path is shown in solid line 

connections and control plane (e.g., service control plane) communication path is shown in 

dashed line connections. As will be apparent, the division in functionality between one device 

agent and another is based on, for example, design choices, networking environments, devices 

and/or services/applications, and various different combinations can be used in various different 

implementations. For example, the functional lines can be re-drawn in any way that the product 

designers see fit. As shown, this includes certain divisions and functional breakouts for device 

agents as an illustrative implementation, although other, potentially more complex, embodiments 
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can include different divisions and functional breakouts for device agent functionality 

specifications, for example, in order to manage development specification and testing complexity 

and workflow. In addition, the placement of the agents that operate, interact with or monitor the 

data path can be moved or re-ordered in various embodiments. For example, the functional 

elements shown in Figure 9 are described below with respect to Figures 10 and 11. 

[0072] As shown in Figure 9, service processor 115 includes a service control device link 

1691. For example, as device based service control techniques involving supervision across a 

network become more sophisticated, it becomes increasingly important to have an efficient and 

flexible control plane communication link between the device agents and the network elements 

communicating with, controlling, monitoring, or verifying service policy. In some embodiments, 

the service control device link 1691 provides the device side of a system for transmission and 

reception of service agent to/from network element functions. In some embodiments, the traffic 

efficiency of this link is enhanced by buffering and framing multiple agent messages in the 

transmissions. In some embodiments, the traffic efficiency is further improved by controlling 

the transmission frequency or linking the transmission frequency to the rate of service usage or 

traffic usage. In some embodiments, one or more levels of security or encryption are used to 

make the link robust to discovery, eavesdropping or compromise. In some embodiments, the 

service control device link 1691 also provides the communications link and heartbeat timing for 

the agent heartbeat function. As discussed below, various embodiments disclosed herein for the 

service control device link 1691 provide an efficient and secure solution for transmitting and 

receiving service policy implementation, control, monitoring and verification information with 

other network elements. 

[0073] As shown in Figure 9, the service controller 122 includes a service control server 

link 1638. In some embodiments, device based service control techniques involving supervision 

across a network ( e.g., on the control plane) are more sophisticated, and for such it is 

increasingly important to have an efficient and flexible control plane communication link 

between the device agents ( e.g., of the service processor 115) and the network elements (e.g., of 

the service controller 122) communicating with, controlling, monitoring, or verifying service 

policy. For example, the communication link between the service control server link 1638 of 

service controller 122 and the service control device link 1691 of the service processor 115 can 
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provide an efficient and flexible control plane communication link, a service control link 1653 as 

shown in Figure 9, and, in some embodiments, this control plane communication link provides 

for a secure (e.g., encrypted) communications link for providing secure, bidirectional 

communications between the service processor 115 and the service controller 122. In some 

embodiments, the service control server link 163 8 provides the network side of a system for 

transmission and reception of service agent to/from network element functions. In some 

embodiments, the traffic efficiency of this link is enhanced by buffering and framing multiple 

agent messages in the transmissions (e.g., thereby reducing network chatter). In some 

embodiments, the traffic efficiency is further improved by controlling the transmission frequency 

and/or linking the transmission frequency to the rate of service usage or traffic usage. In some 

embodiments, one or more levels of security and/or encryption are used to secure the link against 

potential discovery, eavesdropping or compromise of communications on the link. In some 

embodiments, the service control server link 1638 also provides the communications link and 

heartbeat timing for the agent heartbeat function. 

[0074] In some embodiments, the service control server link 1638 provides for securing, 

signing, encrypting and/or otherwise protecting the communications before sending such 

communications over the service control link 1653. For example, the service control server link 

1638 can send to the transport layer or directly to the link layer for transmission. In another 

example, the service control server link 1638 further secures the communications with transport 

layer encryption, such as TCP TLS SSH version 1 or 2 or another secure transport layer protocol. 

As another example, the service control server link 1638 can encrypt at the link layer, such as 

using IPSEC, various possible VPN services, other forms ofIP layer encryption and/or another 

link layer encryption technique. 

[0075] As shown in Figure 9, the service controller 122 includes an access control 

integrity server 1654. In some embodiments, the access control integrity server 1654 collects 

device information on service policy, service usage, agent configuration and/or agent behavior. 

For example, the access control integrity server 1654 can cross check this information to identify 

integrity breaches in the service policy implementation and control system. In another example, 

the access control integrity server 1654 can initiate action when a service policy violation or a 

system integrity breach is suspected. 
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[0076] In some embodiments, the access control integrity server 1654 (and/or some other 

agent of service controller 122) acts on access control integrity agent 1694 reports and error 

conditions. Many of the access control integrity agent 1654 checks can be accomplished by the 

server. For example, the access control integrity agent 1654 checks include one or more of the 

following: service usage measure against usage range consistent with policies ( e.g., usage 

measure from the network and/or from the device); configuration of agents; operation of the 

agents; and/or dynamic agent download. 

[0077] In some embodiments, the access control integrity server 1654 (and/or some other 

agent of service controller 122) verifies device service policy implementations by comparing 

various service usage measures (e.g., based on network monitored information, such as by using 

IPDRs or CDRs, and/or local service usage monitoring information) against expected service 

usage behavior given the policies that are intended to be in place. For example, device service 

policy implementations can include measuring total data passed, data passed in a period of time, 

IP addresses, data per IP address, and/or other measures such as location, downloads, email 

accessed, URLs, and comparing such measures expected service usage behavior given the 

policies that are intended to be in place. 

[0078] In some embodiments, the access control integrity server 1654 (and/or some other 

agent of service controller 122) verifies device service policy, and the verification error 

conditions that can indicate a mismatch in service measure and service policy include one or 

more of the following: unauthorized network access (e.g., access beyond ambient service policy 

limits); unauthorized network speed ( e.g., average speed beyond service policy limit); network 

data amount does not match policy limit ( e.g., device not stop at limit without re-up/revising 

service policy); unauthorized network address; unauthorized service usage (e.g., VOIP, email, 

and/or web browsing); unauthorized application usage ( e.g., email, VOIP, email, and/or web); 

service usage rate too high for plan, and policy controller not controlling/throttling it down; 

and/or any other mismatch in service measure and service policy. Accordingly, in some 

embodiments, the access control integrity server 1654 ( and/or some other agent of service 

controller 122) provides a policy/service control integrity service to continually ( e.g., 

periodically and/or based on trigger events) verify that the service control of the device has not 

been compromised and/or is not behaving out of policy. 
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[0079] As shown in Figure 9, service controller 122 includes a service history server 

1650. In some embodiments, the service history server 1650 collects and records service usage 

or service activity reports from the Access Network AAA Server 1621 and the Service Monitor 

Agent 1696. For example, although service usage history from the network elements can in 

certain embodiments be less detailed than service history from the device, the service history 

from the network can provide a valuable source for verification of device service policy 

implementation, because, for example, it is extremely difficult for a device error or compromise 

event on the device to compromise the network based equipment and software. For example, 

service history reports from the device can include various service tracking information, as 

similarly described above. In some embodiments, the service history server 1650 provides the 

service history on request to other servers and/or one or more agents. In some embodiments, the 

service history server 1650 provides the service usage history to the device service history 1618. 

In some embodiments, for purposes of facilitating the activation tracking service functions 

(described below), the service history server 1650 maintains a history of which networks the 

device has connected to. For example, this network activity summary can include a summary of 

the networks accessed, activity versus time per connection, and/or traffic versus time per 

connection. As another example, this activity summary can further be analyzed or reported to 

estimate the type of service plan associated with the traffic activity for the purpose of bill sharing 

reconciliation. 

[0080] As shown in Figure 9, service controller 122 includes a policy management server 

1652. In some embodiments, the policy management server 1652 transmits policies to the 

service processor 115 via the service control link 1653. In some embodiments, the policy 

management server 1652 manages policy settings on the device (e.g., various policy settings as 

described herein with respect to various embodiments) in accordance with a device service 

profile. In some embodiments, the policy management server 1652 sets instantaneous policies 

on policy implementation agents (e.g., policy implementation agent 1690). For example, the 

policy management server 1652 can issue policy settings, monitor service usage and, if 

necessary, modify policy settings. For example, in the case of a user who prefers for the network 

to manage their service usage costs, or in the case of any adaptive policy management needs, the 

policy management server 1652 can maintain a relatively high frequency of communication with 

the device to collect traffic and/or service measures and issue new policy settings. In this 
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example, device monitored service measures and any user service policy preference changes are 

reported, periodically and/or based on various triggers/events/requests, to the policy management 

server 1652. In this example, user privacy settings generally require secure communication with 

the network ( e.g., a secure service control link 1653), such as with the policy management server 

1652, to ensure that various aspects of user privacy are properly maintained during such 

configuration requests/policy settings transmitted over the network. For example, information 

can be compartmentalized to service policy management and not communicated to other 

databases used for CRM for maintaining user privacy. 

[0081] In some embodiments, the policy management server 1652 provides adaptive 

policy management on the device. For example, the policy management server 1652 can issue 

policy settings and objectives and rely on the device based policy management ( e.g., service 

processor 115) for some or all of the policy adaptation. This approach can require less 

interaction with the device thereby reducing network chatter on service control link 1653 for 

purposes of device policy management ( e.g., network chatter is reduced relative to various 

server/network based policy management approaches described above). This approach can also 

provide robust user privacy embodiments by allowing the user to configure the device policy for 

user privacy preferences/settings so that, for example, sensitive information ( e.g., geo-location 

data, website history) is not communicated to the network without the user's approval. In some 

embodiments, the policy management server 1652 adjusts service policy based on time of day. 

In some embodiments, the policy management server 1652 receives, requests or otherwise 

obtains a measure of network availability and adjusts traffic shaping policy and/or other policy 

settings based on available network capacity. 

[0082] As shown in Figure 9, service controller 122 includes a network traffic analysis 

server 1656. In some embodiments, the network traffic analysis server 1656 collects/receives 

service usage history for devices and/or groups of devices and analyzes the service usage. In 

some embodiments, the network traffic analysis server 1656 presents service usage statistics in 

various formats to identify improvements in network service quality and/or service profitability. 

In other embodiments, the network traffic analysis server 1656 estimates the service quality 

and/or service usage for the network under variable settings on potential service policy. In other 

embodiments, the network traffic analysis server 1656 identifies actual or potential service 
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behaviors by one or more devices that are causing problems for overall network service quality 

or service cost. 

[0083] As shown in Figure 9, service controller 122 includes a beta test server 1658. In 

some embodiments, the beta test server 1658 publishes candidate service plan policy settings to 

one or more devices. In some embodiments, the beta test server 1658 provides summary reports 

of network service usage or user feedback information for one or more candidate service plan 

policy settings. In some embodiments, the beta test server 1658 provides a mechanism to 

compare the beta test results for different candidate service plan policy settings or select the 

optimum candidates for further policy settings optimization. 

[0084] As shown in Figure 9, service controller 122 includes a service download control 

server 1660. In some embodiments, the service download control server 1660 provides a 

download function to install and/or update service software elements (e.g., the service processor 

115 and/or agents/components of the service processor 115) on the device, as described herein. 

[0085] As shown in Figure 9 service controller 122 includes a billing event server 1662. 

In some embodiments, the billing event server 1662 collects billing events, provides service plan 

information to the service processor 115, provides service usage updates to the service processor 

115, serves as interface between device and central billing server 1619, and/or provides trusted 

third party function for certain ecommerce billing transactions. 

[0086] As shown in Figure 9, the Access Network AAA server 1621 is in network 

communication with the access network 1610. In some embodiments, the Access Network AAA 

server 1621 provides the necessary access network AAA services (e.g., access control and 

authorization functions for the device access layer) to allow the devices onto the central provider 

access network and the service provider network. In some embodiments, another layer of access 

control is required for the device to gain access to other networks, such as the Internet, a 

corporate network and/or a machine to machine network. This additional layer of access control 

can be implemented, for example, by the service processor 115 on the device. In some 

embodiments, the Access Network AAA server 1621 also provides the ability to suspend service 

for a device and resume service for a device based on communications received from the service 

controller 122. In some embodiments, the Access Network AAA server 1621 also provides the 
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ability to direct routing for device traffic to a quarantine network or to restrict or limit network 

access when a device quarantine condition is invoked. In some embodiments, the Access 

Network AAA server 1621 also records and reports device network service usage (e.g., device 

network service usage can be reported to device service history 1618). 

[0087] As shown in Figure 9, the device service history 1618 is in network 

communication with the access network 1610. In some embodiments, the device service history 

1618 provides service usage data records used for various purposes in various embodiments. In 

some embodiments, the device service history 1618 is used to assist in verifying service policy 

implementation. In some embodiments, the device service history 1618 is used to verify service 

monitoring. In some embodiments, the device service history 1618 is used to verify billing 

records and/or billing policy implementation. In some embodiments, the device service history 

1618 is used to synchronize and/or verify the local service usage counter. 

[0088] As shown in Figure 9, the central provider billing server 1619 is in network 

communication with the access network 1610. In some embodiments, the central provider 

billing server 1619 provides a mediation function for central provider billing events. For 

example, the central provider billing server 1619 can accept service plan changes. In some 

embodiments, the central provider billing server 1619 provides updates on device service usage, 

service plan limits and/or service policies. In some embodiments, the central provider billing 

server 1619 collects billing events, formulates bills, bills service users, provides certain billing 

event data and service plan information to the service controller 122 and/or device 100. 

[0089] As shown in Figure 9, in some embodiments, modem selection and control 1811 

selects the access network connection and is in communication with the modem firewall 1655, 

and modem drivers 1831, 1815, 1814, 1813, 1812 convert data traffic into modem bus traffic for 

one or more modems and are in communication with the modem selection and control 1811. In 

some embodiments, different profiles are selected based on the selected network connection 

(e.g., different service profiles/policies for WWAN, WLAN, WPAN, Ethernet and/or DSL 

network connections), which is also referred to herein as multimode profile setting. For 

example, service profile settings can be based on the actual access network ( e.g., home 

DSL/cable or work network) behind the Wi-Fi not the fact that it is Wi-Fi (or any other network, 
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such as DSL/cable, satellite, or T-1), which is viewed as different than accessing a Wi-Fi 

network at the coffee shop. For example, in a Wi-Fi hotspot situation in which there are a 

significant number of users on a DSL or T-1 backhaul, the service controller can sit in a service 

provider cloud or an MVNO cloud, the service controls can be provided by a VSP capability 

offered by the service provider or the service controller can be owned by the hotspot service 

provider that uses the service controller on their own without any association with an access 

network service provider. For example, the service processors can be controlled by the service 

controller to divide up the available bandwidth at the hotspot according to QoS or user sharing 

rules (e.g., with some users having higher differentiated priority (potentially for higher service 

payments) than other users). As another example, ambient services ( as similarly described 

herein) can be provided for the hotspot for verified service processors. 

[0090] In some embodiments, the service processor 115 and service controller 122 are 

capable of assigning multiple service profiles associated with multiple service plans that the user 

chooses individually or in combination as a package. For example, a device 100 starts with 

ambient services that include free transaction services wherein the user pays for transactions or 

events rather than the basic service (e.g., a news service, eReader, PND service, pay as you go 

session Internet) in which each service is supported with a bill by account capability to correctly 

account for any subsidized partner billing to provide the transaction services (e.g., Barnes and 

Noble may pay for the eReader service and offer a revenue share to the service provider for any 

book or magazine transactions purchased from the device 100). In some embodiments, the bill 

by account service can also track the transactions and, in some embodiments, advertisements for 

the purpose of revenue sharing, all using the service monitoring capabilities disclosed herein. 

After initiating services with the free ambient service discussed above, the user may later choose 

a post-pay monthly Internet, email and SMS service. In this case, the service controller 122 

would obtain from the billing system 123 in the case of network based billing (or in some 

embodiments the service controller 122 billing event server 1622 in the case of device based 

billing) the billing plan code for the new Internet, email and SMS service. In some 

embodiments, this code is cross referenced in a database (e.g., the policy management server 

1652) to find the appropriate service profile for the new service in combination with the initial 

ambient service. The new superset service profile is then applied so that the user maintains free 

access to the ambient services, and the billing partners continue to subsidize those services, the 
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user also gets access to Internet services and may choose the service control profile (e.g., from 

one of the embodiments disclosed herein). The superset profile is the profile that provides the 

combined capabilities of two or more service profiles when the profiles are applied to the same 

device 100 service processor. In some embodiments, the device 100 (service processor 115) can 

determine the superset profile rather than the service controller 122 when more than one 

"stackable" service is selected by the user or otherwise applied to the device. The flexibility of 

the service processor 115 and service controller 122 embodiments described herein allow for a 

large variety of service profiles to be defined and applied individually or as a superset to achieve 

the desired device 100 service features. 

[0091] As shown in Figure 9, an agent communication bus 1630 represents a functional 

description for providing communication for the various service processor 115 agents and 

functions. In some embodiments, as represented in the functional diagram illustrated in Figure 9, 

the architecture of the bus is generally multipoint to multipoint so that any agent can 

communicate with any other agent, the service controller or in some cases other components of 

the device, such user interface 1697 and/or modem components. As described below, the 

architecture can also be point to point for certain agents or communication transactions, or point 

to multipoint within the agent framework so that all agent communication can be concentrated, 

or secured, or controlled, or restricted, or logged or reported. In some embodiments, the agent 

communication bus is secured, signed, encrypted, hidden, partitioned and/or otherwise protected 

from unauthorized monitoring or usage. In some embodiments, an application interface agent 

(not shown) is used to literally tag or virtually tag application layer traffic so that the policy 

implementation agent(s) 1690 has the necessary information to implement selected traffic 

shaping solutions. In some embodiments, an application interface agent (not shown) is in 

communication with various applications, including a TCP application 1604, an IP application 

1605, and a voice application 1602. 

[0092] In some embodiments, device assisted services (DAS) techniques for providing an 

activity map for classifying or categorizing service usage activities to associate various 

monitored activities ( e.g., by URL, by network domain, by website, by network traffic type, by 

application or application type, and/or any other service usage activity 

categorization/classification) with associated IP addresses are provided. In some embodiments, a 
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policy control agent (not shown), service monitor agent 1696, or another agent or function (or 

combinations thereof) of the service processor 115 provides a DAS activity map. In some 

embodiments, a policy control agent, service monitor agent, or another agent or function ( or 

combinations thereof) of the service processor provides an activity map for classifying or 

categorizing service usage activities to associate various monitored activities (e.g., by Uniform 

Resource Locator (URL), by network domain, by website, by network traffic type, by application 

or application type, and/or any other service usage activity classification/categorization) with 

associated IP addresses. In some embodiments, a policy control agent, service monitor agent, or 

another agent or function ( or combinations thereof) of the service processor determines the 

associated IP addresses for monitored service usage activities using various techniques to snoop 

the DNS request(s) ( e.g., by performing such snooping techniques on the device 100 the 

associated IP addresses can be determined without the need for a network request for a reverse 

DNS lookup). In some embodiments, a policy control agent, service monitor agent, or another 

agent or function ( or combinations thereof) of the service processor records and reports IP 

addresses or includes a DNS lookup function to report IP addresses or IP addresses and 

associated URLs for monitored service usage activities. For example, a policy control agent, 

service monitor agent, or another agent or function ( or combinations thereof) of the service 

processor can determine the associated IP addresses for monitored service usage activities using 

various techniques to perform a DNS lookup function (e.g., using a local DNS cache on the 

monitored device 100). In some embodiments, one or more of these techniques are used to 

dynamically build and maintain a DAS activity map that maps, for example, URLs to IP 

addresses, applications to IP addresses, content types to IP addresses, and/or any other 

categorization/classification to IP addresses as applicable. In some embodiments, the DAS 

activity map is used for various DAS traffic control and/or throttling techniques as described 

herein with respect to various embodiments. In some embodiments, the DAS activity map is 

used to provide the user various UI related information and notification techniques related to 

service usage as described herein with respect to various embodiments. In some embodiments, 

the DAS activity map is used to provide service usage monitoring, prediction/estimation of 

future service usage, service usage billing ( e.g., bill by account and/or any other service 

usage/billing categorization techniques), DAS techniques for ambient services usage monitoring, 

DAS techniques for generating micro-CD Rs ( e.g., also referred to as service usage partition, 
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service usage recording partition, service charging bucket, device generated CDRs, such as in the 

case where the device and not a network component are generating the usage records, ambient 

usage records, specialized service usage records, or other terms to indicate a service usage data 

record generated to provide a more refined or detailed breakdown of service usage for the 

device), and/or any of the various other DAS related techniques as described herein with respect 

to various embodiments. 

[0093] In some embodiments, all or a portion of the service processor 115 functions 

disclosed herein are implemented in software. In some embodiments, all or a portion of the 

service processor 115 functions are implemented in hardware. In some embodiments, all or 

substantially all of the service processor 115 functionality (as discussed herein) is implemented 

and stored in software that can be performed on (e.g., executed by) various components in device 

100. In some embodiments, it is advantageous to store or implement certain portions or all of 

service processor 115 in protected or secure memory so that other undesired programs ( and/or 

unauthorized users) have difficulty accessing the functions or software in service processor 115. 

In some embodiments, service processor 115, at least in part, is implemented in and/or stored on 

secure non-volatile memory ( e.g., non volatile memory can be secure non-volatile memory) that 

is not accessible without pass keys and/or other security mechanisms. In some embodiments, the 

ability to load at least a portion of service processor 115 software into protected non-volatile 

memory also requires a secure key and/or signature and/or requires that the service processor 115 

software components being loaded into non-volatile memory are also securely encrypted and 

appropriately signed by an authority that is trusted by a secure software downloader function, 

such as service downloader 1663 as shown in Figure 16. In some embodiments, a secure 

software download embodiment also uses a secure non-volatile memory. Those of ordinary skill 

in the art will also appreciate that all memory can be on-chip, off-chip, on-board and/or off­

board. 

[0094] Figure 10 provides a table summarizing various service processer 115 functional 

elements in accordance with some embodiments. Many of these agents are similarly described 

above, and the table shown in Figure 10 is not intended to be an exhaustive summary of these 

agents, nor an exhaustive description of all functions that the agents perform or are described 

herein, but rather Figure 10 is provided as a summary aid in understanding the basic functions of 
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each agent in accordance with some embodiments and how the agents interact with one another, 

with the service controller server elements, and/or with other network functions in certain 

embodiments to form a reliable device based service delivery solution and/or platform. 

[0095] Figure 11 provides a table summarizing various service controller 122 functional 

elements in accordance with some embodiments. Many of these agents/elements are similarly 

described above, and the table shown in Figure 11 is not intended to be an exhaustive summary 

of these server elements, nor an exhaustive description of all functions that the elements perform 

or are described herein, but rather Figure 11 is provided as a summary aid in understanding the 

basic functions of each element in accordance with some embodiments and how the elements 

interact with one another, certain network elements, and/or the service processor agents in 

certain embodiments to form a reliable device based service delivery solution and/or platform. 

[0096] Figure 12 illustrates a device stack providing various service usage measurement 

from various points in the networking stack for a service monitor agent, a billing agent, and an 

access control integrity agent to assist in verifying the service usage measures and billing reports 

in accordance with some embodiments. As shown in Figure 12, several service agents take part 

in data path operations to achieve various data path improvements, and, for example, several 

other service agents can manage the policy settings for the data path service, implement billing 

for the data path service, manage one or more modem selection and settings for access network 

connection, interface with the user and/or provide service policy implementation verification. 

Additionally, in some embodiments, several agents perform functions to assist in verifying that 

the service control or monitoring policies intended to be in place are properly implemented, the 

service control or monitoring policies are being properly adhered to, that the service processor or 

one or more service agents are operating properly, to prevent unintended errors in policy 

implementation or control, and/or to prevent tampering with the service policies or control. As 

shown, the service measurement points labeled I through VI represent various service 

measurement points for service monitor agent 1696 and/or other agents to perform various 

service monitoring activities. Each of these measurement points can have a useful purpose in 

various embodiments described herein. For example, each of the traffic measurement points that 

is employed in a given design can be used by a monitoring agent to track application layer traffic 

through the communication stack to assist policy implementation functions, such as the policy 
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implementation agent 1690, or in some embodiments the modem firewall agent 1655 or the 

application interface agent, in making a determination regarding the traffic parameters or type 

once the traffic is farther down in the communication stack where it is sometimes difficult or 

impossible to make a complete determination of traffic parameters. The particular locations for 

the measurement points provided in these figures are intended as instructional examples, and 

other measurement points can be used for different embodiments, as will be apparent to one of 

ordinary skill in the art in view of the embodiments described herein. Generally, in some 

embodiments, one or more measurement points within the device can be used to assist in service 

control verification and/or device or service troubleshooting. 

[0097] In some embodiments, the service monitor agent and/or other agents implement 

virtual traffic tagging by tracking or tracing packet flows through the various communication 

stack formatting, processing and encryption steps, and providing the virtual tag information to 

the various agents that monitor, control, shape, throttle or otherwise observe, manipulate or 

modify the traffic. This tagging approach is referred to herein as virtual tagging, because there is 

not a literal data flow, traffic flow or packet tag that is attached to flows or packets, and the 

book-keeping to tag the packet is done through tracking or tracing the flow or packet through the 

stack instead. In some embodiments, the application interface and/or other agents identify a 

traffic flow, associate it with a service usage activity and cause a literal tag to be attached to the 

traffic or packets associated with the activity. This tagging approach is referred to herein as 

literal tagging. There are various advantages with both the virtual tagging and the literal tagging 

approaches. For example, it can be preferable in some embodiments to reduce the inter-agent 

communication required to track or trace a packet through the stack processing by assigning a 

literal tag so that each flow or packet has its own activity association embedded in the data. As 

another example, it can be preferable in some embodiments to re-use portions of standard 

communication stack software or components, enhancing the verifiable traffic control or service 

control capabilities of the standard stack by inserting additional processing steps associated with 

the various service agents and monitoring points rather than re-writing the entire stack to 

correctly process literal tagging information, and in such cases, a virtual tagging scheme may be 

desired. As yet another example, some standard communication stacks provide for unused, 

unspecified or otherwise available bit fields in a packet frame or flow, and these unused, 

unspecified or otherwise available bit fields can be used to literally tag traffic without the need to 
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re-write all of the standard communication stack software, with only the portions of the stack that 

are added to enhance the verifiable traffic control or service control capabilities of the standard 

stack needing to decode and use the literal tagging information encapsulated in the available bit 

fields. In the case of literal tagging, in some embodiments, the tags are removed prior to passing 

the packets or flows to the network or to the applications utilizing the stack. In some 

embodiments, the manner in which the virtual or literal tagging is implemented can be developed 

into a communication standard specification so that various device or service product developers 

can independently develop the communication stack and/or service processor hardware and/or 

software in a manner that is compatible with the service controller specifications and the 

products of other device or service product developers. 

[0098] It will be appreciated that although the implementation/use of any or all of the 

measurement points illustrated in Figure 12 is not required to have an effective implementation, 

such as was similarly shown with respect to various embodiments described herein, various 

embodiments can benefit from these and/or similar measurement points. It will also be 

appreciated that the exact measurement points can be moved to different locations in the traffic 

processing stack, just as the various embodiments described herein can have the agents affecting 

policy implementation moved to different points in the traffic processing stack while still 

maintaining effective operation. In some embodiments, one or more measurement points are 

provided deeper in the modem stack where, for example, it is more difficult to circumvent and 

can be more difficult to access for tampering purposes if the modem is designed with the proper 

software and/or hardware security to protect the integrity of the modem stack and measurement 

point(s). 

[0099] Referring to Figure 12, describing the device communications stack from the 

bottom to the top of the stack as shown, the device communications stack provides a 

communication layer for each of the modems of the device at the bottom of the device 

communications stack. Example measurement point VI resides within or just above the modem 

driver layer. For example, the modem driver performs modem bus communications, data 

protocol translations, modem control and configuration to interface the networking stack traffic 

to the modem. As shown, measurement point VI is common to all modem drivers and modems, 

and it is advantageous for certain embodiments to differentiate the traffic or service activity 
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taking place through one modem from that of one or more of the other modems. In some 

embodiments, measurement point VI, or another measurement point, is located over, within or 

below one or more of the individual modem drivers. The respective modem buses for each 

modem reside between example measurement points V and VI. In the next higher layer, a 

modem selection & control layer for multimode device based communication is provided. In 

some embodiments, this layer is controlled by a network decision policy that selects the most 

desirable network modem for some or all of the data traffic, and when the most desirable 

network is not available the policy reverts to the next most desirable network until a connection 

is established provided that one of the networks is available. In some embodiments, certain 

network traffic, such as verification, control, redundant or secure traffic, is routed to one of the 

networks even when some or all of the data traffic is routed to another network. This dual 

routing capability provides for a variety of enhanced security, enhanced reliability or enhanced 

manageability devices, services or applications. In the next higher layer, a modem firewall is 

provided. For example, the modem firewall provides for traditional firewall functions, but unlike 

traditional firewalls, in order to rely on the firewall for verifiable service usage control, such as 

access control and security protection from unwanted networking traffic or applications, the 

various service verification techniques and agents described herein are added to the firewall 

function to verify compliance with service policy and prevent tampering of the service controls. 

In some embodiments, the modem firewall is implemented farther up the stack, possibly in 

combination with other layers as indicated in other Figures. In some embodiments, a dedicated 

firewall function or layer is provided that is independent of the other processing layers, such as 

the policy implementation layer, the packet forwarding layer and/or the application layer. In 

some embodiments, the modem firewall is implemented farther down the stack, such as within 

the modem drivers, below the modem drivers, or in the modem itself. Example measurement 

point IV resides between the modem firewall layer and an IP queuing and routing layer. As 

shown, an IP queuing and routing layer is separate from the policy implementation layer where 

the policy implementation agent implements a portion of the traffic control and/or service usage 

control policies. As described herein, in some embodiments, these functions are separated so 

that a standard network stack function can be used for IP queuing and routing, and the 

modifications necessary to implement the policy implementation agent functions can be provided 

in a new layer inserted into the standard stack. In some embodiments, the IP queuing and 
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routing layer is combined with the traffic or service usage control layer. For example, a 

combined routing and policy implementation layer embodiment can also be used with the other 

embodiments, such as shown in Figure 12. Measurement point III resides between the IP 

queuing and routing layer and a policy implementation agent layer. Measurement point II 

resides between the policy implementation agent layer and the transport layer, including TCP, 

UDP, and other IP as shown. The session layer resides above the transport layer, which is shown 

as a socket assignment and session management (e.g., basic TCP setup, TLS/SSL) layer. The 

network services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail 

Transfer Protocol), POP3, DNS) resides above the session layer. Measurement point I resides 

between the network services API layer and an application layer, shown as application service 

interface agent in the device communications stack of Figure 12. 

[00100] As shown in Figure 12, the application service interface layer is above the 

standard networking stack API and, in some embodiments, its function is to monitor and in some 

cases intercept and process the traffic between the applications and the standard networking 

stack APL In some embodiments, the application service interface layer identifies application 

traffic flows before the application traffic flows are more difficult or practically impossible to 

identify farther down in the stack. In some embodiments, the application service interface layer 

in this way assists application layer tagging in both the virtual and literal tagging cases. In the 

case of upstream traffic, the application layer tagging is straight forward, because the traffic 

originates at the application layer. In some downstream embodiments, where the traffic or 

service activity classification relies on traffic attributes that are readily obtainable, such as source 

address or URL, application socket address, IP destination address, time of day or any other 

readily obtained parameter, the traffic type can be identified and tagged for processing by the 

firewall agent or another agent as it initially arrives. In other embodiments, as described herein, 

in the downstream case, the solution is generally more sophisticated when a traffic parameter 

that is needed to classify the manner in which the traffic flow is to be controlled or throttled is 

not readily available at the lower levels of the stack, such as association with an aspect of an 

application, type of content, something contained within TLS, IPSEC or other secure format, or 

other information associated with the traffic. Accordingly, in some embodiments the networking 

stack identifies the traffic flow before it is fully characterized, categorized or associated with a 

service activity, and then passes the traffic through to the application interface layer where the 
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final classification is completed. In such embodiments, the application interface layer then 

communicates the traffic flow ID with the proper classification so that after an initial short traffic 

burst or time period the policy implementation agents can properly control the traffic. In some 

embodiments, there is also a policy for tagging and setting service control policies for traffic that 

cannot be fully identified with all sources of tagging including application layer tagging. 

[00101] As shown in Figure 12, a service monitor agent, which is also in communication 

with the agent communication bus 1630, communicates with various layers of the device 

communications stack. For example, the service monitor agent, performs monitoring at each of 

measurement points I through VI, receiving information including application information, 

service usage and other service related information, and assignment information. An access 

control integrity agent is in communication with the service monitor agent via the agent 

communications bus 1630, as also shown. 

[00102] Figure 13 illustrates an embodiment similar to Figure 12 in which some of the 

service processor is implemented on the modem and some of the service processor is 

implemented on the device application processor in accordance with some embodiments. In 

some embodiments, a portion of the service processor is implemented on the modem ( e.g., on 

modem module hardware or modem chipset) and a portion of the service processor is 

implemented on the device application processor subsystem. It will be apparent to one of 

ordinary skill in the art that variations of the embodiment depicted in Figure 13 are possible 

where more or less of the service processor functionality is moved onto the modem subsystem or 

onto the device application processor subsystem. For example, such embodiments similar to that 

depicted in Figure 13 can be motivated by the advantages of including some or all of the service 

processor network communication stack processing and/or some or all of the other service agent 

functions on the modem subsystem ( e.g., and such an approach can be applied to one or more 

modems). For example, the service processor can be distributed as a standard feature set 

contained in a modem chipset hardware of software package or modem module hardware or 

software package, and such a configuration can provide for easier adoption or development by 

device OEMs, a higher level of differentiation for the chipset or modem module manufacturer, 

higher levels of performance or service usage control implementation integrity or security, 

specification or interoperability standardization, and/or other benefits. 
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[00103] Referring to Figure 13, describing the device communications stack from the 

bottom to the top of the stack as shown, the device communications stack provides a 

communication layer for modem MAC/PHY layer at the bottom of the device communications 

stack. Measurement point IV resides above the modem MAC/PHY layer. The modem firewall 

layer resides between measurement points IV and III. In the next higher layer, the policy 

implementation agent is provided, in which the policy implementation agent is implemented on 

the modem ( e.g., on modem hardware). Measurement point II resides between the policy 

implementation agent and the modem driver layer, which is then shown below a modem bus 

layer. The next higher layer is shown as the IP queuing and routing layer, followed by the 

transport layer, including TCP, UDP, and other IP as shown. The session layer resides above the 

transport layer, which is shown as a socket assignment and session management ( e.g., basic TCP 

setup, TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer 

Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer. 

Measurement point I resides between the network services API layer and an application layer, 

shown as application service interface agent in the device communications stack of Figure 13. 

[00104] Figure 14 illustrates various embodiments of intermediate networking devices 

that include a service processor for the purpose of verifiable service usage measurement, 

reporting, and billing reports in accordance with some embodiments. For example, Figures 

14(A) through 14(E) illustrate various extended modem alternatives for access network 

connection through an intermediate modem or networking device combination that has a 

connection ( e.g., LAN connection) to one or more devices 100. 

[00105] In some embodiments, device 100 includes a 3G and/or 4G network access 

connection in combination with the Wi-Fi LAN connection to the device 100. For example, the 

intermediate device or networking device combination can be a device that simply translates the 

Wi-Fi data to the WWAN access network without implementing any portion of the service 

processor 115 as shown in Figure 14(A). In some embodiments, an intermediate device or 

networking device combination includes a more sophisticated implementation including a 

networking stack and some embodiments a processor, as is the case for example if the 

intermediate networking device or networking device combination includes a router function, in 

which case the service processor 115 can be implemented in part or entirely on the intermediate 
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modem or networking device combination. The intermediate modem or networking device 

combination can also be a multi-user device in which more than one user is gaining access to the 

3G or 4G access network via the Wi-Fi LAN connection. In the case of such a multi-user 

network, the access network connection can include several managed service links using 

multiple instantiations of service processor 115, each instantiation, for example, being 

implemented in whole or in part on device 100 with the intermediate modem or networking 

device combination only providing the translation services from the Wi-Fi LAN to the WW AN 

access network. 

[00106] Referring now to Figures 14(B)-(D), in some embodiments, the service processors 

115 are implemented in part or in whole on the intermediate modem or networking device 

combination. In the case where the service processor 115 is implemented in part or in whole on 

the intermediate modem or networking device combination, the service processor 115 can be 

implemented for each device or each user in the network so that there are multiple managed 

service provider accounts all gaining access through the same intermediate modem or 

networking device combination. In some embodiments, the functions of service processor 115 

are implemented on an aggregate account that includes the WW AN access network traffic for all 

of the users or devices connected to the Wi-Fi LAN serviced by the intermediate modem or 

networking device combination. In some embodiments, the central provider can also provide an 

aggregated account service plan, such as a family plan, a corporate user group plan and/or an 

instant hotspot plan. In the case where there is one account for the intermediate modem or 

networking device combination, the intermediate modem or networking device combination can 

implement a local division of services to one or more devices 100 or users in which the services 

are controlled or managed by the intermediate modem or networking device combination or the 

device 100, but the management is not subject to service provider control and is auxiliary to the 

service management or service policy implementation performed by service processors 115. In 

some embodiments, another service model can also be supported in which there is an aggregate 

service provider plan associated with one intermediate modem or networking device 

combination, or a group of intermediate modems or networking device combinations but where 

each user or device still has its own service plan that is a sub-plan under the aggregate plan so 

that each user or device has independent service policy implementation with a unique 
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instantiation of service processor 115 rather than aggregate service policy implementation across 

multiple users in the group with a single instantiation of service processor 115. 

[00107] As shown in Figure 14(B), in some embodiments, device 100 includes a Wi-Fi 

modem, a Wi-Fi modem combined with a 3G and/or 4G WW AN modem on intermediate 

modem or networking device combination 1510, and the intermediate modem or networking 

device combination forwards WW AN access network traffic to and from device 100 via the Wi­

Fi link. For example, the service processor 115 can be implemented in its entirety on device 100 

and the service provider account can be associated exclusively with one device. Similarly, as 

shown in Figure 14(C), such an implementation can be provided using a different access modem 

and access network, such as a 2G and/or 3G WW AN, DSL wire line, cable DOC SIS wire line or 

fiber wire line configuration in place of the 3G and/or 4G access network connection to the 

intermediate modem or networking device combination 1510. In addition, various other 

embodiments similarly use DSL as shown in Figures 14(D), USB, Ethernet, Bluetooth, or 

another LAN or point to point connection from device 100 to the intermediate modem or 

networking device combination 1510, or a femto cell modem and DSL/cable/Tl/other 

combination as shown in Figure 14(E). 

[00108] Figure 15 illustrates a wireless network architecture for providing device assisted 

CDR creation, aggregation, mediation and billing including a proxy server(s) 270 in accordance 

with some embodiments. As shown, Figure 2 includes a proxy server(s) 270 in communication 

with a 4G/3G/2G wireless network operated by, for example, a central provider. For example, 

the proxy server(s) 270 can be used to implement and/or assist in providing various techniques 

described herein, such as service usage measurement and/or other techniques as described herein. 

[00109] In some embodiments, it may not be possible to accurately identify every network 

service access attempt or service usage ( e.g., or traffic access) as belonging to a given service 

usage partition (e.g., a given ambient service usage, background network chatter usage, user 

service plan usage, emergency service usage, and/or other type of service usage). As used 

herein, the terms service usage partition, service usage recording partition, service charging 

bucket, and micro-CDRs are used interchangeably. Accordingly, it is desirable to provide a 

service charging bucket for traffic that is allowed and not definitively identified as belonging to a 
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known service charging bucket. This allows for techniques to employ an "allow but verify" 

approach to traffic that is likely to be legitimately associated with an ambient service or a user 

service or a network service that is intended to be allowed, but is not definitively identified as 

being associated with an allowed service. 

[00110] As an example, there may be a web site access associated with an ambient service 

that does not have a reference identifier or other traffic parameter that allows the service 

processor to associate it with the correct ambient service. In this case, a set of rules can be 

applied to determine if it is likely that the web site access is a legitimate access given the access 

control policies that are in place, and if it is the access can be allowed and the traffic usage either 

recorded in the ambient service charging bucket that it is suspected to be associated with, or the 

traffic usage can be charged to a network chatter service usage bucket, or the traffic usage can be 

charged to the user service usage bucket, or the traffic usage may be recorded in a "not classified 

but allowed" service charging bucket. In some embodiments, in which such traffic is charged to 

the "not classified but allowed" service usage charging bucket, additional verification measures 

are employed to ensure that the amount of traffic that is not classified but allowed does not grow 

too large or become a back-door for service usage errors. For example, the access control policy 

rules for allowing unclassified traffic can be relatively loose as long as the amount of service 

usage charges accumulating in the not classified charging bucket remains within certain bounds, 

and/or the rate of service usage charged to the not classified bucket remains within certain 

bounds, but if the not classified traffic becomes large or the rate of not classified traffic growth 

becomes large then the rules governing when to allow not classified traffic can be tightened. 

[00111] As another example, a browser application can access a web site that is known to 

be an ambient service website, and that web site might serve back a series of traffic flows, some 

of which are associated with the ambient service website through URL identifiers that are known 

to be part of the website, and other traffic can be associated with the ambient service website by 

virtue of a referring website tag or header, and some traffic can be returned to the same 

application with a relatively close time proximity to the other traffic as being identified as 

ambient traffic. In this example, as long as the not classified traffic service charging bucket does 

not exceed a given pre-set policy limit on its size, and/or does not grow faster than a given pre­

set policy rate, and/or is received within a certain pre-set policy period of time difference from 
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the time that other ambient service charging bucket traffic is received, then the not classified 

traffic is continued to be allowed. However, if the not classified traffic amount or rate of growth 

exceeds the pre-set policy limits, or if the period of time between when verified ambient service 

traffic is received and the not classified traffic is received exceeds policy limits, then the not 

classified traffic can be blocked or other action can be taken to further analyze the not classified 

traffic. 

[00112] In some embodiments, it is important to provide a hierarchy of service usage 

charging rules for the various service usage partitions on a device. As an example, for a given 

service plan there can be two ambient service charging buckets, a network chatter ( e.g., or 

network overhead) service charging bucket, and a user service plan service charging bucket and 

it is desirable to make sure that no ambient services or network overhead service or unclassified 

service is charged to the user service plan, and it is also desirable to ensure that all known 

ambient service traffic is charged to the appropriate ambient service partner, and it is desirable to 

ensure that no network overhead service or unclassified service is charged to ambient service 

partners. In such situations, a service charging bucket hierarchy can be provided as follows: 

determine if a traffic flow ( e.g., or socket) is associated with network overhead, and if so allow it 

and charge that service bucket, then determine if a traffic flow ( or socket) is associated with 

ambient service # 1, and if so allow it and charge that service bucket, then determine if a traffic 

flow ( or socket) is associated with ambient service #2, and if so allow it and charge that service 

bucket, then determine if a traffic flow (or socket) is associated with not classified traffic, and if 

so allow it and charge that service bucket, then if the traffic is not associated with any of the 

above service charging buckets allow it and charge it to the user service plan charging bucket. In 

another example, if the user has not yet chosen to pay for a user service plan, then the same 

hierarchical access control and service charging policy can be used except the final step would 

be: then if the traffic is not associated with any of the above service charging buckets block the 

traffic. Hierarchical service charging bucket identification such as depicted in these examples 

can be a crucial aspect of a robust access control policy and/or service charging policy system. 

Many other access control policy hierarchies and service charging bucket policy hierarchies will 

now be apparent to one of ordinary skill in the art. 
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[00113] In some embodiments, the not classified traffic is charged according to service 

charging rules that rely on the most likely candidate service charging bucket for the traffic. As 

another example, if the not classified traffic is being delivered to the same application as other 

known ambient service traffic and the time difference between delivery of the known ambient 

service traffic and the not classified traffic is small, then the not classified traffic can be charged 

to the ambient service in accordance with a pre-set charging policy rule specifying these 

conditions. Other embodiments that will now be apparent to one of ordinary skill in the art. For 

example, another charging rule for not classified traffic could be to perform a pro-rata allocation 

of the not classified traffic to all of the other service charging buckets with the pro-rata allocation 

being based on the percentage of the total traffic used by the device for each service charging 

bucket. As another example, the not classified traffic can be charged to a subset of the service 

charging buckets for the device ( e.g., all ambient services plus the network overhead service) in 

accordance with the pro-rata share for each service included in the pro-rata split. 

[00114] In some embodiments, the user service plan agreement is structured so that the 

user acknowledges that ambient services in which the access connection to the service is 

sponsored, paid for, and/or partially subsidized by an entity other than the user are a benefit to 

the user, and/or the user acknowledges that there is no inherent right to free ambient services, 

and that the service usage accounting system may not always properly characterize usage for a 

sponsored or subsidized ambient service ( e.g., or some other specialized service) in the correct 

accounting service charging bucket, and, thus, the user service plan account can be charged 

and/or billed with some of this traffic. By having the user acknowledge a service use agreement 

of this form then some ambient traffic can be charged to the user service plan account, including, 

for example, allowed but not classified traffic, excess ambient service usage beyond pre-set 

policy limits, ambient service usage during busy network periods or on congested network 

resources, and/or other criteria/measures. In some embodiments, the user might be notified that 

they are being charged for service activities that are sometimes subsidized or free to the user. As 

discussed above, it is important to ensure that a not classified service charging bucket does not 

become a back door for service charging errors or hacking. It will now be apparent to one of 

ordinary skill in the art that the not classified service usage charges can be verified in a variety of 

manners, including, for example, observing the size of the not classified service charging bucket 

as compared to other service usage charges on the device ( e.g., total device service usage, 
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ambient service usage, user bucket service usage, and/or other criteria/measures), capping the not 

classified bucket, and/or capping the rate of growth of the not classified bucket. 

[00115] In some embodiments, it is important to verify not only that the total device 

service usage amount is correct, but that the service usage is being reported in the proper service 

charging buckets. For example, if the service processor software can be hacked so that it 

correctly reports the total service usage, but reports user service plan traffic under one or more 

ambient service buckets, then simply verifying that the total amount of service usage is correct 

will not be sufficient to prevent the device from obtaining free user service that can be charged to 

ambient service partners. There are a variety of direct and indirect embodiments to accomplish 

this verification of service charging bucket divisions. For example, in direct verification 

embodiments, one or more alternative measures of service usage are employed to cross-check the 

accuracy of the service charging bucket divisions. In indirect embodiments one of two classes of 

verification are employed: the size and rate of growth for service charging buckets is analyzed 

and compared to a pre-set group of policies to detect and/or modify service charging bucket 

growth that is out of policy; and/or the proper operation of the service processor elements 

involved in service charging bucket partitioning is verified. 

[00116] Various embodiments involving direct verification of service charging bucket 

usage and/or accounting include the use of network based service usage measures such as CD Rs, 

IPDRs, flow data records ( e.g., FD Rs - detailed reports of service usage for each service flow, 

such as network socket connection, opened and used to transmit data to or from the device), 

accounting records, interim accounting records or other similar usage records to verify that the 

device is within service policy and/or the device based service usage reports are accurate. Use of 

such network generated service usage records to directly verify service charging and/or proper 

service usage policy adherence are described herein. When network address destination and/or 

source information is available in these records, as described herein, this can be used in some 

embodiments to verify the service charging bucket accounting provided by the device service 

processor. In some embodiments, some types of service usage records include real-time data but 

not necessarily all of the useful information needed to help verify service charging bucket 

accounting, while other types of service usage records provide more detail ( e.g., IP address for 

destination and source) but do not always arrive in real-time. For example, in some 
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embodiments, FD Rs are created each time a new service flow ( e.g., network socket connection) 

is opened and then closed. At the time the service flow is closed, a (e.g., possibly time stamped) 

data usage record indicating source address, destination address and amount of data transmitted 

is created and sent to a charging aggregation function in the network. The charging aggregation 

function can then forward the FD Rs to the service controller for verification or direct accounting 

of service charging bucket accounting. By comparing the FDR addresses with known ambient 

service traffic address associations, the partitioning of service charging buckets between one or 

more ambient services and other services such as a user service plan service charging bucket 

may be verified. However, in some cases it can be a long period of time for an FDR to be 

generated when a device service flow (e.g., socket) remains open for a long period of time, as in 

the case for example with a long file download, a peer to peer connection with a socket keep 

alive, or a proxy server service with a socket keep alive. In such cases, it can be disadvantageous 

to have large amounts of data to be transferred without an FDR to confirm device service 

processor based reports, and in some cases this can provide an opportunity for service processor 

service reporting hacks. This can be remedied in a variety of ways by using other network 

reported service usage information to augment the FDR information. For example, start and stop 

accounting records can sometimes be obtained in some embodiments from a network element 

such as a service gateway or the AAA servers (e.g., or other network equipment elements 

depending on the network architecture). Although start and stop records do not possess the detail 

of service usage information that FD Rs, CD Rs, IPDRs, interim accounting records or other 

service usage records posses, they do inform the service controller that a device is either 

connected to the network or has stopped connecting. If a device is connected to the network and 

is not transmitting device usage reports or heartbeats, then the service controller is alerted that an 

error or hacking condition is likely. As another example of how two or more types of network 

reported service usage information may be used to create a better real time or near real-time 

check on device service usage, if both FD Rs and start/stop accounting records are available, the 

service controller can send a stop-then-resume service command to the device (e.g., or 

alternatively send a stop then resume service command to a network equipment element), which 

will cause the device to terminate all open service flows before re-initiating them, and once the 

service flows are stopped then the FDR flow records will be completed and transmitted for any 

service flows that were in process but unreported when the stop service command was issued. 
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This will cause any long term open socket file transfers to be reported in the FDR flow records 

thus plugging the potential back door hole in the FDR service usage accounting verification 

method. 

[00117] As another example showing how multiple types of network generated service 

usage accounting records may be used to complement each other and strengthen the verification 

of service charging bucket accounting partitions, interim data records can be used with FD Rs. 

Interim data records are available in accordance with some embodiments, n which the interim 

data records are generated on a regularly scheduled basis by a network element ( e.g., gateway, 

base station, HLR, AAA, and/or other network element/function). Interim data records are 

typically near real time records that report the aggregate traffic usage for the device as of a point 

in time, but often do not include traffic address information or other traffic details. In 

embodiments in which both interim accounting records and FDRs are available, when the interim 

accounting records are indicating service usage that is not being reported in the FDR stream this 

is evidence that a device has one or more long term socket connections that are open and are not 

terminating. In this case, the service controller can verify that the device based usage reports are 

properly accounting for the total amount of service usage reported by the interim accounting 

records, and/or the service controller can force an FDR report for the open sockets by issuing a 

stop-resume service command as similarly discussed above. 

[00118] As described herein, other embodiments involving direct verification of service 

charging bucket accounting can be provided. One example is to route ambient service traffic to a 

proxy server or router programmed to support only the network access allowed for the ambient 

service and to account for the ambient service usage. Additional proxy servers or routers can be 

similarly programmed for each ambient service that is part of the device service plan, and in 

some embodiments, another proxy server or router is programmed to support traffic control and 

account for the user service plan service access. By comparing the service usage accounting for 

each of these proxy servers or routers, the device generated service charging bucket accounting 

can be directly verified. In some embodiments, the usage accounting provided by the proxy 

servers or routers is used directly for service usage accounting. 
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[00119] In some embodiments, ambient service partner feedback is used to verify service 

charging bucket accounting. For example, web servers used by ambient service partners to 

provide ambient services can identify a user device based on header information embedded in the 

HTML traffic, and then account for either the service used by the device during the ambient 

service sessions or account for the number of transactions the user completes. If service usage is 

recorded, then it can be reported to the service controller and be used directly to verify ambient 

service charging bucket accounting. If transactions are all that are recorded, then this can be 

reported to the service controller and the amount of ambient service used by the device can be 

compared with the number of transactions completed to determine if the ambient service usage is 

reasonable or should be throttled or blocked. It will now be apparent to one of ordinary skill in 

the art that other embodiments can be provided that employ more than one type of network 

generated service usage records to verify service usage accounting and/or verify service charging 

bucket accounting. 

[00120] Other embodiments involving indirect methods for verifying or controlling 

service charging bucket accounting include monitoring the size and/or growth rate of ambient 

service usage. In some embodiments, the access control policy rules call for restricting a given 

ambient service access when the amount of service usage charges accumulating in the ambient 

service charging bucket exceed a pre-set policy limit, and/or when the rate of service usage for 

the ambient service exceeds a pre-set policy limit. For example, once these limits are reached, 

the ambient service can be throttled back for a period of time, blocked for a period of time, or 

charged to the user service plan charging bucket. In some embodiments, before these actions are 

taken the user UI can be used to notify the user of the service policy enforcement action. In 

some embodiments, indirect verification of service charging bucket accounting includes the 

various techniques described herein for verifying proper operation of the service processor agent 

software and/or protecting the service processor agent software from errors, manipulation, or 

hacking. 

[00121] In some embodiments, the device service processor directs traffic destined for a 

given ambient service to a proxy server or router programmed to support that ambient service, 

and any traffic control policies and/or access control policies for the ambient service are 

implemented in the proxy server or router. For example, in such embodiments the proxy server 
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or router can be programmed to only allow access to one or more ambient services that are 

authorized by the device service plan, with the proxy server or router controlling device access 

so that other network destinations cannot be reached. Continuing this example embodiment, the 

proxy server or router can account for the ambient service usage in an ambient service charging 

bucket as discussed elsewhere. In such proxy server or router ambient service control 

embodiments, the same traffic association techniques described elsewhere that allow incoming 

traffic associated with an ambient service website or other service to be identified, allowed or 

blocked, potentially throttled, and accounted for in a service charging bucket can be 

implemented in the proxy server or router programming. Such proxy server or router 

embodiments can also implement user service plan service charging buckets, user service plan 

traffic controls, and user service plan access control as discussed herein. In some embodiments, 

the proxy server or router analyzes the HTML traffic content of the traffic flows as described 

herein to perform such associations, traffic control and/or service usage accounting. Similarly, in 

some embodiments, a proxy server or router can provide the "surf-out" capabilities described 

herein by performing the same surf-out traffic associations (e.g., HTML branch reference 

associations and/or other branch associations) described herein. It will now be apparent to one of 

ordinary skill in the art that many of the adaptive ambient service control and service usage 

charging functions described herein for a service processor can be readily implemented with a 

proxy server or router that is appropriately programmed. 

[00122] In some embodiments, routing of device traffic for one or more ambient services 

and/or user service plan services to a proxy server or router is accomplished by the device 

service processor using the device service processor traffic control embodiments described 

herein. In some embodiments, routing of device traffic for one or more ambient services and/or 

user service plan services to a proxy server or router is accomplished by dedicated network 

equipment such as the gateways (e.g. SGSN, GGSN, PDSN, or PDN), home agents, HLRs or 

base stations, with the network equipment being provisioned by a service controller ( e.g., or 

other interchangeable network element with similar functions for this purpose) to direct the 

device traffic to the proxy server or router. In some embodiments, the ambient service traffic or 

the user service plan traffic is controlled by the proxy server according to a service plan policy 

set supplied by the service controller ( e.g., or equivalent network function for this purpose). The 

traffic control service policy thus implemented by the proxy server can control traffic based on 
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one or more of the following: period of time, network address, service type, content type, 

application type, QoS class, time of day, network busy state, bandwidth, and data usage. 

[00123] In some embodiments, a proxy server or router is used to verify accounting for a 

given service, for example, an ambient service. In some embodiments, this is accomplished by 

the device service processor directing the desired service flows to a proxy server or router 

programmed to handle the desired service flows, with the proxy server or router being 

programmed to only allow access to valid network destinations allowed by the access control 

policies for the desired service, and the proxy server or router also being programmed to account 

for the traffic usage for the desired services. In some embodiments, the proxy service usage 

accounting may then be used to verify device based service usage accounting reported by the 

service processor. In some embodiments, the accounting thus reported by the proxy server or 

router can be used directly to account for service usage, such as ambient service usage or user 

service plan service usage. 

[00124] In some embodiments, in which a proxy server is used for device service usage 

accounting, the proxy server maintains a link to the device service notification UI via a secure 

communication link, such as the heartbeat device link described herein. For example, the proxy 

server or router can keep track of device service usage versus service plan usage caps/limits and 

notify the user device UI through the device communication link (e.g., heartbeat link) between 

the service controller and the device. In some embodiments, the proxy server/router 

communicates with a device UI in a variety of ways, such as follows: UI connection through a 

device link ( e.g., heartbeat link), through a device link connected to a service controller ( e.g., or 

other network element with similar function for this purpose), presenting a proxy web page to the 

device, providing a pop-up page to the device, and/or installing a special portal mini-browser on 

the device that communicates with the proxy server/router. In some embodiments, the UI 

connection to the proxy server/router is used as a user notification channel to communicate usage 

notification information, service plan choices, or any of the multiple services UI embodiments 

described herein. 

[00125] In some embodiments for the proxy server/router techniques for implementing 

service traffic/access controls and/or service charting bucket accounting, it is desirable to have 
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the same information that is available to the service processor on the device, including, for 

example, application associated with the traffic, network busy state, QoS level, or other 

information about the service activity that is available at the device. For example, such 

information can be used to help determine traffic control rules and/or special services credit is 

due (e.g., ambient services credit). In some embodiments, information available on the device 

can be communicated to the proxy server/router and associated with traffic flows or service 

usage activities in a variety of ways. For example, side information can be transmitted to the 

proxy server/router that associates a traffic flow or service activity flow with information 

available on the device but not readily available in the traffic flow or service activity flow itself. 

In some embodiments, such side information may be communicated over a dedicated control 

channel ( e.g., the device control link or heartbeat link), or in a standard network connection that 

in some embodiments can be secure (e.g., TLS/SSL, or a secure tunnel). In some embodiments, 

the side information available on the device can be communicated to the proxy server/router via 

embedded information in data ( e.g., header and/or stuffing special fields in the communications 

packets). In some embodiments, the side information available on the device can be 

communicated to the proxy server/router by associating a given secure link or tunnel with the 

side information. In some embodiments, the side information is collected in a device agent or 

device API agent that monitors traffic flows, collects the side information for those traffic flows, 

and transmits the information associated with a given flow to a proxy server/router. It will now 

be apparent to one of ordinary skill in the art that other techniques can be used to communicate 

side information available on the device to a proxy server/router. 

[00126] For example, just as the hierarchy of charging rules can be important for 

implementations in which the service processor is creating the service charging bucket 

accounting, it can also important in implementations that use a proxy server or router for service 

charging bucket accounting. Accordingly, various embodiments described herein for creating a 

hierarchy of service usage charging rules can be applied to proxy server or proxy router 

embodiments. It will be apparent to one of ordinary skill in the art that the service charging 

bucket embodiments and traffic control and access control embodiments described herein for 

allowed but not classified buckets apply equally to the proxy server/router embodiments. For 

example, pre-defined service policy rules can be programmed into the proxy server/router to 

control the traffic flows and/or place usage limits or access limits on an ambient service, or a 
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user service plan service. It will also now be apparent to one of ordinary skill in the art that the 

embodiments described herein disclosing an initial allowed service access list, temporarily 

allowing additional service activities until they are determined to be allowed or not allowed, 

expanding the allowed service activity list, maintaining a not allowed service activity list and 

expanding the not allowed service activity list also apply equally to proxy server/router 

embodiments. Similarly, it will now be apparent to one of ordinary skill in the art that the 

proxy/server router embodiments can be employed to directly generate the service charging 

bucket (or micro-CDR) usage reports used to provide further detail and/or billing capabilities for 

service usage. In some embodiments, in which the device service processor directs traffic to a 

proxy server/router, there are advantageous design feature embodiments available that can 

reduce the need to provision network to detect and force specialized device service traffic to the 

appropriate proxy server/router. For example, this can be done by creating a "usage credit" 

system for the services supported by the proxy server/outer. Total service usage is counted on 

the one hand by the device service processor, or by other network equipment, or by both. Credit 

on the other hand for ambient service or other specialized access service usage that is not 

charged to the user is then provided for services that the device directs through the proxy 

server/router destination ( e.g., URL or route hop) supporting the particular ambient service or 

other specialized access service. If the device correctly directs traffic to the proxy server/router, 

then the counting and/or access rules are correctly implemented by the proxy server/router. The 

service can be thus controlled and/or accounted for. When the service is accounted for, the 

proxy server/router reports the service charging bucket accounting back to the service controller 

( e.g., or other network equipment responsible for service charging bucket/ micro CDR 

mediation) and the user service plan service charging bucket account can be credited for the 

services. Traffic that reaches the proxy server/router is controlled by the access rules and/or 

traffic control rules and/or QoS control rules of the proxy server/router programming, so there is 

no question regarding the type of service that is supported with the service charging buckets that 

are reported to mediation functions ( e.g., mediation functions can be performed by one or more 

of service controller, usage mediation, billing, AAA, and/or HLR/home agent). As the proxy 

server/router is in the network and can be physically secured and protected from hacking, there is 

high confidence that the service control and/or charging rules intended for ambient services or 

some other specialized service are properly implemented and that the proxy server/router 
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connection is being used for the intended service and not some other unintended hacked service. 

If the device is somehow hacked or otherwise in error so that the traffic is not directed through 

the appropriate proxy server/router, then the proxy server/router does not log the traffic in micro 

CDRs/buckets and no specialized service usage credit is sent to the mediation functions, so there 

is no usage credit deducted from the device user service plan service usage totals. Thus, the user 

pays for the services when the device is hacked to avoid the proxy server/router. The user 

account service agreement can specify that if the user tampers with software and traffic is not 

routed to servers then credit will not be provided and user plan will be charged. 

[00127] In some proxy server/router embodiments, the usage credit is sometimes recorded 

by the proxy server/router detecting which device is performing the access. Device identification 

can be accomplished in a variety of ways including a header/tag inserted into the traffic by the 

device, a route in the network specified for that device, a secure link ( e.g., TLS/SSL, IP Sec, or 

other secure tunnel), a unique device IP address or other credential ( e.g., where proxy 

server/router has access to an active IP address look up function), a unique proxy server/router 

address and/or socket for the device. 

[00128] In some embodiments, the coordination of the device service controller traffic 

control elements with a proxy server/outer can make it simpler to locate, install, provision and 

operate the proxy servers. The proxy server/routers do not need to be located "in line" with the 

access network because it is the device's responsibility to make sure the traffic is routed to the 

servers/routers or else there is not credit and the user account is charged. In some embodiments, 

this makes it unnecessary or reduces the need to force device traffic routes in carrier network. In 

some embodiments, the proxy server/routers can be located in carrier network or on the Internet. 

If the proxy server/routers are on Internet, then traffic can be authenticated in a firewall before 

being passed to server/routers to enhance security to attack. 

[00129] In some embodiments, the service charging bucket recording software in the 

proxy server/router can be programmed into an ambient service partners network equipment 

directly thus eliminating the need for special apparatus. The ambient service partner's 

equipment ( e.g., a web server, load balancer or router) can recognize the device using one of the 

techniques described above, aggregate the device service charging bucket accounting, and 
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periodically send the usage accounting to the service controller or other network service usage 

mediation function. 

[00130] Programming and/or provisioning the types of ambient services, user service plan 

services and/or specialized services disclosed in various embodiments described herein can be a 

complex process. In some embodiments, a simplified user programming interface, also referred 

to herein as a service design interface, is used to program the necessary policy settings for such 

services is desirable. For example, a service design interface is provided that organizes and/or 

categorizes the various policy settings that are required to set up an ambient service ( e.g., or 

other service) including one or more of the following: a policy list of service activities that are 

allowed under the ambient service ( e.g., or other service), access control policies, rules for 

implementing and/or adapting an allowed list of network destinations, rules for implementing 

and/or adapting a blocked list of network destinations, service charging bucket policies, user 

notification policies, service control, and/or service charging bucket verification policies, actions 

to be taken upon verification errors. In some embodiments, the required information for one or 

more of these policy sets is formatted into a UI that organizes and simplifies the programming of 

the policies. In some embodiments, the UI is partly graphical to help the user understand the 

information and what settings need to be defined in order to define the service. In some 

embodiments, the UI is created with an XML interface. In some embodiments, the UI is offered 

via a secure web connection. In some embodiments, a basic service policy for an ambient 

service ( e.g., or another service) is created that includes one or more of the above service policy 

settings, and then this service policy set becomes a list or an object that can be replicated and 

used in multiple service plan policy set definitions ( e.g., "dragged and dropped" in a graphical 

UI). In some embodiments, the resulting set of policies created in this service design interface 

are then distributed to the necessary policy control elements in the network and/or on the device 

that act in coordination to implement the service policy set for a given device group. For 

example, if a service processor is used in conjunction with a service controller, then the service 

design interface can load the service policy settings subsets that need to be programmed on the 

service controller and the device service processor into the service controller, and the service 

controller loads the service controller policy settings subset into the service controller 

components that control the policies and loads the device policy settings subset to the devices 

that belong to that device group. In embodiments in which a proxy server/router is used to help 
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control and account for services, in some embodiments, the service design interface loads the 

service policy settings subsets that need to be programmed on the proxy server/router into the 

proxy server/router. In embodiments where other network equipment (e.g., gateways, base 

stations, service usage recording/aggregation/feed equipment, AAA, home agent/HLR, 

mediation system, and/or billing system) need to be provisioned or programmed, in some 

embodiments, the service design interface also loads the appropriate device group policy subsets 

to each of the equipment elements. Accordingly, various techniques can be used as described 

herein to greatly simplify the complex task of translating a service policy set or service plan into 

all the myriad equipment and/or device settings, programming, and/or provisioning commands 

required to correctly implement the service. It will now be apparent to one of ordinary skill in 

the art that several of these techniques can similarly be used for the VSP service design interface. 

[00131] Those of ordinary skill in the art will appreciate that various other rules can be 

provided for the rules engine as described herein. Those of ordinary skill in the art will also 

appreciate that the functions described herein can be implemented using various other network 

architectures and network implementations ( e.g., using various other networking protocols and 

corresponding network equipment and techniques). 

[00132] Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There 

are many alternative ways of implementing the invention. The disclosed embodiments are 

illustrative and not restrictive. 

[00133] WHAT IS CLAIMED IS: 
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15 

CLAIMS 

1. A system, comprising: 

a processor of a network device in communication with a wireless network, wherein the 

processor is configured to: 

collect device generated service usage information for one or more devices in 

wireless communication on the wireless network; and 

provide the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

2. The system recited in claim 1, wherein the syntax is a charging data record (CDR). 

3. The system recited in claim 1, wherein the service usage information includes network 

service usage information. 

4. The system recited in claim 1, wherein the network device includes a service usage data 

20 store. 

25 

5. The system recited in claim 1, wherein the network device includes a service usage data 

store and a rules engine for aggregating the collected device generated service usage information. 

6. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; and 
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apply a set of rules to the aggregated CD Rs using a rules engine. 

7. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

apply a set of rules to the aggregated device assisted CD Rs using a rules engine; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

8. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

15 verify the aggregated device assisted CDRs; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

9. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

20 the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

verify the aggregated device assisted CD Rs by comparing at least a subset of the 

aggregated device assisted CD Rs to a set of network generated CD Rs for the one or more 

25 devices in wireless communication on the wireless network; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system based on the verifying of the 

aggregated device assisted CDRs. 
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10. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

5 on the wireless network; 

10 

apply a set of rules to the aggregated CD Rs using a rules engine, wherein at least one rule 

includes a bill by account rule; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

11. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

aggregate device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

15 apply a set of rules to the aggregated device assisted CD Rs using a rules engine, wherein 

20 

25 

30 

at least one rule includes a bill by account rule; and 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system, wherein at least one CDR 

includes a billing offset. 

12. The system recited in claim 1, wherein the syntax is a charging data record (CDR), and 

the network device is a CDR feed aggregator, and wherein the processor is further configured to: 

communicate a new set of CD Rs for the one or more devices in wireless communication 

on the wireless network to a billing interface or a billing system. 

13. The system recited in claim 1, wherein the processor is further configured to: 

communicate with a service controller to collect the device generated service usage 

information for the one or more devices in wireless communication on the wireless network. 

14. The system recited in claim 1, wherein the processor is further configured to: 
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communicate with a service controller, wherein the service controller is in 

communication with a billing interface or a billing system, and wherein the service controller 

communicates the device generated service usage information to the network device. 

15. The system recited in claim 1, wherein the processor is further configured to: 

communicate the device generated service usage information to a billing interface or a 

billing system. 

16. The system recited in claim 1, wherein a service controller in communication with the 

10 network device performs a rules engine for aggregating and mediating the device generated 

service usage information. 

17. The system recited in claim 1, wherein a rules engine device in communication with the 

network device performs a rules engine for aggregating and mediating the device generated 

15 service usage information. 

18. The system recited in claim 1, wherein the processor is further configured to: 

communicate with a transport gateway or a Radio Access Network (RAN) gateway to 

collect the network generated service usage information for the one or more devices in wireless 

20 communication on the wireless network. 

25 

19. The system recited in claim 1, wherein the processor is further configured to: 

execute rules for performing a bill by account aggregation and mediation function. 

20. A system, comprising: 

a processor of an intermediate network device in communication with a wireless network, 

wherein the processor is configured to: 
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collect device generated service usage information for one or more devices in 

wireless communication on the wireless network via the intermediate network device; 

and 

provide the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

21. The system recited in claim 20, wherein the syntax is a charging data record (CDR), and 

wherein the processor is further configured to: 

sending device assisted CD Rs for the one or more devices in wireless communication on 

the wireless network, wherein the device assisted CDRs include a transaction code for 

15 associating a user and/or the intermediate networking device with the service usage information. 

20 

25 

22. A system, comprising: 

a processor of a communications device in communication with a wireless network, 

wherein the processor is configured to: 

generate device service usage information for the communications device based at 

least in part on a device service usage activity map, wherein the device service usage 

activity map includes a categorization of device service usage activities based on one or 

more of the following categories: by URL, by network domain, by website, by network 

traffic type, and by application or application type; and 

sending to a service controller the device generated service usage information in a 

syntax and a communication protocol that can be used to augment or replace network 

generated service usage information for the communications device; and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 
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23. A method, comprising: 

collecting device generated service usage information for one or more devices in wireless 

communication on a wireless network; and 

s providing the device generated service usage information in a syntax and a 

communication protocol that can be used by other network devices to augment or replace 

network generated service usage information for the one or more devices in wireless 

communication on the wireless network. 

10 24. The method recited in claim 23, wherein the syntax is a charging data record (CDR). 

25. The method recited in claim 23, further comprising: 

aggregating device assisted CD Rs for the one or more devices in wireless communication 

on the wireless network; 

1s verifying the aggregated device assisted CD Rs by comparing at least a subset of the 

aggregated device assisted CD Rs to a set of network generated CD Rs for the one or more 

devices in wireless communication on the wireless network; and 

communicating a new set of CD Rs for the one or more devices on the wireless network to 

a billing interface or a billing system based on the verifying of the aggregated device assisted 

20 CDRs. 
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DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION 

AND BILLING 

ABSTRACT OF THE DISCLOSURE 

[00134] Device assisted CDR creation, aggregation, mediation and billing is provided. In 

some embodiments, device assisted CDR creation, aggregation, mediation and billing for a 

wireless network includes collecting device generated service usage information for one or more 

devices in wireless communication on the wireless network; and providing the device generated 

service usage information in a syntax ( e.g., a device assisted charging data record (CDR)) and a 

communication protocol (e.g., 3GPP, 3GPP2, or other communication protocols) that can be 

used by other network devices to augment or replace network generated service usage 

information for the one or more devices in wireless communication on the wireless network. 

Attorney Docket No. RALEP022 67 PATENT 

Page 256 of 280



F
ig

ur
e 

1 

e
f+

:~
·~

-~
 /i~

J 
~-- ~:!

.-(?
-<P

iJ.
 0

0 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 
--

18
0 

4G
 B

as
e 

S
ta

ti
o

n
 

i-
-

11
• 
■
 

",
,,,

,,,
,,,

,,,
, 

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

D
N

S
/D

H
C

P
 

M
W

C
/H

LR
 

12
6 

-
-

13
2 

A
cc

es
s 

~
 

~
 

N
e

tw
o

rk
 

i.
..

 .
..

 
C

D
R

 S
to

ra
ge

, 
A

A
A

 S
er

ve
r 

A
gg

re
ga

tio
n,

 
12

1 
i..

._
M

ed
ia

tio
n,

 F
ee

d 
11

8~
 

I 

ti=
*.~

~:t
{,(~

. ~ 
4G

 
BS

 
12

5 

~~
. 

'<>
,,,,,

 

12
4 

,,,,,,,
,,,'-"

,,,~/
 

~
 C

en
tr

al
 B

ill
in

g 
S

ys
te

m
 

\ 
12

3 
. 

:t 

\ 
/ 

\ 
I C

en
tr

al
 B

ill
in

g 

~
 

f,
G

'l
t 

/'7
 

B
S

~
 

@
 

@
 

@
 

C
en

tr
al

 
P

ro
vi

d
e

r 

A
cc

e
ss

 

N
e

tw
o

rk
 

10
9 

\ 
.· .

 .
 i

 
C

en
tr

al
 
l ___

__.
.---

---1
 

ln
t~

;~
c
e

 
•: 

:(
I 

: Pr
ov

id
er

 C
or

el
 

v
!
:
[
\
N

e
w

o
r
k

l
r
n

~
 

1
0

0 1 
.'4 

r
-
-
..

..
l-

~
 

r,
.lr

',~
;P

;:
, 
10

0 
d

',,
._

,,
_

r __ •. r
 __ wi

11
\.·:

}'_
·. 

_,.;:,_
,, :

:.. 
3G

 B
as

e 
■:-·,· 

//
\ 

s;,;
;,;;;

;;.: 1 

~
:
•
 
"
,
;
~

,
,
 f 

S
t 

t·
 

:■/
 ,

 
• 

3G
 
~

·
 1

 
a 

1
0

n
 

• 
"'l!

f' 
--

I 
12

4 

""
i•~

:~
~-

;~
-~

/ •
 

or
 oa

t:a
 

Ne
tw

or
k 

12
0 

12
5 

~: 

W
i-F

i A
P

s 
o

r 
M

es
h 

70
2 

.;:
. 

" _
_

_
 ____;,

 _
_

_
_

_
 _, 

/;
./

d
b

",
,,

 
trf

¾
dl

r.S
it 

<i
t··

''',
 

~
.
 

• 
O

rd
e

r 
M

a
n

a
g

e
m

e
n

t 
18

0 

W
i-F

i 
A

cc
e

ss
 C

P
E

 

70
4 

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

■
 12

4 .. II ~,I~
 

w.
~ 

: 
.-

ttw
. 

. 

M
V

N
O

 C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
11

8 

N
e

tw
o

r 
P

ro
vi

si
on

in
g 

S
ys

te
m

 
16

0 

M
V

N
O

 
M

o
b

ile
 

C
en

te
r 

13
2 

M
V

N
O

 C
or

e:
 

N
e

tw
o

rk
 

2
1

0
 

M
V

N
O

 
D

N
S

/D
H

C
P

 
12

6 

M
V

N
O

 A
A

A
 

S
er

ve
r 

12
1 

M
V

N
O

 B
ill

in
g 

In
te

rf
a

ce
 

12
2 

M
V

N
O

 
B

ill
in

g 
S

ys
te

m
 

12
3 

Page 257 of 280



F
ig

ur
e 

2 

~
 / 

.. ·
 

·J
\f

l 
t~

.t:t
:.x

:~
 

.. ·
/, ....

. 
4G

 
v,

;(
" 

BS
 
/7

#'
 

1-§
 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 
--

1
8

0
 

i-
-

I-~~
.,-

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

·····
 .. •
1

~
 

:
-

M
iA

W
J.

00
 

G=
*.~

~:t
{,<

:: ·'.
 

4G
 1

1
a

s
e

 
.
,
,
,
 

t•
 on

 
~I

I 
,,,,,,,,,,,

,,,,, 
S ta

 I
 

,,,
,,0

 
• 

L
--

~
1

~
2

5
: 

4G
 

BS
 

12
4 

'\, 

3G
 
},

,,
, 

B
S

?
,~

 

/ 

':/
:,;

r.
if 

@
 

@
 

@
 

C
en

tr
al

 
P

ro
vi

d
e

r 

A
cc

e
ss

 

N
e

tw
o

rk
 

10
9 

r
n

o
•
·
'
I
 

t . 
.i

h
i>

ih
lo

o
 

4£\
rJ;P

F.;r
~l.•

JJI
''\:: <:-·'

 .. ,·· 
.,.;:

..,, 
,, 

3G
 B

as
e 

■:~ .. •
 /./

\ 
~-·

··"·
' 

,, 
• 

,, ·
-:

 
'/'✓ 

! 
-/

✓ \ 
.,.

,..
;i

,,,
,,;

;:
(;

 
· .
..

..
. ,

.· 
·?-,

;(@
.rA

.·· 
• 

,
.
,
;
 

•• 
· 

•. 
··.•

.·· 
. 

x
//

4
'' 

• 
St

 
J
a

"'
 

~
 

·, 
3G

 
~

,i
 

a
tio

n
 
~
 

.
,
.
.
.
,
 

~ 
B

S
£

\ 
J 

12
5 

1
;4

 

~
 

~
-
-
-

oo
E~

s~
s 1~

:a
d

 
I 

p
,,

:'
.'

 
• 

"f:
Z.

fa
it}

f&
Yf

~~
t.J

?. 

D
N

S
/D

H
C

P
 

M
W

C
/H

LR
 

12
6 

-
-

13
2 

A
cc

es
s 

~
 

~
 

N
e

tw
o

rk
 

i.
..

 .
..

 
C

D
R

 S
to

ra
ge

, 
A

A
A

 S
er

ve
r 

A
gg

re
ga

tio
n,

 
12

1 
i..

._
M

ed
ia

tio
n,

 F
ee

d 
11

8~
 

:· 
: 

i 
C

en
tr

al
 

! 

r=
 

C
en

tr
al

 B
ill

in
g 

S
ys

te
m

 
12

3 

C
en

tr
al

 B
ill

in
g 

In
te

rf
a

ce
 

12
7 

!(
I 

: Pr
ov

id
er

 C
or

el
 

!
:
i
N

e
W

o
r
k

l
r
n

~
 

-
.
a

 

N
e

tw
o

rk
 

2
1

0
 

M
V

N
O

 B
ill

in
g 

In
te

rf
a

ce
 

12
2 

, ""
'""'

"' 
$;

1a
rv

1;
,;~

;;;
· "

 

.&
\\,

 .. l·l•
.•■·■·~.' ·

-
-
~

,
,
-
/
/
1

 
D

S
LA

M
 1

2
5

 
1

1
,.

. 
M

V
N

O
 C

D
R

 S
t 

,, 
.
·
-
-

•
-
"
 

®
ffl

, 
A

 
or

ag
e 

1
0

~
.~

·~
.•

. 
!h

.®
II

T
T

M
!l

l~
,-

-
-
-
-
-
1

-
" 

M
e

d
ia

~
:~

g
a

tio
n

, 
, 

" 
.. ,. .

. 
,,, 

, 
'9

"'
.·

 
I 

, F
ee

d 
11

8 
, 

· .
 

~~
@

P
fV

"•
"j;

'" 
r
-
-
..

1
..

..
-
-

_
_

_
 _:.

,.:.
.:.:

::.-
J 

M
V

N
O

 
..,

y:
r.:

;f.
-;2

,-
-
-

• 

· 
J;;

;.::
::-:

::=
=;:

::::
:_ _

_ ~ 
•1 

B
ill

in
g 

S
ys

te
m

 

M
V

N
O

 
-
-
-•
~

 
12

3 

M
o

b
ile

 
C

en
te

r 
13

2 

Page 258 of 280



F
ig

u
re

 3
 

~;
a_

r.B
 

~
o

 
~:=

?::
;<:

=~
;:q

 
;3,

:~
i(.

·,:.
:~

~:
:.,:

.. 

4:1
,,. 

BS
 P

@
'/. 

3G
 

BS
 

·~
/?

::.
::'.

/ 

4G
/3

G
 

B
as

e 
S

ta
tio

n 

12
5 

/
' 

~
 :

(oo
.8 

Y
 

' 
3G

/2
G

 
✓

f;;
,,.

,,,
x. 

. .. 
: ,

 
B

as
e 

~J
I Sta

t~
:~

 
Y(

 :)
::,

.;.
:;·

 x;;
.:~~

~ 

®
 

®
 

R
ad

io
 

A
cc

es
s 

N
e

tw
o

rk
 

4
0

5
 

S
ub

sc
rib

er
 

S
ub

sc
rib

er
 

D
N

S
/D

H
C

P
 

12
6 

M
W

C
/H

LR
 

13
2 

__
. 

M
 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

C
D

R
 S

to
ra

ge
, 

A
gg

re
ga

tio
n,

 
M

ed
ia

tio
n,

 F
ee

d 
11

8 

A
cc

es
s 

N
e

tw
o

rk
 

A
A

A
 S

er
ve

r 
12

1 
P

ro
vi

si
on

in
g 

4G
/3

G
/2

G
 

R
AN

 
G

at
ew

ay
s 

4
1

0
 

F
ir

ew
al

l 
1

2
4

 

-

A
cc

es
s 

C
en

tr
al

 
T

ra
ns

po
rt

 ': 
J 

P
ro

vi
de

r 

N
e

tw
o

rk
 I

 
ft·

 
I 

C
or

e 
41

5 
r
■I■-
-
,
 N

e
tw

o
rk

 
• 

_
w

 
•• 

11
0 

F
ir

ew
al

l 
1

2
4

 

\ .: 
\ . 
\ \ \ 

·. 
.· 

\ 
·-. 

_.: 

\ 
···-

•.. 
_"

#c
_.

/ 
__ .

... .
_

_
_

 \
 

, 
4G

/3
G

/2
G

 
\ 

,'
 

T
 

t 
, 

w
r_

..
. .....

.....
.....

.....
.....

.....
.....

.....
.....

.....
.....

.....
 

..
1

 
.....

.....
.....

.....
.....

.....
.....

.....
.....

.....
.....

.....
.....

... 1 
ra

ns
po

r 
, 

rii 
~ 

G
a1

e2
oy

s 
\
,
.
 • 

1 
~ 

C
on

tr
ol

le
r 

i 
rii 

~ 
~ 

12
2 

i 
~
~
j
 

S
ys

te
m

 
16

0 

I 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

1
8

0
 

C
en

tr
al

 B
ill

in
g 

S
ys

te
m

 
12

3 

C
en

tr
al

 B
ill

in
g 

In
te

rf
a

ce
 

12
7 

I 

Page 259 of 280



F
ig

u
re

 4
 

~,'
-lit

lrrr
t>-

@
jjj_

;,j
_;

,j_
;,_

;,;
,;,

;,;
,;,

;,;
,;,

;,;
,_

;_
;_

;_
;}~

,-

,,,
, 

~)~
::::~

:~::
:~:·

:::::
•:: 

Page 260 of 280



F
ig

ur
e 

5 

~,'
-lit

lrrr
t>-

@
jjj_

;,j
_;

,j_
;,_

;,;
,;,

;,;
,;,

;,;
,;,

;,;
,_

;_
;_

;_
;}~

,--
:=

-

·
·
·
·
·
·
·
·
-

-✓,,,,✓,
,. 

~
·
 

,,,
,,,

✓,,
,,
,,
$-
, 

~)~
::::~

:~::
:~:·

:::::
•:: 

Page 261 of 280



F
ig

ur
e 

6 

~,'
-lit

lrrr
t>-

@
jjj_

;,j
_;

,j_
;,_

;,;
,;,

;,;
,;,

;,;
,;,

;,;
,_

;_
;_

;_
;}~

,--
:=

-

·
·
·
·
·
·
·
·
-

-✓,,,,✓,
,. 

~
·
 

,,,
,,,

✓,,
,,
,,
$-
, 

~)~
::::~

:~::
:~:·

:::::
•:: 

Page 262 of 280



F
ig

ur
e 

7 

~,'
-lit

lrrr
t>-

@
jjj_

;,j
_;

,j_
;,_

;,;
,;,

;,;
,;,

;,;
,;,

;,;
,_

;_
;_

;_
;}~

,--
:=

-

·
·
·
·
·
·
·
·
-

-✓,,,,✓,
,. 

~
·
 

,,,
,,,

✓,,
,,
,,
$-
, 

~)~
::::~

:~::
:~:·

:::::
•:: 

Page 263 of 280



F
ig

u
re

 8
 

~,'
-lit

lrrr
t>-

@
jjj_

;,j
_;

,j_
;,_

;,;
,;,

;,;
,;,

;,;
,;,

;,;
,_

;_
;_

;_
;}~

,--
:=

-

·
·
·
·
·
·
·
·
-

-✓,,,,✓,
,. 

~
·
 

,,,
,,,

✓,,
,,
,,
$-
, 

~)~
::::~

:~::
:~:·

:::::
•:: 

Page 264 of 280



S
e

rv
ic

e
 P

ro
ce

ss
o

r 

11
5 

In
si

d
e

 D
e

vi
ce

 

10
0 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 A

g
e

n
t 

16
94

 

S
er

vi
ce

 
D

ow
n 

lo
a

d
e

r 
16

63
 

B
ill

in
g

 A
g

e
n

t 
16

95
 

IC
---

---
• I I I 

S
er

vi
ce

 C
o

n
tr

o
l 

D
ev

ic
e 

Li
nk

 
16

91
 

A
 

A
ge

nt
 C

om
m

un
ic

at
io

n 
+

 
t_

 
_ 

_ 
_ 

_ 
_ 

II 
=

 =
 =

 =
 =

-_
 

B
u

s1
6

3
0

 =
=

=
=

=
=

=
=

=
-
-
-
-
-
,
.
.
 

A
 

A
 

TC
P 

A
p

p
lic

a
tio

n
 

16
04

 

TP
 A

p
p

lic
a

tio
n

 
16

05
 

V
oi

ce
 A

pp
 

16
02

 

A
 

: -
-
-
-
-
-
-
,
 

~• 

U
se

r 
In

te
rf

a
ce

 
16

97
 

D
ia

l/D
S

L 
M

o
d

e
m

 
D

ri
ve

r 
18

31
 

E
th

e
rn

e
t 

M
o

d
e

m
 

D
ri

ve
r 

18
15

 

: 
S

er
vi

ce
 M

o
n

it
o

r 
1 

A
g

e
n

t 
I 

16
96

 
:
L

-
-
-
-
-
-
-

1 I I 

D
ev

ic
e 

N
e

tw
o

rk
in

g
 

S
ta

ck
 1

69
0 

M
o

d
e

m
 S

el
ec

tio
n 

&
 C

o
n

tr
o

l 
18

11
 

W
P

A
N

 
M

o
d

e
m

 
D

ri
ve

r 
1

8
1

4
 

W
LA

N
 

M
o

d
e

m
 

D
ri

ve
r 

18
13

 

C
o

n
n

e
ct

io
n

 
M

a
n

a
g

e
r 

18
04

 

W
W

A
N

 
M

o
d

e
m

 
D

ri
ve

r 
18

12
 

F
ig

u
re

 9
 

A
cc

e
ss

 

N
e

tw
o

rk
 

16
10

 

C
: 

F
ire

w
al

l 

12
4 

In
te

rn
e

t 

12
0 - --

C
D

R
 S

to
ra

ge
, 

r
-
~

 
A

gg
re

ga
tio

n,
 

I 
M

ed
ia

tio
n,

 F
ee

d 
1

1
8

 
I 

-
-

I I I L
 ___

 J
 B

ill
in

g 
12

3 

S
e

rv
ic

e
 C

o
n

tr
o

lle
r 

12
2 

--
--

>
 ' 

i- i I I I I 1-
-1

 

l-
-1

 

t
-
-

1 I I I I ·-

S
er

vi
ce

 C
o

n
tr

o
l 

S
er

ve
r 

Li
nk

 
16

38
 

S
er

vi
ce

 H
is

to
ry

 
S

er
ve

r 
16

50
 

A
cc

es
s 

C
o

n
tr

o
l 

In
te

g
ri

ty
 S

er
ve

r 
16

54
 

S
er

vi
ce

 
D

o
w

n
lo

a
d

 
C

o
n

tr
o

l S
er

ve
r 

16
60

 

B
ill

in
g 

E
ve

nt
 

S
er

ve
r 

16
62

 

◄
-
-
-
-
-
►
 

=
 S

er
vi

ce
 C

o
n

tr
o

l 
P

la
ne

 C
o

m
m

u
n

ic
a

tio
n

 P
at

h 

-
-
-
-
-

=
 S

er
vi

ce
 T

ra
ff

ic
 P

la
ne

 C
o

m
m

u
n

ic
a

tio
n

 P
at

h 

Page 265 of 280



S
er

vi
ce

 P
ro

ce
ss

o
r 

1
1

5
 E

m
b

o
d

im
en

t 
P

ar
ti

al
 S

u
m

m
ar

y 
o

f 
E

m
b

o
d

im
en

t 
F

u
n

ct
io

n
s 

Se
 N

ic
e

 c
on

tr
ol

• D
ev

ic
e 

li
n

k
 •1

69
1 

D
ev

ic
e 

si
de

 c
o

n
tr

o
l 

pl
an

e 
lin

k 
fo

r 
co

nn
ec

tin
g 

S
er

vi
ce

 P
ro

ce
ss

or
 4

15
 t

o
 S

er
vi

ce
 C

o
n

tr
o

lle
r.

 
In

 s
om

e 
e

m
b

o
d

im
e

n
ts

, 
al

so
 s

er
ve

s 
as

 t
h

e
 li

n
k 

fo
r 

th
e

 a
g

e
n

t 
h

e
a

rt
b

e
a

t f
u

n
ct

io
n

. 

A
cc

es
s 

C
on

tr
ol

 I
n

te
g

ri
ty

 A
ge

nt
 1

69
4 

C
ol

le
ct

s 
de

vi
ce

 i
n

fo
rm

a
ti

o
n

 o
n 

se
rv

ic
e 

po
lic

y,
 s

er
vi

ce
 u

sa
ge

, 
ag

en
t 

co
n

fig
u

ra
tio

n
 a

nd
 a

ge
nt

 b
eh

av
io

r.
 

C
ro

ss
 c

he
ck

s 
th

is
 i

n
fo

rm
a

ti
o

n
 t

o
 

id
e

n
ti

fy
 in

te
g

ri
ty

 b
re

ac
he

s 
in

 t
h

e
 s

er
vi

ce
 p

ol
ic

y 
im

p
le

m
e

n
ta

ti
o

n
 a

nd
 

co
n

tr
o

l 
sy

st
em

. 
In

iti
at

es
 a

ct
io

n 
w

h
e

n
 a

 s
er

vi
ce

 p
ol

ic
y 

vi
o

la
tio

n
 o

r 
a 

sy
st

em
 i

n
te

g
ri

ty
 b

re
ac

h 
is 

su
sp

ec
te

d.
 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
, 

ve
ri

fie
s 

co
n

fig
u

ra
tio

n
 o

f 
o

th
e

r 
ag

en
ts

 o
r 

p
e

rf
o

rm
s 

ch
al

le
ng

e-
re

sp
on

se
 

se
qu

en
ce

 t
es

tin
g.

 
In

 s
om

e 
e

m
b

o
d

im
e

n
ts

, 
m

o
n

it
o

rs
 s

o
ft

w
a

re
 lo

ad
in

g 
ac

tiv
ity

, 
p

ro
te

ct
e

d
 m

e
m

o
ry

 a
cc

es
s 

o
r 

co
m

m
u

n
ic

a
tio

n
 w

it
h

 S
er

vi
ce

 
P

ro
ce

ss
or

 a
ge

nt
s 

to
 d

e
te

ct
 u

n
a

u
th

o
ri

ze
d

 c
ha

ng
es

 t
o

 S
er

vi
ce

 P
ro

ce
ss

or
 s

o
ft

w
a

re
 o

r 
co

n
fig

u
ra

tio
n

. 

S
er

vi
ce

 M
o

n
it

o
r A

ge
nt

 1
6

9
6

 
R

ec
or

ds
 a

nd
 r

e
p

o
rt

s 
de

vi
ce

 s
er

vi
ce

 u
sa

ge
. 

In
 s

o
m

e
 e

m
b

o
d

im
e

n
ts

, 
as

si
st

s 
in

 c
o

m
m

u
n

ic
a

tin
g

 a
p

p
lic

a
tio

n
 t

ag
gi

ng
 o

f t
ra

ff
ic

 f
lo

w
s 

th
ro

u
g

h
 

th
e

 n
e

tw
o

rk
in

g
 s

ta
ck

 p
o

lic
y 

im
p

le
m

e
n

ta
ti

o
n

. 
In

 s
o

m
e

 e
m

b
o

d
im

e
n

ts
, 

m
a

in
ta

in
s 

a 
h

is
to

ry
 a

nd
 p

ro
vi

de
s 

re
p

o
rt

s 
o

r 
su

m
m

a
ry

 r
e

p
o

rt
s 

o
f 

w
h

ic
h

 n
e

tw
o

rk
s 

in
 a

d
d

iti
o

n
 t

o
 th

e
 n

e
tw

o
rk

s 
co

n
tr

o
lle

d
 b

y 
th

e
 S

er
vi

ce
 C

o
n

tr
o

lle
r t

h
a

t t
h

e
 d

ev
ic

e 
ha

s 
co

nn
ec

te
d 

to
. 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
, 

th
is

 n
e

tw
o

rk
 a

ct
iv

ity
 s

u
m

m
a

ry
 m

a
y 

in
cl

u
d

e
 a

 s
u

m
m

a
ry

 o
f t

h
e

 n
e

tw
o

rk
s 

ac
ce

ss
ed

, 
a

ct
iv

ity
 v

s.
 t

im
e

 p
e

r 
co

n
n

e
ct

io
n

, 
tr

a
ff

ic
 

vs
. 

ti
m

e
 p

e
r 

co
n

n
e

ct
io

n
. 

B
ill

in
g 

A
ge

nt
 1

69
5 

D
et

ec
ts

 a
nd

 r
e

p
o

rt
s 

bi
lli

ng
 e

ve
nt

s.
 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
 in

te
ra

ct
s 

w
it

h
 t

h
e

 U
se

r 
In

te
rf

a
ce

 A
ge

nt
 4

97
 t

o
 p

ro
vi

de
 t

h
e

 u
se

r 
w

it
h

 s
er

vi
ce

 
pl

an
 o

p
tio

n
s,

 a
cc

ep
t 

se
rv

ic
e 

pl
an

 s
el

ec
tio

ns
, 

p
ro

vi
d

e
 n

o
tif

ic
a

tio
n

 o
n 

se
rv

ic
e 

us
ag

e 
le

ve
ls

, 
p

ro
vi

d
e

 o
p

tio
n

s 
on

 s
er

vi
ce

 u
sa

ge
 c

o
n

tr
o

l 
po

lic
y,

 
ac

ce
pt

 c
ho

ic
es

 o
n 

se
rv

ic
e 

us
ag

e 
po

lic
y,

 p
ro

vi
de

 t
ra

n
sa

ct
io

n
 o

p
tio

n
s 

o
r 

ac
ce

pt
 t

ra
n

sa
ct

io
n

 c
ho

ic
es

. 
In

 s
om

e 
e

m
b

o
d

im
e

n
ts

, 
in

te
ra

ct
s 

w
it

h
 

T
ra

ns
ac

tio
n 

S
er

ve
rs

 1
34

 to
 c

o
n

d
u

ct
 e

co
m

m
e

rc
e

 t
ra

ns
ac

tio
ns

 w
it

h
 c

en
tr

al
 b

ill
in

g.
 

U
se

r 
In

te
rf

a
ce

 1
6

9
7

 
P

ro
vi

de
 s

er
vi

ce
 in

te
rf

a
ce

 to
 u

se
rs

, 

S
er

vi
ce

 D
o

w
n

lo
a

d
e

r 
16

63
 

P
ro

vi
de

s 
a 

d
o

w
n

lo
a

d
 f

u
n

ct
io

n
 t

o
 in

st
al

l o
r 

u
p

d
a

te
 s

er
vi

ce
 s

o
ft

w
a

re
 e

le
m

en
ts

 o
n 

th
e

 d
ev

ic
e.

 

C
on

ne
ct

io
n 

M
a

n
a

g
e

r 
1

8
0

4
 

P
ro

vi
de

s 
a 

co
n

tr
o

l 
an

d 
su

pe
rv

is
io

n 
fu

n
ct

io
n

 f
o

f <
>h

e 
o

r m
o

re
 h

'lo
de

rr
i d

ri
ve

rs
 o

r h
ib

d
e

h
'ls

 th
a

t c
o

n
n

e
ct

 to
 a

n 
ac

ce
ss

 n
et

vv
or

k.
 

M
o

d
e

m
 S

el
ec

tio
n 

an
d 

C
on

tr
ol

 1
81

1 
S

el
ec

ts
 t

h
e

 a
cc

es
s 

n
e

tw
o

rk
 c

o
n

n
e

ct
io

n
. 

lv
lo

de
h'

J 
D

ri
ve

rs
 1

83
1,

 1
81

5;
 • 1

81
4,

 
C

on
ve

rt
s 

d
a

ta
tr

a
ff

it
ih

to
 m

od
er

n 
bu

s 
tr

a
ff

ic
 f

o
r 

on
e 

o
r 

m
o

re
 m

od
em

s.
 

M
o

d
e

m
s 

21
41

, 
21

25
, 

21
24

, 
21

23
, 

C
on

ne
ct

s 
th

e
 d

ev
ic

e 
to

 o
ne

 o
r 

m
o

re
 n

e
tw

o
rk

s.
 

21
22

 

Fi
gu

re
 1

0
 

Page 266 of 280



S
er

vi
ce

 C
o

n
tr

o
ll

er
 1

22
 E

le
m

en
t 

P
ar

ti
al

 S
u

m
m

ar
y 

o
f 

E
m

b
o

d
im

en
t 

F
u

n
ct

io
n

s 

S
er

vi
ce

 C
on

tr
ol

 S
e

rv
e

rL
in

kl
6

3
8

 
N

e
tw

o
rk

 s
id

e 
co

n
tr

o
l 

pl
an

e 
lin

k 
fo

r 
co

n
n

e
ct

in
g

 S
er

vi
ce

 C
o

n
tr

o
lle

r 
42

2 
S

er
vi

ce
 P

ro
ce

ss
or

 4
15

 d
ev

ic
e 

ag
en

ts
. 

In
 

so
m

e 
e

m
b

o
d

im
e

n
ts

, 
al

so
 s

er
ve

s 
as

 t
h

e
 li

n
k 

fo
r 

th
e

 a
ge

nt
 h

e
a

rt
b

e
a

t f
u

n
ct

io
n

. 

A
cc

es
s 

C
on

tr
ol

 I
n

te
g

ri
ty

 S
er

ve
r 

16
54

 
C

ol
le

ct
s 

de
vi

ce
 i

n
fo

rm
a

ti
o

n
 o

n 
se

rv
ic

e 
po

lic
y,

 s
er

vi
ce

 u
sa

ge
, 

ag
en

t 
co

n
fig

u
ra

tio
n

 a
nd

 a
ge

nt
 b

eh
av

io
r.

 
C

ro
ss

 c
he

ck
s 

th
is

 i
n

fo
rm

a
ti

o
n

 t
o

 id
e

n
ti

fy
 in

te
g

ri
ty

 b
re

ac
he

s 
in

 t
h

e
 s

er
vi

ce
 p

ol
ic

y 
im

p
le

m
e

n
ta

ti
o

n
 a

nd
 

co
n

tr
o

l s
ys

te
m

. 
In

iti
at

es
 

ac
tio

n 
w

h
e

n
 a

 s
er

vi
ce

 p
ol

ic
y 

vi
o

la
tio

n
 o

r 
a 

sy
st

em
 i

n
te

g
ri

ty
 b

re
ac

h 
is 

su
sp

ec
te

d.
 

S
er

vi
ce

 H
is

to
ry

 S
er

ve
r 

1
1

8
 

C
ol

le
ct

s 
an

d 
re

co
rd

s 
se

rv
ic

e 
us

ag
e 

re
p

o
rt

s 
fr

o
m

 t
h

e
 A

cc
es

s 
N

e
tw

o
rk

 A
A

A
 S

er
ve

r 
42

1 
an

d 
th

e
 S

er
vi

ce
 M

o
n

it
o

r 
A

ge
nt

 4
96

. 
In

 s
om

e 
e

m
b

o
d

im
e

n
ts

, 
m

ai
nt

ai
ns

 a
 h

is
to

ry
 o

f w
h

ic
h

 n
e

tw
o

rk
s 

in
 a

d
d

iti
o

n
 t

o
 t

h
e

 n
e

tw
o

rk
s 

co
n

tr
o

lle
d

 
by

 t
h

e
 S

er
vi

ce
 C

o
n

tr
o

lle
r 

th
a

t t
h

e
 d

ev
ic

e 
ha

s 
co

nn
ec

te
d 

to
. 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
, 

th
is

 n
e

tw
o

rk
 a

ct
iv

ity
 s

u
m

m
a

ry
 

m
a

y 
in

cl
u

d
e

 a
 s

u
m

m
a

ry
 o

f t
h

e
 n

e
tw

o
rk

s 
ac

ce
ss

ed
, 

a
ct

iv
ity

 v
s.

 t
im

e
 p

e
r 

co
n

n
e

ct
io

n
, 

tr
a

ff
ic

 v
s.

 t
im

e
 p

e
r 

co
n

n
e

ct
io

n
. 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
, 

th
is

 a
ct

iv
ity

 s
u

m
m

a
ry

 is
 f

u
rt

h
e

r 
an

al
yz

ed
 o

r 
re

p
o

rt
e

d
 t

o
 e

st
im

a
te

 t
h

e
 t

yp
e

 o
f s

er
vi

ce
 p

la
n 

as
so

ci
at

ed
 w

it
h

 t
h

e
 tr

a
ff

ic
 a

ct
iv

ity
 fo

r 
th

e
 p

ur
po

se
 o

f 
bi

ll 
sh

ar
in

g 
re

co
nc

ili
at

io
n.

 

C
en

tr
al

 P
ro

vi
de

r 
B

ill
in

g 
S

ys
te

m
 1

23
 

P
ro

vi
de

s 
m

e
d

ia
tio

n
 f

u
n

ct
io

n
 f

o
r 

ce
n

tr
a

l 
p

ro
vi

d
e

r 
bi

lli
ng

 e
ve

nt
s.

 
A

cc
ep

ts
 s

er
vi

ce
 p

la
n 

ch
an

ge
s.

 
In

 s
om

e 
e

m
b

o
d

im
e

n
ts

, 
pr

ov
id

es
 u

pd
at

es
 o

n 
de

vi
ce

 s
er

vi
ce

 u
sa

ge
, 

se
rv

ic
e 

pl
an

 l
im

its
 o

r 
se

rv
ic

e 
po

lic
ie

s.
 

B
ill

in
g 

E
ve

nt
 S

er
ve

r 
16

62
 

In
 s

om
e 

e
m

b
o

d
im

e
n

ts
, 

co
lle

ct
s 

b
ill

in
g

 e
ve

nt
s,

 p
ro

vi
de

s 
se

rv
ic

e 
pl

an
 i

n
fo

rm
a

ti
o

n
 t

o
 t

h
e

 S
er

vi
ce

 P
ro

ce
ss

or
 4

15
, 

pr
ov

id
es

 s
er

vi
ce

 u
sa

ge
 u

pd
at

es
 t

o
 th

e
 S

er
vi

ce
 P

ro
ce

ss
or

 4
15

, 
se

rv
es

 a
s 

in
te

rf
a

ce
 b

e
tw

e
e

n
 d

ev
ic

e 
an

d 
ce

nt
ra

l 
P

ro
vi

d
e

r 
B

ill
in

g 
S

ys
te

m
 1

23
, o

r 
pr

ov
id

es
 t

ru
st

e
d

 th
ir

d
 p

a
rt

y 
fu

n
ct

io
n

 f
o

r 
ce

rt
a

in
 e

co
m

m
e

rc
e

 b
ill

in
g

 tr
an

sa
ct

io
ns

. 

S
er

vi
ce

 D
ow

nl
oa

d 
C

on
tr

ol
 S

er
ve

r 
P

ro
vi

de
s 

a 
d

o
w

n
lo

a
d

 f
u

n
ct

io
n

 t
o

 in
st

al
l 

o
r 

u
p

d
a

te
 s

er
vi

ce
 s

o
ft

w
a

re
 e

le
m

e
n

ts
 o

n 
th

e
 d

ev
ic

e.
 

16
60

 

Fi
gu

re
 1

1 

Page 267 of 280



A
pp

 
••

• 
A

pp
 

U
se

r 
S

er
vi

ce
 

In
te

rf
a

ce
 

A
p

p
lic

a
tio

n
 I

n
te

rf
a

ce
 

M
e

a
su

re
m

e
n

t P
oi

nt
 I

 

N
e

tw
o

rk
 S

er
vi

ce
s 

A
P

I 
(H

T
T

P
/H

T
T

P
S

/F
T

P
/S

M
T

P
/P

O
P

3/
D

N
S

/e
tc

.)
 

S
oc

ke
t 

A
ss

ig
nm

en
t 

&
 S

es
si

on
 M

a
n

a
g

e
m

e
n

t 
(B

as
ic

 T
C

P 
S

et
up

, T
LS

/S
S

L,
 e

tc
.)

 

TC
P 

I 
U

D
P

 
O

th
e

r 
IP

 

M
e

a
su

re
m

e
n

t P
oi

nt
 II

 

R
ou

tin
g 

an
d 

T
ra

ffi
c 

C
on

tr
ol

 (
if

 a
ny

) 

M
e

a
su

re
m

e
n

t P
o

in
t I

ll 

IP
 Q

ue
ui

ng
 a

nd
 R

ou
tin

g 

M
e

a
su

re
m

e
n

t P
oi

nt
 IV

 

F
ire

w
al

l 

M
o

d
e

m
 S

el
ec

tio
n 

&
 C

on
tr

ol
 

M
ea

su
re

m
en

t P
oi

nt
v 

M
D

 
M

D
 

I 
..

. 
I 

M
D

 

I 
M

D
 

1 
2 

N
-1

 
N

 

U
se

r 
In

fo
 &

 
I<

 D
ec

is
io

n 
Q

ue
ry

 _
 

·--
---

-
U

se
r 

In
pu

t 

A
pp

lic
at

io
n 

In
fo

rm
at

io
n 

--
--

--
--

--
->

 
S

er
vi

ce
 M

ea
su

re
 

--
--
--
--
--
-➔
 

S
er

vi
ce

 M
ea

su
re

 

"' 
S

er
vi

ce
 M

ea
su

re
 -

I 
S

e
rv

ic
e

 

M
o

n
it

o
r 

S
er

vi
ce

 M
ea

su
re

 
I 

A
g

e
n

t 

--
--
--
--
--
-➔
 

S
er

vi
ce

 
In

fo
rm

at
io

n 

S
er

vi
ce

 M
ea

su
re

 

B
ill

in
g 

A
ge

nt
 A

cc
es

s 
C

on
tr

ol
 

In
te

g
ri

ty
 

A
g

e
n

t 

-
-
➔
 II II II II 

od
em

 
I 

I 
I 

m
 

B
us

 1
 

s 
1 

I 1 
I j 

~
 

L
_

 
S

er
vi

ce
 M

ea
su

re
 

M
e

a
su

re
m

e
n

t 
P

oi
nt

 V
I 

M
e

a
su

re
m

e
n

t 
P

oi
nt

 V
I 

M
o

d
e

m
 

M
o

tm
 
I 

M
o

d
e

m
 

1 
N

 
M

o
d

e
m

 

1 
M

o
tm

 
I 

I M
o

d
e

m
 
I M

o
d

e
m

 

~
 

N
 

F
ig

u
re

 1
2

 

A
 L
--

--
--

->
! 

I 
II 

~-
--

--
--

--
--

--
--

--
--

->
II

 II 

A
g

e
n

t 
C

o
m

m
u

n
ic

a
tio

n
 

B
us

 1
63

0 

Page 268 of 280



U
se

r 
S

er
vi

ce
 

A
pp

 
••

• 
A

pp
 

In
te

rf
a

ce
 

A
g

e
n

t 

A
p

p
lic

a
tio

n
 S

er
vi

ce
 I

n
te

rf
a

ce
 A

g
e

n
t 

M
e

a
su

re
m

e
n

t P
oi

nt
 I 

N
e

tw
o

rk
 S

er
vi

ce
s 

A
P

I 
(H

T
T

P
/H

T
T

P
S

/F
T

P
/S

M
T

P
/P

O
P

3/
D

N
S

/e
tc

.)
 

S
oc

ke
t 

A
ss

ig
nm

en
t 

&
 S

es
si

on
 M

a
n

a
g

e
m

e
n

t 
(B

as
ic

 T
C

P 
S

et
up

, 
TL

S
/S

S
L,

 e
tc

.)
 

TC
P 

U
D

P
 

O
th

e
r 

IP
 

IP
 Q

ue
ui

ng
 a

nd
 R

ou
tin

g 

M
o

d
e

m
 D

ri
ve

r 

V
lo

de
m

 
I 

3u
s 

I 
M

o
d

e
m

 D
ri

ve
r 

M
e

a
su

re
m

e
n

t P
oi

nt
 II

 

M
o

d
e

m
 T

ra
ffi

c 
P

ol
ic

y 
Im

p
le

m
e

n
ta

ti
o

n
 

M
e

a
su

re
m

e
n

t P
oi

nt
 I

ll 

M
o

d
e

m
 F

ire
w

al
l 

M
e

a
su

re
m

e
n

t 
P

oi
nt

 I
V

 

M
o

d
e

m
 M

A
C

/P
H

Y
 

U
se

r 
S

er
vi

ce
 I

nf
o 

I<
 &

 De
ci

si
on

 Q
u

e
ry

_
 

·--
---

-
U

se
r 

In
pu

t 

A
pp

lic
at

io
n 

In
fo

rm
at

io
n 

--
--

--
--

--
->

I 
S

er
vi

ce
 M

ea
su

re
 

S
er

vi
ce

 
In

fo
rm

at
io

n 

S
er

vi
ce

 M
ea

su
re

 
1-

--
--

--
--

--
-:

 

S
er

vi
ce

 M
ea

su
re

 

S
er

vi
ce

 M
ea

su
re

 

F
ig

u
re

 1
3 

B
ill

in
g 

A
ge

nt
 

S
er

vi
ce

 
M

o
n

it
o

r 
A

ge
nt

 B
 

A
cc

es
s 

C
on

tr
ol

 
In

te
g

ri
ty

 
A

ge
nt

 B
 

II A
g

e
n

t 
II C

o
m

m
u

n
ic

a
ti

o
n

 
II 

B
us

 1
6

3
0

 

II 
--

~
1

 

: 
~-

---
---

~ 
--

--
--

--
--

--
--

--
--

>j
1 

S
er

vi
ce

 
M

o
n

it
o

r 
A

ge
nt

 A
 

A
cc

es
s 

C
on

tr
ol

 
In

te
g

ri
ty

 
A

ge
nt

 A
 

: 
l-

--
--

--
~ 

I 
II 

~-
---

---
---

---
---

-~
 II II II II 

Page 269 of 280



F
ig

ur
e 

14
(A

) 

In
te

rm
ed

ia
te

 
W

iF
it

o
W

W
A

N
 

B
ri

d
g

e 
D

ev
ic

e 

I WiFi 
E

xt
e

n
si

o
n

 

W
iF

i 
M

o
d

e
m

 

P
ac

ke
t 

F
o

rw
a

rd
in

g
 

In
te

rm
ed

ia
te

 
W

iF
it

o
W

W
A

N
 

R
o

u
te

r 
D

ev
ic

e 

I WiFi 
E

xt
en

si
o

n
 

W
iF

i 
M

o
d

e
m

 
JJ 

✓<:--, 

S
er

vi
ce

 P
r
o

c
e

s
s
~

 
E

na
bl

ed
 R

ou
te

r 
• 

F
ig

ur
e 

14
(B

) 

W
W

A
N

 3
G

/4
G

 
M

o
d

e
m

 
W

W
A

N
 3

G
/4

G
 

M
o

d
e

m
 

It
so

n
 -

P
ro

pr
ie

ta
ry

 a
nd

 C
on

fid
en

tia
l 

,. 
1

5
1

0
_

/ •• 
! WW

A
N

 A
cc

es
s 

r 
N

et
w

o
rk

 L
in

k 

In
te

rm
ed

ia
te

 
W

iF
i 

to
 D

o
cs

is
 

B
ri

d
g

e 
D

ev
ic

e 

,,
..

.7
'/

 ~ l 

I WiFi 
E

xt
en

si
o

n
 

W
i F

i M
o

d
e

m
 

)/6
':ifil

i>,,
,,,, 

~
-
-
-
-
-
-
-
3

'
 

.. fj;::
~11

11~
!::;lt

?<•
 

S
er

vi
ce

 P
ro

ce
ss

o
ri

 
E

na
bl

ed
 R

o
u

te
r 

11
 

In
te

rm
ed

ia
te

 

C
ab

le
/D

O
C

S
IS

 
M

o
d

e
m

 

W
iF

i 
to

 D
S

L
 

B
ri

d
g

e 
D

ev
ic

e 

4 j 
/ 

~
#

"
 

15
10

 

! WW
A

N
 A

cc
es

s 
r 

N
et

w
o

rk
 L

in
k 

' 

I WiFi 
E

xt
en

si
o

n
 

W
i F

i 
M

o
d

e
m

 
);.t

sff
ki:

,""
, 

S
er

vi
ce

 P
r
o

c
e

s
s
.
 

E
na

bl
ed

 R
ou

te
r 

D
SL

 M
o

d
e

m
 

D
S

L
A

c
c

e
s

s
 

N
et

w
o

rk
 L

in
k 

D
ev

ic
e 

; 
15

10
 

C
ab

le
/D

o
cs

 is
 

A
cc

es
s 

N
et

w
o

rk
 

L
in

k 
/ 

·
-

/ 
·
-

15
10

 
15

10
 

F
ig

ur
e 

14
( C

) 
F

ig
ur

e 
1

4
 (D

) 

F
ig

u
re

 1
4

 

I Femt
o

 E
xt

en
si

o
n

 

F
em

to
 C

el
l 

M
od

em
 

~
'l
l:

,
,
,
 

S
er

vi
ce

 P
ro

ce
ss

or
%

.J
 

E
na

bl
ed

 R
ou

te
r 

D
S

L
/C

a
b

le
/T

l/
e

tc
 

M
o

d
e

m
 

W
ir

ed
 A

cc
es

s 
N

et
w

o
rk

 L
in

k 

F
ig

ur
e 

1
4

 (E
) 

Page 270 of 280



·,]
J·

:·•
 

~
o

 
:,,:

?::
;<:

=~
;:q

. 
<::.

:..:
;(.•

,:::
5t❖:;

,•,:
 

3G
 

BS
 

,r
 

/ 
~

/1
··

· 

:((
 :)

::,.
;.::

 x;
;.:~

~~ 

w,
 

®
 

®
 

R
ad

io
 

A
cc

es
s 

N
e

tw
o

rk
 

40
5 

F
ig

ur
e 

15
 

M
W

C
/H

LR
 

13
2 

A
cc

es
s 

N
e

tw
o

rk
 

A
A

A
 S

er
ve

r 
12

1 

S
ub

sc
rib

er
 

M
a

n
a

g
e

m
e

n
t 

18
2 

N
e

tw
o

rk
 

P
ro

vi
si

on
in

g 
S

ys
te

m
 

16
0 

A
cc

es
s 

C
en

tr
al

 
T

ra
ns

po
rt

 ': 
J 

P
ro

vi
de

r 

N
e

tw
o

rk
 I

 
ft·

 
I 

C
or

e 
41

5 
r
■I■-

-,
 N

e
tw

o
rk

 
• 

_
w

 
•• 

11
0 

F
ir

ew
al

l 
12

4 

i .: 
\ 

. 
\ \ \ \ \ 

, 
\ 

,,·
 

I 
,._

 ,.
,...

_ 
,-

.-
I 

,,
 
~

_
a

.
-
~

 

P
ro

xy
 S

er
ve

r(
s)

 
27

0 

I 
I 

\~
I lil

ililili
lilili~

ll.ll.
ll~il

iliiiii
i:i:i:

:: I 
i 

Se
.rv

ke
 

i 
i 

C
on

tr
ol

le
r 

~ 
i 

,:;
rn

 
~ 

~
j
 

O
rd

e
r 

M
a

n
a

g
e

m
e

n
t 

18
0 

C
en

tr
al

 B
ill

in
g 

S
ys

te
m

 
12

3 

Page 271 of 280



Electronic Acknowledgement Receipt 

EFSID: 6890411 

Application Number: 12695019 

International Application Number: 

Confirmation Number: 7069 

Title of Invention: DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP022 

Receipt Date: 27-JAN-2010 

Filing Date: 

Time Stamp: 18:35:08 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

965080 

1 Application Data Sheet 
RALEP022_Application_Data_S 

no 5 
heet_sb0014_fill.pdf 

7 e3946f7a5f5d6d568880c358f203e51 e890 
c89d 

Warnings: 

Information: 

Page 272 of 280



260677 

2 RALEP022_APP.pdf yes 68 
618f36b8bed 15a0749044 7f77b800230067 

13ae9 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal of New Application 1 1 

Specification 2 61 

Claims 62 67 

Abstract 68 68 

Warnings: 

Information: 

1320249 

3 
Drawings-only black and white line 

RALEP022_Figures.pdf no 15 
drawings 

23efc9b0e 1 784 5 fdf4802d 5 73 3 d92ebcaf4 fS 
3e0 

Warnings: 

Information: 

Total Files Size (in bytes) 2546006 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Page 273 of 280



PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number RALEP022 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
I 

DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Applicant Information: 
Applicant 1 I Remove I 
Applicant Authority @Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Gregory G. Raleigh 

Residence Information (Select One) ® US Residency 0 Non US Residency 0 Active US Military Service 

City Woodside State/Province I CA I Country of Residence i I us 

Citizenship under 37 CFR 1.41(b) i us 
Mailing Address of Applicant: 

Address 1 2995 Woodside Road 

Address 2 Suite 400 

City I Woodside I State/Province I CA 

Postal Code 94062 I Countryi I us 

All Inventors Must Be Listed - Additional Inventor Information blocks may be I I Add 
generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

□ An Address is being provided for the correspondence Information of this application. 

Customer Number 21912 

Email Address I I Add Email I !Remove Emaill 

Application Information: 

Title of the Invention DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Attorney Docket Number RALEP022 I Small Entity Status Claimed □ 
Application Type Nonprovisional 

Subject Matter Utility 

Suggested Class (if any) I Sub Class (if any)I 

Suggested Technology Center (if any) 

Total Number of Drawing Sheets (if any) 15 I Suggested Figure for Publication (if any) I 

EFS Web 2.2.2 

Page 274 of 280



PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number RALEP022 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 35 
D U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 

subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Enter either Customer Number or complete the Representative Name section below. If both sections 
are completed the Customer Number will be used for the Representative Information during processing. 

Please Select One: 0 Customer Number I O US Patent Practitioner lo Limited Recognition (37 CFR 11.9) 

Customer Number 21912 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification. 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Continuation in part of 12380778 2009-03-02 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Continuation in part of 12380771 2009-03-02 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61206354 2009-01-28 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61206944 2009-02-04 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61207393 2009-02-10 

Prior Application Status Pending I Remove I 

EFS Web 2.2.2 

Page 275 of 280



PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number RALEP022 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61207739 2009-02-13 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61270353 2009-07-06 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61264126 2009-11-24 

Additional Domestic Benefit/National Stage Data may be generated within this form I Add I by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

I Remove I 

Application Number Country i Parent Filing Date (YYYY-MM-DD) Priority Claimed 

® Yes 0 No 

Additional Foreign Priority Data may be generated within this form by selecting the I I Add 
Add button. 

Assignee Information: 
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 
of the CFR to have an assignment recorded in the Office. 

Assignee 1 I Remove I 
If the Assignee is an Organization check here. ~ 
Organization Name I Headwater Partners I LLC 

Mailing Address Information: 

Address 1 2995 Woodside Road 

Address 2 Suite 400 

City Woodside State/Province CA 

Country ii us Postal Code 94062 

Phone Number Fax Number 

Email Address 

Additional Assignee Data may be generated within this form by selecting the Add I I Add 
button. 

Signature: 
A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 
CFR 1.4(d) for the form of the signature. 

EFS Web 2.2.2 

Page 276 of 280



PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

RALEP022 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING 

Signature /Michael J_ Schallop/ Date (YYYY-MM-DD) 2010-01-27 

First Name Michael I Last Name I Schallop Registration Number 44319 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

EFS Web 2.2.2 

Page 277 of 280



Privacy Act Statement 

The Privacy Act of 1974 (P .L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) anc 
the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether 
the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, a~ 
a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuani 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS Web 2.2.2 
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DocCode - SCORE 

SCORE Placeholder Sheet for IFW Content 

Application Number: 12695019 Document Date: 1/27/2010 

The presence of this form in the IFW record indicates that the following document type was received in 
electronic format on the date identified above. This content is stored in the SCORE database. 

• Drawings - Other than Black and White Line Drawings 

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in 
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created 
from the original documents that are stored in SCORE. 

To access the documents in the SCORE database, refer to instructions developed by SIRA. 

At the time of document entry (noted above): 
• Examiners may access SCORE content via the eDAN interface. 
• Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWebD, 
• External customers may access SCORE content via the Public and Private PAIR interfaces. 

Form Revision Date: February 8, 2006 
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PTO/SB/06 (12-04) 

Date: 01/27/10 Approved for use through 7/3112006. 0MB 0651-0032 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PT0-875 12/695.019 

APPLICATION AS FILED- PART I OTHER THAN 
(Column 1) (Column 2) SMALL ENTITY OR 'SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 
BASIC FEE 

N/A N/A NIA N/A 330 (37 CFR 1, 16(a), (b), or (c)) 
SEARCH FEE NIA N/A N/A N/A 540 (37 CFR 1.16(k), (i), or (m)) . 
EXAMINATION FEE 

N/A N/A NIA N/A 220 (37 CFR 1.16(0). (p), or (q)) 
TOTAL CLAIMS 25 5 x$26 x$52 260 (37 CFR 1.16(i)) minus 20 = OR 
INDEPENDENT CLAIMS 4 . 1 x$110 x$220 220 (37 CFR 1.16(h)) minus 3 = 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $260 ($130 for small entity) for each additional 

(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 
35 U.S.C. 41(a)(1)(G) and 37 CFR 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.160)) 195 390 

• If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 1570 

APPLICATION AS AMENDED- PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST ADDI- ADDI-
REMAINING NUMBER PRESENT 

< AFTER PREVIOUSLY EXTRA RATE($) TIONAL RATE($) TIONAL 
I- AMENDMENT PAID FOR 

FEE($) FEE($) 
z 
w Total . .. 'OR 
:E Minus X = X = 
C (37 CFR 1.16(i)) 
z Independent . Minus ... w = X = X = 
:E (37 CFR 1.16(h)) OR 
< Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A 

TOTAL 
OR 

TOTAL 
ADD'T FEE ADD'T FEE 

(Column 1) (Column 2) (Column 3) OR 

CLAIMS HIGHEST ADDI- ADDI-
REMAINING NUMBER PRESENT 

m AFTER PREVIOUSLY EXTRA RATE($) .TIONAL RATE($) TIONAL 
I- AMENDMENT PAID FOR 

FEE($) FEE($) 
z 
w Total OR :E . Minus .. = X = X = 
C (37 CFR 1.16(i)) 
z Independent w . Minus ... = X = X = :ill (37 CFR 1.16(h)) OR 
< Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A 

TOTAL 
OR 

TOTAL 
ADD'T FEE ADD'T FEE 

• If the entry in column 1 is less than the entry in column 2, write •o· in column 3. .. If the "Highest Number Previously Paid For' IN THIS SPACE is less than 20, enter '20' . ... If the 'Highest Number Previously Paid For' IN THIS SPACE is less than 3, enter '3" . 
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of information is required .by 37 CFR 1.16. The information is required to obtain or retain a .benefit by the public which is to file (and by the 

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 

including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 

on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten· 

and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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