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12694455 - GAU: 3687 
PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 

I 1 I or I 1 Atty Docket No. RALEP027 

U.S. Patent Documents 

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. Number-Kind Code ''"'0=J MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant Figures 

Appear 

A. us 2003/0088671 05-08-2003 KLINKER et al. 

B. us 2007 /0248100 10-25-2007 ZUBERI et al. 

C. us 2008/0130534 06-05-2008 Tazuko Tomioka 

D. us 2006/0236095 10-19-2006 SMITH et al. 

E. us 2009/0054030 02-26-2009 Golds 

F. us 6,952,428 10-04-2005 NECKAetal. 

G. us 2010/0043068 02-18-2010 V ARADHAN et al. 

H. us 2010/0071053 03-18-2010 ANSARI et al. 

I. us 2003/0005112 01-03-2003 Krautkremer 

J. us 2006/0045245 03-02-2006 AARON et al. 

K. us 2007/0076616 04-05-2007 NGO etal. 

L. us 2006/0190314 08-24-2006 Hernandez 

M. us 2009/0271514 10-29-2009 THOMAS etal. 

N. us 6,684,244 01-27-2004 GOLDMAN et al. 

0. us 2005/0055291 03-10-2005 BEVENTE et al. 

P. us 2006/0019632 01-26-2006 CUNNINGHAM et al. 

Q. us 2005/0238046 10-27-2005 HASSAN et al. 

R. us 5,577,100 11-19-1996 McGREGOR et al. 

S. us 6,198,915 03-06-2001 McGREGOR et al. 

T. us 6,650,887 11-18-2003 McGREGOR et al. 

U. us 7,245,901 07-17-2007 McGREGOR et al. 

V. us 7,373,136 05-13-2008 WATLER et al. 

W. us 6,725,031 04-20-2004 WATLER et al. 

X. us 2002/00224 72 02-21-2002 WATLER et al. 

Y. us 6,532,579 03-11-2003 SATO et al. 

Change(s) apf.:lied 

to document, 

/KK.V./ 
11/7/2012 

FOREIGN PATENT DOCUMENTS 
Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. 

Country Code-Number-Kind Code (ifk<=<J 
MM-DD-YYYY Applicant of Cited Relevant Passages or Relevant 

Document Figures Appear 

Z. WO 2007/018363 Qi Q;; ~881'! Upresto, Inc. 2/2007 
NON PATENT LITERATURE DOCUMENTS 

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), 
Initials No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s ), 

volume-issue number(s), publisher, city and/or country where published 
AA. 
BB. 

I Examiner iAndrew Joseoh Rudy/ I Date Considered 02/10/2012 
Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

T2 = Applicant is to place a check mark here if English language Translation is attached 

TL 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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Change(s) applie 

to document, 

/TCT/ 
11/8/2012 

cJ 

12694455 - GAU: 3687 
PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 13 I or 14 Atty Docket No. RALEP027 

EEEE. us 2008/0305793 12-11-2008 GALLAGHER et al. 

FFFF. us 2008/0083013 04-03-2008 SOLIMAN et al. 

GGGG. us 2004/0030705 02-12-2004 BOWMAN-AMUAH et al. 

HHHH. us 6,574,321 06-03-2003 COX et al. 

IIII. us 2006/0291477 12-28-2006 CROAK et al. 

JJJJ. us 2005/0266880 12-01-2005 Gupta 

KKKK. us 2003/0229900 12-11-2003 Reisman 

LLLL. us 2007/0198656 08-23-2007 MAZZAFERRI et al. 

MMMM. us 2003/0182420 09-25-2003 JONES et al. 

NNNN. us 2008/0225748 09-18-2008 KHEMANI et al. 

0000. us 2005/0250508 11-10-2005 GUO etal. 

PPPP. us 2008/0127304 05-29-2008 GINTER et al. 

QQQQ. us 7,289,489 10-30-2007 KUNG et al. 

RRRR. us 2003/0050070 03-13-2003 MASHINSKY et al. 

SSSS. us 6,996,076 02-07-2006 FORBES et al. 

TTTT. US .;!QQfiHQHl~ 07-31-2008 PAUL et al. 2008/018:,812 
UUUU. us 2007 /0226225 09-27-2007 YIU et al. 

VVVV. us 2007/0130315 06-07-2007 FRIEND et al. 

wwww. us 2008/0059743 03-06-2008 BYCHKOV et al. 

XXXX. us 2008/0132268 06-05-2008 CHOI-GROGAN et al. 

YYYY. us 2003/0133408 07-17-2003 CHENG et al. 

ZZZZ. us 2005/0128967 06-16-2005 Scobbie 

AAAAA. us 2007/0140113 06-21-2007 Gemelos 

BBBBB. us 2002/0138601 09-26-2002 PIPONIUS et al. 

CCCCC. us 2002/0176377 11-28-2002 Hamilton 

DDDDD. us 2006/0034256 02-16-2006 ADDAGATLA et al. 

EEEEE. us 2005/0228985 10-13-2005 YLIKOSKI et al. 

FFFFF. us 2007 /0036312 02-15-2007 CAI et al. 

GGGGG. us 2004/0082346 04-29-2004 SKYTTet al. 

HHHHH. us 7,142,876 11-28-2006 TROSSEN et al. 

IIIII. us 2008/0005561 01-03-2008 BROWN et al. 

JJJJJ. us 2007/0101426 05-03-2007 LEE et al. 

KKKKK. us 2008/0222692 09-11-2008 ANDERSSON et al. 

LLLLL. us 2008/0160958 04-03-2008 ABICHANDANI et al. 

MMMMM us 2006/0048223 03-02-2006 LEE et al. 

NNNNN. us 2007/0104126 5-10-2007 CALHOUN et al. 

00000. us 2007/0243862 10-18-2007 COSKUNetal. 

PPPPP. us 2008/0109679 05-08-2008 WRIGHT et al. 

QQQQQ. us 2006/0242685 10-26-2006 HEARD et al. 

RRRRR. us 2008/0130656 06-05-2008 KIM et al. 

SSSSS. us 2005/0021995 01-27-2005 LAL etal. 

TTTTT. us 2008/0162704 04-03-2008 POPLETT et al. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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Change(s) applie 

to document, 

/T.CT/ 
11/12/2012 

I 
µ 

12694455 - GAU: 3687 
PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 12 I or 14 Atty Docket No. RALEP027 

00. us 2007/0140275 06-21-2007 BOWMAN et al. 

PP. us 2003/0182435 09-25-2003 REDLICHetal. 

QQ. us 6,263,055 07-17-2001 GARLAND et al. 

RR. us 5,940,472 08-17-1999 NEWMAN et al. 

SS. us 2008/0318550 12-25-2008 Deatley 

TT. us 2008/0298230 12-01-2008 LUFT et al. 

UU. us 2007 /0220251 09-20-2007 ROSENBERG et al. 

VV. us 2007/0100981 05-03-2007 ADAMCZYK et al. 

WW. us 2007 /0022289 01-25-2007 ALT et al. 

XX. us 2008/0095339 04-24-2008 ELLIOTT et al. 

YY. us 2006/0233166 10-19-2006 BOU-DIAB et al. 

ZZ. us 2008/0168523 07-10-2008 ANSARI et al. 

AAA. us 2006/0183462 08-17-2006 KOLEHAINEN et al. 

BBB. us 2006/0165060 07-27-2006 Dua 

CCC. us 2008/0177998 07-24-2008 APSANGI et al. 

DDD. us 2008/0064367 03-13-2008 NATH et al. 

EEE. us 2004/0168052 08-26-2004 CLISHAM et al. 

FFF. us 2005/0198377 09-08-2005 FERGUSON et al. 

GGG. us 2005/0216421 09-29-2005 BARRY et al. 

HHH. us 2006/0218395 09-28-2006 Maes 

III. us 2005/0055309 03-10-2005 WILLIAMS et al. 

JJJ. us 2003/0050837 03-13-2003 Kim 

KKK. us 2005/0266825 12-01-2005 Clayton 

LLL. us ~Q€i€l1•Qj,:jig,,H:;i 08-10-2006 Mikurak 2006/017s91s 

MMM. us 2007/0055694 03-08-2007 RUGE etal. 

NNN. us 2005/0097516 05-05-2005 DONNELLY et al. 

000. us 7,356,337 04-08-2008 Florence 

PPP. us 2007/0019670 01-25-2007 Falardeau 

QQQ. us 2004/0127200 07-01-2004 SHAW et al. 

RRR. us 2005/0166043 07-28-2005 ZHANG et al. 

SSS. us 7,349,695 03-25-2008 OOMMEN et al. 

TTT. us 2004/0098715 05-20-2004 AGHERAetal. 

UUU. us 2006/0072646 04-06-2006 FEHER et al. 

VVV. us 2006/0206904 09-14-2006 WATKINS et al. 

WWW. us 2005/0060266 03-17-2005 DEMELLO et al. 

XXX. us 6,047,268 04-04-2000 BARTOLI et al. 

YYY. us 6,639,975 10-28-2003 O'NEALetal. 

ZZZ. us 6,539,082 03-25-2003 LOWE et al. 

AAAA. us 2008/0134330 06-05-2008 KAPOOR et al. 

BBBB. us 2004/0047358 03-11-2004 CHEN etal. 

CCCC. us 2007/0274327 11-29-2007 KAARELA et al. 

DDDD. us 2003/0161265 08-28-2003 CAO et al. 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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APPLICATION NO. FILING DATE 

12/694,455 01/27/2010 

107265 7590 02/06/2013 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

FIRST NAMED INVENTOR 

Gregory G. Raleigh 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RALEP027 
[26WV-160504] 

6047 

EXAMINER 

RUDY, ANDREW J 

ART UNIT PAPER NUMBER 

3687 

NOTIFICATION DATE DELIVERY MODE 

02/06/2013 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

patent@headwaterllc.com 

PTOL-90A (Rev. 04/07) 
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APPLICATION NO./ 
CONTROL NO. 
12/694,455 

160504] 

FILING DATE 

27 January, 2010 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

UNITED STATES DEPARTMENT OF COMMERCE 
U.S. Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 

FIRST NAMED INVENTOR/ 
PATENT IN REEXAMINATION 

RALEIGH, GREGORY G. 

A HORNEY DOCKET NO. 

RALEP027 [26WV -

EXAMINER 

ANDREW JOSEPH RUDY 

ART UNIT PAPER 

3687 20130130 

DATE MAILED: 

Please find below and/or attached an Office communication concerning this application or 
proceeding. 

Commissioner for Patents 

The Information Disclosure Statements (IDS's) submitted January 15, 2013; January 22, 2013; January 24, 2013 and January 29, 2013 
have been reviewed and entered into the prosecution history. Note the attached IDS's. 

PTO-90C (Rev.04-03) 

/ANDREW JOSEPH RUDY/ 
Primary Examiner 
Art Unit: 3687 
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12694455 - GAU: 3687 

Doc code: IDS PTO/SB/08a (01-10) 

Doc description: Information Disclosure Statement (IDS) Filed 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless ~ contains a valid 0MB control number. 

Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) I Rudy, Andrew J. Examiner Name 

Attorney Docket Number RALEP027 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Patent Number Issue Date Relevant Passages or Relevant 
Initial* No Code1 of cited Document 

Figures Appear 

1 8353001 2013-01-08 Herrod, Allan 

2 8350700 2013-01-08 Fast, Raymond D. et al. 

3 7236780 2007-06-26 Benco, David S. et al. 

4 7039403 2006-05-02 Wong, Gregory A. 

5 7865182 2011-01-04 Macaluso, Anthony G. 

6 8204190 2012-06-19 Bang, Jung-Hee et al. 

7 8195093 2012-06-05 Garrett, Darrin et al. 

8 8036600 2011-10-11 Garrett, Darrin et al. 

EFS Web 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT Art Unit 3687 
( Not for submission under 37 CFR 1.99) I Rudy, Andrew J. Examiner Name 

Attorney Docket Number RALEP027 

9 7962622 2011-06-14 Friend, John et al. 

10 7583964 2009-09-01 Wong, Gregory A. 

11 7565141 2009-07-21 Macaluso, Anthony G. 

12 7373179 2008-05-13 Stine, Ted et al. 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages, Columns, Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages, Columns.Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant TS 
Initial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 
publisher, city and/or country where published. 

EFS Web 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

1 □ 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature I /Andrew Joseph Rudy/ I Date Considered I 01/30/2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document. by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i1 
English language translation is attached. 

EFS Web2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Doc code: IDS PTO/SB/08a (01-10) 

Doc description: Information Disclosure Statement (IDS) Filed Approved for use through 07/31/2012. 0MB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Papeiwork Reduction Act of 1995, no persons are required to respond to a collection of information unless It contains a valid 0MB control number. 

Application Number I 12694455 

Filing Date 12010-01-27 
INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 13587 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number I RALEP027 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where 

Initial* No 
Patent Number 

Code1 Issue Date 
of cited Document Relevant Passages or Relevant 

Figures Appear 

1 8335161 2012-12-18 Foottit, Tom et al. 

2 8315594 2012-11-20 Mauser, Edward Ronald et al. 

3 8135388 2012-03-13 Gailloux, Michael A et al. 

4 6947723 2005-09-20 Gurnani, Roger et al. 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages, Columns, Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited where Relevant 

TS 
Initial* No Number3 Code2 i Code4 Date Passages or Relevant Document Figures Appear 

EFS Web 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Application Number 12694455 

Filing Date 2010-01-27 
INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3587 
( Notfor submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 

publisher, city and/or country where published. 

1 □ 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature I /Andrew Joseph Rudy/ I Date Considered 01/30/2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www IISPTO GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 

EFSWeb2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Doc code: IDS 
Doc description: Information Disclosure Statement (IDS) Filed 

PTO/SB/08a (01-10) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12694455 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3587 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

U.S.PATENTS Remove 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number 

Code1 
Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 8255689 2012-08-28 Kim, Eun Ah et al. 

2 7746854 2010-06-29 Ambe, Shekhar et al. 

3 7068600 2006-06-27 Cain, Joseph Bibb 

4 6876653 2005-04-05 Ambe, Shekhar et al. 

5 6631122 2003-10-07 Arunachalam, Vaidhyanathan et al. 

6 7599288 2009-10-06 Cole, Raymond E. et al. 

7 7546629 2009-06-09 Albert, Anthony et al. 

8 7747730 2010-06-29 Harlow, James D. 

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Application Number 12694455 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3587 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

9 7609650 2009-10-27 Roskowski, Steve et al. 

10 6581092 2003-06-17 Motoyama, Tetsuro et al. 

11 7283963 2007-10-16 Fitzpatrick, John E. et al. 

12 8271049 2012-09-18 Silver, Andrew et al. 

13 7644151 2010-01-05 Jerrim, John et al. 

14 8291238 2012-10-16 Ginter, Karl L. et al. 

15 8068824 2011-11-29 Shan, Xueshan et al. 

16 7228354 2007-06-05 Chambliss, David Darden et al. 

17 5283904 1994-02-01 Carson, David G. et al. 

18 8208919 2012-06-26 Kotecha, Lalit Ratilal 

19 8185152 2012-05-22 Goldner, Alla 

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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12694455 - GAU: 3687 
Application Number 12694455 

Filing Date 2010-01-27 

IN FORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3587 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

20 7844728 2010-11-30 Anderson, Thomas W. et al. 

21 7873344 2011-01-18 Bowser, Robert et al. 

22 7856226 2010-12-21 Wong, Ellis L. et al. 

23 7948952 2011-05-24 Hurtta, Tuija et al. 

24 7957020 2011-06-07 Mine, Ryuta et al. 

25 7346410 2008-03-18 Uchiyama, Kenji 

26 7167078 2007-01-23 Pourchot, Shawn C. 

If you wish to add additional U.S. Patent citation information please click the Add button. Add 

U.S.PATENT APPLICATION PUBLICATIONS Remove 

Examiner Publication Kind Publication Name of Patentee or Applicant 
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If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/08a (01-10) Doc code: IDS 
Doc description: Information Disclosure Statement (IDS) Filed Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12694455 

Filing Date 2010-01-27 
INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number Code1 Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 8102814 2012-01-24 Rahman, Shahriar I. et al. 

2 7970350 2011-06-28 Sheynman, Arnold et al. 

3 8094551 2012-01-10 Huber, Kurt Donald et al. 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20100041364 2010-02-18 Lott, Robert Wayne et al. 

2 20100027469 2010-02-04 Gurajala, Ravindra Babu et al. 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or Pages.Columns, Lines 
Examiner Cite Foreign Document Country Kind Publication 

Applicant of cited where Relevant 
TS 

Initial* No Number3 Code2i Code4 Date Passages or Relevant Document 
Figures Appear 

EFSWeb2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J. 

Attorney Docket Number RALEP027 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 

publisher, city and/or country where published. 

1 □ 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature I I Date Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www USPTO GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i1 
English language translation is attached. 

EFSWeb2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 
INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99} I Rudy, Andrew J. Examiner Name 

Attorney Docket Number RALEP027 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

[8J any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

[8J Fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

D None 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature Date (YYYY-MM-DD) 2013-01-22 

Name/Print Registration Number 59374 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S. C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFS Web 2.1.17 
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Electronic Patent Application Fee Transmittal 

Application Number: 12694455 

Filing Date: 27-Jan-201 0 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Krista Susan Jacobsen/Ann Taylor 

Attorney Docket Number: RALEP027 [26WV-160504] 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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Electronic Acknowledgement Receipt 

EFSID: 14764106 

Application Number: 12694455 

International Application Number: 

Confirmation Number: 6047 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 107265 

Filer: Krista Susan Jacobsen/Ann Taylor 

Filer Authorized By: Krista Susan Jacobsen 

Attorney Docket Number: RALEP027 [26WV-160504] 

Receipt Date: 22-JAN-2013 

Filing Date: 27-JAN-2010 

Time Stamp: 21:24:11 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 8067 

Deposit Account 505876 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 
Information Disclosure Statement (IDS) 

P027IDS.pdf 
Form (SB0S) 

709137 

no 3 
819a72822ce717e343ad7392d5502897d5C 

cff8e 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

30218 

2 Fee Worksheet (SB06) fee-info.pdf no 2 
d 8623 3f51 e6d 3 0ed a498efd 5 078b64d 08b0 

f7451 

Warnings: 

Information: 

Total Files Size (in bytes) 739355 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Ai;u;~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Page 40 of 411



Doc code: RCEX 
Doc description: Request for Continued Examination (RCE) 

PTO/SB/30EFS (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless il contains a valid 0MB control number. 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 

Application 
12694455 I 

Filing I 2010-01-27 
Docket Number 

RALEP027 I 
Art I 3687 Number Date (if applicable) Unit 

First Named 
GregoryG. Raleigh 

Examiner 
Andrew J. Rudy 

Inventor Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 
1995. or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 
entered, applicant must request non-entry of such amendment(s). 

□ 
Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 
submission even if this box is not checked. 

D Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

D other 

~ Enclosed 

□ Amendment/Reply 

~ Information Disclosure Statement (IDS) 

□ Affidavit(s )/ Declaration(s) 

~ Other 1. Certification & Request for Consideration of an IDS Filed After Payment of the Issue Fee Under the QPIDS 
Proaram; 2. Petition to Withdraw an AQQlication from Issue After Payment of Issue Fee Under 37 CFR 1.313(c) 

MISCELLANEOUS 

□ 
Suspension of action on the above-identified application is requested under 37 CFR 1.103( c) for a period of months 
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

□ other 

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 
~ The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 

Deposit Account No 505876 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

~ Patent Practitioner Sig nature 

□ Applicant Signature 

EFS - Web2.1.15 
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Doc code: RCEX 
Doc description: Request for Continued Examination (RCE) 

PTO/SB/30EFS (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless il contains a valid 0MB control number. 

Signature of Registered U.S. Patent Practitioner 

Signature /Krista S. Jacobsen/ Date (YYYY-MM-DD} 2013-01-15 

Name Krista S. Jacobsen Registration Number 59374 

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is 
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

EFS - Web2.1.15 
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Privacy Act Statement 

The Privacy Act of 197 4 (P .L. 93-579} requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 
advised that: ( 1) the general authority for the collection of this information is 35 U.S.C. 2(b )(2}; (2) furnishing of the information 
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office 
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a}. Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m}. 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 
pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181} and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c}). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS - Web 2.1.15 
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Electronic Patent Application Fee Transmittal 

Application Number: 12694455 

Filing Date: 27-Jan-201 0 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Krista Susan Jacobsen/Ann Taylor 

Attorney Docket Number: RALEP027 [26WV-160504] 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Petition fee- 37 CFR 1.17(h) (Group Ill) 1464 1 130 130 

Request for continued examination 2801 1 465 465 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 595 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Decision Date: January 15, 2013 

In re Application of: 

Gregory Raleigh 

Application No : 12694455 

Filed: 27-Jan-2010 

Attorney Docket No: RALEP027 [26WV-160504] 

DECISION ON PETITION 

UNDER CFR 1.313(c)(2) 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed January 15, 2013 , to withdraw the above-identified 
application from issue after payment of the issue fee. 

The petition is GRANTED. 

The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1.114 (request for 
continued examination). See 37 CFR 1.313(c)(2). 

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again 
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice of Allowance. 

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197. 

This application file is being referred to Technology Center AU 3687 for processing of the request for continuing examination 
under 37 CFR 1.114 . 

Office of Petitions 
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Electronic Acknowledgement Receipt 

EFSID: 14709419 

Application Number: 12694455 

International Application Number: 

Confirmation Number: 6047 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 107265 

Filer: Krista Susan Jacobsen/Ann Taylor 

Filer Authorized By: Krista Susan Jacobsen 

Attorney Docket Number: RALEP027 [26WV-160504] 

Receipt Date: 15-JAN-2013 

Filing Date: 27-JAN-2010 

Time Stamp: 22:47:03 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $595 

RAM confirmation Number 7455 

Deposit Account 505876 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

31946 

1 Petition automatically granted by EFS petition-req uest.pdf no 2 
476-fbael 01 e 12622ec68007772124b908cd 

b031a 

Warnings: 

Information: 

311922 

2 Transmittal Letter P027Trans.pdf no 1 
b8c6879ad 7 6 7 a8ec6d 2bfaaea6b3 88e5 812 

80023 

Warnings: 

Information: 

697927 

3 
Request for Continued Examination 

P027CondRCE.pdf no 3 
(RCE) 

e6669b418ba04dba3fb0a8d58709d48979 
244092 

Warnings: 

Information: 

4 
Information Disclosure Statement (IDS) 

P027IDS.pdf 
Form (SB0S) 

613244 

no 7 
3 c6023 3 97 a000fa4 21 e04 5 6a99cfb6c2 68d4 

e021 

Warnings: 

Information: 

357304 

5 
Quick Path Information Disclosure 

P027QPIDSCert.pdf 1 
Statement 

no 
d8e4 34e2b6d ad baf96ba 7 c664 28e915 3 9c3 

fafde 

Warnings: 

Information: 

32094 

6 Fee Worksheet (SB06) fee-info.pdf no 2 
82d1 ef5ce06b0255aa 17 e5359a5fb6d4eda 

b1124 

Warnings: 

Information: 

Total Files Size (in bytes) 2044437 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/140 

Doc Code: PET.AUTO U.S. Patent and Trademark Office 

Document Description: Petition automatically granted by EFS-Web Department of Commerce 

Electronic Petition Request PETITION TO WITHDRAW AN APPLICATION FROM ISSUE AFTER PAYMENT OF 
THE ISSUE FEE UNDER 37 CFR 1 .313(c) 

Application Number 12694455 

Filing Date 27-Jan-2010 

First Named Inventor Gregory Raleigh 

Art Unit 3687 

Examiner Name ANDREW RUDY 

Attorney Docket Number RALEP027 [26WV-160504] 

Title 
DEVICE ASSISTED SERVICES INSTALL 

An application may be withdrawn from issue for further action upon petition by the applicant. To request that the Office 
withdraw an application from issue, applicant must file a petition under this section including the fee set forth in § l. l 7(h) and a 
showing of good and sufficient reasons why withdrawal of the application from issue is necessary. 

APPLICANT HEREBY PETITIONS TO WITHDRAW THIS APPLICATION FROM ISSUE UNDER 37 CFR l.313(c). 

A grantable petition requires the following items: 
(1) Petition fee; and 
(2) One of the following reasons: 
(a) Unpatentability of one or more claims, which must be accompanied by an unequivocal statement that one or more claims 
are unpatentable, an amendment to such claim or claims, and an explanation as to how the amendment causes such claim or 
claims to be patentable; 
(b) Consideration of a request for continued examination in compliance with § 1.114 (for a utility or plant application only); or 
(c) Express abandonment of the application. Such express abandonment may be in favor of a continuing application, but not a 
CPA under 37 CFR l .53(d). 

Petition Fee 

□ 
Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

□ 
Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l .27(g)(2). 

~ 
Applicant(s) status remains as SMALL ENTITY. 

□ 
Applicant(s) status remains as other than SMALL ENTITY 

Reason for withdrawal from issue 
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0 One or more claims are unpatentable 

® Consideration of a request for continued examination (RCE) (List of Required Documents and Fees) 

0 
Applicant hereby expressly abandons the instant application (any attorney/agent signing for this reason must 
have power of attorney pursuant to 37 CFR 1.32(b)). 

RCE request,submission, and fee. 

□ 
I certify, in accordance with 37 CFR 1.4(d)(4) that: 

The RCE request ,submission, and fee have already been filed in the above-identified application on 

Are attached. 
[8J 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

® 
An attorney or agent registered to practice before the Patent and Trademark Office who has been given power of attorney 
in this application. 

0 An attorney or agent registered to practice before the Patent and Trademark Office, acting in a representative capacity. 

0 A sole inventor 

0 A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors 

0 A joint inventor; all of whom are signing this e-petition 

0 The assignee ofrecord of the entire interestthat has properly made itselfof record pursuantto 37 CFR 3.71 

Signature /Krista 5. Jacobsen/ 

Name Krista 5. Jacobsen 

Registration Number 59374 
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Doc Code: TRAN.LET 

Document Description: Transmittal Letter 
PTO/SB/21 (07-09) 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Raleigh 

Serial No.: 12/694,455 

Filed: January 27, 2010 

Title: Device Assisted Services 
Install 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Examiner: 

Art Unit: 

Conf.No.: 

Rudy, Andrew J. 

3687 

6047 

AMENDMENT AFTER NOTICE OF ALLOWANCE 

Sir: 

Applicant received a Notice of Allowance including an Examiner's Amendment in the 

above-identified application on October 30, 2012. Pursuant to 37 C.F.R. § 1.312, please amend 

the above-identified application as follows: 

Listing of Claims begins on page 2. 

Remarks begin on page 8. 

App. No. 12/694,455 RALEP027 
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LISTING OF CLAIMS 

Without prejudice and without surrender of any subject matter, please amend the claims 

as follows: 

1. (Previously presented) A system, comprising: 

a processor of a network device configured to: 

determine whether a communications device in communication with the system 

over a wireless network includes a first version service processor for assisting control of a use by 

the communications device of a service on the wireless network, wherein the first version service 

processor includes a service profile that includes at least one service policy setting, and wherein 

the service profile provides for access to the service; and 

when the communications device includes the first version service processor, 

determine a device group associated with the communications device, and 

download a second version service processor to the communications 

device based on the device group; and 

memory of the network device coupled to the processor and configured to provide the 

processor with instructions. 

2. (Previously presented) The system recited in claim 1, wherein the first version service 

processor is uniquely associated with the communications device. 

3. (Previously presented) The system recited in claim 1, wherein the communications device is 

activated prior to a point of sale of the communications device, and the service profile is 

associated with the communications device during activation. 

4. (Previously presented) The system recited in claim 1, wherein the service profile is 

associated with the communications device during a manufacture of the communications device, 

during a distribution of the communications device, or at a point of sale of the communications 

device. 
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5. (Previously presented) The system recited in claim 1, wherein the service profile is 

associated with an ambient service plan that provides a low cost or free trial service plan that is 

bundled or provided as an option for purchase at a point of sale of the communications device. 

6. (Previously presented) The system recited in claim 1, wherein the communications device 

includes a plurality of service processors for supporting a plurality of operating systems or a 

plurality of service plans. 

7. (Previously presented) The system recited in claim 1, wherein the communications device is 

a mobile communications device or an intermediate networking device, and the service includes 

one or more Internet based services. 

8. (Previously presented) The system recited in claim 1, wherein the communications device is 

a mobile communications device, and the service includes one or more Internet based services, 

and wherein the mobile communications device includes one or more of the following: a mobile 

phone, a personal digital assistant (PDA), an eBook reader, a music device, an entertainment 

device, a gaming device, a computer, a laptop, a netbook, a tablet, and a home networking 

system. 

9. (Previously presented) The system recited in claim 1, wherein the communications device 

includes a modem, and at least one of the first version service processor and the second version 

service processor is located in the modem. 

10. (Previously presented) The system recited in claim 1, wherein the at least one service policy 

setting includes one or more of the following: an access control setting, a traffic control setting, a 

billing system setting, a user notification with acknowledgement setting, a user notification with 

synchronized service usage information setting, a user privacy setting, a user preference setting, 

an authentication setting, an admission control setting, an application access setting, a content 

access setting, a transaction setting, a network communication setting, and a device management 

communication setting. 
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11. (Previously presented) The system recited in claim 1, wherein the processor is further 

configured to verify an implementation of the service profile based on one or more of the 

following: device generated service usage information and network generated service usage 

information. 

12. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device does not include the first version service processor, 

download the first version service processor or the second version service processor to the 

communications device. 

13. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device does not include the first version service processor, 

download the first version service processor or the second version service processor to the 

communications device using a bootstrapper. 

14. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the first version service processor, update the 

first version service processor. 

15. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the first version service processor, download a 

replacement service processor to the communications device. 

16. (Canceled) 

17. (Previously presented) The system recited in claim 1, wherein the second version service 

processor is uniquely associated with the communications device. 
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18. (Canceled) 

19. (Previously presented) The system recited in claim 1, wherein the second version service 

processor is uniquely associated with the communications device based on one or more device 

credentials of the communications device. 

20. (Previously presented) The system recited in claim 1, wherein the second version service 

processor is uniquely associated with the communications device based on one or more device 

credentials of the communications device and based on user information associated with a 

temporary user account. 

21. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the first version service processor, download a 

service processor update to the communications device, wherein the service processor update 

includes one or more updates to the first version service processor. 

22. (Currently amended) The system recited in claim 1, [[and]] wherein the processor of the 

network device is further configured to: 

when the communications device includes the first version service processor, download a 

service processor update to the communications device, wherein the service processor update 

includes one or more settings changes to the first version service processor. 

23. (Currently amended) The system recited in claim 1, wherein the second version service 

processor is uniquely associated with the communications device, a communications device 

user, a device group, or a service plan. 

24. (Previously presented) The system recited in claim 1, wherein the second version service 

processor is uniquely associated with the communications device, and wherein the second 

version service processor includes one or more restricted Internet protocol (IP) addresses 
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providing for access to a service controller reserved for verified and non-probation mode service 

processors. 

25. (Previously presented) The system recited in claim 1, wherein the first version service 

processor allows for limited access to the wireless network for purposes of service control and 

for permitting selection of a service plan, and wherein the second version service processor is 

based on a service plan selection for the communications device. 

26. (Previously presented) The system recited in claim 1, wherein the second version service 

processor facilitates a dual boot configuration that provides support for at least two operating 

systems executed on the communications device. 

27. (Currently amended) The system recited in claim 1, wherein the service profile [[plan]] 

includes an option to purchase a service plan for the communications device, wherein the service 

plan includes additional service capabilities, and wherein the second version service processor is 

associated with the service plan. 

28. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is configured to download the second version service processor to the communications 

device based on one or more of the following: a service plan selection, an indication of 

tampering with the service processor, an update availability, and a periodic service processor 

verification request. 

29. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

allow the communications device access to the service in a probation mode that allows 

for access to the service with increased service monitoring or limited service capabilities that are 

limited based on one or more of the following: a period of time, a network address, a service 

type, a content type, an application type, a bandwidth, and a data usage. 
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30. (Previously presented) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the first version service processor, download 

an updated service processor to the communications device. 

31. (Previously presented) A method performed by a network system, comprising: 

determining whether a communications device in communication with the network 

system over a wireless network includes a first version service processor for assisting control of 

a use by the communications device of a service on the wireless network, wherein the first 

version service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile provides for access to the service; and 

when the communications device includes the first version service processor, 

determining a device group associated with the communications device, and 

downloading a second version service processor to the communications device 

based on the device group. 

32. (Previously presented) A computer program product, the computer program product being 

embodied in a non-transitory computer readable storage medium and comprising computer 

instructions for causing a network system to perform the steps of: 

determining whether a communications device in communication with the network 

system over a wireless network includes a first version service processor for assisting control of 

a use by the communications device of a service on the wireless network, wherein the first 

version service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile provides for access to the service; and 

when the communications device includes the first version service processor, 

determining a device group associated with the communications device, and 

downloading a second version service processor to the communications device 

based on the device group. 
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REMARKS 

Claims 1-32 were allowed with an Examiner's Amendment in the Notice of Allowance 

mailed on October 30, 2012. 

Applicant thanks the Examiner for the Examiner's Amendment and for allowing the 

claims as modified by the Examiner's Amendment. 

Claims 22, 23, 27, and 28 are being amended herein. No new matter is being added. 

Applicant respectfully requests entry of these amendments. 

Applicant respectfully notes that a few words added in the Examiner's Amendment to 

claims 1 ("first version" in line 9), 5 ("is associated with" in line 2), 12 ("or the second version 

service processor" in lines 4-5), 13 ("first version" in lines 3 and 4), and 14 ("first version" in 

lines 3 and 4) were not underlined in Applicant's copy of the Examiner's Amendment, but that 

all of these additions are satisfactory to Applicant. 
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CONCLUSION 

If the Examiner has any questions or needs any additional information, the Examiner is 

invited to contact the undersigned. 

The Commissioner is authorized to charge any fee deficiency or credit any overpayment 

to Deposit Account 50-5876. 

Date: Nov. 2, 2012 

Respectfully submitted, 

Krista S. Jacobsen 
Reg. No. 59,374 
Head Counsel 
Headwater Partners I LLC 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 
(650) 517-2798 

CERTIFICATE OF ELECTRONIC TRANSMISSION 

I hereby certify that this paper (along with any paper referred to as being 

attached or enclosed) is being filed electronically via EFS-Web 

"""""d lo lhe Crnmmi~ioo~ fu< YI 
Dalee Nov.2,2012 BLL 7 

AnnTaylo 
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and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Doc Code: TRAN.LET 

Document Description: Transmittal Letter 
PTO/SB/21 (07-09) 

Approved for use through 07/31/2012. 0MB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

o o-A-• ,ha c, ____ _,_..,_ C>aA, ,,.., __ no naN:!:nn, are ., __ , ,i ......... •- .. ,.. ............ ..i to ... ,..,..n M"Oti,....., it. er. ,,. Application Number 12/694455 ~ 

TRANSMITTAL Filing Date January 27, 201 o 

FORM First Named Inventor Gregory G. Raleigh 

Art Unit 3687 Con!. 6047 

Examiner Name Andrew J. Rudy 
(to be used for all corresi,ondence after initial filing) 

\... Total Number of Pages in This Submission I 15 Attorney Docket Number RALEP027 ,) 

ENCLOSURES (Check all that apply) 

[Z] □ □ After Allowance Communication to TC 
Fee Transmittal Form Drawing(s) 

□ □ Licensing-related Papers □ Appeal Communication to Board 
Fee Attached of Appeals and Interferences 

[Z] □ Petition □ Appeal Communication to TC 
Amendment/Reply (Appeal Notice, Brief, Reply Brief) 

□ □ Petition to Convert to a □ Proprietary Information After Final Provisional Application 

□ □ Power of Attorney, Revocation □ Status Letter Affidavits/declaration(s) Change of Correspondence Address 

□ □ Terminal Disclaimer □ 
Other Enclosure(s) (please Identify 

Extension of Time Request below): 

□ Express Abandonment Request □ Request for Refund 

[Z] Information Disclosure Statement □ CD, Number of CD(s) 

D Landscape Table on CD 

Certified Copy of Priority I Remarks I □ Document(s) You are hereby authorized to charge any additional fee required or credit any overpayment to 

□ Reply to Missing Parts/ Deposit Account No. 50-5876. 
Incomplete Application 

□ 
Reply to Missing Parts 
under 37 CFR 1.52 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
Firm Name 

H~ad~ter ~ e~ I, LLC 

Signature d<.~'t; 1 L ll1n 
Printed name 

Krista S. Jacobsen' 

Date November 2, 2012 I Reg. No. 159374 

CERTIFICATE OF TRANSMISSION/MAILING 

I hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below: 
Signature 

Typed or printed name Date November 2, 2012 

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefrt by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paterrt and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completi119 the form, ca/11-800-PT0-9199 and select option 2. 
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PTO/SB/08a (01-10) 
Doc code:_ l~S . . . Approved for use through 07/31/2012. 0MB 0651-0031 
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J 

Attorney Docket Number RALEP027 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number 

Code1 
Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 7609700 2009-10-27 Ying, Wen-Ping et al. 

2 8255515 2012-08-28 Melman, David et al. 

3 7945240 2011-05-17 Klock, Jacqueline et al. 

4 7912056 2011-03-22 Brassem, Wayne 

5 7920529 2011-04-05 Mahler, Roger et al. 

6 8184530 2012-05-22 Swan, Tim L. et al. 

7 8213363 2012-07-03 Ying, Wen-Ping et al. 

8 8214536 2012-07-03 Zhao, Wen 

If you wish to add additional U.S. Patent citation information please click the Add button. 

EFS Web 2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 

STATEMENT BY APPLICANT 
Art Unit 3687 

( Not for submission under 37 CFR 1.99) I Rudy, Andrew J Examiner Name 

Attorney Docket Number RALEP027 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20080085707 2008-04-10 FADELL, Tony 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages,Columns,Lines 

Examine, Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant TS 
Initial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 
publisher, city and/or country where published. 

1 □ 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature l I Date Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www uspro GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i1 
English language translation is attached. 

EFS Web 2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I Raleigh, Gregory G. 
STATEMENT BY APPLICANT Art Unit 3687 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Rudy, Andrew J 

Attorney Docket Number RALEP027 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

~ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

~ Fee set forth in 37 CFR 1.17 {p) has been submitted herewith. 

D None 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature Date C'(YYY-MM-DD) 2012-11-02 

Name/Print Krista S. Jacobi en Registration Number 59374 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFS Web 2.1.17 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

107265 7590 10/30/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

EXAMINER 

RUDY, ANDREW J 

ART UNIT PAPER NUMBER 

3687 

DATE MAILED: 10/30/2012 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/694,455 01/27/2010 Gregory G. Raleigh RALEP027 
[26WV-160504] 

6047 

TITLE OF INVENTION: DEVICE ASSISTED SERVICES INSTALL 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional NO $1770 $300 $0 $2070 01/30/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box Sa on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 3 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

107265 7590 10/30/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

APPLICATION NO. FILING DATE 

12/694,455 01/27/2010 

TITLE OF INVENTION: DEVICE ASSISTED SERVICES INSTALL 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional NO $1770 

EXAMINER ART UNIT 

RUDY, ANDREW J 3687 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

FIRST NAMED INVENTOR 

Gregory G. Raleigh 

ATTORNEY DOCKET NO. 

RALEP027 
[26WV-160504] 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE 

$300 $0 

CLASS-SUBCLASS 

705-030000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

$2070 

(Depositor's name) 

(Signature) 

(Date) 

CONFIRMATION NO. 

6047 

DATE DUE 

01/30/2013 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee 1s 1dent1f1ed below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordatJon as set forth m 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Page 94 of 411



UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

12/694,455 01/27/2010 

107265 7590 10/30/2012 

Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

FIRST NAMED INVENTOR 

Gregory G. Raleigh 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

RALEP027 6047 
[26WY-16Q5Q4J 

EXAMINER 

RUDY, ANDREW J 

ART UNIT PAPER NUMBER 

3687 

DATE MAILED: 10/30/2012 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 179 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 179 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 

Page 3 of 3 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Notice of Allowability 

Application No. 

12/694,455 
Examiner 

ANDREW JOSEPH RUDY 

Applicant(s) 

RALEIGH, GREGORY G. 
Art Unit 

3687 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [8J This communication is responsive to 16 August 2012 Amendment. 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; 
the restriction requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1-15. 17 and 19-34. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

6. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) D hereto or 2) D to Paper No./Mail Date __ . 

(b) D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

7. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [8J Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. [8J Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 
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1. The previous rejection is withdrawn pursuant to Applicant's August 16, 2012 

REMARKS. 

EXAMINER'S AMENDMENT 

2. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 

with Krista Jacobsen on October 15, 2012. 

The application has been amended as follows: 

Claims 16 and 18 have been cancelled. 

1. (Currently amended) A system, comprising: 

a processor of a network device configured to: 

determine whether a communications device in communication with the 

system over a wireless network includes a first version service processor for assisting 

control of a use by the communications device of a service on the wireless network, 

wherein the first version service processor includes a service profile that includes at 

Page 98 of 411



Application/Control Number: 12/694,455 

Art Unit: 3687 

Page 3 

least one service policy setting, and wherein the service profile is assoeiated with a 

serviee plan that provides for access to the service; and 

when the communications device includes the first version service 

processor, 

determine a device group associated with the communications 

device, and 

download a second version service processor to the 

communications device based on the device group verify at least an aspeet of the 

serviee proeessor; and 

memory of the network device coupled to the processor and configured to 

provide the processor with instructions. 

2. (Currently amended) The system recited in claim 1, wherein the first version service 

processor is uniquely associated with the communications device. 

3. (Currently amended) The system recited in claim 1, wherein the communications 

device is activated prior to a point of sale of the communications device, and the service 

profile f»8A- is associated with the communications device during activation. 

4. (Currently amended) The system recited in claim 1, wherein the service profile f»aA­

is associated with the communications device during a manufacture of the 
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communications device, during a distribution of the communications device, or at a point 

of sale of the communications device. 

5. (Currently amended) The system recited in claim 1, wherein the service profile f»a-A­

is associated with an ambient service plan that provides a low cost or free trial service 

plan that is bundled or provided as an option for purchase at a point of sale of the 

communications device. 

9. (Currently amended) The system recited in claim 1, wherein the communications 

device includes a modem, and at least one of the first version service processor and the 

second version service processor is located in the modem. 

12. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to: 

when the communications device does not include the first version service 

processor, download the first version service processor or the second version service 

processor to the communications device. 

13. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to: 
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when the communications device does not include the first version service 

processor, download the first version service processor or the second version service 

processor to the communications device using a bootstrapper. 

14. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to: 

when the communications device includes the first version service processor, 

update the first version service processor. 

15. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to: 

when the communications device includes the first version service processor, 

download a replacement service processor to the communications device. 

16. (Canceled) 

17. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

is a first version servise prosessor, and wherein the prosessor of the networl< devise is 

further sonfigured to: 

when the sommunisations devise insludes the first version servise prosessor, 

download a sesond version servise prosessor to the sommunisations devise, wherein 
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the second version service processor is uniquely associated with the communications 

device. 

18. (Canceled) 

19. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

is a first version servise prosessor, and wherein the prosessor of the networl< devise is 

further sonfigured to: 

when the sommunisations devise insludes the first version servise prosessor: 

determine a devise group assosiated with the sommunisations devise; and 

download a sesond version servise prosessor to the sommunisations 

devise based on the devise group, wherein the second version service processor is 

uniquely associated with the communications device based on one or more device 

credentials of the communications device. 

20. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

is a first version servise prosessor, and wherein the prosessor of the networl< devise is 

further sonfigured to: 

when the sommunisations devise insludes the first version servise prosessor, 

download a sesond version servise prosessor to the sommunisations devise, wherein 

the second version service processor is uniquely associated with the communications 
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device based on one or more device credentials of the communications device and 

based on user information associated with a temporary user account. 

21. (Currently amended) The system recited in claim 1, wherein the serviee proeessor 

is a first version serviee proeessor, and wherein the processor of the network device is 

further configured to: 

when the communications device includes the first version service processor, 

download a service processor update to the communications device, wherein the 

service processor update includes one or more updates to the first version service 

processor. 

22. (Currently amended) The system recited in claim 1, wherein the serviee proeessor 

is a first version serviee proeessor, and wherein the processor of the network device is 

further configured to: 

when the communications device includes the first version service processor, 

download a service processor update to the communications device, wherein the 

service processor update includes one or more settings changes to the first version 

service processor. 

23. (Currently amended) The system recited in claim 1, wherein the serviee proeessor 

is a first version serviee proeessor, and wherein the seeond version serviee proeessor of 

the networl< devise is further eonfigured to: 
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when the sommunisations devise insludes the first version servise prosessor, 

download a servise prosessor update to the sommunisations devise, wherein the 

servise prosessor update insludes one or more ensryption or obfussation somputations 

to perform on the first version servise prosessor to provide a sesond version of the 

servise prosessor that is uniquely associated with the communications device, a 

communications device user, a device group, or g_ [[the]] service plan. 

24. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

is a first version servise prosessor, and wherein the prosessor of the networl< devise is 

further sonfigured to: 

when the sommunisations devise insludes the first version servise prosessor, 

download a sesond version servise prosessor to the sommunisations devise, wherein 

the second version service processor is uniquely associated with the communications 

device, and wherein the second version service processor includes one or more 

restricted Internet protocol (IP) addresses providing for access to a service controller 

reserved for verified and non-probation mode service processors. 

25. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

&[[a]] first version service processor [[that]] allows for limited access to the wireless 

network for purposes of service control and for permitting selection of a [[new]] service 

plan, and wherein the prosessor of the netvvorl< devise is further sonfigured to: 
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when the sommunisations devise insludes the fiFSt version servise prosessor, 

download a second version service processor is to the sommunisations devise based 

on a [[new]] service plan selection for the communications device, wherein the sesond 

version servise prosessor is uniquely assosiated with the sommunisations devise. 

26. (Currently amended) The system recited in claim 1, wherein the servise prosessor 

is a first version servise prosessor, and wherein the prosessor of the networl< devise is 

further sonfigured to: 

when the sommunisations devise insludes the first version servise prosessor, 

download a sesond version servise prosessor to the sommunisations devise, wherein 

the second version service processor facilitates a dual boot configuration that provides 

support for at least two operating systems executed on the communications device. 

27. (Currently amended) The system recited in claim 1, wherein the service profile plan 

includes an option to purchase a [[new]] service plan for the communications device, 

wherein the [[new]] service plan includes additional service capabilities, and wherein the 

prosessor of the networl< devise is further sonfigured to: 

when the sommunisations devise insludes the servise prosessor, download a 

new servise prosessor to the sommunisations devise, wherein the second version A-eW 

service processor is associated with the [[new]] service plan. 
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28. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to.; 

when the eommunieations devise ineludes the serviee proeessor, download the 

seeond version [[a new]] service processor to the communications device based on one 

or more of the following: a [[new]] service plan selection, an indication of tampering with 

the service processor, an update availability for the serviee proeessor, and a periodic 

service processor verification request. 

30. (Currently amended) The system recited in claim 1, wherein the processor of the 

network device is further configured to: 

when the communications device includes the first version service processor, 

download an updated or replaeement service processor to the communications device. 

31. (Currently amended) A method performed by a network system, comprising: 

determining whether a communications device in communication with the 

network system over a wireless network includes a first version service processor for 

assisting control of a use by the communications device of a service on the wireless 

network, wherein the first version service processor includes a service profile that 

includes at least one service policy setting, and wherein the service profile is assoeiated 

with a serviee plan that provides for access to the service; and 

when the communications device includes the first version service processor, 
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determining a device group associated with the communications device, 

and 

downloading a second version service processor to the communications 

device based on the device group verifying the serviee proeessor. 

32. (Currently amended) A computer program product, the computer program product 

being embodied in a non-transitory computer readable storage medium and comprising 

computer instructions for causing a network system to perform the steps of: 

determining whether a communications device in communication with the 

network system over a wireless network includes a first version service processor for 

assisting control of a use by the communications device of a service on the wireless 

network, wherein the first version service processor includes a service profile that 

includes at least one service policy setting, and wherein the service profile is assoeiated 

with a serviee plan that provides for access to the service; and 

and 

when the communications device includes the first version service processor, 

determining a device group associated with the communications device, 

downloading a second version service processor to the communications 

device based on the device group verifying the serviee proeessor. 
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3. Further pertinent references of interest are noted on the attached PTO-892. 

4. Applicant's Information Disclosure Statements (IDS's) received August 13, 2012 

and October 10, 2012 have been reviewed. Note the attached IDS's. 

Allowable Subject Matter 

5. Claims 1-15, 17 and 19-32 are allowed. 

6. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is 

(571 )272-6789. The examiner can normally be reached on Monday thru Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 
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Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANDREW JOSEPH RUDY/ 

Primary Examiner, Art Unit 3687 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Serial No.: 

Filed: 

Raleigh 

12/694,455 

January 27, 2010 

Title: Device Assisted Services 
Install 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Examiner: 

Art Unit: 

Conf. No.: 

Rudy, Andrew J. 

3687 

6047 

AMENDMENT AND RESPONSE 

Sir: 

In response to the Office Action dated February 16, 2012, the deadline for response 

ending on August 16, 2012, with the enclosed request for a three-month extension of time, please 

amend the above-identified application as follows: 

Listing of Claims begins on page 2. 

Remarks begin on page 10. 
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LISTING OF CLAIMS 

Without prejudice and without surrender of any subject matter, please amend the claims 

as follows: 

1. (Currently amended) A system, comprising: 

a processor of a network device configured to: 

determine [[if]]whether a communications device in communication with the 

system over a wireless network includes a service processor for assisting control of a use by the 

communications device [[use ]]of a service on the wireless network, wherein the service 

processor includes a service profile that includes at plarality eflcast one service policy 

setting[[s]], and wherein the service profile is associated with a service plan that provides for 

access to the service; and 

when the communications device includes the service processor, verify at least an 

aspect of the service processor; and 

[[ a ]]memory of the network device coupled to the processor and configured to provide 

the processor with instructions. 

2. (Previously presented) The system recited in claim 1, wherein the service processor is 

uniquely associated with the communications device. 

3. (Previously presented) The system recited in claim 1, wherein the communications device is 

activated prior to a point of sale of the communications device, and the service plan is associated 

with the communications device during activation. 

4. (Currently amended) The system recited in claim 1, wherein the service plan is associated 

with the communications device during eRe er mere efthe fulle1;viRg: a manufacture of the 

communications device, during a distribution of the communications device, or at a point of sale 

of the communications device. 
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5. (Previously presented) The system recited in claim 1, wherein the service plan is an ambient 

service plan that provides a low cost or free trial service plan that is bundled or provided as an 

option for purchase at a point of sale of the communications device. 

6. (Currently amended) The system recited in claim 1, wherein the communications device 

includes a plurality of service processors for supporting a plurality of operating systems 

[[ and/]]or a plurality of service plans. 

7. (Previously presented) The system recited in claim 1, wherein the communications device is 

a mobile communications device or an intermediate networking device, and the service includes 

one or more Internet based services. 

8. (Currently amended) The system recited in claim 1, wherein the communications device is a 

mobile communications device, and the service includes one or more Internet based services, and 

wherein the mobile communications device includes one or more of the following: a mobile 

phone, a personal digital assistant (PDA}, an eBook reader, a music device, an entertainment 

device,[[/]]~gaming device, a computer, ~laptop, a netbook, a tablet, and a home networking 

system. 

9. (Currently amended) The system recited in claim 1, wherein the communications device 

includes a modem, and the service processor is located in the modem. 

10. (Currently amended) The system recited in claim 1, wherein the at least one service policy 

setting[[s]] include§ one or more of the following: an access control setting[[s]], ~traffic control 

setting[[s]], ~billing system setting[[s]], ~user notification with acknowledgement setting[[s]], ~ 

user notification with synchronized service usage information setting, ~user privacy setting[[s]], 

~user preference setting[[s]], an authentication setting[[s]], an admission control setting[[s]], an 

application access setting[[s]], ~content access setting[[s]], ~transaction setting[[s]], [[and]]~ 

network communication setting, [[or]]and a device management communication setting[[s]]. 

12/694,455 3 RALEP027 [26WV-160504] 

Page 144 of 411



PATENT 

11. (Currently amended) The system recited in claim 1, wherein the processor is further 

configured to verify an implementation of the-fu:st service profile is verified based on one or 

more of the following: device generated service usage information and network generated 

service usage information. 

12. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device does not include the service processor, aad the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download the service processor to the 

communications device. 

13. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device does not include the service processor, aad the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download [[a]]the service processor to 

the communications device using a bootstrapper. 

14. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the service processor, aad the J9roeess0r efthe 

net>.verk deviee is further eenfigured ts :update the service processor. 

15. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the service processor, aad the J9roeess0r efthe 

net>.verk deviee is further eenfigured te:download a replacement service processor to the 

communications device. 

16. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 
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when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts:download a second version service 

processor to the communications device. 

17. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts:download a second version service 

processor to the communications device, wherein the second version service processor is 

uniquely associated with the communications device. 

18. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts: 

determine a device group associated with the communications device; and 

download a second version service processor to the communications device based 

on the device group. 

19. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts: 

determine a device group associated with the communications device; and 

download a second version service processor to the communications device based 

on the device group, wherein the second version service processor is uniquely associated with 

the communications device based on one or more device credentials of the communications 

device. 
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20. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download a second version service 

processor to the communications device, wherein the second version service processor is 

uniquely associated with the communications device based on one or more device credentials of 

the communications device and based on user information associated with a temporary user 

account. 

21. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download a service processor update to 

the communications device, wherein the service processor update includes one or more updates 

to the first version service processor. 

22. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download a service processor update to 

the communications device, wherein the service processor update includes one or more settings 

changes to the first version service processor. 

23. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 
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when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts:download a service processor update to 

the communications device, wherein the service processor update includes one or more 

encryption or obfuscation computations to perform on the first version service processor to 

provide a second version of the service processor that is uniquely associated with the 

communications device, a communications device user, a device group assseiated •.vith the 

esHHHtl:H:ieatisns deviee, [[ and/]]or the service plan assseiated •,vith the esmmunieatisns deviee. 

24. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeesssr sf the neti.vsrk de•,riee is further esnfigured ts:download a second version service 

processor to the communications device, wherein the second version service processor is 

uniquely associated with the communications device, and wherein the second version service 

processor includes one or more restricted Internet protocol (IP} addresses providing for access to 

a service controller reserved for verified and non-probation mode service processors. 

25. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor that allows for limited access to the wireless network for purposes of 

service control and for permitting selection of a new service plan, and wherein the processor of 

the network device is further configured to: 

when the communications device includes [[ a ]]the first version service processor_,_ that 

allsv,rs fer limited aeeess ts the •,vireless netwsrk fer J9UfJ9SSes sf serviee esntrsl aH:d fer 

J9ermitting seleetisn sf a ne•,v serviee J9laH:, aH:d the J9roeesssr sf the neti.vsrk deviee is further 

esnfigured ts:download a second version service processor to the communications device based 

on a new service plan selection for the communications device, wherein the second version 

service processor is uniquely associated with the communications device. 
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26. (Currently amended) The system recited in claim 1, wherein the service processor is a first 

version service processor, and wherein the processor of the network device is further configured 

to: 

when the communications device includes [[ a ]]the first version service processor, aH:d the 

J9roeess0r efthe neti.verk de•,riee is further eenfigured te:download a second version service 

processor to the communications device, wherein the second version service processor facilitates 

a dual boot configuration that provides support for a J9lurality efat least two operating systems 

executed on the communications device. 

27. (Currently amended) The system recited in claim 1, wherein the service plan includes an 

option to purchase a new service plan for the communications device, wherein the new service 

plan includes additional service capabilities, and wherein the processor of the network device is 

further configured to: 

when the communications device includes the service processor, download a new service 

processor to the communications device, wherein the new service processor is associated with 

the new service plan. 

28. (Currently amended) The system recited in claim 1, wherein the e0Hl:Hltlf1:ieati0ns deviee 

ineludes the serviee J9r0eess0r, and the processor of the network device is further configured to: 

when the communications device includes the service processor, download a new service 

processor to the communications device based on one or more of the following: a new service 

plan selection, an indication of tampering with the service processor, an update availability for 

the service processor, and a periodic service processor verification request. 

29. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

allow the communications device access to the service in a probation mode, •.vherein the 

e0Hl:Hltlf1:ieati0ns deviee is initially in a J9robati0n mede that allows for access to the service with 

increased service monitoring [[ and/]]or limited service capabilities that are limited based on one 

or more of the following: ~period of time, ~network address, ~service type, ~content type, an 

application type, ~ bandwidth, and ~ data usage. 
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30. (Currently amended) The system recited in claim 1, wherein the processor of the network 

device is further configured to: 

when the communications device includes the service processor,f)eriedieally download an 

updated or replacement service processor to the communications device. 

31. (Currently amended) A method performed by a network system, comprising: 

determining [[ifl]whether a communications device in communication with the network 

system over a wireless network includes a service processor for assisting control of a use by the 

communications device [[use ]]of a service on the wireless network, wherein the service 

processor includes a service profile that includes at f)larality eflcast one service policy 

setting[[s]], and wherein the service profile is associated with a service plan that provides for 

access to the service; and 

when the communications device includes the service processor, verifying the service 

processor. 

32. (Currently amended) A computer program product, the computer program product being 

embodied in a non-transitory computer readable storage medium and comprising computer 

instructions for causing a network system to perform the steps of: 

determining [[ifl]whether a communications device in communication with the network 

system over a wireless network includes a service processor for assisting control of a use by the 

communications device [[use ]]of a service on the wireless network, wherein the service 

processor includes a service profile that includes at f)larality eflcast one service policy 

setting[[s]], and wherein the service profile is associated with a service plan that provides for 

access to the service; and 

when the communications device includes the service processor, verifying the service 

processor. 
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REMARKS 

Claims 1-32 are pending and were rejected in the Office Action mailed on February 16, 

2012. Claims 1, 4, 6, and 8-32 are being amended. No new matter is being added. 

Reconsideration is respectfully requested. 

Claim Rejections - 35 U.S.C. § 102 

In section 3, the Office Action rejects claims 1, 2, 6-12, 14-19, 21-24, 28, and 30-32 

under 35 U.S.C. § 102(b) as being anticipated by Forbes et al. (U.S. 6,996,076) (hereinafter, 

"Forbes"). Applicant respectfully submits that Forbes does not anticipate any of claims 1, 2, 6-

12, 14-19, 21-24, 28, or 30-32 because Forbes does not disclose all of the limitations of each of 

these claims. 

Forbes discloses wireless call processing in a network system. (Abstract). Forbes seeks 

to solve certain problems created by the development of different cellular phone services ( e.g., 

AMPS, CDMA, TDMA, and GSM) that have protocols and air interfaces that are different from, 

and incompatible with, each other. (Col. 1, 11. 14-29). Forbes proposes a system and method "to 

internetwork wireless telecommunication networks" to allow operators of wireless systems to 

provide switching control in a single platform that removes dependencies on systems' different 

protocols or air interfaces. (Col. 1, 11. 60-62; col. 2, 11. 20-24). 

Forbes purports to have invented a "softswitch" that resides within a network system. 

See, e.g., col. 1, 11. 14-36 ("FIG. 1 is a block diagram of a network topology 5 based on the 

softswitch of the present invention .... Network topology 5 also includes one or more 

softswitches 11 which couple to one or more wireless base stations or radio gateways 17 .... "). 

The softswitch includes a logic engine that is a protocol-independent, data-configurable, multi­

threaded state machine processor. (Col. 10, 11. 17-19, 41-43). Because the logic engine has no 

built-in algorithms for performing any specific process, applications are downloaded to the logic 

engine to perform particular functions. (Col. 12, 11. 19-22). For example, the applications may 

establish and maintain a TCP/IP socket connection with the logic engine, generate appropriate 

logic control programs and download them to the logic engine, or monitor event and statistical 

data. (Col. 12, 11. 22-26). Forbes asserts that "the softswitch of the present invention provides an 
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integrated hardware and software solution set that provides the capability to receive signaling 

messages from any type of network and transmit the messages across a different network, while 

keeping the existing customer feature set," which "bridges the gap between packet-based 

networks, traditional [public switched telephone network] communications, and wireless 

networks to advance lower cost, and higher revenue value-added services." (Col. 4, 11. 59-67). 

The softswitch can be incorporated into a network that includes various agents that 

provide various aspects of call and/or session control for the network. (Col. 14, 11. 49-53, 64-66). 

A control agent manages information flow from networks such as the public switched telephone 

network to a wireless network, and a mobility management agent provides hand-over 

functionality to provide base station controls for wireless networks, such as managing 

configuration or authentication information including data from home location registers between 

the radio-frequency interface and radio gateways and the control agent. (Col. 14, 1. 66 - col. 15, 

1. 7). The mobility management agent and the control agent provide functions such as 

authentication, control, and monitoring of calls and/or session traffic between network elements 

such as base stations, controllers, distributed switches, application software, and signaling 

systems. (Col. 15, 11. 7-13). Forbes discloses that mobile devices such as cellular phones or 

personal digital assistants may include at least portions of the mobility management agent and 

the control agent. (Col. 19, 11. 29-30). 

Forbes also discloses an Internet telephony network architecture in which the softswitch 

is coupled to a residential service gateway over a wired network, and user devices are coupled to 

the residential service gateway. (Col. 6, 11. 8-15 (softswitch functions as "Internet central office" 

that provides traditional central office functions and capabilities to Internet users); Fig. 3 

(showing softswitch 52 located within Internet and separated from telephone and computer by 

cable or DSL connection and residential gateway)). The residential service gateway, which may 

be a stand-alone hardware/software combination or a software application that can be 

downloaded and run locally on a user's computer, converts analog telephony services from the 

user into TCP/IP for transport through the Internet. (Col. 6, 11. 24-26, 44-49). The "Internet 

central office," which includes the softswitch, controls and communicates with the residential 

service gateway for "call state control." (Col. 6, 11. 26-28). A user's service profiles may be 

uploaded or downloaded to a database in the residential service gateway through a local area 
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network, a serial port, a smart card, or an infra-red interface into a third party application and 

device, which allows a user to connect to any residential service gateway, download the user's 

profile into the residential service gateway, and personalize it. (Col. 6, 11. 36-43). 

In rejecting claims 1, 2, 6-12, 14-19, 21-24, 28, and 30-32, the Office Action states that 

Forbes discloses, e.g., in Figures 1, 2, 4, 14, and 15, abstract, columns 2, 3, 4, 6, 7, 8, 9, 10, 12, 

and 15, a network device (e.g., logic controls), a wireless network (e.g., columns 2, 4, lines 14-

36), a service plan (e.g., column 7), service policy settings (e.g., column 8, lines 41-42), a 

processor (e.g., column 10, lines 41-51), verification, a mobile communications (e.g., column 2, 

lines 14-41 ), and service usage and settings. 

Applicant is amending independent claims 1, 31, and 32 to clarify that the 

communications device is in wireless communication with the system over the wireless network. 

Applicant respectfully submits that Forbes fails to disclose each and every limitation of claims 1, 

2, 6-12, 14-19, 21-24, 28, and 30-32 as amended. 

Claim 1 

As amended, claim 1 reads: 

12/694,455 

A system, comprising: 

a processor of a network device configured to: 

determine whether a communications device in 
communication with the system over a wireless network includes a 
service processor for assisting control of a use by the 
communications device of a service on the wireless network, 
wherein the service processor includes a service profile that 
includes at least one service policy setting, and wherein the service 
profile is associated with a service plan that provides for access to 
the service; and 

when the communications device includes the 
service processor, verify at least an aspect of the service processor; 
and 

memory of the network device coupled to the processor and 
configured to provide the processor with instructions. 
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The amendments to claim 1 are supported at least by paragraphs [0022], [0023], and 

[0063], and by Figures 1-3 of the application as originally filed. 

Applicant respectfully submits that Forbes does not anticipate claim 1, as amended, at 

least because Forbes fails to disclose "a processor of a network device configured to determine 

whether a communications device in communication with the system over a wireless network 

includes a service processor for assisting control of a use by the communications device of a 

service on the wireless network, wherein the service processor includes a service profile that 

includes at least one service policy setting, and wherein the service profile is associated with a 

service plan that provides for access to the service," and "a processor of a network device 

configured to, when the communications device includes the service processor, verify at least an 

aspect of the service processor." 

Applicant respectfully submits that Forbes does not disclose a processor of a network 

device configured to determine whether a communications device in communication with the 

system over a wireless network includes a service processor for assisting control of a use by the 

communications device of a service on the wireless network, wherein the service processor 

includes a service profile that includes at least one service policy setting, and wherein the service 

profile is associated with a service plan that provides for access to the service. First, although 

Forbes discloses that "wireless devices may include at least a portion of mobility management 

agent 641 and control agent 642," (col. 19, 11. 28-30), Forbes does not disclose that a processor of 

a network device ( e.g., the softswitch) is configured to determine whether the wireless devices 

do, in fact, include portions of the mobility management agent or the control agent. Therefore, 

even if the mobility management agent or the control agent is a service processor for assisting 

control of a use by the wireless device of a service on the wireless network, Forbes does not 

disclose a processor of a network device configured to determine whether the wireless device in 

communication with the system over the wireless network includes portions of either the 

mobility management agent or the control agent. 

Second, although Forbes discloses that, in the Internet telephony configuration, "the 

Internet central office is operable to control and communicate with residential service gateway 

client software 56 for call state control," (col. 6, 11. 26-28), Forbes does not disclose that the 
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Internet central office determines whether the residential service gateway client software is 

present on the residential service gateway. Indeed, Forbes' Internet telephony system presumes 

the presence of the client software to enable the user to solicit or initiate service from the Internet 

central office, ( col. 6, 11. 24-26), and therefore the Internet central office has no reason to 

determine whether the client software is present. Moreover, as shown in Figure 3 of Forbes, the 

residential service gateway is coupled to the network system (i.e., the softswitch, labeled "52") 

by a cable or DSL network, and not by a wireless network, and therefore the residential service 

gateway is not a "communications device in communication with the system over a wireless 

network." Furthermore, even if the residential service gateway client software performs some 

type of control of the use of the telephony service, Forbes does not disclose that the client 

software includes a service profile that includes at least one service policy setting, wherein the 

service profile is associated with a service plan that provides access to the service. 

Forbes does disclose that a "user's service profiles may be uploaded or downloaded to a 

database in the residential service gateway through a local area network (LAN), serial port, smart 

card, or infra-red interface into a third party application and device." (Col. 6, 11. 36-40). But 

Forbes does not disclose either that the user's service profiles assist in controlling a use of a 

service on the wireless network, or that any of the user's service profiles includes at least one 

service policy setting, wherein the service profile is associated with a service plan that provides 

access to the service. Additionally, even if the user's service profiles assist in controlling a use 

of a service on the wireless network and include at least one service policy setting, Forbes does 

not disclose that a processor of a network device is configured to determine whether the 

residential service gateway includes the user's service profiles. 

Forbes discloses that a call session engine in the network interacts with a policy/directory 

server, (col. 8, 11. 40-44), but Forbes does not disclose that the policy/directory server includes a 

service profile that includes at least one service policy setting, wherein the service profile is 

associated with a service plan that provides access to the service, or that such service profile is 

somehow provided to the residential service gateway or to a user device. Forbes also does not 

disclose that a processor of a network device determines whether the residential service gateway 

or a user device includes such a service profile. Thus, Applicant respectfully submits that Forbes 

fails to disclose "a processor of a network device configured to determine whether a 
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communications device in communication with the system over a wireless network includes a 

service processor for assisting control of a use by the communications device of a service on the 

wireless network, wherein the service processor includes a service profile that includes at least 

one service policy setting, and wherein the service profile is associated with a service plan that 

provides for access to the service." 

Because Forbes fails to disclose a processor of a network device configured to determine 

whether a communications device in communication with the system over a wireless network 

includes a service processor, Forbes also fails to disclose a processor of a network device 

configured to, when the communications device includes the service processor, verify at least an 

aspect of the service processor. Although Forbes discloses that agents in the network provide 

authentication and verification for origination and termination parties (col. 14, 11. 49-51; col. 15, 

11. 19-22); access to a database to verify a user's legitimacy (col. 15, 11. 35-37); and 

authentication, verification, and routing information to a state processor in the network ( col. 16, 

11. 50-53), Forbes does not disclose that these network agents verify an aspect of a service 

processor included in either the residential service gateway or a user device. 

Consequently, Applicant respectfully submits that Forbes does not disclose "a processor 

of a network device configured to determine whether a communications device in 

communication with the system over a wireless network includes a service processor for 

assisting control of a use by the communications device of a service on the wireless network, 

wherein the service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile is associated with a service plan that provides for access 

to the service," or "a processor of a network device configured to, when the communications 

device includes the service processor, verify at least an aspect of the service processor." Thus, 

for at least the reasons provided herein, Applicant respectfully submits that claim 1, as amended, 

is patentable over Forbes, and Applicant respectfully requests that the 35 U.S.C. § 102(b) 

rejection be withdrawn. 
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Claims 2, 6-12, 14-19, 21-24, 28, and 30 

Claims 2, 6-12, 14-19, 21-24, 28, and 30 depend directly from claim 1. Applicant 

respectfully submits that, for at least the same reasons that claim 1 is patentable over Forbes, 

claims 2, 6-12, 14-19, 21-24, 28, and 30 are also patentable over Forbes. 

Furthermore, Applicant respectfully submits that Forbes fails to disclose additional 

limitations of claims 2, 6-12, 14-19, 21-24, 28, and 30. For example, Forbes fails to disclose the 

claim 2 limitation of a service processor that is uniquely associated with a device. As another 

example, Forbes fails to disclose the claim 6 limitation that the communications device includes 

a plurality of service processors for supporting a plurality of operating systems or a plurality of 

service plans. Moreover, Forbes fails to disclose the downloading/updating limitations of claims 

12, 14-19, 21-24, 28, and 30. Although Forbes discloses downloading applications to the 

softswitch logic engine to perform various functions, (col. 12, 11. 19-22), the softswitch logic 

engine is a network component, and therefore the download occurs entirely within the network 

system. Likewise, although Forbes discloses that a user's service profiles may be downloaded to 

the residential service gateway, Forbes discloses doing so only through a local area network, a 

serial port, a smart card, or an infra-red interface. (Col. 6, 11. 36-43). Forbes does not disclose 

that a processor of a network device downloads or updates a service processor in a 

communications device in communication with the system over a wireless network. 

For at least the reasons provided herein, Applicant respectfully submits that claims 2, 6-

12, 14-19, 21-24, 28, and 30 are patentable over Forbes, and Applicant respectfully requests that 

the 35 U.S.C. § 102(b) rejections be withdrawn. 

Claim 31 

As amended, claim 31 recites: 

12/694,455 

A method performed by a network system, comprising: 

determining whether a communications device in 
communication with the network system over a wireless network 
includes a service processor for assisting control of a use by the 
communications device of a service on the wireless network, 
wherein the service processor includes a service profile that 
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Applicant respectfully submits that Forbes fails to disclose the limitations of claim 31, as 

amended, because Forbes does not disclose "determining whether a communications device in 

communication with the network system over a wireless network includes a service processor for 

assisting control of a use by the communications device of a service on the wireless network, 

wherein the service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile is associated with a service plan that provides for access 

to the service" or "when the communications device includes the service processor, verifying the 

service processor." 

As explained above, Forbes discloses that wireless devices may include portions of a 

mobility management agent and a control agent, but Forbes does not disclose a network system 

determining whether a wireless device in communication with the network system over a 

wireless network actually includes the portions of these agents, or, if it does, verifying at least an 

aspect of the portions of the agents. Furthermore, Forbes discloses that the Internet central office 

is operable to control and communicate with residential gateway client software, but Forbes does 

not disclose the Internet central office or any other network element determining whether the 

residential gateway client software is present, or, if it is, verifying at least an aspect of the 

residential gateway client software. In addition, the residential gateway is coupled to the 

network system by a wired network, and therefore the residential gateway is not a 

"communications device in communication with the network system over a wireless network." 

Finally, Forbes does not disclose that the residential gateway client software includes a service 

profile that includes at least one service policy setting, wherein the service profile is associated 

with a service plan that provides for access to the service. Thus, Forbes does not disclose a 

network system determining whether a communications device in communication with the 

network system over a wireless network includes a service processor for assisting control of a 

use by the communications device of a service on the wireless network, wherein the service 
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processor includes a service profile that includes at least one service policy setting, and wherein 

the service profile is associated with a service plan that provides for access to the service. Forbes 

also does not disclose verifying the service processor when the communications device includes 

the service processor. 

Thus, for at least the reasons provided herein, Applicant respectfully submits that claim 

31, as amended, is patentable over Forbes, and Applicant respectfully requests that the 35 U.S.C. 

§ 102(b) rejection be withdrawn. 

Claim 32 

As amended, claim 32 recites: 

A computer program product, the computer program product being 
embodied in a non-transitory computer readable storage medium 
and comprising computer instructions for causing a network 
system to perform the steps of: 

determining whether a communications device in 
communication with the network system over a wireless network 
includes a service processor for assisting control of a use by the 
communications device of a service on the wireless network, 
wherein the service processor includes a service profile that 
includes at least one service policy setting, and wherein the service 
profile is associated with a service plan that provides for access to 
the service; and 

when the communications device includes the service 
processor, verifying the service processor. 

Applicant respectfully submits that claim 32, as amended, is patentable over Forbes for at 

least the same reasons that claim 31 is patentable over Forbes. Therefore, Applicant respectfully 

requests that the 35 U.S.C. § 102(b) rejection be withdrawn. 

Claim Rejections - 35 U.S.C. § 103 

In Section 5, the Office Action rejects claims 3-5 under 35 U.S.C. § 103(a) as being 

unpatentable over Forbes. In rejecting claims 3-5, the Office Action states that Forbes does not 

disclose that the communications device, e.g., the wireless device, is activated prior to a point of 

12/694,455 18 RALEP027 [26WV-160504] 

Page 159 of 411



PATENT 

sale, a service plan associated with a manufacture of the communications device or a low cost or 

free trial service plan. The Office Action states that Official Notice is taken that each of these 

features has been common knowledge in the art, and that to have provided such along with the 

teachings of Forbes would have been obvious to one of ordinary skill in the art. 

Claim 3 

Claim 3 recites: 

The system recited in claim 1, wherein the communications device 
is activated prior to a point of sale of the communications device, 
and the service plan is associated with the communications device 
during activation. 

Applicant respectfully submits that claim 3 is nonobvious over Forbes at least because, as 

explained above, Forbes does not disclose, contemplate, or suggest the claim 1 limitations of "a 

processor of a network device configured to determine whether a communications device in 

communication with the system over a wireless network includes a service processor for 

assisting control of a use by the communications device of a service on the wireless network, 

wherein the service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile is associated with a service plan that provides for access 

to the service," or "a processor of a network device configured to, when the communications 

device includes the service processor, verify at least an aspect of the service processor." 

Furthermore, Applicant respectfully disagrees that the additional features of claim 3 were 

common knowledge in the art as of the filing date of the application. Even today, service plans 

for wireless devices such as smart phones, cellular phones, tablets, etc., are not selected or 

activated until after the device has been purchased, i.e., after the point of sale of the device. See, 

e.g., http ://prepaid-phones. t-mo bile.com/prepaid-support-activate (T -Mo bile web page indicating 

subscribers first purchase, then activate, even so-called "pre-paid" phones); 

http://www.verizonwireless.com/plans/global/prepaid.shtml (Verizon web page indicating 

service plans are associated with devices after devices have been purchased); 

http://www.target.com/p/boost-samsung-prevail-locked-cell-phone-black/-/A-13859326 (Target 

web page indicating even no-contract phones are sold without service plans); 
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http://www.virginmobileusa.com/shop/cell-phones/android-phones/ (Virgin Mobile website 

indicating customers first purchase, then activate, phones). 

Moreover, even if the activation of a communications device prior to a point of sale or 

the association of a service plan with a communications device prior to a point of sale were 

common knowledge as of the filing date of the application-which, Applicant respectfully 

submits, they were not-Forbes' focus is on providing a network system that overcomes protocol 

and air interface compatibility issues between different wireless systems, and not on the devices 

that are on the other side of the communication medium, or the service plans that allow those 

devices to access a service, or the activation of such service plans. Thus, Applicant respectfully 

submits that it would not have been obvious to a person having ordinary skill in the art as of the 

filing date of the application to have provided "the communications device is activated prior to a 

point of sale of the communications device, and the service plan is associated with the 

communications device during activation" along with the teachings of Forbes because Forbes is 

addressing a problem that is unrelated to a communications device being activated prior to a 

point of sale or a service plan being associated with a communications device during activation. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 3 is nonobvious over Forbes, and Applicant respectfully requests that the 35 U.S.C. § 

103(a) rejection be withdrawn. 

Claim 4 

As amended, claim 4 recites: 

The system recited in claim 1, wherein the service plan is 
associated with the communications device during a manufacture 
of the communications device, during a distribution of the 
communications device, or at a point of sale of the 
communications device. 

Applicant respectfully submits that claim 4, as amended, is nonobvious over Forbes at 

least because, as explained above, Forbes does not disclose, contemplate, or suggest the claim 1 

limitations of "a processor of a network device configured to determine whether a 

communications device in communication with the system over a wireless network includes a 
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service processor for assisting control of a use by the communications device of a service on the 

wireless network, wherein the service processor includes a service profile that includes at least 

one service policy setting, and wherein the service profile is associated with a service plan that 

provides for access to the service," or "a processor of a network device configured to, when the 

communications device includes the service processor, verify at least an aspect of the service 

processor." 

Moreover, Applicant respectfully disagrees that the additional features of claim 4 were 

common knowledge in the art as of the filing date of the application. In particular, Applicant 

respectfully submits that it was not common knowledge as of the filing date of the application to 

associate a service plan with a communications device during a manufacture of the 

communications device, during a distribution of the communications device, or at a point of sale 

of the communications device. Even today, service plans for many wireless devices, such as 

smart phones, cellular phones, tablets, etc., are not associated with a device until after the device 

has been purchased by a subscriber, i.e., after the device has been manufactured, distributed, and 

purchased. See, e.g., http ://prepaid-phones. t-mo bile. com/prepaid-support-activate (T-Mo bile 

web page indicating subscribers first purchase, then activate, even so-called "pre-paid" phones); 

http://www.verizonwireless.com/plans/global/prepaid.shtml (Verizon web page indicating 

service plans are associated with devices after devices have been purchased); 

http://www.target.com/p/boost-samsung-prevail-locked-cell-phone-black/-/A-13859326 (Target 

web page indicating even no-contract phones are sold without service plans); 

http://www.virginmobileusa.com/shop/cell-phones/android-phones/ (Virgin Mobile website 

indicating customers first purchase, then activate, phones). 

Furthermore, even if the association of a service plan with a communications device 

during a manufacture of the communications device, during a distribution of the communications 

device, or at a point of sale of the communications device were common knowledge as of the 

filing date of the application-which, Applicant respectfully submits, it was not-Forbes' focus 

is on providing a network system that overcomes protocol and air interface compatibility issues 

between different wireless network systems, and not on the devices that are on the other side of 

the communication medium, or the need for a service plan to enable a device to access a service, 

or the timing of associating that service plan with the device. Thus, Applicant respectfully 
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submits that it would not have been obvious to a person having ordinary skill in the art as of the 

filing date of the application to have provided "the service plan is associated with the 

communications device during a manufacture of the communications device, a distribution of the 

communications device, or a point of sale of the communications device" along with the 

teachings of Forbes because Forbes is addressing a different problem that is unrelated to a 

service plan being associated with a communications device during a manufacture of the 

communications device, during a distribution of the communications device, or at a point of sale 

of the communications device. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 4 is nonobvious over Forbes, and Applicant respectfully requests that the 35 U.S.C. § 

103(a) rejection be withdrawn. 

Claim 5 

Claim 5 recites: 

The system recited in claim 1, wherein the service plan is an 
ambient service plan that provides a low cost or free trial service 
plan that is bundled or provided as an option for purchase at a 
point of sale of the communications device. 

Applicant respectfully submits that claim 5 is nonobvious over Forbes at least because, as 

explained above, Forbes does not disclose, contemplate, or suggest the claim 1 limitations of "a 

processor of a network device configured to determine whether a communications device in 

communication with the system over a wireless network includes a service processor for 

assisting control of a use by the communications device of a service on the wireless network, 

wherein the service processor includes a service profile that includes at least one service policy 

setting, and wherein the service profile is associated with a service plan that provides for access 

to the service," or "a processor of a network device configured to, when the communications 

device includes the service processor, verify at least an aspect of the service processor." 

In addition, Applicant respectfully disagrees that the additional features of claim 5 were 

common knowledge in the art as of the filing date of the application. In particular, Applicant 
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respectfully submits that it was not common knowledge in the art as of the filing date of the 

application to provide an ambient service plan that provides a low cost or free trial service plan 

that is bundled or provided as an option for purchase at a point of sale of the communications 

device. Even today, subscribers pay significant amounts for wireless service plans for their 

wireless devices, such as smart phones, cellular phones, tablets, etc. See, e.g., 

http://www. virginmo bileusa. com/ shop/ cell-phones/ android-phones/ (Virgin Mo bile web page 

indicating that service plans start at $35 per month); 

http://www.verizonwireless.com/plans/global/prepaid.shtml (Verizon web page indicating that 

all service plans are subscriber-paid); http://www.t-

mobile.com/shop/PackagesN aluePackages.aspx (T-Mobile web page indicating that even "value 

plans" result in a significant charge to subscribers). 

Moreover, even if providing an ambient service plan that provides a low cost or free trial 

service plan that is bundled or provided as an option for purchase at a point of sale of the 

communications device were common knowledge as of the filing date of the application-which, 

Applicant respectfully submits, it was not-Forbes' focus is on providing a network system that 

overcomes protocol and air interface compatibility issues between different wireless network 

systems, and not on the devices that are on the other side of the communication medium, or the 

service plans that allow those devices to access a service, or whether, or how much, subscribers 

pay for such service plans. Thus, Applicant respectfully submits that it would not have been 

obvious to a person having ordinary skill in the art as of the filing date of the application to have 

provided "the service plan is an ambient service plan that provides a low cost or free trial service 

plan that is bundled or provided as an option for purchase at a point of sale of the 

communications device" along with the teachings of Forbes because Forbes is addressing a 

different problem that is unrelated to a service plan being an ambient service plan that provides a 

low cost or free trial service plan that is bundled or provided as an option for purchase at a point 

of sale of the communications device. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 5 is nonobvious over Forbes, and Applicant respectfully requests that the 35 U.S.C. § 

103(a) rejection be withdrawn. 
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Claims 13 and 26 

In Section 6, the Office Action rejects claims 13 and 26 under 35 U.S.C. § 103(a) as 

being unpatentable over Forbes in view of Paul et al. (U.S. 2008/0183812 Al) (hereinafter, 

"Paul"). 

Paul discloses a system and method for a fault-tolerant remote boot solution for a server­

managed client architecture in which files are stored on servers and copied through a network by 

client devices. (i!il [0009], [0015], [0016]). A client broadcasts a boot message to one or more 

boot servers on the network, and each boot server that is able to service the client sends a boot 

response message to the client, where the boot response message identifies the responding boot 

server. (i! [0017]). A client then requests and downloads an executable image from a selected 

boot server of those boot servers that responded to the boot message. (i! [0032]). This 

executable image may include a network bootstrap program. (i! [0032]). 

In rejecting claims 13 and 26, the Office Action states that Paul discloses a 

communication device that does not include a service processor (i! [0027]), a bootstrapper ( e.g., 

claim 42), plural boot servers (i! [0017]), a plurality of operating systems (i! [0042]), and a fault 

remote boot (i! [0016]). The Office Action states that to have provided Forbes a bootstrapper and 

a fault tolerant remote boot would have been obvious to one of ordinary skill in the art in view of 

Paul, and that the motivation for having done so would have been to incorporate common 

knowledge technology. 

As amended, claim 13 recites: 

The system recited in claim 1, wherein the processor of the 
network device is further configured to: 

when the communications device does not include the 
service processor, download the service processor to the 
communications device using a bootstrapper. 

Applicant respectfully submits that claim 13, as amended, is nonobvious over Forbes in 

view of Paul at least because neither Forbes nor Paul discloses, contemplates, or suggests the 

claim 1 limitations of "a processor of a network device configured to determine whether a 
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communications device in communication with the system over a wireless network includes a 

service processor for assisting control of a use by the communications device of a service on the 

wireless network, wherein the service processor includes a service profile that includes at least 

one service policy setting, and wherein the service profile is associated with a service plan that 

provides for access to the service," or "a processor of a network device configured to, when the 

communications device includes the service processor, verify at least an aspect of the service 

processor." As discussed above, Forbes does not disclose either of these limitations, and 

Applicant respectfully submits that Paul does not, either. 

Paul discloses an improved boot process for server-managed clients. The boot process is 

initiated by the client devices after the client devices themselves determine that they need an 

executable file from a server. The server does not determine whether a particular client device 

includes a service processor; rather, it responds to a client request. Therefore, Paul does not 

disclose a processor of a network device configured to determine whether a communications 

device in communication with the system over a wireless network includes a service processor 

for assisting control of a use by the communications device of a service on the wireless network. 

Paul also does not disclose that the downloaded executable file includes a service profile that 

includes at least one service policy setting, and wherein the service profile is associated with a 

service plan that provides for access to the service. Finally, Paul does not disclose, contemplate, 

or suggest that a processor of the server verifies the executable file. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 18, as amended, is nonobvious over Forbes in view of Paul, and Applicant respectfully 

requests that the 35 U.S.C. § 103(a) rejection be withdrawn. 

As amended, claim 26 recites: 

12/694,455 

The system recited in claim 1, wherein the service processor is a 
first version service processor, and wherein the processor of the 
network device is further configured to: 

when the communications device includes the first version 
service processor, download a second version service processor to 
the communications device, wherein the second version service 
processor facilitates a dual boot configuration that provides support 
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Applicant respectfully submits that claim 26, as amended, is nonobvious over Forbes in 

view of Paul at least because, as explained above, neither Forbes nor Paul discloses, 

contemplates, or suggests the claim 1 limitations of "a processor of a network device configured 

to determine whether a communications device in communication with the system over a 

wireless network includes a service processor for assisting control of a use by the 

communications device of a service on the wireless network, wherein the service processor 

includes a service profile that includes at least one service policy setting, and wherein the service 

profile is associated with a service plan that provides for access to the service," or "a processor 

of a network device configured to, when the communications device includes the service 

processor, verify at least an aspect of the service processor." 

Moreover, Paul fails to disclose the additional limitation of claim 26, "the processor of 

the network device is further configured to, when the communications device includes the first 

version service processor, download a second version service processor to the communications 

device, wherein the second version service processor facilitates a dual boot configuration that 

provides support for at least two operating systems executed on the communications device." 

Paul does not disclose, contemplate, or suggest that when the client device includes a first 

version service processor, the server downloads a second version service processor to the client 

device, wherein the second version service processor facilitates a dual boot configuration that 

provides support for at least two operating systems executed on the client device. Paul discloses 

a single download of client software that is initiated by a client device, not by a boot server, and 

not after a determination of whether the client includes a first version service processor. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 26, as amended, is nonobvious over Forbes in view of Paul, and Applicant respectfully 

requests that the 35 U.S.C. § 103(a) rejection be withdrawn. 
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Claim 20 

In section 7, the Office Action rejects claim 20 under 35 U.S.C. § 103(a) as being 

unpatentable over Forbes in view of Yiu et al. (U.S. 2007/0226225 Al) (hereinafter, "Yiu"). 

Yiu discloses a mobile collaboration and communication system that includes a processor 

for controlling the operation of the system. (Abstract; ,i [0031 ]). The collaboration and 

communication system is capable of user account management, bandwidth control, and other 

gateway functions. (ii [0034]). Authorized users have accounts with varying levels of 

authorization. (ii [0039]). A host may create a temporary account for guests or visitors. (iii! 
[0040], [0053]). Guest access is automatically removed upon completion of a specified task or 

after a specific period of time. (ii [0055]). 

In rejecting claim 20, the Office Action states that Yiu discloses a communication device 

and user information are associated with a temporary user account (iii! [0040], [0053], [0055]). 

The Office Action asserts that to have provided such for Forbes would have been obvious to one 

of ordinary skill in the art in view of Yiu, and that the motivation for having done so would have 

been to incorporate common knowledge technology. 

As amended, claim 20 recites: 

The system recited in claim 1, wherein the service processor is a 
first version service processor, and wherein the processor of the 
network device is further configured to: 

when the communications device includes the first version 
service processor, download a second version service processor to 
the communications device, wherein the second version service 
processor is uniquely associated with the communications device 
based on one or more device credentials of the communications 
device and based on information associated with a temporary user 
account. 

Applicant respectfully submits that claim 20, as amended, is nonobvious over Forbes in 

view of Yiu at least because neither Forbes nor Yiu discloses, contemplates, or suggests the 

claim 1 limitations of "a processor of a network device configured to determine whether a 
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communications device in communication with the system over a wireless network includes a 

service processor for assisting control of a use by the communications device of a service on the 

wireless network, wherein the service processor includes a service profile that includes at least 

one service policy setting, and wherein the service profile is associated with a service plan that 

provides for access to the service," or "a processor of a network device configured to, when the 

communications device includes the service processor, verify at least an aspect of the service 

processor." As discussed above, Forbes does not disclose either of these limitations, and 

Applicant respectfully submits that Yiu also fails to do so. 

Yiu does disclose that when a mobile device first connects to the collaboration and 

communication system, the management module detects if the client program exists, and, if it 

does not, the client program is automatically delivered to the mobile device. (i! [0043]). But Yiu 

does not disclose that the client program includes a service profile that includes at least one 

service policy setting, or that the service profile is associated with a service plan that provides for 

access to the service. 

Even ifYiu's client program did include a service profile that includes at least one 

service policy setting, wherein the service profile is associated with a service plan that provides 

for access to the service-which, Applicant respectfully submits, it does not-Yiu does not 

disclose, contemplate, or suggest that the management module verifies any aspect of the client 

program. Yiu merely discloses downloading the client program to a device. 

But even if Yiu did disclose that the management module verifies an aspect of the client 

program-which, Applicant respectfully submits, it does not-Yiu does not disclose, 

contemplate, or suggest the additional claim 20 limitation of "the processor of the network 

device is further configured to, if the communications device includes the first version service 

processor, download a second version service processor to the communications device, wherein 

the second version service processor is uniquely associated with the communications device 

based on one or more device credentials of the communications device and based on user 

information associated with a temporary user account." Yiu discloses providing a temporary 

user account that allows a guest who does not already have a user account stored in the user 

account database to participate in a created group. (i! [0053]). Yiu does not disclose that the 
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management module makes any determination of whether a client device includes a first version 

of the client program before downloading a second version of the client program. Yiu discloses 

a single client program, and that single client program is downloaded only once, and only after 

the management module determines that the client program is not present on the client device. 

Yiu does not disclose, suggest, or contemplate that the management module downloads a second 

version of the client program after determining a first version of the client program is present. 

Because Yiu does not disclose a second version service processor, it follows that Yiu also does 

not disclose that the second version service processor is uniquely associated with the 

communications device based on one or more device credentials of the communications device 

and based on user information associated with a temporary user account. 

Therefore, for at least the reasons provided herein, Applicant respectfully submits that 

claim 20, as amended, is nonobvious over Forbes in view of Yiu, and Applicant respectfully 

requests that the 35 U.S.C. § 103(a) rejection be withdrawn. 
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CONCLUSION 

Applicant respectfully requests entry of these amendments as provided herein. The 

application is believed to be in condition for allowance, and a Notice of Allowance is hereby 

respectfully requested. If the Examiner has any questions or needs any additional information, 

the Examiner is invited to contact the undersigned. 

The Commissioner is authorized to charge any fee deficiency or credit any overpayment 

to Deposit Account 50-5876. 

Date: Aug. 16, 2012 

Respectfully submitted, 

Krista S. Jacobsen 
Reg. No. 59,374 
Head Counsel 
Headwater Partners I LLC 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 
(650) 517-2798 

CERTIFICATE OF ELECTRONIC TRANSMISSION 

I hereby certify that this paper (along with any paper referred to as being 

attached or enclosed) is being filed electronically via EFS-Web 

addressed to the Commissioner for Patents on: 

Date: Aug 16, 2012 B~ 
Ann Taylor 
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Printed name 
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Krista S. Jacobsen 
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suffici-ent postage as first class rnail in an e1111e!ope addressed to: Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below: 
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Trademark Off,,-...e, l!S. Departme11t of Commerce. P.O. Box !450, Ale>:.oNdria, VA n:,!3-1450 00 NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADD-RESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 2:2313-1450. 
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107265 
Headwater Partners I LLC - Outside Firm 1 
350 Marine Parkway, Suite 300 
Redwood Shores, CA 94065 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE I 
Gregory G. Raleigh 26WV-160504 [RALEP027] 

CONFIRMATION NO. 6047 
POA ACCEPTANCE LETTER 

1111111111111111111111 ll]~!l]!~l!~l!~HH~ ~11~1111111111111111111111111 

Date Mailed: 07/31/2012 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 07/16/2012. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/agizaw/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
379 Lytton Avenue 
Palo Alto, CA 94301 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE I 
Gregory G. Raleigh 26WV-160504 [RALEP027] 

CONFIRMATION NO. 6047 
POWER OF ATTORNEY NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~HH~ ~1!~1111111111111111111111111 

Date Mailed: 07/31/2012 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 07/16/2012. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/agizaw/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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07/16/2012 12:22 16506108051 WOODSIDE FUND RE PAGE 

I 

c CEIVED 
ENTRAL FAX CENTER 

JUL ' 6 2012 PT0/9BJ80(11,08) 
A~ fot use thn:,ugh 11/lOAD1t. 011/E 0651.ollllS 

U.S. P~enl er.d Trademtl'k omce: U.S. DEPARTMENT OF COMMERCE 
under lhe Papc1worll ~eduction AQ of 1995, no pet'$1fflS ore requlmd to req,011d to a COlleellOn at 1nforma110n unless h dlsplaya a Valid orwll'l Cfllllrtll 1t11mber, 

POWER OF ATTORNEY TO PROSECUTE APPLIC~TIONS BEFORE THE USPTO 

1 hereby revoke all previous powers of attomey given in the application identified in the attactted statement under 
37 CFR 3.73lb). 
I hereby appoint: 

I [{] Praetilionors assodeted with the CUs;tomer Number: I 107265 

OR 

□ Pradltloner(s) narne11 hel0\11 (if more tnsn ten patent practitiOnerS are to be named, then a customer number must be wed): 

Name Registration Name Registration 
Number Number 

8$ attomE!)'(&) or aoem(s) to repreaent 1110 underslgneci be:fore the united States Patent and Trademark OfflQe (USPTO) In connection with 
any and all patent tipplfe8tions; assigned i:mtt to the undersigned acwrdlnll to the USPTO as5lgnrt1ent records 01' asslgnrmmt documents 
attached to this; form In accordance with 37 CFR 3.73(bl. . 
Plll::11:Q change the correspondel'ICEl address tor the application idenllfled In the et1$chad statement under 37 CFR 3,73(b}tt>: 

[Z] The addreas associated with Cuat-omar Number: I 107265 
I OR 

U Finn or .• 

lndivldual Name 
Address 

City I Stat0 1 z1p 

Country 

Telepnone I Email 

Assignee Ntime and AddreM: 

Headwater Partners I LLC 
350 Marine Parkway, Suite 300 
Redwood City, CA 94065 U.S.A. 

A copy of this fonn, together with a statsment under 37 CFR 3, 73(b) (Fonn PTO/SB/98 or equivalent) is required to be 
flied In each application in whic:h 1:hl& form is used. The statement under 37 CFR 3.73(b) may be completed by one of 
the practitioners .tppointed in this form if the appointnd practitioner Is authorlz.ed to act on behalf of the assignee, 
and muat ldentlfv the annllcation In which this Powur of Attornev is to be flied. 

SIGNA.T\.IRI: of Asnign119 of Record 
The individual \\i1ose s .. -, title: ly. i113Plied below is authcnv.cd ti) aet on beholf of the a.qsignee 

Signature 
I - / 

~f I-<--,.. oate July 5, 2012 

Name - Gregcfry G. Rale gh Telephone 650-517-2781 
Title Manager 
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571-273-8300 
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JUL 1 6 2012 

Krista S. Jacobsen, Head Counsel, Headwater Partners I LLC 

650-517-2798 

Total Pages Including Cover: 3 

i Sir: 

PAGE 01/03 

Fax 

~allowing this cover sheet please find form SB/80, granting power of attorney to prosecute applications 

kore the USPTO to practitioners associated with the Customer Number 107265, and form SB/96, a 
I 

ttatement under 37 C.F.R. § 3. 73(b) establishing the right of assignee Headwater Partners I LLC to take 

rction in application number 12/694,455. 

! 

!Please let _me know if you need any additional information to complete the Customer Number change in 

he application. 

incerely, 

~~~ 
• S. Jacobsen 

tHead Counsel, Headwater Partners I LLC 
!R:eg. No. 59,374 
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EXAMINER 
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Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 
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Office Action Summary 

Application No. 

12/694,455 

Examiner 

ANDREW J. RUDY 

Applicant(s) 

RALEIGH, GREGORY G. 

Art Unit 

3687 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )0 Responsive to communication(s) filed on __ . 

2a)O This action is FINAL. 2b)O This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)~ Claim(s) 1-32 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)~ Claim(s) 1-32 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

10)0 The specification is objected to by the Examiner. 

11 )0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some * c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) ~ Notice of References Cited (PTO-892) 

2) 0 Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) 0 Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) 0 Notice of Informal Patent Application 3) ~ Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) 0 Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120213 
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Application/Control Number: 12/694,455 

Art Unit: 3687 

DETAILED ACTION 

1. Claims 1-32 are pending. 

Claim Rejections - 35 USC § 102 

Page 2 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

3. Claims 1, 2, 6-12, 14-19, 21,-24, 38 and 30-32 are rejected under 35 

U.S.C. 102(b) as being anticipated by Forbes et al., US 6,996,076. 

Forbes discloses, e.g. Figs. 1, 2, 4, 14, 15, abstract, columns, 2, 3, 4, 6, 7, 8, 9, 

10, 12, 15, a network device, e.g. logic controls, a wireless network, e.g. cols. 2, 4, lines 

14-36, a service plan, e.g. col. 7, service policy settings, e.g. col. 8, lines 41-42, a 

processor, col. 10, lines 41-51, verification, a mobile communications, e.g. col. 2, lines 

14-41, service usage and settings. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
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Application/Control Number: 12/694,455 

Art Unit: 3687 

Page 3 

the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Forbes et al., US 6,996,076. 

Forbes does not disclose that the communications device, e.g. wireless device, is 

activated prior to a point of sale, a service plan associated with a manufacture of the 

communications device or a low cost or free trial service plan. Official Notice is taken 

that each of these features has been common knowledge in the art. To have provided 

such along with the teachings of Forbes would have been obvious to one of ordinary 

skill in the art. 

6. Claims 13 and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Forbes et al., US 6,996,076 in view of Paul et al., US 2008/0183812 A 1. 

Per claims 13 and 16 Paul discloses a communication device that does not include a 

service processor [para 0027], a bootstrapper, e.g. claim 42, plural boot servers [para 

0017], a plurality of operating systems [0042] and fault remote boot [0016]. To have 

provided Forbes a bootstrapper and a fault tolerant remote boot would have been 

obvious to one of ordinary skill in the art in view of Paul. The motivation for having done 

such would have been to incorporate common knowledge technology. 

7. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Forbes 

et al., US 6,996,076 in view of Yiu et al., US 2007/0226225 A1. 
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Application/Control Number: 12/694,455 

Art Unit: 3687 

Yiu discloses a communication device and user information are associated with a 

Page 4 

temporary user account [0040, 0053, 0055]. To have provided such for Forbes would 

have been obvious to one of ordinary skill in the art in view of Yiu. The motivation for 

having done such would have been to incorporate common knowledge technology. 

8. Further pertinent references of interest are noted on the attached PTO-892. 

9. Applicant's Information Disclosure Statements (IDS's) have been reviewed. Note 

the attached IDS's. 

10. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANDREW J. RUDY whose telephone number is 

(571 )272-6789. The examiner can normally be reached on Monday thru Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 
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Application/Control Number: 12/694,455 

Art Unit: 3687 

Page 5 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANDREW J RUDY/ 

Primary Examiner, Art Unit 3687 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

12/694,455 RALEIGH, GREGORY G. 
Notice of References Cited 

Examiner Art Unit I Page 1 of 1 
ANDREW J. RUDY 3687 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Name Classification 

* A US-7,174,174 02-2007 Boris et al. 455/461 

* B US-7,797,204 09-2010 Balent, Bruce F. 705/28 

* C US-7,957,511 06-2011 Drudis et al. 379/201.01 

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20120213 
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Doc code: IDS PTO/SB/08a (01-10) 

Doc description: Information Disclosure Statement (IDS) Filed 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless ii contains a valid 0MB control number. 

Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
ST A TEMENT BY APPLICANT 

Art Unit 2447 
( Not for submission under 37 CFR 1.99) 

Examiner Name J HWANG, Joan H. 

Attorney Docket Number 26WV-160504 [RALEP027] 

U.S.PATENTS 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number Code1 

Issue Date 
of cited Document 

Relevant Passages or Relevant 
Figures Appear 

1 6651101 2003-11-18 GAi et al 

2 7290283 2007-10-30 COPELAND 111, John A. 

3 7401338 2008-07-15 BOWEN etal 

4 7197321 2007-03-27 ERSKINE et al I 

5 7516219 2009-04-07 MOGHADDAM et al 

6 7647047 2010-01-12 MOGHADDAM et al 

7 7929960 2011-04-19 MARTIN et al 

8 7937069 2011-05-03 RASSAM, Frederic 

EFS Web 2. 1.17 
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INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
ST A TEMENT BY APPLICANT 

Art Unit 2447 
( Not for submission under 37 CFR 1.99) 

Examiner Name J HWANG, Joan H. 

Attorney Docket Number 26WV-160504 [RALEP027] 

9 6563806 2003-05-13 YANO et al 

10 6532235 2003-03-11 BENSON et al 

11 7280816 2007-10-09 FRATTI et al 

If you wish to add additional U.S. Patent citation information please click the Add button. 

U.S.PATENT APPLICATION PUBLICATIONS 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20090125619 2009-05-14 ANTANI, Snehal S. 

2 20080212470 2008-09-04 CASTANEDA et al 

3 20080183812 2008-07-31 PAUL et al 

4 20060178918 2006-08-10 MIKURAK 

5 20040103193 2004-05-27 PANDYA etal 

6 20050183143 2005-08-18 ANDERHOLM et al 

EFS Web 2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
STATEMENT BY APPLICANT 

Art Unit 2447 
( Not for submission under 37 CFR 1.99) 

Examiner Name I HWANG, Joon H. 

Attorney Docket Number 26WV-160504 [RALEP027] 

7 20070294395 2007-12-20 STRUB et al 

8 20090287921 2009-11-19 ZHU et al 

9 20060085543 2006-04-01 HRASTAR et al 

10 20080059474 2008-03-01 LIM, Keng 

11 20080066149 2008-03-01 LIM, Keng 

12 20080066150 2008-03-01 LIM, Keng 

13 20080167033 2008-07-10 BECKERS, Michel 

14 20070298764 2007-12-27 CLAYTON 

If you wish to add additional U.S. Published Application citation information please click the Add button. 

FOREIGN PATENT DOCUMENTS 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant 
TS 

Initial* No Number3 Code2i Code4 Date Passages or Relevant 
Document 

Figures Appear 

British 

1 WO 1999/065185 WO 1999-12-16 
Telecommunications 
Public Limited Company 

If you wish to add additional Foreign Patent Document citation information please click the Add button 

EFS Web 2.1.17 
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Application Number 12694455 

Filing Date 2010-01-27 

INFORMATION DISCLOSURE First Named Inventor I RALEIGH, Gregory G. 
ST A TEMENT BY APPLICANT 

Art Unit 2447 
( Not for submission under 37 CFR 1.99) 

Examiner Name j HWANG, Joon H. 

Attorney Docket Number 26VW-160504 [RALEP027] 

NON-PATENT LITERATURE DOCUMENTS 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS 
publisher, city and/or country where published. 

1 
Author Unknown, "Data Roaming Tariffs - Transparency Measures." EUROPA - Europe's Information Society 

□ Thematic Portal website, date unknown. 

If you wish to add additional non-patent literature document citation information please click the Add button 

EXAMINER SIGNATURE 

Examiner Signature I /Andrew Josepl1 Rudy/ J Date Considered I 02/10/2012 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at wwwJJSPTO,GQV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST .16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 

EFSWeb2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.RJ 
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PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 

I 1 I or 14 Atty Docket No. RALEP027 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

A. us 2006/0048223 03-02-2006 LEE et al. 

B. us 6,965,667 11-15-2005 TRABANDT et al. 

C. us 2008/0268813 10-13-2008 Stephane H. Maes 

D. us 2007/0255848 11-01-2007 SEWALL et al. 

E. us 2008/0039102 02-14-2008 SEWALL et al. 

F. us 2006/0233108 10-19-2006 Murali R. Krishnan 

G. us 5,892,900 04-06-1999 GINTER et al. 

H. us 7,403,763 07-22-2008 Stephane H. Maes 

I. us 7,317,699 01-08-2008 GODFREY et al. 

J. us 7,353,533 04-1-2008 WRIGHT et al. 

K. us 7,322,044 01-22-2008 Scott E. Hrastar 

L. us 7,058,968 06-06-2006 ROWLAND et al. 

M. us 7,042,988 05-09-2006 JUITT et al. 

N. us 7,418,253 08-26-2008 Alan Kavanah 
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Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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SUITE 200 THE INTERNATIONAL SEARCH REPORT AND 
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SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44.1) 

Date of mailing 0 9 MAR 2010 (day/month/year) 

Applicant's or agent's file reference 

RALEP027PCT 
FOR FURTHER ACTION See paragraphs I and 4 below 

International application No. International filing date 

PCT/US 10/22240 (day/month/year) 27 January 201 o (27.01 .201 O) 

Applicant HEADWATER PARTNERS I LLC 

1.181 The applicant is hereby notified that the international search report and the wrinen opinion of the International Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applicant is entitled, ifhe so wishes, to amend the claims of the international application (see Rule 46): 

When? The time limit for filing such amendments is normally two months from the date of transminal of the 
international search report. 

Where? Directly to the International Bureau ofWIPO, 34 chemin des Colombettes 
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 338 8270 

For more detailed instructions, sec the notes on the accompanying sheet. 

2. D The applicant is hereby notified that no international search report will be established and that the declaration under 
Article l7(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith. 

3. D With regard to the protest against payment of(an) additional fee(s) under Rule 40.2, the applicant is notified that: 

D the protest together with the decision thereon has been transmitted to the International Bureau together with the 
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices. 

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Reminders 
Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international 
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bLr. I and 90bis.3, respectively, 
before the completion of the technical preparations for international publication. 
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the 
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an 
international preliminary examination report has been or is to be established. These comments would also be made available to 
the public but not before the expiration of 30 months from the priority date. 

Within I 9 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary 
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority 
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed 
acts for entry into the national phase before those designated Offices. 
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 
months. 
See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant's 
Guide, Volume II, National Chapters and the WIPO Internet site. 
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Mail Stop PCT, Attn: ISNUS 
Commiosloner for Patents 
P.O. Box 1450, Alexandria, Virginia 22313-1450 
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RALEP027PCT ACTION as well as, where applicable, item 5 below. 

International application No. International filing date (day/month/year) 

I 
(Earliest) Priority Date (day/month/year) 

PCT/US 10/22240 27 January 2010 (27.01.2010) 28 January 2009 (28.01.2009) 

Applicant 
HEADWATER PARTNERS I LLC 

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article I 8. A copy is being transmitted to the International Bureau. 

This international search report consists of a total of ..3 sheets. 

0 It is also accompanied by a copy of each prior art document cited in this report. 

I. Basis or the report 

a. With regard to the language, the international search was carried out on the basis of: 

18] the international application in the language in which it was filed. 

0 a translation of the international application into _____________ which is the language of 
a translation furnished for the purposes of international search (Rules I Z.3(a) and 23. I (b )). 

b. 0 This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)). 

c. 0 With regard lo any nucleotide and/or amino add sequence disclosed in the international application, see Box No. I. 

2. 0 Certain claims were found unsearchable (see Box No. 11). 

3. 0 Unity or invention is lacking (see Box No. Ill). 

4. With regard to the title, 

~ the text is approved as submitted by the applicant. 

0 the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

0 the text is approved as submitted by the applicant. 

IZI the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant 
may, within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No. ____ _ 

~ as suggested by the applicant. 

0 as selected by this Authority, because the applicant failed to suggest a figure. 

0 as selecled by this Aulhority, because this figure better characterizes the invention. 

b. D none of the figures is to be published with the abstract. 

Form PCT/ISA/210 (first sheet) (July 2009) 
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INTERNATIONAL SEARCH REPORT International application No. 

PCT/US 10/22240 

A. CLASSIFICATION OF SUBJECT MATTER 
IPC(8) • G06F 15/173 (2010.01) 

USPC- 709/224 
According to lnterna1ional Patent Classification (IPC) or to both naTional classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
IPC(8) • G06F 15/173 (20!0.01) 
USPC • 709/224 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
IPC(8) • G06F 15/173 (2010.01) (keyword limited • see terms below) 
USPC • 709/224-230 (keyword limited - see terms below) 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
Electronic Databases Searched: PubWEST(PGPB,USPT,USOC,EPAB,JPAB); Google Scholar 
Search Terms Used: processor, wireless, network, services, communication, phone, PDA, wireless device, mobile, service plan, 
service profile 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

X US 6,996,076 B1 (Forbes et al.) 07 February 2006 (07.02.2006), entire document, 1-12, 14-19, 21-24, 28, 
especially;col. 2, In. 14-17; col. 6, In. 35-38; col. 9, In. 55-67; col. 10, In. 41-51; col. 12, In. 35·36, 30-32 

--- FIG. 1, 4, 14, 15; 
y 13, 20, 25-27, 29 

y US 2008/0183812 A1 (Paul et al.) 31 July 2008 (31.07.2008), para. [0016], [0027], [0042], 13, 26 
Claim 42 

y US 2007/0226225 A1 (Yiu et al.) 27 September 2007 (27.09.2007), para. (0040], [0053], (0055] 20 

y US 2007/0130315 Al (Friend et al.) 07 June 2007 (07.06.2007), para. [0037]-(0044] 25, 27 

y US 2008/0059743 A1 (Bychkov et al.) 06 March 2008 (06.03.2008), para. (0011], [0012] 29 

□ Further documents are listed in the continuation of Box C. □ . Special categories of cited documents: "T' later document published after the international filing date or!criority 
"A" document defining the general state oflhe an which is no! considered date and not m conflict with the ap~lication but cited to un erstand 

to be of panicular relevance the principle or theory underlying t e invention 
"E" earlier application or patent but published on or after the international "X" document or particular relevance; the claimed invention cannol be 

filing date considered novel or cannot be considered to involve an inventive 
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone 

cited to establish the publication date of another citation or other "Y" documenl of particular relevance; the claimed invention cannot be special reason (as specified) considered to involve an inventive step when the document is 
"O" document referring lo an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination 

means being obvious to a person skilled in the an 
"P" document published prior to the international filing date but later than "&" document member of the same patent family the priority date claimed 

Date of the actual completion of the international search Date of mailing of the international search report 

26 February 2010(26.02.2010) 09 MAR l010 
Name and mailing address of the ISA/US Authorized officer: 

Mail Stop PCT, Attn: ISNUS, Commissioner for Patents Lee W. Young 
P.O. Box 1450, Alexandria, Virginia 22313-1450 

PCT Helpdesk; 571·272-4300 
Facsimile No. 571-273-3201 PCT OSP: 571·272-7774 

Fonn PCT/ISN210 (second sheet) (July 2009) 
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Box No. JV Text of the abstract (Continuation of item 5 of the first sheet) 

Device assisted services (DAS) install techniques are provided. DAS install techniques are proivided for providing service processors 
for mobile devices are provided; for downloading/installing new and/or updated service processors for mobile devices; providing verified 
service processors for mobile devices; providing secured service processors for mobile devices. In some embodiments, DAS install 
techniques include determining if a communications device in communication with a wireless network includes a service processor for 
assisting control of the communications device use of a service on the wireless network, in which the service processor includes a 
service profile that includes a plurality of service policy settings, and in which the service profile is associated with a service plan that 
provides for access to the service; and verifying the service processor. In further embodiments, DAS install techniques include providing 
a generic first version service processor for downloading and installing a second version service processor. 

Form PCT/ISA/210 (continuation of first sheet (3)) (July 2009) 
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10050 N. FOOTHILL BLVD. 
SUITE 200 
CUPERTINO, CA 95014 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORJTY 

(PCT Rule 43bis.l) 

Date of mailing 

09 MAR 2010 (day/month/year) 

Applicant's or agent's file reference FOR FURTHER ACTION 
RALEP027PCT 

International application No. 

I 
International filing date (day/month/year) 

PCT/US 10/22240 27 January 2010 (27.01.2010) 

International Patent Classification (IPC) or both national classification and IPC 
IPC(8) • G06F 15/173 (2010.01} 
LJSPC- 709/224 
Applicant HEADWATER PARTNERS I LLC 

I. This opinion contains indications relating to the following items: 

~ Box No. I 

□ Box No. II 

Basis of the opinion 

Priority 

See paragraph 2 below 

I 
Priority date (day/monrhlyear) 

28 January 2009 (28.01.2009) 

□ 
□ 

Box No. Ill 

Box No. IV 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

Lack of unity of invention 

~ Box No. V Reasoned statement under Rule 43bis. l(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

D Box No. YI Certain documents cited 

D Box No. Vil Certain defects in the international application 

D Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

If a demand for international preliminary e11amination is made, this opinion will be considered to be a wrinen opinion of the 
International Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an Authority 
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1 bis(b) that wrinen 
opinions of this International Searching Authority will not be so considered. 

If this opinion is, as provided above, considered 10 be a wrinen opinion of the IPEA, the applicant is invited to submit to the IPEA 
a wrinen reply together, where appropriate, with amendments, before the expiration of3 months from the date of mailing of Form 
PCT/ISN220 or before the expiration of22 months from the priority date, whichever expires later. 

For further options, see Form PCT/ISN220. 

3. For further details, see notes to Form PCT/ISN220. 

Name and mailing address of the ISNUS Dale of completion of this opinion Authorized officer: 
Mail Stop PCT, Attn: ISMJS 

LeeW. Young Commissioner for Patents 01 March 2010 (01.03.2010} 
P.O. Box 1450, Arexanaria, Virginia 22313•1450 

PCT Helpdeslc 571-272--4300 
Facsimile No. 571-273-3201 PCT OSP: 571-27'2•m4 

Form PCT/ISN237 (cover sheet) (July 2009) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Basis or this opinion 

I. With regard to the language, this opinion has been established on the basis of: 

~ the international application in the language in which it was filed. 

International application No. 
PCT/US 10/22240 

D a tnnslation of the international application into ____________ which is the language of a 
translation furnished for the purposes of international search (Rules 12.3(a) and 23. l(b)). 

2. D This opinion has been established taking into account the rectification of on obvious mistake authorized by or notified 
to this Authority under Rule 91 (Rule 43bis.l(a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been 
established on the basis of a sequence listing filed or furnished: 

a. (means) 

□ 
□ 

b. (time) 

□ 
□ 
□ 

on paper 

in electronic form 

in the international application as filed 

together with the international application in electronic form 

subsequently to this Authority for the purposes of search 

4. D In addition, in the case that more than one version or copy ofa sequence listing has been filed or furnished, the required 
statements that the information in the subsequent or additional copies is identical to that in the application as tiled or 
does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Form PCTIISA/237 (Box No. I) (July 2009) 
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Box No. V Reasoned statement under Rule 43bis.J(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

I. Statement 

Novelty (N) Claims 3-5, 13, 20, 25-27, 29 YES 

Claims 1, 2, 6-12, 14-19, 21-24, 28, 30-32 NO 

Inventive step (IS) Claims None. YES 

Claims 1 ·32 NO 

Industrial applicability (IA) Claims 1 ·32 YES 

Claims None. NO 

2. Citations and explanations: 

Claims 1, 2, 6-12, 14-19, 21-24, 28 and 30..32 lack novelty under PCT Article 33(2) as being anticipated by US 6,996,076 B1 to Forbes et 
al. (hereinafter 'Forbes'). 

As per claim·1, Forbes discloses a system, comprising: a processor of a network device (logic controls of FIG. 14 & 15, col. 12, In. 35-38) 
configured to: determine if a communications device (e.i. wireless device) in communication with a wireless network (see network diagram 
in FIG. 1) includes a service processor (processor detailed in FIG. 4, 14, 15, see col. 12, In. 35-36 for processor example) for assisting 
control of the communications device use of a service on the wireless network (col. 4, In. 14-36), wherein the service processor includes a 
service profile (col. 6, In. 35-38) that includes a plurality of service policy settings (col. 8, In. 41-42), and wherein the service profile Is 
associated with a service plan that provides for access to the service (col. 7, In. 40-44); and verify the service processor (verification, col. 
2, In. 14•17); and a memory of the network device coupled to the processor (col. 10, In. 41-51) and configured to provide the processor 
with instructions (instructions from network gateway, col. 9, In. 55-67). 

As per claim 2, Forbes discloses the system recited in claim 1, and further discloses that the service processor is uniquely associated with 
the communications device (abstract, function-specific processor is downloaded). 

As per claim 6, Forbes discloses the system recited in claim 1, and further discloses that the communications device Includes a plurality of 
service processors for suppor1ing a plurality of operating systems and/or service plans (processor 315-321, col. 12, In. 35-48). 

As per claim 7, Forbes discloses the system recited in claim 1, and funher discloses that the communications device is a mobile 
communications device or an intermediate networking device (mobile communication device, such as a mobile phone, col. 2, In. 40-41 ), 
and the service includes one or more Internet based services (see col. 5, In. 21-25 for Internet based services). 

As per claim 8, Forbes discloses the system recited in claim 1, and funher discloses that the communications device Is a mobile 
communications device (mobile communication device, such as a mobile phone, co!. 2, In. 4Q..41 ), and the service includes one or more 
Internet based services (see col. 5, In. 21-25 for Internet based services), and wherein the mobile communications device includes one or 
more of the following: a mobile phone, a PDA, an eBook reader, a music device, an entertalnmenVgaming device, a computer, laptop, a 
netbook, a tablet, and a home networking system (mobile communication device, such as a mobile phone, col. 2, In. 40-41 and PDA col. 
18, In. 26-28). 

As per claim 9, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a modem, 
and the processor is located in the modem (modem 44, col. 5, In. 53-58). 

As per claim 1 o, Forbes discloses the system recited in claim 1, and funher discloses that the service policy settings include one or more 
of the following: access control settings, traffic control senings, billing system settings, user notification with acknowledgment settings, 
user notification with synchronized service usage information, user privacy senings, user preference settings, authentication settings, 
admission control settings, application access settings, content access settings, transaction settings, and network or device management 
communication settings (traffic control, col. 3, In. 11-15; billing system, col. 2, In. 32-33; authentication settings col. 3, In. 12). 

As per claim 11, Forbes discloses the system recited in claim 1, and funher discloses that the implementation of the firS1 service profile is 
verified based on one or more of the following: device generated service usage information and network generated service usage 
information (user and network usage, col. 15, In. 34-38). 

As per claim 12, Forbes discloses the system recited in claim 1, and further discloses that the communications device does not include the 
service processor (the network device does), and the processor of the network device is further configured to: download the service 
processor to the communications device (abstrae1 and col. 1, In. 67 to col. 2, In. 5). 

---please see continuation in supplemental boxes---
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As per claim 14, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes the service 
processor, and the processor of the network device is further configured to: update the service processor (update to processor, col. 11, In. 
22-25). 

As per claim 15, Forbes discloses the system recited in claim 1, and further discloses that ·the communications device includes the service 
processor, and the processor of the network device is further configured to: download a replacement service processor (abstract and col. 
1, In. 67 to col. 2, In. 5, i.e. the function specific processor). 

As per claim 16, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor, and the processor of the network device is further configured to: download a second version service processor 
(abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor). 

As per claim 17; Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1 ), and the processor of the network device is further configured to: download a 
second version service processor, wherein the second version service processor is uniquely associated with the communications device 
(abstract and col. 1, In. 67 to col. 2, In. 5, I.e. the function specific processor). 

As per claim 18, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1), and the processor of the network device is further configured to: determine a 
device group associated with the communications device (groups selection, claim 2); and download a second version service processor 
based on the device group (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor). 

As per claim 19, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a firs! 
version service processor (the generic processor, claim 1 ), and the processor of the network device is further configured to: determine a 
device group associated with the communications device (groups selection, claim 2); and download a second version service processor 
based on the device group, wherein the second version service processor is uniquely associated with the communications device based 
on one or more device credentials (layer based) of the communications device (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function 
specific processor). 

As per claim 21, Forbes discloses the system recited in claim 1, and further discloses that the communications device Includes a lirst 
version service processor (the generic processor, claim 1), and the processor of the network device is lurther configured to: download a 
service processor update (col. 11, In. 22•25), wherein the service processor update includes one or more updates to the first version 
service processor (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), 

As per claim 22, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1 ), and the processor of the network device is further configured to: download a 
service processor update (col. 1 t, In. 22-25), wherein the service processor update includes one or more senings changes to the first 
version service processor (abstract and col. 1, In. 67 to co!. 2, In. 5, i.e. the function specific processor). 

As per claim 23, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1), and the processor of the network device is further configured to: download a 
service processor update (col. 11, In. 22-25), wherein the service processor update includes one or more encryption (col. 6, In. 32-34) or 
obfuscation computations to perform on the first version service processor to provide a second version of the service processor that is 
uniquely associated with the communications device (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), a 
communications device user (users 40, FIG. 2), a device group associated with the communications device (groups selection, claim 2), 
and/or the service plan associated with the communications device (col. 7, In. 40-44). 

As per claim 24, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1 ), and the processor of the network device is further configured to: download a 
second version service processor (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), wherein the second 
version service processor is uniquely associated with the communications device (specific associates, abstract), and wherein the second 
version service processor includes one or more restricted IP addresses (co!. 5, In. 48-58, FIG. 2 diagram) providing for access to a service 
controller reserved for verified and non-probation mode service processors (col. 19, In, 29-30). 

As per claim 28, Forbes discloses the system recited in claim 1, and further discloses that the communications device inciudes the service 
processor (the generic processor, claim 1), and the processor of the network device is further configured to: download a new service 
processor (abstract and col. 1, In, 67 to col. 2, In, 5, i.e. the function specilic processor) based on one or more of the following: a new 
service plan selection, an indication of tampering with the service processor, an update availability for the service processor, and a periodic 
service processor verification request (availability, col. 10, In. 1-15), 

As per claim 30, Forbes discloses the system recited in claim 1, and further discloses that the processor of the network device Is further 
configured to: periodically download an updated or replacement service processor to the communications device (abstract and col. t, In. 
67 to col, 2, In. 5, i.e. download ol the !unction specilic processor). 

---continued on next page--
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As per claims 31 and 32, Forbes discloses a computer program product, the computer program product being embodied in a computer 
readable storage medium and comprising computer instructions for carrying out the method comprising: determining if a communications 
device (I.e. wireless device) In communication with a wireless networ1< (see network diagram in FIG. 1) includes a service processor 
(processor detailed in FIG. 4, 14, 15, see col. 12, In, 35-36 for processor example) for assisting control of the communications device use 
of a service on the wireless network (col. 4, In. 14-36), wherein the service processor includes a service profile (col. 6, In. 35-38) that 
includes a plurality of service policy settings (col. 8, In. 41-42), and wherein the service profile is associated with a service plan that 
provides for access to the service (col. 7, In. 40-44); and verifying the service processor (verification, col. 2, In. 14-17). 

Claims 3·5 lack an Inventive step under PCT Article 33(3) as being obvious over Forbes. 

As per claim 3, Forbes discloses the system recited in claim 1. Although Forbes does not specify that the communications device is 
activated prior to a point of sale of the communications device, and the service plan Is associated with the communications device during 
activation, this configuration was well known in the art at the time of the invention (e.g. mobile communication device activation (such as 
PDAs or mobile phones) to activate mobile communications devices for immediate consumer use). Thus, it would have been obvious to a 
person having ordinary skill in the art to activate the device prior to the point of same and associate a service plan with the device during 
activation for immediate consumer use. 

As per claim 4, Forbes discloses the system recited in claim 1. Although Forbes does not specify that the service plan is associated with 
the communications device during one or more of the following: a manufacture of the communications device, a distribution of the 
communications device, or a point of sale of the communications device, this configuration was well known in the art at the time of the 
invention (e.g. PDAs or mobile phones) to associate a service plan either during manufacture, distribution, or point of sale for immediate 
consumer use. Thus, it would have been obvious to a person having ordinary skill in the art to associate a service plan either during 
manufacture, distribution, or point of sale for immediate consumer use. 

As per claim 5, Forbes discloses the system recited in claim 1. Although Forbes does not specify that the service plan is an ambient 
service plan that provides a low cost or free trial service plan that is bundled or provided as an option for purchase at a point of sale of the 
communications device, such lree trials or bundling were known in the art at the time of the invention (e.g. PDAs or mobile phones) to 
insensitivize users to purchase a service plan if it meets their communication needs. Thus, it would have been obvious to a person having 
ordinary skill in the art to provide free trial plans to insensilivize users to purchase a service plan if it meets their communication needs. 

Claims 13 and 26 lack an Inventive step under PCT Article 33(3) as being obvious over Forbes, in view of US 2008/0183812 A 1 to Paul et 
al. (hereinafter 'Paul'). 

As per claim 13, Forbes discloses the system recited in claim 1, but does not specify that the communications device does not include the 
service processor, and the processor of the networ1< device is further configured to: download a service processor to the communications 
device using a bootstrapper. However, Paul discloses a communication system wherein the communications device does not include the 
service processor (the system has a service processor not the communication device, para. (0027]), and the processor of the network 
device is further configured to: download a service processor to the communications device using a bootstrapper (claim 42). Thus, it would 
have been obvious to a person having ordinary skill in the art to use a bootstrapper as taught by Paul in the system of Forbes to request a 
message from the client for downloading. 

As per claim 26, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1 ), and the processor of the network device is further configured to: download a 
second version service processor (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), but does not specify that 
the second version service processor facilitates a dual boot configuration that provides support for a plurality of operating systems 
executed on the communications device. However, Paul discloses a communication system wherein a service processes lacilitates a dual 
boot configuration (from plural boot servers, para. [0017]) that provides support for a plurality of operating systems (para. (0042]) executed 
on the communications device (para. [0042]).Thus, it would have been obvious to a person having ordinary skill in the art to use a dual 
boot as taught by Paul in the system of Forbes to provide a fault tolerant remote boot (Paul: para. (0016]). 

Claim 20 lacks an inventive step under PCT Article 33(3) as being obvious over Forbes, in view of US 2007/0226225 A1 to Yiu et al. 
(hereinafter 'Yiu'). 

As per claim 20, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1), and the processor of the network device is further configured to: download a 
second version service processor (abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), wherein the second 
version service processor is uniquely associated with the communications device (abstract, i.e. specific) based on one or more device 
credentials (layer based), but does not specify that of the communications device and user information are associated with a temporary 
user account. However, Yiu discloses a communication system wherein the communications device and user information are associated 
with a temporary user account (para. (0040], [0053], [0055]). Thus, it would have been obvious to a person having ordinary skill in the art to 
associate information with a temporary user account as taught by Yiu in the system of Forbes to allow for temporary task-specific access 
to a user, as a guest for example (Yiu: para. [0055]). 

---continued on next page---
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Claims 25 and 27 lack an inventive step under PCT Article 33(3) as being obvious over Forbes, in view of US 2007/0130315 A1 to Friend 
et al. (hereinafter 'Friend'). 

As per claim 25, Forbes discloses the system recited in claim 1, and further discloses that the communications device includes a first 
version service processor (the generic processor, claim 1) that allows for limited access to the wireless network for purposes of service 
control (col. 2, In. 32-34), and the processor of the network device is further configured to: download a second version service processor 
(abstract and col. 1, In. 67 to col. 2, In. 5, i.e. the function specific processor), wherein the second version service processor Is uniquely 
associated with the communications device (specific association, abstract), but does not disclose permitting selection of a new service plan 
and downloading a service process based on a new service plan selection for the communications device. However, Friend discloses a 
communication system including permitting selection of a new service plan and downloading a service process based on a new service 
plan selection for the communications device (Service Adjustment process para. [0037]·[0044]). Thus, it would have been obvious to a 
person having ordinary skill in the art to allow for the download of a service process based on a new service plan selection for the 
communications device as taught by Friend in the system of Forbes to allow a user to adjust their service agreement (Friend: para. (0037)­
[0044)). 

As per claim 27, Forbes discloses the system recited in claim 1, but does not further disclose that the service plan includes an option to 
purchase a new service plan for the communications device, wherein the new service plan includes additional service capabilities, and 
wherein the processor of the network device is further configured to: download a new service processor to the communications device, 
wherein the new service processor is associated with the new service plan. However, Friend discloses a communication system where the 
service plan includes an option to purchase a new service plan for the communications device, wherein the new service plan includes 
additional service capabilities, and wherein the processor of the network device is further configured to: download a new service processor 
to the communications device, wherein the new service processor is associated with the new service plan (Service Adjustment process 
para. (0037)-{0044]).Thus, it would have been obvious to a person having ordinary skill in the an to allow for the download of a service 
process based on a new service plan selection for the communications device as taught by Friend in the system of Forbes to allow a user 
to adjust their service agreement (Friend: para. [0037)-(0044]). 

Claim 29 lacks an inventive step under PCT Article 33(3) as being obvious over Forbes, in view of US 200B/0059743 Al to Bychkov et ,at. 
(hereinafter 'Bychkov'). 

As per claim 29, Forbes discloses the system recited in claim 1, but disclose not further disclose that the processor of the network device 
is further configured to: allow the communications device access to the service in a probation mode, wherein the communications device is 
initially in a probation mode that allows for access to the service with increased service monitoring and/or limited service capabilities that 
are limited based on one or more of the following: period of time, network address, service type, content type, application type, bandwidth, 
and data usage. However, Bychkov discloses a communication system where a processor of the network device is further configured to: 
allow the communications device access to the service in a probation mode (i.e. limited use, para. [001 t], [0012]), wherein the 
communications device is initially in a probation mode that allows for access to the service with increased service monitoring and/or limited 
service capabilities (para. [0011 ), [0012]) that are limited based on one or more of the following: period of time, network address, service 
type, content type, application type, bandwidth, and data usage (data usage, para. [001 t], [0012]). Thus, it would have been obvious to a 
person having ordinary skill in the art to place the communication device in "probation• mode as taught by Bychkov in the system ot Forbes 
by limiting usage which will resutt in limited access by specified users. 

Claims 1 - 32 have industrial applicabiltty as defined by PCT Article 33(4) because the subject matter can be made or used in industry. 
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Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

459658 

1 
160504-RALEP027-IDS072011. 

14 
pdf 

yes 
1545851 d9438e6a22a51 eed563460e 75f94 

bf7b7 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Information Disclosure Statement (IDS) Form (SB0S) 1 6 

Non Patent Literature 7 14 

Warnings: 

Information: 

1952852 

2 Foreign Reference WO1999-065185A2andA3.pdf no 56 
b4b22a6a3b435dba71663391f5ac019eb0E 

4ba7f 

Warnings: 

Information: 

Total Files Size (in bytes) 2412510 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New ARRlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International ARRlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International ARRlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/694,455 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

01/27/2010 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT 

Gregory G. Raleigh 
ATTY. DOCKET NO./TITLE 

RALEP027 
CONFIRMATION NO. 6047 

POWER OF ATTORNEY NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~!IIHHll lllll 111111111111111111 

Date Mailed: 04/28/2011 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/20/2011. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/fstephanos/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/694,455 01/27/2010 

69849 
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
390 Lytton Avenue 
Palo Alto, CA 94301 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Addmrn. ~?11:fMI~i.~~O'lER FOR PATENTS 

FIRST NAMED APPLICANT 

Gregory G. Raleigh 
ATTY. DOCKET NO./TITLE 

RALEP027 
CONFIRMATION NO. 6047 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~!IIHHll lllll 111111111111111111 

Date Mailed: 04/28/2011 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/20/2011. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/fstephanos/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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PTOISB/80 (11-08) 
Approved for use through 11/30/2011. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of t 995 no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under 
37 CFR 3.73(b). 
I hereby appoint: 

I I 
~ Practitioners associated with the Customer Number: 69849 

OR 

□ Practitioner(s) named below (if more than ten patent praclitioners are to be named, then a customer number must be used): 

Name Registration Name Registration 
Number Number 

as attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Olfice (USPTO) in connection with 
any and all patent applications assigned QDt£ to the undersigned according to the USPTO assignment records or assignment documents 
attached to this form in accordance with 37 CFR 3.73(b). 

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73{b) to: 

~ I 
69849 

I The address associated with Customer Number: 

OR 
□ Firm or 

Individual Name 
Address 

City I State I Zip 

Country 

Telephone I Email 

Assignee Name and Address: 
Headwater Partners I, LLC 
350 Marine Parkway, Suite 300 
Redwood City, California 94065 
U.S.A. 

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be 
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of 
the practitioners appointed In this form If the appointed practitioner Is authorized to act on behalf of the assignee, 
and must Identify the application in which this Power of Attorney is to be filed. 

SIGNATURE of Assignee of Record 
Tl:tfl i~yi9dai)vl)~se signature and title is supplied below is authorized to act on behalf of the assignee 

Signature ,l)YL ii/ I Date: Jfi ,u 
. , 

2011 
Name David R. Johl)Son I Telephone: (;-;-o .. :n 7-Z7'rfL-
Title Chief Financial Officer 
This collec!Ion of informat1on Is required by 37 CFR 1.31, 1.32 and 1.33. The information 1s roqmred to obtain or retain a benefit by the pubhc which is to hie (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1. 11 and 1. 14. This collection is estimated to take 3 minutes to 
complete, including gathering, preparing, and submitting the completed applicat,on form to the USPTO. Time will vary depending upon the individual case. Any 
comments 011 the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Aloxandrlll. VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

W02-WEST:1 LKB1\403364274.1 l-

Page 258 of 411



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records 
from this system of records may be disclosed to the Department of Justice to determine 
whether disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures 
to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when 
the individual has requested assistance from the Member with respect to the subject matter 
of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of 
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the 
Administrator, General Services, or his/her designee, during an inspection of records 
conducted by GSA as part of that agency's responsibility to recommend improvements in 
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. 
Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) 
directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, 
State, or local law enforcement agency, if the USPTO becomes aware of a violation or 
potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 9924433 

Application Number: 12694455 

International Application Number: 

Confirmation Number: 6047 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Marc A. Sockol/Linda Brost 

Filer Authorized By: Marc A. Sockol 

Attorney Docket Number: RALEP027 

Receipt Date: 20-APR-2011 

Filing Date: 27-JAN-2010 

Time Stamp: 20:46:14 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

156148 

1 
160504POAand3-73bStmt0420 

4 
11.pdf 

yes 
fddd 16c7582a9091 adc24613ebf0615b8bft 

5a88 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Assignee showing of ownership per 37 CFR 3.73(b). 1 2 

Power of Attorney 3 4 

Warnings: 

Information: 

Total Files Size (in bytes) 156148 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/96 (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

Applicant/Patent Owner: 

STATEMENT UNDER 37 CFR 3.73(b) 

Gregory G. Raleigh 

Application No./Patent No.: _____ 1_2_/6_9_4_,_4_55 _____ _ Filed/Issue Date: January 27, 2010 

Titled: 
Device Assisted Services Install 

Headwater Partners I, LLC _____________________ ,a limited liability company 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc. 

states that it is: 

1. ~ the assignee of the entire right, title, and interest in; 

2. an assignee of less than the entire right, title, and interest in 
(The extent (by percentage) of its ownership interest is ____ %);or 

3. the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made) 

the patent application/patent identified above, by virtue of either: 

An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 024248 , Frame 0209 , or for which a 
copy therefore is attached. 

OR 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ _ or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ ~ or for which a copy thereof is attached. 

3. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ ~ or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

~ As required by 37 CFR 3. 73(b )( 1 )(i), the documentary evidence of the chain of title from the original owner to the assignee was, 
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in 
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

~"✓~-
Signature 

Marc A. Sockol, Reg. No. 40,823 

Printed or Typed Name 

April 20, 2011 

Date 

Attorney of Record 

Title 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

Page 262 of 411



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 

Page 263 of 411



PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 

I 1 I or I 1 Atty Docket No. RALEP027 

U.S. Patent Documents 

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. Number-Kind Code ''"'0=J MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant Figures 

Appear 

A. us 2003/0088671 05-08-2003 KLINKER et al. 

B. us 2007 /0248100 10-25-2007 ZUBERI et al. 

C. us 2008/0130534 06-05-2008 Tazuko Tomioka 

D. us 2006/0236095 10-19-2006 SMITH et al. 

E. us 2009/0054030 02-26-2009 Golds 

F. us 6,952,428 10-04-2005 NECKAetal. 

G. us 2010/0043068 02-18-2010 V ARADHAN et al. 

H. us 2010/0071053 03-18-2010 ANSARI et al. 

I. us 2003/0005112 01-03-2003 Krautkremer 

J. us 2006/0045245 03-02-2006 AARON et al. 

K. us 2007/0076616 04-05-2007 NGO etal. 

L. us 2006/0190314 08-24-2006 Hernandez 

M. us 2009/0271514 10-29-2009 THOMAS etal. 

N. us 6,684,244 01-27-2004 GOLDMAN et al. 

0. us 2005/0055291 03-10-2005 BEVENTE et al. 

P. us 2006/0019632 01-26-2006 CUNNINGHAM et al. 

Q. us 2005/0238046 10-27-2005 HASSAN et al. 

R. us 5,577,100 11-19-1996 McGREGOR et al. 

S. us 6,198,915 03-06-2001 McGREGOR et al. 

T. us 6,650,887 11-18-2003 McGREGOR et al. 

U. us 7,245,901 07-17-2007 McGREGOR et al. 

V. us 7,373,136 05-13-2008 WATLER et al. 

W. us 6,725,031 04-20-2004 WATLER et al. 

X. us 2002/00224 72 02-21-2002 WATLER et al. 

Y. us 6,532,579 03-11-2003 SATO et al. 

FOREIGN PATENT DOCUMENTS 
Examiner Cite Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials No. 

Country Code-Number-Kind Code (ifk<=<J 
MM-DD-YYYY Applicant of Cited Relevant Passages or Relevant 

Document Figures Appear 

Z. WO 2007/018363 08-02-2006 Upresto, Inc. 
NON PATENT LITERATURE DOCUMENTS 

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), TL 
Initials No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s ), 

volume-issue number(s), publisher, city and/or country where published 
AA. 
BB. 

I Examiner I Date Considered 
Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

T2 = Applicant is to place a check mark here if English language Translation is attached 
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Electronic Acknowledgement Receipt 

EFSID: 8592127 

Application Number: 12694455 

International Application Number: 

Confirmation Number: 6047 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP027 

Receipt Date: 08-OCT-2010 

Filing Date: 27-JAN-2010 

Time Stamp: 19:29:09 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Transmittal Letter 
RALEP027 _IDS_Before_ 1 st_OA. 

pdf 

55801 

no 2 
3605a37a8ee 71 f0018503458eddc073d71 d 

5af75 

Warnings: 

Information: 
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100999 

2 
Information Disclosure Statement (IDS) RALEP027 _IDS_SB0S_before_ 1 

1 
Filed (SB/08) st_OA_2_.pdf 

no 
51f3115a7cf68fe34bdbba73f5549e2e0e6c 

5d4b 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

1322623 

3 Foreign Reference 
RALE_Foreign_Ref_WO200701 

no 37 
8363.pdf 

37b720bd7d61 efc44073aef1 8cbf624bab5t 
7d3b 

Warnings: 

Information: 

Total Files Size (in bytes) 1479423 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/694,455 Art Unit: 2447 

Filed: January 27, 2010 Docket No.: RALEP027 
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UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 
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application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP027). 
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Attorney Docket No. RALEP027 

Page 1 of2 

Page 267 of 411



10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/694,455 
Attorney Docket No. RALEP027 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 

Page 2 of2 

Page 268 of 411



PTO/SB/08 (08-03) 

Substitute for form 1449/PTO Complete if Known 
Application No.: 12/694,455 

Information Disclosure Filing Date January 27, 2010 
Statement By Applicant First Named Inventor Gregory G. Raleigh 
(Use as many sheets as necessary) Art Unit 2447 

Examiner Name Not Assigned 
Sheet 

I 1 I or 14 Atty Docket No. RALEP027 

U.S. Patent Documents 

Examiner CiteNo. Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials Number-Kind Code !if MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

known) 
Figures Appear 

A. us 2006/0048223 03-02-2006 LEE et al. 

B. us 6,965,667 11-15-2005 TRABANDT et al. 

C. us 2008/0268813 10-13-2008 Stephane H. Maes 

D. us 2007/0255848 11-01-2007 SEWALL et al. 

E. us 2008/0039102 02-14-2008 SEWALL et al. 

F. us 2006/0233108 10-19-2006 Murali R. Krishnan 

G. us 5,892,900 04-06-1999 GINTER et al. 

H. us 7,403,763 07-22-2008 Stephane H. Maes 

I. us 7,317,699 01-08-2008 GODFREY et al. 

J. us 7,353,533 04-1-2008 WRIGHT et al. 

K. us 7,322,044 01-22-2008 Scott E. Hrastar 

L. us 7,058,968 06-06-2006 ROWLAND et al. 

M. us 7,042,988 05-09-2006 JUITT et al. 

N. us 7,418,253 08-26-2008 Alan Kavanah 

0. us 7,242,920 04-10-2007 Robert P. Morris 

P. us 6,148,336 11-14-2000 THOMAS etal. 

Q. us 7,317,699 01-08-2008 GODFREY et al. 

R. us 7,325,037 01-29-2008 Karen L. Lawson 

S. us 6,141,686 10-31-2000 JACKOWSKI et al. 

T. us 2004/0044623 03-04-2004 WAKE et al. 

U. us 2006/0040642 02-23-2006 BORIS et al. 
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BACKGROUND TO THE iN\lENTlON 

The pn.ist.,nt invention relates w ;;1 cornrrn.mic,:itiont netvvork, and in pi.:!rricuiar 

n-:iechanisrns for indhddual cusrom~,rs. 

SUMt·AJ\R.Y OF THE lNVENTlON 
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2 

be~ng u~H~d bv the custorr)~~r t~~rrninai .at a particu.tar tirne.. For ex.arnpie$ HT~ a fede.ratad 

dat;a n:et\Nork c.ornprisino ~:=. nurober of sub.-.dorna·ir~s) such as the int1lHTlet,. a c,urtorner 

tennint~l in one subdornain rnay iittt,mpt to a;::ceS$ (:i server in another subdmrwln at a 

5 tin--~e vvhen ther(~ i~1 O\terk'1ilthng of a router .s.orne\lVh{:rt~ in th&~ path trorr~ the cu.s-torn~~r 

terrn1nat to th~~ iiefv1;.:L Thet\. e·ven if il\.tt?rage !oadjng <)i" the nt:·rr\l·lork HS .;:t vvhoie is 

iovv, the 10i:idin9 as perct~ived by the customer terrnlnal is high, and a tariH for use of 

h.:~vl~ thei.r u.:H·if1-:s in(:re:ased accordingly~ VVhh an appropdate~v St€€P htt~ in tadff .. at 

ie.:~st sorrl{: custorner ti~ffn1~nats v .. dH then c.hootHJ to .abandon or de-fer th~~dr ~~ttt~rnpts tr.~ 

tJs~: the net\.-'Vork re~~ot.Jrc{~ in qu?..~stio:t\: ther€by retie\dnt~ tfH:~ ioadirr~J {rf the rout:er _. 

This i~Spect ot th~3 irP.rent~,on rru:~y be US-~id ln systerns h1 \tlhic·h thH t~nd user is 

infonnatkin to the netvvork provid,;.:r, and ,:ibo in s:vsterns vvhern the Eind ust~r both 

measurns their us,'l9e and c:alr;ulatf.:s the p:2,yrnem dtN to the netvvNk provider, 

The rnmhod rnay indude diHE:cting at the custornm terrninal i, network 

20 ped<.irrnance parameter wr11ch dq.i<:.:nds on rn,itvvork loading.. amj varying the tmiff 

dHpendin£J on the n~Jt\.·".l(:rk p~~rtorrr~ance pararneter. VVh~:.:n "thi~ n.et\!'vork ls a packtn~ 

network, then the netvvork perforrnance parc:irnetHr may be fr;;3., nurnb•i,r of p,;ickets 

lost in uansn1ist,ion betvveen a liata sot_a-ce and Hw custQrner terminaL This appn:rnch 

rrrnnspon Contro1 Pn:itocol} detects pac!nn loss and controis ii con9et1·tion vvlndovv at 

the ter.rninal accordingly, Trw pn:ise,H invention rnav use the detectBd pw.:.:ket loss to 

30 by the signallinti of :~onqestion by the receiving tenninai to the d-:lh1 source, 

in <m altermrt1·ve and preferred apprnaci•i, 1Nhen z:ong1o:stion ls detected \Nithln 

the network an 1':lxplidt congestion siiJni:ll m;;P{ tm 9enerated and transmitted to the 
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terminal nwy then trirn;:ier the increase in the tarifL This approach tisis the advanta~w 

5 packet on the communicaUons neh·vork. Prefarnblv a router in thi:: ni::tvvork vvrites an 

30 cornmunicatiorn:; network to a piura!ity oi terminal~: and c,,lcu!ating at each terrninai 
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5 

4 

san,pHng trnffic between ,a c:ustorrn,ir terrnlna! and the netvvork, ;,ind as part oi' the 

st,rnt)ing rec0rdin9 net\Nork ioadinfl aHecting the 1::uston-mr terminal; 

for the sarnpled traffic cornparing a chargH cakuh::t!.c,d by the customi:.,r 

terrninal and an w<:pected 1::h,;ffg(~ and de,tecctlng theret:-v any discrepancv, 

Thee stBp of recordlng network !m~dini;i n-i.:lV involve, for (\K<Hnpk,, recordhg 

packet drops,. or explicit congestion notlticatlon iE:CN) blts <.ir sourci:J cgHH,eh 

rrn~ssag€~s. 

The Lnventi,on a!so encornpasst~s -:.~ netvv.or:k OPl~ratlng bv a rnethotl in 

accord~nce VJith the fir.st aspect of tt1e jnvention ... and Gustornf1;r tf.:rrninais~ netV\l<.s:rk 

DtSCFUPT!ON OF DRAVVlNGS 

Systen1s embodying the present irrvention vvm mw,r bi,,: described in further 

·15 which: 

25 

3t) 

H9,Jrn 1 is .. ~ sch;_;m:vitic s:hovving a nBtv,,-ork embodv1ng the invention; 

Figures 2a and 2b ,,m.'l Htaph;;: shov,,,,ing t,'irlff functions; 

Fig·ure 3 shov\.ts the forrrr;.~1t of H diff(:rentit~I S(nvict: bvte; 

Fi9ure {f ts a sch•e.tnatlc.- ~~ho\:\dn9 tJu~ cornpont~nt objet>t~; of a G{"'~arging 

Figure 6 is ;.:i schernatk shovvlng prntocoi stacks on a customer H:rmin~~i tTr' 

in the net\1vork donrnin.:. 

Fi,atir<:., 7 is a grnph sh,::n,',1ing the .,.,,•arlation of tariff \<VlU1 tirrn:~i; 

Figures 8a to Se ar<:., cL::iss dl;::,grarns ior soft'<N.&re implmnentlng accountinq 

,oind ffl<:.1;,isuren:11,mt objBcts.: 

obj£icts of figures 8~, tn Bf..,; 

Flgurn ·10 is a dass ,h19rnrn fo, sofrvvtm.:, in-ipk~1Ti1.'lntin9 tariff objects; and 

Fioure 1 ·i 1s a diagrnm shovving an attemat1ve ernbodirnent. 

D.ESCR!PT!ON OF EXAMPLES 
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.As shovvn in Figure ·1, a oommunications netvvork ·1 includes a nurnber of 

rH~~t\·\.tOrk sub..-dornafns 2.~A--C, Th·e nl~tvvork std,.,,dornains rn~1\l be under th~: controi o·f 

diHerem operators who mav not trust each other. Tiw network sutidomains arn 

interconnected bv gateway routers :-l, 4, in the p,-B::rnnt exarnplf.., th,:.i cornrnunk:ations 

5 n~;tv,1ork is the !ntemet and s.upporw both unicast and multicast lnt~imet Protocol (;Pj 

and assnciatHd pn:.tocals, A custorner t-ennin<:1! 5 its connected via a public sv,Atched 

telep!1ony network (PSTM 6 and an acGess router 7 to a subdornain 2A, I-\ singh:, 

t3iockk\g test is applied t<.i tr~~ffic ,,it thls point of access, The gE.itevvay rGuters 3,4, 

and UCC{H~S p.)l,3ter ~7 may be cornrn,·:H·ciaHy ;~Vi~Hable d€\dC€S" such as c::isco S6fH.3S 

·J () 7~)(10 rout~~=rs l:tnd CJS(:C) sedr~s i\.S5f300 univers.ai .fi(:eess Sf.H'\/{~r i·espe~::t~v€i\/~ f)th.er 

object as describl3.,d b~iio'l.N thnt rnceives measu,erntmt daH1 frnrn tl·11:.: r.:ustornBr 

15 1<:.;rrnin,:i!., 

ln adclitk)n to the ka:,,l tarrH '•n:lril.:ltion ,r;i,,eh,~nisrn th,:,t is d~scribed belO\N ... 

rT1ana9ernent pl~~t+orrn rnay •Con1pdse, for t:\)(Hfnple .. ;;.: Gornpurinq svsten1 c·oro:~):ising a 

20 SP.t.\R(; \:'\t()rkstation r:.Jnnin9 lJf\J!X (S~]°!ar.is) t.c}gether vv·ith n":.:tv,lork rTti1n.agernent 

30 

(wplic;,itions, The netvvork rn;;_m~~9t'lmi:,nt platforrn ·1 O hosts n1ana.genwm antiries and 

tadtt entities. The net\.·vc~rk rnan;a·gernent p{~tfonn (>on;n·1\.Hlic{rtes \l<Jith =~nents 100 in 

n1anc1ged tif,1.lices connected to thB resp1:,ctive subdornain, for e.:.:arnpk, usino SNMP 

h,iinp!e net,,,v,:irk rnam,9ernent protocol). The nvmagen,i;mt platforms mordtms the 

aggfe~iat<:.!d res:u!ts at regular interva!s back to ti-Ki NMP, so Hie Ntv1P can monitor the 

combination of ali reports, 

Tariff data .is cornniunic;(~hKl to pe,,}r tariff entlties in otr-1£,r subdomains and 

Oistaru::e Vector fvlultir.:~~~,t Fh:iutin9 Prntocol j0\/1\11RP) or Protocol lrn:kpenr.k:nt 

rviuttlc~~~,t {PHv1} d~ns{~ rT1odu. ~rt·u:~ tariff d~t:~ cht~nnekj {if\':.! :9nnouncet{ .:~ntj tlHJnHor-ed 
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using pn:>tocols bi.lSf.ld on SDP /Sei,slon DiJscnpti.on Ptotocol), SAP !Sf.lssion 

Arinow1ci:H1mnt Prntocoi) Charqing is C,':lrtied out on a ,. pay anzj dispficr(' rnor.:ki. Each 

custorner 'H~tmin.:'d rnonitors its ovvn net\<V<:Hk usa~w, f<,r example bv counting the 

fKHnber ot pack<zt.S it sends or rnci::iv€s across the nswvork int,:,rfoce i.>nd the qqantlt\" 

5 oi' d>:it<'l On bytes) in tho~w p,.t.J>:, . .:t,,.. it cakul.:,tes.. using ,, tariff reci.o:h.>f;:d \ili.~ tb(~ 

rwtworl<., the pavrnent due to th!:: rmt\/VOrk op,.~nrt<.lC- and makes a corrnsponding 

payment into an ,;.wcount M the nHtwork opi.:.,nHor. The netvvz,rk Qperator pnlicm: the 

10 

15 

liS:t:~ f''f)~:ldB b){ custornt~rs of the terrrlinaJ bv .interrrlittent.!y sarnpHn9 tr.~~tfic to or frorn a 

part~Cl,d~:u- C'l~t~torn~r and cornp~rjn9 lh(~ u.st.~ fT1~~d§ .~~nd t~le us·e paid foL 

di'fferent voiatlHtjes. ·rhe. tadffs an~ vaded undnr tht3 control <.rf the ru~~tv~..-ofk operi~t[H'S 

to reci'h~ct the overal! k.i~idino o-f the nl:,twork, That is to s,1y, if nett',,ork io,KlinD 

A servic~i provider may offer different produGts <lefawd by different service 

f:ff ort ser~dce at a v.ahabl~~: pdce. /.~ z~{~rvlce. prc~vidt~f rnay ad}ust prr.:•dtH:.:t pdces on the 

bi~sis o-f th{~= foHz.·ry',/ing pararneters:· tho price tht~ .serv~c(~ pro\dder pays to Hs \1vhole.::H:~h~: 

20 provider: cornpetitors' p!'ir.:es; current r0source utilisation; ri:dev,:int demcwid for 

diHenmt prw:h.ict::::. !n rnspons!:i to 1::h,01nqes in the~::;e parnrnmers, t,~riH ad_;ustrnfmts 

of 

variattons \·~•/h}el~ iu·.~ dt~pi1ndent exciusjvt~iy on .?oca~ ob~H;rv~tion.s, 

provider rnav tum: a t,,ff.\H by ,'H:lji,istin9 some of it~, parameters, This kind of 

--rhe flrs-r oi' the tariff changes descr.ibed ~=sbove is nece.~sarHv Cilfd~d ou~ 

autornat1ca1tv.. Thn second tvpe of c.hangt:~ rnf~V be p€.rforrneti rnanuati,/; or by an 
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hum mi input- HoV\ilWer, 1t ls posslbiB that an agent might be empkiyed t(i 

This set:tion di;H~Gribes a prntotype that we irnplerrK:ntt~d to derrmnstn.~tl~ thB tariff 

subsystem outlined ,~b<we, Featunis of the design inciude: 

~ tJSfflU fnobHt1 code to represent tariffs and lH~so<::iated lJS(:r intf~rface cornporn~nts.: 

~· u$,e of a n~f)(::ated rntdth::ast announcerne:r~t prot(:co} to corrH·nunh::ate t(H·i-ff~~ and 

H) tadtt adjustrnems etfo::h,mtiy; 

* using dyrwrnk class loading and reflection in orcfar to reuiive and tune t,HiHs, 

15 for a nurnber oi products; 

~ a cutrtrH11er systen'1 ·th~it ~:ni~~bi~:s custotnf-!s to kf~t:~p track of tt1e charges be;·n[i 

applied ·for tht~ products th~?V are uslng. 

The pn:n.dder S)lStern ~H3fV$(>(~-~~ rr~u!tiple ~nstara::t~s of the custorrH~r systHfri runnjnn on 

thff.eri:nt hosts in a rrru!th:ast~enab~ed n{!t\.vork.. /\ rnulbcas:t announcerrtent. protocol is 

20 used to cornmunic,:.ltfa tariff changes from the pmvider system to custorner systems. 

25 

30 

!n order to rnaxirrris~t fl~;,:xib01tv \lVith re.spfH::t tr~ th€ d€fintt5on ot t<~r!ffs~ vv·a .chos-e n> 

n;,~present tariffs using Java classes~ ·rhk} t{)(:hniqut~ k~ ;3lso us·:~~d tc1 suppiy us~~r 

tariff, 

e-n~~bles the customer to \-'isu:alise Uw behaviow· oi th~, t,,ritt U$ing techniques 

,:1pproprit1te tn tht, tariff 

\/vhk:h is associated vvith .=.1 diHe,ent ~,~,t qf ffH:.,is:..ir~irnent and input paramen.m,. 

These parnmett.,rn ;~m:i identified by listing them in the signatur•::: of the '.J'" 'J'ht' '"T"' 

Z) rrnHhod, 
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receiving n RSVP TCPEC, alknNin9 fl:ir the ddinitkm of tariffs that compute µrice <.m 

packi:its in, packets cut, and current congestion itypiuit!v rneasurnd ~is ti function of 

5 packet dmp), <~li{J\Nin9 for the deflriitfon of t::iriffs that are tfopendent Gn P<~cket 

counts and ~~~nsith ..... ~~ to congt~stion. {)ther tat}ffs rna\l be add~.d as ne\~v forrns of 

us.ag€·-,rneasurf:rnt~nt €rrH~rge .. 

'rar}ffs <Jff! dirflned t-v p.ro\dding in·1pJernE:ntatk.HlS o'f the various tariff 

congestk,n, 

ln tiddition to the tariff interface ltTlplHrnentation. a tariff ffllP/ n-rnke us;:, of 

int,,:rfoct~ mav Hlso be required ln ord,o:r to miable tJ1i3., provkkr to rnak;,, tariff 

adjustrnents .. 

A con1piet{:1 tarHl descript~on consists of a set of .Javt~ cl.:~ssesf sorn~~ ~)f 

20 which am d,:::stined for thi~ cu~;torner svswrn ;:ind crUiern whicri an~i intfnded for L.JSe by 

the provider systerr, 

{J...:~Ft} -fik.: to "fn<~iHti~it~:~ processing trv tht~ pr,ov!d(H sytrt~~rn. 

in Qfd~~r to dr~p!ov a ne\iv tariff.. thl.:~ provid~r sys.tern -first loads the tariff 

ci~~sses vvhlch it requ~re·s intcJ its :~xecotlon errvironn1B.nt., Jt t'~len h:JrH:is the custorrn~rr 

2.5 sk.it~: burH:Ue .. ·sedaUst~S .it_ .. signs rt \..~+th <.i priv.~~te }:~ev ... ;~~nd uses nn announcerrH:;!nt 

protocol to distribute it to customer svsterns, 

poss,bht ror customers to verify th~~t n,iceived t,:lritfs ar,;, ,~1Jthentlc .. 

Upon rec:eivinn the bundki, each customer svst0rn verifies the s1qnaturn 

ilJSing the public hiy rns:itchinfl the pn:ivider's private key}, and <H the activtrtion time 

30 spt~ciflfad h1 th~ annrnJnG·ern.ent protocol ht~ad~n·s \rVi""·~ich rn.ay· b·e s1gnlflcar-:tlv h]ter) e.q,. 

Page 289 of 411



9 

then it rnplaces thfa user interface of the previous tariff. Th~~ change in user immfoce 

serves: to notify the us-er th,:it the t,o1rlff hai, changed. 

Tariff ad_iustn1f:lnt involves the remote, invocation ot an operation vvr1ich is 

5 specHlc to the t,~ritf c:urrent!y in force. This in(,;;ins ttvit a custcwner $'),•'Stern cannot 

knovv the sigm=iture of this operation .in advance of nKeivin9 the tariff i.i,L th,B 

opermion wm not tli,} listed in anv of the tariff inn.,rfoces known to the cut,tonlf..ff 

10 si.ipported by Java. ln order to dlssernlnate a tarltt adju;,;:trnent_. the provh:h:1r creates 

an instance of ~;n Lu:..rnca t irn:, object, vvhkch stores thfa rwrne of the operation to be 

called .. together with th~ parameters that Hf(,;: to be supplkd to it, This obji:;ct ls then 

rk,scribed operation, 

.20 that ,m w.:lju~;trnc~nt determines the enfa(l pan,irneter s~it of a tarlH object, so th.;it fm 

,~djustrnent completelv remnved the £itfoets tA an,/ pre\,·iou~~ly applied adjustmf:nts. 

The customer svstern rr;?y 1::ipply <l tariff hy repe<.H(,dly involdng th£, 

get.Ct1argt~ () o.p.:~ratlor~ supportt~d bv that tadff t~verv· second:. and addln.9 the 

returned v.ah.it~ to th{! c:urn.u!ativ·e charge. --rht3 par.arnatets Sl.1:::.1pHt~d to ~~-r~t:(}J.a:t"~q~1 

25 t) dei.H.1nd <)n the. kind o-t ti~n-tff c~rrrr:nth/ in force. For exarnple-.,. if the tt~dff i~> tu1 

frr1pk::fTH::T1t.at~on of J\:~ck~:~t:c:-c)t:.n.tr-rariff( then rn.ea~~ur~H1)ents ot ~rrbtHJnd pack{:ts~ 

outbnund packets Hnd co:ngesth1n over tht~ past second are required. Hovvever} if trle 

tariff :is an inip!err)entation of 1--~s\tp'l'~irif f, th€n <~niv a 1l"SPEC describ~ng the currer1t 

res€rvatk.Jn i~; f(~quirt~d- ''l'his irnphes th;,:it ~ ~~ustorr~i::~r sys.tern can only subscrHJe to i:~ 

30 prtH=iuct ff it can suppiv the pararnet~~rs requir{~ by the tahff associatt}d \t· .. dth hat 

product. 
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subseqtmnt adjustment to an old tariff. 

rn<~klng use of the congested resource. This in turn v,.-ou!d imike lt necessarv for the 
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tern:11n~~L vVhethe, conge~ition ls signali~icl explicitly or knplicitly by padrnt drop, the 

pricti a!gorithrn rnight not directly 1:,hs:11\Je fl:,r congestion indication. Instead,. it may 

5 transrnis.sron which ls HH} standard response to congestion indication used ln TCP ,kid 

other c:ornpatib!e congestion i:,mitn:ii protocois, The ehange in transmission rnte can 

b<:., ff!f.fs:isured by the nmwork prnvlder <lS vvell as tit thi.:., <.:ustonwr tef'rnirwL a1though 

san,pling c,irtaln custorrwrn to WJdit their ovvn n,<:.l,'lSurem;::lnts.. this rl:lsults in an 

·10 fKGept,::\b!l:l load, 

Althnu9h only a singki tm~in tariff cmd premium are de:,cftbed hem .. in prac·tice 

dH'fonint subdornains.. and different servica providers assocrntecl vvith ;::ach 

subdornain, may each have a dlfforem pdcin9 s.nuctun'.:, ,,vith difforent rnain and 

prnrniurn t~1dffo, Hovvever ,. ti1ere ts across all the subdomains a comrnon rdatlonship 

·J 5 bet\~veen r~et\'\t.ork !~)<=jd~nsJ !~Jv-eh~ :.~nd conge.stion si911.aHin•g, 

The operati.on {)f thi~~ S~$Gond klipiernent~.rtion v\1~;! novv t)":.~- ch~!t)Ctibed ~n the. 

contt.:xt of (.~ n~!t· ... vt)rk: operatfr19 tts~ng ~~ dHf~~reT~tii:ited se:rv~c(: a~~ d€s~--·db,•~d ~n the 

internet Ent;1~nlHJr~n9 Ti3sk. Force draft J'Difff.::rentiateti Servit:ilS Operational f,i1odet .~~nd 

Deflnitiom," and ln the papf,r bv D,wid D C!,,irk /!VHT), '"'_,\ iviodel for Cost _;\Hocation 

20 and Priclng in th,~ intermit" .. pn~sent,2:d E•t rvrrr \/Voi-kshop (1f1 !nte!Tiet fa:onor0lcs, Mar 

198£:,, UF{L;http:/.iw,_,vw,prl'lss.un,kh.edu/jep!vvorks/Clarldv1odd,htrnl, In a n",tvvork 

paGk<:.,ts: to pt\)Vide ditforent levels of s{nvk:e, This capabliity tnight be used.. for 

excJrnpls, ro accord dday.,sensitive data, .such as data genen,tad b'/ an lP te!ephcny 

25 client., a higher priority cornpated to (it!·wr d('lt'-~, such '-~s f.ffn<~il dat,;1.. t,t the network 

edge, for example at a dient terminal n...mnlng the !P t0lephony cUt,nt, bits in ,,, TOS 

30 

{tvt:H~: o-f s.Hrvice) octet cnnt>~}necl v,dthin t~ac-h packet f1eader are ·set to indicate tht~ 

appropdat.e SfffV~ce ieveL Thost:~ bitt'3 are US<:.!d bv r<.1lrtets \.:\iJtbin thi~ net'Jvork to 

dett:lrmlne h<)W the re!evam packets should be harn:lfod, 

The TOS octet when used in this 'W&'i ls termed the OS (ditfornnti~,l servlc,i} 

byte, The format tr! Hie dif·krenfail servict, byte i~, sr1own in Fi9ure :3, Bit zero, 

labelled •"'lN'' lri.:liCMl:ls vvhether trw packet b inside or Z)Uts1cle a defined pn:in!e, Bitt, 

1 to 5 1abdkd "PHB" ,fofinB a "pet~hop,behaviour'·· th<H is thi;;y indicate how, for 
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e;.:ampk\. a router should handle the pi,H::ket, €.!J, by according lt iovver or higher 

priority. Bits 6 to 7, in this rnirticuiar tonn of the DS byte, ;;ire ustd for exp!lcit 

congestion notification {ECN), Omi ot thes;,i bits is S€lt to indicate ,vhether the 

routers .in the path of the p;:icket are capable of sattin1] the f.CN fle!d, and the other 

6 bit is usfad ;:is a flag vvhich is set {by ECN ct1p;;ibiiJ routersl when congestion, 0r 

!oadlng vvhlch vvotrid potentla!ly lead to congestion, occurs, Random Eariv o~~te<.:tion 

ff"{EO} algorithms are <.:unent!y implemented in n:iutars, These algorithms measure 

av{,rnq;:i queue 1£ingtr, wi-U-iin the p;:lcket buffers of a rnuteL /.,n exponent\a! moving 

'l O threshold .. then th<:.! router signals that congestion ls occurring.. Conventiorn.!liy thi~, 

ECN sd){Hn{,, U1e router, instead of dropping a packet, sets an ECN hit 1n a pach,it 

header to indicate ti-wt con9estton is occurring, Thi.:; is dor,e prnbabilistici>Hy: that is, 

$Otr1e (~rdv of the pack~JtS pt1$t)~nG tht'OllQh ttle f()Ut{~r are ·f)1ark.ed. The: probabiHt-y·· •Of 

·15 a i;rncket being n-iarkad lncr,ias0s vviti•1 the averti~p qufaue siz(i. !n thi:i r,;lre case that 

th~~ queue increases to ,"l length v,·twrn thH rout(~r buffon, are l'uli,. then frnckets ,:'lre 

dropp,,id, rath1?.r than an ECN bit being se-t, In this cas1:, ECN bits <~rn set for a!l th1:., 

20 9 .. cong•estion rna\/ (}ccur~ for (tXlHl-:pie~ at: routt~r 4- v..thh:~h Hnks n{~t\·vor1< sub-.fJorrtains 

2.B an<.l 2C. RED-like aigoritrirns in thi:i n,uter 4 ddect thi.H the qu0ue il:ln9ths in thtc 

router bufk,rn, <.iS 1::;:ik:u!ated 1Jsing tr,1:, exponenhcil movin9 av{;r;;i9e, ~~xc1:.1,Kl ,,, 

pretieterrnined. threshold.~ i\CC(lrdingtv so:rne.: of the packets frorr1 the SHfV€J 9 ·en 

roi.Jt~ tQ the .c:nent terrl1!nai h,;.tve thi~~ EC'f'.J bit of th(: t)S bvt::~ S(~t tn/ the rout.er 9 to 

25 mark the iact that ci::ngestlon is occurring, ltt tt,e d1m,t terrninal .. the DS byte in the 

headers of incoming pack{,ts: is ri:1ad. l\ n1civin9 avBr,:lQ1;l of the number of packets 

cont1:.,ink1fJ an ECN bit vvhkh ls rnarki.:id is cdcu!tited. This aveH,f!l:l then provides the 

deterrnin1:.,d by rnain tariff Hlgorithrn and by< the pn=.,rniurn al9orith,n: 

f\,r, "'' P + .6J·', 
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This total price is passed to a cost decision a9ent runnin9 on th<:_; e!ient tf..,rrnina1, This 

cost decision ,;i9<:.,nt k, prngran,rned with user ddined mies.. These migt,t i,ttitB, for 

example, th.it the cost decision ~lJent sl1ould authoris~1 the systern to proceed vvith a 

fi prndetmrnirn:.:d threshold., e,g. of f{H) ·1 per mim.ite, and trwt th~; cost d~dsion apent 

should suspend a conn!.:.:Gtinn and ,:ilert the user lf the cc.st rises above that threshold, 

Altemativel\···, as 

nppHcatJons sin·nJH<.~neo~Jslvf and n1av~ bt~ prograrnn)(~d to shJ\•\'° do,..-\1.n onf~ o-f Th(~ 

appHcatlons as tht~ prernh.Jrn for usinn a rh:?t~~ sourc~ access.ed bv· that r~pphcation 

custorner lnt8nding to pav the network u::rng{~ co:rts for .al! <.rf tht, p.;H"ticipants, Th1:, 

·J 5 cs:n1fe,rHrlGH ~vHl be scheduled a dav or n1nre in advanc€~ but sir~ce tht~ tnr'tff is variabie 

the prerniurr~ InGrea~~jnr1 ~1s: tt1t} r'equfr€{i duration cf th't:: period {Yf stabHltv lncr~~~~ses~ 

in thE~ exarnph~~ refe:rred to above;, the custon·1tn schi5.!d·uhn~J .a Gonfert~nce on~~ dR\l :1n 

advance n:ifers t(, th,:l ctHn:mt tadff to deterrnin,:;; the present cost of HK, nEitvvork 

resourci::~s reqtiired .. Jnctudin9 anv congestion pren1iurn current~v i~pp!h:.~tbil? .. ~~nd tht:>n 

pres,·:.?.nt va;ut: fn.r i~ }-1:Briod "-:rt onH day, Tl1fHl ff the us.er decides to rnai<}~: tJSt~ <Yf the 

fixed tariff Cl rru~ssagi:~ i~1 sent frotn ti"~e use:: to the nr~tvvork opHrator, The rness~~ftl~ 

idecnHfrei: thi:: tl~ita tkwvs in question, for Eix,~rnpk~ by ~~peciiving the !P addresses and 

the .st:i·i.,'i!;::!;.i lovtils for the audk, and video datc.1 trows between the participants, 

:30 together \Nltri the current tirrn~ ,~t vvhk:h th,:l twer is contracting for a fix~d pedm1 .. and 

th!':: req,,l1red duration of the frl(t,d period ,~nd f1lso an identifvin;;i code for the i-nessl:lge. 

tdternativ\~lv, the message with these details mav be tracked with an apprnpdati:1 

cryptographic i'uru:.:tk;n (1:i.g . .!V1DS), and the hash vaiue only cornmunir;ated lnitiailv t<:i 
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the provider, and subsf.Klllerrtiy used to verify account data, Subsequently, fot ti1e 

duration of Hw t,pedfled period, in this cat,<c, .:mf.I day, the user applies tht~ fixed tariff. 

in s,rsten·)s \l\lherl~ thl~ users thetYlseives afe resoon~ibJe for freneratinq t1cG:r:H.Hrtin9 

data i:Jr\d cah::tliatin9 the applic,~ble charge tor netvvork uw,!Jf.,, then thfi us.er calculates 

5 the charge usin9 the fixed tariff and returnt, the accounting data to the nf.!tvvork 

opfm.:ltot together whh the identifving code for thf.! fixed tariff ,::r:intn,H:::t. 

This aspect of the invention is not on!v applicable t<.i '>\'fflBP1s ·i.Ni,;::ire tariff 

varlatkn is cmded out locally ;n n,rnporise to the detection of con90stk,n, but rnav 

~11s<.3 bl'l ust,t'i in SV'3.tems vvhere. for exarnp!e .. the onlv v,,id;_:itkm is Imposed by th{; 

·10 m~twork open':ltor. 

~rhe t~riff -for the st~~bdJty prernitHll rJ:;~'l be d~str:lbuted by tYH.:dtjca~~bn9 frorn 

turtff- t.B1thles ~n netv\.'Ork ope.rator ph~tforn·1s to thf.~ c·u.st(H11er t~rn-)ir-~cd.s in tht~ Si~tTHJ 

n·1anner as d€E~C:Tibe:d previ<.:n.Jsl-y -for the 0th.er tarHfs discussed ~i:.n:-:vf..~~ /':),s vvfth tt"~OSi~ 

other tariffo, diH1:H"ent tariffs and optk,nallV diffarnnt periods d st~ibdity rni9ht ,:,pply 

1 ~ to difforent service kwel,;, ln a :,cenmio such as th,rt d.iscussed in the pHic~1,:ilng 

30 

audio and vkko d,':lta strec:.rns rfaquired for the rnult1cast cvnforence. 

F;gurH 2c shr:,iNS ;,, possible for the st.abifrtv p,·emlun, tariff. This t,Hiff nrnv be 

en-,bo<.lit~d in a Java function mt.iltlc:ast to the ,.isers. Cufve C ls cornmunicated ·to the 

prernitJrn above thH spot price. that fl!s \1vlH reqtxtre uslni~j (~UP..l& C. c:urv~~ 8 is an 

sx.an1p!e ol the stable prh::e chos.':.~n in a particular casn~ C)nce th~~ :~.H;rlcd of $ta.bHity 

e.~:pkes a nevv •One can be bou~;ht at thH pr€n)iurn O\ter the spot price ·at thtrt tinlt~~ 1·0 

the range ot a¢drest;£:s 'for \.•vtiich it app!if:s· to ~1{::r provid~r, it n1av b~~ Tequirt}d for .or~~ 

,iddress {e .. g, for the duration of an lnternet phonr~ call to ;3 slngli:;c person} or- tor a 

ran~3~,: (rf addr€.sses {e~~J. ·i(}{ ;3 v~d€O ccnflH·enct~L Certa~n rh~k··{~V{~.r~~e c~ustnn·1Hrs rn~qht 

k.:.ctll variations in tariff in r(~sponsec to congestion. ln p,m:.:tk:~, this rnl:lchanisrn wiH in 

g£irwral b<.:' c.ornbinNi ,vith other ,(ispi::,nses ·to congestion,. and \.'\<'lth other sources of 

Page 296 of 411



WO 99/65-185 PC'I/Gll99/01173 

16 

congestion \Ai!li in genernl require th€ consent of parties fft both ends r,f the 

trans·mission. c:.on~-;kiedng thn t~ntjr~~ svstern o-f tJ1\':,:. dati~ sourcei net\:\'nrk. and rt)ut~~rs 

~nd thY-~ data receiv.er,. tht~ itnp!erne.ntation ot tln increase in tu.dff {t~k~o tt~rrned here a 

'•'fine") in respons~~ to localiv i:kitected congestion oc:clirs as a last r~ison. Oth<lr 

5 respons0s ~He irnp!ernented first, in thfi fo!iovvinfl numerical order: 

1 .the rH:~tvvork f"l~··rnutf~~ around co:ng·estion 

2 .. t~1e net\ivc-rk borro\r"VS ci~pa.cjtv fron1 !o-vver ie\l~~is ot ser\itc·e {lo\:'"'•ier; in the ~:;(H1text of 

th£i n~!~:vant dfrnension{s} nf Q.oS) inch.iding the best effort serv.ice 

3~the netvvork intrt:H.iu(a:~s €xtra capac!"ty· {poss;b!y autotrH~tticaHv} 

10 41 tht:.: {:nd~systern estabHshl~S that the ctHl~Jt~st!on is Qn thB sh~red nr:.:t~\tork and n(:t 

just on th{~ ,access Hnks or end ~~)/Stt~rn~1 

5, the end--s·)lsV,rn sets OoS rnquirnmerrts to ti "hii;ihi:a-" level !if ci,1:t1;,p,=;,r than the foN, 

for iqnodng congestion (~t the current kNll!) 

6.the end .. systerr; df.,dd~is 11 is {,ssential rn ignore the cong£1stlon, given -iJw ·firw for 

15 doing 

so might be quite r1igh 

7 ,both {al!} {~nd-systems agree to ignorn tl'li"\ congest;on, 

10 ECN sinnaL 

'The last st(~P pdor to proct:.:edh·-iq v·,/ltl·~ ;3 C(H1h€Ct!on and PB}1in9 the prt.nnh .. n11 

notification, or rhrou9h detection of a reievant pararm~:ter sud1 as packet loss, thi:i 

25 customer terminal signa!s thkj fact back to tlw or each other end svstern, In the 

pr~]sBnt exan·1ph1 th·8t€fnrf:", the cih~rit t~JtrnJn~~ti 5 s}u.naJs to th£:: data server 9 th~::.t 

congestion 1s occi..irring. The t1ata serve, is prow<1rnrntKl vv\th rules, vvhlch as at Uw 

CtJstorner n1av bt~ frllpiern{:nt~~}d as an a.g.errt~ •,/vhl";:J1 deterrn~ne the re~-;ponse to such a 

signaL For- f.~xarnph:~ 1• t:rH~ s~rvt'}f" rnav r{:.fuse set\l~C:t1 in these conditions.. As 

30 descdbed prt}Vi<.n.lsly \.:vhh rt~spl~ct to F~9utf: ·1 ,• in th-e pn~sent exarnple tariffs ia-e 

mu!tic;,1st through the n~,tovork from netvvork openitors to the custorrier tennina!s, and 

di.,:1.q;iin9 is ca:nied out using a '··p~~v a:nd dlspiay" procl::lss.. Flgums 4a and 4b ~,ho\ivs 

the obj<:.,cts. used ·to lmplernent the cr1<ciri;iin9 archit1,,eture ln thls case, Finum 4~~ 
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f\.i. That is to s,=rv, thB netl/vork c,per~tor sarnplet, tht1 custorrier't, trnffk oniv 

intermittenth/, P,) c::ontm!s ,'ii·here ln the mitwork measurements are rnacje in order to 

capturn all of any partici.ilt~r custon1er'z traffic. /\ bulk rneasurement turic:tlon, Mn, is: 

nrn.ponsH::le for reporting aggregate tn:iffic: kivds" faS nJf!ech,d in tl-w ,novlng ,:iverage 

tvpk:aliy tie coliected frorn (~ctOi,S th,:i prnvider's don-ialn to a centralised pricin9 

function 1vvhich vvmid be rnplicate,~ for reEabiiityl, P,·,, sf1t:, prices Uikin[i in-to a,xx,unt 

the buSiness rules fn:im the netwt.rk provider's business object, 8,,, as \•veH as the 

Gurrent trattic h~'\.teis r€portt:.~d by tvib ;:u1d pric.lng ·frorn netghbt.HJdn9 prnviders {s~:£? 

1 O bdm,v). The po!idn1; h.inction... F\; .. cornp(,r(,s smr1pk, rneasumments frnrn M,, vvith 

accountln9 ff!l:,sss9es rect~iv~,<.1 at ,~c\, <1S a result of Uie <.:ustorners n1.Nn 

rr~easunJrn~~nts ~ H n f~stab!ishes that th(~ acc.ounts -2'ffn !nsutficient !t rni1;1rrt restr~ct 

S•ervi(>e at th~~ acG~?SS control gatB\lvav .. l~.cs.. ,1r initL:it~~~ sorne othe:r punishrnerit~ 

Encapsutat€d 'JVithin the ~~ccountin~;1 obj~1ct unother poHcdnq object checks the 

·1 () i!ccounts rnatch thr.~ payrnents V\tlthh1 the contracted tlrne for pa\.tflH.:nt .. F:inaHv ... th(~ 

20 !n this exarnph?. the ~~ccount date-1 cot1"1prh~t:s: acco·unt ~dtH"~titv;: b1H record identitv; 

snrvjce type k~k.:ntH-il~r.: sourc~ address; destination adtlr,ess; tariff identit\l; tin1€; 

pavrnent,. 

.25 Figure 6 shovvs the n-w,3surernent rn9ion vvithin proti:icol stacks on thB' 

of lmplernentatkin, a single rm~asurnment point (b) trusted bv both parties may tw 

30 use,L This rninht be irnpi!:lmented, for m<:ampie within a secure rnoduh.i such as a 

crvptograpr1ic card <..in the client terminal. As an alternativfl, n1easurnments may be 
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Fsrotocon fron1 a ·,coHe.cto( Pf(}~}rarrL 

Fi9lut: 7 shovvs tH:3vv the rnain t~dff dett~rrnirn~~d bv the net.vvtffk opt~ra.tor 

bands, DlffBrent tariff band:3 htive ,:frf-fernnt vcli)tlilties, and the custmmir p~ivs a 

prnrnMn for hands 11fferlng greater stabHitv, r~~riffo {'-lr~, cnrrirnunlc:ated to thf, 

custon,m tmrnlna!s usinri a hiernrchv of channels carried by the nt.,twork. ,i\n lnltia! 

contract between a custorner and ,;1 s~rvke prnvider a s-lngk~ channel addre~,s thit 

1 O might typ\ca!ly hold nevv annom1c€rnent~; distdbi..iv,d sonw rrwnths apart (e.,9. for 

iist,,in to for tariffs or for dovvn!o,cidino nevv cede to h;,indie ne.w tarif! structlJt~,s}, Tht~ 

second k,v.el i::h~innels might cie!iver updates hours ,Wi.lrt V,lhich sirnpfy ,'lnnouncf.i trw 

address,~s of third level channels for the rriost volatiiti inl'orrnatlon, Ttwse third level 

1 E-i ck~nnels ff,i:,'{ carry updtites :f.H intervals cf iess than a second, Prkcs to, manv 

into ;~ sir~q.!t~ rJ·-~annt:H in rnor.e t~tabh~::, _pednds, 

Tabh:~s ·1 to 7 be!D\:'\~ !ist Jav<.~ sotffce c:od~$ used tf~ .irr1p:len·1Bnt t\..-vo different 

10 tariffs, 

system. Table 2 sh(r\NS r1 linear tadH aiq1:irithrn,. in vvhkl'l the tariff depl':nd;; tm Hm 

total of trw packets sent end packets rnceived by t.he custorner to9(;th{,r \1Vith a 

congestion parnmet,}r. Tnbie :3 ~~h(i'->V$ the code to, generating the ctmtorm:r d,spi,~y 

operator's server, T$bh~ 5 shows ,':in exponential tariff ~,lgorithm, Tabl0 6 ntirn~r(~tes 

tht~ custonH,lf display eind Table 7 the open:1tr}r display for the ioiXponentid tariH 

can be tailormj to the ftKJuiren,ents of th~, particular tariff, tmd can be mfopted ,'W the 

30 ta:rlff changes .. 

Ahhouoh th,,; exarnples so fo, described h(,ve bei:.:n in the context crf 

fed.erated packt.:t dati:~ netvvo-rks~ such as th•e !nternet_. rnany asp~JGt~ r.:f thli inventinn 

can also h-n us-ed ~v~th adv-.an·tage in ottH:a- typ€s o'f nBt\:vork) ~;uch BS in u cin::wit, 
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Page 302 of 411



1 (} 

Hi 

22 

// Gener~ned by Together 
pad<,~o~~ corn, bt.jungl€i,lsrna,chm1iin9,pricing; 

/' "'This establishes thf-, operations used for 
communlcaticm between the ~ •. istom~ir system 
;=:ind the downlm.H:!ed (~lQotiti,m, 
@author Mikf, Rizzo" i 
pub!k inrnd::K::,i Tariff { 
Jv.Jrnpr:-ni::n8t getGU!t ); 
Float qetPdcr~ Gnt pk.in) int pk out, int r:rtg} ;. 
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23 

frnport c1:,rn. sun,java,sv;<lng.JCornponent; 
lmpmt con-'l.sun.java.s\\ilng,JT extHe!d; 

public class Um,;:1rl-\lgorlthn, implements Tadtt { 
private -noat rat!:l; 
prhH~te UmmrAlgQdthnDlsp!<~Y displav; 
puh!lc UnearAlgorithn-i ( ) { 

display ::: ntr\.V LH)0tH AlDOf~thtJi[)\spli:P{ [ )~ 

setRate (new Float(! l}; 

public f!mH 9etPrice \int pkin .. int pk.out .. int cnfi) { 
returri (!>kin + pk.out + cn91 " rate; • 

} 
pubHti ~JCnrnpon~nt get{3lq{ } { rettu--ri display.: } 
pqbHc voitj setRaH.: {Fkii:it O { • 

rnte '" f.fhxrtVah..i(i{ ) 
display~s{:tFh.rt~: {r-:.rte) ;. 
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5 

rn 

30 

import eom.sun,jav;,i,svving,JPane!; 
import oorr,, sun. jav a. swing ,JT r:::xtHf.,.kl; 
import 1::11rn.$i.m .. jm1sLsvving.Box; 
impnrt com.,sun.java. swin9,JL.abel; 

public class Un,c,;;ir.AJ!;1nrithrnDisp!av extends Jpane! 
privat~~ JTex:tFe!d tfRate "' new· JTextHeld (4}: 
public Unea,.i\lgorithrnDisplay ! l f 

} 

Box hbox ::: 80>~. Grf~:.:~tt~~ior"i~:(:ntai:Bo>~ ( ; 
hbox~<~dd (Box.(:rt:~atel-iorizont;::~!Gh.Je { }} 
~~bo;-.cadd {n(~\.~ Jiab~d r~.Rate~ :'}L 

hbox.i.~dd {80::,:.cn~,;it,,Horlznnta!Gkm( }}; 
~~bO,)~.{td(! {·ttRati~~); 
tfR~'lte.,setEditabk: !fo!se); 
hbo:icadd (Box.crnateHorizc,nttllGkw! l} 
vbox .. add (hbox); 

pi..ihilc void ~,etR<~te {float f} , 

tfRate.s&tTf.ixt {Strin:::;i,v.,lueOf (fl); 
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'lO 

15 

2t} 

30 

3'5 

40 

50 

25 

i/ Gern.m,,iuid bv Tri£ie:ther 
packag(s ,:1!uorlthms,!lnear; 

!rnpN-t com,sun,Java,svving, "'; 
imi:~ort j;:lva,avvt,event- ~; 

inwort corn,bLjun!JkUsrna,d1arging,pridng ,prnvid~ir, ""; 
import com,bt.juiwle.utiL "; 

puhlk:: d~ss Uneml>..lgorithmGU! extendt, ,Jpr;ru,il i 
pt"h1ate ,iTex:tFieid tffa_tk • new JTextHeid { t 
private TunlngMe~;s,jgeUstener tuninqfv1essc.i9eUstener.: 
private fina! slt{tio Strlr;g DEFi\ULT __ H/,.TE "' "·1,0" .: 
public Unf,arAlt;ir:irithmCUi {Tunln£1fvkrssagf.:Ustenm trnn 

wnin1;iMe~,s,c19eListem,r "' tn,!_:-
tf Ratt,,setText (DEFAULT_ R.ATE:l; 

8,.;x hbox "' Box,cn:,ateHGri-,'.i::•nt;,iL8ox 1 l; 
bb(>X,add {new J!abe! /''Rate; 
!1box .. add {Box,cn.,atf.J--iorirnntalG!ue{ ) ):. 
hbox.add (tfffarni: 
hbox ,add (Box,tteati;;Horlzonta/Gh.ie ( ) ) ; 
hbox,add lhboxl; 

.JButton b Transrr~~t ::: ne~v- JButton ('l~r~nsn1\f'i); 
b Tri~ nsrnj t ~ atld>~ ctionl:istt:ntir { 

new Acticnlit,ttm,H" { ) { 

} 

public ,toiti actionP•erforrned i/\r:t~t'::nEv"t~nt ~~) 
tr;}nsmit i l :. 

hbox :::::: Box~createt1Grizonta!Hox( ); 
hbox.'-~dd. lBox .. crnateHorizontalGiud )l; 
hb(JX.add (b--rr.::;u-u~n·frt}; 
hbox~add {Box~Ct{:ate~·!od~~onta!(3iuei }l; 
'./bo.::icadd {hhox}; 

void tra·nsrnjt { ) { 

try t 
F!n;~t f '" new Hoat (tmate,getT ext{ )L 
Object args t l '" fl~lW Object 1 ·1 L 
Args !OJ '" f_: 
T unh19 f\A~}s·sa9i~Li.ste:rh1r ~ rH1tH ~,., { 
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5 

26 

} 
catch fExu.iption ~,) t 

e.printStackTrace 1 i; 
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10 

30 

35 

27 

import c<m).son,jav;:i,swlng,JComponent; 
lmport com,sun . ._java.svving,JTextHe1d.: 

pub!lc class bpAloorithm fmp!ements tarltf { 
1:iriv,:it~ floa-t rnin; 
prhnrte float b:;1se; 
prh1.:itt-) t!oat divisor; 
private ExpAtgorithmDisplay display( ); 
public Exp_.1\J[prit.hm( l { 

} 

dispiay "' ne\v f:_>;pAlgorithrnDispk~v ( }; 
St~tfvHn {ne~~ F·!Otlt { 1 n; 
setB.ast~ {nr~~~- FJoat (2}); 
setl)ivisN (n.e1t,t Float ('lOl); 

public float get.Price Ont pkin, int pk<H.rL int mg) 
retum rnln -,- (Hoat)rnath,po,.v ibas.e,/pkin + pk out+ en1:il/dh1ism'}.: 

l 
$' 

puhfo:: JCornponen-t i;wtGU!( ) {return di~;piay; } 
puhlic voki s~,t~-Aln fflm:it t} { 

l 
.l 

rnin "' <'Jkwt\/alue( L 
disph~y <setfv1i.rdrnin); 

public vold set8aM, ffh::i.at 0 

' J 

bas~~ ·=== f ~ floiit\/a!uei b 
tHspJ~1y . .setBc1set:b::.~se"}; 

public void sic,t Divisor (float fl 
base· :;:;: ·f ~ flo.;~t \/ ~~iuB { } :: 
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20 

lmp1:irt jmn:i,awt..GridLayout: 
knpott corn,sun.jav,~.sv,1ing JPanel; 
frnpiJtt com. sun .. jav~i,swinG .. JTe:df fefd: 
imtWt't eom,sun.ji:lva.svvinq .Box; 
import com.sun.java.zvvir;g.JLabet; 

public das$. Expl\lgorithmDisp.!av extem:hs: Jpan<:.:! 
pdv~te )Label tfDisplay ::: n<c:'-N JLdxif ( i; 
pdvate float rnin, b~,se, div; 

// 

} 

add (tfDi~;plavl; 
tf Display. setEdhabi~l (false); 

updat~Di.sptay { ·t: 

ptivate vold urxfateD,spkrv { l { 
tfDtsp!t:v~setT'ext l~~pric~ ~~~ 

25 ~, ••• {{pk"1n•+pkout~1~·cng}/"'' + div +'\}~:lf 
+- rnin 

30 

} 
piibllc void settv1in (float fl 

tTlir'l "". f; 
updateDlsp!av ( L 

} 
pub!k: vo)d sctB.;=;,se (f!o.,.it fl 

bas" "' t; 

public '\lOid ~,ftDlvjsor !float n 
div :::::: f.: 
updateDlsplay I l; 
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20 

30 

35 

40 

4-5 

50 

hnport jawuiwLGridLay(i(rt; 
i.mµort com, sun,jav~i.svving. ·•; 
h'riport java,a\:11·./t~evl~nt. ·~·; 

.29 

im1Jort corn ,bt.jqng!e.!srna.charging,pricing ,provii::kir, *; 
import c-orr1.,bt_jun9!e. utiL -~ _: 

public class ExpAig,xithrnGU! t~}dends Jparn::d { 
private .JTextFk,ld tHv1in "" n~w JTextFiekl ( ); 
private JTi~xtFiek! tf8ase "' nevv JtextFhdd ( t 
private JTe::<tFie!d tfDiv1sor ,,, new ,ffextFie!d ( l; 

pt·hiat(::: Tuningfv1es~HJ98Listaner tunin9fV1essa9eLlt~tEHli:~t·;. 
private final static Strin;;l DEFAULT __ MlN ,,,_ "1.0''; 
prh>'ate final static Strin9 DEFAULT ___ Bt\SE .,,, "2.0"; 
p.tivate final static String DEPAULT __ rnv " "10,0",: 

pub!ic Exp.Al9(.Hithn·1GUl (Tuningl'--AessageUsnm~n tmH 
t1...min9M~issaf1sUste.net ,,, trn!; 
tffvlin.rstText {DfflUJLT ___ MlNL 
ttBase .. set~rext {DEF.ALJL·r~--Bi\~;(]; 
tfDivisor:setT-ext 10EFt\ULT __ DlV): 

Jpane1 parh'~i ::·:: ne\lv ~JParH.:"i (new CiridLayout !3 12}}; 
paneL,~tM (new Jlabi:;l {"Minirnum")); 
paneUidd {tfl\Ain); 
tfMln,addAcri:::inUsten(~r ( 

\' J>' 

new i\ctionUst~ni:,r { ) 

} 

public: void actionPerformed UktionEvent d { 
tninsmit ("SetMin", tfMin).: 

paneU.idd (new .JLabel t"Bas0"}}; 
p.anel,add (tfB;_~s~,} 

ti'Bm,e.m:idAGtionUstener ( 
n~w ActwnL1stenJ,r ( } 
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5 

lO 

15 

20 

25 

30 

}; 

30 

public vold actlonPedonned UktionEv·ent e) 
transrnit {nsetBase:•:, tf:Base).: 

pam:Ladd {nm,v JLabe! ("Oivisnr'')); 
paneLatid !tfDivlsor); 
tiDivism,addActionUstener ( 

new /s,.ctionListne·r f } { 
Plib!k: \.H>icl ,~ctionPerfonmid (ActionE:vent 1:d 

tr~~nsrnit { :•: seti)h.dsor 1
•:., tf.CJhiist::r}; 

add (vboxl 

void transmit {Strin1:i rn, JTextF1{~ld tfl { 
try { 

F!n.:=rt f :-:-=· ne\l\i F!~Jat {tLfJ~itT~;xt { })~ 
Object args ! ] ~, now Obii;,ct !1]; 
arg~~ (OJ :::: f;. 
turlingf-llessa;_1e Lis ten er .. n i)tify( 

n(~W Invocation ;rn .. args) 

c.atdt {E:,;·ception d 
t;,pdntStackTrace l l.: 

Page 311 of 411



31 

·1 . /\ method of operafa19 a conirnunkations n(;;:twork, including auromaticdiv 

rn 

10 
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32 

terminal; and 

'J 1, A rneth<.Kl 

·1 fi notification siqna\ tG the data soun:;e, 

20 

tmmimil lncludlng: 
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to vary a tariff for netvvork uss~11:: by the customer termlnaL 

5 

steps in sequenc.e: 
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6c150dbecf6e07 e6e926c4953d9f7fa59641 

9ee3 

Warnings: 

Information: 

8969766 

5 Foreign Reference RALE_Foreign_Ref_2C.pdf no 61 
8a08a661 fed bS 7f7 cS 63 ba4 98f4 98bb23 09c 

2fc6 

Warnings: 

Information: 

12405145 

6 Foreign Reference RALE_Foreign_Ref_2D.pdf no 79 
775980dffc4fd87b 178f1 06d99003d7a52dd 

aca2 

Warnings: 

Information: 

2436174 

7 Foreign Reference RALE_Foreign_Ref_2E.pdf no 21 
c0f643662921 a 19d681 c882cd985d04b783 

7a8bd 

Warnings: 

Information: 

219474 

8 NPL Documents RALE_NPL_Ref_2F .pdf no 6 
ebce 1 f8721 fl fe65 6f69a3905 f36d 944 f0f57 5 

a4 

Warnings: 

Information: 

682711 

9 NPL Documents RALE_NPL_Ref_2G.pdf no 77 
8ee373cfd5a9d752aae23b4ea2fc1 el 2b94C 

497c 

Warnings: 

Information: 

137925 

10 NPL Documents RALE_NPL_Ref_2H.pdf no 8 
312ccdc04271430ed42b709573c01 05d485 

99e5d 
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Warnings: 

Information: 

1378815 

11 NPL Documents RALE_NPL_Ref_2l.pdf no 17 
1 d 1 b86ccc61 e4d602380d993e456184972C 

eab8b 

Warnings: 

Information: 

1319237 

12 NPL Documents RALE_NPL_Ref_2J.pdf no 5 
50d69a59a8af2531967879de03d70ef081 ct' 

4612 

Warnings: 

Information: 

384366 

13 NPL Documents RALE_NPL_Ref_2K.pdf no 23 
ca4acdc0719ea 1636b3d667 e2aafd3397df 

a7ef 

Warnings: 

Information: 

3636374 

14 NPL Documents RALE_NPL_Ref_2L.pdf no 15 
8440928107fdb5d75ce06783a2192520dc5 

45702 

Warnings: 

Information: 

887279 

15 NPL Documents RALE_NPL_Ref_2M.pdf no 111 
5a30977 e 77dc57a 16d92c2240fea93e2452 

99f94 

Warnings: 

Information: 

2190991 

16 NPL Documents RALE_NPL_Ref_2N.pdf no 219 
8ba9616337a9da73d1158dfaec561 ac7bc2 

3b576 

Warnings: 

Information: 

22848329 

17 NPL Documents RALE_NPL_Ref_2O.pdf no 262 
5dfb6b37b9bdba2974aea 1 fl 643a2cc9b91 

29f17 

Warnings: 

Information: 

496028 

18 NPL Documents RALE_NPL_Ref_2P.pdf no 35 
a267ff1 2b9b336818993ff8b85da8e35a570 

8cc5 

Warnings: 

Information: 

1970806 

19 NPL Documents RALE_NPL_Ref_2Q.pdf no 10 
2398c7 ca4 75eec3e037b4ad60021644397a 

754ed 
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Warnings: 

Information: 

347340 

20 NPL Documents RALE_NPL_Ref_2R.pdf no 11 
e87bfc75fa6949a4c1 ea09d431 b076cdc1 bS 

5249 

Warnings: 

Information: 

Total Files Size (in bytes) 70292325 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/694,455 Art Unit: 2447 

Filed: January 27, 2010 Docket No.: RALEP027 

Title: DEVICE ASSISTED SERVICES INSTALL 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 

This Information Disclosure Statement is being filed (1) with the above-referenced 

application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP027). 

Application Serial No.: 12/694,455 
Attorney Docket No. RALEP027 
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10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/694,455 
Attorney Docket No. RALEP027 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/694,455 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

01/27/2010 

Title:DEVICE ASSISTED SERVICES INSTALL 

Publication No.US-2010-0198939-A 1 
Publication Date:08/05/2010 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. ~Sl1:fM[;3.~~CJ'JER FOR PATENTS 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Gregory G. Raleigh RALEP027 
CONFIRMATION NO. 6047 

PUBLICATION NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~!llml ~] 111111111111111 IIII IIII 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. ~Sl1:fM[;3.~~CJ'JER FOR PATENTS 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

12/694,455 01/27/2010 2447 1844 RALEP027 32 3 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

CONFIRMATION NO. 6047 

UPDATED FILING RECEIPT 

111111111111111111111111]~!1]!~1!~1!~1!111HHH11 IIIII IIIII IIIII 11111111 

Date Mailed: 04/26/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Gregory G. Raleigh, Woodside, CA; 

Assignment For Published Patent Application 
HEADWATER PARTNERS I LLC, Woodside, CA 

Power of Attorney: The patent practitioners associated with Customer Number 21912 

Domestic Priority data as claimed by applicant 
This application is a CIP of 12/380,780 03/02/2009 
and claims benefit of 61/206,354 01/28/2009 
and claims benefit of 61/206,944 02/04/2009 
and claims benefit of 61/207,393 02/10/2009 
and claims benefit of 61/207,739 02/13/2009 
and claims benefit of 61 /264, 120 11/24/2009 

Foreign Applications 

If Required, Foreign Filing License Granted: 02/05/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/694,455 

Projected Publication Date: 08/05/2010 

Non-Publication Request: No 

Early Publication Request: No 
page 1 of 3 
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Title 

DEVICE ASSISTED SERVICES INSTALL 

Preliminary Class 

709 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/694,455 Art Unit: 2447 

Filed: January 27, 2010 Docket No.: RALEP027 

Title: DEVICE ASSISTED SERVICES INSTALL 

RESPONSE TO NOTICE TO FILE MISSING PARTS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 
This is a Response to Notice to File Missing Parts mailed February 16, 2010. 

Application Elements: 
[8J Declaration 

[8J Newly executed (original or copy) 
D Copy from a prior application (37 CFR l.63(d) for a continuation or divisional). 
The entire disclosure of the prior application from which a copy of the declaration is 
herein supplied is considered as being part of the disclosure of the accompanying 
application and is hereby incorporated by reference therein. 

D Deletion of inventors Signed statement attached deleting inventor(s) named in 
the prior application, see 37 CFR l.63(d)(2) and l.33(b). 

Accompanying Application Parts: 
D Information Disclosure Statement with Form PTO/SB/08 D Copies ofIDS Citations 
D Preliminary Amendment (New claims numbered after highest original claim in prior application.) 

D Return Receipt Postcard 
D Copy ofNotice to File Missing Parts ofNonProvisional Application 

D Other: 

Attorney Docket No. RALEP027 Page I of2 
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Amendments 

D Cancel in this application original claims _____ of the prior application 
before calculating the filing fee. (At least one original independent claim must be retained.) 

Fee Calculation (37 CFR § 1.16) 

Small Entity Large Entity 

Rate Fee Rate Fee 

Filing Fees x$165 ~ $ OR X $330 ~ $ 330 

Search Fees X $270 ~ $ OR X $540 ~ $ 540 

Examination Fees X $110 ~$ OR X $220 ~ $ 220 

CLAIMS Filed. Extra 

Total 32 Less 20 12 X $26 ~ $ OR X $52 ~ $ 624 

Independent 3 Less 3 -0- x$110~$ OR X $220 ~ $ 
Multiple Dependent Claims I -0- x$195 ~$ OR X $390 ~ $ 

Declaration and Surcharge Fee X$65 ~$ OR X$130~$ 130 

TOTAL TOTAL 1844.00 FILING FEE$ FILING FEE$ 

D Applicants petition for an extension of time to respond under 37 CFR § l.136(a) as follows: 
SMALL ENTITY LARGE ENTITY 

Rate Add'l Fee Rate Add'l Fee 
D Extension for Response within FIRST month X $65 = $ OR X $130 = $ 
D Extension for Response within SECOND month X $245 = $ OR X $490 = $ 
D Extension for Response within THIRD month X $555 = $ OR X $1110 = $ 
D Extension for Response within FOURTH month X $865 = $ OR X $1730= $ 
D Extension for Response within FIFTH month x$1175=$ OR X $2350 = $ 

0 Check No. for $ ___ is enclosed. 

General Authorizations 
[8J Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for 
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under 
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. RALEP027). 
[8J The Commissioner is given general authorization to charge any fees or to credit any overpayment 
during the pendency of this application to Deposit Account No. 50-0685 (Order No. RALEP027). 
[8J Please send correspondence to the following address: 

Date: April 15, 2010 

Attorney Docket No. RALEP027 

Customer No. 21912 
VANPELT,YI&JAMES LLP 
10050 N. Foothill Blvd. 
Suite 200 
Cupertino, CA 95014 

/Michael J. Schallop/ 
Michael J. Schallop 
Registration No. 44,319 
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DECLARATION AND POWER OF ATTORNEY 
FOR ORIGINAL U.S. PATENT APPLICATION 

Attorney's Docket No. RALEP027 

As a below-named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe that I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint 
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on 
the invention entitled: DEVICE ASSISTED SERVICES INST ALL, the specification of which, 

(check one) 1. D is attached hereto. 

2. [8J was filed on January 27, 2010 as 
U.S. Application No. -~1=2~/6~9~4~4~55~-------
and was amended on ______________ _ 

3. D was filed on __________________ as 
International PCT Application No. _________ _ 
and was amended on ______________ _ 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
claims, as amended by any amendment referred to above. 

For Assigned Inventions: I understand that the purpose of making this appointment is to permit prosecution of patent 
applications for the above-identified invention for the benefit of my assignee, and that this appointment does not 
create an attorney-client relationship between me and these appointees. 

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States code, § 119(a)-(d) or § 365(b) of any foreign 
application(s) for patent or inventor's certificate, or§ 365(a) of any PCT International application which designated 
at least one country other than the United States, listed below and have identified below, by checking the box, any 
foreign application for patent or inventor's certificate, or PCT International application having a filing date before 
that of the application on which priority is claimed: 

Prior Foreign Application(s) Priority Benefits Claimed? 

OYes ONo 
(Appl. No.) (Country) (Filing Date) 

I hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed below: 

Prior Provisional Application(s) 

61/206 354 
(Application No.) 

61/206 944 
(Application No.) 

1/28/2009 
(Filing Date) 

2/4/2009 
(Filing Date) 

Atty. Dkt. No. RALEP027 
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61/207,393 2/10/2009 
(Application No.) (Filing Date) 

61/207 739 2/13/2009 
(Application No.) (Filing Date) 

61/264 120 11/24/2009 
(Application No.) (Filing Date) 

I hereby claim the benefit under Title 35, United States Code,§ 120 of any United States application(s), or§ 365(c) 
of any PCT International application designating the United States, listed below and, insofar as the subject matter of 
each of the claims of this application is not disclosed in the prior United States or PCT International application in 
the manner provided by the first paragraph of Title 35, United States Code, § 112, I acknowledge the duty to 
disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56 
which became available between the filing date of the prior application and the national or PCT international filing 
date of this application: 

Prior U.S. Application(s) 

12/380 780 3/2/2009 PENDING 
(Application No.) (Filing Date) (Status - patented, pending, abandoned) 

And I hereby appoint the attorneys and/or agents associated with Customer No. 21912 as my principal attorneys to 
prosecute this application and to transact all business in the Patent and Trademark Office connected therewith: 

Please Direct all Correspondence To: 

Direct Telephone Calls To: 

Customer No. 21912 
VANPELT, YI & JAMES LLP 
10050 N. Foothill Blvd., Suite 200 
Cupertino, CA 95014 

Michael J. Schallop at telephone number (408) 207-4762 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge that 
willful false statements and the like so made are punishable by fine or imprisonment, or both, under section 1001 of 
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the 
application or any patent issuing thereon. 

Full name of sole 
or first inventor 

Signature of sole 
or first inventor 

Residence: City 

Mailing Address 

Date: 

Woodside State: CA Citizenship: US 

2995 Woodside Road, Suite 400, Woodside, CA 94062 

2 Atty. Dkt. No. RALEP027 
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Electronic Patent Application Fee Transmittal 

Application Number: 12694455 

Filing Date: 27-Jan-201 0 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Michael J. SchallopNeronica Pula 

Attorney Docket Number: RALEP027 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 330 330 

Utility Search Fee 1111 1 540 540 

Utility Examination Fee 1311 1 220 220 

Pages: 

Claims: 

Claims in excess of 20 1202 12 52 624 

Miscellaneous-Filing: 

Late filing fee for oath or declaration 1051 1 130 130 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1844 
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Electronic Acknowledgement Receipt 

EFSID: 7429655 

Application Number: 12694455 

International Application Number: 

Confirmation Number: 6047 

Title of Invention: DEVICE ASSISTED SERVICES INSTALL 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP027 

Receipt Date: 16-APR-2010 

Filing Date: 27-JAN-2010 

Time Stamp: 17:03:12 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1844 

RAM confirmation Number 3584 

Deposit Account 500685 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

83572 

1 Miscellaneous Incoming Letter 
RALEP027 _Response_to_Missin 

no 2 
g_Parts.pdf 

0 7824 77 cb06fd 2d 77 e4ce8622 09 7 64 f2 6c 7( 
SeSb 

Warnings: 

Information: 

2 Oath or Declaration filed 
RALEP027 _Declaration_POA. 

pdf 

452757 

no 2 
7cbe44296822606118e091 a46f8de1 ebe98 

03c75 

Warnings: 

Information: 

38019 

3 Fee Worksheet (PTO-875) fee-info.pdf no 2 
c4d741 c78504983de69d423f0cbef631 fd3a 

6257 

Warnings: 

Information: 

Total Files Size (in bytes) 574348 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
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DEVICE ASSISTED SERVICES INSTALL 

CROSS REFERENCE TO OTHER APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, and U.S. 

Provisional Patent Application No. 61/264,120 (Attorney Docket No. RALEP027+) entitled 

DEVICE ASSISTED SERVICES INSTALL filed on November 24, 2009, which are 

incorporated herein by reference for all purposes. 

[0002] This application is a continuation in part of co-pending U.S. Patent Application 

No. 12/380,780 (Attorney Docket No. RALEP007), entitled AUTOMATED DEVICE 

PROVISIONING AND ACTIVATION, filed on March 2, 2009, which is incorporated herein by 

reference for all purposes, and which claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, and U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, which 

are incorporated herein by reference for all purposes. 
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BACKGROUND OF THE INVENTION 

[0003] With the advent of mass market digital communications, applications and content 

distribution, many access networks such as wireless networks, cable networks and DSL (Digital 

Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution­

Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless 

Fidelity) becoming user capacity constrained. In the wireless case, although network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being 

deployed in the future, these capacity gains are likely to be less than what is required to meet 

growing digital networking demand. 

[0004] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user compared to wireless, wire line user service consumption habits 

are trending toward very high bandwidth applications and content that can quickly consume the 

available capacity and degrade overall network service experience. Because some components 

of service provider costs go up with increasing bandwidth, this trend will also negatively impact 

service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] Various embodiments of the invention are disclosed in the following detailed 

description and the accompanying drawings. 

[0006] Figure 1 illustrates a wireless network architecture for providing device assisted 

services (DAS) install techniques in accordance with some embodiments. 

[0007] Figure 2 illustrates another wireless network architecture for providing DAS 

install techniques in accordance with some embodiments. 

[0008] Figure 3 illustrates a flow diagram for DAS install techniques in accordance with 

some embodiments. 

[0009] Figure 4 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. 

[0010] Figure 5 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. 
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DETAILED DESCRIPTION 

[0011] The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0012] A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details 

are set forth in the following description in order to provide a thorough understanding of the 

invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0013] Device assisted services (DAS) install techniques are provided in accordance with 

some embodiments. In some embodiments, DAS install techniques for providing service 

processors for mobile devices are provided. In some embodiments, DAS install techniques for 

downloading/installing new and/or updated service processors for mobile devices are provided. 

In some embodiments, DAS install techniques for providing verified service processors for 

mobile devices are provided. In some embodiments, DAS install techniques for providing 
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secured service processors for mobile devices are provided. In some embodiments, DAS install 

techniques include providing a generic first version service processor for downloading and 

installing a second version service processor. These and other DAS install techniques are 

described herein with respect to various embodiments. 

[0014] Figure 1 illustrates a wireless network architecture for providing device assisted 

services (DAS) install techniques in accordance with some embodiments. As shown, Figure 1 

includes various wireless communications devices 100 ( e.g., a mobile wireless device or an 

intermediate networking device) in wireless communication with central provider access and 

core networks 210. As shown, some of the devices 100 include service processors 115. For 

example, devices 100 can include various types of mobile phones, PD As, computing devices, 

laptops, netbooks, tablets, cameras, music/media players, GPS devices, networked appliances, 

and any other networked device. In some embodiments, intermediate networking devices, as 

described herein, include a service processor or assist in the downloading of a service processor 

for one or more devices 100 to facilitate network access as described herein with respect to 

various embodiments. In some embodiments, a device 100 does not initially include a service 

processor (as shown in Figure 1). In some embodiments, a service processor 115 is previously 

installed ( e.g., during manufacture or distribution), or is downloaded and installed on a device 

100 ( as also shown in Figure 1 ). 

[0015] In some embodiments, the wireless communications device is a mobile 

communications device, and the service includes one or more Internet based services, and the 

mobile communications device includes one or more of the following: a mobile phone, a PDA, 

an eBook reader, a music device, an entertainment/gaming device, a computer, laptop, a netbook, 

a tablet, and a home networking system. In some embodiments, the wireless communications 

device includes a modem, and the processor is located in the modem. In some embodiments, an 

intermediate networking device includes any type of networking device capable of 

communicating with a device and a network, including a wireless network, example intermediate 

networking devices include a femto cell, or any network communication device that translates 

the wireless data received from the device to a network, such as an access network. In some 

embodiments, intermediate networking devices include 3G/4G WW AN to WLAN 
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bridges/routers/gateways, femto cells, DOCSIS modems, DSL modems, remote access/backup 

routers, and other intermediate network devices. 

[0016] In some embodiments, there are at least two versions of a service processor. For 

example, a first version service processor can be a generic version of a service processor version 

that can be pre-installed during manufacture or distribution and used for downloading a second 

version service processor. For example, the first version service processor can be a generic 

version that is not specific to a device group while the second version is specific to a device 

group. As another example, the first version service processor installed during time of 

manufacture or during device distribution may not contain all of the functions that are available 

for a permanent second version service processor that is installed when the device first connects 

to a network. As another example, service processors can be regularly updated to change the 

security parameters of the software, such as software signatures, encryption, obfuscation, secure 

query response sequence information, and/or other parameters, so that it becomes more difficult 

to hack or otherwise modify the software. As another example, the second version service 

processor can be uniquely associated with the device 100 ( e.g., wireless communications device 

or an intermediate networking device) and the associated service plan and/or service provider. In 

some embodiments, a first version service processor is installed on a device 100 (e.g., service 

processor 115 installed on the device 100 can be a first version service processor that was 

previously installed during manufacture or distribution, or downloaded and installed during 

initial network access, as shown in Figure 1). In some embodiments, a second version service 

processor is installed on a mobile device ( e.g., service processor 115 can be a second version 

service processor that was previously installed during manufacture or distribution, or 

downloaded and installed during initial network access, as shown in Figure 1 ). 

[0017] In some embodiments, a new and/or updated version service processor 115 can be 

downloaded from, for example, a service processor download 170, as described herein. In some 

embodiments, the service processor download 170 provides a function or service that is located 

elsewhere in the network or partially located in elsewhere or integrated with/as part of other 

network elements ( e.g., the service processor download 170 can be a function/service of service 

control 150 and/or service policies and accounting 165). In some embodiments, the devices 100 

are in service control communication with service control 150 via central provider access and 
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core networks 220 as shown in Figure 1. Service policies and accounting functions 165 are also 

provided in communication with the central provider access and core networks 220 as shown in 

Figure 1. In some embodiments, the service policies and accounting functions 165 provides a 

function or service that is located elsewhere in the network or partially located in elsewhere or 

integrated with/as part of other network elements ( e.g., the service policies and accounting 

functions 165 can be a function/service of service control 150). 

[0018] In some embodiments, the devices 100 network access is initially restricted to 

service control related access for service processor 115 verification and/or download(s)/update(s) 

( e.g., a first version service processor installed on the mobile device 100 can limit or direct 

network access to the service control 150, service processor download 170, and/or service 

policies and accounting function 165), as described herein with respect to various embodiments. 

In some embodiments, after this initial restricted access period is completed and/or if the service 

processor 115 of the mobile device 100 is verified for the device and is current/updated, the 

device 100 can communicate via the central provider access and core networks 220 to the 

Internet 120 for access to various Internet sites and/or services 240 as shown in Figure 1 ( e.g., 

Google sites/services, Yahoo sites/services, Blackberry services, Apple iTunes and AppStore, 

Amazon.com, FaceBook, and/or any other Internet based sites and/or services) based on, for 

example, the service plan associated with the device 100. In some embodiments, service usage 

information ( e.g., based on network based CD Rs or device generated CD Rs, such as micro­

CDRs generated by the service processor 115, and/or other service usage measures) are used for 

service control and/or service plan billing and reporting, as described herein with respect to 

various embodiments. 

[0019] Those of ordinary skill in the art will appreciate that various other network 

architectures can be used for DAS install techniques, and Figure 1 is illustrative of just another 

such example network architecture for which DAS install techniques described herein can be 

provided. 

[0020] In some embodiments, Figure 1 provides a wireless network architecture that also 

supports partitioned device groups, in which each device group can be provided independent and 

secure management. In some embodiments, partitioned device groups are provided. In some 
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embodiments, each partitioned group of devices ( e.g., mobile devices 100) can be uniquely 

managed with secure admin log-ins. In some embodiments, the partitioned device groups are 

securely managed using the service processor 115 installed on the devices 100 for that device 

group. In some embodiments, multi-device, multi-user accounting is provided. In some 

embodiments, capabilities are provided to support multi-party/multi-service reconciliation 

records to carriers and carrier partners. In some embodiments, service usage and profitability 

analytics are provided. For example, a partitioned beta test group of devices can be tested and 

optimized for various service usage policies and/or service plans, and then the optimized service 

usage policies and/or service plans can be published to an entire or larger device group. In some 

embodiments, a carrier can be provided a carrier branded device group, and/or a MVNO can be 

provided a MVNO branded device group. 

[0021] In some embodiments, DAS install clients ( e.g., bootstrappers for devices 100) 

are provided. In some embodiments, a first version service processor provides DAS install client 

function that facilitates a bootstrapping function for downloading and installing a second version 

service processor. In some embodiments, DAS install clients are provided for 

creating/downloading and installing a verifiable service processor for each device ( e.g., a 

network capable device, such as a mobile wireless communications device or intermediate 

networking device). In some embodiments, a DAS install client downloads a uniquely secured 

service processer for device 100 (e.g., hashed/encrypted, such as based on device credentials, to 

prevent, for example, mass hacking or other security vulnerabilities, and/or a signed interface 

between the service processor and modem). In some embodiments, a non-advertised IP address 

allocated for each device group is rotated ( e.g., to counter denial of service (DoS), distributed 

denial of service (DDS), and/or other types of attacks and/or vulnerabilities or exploits), and 

service processors are configured with multiple IP addresses for service control access ( e.g., for 

secured network communication with service control 150 and/or service policies and accounting 

165). 

[0022] In some embodiments, DAS install techniques include one or more of the 

following operations. First, in some embodiments, whether a device is in a device group or list 

that includes an installed, up to date, and/or validated service processor is determined ( e.g., 

verify that SIM, ESN, or other unique device identifier is registered, such as in a Home Location 
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Register (HLR)/Network Information Repository (NIR) database or other authorized data store, 

as associated with service settings/policies for that device for service access and send its 

associated Charging Data Records (CDRs) to the service controller). Second, in some 

embodiments, if the device does not have an installed, up to date, and/or validated service 

processor, then the device is directed to, for example, an activation server to, for example, 

authenticate the device and/or verify a service processor for the device ( e.g., ensure that a current 

and verified service processor version is installed and/or download a current and verified service 

processor version for the device). 

[0023] For example, a DAS install client can be downloaded and installed ( e.g., using 

various bootstrapping techniques, in which, for example, during the installation of the service 

processor software it is sometimes necessary to update the installer or package manager itself, by 

using, for example, a small executable file, such as a bootstrapper, that updates the installer and 

then initiates the new/updated/second version service processor installation after the update, and, 

in some cases, the bootstrapper can install other prerequisites for the service processor software 

during the bootstrapping process as well; and using network access to a download server, and/or 

from a website, including, for example, service processor download function 170) that allows for 

secure connection from the device ( e.g., mobile device 100) to a secure download server ( e.g., 

service processor download 170). In this example, support for a configuration of the device can 

be determined, such as through a device query or device download of client verification software 

can be used to verify the device hardware/software configuration). In this example, a user/device 

validation step can also be performed. For example, an authorization process for a user sign-up 

can be performed ( e.g., based on a user name, MAC address, Turing machine text verification, 

and/or credit card verification or using other authorization/validation techniques), in which this 

can be performed automatically or the user/device can be required to enter certain credentials for 

authorization/validation. 

[0024] In some embodiments, the authorization process also includes various security 

techniques for securely associating a user's identity with the device (e.g., using public key/TLS 

techniques, SSH techniques for TLS, and/or identity management techniques or other security 

techniques). For example, a check can also be performed to determine if the device was 

previously and/or is currently an activated device ( e.g., the device is already associated with an 
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active service plan). For example, whether the device belongs to a registered device group can 

also be determined during a DAS install, and if not, then the default settings for that type of 

device can be applied. In some embodiments, the service processor is encrypted, hashed, and/or 

obfuscated based on the previous determination ( e.g., device group association, default device 

settings, and/or any other settings/criteria). 

[0025] In some embodiments, if the device is not associated with a service plan ( e.g., 

based on the device look-up using device based unique identifier( s )/ credential( s) or using other 

techniques, as described herein), then the device can be redirected to a service portal for an 

activation offer for a service plan (e.g., using an activation server). In some embodiments, the 

portal utilizes header information to indicate that the device is a managed device ( e.g., for a 

given service provider, MVNO, or other service partner) in the portal request to proxy to an 

appropriate proxy server for that service provider for the activation process. 

[0026] In some embodiments, the device is in probation mode after the new service 

processor install ( e.g., restricted a restricted IP address can be used for the service controller or 

other network element for service control instead of the secured service controller IP addresses 

reserved for validated and non-probation mode service processors, which, for example, can 

reduce the risks of various security risks, such as DoS, DDS, and/or other mass or other types of 

attacks against publicly or other more easily accessible service controller or download servers). 

In some embodiments, while in probation mode, the service processor executes more robust 

service monitoring techniques ( e.g., more frequent and/or more robust service integrity checks 

and/or more frequent heartbeats, for example, to monitor actual device/user behavior with the 

associated expected behavior, as described herein with respect to various embodiments). In 

some embodiments, after a probation period ends, the device is provided access based on the 

associated service plan, which is managed, at least in part, by the service processor ( e.g., service 

processor 115) in communication with, for example, a service controller (e.g., service control 

150 and service policies and accounting 165) or other authorized network elements for service 

control. 

[0027] In some embodiments, the various techniques and embodiments described herein 

can be readily applied to intermediate networking devices ( e.g., an intermediate modem or 
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networking device combination). In some embodiments, intermediate networking devices 

include, for example, WW AN/WLAN bridges, routers and gateways, cell phones with 

WW AN/WLAN or WW AN/Bluetooth, WW AN/LAN or WW AN/WP AN capabilities, femto 

cells, back up cards for wired access routers, and/or other intermediate networking devices. In 

some embodiments, an intermediate networking device ( e.g., an intermediate modem or 

networking device combination) downloads and sends a service processor to one or more devices 

communicating via the intermediate networking device. In some embodiments, an appropriate 

and validated service processor is securely downloaded to the intermediate networking device, 

and the intermediate networking device performs the service processor functions for various 

wireless communication devices (e.g., mobile wireless communication devices) in 

communication with the intermediate networking device. In some embodiments, in which one or 

more wireless communication devices are in wireless communication via an intermediate 

networking device, some of the service processor functions are performed on the intermediate 

networking device ( e.g., an appropriate and validated service processor is installed or securely 

downloaded and installed on the intermediate networking device), and some of the service 

processor functions are performed on the one or more wireless communication devices (e.g., an 

appropriate and validated service processor is installed or securely downloaded and installed on 

the mobile device) ( e.g., stack controls can be performed on the mobile device and various other 

controls can be performed on the intermediate networking device). In some embodiments, the 

one or more wireless communication devices cannot access the network via the intermediate 

networking device ( e.g., the devices are quarantined) unless the one or more wireless 

communication devices each have an installed and functioning verified service processor ( e.g., 

using CD Rs from intermediate networking device and/or network). 

[0028] In some embodiments, a USB WLAN stick or other similar networking device is 

provided ( e.g., including a modem) with DAS install client software that loads onto the device 

100 and installs a service processor 115 on the device 100. In some embodiments, software on 

the device 100 instructs the user to insert a properly configured memory device ( e.g., a secured 

USB memory stick, dongle, or other secured device that can provide a DAS install client 

software, a service processor image, and/or device credentials for network access). In some 

embodiments, the USB WLAN installed software assumes control over, for example, the 

network stack of the device (e.g., for managing network access) and sets various service policies 
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based on whether the service is communicated via the USB WLAN stick or via the WiFi/other 

( e.g., including requiring no policies, such that access is open). In some embodiments, the DAS 

install client software on the USB WLAN stick provides a secure client that installs itself/certain 

software on the device that provides a DAS install client (e.g., bootstrapper) for the device, and 

the DAS install client downloads an appropriate service processor onto the device and/or the 

USB WLAN stick ( e.g., the stack can also be located and managed on the USB WLAN stick). 

[0029] In some embodiments, DAS install techniques include ensuring that a device's 

(e.g., the device modem's) credentials for the access network match the unique credentials for 

the service processor and the unique credentials for the device ( e.g., MAC, SIM, MZ, and/or 

other unique credentials for the device). In some embodiments, DAS install techniques include 

ensuring that multiple IP addresses are not associated with the same service processor for a 

particular device. In some embodiments, DAS install techniques include determining that this is 

the same device/modem that a service processor was previously downloaded for and whether 

that prior service processor is still active on the network. If so, then, in some embodiments, the 

user is required to type in, for example, a password to continue, for example, a reimaging of the 

device ( or prevent the new device install or to disable the previously activated other service 

processor). 

[0030] In some embodiments, DAS install techniques include starting with a device that 

does not include a service processor ( e.g., a device, with, for example, a SIM or EVDO ESSN, 

but with no service processor, attempts to connect to the network, an appropriate service 

processor for the device is determined, and then a uniquely associated service processor is 

downloaded and installed on the device, for example, using a bootstrapper, as similarly described 

herein). In some embodiments, unique device credentials ( e.g., MAC, SIM, MZ, and/or other 

unique credentials for the device) are used to create a secure connection with, for example, the 

service controller (e.g., service control 150) or a secure download server (e.g., service processor 

download 170), to download a ( e.g., new or replacement) service processor to be securely 

installed on the device. Accordingly, as similarly described herein, DAS install techniques can 

be applied to at least one or more of the following situations: a new service processor install; 

and/or a replacement service processor install ( e.g., the originally/previously installed service 

processor was wiped/reimaged, hardware failure, or otherwise corrupted or deleted, and, thus, a 
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replacement service processor is needed). In some embodiments, when a device connects to the 

network without, for example, a service processor, then a look up is performed ( e.g., in a data 

store, such as a database) to determine whether the device is a member of a device group or a 

new device, and an appropriate service processor (e.g., version and settings) is provided for 

installation on the device. In some embodiments, when the device attempts an initial access to 

the network, at that time an updated version of a service processor for that device can be 

provided based on, for example, device type, device group, master agent, user interface (UI), 

settings, marketing pages, and/or other features and/or settings, which, for example, can allow 

for a new, changed, or evolving service plan/program by the time the device logs onto the 

network to provide, for example, for a dynamic and scalable solution. 

[0031] In some embodiments, as similarly discussed above, two versions of the service 

processor are provided ( e.g., a first version/image and a second version/image of the service 

processor software). In some embodiments, a first version service processor is a general purpose 

version used, for example, primarily for connecting to the network and loading a second version 

service processor software that, for example, can be one or more of the following: an updated 

version, a version tailored to a more specific purpose ( e.g., based on a device type, device group, 

service type, service provider or service provider partner, or any other purpose/criteria), a version 

that includes additional features/functionality, an encrypted service processor version, a version 

that includes special service plan settings or capabilities associated with a device group, a 

version that includes specific branding or features/functionality for a given service provider or 

service provider partner associated with a device group, a version that includes special marketing 

materials to motivate the user to try or buy services or transactions associated with a device 

group, and various other versions as will now be apparent to one of ordinary skill in the art in 

view of the various embodiments described herein. 

[0032] In some embodiments, depending on whether the user has pre-signed up for a 

service plan, for example, a different version of the service processor software and/or settings 

is/are downloaded to the device during this initial service processor download process, including, 

for example, one or more of the following: a different set of options for service plan choices, 

marketing materials, ambient service settings and service options, service plan settings, and 

possibly various other features and/or settings. 
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[0033] In some embodiments, the first version of the service processor is installed during 

manufacturing or in the distribution channel prior to sale of the device. In some embodiments, 

the first version of the service processor is installed after the time of sale of the device using 

various DAS install techniques as described herein with respect to various embodiments. 

[0034] In some embodiments, the first version of the service processor is not uniquely 

encrypted so that a general purpose version of the first service processor image can be distributed 

to multiple devices (e.g., downloadable via the Internet, such as through a website, or a software 

update not installed by an operable service processor or a software image that is loaded onto the 

device before the device credentials or device group associations are available or known). In 

some embodiments, a non-encrypted generic version of the service processor is used for broad 

distribution to many devices in which the device credentials are not known at the time of service 

processor software distribution (e.g., the generic version of the service processor can log onto the 

network to access a software update function in the service controller or service control 150, 

service processor downloader or service process download 170, and/or similar authorized 

network function, then the service controller can obtain the device credentials and/or user 

information and provide an updated version of the service processor using the various techniques 

or similar techniques to those described herein). In some embodiments, the second/updated 

version of the service processor is uniquely encrypted (e.g., based at least in part on the device 

credentials or device group associations). 

[0035] In some embodiments, a first version of the service processor need not be 

uninstalled and replaced by a new install of a second version of the service processor, as, in some 

embodiments, the second version of the service processor includes updates to the first version of 

the service processor, settings changes to the first version of the service processor, and/or 

encryption or obfuscation of the first version of the service processor to provide a second version 

of the service processor that is uniquely associated with the device, the device user, the device 

group, and/or the service plan associated with the device. In some embodiments, the 

second/updated version of the service processor includes one or more restricted IP addresses 

providing for access to the secured service control/service controller IP addresses reserved for 

validated and non-probation mode service processors, which, for example, can reduce the risks 

of various security risks for the secured service control/service controller(s), such as DoS, DDS, 
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and/or other mass or security attacks against publicly or other more easily accessible service 

control/service controller(s) and/or service processor download servers. 

[0036] In some embodiments, the second version of the service processor is uniquely 

associated with some aspect(s) of the device credentials and/or user information with a 

temporary user account ( e.g., also sometimes referred to herein as a dummy user account) or user 

account. In some embodiments, the second version of the service processor and/or the settings in 

the service processor are chosen based on a look up of some aspect of the device credentials 

and/or the user information to determine which device group version of the service processor 

and/or settings should be loaded. In some embodiments, when there is no appropriate device 

group association or the user preference takes priority over device group association, the first 

version of the service processor software is used to log onto the network ( e.g., including 

potentially the service controller) to select a service offer, or device group association that then 

determines the second version and/or settings of the service processor software that will be 

loaded onto the device. 

[0037] In some embodiments, the first version of the service processor is installed on 

aftermarket devices, and after installation this more general purpose version of the service 

processor provides for access to the service control/service controller (or similar network 

function). In some embodiments, the service control/service controller determines what type of 

device and/or what operating system (OS) software and/or what modem and modem software is 

on the device, and then loads an appropriate version of the service processor for that device or 

facilitates an updating of the first version of the service processor to provide a second version of 

the service processor for that device. 

[0038] In some embodiments, the service processor is distributed on a peripheral device 

suitable for use with more than one type of device and/or more than one type of OS. 

Accordingly, in some embodiments, more than one version of the service processor can be 

shipped with the device for installation on the device once the device type and/or OS type is/are 

known, with each version of the software either being a first version of the service processor 

software as discussed above, or a second version or final version of the service processor 

software as similarly discussed above with respect to various embodiments. 
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[0039] In some embodiments, the first version/second version service processor software 

techniques, for example, allow for installations of a new OS version that is not compatible in 

some way with the present version of the service processor. For example, the installation of such 

a new and incompatible OS version can render the currently installed service processor version 

incapable of connecting to the network and updating the service processor. In such an example, 

a first version service processor software image that is compatible with the new OS can be used 

to access the network ( e.g., connect to the service control/service controller or some other 

network element) to download and install a new, possibly uniquely encrypted and compatible 

second service processor image, as similarly discussed above with respect to various 

embodiments. 

[0040] In some embodiments, the first version/second version service processor software 

techniques, for example, can handle situations in which a device has an inadvertently wiped or 

damaged service processor image such that the device is no longer capable of logging onto the 

network with its secure credentials and/or uniquely encrypted service processor software image. 

In such an example, the first version software processor can then be used as similarly described 

above with respect to various embodiments to download and install a new/replacement second 

version service processor on the device. 

[0041] In some embodiments, there are multiple types of device log-in to the service 

control/service controller depending on whether a first or second version service processor is 

being used. For example, if a second version service processor is being used, which, in some 

embodiments, includes unique secure credentials, a uniquely encrypted or secure heartbeat 

channel, and/or a uniquely encrypted service processor software image, then the capabilities of 

the device and/or service processor to access the network and/or service controller elements can 

be as similarly described herein with respect to various embodiments. However, if the device is 

using a first version service processor, which, for example, does not have unique secure 

credentials, a uniquely encrypted heartbeat control channel, and/or a uniquely encrypted software 

image, then the heartbeat control channel traffic can be handled in a differential manner as 

compared to the traffic handling implemented for a second version service processor image. For 

example, the service controller heartbeat processing elements can detect that the service 

processor is a first version service processor and can then route the heartbeat traffic through a 
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different set of security processes that do not rely on all the security aspects present in a second 

version service processor. As another example, the first version service processor can be a 

widely distributed software image that does not have unique encryption on the heartbeat channel 

and can be handled differentially, such as handled with a different server designed to handle 

insecure traffic and designed to not be disposed or easily exposed to mass or other security 

attacks ( e.g., DoS, DDS attacks, and other types of security related and/or mass/large scale 

attacks against a network element, such as a download server or web/application server). 

[0042] In some embodiments, a device supports two or more operating systems ( e.g., 

different versions of operating systems and/or different operating systems) and for each 

operating system includes a compatible service processor. For example, when a dual boot 

configured device boots in a first operating system version, then a first service processor that is 

compatible with that first operating system version is selected for network access, and when the 

dual boot configured device boots in a second operating system version, then the second service 

processor that is compatible with that second operating system version is selected for network 

access. 

[0043] In some embodiments, initial network access for a device is directed to a service 

controller ( e.g., service control 150), service processor downloader ( e.g., service processor 

download 170), and/or similar network element for managing service control. In some 

embodiments, initial network access is restricted to this initial network access to the service 

controller, service processor downloader, and/or similar network element for managing service 

control. In some embodiments, such initial network access is restricted until the device has been 

verified for network access, as similarly discussed herein with respect to various embodiments. 

In some embodiments, such initial network access is restricted until the device has been verified 

for network access and an appropriate service processor has been verified on the device and/or 

downloaded and installed on the device, as similarly discussed herein with respect to various 

embodiments. In some embodiments, such initial network access is restricted using various 

techniques, such as using a first version of a service processor on the device that restricts such 

initial network access. In some embodiments, such initial network access is restricted to and 

maintained in probation mode, as similarly described herein ( e.g., a restricted IP address can be 

used for the service controller or other network element for service control instead of the secured 
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service controller IP addresses reserved for validated and non-probation mode service 

processors, which, for example, can reduce the risks of various security risks, such as DoS, DDS, 

and/or other mass attacks against publicly or other more easily accessible service controller or 

download servers). For example, such initial network access can include access to a common 

activation server, which the device can access for determination of a supported configuration for 

a new or second service processor image download. As another example, such initial network 

access can direct the device to an initial web page including access to a service plan offer and 

purchase options ( e.g., providing for a device credential look up for device group, provide 

choices of programs to user, or other service plan offer and purchase options). As another 

example, the initial web page can include access to a service plan offer and purchase options and 

a service processor verification and download/update function. 

[0044] In some embodiments, a network based charging data record (CDR) feed, as 

described herein with respect to various embodiments, is provided for monitoring service usage 

by managed devices. In some embodiments, the CDR feed includes device generated CDRs or 

micro-CD Rs generated by the service processor ( e.g., service processor 115 can generate CD Rs 

for monitored service usage on the device, which can, for at least some CD Rs, include unique 

transaction codes for uniquely identifying the monitored service usage based on service or other 

categorizations/criteria) on the device (e.g., a mobile device or an intermediate networking 

device for that mobile device). In some embodiments, the CDR feed is a real-time ( e.g., near 

real-time) network based CDR feed provided for determining whether any devices have been 

compromised ( e.g., a hack of a first version or second version service processor providing for 

unrestricted service usage for such devices, and/or any other mass or security attack or 

vulnerability or exploit). For example, such a CDR feed can be used to determine abnormal or 

unusual traffic patterns and/or service level usage activities, which, for example, can be used to 

identify and/or protect against a DoS/DDS attack or other types of security attacks. 

[0045] In some embodiments, based on various device and/or network based monitoring 

techniques, as described herein with respect to various embodiments, a determination is made 

that the service processor ( e.g., service processor 115) is not functioning properly ( e.g., may have 

been damaged and/or compromised/tampered with and, for example, allowing network access 

beyond the device's associated service plan and/or not properly monitoring/billing for such 
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service usage) and that a new/replacement service processor should be downloaded. In some 

embodiments, a new/replacement service processor can be downloaded and installed in such 

situations, using the various techniques described herein with respect to various embodiments. 

In some embodiments, based on various criteria ( e.g., service usage monitoring, billing, and/or 

any other criteria) or based on proactive and/or periodic administrative/security measures, a 

new/replacement service processor can be downloaded and installed, using the various 

techniques described herein with respect to various embodiments. 

[0046] In some embodiments, based on, for example, service plan changes ( e.g., user 

changes to their service plan), service provider changes ( e.g., service provider changes to their 

services/service policies or the associated service plan), device changes ( e.g., operating system 

version or other software platform changes or various hardware changes), a new service 

processor can be downloaded and installed or the installed service processor can be updated, 

using the various techniques described herein with respect to various embodiments. 

[0047] Figure 2 illustrates another wireless network architecture for providing DAS 

install techniques in accordance with some embodiments. As shown, Figure 2 includes a 

4G/3G/2G wireless network operated by, for example, a central provider. As shown, various 

wireless mobile devices 100 are in communication with base stations 125 for wireless network 

communication with the wireless network, and other devices 100 are in communication with Wi­

Fi Access Points (APs) or Mesh 702 for wireless communication to Wi-Fi Access CPE 704 in 

communication with central provider access network 109. In some embodiments, each of the 

mobile devices 100 includes a service processor 115 (as shown), which, for example, can be 

initially installed, downloaded, and/or updated service processors (e.g., first/second version 

service processor images) using service processor download function 170 as described herein, 

and each service processor 115 connects through a secure control plane link to a service 

controller 122. In some embodiments, the service processor download function 170 is located 

elsewhere in the network or partially located in elsewhere or integrated with/as part of other 

network elements as will be apparent to one of ordinary skill in the art in view of the various 

embodiments disclosed herein. 
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[0048] In some embodiments, service usage information includes network based service 

usage information (e.g., charging data records (CDRs)), which is obtained from one or more 

network elements. In some embodiments, service usage information includes micro-CDRs 

provided by the service processor (e.g., service processor 115) installed on the device ( e.g., 

mobile device 100). In some embodiments, micro-CDRs are used for CDR mediation or 

reconciliation that provides for service usage accounting on any device activity that is desired, as 

described herein with respect to various embodiments. In some embodiments, each device 

activity that is desired to be associated with a billing event is assigned a micro-CDR transaction 

code, and the service processor 115 is programmed to account for that activity associated with 

that transaction code. In some embodiments, the service processor 115 periodically reports ( e.g., 

during each heartbeat or based on any other periodic, push, and/or pull communication 

technique(s)) micro-CDR usage measures to, for example, the service controller 122 or some 

other network element. In some embodiments, the service controller 122 reformats the heartbeat 

micro-CDR usage information into a valid CDR format ( e.g., a CDR format that is used and can 

be processed by an SGSN or GGSN) and then transmits it to an authorized network element for 

CDR mediation ( e.g., CDR storage, aggregation, mediation, feed 118, billing system 123, and/or 

billing interface 127 or another authorized network element/function). In some embodiments, 

CDR mediation is used to account for the micro-CDR service usage information by depositing it 

into an appropriate service usage account and deducting it from the user device bulk service 

usage account. For example, this technique provides for a flexible service usage billing solution 

that uses pre-existing solutions for CDR mediation and billing. For example, the billing system 

( e.g., billing system 123 and/or billing interface 127) processes the mediated CDR feed from 

CDR storage, aggregation, mediation, feed 118, applies the appropriate account billing codes to 

the aggregated micro-CDR information that was generated by the device, and then generates 

billing events in a manner that does not require changes to billing systems and/or billing 

infrastructure (e.g., using new transaction codes to label the new device assisted billing 

capabilities). 

[0049] As shown in Figure 2, a CDR storage, aggregation, mediation, feed 118 is 

provided. In some embodiments, the CDR storage, aggregation, mediation, feed 118 receives, 

stores, aggregates and mediates micro-CDRs received from mobile devices 100. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 also provides a settlement 
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platform using the mediated micro-CDRs, as described herein with respect to various 

embodiments. In some embodiments, another network element provides the settlement platform 

using aggregated and/or mediated micro-CD Rs ( e.g., central billing interface 127 and/or another 

network element). In some embodiments, various techniques for partitioning of device groups 

are used for partitioning the mobile devices 100 ( e.g., allocating a subset of mobile devices 100 

for a distributor, an OEM, a MVNO, and/or another partner). As also shown in Figure 2, a 

MVNO core network 210 also includes a MVNO CDR storage, aggregation, mediation, feed 

118, a MVNO billing interface 122, and a MVNO billing system 123. In some embodiments, the 

MVNO CDR storage, aggregation, mediation, feed 118 receives, stores, aggregates and mediates 

micro-CDRs received from mobile devices 100 (e.g., MVNO group partitioned devices). 

[0050] Those of ordinary skill in the art will appreciate that various other network 

architectures can be used for providing DAS install techniques, and Figure 2 is illustrative of just 

one such example network architecture for which DAS install techniques described herein can be 

provided. 

[0051] In some embodiments, CDR storage, aggregation, mediation, feed 118 ( e.g., 

service usage 118, including a billing aggregation data store and rules engine) is a functional 

descriptor for, in some embodiments, a device/network level service usage information 

collection, aggregation, mediation, and reporting function located in one or more of the 

networking equipment apparatus/systems attached to one or more of the sub-networks shown in 

Figure 2 ( e.g., central provider access network 109 and/or central provider core network 110), 

which is in communication with the service controller 122, and a central billing interface 127. 

As shown, service usage 118 provides a function in communication with the central provider 

core network 110. In some embodiments, the CDR storage, aggregation, mediation, feed 118 

function is located elsewhere in the network or partially located in elsewhere or integrated 

with/as part of other network elements. In some embodiments, CDR storage, aggregation, 

mediation, feed 118 functionality is located or partially located in the AAA server 121 and/or the 

mobile wireless center/Home Location Register (HLR) 132 (as shown, in communication with a 

DNS/DHCP server 126). In some embodiments, service usage 118 functionality is located or 

partially located in the base station, base station controller and/or base station aggregator, 

collectively referred to as base station 125 in Figure 2. In some embodiments, CDR storage, 
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aggregation, mediation, feed 118 functionality is located or partially located in a networking 

component in the central provider access network 109, a networking component in the core 

network 110, the central billing system 123, the central billing interface 127, and/or in another 

network component or function. This discussion on the possible locations for the network based 

and device based service usage information collection, aggregation, mediation, and reporting 

function ( e.g., CDR storage, aggregation, mediation, feed 118) can be easily generalized as 

described herein and as shown in the other figures described herein as would be apparent to one 

of ordinary skill in the art. Also as shown in Figure 2, the service controller 122 is in 

communication with the central billing interface 127 (also sometimes referred to as the external 

billing management interface or billing communication interface), which is in communication 

with the central billing system 123. As shown, an order management 180 and a subscriber 

management 182 are also in communication with the central provider core network 110 for 

facilitating order and subscriber management of services for the devices 100 in accordance with 

some embodiments, and a network provisioning system 160 is also provided in communication 

with the central provider core network 110 for facilitating network provisioning functions. 

[0052] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) provides a device/network level 

service usage information collection, aggregation, mediation, and reporting function. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

elements or combinations of network elements) collects device generated usage information for 

one or more devices on the wireless network ( e.g., devices 100); and provides the device 

generated usage information in a syntax and a communication protocol that can be used by the 

wireless network to augment or replace network generated usage information for the one or more 

devices on the wireless network. In some embodiments, the syntax is a charging data record 

(CDR), and the communication protocol is selected from one or more of the following: 3GPP, 

3GPP2, or other communication protocols. In some embodiments, as described herein, the CDR 

storage, aggregation, mediation, feed 118 collects/receives micro-CD Rs for one or more devices 

on the wireless network (e.g., devices 100). In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) includes a service usage data store (e.g., a billing aggregator) and a rules engine for 

aggregating the collected device generated usage information. In some embodiments, the 
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network device is a CDR feed aggregator, and the CDR storage, aggregation, mediation, feed 

118 (and/or other network elements or combinations of network elements) also aggregates CD Rs 

and/or micro-CD Rs for the one or more devices on the wireless network; applies a set of rules to 

the aggregated CD Rs and/or micro-CD Rs using a rules engine ( e.g., bill by account, 

transactional billing, revenue sharing model, and/or any other billing or other rules for service 

usage information collection, aggregation, mediation, and reporting), and communicates a new 

set of CD Rs for the one or more devices on the wireless network to a billing interface or a billing 

system (e.g., providing a CDR with a billing offset by account/service). 

[0053] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) communicates a new set of CD Rs 

( e.g., aggregated and mediated CD Rs and/or micro-CD Rs that are then translated into standard 

CDRs) for the one or more devices on the wireless network to a billing interface (e.g., central 

billing interface 127) or a billing system (e.g., central billing system 123). In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

elements or combinations of network elements) communicates with a service controller (e.g., 

service controller 122) to collect the device generated usage information (e.g., micro-CDRs) for 

the one or more devices on the wireless network. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) communicates with a service controller, in which the service controller is in 

communication with a billing interface or a billing system. In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) communicates the device generated usage information to a billing interface or 

a billing system. In some embodiments, the CDR storage, aggregation, mediation, feed 118 

( and/or other network elements or combinations of network elements) communicates with a 

transport gateway (not shown) and/or a Radio Access Network (RAN) gateway (not shown) to 

collect the network generated usage information for the one or more devices on the wireless 

network. In some embodiments, the service controller 122 communicates the device generated 

service usage information ( e.g., micro-CD Rs) to the CDR storage, aggregation, mediation, feed 

118 (and/or other network elements or combinations of network elements). 
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[0054] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) performs rules for performing a 

bill by account aggregation and mediation function. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) performs rules for performing a service billing function, as described herein, and/or for 

performing a service/transactional revenue sharing function, as described herein. In some 

embodiments, the service controller 122 in communication with the CDR storage, aggregation, 

mediation, feed 118 (and/or other network elements or combinations of network elements) 

performs a rules engine for aggregating and mediating the device generated usage information 

(e.g., micro-CDRs). In some embodiments, a rules engine device in communication with the 

CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations 

of network elements) performs a rules engine for aggregating and mediating the device generated 

usage information. 

[0055] In some embodiments, the rules engine is included in (e.g., integrated with/part 

of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine 

and associated functions, as discussed herein, is a separate function/device. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as discussed herein, and communicates with the central billing interface 127. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as discussed herein, and communicates with the central billing system 123. 

[0056] In some embodiments, duplicate CDRs are sent from the network equipment to 

the billing system 123 that is used for generating service billing. In some embodiments, 

duplicate CD Rs are filtered to send only those CD Rs/records for devices controlled by the 

service controller and/or service processor (e.g., managed devices). For example, this approach 

can provide for the same level of reporting, lower level of reporting, and/or higher level of 

reporting as compared to the reporting required by the central billing system 123. 

[0057] In some embodiments, the service controller 122 sends the device generated 

CD Rs to the rules engine ( e.g., service usage 118), and the rules engine applies one or more 

rules, such as those described herein and/or any other billing/service usage related rules as would 
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be apparent to one of ordinary skill in the art. In some embodiments, the service controller 122 

generates CDRs similar to other network elements, and the rules (e.g., bill-by-account) are 

performed in the central billing interface 127. For example, for the service controller 122 to 

generate CD Rs similar to other network elements, in some embodiments, the service controller 

122 is provisioned on the wireless network and behaves substantially similar to other CDR 

generators on the network) as would be apparent to one of ordinary skill in the art. 

[0058] In some embodiments, the service controller 122 is provisioned as a new type of 

networking function that is recognized as a valid and secure source for CD Rs by the other 

necessary elements in the network ( e.g., CDR storage, aggregation, mediation, feed 118). In 

some embodiments, where the network necessary apparatus will only recognize CD Rs from 

certain types of networking equipment (e.g. a RAN gateway or transport gateway), then the 

service controller 122 can provide authentication credentials to the other networking equipment 

that indicate it is one of the approved types of equipment. In some embodiments, the link 

between the service controller 122 and the necessary CDR aggregation and mediation equipment 

is secured, authenticated, encrypted, and/or signed. 

[0059] In some embodiments, the CDR storage, aggregation, mediation, feed 118 

discards the network based service usage information (e.g., network based CDRs) received from 

one or more network elements. In these embodiments, the service controller 122 can provide the 

device based service usage information (e.g., device based CDRs or micro-CDRs) to the CDR 

storage, aggregation, mediation, feed 118 ( e.g., the CDR storage, aggregation, mediation, feed 

118 can just provide a store, aggregate, and communication function(s)), and the device based 

service usage information is provided to the central billing interface 127 or the central billing 

system 123. 

[0060] In some embodiments, the device based CDRs (e.g., micro-CDRs) and/or new 

CD Rs generated based on execution of a rules engine as described herein are provided only for 

devices that are managed and/or based on device group, service plan, or any other criteria, 

categorization, and/or grouping, such as based on ambient service or ambient service provider or 

transactional service or transactional service provider. 
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[0061] In some embodiments, based on, for example, service plan changes ( e.g., user 

changes to their service plan), service provider changes ( e.g., service provider changes to their 

services/service policies or the associated service plan), micro-CDR transaction code changes, 

and/or any other related changes, a new service processor can be downloaded and installed or the 

installed service processor can be updated to allow, for example, the tracking of one or more 

service usage activities by the device using micro-CD Rs ( e.g., for new or previously 

unmonitored/untracked service usage activities, using, for example, new or updated micro-CDR 

transaction codes (uniquely) associated with such service usage activities), using the various 

techniques described herein with respect to various embodiments. 

[0062] Figure 3 illustrates a flow diagram for DAS install techniques in accordance with 

some embodiments. At 302, the process begins. At 304, whether a device ( e.g., mobile device 

100) is in a device group is determined. At 306, whether the device includes a service processor 

is determined. If so, at 308, then the installed service processor is verified ( e.g., up to date and/or 

validated for that device, device group, and/or associated service plan) and network access is 

allowed (e.g., managed/monitored by the installed and verified service processor according to the 

associated service plan for the device). Otherwise (e.g., the device does not have an installed 

service processor), at 310, then an appropriate service processor for the device is determined 

( e.g., based on the device type, device group, and/or version, such as hardware/software platform 

of the device, an associated service plan, service provider, and/or any other criteria or settings). 

At 312, the service processor is downloaded and installed (e.g., using a bootstrap process or 

other techniques, as described herein with respect to various embodiments) and network access is 

allowed (e.g., managed/monitored by the installed service processor according to the associated 

service plan for the device). 

[0063] In some embodiments, the device is also directed to, for example, an activation 

server to, for example, authenticate the device and/or verify a service processor for the device 

( e.g., ensure that a current and verified service processor version is installed and/or download a 

current and verified service processor version for the device) prior to allowing such network 

access. For example, a DAS install client can be downloaded ( e.g., using bootstrapping or 

other/similar techniques, from a download server and/or from a website) that allows for secure 

connection from the device (e.g., mobile device 100) to a secure download server (e.g., service 
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processor download 170) ( e.g., support for a configuration of the device is determined, such as 

through a device query or device download of client verification software can be used to verify 

the device hardware/software configuration). In this example, a user/device validation step can 

also be performed. For example, an authorization process for a user sign-up can be performed 

( e.g., based on a user name, MAC address, Turing machine text verification, credit card 

verification, and/or other authorization/validation techniques), in which this can be performed 

automatically or the user/device can be required to enter certain credentials for 

authorization/validation. In some embodiments, the authorization process also includes various 

techniques for associating a user's identity with the device (e.g., using public key/TLS 

techniques, SSH techniques for TLS, and/or identity management techniques). In this example, 

a check can also be performed to determine if the device was previously and/or is currently an 

activated device ( e.g., the device is already associated with a service plan). For example, 

whether the device belongs to a registered device group can be determined, and if not, then the 

default settings for that type of device can be applied. In some embodiments, the service 

processor is encrypted, hashed, and/or obfuscated based on the previous determination (e.g., 

device group association and/or default device settings). In some embodiments, if the device is 

not associated with a service plan ( e.g., based on the device look-up using device based unique 

identifier(s)/credential(s), as described herein), then the device can be redirected to a service 

portal for an activation offer for a service plan ( e.g., using an activation server). In some 

embodiments, the portal utilizes header information to indicate that the device is a managed 

device ( e.g., for a given service provider, MVNO, or other service partner) in the portal request 

to proxy to an appropriate proxy server for that service provider for the activation process. At 

314, the process is completed. 

[0064] Figure 4 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. At 402, the process begins. At 404, whether a device (e.g., 

mobile device 100) is in a device group is determined ( e.g., or other list that indicates that this 

device includes an installed, up to date, and/or validated service processor, and, for example, to 

also verify that the SIM, ESN, or other unique device identifier is registered, such as in an 

HLR/NIR database, as associated with service settings/policies for that device for service 

access). At 406, whether the device includes a first version service processor is determined. If 

not ( e.g., the device does not have an installed first version service processor), at 408, then a new 
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service processor is downloaded ( e.g., as similarly discussed above with respect to Figure 3) and 

network access is allowed (e.g., managed/monitored by the installed new service processor 

according to the associated service plan for the device). Otherwise ( e.g., the device includes an 

installed first version service processor), then at 410, an appropriate second version service 

processor for the device is determined ( e.g., based on the device type and version, such as 

hardware/software platform, device group, an associated service plan, service provider, and/or 

any other criteria or settings). At 412, the second version service processor (e.g., secured for the 

device, using various techniques, as described herein) is downloaded and installed ( e.g., using 

bootstrapping or other/similar techniques, as described herein), or in some embodiments, the first 

version of the service processor is updated to provide a second version service processor 

uniquely associated with the device, and network access is allowed (e.g., managed/monitored by 

the installed second version service processor according to the associated service plan for the 

device). At 414, the process is completed. 

[0065] Figure 5 illustrates another flow diagram for DAS install techniques in 

accordance with some embodiments. At 502, the process begins. At 504, whether a device (e.g., 

mobile device 100) is in a device group is determined ( e.g., as similarly described above with 

respect to Figure 3). At 506, whether the device includes a first version service processor is 

determined. If not (e.g., the device does not have an installed first version service processor), at 

508, then a new service processor is downloaded ( e.g., as similarly discussed above with respect 

to Figure 3) and network access is allowed ( e.g., managed/monitored by the installed new service 

processor according to the associated service plan for the device). Otherwise (e.g., the device 

includes an installed first version service processor), at 410, then an appropriate second version 

service processor for the device is determined ( e.g., based on the device type and version, such as 

hardware/software platform, device group, an associated service plan, service provider, and/or 

any other criteria or settings). At 512, the second version service processor (e.g., secured using 

various techniques, as described herein) is downloaded and installed ( e.g., using a bootstrap 

process or other/similar techniques, as described herein). At 514, network access is allowed in 

probation mode, as described herein with respect to various embodiments. For example, the 

device can be managed in probation mode after the new/second version service processor install 

(e.g., service control communication can be limited to a particular set of probation mode IP 

addresses that can be used for the service controller or other network element for service control 
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instead of the secured service controller IP addresses reserved for validated and non-probation 

mode service processors, which, for example, can reduce the risks of various security risks, such 

as DoS, DDS, or other mass or other security attacks against publicly or other more easily 

accessible service controller or download servers). In some embodiments, while in probation 

mode, the service processor executes more robust service monitoring techniques ( e.g., more 

frequent and/or more robust service integrity checks and/or more frequent heartbeats, for 

example, to monitor actual device/user behavior with the associated expected behavior). At 516, 

after the probation period is completed ( e.g., based on time, monitored activities, and/or any 

other criteria), network access is allowed in normal mode (e.g., the device is no longer operating 

in the probation mode, as described herein). For example, after a probation period is completed 

( e.g., based on time, monitored activities, and/or any other criteria), the device is provided access 

based on the associated service plan, which is managed, at least in part, by the service processor 

in communication with, for example, a service controller or other network element for service 

control. At 518, the process is completed. 

[0066] In some embodiments, the device OS requires a pre-registered and signed version 

of the service processor software in order for the OS to allow the service processor to be installed 

or updated. In such embodiments, a sequence of pre-registered, pre-signed service processor 

software versions that have differing security parameters ( e.g. encryption, signature, obfuscation, 

differences in code sequences, information for query- response sequences, and/or other security 

parameters) are provided. In some embodiments, the pre-registered service processors are used 

to regularly update the service processor software for a portion of devices connected to the 

network, or for all devices connected to the network. In some embodiments, a specific version 

of the service processor is assigned to a given device, and other versions with other security 

parameters will not be allowed to obtain service from the network. For example, more than one 

version of the software can be registered and distributed at any one time so that a hacker cannot 

create code that works for all devices. A sequence of service processor versions can be held in 

reserve and deployed when a successful software hack version is detected in the field for one or 

more previous service processor versions, and the new versions that have been held in reserve 

can be used to update devices in the field. As the reserved versions have not yet been distributed 

prior to the detection of a successful hack, it is not possible for a hacker to have a hacked version 

of the new software, and by refreshing new versions on a frequent basis it can become 
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impossible for a hacker to successfully hack the new versions before additional new versions are 

deployed. Such embodiments can buy time by keeping successful software hacks out of the 

devices in the field until the successful software hack can be analyzed and a systematic security 

solution implemented to prevent the hack from remaining effective. 

[0067] In some embodiments not all of the service processor software is modified into 

pre-registered modified security configuration versions that are regularly refreshed, but instead a 

portion of the service processor software that includes unique security information (e.g., security 

keys, signatures and/or responses to secure queries, and/or other security information, and/or the 

capability to analyze the integrity of the other service processor software). In this manner, when 

a device is suspected of being hacked the new service processor software portion with different 

security configuration can be updated and used to ascertain the integrity of the existing service 

processor configuration, which makes the update process shorter and lower bandwidth. 

[0068] Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There 

are many alternative ways of implementing the invention. The disclosed embodiments are 

illustrative and not restrictive. 

[0069] WHAT IS CLAIMED IS: 
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1. 

CLAIMS 

A system, comprising: 

a processor of a network device configured to: 

determine if a communications device in communication with a wireless network 

includes a service processor for assisting control of the communications device use of a 

service on the wireless network, wherein the service processor includes a service profile 

that includes a plurality of service policy settings, and wherein the service profile is 

associated with a service plan that provides for access to the service; and 

verify the service processor; and 

a memory of the network device coupled to the processor and configured to provide the 

processor with instructions. 

2. The system recited in claim 1, wherein the service processor is uniquely associated with 

the communications device. 

3. The system recited in claim 1, wherein the communications device is activated prior to a 

point of sale of the communications device, and the service plan is associated with the 

communications device during activation. 

4. The system recited in claim 1, wherein the service plan is associated with the 

communications device during one or more of the following: a manufacture of the 

communications device, a distribution of the communications device, or a point of sale of the 

communications device. 

5. The system recited in claim 1, wherein the service plan is an ambient service plan that 

provides a low cost or free trial service plan that is bundled or provided as an option for purchase 

at a point of sale of the communications device. 
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6. The system recited in claim 1, wherein the communications device includes a plurality of 

service processors for supporting a plurality of operating systems and/or service plans. 

7. The system recited in claim 1, wherein the communications device is a mobile 

5 communications device or an intermediate networking device, and the service includes one or 

more Internet based services. 

8. The system recited in claim 1, wherein the communications device is a mobile 

communications device, and the service includes one or more Internet based services, and 

10 wherein the mobile communications device includes one or more of the following: a mobile 

phone, a PDA, an eBook reader, a music device, an entertainment/gaming device, a computer, 

laptop, a netbook, a tablet, and a home networking system. 

9. The system recited in claim 1, wherein the communications device includes a modem, 

15 and the processor is located in the modem. 

10. The system recited in claim 1, wherein the service policy settings include one or more of 

the following: access control settings, traffic control settings, billing system settings, user 

notification with acknowledgement settings, user notification with synchronized service usage 

20 information, user privacy settings, user preference settings, authentication settings, admission 

control settings, application access settings, content access settings, transaction settings, and 

network or device management communication settings. 

11. The system recited in claim 1, wherein the implementation of the first service profile is 

25 verified based on one or more of the following: device generated service usage information and 

network generated service usage information. 

12. The system recited in claim 1, wherein the communications device does not include the 

service processor, and the processor of the network device is further configured to: 
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download the service processor to the communications device. 

13. The system recited in claim 1, wherein the communications device does not include the 

service processor, and the processor of the network device is further configured to: 

download a service processor to the communications device using a bootstrapper. 

14. The system recited in claim 1, wherein the communications device includes the service 

processor, and the processor of the network device is further configured to: 

update the service processor. 

15. The system recited in claim 1, wherein the communications device includes the service 

processor, and the processor of the network device is further configured to: 

download a replacement service processor. 

16. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

download a second version service processor. 

17. The system recited in claim 1, wherein the communications device includes a first 

20 version service processor, and the processor of the network device is further configured to: 

download a second version service processor, wherein the second version service 

processor is uniquely associated with the communications device. 

18. The system recited in claim 1, wherein the communications device includes a first 

25 version service processor, and the processor of the network device is further configured to: 

determine a device group associated with the communications device; and 

download a second version service processor based on the device group. 
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19. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

determine a device group associated with the communications device; and 

download a second version service processor based on the device group, wherein the 

second version service processor is uniquely associated with the communications device based 

on one or more device credentials of the communications device. 

20. The system recited in claim 1, wherein the communications device includes a first 

10 version service processor, and the processor of the network device is further configured to: 

15 

20 

25 

download a second version service processor, wherein the second version service 

processor is uniquely associated with the communications device based on one or more device 

credentials of the communications device and user information associated with a temporary user 

account. 

21. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

download a service processor update, wherein the service processor update includes one 

or more updates to the first version service processor. 

22. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

download a service processor update, wherein the service processor update includes one 

or more settings changes to the first version service processor. 

23. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 
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download a service processor update, wherein the service processor update includes one 

or more encryption or obfuscation computations to perform on the first version service processor 

to provide a second version of the service processor that is uniquely associated with the 

communications device, a communications device user, a device group associated with the 

5 communications device, and/or the service plan associated with the communications device. 

24. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

download a second version service processor, wherein the second version service 

10 processor is uniquely associated with the communications device, and wherein the second 

version service processor includes one or more restricted IP addresses providing for access to a 

service controller reserved for verified and non-probation mode service processors. 

25. The system recited in claim 1, wherein the communications device includes a first 

15 version service processor that allows for limited access to the wireless network for purposes of 

service control and for permitting selection of a new service plan, and the processor of the 

network device is further configured to: 

download a second version service processor based on a new service plan selection for 

the communications device, wherein the second version service processor is uniquely associated 

20 with the communications device. 

26. The system recited in claim 1, wherein the communications device includes a first 

version service processor, and the processor of the network device is further configured to: 

download a second version service processor, wherein the second version service 

25 processor facilitates a dual boot configuration that provides support for a plurality of operating 

systems executed on the communications device. 

27. The system recited in claim 1, wherein the service plan includes an option to purchase a 

new service plan for the communications device, wherein the new service plan includes 
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additional service capabilities, and wherein the processor of the network device is further 

configured to: 

download a new service processor to the communications device, wherein the new 

service processor is associated with the new service plan. 

28. The system recited in claim 1, wherein the communications device includes the service 

processor, and the processor of the network device is further configured to: 

download a new service processor based on one or more of the following: a new service 

plan selection, an indication of tampering with the service processor, an update availability for 

10 the service processor, and a periodic service processor verification request. 

29. The system recited in claim 1, wherein the processor of the network device is further 

configured to: 

allow the communications device access to the service in a probation mode, wherein the 

15 communications device is initially in a probation mode that allows for access to the service with 

increased service monitoring and/or limited service capabilities that are limited based on one or 

more of the following: period of time, network address, service type, content type, application 

type, bandwidth, and data usage. 

20 

25 

30. The system recited in claim 1, wherein the processor of the network device is further 

configured to: 

periodically download an updated or replacement service processor to the 

communications device . 

31. A method, comprising: 

determining if a communications device in communication with a wireless network 

includes a service processor for assisting control of the communications device use of a service 

on the wireless network, wherein the service processor includes a service profile that includes a 
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plurality of service policy settings, and wherein the service profile is associated with a service 

plan that provides for access to the service; and 

verifying the service processor. 

32. A computer program product, the computer program product being embodied in a 

computer readable storage medium and comprising computer instructions for: 

determining if a communications device in communication with a wireless network 

includes a service processor for assisting control of the communications device use of a service 

on the wireless network, wherein the service processor includes a service profile that includes a 

10 plurality of service policy settings, and wherein the service profile is associated with a service 

plan that provides for access to the service; and 

verifying the service processor. 
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DEVICE ASSISTED SERVICES INSTALL 

ABSTRACT OF THE DISCLOSURE 

[0070] Device assisted services (DAS) install techniques are provided in accordance with 

some embodiments. In some embodiments, DAS install techniques for providing service 

processors for mobile devices are provided. In some embodiments, DAS install techniques for 

downloading/installing new and/or updated service processors for mobile devices are provided. 

In some embodiments, DAS install techniques for providing verified service processors for 

mobile devices are provided. In some embodiments, DAS install techniques for providing 

secured service processors for mobile devices are provided. In some embodiments, DAS install 

techniques include determining if a communications device in communication with a wireless 

network includes a service processor for assisting control of the communications device use of a 

service on the wireless network, in which the service processor includes a service profile that 

includes a plurality of service policy settings, and in which the service profile is associated with 

a service plan that provides for access to the service; and verifying the service processor. In 

some embodiments, DAS install techniques include providing a generic first version service 

processor for downloading and installing a second version service processor. 
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z 
w Total . .. OR 
:E (37CFR 1.16(i)) Minus = X = X 
0 
z Independent . Minus ... w = X = X = 
:e (37 CFR 1.16(h)) OR 
<C Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16U)) NIA OR N/A 

TOTAL TOTAL 
ADD'T FEE OR ADD'T FEE 

-
(Column 1) (Column 2) (Column 3) OR 

CLAIMS HIGHEST ADDI-
REMAINING NUMBER PRESENT ADDI-

al AFTER PREVIOUSLY EXTRA RATE($) TIONAL RATE($) TIONAL 
I- AMENDMENT PAID FOR 

FEE($) FEE($) 
z 
UJ Total OR :E . Minus .. = X = X = 
C (37 CFR 1.16(i)) 

' z Independent w . Minus ... = X = = 
:E (37 CFR 1.16(h)} OR X 

c( Application Size Fee (37 CFR 1.16(s)) 
' 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A 

TOTAL TOTAL 
ADD'T FEE OR ADD'T FEE 

• If the entry in column 1 is less than the entry in column 2, write ·o• in column 3. 
.. If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter '20'. ... If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3' . 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of information 1s required by 37 CFR 1.16. The information 1s required to obtain or retain a benefit by the public which 1s to file (and by the 

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 

including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 

on the amount of lime you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten­

and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313•1450. 

If you need assistance in completing the form, call 1-B0O-PTO-9199 and select option 2. 
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