
:2 .! 8 tracks support :incidents, maintah1h1g inddt:nt rqx_"ll'.t~ in a support d.itht store !(}02, and 

assisting adm.lnistratcirn i.n ensuring ;:,deqm,tc snppNi and n~ducing mobik devic,i problems. 

1n an e,111,,)dim<m( th(' support da:ta. t;tot~ 1002 i6 .m,,wdated vvith the a,;;set data ;,,tore 214, 

pri>v:idlng .~n exhiciusth,,:: audit trail detailing the entire supp(irt history of ~1 mobile device, fo 

5 g('.tK~r,tl, u:sers and ixlrdni:strntor:s irrkract \-vhh the s:uppo:rt component 2 l 8 via th('. use:r 

i11tcrfiKe 202. fo addition, the support co:mpon<i.'::nt 218 may b(z~ assoch:rt.xi with a hdp zksk 

that provides phone support fm: user$. EWw:r an m!t.:,rnatid tdtphonc ;5yskm or bdp desk 

perrnrn1el may lntei-ad \'<'!th th,:: supix)rt .~ompi:mcnt 218, typk,dly via the 1.rner interface 202, 

to p:n:rvkle th.:: \!Se:.t:, wilh t1H~ ~issist~mce required, 

10 

util:\zei, da!it ,:::,h!ained from the asset data stG.l'$ 214 and/or St.'.t'VlC{'. provider d{tfa s!:(ire 206 to 

assist lIBers, Support is provided in m~co1da:m:-:e 'Nith cw,tome, polky described in the 

customer d,11a st.">re 204. Suppi:irt St":_tvk.e c;;m iw,:J,de responding to end user quetnfons, 

troubkKh(,oti11g prn bknis mld/nr ten:rporary m.rnpension o{ :~ervices if a mobik~ devfo,:: l;:; 

15 lllisphce1:L Ber•,,-it:<.'. nK1y be resurn{':d if the devke :h kicated, or th,~ mobik zkvic,:: nuw be 

replaced if permanenHy lost or stden, ln an embtxlimenJ, a n:!plHctmem mob.He .. fovk:e fa 

prt}vided to the lis~r \.Vhen the nser\; de,,/iee· i.s dan1~~ged) Jost <:~r brokx~n (e,g, ~ drt~pped.~ 

in1merned in \V}lt{:r, and tbc Hkc), Th:::~ support :t,'.Sponse component Qt.,ti.tins infommtkin 

rcgnn:lil,g 1hr dd:::tils oftht:: ninhLk d(~vke frmn (he ~isset data ;;!ore 214 ti> r.m:mre that the 

20 rnplatern(~nt rrmbHe devke has idemica.! or :mb:'ltantfal.ly sin1H,1r fa:n(:thmaEty. Jn ,::ei%Lt1 

embodin:,enh, the ;rnppmt respon:=;c com._pQnent l 004 dii\X:ts th,:: dciivtty of the repfacement 

devi<::-e !:o the user. De.livery nf a repfaci::ment rn:'!}, be p,tzivkkd by !h; op;;:~rntor of !he devke, 

m.an.agcment syst:.~m 100, .F0t ('.X$!11pk, tht: de·vice llli:.tnHgemenJ ~,ystem operator may provide 

i n::pJacenwnt in:tinedfa:tdy frorn an inventory nmintained by the o~mtor to emm:e rapid 

25 response to prnhkm~. A.lten1atiwly, the support re~pons(: GO:mpon.ent 1004 din~(:ts Hie 

strvice provider 104 to ship a :replacement irwllHe devk(~ i (\ atl end \l3tL 

rnmp-011t:nt 1006 tJwt fa . .:;iHtates u-m:n.,:i.g~.mem <.if repair and replacemenJ pnHcies ,)fvarfrms 

setvk:.e p:r\ivid5;:1-s, 1n an embodiment, 'Nwr;:mty infbm111tion ls as8ociated 'Wlih the mobik 

30 device record in the rn,sd data store 2 l 4, 1n an embodiment, upon n:!C)U.Z!t~t from a user tbr ,1 

nipbcement, 1m aJminbtratN' or operator ,fotern:iin(~S ifu,p!ac-0mcnt .is truly .necec:,,imry (f.g,, 

tmubk;;;.hm:its the mobik devict:) Hnd if n(~,:,}3SIH'Y, 1:1tilizes the warrmity component 1000 h) 

g;tn!;:'.rntx: an order ,tnd/ot ~,nbm.it the order i'<.ir foe f('.pbcement to !he appropriate service 
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provider J 04, Jn another er.ntxidiment, the 1-vmnmJy crm:rpnnent W06 automatka11y ge.nernte:i 

support Is pr.:.rvkltd, ln a~idition, the SUP}X,tt c<:wnpi:m(mt 218 nnalyt,:s the suppnrt records to 

id('.n!it)' trends, S\:ch a.s nwbik d<:'.vk.e modds pr<.ini.:" t(; failure or individuab pro:ne ln 

15 danmging or k,~ing mnhile dt'.Viceit Support recmds n,ah:itained in the ~mppnrt data s!ore 

1002 provide m1 audit trail for a mohl le device's snppl)ft history as \VdJ ,,is supporting servk(:c 

!OOOHHJ 
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the ·\\larranty' .cornptu1ent 1006 bits~d u1t~Jn ,.~~a._r1~1uly ~Jr servh~.:::~ pf~H:l :n(~gotir~ted \ViJh the 

service pr<rvider l 04., fo:forn:,cttirm regarding the i;pecLfic t(:quiro:.m1.:mts for siipport from a 

servic(;. provider 104 js rt·ltiC"-i~d frnrn the: se:rvice: provider dah:1 store 206. 

JOtHH (!3.J /\t r<::forem::e mnnbtr l 108, the shipment of a .repbcen:wnt mobik dtvkt.: is 

5 tracked by the support K'.:Pmifrig ('.Otnponent l 008. fa an cn:ih>(Hrnent, the support reporting 

.... x:in1pi:n1ent :! 008 pnJvklei:i stutni:i 11pdt1te;:, (~,-.g:, e~tirmik'.d time to ddfH:ty or current focatbn 

of shipm~)nt) to the t.t~K~r awiuting the ar.rivat <if the replacement n:wbik device .. St~tus updates 

cm be prnvided by <:1:riail, text messag;es or any other nieans of .c.on:um:miciitim,, fo another 

t:.·~:rnhtx.iiinent, th•t ttst'T "~nn aece.ss the supp:u,rl :n:~port1n,g (~o:n1p-one.nf 1008 via the user h:ite.rfac.e 

l O 202 to obtain sta:hrn in.forrm,fo:m. 

<1t imy portion of the Sl{PlKHt request and r;;.~sponse pr<l('.ess. is 1Ut\i11t~bt\:l in th<:: s,,pport data 

:,ton:: 10{)2 at r~f;;:rcnt:i:: numl:i,~r 1112. Sud1 infiJct:m,ition i;c; use.fa! in ami.lyzing a.:.k:1uacy of 

:mppnn u:; well m, jX);:,Sibfo prnbkm.s in mobile 1:kvices or i:ndividmil usagtl- At n:.~forence 

15 nm:nbet 1114, the support response ctnnpon(!Ul l.004 up,:btes the tlSS(t data stme 214 based 

upon replaceine:m ofth.e mohik dev·i,x,, 

25 

provisio:n of support for nwbik drvk:es i;;; ilbstn:tkd, .At rcforenc.e number 1202, support 

infommtfon :is :roviev.'t~d b-y us-:;,rs <ir <:ustomer ad:n:iidstraii:1rs, J11 tu1 cmbodi.mt)nt, an 

prnvkkd, i\Jternativdy, a Kport of each support record can he tnmsrni!k:d to an 

,ldr:nlni~twitnr nr eus.tm:ner represt~ntative at the tim.e. of !he incidt'.nt ln anoth(w emhodit:rm1.1t, 

,m adminish:at,:;r ('.Hn .,_,,; ew st,pJinrt reczmls using the support reporting compzment l nos Pia 

the u.:,er intercfo(:e 202. 

ffagged for ,ittentki.n. Such stippor! recnrd;,; can be enmikd to repr-::osentath'es iit tk'. ,:,:u.sti:.ii:ricr 

l 02 and or the devk~~ rnanag(~tntnt syst,:~m ()perntor fbr re(lress. In ~idd:ition, st.ttistk;, 

regarding supµr,rt incideHt~.;, n~si:Kinse Hnd th( Jike cm1 be p:mvidd fhr a ... '1aiysb:. Atreil:.)ten.ce 

nmnher 1206, support re;;:.orci:> am a:nclyz:ed ~nd <kvic<~ svedfk troids are evaluate(t ln 

30 particular, the type ofnwbik\ ckvke with the highest fojforc nm~ b identified. Jfthe !'i:iihm<: 

rHte is out d'the nmm;:11 expected ra:nge., H reco.mmendiition rnay be ge11erakd t<, avoid the 

mobifo d1c:.v·i;.x'., A.t reforen,x~ m:nxii:i¢r l.208, 11.1.::r trends m·c idcntifo.xt For .;'..:rnmple, •~tr(ain 
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\V}th rn<ire rugged d(W!('.(~S, A.lternative1y, such us<:rs may 1x~ provided ,,vith ks:=; expensive 

d.e,··/ice~~ 

5 cornporn:;1n 216 is iHustmtd, The billing ct:,inpi>1w11t 216 n11magc.:'I bilHng; and usage data 

J{'.CdVl'.d from nne o:i: more 3(~rvke pwvkk:rn ·104. In one t~mhndiment, the billing z:ompo:m.mt 

216 includes: m-:i ,.dloc;:ido.n c(1111ponent 1302 that harn:lfos cost alkication and :invoic~s, 

including usage data, n.:.X'.eived ihm-1 <.in~ or rn,,re se,-;,.-ice providen; 104, Data may bt 

:recel'v1:d in a variety r:f :fbrn:tats in eiectrn.nic fHes~ ~lfa Hn electronic data inte.rcha.nge {f~Dl) 

l O focd, or ln ~ms other thrrnat utilized hy a service provider, Data :received from each seTvict~ 

prnvider 104 is piuwd, a:nalyz<id a11d nJi:.)1mMt1::d into a stm1di1rd fr,rmat utW?ed by the devk~, 

.rnanagernenJ syste:rn 10(}. Data sttmdardiz-Mion it!lo'NS fr.n· curnbinatkin and ~malysi:'i- of dnta 

frn:m rn.uhipk servke provid,~rs.. In udditim:l, !lie use o.f it ;;t'-md.::miized fonrrn:t faicifa;;iks the 

sion~-:;i'::, maint<::,nan,ce ,md m1aly:iis of hilling u.nd usage data, 

15 

pr<.rvidN· itrv,.1ices ai; a hmction of ctistomer pdkks, .Freg\,ent!y, t11sto.m.c:rs. 102 pnn.chtlSC 

s.tTvices (f.g .minutes of voice ('.Omm1.mk,Hkins) at Hie imicrn or ,Kemmt k:vd to rcceiv1;.'. tlw 

be~t rntes from the servke prov.lder, The t1Hucalion component t301 is ahk to report acti.Ju1 

i.wi.ge tl.$ a t\uwtii>n t>f l>lrnln~;::~ 1mh or in<iividual 11:se:r, facilitating Hlk1catim1 of cos(:, 

20 hti:.:rnd!y fbr t!K'. ,::astrn1,er l 02. fn an cnilxxlime:nt, fhe allzKatkm c:omponi':::nt 1302 mkz~s into 

account idl impactfd vaJues., :,;u(:h a:<; monthly dbcmmts, t;:ixcs *md tiK: like, .i\cczwdingly, the 

example, the _puyrrw:nt prnctssing rnmp;;ment 1304 cfo.wges Gtrntomer 102 nr (:v{.in end user 

cre<llt cards to facilitate payrnen.t or servke provjders, The pay:r.nent przice:,sin,~ ,.x.inip,,nent 

1304 rnay ut.Hh:e customer m <.:nd lrner credit card lnfon:nafam rnahitained in the customer 

data store 204 to pay serv:kz: prnvhfor invoices. ln an,,ther emhodil11en1, the payment 

3 0 pn:JC(!SSing c,m:rp(inex.\J: 1304 di~itJih11tes pa:ptr inv1>kes, 
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re<.:oncHhsJio.n cumpone11l .! 306 re.c.cn1cHes the d;1t;1. sets and identifies h1Ct)nsiste:ncit1s. hi .a~n 

embod:irnent, correeiive action is ta.k't:n bas(:d upon !ht.~ h:h:tntHfod incomdstt-::w;:iei,l. C\mective 

actkms im:hldt.~, hut are not Hmlted to, rctnoval wf imi.ctive m,;;;hik de',.ilCt:~ fnJm the asset data 

5 st◊f('. 214, concnion of na.me mi:mHtchl'.S and w.:khtio:n of mobile device;-; i-ni~sing from the 

.as:,et. d.1::tii store 214, ln o!lwr 1.m1.b{idfrnenG, im::om,istendes are f1ag.ged J'\:,r ftwUier ,\tvk\V 

a:nd can tQad to disputi~· of certa.in S<trv"ice ~pr{-rvidet charges. ln thh~. rn.a.n.uei\ tht~ .in~loice 

in:formadon from S('::rvice providers l 04 i.~ verifkd pdor to payment. 

IO upon the dntat('..ceived from vm:fous service prnvidt.rs, In an embodiment, co::lts a.re sepHrnted 

h,rn,x1 up,:,n fonctk,rmlity. In parfo:mlar, u;-;ers nmy he hilkd for certain fondkm.s (e.g, voke 

comn1u..'1icatinn charges), \\':hifo th<: cu5tQnK:r l 02 pays fm· J\mrtinns rnq1.,ird by tll('. cusw.nwt 

l 02 (e.g, emaH access}. Separate invoici~s ~~::m b(~ g(!.nerat1:;d for imfrvid,ml US('.l'S, customer 

LS 

20 

cfa.int:t Thi:; feature is particularly uscfo.l \v.bere the customer 102 ls 1:1.bh~ t<1 bil! a dient for 

phone charges in.curnxl in the pmcess 1:if prov~khng ::K'.rvkes tn the d1ent, sud, imrvkt'.S that 

rt:qnir,~ lnng dista.t1:~~e or <)Ver.s;:~is _phone. c<:tH~1.. ·l'tl(}: aUocalion co.rr.rpnnent 1302 prtJvides th.e 

capabU ity·· to ~;tparate ()1:.t charges based 1..a_pon 11]l:1h.ile nurnb~.r o.r cost center~ 

block diagran1 figure~ can he rear..ninged or reorgar1iz.e<l~ ·by .ont <d' on.:linat)'' skill in tl1t: arL 

F\~r ex.an1ph\ the re•con.c.i.Ha.tion ,}()ll1JX)rlt':llt 1306 aru1 a.Uoc.ation (:.t)n1r1oru~~nt l 302 a:r~~ sho~v"11 

in F1Cf.: 13 ~is sub,)()n1pont~nts (~f tht! hHHng C()Inp·onent 216, l-1~}~~.tever~ .in ~u1 alternat~ 

~mbodime11t, th,;; reconcifo.ttinn wn:rponent U06 .,md allocation crn:npmi.ent.1302 two $q1iU'&fc 

25 itnd dislinct co.n1po:nents:~ n-ither than s1lbcorn1xJne:nts of i:t hiJllng C()tnix1ne:nt 216~ 

ptov1der infonmdon. At refr.'.renci:.'. rmmber 1402, billing and/or u:;age data is obtafoed from 

(>n<:.: or rno:tl:: :wrvk<~ providers, The s:erv.ke pn:.-vkkrs 104 cmi utilize vadou;:; :methodologks 

to provide the data, in.duding email, an EDl feed, tlk transfor p:rntocol {FTF) or any 

:30 communication memrn, Onc.e received, the billing arn.i t!S,~J;;(: data fa :Parsd as a function d 

the service pmvider :;;pecific :form.atti.ng to i~xtr:act bHHng and ll$age di:lta at rd'erence rmrnber 

1404, Jn pardculm\ the ln-v1:,k:e co.mponcnt 1302 <.1bt.:;um Ji:.m:nat informutiun fn::,m the scrvkc 
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(~Xtracted data into !1Hi stimdu:r,li:;~ed form,1t of tbe devke n:mi:mgemenJ syskm l 0\t 

5 Trans:fr.irmation can include tramlatfon of specific code;; utilized by thzi st~!'\-''.kc pmvid.er. 

data sture 206~ lv:hdntenance of historic tL~age and b.Hling in11nTnatio:n .in a standardized 

10 H.mn<tt alkrws fbr mmlysb of hilling and usage data over time, which may facilitate the 

[O(Wll6j 

provider invQiccs is i!hrntrttttd. /.t rcforcnce number .l 502, service prnvidcr in.forn:Mtion is 

o'btained. The infonnation m.ay be the rnonth.!y invoke;s c.onmxmly recdve<l .from ;service 

mobile devi1x~ wstmner ! 02. In on<; embodinwnt, charges ru--c divided tmd bilkd bm,ed upon. 

busil1ess u,1it, 1n arnJther (:mbodi.rnent, diarges are divided bas-t'.d upon fanctinn or servke 

pnwid.t.'l!:l V, g., data acc(:ss, text messaging and the Hke), or upon usage. Invokes c,m be 

g('.ncratcd for th,~ customer l 02, on(: or mot{: ;,~m! ti:Krs ,Jr third 1~mks. f\,r cxmnpk, 
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particular third parties, such ,'l:i client<1, can he identified, Charges ,J.Ssl)dated \:;,-jth such third 

parties rnay l:ie itemized and the third parties n1a;/ be invoiced for the parti:::11br expenses, 

l'i:'fr:n~nc,;:. nmnhet l 5 l 0, In an 1c\rnl:mdirt1(!nt, th(: ,kvif~ nlclnageni(~nt. ;:;ystem 1 ()(} :may he 

5 grante~-J the rig.ht to pay undis_pute;J ~ervi<.:e prov.icier charges. ln .pu:rt:iculur~ cri~dit c;:1rd 

lnfonnation fr:ir the customer l 02 is provided tn the device n1,1nageme:1t sy~:tem 100 and 

utiH2x:-:d to p~~y service pr;)\tjder biHs.; ··rh.e hxv·o:ice§ ge~nerated by t11(:: :invoicz~ t~on11)on:ent 1302 

M\~ o:>utput to tki appi:.:iprhit~ piirtks (.:tg , custont(~r ! iJ2, 1c~nd Uts.)r(s\ or third pm:tie~) at 

refbrt.nce .ntu.nher .1514 ~ Jnvo.k:es Ci:tn be cn.n:tnruni cated by any appropriate n1e}u-1s~ including~ 

tlx~ dC'.vhx~ mam1gt~mrnt systenJ l 00 for a c.ustor:n(~r l 02. At refornnce .twmlx!.r 1602, th(: 

business rcqui:n:::mc11w <if the particuhtr ,:u.sk,nl('.J 102 ur;;: g:,Itb::nxt S1idi requirements 

include pnKurement 1equirernenfa (e,g, ;;rvdfohie service providers, devke:s und service 

l 5 plans) rnppon requirements (e.,-;-, t\vent:yyfbur hour replacernent guarnnteed), frrvoicing or 

billing '"'CJ!tlren1ents (,~.g, divfoim1 of dmrg:es krned npcm f.hnction, husin(:ss tmit or the Hkt') 

a:nd .asset n1i.1nitg•(::n1tr1.t (e.,g: ~ d~·sGriJ)tion of' :n:.~ports d~:;sircd by custornt)r l 02 )_. {)n,:t:: H1f: 

(:.ust<.11Ufr busines.s .n:~1u.irt\tn~~nt~ ar(! defin~~d~ th.~ .1nt~bLie strat~~gy1 .for ill{~ particuhir ,:ustorn(~r 

102 :is established at reference number 1602, The ::,lnitegy ctm include rnin.iniizatbn nf 

20 overall co::,ts, distrib1ition {Jf cost, over rnultjpk hus.ine::,s units, The strnkgy is composed of 

one or rnoi:e pri,)rhies. ·rhe busine~:s rqnirei:nent<i aud strn:tegies are detenni.ned based upon 

25 [0001:!lj 

CtU;h:,rnizf.<l hus(;d ut }t';mit in part up<m customer pohdes nwJ busitNsi, t(!(Julrements: us 

t)btnined at reforence mirntx.Ts l 602 m1d .l 604, The customized user interlace 202 <;:-an 

enibrt:e user policies by selectively :re:,trkting ~iceess to certain information and 

30 :llnKtionaHhe,,, ,md by s.ek,ctivdy limiting options Jbr election, Access and options may 1:>G 

restricted basd qxm us,~r,. positim1 of user with:ln the tm,knm:.T l 02, kngth ()f srrvk:r or any 

ntkr di;:iraekdstk ,ts spc:ci<fo::d ln user policks m:ld prndicei;_ 
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loaded lnto th-;:: a.%(~t i:bta stOt(': 214 m reforernx\ nu.mher l 608, Loading Gf data indudes 

parsing dat:1 :recnn.fa n:utintuined by the cu;c;tt)n:1.er 102, cxtrncdng for di:lt;.'t and storing the data 

:in a stur.ukird:tzed fr:>nnat utllh:t"cd hy the dt:vke tnanagt~n1ent system lO(L The custornized 

5 u;:;er interface 202 b depklyed at rd'e:rence number .l 610. Once dep.io yed the user int(~rfoce 

202 ls ac.ces.slble l{) en(~ {)t nlGre Hs{::rs asso.ciultxl v,/ith H1e c1tf:t<)n1'l~r 102. ln. an ernbod.irrl<.!tlt~ 

th~) ·user ilrtertlice 202 i$ 11 c-e1rtn~Jized "\~teh _port~d that ~p:rrr~.:Ide~~ :t1)r -~J.c.tess to <Jnf~ or inof(~ tools 

for n~tan~~ging .ni,~bne d.{~\··ices rfri the Internet. 

10 interface 202 to n1;;mage mobile z'k'.vke~~- At I 612, the asset corrrponent 1.!2 andh1i: 

opti.miz.a!iot} co.1npt)mint 7()6 ,malyze the Hiriow:l sen-·'ice pn>v:ider pbns, us<~gc <Hid ~1sicts tn 

det;-::rnfrnc txcessive d1m:ges or defocts th,H can he resolved to provide opportunltk:s to reduce 

costs to the custrHner 102, fo one embodiment, analysh; and c,ptimiz,~:fron (,ccm \V.hen 

r~latiom~hip bet\veer1 ci..rntoi:ner l 02 and the zk:,--ice mam~g,tmcnt syi~km 100 :is initiateit fo 

15 ;:,tnother ernho<lbnenJ:: aruilysis and optirnlzati(}n _p:!\)<;:esset~ are zx,nt:inntrus or peJio{H{~. during 

fhe exb;tt~nc:e o.fthe te.La:nonshJp b(~t\~\~"l.l t11e C\.tston1er 102 and the dev~h~\~ n1anft£t':..tnc11t 

system 1 (Kl. At 1614~ recomme:nzfahn.ns nr conectiom for th.:: dd1,~cts a:.t<:.'. impfom,;;,:ritet:L 1n 

iwm:ral, re.:ximmendations \'<-'ill he approved by a representative of th{, eu:s(orm::'.r :t 02. The 

appnived :recmmnendadons c:rui be frnplenwn:ted by nntlJying the appropriate service p:rovkkr 

20 :! 04 and updating in:forn:1.athm ln th~ ass,'.t dritit stor(~ 2.! 4. 

devlcts for a ~~ustomer 102 ,'u:n b;;\ im.pmvcd by training the de vie,'. ma.m1gernent 1,yste.m l O(t 

As rt-x:.om.n:.1endations are m.:cepted ox n\jected,, tlK~ dt\'1Ct rmm<1g,:m.:mt syst(~nl 100 teams 

prder:red n.:c-onisnemfatkms. 1n ,1dditiott, thz~ devict:.: m.;uuige:ment system 100 can ewduate 

25 aml mmlyze the resnlts of i:mpfotrn::nted rncmm::minzhtio.ns to determine ac-tml! aJ1:ht, In ,t.n 

e111hodime,nt,. nxom.ni;:.-ndations m:-e weighted hm,d npnn project.tel ,itfk:ct. \\\:lghts ran 'b('. 

deternlined from hbt<.i:rkal infrmnatbn, such as slm\br p:reviotis1y inrplemented 

nxoi:rnn(~nd"1tin:ns. 

30 configuri:ng the US(~r interfa.,xi 202 for ,J p;;u-tkuhlr cust,:,n.1er 102 h Hlustrated. A.t reJhence 

numb.:.:r 1702 the us(1r interfr.K(! 2.02 "did-;:-_pilth'' is cnnt1gured. As u.s<.:c;J ht\i:(':irl., tlit c1k.k-path 

bdic<~lt~s the sNks <.ifwindov-is or si;;reens \v:ltb whk.h a tl:Kf in:ttn1.Gts \v:twn u:ti.li:.-ting the u.,er 
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5 

dt('.k-path fa cw,,tomized a.s a fo.nctk,n of the poHch~s or requirement~ .of Hie customer, For 

exarnpfo, the cust,)mer ma.y :requii\~ the (~rid user to ;;elect tb,, busi.ne:,s rmit t{J \\'hi.ch tht~y 

bdi:n:ig: bc:fon~ sckding the desfrrd S<.:'.rVk-<.: provider on the fol!m;,,,h,g ·web page. 

ifJUOl:Ui_l 

pofa:::ies, Hen.\ the virtaal inventory is the inventory nf 0-,,,;iLbbk :umbih~ <.lt1vici;'.S fr-om: ,vbich. 

an end u.ser t'(ln order a .n1ob:H.t~ de\~ice. 111f~ .Pattiz~ular devices prt~S{~:1tted a~~ avftiiable tl1rougl1 

the u,mr interface 202 IH\~ deter.m.ined h~1sd upor1 user pnlici;;.',-s, and mtry vary based upon us,:::r 

position, busLticss unit, title, or otl:K'.J chan:icteristk., At 1706, &':!.ta from S('.rvk(! providers 1(}4 

! 0 is used ti:\ ,:onfigu:re tbe trner interface 201 and device nrnnagt,mt:::n.t systftil 100 for the 

part.ic.rdar discounts~ pla.us urid se:rvicr~s thf; tnston1fr l 02 has iH.~.gotfaite<l \Vi th on.e or :n1n:re 

service providers 104., Such dfa,:otmt~ muy affect <.ip1im1s provjded to users. tn addition 

~;nd1 i11forrnatlon ls ;_is~d i<} r(:<.xn:rn:-nend opfoni:rntioJrn, 

15 ,.~rn~tome.t specific infbnmrtkm. This ability to add fbkls to th(~ \,Ser interfa:.:e 202 provide" (he 

devic(, n,amigement system 1 OU with significant Ht:dbUity, For exa:mpk, :rm:nstam.krrd 

info:m1atkm can b,:: cdkctrd by iidding fidd:i tu the usN inte:rfa.ce 201. Introduction nf 

custom.er spt~dfk codes a!knw nM<)rtl{'.l'S to track unique n.r at 1ea;:;t m:1com.m.m.1 fo1:tilff;.-~s, 

20 >)lt'>lnndz,;!d lMseJ upon cu:,;tumer policy, In a:n (~mbodiJnent, the <.:uskm:lN .l 02. sp{,¾~ifies ~,. 

n1ulti~tie:r aprffoval prncz~ss.~ ~For <~·xan11)1Cx ~~·.nd US(~_n.~ are r{~stricted in tb~ir e·iections at tJn:~ user 

hterfoce 202, (h1ce the 1is<.,r has cw:upleted the (lrdt.~r re-quest, the g_entirnted on:kr is pn>\•:id;.-x! 

to an ad.mLnistrato:t or other individual ,,r departnient ~it the custon1.e1· 102 ·with autJwr.ity to 

~ipp:w,··e the order- The rt~W~'-"t may be provided in mq fonnat suitable for use by the 

2.5 customer 1 OL ln. ,ttH:ither embodiment, the appHlval pn:.iC('.St-, muy bs.~ specific n::, the u&:r 

202 :a1 wferern::e rn.ntibtr i 7 l L In nne ernbodin,ent, the cn"'<::t;)mcr 102 pwvideI; ,~:n l\(:tepta.bk 

Use Policy (AlJP_.i that dkmtes use nftb,; U:'l('.r iiw~tfa.(:.e 202, ln a.not.her em.hmlirnent, 

30 c1istoiner 102 rnay pe:o;onaliz.e i.n:stn1cth:~ns or oth(·:r n1t%~1gt~t; to users.. i\J :referente nurnber 

l 714, inRm-r,r,tfo:n !\~gan:l.l:ng !hf customer's business hkrnrchy is 11tihzed to ge1m:ate H modz!l 

hierard1y, J:n particular, infonrrn:tio:t1 regmtling, depnrtmcnts., business units, site ;:ir hx.:Mk;its 
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mui the like m:1:.; w,ed tQ generate a m.ndel of the custo.n1a business, Th.ls rnodd can he nsd 

in invoke or report generntkm :tn provide data in .fl mm1n;::r that is rn;~fhl for th~~ 0t1s1on1e:i- 102. 

interface 202 :,,vill .irlten.Kt \Vith an existing procmem.ent sy:1ten1 oftl:,e- cu5to:met's: {e.g., Arihl) 

) or ¥v-lie:t1ter the user i11terfa~.e 202 '\vill t1r~erate ilS a stand.-.·;~Jone sy~~ten:1~ Jf the de,,vicc 

rna:nHgernent syste.n] l "00 -\~1iH interact \,..-H:.i1 an existing proe1Jrernent .S~fste11\. the usct in.tc:rfiic0 

202 is retn}fittcd to exchange infor.matkm ,vi!h tfa~ existing ~iyskm at t'efonmc,;, .mn.nber .1718. 

Other.vi$:\ a1 rderencc numlx'.r 1720, HK'. ustt inkrh~cc 202 is deploy<:d as an indepe-ndent 

,-veb p'Zirt:il. 

10 fOOOLUj The device n,,.magermmt §ysiem 100 describtd hereiri earl he h:npkmen.ted 

-..:Shlg vark>us comb.inations of h;;ird-s:,\tare and soHwrtrt. F zw c:::rnmpl.e; t1K: system 100 c"'m l~ 

irnpkmen.te-d using ~ i:dcr<.ipro;::cssor, mkrzh~ontr(ilk.ir, Zlr z:en.tn.d proces.::;or miit (CPU) diip 

and printed drcu:it ho.,:trd (PCB\ A.lk:rmifrvely, the system l 00 c;:m include an app}katbn 

spt~dfic inkg.rated dr('.tilt (ASIC\ prngn:unmab!.e kigk &:,ontm:ifor (PLC), prngrnrn:n:mhk logic 

l 5 device {VLD\ d1giu1l signal proces:,or (DSP), ,xr the like fa itdditinn, the dcvk~~ mm:ngtsnent 

systen1 100 indndes memory, ·wb.'.'.tller statk .meml)t}, sw;h as ernimhk prog1:a:n:1nwhk read 

only rnernory (EPR0.\,1\ ,:::lecttonktiJ!y (W,t~al)l('. progt,in:i.mab!.e read ody rnenw1y 

(EEPROiv1), Dm,h or bllbbk memory, h~trd disk driv"<\ tape drive 1-Jr any combination of static 

mcnmry and d.ymu-nk menmry, The df'.Vice mun,lgement systeiri 100 cari mili.z.e soft'.var(i a.nd 

20 ,.:iptrating p,mu:ndtn, st,Jred in the m.en)(ff)', ln udditfon, the -user infomrntkm tan be 

:bnplen1e-nted. u~dng ·v.arit)~l~~ c-n:n1h.inations of :i11pnt ftnd output {J~·vic(.~S:- .includir"-~;-, ln.tt not 

fo:nitzid to, a monitor, keybc,a.rd, nKn.ls~::, trncktnJ! or 0Chcr poin.kr de-vice, 

und('._tstoc,d tbi1t the embodiment,~ }mve been pi-e,<;cnled by ,vay d' example (,nly_, and :not 

25 Um.hatlon. lt wrn be understood by ihose skilled hi the mi: thzt various (:htmges hi f<wm and 

detfiHs mHy be m.~ide iherdn ,vlthout dfpani:ng fro.m the ~plrit .m<l scope of tl:ic 1,i1hjcct matter 

dt~s(:rfo-d h(~!'ein ,u1d deJintd in the i.tppcndcd dairns .. Thus, the breadth and sr:opc of the 

vn~sent inventfrm slwu!d not be limb.d by any of the a.bovcHJescrfoed exen1pJary 

enitxidlnients, but :-,hi)uld be defined i)n.ly i.n accordanc~i ·with th$ JbJkrwin,g claims ~md th;;;ir 

30 equlvnlents .. 
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l 3., The sysii::m nf daim l, fort}wr con1prisit1g ,m a.r,s;(~t c,nllponem thtit _pr(.,vkks dw cust,;:,mer 

2 with filbiHty t~) rnrn1itor pnwlsionlng .1nd WK: of lhe ph1ra!Hy zifrnohik d<:.ivi\x!s to said pbr::i.iity iA' 

3 end iasers~ 

l-4, The syskm. of c.!ahn l l, ~s,'tle:ruby -a wireless mm1hcr fr,r e11,:ih cifthe plurality ofmoblk 

2 d!;'.vic,is ls wi!ized m, '-l devb;., idendfoJr for rnonit~--;dng the pkmility z~f mQbi.le dcvkes. 

i 5. Th<:.: syskm of claim l , further comprhing a :means for tnmsforrning ;;aM. cw,tomer d.,H:a 

2 lnto ;:i stimdatdh:cd fonmit l\,r data aggr,~g,1thm mil lrnpon inti:\ an mx:ounting sysi1;:m. 

!6.. 

6 de:p!oylng ;:i user interface adapted to fa.dlitaie n:mnagem~~nt of the plunt!hy ,,f rrwhUe 

7 devkcs a:,; ,i function uf said customer poHcy, said service provider data and said end !Jser darn; 

S ,md 

9 gwwrnting u recQ-mn1endation to irnpn.:,vc nmnuge.rnent oft.he plurn!lty of m.nbik de.vice~; 

l D in .accordnnJ;oe· ,:\,.,ilh said tH.sion~u::r p<~1Icy=- said end. user d~~ta :and said servh·:e pr{J\r{der i.:hrt~t.. 

17 Tlw m(~thod nf cbim Hi, i''urth~r C~)nwrlsing proc:m1ng at k<.1st mi(~ of the p!uraFty of 

2 mohHe devices via sa.id isser interface. 

1 S. Tht~ method of c.laim 17, further cnmprbing authorb:ing prncu:rem;;.'.nt of at kast i:me Qf 

2 tl1,:.,. phm~fay of.mobile devices 11s <l fonction of ;;dd cus!l.lni~,r polky, 

2. details -of u:-t:1ge of at 1e~~t one· ofttn~ pluraH1:~~t ,tftnobHe d~fvic{~S) sald exctptkHl re:port is 

3 indicutive of' H vinhitio.n of ~~a.id custorner polk::y ~ 
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20. The rncthnd .of dalm :! 6, fiixt!K'.r comprising ci)o,dinat1ng ::mpport of the plur;:,d i!:y 1A 

2 n1obik devices fr<:,m :mid pfarn!ity d' servke pn)vidcrs fnr s,iid phin!llty of tmd us(;n;. 

21. The n:l(~lhnd of chhn 16, farther ;::on1prising Ulfoc,~tlng ~~ost :for the plurn!ity of mz)b\l.e 

2 devices has:(~i at k,:ist in pm't upi;m u ;:.-ervke pbn as:m-ciated \Viih each offhe ph,t,<i!lty of moblfo 

3 devices .. 

21 The method (if daim HS, further comprfai:q; invo idng an indi vhfa':l.! sdec1d from Si:!i<l 

2 plurality of end user~ k,r cost assoc-iated v,dth a mobik: devk.e sekcJd frorn the phuafoy nf 

3 nu::,blle devices, siid mobik (kvicc h as~igned to suid ind)vidua1. 

24~ 'fhe n)ethGd of· cJahn l t\ 111r{her :c::t)tnpri~ing ~~ggt\!g<iting biHi-ng fl)r said _pJuruHty uf 

2 s~rv3,ce prnvider~t 
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a 1wer h:i.terfr1ce adapted to interfoc&0 1vlth the cm,t.<m1cr, sa:td 1_rscr .\ntcr.foe.c includes a 

means for updatlng said .custom(~r data stoR~ and a Hl('.Hlli:i for rnporth1g details m,sodateJ with 

means for providing pr-:ic,H'enwn! nptfons to &lid Nistomer, sdeded by applying :mid 

customer po!ky m-u:l sad i:.~nd oscr infomrntion h) :,aid service provider data, 3''lki procurtmeni 

uptimi:s are presented via said: user intcrhwc; 

meam; for prGvisi()ning said mobik: devite t!rnt a.<:dv;;1kis and pnnkks said scrvke plan 

~md iidd mobile devke ti> an end user; 

means l'cir >.tpdadng .~ald (~!.tstorner dat:i store \»>'.ith det:;;i\h; d:itaint<l from said inv(Jic.e for 

the cust,inwr tmd updating :'laid end u::mr historical. µsc (fatf, "vith 1:ktuils ol:mdncd from siiid 
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calls may he blocked while the phone 

in 

location of the wireless phone. 

p:cedetei::m.:Ln ed 

2D 

accessible at the 

30 

Page 582 of 750



;t
:;

:.
 

fr
-'

: f j<
~

 

r~
r 

f:
) 

'.1
~ l) Q
I 

:-:.
~ 

:~
t: 

:-
.:

,J
 

a,
 

D
 ... 

:'.\l
 

r1~
 

m
 

;
.
.
(
 

;..
~ 

--~::
:: ri
• t~-
-

:.;
~ 

f~
) tr
 

)
<

 

('
f-

· 

='
 ro U
J 

}:~
 

'(
)
 

(!
) 

'."
i 

.,:_
; 

k_
,,· 

~~
~ 

,_"
) 

;""
) f? :-1
 

f~
) 

1;,
:3 ~:•·
., 

(1
) 

~:
~ 

~
f}

 

(\
I :--;
 

~
l(

j 

.i
i ;:{,
 

:µ
~

 

.....
., 

(0
 

(i
) 

-~i
J :-1
 m
 

~:~
 

;)
; 

f1
.>

1
 

~1
 

r~
· 

f.:J
 t~·
 

(r,
 <>
-

:.~:
 

:;.
Jo

. 

rrt
• 

:1
., 

~
-~

, 

.. ,
 

iH
 

(J
.. 

}!
J s;· ·:I (,
;,

 m
 

~
- ::t
 

w
 

rt
 

l»
 

r
-
-
j
 

:r~
 

t~
; 

i:<
; 

U
; ' 

.(
))

 <-~ 0 ({
) tn
 

cf
! 

µ
,.

 
;.--~

 ... .. , ;-.-
.-.: «.,
 

::3
 

~
 

fjl
 

(0
 

t";
: m
 ;~L ~?

. ft w
 

i::~
 

{j
) 

fH
 

D
 

:/·
t: c:
· 

~:
r' 

ct
) S! ;.
H

 

·C
f' ': d
· r:r C
 

'"
 

'"
 

;_
Q

 ~- (}
 

0 f)
..

 
rt;

 

(~
0

 

~
:)

 

:f
 

r
,
}
~

 

f·
) 

(D
 

) .
..

 ! ~ {!
f 

::-
n ::r 0 t3
 

(!
j 

Z:J
 

~
f rn !j
 

n !!
! ,....
., 

}
~

 
,..,.

, 

~1-;
 

,·:
·. 

l·1
 Q
 

~· 5)
; ;::,
 fE i:1~
 

ro ~ cf
· 

~:r
· 

{$
) ::-1
 

r
t 
~
 

§ ()
 

;.::
 

(v
 

,.,
 

•,
,'

 

i-
;,

 

{'
( ;.:
7 

lt'
; 

s 0 ~; i---
-_t

 
(l

) 
{,

),
 

<:
Q

 
,..-;

; 

()
 

~I:,
, 

c~
­

~:-
Y m
 

n f-~
 

rr
 

l rt
· 

,c
...

,..
·, 

~
-.

I 

►
1 ~} :.c
: 

~;
->

 

{
)
 

i.j
 

{.
2,

 
H3

 t~ ;;
)
 

!
•
<

 

~
 n ~l
 

(f
t 

(;
) 

:"}
~ t.
 

.,
. 

{~
) m
 

{3
 m
 

J---
< ,j_
 

V
• 

(!
; 

([>
 

f;
 .. 

(s
f,

 

;:._
.'T'

 
(1

1 0 tf5 ';;
f 

C"
; f2 >.-
!c.

, m
 

~j
 . 

..., :::~
 

{.;
} 

(;
,(

 
.....

., ~,. H:
 ,fl G
f 

~-
~ .:.;
 

f.
J
-.

 

{
Q

 

0 :"'1
 

n •
,,

' 

~r1
 

O
; 
~
 

~ .. ~
 .. 

:::.,
. 

!)
.,

 
~

.-
!v

 

✓.
;.1

 
)-

h
 

D
 .. 
~
 

f;
; 

}-
,-

' 

,._
.._

..,.
.:, 

,_,
 

{V
i ;~. 8 

~:;
 

~-
,...

.;-
•._

J 
(;

 
~~

~ Q
. 

i,.
,.,

 
~~

 
i··

-'·
 

}-
~-

•·>
:: tf5.
 

()
 

}-
:~

 

!!
; 

f:
; 

(?
 

(
)
 

~:;
 

(",
:" ~: 

.. 
d ';--<

; ~5 0
, 

\ii
 

:-1
 

rt
 

;'-1
": 

i'l)
 ~~ (f

) D
.. 

r1
· 

()
 

... ...,
..: r& l,
 

,:;:
 

l·-
'· 

~~
": f::
 

~?
 

p
; 0 ,,,
 ;;.
 

r,,;
:j :::
 

()
 

..;
~ ~-'
-

~J
.. 

0
) a,
 

tt
 

,.,
 

H
) 

t;
; p·
 

~
--

l -
. 

~-
--

J.
 

j.
f.

 

ct
 

i •
 ..:

:: r
t 

()
 

n,
 

~---~
 

C:
 m
 

i}
) 

(~
< ti
" ;:-r
: 

ff
, 

<!
) {}
 

ill
 

h -.t
J. 

f,
;-

.. 

01
 

f:;1
 

C
· 

:,.,
<.

.. 

=-i:
 

}-
~

- 6 :, ..
... 

(~
i 

(.'
; u~
 

i:,r
:; ff ft 

:"·
-~

) 
(;

1
 

r-1
-· 

~
y
~
 

fi
 

C:
 

C
 

:.D
 

;~r
·· 

Q
. r~ fs

{
 

{-
;~

 

ifi }i~
 

r-
r1

 
.. , ~---~

 c, ;:
r 

;....
-.. tr
 

f..
..i

:-,
. if G

 
CJ

} 
(0

 

:-a
 

H
) K
 

~
 .. ;,.

 

<:;
 

p
, 

~1
::: 

(
; .::t
 

f~
~ 

,.,:_
~ 

(l;
, 

j-
s 

~J
; 

(3
 

m
 

:,. .. ,.
~ 

f ...
. ~ 

(~
~ r-1
 

:~
(
..

, 

r,; 

~:
j 

y .
... :

 ¥~~
 

fy°
· ,.,, !;)
 

r-·,
 

fj
 

(i
i 

::1
 

rn ~» ~] ,,.,.
..., r;i ci; c:~ n m

 
U

1 ,J
l 

j.-
r:.

.-

tr
 

,....
., 

H:
: ,....
, 

i--
-

?)
; 

:(
-'

( 

er
 

~:
J' 

{f
l n­ ,n ; ..
 _.,' 

::2
 

:,,
;,.

 

f,
,;

 

: .....
... 

~
 

0 r1
· 

,.Q
 

(
)
 

J:'
;j 

({
 

;, .. ·, ~-n \,
')

 

fl_
 

r-,
, r:, .(~
, "' ':::' } .
 ., fl a,
 

r1
 

(;~
 

>·
-l 

:-1
·r 

rt
 

Y
o

/'
 

...,
 m
 

r:
 

f:_
! 

}-
,-

' 
!..

.., 
!-

-"
 

~::
 

~.c>
. 

t>
 8 f-

·· er
 

,(
i)

 
~r

~ 

~~
~.
, 

<}
} ::::;
 

D
 

cf
· 

n ,,.
 

:_
j w
 

()
 

~-
h t r6 

(
)
 

p;
 

1,
,, 

~-
->

 
i--

'·­
~

:i
 

l.Q
 

t>
 

,-
•
 

;. .. }
 

~
 

..;-
:.r,

 
u {l

j 

!'1
 

:-,,.
. 

'C
• ~~
 ..., H
; 0 H
: 

i:1
· 

l•
••

••
 

ffi ,.
, 

,-
' 

( 
... t~
 g [·
{ 

{?
? 

~~
f ,;:,
 

~-
i• ;,:-
r rn ; ...
.. 

~
.
(
.
 

~f
; 

;r
f 

(
)
 

:---
n 

fi.
! ~· ~ ~)
) 

~
.;

::
: 

1/.
? 

{"
) 

o;
 

!-
-' 

(-
--

-j 

\~
· 

0 '..)
; 

'1J
 

:i
,.

; 

~r
; m
 

M
 

.,q
 

:-,.
..-.

, 
G~

 
0

) 
Q

., 

:•
ri

 fj
 

:-
✓
 

'.'"
.,-:

 

(:)
 

}~
_;

. 

;-,~ f~ ., }H
 

~
--

•_
.(

 

k.
-:

 
r•:,

 
ii

) 
(.)

., 

C
f 

()
 

r·
, 

';.
-/

...
 

:D
 

r
t 

i"D
 

l·1
 8,, ;:;
 

CT.
~ ,..,.

 
,·:

·, r ...
 ( ·~
· 

~ .
 .,.'

 

W
· 

f·· .
. ) 

r.::
;, 

<1
 

0 :--J
•. 

(:
 

tV
 ill /-
'· 

~
I
I
_

.,
 

f-A
. 

~r
$•

: <
 

C
) 

:,..
..,, 

.. 
(1

 
ij

) ;~ ~- i-
-' 

(-
-!

 ~
 

()
) ~' ;;;
 !~1 i·-
·' 

l:'.
• 

/'•
· 

.:
,.
✓-
•,
 

IT
.• 

(
)
 

i-1
 

~ 
( ::::-

t 
,v

 
:--·

t ::=~
 w
 

m
 

l·~
 

~r
~ t:,
 

i· .
.. "

 
t::

 ft !~
 e, ~-..

,. 
1.

;:;
 

D
 

{}
; 

J...
...i 

(,
~

}
 

~
J~

) 

r-~ :;: :;::
; :t~ ;. .
. :, 0 ;:r
 

~3
 

~3
 r~ ,.., 8' ti
 n 0 f3
 

((;
. 

ff,
: 

i·'
~ 

t1
 

e
r 

:~
y 

0 D
 

i}.
~ t:i :::1
 s '-<

; tr
 

(0
 

r-"
h 

0 M
 

;:~
 

i:u
 

M
 ff D:;
., 

r·
t 

0 

fr~
 ;;j ,., ,-
' 

c~
 

rl
" ~{
 

r-
, ~:'i
., 

; . ..: 
... 

(,
,;

; 

P
 .. 

··~
t 

:"
'{ ~~
: ; ....
... 

:11
 

~1
) 

}
·-

' 
()

 
OJ

 
()

) 

T
j 

j,
,,

~
 

1
,-

..
' f-J n:
 ~.::: u:
 

<;
) 
~
 

;
.
}

r
 

{>
l 

;._
.! :::;
 

:-·~
· 

m
 

.-::.
; 

~3
 

~
.-

).
 

l·--
--' 

~~
;; rr: :f
''-

' 

0)
 

:;;
 

~,
­

,.,
 IJ ,., }!

) 

(
',

 

;::.
( 

n~ $'
.(j

 

~t
i 

~-1
 n~ ·; ~.

..: 
... 

(i1
 

ili
 

fr.
.-;

 ~ :<
; tr.:
 g. t-

-
-
}
 

i'.D
 

f'
{

" 

C:
 

:"
'[ 

H
? 

J»
 

["
j :::,
· 

c
t :::r
 

,!)
 

t~ ;:J
-' 

i-,
.<

, 
~

,.
; 

Pn
 

U.:
 

T
) p
· 

~J
 ;:~ (0
 

1-
-; :::5
 

rt
 

:::r
 

H~
 

:z :-.
A-

. 

i''.
l \l
' 

f--
.1

 

((
) 

{$
} 

?;
; 

~~
o ::1

 

fl ,. {D
 

r
j ~- G
) 

l-
'j 8 ~}
; 

,:...
-;-:

: 

f"
r,

' 

~1s ;,
./

r
 

~1
 

r;
 

~
--

~
i 

} ...
. , .. ;.

/.
.,

 

m
 

9
" 

:'.'
"~

 ... 
::;

 

r·r
 

tT
 

fD
 

'l
'j

 
:.•,

; 
()

­
H

, 
l· .

..... 
1

··
}
 

(v
 

:U
~ [j
 

('
"f

 {;"
 

r
t 

(-
-;

. 

(;
~

 

1-"
rJ 8 ~)
"'

 
~-

,;,
., 

;.. ...
.. : 

·:
✓ 

r"
')

"'
 

('
1

' 

rn ,., Y
M

 

,;.-
..-:

 
!;

; 

ff~
 ?5 M
 

~
-'

· 
CJ

 
C

t 

tr
: 

c
i 

(-
~

 

(;
; 

¾
 

jH
 

t:1
 

•!r
J :-
--

! 

(~
) -~ ~i
.i 

:,.-
.-: .,, r~ i·-
: ([
i ;::,
 

1 r
t 

{n
 

:::
t fJ ([,
 

;::,
 g fr
 

(::
, i··;
 

{
) r~
 

D
 

r-1
 

~
 a ~ 0 ~
 s w
 

t~
­
~
 

I~ N
 

>
-•

 
~
 

◊
 
~
 
~
 

~
 

e
r ,,. fo ',
j 

{·
-.

t'·
 

()
 

::5
 m
 

:---
., 

:•
.I

 

0 ~ .. f
 tr
 

{1
) 

f!
j p w
 

::t
 

f!
) 

f-S
: 

(:
) 

Q
., 

{t
; ,.-_
: 

(i
) 

~
=

~
( ~~t.
, 

:----
~ 

f-·
i 

:-_,
.~. :J
 

~:
.),

 

~l
.l 

r-:
: 

,..,
.,.:

 
..., m

 
w

 
ft

; g &
 

rn h 0?
 

'i
j 

il
l 

';
.<

 

µ
} ; ..
 -) ~: (l

J 
:.<

: 
(f

) ~v
 

0 (~
 

n
) ,;;;
 

((
) 

r-
i 

~~
~ m
 

.... ~
; tr
 

f~
 

f-:
­

(...
!.~

 
(9, ,,

 
(
'f

 
~

u
(-

, 

f-
h

 
l--

'· 
i;;

 
(}

. 

t;
 

f1
.N

 

ti
' 

:::-
" 

f,
.J

, 

:~:;
 

~-
t 

::-
f w
 

,.,
 ,.., 

r1
"' 

. 
f;

) 
~::

( 
w

 
H.

? 
tr~

 

(;
,; ,~ l-"
(J

 :; r..1
 

~r .
.. "-

-
w

 
(~

) 0
, .::; ; . .

,.
(
. 

ci
 

{r
) 

,...
 ..

 A
 

,!>
 

w
 

(}1
 

)·.:.
_1 :".:·

r'" 
•.,._

~ ,..~ {f
 

;-0
 

:.,1
 

(?
 

:"
'{

"j
 

:-,~
 

~
-.

..
.(

 

(,
' r~• ';5
 

Ct
-

D
 

w
 

;.
r;

; 

r-~
 

m
 ;1 f·f

: :,1 ~~
 

~
 

(
)
 

~1
) 

, 
' 

('
( 

~:
; 

i,,
, 

0 ~;
- ii rr~ f·1
 

(:r
~ rs; ffi f....
.....

: 
, .. -:-

,:: :"T
 

;:r
 

m
 

ti
} i·
" 
~
 ~i, ~-

:._
., 61 t:.?
 

0 {"
; 

(9
 

~
fj

 

0~
 

;.
-)

 .. 
:C

,t tt ::1
 ~1 ·t
r ~n ~J 

:,
,A

 

,:.;
~ 

i-
c
~

 

fD
 

:1
 

~
-
, 

~~
 

is
.N

 

0-
! ~-: ;::
r 

(r
; ;:::
 

:.:r
; 

~
 .....

 ~ s ,;.
.,.

' 
(:

) '--
' 

(f
~ ()
) ,-,.
 

(~
1 :i rJ!
 h. fA
· 

(j_
 

ri
 .. 

¥5.
. 

\~
 

~
--

--
' ~f 1-

< <'"
 j t;J
 

n ij
 

((
l 

~f
; 

(~
}

 

~
,}

J
 

t
t
 

: .... 
.:. 

{~
~ ·n ·>n
 

:,. 
..

 ·! 

f··
-' 

1,
 

h U
; j w
 

~-:.:
::: ,g r~
r 

~
 ... .-.~

 
(?

 

~=>
 

Q.
.i 

!o
r.

( 

i-
-'

 
J.

<
 

ry
: rn ',

./
 

!,--
,..-'

. 
()

 
()

 [ ~ t•;
 

!'-
'- tg 

i:
,,

: 

t:;
 

a:
, 

i:--
< 

t::
: 

~!
.·j _,~

_.,
 

()
 

,...,
 ~ch
 

·i:"
J ,;:; ::,..
1. .

... 

(}
 

([;
; 8 9:,:
 

;.i
~ 

f-
-1

! 

t=j
 ~t rn
 

l)
) CJ
 

:.;i
.";_

) 

tV
 

(f
: 

J·
t, 

h ◊
 

{J
 

(
)
 

~;
~ 

:
-
1

1
!
 

:_ 
. .;, 

(r
t h (f

),
 

()
 

rt
' 

;:
-(

 

w
 

f ..
 1 ,-;
-

,....
., 

•-
' ~;:
 

CJ
 

~~
..: 

( ..
 h 

✓,'
:'J

 

(!
 

1.-
J-

. n (0
 t! ~

,)
_.

 

:.-...
 ,'

 

\·
)
 

m
 

:-t
; n.:
 

tr
 

~,.
,., 

f,
-;

 

,,
,,

 
ri~

 
~-

;~
 

,.,
c.

 
u:

 

<}
) ,..,
 

~:.:~
 

y.
-.

-)
, 

'•-
~~

 
1~

--· 
(~

) 

r.
t 

:"1
', 

0 :.-1
 

c
f ;,
· 

(1
) 

;-,
· ., ~t :::;
 

H
i ~~ ..

 
i---

•-, 
... ::

,-! (v
 

f{ ~;5 }r
'•,

. 

tJ
 

~!
~ 

{}
.✓

 

,,.
,;.

 
i-

/ 

H
? ·~]
, 

0:
f 

~---
:: µ;
 n n ~1
~ 

:}
; 

•,J
~ 

::,.
..t.

,,, rr
 

~
-:

 

f!~
 ~-=~ r··

., &
 

(:J
 

t1
 

-r;_
; 

C.
n ,.,
 

,,
, 

f'--
:'~:

 

~=
t 0 "" ,,,
 

HJ
 

~:
r; 

H
\ 

y<
 ,j
 

::~
 

:;.,:
_., 

;~
;"'

' 
;•.-

:~ 0 ~=
'i~

 

il
 

·◊
 

,;,
 !1 ;.

,-
l 

:j
 

:,
.i

. 

n ()
; 

r
t ~-
­

(
)
 

~
 

i:.,
, 

~!
! 

h "' tr
 

~.
....

..-
; 9: a,
 

[)
., 

}?
) 

;-
{ !i
) 

:-
.•

} 

CD
 

r--~
~ 
~
 

~-
·) 

i·~
 

~$
) CL

 
l;.

..,
( 

0 

tJ
' 

H;
 

C
{ 

P.
! 

;.,-..
. ,.,.

 

I-
" &
 

H
, 

{-
:: 

(
)
 

ta c
t ~~i >,f

.~ ,:,:
; 

;.·r
:; 

ct
) :-1
 

·4
 

;.
.t

. 

~f
; ti :·c;
~ ;:.
t 

c:.
 

:
j ~- ~'.
:) g~, -c
t ,.,..
., 

.,,. ...
 

t:J
 

er
 

(~
 

; .
...

 .> 

rfj
 i/
 

•.
,}

 
';

) <:)
 

::.1
 ,., ;,.

.: g, ~D
 

:-·"
;. m
 

~.
(: 

'T,
1 fS ,.,
 .. 

t'"
'(;

 
; ...

.. ~ 
([

; 
{".

:., 

t)
~

 
'a'<

 
r·-

1· 
;""

':.,
 

(~
 

(f
) ~-;
 

%
-(J

 
(l

) :-1
 

·4
 

;.
.,

L
 

b~ ·O
 

~;
 

i--·.
3 

:::
r' ,n ;~ g t;
-'

 
(t

· fi
 

m
 

I:i· }
.,

,}
 

<v Y
.(

j ff ;;;
 

(~
) 

,.-
i­

:
r
r
.r

' 
,..,

 
>~

i 
,i

· 

,,
, ,,, ;;,
 
~
 

:
j 

()
 

f'
f 

~~
 

,-
'' 

~~
1 n:~
 

3--
--~

 
(:

) 
ti

, 
a-

1 r~:
; 

t;
t fl {ii
 

f-i
-: 

:--1
 

()
 

~i
 rr
 

w
 

l·:~
i 

,, :.t
~ ,;;
 

::;
; ,:;
 

o,
, 

f'
t 

(
)
 n t;

J ~--
_,. 

~ ....
.. 

~r
; 

:"
) <D
 

n «7
 g f"i

 
~
 

fA
.­

r
i 

:,,
 ... y~ j,,
-.1

 ..
. 

,_.
-: ~j
 

~
·­ (5
 

'
d

 f:; 

-~
 

:,.
.4

 .. 

i-,;:
 rr~ :-~.
..: 

(!
,) w
 

Ci1
 

•:
r2

i 
, ... ~

 

0 ,,,
 6) fi ()
, 

1,
, .. n­ id
, 

(_
) 

~-
: 

$)
; , .. , }~
-­

t<
 

r
t ;::r
· 

(~
i 

(/'
! 

(-
.::

-.~
 

(/'
J r1
·· 

t)
 

~
 

,,
, 8 ~'.!
1 

;.
<

 

T
) f·-;
 

(a
 <
 

{D
 

j,
•
<

 

>
~

 
er

· c. ;6 

$!
 

0 ~£.
 

c_
, ,,,. ~
 

F
o

,.
J
 

...
 ) 

,.
,.

j:
 

--.. ~
 

·--~
 

"l'1
 

r-
; 
~
 

-.. _
:: 

,.,
, VJ
 

?•
4

 
·~

· 
.-::

:.- Z
 

S:
: 

¼
 

t-
';

 
v
, 

t~
 

Page 583 of 750



n~uJ- servers that operate independent or servers that provias 

25 JJ_il l.ifl(J' 

30 
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2 bJock 

depictinq 

5 

outgoing calls; and 

15 

sucn as a parent or manager. is provided the ability to rl~fine 

a usu- pLvfil~ for each of one or more users, such as children 

and. 

spr:':c:Lfy the 
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other controlled characteristics, 

10 

:2(}Jr1t 24 

30 i llt1st.r·a.ted_. include:':> 

located 
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JC CDDtroJ. t() 

Supervisory Control with.i.n 

15 functionality, which are l~s~~ci below: 

2. User profile configuration 

L Bubsc.rii.,t1on 
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User Profile Database 32. Account setup includes the following 

1, 

within the wireless network; 
' ' ' 

l) J~ c• ' . .t :Ls J., or1:tr19~ •:-·h.::: ............. _.,. 

10 More specifically, 

Control System account information. 

Any suitable form=~ for 

enter User Profile Jgt~ applicable to one or more supervised 

30 After accessing ~he Web-Server 36, the Supervisor 81 10 
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. ,~" 
~:;f)ec~i :.L~~s how the respective wireless 

25 

to be provided to Sl 10 

should 
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specified by the Sl 10 within 

10 

as discussed below. If the usage limit is set to O minutes, the 

30 
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able to ~a11 or be called 

10 usage lbnit. 

overall Qsage 1 ~rni~ ~or a respective user, the Supervisor Sl 10 

Control 
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the Supervisor regarding 

specify a usage inLerval at wh~0h alerts are ta ne generated 

device within a control period equals the usage 

via gm~~.l delivery. When forwarding an alert so the Supervisor 

User Profile Database 32 in association with an iden~ifier fer 

25 

JO 
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having access to th0 Web 

to 
' . ' ' J.in}?(JS:t t:.J,Qt~ 

10 

12 t(}r general usage calls other than between 

25 

30 
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20 
' . . 
r .. (~C.D.~}:.L(?;t:.le 

the 

a1.s.o loc:aticn1. 
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disposed within the wir0Jes~ phone. 

5 the 

to determine if a call should r~ocee?. 

If the location of the wireless phone corresponds 

Profile Database 32 in the event of bu-! a correspondence. By 

res~ric~ed area may be used. 

re$tricted area definition. 
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ose of Cell Sector Identifiers 

10 

coordinates using the cell. ~~~tot identifiers alon~ or in 

the 
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threshold 1s exceeded, ~ program within the Supervisory Control 

and 

:Lnccm.ing 
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rPsp0ns~ to this determination, call control is paasea co tn= 

The s~pervisory Control System 

location restriction on phons use, 

The Supervisory Ccmtrol Sy~~cw 22 

specified by the Supervisor in the User Profile Database 32, 

the re]l se0 tnr identifier of the wixeless phone is forwarded 

30 

reqoeRt for ~he c= 11 sector identifier can be avoided. 
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the coordinates of ths wireless phone are within the restricted 

network to be quezi~d to ascer~a~.n the physical location or tne 

phone in response 
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initiated by the Supervisor Sl 10. Additionally, the SupcLVi0u~ 

System 22 ftom the Supe~visor's phone, 

20 

25 can be avoided. 
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10 

Finally, a detez~ination U~J· 

more of the wireless phnn~ loc~Llu,,, always accessJ.ble er never 
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result of the entry of the cut-through code. 

user of an associated p~~ne should never be able to call and a 

These )is~s may be entered as sPp~r0r~ 11sts or alternatively 

:30 

user profile data, ~hctL data is associated with the respective 
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w.Lth.ln 

unrestricted use. 

establish a new user profile for the next user. 

20 sw,ervisorv contrcl System ooeration 

1.I:.c:cffnir~(~ c.a_J_ 1-.s .,_.,..._~~~ ................ ~~~~-~--«--~ .............. ~..........,._~ 

c:-::)r.tt.rol 

time ana that rh= user profile for the pnone 22 14 prohibits 

Page 609 of 750



l1'CT/tlS2M4/H051$1 

received at an a~sociated Signal Switching Point (SSP 2) 54 as 

J. 0 

respective called wireless phonQ ?2. The HLR record includes 

If the HLR 56 doea not indicate 

arid 

party having a Qpscified MSID. The Service Data Point (SDP) 30 

lnc:-ku_p 
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profile withi_n the User Profile Database. If as a consequence 

5 MSID within the Oser Pzo~~le Database 32, the Business Logic 34 

should be handled. 

action should be taken. 

1.$ 

20 

to allow the call to be connected to the phone P2 

30 
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10 

The SCP 24 then causes ~he 

and the SCP 24 signals the Signal Switching Poirrl SS2 1 20 co 

25 within a period during which general phone usage is prohibited, 
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to connect the cal.ling p~rty to the supervised phone P2 14 as 

10 

prohibited per step 

25 
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15 calling party advising that the called phone is net accessible 
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calls 

Business Logic 34 

The Business Logic 34 

Thus, the SCP 24, 

to 

released after a 

predetermined period. This function may be initiated by the SCP 

30 suitable device. 
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the call should be handled. In particular, if the MSID of the 

record within tha Ussr Frofils Database 34, the Business Logic 

25 the BQ•inA•s Logic 34 is described below with reference ta Fig. 

always be accessed by the respective phone P2 14. 
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being always accessible, the Business Logic 34 signals the SCP 

15 

Supervisor $1 10. If the Business Logic 34 detennines that the 

MSC 18 serving the phone P2 14 via a Tl link 60 as shown or via 

any other suitable comm1nicatinns ljnk_ The Business Logic 34 

Business Logic 34 ¥inally causes the Tl link 

between the VRU 38 and MSC J.a 
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" v' 

between the VRU 38 and the NSC 18 associated with the calling 

user profile as a period during which general phone usage is 

by the serving MSC 18, 
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step 132 and as specified in the User Profile Database 32. If 

10 r . .:ne \l.RU 38 a.nd 

by the serving MSC 18. 

15 location restriction is applicable to the use of the phone P2 

to the called party as shown at step 134. 

30 

paxt:Lt i.oninQ 
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if so specified by the Supervisory Corrtrol System 22. 

15 permit further general usage calls. 

20 

4d. Roaming Scenarios 
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Contro.l 

SS7 known .1.n 

VRO messaging and tone 

wireless phonea of children, the disclosed systan may s~.m~.lar1 y 
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the Supervisory 

20 next to each of tna 10 phones. 

they are en~ble~ minimally to 

30 

allocation has been exhausted. 
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At this point, the provisioning pn1ress is c~,~lctc, and 

5 

20 

Additionally. the HS&ge 
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F'CTfUS2H(l<t/{l05252 

with the new phones through the Web Serve~ .... , .. ~ 
..:..1 :;_:; ,;,. 

moved between the various grrn 1p~ within an Supervisory Control 

wireless phones 

client: 

Supervisory Control 

30 4f..: S11~1 _8rnbcHi.in1E=.:r1t, 
---~n''''~-----~._._._._._._ __ ,,,,,,,, ••••• ._._._._._._._........, 
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5 be stored on and processed using the SIM when an outgoing call 

10 In response to the 

external 

perta~1ing to calls fil~0Yed by the SIM nc 0 d not be performed 
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system 

10 
.. ~ ---process ~or wire1ess pnones. 

The supervisory process may opera~a as an overlay co the 

detPrmins whether tbe call should be connected. 

25 understood ~hat the order of execution of the hillj~g proreqs 

The bilLinq 
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10 and devi~ws associated with specific individuals, restricti.ons 

dete:rrnination 

20 
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l1'CT/tlS2M4/H051$1 
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What is claimed is: 

obtaining a ft,~t set of coordinates i:.n a 

JO 

location where use of 

20 

rsstrict:eci, 

25 

a 

30 

The method of claim ~ 
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f.trst of 

15 less than said th~eahold distance. 

.is 

30 
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1.0 , ' Si~tJ..Cl p.:::-:.t:-.:~· .. ~·•N~ .... ·.-:. a 

9. The method of claim 8 further including the steps of: 

2.5 

geographic location in association wi~h one or said plurality 

11. The method of ciaim 1 wherein said step of obtaining aaic 

30 first set of coordinates includes the steps of: 
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10 

said external device, 

second set of coordinates in said specified coordin~~e system 
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t1t.:L.J..izi.r1g 

coordinates and said second ~0~ of coorainatss obtained 

10 

1.5 retrieving at least one cell sector identifier 

Fnrw~rding said at least one cell sector identifier 

to~ location server; and 

20 

one cell sector identifier. 

st.Yength associated with each of said at least one cell sector 

sector identifier; ana 

said second set of coordinates generating step ~uil~liJa◊ 

···56··· 
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associated wi~h each of said at least cell sector ~dcntifi~r. 

a storage device containing a user profile database, said 

coordinates whether said wireless device is at a location 

20 

device is restricted; and 

the 

wireless aev1ce is at g 

wireless device is restricted. 
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said specifierl distance ~alu~. 

location of ~a~<l wireless phone. 

26, The system of claim 25 wherein said w,r~1es9 device 

1.5 

at which the use of the wireless device is restricted. 

30 location servBr. 
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indicative of the location cf said wireless device; 

to forw~Yd said at least one cell a0ctor identifier to a 

JS 

to retrieve at least one signal strength value associated 
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storinq :first 

~8id user profile database: and 

10 

location of said wireless device; and 

coordinates whether said wireless d~vic~ is at a lncation 

at which use of the wireless device is restricted; 

to generate a control message of a first type upon a 

determination that said wireless device is at a location 

and 

30 

Page 639 of 750



messaging protocol. 
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aald preventing 

20 due to a restriction on use. 

30 identifiers; and 
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said identifier is inaccessible. 

s 
The method of rJeirn ~, ...... 

-:::: '() ,-: 

furthex including the steps of: 

30 time 
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l1'CT/tlS2M4/H051$1 

list of identifiet that may always be called, connecting said 

42. The method of claim 36 wherein °aid determining ~L~p 

10 43 .. 

for storLn9 

, 
.lS 

30 
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s~~.d at le=st one restriction; 

restriction; and 

J. 0 

said billing process; 

30 phone wlthin said predetermined period; 

Page 644 of 750



~,s 
V

, 
N

 
~g 0 
::;;; 
.-:;p 
·~. 
-,:"'"•t 

j ~ ,,,,,, 
J:;.; t··­

,;:;:-, 
r,-•..­
{."•­

t-"·· 
C';;;. 

~
 

'S: 
~

$
 

C
 
~
 

.,, 

~
} 

~3} 
~0i 
,f .. .l 

"() 
··rl 
~~i 
w

 
(
' 

,,' 

.,.:,. 

,--; 
~
 

;:) 
tJi; 
(~} 

-'(} 

0 
·r: s (1: 

r::~ 

H
 

C· 
tH

 

'Q
 

0 
·-d

 
~ ... ~

 
C

) 

fl~ 

•n
 

•
-, 

a
) 

-~
 

,~.-: 
f;; 
;ii _ _;,,; 
i;J) 

~g i-l 
>1-t 

"i:j 
·-;-··! 
,t 
rr; 

't) 
}:~ 
ro ,~ 
,..., 
0 

,,,~
 

.p
 

t(~ 
;.; 
r,.O: 

.. ;:; 
,., 

(,) 
,E~ 

0 
.,., ~1 } • ..i; 

~~ 
0~ ~!) 

G{< 
-:.:) 

)
"
"
f
 

(l} 
; .. ; 

·;: "CJ 
?
i
 

g:: 
~'.(; 

t?t 
~=1 

L
Jt''\ 

~=-
:---; 

0 >
 ,-> 

-~ 
~-·-1. 

rd 
(} 

~9 

~-? 
(
; 

~---; 

r,j 

... E~ 

(U
 

tr~ 
((! 

u; 
,,, 

m
 

~
 

........ ~ 
.. ~ .. ; 

t~--; 
C

 

"CJ 

2 u (t~ 
;-.-: 

·;;:; 
.,,,i 
(!) 
(J.~ 

.{ . ..l 

C
 

(i; 

s ;~2 
;-'u

, 

),..~
 

~-=~ 
·-r~

 

.,..,; 
.,., it] 

+~ •.,., •:ll 
:,., 
-.•

'{ 

0 0 

.,__J 
•;..\ 

f;) 
t.h 

~
 

.... ,..; 

T
) 

QJ 
ii> 
;J 

.. .-; 
;.,., 
(t} 
,:]! 

.iJ, 

{>'~ 
{~

 

,.c; 

~ 
0 

~--.. ) 0--c 

{f>. 

(i; 

ill 

""' ~; " ·,·l ;;.;:-

--o 
··r~

 
;~; 
((; 

~ ....... 

~
 

.,,:.. .. ;, 
.j.) 

m
 

(~; 
~W

 

g 
........ ~ 
"t:J 
f.~ 

'-r··~ 

i..•:: 

ill ~;~ 
-~-{ 

-~~ 

"'C; 
--~ ((~ 

r.t; 

~; 
«

} 
;::: 
--~--'.: 

f(} 
!fl 
(;j 
,--; 

-r::. (.') 
•rl 
1

.j 

&
 

~1 

~..,; 
0 
'H

 

--0 
('• 
., 

.. d },-~ 
Q~ 
O..c 

T> 
0

) 
~:; 

-~---:· 

E
 

(U
 

.0
 

(;) 
... r~ ,;) 

a 

5:: 
.;:; .;.J 

tl fr
~

. 

,5 

;
,
o

 

:-::.~ 
(} 

g ~n 

~f(. ;,-.... 
~-n 

:~.J 
If? 
>,r 

···...--: 
·..;...i 

v ~
r
~
 

~11 
1/,l 

~; 
--~,.~ 

0
) 

q :2 
·~:i 

~
() 

,-_;1,; 

;:-=; 
··~-~ 
((~

 

I"'") 

u 
, .. ,:,,:i: 

0 

,•r: 
~~~ 
{;) 

-~
..) 

Y.J 
,_;,-.: 
~:: 

"' ,.{.~ f-.-i, 

~-D 
,;~~,; 

'U
 

.,--; 
((j 

tn 

<;) 
.p

 

g ;1' 
¾

 
iil 

(; 
T

*
••.I 

Q
} 

>
 

...--{ 
.p

 
(('i 
;,_;, 
<l.i 
~).~ 
0 $...; 

a> t (;( 
f<1 

m
 

,,..., 
t!~

 

·-~
 

~
) 

n; 

,,) 
(.!). 

·•:r-: 
}..-1 
c
~

)
 

r3: 
(). 
u r;~ 
;-_.$ 

q.~ 
~·:· 
~.J. 
~1; 
lf: 

t:::, 
~"·1 

r:~ 
~; 
:'J) 
n 6 H

 
f:J:.{ 

,~:-..: 
;.~ 
0 ?(; 

~,.,t 

>
 

}.{ 

~:! 
t",,, 
~
 

~?) 

.. v 
..... ~

 

H{ 
fl') 

'"{) 
~
 

"' t~; 
G

) 
~·J 
{\} 
n ◊
 

}...J 
D

., 

~:;-: 
,., 
H

 
•~r{ 
v
·~

 
(
"
{
 

•-;,··f. 

,0
 

I~ ro G
) 

f(.t 
g

j 
,D

, 
~n 
.,.; 
w

 
"d

 

.:.l 
O": 
>--f: 
•
{
'}

 

'+-' 
:z3 
•f ... 1 
r,i 
~J 

:.::: 
"'>~f. 
(l) 
;-.: 
(tj 

.. (-~ 
).! 

tC
:, 

'.-.:::J,' 

r~ 
-:~ 
{;.\ 

, .. j 

u 
~1--.; 
0 w

 
.f-J 
(/1

 
;-"j'. 

n; 

(l) 
,.C

 
H

 

r·--­
-~;, 

Q
) 

(i; 

((l 

-~3 .LJ 
~tj 

''i'J 

'" 
V

/ 

c-----1 
tJ) 
i:~ 

··r~
 

!f: 

m
 

:.H
 

(
)
 

(J
j 

;,-J
, 

0 
·-c·-i' 
.),; 

H
 

{
) 

f).; 

(l) 
(J:; 

'{°'1 

~-~· 
0 s{ 
0 
t) 

i:)) 
(.Q

 

fV
 

('• 

·-~t .~...:. 
~~; 
't; 

";"~
 

ii 
F~ i C

f) 

--e; 
,.,,i 
m: 
({; 

\.(; 
,--,, 

'TJ 
1.-:-;, 

'{
"
~

 

~--; 
m

 
1-.-.. 
'···--: 

T5 
,1) 

~1 

lf (J
 

M
 

,,, 
--t; <;} 
{ .. / 
t)., 

u 
·-d

 
~;"§ 
~:a 

r~ 
-~··/ 
~-p 
5--: 
0

) 

'1] 
,n

 
---::;-: 

·-~ 
n:: 

~--l 
{

) 

f+-,-~ 

0 ~ ,,, 
... ~J 
(J.l' 
::.>"j, 
(J). 

(P
 

...{.:: 
f;-l 

(;.) 

'":l' 

'{} 
(;} 

1
c
•
~

 

'·H
 

~
{-~

; 

~J 
iJ1 
, .... ~,..,., 
:)') 

r0 

(fl 

<J) 
w

 
~~~ 

:-...; 
9~ 
r~~ 
zj 

(jj 
,...; 
.,, 

r-l 
(d

 

r;-.. 

't? 
·--::·: 
((', 
ff) 

·--o ;.:; 
((~

 

,-~
~

 

~
..) 

f':; 
() 

f~ 

t{
 

::; 
~-~~ 

;f/ 
,
.
r
r
:
 

~~; 
,, 
,_., 

f0
 

i;/j 
(,;> 

:m
 

"
•(If 

i--l 
,... ~

,.(.: 

[~ 
0 
u 

m
 

~
) 

-{-) 

!:5 
, .. I'"·: 

-~---: 
f; 

:.~-f 
{

) 

?1J, 
(Jj: 

1j 

(!; 
u; 
{C

j 

,
~

 

.µ
 

nJ 
--r; 

T
I 

,., 
, .. § l{) 

T
J 

,
r
j 

n> 
i{; 

C
 

.,...: 
(0

 
~-1 
Q.~ 

.:::1 
·-~ ,;,..,.> 

~
)
 

",;~
::: 

-~1 r.1 
,.,,.~ 
f.) 

L
~

r
~

 

I"
•
 

V
 

g5 
.~

.) 

~
} 

~
'\<

~
 

tt:: 

{t) 

,(1
 

&.-~ 

::::-: 
-.~~,; 

0 ('•.J 

*••! 
~
 

..C; 
.~ ... } ·-.-.t 
,.... 
;3 
,c 
·~-~ 
.,.-;: 
r~ 

T
.j 

(.:) 

+.-' 
~

; 
·ci' 

g ,,) 

(fl 

m: 

~-~ 
©

 

~ :-:~ 

(;) 
·r~~ 

.Q
 

-.·r1 
u; 
,,, 
,.,·,,(. 

m
 

')
 

() 
(() 

rr;. 
~

:-.. ( 

: ,;--{ 
{(~

 

ii ~~ 
'~

 
,.A

 
,_

; 

0 ~-­ ,..., 

{~
) 

(// 
i!J 

:.---! 
(j) 

-~ T
j 

•c
i 

m
 

w
 

;:;-:-.: 
,n 
"{.) 
(,0

 

:••-: 

~~ 
u -~! 

,(), 

(:i} 

>
"
}

 

m
 

?: 

-~J ·;-::,.--5 

~i .. p }1 
, ..... ,'), 
;,.; 

(~
l 

(,'· 
... ,.""! 

~~-­©
 

'd
 

J--•)-

0 
·.-1 
.j.) 
({} 

(~
 

•::---;. 
,.. 
5 
$ 0 (
j 

,j) 
fj 

·v< 
.~

.) 

~1; 
~'Ci: 
::i 

~ . .,~
 

{
\
 

ti :.) 
.,3

 

(l) 
i~:;, 

.. ~
 

-J,.} 

m
 

;i..j 
,J) 

9, 
t.,._.< 

i/) 

·rl 

!d
 

ii 
~';-

ti. m
 

.... ~
 

(5 
n Jj 
rf, 

,,, 
,;::{ 

~:;~ 
:;) 

'Z:; 
"';, 
v.; 

•:).i 
/,., 
:-..-, 
;J 
.c 
c., 

:-.~ 
,!) 
(
'' 

',J <
) 

•r:, 
•.,3 

.,.J 
((i 
U

) 

--c , .. ti~ 

,l) 
,,, 
(··) 

·§, ~}! 
;;t; 
(;} 

, .. ·j 
(:.,) 

H
 

,f'""', 
:~ 

":'(·) 

... ;:i 
(6

 

w
 

~: t1) 
cu ~~: 

.;..~ 
(.)) 

.D
, 

Vi 
:--~

 
r
1

1
,; 

(:J 
(.) 

?_.)~ 
~:~ 

.. ,..: ~~ 
,,,.., 
(
)
 

f; • ~--f: 

<)) 
tn

 
m

 
0'.I 
::1 

~1) 

~
 

•.(-~
 

-~-:: 

q,~ 
0 

'Z;i 
}
.{

 

0 
V

 
{D

 
t-{ 

·-r.; 
•rl 
m: 
({}. 

8 {
}
 

/"; 
·---~ 

(;) 
(
)
 

,,~-~ 

f;,-.. 
(I", 

·,6 ~; ,; .,.i 
.~J 
~~:: 
t) 

"'r'~
 

,::: 
g t 5 /J 

:.n 
('•,, 

tU 

q .. ~ 
,,, 
,,' 

iJ) 
ff;' 
{'.0: 
,,, 

(1
; 

,., 
-~~~ 

rr: 
:t1 

.. ,.~~ 
M

 
:-4

 

C: 
~-1 

~:~ 

0 (
)
 

<µ, 
C

 

T1 
:~ ~-• .. t 

;-..... ~ 
0

) 
G

~ 
{

•"
; 

t
)
 

{?) 
rJi 
(
9

 

.0
, 

}-{ 
Q

) 

-~J 

9~. ;:~ 
(
)
 

u 
,:'( 

... , 

0 r..(j: 

!{ .. ~ 

(
)
 

g; '.l; 
.!.}

 

m
 

(ll 
,J7:; 
~~-; 

z: 
/:; <f.$ 
....... 1 
!---t 

~,. 
·-.. ~ 
~.; 

;)j 

0 
.. ,.. ... ; 
t> 
j)

 
'[

J
 

(ij 

(0
 

{:>
 

rl. 

r:; ,.,..: 

J; 

~'? 
(~} 

·:·{ 
>+,~ 
T

i 
.,,; 
1

·· 

~E 
T

i 
·d

 

.j.,.\ 

s 7 iJ C
 

m
 

;:>s 
1-.t 
() 
<J; 

·~ ... ~ t;-. 
~...; 
m

 
3 (/z

 

r.} 

<l) 
~.t~ 

-:g -~--~ 
m

 
u ~7~"; 

.;~ ff T
i 

N
 

0 
,[,) 

{J.t 

p ;::; 
~j 
(; 
;,·, 
•·/ 

C: 
:ct 

i?: 
H

· 
()-
m

 
•;-~

 

t;,;. 

~
-( 

Q
} 

0
.-i 

~~ 
'(.j 
.,,{

 

f(s 
<

i) 

,, , .. ;..: 

~1 

f~ ·-' u ((~
 

>
 .. i 

~-). 

C; 
ff.i 

·v
{ 

;::·-­
: ... ), CJ 
g~ ::-f;. 

,(! 

,fJ
 

+> 
'{·t 

~:(; 

·c ,[:~ ffj 
-~-t 
V

 
iJ 
{{} 

U
) 

(~
} 

0 r<; 

~
; 
~
 

(
)
 

,j,) 

ti; 
{(! 

m
 

.~ 
.. iJ: 
HJ 

''--l 
~~) 

~1) 
m

 
-' 
i:v 

,r: 
.;,.; 

(; 
.t.J 

{
)" 

~; 
... :..), 

{:: 
... { ... -j: 

N
 

.J,,) 
,, 
,.., 
{L~ 

CJ" 
}'"-' 

(~ 
·.-·: 
-~ {,! 

'~ ~; 
,,;.,.~ 

t7, 

v;:j 
'{} 

.,. ... ;, 
,,, 

~-----:· 
-y•, 
,,., 

~:; 
,.,..i 

T'J 
-r~: 
~) 
w

 

lD
 

u 
·r··i 
~
 

Q
) 

't; 

o; 
U

) 
Q

) 
e
·~

 

~
 

-:---: 
.,.-: 

:?-: 

T
l 

,,,; 
<0 
<f.'t 

r.ti 
;:; 

,,.., 
y

,j 
;:> 

F;~t ?.~ 
··,:>-~ 

(;l 
C

! 
-rl 

>
 ,;j) 

• .,(j: 

~fc 
:J) 
(]j 

,~
! 

(;) 
w

 
·v-: 
:~ 

i 
\.l) 
,,i;·, 

l 

Page 645 of 750



governing the uss of said wireless device by a wireless device 

10 
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predetermined tim~ intexval, generating a control message of a 

10 

said database a code value corresponding to a cut-through 

of saia wireless device 1s restricted; 
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in 

association with said supervisory account identifier; and 
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User Prome Lookup 
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ess L~gio Determines Call Hand!ir,g 
8§ _________________ __. 

Page 654 of 750



4/6 

YES 

YES 

Connect Ca!! 
JOB_ l 

Page 655 of 750



5l6 

Ca!! Received At SSP 
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1 

METHOD ACCESS RIGHT CONTROL WITHIN MOBILE COMMUNICATION 

s The present invention relates to the field access right 

service at such a service provider requires a password for 

access right control/check in a mobile unit for access to 

1~ different functions, data files or for use of encryption 

keys. These passwords frequently can be changed by the 
user. Usually there is a need for certain restrictions 

regarding among other things configuration and validity for 

In the patent document WO 01/35685 a system to deliver a 

terminal by means of an SMS-rnessage (SMS = Short Message 

Service) is described. The system makes it possible that a 
SIM-card (SIM m Subscriber Identity Module) 

wlth a PIN-code after the card having been delivered to 

custon1.er ., 

In the patent document US 6,202,157 a system to distribute 

m and execute a policy for password in a network for data 

or encryption keys is described. Control vectors control 

" the handling of the keys at which the cryptogiaphic 
facility is given possibility to change its policy. 
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2 

of the inventors about that there usually is a need to put 

a policy into practice about which codes that can be 

selected. In order to today apply a policy for password, 

which is connected to local functions in the mobile unit, 

is required that this policy in entered into the mobile 

unit or additional units, for instance a smart card at, or 

just before, distribution of these units. 

10 Both mobile operators and banks are interested in, and are 

working on, solutions where a user shall be authenticated 

(be identified to have declared/stated identity} and by 

be rejected. Typically the mobile unit consists of a mobile 

its turn contains one or more private keys1 which can be 

used for authentication and to create nnon-rejectionn only 

when a CA (Certificate Autho~ity) has issued certificate 

The use of the private keys are all but always protected by 

a password, which users often have possibility to change or 

" select themselves. CA has in many cases points of view on 

which rules that shall apply for which passwords a user is 

password policy. The password policy can for instance apply 

to rules regarding length, allowed characters and updating 

w intervals. Such a policy only has been possible to apply to 

the cases where it already at the issuing of the card has 

been made clear which CA that shall issue the certificate 

connected/associated to the keys on the card. In the mobile 

before anyone knows what CA that shall issue the 

certificate connected/associated to pair oi keys on the 
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card; so the method of entering/applying CA's password 

policy on the card before it is distzibuted to the user is 

.i_r1vention provide 

electronically distribute a passwozd policy over a mobile 

con~unication system to a mnbile unit so t~at said policy 

directly can start being applied in the mobile unit or an 

lO additional unit. The invention consequently includes a 

mobile units and connected service providers who provide 

15 requires a password. The method includes the steps to; 

- from a service pxovider, oz by him/her appointed 

certificate authority, electronically transmit a password 

policy to a mobile unit; 

- in a mobile unit electronically receive said policy and 

w handle and draw up/configure passwords associated with/to 

said service provider according to rules specified in the 

from the service provider or by him/her appointed 

certificate authority, said issued/transmitted policy. 

The method also includes that the mobile unit or a speciric 

2s gateway authenticates and authorizes the sender of the 

policy in order to prevent illegal utilization of the 

possibility to change a policy. 

BRIEF DESCRIPTION OF THE DRAWINGS 

w The invention will be described more in detail in the 

following, with references to enclosed drawings, in which: 

Figure l shows an administration route/path according to 

Figure 2 shows an administration route/path for PIN-policy 
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Figure 3 shows a flow chart for a method according to the 

Figure 4A and 4B show schematically the location/placing of 

authentication and authorization units according to two 

DESCRIPTION OF PREFERRED EMBODIMENTS 

distr~bute a password in form of a PIN-policy for 

10 cryptographic keys in mobile units "over the airu, that is 

to operate. The keys are in the typical case held/kept in a 

device/smart card in the mobile unit which cannot be 

juggled with, but it is not necessary. The cryptographic 

15 keys are in che typical case private keys in asyn@etric 

these are generated, have been distributed to the user 

already before it is known which party that will issue 

certificate which associates/connects tbe user to a certain 

When a CA shall issue a certificate, user is 

linked/associated to a private key in usual way via an 

nover the air proof of possession"-pxacedure. Before, after 

~ or during this procedure CA distributes its PIN-policy via 

which holds/contains the private key. An application in the 

W to the policy for utilization of the certified key. In 

Figure 1 the flow is illustrated: 

1. CA 101 has decided to distribute its PIN-policy to a 

C,:,rtain mobile unit. 

and a certain plivat~ key in the mobile unit 115 and 
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s 

transmits/sends this to a gateway 105 for the purpose. 

This gateway 105 authenticates CA 101 and decides 
whether CA 101 is entitled to distribute a PIN-policy 

to the mobile unit 115 (authorization). Said gateway 

105 is preferably arranged at the operator of the 

3. Gateway 105 sends/transmits the PIN-policy further 

4. The mobile unit 115 receives the PIN-policy, secures 

that it is coming from the mobile operator's gateway 

105, and activates the policy fox key in question. If 

the user since before has a PIN-code which does not 

fulfil the policy, he/she is requested to select a new 
PIN-code according co the policy. 

!5 5. Alternatively, when the user changes PIN-code next 

Step 1 ls preferably prececea cyan inquiry from the 

W client/user to CA about issuing of a client certificate. 

A password policy preferably includes rules about, in the 

prohibited combination of characters/symbols 

intervals for how often change of password has to be 

allowed to be used). 

The policy of course can be general for all users, but 

~ also ~personalized~, for instance include controls of 

that a certain ~sci does not utilizes his/her personal 

" structure which is interpreted by an application for the 

purpose which has been arranged in the mobile w,it. In 
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executable application which is transmitted to the mobile 

unit. In the first case it is conceivable that a 

plurality of PIN-polices can be active at the same time, 

5 but some mechanism to solve conflicting policies, if any, 

10 device which is protected against manipulations. The 

!5 

invention of course is applicable also in the cases wnen 

protected against manipulation, but in any ether way in 

in step 2 does net exist, compare Figure 2. Instead CA 

201 transmits its policy via a general traffic gateway 

w 210, without mechanisms for authentication and 

for authentication and authorization aze instead 

irnplemenUJd in the mobile unit 215 

25 In Figure 3 the method steps corresponding to the 

distribution path in Figure 1 and Figure 2 are shown. CA 

creates 310 a policy specification, and addresses 320 a 

mobile unit and addresses 330 a private key within said 

mobile unit. Further, the specification is transmitted 

~ 340 over the mobile network, possibly via a specific 

gateway as has been mentioned above. The specification is 

received 350 and the transmitter/sender is authenticated 

360, respective. whenever applicable, authorized 370. 

35 unit which need own authentication and authorization, the 

steps to transmit 340, receive 350, authenticate 360 and 
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authorize 370 are repeated 375. Finally, the policy ia 

stored and activated in the mobile station. 

service 1s capable of loading down his/her PIN-policy to 

the mobile units in his/her network. 

10 PIN-policy for other purposes than unlocking/use of 

private keys of course also can be distributed to the 

25 

35 

mobile unit acooxding to the invention. Far lnstance PIN-

codes and passwords for: 

write/read rights to/of d•t~ files 

execution of applications 

etc, 

respective B) which certifies the same key, the following 

put into practice each time PIN is changed. This 

requires a mechanism in the mobile unit to solve 

conflicting demands. 

Both A and B sends/transmits its policy to the 

decides about which policy that finally is transmitted 

to the mobile unit, 

Both A and B can load down its policy to the mobile 

unit. Separate PINs are used for the same key 

depending on which of his/her certificates the user 

wants to refer to. Policy from CA A applies when the 

Page 666 of 750



policy from CAB applies when the user refers to 

his/her certificate from CAB. 

5 In Figure 4 A and Bare shown how units for authentication 

and authorization have been arranged in preferred 

an authorization unit 404 arranged in gateway 105. Figure 

IQ un~t 404 arranged in a mobile unit 115~ 

Of course there is in most cases a reliable transport 

mecnanism required to transmit a PIN-policy from CA, or 

other provider/issuer of the policy, to the mobile unit. 

!S There are several methods to realize this, but this is out 

of the scope of the invention. 

The scope of protection ls only limited bv the following 

patent: c1fi.i.ms. 
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via a specific mobile terminal of a specific service at a 

specific service provider requires a password, 

ch a r act er i zed in that said method includes the 

10 from a service provider, or by him/her appointed 

certificate authority electronically transmit a password 

policy to a mobile unit 

- in a mobile unit, electronically receive said policy and 

handle and create/configure password in connection with 

1s said service provider according to rules specified in, 

from the service provider or by him/her appointed 

2. A method as claimed in patent claim 1, 

W ch a r act er i zed in the following s~eps: 

creation of a password policy specification at a servi~e 

provider or by him/her appointed certificate authority 

production/deriving of the address to a mooiie unit, 

25 production/deriving ot the address to a private key in 

said mobile unit, 

transmission/sending of the specification, 

reception of the specification, 

authentication of CA, 

storing of a policy which corresponds to the 

specification, and 

activation of said policy. 
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3. A method as claimed in patent claim 1. 

ch a r act er i zed in that it includes the following 

creation of a password policy specification at a CA, 

5 production/deriving of the addrEss to a mobile unit, 

pxoduction/deriving of the address to a private key in 

said mobile unit, 

distribution of the policy specification to a gateway 

for downloading of policy, 

distribution of the specification from 

reception of the specification, 

0 ensuring that the specification is urn~:1atl.,y from 

approved gateway, 

storing of a policy which corresponds to the 

specification, and 

activation of said policy. 

4. A method as claimed in patent cla~m 3, 

ch a r act er i zed in that it further includes the 

step; 

~ which fulfils the new policy. 

5. A method as claimed in patent cLaim 3, 

ch a r act er i zed in that it further includes the 

30 awaiting to insert/apply the policy until the user 

chanqes password next t.i.me. 

6, 

ch a r act er i zed in that said password is a PIN-
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mobile terminal of a specific service at a specific service 

s provider requires a password, ch a r act er i zed in 

that said system includes means to, from a service 

provider, transmit/send a policy specification for password 

to a mobile unit. 

7, ch a r act er i zed in that said system includes 

for passvio.rd~ 

8, ch a r act er i zed in that in said system means 

has been arranged for authentication or a policy 

sender/transmitter. 

claim 8, ch a r act er i zed in that in said system 

means has been arranged for authorization of a policy 

claim 7, ch a r act er i zed in that a gateway 

claim 9 or 10, ch a r act er i zed in that means for 

authorization of a policy-transmitter/sender ~~s been 

JS arranged in a mobile unit. 
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12 

13. A mobile communication system as claimed in any of the 

patent rla~ms 7-12, ch a r act ex i zed in that said 

policy specification 1s arranged in form of a data 

5 

patent claims 7-12, ch a r act er l zed in that said 
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310 
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Application Number: 12694451 

International Application Number: 

Confirmation Number: 6041 

Title of Invention: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 
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Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Transmittal Letter 
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RALEP026_IDS_SB08_2.pdf no 2 
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19ba 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 
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682711 
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497c 
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Warnings: 
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1378815 

11 NPL Documents RALE_NPL_Ref_2l.pdf no 17 
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Warnings: 
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1319237 

12 NPL Documents RALE_NPL_Ref_2J.pdf no 5 
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Information: 

384366 

13 NPL Documents RALE_NPL_Ref_2K.pdf no 23 
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3636374 

14 NPL Documents RALE_NPL_Ref_2L.pdf no 15 
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887279 

15 NPL Documents RALE_NPL_Ref_2M.pdf no 111 
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16 NPL Documents RALE_NPL_Ref_2N.pdf no 219 
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22848329 

17 NPL Documents RALE_NPL_Ref_2O.pdf no 262 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Page 682 of 750



PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/694,451 Art Unit: 2617 

Filed: January 27, 2010 Docket No.: RALEP026 

Title: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §§1.56 AND 1.97(b) BEFORE MAILING OF A FIRST OFFICE ACTION 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Sir: 

The references listed in the attached PTO SB/08, may be material to examination of the 

above-identified patent application. Applicants disclose these references in compliance with 

their duty of disclosure pursuant to 37 CFR §§ 1.56 and 1.97. The Examiner is requested to make 

these references of official record in this application. Copies of the cited references are provided 

to the extent required by 37 CFR §1.98 and any applicable waivers. 

This Information Disclosure Statement is not to be construed as a representation that a 

search has been made, that additional information material to the examination of this application 

does not exist, or that these references indeed constitute prior art. 

This Information Disclosure Statement is being filed (1) with the above-referenced 

application or (2) within three months of the filing date of the above-referenced application or 

(3) before the mailing date of a first Office Action on the merits or ( 4) before the mailing date of 

a first Office Action after filing of a Request for Continued Examination. Accordingly, it is 

believed that no fees are due in connection with the filing of this Information Disclosure 

Statement. However, if it is determined that any fees are due, the Commissioner is hereby 

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP026). 

Application Serial No.: 12/694,451 
Attorney Docket No. RALEP026 
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10050 N. Foothill Blvd, Ste 200 
Cupertino, CA 95014 

Application Serial No.: 12/694,451 
Attorney Docket No. RALEP026 

Respectfully submitted, 

VAN PELT, YI & JAMES LLP 

/Michael J. Schallop/ 

Michael J. Schallop 
Registration No. 44,319 
V (408) 207-4762 
F ( 408) 973-2595 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

12/694,451 

21912 

01/27/2010 Gregory G. Raleigh RALEP026 
CONFIRMATION NO. 6041 

PUBLICATION NOTICE 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

Title:DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

Publication No.US-2010-0197267-A 1 
Publication Date:08/05/2010 

111111111111111111111111]~!1]!~1!~1!~11~! IIH!~ll 11111111111111111111111 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

12/694,451 01/27/2010 2617 1480 RALEP026 25 3 

21912 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

CONFIRMATION NO. 6041 

UPDATED FILING RECEIPT 

Date Mailed: 04/26/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Gregory G. Raleigh, Woodside, CA; 

Assignment For Published Patent Application 
HEADWATER PARTNERS I LLC, Woodside, CA 

Power of Attorney: The patent practitioners associated with Customer Number 21912 

Domestic Priority data as claimed by applicant 
This application is a CIP of 12/380,780 03/02/2009 
and claims benefit of 61/206,354 01/28/2009 
and claims benefit of 61/206,944 02/04/2009 
and claims benefit of 61/207,393 02/10/2009 
and claims benefit of 61/207,739 02/13/2009 
and claims benefit of 61/270,353 07/06/2009 
and claims benefit of 61 /252, 153 10/15/2009 

Foreign Applications 

If Required, Foreign Filing License Granted: 02/05/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/694,451 

Projected Publication Date: 08/05/2010 

Non-Publication Request: No 

Early Publication Request: No 
page 1 of 3 
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Title 

DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

Preliminary Class 

455 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 

page 2 of 3 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Gregory G. Raleigh Examiner: Not Assigned 

Application No.: 12/694,451 Art Unit: 2617 

Filed: January 27, 2010 Docket No.: RALEP026 

Title: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

RESPONSE TO NOTICE TO FILE MISSING PARTS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 
This is a Response to Notice to File Missing Parts mailed February 16, 2010. 

Application Elements: 
[8J Declaration 

[8J Newly executed (original or copy) 
D Copy from a prior application (37 CFR l.63(d) for a continuation or divisional). 
The entire disclosure of the prior application from which a copy of the declaration is 
herein supplied is considered as being part of the disclosure of the accompanying 
application and is hereby incorporated by reference therein. 

D Deletion of inventors Signed statement attached deleting inventor(s) named in 
the prior application, see 37 CFR l.63(d)(2) and l.33(b). 

Accompanying Application Parts: 
D Information Disclosure Statement with Form PTO/SB/08 D Copies ofIDS Citations 
D Preliminary Amendment (New claims numbered after highest original claim in prior application.) 

D Return Receipt Postcard 
D Copy ofNotice to File Missing Parts ofNonProvisional Application 

D Other: 
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Amendments 

D Cancel in this application original claims _____ of the prior application 
before calculating the filing fee. (At least one original independent claim must be retained.) 

Fee Calculation (37 CFR § 1.16) 

Small Entity Large Entity 

Rate Fee Rate Fee 

Filing Fees x$165 ~ $ OR X $330 ~ $ 330 

Search Fees X $270 ~ $ OR X $540 ~ $ 540 

Examination Fees X $110 ~$ OR X $220 ~ $ 220 

CLAIMS Filed. Extra 

Total 25 Less 20 5 X $26 ~ $ OR X $52 ~ $ 260 

Independent 3 Less 3 -0- x$110~$ OR X $220 ~ $ 
Multiple Dependent Claims I -0- x$195 ~$ OR X $390 ~ $ 

Declaration and Surcharge Fee X$65 ~$ OR X$130~$ 130 

TOTAL TOTAL 1480.00 FILING FEE$ FILING FEE$ 

D Applicants petition for an extension of time to respond under 37 CFR § l.136(a) as follows: 
SMALL ENTITY LARGE ENTITY 

Rate Add'l Fee Rate Add'l Fee 
D Extension for Response within FIRST month X $65 = $ OR X $130 = $ 
D Extension for Response within SECOND month X $245 = $ OR X $490 = $ 
D Extension for Response within THIRD month X $555 = $ OR X $1110 = $ 
D Extension for Response within FOURTH month X $865 = $ OR X $1730= $ 
D Extension for Response within FIFTH month x$1175=$ OR X $2350 = $ 

0 Check No. for $ ___ is enclosed. 

General Authorizations 
~ Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for 
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under 
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. RALEP026). 
~ The Commissioner is given general authorization to charge any fees or to credit any overpayment 
during the pendency of this application to Deposit Account No. 50-0685 (Order No. RALEP026). 
~ Please send correspondence to the following address: 

Date: April 15, 2010 

Attorney Docket No. RALEP026 

Customer No. 21912 
VANPELT,YI&JAMES LLP 
10050 N. Foothill Blvd. 
Suite 200 
Cupertino, CA 95014 

/Michael J. Schallop/ 
Michael J. Schallop 
Registration No. 44,319 
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DECLARATION AND POWER OF ATTORNEY 
FOR ORIGINAL U.S. PATENT APPLICATION 

Attorney's Docket No. RALEP026 

As a below-named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe that I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint 
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on 
the invention entitled: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM, the specification 
of which, 

(check one) 1. D is attached hereto. 

2. ~ was filed on January 27. 2010 as 
U.S. Application No. ---"l'-"2"-'/6"""9'-'4'-'-4'-"5'"""1 _______ _ 
and was amended on ______________ _ 

3. D was filed on __________________ as 
International PCT Application No. _________ _ 
and was amended on ______________ _ 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
claims, as amended by any amendment referred to above. 

For Assigned Inventions: I understand that the purpose of making this appointment is to permit prosecution of patent 
applications for the above-identified invention for the benefit of my assignee, and that this appointment does not 
create an attorney-client relationship between me and these appointees. 

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States code, § l l 9(a)-(d) or § 365(b) of any foreign 
application(s) for patent or inventor's certificate, or § 365(a) of any PCT International application which designated 
at least one country other than the United States, listed below and have identified below, by checking the box, any 
foreign application for patent or inventor's certificate, or PCT International application having a filing date before 
that of the application on which priority is claimed: 

Prior Foreign Application(s) Priority Benefits Claimed? 

OYes ONo 
(Appl. No.) (Country) (Filing Date) 

I hereby claim the benefit under 35 U.S.C. § l l 9(e) of any United States provisional application(s) listed below: 

Prior Provisional Application(s) 

61/206 354 
(Application No.) 

61/206.944 
(Application No.) 

1/28/2009 
(Filing Date) 

2/4/2009 
(Filing Date) 
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61/207 393 2/10/2009 
(Application No.) (Filing Date) 

61/207 739 2/13/2009 
(Application No.) (Filing Date) 

61/270 353 7/6/2009 
(Application No.) (Filing Date) 

61/252 153 10/15/2009 
(Application No.) (Filing Date) 

I hereby claim the benefit under Title 35, United States Code,§ 120 of any United States application(s), or§ 365(c) 
of any PCT International application designating the United States, listed below and, insofar as the subject matter of 
each of the claims of this application is not disclosed in the prior United States or PCT International application in 
the manner provided by the first paragraph of Title 35, United States Code, § 112, I acknowledge the duty to 
disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56 
which became available between the filing date of the prior application and the national or PCT international filing 
date of this application: 

Prior U.S. Application(s) 

12/380'-"--7~8~0 ____ _ 3/2/2009 PENDING 
(Application No.) (Filing Date) (Status - patented, pending, abandoned) 

And I hereby appoint the attorneys and/or agents associated with Customer No. 21912 as my principal attorneys to 
prosecute this application and to transact all business in the Patent and Trademark Office connected therewith: 

Please Direct all Correspondence To: 

Direct Telephone Calls To: 

Customer No. 21912 
VAN PELT, YI & JAMES LLP 
10050 N. Foothill Blvd., Suite 200 
Cupertino, CA 95014 

Michael J. Schallop at telephone number (408) 207-4762 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge that 
willful false statements and the like so made are punishable by fine or imprisonment, or both, under section 1001 of 
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the 
application or any patent issuing thereon. 

Full name of sole 
or first inventor 

Signature of sole 
or first inventor 

Residence: City 

Mailing Address 

Date: __ u-~;~l_l_Z_) __ , 20 I 0 

Woodside State: CA Citizenship: US 

2995 Woodside Road, Suite 400, Woodside, CA 94062 

2 Atty. Dkt No. RALEP026 
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Electronic Patent Application Fee Transmittal 

Application Number: 12694451 

Filing Date: 27-Jan-201 O 

Title of Invention: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Filer: Michael J. SchallopNeronica Pula 

Attorney Docket Number: RALEP026 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 330 330 

Utility Search Fee 1111 1 540 540 

Utility Examination Fee 1311 1 220 220 

Pages: 

Claims: 

Claims in excess of 20 1202 5 52 260 

Miscellaneous-Filing: 

Late filing fee for oath or declaration 1051 1 130 130 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1480 
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Electronic Acknowledgement Receipt 

EFSID: 7429539 

Application Number: 12694451 

International Application Number: 

Confirmation Number: 6041 

Title of Invention: DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

First Named Inventor/Applicant Name: Gregory G. Raleigh 

Customer Number: 21912 

Filer: Michael J. SchallopNeronica Pula 

Filer Authorized By: Michael J. Schallop 

Attorney Docket Number: RALEP026 

Receipt Date: 16-APR-2010 

Filing Date: 27-JAN-2010 

Time Stamp: 17:11:17 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1480 

RAM confirmation Number 3735 

Deposit Account 500685 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

83607 

1 Miscellaneous Incoming Letter 
RALEP026_Response_to_Missin 

no 2 
g_Parts.pdf 

040a41 0b4627f508057 ecb49db9bcfcf1 b8f 
70ef 

Warnings: 

Information: 

2 Oath or Declaration filed 
RALEP026_Declaration_POA. 

pdf 

471191 

no 2 
32751767bd 134609d7dfc529c34c21 0aSaft 

c85b 

Warnings: 

Information: 

38186 

3 Fee Worksheet (PTO-875) fee-info.pdf no 2 
b93 be4 f4cc2fea987 e0 70b4097713 5 ed 5 fOb 

4d0e 

Warnings: 

Information: 

Total Files Size (in bytes) 592984 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

12/694,451 

21912 

01/27/2010 Gregory G. Raleigh RALEP026 

CONFIRMATION NO. 6041 
FORMALITIES LETTER 

VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

Date Mailed: 02/16/2010 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit $330 to complete the basic filing fee for a non-small entity. If appropriate, applicant may 
make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR 1.27). 

• The oath or declaration is missing. 
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 
Application Number and Filing Date, is required. 
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63 
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest, 
is required. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $260 as a non-small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are 
due. 

• To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing 
items identified in this notice. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $1480 for a non-small entity 
• $330 Statutory basic filing fee. 
• $130 Surcharge. 
• The application search fee has not been paid. Applicant must submit $540 to complete the search fee. 
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• The application examination fee has not been paid. Applicant must submit $220 to complete the examination 
fee for a non-small entity. 

• Total additional claim fee(s) for this application is $260 
• $260 for 5 total claims over 20. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/mkoroma/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 
UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

12/694,451 01/27/2010 2617 0.00 RALEP026 25 3 

21912 
CONFIRMATION NO. 6041 

FILING RECEIPT 
VAN PELT, YI & JAMES LLP 
10050 N. FOOTHILL BLVD #200 
CUPERTINO, CA 95014 

Date Mailed: 02/16/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Gregory G. Raleigh, Woodside, CA; 

Assignment For Published Patent Application 
HEADWATER PARTNERS I LLC, Woodside, CA 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This application is a CIP of 12/380,780 03/02/2009 
and claims benefit of 61/206,354 01/28/2009 
and claims benefit of 61/206,944 02/04/2009 
and claims benefit of 61/207,393 02/10/2009 
and claims benefit of 61/207,739 02/13/2009 
and claims benefit of 61/270,353 07/06/2009 
and claims benefit of 61 /252, 153 10/15/2009 

Foreign Applications 

If Required, Foreign Filing License Granted: 02/05/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 12/694,451 

Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

Preliminary Class 

455 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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Attorney Docket No. RALEP026 

APPLICATION FOR UNITED STATES PATENT 

DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

Assignee: 

By Inventor(s): 

Gregory G. Raleigh 
Woodside, CA 

A Citizen of the United States 

Headwater Partners I LLC, a Delaware limited liability company 

VAN PELT, YI & JAMES LLP 
10050 N. Foothill Blvd., Suite 200 

Cupertino, CA 95014 
Telephone ( 408) 973-2585 
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DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

CROSS REFERENCE TO OTHER APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 

POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, U.S. 

Provisional Patent Application No. 61/270,353 (Attorney Docket No. RALEP022+) entitled 

DEVICE ASSISTED CDR CREATION, AGGREGATION, MEDIATION AND BILLING filed 

on July 6, 2009, and U.S. Provisional Patent Application No. 61/252,153 (Attorney Docket No. 

RALEP026+) entitled DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

filed on October 15, 2009, which are incorporated herein by reference for all purposes. 

[0002] This application is a continuation in part of co-pending U.S. Patent Application 

No. 12/380,780 (Attorney Docket No. RALEP007), entitled AUTOMATED DEVICE 

PROVISIONING AND ACTIVATION, filed on March 2, 2009, which is incorporated herein by 

reference for all purposes, and which claims priority to U.S. Provisional Patent Application No. 

61/206,354 (Attorney Docket No. RALEP00l +) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent 

Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional 

Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY 

COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, and U.S. Provisional 

Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES 
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POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, which 

are incorporated herein by reference for all purposes. 
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BACKGROUND OF THE INVENTION 

[0003] With the advent of mass market digital communications, applications and content 

distribution, many access networks such as wireless networks, cable networks and DSL (Digital 

Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution­

Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax 

(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless 

Fidelity) becoming user capacity constrained. In the wireless case, although network capacity 

will increase with new higher capacity wireless radio access technologies, such as MIMO 

(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being 

deployed in the future, these capacity gains are likely to be less than what is required to meet 

growing digital networking demand. 

[0004] Similarly, although wire line access networks, such as cable and DSL, can have 

higher average capacity per user compared to wireless, wire line user service consumption habits 

are trending toward very high bandwidth applications and content that can quickly consume the 

available capacity and degrade overall network service experience. Because some components 

of service provider costs go up with increasing bandwidth, this trend will also negatively impact 

service provider profits. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] Various embodiments of the invention are disclosed in the following detailed 

description and the accompanying drawings. 

[0006] Figure 1 illustrates a wireless network architecture for providing device group 

partitions and a settlement platform in accordance with some embodiments. 

[0007] Figure 2 illustrates another wireless network architecture for providing device 

group partitions and a settlement platform in accordance with some embodiments. 

[0008] Figure 3 illustrates a wireless network architecture including a settlement 

platform in accordance with some embodiments. 

[0009] Figure 4 illustrates a flow diagram for providing device assisted service usage 

information in accordance with some embodiments. 

[0010] Figure 5 illustrates a flow diagram for providing a settlement platform service in 

accordance with some embodiments. 
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DETAILED DESCRIPTION 

[0011] The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a 

computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the invention. Unless stated otherwise, a component such as a processor or a 

memory described as being configured to perform a task may be implemented as a general 

component that is temporarily configured to perform the task at a given time or a specific 

component that is manufactured to perform the task. As used herein, the term 'processor' refers 

to one or more devices, circuits, and/or processing cores configured to process data, such as 

computer program instructions. 

[0012] A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to 

any embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details 

are set forth in the following description in order to provide a thorough understanding of the 

invention. These details are provided for the purpose of example and the invention may be 

practiced according to the claims without some or all of these specific details. For the purpose of 

clarity, technical material that is known in the technical fields related to the invention has not 

been described in detail so that the invention is not unnecessarily obscured. 

[0013] In some embodiments, device group partitions (e.g., partitions of devices based on 

associated device groups) are provided, as described herein. For example, one or more device 

service processor settings are controlled by a service controller, which can be partitioned to 

allow groups of devices (e.g., device group partitions, such as based on type of device, service 

plan (such as a service plan that is based on a revenue share and/or any other service plan), 

geography, service provider, enterprise, user group, or based on any other criteria for grouping 
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devices) to be securely controlled. In some embodiments, a device group partition control 

capability is enabled by providing a secure network connection to the service policy settings 

tools that define the device pre-provisioning settings, the device pre-activation service profile 

settings, the network equipment service activity control policy settings ( e.g., access control, 

routing policy, traffic control, usage limits, and/or policy for usage limit overage), and/or the 

network billing system database. By providing server tools that enable such settings to be 

controlled ( e.g., or perhaps only observed, such as with respect to the billing system) by a secure 

workstation or secure website interface that provides network communication with the 

equipment, for example, that can be used to configure or program the settings, and providing for 

a secure partitioning of the devices that can be controlled by a given secure workstation or secure 

website interface, a central provider or a service provider can provide such services to, for 

example, multiple entities ( e.g., an MVNO or an entity, such as a corporation or government 

agency, allocated a group of devices in a device group partition) that each can have different 

device and service plan combinations and/or different flavors of services for such devices ( e.g., 

various ambient services, revenue sharing service models, and/or any other services/service plans 

or combinations thereof). In some embodiments, the networking equipment is implemented to 

secure device group partitions in which the service policies for a group of devices can be 

securely controlled. 

[0014] In some embodiments, the service controller relies entirely on network based 

service usage measures to determine service usage for a given device, and aggregates or 

organizes device usage information for multiple devices that belong to a device group partition 

so that the usage activity for each device within the device group is logged for that device group. 

In some embodiments, the device service usage activity for each device group is then analyzed 

and summarized into a service activity report for that device group. In some embodiments, the 

device group service activity report thus generated is further processed with business logic rules 

to determine a service activity payment that is owed to a device group partner of a carrier, 

MVNO or other entity that owns of the service controller settings that determine the manner in 

which the device usage information is collected, aggregated, analyzed and further processed with 

business rules. For example, the device group partner can be an OEM, an ambient service 

partner, a roaming service partner, a carrier network partner, a service seller, a service re-seller, a 

service wholesaler, an MVNO, a virtual MVNO or other entity that has a business relationship 
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with the entity that owns the service controller settings and wishes to compensate the partner for 

helping in some way to distribute services or service activations. 

[0015] In some embodiments, the business rules logic include a variety ofreconciliation 

algorithms to determine a payment that is due to or from a device group partner. For example, 

the business rules logic can determine if a device has activated on a service plan and if so which 

service plan the device was activated on, and this information can be used to either pay an 

activation incentive payment to a device group partner or can be used to generate a revenue share 

payment for each billing period a service play is paid for by the user. Different activation 

incentive payments or revenue share payments can be made based on which service plan the user 

activated. For example, if a device activates with a 24 hour session based plan, the one payment 

can be due, if a device activates with monthly service plan another larger payment is due, and/or 

if a device activates with a 2 year contract plan then an even larger payment is due. Similarly, in 

a revenue share example, the revenue share for service usage on a 24 hour plan can be a 

relatively low revenue share payment, while the revenue share is higher for service usage 

associated with a monthly service plan and even higher for a longer term contract plan. In other 

examples, revenue share can also be a fixed percentage of the carrier revenue for a given service 

plan, with the percentage potentially changing for different service plans. In another example, a 

user can activate on one service plan but then change to another service plan at a later time and 

in this case either an activation incentive payment or revenue share payment can be adjusted to 

reflect the change in service plan. In another example, not all the device service activity for 

devices within a device group is analyzed and/or provided to a device group service partner, but 

instead a portion of the device service activity can be analyzed and/or reported. An example 

where this is desirable is a situation in which an ambient service partner needs to know how 

much of the partner's ambient service usage was consumed by a device group for purposes of 

paying for that ambient service usage, but does not need to know or should not be provided with 

information about device usage for other ambient services or user service plan services. Another 

example is a device group service partner report that details service partner user purchase 

transactions only for the device group service partner's services and not for other possible device 

group service partners. 

Attorney Docket No. RALEP026 7 PATENT 

Page 709 of 750



[0016] In some embodiments, the service controller relies at least in part on device based 

service usage measures to determine service usage for a given device, and aggregates or 

organizes device usage information for multiple devices that belong to a device group partition 

so that the usage activity for each device within the device group is logged for that device group. 

[0017] In some embodiments, the aggregated service activity information for a given 

device group is made available to a service partner so that the service partner can audit service 

activity based payments. For example, this information can be made available through a Web 

UI, a secure web UI, other electronic distribution media or in hard copy format. In some 

embodiments, the aggregated service information for a device group is further processed with the 

business rules logic as described herein, and a summary report of service usage or service 

activation information is made available to the service partner. As similarly discussed herein, 

this information can be made available in a variety of electronic and/or hardcopy formats. In 

some embodiments, both the aggregate service usage information and the information that results 

from further processing with business rules logic are made available to a device group partner. 

[0018] In some embodiments, a programming interface is provided to allow for 

programmable definition of the device group service usage information into a device group 

activity report and/or to allow for a programmable definition of the business rules to analyze the 

device group service activity reports and create a device group reconciliation report. In some 

embodiments, this programming interface is provided/implemented as a secure web UI or web 

portal that allows a device group manager to program the device activity collection rules and/or 

program the business rules logic used to create the reconciliation report. In some embodiments, 

the secure web UI includes a pre-defined UI that simplifies the process of writing device group 

service usage information aggregation filter rules and/or device group service activity 

information reconciliation filter (e.g., or business logic) rules. In some embodiments, a secure 

UI is provided so that a device group service partner is allowed to view all or part of the service 

activity aggregation rules and/or all or part of the reconciliation ( e.g., or business logic) rules for 

the device group the partner is associated with. 

[0019] In some embodiments, service usage information includes network based service 

usage information. In some embodiments, the network based service usage information includes 
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network based CD Rs (Charging Data Records). In some embodiments, service usage 

information includes device based service usage information. In some embodiments, device 

based service usage information includes device assisted CDRs, also referred to herein as micro­

CDRs, as described herein. In some embodiments, micro-CD Rs are used for CDR mediation or 

reconciliation that provides for service usage accounting on any device activity that is desired 

( e.g., providing granular service usage information, such as based on application layer service 

usage monitoring, transaction service usage monitoring, and/or other types of service usage 

information). In some embodiments, each device includes a service processor ( e.g., a service 

processor executed on a processor of a communications device, such as a mobile device or an 

intermediate networking device that can communicate with a wireless network). 

[0020] In some embodiments, each device activity that is desired to be associated with a 

billing event is assigned a micro-CDR transaction code, and the service processor is programmed 

to account for that activity associated with that transaction code ( e.g., various transaction codes 

can be associated with service usage associated with Apple iTunes music, Apple App Store 

applications, FaceBook social networking, Google search, eBay online commerce, and Amazon 

Kindle eBooks, respectively, which can be used for providing granular service usage for these 

various Internet/network based services/sites/transactions and/or any other Internet/network 

based services/sites, which can include transactional based services, such as Apple iTunes, Apple 

App Store, and Amazon Kindle). For example, using these techniques, as described herein, 

essentially any type of device activity can be individually accounted for and/or controlled (e.g., 

throttled, restricted, and/or otherwise controlled as desired). In some embodiments, the service 

processor periodically reports (e.g., during each heartbeat or based on any other periodic, push, 

and/or pull communication technique(s)) micro-CDR usage measures to, for example, a service 

controller or some other network element/function. In some embodiments, the service controller 

reformats the heartbeat micro-CDR usage information into a valid CDR format ( e.g., a CDR 

format that is used and can be processed by an SGSN or GGSN or some other authorized 

network element/function for CDRs) and then transmits the reformatted micro-CDRs to a 

network element/function for performing CDR mediation. 

[0021] In some embodiments, CDR mediation is used to properly account for the micro-

CDR service usage information by depositing it into an appropriate service usage account and 
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deducting it from the user device bulk service usage account. For example, this technique 

provides for a flexible service usage billing solution that uses pre-existing solutions for CDR 

mediation and billing. For example, the billing system can process the mediated CDR feed from 

CDR mediation, apply the appropriate account billing codes to the aggregated micro-CDR 

information that was generated by the device, and then generate billing events in a manner that 

does not require changes to existing billing systems, infrastructures, and techniques (e.g., using 

new transaction codes to label the new device assisted billing capabilities). 

[0022] In some embodiments, the communications device is a mobile communications 

device, and the service includes one or more Internet based services, and the mobile 

communications device includes one or more of the following: a mobile phone, a PDA, an 

eBook reader, a music device, an entertainment/gaming device, a computer, laptop, a netbook, a 

tablet, and a home networking system. In some embodiments, the communications device 

includes a modem, and the processor is located in the modem. In some embodiments, an 

intermediate networking device includes any type of networking device capable of 

communicating with a device and a network, including a wireless network, example intermediate 

networking devices include a femto cell, or any network communication device that translates 

the wireless data received from the device to a network, such as an access network. In some 

embodiments, intermediate networking devices include 3G/4G WW AN to WLAN 

bridges/routers/gateways, femto cells, DOCSIS modems, DSL modems, remote access/backup 

routers, and other intermediate network devices. 

[0023] In some embodiments, a revenue sharing model is provided using a settlement 

platform. In some embodiments, a revenue sharing model is provided using a settlement 

platform for providing one or more of the following: service activation revenue share or bounty 

( e.g., to one or more partners, such as OEMs, an ambient service partner, a roaming service 

partner, a carrier network partner, a device retailer or distributor, a service seller, a service re­

seller, distributors, MVNOs, carriers, and/or service providers), service usage billing (e.g., to one 

or more partners, such as OEMs, distributors, MVNOs, carriers, and/or service providers), 

service usage revenue share ( e.g., to one or more partners, such as OEMs, distributors, MVNOs, 

carriers, and/or service providers), and transactional revenue share ( e.g., to one or more partners, 

such as an OEM, an ambient service partner, a roaming service partner, a carrier network 
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partner, a device retailer or distributor, a service seller, a service re-seller, distributors, MVNOs, 

carriers, and/or service providers). For example, a revenue sharing model can allow for a 

distribution partner to access activation information for a specified device or a specified device 

group for which they are potentially entitled to a bounty ( e.g., a fixed fee or some other payment 

or credit terms, etc.) for activation, and the revenue sharing model can also allow for one or more 

OEMs ( e.g., or other device group partner) access to information regarding service usage for the 

specified device or the specified device group for which they are potentially entitled to a service 

usage revenue share ( e.g., percentage, fixed fee, transactional fee or credit, or some other form of 

revenue share) for the associated or particular service usage. For example, a distributor ( e.g., 

Amazon, Best Buy, or any other distributor) can be allocated a bounty for each activated eBook 

reader based on service activation for that eBook reader ( e.g., the value/terms of the bounty can 

vary based on the type of service that is activated for that eBook reader, such as an ambient 

service versus a premium data plan service), and the bounty can also require activation within a 

certain period of time of the sale ( e.g., if activated within 30 days after sale by the distributor of 

the eBook to a customer). As another example, a service revenue share can be provided with an 

OEM ( e.g., Sony or Google, or another eBook manufacturer, or another device group distribution 

partner), for example, for a period of time after the initial activation of the eBook reader (e.g., 2 

years after activation), which is referred to herein as, for example, a service revenue bounty, a 

service revenue share, or a service revenue sharing model. In some embodiments, a partner ( e.g., 

Amazon, Barnes & Noble, Google, or any other partner) pays for or subsidizes the cost of the 

associated service usage for the eBook reader, and a revenue share for each book paid for by the 

service provider is provided (e.g., a transactional service revenue share) between the service 

provider ( e.g., carrier, central provider, MVNO, and/or other service provider) and the partner. 

In some embodiments, these and other revenue share model techniques are implemented using a 

settlement platform, as described herein. In some embodiments, these and other revenue share 

and service billing techniques are implemented using a settlement platform and micro-CDRs, as 

described herein. 

[0024] In some embodiments, a billing interface is provided between the service 

controller and the billing system ( e.g., an external service plan read/write interface). In some 

embodiments, the service controller periodically polls the billing system interface with a 

request/command (e.g., "read-billing-plan" command) to determine if the user has changed the 
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service plan of choice through some interface other than the service processor service plan 

selection UI (User Interface) (e.g., Internet or phone). If the user has changed the service plan, 

then the service controller updates the service plan of record on the service controller database 

and on the device (e.g., via secure communication with the service processor executing on a 

processor of the device). In some embodiments, another request/command (e.g., the "write­

billing-plan" interface command) is used to inform the billing system when the user has selected 

a new or initial plan option from the service processor service plan selection UI. 

[0025] In some embodiments, a settlement platform is provided, as described herein. In 

some embodiments, the settlement platform includes support for an activation process ( e.g., to 

facilitate tracking and payment of a bounty for one or more partners for an activation). In some 

embodiments, the settlement platform provides a service/transactional revenue share settlement 

platform. In some embodiments, the settlement platform distributes accounting and settlement 

information to one or more of carriers, distribution partners, MVNOs (Mobile Virtual Network 

Operator), wholesale partners, and/or other partners ( e.g., for a service usage billing to one or 

more partners and/or for a service/transactional revenue share with one or more partners). In 

some embodiments, the settlement platform receives and processes (network based) CDRs 

and/or micro-CD Rs. In some embodiments, the settlement platform processes CD Rs and/or 

micro-CD Rs for CDR mediation that provides for service usage accounting ( e.g., service usage 

billing allocation and/or service usage/transactional revenue share) on any device activity that is 

desired. In some embodiments, the settlement platform receives and processes micro-CDRs to 

determine accounting and settlement information for various services used by such devices. In 

some embodiments, the settlement platform receives and processes micro-CDRs to determine 

accounting and settlement information for various services for such devices and distributes the 

accounting and settlement information to one or more of carriers, distribution partners, MVNOs, 

wholesale partners, and/or other partners or entities, as described herein. 

[0026] In some embodiments, multiple device groups are supported in which each device 

group is provided an independent and secure management for transparent reconciliation. In 

some embodiments, a service provider selects who receives a reconciliation report of activations 

and service usage based on a service plan type. In some embodiments, service usage information 

( e.g., CD Rs and/or micro-CD Rs) are used for service plan billing and/or reconciliation reports. 

Attorney Docket No. RALEP026 12 PATENT 

Page 714 of 750



In some embodiments, different service plans on the same device can be communicated to 

different partners and/or the same partner ( e.g., one or more of carriers, distribution partners, 

MVNOs, and/or wholesale partner). In some embodiments, multi-device and multi-user 

reconciliation capabilities are provided. In some embodiments, service /transactional revenue 

share techniques as described herein are provided to augment and/or replace bounty-plus-subsidy 

models for non-carrier channels. For example, the settlement platform can be used to implement 

a revenue share model allocating shared service usage revenue among two or more partners ( e.g., 

one or more of carriers, distribution partners, MVNOs, wholesale partners, and/or other partners) 

for one or more services ( e.g., for a discounted bounty or in lieu of a bounty, the mobile device 

provider can receive a service/transactional revenue share for one or more services provided by a 

service provider for a mobile device distributed/sold through the service provider). 

[0027] Figure 1 illustrates a wireless network architecture for providing device group 

partitions and a settlement platform in accordance with some embodiments. As shown, Figure 1 

includes a 4G/3G/2G wireless network operated by, for example, a central provider. As shown, 

various wireless devices 100 are in communication with base stations 125 for wireless network 

communication with the wireless network ( e.g., via a firewall 124), and other devices 100 are in 

communication with Wi-Fi Access Points (APs) or Mesh 702 for wireless communication to Wi­

Fi Access CPE 704 in communication with central provider access network 109. In some 

embodiments, each of the wireless devices 100 includes a service processor 115 ( as shown) ( e.g., 

executed on a processor of the wireless device 100), and each service processor connects through 

a secure control plane link to a service controller 122 (e.g., using encrypted communications). 

[0028] In some embodiments, service usage information includes network based service 

usage information (e.g., network based service usage measures or CDRs, which can, for 

example, be generated by service usage measurement apparatus in the network equipment), 

which is obtained from one or more network elements (e.g., BTS/BSCs 125, RAN Gateways (not 

shown), Transport Gateways (not shown), Mobile Wireless Center/HLRs 132, AAA 121, Service 

Usage History/CDR Aggregation, Mediation, Feed 118, or other network equipment). In some 

embodiments, service usage information includes micro-CDRs. In some embodiments, micro­

CDRs are used for CDR mediation or reconciliation that provides for service usage accounting 

on any device activity that is desired. In some embodiments, each device activity that is desired 
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to be associated with a billing event is assigned a micro-CDR transaction code, and the service 

processor 115 is programmed to account for that activity associated with that transaction code. 

In some embodiments, the service processor 115 periodically reports ( e.g., during each heartbeat 

or based on any other periodic, push, and/or pull communication technique(s)) micro-CDR usage 

measures to, for example, the service controller 122 or some other network element. In some 

embodiments, the service controller 122 reformats the heartbeat micro-CDR usage information 

into a valid CDR format (e.g., a CDR format that is used and can be processed by an SGSN or 

GGSN or other network elements/equipment used/authorized for generating or processing 

CDRs) and then transmits it to a network element/function for CDR mediation (e.g., CDR 

Storage, Aggregation, Mediation, Feed 118). 

[0029] In some embodiments, CDR mediation is used to account for the micro-CDR 

service usage information by depositing it into an appropriate service usage account and 

deducting it from the user device bulk service usage account. For example, this technique 

provides for a flexible service usage billing solution that uses pre-existing solutions, 

infrastructures, and/or techniques for CDR mediation and billing. For example, the billing 

system ( e.g., billing system 123 or billing interface 127) processes the mediated CDR feed from 

CDR mediation, applies the appropriate account billing codes to the aggregated micro-CDR 

information that was generated by the device, and then generates billing events in a manner that 

does not require changes to the existing billing systems (e.g., using new transaction codes to 

label the new device assisted billing capabilities). In some embodiments, network provisioning 

system 160 provisions various network elements/functions for authorization in the network, such 

as to authorize certain network elements/functions ( e.g., CDR storage, aggregation, mediation, 

feed 118 or other network elements/functions) for providing micro-CDRs, reformatted micro­

CDRs, and/or aggregated or reconciled CD Rs. 

[0030] As shown in Figure 1, a CDR storage, aggregation, mediation, feed 118 is 

provided. In some embodiments, the CDR storage, aggregation, mediation, feed 118 receives, 

stores, aggregates and mediates micro-CDRs received from mobile devices 100. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 also provides a settlement 

platform using the mediated micro-CDRs, as described herein. In some embodiments, another 
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network element provides the settlement platform using aggregated and/or mediated micro­

CDRs (e.g., central billing interface 127 and/or another network element/function). 

[0031] In some embodiments, various techniques for partitioning of device groups are 

used for partitioning the mobile devices 100 ( e.g., allocating a subset of mobile devices 100 for a 

distributor, an OEM, a MVNO, and/or another partner or entity). As shown in Figure 1, a 

MVNO core network 210 includes a MVNO CDR storage, aggregation, mediation, feed 118, a 

MVNO billing interface 122, and a MVNO billing system 123 (and other network elements as 

shown in Figure 1). In some embodiments, the MVNO CDR storage, aggregation, mediation, 

feed 118 receives, stores, aggregates and mediates micro-CDRs received from mobile devices 

100 ( e.g., MVNO group partitioned devices). 

[0032] Those of ordinary skill in the art will appreciate that various other network 

architectures can be used for providing device group partitions and a settlement platform, and 

Figure 1 is illustrative of just one such example network architecture for which device group 

partitions and settlement platform techniques described herein can be provided. 

[0033] In some embodiments, CDR storage, aggregation, mediation, feed 118 ( e.g., 

service usage 118, including a billing aggregation data store and rules engine) is a functional 

descriptor for, in some embodiments, a device/network level service usage information 

collection, aggregation, mediation, and reporting function located in one or more of the 

networking equipment apparatus/systems attached to one or more of the sub-networks shown in 

Figure 1 ( e.g., central provider access network 109 and/or central provider core network 110), 

which is in communication with the service controller 122 and a central billing interface 127. As 

shown in Figure 1, service usage 118 provides a function in communication with the central 

provider core network 110. In some embodiments, the CDR storage, aggregation, mediation, 

feed 118 function is located elsewhere in the network or partially located in elsewhere or 

integrated with/as part of other network elements. In some embodiments, CDR storage, 

aggregation, mediation, feed 118 functionality is located or partially located in the AAA server 

121 and/or the mobile wireless center/Home Location Register(HLR) 132 (as shown, in 

communication with a DNS/DHCP server 126). In some embodiments, service usage 118 

functionality is located or partially located in the base station, base station controller and/or base 
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station aggregator, collectively referred to as base station 125 in Figure 1. In some 

embodiments, CDR storage, aggregation, mediation, feed 118 functionality is located or partially 

located in a networking component in the central provider access network 109, a networking 

component in the core network 110, the central billing system 123, the central billing interface 

127, and/or in another network component or function. This discussion on the possible locations 

for the network based and device based service usage information collection, aggregation, 

mediation, and reporting function ( e.g., CDR storage, aggregation, mediation, feed 118) can be 

easily generalized as described herein and as shown in the other figures and embodiments 

described herein by one of ordinary skill in the art. Also as shown in Figure 1, the service 

controller 122 is in communication with the central billing interface 123 (also sometimes 

referred to as the external billing management interface or billing communication interface) 127, 

which is in communication with the central billing system 123. As shown in Figure 1, an order 

management 180 and subscriber management 182 are also in communication with the central 

provider core network 110 for facilitating order and subscriber management of services for the 

devices 100 in accordance with some embodiments. 

[0034] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) provides a device/network level 

service usage information collection, aggregation, mediation, and reporting function. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

elements or combinations of network elements) collects device generated/assisted service usage 

information ( e.g., micro-CD Rs) for one or more devices on the wireless network ( e.g., devices 

100); and provides the device generated service usage information in a syntax and a 

communication protocol that can be used by the wireless network to augment or replace network 

generated usage information for the one or more devices on the wireless network. In some 

embodiments, the syntax is a charging data record (CDR), and the communication protocol is 

selected from one or more of the following: 3GPP, 3GPP2, or other communication protocols. 

In some embodiments, as described herein, the CDR storage, aggregation, mediation, feed 118 

collects/receives micro-CDRs for one or more devices on the wireless network (e.g., devices 

100). In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other 

network elements or combinations of network elements) includes a service usage data store (e.g., 

a billing aggregator) and a rules engine for aggregating the collected device generated service 
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usage information. In some embodiments, the network device is a CDR feed aggregator, and the 

CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations 

of network elements) also aggregates (network based) CD Rs and/or micro-CD Rs for the one or 

more devices on the wireless network; applies a set of rules to the aggregated CDRs and/or 

micro-CD Rs using a rules engine ( e.g., bill by account, transactional billing, revenue sharing 

model, and/or any other billing or other rules for service usage information collection, 

aggregation, mediation, and reporting), and communicates a new set of CD Rs for the one or 

more devices on the wireless network to a billing interface or a billing system ( e.g., providing a 

CDR with a billing offset by account/service). In some embodiments, a revenue sharing 

platform is provided using various techniques described herein. 

[0035] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) communicates a new set of CD Rs 

( e.g., aggregated and mediated CD Rs and/or micro-CD Rs that are then translated into standard 

CD Rs for a given wireless network) for the one or more devices on the wireless network to a 

billing interface ( e.g., central billing interface 127) or a billing system ( e.g., central billing 

system 123). In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) communicates with a service 

controller ( e.g., service controller 122) to collect the device generated service usage information 

( e.g., micro-CD Rs) for the one or more devices on the wireless network. In some embodiments, 

the CDR storage, aggregation, mediation, feed 118 ( and/or other network elements or 

combinations of network elements) communicates with a service controller, in which the service 

controller is in communication with a billing interface or a billing system. In some 

embodiments, the CDR storage, aggregation, mediation, feed 118 ( and/or other network 

elements or combinations of network elements) communicates the device generated service 

usage information to a billing interface or a billing system. In some embodiments, the CDR 

storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements) communicates with a transport gateway and/or a Radio Access Network 

(RAN) gateway to collect the network generated/based service usage information for the one or 

more devices on the wireless network. In some embodiments, the service controller 122 

communicates the device assisted service usage information (e.g., micro-CDRs) to the CDR 
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storage, aggregation, mediation, feed 118 ( and/or other network elements or combinations of 

network elements). 

[0036] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or 

other network elements or combinations of network elements) performs rules for performing a 

bill by account aggregation and mediation function. In some embodiments, the CDR storage, 

aggregation, mediation, feed 118 ( and/or other network elements or combinations of network 

elements) performs rules for performing a service billing function, as described herein, and/or for 

performing a service/transactional revenue sharing function, as described herein. In some 

embodiments, the service controller 122 in communication with the CDR storage, aggregation, 

mediation, feed 118 (and/or other network elements or combinations of network elements) 

performs a rules engine for aggregating and mediating the device assisted service usage 

information ( e.g., micro-CD Rs). In some embodiments, a rules engine device in communication 

with the CDR storage, aggregation, mediation, feed 118 (and/or other network elements or 

combinations of network elements) performs a rules engine for aggregating and mediating the 

device assisted service usage information. 

[0037] In some embodiments, the rules engine is included in (e.g., integrated with/part 

of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine 

and associated functions, as described herein, is a separate function/device. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as described herein, and communicates with the central billing interface 127. In some 

embodiments, the service controller 122 performs some or all of these rules engine based 

functions, as described herein, and communicates with the central billing system 123. 

[0038] In some embodiments, a settlement platform service is provided. For example, 

micro-CD Rs can be aggregated and mediated to associate service usage for one or more services 

used by a communications device ( e.g., a user of the communications device). A rules engine or 

another function can determine a revenue share allocation for the service usage for a particular 

service to determine the settlement for such service usage for the revenue sharing 

allocation/model and to distribute accounting and settlement information to one or more of 
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carriers, distribution partners, MVNOs, wholesale partners, and/or other partners or entities. In 

some embodiments, the service is a transactional service. 

[0039] In some embodiments, duplicate CDRs are sent from the network equipment to 

the billing system 123 that is used for generating service billing. In some embodiments, 

duplicate CD Rs are filtered to send only those CD Rs/records for devices controlled by the 

service controller and/or service processor (e.g., managed devices). For example, this approach 

can provide for the same level of reporting, lower level of reporting, and/or higher level of 

reporting as compared to the reporting required by the central billing system 123. 

[0040] In some embodiments, a bill-by-account billing offset is provided. For example, 

bill-by-account billing offset information can be informed to the central billing system 123 by 

providing a CDR aggregator feed that aggregates the device assisted service usage data feed to 

provide a new set of CD Rs for the managed devices to the central billing interface 127 and/or the 

central billing system 123. In some embodiments, transaction billing is provided using similar 

techniques. For example, transaction billing log information can be provided to the central 

billing interface 127 and/or the central billing system 123. 

[0041] In some embodiments, the rules engine (e.g., performed by the service usage 118 

or another network element, as described herein) provides a bill-by-account billing offset. For 

example, device assisted service usage information ( e.g., micro-CD Rs) includes a transaction 

type field or transaction code ( e.g., indicating a type of service for the associated service usage 

information). For example, the rules engine can apply a rule or a set of rules based on the 

identified service associated with the device generated service usage information to determine a 

bill-by-account billing offset ( e.g., a new CDR can be generated to provide the determined bill­

by-account billing offset). In some examples, the determined bill-by-account billing offset can 

be provided as a credit to the user's service usage account (e.g., a new CDR can be generated 

with a negative offset for the user's service usage account, such as for network chatter service 

usage, or transactional service usage, or for any other purposes based on one or more rules 

performed by the rules engine). 

[0042] As another example, for a transactional service, a first new CDR can be generated 

with a negative offset for the user's service usage account for that transactional service related 
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usage, and a second new CDR can be generated with a positive service usage value to charge that 

same service usage to the transactional service provider (e.g., Amazon, eBay, or another 

transactional service provider). In some embodiments, the service controller 122 generates these 

two new CDRs, and the service usage 118 stores, aggregates, and communicates these two new 

CDRs to the central billing interface 127. In some embodiments, the service controller 122 

generates these two new CDRs, and the service usage 118 stores, aggregates, and communicates 

these two new CDRs to the central billing interface 127, in which the central billing interface 

127 applies rules (e.g., performs the rules engine for determining the bill-by-account billing 

offset). 

[0043] In some embodiments, the service controller 122 sends the device generated 

CDRs to the rules engine (e.g., a service usage data store and rules engine, such as CDR storage, 

aggregation, mediation, feed 118), and the rules engine applies one or more rules, such as those 

described herein and/or any other billing/service usage related rules as would be apparent to one 

of ordinary skill in the art. In some embodiments, the service controller 122 generates CD Rs 

similar to other network elements, and the rules ( e.g., bill-by-account) are performed in the 

central billing interface 127. For example, for the service controller 122 to generate CDRs 

similar to other network elements, in some embodiments, the service controller 122 is 

provisioned on the wireless network ( e.g., by network provision system 160) and behaves 

substantially similar to other CDR generators on the network). 

[0044] In some embodiments, the service controller 122 is provisioned as a new type of 

networking function that is recognized as a valid, authorized, and secure source for CD Rs by the 

other necessary elements in the network ( e.g., CDR storage, aggregation, mediation, feed 118). 

In some embodiments, if the necessary network apparatus only recognize CD Rs from certain 

types of networking equipment (e.g. a RAN gateway or transport gateway), then the service 

controller 122 provides authentication credentials to the other networking equipment that 

indicate that it is one of the approved types of equipment for providing CD Rs. In some 

embodiments, the link between the service controller 122 and the necessary CDR aggregation 

and mediation equipment is secured, authenticated, encrypted, and/or signed. 
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[0045] In some embodiments, the CDR storage, aggregation, mediation, feed 118 

discards the network based service usage information (e.g., network based CDRs) received from 

one or more network elements. In these embodiments, the service controller 122 provides the 

device assisted service usage information ( e.g., device based CD Rs or micro-CD Rs) to the CDR 

storage, aggregation, mediation, feed 118 ( e.g., the CDR storage, aggregation, mediation, feed 

118 can just provide a store, aggregate, and communication function(s), as it is not required to 

mediate network based CDRs and device assisted CDRs), and the device based service usage 

information is provided to the central billing interface 127 or the central billing system 123. 

[0046] In some embodiments, the device based CDRs (e.g., micro-CDRs) and/or new 

CD Rs generated based on execution of a rules engine as described herein are provided only for 

devices that are managed and/or based on device group, service plan, or any other criteria, 

categorization, and/or grouping, such as based on ambient service or ambient service provider or 

transactional service or transactional service provider. 

[0047] Figure 2 illustrates another wireless network architecture for providing device 

group partitions and a settlement platform in accordance with some embodiments. As shown, 

Figure 2 includes various devices 100 including service processors 115. For example, devices 

100 can include various types of mobile devices, such as phones, PD As, computing devices, 

laptops, netbooks, tablets, cameras, music/media players, GPS devices, networked appliances, 

and any other networked device; and/or devices 100 can include various types of intermediate 

networking devices, as described herein. The devices 100 are in communication with service 

control 210 and central provider access and core networks 220. Service policies and accounting 

functions 230 are also provided in communication with the central provider access and core 

networks 220. For example, devices 100 can communicate via the central provider access and 

core networks 220 to the Internet 120 for access to various Internet sites/services ( e.g., Google 

sites/services, Yahoo sites/services, Blackberry services, Apple iTunes and AppStore, 

Amazon.com, FaceBook, and/or any other Internet service or other network facilitated service). 

[0048] In some embodiments, Figure 2 provides a wireless network architecture that 

supports partitioned device groups, in which each device group can be provided independent and 

secure management of transparent reconciliation. Those of ordinary skill in the art will 
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appreciate that various other network architectures can be used for providing device group 

partitions and a settlement platform, and Figure 2 is illustrative of just another such example 

network architecture for which device group partitions and settlement platform techniques 

described herein can be provided. 

[0049] In some embodiments, a service provider selects who receives a reconciliation 

report of activations and usage by service plan type. In some embodiments, service usage 

information ( e.g., based on CD Rs and/or micro-CD Rs or other service usage measures) are used 

for service plan billing and for reconciliation reports. In some embodiments, different service 

plans on the same device ( e.g., device 100) can be sent to different partners or the same partner. 

In some embodiments, multi-device and multi-user reconciliation capabilities are provided. In 

some embodiments, a settlement platform service is provided. In some embodiments, various 

revenue share techniques as described herein are provided ( e.g., implemented using a settlement 

platform service, using, for example, service policies and accounting functions 230). 

[0050] In some embodiments, partitioned device groups are provided. In some 

embodiments, each partitioned group of devices (e.g., mobile devices 100) can be uniquely 

managed with secure admin log-ins. In some embodiments, multi-device, multi-user accounting 

is provided. In some embodiments, capabilities are provided to support multi-party/multi-service 

reconciliation records to carriers and carrier partners, which can also support various 

service/transactional revenue share techniques (e.g., for reducing or eliminating the up-front 

subsidy and associated up-front subsidy risk of certain bounty models). In some embodiments, 

service usage and profitability analytics are provided (e.g., using aggregated CDRs/micro-CDRs 

and service policies and accounting functions 230). For example, a partitioned beta test group of 

devices can be tested and optimized for various service usage policies and/or service plans, and 

then the optimized service usage policies and/or service plans can be published to an entire or 

larger device group. In some embodiments, a carrier can be provided a carrier branded device 

group, and/or a MVNO can be provided a MVNO branded device group. 

[0051] Figure 3 illustrates a wireless network architecture including a settlement 

platform in accordance with some embodiments. As shown in Figure 3, a settlement platform 

310 is provided ( and other network elements are also provided as similarly shown in and 
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described above with respect to Figure 2). In some embodiments, the settlement platform 310 

receives, stores, aggregates and mediates micro-CDRs received from mobile devices 100. In 

some embodiments, the settlement platform 310 provides a settlement platform using the 

mediated micro-CD Rs, as described herein. In some embodiments, the settlement platform 310 

in combination with one or more other network elements/functions provides the settlement 

platform using aggregated and/or mediated micro-CD Rs ( e.g., central billing interface 127 and/or 

service policies and accounting 230). Those of ordinary skill in the art will appreciate that 

various other network architectures can be used for providing device group partitions and a 

settlement platform, and Figure 3 is illustrative of just one such example network architecture for 

which device group partitions and settlement platform techniques described herein can be 

provided. 

[0052] As shown in Figure 3, the settlement platform 310 provides a function in 

communication with the central provider access and core networks 220. In some embodiments, 

the settlement platform 310 ( e.g., including a billing aggregation data store and rules engine) is a 

functional descriptor for, in some embodiments, a device/network level service usage 

information collection, aggregation, mediation, and reporting function located in one or more of 

the networking equipment apparatus/systems attached to one or more of the sub-networks, which 

is in communication with the service control 210 and/or service policies and accounting 230. In 

some embodiments, the settlement platform 310 function is located elsewhere in the network or 

partially located in elsewhere or integrated with/as part of other network elements ( e.g., 

settlement platform 310 functionality can be located or partially located in the service control 

210 and/or the service policies and accounting function 230 as shown in Figure 2; and/or in the 

AAA server 121, the mobile wireless center/Home Location Register(HLR) 132, the base station 

125, the networking component in the central provider access network 109, a networking 

component in the core network 110, the central billing system 123, the central billing interface 

127, and/or in another network component or function, as shown in Figure 1). 

[0053] In some embodiments, the settlement platform 310 includes the CDR storage, 

aggregation, mediation, feed 118 function as shown in and described above with respect to 

Figure 1 and further provides a device/network level service usage information collection, 

aggregation, mediation, and reporting function. In some embodiments, the rules engine is 
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included in ( e.g., integrated with/part of) the settlement platform 310. In some embodiments, the 

rules engine and associated functions, as described herein, is a separate function/device. In some 

embodiments, the service control 210 performs some or all of these rules engine based functions, 

as discussed herein, and communicates with the settlement platform 310 and/or the service 

policies and accounting 230. In some embodiments, the service control 210 includes the service 

controller 122 as shown in and similarly described above with respect to Figure 1. 

[0054] In some embodiments, a settlement platform service is provided at least in part by 

the settlement platform 310. For example, as similarly described above, micro-CD Rs can be 

aggregated and mediated to associate service usage for one or more services used by a user on a 

device 100. A rules engine or another function can determine a revenue share allocation for the 

service usage for a particular service to determine the settlement ( e.g., billing and/or revenue 

share) for such service usage, such as for a service/transactional revenue share, and to distribute 

accounting and settlement information to one or more of carriers, distribution partners, MVNOs, 

wholesale partners, and/or other partners or entities. In some embodiments, the service is a 

transactional service. 

[0055] Figure 4 illustrates a flow diagram for providing device assisted service usage 

information in accordance with some embodiments. At 402, the process for providing device 

assisted service usage information begins. At 404, service usage on the device is monitored 

(e.g., using a service processor executing on a processor of the device). At 406, the monitored 

service usage is associated with a transaction ID or transaction code (e.g., using a service 

processor, such as service processor 115 that provides, for example, application service level 

monitoring, different transaction codes are assigned to Google services, eBay services, Amazon 

services, Apple iTunes services, and/or other service usage activities/services). In some 

embodiments, monitored services include transaction based services that are monitored and 

assigned unique transaction codes. At 408, micro-CDR(s) are generated for the monitored 

service usage. At 410, the generated micro-CDRs are stored (e.g., at least until the micro­

CDR(s) are communicated to the network, such as the service controller or another network 

element/function, such as service control 210). At 412, a heartbeat communication event is 

determined. At 414, if a heartbeat communication is to be provided ( e.g., to communicate to the 

network, such as service controller 122 or another network element, such as service control 210), 
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then the micro-CD Rs are sent to the service controller ( e.g., service controller 122 or another 

network element, such as in service control 210). At 416, a request for service usage information 

is determined. At 418, in response to such a request, the micro-CDRs (e.g., stored or queued 

micro-CD Rs or a set of specifically requested micro-CDRs) are sent to the service controller 

( e.g., service controller 122 or another network element, such as service control 210). At 420, 

the process is repeated for any other monitored service usage. At 422, the process is completed. 

[0056] Figure 5 illustrates a flow diagram for providing a settlement platform service in 

accordance with some embodiments. At 502, the process for a settlement platform begins. At 

504, device assisted service usage information is received (e.g., micro-CDRs). At 506, device 

assisted service usage information is aggregated (e.g., based on the device and the service, such 

as based on associated settlement platform rules for the device and the service). At 508, the 

aggregated device assisted service usage information is stored. At 510, the device assisted 

service usage information is mediated/reconciled ( e.g., based on various other measures, such as 

network based service usage information, and/or other metrics/criteria or techniques, such as the 

various techniques described herein). At 512, whether the device is a member of a device group 

is determined. At 514, the rules associated with that device's device group are determined. At 

516, whether any settlement platform rules apply to that device group and a given service for the 

stored device service usage information for the device is determined ( e.g., service billing and/or 

service/transactional revenue share related or other related rules). At 518, the settlement 

platform rules for the associated service usage for that device and the relevant service are 

applied. In some embodiments, a revenue share for the service usage for a particular service is 

used to determine the settlement for such service usage based on the revenue sharing 

allocation/model and is further used to distribute accounting and settlement information to one or 

more of carriers, distribution partners, MVNOs, wholesale partners, and/or other partners or 

entities. In some embodiments, service billing is allocated among one or more partners for a 

service usage. In some embodiments, a transactional revenue share among one or more partners 

for a transactional service is applied. At 520, the process is repeated for additional settlement 

platform rules. At 522, the process is completed. 

[0057] Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There 
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are many alternative ways of implementing the invention. The disclosed embodiments are 

illustrative and not restrictive. 

[0058] WHAT IS CLAIMED IS: 
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5 

10 

CLAIMS 

1. A system, comprising: 

a processor of a network device in communication with a wireless network, wherein the 

processor is configured to: 

collect device generated service usage information for one or more devices in 

wireless communication on the wireless network; and 

aggregate the device generated service usage information for a settlement 

platform for the one or more devices in wireless communication on the wireless network; 

and 

a memory coupled to the processor and configured to provide the processor with 

instructions. 

2. The system recited in claim 1, wherein the settlement platform determines accounting 

and settlement information for one or more services for the one or more devices assigned to a 

15 device group partition and distributes the accounting and settlement information to one or more 

of the following associated with the device group partition: a carrier, a distribution partner, an 

MVNO, and a wholesale partner. 

3. The system recited in claim 1, wherein the device generated service usage information is 

20 translated into a syntax and a communication protocol that can be used by other network devices 

to augment or replace network generated service usage information for the one or more devices 

in wireless communication on the wireless network. 

4. The system recited in claim 1, wherein the device generated service usage information 

25 includes micro-CDRs. 

5. The system recited in claim 1, wherein the device generated service usage information 

includes micro-CDRs collected by a service controller from a service processor executed on each 

of the one or more devices in wireless communication on the wireless network. 
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6. The system recited in claim 1, wherein the device generated service usage information 

includes micro-CD Rs, and wherein at least a subset of micro-CD Rs include a transaction code 

for associating a monitored service usage with a service usage activity. 

7. The system recited in claim 1, wherein the device generated service usage information is 

translated into a syntax and a communication protocol that can be used by other network devices 

to augment or replace network generated service usage information for the one or more devices 

in wireless communication on the wireless network, wherein the syntax is a charging data record 

10 (CDR), and wherein the device generated service usage information includes micro-CDRs. 

15 

8. The system recited in claim 1, wherein the network device includes a service usage data 

store. 

9. The system recited in claim 1, wherein the network device includes a service usage data 

store that aggregates and mediates micro-CD Rs and network generated CD Rs for the one or 

more devices in wireless communication on the wireless network. 

10. The system recited in claim 1, wherein the network device includes a service usage data 

20 store and a rules engine for aggregating and mediating the collected device generated service 

usage information. 

11. The system recited in claim 1, wherein the processor is further configured to: 

collect network generated service usage information for the one or more devices in 

25 wireless communication on the wireless network. 

12. The system recited in claim 1, wherein the device generated service usage information is 

received in a charging data record (CDR) syntax, wherein the device generated service usage 

information includes micro-CDRs, and wherein the processor is further configured to: 
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aggregate micro-CD Rs for the one or more devices in wireless communication on the 

wireless network; and 

apply a set of rules to the aggregated micro-CD Rs using a rules engine to provide 

aggregated and mediated micro-CDRs to the settlement platform, wherein the settlement 

5 platform implements a service billing allocation and/or a revenue share among one or more 

partners, and wherein the revenue share includes a service based revenue share or a transactional 

based revenue share. 

13. The system recited in claim 1, wherein the device generated service usage information is 

10 received in a charging data record (CDR) syntax, wherein the device generated service usage 

information includes micro-CDRs, wherein the network device includes a CDR storage, 

aggregation, and mediation feed, and wherein the processor is further configured to: 

aggregate micro-CD Rs for the one or more devices in wireless communication on the 

wireless network; 

15 apply a set of settlement platform rules to the aggregated micro-CD Rs using a rules 

20 

engine to generate a new set of CD Rs for the one or more devices in wireless communication on 

the wireless network; and 

communicate the new set of CD Rs for the one or more devices in wireless 

communication on the wireless network to a billing interface or a billing system. 

14. The system recited in claim 1, wherein the device generated service usage information is 

received in a charging data record (CDR) syntax, wherein the device generated service usage 

information includes micro-CDRs, and wherein the processor is further configured to: 

aggregate micro-CD Rs for the one or more devices in wireless communication on the 

25 wireless network; 

verify at least a subset of the micro-CD Rs; 

apply a set of settlement platform rules to the aggregated and verified micro-CD Rs using 

a rules engine to generate a new set of CD Rs for the one or more devices in wireless 

communication on the wireless network; and 
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communicate the new set of CD Rs for the one or more devices in wireless 

communication on the wireless network to a billing interface or a billing system. 

15. The system recited in claim 1, wherein the device generated service usage information is 

5 received in a charging data record (CDR) syntax, wherein the device generated service usage 

information includes micro-CDRs, and wherein the processor is further configured to: 

aggregate micro-CD Rs for the one or more devices in wireless communication on the 

wireless network; 

verify the micro-CD Rs by comparing at least a subset of the micro-CD Rs to a set of 

10 network generated CD Rs for the one or more devices in wireless communication on the wireless 

network; 

apply a set of settlement platform rules to the aggregated and verified micro-CD Rs using 

a rules engine to generate a new set of CD Rs for the one or more devices in wireless 

communication on the wireless network; and 

15 communicate the new set of CD Rs for the one or more devices in wireless 

communication on the wireless network to a billing interface or a billing system. 

16. The system recited in claim 1, wherein the device generated service usage information is 

received in a charging data record (CDR) syntax, wherein the device generated service usage 

20 information includes micro-CDRs, and wherein the processor is further configured to: 

aggregate the micro-CD Rs for the one or more devices in wireless communication on the 

wireless network; 

apply a set of rules to the aggregated micro-CD Rs using a rules engine to generate a new 

set of CD Rs, wherein the set of rules includes a bill by account rule; and 

25 communicate the new set of CD Rs for the one or more devices in wireless 

communication on the wireless network to a billing interface or a billing system. 

1 7. The system recited in claim 1, wherein the device generated service usage information is 

received in a charging data record (CDR) syntax, wherein the device generated service usage 

30 information includes micro-CDRs, and wherein the processor is further configured to: 
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aggregate the micro-CD Rs for the one or more devices in wireless communication on the 

wireless network; 

apply a set of rules to the aggregated micro-CD Rs using a rules engine to generate a new 

set of CD Rs, wherein the set of rules includes a bill by account rule; and 

communicate the new set of CD Rs for the one or more devices in wireless 

communication on the wireless network to a billing interface or a billing system, wherein at least 

one CDR in the new set of CD Rs includes a billing offset. 

18. The system recited in claim 1, wherein the device generated service usage information is 

10 received in a charging data record (CDR) syntax, wherein the device generated service usage 

information includes micro-CDRs, and wherein the processor is further configured to: 

communicate a new set of CD Rs based at least in part on aggregated micro-CD Rs for the 

one or more devices in wireless communication on the wireless network to the settlement 

platform, wherein the settlement platform determines accounting and settlement information for 

15 one or more services for the one or more devices assigned to a device group partition and 

distributes the accounting and settlement information to one or more of the following associated 

with the device group partition: a carrier, a distribution partner, an MVNO, and a wholesale 

partner. 

20 

25 

19. The system recited in claim 1, wherein the processor is further configured to: 

store the aggregated device generated service usage information; and 

implement a settlement platform to mediate the device generated service usage 

information. 

20. The system recited in claim 1, wherein the processor is further configured to: 
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store the aggregated device generated service usage information; and 

apply a set of settlement platform rules to mediate the device generated service usage 

information, wherein the set of settlement platform rules are selected based at least in part on a 

device group partition determination for each of the one or more devices. 

21. The system recited in claim 1, wherein the processor is further configured to: 

store the aggregated device generated service usage information; 

apply a set of settlement platform rules to mediate the device generated service usage 

information, wherein the set of settlement platform rules are selected based at least in part on a 

10 device group partition determination for each of the one or more devices; and 

communicate a new set of CD Rs to a billing interface based at least in part on the 

mediated device generated service usage information. 

22. The system recited in claim 1, wherein the processor is further configured to: 

15 communicate the device generated service usage information to a billing interface, 

wherein the billing interface includes a settlement platform. 

23. The system recited in claim 1, wherein the processor is further configured to: 

collect the device generated service usage information for the one or more devices in 

20 wireless communication on the wireless network from an intermediate networking device, 

wherein the device generated service usage information includes a transaction code for 

associating a user of a first device, the first device, and/or the intermediate networking device 

with the device generated service usage information, wherein the one or more devices includes 

the first device. 

25 

24. A method, comprising: 

collecting device generated service usage information for one or more devices in wireless 

communication on a wireless network; and 
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aggregating the device generated service usage information for a settlement platform for 

the one or more devices in wireless communication on the wireless network. 

25. A computer program product, the computer program product being embodied in a 

s computer readable storage medium and comprising computer instructions for: 

10 

collecting device generated service usage information for one or more devices in wireless 

communication on a wireless network; and 

aggregating the device generated service usage information for a settlement platform for 

the one or more devices in wireless communication on the wireless network. 
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DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM 

ABSTRACT OF THE DISCLOSURE 

[0059] Device group partitions and a settlement platform are provided. In some 

embodiments, device group partitions (e.g., partitions of devices based on associated device 

groups) are provided. In some embodiments, a settlement platform service is provided. In some 

embodiments, a settlement platform service is provided for partitioned devices. In some 

embodiments, collecting device generated service usage information for one or more devices in 

wireless communication on a wireless network; and aggregating the device generated service 

usage information for a settlement platform for the one or more devices in wireless 

communication on the wireless network is provided. In some embodiments, a settlement 

platform implements a service billing allocation and/or a service/transactional revenue share 

among one or more partners. In some embodiments, service usage information includes micro­

CDRs, which are used for CDR mediation or reconciliation that provides for service usage 

accounting on any device activity that is desired. In some embodiments, each device activity 

that is desired to be associated with a billing event is assigned a micro-CDR transaction code, 

and a service processor of the device is programmed to account for that activity associated with 

that transaction code. In some embodiments, a service processor executing on a wireless 

communications device periodically reports (e.g., during each heartbeat or based on any other 

periodic, push, and/or pull communication technique(s)) micro-CDR usage measures to, for 

example, a service controller or some other network element for CDR mediation or 

reconciliation. 
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Date: 01/27/10 Approved for use through 7/31/2006. 0MB 0651-0032 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless ii displays a valid 0MB control number 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 12/694 451 

APPLICATION AS FILED - PART I OTHER THAN 
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 
BASIC FEE 

N/A N/A (37 CFR 1.16(a), (b), or(c)) N/A N/A 330 
SEARCH FEE 

N/A N/A (37 CFR 1.16(k), (i), or (m)) N/A N/A 540 
EXAMINATION FEE 

N/A N/A N/A NIA 220 (37 CFR 1.16(0), (p), or (q)) 
TOTAL CLAIMS 25 5 260 (37 CFR 1.16(i)) minus 20 = 

x$26 
OR 

x$52 

INDEPENDENT CLAIMS 3 . x$110 x$220 (37 CFR 1.16(h)) minus 3 = 
If the specification and drawings exceed 100 

APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $260 ($130 for small entity) for each additional 

(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 
35 U.S.C. 41(a)(1)(G) and 37 CFR 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.160)) 195 390 

• If the difference in column 1 is less than_ zero, enter "0" in column 2. TOTAL TOTAL 1350 

APPLICATION AS AMENDED - PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
ADDI-REMAINING NUMBER PRESENT ADDI-

<( AFTER PREVIOUSLY EXTRA RATE($) TIONAL RATE($) TIONAL 
I- AMENDMENT PAID FOR FEE($) FEE($) 
z 
w Total . .. OR 
:il: (37 CFR 1.16(i)) Minus = X = X = 
0 
z Independent . Minus ... w = X = X = 
:il: (37 CFR 1.16(h)) OR 
<( Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.160)) N/A OR NIA 

TOTAL 
OR 

TOTAL 
ADD'T FEE ADD'T FEE 

(Column 1) (Column 2) (Column 3) OR 

CLAIMS HIGHEST ADDI-REMAINING NUMBER PRESENT ADDI-
CD AFTER PREVIOUSLY EXTRA RATE($) TIONAL RATE($) TIONAL 
I- AMENDMENT PAID FOR 

FEE($) FEE($) 
z 
w Total OR :il: . Minus .. X = X = 
0 (37 CFR 1.16(i)) 
z Independent w . Minus ... = X = X = :il: (37 CFR 1.16(h)) OR 
<( Application Size Fee (37 CFR 1.16(s)) 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1. 160)) N/A OR N/A 

TOTAL 
OR 

TOTAL 
ADD'T FEE ADD'T FEE 

* If the entry in column 1 is less than the entry in column 2, write '0' in column 3. 
** If the 'Highest Number Previously Paid For* IN THIS SPACE is less than 20, enter •20·. ... If the 'Highest Number Previously Paid For* IN THIS SPACE is less than 3, enter '3' . 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collecllon of information 1s required by 37 CFR 1. 16. The information 1s required to obtain or retain a benefit by the public which is to file (and by the 

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 

including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 

on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten 

and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-B0O-PTO-9199 and select option 2. 
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