checking network address access policies, spot checking ambient access policies, spot checking
billing event reports, spot checking intermediate networking device/end point device count (via
checking network source or destination addresses, token, cookies or other credentials, etc). For
example, the periodic SPAN can bev scheduled for all devices equally,' for certain devices or users
with higher priority, frequency or depth of SPAN than others, higher priority, higher frequency
or immediate priority for devices with higher usage patterns or unusual usage patterns,

immediate or very high priority for devices with a policy violation status.

[00274] In some embodiments, a combination traffic inspection and service control
approach implements traffic and service control functions in the network that are conducive for a
network based 1mplementat10n and implements traffic and service control functlons in the device
that are either more conducive for performing in the device or can only be performed in the
device (e.g., activities involving inspection of traffic that is encrypted once it is transmitted to the
network). For example, using this approach, activities that can be done in the network are
generally performed in the network and/or are more efficiently performed in the network than the
device, and activities that are more efficiently performed in the device or can only be performed
in the device are performed in the device (e.g., depending on device processing/storage
capabilities and/or other design/security considerations). For exafnple, the following are various
trafﬁc and service control functions that, in some embodiments, are preferably or can only be
performed in the device: network based packet processing capability limitations (e.g., encrypted
traffic, application layer information unavailable once the traffic goes into the networking stack,
other application/usage context information available on the device but not in the network);
information that is generally/preferably maintained and processed locally in the device for
network neutrality reasons (e.g., network neutrality issues can generally be efficiently
implemented by keeping all, substantially all or at least some aspect of decisions on how to
implement algorithms to control traffic local to the device and under user decision control,
and/or by providing the user with a set of pre-packaged choices on how to manage service usage
or service activity usage or manage service usage versus serviée cost or price); information that
is generally/preferably maintained and processed locally in the device for user privacy reasons
(e.g., deeper levels of traffic monitoring and service usage monitoring data where it is available
for assisting the user in achieving the best, lowest cost experience and implementing a CRM

filter function to the user so that the user can control the level of CRM the network is allowed to
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receive, such as with the higher levels of information being exchanged for something of value to
the user, and/or user location information); information that is generally/preferably maintained
and processed locally in the device for the purpose of informing the user of service control
settings or service activity usage or to adjust service activity control settings or receive user
feedback to choices regarding service usage policies or billing options (e.g., providing the user
with a UI for the purpose of monitoring an estimate of service usage and/or notifying the user of
at least some aspect of estimated service usage or projected service usage, providing the user
with a Ul for the purpose of monitorihg an estimate of service cost and/or notifying the user of at
least some aspect of estimated service cost or projected service cost, providing the user with a Ul
for the purpose of providing the user with one or more service usage and/or service cost
notification messages that require user acknowledgement and/or a user decision and obtaining or
reporting the user acknowledgements and/or decisions, pfoviding the user with a Ul for the
purpose of providing the user with service options and/or service payment options, providing the
user with a Ul for the purpose of obtaining user choice for such options when service usage or
cost estimates are about to run over limits or have run over limits or are projected to run over
limits, providing the user with a UI for the purpose of monitoring or conduéting open central
billing transactions or other transactions, providing the user with a Ul for the purpose of |
selecting the service control techniques-and/or policies and/or algorithms and/or pre-packaged
configurations that can be used to define or partially define the service activity usage control
policies implemented in the device service processor or the network service control
equipment/billing system or a combination of both); service control for roaming on different
networks that typically do not have compatible DPI-type techniques with the home network;
certain service notification and traffic control algorithms (e.g., stack-ranked activity statistical
analysis and control of only the hi gh usage activities); and/or a function for assigning a device to
a service experience or ambient activation experience or virtual service provider (VSP) at
various times from manufacturing to device distribution to a user of the device. In some
embodiments, certain activities are implemented in the device as a solution for networks in
which a new centralized DPI approach is not possible, not economically feasible, or for any

number of reasons not an option or not a preferred option.

[00275] In some embodiments, a network based solution is provided for a more basic set

of services for all devices that do not have service control capabilities, and a super-set of services
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and/or additional services are provided for devices that include a service processor. As

~ described herein, a service controller function can be located in various places in the network in
accordance with various embodiments . It should also be noted that various other embodiments
described herein also employ a hybrid service control function performing certain service control
functions in the network (e.g., collecting network service usage information, such as IPDRs,
and/or performing DPI related functions in the network for collecting network service usage
information and/or throttling/shaping traffic) and service control functions in the device (e.g.,
service processor 115, which, for example, ;110nitors service usage in the device and/or performs
throttling or traffic shaping in the device and/or performs certain billing event fecording and

‘_ reporting functions that are aptly performed on the device).

[00276] In some embodiments, lower level service policy implementation embodiments
are combined with a higher level set of service policy supervision functions to provide device

assisted verifiable network access control, authentication and authorization services.

[00277] In some embodiments, device based access control services are extended and
combined with other poliéy design techniques to create a simplified device activation process
and connected user experience referred to herein as ambient activation. As similarly discussed
above, ambient activation can be provided by setting access control to a fixed destination,
verifying access with IPDRs, verifying access by setting a max data rate and triggering off in the

network if it exceeds the max data rate, and/or by various other techniques.

[00278] As shown in Figure 16, service controller 122 includes a service history server
1650. In some embodiments, the service history server 1650 collects and records service usage
or service activity reports from the Access Network AAA Server 1621 and the Service Monitor
Agent 1696. For example, although service usage history from the network elements can in -
éertain embodiments be less detailed than service history from the device, the service history
from the network can provide a valuable source for verification of device service policy
implementation, because, for example, it is extremely difficult for a device error or compromiée
event on the device to compromise the network based equipment and software. For example,
service history reports frbm the device can include various service tracking information, as -

similarly described above. In some embodiments, the service history server 1650 provides the
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service history on request to other servers and/or one or more agents. In some embodiments, the
service history server 1650 provides the service usage history to the device service history 1618.
In some embodiments, for purposes of facilifating the activation tracking service functions
(described below), the service history server 1650 maintains a history of which networks the
device has connected to. For example, this network activity summary can include a summary of
the networks accessed, activity versus time per connection, and/or traffic versus time per

- connection. As another example, this activity summary can further be analyzed or reported to
estimate the type of service plan associated with the traffic activity for the purpose of bill sharing

reconciliation.

[00279] As shown in Figure 16, service controller 122 includes a policy management
server 1652. In some embodiments, the policy management server 1652 transmits policies to the
service processor 115 via the service control link 1653. In some embodiments, the policy
management server 1652 manages policy settings on the device (e.g., various policy settings as
described herein with respect to various embodiments) in accordance with a device service
profile. In some embodiments, the policy management server 1652 sets instantaneous policies
on policy ifnplementation agents (é. g., policy implementation agent 1690). For example, the
policy management server 1652 can issue policy settings, monitor service usage and, if
necessary, modify policy settings. For example, in the case of a user who prefers for the network
to manage their service usage costs, or in the case of any adaptive policy management needs, the
policy management server 1652 can maintain a relatively high frequency of communication with
the device to collect traffic and/or service measures and issue new policy settings. In this
example, device monitored service measures and any user service policy preference changes are
reported, periodically and/or based on various triggers/events/requests, to the policy management
server 1652. In this example, user privacy settings generally require secure communication with
the network (e.g., a secure service control link 1653), such as with the policy management server
1652, to ensure that various aspects of user privacy are properly maintained during such
configuration requests/policy settings transmitted over the network. For example, information
can be compartmentalized to service policy management and not communicated to other

databases used for CRM for maintaining user privacy.

Attorney Docket No. RALEP004 112 PATENT

Page 531 of 754



[00280] In some embodiments, the policy management server 1652 provides adaptive
policy management on the device. For example, the policy management server 1652 can issue ’
policy settings and objectives and rely on the device based policy management (e.g., service
processo'r 115) for some or all of the policy adaptation. This approach can require less
interaction with the device thereby reducing network chatter on service control link 1653 for
purposes of device policy management (e.g., network chatter is reduced relative to various
server/network based policy management approaches described above). This approach can also
provide robust user privacy embodiments by allowing the user to configure the device policy for
user privacy preferences/settings so that, for example, sensitive information (e.g., geo-location
data, website history) is not communicated to the network without the user’s approval. In some
embodiments, the policy management server 1652 adjusts service policy based on time of day.
In some embodiments, the policy management server 1652 receives, requests or otherwise
obtains a measure of network availability and adjusts traffic shaping policy and/or other policy

settings based on available network capacity.

[00281] In some embodiments, the policy management server 1652 performs a service
control algorithm to assist in managing overall network capacity or application QoS. In some
embodiments, the policy management server 1652 performs an algorithm to determine which
access network is best to connect to, such as based on network capacity or application QoS, .
service usage costs, and/or any other criteria. In some embodiments, the device is capable of
connecting to more than one network, and accordingly, device service policies can be
selected/modified based on which network the device is connected to. In some embodiments,
the network control plane servers detect a network connection change from a first network to a
second network and initiate the service policy implemenfation established for the second
network. In other embodiments, the device based adaptive policy control agent (e.g., policy
control agent 1692 described herein) detects network connection changes from the first network

to the second network and implements the service policies established for the second network.

(00282] In some embodiments, when more than one access network is available, the
network is chosen based on which network is most preferred according to a network preference
list or according to the network that optimizes a network cost function. For example, the

preference list can be pre-established by the service provide and/or the user. For example, the
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network cost function can be based on a minimum service cost, maximum network performance,
determining whether or not the user or device has access to the network, maximizing service
provider connection benefit, reducing connections to alternative paid service providers, and/or a
variety of other network preference criteria.- In other embodiments, the device detects when one
or more preferred networks are not available, implements a network selection function or
intercepts other network selection functions, and offers a connection to the available service
network that is highest on a preference list. For example, the preference list can be set by the

service provider, the user and/or the service subscriber.

[00283] As shown in Figure 16, service controller 122 includes a network traffic analysis
server 1656. In some embodiments, the network traffic analysis server 1656 collects/receives
service usage history for devices and/or groups of devices and analyzes the service usage. In-
some embodiments, the network traffic analysis server 1656 presents service usage statistics in
various formats to identify improvements in network service quality and/or service profitability.
In other embodiments, the network traffic analysis server 1656 estimates the service quality
and/or service usage for the network under variable settings on potential service policy. In other
embodiments, the network traffic analysis server 1656 identifies actual or potential service
behaviors by one or more devices that are causing problems for overall network service quality

or service cost.

[00284] As shown in Figure 16, service controller 122 includes a beta test server 1658. In
some embodiments, the beta test server 1658 publishes candidate service plan policy settings to
one or more devices. In some embodiments, the beta test server 1658 provides summary reports
of network service usage or user feedback information for one or more candidate service plan
policy settings. In some embodiments, the beta test server 1658 provides a mechanism to
compare the beta test results for different candidate service plan policy settings or select the

optimum candidates for further policy settings optimization.

[00285] As shown in Figure 16, service controller 122 includes a service download control
server 1660. In some embodiments, the service download control server 1660 provides a
download function to install and/or update service software elements (e.g., the service processor

115 and/or agents/components of the service processor 115) on the device, as described herein.
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{00286} As shown in Figure 16, service controller 122 includes a billing event server
1662. In some embodiments, the billing event server 1662 collects billing events, provides
service plan information to the service processor 115, provides service usage updates to the
service processor 115, serves as interface between device and central billing server 1619, and/or

provides trusted third party function for certain ecommerce billing transactions.

[00287] As shown in Figure 16, the Access Network AAA server 1621 is in network
communication with the access network 1610. In some embodiments, the Access Network AAA
server 1621 provides the necessary access network AAA services (e.g.A, access control and
authorization functions for the device access layer) to allow the devices onto the centrai provider
access network and the service provider network. In some embodiments, another layer of access
control is required for the device to gain access; to other networks, such as the Internét, a
corporate network and/or a machine to machine network. This additional layer of access control
can be implemented, for example, by the service processor 115 on the device. In some
émbodiments, the Access Network AAA server 1621 also provides the ability to suspend service
for a device and resume service for a device based on communications received from the service
controller 122. In some embodiments, the Access Network AAA server 1621 also provides the
ability to direct routing for device traffic to a quarantine network or to restrict or limit network
access when zi device quarantine condition is invoked. In some embodiments, the Access
Network AAA server 1621 also records and reports device network service usage (e.g., device

network service usage can be reported to device service history 1618).

[00288] As shown in Figure 16, the device service history 1618 is in network
communication with the access network 1610. In some embodiments, the device service history
1618 provides service usage data records used for various purposes in various embodiments. In
some embodiments, the device service history 1618 is used to assist in verifying service policy
implementation. In some embodiments, the device service history 1618 is used to verify service
monitoring. In some embodiments, the device service history 1618 is used to verify billing
records and/or billing policy implementation. In some embodiments, the device service history

. 1618 is used to synchronize and/or verify the local service usage counter.
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[00289] As shown in Figure 16, the central provider billing server 1619 is in network
communication with the access network 1610. In some embodifnents, the central provider
billing server 1619 provides a mediation function for central provider billing events. For
example, the central provider billing server 1619 can accept service plan changes. In some
embodiments, the central provider billing server 1619 provides updates on device service usage,
service plan limits and/or service policies. In some embodiments, the central provider billing
server 1619 collects billing events, formulates bills, bills service users, provides certain billing

event data and service plan information to the service controller 122 and/or device 100.

{00290] Establishing Coordinated Service and Verification Policies for Service

Processor, Service Controller and Network Functions

[00291] In some embodiments, device and network apparatus coordinate one or more of
the following: network service policy implementation settings, device service policy
implementation settings, network service profile implementation settings, device service profile
implementation settings, network service usage measures used for the purpose of verifying
service policy implementation, device service usage measures used for the purpose of verifying
service policy implementation, network actions taken updn detection of service usage policy
violation and device actionis taken upon detection of service usage policy violation. In some
embodiments, local device settings for the service monitoring, usage and/or billing profile or
policy settings used, for example, by a device service processor 115, are associated with
corresponding records for the various network apparatus that also rely upon the service policy
and profile settings to monitor, control and/or bill for services or to respond to out of policy
service usage conditions. For example, such network apparatus include the service controller
122 or similar functions, the billing system 123 or similar functions, the network AAA 121,
gateways 410, 420, 508, 512, 520, 608, 612, 620, 708, 712, 720, or other networking equipment.
In some embodiments, the service profile or policy settings are associated between the device
and network in a manner that allows for effective and coordinated operation between the device
service processor 115 and the network apparatus, but does not require an explicit function that
simultaneously controls/ coordinates the service policy or profile implementation and/or

verification actions taken by the device 100 (e.g., the service processor 115) and the network
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apparatus. As an example, such embodiments can be applied in overlay applications as

discussed below.

[00292] In some embodiments; a network function (e.g., the service controller 122, and/or
more specifically the policy managemer;t server 1652 function, or other similar function) obtain,
derive or otherwise determine the association of the service profile or policy settings to program
a device service processor 115 and the various network apparatus functions (e.g., possibly
including but not limited to the service controller 122 or similar functions, the billing system 123
‘or similar functions, the network AAA 121, gateways 410, 420, 508; 512, 520, 608, 612, 620,
708, 712, 720, or other networking equipment) by reading, receiving, querying, pulling or
otherwise obtaining the settings from one or more of the network apparatus functions or from a
data base that stores the service policy or profile settings for one or more of the network
apparatus functions. After obtaining oney or more of the network apparatus settings, a mapping
(e.g., an association) of the network appafatus settings to the appropriate device 100 (service
processor 115) settings can be determined to advantageously support the service usage
monitoring, service usage control, service ﬁsage billing or service usage verification objectives
being addressed. The policy or profile settings for the device can be a direct translation of the
policy or profile settings used for the network apparatus, or the device policy or profile settings
can be less directly derived from the network apparatus policy or profile settings. F-or example,
service usage limits contained in the billing system 123 service plan can be either directly
mapped to usage limit settings on the device service processor 115 (e.g., service usage stops
when the limit is hit or the user is notified or the user is billed), or the usage limits can be
mapped to a number of service profiles the user may select from (e.g. , as discussed herein, the
user can select from options involving various actual usage versus usage limit notification

policies and/or service usage control, limitations or throttling policies).

[00293] For example, the service usage policy or profile limits or allowances maintained
for the network apparatus functions (e.g., the service profile or service plan usage limits stored in
the billing system 123 or AAA 121) can be read or queried by a network function (e.g., the
service controller 122 or the service controller 122 through a second intermediary server
connected to the billing system 123 and/or the AAA system 121), and the service usage limits

stored in these networking apparatus can be either directly translated to the settings for the
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service processor 115 or may need to be interpreted, expanded or otherwise modified to obtain

the required service processor 115 policy and/or profile settings.

[0i]294] In some embodiments, the service usage limits set in the billing system 123
service plan record, and/or the service profile record stored in the AAA system 121 can be
acquired (e.g., from the apparatus or from a database storing the settings for the apparatus) by the
service controller (or another network function) and directly translated and used to program the
settings in the service processor 123. In some erﬁbodiments, the service usage limits are
determined or obtained by the activation server apparatus embodiments, other apparatus
embodiments associated with service activation, or the virtual service provider embodiments, as
described herein. In this manner, once the association of the service usage profile or policy
settings used by a device service processor 115 and the profile or policy settings used by the
varidus‘ network apparatus functions is established, then the service policy or profile for service
monitoring, control, billing, verification and/or actions taken on verification error can be
coordinated between device and network even if some of the network functions act independent

of some of the device functions.

[00295] For example, associating the service usage policies and/or profiles between the
device service processor 115 and the various network apparatus functions, and then allowing for
independent operation or action by the various functions in.a manner that results in a coordinated
outcome, facilitates an overlay of the device assisted services technology onto existing network
equipment in a manner that results in reliable and verifiable service enhancements while

minimizing the need for major existing network equipment upgrades.

[00296] In some embodiments, the association of the service profile or policy settings
used by a device service processor 115 and the service profile or policy settings‘ used by the
various network apparatus functions can be provided by a centralized network function that
determines the appropriate settings for the network apparatus and the service processor 115 and
sets one or more settings to each function. In some embodiments, this networking function is
provided by a centralized network management function or service account activation function

(e.g., the activation server apparatus embodiments, one of the other disclosed apparatus
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embodiments associated with service activation or the virtual service provider apparatus

embodiments, as described herein).

[00297] In some embodiments, the association of the service profile or policy settings
used by a device service processor 11’5 and the service profile or policy settingé used by the
various network apparatus functions can be provided by a network function that by reads,
receives, queries, pulls or otherwise obtains the setting used by the service controller 122 or the
service processor 115. The network function can then determine the association of the service
profile or policy settings used by a device service processor 115 and the service profile or policy
settings required by the various network apparatus functions before writing, transmitting,
pushing, or otherwise recording the appropriate settings required by each of the other network
apparatus functions. In some embodiments, this functionality can be implemented in the service
controller (e.g., the pol,icyn management server, possibly acting in coordination with another
network function or server), which then links into the databases used for storing the policy 6r

profile settings for the other network apparatus.

[00298] In some embodiments, once the association is esfablished between service policy
or profile settings in the network apparafus and the service policy or profile settings in the
service processorl'lS, then the network based service usage measures {e.g., [PDRs
communicated to the billing system 123, the AAA 121, service controller 122 or other network
functions used to verify service usage and/or take actions) used for verification of device 100
service usage versus service policy or profile can be monitored by the network apparatus (e.g.,
billing system 123 and AAA 121) independent of coordination with the service processor 115
and/or independent of the service controller 122. In some embodiments, in addition to
independent monitoring and verification of service usage versus policy, independent service
profile or policy verification error response actions can be taken by the network apparatus (e.g.,
suspend, quarantine, SPAN or flag device 100, notify the user and possibly require '
acknowledgement, or bill the user accouht for service usage overage) without direct involvement

by the service processor 115 and/or the service controller 122.

[00299] Accordingly, the association between service profile and/or service policy that is

implemented on the device 100 (e.g., service processor 115) and the service profile and/or policy
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usage limits recorded in network apparatus can be associated with oﬁe another by one or more of
the following: (A) implementing a function to read from the network database (e.g., the billing
123 data base, AAA 121 data base, service controller 122 data base, etc.) and mapping the
network profiles and/or policies to device 100 (e.g., sérvice processor 115) profiles and/or
policies; (B) implementing a function that simultaneously sets the device profile and/or policy
and the network equipment profile and/or policy recorded in the appropriate data base records;
and (C) implementing a function that reads the profile and/or policy on the device 100 (e.g.,
service processor 115) or the service controller 122 and then sets the network equipment profile
and/or policy recorded in the appropriate data base records. This allows for a simplified but
coordinated response to monitoring, controlling and billing for service usage, for verifying

~ service usage versus service usage profile or policy, and/or initiating or carrying out network
actions in response to service usage versus profile or policy verification errors and/or device

actions in response to service usage versus profile or policy verification errors.

[00300] Figure'17 is another functional diagram illustrating the deyice based service
processor 115 and the service controller 122 in accordance with some embodiments. Figure 17
provides for various embodir_nerits as similarly described above with respect to the various
embodiments described above with respect to Figure 16, with one of the differences being that
the service controller 122 as shown in Figure 17 is connected to the access network and not
(directly) connected to the Internet. Accordingly, as shown in Figure 17, in some embodiments,
the service control link 1653 is a communications link between the service controller 122 and the

service processor 115 over the access network 1610,

[00301] Figure 18 is another functional diagram illustrating the device based service,
processor 115 and the service controller 122 in which the service processor controls the policy
implementation for multiple access network modems and technologies in accordance with some
embodiments. As shown, Figure 18 provides for various embodiments as similarly described
above with respect to the various embodiments described above with respect to Figure 16, with
one of the differences being that the service processor controls the pdlicy implementation for
multiple access network modems and technologies. Accordingly, as shown in Figure 18, in
some embodiments, a coh.nection manager 1804, which as shown is in control plane

communication with a modem selection and control 1811, provides a control and supervision
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function for one or more modem drivers or modems that connect to an access network. In some
embodiments, the modem selection and control 1811 selects the access network connection and
is in communication with the modem firewall 1655, and modem drivers, which as shown include
Dial/DSL modem driver 1831, Ethernet modem driver 1815, WPAN modem driver 1814,
WLAN modem driver 1813, and WWAN modem drivgr 1812, convert data traffic into modem
bus traffic for one or more modems and are in communication with the modem selection and

control 1811.

[00302] Figure 19 is another functional diagram illustrating the service 'processor 115 and
the service controller 122 in accordance with some embodiments. As shown in Figure 19, a
stripped down (e.g., reduced set of agents/components/functionality) embodiment of the service
processor 115 and the service controller 122 are provided in which service policy is not adaptive
but rather is set by the service controller 122. In this example, the agent within the service
processor 115 that implements service policy is the policy implementation agent 1690. Also, in
this example, the service controller 122 is similarly stripped down to a simplified configuration

(¢.g., reduced set of agents/components/functionality).

[00303] Referring to Figure 19, in some embodiments, many of the service policy
implementation verification and compromise protection techniques are similarly provided using
these simplified configurations of the service processor 115 and the service controller 122, as
described above with respect to, for example, Figure 16. For example, the service control device
link 1691 and service control server link 1638 can be used for downloading service policies to
the policy implementation agent 1690 (but, in some embodiments, cannot perform the heartbeat

or authentication function).

[00304] For example, a basic service profile or service policy implementation verification
technique for this reduced configuration calls for the access control integrity server 1654 to
obtain IPDRs from access network AAA server 1621 (or 121) (e.g., or other network functions
as described herein) and compare the service usage exhibited by device 100 with a range of
expected service usage that would be expected if the intended service policies were in place on
the device. In some embodiments, the access control integrity server 1654 initiates or carries out

one or more of the service usage profile or policy verification error response actions disclosed
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herein, including, for example, one or more of the followihg: notify the user.of the out of policy
or overage condition, require the user to acknowledge the condition and/or acknowledge a
subsequent billing event to proceed, bill the user for service overage, suspend the device from
the network, quarantine the device, SPAN the device, or notify a network manager or device

management or error handling function.

[00305] In some embodiments, a service profile or service policy implementation
verification technique for this reduced configuration calls for the billing system 123 to obtain
IPDRs from access network AAA server 1621 (or 121) (or other network functions as discussed
herein) and compare the service usage exhibited by device 100 with a range of expected service
usage that would be expected if the intended service policies were in place on the device. In
some embodiments, the billing system 123 initiates or carries out one or more of the service
usage profile or policy verification error response actions disclosed herein, including, for
example, one or more 6f the following: notify the user of the out of policy or overage condition,
require the user to acknowledge the condition and/or acknowledge a subsequent billing event to
proceed, bill the user for service overage, suspend the device from the network, kmara‘ntine the
device, SPAN the device, or notify a network manager or device management or error handling

function.

[00306] In some embodiments, a service profile or service policy implementation
verification technique for this reduced configuration calls for the AAA server 1621 (or 121) itself
to compare the service usage exhibited by device 100 with a range of expected service usage that
would be expected if the intended service policies were in place on the device. In some
embodiments, the AAA server 1621 (or 121) initiates or carries out one or more of the service
usage profile or policy verification error response actions disclosed herein, including, for

example, one or more of the following: notify the user of the out of policy or overage condition,
require the user to acknowledge the condition and/or acknowledge a subsequent billing event to
proceed, bill the user for service overage, suspend the device from the network, quarantine the
device, SPAN the device, or notify a network manager or device management or error handling

function.
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[00307] Accordingly, this approach provides a basic first layer of service policy
implementation verification that does not depend on device based agent behavior for the
verification. If the service policy is in error in a way that violates the expected service policy
usage limits, then the access control integrity server 1654 will detect this condition and
appropriate action can be taken. In some embodiments, if one or more service policy integrity
verification tests fail, the appropriate responsive actions can include routing the device to
quarantine status, sending an error message to the device or device user interface and then
suspend access for the device, and/or limiting access in some way without completely
suspending access, as similarly described above. In some embodiments, if one or more service s
policy integrity verification tests fail, the appropriate responsive actions can include logging
excess service usage above the intended service policy limits and billing the user for some or all
of the excess usage, sending the user a notification and/or acknowledgement response request
(possibly including a simple keystroke acknowledgement, or a password, a biometric signature
or other secure résponse), and/or limiting access in some way without completely suspending

access, as similarly described above.

{00308] In some embodiments, a billing system technique provides another verification
overlay. For example, the service processor 115 can have a set of service policy
implementations (or service profile) that calls for maintaining service usage within a certain _
limit, or assisting the user or network to maintain service usage to that limit. The billing system
123 can be implemented in a way to provide a “back stop” to the service usage controls or limits
provided for by the service processor 115, so that even if the service processor 115 is
compromised, hacked, spoofed or is otherwise in error, the billing system 123 protects the
service provider, “service owner”, carrier, VSP or network operator from unpaid access beyond
the service limits. This can be accomplished, for example, by assigning a service usage limit
within the billing system 123 so that if the service processor 115 is compromised and the service
usage runs over the desired limit, the billing system 123 automatically charges the user account
for the overage. The billing system 123 can receive service usage information from the IPDRs
that are aggregated in the network as in the case of a conventional billing éystem, and because
these network based measures are independent from the device agent operation, they cannot be
spoofed by merely spoofing something on the device or service processor 115. In this manner,

defeating the service processor 115 service agent control mechanisms described herein simply
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results in a billing charge and not free service. In some embodiments, if the service usage runs
over the service usage limit specified in the service profile, the user can be notified as discussed
herein, and the user can be required to acknowledge the overage and approve a billing charge for
the overage as also discussed herein, with the acknowledgement being communicated back to the
network in some embodiments. This positive acknowledgement also provides a layer of
protection and verification of the service control and usage limit control for the device service
processor 115. In some embodiment also discussed herein, the user is requested to input a
password, biometric or other secure response to the usage overage notification, providing yet
another layer of protection to verify that the user intends to pay for the service usage overage. In
these embodiments taken individually or in combination, the service processor 115 assistance for

service usage control can be verified and/or protected from compromise.

[00309] In some embodiments, the service control device link 1691 and service control
server link 1638 are used to implement the service processor 115 heartbeat authentication and
communication functions to strengthen the verification of a prober service policy implementation
of the embodiments of Figure 19. For example, the heartbeat function can be uséd as
authentication for service monitoring versus network reports. In addition, the heartbeat function
can be used as authentication for challenge/response queries of agents. Also, the heartbeat
function can be used as authentication for access control. In some embodiments, to strengthen
verification of the basic system illustrated in Figure 19, the communication access to the policy
implementation agent 1690 is restricted so that software or hardware on device 100 and/or on a
network cannot have authorized access to the policy implementation agent 1690. For example,
authorized access to the policy implementation agent 1690 can be restricted to include only the
service controller 122 through the service control device link 1691 and the service control server
link 1638. For example, the agent control bus 1630 can be secured with encryption and/or other
security techniques so that only the service control device link 1691 can have authorized access
to the policy implementation agent 1690. As another example, the agent level message

encryption can be used as described herein.

[00310] In some embodiments, the service policy implementation agent 1690 of the
embodiments of Figure 19 can be further strengthened against errors, intrusion, tampering,

hacking and/or other inadvertent or intentional integrity degradation by using various other
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techniques. For example, the dynamic agent download feature of the service controller 122 can
download a new version of the policy implementation agent 1690. In this example, the new
agent code can be identical in functionality and also hashed, obfuscated or ordered differently
before signing and cncrypti(;n so that any hacking attempt must be reinitiated, and this process
can be periodically repeated or repeated upon a triggering event. Additionally, once the new
dynamically loaded agent is in place, it can be required to perform an environment scan to
“determine if the system configuration or operation are as expected, and/or it can seek to detect
elements in the execution environment that can be harmful or threatening to the integrity of the
policy implementation. The agent can also be required to report back on the scan within a
relatively short period of time so that any attempt to compromise the agent does not have

sufficient time to be effective.

[00311] In some embodiments, the service policy implementation' agent 1690 of the
embodiments of Figure 19 can be further strengthened to protect the policy implementation from
compromise attempts by locating the software and/or hardware used onto an access modem
“associated with the service. For example, the modem can make it difficult to get access to the
policy implementation agent 1690 by employing one or more security elements on one or more
access ports into the modem, such as the device bus, an I/O port, a network connection or the
debug port. The modem can also store and/or execute the policy implementation agent in secure
memory. The modem can also require a secure download key or a secure software signature to

accept any updates to the agent software.

[00312] In some embodiments, the service policy implementation agent 1690 of the
embodiments of Figure 19 can be further strengthened against compromise attempts by
performing scans of the device 100 code execution environment and/or code storage
environment to identify potentially malicious and/or unwanted/untrusted software or hardware.
For example, this function can be performed by the policy implementation agent 1690. The
agent can have a local database of potentially malicious elements and compare the entries in the
database against the elements detected locally using various malicious code, behavior blocking,
intrusion detection, and/or other well known techniques for security analysis. Alternatively or in
addition, the agent can communicate a list of some or all of the elements detected locally to the

service controller 122 to augment or take the place of the database comparison function that can
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be performed locally, thereby performing such or further such security analysis on the network
(e.g., by the service controller 122), and, in some embodiments, if not automatically detected,
such elements detected locally (e.g., and/or samples of such detected potentially malicious code
or logs of potentially malicious/suspicious behavior/intrusions)‘forwarded to security analysts for
the service provider for further security analysis (e.g., service provider security analysts and/or
an outside security vendor engaged to protect the service provider’s network and supported
devices). In some embodiments, the agent detects new software downloads, installs and/or
invocations and immediately issues an error flag report when potentially malicious software is
downloaded, installed or invoked (e.g., file and network based on access security detection
techniques). In some embodiments, the agent scans the local software loading and invocation
activity along with a log of other software runtime events and regularly reports this trace so that
when an error or compromise event occurs the trace preceding the event can be analyzed to
-determine the offending software or activity trace that took place to cause the compromise or
error. For examplé, once the software or activity that caused the compromise is known or
otherwise detected, it can be entered into a refreshed version of the database that the device and
other devices use to detect potentially malicious precursor conditions. Examples of such
precursor events can include software invocations, software downloads, a sequenée of memo(r;y
- I/O events, a sequence of software access events, a sequence of network address or URL

communications or downloads, or a sequence of access modem I/O activity.

[00313] Figure 20 is another functional diagram illustrating the service processor 115 and
the service controller 122 in accordance with some embodiménts. As shown in Fi gure 20, the
modem firewall 1655 has been removed, and firewall and access control and traffic shaping
functions are performed in these embodiments by the policy implementation agent 1690 and

application interface agent 1693.

[00314] Figure 21 is another functional diagram illustrating the service processor 115 and
the service controller 122 in accordance with some embodiments. Figure 21 illustrates the
various modem drivers and modems 2122 through 2125 and 2141. In some embodiments, the
modems, which include WWAN modem 2122, WLAN modem 2123, WPAN modem 2124,
Ethernet modem 2125, and Dial/DSL modem 2141, which are in communication with the

modem bus 2120, connect the device to one or more networks. As shown, the service
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measurement points labeled I through VI represent various service measurement points for
service monitor agent 1696 and/or other agents to perform various service monitoring activities.
Each of these measurement points can have a useful purpose in various embodiments described
herein. For example, each of the traffic measurement points that is employed in a given design
can be used by a monitoring agent to track application layer traffic through the communication
stack to assist policy implementation functions, such as the policy implementation agent 1690,
or, in some embodiments, the modem firewall agent 1655 or the application interface agent
1693, in making a determination regarding the traffic parameters or type once the traffic is
farther down in the communication stack where it is sometimes difficult or impossible to make a
complete determination of traffic parameters. It should be noted that although the present
invention does not need to implement any or all of the measurement points illustrated in Figure
21 to have an effective implementation as was similarly shown with respect to Figure 19, various
embodiments benefit from these and/or similar measurement points. It should also be noted that
the exact measurement points can be moved to different locations in the traffic processing stack,
just as the various embodiments described herein can have the agents affecting policy
implementation moved to different points in the traffic processing stack while still maiﬁtaining

effective operation.

[00315] Asshownin F igulze 21, measurement point I occurs at the application interface
agent 1693 interface to the applications. At this measurement point, the application traffic can
be monitored before it is framed, packetized or encrypted by the lower layers of the networking
stack. For example, this allows inspection, characterization, tagging (literal or virtuai) and, in
some embodiments, shaping or control of services or traffic. At this measurement point, traffic
can be more feadily associated with applications, URLSs or IP addresses, content type, service
type, and other higher level parameters. For example, at this level email traffic and downloads,
web browser applications and end points, media file transfers, application traffic demand, URL
traffic demand and other such service monitoring parameters are more readily observed (e.g.,
accessible in the clear without the need for deep packet inspection and/or decryption), recorded
and possibly shaped or controlled. As described herein, it is also possible to monitor upstream
traffic demand at this point and compare it to the other measurement points to determine if the

traffic policies in place are meeting overall traffic control policy objectives or to determine if
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traffic policy implementation is operating properly. For example, the downstream delivered

traffic can be optimally observed at this measurement point.

[00316] As shown in Figure 21, traffic measurement points II and III are situated on the
upstream and downstream sides of policy implementation agent 1690. As described herein,
these two locations allow potential tracking of upstream and downstream traffic through the
stack portions associated with the policy implementation agent 1690. These two locations also
provide for potential cross-checking of how the policy implementation agent 1690 is impacting
the demand and delivery of traffic. In a similar manner, measurement point 1! in connection
with measurement point IV provide an opportunity for packet tracing through the stack
components associated with the modem firewall 1655 and provide for the opportunity to observe
the demand and delivery sides of the modem firewall 1655. Traffic measurement point V

provides the potential for observing the traffic at the modem bus drivers for each of the modems.

[00317] As shown in Figure 21, traffic measurement point VI provides, in some
embodiments, the ultimate measure of access traffic, for example, the traffic that actually
transacts over the access network through the modem. As shown, measurement point V1 is at the
modem side of the internal or external communications bus 1630, and it will be appreciated that,
in some embodiments, this measurement point can be further down the modem stack closer to
the MAC or physical layer (e.g., at the designer’s discretion). An advantage of having a
measurement point deep in the modem is, for example, that if the software or hardware that
implements the measurement and reporting is well secured against compromise, then this
measure can be almost as strong from a verification perspective as the measure that comes from
the network (e.g., from the network elements). Accordingly, this makes it possible to compare
this measure against the other measures to determine if there is a traffic path that is leaking past

the other measurement point or one or more policy implementation points.

[00318] Figure 22 provides a table summarizing various service processor 115 agents
(and/or components/functions implemented in software and/or hardware) in accordance with
some embodiments. Many of these agents are similarly described above, and the table shown in
Figure 22 is not intended to be an exhaustive summary of these agents, nor an exhaustive

description of all functions that the agents perform or are described herein, but rather Figure 22
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is provided as a summary aid in understanding the basic functions of each agent in accordance
with some embodiments and how the agents interact with one another, with the service controller
server elements, and/or with other network functions in certain embodiments to form a reliable

device based service delivery solution and/or platform.

[00319] Figure 23 provides a table summarizing various service controller 122 server
elements (and/or components/functions implemented in software and/or hardware) in accordance
with some embodiments. -Many of these agents are similarly descn’béd above, and the table
shown in Figure 23 is not intended to be an exhaustive summary of these server eleinents, nor an
exhaustive description of all functions that the elements perform or are described herein, but
rather Figure 23 is provided as a summary aid in understaﬁding the basic functions of each
element iﬁ accordance with some embodiments and how the elements interact with one another,
certain network elements, and/or the service processor agents in certain embodiments to form a

reliable device based service delivery solution and/or platform.

[00320] In some embodiments, it is desirable to provide a control plane between the
service processor and the service controller using a flexible connection or communication path
that, for example, will work between virtually any two network connection endpoints, one being
the service controller and one being the device, in a secure yet scalable manner. In view of the
embodiments described herein, one of ordinary skill in the art will recognize that it is possiblé to
achieve such features with a. variety of different embodiments that share similar core features to

the embodiments described herein.

[00321] Service Control Device Link and Continuous Heartbeat Authentication

[00322] As described herein, there are numerous ways to implement the control plane
communication channel between the service processor 115 and the service controller 122.
Various embodiments described herein disclose a secure and bandwidth efficient control plane
that is compatible with any IP based network (including the ability to locate the service
controller 122 over the Internet); provides for consistent device assisted service monitoring,
control, verification and/or billing while roaming across multiple networks with different access
technologies; and allows continuous device assisted service control verification and/or

authentication with a variety of mechanisms for setting the transmission heartbeat frequency.
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Other techniques that could be used for this function include, for example, encapsulating the
control plane in the access network control plane channel, encapsulating the control plane in [P
or data packet framing mechanisms (e.g., [IPV6), running a more conventional VPN or IPSEC

channel, and/or using an independent access network connection.

[00323] Figure 24 is a functional diagram illustrating the service control device link 1691
of the service processor 115 and the service coﬁtrol service link 1638 of the service controller
122 in accordance with some embodiments. In particular, the service control device link 1691 of
the service processor 115 and the service control service link 1638 of the service controller 122
as shown in Figure 24 provide for secure control plane commﬁnication over the service control
link 1653 between the service processor 115 and the service controller 122 in accordance with
some embodiments. Various embodiments include two or three layers of encryption in the
service control link, with one embodiment or layer being implemented in the encrypt functions
(2408, 2428) and decode functions (2412, 2422), and another embodiment or layer implemented
in the transport services stack (2410, 2420). An optional third embodiment or layer of
encryption is implemented below the transport services stack, for example, with IPSEC or
another IP layer encryption, VPN or tunneling scheme. For example, various known security
encryption techniques can be implemented in the encrypt functions (2408, 2428), with
public/private or completely private keys and/or signatures so that very strong levels of security
for service processor control plane traffic can be achieved even through the basic transport
services (2410, 2420) implemented with standard secure or open Internet networking protocols,
such as TLS or TCP. For example, the service processor agent communications local to the
device can be conducted to and from the service controller elements via the service control
“device link 1691 connection to the agent communication bus 1630. The combination of the
service control device link 1691 and the agent communication bus 1630, which in some
embodiments is also securely encrypted or signed, provides a seamless, highly secure,
asynchronous control plane connection between the service processor and service controller
server elements and the service controller and service controller agents that works over a wide
range of acéess networks, such as any access network that has the capability to connect IP or
TCP traffic to another TCP or IP endpoint on the access network, another private network or
over the Internet 120. As described herein, in some embodiments, the agent communication bus

1630 also provides a fourth level of encrypted or signed communication to form a secure closed
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system on the device for agent to agent communication, for example, making it very difficult or
practically impossible for software or applications to gain access to one or more of the a service
processor agents on the device in any way other than the service control dev1ce link 1691. In this

"way, in some embodiments, the agent communication bus 1630 and the service processor agents
can only be accessed by one another as necessary or permitted by agent communication policies,
or by the service controller or other authorized network function with proper security credentials
communicating over the service control device link 1691. Additionally, in some embodiments,
communications between a subset of two or more agents, or between one or more agents and one
or more service controller server elements are encrypted with unique keys or signatures in such a
way that a fourth level of security providing private point to point, point to multipoint, or

multipoint to multipoint secure communication lines is provided.

[00324] In some embodiments, all of the service control device link 1691 communications
are transformed into a continuous control plane connection, with a frequency based on the rate of
service usage, a minimum set périod between connections, and/or other methods for establishing
communication frequency. In some embodiments, this heartbeat function provides a continuous
verification link by which the service controller verifies that the service processor and/or device
are operating properly with the correct service policies being implemented. In view of the
following heartbeat function embodiments described herein, it‘will be apparent to one of
ordinary skill in the art that different approaches for implementing the various heartbeat
embodiments are poséible, and it will be clear that there are many ways to achieve the essential
features enabling a reliable, sometimes continuous control link and verification function for the
purpose of assisting control of service usage in a verifiable manner. As shown, inside the service
processor 115, the service control device link 1691 includes a heartbeat send counter 2402 in
communication with the agent communication bus 1630. For example, the heartbeat send
counter 2402 can provide a count for triggering when a service processor 115 communication
(e.g., periodic communication based on a heartbeat mechanism) should be sent to the service
controller 122, and a heartbeat buffer 2404, also in communication with the agent
communication bus 1630, buffers any such information for the next service processor 115
communication, in accordance with various heartbeat baéed embodiments, as similarly described
herein. The heartbeat buffer 2404 is in communication with a framing element 2406 and an

encrypt element 2408 for framing and encrypting any service processor 115 communications
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_transmitted to the service controller 122 by a transport services stack 2410 over the service
control link 1653. Similarly, as shown inside the service controller 122, the service control
server link 1638 includes a heartbeat send counter 2434 in communication with a service
controller network 2440, a heartbeat buffer 2432, also in communication .with the service
controller network 2440, buffers any such information for the next service controller 122
communication, in accordance with various heartbeat based embodiments, as similarly described
herein. The heartbeat buffer 2432 is in communication with a framing element 2430 and an
encrypt element 2428 for framing and ehcrypting any such service controller 122
communications transmitted to the service processor 115 by a transport services stack 2420 over

the service control link 1653.

[00325] As also shown inside the service processor 115 of Figure 24, the service control
device link 1691 includes a decode element 2412 for decoding any received service controller
122 communications (e.g., decrypting encrypted communications), an unpack element 2414 for

" unpacking the received service controller 122 communications (e.g., assembling packetized
communications), and an agent route 2416 for routing the received service controller 122
communications (e.g., commands, instructions, heartbeat related information or status reports,
policy related information or configuration settings and/or updates, challenge/response queries,
agent réfreshes and/or new software for installation) to the appropriate agent of the service
processor 115. Similarly, as shown inside the service controller 122, the service control server
link 1638 also includes a decode element 2422 for decoding any received service processor 115
communications (e.g., decrypting encrypted communications), an unpack element 2424 for
unpacking the received service processor 115 communications (e.g., assembling packetized
communications), and an agent route 2426 for routing the received service processor 115
communications (e.g., responses to instructions and/or commands, heartbeat related information
or status reports, policy related information or configuration settings and/or updates,
challenge/response queries, agent status information, network service/cost usage and/or any other
reporting related information) to the appropriate agent of the service controller 122.
Accordingly, as described herein with respect to various embodiments, the various secure
communications between thie service controller 122 and the service processor 115 can be
performed using the embodiment as shown in Figure 24, and those of ordinary skill in the art will

also appreciate that a variety of other embodiments can be used to similarly provide the various
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secure communications between the service controller 122 and the service processor 115 (e.g.,
using different software and/or hardware architectures to provide secure communications, such
as using additional and/or fewer elements/functions or other design choices for providing such

secure communications).

[00326] In some embodiments, an efficient and effective communication framing structure
between the service processor and service controller is provided, and the following embodiments
(é.g., as shown and described with respect to Figure 25) teach such a structure that packs the
various service processor agent control plane communications and the various service controller
element control plane connections into a format that does not consume excessive bandwidth to
enable a continuous control plane connection between the device and service controller. In some
embodiménts, an efficient and effective communication framing structure between the service
processor and service controller is provided to buffer such communication messages fdr some
period of time before framing and transmitting, such as in a heartbeat frequency that is based on
rate of service usage. In some embodiments; an efficient and effective communication framing
structure between the service processor and service controller is provided to allow for the frame
to be easily packed, encrypted, decoded, unpacked and the messages distributed. In view of the
various embodiments described herein, it will be apparent to one of ordinary skill in the art that
many framing structures will work for the intended purpose of organizing or framing agent
communications and the uniqueness and importance of combining such a system element with
the device service-controller functions, the service processor functions, the service control

verification functions and/or the other purposes.

[00327] Figure 25 is a functional diagram illustrating a framing structure of a service
processor communication frame 2502 and a service controller communication frame 2522 in
accordance with some embodiments. In particular, the service control device link 1691 of the
service processor 115 and the service control service link 1638 of the service controller 122 (e.g.,
as shown in Figure 24) provide for secure control plane communication over the service control
link 1653 between the service processor 115 and the service controller 122 using communication
frames in the format of the service processor communication frame 2502 and the service
controller communication frame 2522 as shown in Figure 25 in accordance with some

embodiments. As shown, the service processor communication frame 2502 includes a service
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processor framing sequence number 2504, a time stamp 2506, an agent first function ID 2508, an
agent first function message length 2510, an agent first function message 2512, and assuming
more than one message is being transmitted in this frame, an agent Nth function ID 2514, an
agent Nth function message length 2516, and an agent Nth function message 2518. Accordingly,
the service processor communication frame 2502 can include one or more messages as shown in
Figure 25, which can depend on networking frame length requirements and/or other design
choices. Similarly, as shown, the service controller communication frame 2522 includes a
service controller framing sequence number 2524, a time stamp 2526, an agent first function ID
2528, an agent first function message length 2530, an agent first function message 2532, and
assuming more than one message is being transmitted in this frame, an agent Nth function ID
2534, an agent Nth function message length 2536, and an agent Nth function message 2538.
Accordingly, the service controller communication frame 2522 can include one or more
messages as shown in Figure 25, which can depend on networking frame length requirements

and/or other design choices.

[00328] Figures 26A through 26E provide tables summarizing various service processor
heartbeat functions and parameters (e.g., implemented by various agents, components, and/or
functions implemented in software and/or hardware) in accordance with some embodiments.
Manyvof thcse heartbeat functions and parameters are similarly described abo{/e, and the tables
shown in Figures 26A-E are not intended to be an exhaustive summary of these heartbeat
functions and parameters, but rather are provided as an aid in understanding these functions and

parameters in accordance with some heartbeat based embodiments described herein.

[00329] Figures 27A through 27G provide tables summarizing various device based
service policy implementation verification techniques in accordance with some embodiments.
Many of thesé device based service policy implementation verification techniques are similarly
described above, and the tables shown in Figures 27A-G are not intended to be an exhaustive
summary of these device based service policy implementation verification techniques, but rather
are provided as an aid in understanding these techniques in accordance with some device based

service policy embodiments described herein.
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[00330] Figures 28A through 28C provide tables summarizing various techniques for
protecting the device based service policy from comprdmise in accordance with some
embodiments. Many of these techniques for protecting the device based service policy from
compromise are similarly described above, and the tables shown in Figures 28A-C are not
intended to be an exhaustive summary of these techniques for protecting the device based service
policy from compromise, but rather are provided as an aid in understanding these techniques in

accordance with some device based service policy embodiments described herein.

[00331] Des;ice Assisted Service Control and Traffic Control

[{00332] As described below, various techniques are disclosed for implementing device
assisted traffic shaping and service control at the lower levels of service usage policy

implementation.

[00333] F igﬁre 29 is a functional diagram illustrating a device communications stack that
allows for implementing verifiable traffic shaping policy, access control pdlicy and/or service
monitoring policy in accordance with some embodiments. As shown, several service agents take
part in data path operations to achieve various data path improvements, and, for examplé; several
other service agents can manage the policy settings for the data path service, implement billing
for the data path service, manage one or more modem selection and settings for access network
connection, interface with the user and/or provide service policy implementation verification.
Additionally, in some embodiments, several agents perform functions to assist in verifying that
the service control or monitoring pdlicies intended to be in place are properly implemented, the
service control or monitoring policies are being properly adhered to, that the service processor or
one or more service agents are operating properly, to prevent unintended errors in policy
implementation or control, and/or to prevent tampering with the service policies or control. As
shown, the service measurement points labeled I through VI represent various service
measurement points for service monitor agent 1696 and/or other agents to perform various
service monitoring activities. Each of these measurement points can have a useful purpose in
various embodiments described herein. For example, each of the traffic measurement points that
is employed in a given design can be used by a monitoring agent to track application layer traffic

through the communication stack to assist policy implementation functions, such as the policy
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implementation agent 1690, or in some embodiments the modem firewall agent 1655 or the
application interface agent 1693, in making a determination regarding the traffic parameters or
type once the traffic is farther down in the communication stack where it is sometimes difficult
or impossiblé to make a complete determination of traffic parameters. For example, a detailed
set of embodiments describing how the various measurement points can be used to help

* strengthen the verification of the service control implementation are described herein, including,
for example, the embodiments described with respect to Figure 16 and Figure 21. The particular
locations for the measurement points provided in these figures are intended as instructional
examples, and other measurement points can be used for different embodiments, as will be
apparent to one of ordinary skill in the art in view of the embodiments described herein.
Generally, in some embodiments, one or more measurement points within the device can bé used

" to assist in service control verification and/or device or service troubleshooting.

[00334] In some embodiments, the service monitor agent and/or other agents implement
virtual traffic tagging by tracking or tracing packet flows through the various communication
stack formatting, processing and enéryption steps, and providing the virtual tag information to
the various agents that monitor, control, shape, throttle or otherwise observe, manipulate or
modify the traffic. This tagging approach is referred to herein as virtual tagging, because there
is not a literal data flow, traffic flow or packetAtag that is attached to flows or packets, and the
book-keeping to tag the packet is done through tracking or tracing the flow or packet through the
stack instead. In some embodiments, the application interface and/or other agents identify a
traffic flow, associate it with a service usage activity and cause a literal tag to be attached to the
traffic or packets associated with the activity. This tagging approach is referred to herein as
literal tagging. There are various advantages with both the virtual tagging and the literal tagging
approaches. For example, it can be preferable in some embodiments to reduce the inter-agent
communication required to track or trace a packet through the stack processing by assigning a
literal tag so that each flow or packet has its own activity association embedded in the data. As
another example, it can be preferable in some embodiments to re-use portions of standard
communication stack software or components, enhancing the verifiable traffic control or service
control capabilities of the standard stack by inserting additional processing steps associated with
the various service agents and monitoring points rather than re-writing the entire stack to

correctly process literal tagging information, and in such cases, a virtual tagging scheme may be
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desired. As yet another example, some standard communication stacks provide for unused,
unspecified or otherwise available bit fields in a packet frame or flow, and these unused,
unspecified or otherwise available bit fields can be used to literally tag traffic without the need to
re-write all of the standard communication stacl; software, with only the portions of the stack that
are added to enhance the verifiable traffic control or service control capabilities of the standard
stack ﬁeeding to decode and use the literal tagging information encapsulated in the available bit
fields. In the case of literal tagging, in some embodiments, the tags are removed prior to passing
the packets or flows to the network or to the applications utilizing the stack. In some
embodiments, the manner in which the virtual or literal tagging is ilﬁplemented can be developed
into a communication standard specification so that various device or service product developers
can independently develop the communication stack and/or service processor hardware and/or
software in a manner that is compatible with the service controller specifications and the

products of other device or service product developers.

[00335] It will be appreciated that although the implementation/use of any or all of the
measurement points illustrated in Figure 29 is not required to have an effective implementation,
such as was similarly shown with respect to various embodiments described herein, such as with
respect to Figures 19 and 21, various embodiments can benefit from these and/or similar
measurement points. It will also be appreciated that the exact measurement points can be moved
to different locations in the traffic processing stack, just as the various embodiments described
herein can have the agents affecting policy implementation moved to different points in the
traffic processing stack while still maintaining effective operation. In some embodiments, one or
more measurement points are provided deeper in the modem stack (e.g., such as for
embodimeﬁts’ similarly described herein with respect to Figures 35 and 36) where, for example, it
is more difficult to circumvent and can be more difficult to access for tampering purposes if the
modem is deéigned with the proper software and/or hardware security to protect the integrity of

the modem stack and measurement point(s).

[00336] Referring to Figure 29, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device

communications stack. Example measurement point VI resides within or just above the modem
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driver layer. For example, the modem driver performs modem bus communications, data
protocol translations, modem control and configuration to interface the networking stack traffic
to the modem. As shown, measurement point VI is common to all modem drivers and modems,
and it is advantageous for certain embodiments to differentiate the traffic or service activity
taking place through one modem from that of one or more of the other modems. In some
embodiments, measurement point VI, or another measurement point, is located over, within or
below one or more of the individual modem drivers. The respective modem buses for each
modem reside between example measurement points V and V1. In the next higher layer, a

- modem selection & control layer for multimode device based communication is provided. In
some embodiments, this layer is controlled by a network decision policy that selects the most
desirable network modem for some or all of the data traffic, and when the most desirable
network is not available the policy reverts to the next most desirable network until a connection
is established provided that one of the networks is available. In some embodiments, certain
network traffic, such as verification, control, redundant or secure traffic, is routed to one of the
networks even when some or all of the data traffic is routed to another network. This dual
routing capability provides for a variety of enhanced security, enhanced reliability or enhanced
manageability devices, services or applications. In the next higher layer, a modem firewall is
provided. For example, the modem firewall provides for traditional firewall functions, but unlike
traditional firewalls, in order to rely on the firewall for verifiable service usage control, such as
access control and security protection from unwanted networking traffic or applications, the
various service verification techniques and agents described herein are added to the firewall
function to verify compliance with service policy and prevent tampering of the service controls.
In some embodiments, the modem firewall is implemented farther up the stack, possibly in
combination with other layers as indicated in other Figures. In some embodiments, a dedicated
firewall function or layer is provided that is independent of the other processing layers, such as
the policy implementation layer, the packet forwarding layer and/or the application layer. In
some embodiments, the modem firewall is implemented farther down the stack, such as within
the modem drivers, below the modem drivers, or in the modem itself. Example measurement
point IV resides between the modem firewall layer and an IP queuing and rbuting layer. As
shown, an IP queuing and routing layer is separate from the policy implementation layer where

the policy implementation agent implements a portion of the traffic control and/or service usage
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control policies. As described herein, in some embodiments, these functions are separated so
that a standard network stack function can be used for IP queuing and routing, and the
modifications necessary to implement the policy implementation agent functions can be provided
in a new layer inserted into the standard stack. In some embodiments, the IP queuing and
routing layer is combined with the traffic or service usage control layer. Examples of this
combined functionality are shown and described with respect to Figures 31, 32 and 33. For
example, a combined routing and policy implementation layer embodiment can also be used with
the other embodiments, such as shown in Figure 29. Various detailed embodiments describing
how the policy implementation layer can control traffic or other service usage activities are
described with respect to Figure 38. Measurement point III resides between the IP queuing and
routing layer and a policy implementation agent layer. Measurement point II resides between the
policy implementation agent layer and the transport layer, including TCP,"UDP, and other IP as
- shown. The session layer resides above the transport layer, which is shown as a socket
assignment and session management (e.g., basic TCP setup, TLS/SSL) layer. The network
. services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer
Protocol), POP3, DNS) resides above the session layer. Measurement point I resides between
the network services API layer and an application layer, shown as application service interface

agent in the device communications stack of Figure 29.

[00337] As shown, the application service interface layer is above the standard networking
stack API and, in some embodiments, its function is to monitor and in some cases intercept and
process the traffic between the applications and the standard networking stack API. In some
embodiments, the application service interface layer identifies application traffic flows before the
application traffic flows are more difficult or practically impossible to identify farther down in
the stack. In some embodiments, the application service interface layer in this way assists
application layer tagging in both the virtual and literal tagging c‘ases. In the case of upstream
traffic, the application layer tagging is straight forward, because the traffic originates at the
application layer. In some downstream embodiments, where the traffic or service activity
classification relies on traffic attributes that are readily obtainable, such as source address or
URL, application socket address, IP destination addfess, time of day or any other readily
obtained parameter, the traffic type can be identified and tagged for processing by the firewall

agent or another agent as it initially arrives. In other embodiments, as described herein, in the
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downstream casé, the solution is generally more sophisticated when a traffic parameter that is
needed to classify the manner in which the traffic flow is fo be controlled or throttled is not
readily available at the lower levels of the stack, such as association with an aspect of an
application, type of content, something contained within TLS, IPSEC or other secure format, or
other information associated with the traffic. Accordingly, in some embodiments the networking
stack identifies the traffic flow before it is fully characterized, categorized or associated with a
service activity, and then passes the traffic through to the application interface layer where the
final classification is completed. In such embodiments, the application interface layer then
communicates the traffic flow ID with the pfoper classification so that after an initial short traffic
burst or time period the policy implementation agents can properly control the traffic. In some
embodiments, there is also a policy for tagging and setting service control policies for traffic that

cannot be fully identified with all sources of tagging including application layer tagging.

[00338] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630,
communicates user information and decision query and/or user input to the user service interface
agent, as shown. The policy control agent communicates service settings and/or configuration
information via this communications bus 1630, as shown (illustrating such communications with
a reference (B) via the application layer, policy implementation agent layer, which is lower in the
communications stack as shown, and/or the modem firewall layer). The connection manager
agent communicates select and control commands and/or modem and access network
infonnation via this communications stack, as shown (illustrating such communications with a
reference (C) via the modem selection and control layer). Various other communications (e.g.,
service processor and/or service controller related communications, such as service usage
measure information and/or application information) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (D) at the
application layer, (E) at the policy implementation agent layer, and (F) at the modem firewall

layer).

[00339] As shown in Figure 29, a service monitor agent, which is also in communication

with the agent communication bus 1630, communicates with various layers of the device
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communications stack. For example, the service monitor agent, performs monitoring at each of
measurement points I through VI, receiving information including application information,
service usage and other service related information, and assignment information. An access
control integrity agent is in communication with the service monitor agent via the agent

communications bus 1630, as also shown.

[00340] In some embodiments, one or more of the networking stack modifications
described herein in combination one or more of the service verification and tamper prevention
techniques described herein is provided. As similarly described with respect to Figure 29, the
various example embodiments for assisting service control verification described herein and as
summarized in the example tables provided in Figures 26, 27 and 28 can be employed
individually or in combination to create increasingly secure cross-functional service control
verification embodiments. In Figure 29, the presence of the access control integrity agent, policy
control agent, service monitor agent and the other agents that perform verification and/or tamper
prevention functions illustrates verifiable service control aspects in accordance with some
embodiments. Furthermore, the presence of the billing agent combined with the service
verification and/or tamper prevention agents and techniques described herein provides for a set
of verifiable billing embodiments for service billing, service billing offset corrections, bill by
account, transaction billing and other billing functions.. In addition, the presence of the user
service interface agent in combination with the service control agent functions in the modified
networking stack provide for embodiments involving a combination of service control with user
preferences, which as described herein, provides the user with the capability to optimize service
versus service cost in a network neutral manner. In some embodiments, the user control of
service control policy is provided along with the service control verification and/or tamper
prevention. The presence of the policy control agent that in some embodiments implements a
higher than most basic level of policy decision and control with the policy implemeﬂtation agents
in the modified networking stack allows for, for example, the device to possess the capability to
implement a higher level of service control for the purpose of obtaining a higher level service
usage or service activity objective. In some embodiments, the application layer tagging in
combination with other embodiments described herein provides for deep service activity control

that 1s verifiable.
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[00341] In some embodiments, verifiable traffic shaping as described herein can be
performed using the device communications stack in a variety of embodiments for the
combination of service control within the networking stack and service control verification
and/or tamper preventfon, with various embodiments depicted in Figures 29 through 37.
Additional levels of detail regarding how such embodiments can be used to implement verifiable
traffic shaping are provided in and described with respect to Figures 38 through 40 which depict
example functional diagrams of packet processing flows for verifiable traffic shaping or service
activity control in a device service processor for both upstream and downstream flows. Along
with several other interésting features embodied in Figures 38 through 40, application traffic
layer tagging is depicted in additional detail in accordance with some embodiments. For
example, the application interface agent can determine service data usage at the application layer
using measurement point I and a local service usage counter, and can, for example, pass this
information to the service monitor agent. If service usage exceeds a threshold, or if using a
service usage prediction algorithm results in predicted service usage that will exceed a threshold,
then the user can be notified of which applications are causing the service usage overrun or |
potential service usage overrun, via the user service interface agent. The user can then identify
which application service (e.g., traffic associated with a specified high service use or non-critical
application, such as for example a high bandwidth consumption social networking website or
service, media streaming website or service, or any other high bandwidth website or service
transmitting and/or receiving data with the service network) that the user prefers to throttle. As
another example, the user could select a service policy that allows for video chat services until
those services threaten to cause cost over-runs on the user’s service plan, and at that time the
service policy could switch the chat service to voice only and not transmit or receive the video.
The traffic associated with the user specified application can then be throttled according to user
preference input. For example, for downstream traffic, packets (e.g., packets that are virtually or
literally tagged and/or otherwise associated with the application traffic to be throttled) from the
access network can be buffered, delayed and/or dropped to throttle the identified application
traffic. For upstream traffic, packets (e.g., packets that are virtually or literally tagged and/or
otherwise associated with the application traffic to be throttled) can be buffered, delayed and/or

dropped before being transmitted to the access network to throttle the identified application
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traffic. As similarly described above, traffic shaping as described herein can be verified, such as

by the service monitor agent via the various measurement points and/or using other agents.

[00342] The embodiments depicted in Figure 30 and other figures generally require
enhancements to conventional device networking communication stack processing. For
example, these enhancements can b'e implemented in whole or in part in the kemel space for the
device OS, in whole or in part in the application space for the device, or partially in kernel space
and partially in application space. As described herein, the networking stack enhancements and
the other elements of the service processor can be packaged into a set of software that is pre-
tested or documented to enable device manufacturers to quickly implement and bring to market
the service processor functionality in a manner that is compatible with the service controller and
the applicable access network(s). For example, the service processor software can also be
specified in an interoperability standard so that various manufacturers and software developers
can develop service processor implementations or enhancements, or service controller

implementations or enhancements that are compatible with one another.

[00343] ~ Figure 30 is another functional diagram illustrating the device communicati'ons‘
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, a portion of
the service processor is implemented on the modem (e.g., on modem rﬁodu]e hardware or
modem chipset) and a portion of the service processor is implemented on the device application
processor subsystem. It will be apparent to one of ordinary skill in the art that variations of the
embodiment depicted in Figure 30 are possible where more or less of the service processor
functionality is moved onto the modem subsystem or onto the device application processor
subsystem. For example, such embodiments similar to that depicted in Figure 30 can be
motivated by the advantages of containing some or all of the service processor network
communication stack processing and/or some or all of the other service agent functions on the
modem subsystem (e.g., and such an approach can be applied to one or more modems). For
example, the service processor can be distributed as a standard feature set contained in a modem
chipset hardware of software package or modem module hardware or software package, and such
a configuration can provide for easier adoption or development by device OEMs, a higher level

of differentiation for the chipset or modem module manufacturer, higher levels of performance
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or service usage control implementation integrity or security, specification or interoperability

standardization, and/or other benefits.

[00344] Referriﬁg to Figure 30, describing the device communications stack from the -

. bottom to the top of the stack as shown, the device communications stack provides a
communication layer for modem MAC/PHY layer at the bottom of the device communications
stack. Measurement point IV resides above the modem MAC/PHY layer. The modem firewall
layer resides between measurement points [V and III. In the next higher layer, the policy
implementation agent is provided, in which the policy implementation agent is implemented on
the modem (e.g., on modem hardware). Measurement point II resides between the policy
implementation agent and the modem driver layer, which is then shown below a modem bus
layer. The next higher layer is shown as the IP queuing and routing layer, followed by the
transport layer, including TCP, UDP, and other IP as shown. The session layer resides above the
transport layer, which is shown as a socket assignment and session management (e.g., basic TCP
setup, TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer
Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer.
Measurement point I resides between the network services API layer and an application layer,

shown as application service interface agent in the device communications stack of Figure 30.

[00345] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630
communications user information and decision query and/or user input to the user service
interface agent, as shown. The policy control agent B communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the application layer. The policy control agent A
communicates service settings and/or configuration information via this communications stack,
as shown (illustrating such communications with a reference (D)) via the policy implementation
agent layer and/or the modem firewall layer. The connection manager agent communicates
select & control commands and/or modem and access network information via this |
communications stack, as shown (illustrating such communications with a reference (C)) via the

modem driver layer. Various other communications (e.g., service processor and/or service
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controller related communicaﬁons, such as service usage measure information, and/or
application information) are provided at various levels of this communications stack, as shown
(1llustrating such communications with references (E)) at the application layer through the
modem driver layer with the service monitor agent B as shown (and an access control integrity
agent B is also shown), and communications with references (F) at the policy implementation
agent layer and (G) at the modem firewall layer with the service monitor agent A as shown (and
an access control integrity agent A is also shown). In some embodiments, the service usage
policy verification or tamper prevention embodimenté described herein can be applied, in
isolation or in combination, in the context of Figure 31 to provide for embodiments with
increasing levels of service usage policy control verification certainty, such as provided with

Figures 26, 27 and 28.

[00346] Figure 31 is another functional diagrarh illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In some embodiments, the service
_processor is a simplified implementation. For example, this approach can be used for
applications with less capable device application processors, rapid time to market needs, fewer
service usage control needs, and/or other reasons that lead to a need for a lower complexity

implementation.

[00347] Referring to Figure 31, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for the modem layer at the bottom of the device communications stack.
The modem driver layer resides above the modem bus layer as shown. In the next higher layer,
the policy implementation agent is provided, and the policy implementation agent is also in
communication with the agent communication bus 1630 as shown. The next higher layer is
shown as the transport layer, including TCP, UDP, and other IP as shown. The session layer
resides above the transport layer, which is shown as a socket éssignment and session
management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g., HTTP,
HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)
resides above the session layer. Applications communicate with the device communications.

stack via the network services APl as shown. Policy settings from the network (e.g., service
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settings) are communicated with the policy implementation agent as shown. The connection
manager communicates select and control as well as modem and access network information via
the modem driver as shown. Although Figure 31 does not depict all of the service usage control
verification functions provided by certain embodiments calling for additional service verification
or contro] agents, a high level of service policy implementation verification certainty can be
achieved within the context of the embodiments depicted in Figure 31 by applying a subset of the
service usage policy verification or tamper prevention embodiments described herein. For
exafnple, the embodiments depicted in Figure 31 can be combined with the service controller
embodiments that utilize [IPDRs to verify service usage is in accordance with the desired service
policy. There are also many other service usage control embodiments described herein that can
be applied in isolation or in combination to the embodiments depicted in Figure 31 to provide
increasing levels of service usage control verification certainty, as will be apparent to one of
ordinary skill in the art in view of Figures 26, 27 and 28 and the various embodiments described

herein.

[00348] Figure 32 is ahother functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service ‘
monitoring policy in accordance with some embodiments. In some embodiments, the service
processor is a simplified implementation embodiment wiFh device based monitoring and integrit);
control. For example, Figure 32 provides for somewhat higher complexity (e.g., relative to the
embodiments depicted in Figure 30) in exchange for the enhanced service monitoring, control or
verification that are possible by implement additional agent embodiments, such as the service

monitor agent and the access control integrity agent functions.

[00349] Referning to Figure 32, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. Measurement point 11 resides above the modem selection & control
layer, which resides above the modem buses for each modem. Measurement point I resides
between the policy implementation agent (policy based router/firewall) layer and the transport
layer, including TCP, UDP, and other IP as shown. The session layer resides above the transport

layer, which is shown as a socket assignment and session management (e.g., basic TCP setup,
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TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol),
SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer.
Applications communicate with the device comimunications stack via the network services API
as shown. Policy settings from the network (e.g., service settings) are communicated with the
policy implementation agent as shown. The connection manager communicates select and
control as well as modem and access network information via the modem selection and control
layer as shown. The service monitor agent, which is also in communication with the agent
communication bus 1630, communicates with various layers of the device communications’
stack. For example, the service monitor agént, performs monitoring at each of measurement
points I and I, receiving information including application information, service usage and other
service related information, and assignment information. An access control integrity agent is in
communication with the service monitor agent via the agent communications bus 1630, as also
shown. As similarly described with respect to Figures 30 and 31, many of the service usage
control verification embodiments described herein can be applied in isolation or in combination

in the context of Figure 32.

[00350] Figure 33 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. Referring to Figure 33, describing the
device communications stack from the bottom to the top of the stack as shown, the device
communications stack provides a communication layer for each of the modems of the device at
the bottom of the device communications stack. Measurement point I1I resides above the
modem selection & control layer, which resides above the respective modem buses for each
modem. Measurement point I resides between the policy implementation agent (policy based
router/firewall) layer and the transport layer, including TCP, UDP, and other IP as shown. The
session layer resides above the transport layer, which is shown as a socket assignment and
session management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g.,
HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3,
DNS) resides above the session layer. Measurement point I resides between the network
services API layer and an application layer, shown as application service interface agent in the

device communications stack of Figure 33.
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[00351] Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,
the billing agent, which is in communication with the agent communication bus 1630
communications user informatién and decision query and/or user input to the user service
interface agerit, as shown. The policy control agent communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the policy implementation agent layer. The
connection manager agent communicates select & control commands and/or modem and access
network information via this communications stack, as shown (illustrating such communications
with a reference (C)) via the modem selection and control layer. Various other communications
(e.g., service processor and/or service controller related communications, such as service usage
measure information, application information) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (D)) at the

application layer and (E) at the policy implementation agent layer.

[00352] As shown in Figure 33, a service monitor agent, which is also in communication
with the agent communication bus 1630, communicates with various layers of the device
communications stack. For ’example, the service monitor agent, perfdrms monitoring at each of
measurement points I through I1I, receiving information including application information,
service usage and other service related information, and assignment information. An access
control integrity agent is in communication with the service monitor agent via the agent .
communications bus 1630, as also shown. As similarly described with respect td Figures 30, 31
and 32, many of the service usage control verification embodiments disclosed herein can be

applied in isolation or in combination in the context of Figure 33.

[00353] Figure 34 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping bolicy, access control policy and/or service

. monitoring policy in accordance with some embodiments. In some embodiments, the data path
processing for the service processor is provided in conjunction with a single modem driver as
shown. As shown, the service processor communication stack processing is provided below the
standard network communication stack and in combination with a modem driver (e.g., and this

approach can be extended to more than one modem).
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[00354] Referring to Figure 34, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. Measurement point II resides above the médem driver 1 layer.
Measurement point I resides between the policy implementation agent (policy based
router/firewall) layer and the modem selection and control layer, for the modem driver 1 stack in
this single modem driver embodiment. The transport layer, including TCP, UDP, and other P
resides above the IP queuing and routing layer, which fesidesvabove the modem selection and
control layer, as shown. The session layer, which is shown as a socket assignment and session
rﬁanagement (e.g., basic TCP setup, TLS/SSL) layer, resides above the transport layer. The
network services APl (e.g., HTTP, HTTPS, FTP (File Transfer Protocol), SMTP (Slmple Mail
Transfer Protocol), POP3, DNS) resides above the session layer.

[00355] As shown in Figure 34, applications communicaté with the device
communications stack via the network services API as shown (ilylustrating such communications
with a reference (A)). Policy settings from the network (e.g., service settings) are communicated
with the policy implementation agent as shown (illustrating such communications with a
reference (B)). The service monitor agent, which is also in communication with the agent
cémmunication bus 1630, communicates with -policy implementation agent layer of the device
communications stack. Also, the service monitor agent performs monitoring at each of
measurement points I and 11, receiving information including application information, service
usage and other service related information, and assignment information. An access control
integrity agent is in communication with the service monitor agent via the agent communications
bué 1630, as also shown. Various other communications (e.g., service processor and/or service
controller related communications, such as service usage measure information, application
information) are provided at various levels of this communications stack, as shown (illustrating
such communications with references (C)) at the policy implementation agent layer. Also, the
billing agent, which is in communication with the agent communication bus 1630
communications user information and decision query and/or user input‘to the user service
interface agent, as shown. As similarly described with respect to Figures 30, 31, 32 and 33,
many of the service usage control verification embodiments disclosed herein can be applied in

isolation or in combination in the context of Figure 34.
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[00356] Figure 35 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 35 illustrates a
single modem hardware embodiment as shown. As shown, the service processor network
communication stack processing is provided on the modem hardware (e.g., and this approach can
be extended to more than one modem). This approach allows for the service processor to be
distributed as a standard feature set contained in a modém chipset hardware of software package
or modem module hardware or software package, which, for example, can provide for easier
adoption or development by device OEMs, a higher level of differentiation for the chipset or
modem module manufacturer, higher levels of performance or service usage control

implementation integrity, or other benefits.

[00357] Referring to Figure 35, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack pr'ovide‘s’ a
communication layer for each of the modems of the device at the bottom of the device
communications stack. As shown, measurement points I and II and the policy implementétion
agent reside on the modem 1 (e.g., implemented as hardware and/or software on modem 1).
Measurement point I resides above the policy implementation agent (policy based
router/firewall) layer, and measurem_ént point I resides below the policy implementation agent
later. The modem selection and control layer resides above the modem drivers layer, as shown.
The transport layer, including TCP, UDP, and other IP resides above the IP queuing and routing
layer, which resides above the modem selection and control layer, as shown. The session layer,
which is shown as a socket assignment and session managemerit (e.g., basic TCP setup,
TLS/SSL) layer, resides above the transport layer. The network services API (e.g., HTTP,
HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)

resides above the session layer.

[00358] As shown in Figure 35, applications communicate with the device
communications stack via the network services API as shown. Policy settings from the network
(e.g., service settings) are communicated with the policy implementation agent as shown
(illustrating such communications with a reference (A)). The service monitor agent, which is

also in communication with the agent communication bus 1630, communicates with policy
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implementation agent layer of the modem 1. Also, the service monitor agent performs
monitoring at each of measurement points I and II, receiving information including application
information, service usage and other service related information, and assignment information.
An access control integrity agent is in communication with the service monitor agent via the
agent communications bus 1630, as also shown. Various other communications (e.g., service
processor and/or service controller related communications, such as service usage measure
information and/or application inforrhation) are provided at various levels of this
communications stack, as shown (illustrating such communications with references (B)) at the
policy implementation agent layer. As similarly described with respect to Figures 30, 31, 32, 33
and 34, many of the service usage control verification embodiments disclosed herein can be

applied in isolation or in combination in the context of Figure 35.

[00359] Figure 36 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 36 illustrates a
single modem hardware embodiment, in which modem 1 includes a portion of the service
processor networking communication stack processing and measurement points II and III and the-
policy implementation agent, as similarly shown in Figure 35, and the higher levels of the device
communications stack above tile modem 1 layer, such as the applicatiori service interface layer,
are implemented on the device application processor or in the device application processor
memory as similarly described above, for example, with respect to Figure 33, in which a
measurement point I is shown between the application service interface agent layer and the
network services API layer. For examp.le, this approach allows for the application service
interface agent to be provided on the device applicatidn processor or memory so that application
layer service usage monitoring or control can be implemented. For example, the differences
between the embodiments depicted in Figure 36 and those of Figure 30 include a simplified
implementation and a policy control agent that is entirely implemented on the modem and not

partially implemented in the application processor memory.

[00360] "Various applications and/or a user service interface agent communicate via this
communications stack, as shown (illustrating such communications with a reference (A)). Also,

the billing agent, which is in communication with the agent communication bus 1630
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communications user information and decision query and/or user input to the user service
interface agent, as shown. The policy control agent communicates service settings and/or
configuration information via this communications stack, as shown (illustrating such
communications with a reference (B)) via the policy implementation agent layer. Various other
communications (e.g., service processor and/or service controller related communications, such
as service usage measure information and/or application information) are provided at various
levels of this communications stack, as shown (illustrating such communications with reference
(C) at the application layer and communications with reference (D) at the policy implementation
agent layer). As shown, the service monitor agent B communicates with the application service
interface agent and measurement point I, and the service monitor agent A communicates with the
policy implementation agent layer and measurement points 11 and II of the modem 1. As
similarly described with respect to Figures 30, 31, 32, 33, 34 and 35, many of the service usage
control verification embodiments disclosed herein can be applied in isolation or in combination

in the context of Figure 36.

[00361] Figure 37 is another functional diagram illustrating the device communications
stack that allows for implementing traffic shaping policy, access control policy and/or service
monitoring policy in accordance with some embodiments. In particular, Figure 37 illustrates a
device communications stack as similarly shown in Figure 36, with the difference being that the
service processor subsystem networking communication stack processing is implemented on a
hardware function that is separate from the application processor and the modem. For example,
this approach provides security advantages with a dedicated hardware system to protect some or
all of the service usage control system from tampering. For example, some or all of the service
processor can be implemented on a SIM card module. As another example, some or all of the
service processor can be encapsulated on a self contained hardware module that can be added to

a device without the need to modify the networking communication stack software or hardware.

[00362] Figure 38 is a functional diagram illustrating a device service processor packet
processing flow in accordance with some embodiments. In particular, both an example upstream
service processor packet processing flow (device to the network) and an example downstream
service processor packet processing flow (network to the device) are shown in Figure 38. For

example, the service processor packet processing flow can be performed by the device
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communications stack, such as described above with respect to Figure 29. The various
embodiments for packet processing flow depicted in Figures 38 through 40 are self explanatory
to one of ordinary skill in the art and not all the processing steps and flow sequences are

described herein.

[00363] In some embodiments, the burst size, buffer delay, acknowledgement delay and
drop rate used in upstream and downstream traffic shaping are optimized with the goal of
reducing access network traffic overhead, and excess capacity usage that can result from
mismatches in traffic transmission parameters with the access network MAC and PHY or from
excess network level packet delivery protocol re-transmissions. In some émbodiments, an '
application interface agent 1693 is used to literally tag or virtually tag application layer traffic so
that the policy implementation agent(s) 1690 has the necessary information to implement
selected traffic shaping solutions. As shown in Figure 16, the application interface agent 1693 is
in communication with various applications, including a TCP application 1604, an IP application

1605, and a voice application 1602.

[00364] Referring to Figures 38 through 40, in some embodiments, the upstream traffic
service policy implementation step corresponds to the traffic shaping step described herein.
Referring to Figure 38, this step is depicted as shown as an alternate exploded view including
four upstream sub-steps of apply QoS queue priority, apply traffic shaping rules, network
optimized buffer/delay and remove application ID tag. An additional approach shown in Figure
38 involves two exploded view sub-steps associated with the firewall service policy
implementation step and these sub-steps are pass/block packet and pass/fedirect packet. For
example, the functions performed by these six sub-steps can be depicted in any number of sub-
steps, the order of the steps can be appropriately performed in various different orders to provide
for upstream traffic shaping within the network communication stack. For example, Figures 39
and 40 show the two steps of policy implementation and firewall as one step and the‘six
exploded view sub-steps are included under the same policy implementation step and are
performed in a different order than in Figure 38. It should also be noted that a number of
embodiments are possible in which the access control, traffic control or firewall functions are

moved to the application service interface layer or another layer.
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[00365) Referring now to the downstream portion of Figure 38, there are two steps again
termed traffic service policy implementation and firewall service policy implementation in this
traffic shaping, access control and firewall example. These two packet flow processing steps are
_depicted as shown in the exploded view a:s the five sub-steps of tag with flow ID, pass/block
packet, apply QoS, apply traffic shaping rules and network optimized buffer, delay, and drop.
As with the upstream packet processing flow, the number of sub-steps, the order of sub-steps and
the location of the sub-steps in the downstream networking stack processing can be depicted in
any number of sub-steps, order and/or location, and various other embodiments will be apparent
to one of ordinary skill in the art, including embodiments which locate some or all of the steps in
the application service interface layer or other layers as depicted in Figures 39 and 40. The
details of the packet flow processing design for the downstream can be somewhat more complex
in certaiﬁ embodiments as compared to the upstream processing in two ways. First, as described
herein, in some embodiments, the packet tagging that requires application level information can
reqﬁire the initial portion of the packet flow burst to pass through the upstream networking
communication stack until the application service interface layer can associate the packet flow
with the appropriate information visible at the application level at which time the packet flow tag
is communicated to the other service processor agent functions so that they can properly monitor

or control the traffic associated with the flow.

[00366] Independently, another complication arises when upper layer reliable
communication protocols, such as TCP, are employed in the networking stack in which the
downstream transmitting end repeats the packet transmission if the receiving TCP protocol stack
does not send a packet receipt acknowledge (ACK) within a certain period of time. If packets
are arbitrarily delayed or dropped, then the TCP re-transmission traffic can reduce, corﬁpletely
eliminate or even reverse the network capacity advantage gained by reducing the average traffic
speed or other transmission quality measure for one or more service activities. To solve this
problem, in some embodiments, the f)acket traffic control parameters (e.g., downstream delay,
drops, burst length, burst frequency and/or burst jitter) are optimized for TCP re-transmission

- efficiency so that changes in traffic control access bandwidth or speed for one or more service
activities are implemented in such a'manner that the TCP re-transmission delay at the network
transmitting end adapts to be long enough so that wasted packet re-transmission bandwidth is

reduced. In addition, and either in combination or in isolation, in some embodiments, the packet
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traffic control parameters (e.g., downstream delay, drops, burst length, burst frequency and/or
burst jitter) can be adjusted so that the access network downstream MAC and/or PHY

efficiencies are optimized.

[00367] Numerous other embodiments for the detailed implementation of packet flow
processing in both downstream and upétream will be apparent to one of ordinary skill in the art
in view of the various embodiments described hérein. In some embodiments, as described
herein, the following are provided: (A) traffic shaping is performed in a verifiable manner, (B)
traffic shaping is p‘erformed in a manner that results in improved network capacity by taking into
account to some degree the manner in which the access network PHY layer and/or MAC layer
responds to packet parameters (e.g. burst delay, burét drops, burst length, burst frequency and/or
burst jitter), (C) traffic shaping is performed in a manner that results in improved network
capacity by taking into account how the packet parameters (e.g., burst delay, burst drops, burst
length, burst frequency and/or burst jitter) impact layer 3 and hi ghér ACK protocol or other
network protocol network capacity efficiencies, (D) packet shaping is performed in a manner that
is aware of and optimized for the particular type of communication protocol or packets being
sent (e.g., TCP packets can be dropped to slow the application rate of transfer whereas UDP
packets are never dropped, because there is no re-transmission), (E) a virtual or literal packet
tagging sysiem 1s used in a verifiable traffic shaping service control system to provide a deeper
level of service monitoring and control or to simplify the processing of the packets, and/or (F)
starting with these low level packet processing, traffic control or access control building blocks
one or more additional layers of higher level policy control can be added on the device or in the
network to create service profiles for the service provider network that define complete services,
such as ambient services and many other variations of service profile setﬁngs that each define a
device or user service experience and can be associated with a billing plan. For example, the
use of higher layers of service profile control to form more cbmplete service solutions starting
with these relatively simple low-level traffic control, access control or firewall processing steps

or functions is also described herein.

[00368] Figure 39 is another functional diagram illustrating the device service processor
packet processing flow in accordance with some embodiments. In particular, both an example -

upstream service processor packet processing flow (device to the network) and an example
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downstream service processor packet processing flow (network to the device) are shown in
Figure 39 (e.g., of a less feature rich device service processor embodiment, such as one similar to

that depicted in Figure 32).

[00369] Figure 40 is another functional diagram illustrating the device service processor
packet processing flow in accordance with some embodiments. In particular, both an example
upstream service processor packet processing flow (device to the network) and an example
downstream service processor packet processing flow (network to the device) are shown in
Figure 40 (e.g., of a mid =-featured embodiment of a device service processor, such as one

similar to that depictéd in Figure 33).

[00370] Figure 41 provides a table summarizing various privacy levels for service history
reporting in accordance with some embodiments. Many of these privacy levels are similarly
described above, and the table shown in Figure 41 is not intended to be an exhaustive summary
of these privacy levels, but rather is provided as an aid in understanding these brivacy levels in
accordance with user privacy related embodiments described herein. For example, there are
many other parameters that can be associated with privacy filtering, and as will be apparent to
one of ordinary skill in the art in view of the various embodiments described herein, the unique
feature of user defined or user influenced privacy filtering for service usage, service activity or
CRM reports can be implemented with a variety of embodiments that are variations of those

described herein.

[00371] Figures 42A through 42F provide tables summarizing various service policy
control commands in accordance with some embodiments. Many of these service policy control
commands are similarly described above, and the tables shown in Figures 42A-F are not
intended to be an exhaustive summary of these service policy control commands and do not
include summaries of all the embodiments described herein, but rather are provided as a
summary aid in understanding these service policy control commands in accordance with various

embodiments described herein.

[00372] In some embodiments, QoS is employed for devices with a service processor 115.
For example, QoS can be employed in a crowded hot spot where the service processor 115

profile has been changgd from WWAN to WLAN, but the WLAN is backed up as too many
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users are trying to use it. The service processor 115 can have a hierarchical access to the hotspot
at that point; or the service processor 115 that pays less can be throttled while those that pay
more are opened up; or the service processor 115 can initiate a policy that slows down

transmissions to improve trunking efficiency.

[00373] Figures 43A through 43B are flow diagrams illustrating a flow diagram for a
service processor authorization sequence as shown in Figure 43A and a flow diagram for a
service controller authorization sequence as shown in Figure 43B in accordance with some

embodiments.

[00374] Referring to Figure 43A, at 4302, the device is in an offline state. At 4304, the
service processor (e.g., service processor 115) of the device collects device serviée processor

- credentials and access control integrity information. At 4306, the service processor of the device
selects a best network. At 4308, the device connects to an access network. At 4310, the service
processor of the device sends an authorization request to the service controller (e.g., service
controller 122) and also sends the credentials and access control integrity information. At4312,
the service processor determines whether an integrity error has occurred. If so, then the service
processor performs integrity error handling at 4314. Otherwise, the service prbcessor determines
whether the device is activated and/or authorized for network access at 4316. If nof, then the
service processor performs a device activation sequence at 4318. At 4320, the service processor
performs the following: updates critical software, initializes service policy and control settings,
synchronizes service counters, updates service cost data, applies policy settings, applies CRM
rules settings, obtains transaction identity certificate, and sends stored CRM and billing

information. At 4322, the device is in an online state.

[00375] Referring to Figure 43B, at 4332, device control is in an offline state. At 4334,
the service controller (e.g., service controller 122) receives a device authorization request,
verifies device service plan standing, verifies device access control integrity standing, verifies
device access control integrity information, verifies service processor heartbeat, and performs
various additional service processor integrity checks (e.g., as similarly described herein). At
4336, the service controller determines whether the device integrity checks have all passed. If

not, then the service controller sends an integrity error to the service processor (e.g., service
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processor 115) at 4338. At 4340, the service controller performs integrity error handling.
Otherwise (the device integrity checks have all passed), the service controller determines
whether the device is activated at 4342. If not, then the service controller sends an activation
message to the service processor at 4344. At-4346, the service controller performs a service
activation sequence. Otherwise (the device is activated), the service controller sends an

. authorization at 4348. At 4350, the service controller performs the following: updates critical
software on the service processor, initializes service policy and control settings, synchronizes
service counters, updates service cost data, applies policy settings, applies CRM rules settings,
obtains transaction identity certificate, sends stored CRM and billing information. At 4352, the

service controller is in a device online state.

[00376] Figures 44A through 44B are flow diagrams illustrating a flow diagram for a
service processor activation sequence as shown in Figure 44A and a flow diagram for a service

controller activation sequence as shown in Figure 44B in accordance with some embodiments.

[00377] Referring to Figure 44A, at 4402, a service processor activation sequence is
initiated. At 4404, the service processor (e.g., service processor 115) of the device displays an
activation site (e.g., HTTP site, WAP site or portal) to the user for the user’s service activation
choice. At 4406, the user selects service plan, billing information and CRM information. At
4408, the service processor sends an activation request and user billing and CRM information to,
for example, the service controller. At 4410, the service processor determines whether there is
an integrity error. If so, then the service processor performs integrity error handling at 4412.
Otherwise, the service processor determines whether there has been a selection input error at
4414, If so, the service processor displays the selection input error to the user at 4416 and
returns to the activation site/portal at 4404. Otherwise, the service processor identifies the
activated service plan at 4418. At 4420, the service processor performs the following: updates
critical software, initializes service policy and control settings, synchronizes service counters,
updates service cost data, applies policy settings, applies CRM rules settings, obtains transaction
identity certificate, and sends stored CRM and billing information. At 4422, the device is in an

online and activated state.
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[00378] Referring to Figure 44B, at 4432, a servi;:e controller activation sequence is
initiated. At 443'4, the service controller (e.g., service controller 122.) receives an activation
request, including user billing and CRM information, and sends such to central billing. At 4436,
the service contr.oller receives a response from central billing. At 4438, the service controller
verifies the integrity of the service processor. If an integrity error is detected, then an integrity
error is sent at 4440. At 4442, the service controller performs integrity error handling. At 4444,
the service controller determines whether the service plan has been activated. If not, then the
service controller sends a selection input error to the device at 4446 and returns to 4432.
Otherwise (device has been activated), the service controller sends the service plan activation
information to the device at 4448. At 4450, the service controller performs the following:
updates critical software, initializes service policy and control settings, synchronizes service
counters, updates service cost data, applies policy settings, applies CRM rules settings, obtains
transaction identity certificate, and sends stored CRM and billing information. At 4452, the

service controller is in a device online and activated state.

[00379] Figures 45A through 45B are flow diagrams illustrating a flow diagram for a
“service processor access control sequence as shown in Figure 45A and a flow diagram for a
service controller access control sequence as shown in Figure 45B in accordance with some

embodiments.

[00380] Referring to Figure 45A, at 4502, the device is in an online state. At‘ 4504, the
service processor (e.g., service processor 115) of the device processes any new heartbeat
messages received from the service controller (e.g., service controller 122). At 4506, the service
processor updates software if necessary, updates service policy and control settings if necessary,
synchronizes service counters, updates service cost data if necessary, and updates CRM rules if
necessary. At 4508, the service processor performs access control integrity checks. At4510, the
service processor determines whether there are any access control integrity errors. If so, then the
service processor performs integrity error handling at 4512. Otherwise, the service processor
updates user service Ul gauges, provides notification if necessary, and accepts input if available
at 4514. At 4516, the service processor sends new service processor heartbeat messages to the
heartbeat message queue. At 4518, the service processor processes any pending billing

transactions. At 4520, the service processor determines if a heartbeat transmission is due, and if
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not, returns to 4504 for processing any received heartbeat messages. If so, at 4522, the service -

processor sends the new service processor heartbeat message to the service controller.

[00381]. ' Referring to Figure 45B, at 4532, the device is in an online state. At 4534, the
service controller (e.g., service controller 122) processes any new heartbeat messages received
from the service processor. At 4536, the service controller performs access control integrity
checks. At 4538, the service controller determines whether there are any access control integrity
errors. - If so, then the service controller performs integrity error handling at 4540. At 4542, the
service controller updates the billing database, updates the CRM information, synchronizes
service counters, updates cost database if needed, and synchronizes CRM rules if necessary. At
4544, the service controller processes any pending billing transactions. At 4546, the service
controller sends new service processor heartbeat messages to the heartbeat message queue. At
4548, the service controller determines if a heartbeat transn’:ission is due, and if not, returns to’
4534 for processing any received heartbeat messages. If so, at 4550, the service controller sends

new service processor heartbeat message to the service processor.

[00382] Open Content Distribution and Transaction System

[00383] Referring now to Figures 46 and 47A-B, in another set of embodiments an open,
decentralized, device based system for enabling central billing for third party electronic
commerce transactions for mobile commerce is provided as shown. For example, in these
embodiments, device information can be embedded in HTTP, WAP or other portal
browser/network header request information that indicates a central billing option is available to
a compatible third party transaction server, as further described below with respect to Figures 46
and 47A-B. |

[00384] Figure 46 is a functional diagram illustrating open, decentralized, device based
mobile commerce transactions in accordance with some embodiments. As shown, a service
processor 4615 of the device 100 (e.g., any mobile device capable of storing and executing the
service processor 4615) includes access control integrity agent 1694, billing agent 1695, agent
communication bus 1630, user interface 1697, policy control agent 1692, service monitor agent
1696, application interface agent 1693, policy implementation agent 1690, and modem router

and firewall 1655, as similarly described herein with respect to various other service processor
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embodiments. In some embodiments, an application 4604 (e.g., an HTML/WAP web browser)
and a mobile payment agent 4699 are also included in the device, such as part of the service
processor 4615 as shown. In some embodiments, the application 4604 is not integrated aé part of
the service processor 4615, but is executing and/or stored on the device. In some embbdiments,
the mobile payment agent 4699 includes billing agent 1695, user interface 1697 and/or
applicatioﬁ interface agent 1693, and/or various other functional components/agents. As shown,
the service processor 4615 is in communication with a carrier access network 4610, which is in

network communication with the Internet 120.

[00385] In some embodiments, device information can be embedded in HTTP, WAP or
other portal browser/network header request information that indicates a central billing option is’
available to a compatible third party transaction server, such as the open content transaction
partner site(s) 134. For example, the compatible transaction server can then send a signed
confirmation request over a pre-assigned control socket channel to the billing agent 1695 with
the billing agent 1695 confirming the signed confirmation request by either performing the
signature check locally based on a stored and synchronized list of approved transaction servers or
by passing the signed request onto a billing server 4630 for confirmation. Optionally, in another
example, a triangle confirmation can be set up in which the billing server 4630 can confirm the
transaction set up wiih the transaction server 134 or the transaction server 134 can confirm the
transaction set up with the billing server 4630. Once the device confirms the compatible and
approved status of the transaction server 134, the device/transaction server pair can then
optionally further exchange keys for the remainder of the transaction for enhanced security. In
another example, the transaction server 134 can also redirect the user browsing experience to one
tailored to one or more of device type, service provider, device manufacturer or user. When the
user selects a transaction, the transaction server sends the billing agent 1695 a transaction bill
that describes the transaction and the amount. The billing agent 1695 can optionally confirm that
the user account has sufficient credit limit to make the purchase by either confirming the stored
credit limit on the device or querying the billing server 4630. The billing agent 1695 then-
invokes the device UI 1697 to display the transaction description and amount and request user
approval for the billing to be conducted through the central billing option. User approval can be
acquired, for eXample, by a simple click operation or require a secure password, key and/or

biometric response from the user. Upon user approval, the billing agent 1695 generates a billing
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approval and sends it to the transaction server 134, the transaction server 134 completes the
transaction and then sends a bill to the billing agent 1695. The billing agent 1695 optionally
sends a confirmation to the transaction server 134 and sends the bill to the billing server 4630.
Again, optionally a triangle confirmation can be formed by the billing server sending a
confirmation to the transaction server 134, or the transaction server 134 can send the bill to the
billing server 4630. In some embodiments, the billing server 4630 can also communication such
billed transactions to a central provider billing system 4623 via the carrier access network 4610.
Also, in some embodiments, an alternate location billing server 4632 is in communication via the
Internet 120, and an alternate location central provider billing system 4625 is also in

communication via the Internet 120.

(00386] Figures 47A through 47B are transactional diagrams illustrating open,
decentralized, device based mobile commerce transactions in accordance with some
embodiments. Referring to Figure 47A, the device application 4604 browses (e.g., based on the
user submitting a browse request using a browser application) to transaction server 134 (e.g.; a
transaction web server, such as the open content transaction partner site 134). The transaction
server 134 provides an offer to the device application 4604. The device application 4604 selects
a purchase (e.g., based on the user’s selection input). In response, the transaction server 134
seeks an API connection with the device mobile paymeﬁt agent 4699, which then confirms the
API connection. The transaction server 134 requests user purchase confirmation (mediated by
the device mobile agent 4699 as shown), and the purchase is confirmed by the device application
4604 (e.g., based on the user’s acknowledgement as similarly described above with respect to
Figure 46). The transaction server 134 then transmits a purchase receipt, and the device
application 4604 confirms the receipt. The transaction server 134 then transmits the purchase
bill to the device mobile payment agent 4699, which then sends the purchase bill to the device
billing server (e.g., billing server 4630). The transaction server also optionally sends a
confirmation of the pufchase bill to the device billing server for a triangle confirmation, as
similarly described above with respect to Figure 46. The device billing server sends a copy of
the purchase bill to the central provider billing system (e.g., central provider billing system

4623).
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[00387] Referring now to Figure 47B, the device application 4604 browses (e.g., based on
the user‘submivtting a browse request using a browser application) to transaction server 134 (e.g.,
a transaction web server, such as the open content transaction partner site 134), in which the
browse request includes device ID information, such as similarly described above with respect to
Figure 46. The transaction server 134 establishes API contact with the device mobile agent
4699, which then confirms contact and good standing for transactional purchases from the |
device. The transaction server 134 provides an offer to the device application 4604. The device
‘application 4604 selects a purchase (e.g., based on the user’s selection input). The transaction
server 134 notifies the device mobile payment agent 4699 of the purchase description and
amount, and the device mobile payment agent 4699 then requests user purchase confirmation.
The purchase is confirmed by the device application 4604 (e.g., based on the user’s

- acknowledgement as similarly described above with respect to Figure 46), and the device mobile

| payment agent 4699 then transmits a purchase confirmation to the transaction server 134. The

transaction server 134 then transmits a purchase receipt, and the device application 4604
confirms the receipt. The transaction server 134 then transmits.the purchase bill to the device
mobile payment agent 4699, which then sends the purchase bill to the device billing server (e.g.,
billing server 4630). The transaction server also optionally sends a confirmation of the purchase
bill to the device billing server for a triangle confirmation, as similarly described above with
respect to Figure 46. The device billing server sends the purchase bill to the central provider
billing system (e.g., central prOVider billing system 4623). In some embodiments, the
communications described above with respect to Figures 47A-B with the billing server and the
central provider billing system are with the alternate location billing server 4632 and/or alternate
locatioﬁ central provider_biiling system 4625 via the Internet 120. Similarly, in some

embodiments, the transaction servers 134 are connected to the Internet 120.

[00388] Accordingly, these transaction billing embodiments do not require centralized
content storage or content and transaction exchange infrastructure. For example, the transactions
can be conduc;ted over the Internet, and the user experience and content can be tailored versions
of the transaction server/content provider’s normal experience and content. This approach
provides for a much wider array of content and transaction partners with minimal or no need to
accommodate proprietary specialized systems. Moreover, the compatibility between the device

billing agent transaction system and the transaction provider server is easily established, for .
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example, by writing specifications for the header information transmitted by the device and for
the secure handshake and signed message transactions that take place between the device billing
agent, the transaction server and optionally the transaction server and the billing server. Once a
transaction partner shows compatibility test results and concludes a business relationship with
the service provider, the service provider can place the transaction partner on the compatible and
approved list and exchange security keys and/or certificates. If a common user 'experience is
desired by the service provider across multiple transaction partners, then the experience
specifications for the browser redirects can also be specified in the compatibility specification

and tested before the transaction partner gains approval.

[00389] Design and Testing for Service Control

[00390] Figure 48 illustrates a network architecture including a service controller device

| control system and a service controller analysis and management system in accordance with
some embodiments. As described herein, the RAN gateway 410 generally represents the
functionality of the various specific RAN gateway functional elements shown and/or discussed
herein. F 6r example, these RAN gateway 410 functional elements represent the gateways used
to aggregate the radio access network traffic, control, charging and roaming functions and/or
other functions and are shown and/or discussed herein using other terminology specific to certain
industry standards, including SGSN gateway 410 and gateways 508, 512, 608, 612, 708 and 712.
Although the same reference numerals are used for SGSN gateway 410 and RAN gateway 410, it
will be appreciated that the RAN gateway 410 represents any or all of the RAN gateway ]
functional elements 410, 508, 512, 608, 612, 708, 712 or any other similar industry equipment or
functions depending on the embodimént. Similarly, transport gateway 420 represents the next
higher level of gateway aggregation for the transport layer that is used in many networks, and
this term transport gateway 420 can be interchanged with any or all of the gateways 420, 520,
620, 720 6r any other similar industry equipment or functions depending on the embodiment.
Those of ordinary skill in the art will appreciate which gateway description applies to a
respective embodiment in which the terms RAN gateway 410, gateway 410, transport gateway

420 or gateway 420 are referenced herein.
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[00391] While the embodiments described below with respect to Figures 48 through 63
are depicted in the context of a conventional multi-tier access network, one of ordinary skill in
the art will appreciate that such embodimeﬁts can also be generalized to other network topologies
including the various flattened network topologies described herein. As shown, the service
controller is divided into two main functions (e.g., as compared with the embodiments of service
cohtrollef 122 depicted in Figure 16): (1) a service controller device control system 4825 and (2)
a service controller design, policy analysis, definition, test, publishing system 4835. The service
controller device control system 4825 performs the device service control channel functions as

previously described herein with réspect to various embodiments.

[00392] The service controller design, policy analysis, definition, test, publishing system
4835 separates out the service analysis, control policy design and publishing from the device
service control channel functions. The service controller design, policy analysis, definition, test,
publishing system 4835 performs a variety of functions as described below. In some
embodiments, the service controller design, policy analysis, definition, test, publishing system
4835 provides service usage statistical analysis, notification policy or procedure response
analysis and/or billing policy or procedure response analysis for single devices, groupé of
devices, types of devices, groups of users, classes of users, or an entire set of devices and users
that subscribe to a given service. In some embodiments, the service controller design, policy
analysis, definition, test, publishing system 4835 detects, singles out and reports device service
usage, notification responses or billing behavior that is outside of expected limits but may or may
not be violating policy. In somé embodiments, the service controller design, policy analysis,
definition, test, publishing system 4835 provides service cost and profitability analysis for single
devices, groups of devices, types of devices, groups of users, classe; of users, or an entire set of
devices and users that subscribe to a given service. In some embodiments, the service controller
design, policy analysis, definition, tést, publishing system 4835 provides user service control
policy, notification policy or billing policy statistical satisfaction analysis for single devices,
groups of devices, types of devices, groups of users, classes of users, or an entire set of devices-
and users that subscribe to a given service. In some embodiments, the service controller design,
policy analysis, definition, test, publishing system 4835 provides statistical take rate analysis for

transaction offers and billing offers for single devices, groups of devices, types of devices,
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groups of users, classes of users, or an entire set of devices and users that subscribe to a given

service.

[00393] In some embodiments, the service controller-design, policy analysis, definition,
test, publishing system 4835 provides service control policy definition work screens and “dry-
lab” (pre-beta) testing against usage database for single devices, groups of devices, types of
devices, groups of users, classes of users, or an entire set of devices and users that subscribe to a
given service. In some embodiments, the service controller design, policy analysis, deﬁnition,
test, publishing system 4835 provides service control policy, notification policy and/or billing
policy beta testing (e.g., using beta test server 1658) in which the beta test profile is published to
a subset of users or devices. In some embodiments, beta devices/users may or may not know
that the service policy is being tested with them. In some embodiments, if they do know, then
beta test apparatus includes offering system that provides usef options to accept beta test and
provide feedback in exchange for an offer (e.g., show them an offer page that comes up with
Eheir existing subscripfion service or ambient service — offer a free trial, a discount to something
and/or reward zone points (or other incentives/rewards) if they accept the trial). In some
embodiments, a beta test workstation (e.g., in communication with the beta test server 1658, such
as VSP remote workstation 4920 as shown in F igure 49) allows the beta test manager to define
one or more beta test service poiicy, notification policy and/or billing policy control profiles. In
some embodiments, the beta test workstation publishes each profile to specific individual
(single) devices, groups of devices, types of devices, groups of users, classes of users, or an
entire set of devices and users that subscribe to a given service. In some embodiments, the beta -
test workstation allows the beta test manager to analyze usage statistics, notification response
statistics and/or billing/transaction offer response statistics for devices, users, groups of devices
or groups of users and compare actual real-time usage versus beta test usage goals. In some
embodiments, the beta test workstation allows the beta test manager to fine tune service,
notification and/or billing/transaction policies and re-publish to observe changes to actual service
usage until the service policy and/or notification control policies achieve the desired result. In
some embodiments, the beta test workstation also allows the beta test manager to collect direct
user feedback to a set of pre-designed user satisfaction or other questions regarding service
usage. For example, questions can be presented through a pre-designed beta test portal or

through a series of brief pop-ups that come up when the user initiates a particular action or at a
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particular time. In some embodiments, the beta test workstation also collects details of service
and device usage (e.g., CRM data) that the beta test users have approved for collection. In some
embodiments, the beta test workstation can decompose this data to determine if the users are
using the service in the manner intended by the beta test goals. In some embodiments, the beta'
test workstation also allows for publishing multiple variants of the service and/or notification
policy control settings and compare the service usage for each group with convenient screens
with information displays (e.g., statistical usage versus time of day, usage of paﬁicular activities,
billing activity, device discovery activity, user response to notification message and options, user
satisfaction with a particular notification policy or billing policy or traffic control policy). In

some embodiments, the screens can be designed by the beta test manager.

[00394] In some embodiments, once a service is completely tested and approved for
production publication, the service download control server 1660 has a workstation screen that
allows the service manager to specify which group of devices are to receive the new service
policy configuration. In some embodiments, the service download control server 1660 allows |
the service manager to define specific 'individual (single) devices, groups of devices, types of
devices, groups of users, classes of users, or an entire set of devices and users that subscribe to a

given service.

[00395] In some embodiments, a service (e.g., a newly created or new version of an
existing service) is tested and/or enhanced using a new service testing modél. For example, a
new service (or a new version of an existing service) is loaded onto a server for testing, the new
service is (optionally) tested against existing device usage statistics, a new service control
definition (e.g., implemented as service processor 115 for publishing to devices 100 and a -
corresponding new service controller 122 for the service provider, such as a central provider or
an MVNO partner, and, for example, the new service processor and service controller can be

. implemented using the below described SDK) for the new service is developed and possibly
adjusted based on the testing against existing device usage statistics, the new service control
definition is then published to beta devices (e.g., various devices 100 used for beta testing the
new service), which then use the new service, service usage statistics and/or user feedback
statistics are then collected (e.g., to ensure that the service is functioning properly and so that the

service control definition can be tuned to ensure adequate service, user experience and for
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service pricing/profitability purposes), the service/service control definition is then fine tuned
based on the service usage/user feedback statistics. Upon completion of the above testing and
refinement of the service/service control definition, the service control definition can be
published to specified groups of devices for using the new service. In some embodiments, this
service control testing model for groups of devices and service partners is provided by a virtual
MVNO or VSP. For example, this allows for new services to be more efficiently and more

effectively developed, tested and proliferated.

[00396] In some embodiments, service history IPDRs come from within a networking
component connected to the central provider core network 110 as depicted by (e.g., real-time)
service usage 118 (which as discussed elsewhere is a general purpose descriptor for a function
located in one or more of the networking equipment boxes). In some embodiments, service
history IPDRs are collected/aggregated (in part) from the central billing system 123. In some
embodiments, service history IPDRs are collected/aggregated (in part) from the transport
gateways 420. In some embodiments, service history IPDRs are collected/aggregated (in part)
from the RAN gateways 410. In some embodiments, service history IPDRs are
collected/aggregated (in part) from the base station(s) 125 or a networking component co-located
with the base station(s) 125, a networking component in the transport network 415, a networking

component in the core network 110 or from another source.

[00397] Virtual Service Provider for Service Control

[00398] In some embodiments, virtual service provider (VSP) capabilities include making
available to a third party service partner one or more of the following: (1) device group
definition, control and security, (2) proQisioning definition and execution, (3) ATS activation
owner, (4) service profile definitions, (5) activation and ambient service definition, (6) billing
rules definition, (7) billing process and branding controls, (8) bill by account settings, (9) service
usage analysis capabilities by device, sub-group or group, (10) beta test publishing capabilities

by device, sub-group or group, and (11) production‘ publishing, fine tuning and re-publishing.

[00399] Figure 49 illustrates a network architecture for an open developer platform for
virtual service provider (VSP) partitioning in accordance with some embodiments. As shown,

the service controller design, policy analysis, definition, test, publishing system 4835 is
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configured so that multiple “service group owners” (e.g., the service provider for certain smart
phones) or “device group owners” (e.g., eReader devices for the eReader service provider(s)) or
“user group owners” (e.g., IT for Company X for their employees’ corporate mobile devices),
collectively referred to as the “Virtual Service Provider” (VSP), are serviced with the same
service controller infrastructure and the same (or substantially similar) service processor design
from virtual service provider workstation server 4910 and/or virtual service provider remote

| workstation(s) 4920. As shown, the virtual service provider remote workstation(s) 4920 A
communicates with the virtual service provider workstation server 4910 via VPN, leased line or
secure Internet connections. The dashed lines shown in Figure 49 are depicted to represent that,
in some embodiments, the virtual service provider workstation server 4910 is networked with the
service controller device control system 4825 and/or, in some embodiments, the service
controller design, policy analysis, definition, test, publishing system 4835. Based on the
discussion herein, it will be apparentb to one of ordinary skill in the art that the VSP workstation
server 4910 can also be networked in various embodiments with billing system 123, AAA server
121, gateways 410 or 420, or other network components to perform, for example, various
network provisioning and activation related functions discussed herein for the device group
assigned to one or more VSPs, or for other reasons as will be apparent to a given VSP

embodiment.

[00400] In some embodiments, the service controller functionality is partitioned for a VSP
by setting up one 6r more secure workstations, secure portals, secure websites, secure remote

~ software terminals and/or other similar techniques to allow the service managers who work for
the VSP to analyze, fine tune, control or define the services they decide to publish to one or more
groups of devices or groups of users that the VSP “owns,” In some embodiments, the VSP
“owns” such groups by virtue of a relationship with the central provider in which the VSP is
responsible for the service design and profitability. In some embodiments, the central provider
receives payment from the VSP for wholesale access services. In some embodiments, the VSP
workstations 4910 and 4920 only have access to the service analysis, design, beta testing and
publishing functions for the devices or users “owned” by the VSP. In some embodiments, the
user or device base serviced by the central provider network is securely partitioned into those

owned by the central provider, those owned by the VSP, and those owned by any other VSPs.
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[00401] In some embodiments, the VSP manages their devices from thé VSP workstations
4910 and 4920 using device based service control techniques as described herein. In some
embodiments, the VSP manages their devices from the VSP workstations 4910 and 4920 using
 device assisted and network based service control techniques as described herein. In some
embodiments, the VSP manages their devices from the VSP workstations 4910 and 4920 using

network based service control techniques (e.g., DPI techniques) as described herein.

[00402] For example, this approach is particularly well suited for “open developer-
programs” offered by the central providers in which the central provider brings in VSPs who
offer special value in the devices or service plans, and using this approach, neither the central
provider nor the VSP needs to do as much work as would be required to set up a conventional
MVNO or MVNE system, which often requires some degree of customization in the network
solution, the billing solution or the device solution for each new device application and/or
service application that is developed and deployed. In some embodiments, the service
customization is simplified by implementing custom policy settings on the service processor and
service controller, and the custom device is quickly brought onto the network using the SDK and
test/certification process. In some embodiments, the VSP functionality is also offered by an
entity other than the central provider. For example, an MVNE entity can develop a wholesale
relationship with one or more carriers, use the service controller to create the VSP capabilities,
and then offer VSP services for one network or for a group of networks. In some embodiments,
the service customization is simplified by implementing custom policy settings through the VSP
embodiments on the network equipment, including, in some embodiments, service aware or DPI
based network equipment that has a relatively deep level of service activity control capability.
For example, using the embodiments described herein, and possibly also including some of the
activation and provisioning embodiments, it is possible to efficiently design and implement
custom ambient service plans that are different for different types of devices, different OEMs,
different VSPs, different distributors, or different user groups all using the same general
infrastructure, whether the service control policy implementation is accomplished primarily (or
exclusively) with networking equipment (network) based service control, primarily (or
exclusively) with device based service control or with a combination of both (e.g., hybrid device

and network based service control).
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[00403] As discussed herein, various VSP embodiments for performing one or more of
analyzing traffic usage and defining, managing service profiles or plans, dry lab testing service
profiles or plans, beta testing service profiles or plans, fine tuning service profiles or plans,
publishing service profiles or plaﬁs, or other .policy related settings can involve programming
settings in the network equipment and/or programming settings or software oﬁ the device. For
example, as discussed herein, the service processor settings are controlled by the service
controller, which can be partitioned to allow groups of devices to be controlled. As another
example, equipment in the network involved with network based service control, such as DPI
based gateways, routers or switches, can similarly be programmed to utilize various VSP

. embodiments to implement that portion of the service profile (or service aétivity usage control)
that is contrc;lled by network level functions, and it will be appreciated that substantially all or all
of the service activity control for certain embodiments can be accomplished with the network
functions instead of the device. Continuing this example, just as the device service processor
settings control functions of the service processor can have a group of devices that are
partitioned off and placed under the control of a VSP, various VSP control embodiments can
paﬁifion off a group of devices that have service usage activity controlled by the networking
equipment, including, in some embodiments, sophisticated service aware DPI based service
control equipment, to achieve similar objectives. It will be appreciated that the discussion'ﬁerein
regarding service controller design, policy analysis, test, publishing 4835, and the discussion
regarding device group, user group and other VSP related embodiments, should be understood as
applicable to various embodiments described in view of device based services control, control
assistance and/or monitoring, or network based services control, control assistance and/or
monitoring, or a combination of device based services contrbl, control assistance and/or
monitoring and network based services control, control assistance and/or monitoring. The
various embodiments described herein related to service activation and provisioning also make
apparent how the programming of network equipment service control, service control assistance
and/or monitoring can be implerhented prior to and following activation of the device. It will
also be appreciated that the VSP capabilities described herein can also be applied to those
devices that have services controlled by, provided by and/or billed by the central provider, so
these techniques can be applied to central provider service embodiments, MVNO embodiments

and other embodiments.
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[00404] Open Develbpmeﬂt System for Access Services — SDK

[060405] In some embodiments, an SDK is provided that allows developers, such as device
manufacturers, service providers, MVNO, MVNE and/or VSPs, to develop various service
processors (e.g., different versions of the service processor 115) for various devices (e.g., various
types of devices 100) and corresponding service controllers (e.g., different versions of the service
controller 122) for various types of services and network environments. For example, a device
manufacturer can use the SDK to develop a new service processor for their new device (e.g.,
mobile phone, PDA, eBook reader, portable music device, computer, faptop, netbook, or any
other network accessible device). The device manufacturer can also preload/preinstall their new
service processor on their new devices. In this example, users of the new device would then be
able to utilize the new device to access network based services using the new service processor,
which communicates with the deployed new service controller, as similarly discussed herein in
various embodiments. For example, the device can be preinstalled with the new service
processor to provide ambient services, as similarly discussed herein in various embodiments.

For example, the SDK can allow for substantially similar service processors to be installed on
similar and/or different devices thereby minimizing any unnecessary differences between service
processor elements for device assisted services. In some embodiments, for ambient services for
a gfoup of devices, or devices associated with a certain service provider, a set of numbers (é.g.,
dummy numbers) can be assigned for use for attempting access via the access network using a
new device that is not yet otherwise subscribed for service. In some embodiments, the set of
(dummy) numbers used for ambient access by the device can also be used for associate of the
device with a service provider or a type of device (e.g., eReader or some other type of network
accessible device), and upon activation, the service provider assigns a real number for the
activated device (e.g., which can be provided at the time of manufacture of the device, point of
sale of the device, or after the point of sale of the device, such as upon activation of the device).
For example, ambient access of the device can use the device ID, SIM ID, assigned phone (real
or dummy) number, and/or other information associated with the device for assigning

appropriate service control and service policy/profile for the device.

[60406] In some embodiments, the service processor 115 is distributed as an SDK to any

device that the central provider or the VSP desires to offer services with so that the service
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processor 115 can be efficiently designed or adapted by the device OEM, ODM or manufacturer
for operation on the service network. In some embodiments, the SDK includes either a complete
set of service processor 115 agent software designed for and/or tested for the OS (Operating
System) and processor set being used on the device, or a mature reference design for the OS and
processor set being used on the device, or a less mature reference design (potentially for the
same OS and/or processor set or a different OS and/or processor set being used on the device)
that the OEM (Original Equipment Manufacturer) ports to the desired OS or processor set, or a
basic set of example software programs that the OEM or ODM (Original Design Manufacturer)
can use to develop software compatible with the service, or a set of specifications and
descriptions (possibly forming an interoperability standard) of how to design the software to be
compaiible with the service. In some embodiments, the SDK includes a set of OEM lab test
procedures and/or test criteria to ensure that the implementation of the service SDK is
compatible with the service and will operate properly. In some embodiments, the SDK includes
a set of network certification test procedures and/or test criteria to ensure that the implementation
of the service SDK is compatible with the service and will operate properly. In some
embodiments, the certification procedures are approved for testing by the OEM, th;a central
provider, the VSP and/or a trusted third party. For example, the central provider is typically in
control of the SDK and the test procedures, but others can be in control. In some embodiments,
the test procedures are at least in part common across multiple central provider networks. In
some embodiments, the SDK concept is extended to include one or more modem modules where
one or more of-the SDK embodiments described above is combined with a standard reference
design or a standard hardwaré sales package for one or more modems so that the entire package
forms a turn-key product that allows a device manufacturer, central provider, VSP or other entity
bring new devices or device applications onto the central provider network possibly in
combination with other networks in a manner that requires less engineering time and resources
and less network certification time and resources than would be required in some designs that do
not use this standard SDK plus module approach. For example, the standard SDK plus module
product embodiments can be pre-certified and tested with one or more central providers to
further reduce development time and expense. The standard SDK plus module embodiments can
also use a multi-mode modem (e.g., modems based on a multimode CDMA, EVDO, UMTS,

HSPA chipset as in the Gobi global multimode chipset product or modems based on other

Attoney Docket No. RALEP004 173 PATENT

Page 592 of 754



recently announced LTE plus HSPA chipsets, WiMax plus Wi-Fi chipsets or LTE plus EVDO
chipsets) and a multi-mode connection manager agent so that the same SDK plus modem

embodiment may satisfy a wide range of applications for many service providers around the

A world.

[00407]) In some embodiments, at the time of manufacture, the device is associated with an
MVNO. For example, the MVNO can provide an ambient service that provides a service
provider clearing house, in which the device can access a network in ambient access mode (e.g.,
a wholesale MVNO connection through the access network) for purposes of selecting a service
provider (e.g., a VSP, MVNO or carrier). Based on the service provider selection, the device

credentials and/or service processor are reprogrammed and/or new software is

- downloaded/installed to activate the device with the selected service provider, as described

herein for provisioning the device and the account on that service provider network (e.g., the
ATS can track such activation, for example, for revenue sharing purposes, as an activation

incentive fee).

[00408] In some embodiments ATS is implemented entirely in the network as described
below. At the time of ménufacture or at sometime during device distribution, the device master
agent programs a unique credential in the device that cannot be re-programmed or removed (or is
difficult to re-program or remove) and that can be recognized and recorded by the network at the
time of activation or at some other time. In this manner, even if other, possibly primary, device
credentials are reprogrammed or removed, there will still be a credential that is associated with
the device master agent. The ATS process can then be implemented by using a database search
function to scan through the database of activated devices to form a list of devices that have been
activated for the purpose of master agent reconciliation. Example credentials that can suffice are
MEID, hardware MAC address, and/or serial number, that are picked up and recorded by the

service provider or other service entity at time of activation or before or after activation.

[00409] lnferface Server Overlay for Billing/IPDR Feed Mediation

[00410] Figure 50 illustrates a network architecture including a billing to service
controller interface for accommodating minimum changes in existing central billing, AAA

and/or other network components in accordance with some embodiments. As shown, the central
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billing system 123 includes a mediation, customer service and billing databases; historical usage,
billing systems component 5010 and. a billing to service controller interface component 5020.
For example, the billing to service controller interface cémponent 5020 allows for the central
billing system 123 to efficiently communicate with the service controller (e.g., service controller .

device control system 4825).

[00411] In some embodiments, an interface server (e.g., the billing databases, historical
usage, billing systems component 5010 and/or the billing to sefvice controller interface
component 5020) is provided that reads the IPDRs, service profile and/or service plan
information stored in the billing and/or service record database(s). In some embodiments, the
interface server performs these functions in a manner that is compatible with communication
formats of the billing and/or service record database(s) so that little or no changes are required in
the configuration, communication formats or software of the existing central billing, AAA and/or
other network components. In some embodiments, the interface server (e.g., including the
billing databases, historical usage, billing systems component 5010 and the billing to service
controller interface component 5020) is co-located with the central billing system components as
shown, or in other embodiments, the interface server is located elsewhere. For example, the
interface server can be located close to or within the components that comprise the service

controller or anywhere else in the network.

[00412] In some embodiments, the interface server performs certain communication

N protocol translation or data format translation required to interface the information stored in the
billing and/or service record database(s) to the service controller functions so that the central
billing system 123 and other existing components in the network do not need to change much (if

~ atall) to enable the service controller and service processor to implement device based/assisted

service control. In some embodiments, the central billing system 123 or other network
components are not required to be aware of the service control functions being implemented by
the service controller or service processor, because the interface server acquires the network
based information needed by the service controller and/or service processor while requiring little
or no specialized awareness, communication, data formatting, user interfacing, service profile
processing or service plan processing on the part of existing billing, database or networking

components. In this type of overlay approach, various embodiments described herein can be
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used to quickly upgrade the capabilities of existing networks for new devices while minimizing

the required changes to the existing network that supports legacy devices.

[00413] - For example, a new ambient service plan can be implemented within the central
billing system 123 that is associated with a zero or low cost billing plan and a usage limit (e. g:,
ambient service) that may be difficult or impossible to support in a manner that would result in
high user satisfaction and a high level of control for service cost and service policy definition.
Even if the central billing system 123 is not highly involved in the process, the zero or low cost
- plan can be implemented in a manner that results in high user satisfaction and a cost controlled
.service by using the service controller and/or service processor and the interface server to V
implement thg ambient services access control, service usage control, user interface, service
usage notification, transaction billing or bill by account functionality. For example, this
approach can be implemented by reading the service plan and/or service policy settings for a
device in the central billing database using the interface server, looking up the corresponding
service policy, user notification policy, transaction billing policy and bill by account policy
associated with the particular service i)roﬁle or service plan, and then implementing the policies
with the assistance of the service controller and/or service processor. Similarly, in another
definition, multiple tiers of service control and user notification policies can be added to any
number of new service profiles or service plans that would not otherwise be supported with the
central billing system 123 and other network components, all with minimal or no modifications

to the pre-existing network and billing system.

[00414] Another embodiment calls for receiving a standard IPDR feed from central billing
123 or another network component just like an MVNO would. For example, the interface server
function can be located in the central billing system, service processor or elsewhere in the
network. This provides the IPDR records for service usage policy verification and service usage
notification synchronization with little or no need to modify existing billing or network

apparatus.

[00415] In some embodiments, duplicate the IPDRs are sent from the network equipment
to the billing system and/or network management system that are currently used for generating

service billing or are used for device management or network management. In some
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embodiments, duplicate records are filtered to send only those records for devices controlled by
the service controller and/or service processor. For example, this approach can provide for the
same level of reporting, lower level of reporting, and/or higher level of reporting as compared to

the reporting required by the central billing system.

(00416] In some embodiments, a bill-by-account billing offset is prczvided using the
interface server. For example, bill-by-account billing offset information is informed to the
billing system through an existing data feed and by updating the billing database using the
interface server. In some embodiments, transaction billing is provided using the interface server.
For example, transaction billing log information is provided to the billing system through an

existing data feed and by updating the billing database using the interface server.

[00417) In some embodiments, existing/new service plan choice screens are displayed to
the user, a user choice or decision/input is confirmed for a selected service plan, and then the
service is implemented upon confirmation of the billing system update for the new service plan.
In sbme embodiments, the service is implemented upon the user selection of a new service plan
and then retracted if not confirmed as updated by the billing system within a certain period of
time. In some embodiments, the new service plan information is updated in the billing system

through an existing data feed or by updating the database using the interface server.

[00418] Integrated Service Control
[00419] Figure 51 illustrates a network architecture for locating service controller device

control functions with AAA and network service usage functions in accordance with some
embodiments. As shown, an integrated device service control, AAA, device usage monitoring
system 5110 is provided that integrates service controller functions (e.g., service controller
device control system functions 4825 of Figure 48) with access network AAA server 121

functions and network (e.g., real-time) service usage 118 functions.

[00420] F igure 52 illustrates a network architecture for locating service controller device
control functions in the access transport network in accordance with some embodiments. As
shown, the service controller device control system 4825 is located in the access transport

network 415, or in some embodiments, in the 4G/3G/2G RAN gateways 410 (as indicated by the
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dashed line with the arrow), or alternatively, in the 4G/3G/2G transport gateways 420 (as
indicated by the dashed line with the arrow).

[00421] Figure 53 illustrates a network architecture for locating service-controller device
control functions in the radio access network in accordance with some embodiments. As shown,
the service controller device control system 4825 is located in the radio access network 405, or in
someA embodiments, in the 4G/3G base station(s) 125 (as indicated by the dashed line with the

arrow), or alternatively, in the 3G/2G base stations 125 (as indicated by the dashed line with the

arrow).
{00422] Ambient Services
[00423] In some embodiments, improved and simplified processes for provisioning a

device or user for service on a central provider network, an MVNO network or a virtual service
provider (VSP) on the central provider network are provided. In some embodiments,
provisioning includes one or more of the following: a process or result of assigning,
programming, storing or embedding into the device and/or network a set of credentials, or
otherwise providing the credentials to the user; the credentials being at least in part carried on the
device or with the user; and/or at least a portion of or a counterpart to the credentials being stored
or recognized by the network so that the various network elements responsible for admitting the |
device access to the appropriate service activities do so once the device or user service is active.
As an example, the credentials can include one or more of the following: phone number, device
identification number, device security signature or other security credentials, device
identification and/or security hardware such as a SiM, device type identifier, one or more IP
addresses, one or more connection MAC addresses, any other address ideniiﬁer, device service
owner or VSP identifier, device OEM, device distributor or master agent, and/or any other
information the network can use for admission control, authorization control, identifying the
device with a service profile, identifying the device with an initial activation or ambient
experience, identifying the device with a service plan or authorized set of service activity
capabilities, identifying the device with a service provider or service owner, identifying the
device with an OEM or master agent, identifying the device with a distributor or master agent, or

identifying the device with a user group or user. In some embodiments, provisioning includes
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assigning, programming or embeddi}xg into the device and/or network the information to define
the level of service activity, referred to as a service profile, that the device is authorized to
receive. In some embodiments, provisioning also includes establishing the device settings and/or
network settings to define an ambient activation experience in which the device user receives a
set of services after (e.g., within a short period of time after) purchasing or otherwise obtaining
or installing the device whether the device has or has not been registered and activated with the

device user or device owner.

[00424] In some embodiments, the ambient experience is the user experience that is
available at the time the device is sold in the event the user has not yet signed up for a service
plan. For example, the ambient experience is defined by an ambient service profile, an ambient
service plan and/or the other service usage activity control policies in effect in the network, on
the device, or a combination of both. For example, if the device service processor is used in
large part to define the ambient service profile, then the initial provisioning and activation
settings in the service processor, and possibly the service controller, can define the user service
upgrade offering choices, network destination access control possibilities, traffic control policies,
mobile commerce transaction capabilities (e.g., which transaction websites, WAP sites or portals
the user can access to purchase information, content, music, games and/or eBooks), possibly free
news or weather or other modest bandwidth Inte_rnet services that are provided free of charge to
entice the user into using/upgrading the service or using the transactions or viewing
advertisements, what advertisements are displayed to the user or what advertisement based
websites the user is exposed to, certain applications may have access while othérs are blocked
(e.g., Internet based text services have access but email downloads do not), or other example
service capabilities. It will be apparent to one of ordinary skill in the art that allowing all of
these services, and blocking other ambient user servicé attempts (e.g., unpaid large file size
Internet downloads or uploads or movie viewing or other access that would consume bandwidth
and cause the ambient service to be a potential source of losses for the service provider) is made
possible by the service profile control capabilities of the service processor and/or the service
controller. The bill by account embodiments, as discussed herein, in which each service activity
can, for example, be separately tracked with the service monitor and other agents and server
functions to produce a billing offset that allows categorization and mediation of different billing

entities (accounts) provides the capability for the service provider to individually account for the
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costs of each ambient service element. This allows business models wherein the free access to
the end user is paid for or partially paid for by one or more service provider partners who are
billed for service access using the bill by account capabilities (e.g., the transaction partners pay
for user access to their transaction experience and perhaps pay a revenue share for transaction

billing, the advertising sponsored website partners pay for their access service share).

[00425] While the service control capabilities of the service processor and the bill by
account service cost sharing and transaction revenue sharing in some cases can create a
proﬁtablé ambient business model, in other cases, the ambient services can be a potential source
of losses for the service providér. Accordingly, in some embodiments, the ambient service
capabilities can be modified over time to reduce service cost to the service provider or VSP
based on a variety of decision factors. For example, the user can have one level of traffic control
for a period of time, and if the user has not signed up for service by the end of the period, the
ambient service access is reduced by changing the service control policy settings in the service
processor, and the service level can be further reduced over time if fhe user continues to not sign
up for service or the user does not create much transaction revenue. As another exampl.e, the
recursive throttling algorithms discussed herein can be utilized to one or more of the service
activities offered in ambient service mode so that the user experiences what full speed service is
like, and if the user continuies consuming appreciable bandwidth with the service ac—tivity, then
the activity is throttled back to reduce costs. In these examples, the service processor or service
controller can issue the user a notification explaining that their service is currently free so their
usage is being throttled, and if they desire to receive better service, service plan upgrade offers
can be delivered to the UL It will now be apparent to one of ordinary skill in the art that the
various ambient service parameters, including the provisioning and activation processes used to
create the ambient service activation, can also be managed by the VSP apparatus and processes
described herein. For example, this allows the same service controllers and service processor
solutions to be used to define a wide range of ambient experiences for various device groups or

user groups that are controlled by different VSPs.

[00426] Similarly, rather than controlling the ambient service profile settings using the
VSP functions to control the service controller, service processor, provisioning and activation

settings, other embodiments call for the ambient service profile settings to be controlled by the
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network based service activity control equipment as similarly discussed herein. Depending on
the level of service control and service monitoring sophistication (e.g., highly advanced DPI or
service aware techniques), some, much, most or all of the above described ambient services
functionality can be implemented using network based service controls and the VSP

management and control embodiments described herein.

[00427] In some embodiments, a device is suspended based on inactivity, or the device is
placed in a suspended service state or suspended account state, so that the network does not get
bogged down with a significant number of devices and credentials that are inactive. For
example, this can also result in a portion of the device credentials being assigned back to an
available pool rather than reserved for that particular device (e.g., phone numbers if phone
numbers are scarce). The device account and/or activation state can be re-activated when the
device comes back online. For example, the suspend state can be a simple suspension of services
without changing the account status, in which case the re-activation process can be automatically
completed as a subset or entire set of the activation sequence that occurs when the device is
initially used as described herein. The suspend state can also involve changing the account status
to inactive, in which case the re-activation process can automatically reconfigure the account
status back to an active state when the device re-accesses the network. For example, the suspend
state can involve de-assigning or possibly re-claiming a portion of the device credentials. If a
portion of the credentials are de-assigned, then when the device re-accesses the network

credentials can be automatically re-assigned as described in various embodiments described

herein. -
[00428] Network Based Service Monitoring, Notification and Control
[00429] In some embodiments, as described herein, it is desirable to implement some or

all of the deep service usage monitoring, service control or control assistance, or service
notification or notification assistance associated with a service profile in network apparatus
rather than in the device, or to implement some of the deep service monitoring, control, control
assistance, notification or notification assistance in the device and others in the network. This is
the case, for example, in a mixed network in which some devices have some, or at least one, or

all of the service processor capabilities discussed herein, but other devices do not have as much
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or any of the service processor capabilities. Another example is for networks or devices that do
not have any service processof capabilities or where it is desirable to do all of the service
monitoring, control and notification in the network rather than the device. As described below,
Figures 54 throUgﬁ 63 depict various embodiments for combinations of device based service
monitoring, control or control assistance, usage notification or usage notification assistance
and/or network based service monitoring, control or coritrol assistance, usage notification or

usage notification assistance.

[00430] Figure 54 illustrates a network architecture for locating service controller device
control functions with AAA and network service usage including deep packet inspection
functions in accordance with some embodiments. As shown, an integrated device service
control, device usage monitoring system 5410 is providpd that integrates service controller
functions including a deep packet control (DPC) policy implementation function 5402 with
access network AAA server 121 functions and network real-time service usage 118 functions. In
the following discussion, it is understood that the AAA server 121 function can be re-located to
another point in the network or network equipment partitioning with no loss in generality. It is
also understood that many of .the functional partitions described for the various embodiments

- within integrated device service control, device usage monitoring system 5410 can be re-drawn
with no loss in applicability, function or generality. Finally, it is understood that one or more of
the functional elements described within the integrated device service control, device usage
monitoring system 5410 can be removed for simplified embodiments and that not all the

functionality described herein is necessary in some embodiments.

[00431] .In some embodiments, the integrated device service control, device usage
monitoring system 5410 provides for network based service monitoring or control that satisfies
various network neutrality and/or privacy requirements based on indication(s) received from the
device or user (e.g., user input provided using the device Ul using the service processor 115; user
input provided through another website, WAP site or portal; or user input provided through the
service contract where the user agrees to the monitoring and/or service control levels) and
network based service control using a DPI service monitor 5412 and/or the DPC policy

implementation 5402.
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[00432} In some embodiments, the integrated device service control, device usage
monitoring system 5410 provides for network based service monitoring or service control that
satisfies various privacy requirements using indication(s) received from the device or user (e.g.,
user input provided using the device Ul using the se&ice processor 115; user input provided
through another website, WAP site or portal; or user input provided through the service contract
where the user agrees to the monitoring and/or service control levels) and network based DPI
service usage monitoring or DPC policy implementation using the DPI service monitor 5412 or
DPC policy impleméntation 5402 as described below. In some embodiments, the DPI service
monitor 5412 and/or DPC policy.implementation 5402 include a secure database for storing
service monitoring and CRM information for each device/device user. In some embodiments,
the DPI service monitor 5412 and/or DPC policy implementation 5402 can be integrated with the
integrated device service control, device usage monitoring system 5410 (as shown) or provided
within a separate router, server, and/or software/hardware implemented function that is in secure
communication with the integrated device service control, device usage monitoring system 5410
and/or other network elements based on the network architecture. In some embodiments, a
secure data store, such as a secure database, is not integrated with the DPI service monitor 5412
or DPC policy implementation 5402 but is in secure communication with the DPI service '
monitor 5412 or DPC policy implementation 5402, the integrated device service control, device
usage monitoring system 5410 and/or other network elements depending on the architecture
(e.g., a billing server or any other netWork element). In some embodiments, the user selects
limits and/or restrictions on who can access remotely stored service usage history and/or other
CRM/privacy related data (e.g., CRM/privacy gatekeeper settings), and, for example, other
network elements and/or network administrators access to such data can be limited and/or
restricted accordingly. For example, access to such stored service monitoring and CRM
information can require certain security credentials and/or using various other well known secure

data storage techniques, such as the various secure storage techniques described herein.

[00433} In some embodiments, the secure database possessing user service usage
information that is considered sensitive and has not been approved for distribution by the user
can be made unavailable to the credentials possessed by network managers or network functions
except, for example, for emergency service situations of government mandated monitoring needs

where special credentials are brought out of secure storage that are not normally available. In
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some embodiments, rather than the user selecting limits, a certain set of restrictions are assumed
unless the user selects information filtering settings that allow more information to be shared
with the network functions, network administrators or service provider partners. In some
embodiments, the information is filtered to remove information thought to be sensitive but still
transmits service usage information needed for monitoring network services or other important
parameters. For example, the website destinations a user is visiting can be classiﬁed with
generic identifiers that are not decodable or the individual website information can be completely

removed. Many other examples will be apparent to one of ordinary skill in the art.

[00434] For example, the stored service monitoring and CRM information can also be
organized into groups to define group CRM profiles to store service monitoring information for
every user indexed by the user credentials (e.g., such groups can also be used for various VSP
related functions, as described herein). The DPI service monitor 5412 or DPC policy
implementation 5402 also uses the secure storage to store service monitoring information for
each user indexed by the user credentials or another aspect of the device identifier or address
assignment (e.g., [P address or MAC address). In some embodiments, a CRM information
manager (€.g., a supervisor program executing on the integrated device service control, device
usage monitoring system 5410) communicates with the other network functions and provides
filtered service usage aﬁd CRM information according to CRM filtering rules for each user or for
groups of users. In some embodiments, the filtered CRM data can be made available using
secure corﬁmunications with other networking equipment by the integrated device service
control, usage monitoring system 5410. In some embodiments, the filter settings for some users
allow more information to be shared from the secure service usage information than others due

to the differences in user preference settings and/or service plan agreements.

[00435] In some embodiments, user privacy preference information is used to determine
the privacy filter settings, which are securely implemented by the integrated device service
control, device usage monitoring system 5410. For example, service CRM filter settings can be
received at the time of service contract sign up (e.g., service plan selection) and/or allow the user
to log into service preferences web page to change settings (e.g., without involving any
interaction with local software on the device). As another example, software on the device (e.g.,

including the service processor 115) can be used for selecting user CRM/privacy preferences,
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which are securely communicated to the integrated device service control, device usage
monitoring system 5410 (e.g., the device can include credentials that can be verified to allow for
selection/modification of CRM/privacy preferences or other user based preferences securely
maintained in a network server, such as the ihtegrated device service control, device usage
monitoring system 5410 or another network element, such as shown in various other
embodiments described herein). In these examples, the filtered CRM data is available from the
integrated device service control, device usage monitoring system 5410 for other network
components over a secure or open communication link. In another example, user CRM/privacy
preferences are input using a web server hosted by the integrated device service control, device
usage monitoring system 5410 or the central billing system 123. In another example, software
on the device (e.g., including the service processor 115) can be used for securely communicating
user preference decisions to an intermediate server that acts as a device manager and
intermediate server for devices or device groups and the integrated device service control, device

usage monitoring system 5410.

[00436] In some embodiments, the integrated device service control, device usage
monitoring system 5410 provides for network based service control as described below. In some _
embodiments and similar to the above described network based CRM filtering embodiments, the
DPI service monitor 5412 or DPC policy implementation 5402 includes secure storage (e.g., a
secure database) for storing service monitoring information (e.g., based on user
selections/preferences), and the DPC policy implementation 5402 performs traffic
shaping/throttling algorithms for each user based on the stored service monitoring information
from DPI service monitor 5412. For example, network based DPI traffic inspection by the DPI
service monitor 5412 can use the secure storage to save service monitoring information for each
user indexed by the user credentials or other parameters, such as IP address or other network tag.
As another example, the DPC pqlicy implementation 5402, for example, which can be
supervised by policy management server 1652 as described herein with respect to various other
embodiments, can implement service usage history statistical analysis inside the secure storage
and maintain a service usage history analysis for each device/user and/or perform various traffic
shaping and/or throttling algorithms based on various device, user selected and/or service plan
related settings (e.g., for network neutrality purposes) allowing for various higher level service

usage goals for one or more users, as similarly described herein with respect to various device
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based service usage monitoring embodiments (e.g., except for certain encrypted network traffic
flows or application related flows for which traffic control generally needs information from the

application level and/or content specific traffic control).

[00437] In some embodiments, input is collected on how to implement service control
(e.g., from the user of the device). For example, such input can be determined based on one or
more of the following: a service plan choice for the de\fice; input provided by a user via a
website (e.g., web based portal) for indicating changes to service control policies, as similarly
described above; input provided by a user via the device (e.g., including the service processor
115), which securely communicates the input to the DPC policy implementation 5402, for
example, which can be supervised by the policy management server 1652; and input provided by
a user via the device (e.g., including the service processor 115), which securely communicates
the input to an intermediate server for the DPC policy implementation 5402, as similarly
described above. In some embodiments, such service control is based on various algorithms as
described herein that identify the heaviest usage service activities and recursively control the
speed for those activities while leaving certain others unaffected, and in a manner that is
specified or selected by the user to ensure network neutrality. In some embodiments, the user is
offered a choice for controlling service usage and/or selects an algorithm that controls all
activities equally/neutrally (e.g., based on selected user preferences). For example, by
implementing service control algorithms that are network neutral (e.g., throttling all activities —
equally or throttling the highest usage algorithms without singling out certain activities for
throttling unless they satisfy certain network neutral usage history or usage statistics criteria), or
that are approved, selected or otherwise specified by the user, network neutral traffic control or

service usage control can be maintained.

[00438] In some embodiments, the DPI service monitor 5412, possibly in conjunction
with the service usage notification 5420 and/or service history server 1650, provides service
usage/service cost (e.g., a real-time service usage counter) related notifications to the device
based on user preferences, as similarly described above with respect to various device based
service usage/service related notification embodiments. For example, the DPI service monitor
5412, for example, in conjunction with the service usage notification 5420 and/or service history

server 1650, can perform service usage/service related notification algorithms based on one or

Attomey Docket No. RALEP004 186 PATENT

Page 605 of 754



more of the following: service plans, device settings, and/"or user selected preferences (e.g., such
notification messages can be securely communicated to the device and/or to the device via an
intermediate server). For example, the policies that govern how the user is notified of service
usage or service cost can be determined by the policy management server 1652 and/or the
sefvice usage notification 5420. As another example, user acknowledgements of important
notification messages and/or user choices related to important service usage decisions can be
requested, as similarly discussed above with respect to device based service usage/control
embodiments, which can then be communicated to the central billing system 123 as confirmation
for any such important notification messages (e.g., related to service usage overage charges
and/or confirmation of service upgrades). In some embodiments, various other service usage
algorithms related to service ﬁsage and/or éervice cost forward projections described herein with
respect device based service usage forward projection embodiments are performed in the
network, such as by the integrated device service control, device usage monitoring system 5410,
and such forward projections can then be communicated to eac;h respective device as service
usage nbtiﬁcation messages (e. g., using a push based approach (initiated in the network) and/or
pull based approach (initiated by a request from the device)). For example, these embodiments
for projected service usage methods, as described herein, can be helpful for determining when
the user is using services in a manner that will cause the user to run over a service limit so that
the user can be notified, or the service can be controlled or throttled if the user has selected a

control or throttling option.

[00439] In soﬁae embodiments, one or more intenﬁediate servers are provided for
workload balancing and/or off-loading the integrated device service control, device usage
monitoring system 5410 and perform one or more of the functions described above with respect
to various embodiments of the integrated device service control, device usage monitoring system
5410. In some embodiments, service plans, device settings, and/or user selected preferences are
used to associate each device/user with a preprogrammed profile to more efﬁcieﬁtly associate
such devices/users with their selected service plans, device settings, and/or user preferences. For
example, the process of setting a service profile for a given device can be determined by
assigning the device to a service flow that has the pre-defined service profile and is shared with
other devices within the integrated device service control, device usage monitoring system 5410

rather than individually processing the service flow manipulations for each device. In some

Attomey Docket No. RALEP004 187 PATENT

Page 606 of 754



embodiments, the act of provisioning and activating a service profile for a given devices involves
setting up the service flow definition and identifier within the integrated device service control,
device usage monitoring system 5410 (if it is not already set up) and then assigning the routing
of the device credentials to fhat service flow identifier. User preferences can, for example, be
accounted for by assigning the device service flow to one of several pre-defined profiles based
on user preferences that are all supported under the same service plan. For example, one service
flow profile can call for service usage notification but no control under the same service plan as
another service flow profile that calls for less notification but active service usage control to

maintain user costs to a monthly post-pay limit.

[00440] In some embodiments, the bill by account function is implemented in the context
of the integrated device service control, device usage monitoring system 5410 or other network
based system embodiments described herein. For example, the DPI service monitor 5412, in
some cases in conjunction with service history server 1650, can operate in conjunction with bill
by account policy settings stored in the billing event server 1662 so that service activities are
divided into the account classifications defined by the service profile settings. The bill by
account feeds can then be sent to the billing system or to an intermediate billing event
aggregation server that collects this type of deep packet inspection generated information from
one or more intégrated device service control, device usage monitoring system 5410 units to
aggregate and format the information in a manner that may be used by the central billing system
123. In some embodiments, the bill by account information collected in a network box like the
integrated device service control, device usage monitoring system 5410 is augmented by bill by
account information collected on the device as described herein, and any intermediate server that
can be used to aggregate and format these bill by account feeds for the central billing system

deals with both types of data, from the network and from the devices.

[00441] As shown in Figure 54, in some embodiments, integrated device service control,
device usage monitoring systefn 5410 includes the service control server link 1638, which, for
example, can be used as described above (e.g., with respect to Figure 16 and other embodiments
described herein) to communicate with device service processors 115. In some embodiments,
billing server 1662 within integrated device service control, device usage monitoring system

5410 detects service usage events reported by DPI service monitor 5412, in some cases in
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conjunction with service history server 1650, generates a billing event that can be recorded or
transmitted to the central billing systelﬁ 123. In some embodiments, billing server 1662 receives
information from device billing agent 1695 and/or device service monitor agent 1696 and
transmits the device service usage billing events to the central Billing system 123. In some
embodiments, certain billing events that are advantageously collected in the network (e.g., DPI
service monitor 5412 and/or billing event server 1662) are combined with certain billing events

~ that are advantageously collected on the device (e.g., service monitor agent 1696 and/or billing
agent 1695), and both sources of billing information are transmitted to the billing system 123.
Similarly, in some embodiments, certain service usage information is collected with service
usage monitor agent 1696, and that information is combined with service usage information
collected from DPI service monitor 5412 andfér service history server 1650 and/or service usage -
118. In some embodiments, certain service aspects are controlled using network based DPC
policy implementation 5402, in some cases in conjunctidn with or supervised by network based
policy management server 1652, and other service aspects are controlled using device based
policy implementation agent 1690, in some cases in conjunction with or supervised by policy
control agent 1692. As will now be apparent to one of ordinary skill in the artvin view of the
numerous embodiments described herein, many hybrid approaches to service usage monitoring,

- service control, service notification or service billing can be accomplished with some aspects of
the policy, notification, control, monitoring or billing being implementedfperfomied on the
device apparatus described herein and others implemented/performed on the network apparatus
described herein. The presence of access control integrity server 1662 and many other service
control verification embodiments described herein make it apparent that the integrated device
service control, device usage monitoring system 5410 embodiments also provide for affirmative
verification of whatever functions are implemented on the device. It will also be apparent that
all of the above combinations of device and network functions, and many others, can be
accomplished in ways that are network neutral and/or protect user privacy preferences by
implementing the service control algorithms in a network neutral manner and/or receiving user
preference input on how to implement service control, and by maintaining service usage and
CRM information security and filtering on both the device 100 and the network based integrated

device service control, device usage monitoring system 5410.
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[00442] In some embodiments, the integrated device service control, device usage
‘monitoring system 5410 facilitates or plays a part in automated provisioning and activation of the
devices as similarly described above with respect to various device based automated
provisioning and activation embodiments. In some embodimenté, the activation server 160 is
integrated into or partially integréted into device service control, device usage monitoring system
5410. |

[00443] In some embodiments, the integrated device service control, device usage
monitoring system 5410 facilitates ambient services as similarly described above with respect to

various device based ambient services embodiments.

[00444] In some embodiments, the integratéd device service control, device usage
monitoring system 5410 facilitates VSP and ODI solutions as similarly described above with

respect to various device based VSP and ODI embodiments.

[00445] Various other network architectures for network based service control inéluding
deep packet inspection functions can similarly be used as will be apparent to one of ordinary skill

in the art in view of the various embodiments described herein.

[00446] Figure 55 illustraies another network architecture for locating service controller
device control functions with AAA and network service usage including deep packet inspection
functions in accordance with some embodiments. As shown, the service processor 115 is not
present on the devices 100, and the integrated device service control, device usage monitoring

system 5510 performs all service monitoring, service control, billing, and notification functions.

[00447] Figure 56 illustrates a 4G/3G/2G DPI/DPC enabled gateway in accordance with
some embodiments. As shown, a 4G/3G/2G DPIV/DPC enabled gateway 5610 (e.g., implemented
in either gateway 420 or gateway 410 or a combination of both) where the conventional service
gateway functions 5616 (e.g., routing, switching, protocol translation/tunneling, charging data
function (CDF), charging gateway function (GCF), mobility management, and/or
suspend/resume) are combined with one or more of the following embodiments and integrated
into one or a combination of the service gateways (e.g., RAN and/or transport gateways): DPI

service monitor 5412, service history server 1650, device usage 118, DPC policy implementation
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5402, policy management server 1652, user notification 5618,Vbi11ihg event server 1662, access
control integrity server 1654; service control service link 1638, data plane /O 5612 (e.g., used to
represent the 1/O port(s) for the gateway), and/or DPI/DPC gateway controlAplane link 5622 (e.g.,
used to represent the control plane network channel connecting the above elements to other
network equipment and in communication with gateway control communication 5620). The
packet processihg architecture shown in this figure calls f01; a multi-point to multi-point
backplane bus scheme, but it will apparent that other data path conﬁgurationé are poésible
including serial. As will also be apparent, the above described configuration can also be applied
to either the transport gateway 420 and/or the RAN gateway 410. As mentioned above, it is
possible to maintain a secure storage on the 4G/3G/2G DPI/DPC gateway 420 or 410 that
requires secure credentials to get into so that user privacy is protected and service usagé
information or CRM information is filtered according to user preférences prior to sending to
another network function or network manager, and the same allowances can also be applied for
emergency or government monitoring purposes. Network neutrality can also be maintained in
this configuration by maintaining network neutrality in the service control algorithm and/or
soliciting user input on how to control service usage just as discussed above for other network

service control implementations or as discussed in the device based service control descriptions.

[00448] In some embodiments, the bill by account function is> implemented in the context
of the 4G/3G/2G DPI/DPC gateway 5610 embodiment or other network based system
embodiments described herein. For example, the bill by account information can be completely
derived from the network box (e.g., 4G/3G/2G DPI/DPC gateway 5610) without assistance from
device based service monitoring or billing capabilities, or none may exist on the device. In this
example, the DPI service monitor 5412, in some cases in conjunction with service history server
1650, can operate in conjunction with bill by account policy settings stored in the billing event
server 1662 so that service activities are divided into the account classifications defined by the
service profile settings. The bill by account feeds can then be sent to the billing system or to an
intermediate billing event aggregation server that collects this type of deep packet inspection
generated information from one or 4G/3G/2G DPI/DPC gateway 5610 units to aggregate and
format the information in a manner that can be used by the central billing system 123. In some
erﬁbodiments, the bill by account information collected in a network box, such as the 4G/3G/2G

DPI/DPC gateway 5610, is augmented, refined or otherwise added to by bill by account
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information collected on the device as described herein and any intermediate server that can be
used to aggregate and format these bill by account feeds for the central billing system deals with

both types of data, from the network and from the devices.

[00449] - Figure 57 illustrates a network architecture including the VSP workstation server
4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420 in accordance with
some embodiments. As_ shown, the VSP workstation server 4910 i.s in communication with the
4G/3G/2G DPUDPC gateways 410 and/or 420, the Service Controller Design, Policy Analysis,
Test, Publishing System 4835, and/or other networking elements including possibly the central
billing system 123, the mobile wireless center 132 (HLR) and/or the AAA server 121 for the
purpose of provisioning and/or controlling settings in the 4G/3G/2G DPI/DPC gateways 410
and/or 420, the mobile wireless center 132 and possibly other equipment for the purpose of
implementing a portion of the VSP open partner functionality discussed herein. In Figure 57, the
4G/3G/2G DPY/DPC gateway 5610 functionality as shown in Figure 56 is implemented in the .
4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G DPI/DPC fransport gateway 420
-as similarly described above. For exalﬁple, the VSP functionality can also be used to set higher
level policies associated with the 4G/3G/2G DPIY/DPC gateway 420 or 410, such as provisioning
or activation profiles or policies, ambient service profiles or policies, and/or bill by account
service profiles or the other higher level service profile or service plan embodiments discussed
herein. In some embodiments, the provisioning aﬁd/or activation steps described herein involve
setting service policies in the 4G/3G/2G DPI/DPC gateway 420 or 410. In some embodiments,
ambient services or ambient activation involve setting up service profiles within the 4G/3G/2G
DPI/DPC gateway 420 or 410 that allow the desired activities and block the undesired activities.

. For example, these settings can be included as part of the open service provider partner

programming capabilities of the VSP workstation server 4910 embodiments.

[00450] Figure 58 illustrates another 4G/3G/2G DPI/DPC enabled gateway in accordance
with some embodiments. As shown, a 4G/3G/2G DPI/DPC gateway 5810 (e.g., implemented in
eeither gateway 420 and/or gateway 410) is provided in which the service processor. connection

(e.g., via service control server link 1638 as shown in Figure 56) is not present so that all service
monitoring, control, billing event collection and transmission, and notification are performed by

the 4G/3G/2G DPUDPC gateway 5610 (e.g., gateways 410 and/or 420).
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[00451] Figure 59 illustrates another network architecture including the VSP workstation
server 4910 m communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, the AAA
121 and the mobile wireless center 132 in accordance with some embodiments. As shown,
Fiéure 59 provides a network diagram‘corresponding to Figure 58, with similar functionality to
the embodiment shown in Figure 57, in which the service processors 115 are not present on the
devices 100. In Figure 59, the 4G/3G/2G DPI/DPC gateway 5810 functionality as shown in
Figure 58 is implemented in thé 4G/3G/2G DPI/DPC RAN gateway 410 and/or the 4G/3G/2G
DPI/DPC transport gateway 420 as similarly described above.

[00452] Figure 60 illustrates a 4G/3G/2G DPI/DPC enabled gateway and service _
controller device control system in accordance with some embodiments. In some embodiments,
enhanced network based service monitoring, control, billing and notification as discussed above
is implemented using a 4G/3G/2G DPI/DPC enabled gateway 6010 and service controller device
control system 6025 as shown. In some embodiments, the functions shown in the figure to be
inside of the service controller device control system 6025 have been moved from the 4G/3G/2G
DPI/DPC gateway 5610 of Figure 56 (e.g., or from gateways 410 and/or 420) so that they reside
in a separate server embodiment or other network equipment function separate from fhe
4G/3G/2G DPI/DPC gateway 6010. For example, this aréhitecture can be used when the
network equipment manufacturer desires to separate these functions or has an existing product
that it is desirable to upgrade by adding a separate box. As another example, this architecture
can be used when the 4G/3G/2G DPI/DPC gateway 6010 is not capable of keeping up with large
numbers of individual user profiles so it is desirable to go to a scalable server configuration in
which load balancing can be applied with a potentially more flexible programming environment
for implementing service policy management functions, statistical service history analysis
algorithms, service usage projection, and/or service control (or thro'ttlihg) algorithms. " In some
embodiments, a secure storage is provided on the 4G/3G/2G DPI/DPC gateway 6010 and/or the
service controller device control system 6025 that requires secure credentials to get into so that,
for example, user privacy can be protected and service usage information or CRM information
can be filtered according to user preferences prior to sending to another network function or
network manager, and the same allowances can also be applied, for example, for emergency or
government monitoring purposes. For example, network neutrality can also be maintained in

this configuration by maintaining network neutrality in the service control algorithm construction

Attomey Docket No. RALEP004 193 PATENT

Page 612 of 754



and/or soliciting user input on how to control service usage just as discussed above for other
network service control implementations or as discussed in the device based service control

descriptions.

[00453] Figure 61 illustrates another network architecture including the VSP workstation
server 4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, AAA 121
and mobile wireless center 132 in accordance with some embodiments. In Figure 61, the
4G/3G/2G DPY/DPC gateway 6010 functionality as shown in Figure 60 is implemented in the
4G/3G/2G DPIDPC RAN gateway 410 and/or the 4G/3G/2G DPI/DPC transport gateway 420,
as similarly described above, and which are in communication with the service controller device

coﬁtrol system 6025 as shown.

[00454] Figure 62 illustrates another 4G/3G/2G DPI/DPC enabled gateway and service
controller device control system in accordance with some embodiments. As shown, the
capability to communicate with the service processor 115 has been removed so that all service
monitoring, control, billing event collection and transmission, and notification are performed by
the 4G/3G/2G DPIY/DPC gatewéys‘ 6210 (e.g., implemented in gateways 410 and/or 420) in
conjunction with the service controller device control system 6225 without assistance from the

service processors 115.

[00455] Figure 63 illustrates another network architecture including the VSP workstation
server 4910 in communication with the 4G/3G/2G DPI/DPC gateways 410 and 420, AAA 121

" and mobile wireless center 132 in accordance with some embodiments. In Figure 61, the
4G/3G/2G DPI/DPC gateway 6210 functionality as shown in Figure 62 is implemented in the
4G/3G/2G DPI/DPC RAN gatewéy 410 and/or the 4G/3G/2G DPI/DPC transport gateway 420,
as similarly described above, and which are in communication with the service controller device

control system 6225 as shown.

[00456] As will be apparent to one of ordinary skill in the art, the above described
embodiments can be extended to include some or all of the functions depicted in the*4G/3G/2G

DPI/DPC service gateways of Figure 56 in the base station or base station controller 125.

[00457] Provisioning and Activation
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[00458] In some embodiments, automated provisioning and activation includes |
automation of one or more of the following functions: (1) programming device credentials or
partial credentials and recording them in a database (or providing same when they are
programmed into the device), (2) associating these credentials with the pfoper prbvisioning
and/or activation actions to be-taken on the device and in the network, (3j directing the device to
the proper activation function (e.g., activation server) sequence when it attempts to connect to
the network, (4) completing provisioning of the device, (5) programming the AAA, billing
system, gateways, mobile wireless center and other network equipment to the proper initial

device service control settings, and (6) establishing a service account for the device.

[00459]  In some embodiments, improved processes for activating service for a device or
user with a network service provided by a central provider network, an MVNO network or a
VSP on the central provider network are prbvided. In some embodiments, activation includes
(;ne or more of the following: a process or result of associating a service account with device or
user credentials; with the service account potentially further being associated with a service
profile defining the service activities that the device is authorized to access; creating or updating
a service usage or billing record and associating it with the service account to create a service
plan; and/or initiating service to the device or user in which the network equipment allows access
to the af)propriate level of service activities. In some embodiments, VSP embodiments include

the provisioning and activation apparatus embodiments of any or all forms.

_[00460] | In conventional mobile device provisioning systems, the provisioning and
activation process required to create a user service account and enable the device to access the
desired level of service activitieé can limit mass market, low cost or user friendly applications of
the device or service, because the process can often be cumbersome, time consuming and/or
expensive for the service provider, service owner, master agent (service distributor), MVNO,
VSP and/or user. Accordingly, the various embodiments for provisioning and activation
described herein si.mplify the provisioning and activation process for mobile devices. In some
embodiments, provisioning and activation for the device and/or the network accommodates a
wide variety of device types and service profile types, with the capability to perform the

provisioning and activation at a number of points in the manufacturing, distribution, sales and
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usage progression for the device, and the ability to either pre-activate before first device use or

very quickly activate during first device use (or during some later use of the device).

[00461] In sbme embodiments, as described herein, the term provisioning generally refers
to those actions/processes associated with programming the device with credentials or other
device settings or software installations used to later activate the device, as well as, in some
embodiments, creating database entries and other credential associations in the network so that
the network and/or device have the information used to recognize the device or credentials and
implement the service policies in the service profile and/or service plan once the service profile
and/or service plan are activated. In some embodiments, as described hereih, the term activation
generally refers to the process of creating or selecting the service plan and/or service profile,
programming the settings that are used in each (e.g., required) network function and/or each
(e.g., required) device function so that the system can properly associate the device credentials
.with the appropriate service activity policies, and then admittiﬁg the device onto the network.
The term activation can also refer in some embodiments to the creation of a user or device
service account, in some cases, with user or device owner information or billing information. In‘
some embodiments, the process of provisioning amounts to assigning credentials to the device
and programming a portion or all of the credentials on the device, entering a portion or all of the
credentials in the various necessary networ-k equipment databases so that the network
components are capable of identifying the device and associating it with the network based
portion of the admission, traffic processing, service monitoring, billing, service limits and other

policies that are eventually defined by the service profile and service plan.

[00462] Further examples of the network based service profile policies include network
access level, traffic routing, service monitoring, service limits and actions taken upon reaching
service limits. Once the service profile is created and activated during the activation process, the
device credentials and the associated service profile are communicated throughout the necessary
network elements so that each element can implement its part of the network portion of the
service profile policies. This process of propagating the service profile settings to all the
required network equipment components is a portion of what is referred to herein as activation in
accordance with some embodiments. In some embodiments, the activation process includes

associating the credentials with the proper service plan and/or service profile, and possibly
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completing the process of programming the device functions and/or network functions so that the
device can be admitted to the appropriate level of network services. In some embodiments,
activation also includes the service processor software settings, configurations or installs for each
function or agent in the service processor to inﬁplement its part of the service profile, service

plan, service billing or transaction billing policies. In some embodiments, activation also
includes the creation df entries in the various service account databases and/or billing databases
to create a user account or device owner account for the purpose of managing the user choices

for service plan and other account information storage and management aspects, such as |
maintaining status information, maintaining the central service profile configuration, conducting

reconciliation and billing exchanges, service usage history, and/or account history.

[00463] In some embodiments, the term credentials generally refers to the set of
information parameters that the network and/or device uses (e. g., requires) to admit the device
onto the network and associate it with the appropriate service profile and/or service plan. For
example, the credentials can include one or more of the fo]ldwing: phone number, device ID,
hardware security device ID, security signatures, IP or MAC address, signature algorithms,
passwords, or other secure authorization processes, service provider, OEM, master agent (service
distributor), device distributor, VSP, service processor settings or version, or other information
used/required by the network to authorize network admission or activate servi—ce. In some
embodiments, at least some of the credentials are unique to the device, and, in some
embodiments, groups of devices share one or more aspects of the credentials. In some
embodiments, the term permanent credentials generally refers to the set of credentials that
include at least a subset that are intended to be assigned to a device or user on a permanent basis.
In some embodiments, the term temporary credentials generally refers to the set of credentials
that include at least a subset that are intended to be assigned to a device or user on a temporary
basis. In some embodiments, temporary credentials are eventually replaced by permanent
credentials. In some embodiments, at least some elements in the temporary credentials (e.g.,
phone number and/or access or authorization security credential) are used for more than one
device. In some embodiments, the temporary credentials are recycled from one or more devices
and used for one or more other devices, for example, when they remain unused for a period of
time or when they are replaced with permanent credentials on one or more devices. It should not

be inferred from the term permanent credentials that permanent credentials are never recycled,
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for example, when the user discontinues service or use of the credentials. Also, the term
temporary credentials does not imply that temporary credentials are always temporary. In some
embodiments, partial credentials or pre-activation credentials generally fefer to a subset of
credentials that are to gain access to limited network services for the purpose of provisioning of
credentials and/or activation of a service plan or service profile. For example, prior to a phone
number being assigned, a device can gain access to a limited set of network server destinations in
which embedded information contained in the device (e.g., the partial credentials) is provided to
the server, the server associates that information with the proper additional credentials (including
- the phone number) to assign to the device and/or associates the information with the proper
service profile to activate service. In this example, partial credentials can include device type,
OEM, service provider, VSP, device identification number, SIM, service processor configuration
or some other information used by the server to determine what the credentials should be and the

proper service profile.

[00464] In some embodiments, a permanent service account generally refers to the service
account that is permanently associated with the us‘er and/or device. For example, this account
includes an association with the device or user credentials, user information or billing
information, service profile, billing profile, network authorization status and other aspects that
define the device or user service policies and billing policies. In some embodiments, the term
temporary service account generally refers to a service account that is temporarily set up and
associated with the device before some or all of the required permanent account information is
available or entered for a device or user. For example, this account can be set up with an
association with an actual user, or can be set up with a mock user or unassigned user association
so that the network and billing system can recognize the credentials, authehticate the device,
admit the device, provide the proper level of service activity control according to the service
profile associated with the temporary service account, or collect the service activity usage
information for various network and billing system accounting needs before actual user
information or billing information has been entered into the network systems. For example, a
temporary service account can make it possible or easier to use existing billing systems or other
network systems to provide simplified provisioning, simplified activation or ambient services. A
temporary service account can also become a permanent service account by replacing mock user

or unassigned user information with actual user information, or a temporary service account may
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need to be replaced by a permanent service account when actual user information needs to be

entered into the network systems, possibly including the billing or service profile databases.

[00465] - In some embodiments, temporary or permanent device credentials and other
information'used/required for provisioning the device are generated with apparatus located at the
manufacturer or in the distribution channel as discussed below. In some embodiments, the
apparatus includes a local onsite server that typically shares some aspects of the provisioning
information (e.g., phone number, phone number range, MEID or MEID range, SIM number or
SIM number range, IP address or IP address range, MAC address or MAC address range, other
secure device credential elements) with a network provisioning database. In some embodiments,
‘the apparatus includes a server terminal, and the aforementioned portion of the credentials is
generated by the network and shared with the local provisioning apparatus. In some
embodiments, as will be discussed below, the provisioning credentials are in part generated in
the network and shared with the device while it is connected online to an activation server (e.g.,
activation server 160) that is connected to the access network. Similarly, there can be activation
servers connected to apparatus in the manufacturing or distribution channel that service device
activation, or over the air or over the network apparatus connected to an activation server, which
in turn connects to the device, can be used to accomplish activation programming of the network

and device as further discussed below.

[60466] In some embodiments, when a device is provisioned and entered into the network
provisioning database, it is associated with the automatic provisioning and/or activation sequence
the device is intended to go through once it connecfs to the network or to the apparatus that will
complete the process. In some embodiments, one or more device parameters (e.g., service
owner, device type, OEM, plan type, IP address, security credential and/or software version) are
used to determine what the appropriate network provisioning steps and/or settings are for
completing the provisioning and/or activation process, and this association information is stored
in the network provisioning database for propagation of the provisioning profiles or activation
profiles to the various network equipment elements. In some embodiments, the network
provisioning database is provided (e.g., in the network) that associates the pre-activation
provisioning information (e.g., generated, as described herein, at time of manufacture, sometime

during distribution, by the user on a website by a sales associate or other activation assistant, or
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by the network when a new device enters the automatic activation process). For example, the
pre-activation provisioning information informs the network whether or not to let the device onto
an activation sequence when the device attempts access, and in some cases, also instructs the
network to direct the device to a specific activafion sequence including, for example, an
activation server (or other activation sequencing apparatus) sequence as described herein. In
some embodiments, a central database is queried by other network equipment or the cehtral
database is included in one or more of the network elements (e.g., the AAA server and/or billing
system, mobile wireless center 132), or the database is copied in part or in whole in various
network elements (e.g., the central database, AAA server, mobile wireless center, billing system

and/or gateways).

[00467] " In some embodiments, propagating the network equipment provisioniﬁg
information for a given device or group of devices is accompliéhed with a network provisioning
system that has access to the network provisioning database and is capéble of programming the
appropriate network equipment. In some embodiments, this network equipment is referred to as
“network management” equipment or “network provisioning” equipment. 'In some
embodiments, there are several functions that take part individually or in concert, including, for
example, the AAA server 121, service controller 122 (either with device based/assisted services
throﬁgh the service processor related embodiments or with network only embodirhents as
described herein), the mobile wireless center 132 (e.g., including the home location register
(HLR) or other similar function referred to by other industry terms), the activation server(s) 160,
other network provisiéning or management equipment attached to or associated with the billing
database system, and/or some other equipment apparatus. ' In some embodiments, the local
database on the device, database in the AAA server and/or database elsewhere in network is
provisioned to inform the gateway of the process for handling the pre-provisioned device
according to, for example, the credentials. For example, if the device is not recognized or not
authenticated onto the access network as an activated device with associated active service
profile and/or service plan, the device connection or communication can be directed (or routed)
to a generic activation server that provides an activation sequence that is not necessarily
determined by one or more of the specific device credential elements, partial credential elements,
device profile or partial device profile that define something specific about the activation

sequence for the device. In another example, in which the device is not recognized or

Attorney Docket No. RALEP004 200 PATENT

Page 619 of 754



authenticated as an activated device with associated service profile and/or sefvice plan, the
device can be directed (or routed) to an activation service (or other activation sequencing
apparatus) that uses some part of the credentials or range of partial credentials or a'portion ofa
partial or complete device profile to determine a desired pre-determined device spéciﬁc or device -
group spf:ciﬁc activation sequence that is implemented by a specific activation service sequence '
or other activation sequence apparatus. In another example, in which the device is not
recognized or authenticated as an activated device with associated active service profile and/or
service plan, a portion of the device credentials or partial credentials can be used as a look-up
index into a database that determines what the speciﬁc device activation sequence should be, and

the device can be directed (or routed) to a specific activation server sequence or other activation

sequencing apparatus.

[00468] In some embodiments, a database in the AAA server or database elsewhere in
network is provisioned to inform the gateway what to do with a pre-provisioned device -
according to the credentials. For example, devices can be authenticated (for activated devices),
routed to activation servers (or other activation sequencing apparatus) or denied access. In some
embodiments, the AAA server (and/or other network elements) provide the above discussed
look-up function for the above gateway description in which a lookup database, locally stored or
stored in a centrai database, is queried to provide secondary routing information to the specific or

generic activation servers.

[00469] In some embodiments, the pre-provisioned database is located in the billing

system. In some embodiments, the billing system accesses the pre-provisioned database (e.g.,
_stored on the billing system or another network element) for the purpose of setting up temporary

accounts or permanent accounts and associating those accounts with pré-activation status,

- activated free ambient or activated paying customer.

[00470] In some embodiments, for zero activation, all the required pre-provisioning or
programming of the above network elements, or others, is coordinated by the network
provisioning system at some point after the partial or full device credentials have been associated

with the device or reserved for a particular device type or service type. In some embodiments,
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the network provisioning system also coordinates the information to or from the device

provisivoning apparatus that is described elsewhere.

[00471] In view of the various embodiments described herein, it will be appreciated that
man)" of the automated or background provisioning, activation and ambient embodiments
described herein can be accomplished with network based approaches, device based approaches,
or network/device combination/hybrid based approaches. For example, when the access control
for the provisioning process is accomplished in the device (e.g., a device based apprdach), the
activation server can be located anywhere on the Internet, and the device will ensure that the
activation process is conducted with the activation server while blocking other traffic from
occurring. As another example, some or all of the ambient provisioning programming steps
become steps to program the access control, traffic control, application control, bill by account

rules, and/or other aspects in the service processor or service controller as described herein.

[00472]- In some embodiments, the provisioning apparatus described herein can be a
computer located in the user’s home or business, and the user or an IT manager has access to a
website that provides the provisioning information, in which the computer serves as the
provisioning or software programming apparatus. In some embodiments, the network itseif,’
possibly through an-activation server 160, website or other interface to the device, becomes the
provisioning apparatus, in some cases, with the assistance of software on the device to affect the
programming of provisioning information from the network or the communication of device
credentials or other information to the network. For example, this software can be a background
process that runs without user interaction, a portal/widget program, a web browser based
program, a WAP browser based program, and/or any other program that provides a counterpart
function to the network functions effecting the provisioning (e.g., activation server). In some
embodiments, the activation server either initiates a specific provisioning sequence if device
software is present to assist or routes to a website for manual entry if there is no software

present.

[00473] Figure 64 illustrates another network architecture including a system located in
the manufacturing or distribution chain for the device that provides the device provisioning or

partial provisioning, and any pre-activation required for the device to later activate on the

Attorney Docket No. RALEP004 202 PATENT

Page 621 of 754



network in accordance with some embodiments. Device credential, software and settings server
6420 provides a link to the network functions that generate or provide device crédentials, and/or
associate device credentials with activation profiles or pre-activation profiles in the network
equipment (e.g., the billing system 123, service controller device control system 6225, gateways
410, 420, base station 125, credential generation and association server 6410, activation server
160, service download control server 1660 and/or other network apparatus). For example, the
link between the device credential, software and seitings server 6420 to the centra]vprovider core
network equipment can be over the Internet 120 (e.g., a secure link over the Internet) as shown or
over another connection such as a leased line. The device cfedential, software and settings
server 6420 obtains credentials or partial credentials from the network apparatus that generates
them, illustrated by the credential generation & association server 6410. Credential generation &
association server 6410 need not be directly connected to the central provider core network 110
as shown, but Can be located elsewhere (e.g., in another location connected by a secure Internet
link). Credential generation & association server 6410 assigns credentialé, or partial credentials,
for use by device credential, software and settings server 6420. When these credentials are
assigned to a device, they are programmed, loaded or otherwise associated with the device by
device credential provisioning apparatus 6430, which is connected to the device wirelessly or via

a wire line connection.

[00474] In some embodiments, a device software loading and programming apparatus
6440 provides software loading or device settings functions that form a portion or all of the
provisioning or pre-prov.isioning device configuration, or form a portion or all of the device
activation profile configuration, or form the device service owner, master agent or VSP device
assignment or signature, and in some embodiments, using an activation tracking service (ATS)
system. As discussed herein, the ATS monitors network connections and aspects of traffic that
provide insight into which networks the device 100 is gaining access to, in some embodiments,
for the purpose of ensuring that an OEM, master agent, device service owner or VSP is being
compensated for devices that activate on a service provider network. In some embodiments, the
ATS agent connects to a server counterpart that records and, in some embodiments, also analyzes
the service or network connection information to make a determination of the type of access
service the device is receiving and, in some cases, determine which networks the device is

activated on. In some embodiments, the ATS is installed on the device in a manner that makes it
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difficult to tamper with or remove so that the entity that is intended to get credit for device
service activation does get credit (e.g., the ATS agent can be loaded into secure memory, it can.
be installed with software that makes it difficult to de-install, it can be installed on the modem
possibly'in secure memory, it can be installed in the BIOS, it can be installed deep in the OS
kernel, it can be installed with one or more additional device agents that monitor the ATS agent
and alert a network function or re-install it if tampered with). The SIM inventory 6450 is
provided to illustrate that, in some embodiments, hardware elements (e.g., a SIM security
module as shown) or hardware configurations are also installed or manipulated in device 100 and
these operations and the recording of the resulting associations form a portion of the provisioning

or pre-provisioning process.

[00475] In some embodiments, at the time the credentials or partial credentials are loaded,
programmed, set, installed, read vfrom the device or otherwise recorded, they are, in some cases,
all associated together in a database that allows for later identification of the device and its
appropriate provisioning and/or activation process through such associations. For example, this
can involve reading device parameters such as MEID, MAC address, device type, or other
information that is associated with the information being loaded or configured on the device. As
discussed herein, this credential configuration and association information is stored in the -
network equipment responsible using it to configure the network to activate the device in one of

the various embodiments disclosed herein.

[00476] Some embodiments include tying some or all of the activation provisioning steps
and information settings together into a database that defines a higher level activation profile for
a group of users(/devices), and a server is used to perform device and equipment programming
for the devices in the group, including, for example, associating the following device information
into the group definition: credentials, service owner or master agent, provisioning information
and/or activation profile. Some embodiments further provide for this device group information
being distributed to the various network equipment components requiréd to activate the devices
as discussed elsewhere. In some embodiments, this programming and device group association
is accomplished using the VSP workstation server 4910. For example, a device can be
manufactured and distributed in a manner that provides flexible assignment of the device to a

group that is assigned to an activation profile or a service owner.
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[00477] In some embodiments, multiple activation servers 160 are provided (as shown),
which illustrates that there can be multiple device activation servers 160 each with a different
device activation experience and potentially controlled by a different VSP, service owner,
service provider, OEM or master agent. As discussed herein, there are several ways that a device
100 can be routed to the proper activation server 160 so that the device provisioning and
activation procéss can be completed. In some embodiments, all devices that are not activated are
re-directed (or routed) to an activation server that reads one or more parameters in the device
credentials. The device credential information can be determined either through the device
identification information associated with the access network connection itself (e.g., MEID, IP
address, phone number, security credentials, or other credentials identified for a device that gains
access with the network), or with the aid of the device in a pre-arranged query-response
A sequence. The device can then be re-directed (or routed) to the appropriate activation server for
that device, device group, device service owner or VSP. In some embodirﬁenté, the same
process described above can be accomplished with a single re-direction from a service gateway
420 or 410, or another router enable network element. In some embodiments, the gateway or
network element itself decodes the device credential information as described herein and
performs the correct re-direct (or route) to the appropriate activation server 160 for that device.
In some embodiments, the activation server 160 can be incorporated directly into the gateway
420 or 410, the base station 125 or other network component. In some embodiments, the
activation server 160 can be incorporated into the service controller 122 or the service controller

device control system 6225.

[00478] In some embodiments, apparatus other than the activation server are used to
facilitate provisioning of credentials or partial credentials, or activation, during manufacturin gor
device distribution, and, for example, these apparatus can augment, supplement, compliment or
replace the activation server function. Such apparatus include, for example, device programming
equipment (e.g., device credential provisioning apparatus 6430, device software loading and
programming apparatus 6440 or SIM inventory 6450), equipment that is networked into a central
-provider, MVNO or VSP database (e.g., device credential, software and settings server 6420) to
gain access to provisioning information or activation information that is programmed into a
device or group of devices, or to place device credential or partial credential information in a

network database for later recognition, or to receive or communicate security information such as
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certificates for devices or SIM modules that will later be used to complete provisioning or
complete activation or gain access to a network. For example, these apparatus, or any other
apparatus including the activation server, can be networked into a service provider network or
~devit::e database, an MVNO network or device database 0;' a VSP network or device database. In
some embodiments, programming of the device credentials or other information associated with
the service processor or device is provided, so that, for example, the device can be recognized by
an activation server or similar network function at a later point in time so that provisioning or
activation can be completed in an automated manner, potentially with reduced or no user
involvement, that provides a provisioning or activation configuration that is in some way unique
for the service provider or service provider partner, device type, user group, VSP, MVNO,
master agent or other entity. In some embodiments, this programming is provided in a manner
that is difficult to change without the proper authorization so that the device is properly
associated with the proper “service owner” or master agent (e.g., for the purpose of activation
incentive payments). For example, as discussed herein, various approaches can be applied to the
device credential or other settings or software provisioning so that the settings or software are
secure or protected, or so that if the software is removed, replaced or modified it is reported or
replace or restored. In some embodiments, VSP control of the provisioning, partial provisioning
or activation of devices is provided during manufacture or at different points in the distribution
channel. As discussed herein, some of these embodiments allow the central provider to offer to
service partners (e.g., VSPs, MVNOs, master agents, and/or OEMs) similar types of control for
device activation experience design or device service assignment control {(e.g., sometimes
referred to as service provider device locking so that other service providers cannot provide
primary access to the device) during the manufacturing or distribution process that are possible

with devices manufactured and distributed for the central service provider.

[00479] In some embodiments, the device is provisioned before the user obtains the device
with permanent credentials, temporary credentials or partial credentials. In this case, the
necessary credential progrgmming of the device occurs during manufacture, at some point in the
device distribution, such as at a distribution depot or in a store, or at the point of sale or point of
shipment. In some embodiments, provisioning of network information as discussed above is
used, and the network information is provisioned at the same time, before or after the device

information is provisioned. In some embodiments, the device provisioning information is
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programmed with dedicated apparatus that connects to the device either with wires or wirelessly.
For example, the dedicated apparatus can be local to the location where the device is being
provisioned, or it can be partially or entirely networked into a database or provisioning solution
located elsewhere and onerated by the central provider, a VSP, OEM or other entity. For .
example, the apparatus to program the network portions of the provisioning information can also
be networked and the operators who set up the required network programming for a device or
group of devices may be in the vicinity of the servers that host the provisioning and management
tools or they may network into the servers. In some embodiments, provisioning system operators
have full or partial control of any device provisioning equiprnent associated with the entity they
work for (e.g., OEM, VSP or master agent) but only have remote access via secure terminal,
secure website or other techniques to network into a central provider or VSP server farm in
which they control or partially control the network portion of provisioning capabilities for that
subset of devices that are assigned to the entity they work for with (e.g. OEM, VSP or master
agent).

[00480] In some embodiments, provisioning is accomplished over the air on the mobile
access network for mobile devices, or over the wired access network or WLAN connection for
wired access networks, either before the user receives the device or after the user receives the
device. In some cases, the -device can be connected to general purpose equipment, such as a
computer to perform the programming required to complete piovisioning. In the cases in which
the device is provisioned at point of sale or after point of sale, the device provisioning can be
triggefed by a user initiated sequence, or can be initiated by an automated background sequence
at any time after the device is powered on. In such cases, in some embodiments, partial
credentials that include information such as device type, OEM or service provider are used to
assist in determining how to complete the provisioning, and the information can also include
secure information, certificate or signature programmed into the partial credentials that is
required for the network to perform vthe provisioning of the remaining credential information in
the device and possibly the network. In some embodiments, any network information
used/required to provision the device or service is generated at the time the partial credentials are

determined rather than beforehand.
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[00481] " In some embodiments, the device i's activated for service before the user obtains
the device with permanent credentials, temporary credentials or partial credentials, or with a
permanent service account or a temporary service account. For example, in this case, the
necessary steps of provisioning and activating service for the device can occur during
manufacture, at some point in the device distribution, such as at a distribution depot or in a store,
or at the point of sale or point of shipment. In some embodiments, the steps for activating
service include one or more of the following: provision the device (e.g., with permanent,
temporary or partial credentials), provision the necessary network databases and equipment to
prepare them to recognize the device and associate it with the service profile and/or service plan,
~ create or select the service account (e.g., permanent or temporary service account), select or
create the service profile and/or service plan, program any elements in the device required to
activate service (e.g., account ID, device aspects of the service proﬁle and/or service plan), and
program the necessary network databases and equipment with the required associations of device
credentials and service profile and/or service plan policy settings. In some embodiments, the
device oriented programming portions of the service activation steps occur at the same time,

before or after the network oriented programming portions of the service activation steps.

[00482] In some embodiments, the device activation information is programmed with
dedicated apparatus that connects to the device via a wireless ér wire line connection. For
example, the dedicated apparatus can be local to the location where the device is being
provisioned, or the dedicated apparatus can be partially or entirely networked into a database or
service activation solution located elsewhere and operated by the central provider, a VSP, OEM
or other entity. For example, the apparatus to program the network portions of the activation
information can also be networked and the operators who set up the required network
programming for a device or group of devices can be in the vicinity of the servers that host the
service activation and management tools or they can network into the servers. In some
embodiments, activation serve'r tools operators have full or partial control of any device
activation apparatus associated with the entity they work for (e.g., OEM, VSP or master agent)
but only have remote and partial access via secure terminal, secure website or other techniques to
network into the network portion of the activation tools that are controlled by the central
provider or VSP. The server tools operators can be restricted in some embodiments to providing

network activation information or settings only for those devices or device groups that are
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assigned to the entity they work for with (e.g., OEM, VSP or maéter agent). For example, the
device control group restriction can be accomplished with a secure database that has secure sub-
partitions for one or more entities so that they cannot impact the control of one another’s network
activation settings but can control their own devices. In this way, a centralized set of activation
tools resources controlled by a central provider, VSP or other entity can be partitioned so that
different entities can have partial or full control of the activation service definition for devices or
groups of devices without impact or risk to others who share the network and activation tools .

resources.
[

- 100483] In some embodiments, activatidn is accomplished with an over the air interface to
a mobile device, or over the wired access network or WLAN connection for wired access
networks, either before the user receives the device or after the user receives the device. In some
cases, the device can be connected to general purpose equipment such as a computer to perform
the programming required to complete activation. In the cases in which the device is activated at
point of sale or after point of sale, the final device activation process can be triggered by a user
initiated sequence, or can be initiated by an automated background sequence at any time after the
device is powered on. In such cases, some embodiments call for a temporary service account
that is used to bring the device onto the network before the user has input the information
necessary to create a perrnahent service account. In some embodiments, a temporary or
permanent service account can be applied to the device at the time the device reaches the
network, and the type of account, service profile and/or service plan can be influenced (é.g:,
partialiy determined or informed) or determined by information embedded in the device
credentials or partial credentials, such as device type, device ID, SIM, OEM or service provider.
For example, the device credentials can also include secure information, certificate or signature
that can be required by the network to perform the activation steps for temporary or permanent-
service account status. In some embodiments,_in which the device is activated in this manner
before the user information is available, or before the user has selected a pay for service plan, the

service profile and service plan are set up for ambient services as described herein.

[00484] In some embodiments, the device is activated during the manufacturing or
distribution process, and then the activated device status is suspended. Once the temporary or

permanent service account 1s set up, with appropriate service profile and/or service plan and
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temporary or permanent crcdentials, in some networks and billing systems the service can often
be more easily resumed once suspended as compared to provisioning and activating the device
from scratch. The device is then later resumed (or re-activated) when some event triggers the
resume process, such as when it ships to the end user or when the end user attempts to use it.
This process prevents the network from needing to manage credentials and accounts for devices

that have been activated but are not yet on the network.

[00485] In some embodiments, provisioning is accomplished at least in part with
temporary credentials in a manner which is automated and convenient for the user or device
owner. In some embodiments, at least some subset of the temporary credential elements
replaced at a later point in time by permanent credential elements in a manner that is also
automated and convenient for the user or device owner. In some embodiments, the temporary
credential set is pre-programmed into the device along with a tempon;ary or permanent service
account including service profile during the manufacturing or distribution process so that the
device is activated with temporary credentials when it ships. In some embodiments, the
aforementioned pre-programming is performed for the network via a secure set of server access
equipment that networks into the network databases used to define the service profile and/or the
service plan. In some embodiments, a subset of the temporary credentials is recycled once it is
replaced; if a temporary service account is not activated or used after some period of time, if a
permanent account is not activated or used after some period of time, or if the credentials subset

is revoked from the device for some other reason.

[00486] In some embodiments, more than one device is assigned one or more elements of
the temporary credentials, such as the phone number, which may be limited in supply. In some
embodiments, a network will accept more than one set of temporary credentials, one or more
redundant elements, for two or more different devices. In some embodiments, a device that has
two or more temporary credential sets, in which at least a subset of the credential elements are
different for the sets, so that if one set of credentials has elements that are already being used to
access the network, then one or more reserve sets can be drawn upon to gain access to the

network.
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[060487] In some embodiments, the temporary credentials are used to log onto the network
to conduct an over the air or over the network activation process in which an activation’éerver
reads at least a portion the device credentials to determine some aspect of how the device service
profile. In some embodiments, ihe aforementioned over the air activation process is
accomplished in the background without user intervention. In some embodiments, the over the
air activation process is initiated when the user first attempts to use the device or when the user
first attempts to access the network or upon user request or approval. In some embodiments, the
over the air activation process is initiated using a temporary service account for the device and/or
network to gain access to the network. In some embodiments, the over the air activation process
is initiated after the user has entered the information required to create a permanent user account
into the device or into the network. In some embodiments, the user is required to enter the
aforementioned user information before using the device or using some aspéct of the device. In
some embodiments, the temporary service account is replaced by a permanent service account
_some time after the user has entered the necessary information to create a permanent account into -
the device or network. In some embodiments, the over the air activation process is initiated
using a permanent service account assignment for the device and/or network to gain access to the

network.

[00488] In some embodiments, the service profile is assigned to the device and/or network
during the aforementioned over the air activation to be a pay for service proiﬁﬁle with a free trial
period. In some embodiments, the service profile assigned to the device and/or network during
the aforementioned over the air activation includes pre-pay, post-pay, session based pay or pay
as you go options for service. As will be apparent to one of ordinary skill in the art, various
embodiments disclosed herein are particularly well suited for control or pre-pay services. In
some embodiments, the service profile that is assigned to the device and/or network during the
aforementioned over the air activation is an ambient service profile providing service access
before all the usef information is available to assign a permanent account. In some
embodiments, the service profile that is assigned to the device and/or network during the
aforementioned activation is an ambient service profile provid?ng a service upgrade selection
option interface to the user. In some embodiments, the service profile that is assigned to the
device and/or network during the aforementioned activation is an ambient service profile

providing transaction services to the user. In some embodiments, the service profile that is
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assigned to the device and/or network during the aforementioned activation is an ambient service
profile providing bill by account functionality for the network. In some embodiments, the
service profile that is assigned to the device and/or network during the aforementioned activation
is an ambient service profile providing some amount of free networking or information service to
entice the user to use the other ambient services. In some embodiments, the aforementioned .
ambient service is at least partially implemented with device based service activity control or
control assistance. In some embodimeﬁts, the aforementioned ambient service is at least
partially implemented by gateways, routers or switches in the network that are programmed
according to the ambient access profile for the device to implement the ambient policies for
network access control, routing control, traffic control or service monitoring and reporting for

bill by account.

[00489] In some embodiments, activation is accomplished at least in part with a temporary
service account in a manner that is automated and convenient for the user or device owner. In
some embodiments, at least some subset of the temporary service account is replaced at a later
point in time by permanent service account subset in a manner that is also automated and
convenient for the user or device owner. In some embodiments, the temporary service account
settings (e.g;, including the service profile settings and/or the service plan settings) are pre-
pr—ograrnmed into the device along with a temporary or permanent credentials set during the
manufacturing or distribution process so that the device is activated with temporary credentials
when it ships. In some embodiments, the aforementioned pre-programming for the network is
performed via a secure set of server access equipment that networks into the network databases
used to define the service profile and/or the service plan. In some embodiments, the device is
suspended once it is activated but before the user is using it, and then resumed before or
commensurate with the point in time that the user begiﬁs to use it. In some embodiments, some
subset of the temporary service account is recycled once it is replaced, if the temporary service
account is not used after some period of timé, if the temporary service account is not upgraded to
a permanent service account after some period of time, or if the activation is revoked from the
device for some other reason. In some embodiments, more than one device is assigned to the
same temporary service account. In some embodiments, a network accepts more thén one device
on the same temporary service account. In some embodiments, a device includes or is associated

with two or more temporary service accounts, in which at least a subset of the temporary service
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account elements are different, so that if one account is already being used to access the network
then one or more reserve accounts can be drawn upon to gain access to the network. In some
embodiments, the temporary service account is associated with a temporary credentials set. In

some embodiments, the temporary service account is associated with a permanent credentials set.

[00490] In some embodiments, un-activated devices are detected by the network routing
equipment (e.g., service gateways or routers in hierarchical networks or base staﬁons with
embedded gateways in flat networks) and the device routing is programmed >to re-direct un-
activated devices to an activation server network destination. For example, the activation server
can first inspect the information associated with the device to determine if the device belongs to
the list of devices, device types or device groups that the network is programmed to provide
access to. For example, the information used to determine this can include device type, service
provider, phone number, device ID, SIM ID or configuration, secure information used to qualify
the deviée, IP address, MAC address, user, user group, VSP, OEM, device distributor, service
distributor (master agent), service processor presence or configuration, presence or configuration
of other software or hardware. There can also be some activation definition information
embedded in the credentials, or associated with some portion of the credentials, or programmed
additionally on the device that informs the activation server as to the service profile and/or
service plan and/or service account t};at should be established for the device. If activation
information (the service profile, service plan and/or service account information) is found
through association with the device credentials (e.g., device ID, phone number, IP address, MAC
address, SIM or other security credentials) rather than being read directly from information
embedded in the device or device credentials, then the pertinent aspects of the credentials can be
used as a cross reference to look up the service plan and/or service profile information stored ina
database networked to or within the activation server. The activation information can include
information to define a wide variety of service plans and service profiles that when properly
implemented on the network functions, and perhaps device if necessary, can provide for a wide
range of service activity policies, service billing policies, transaction billing policies and service

account types that can be associated with the device over the air or over the network.

-[00491] In some embodiments, once the activation server has determined the activation

information from the device or from a look up based on some aspect of the device credentials,
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then the activation server initiates the necessary network settings and billing database entries to
be programmed by sending the service profile instructions to the network prbvisioning and
activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
service plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. The provisioning can be with permanent
credentials or temporary credentials, and the service account that is set up may be permanent or
temporary. In some embodiments, the activation process described above is completed perhaps
before the user has entered some or all of the user information necessary to set up a permaneﬁt
service account, and, in these cases, a temporary service account can be set up. In some cases,
the activation process can be completed in the background before the user has completed an
attempt to access the network and the service profile can be set up to provide ambient services to
a temporary service account. In some embodiments, the user is required to enter the information
required to establish a permanent service account prior to gaining full use of the device, either on
the device, on a computer or in the store, so that by the time the user begins using the device the
above activation embodiments can provide for ambient services activation with permanent
account status so that the user can purchase a service upgrade or any transaction without entering

any more account information.

[00492] In some embodiments, a device status is changed from a temporary service
account to a permanent service account. If the device is activated with a temporary service
account, and the user information is available to set up a permanent account, then if the billing
system rules and interfaces allow for such, the user information can be changed from the mock
information to the actual user information while maintaining the same account identifiers in the
billing system. If the billing system will not allow for such, then the user information can be
used to establish a new account, the device credentials can be re-associated with the new
account, in some cases, after modifying one or more of the device credential parameters, and the
network functions can be re-programmed as required, and, in some cases, the device can be re-

programmed as required to accommodate the new permanent account.
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[00493] In some embodiments, code on the device pulls a temporary or permanent set of '
credentials. When the credentials are pulled, the-network associates the device with an ambient
service profile according to one or more of the following: embedded device information
identifying device type, service owner (e.g., VSP), user group, or user, or device ID is cross
referenced to a database that is populated some time from manufacturing time to post sale where
the database provides information identifying device type, service owner (e.g., VSP), user group,
or user.- The device is then re-directed accordingly (e.g., for device based this is a matter of
setting the policies or loading the software for the service processor, for the network based
approach this is a matter of populating the routing tables and service profile). For example,
credentials can be re-cycled after a period of time, and/or some portion of the credentials can be
redundant with other devices. For example, this is essentially a dynamic service for |
(temporarily) assigning device credentials, and the duration of the temporary credential validity
for that device ID can be time limited to give the user time to activate a real account or a free
trial, session limited, or a longer duration of time that is perhaps refreshed each time the device
logs on. For example, the device could also already have permanent or temporary credentials but
not have a service account. The above process can be used to assign é temporary or permanent
service account as well. Once the service account is assigned and the appropriate service profile
is propagated to the network elements, the device can then be directed to or use the appropriate

activation profile service activities or the appropriate ambient service activities.

[00494] In some embodiments, the device is activated in the background in 4 manner that
is virtually transparent to the user. For example, at some point in the distribution channel, the
device is programmed to seek the activation server system described above as soon as it is turned
on, or as soon as some other event.occurs like the user using the device or the user attempting to
gain access. When the pre-programmed event is triggered, the device connects to the network
and the gateways or routers re-direct the device to an activation server, as discussed above. As
also described herein, the activation server either derives information from the device that
informs the server what service the device should be activated with, or the server derives that
information from a database look up with a portion of the device credentials as the cross
reference parameter. Once the activation server has determined the activation information from
the device or from a look up based on some aspect of the device credentials, then the activation

server causes all the necessary network settings and billing database entries to be
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configured/programmed by sending the service profile instructions to the network provisioning
-and activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
servicé plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. For example, the provisioning can be with
permanent credentials or tempdrary credentials, and the service account that is set up can be

permanent or temporary.

[00495] In some embodiments, background activation is performed using the
aforementioned activate/suspend process. At some point in the distribution channel, the device 4
is programmed to seek to resume service as soon as it is turned on, or as soon as some other
event occurs like the user using the device or thé user attempting to gain access. When the pre-
programmed event is triggered, the device attempts to connect to the network and the gateways
or routers re-direct the device to an activation server as described herein. As also described
herein, the activation server either derives information from the device that informs the server
that the device is ready to resume service, or the server derives that information from a database
look up with a portion of the device credentials as the cross reference parameter. Once the server
is aware of this information, it sends a message to resume service to the billing system, or other

network function that controls the suspend/resume function, and the service is resumed.

[00496] In some embodiments, background activation is performed as described below.
The service processor and the credentials are pre-programmed during the manufacturing or
distribution process to provide the desired service profile support and/or billing profile support
for the desired initial‘ ambient service. As described herein, this programming can be
accomplished with dedicated apparatus at the manufacturer or distribution depot. Furthermore,
the party responsible for defining the service (e.g., typically the central provider, OEM, VSP,
distributor or master agent) can network into the service processor programming apparatus to
control service processor and/or credential programming for all or a subset or group of the
devices or device types locally available. The service pfocessor enabled device is programmed
to seek the activation server system described above as soon as it is turned on, or as soon as some

other event occurs like the user using the device or the user attempting to gain access. In some
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embodiments, the activation server is the access control server previously discussed or the access
control server can act in concert with another server that performs the activation function. When
the pre-programmed event is triggered, the device connects to the network and the gateways or
routers re-direct the device to the activatidn server. As also described herein, the activation
server can communicate with the service processor to verify the service processor security

credentials, agents and configuration.

[00497] In some embodiments, if the activation server determines that the pre-
programmed settings stored in the service processor need to be modified to provide the latest
version of the desired service, or if the service processor agent software needs to be updated,
then this can be accomplished prior to completing the activation process. Once the service
processor configuration and settings are confirmed, the activation server causes the necessary
network settings and billing database entries to be programmed by sending the service profile
 instructions to the network provisioning and activation apparatus and the service plan
instructions to the billing system. Given that the service processor can perform some or much of
the service activity éontréi or control assistance, the service control options are generally 1argé_r
than without the service processor, and there can be less configuration to perform for other
networking equipment to complete the provisioning and activation process. The provisioning
cah be with permanent credentials or temporary credentials, and the service account that is set up

can be permanent or temporary.

100498] In some embodiments, pre-programming and pre-activation of devices with

. temporary credentials and a temporary service account are used to ship devices that are pre-
activated. Given that the credentials are temporary and can be recycled when the permanent
credentials are assigned, concerns about using up too many pre-assigned credentials are reduced.
In embodiments in which a portion of credentials elements can be used for multiple devices, this
concern is further reduced. If there is a concern about too many activated devices being assigned
that are not actually active and generating service revenue, then the suspend/resume process
discussed herein can be employed. In some embodiments, the temporary credentials and/or
temporary account can be replaced with permanent credentials and/or account assignments at any
time as follows. When a pre-programmed event in the device is triggered, then the device

initiates a program that seeks the aforementioned activation server or another server that has the
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capability of fulfilling the device request to exchange the temporary credentials for permanent
credentials and/or exchange the temporary account for a permanent account. The event that
triggers the credential exchange can be the same or different than the event that triggers the
servicé account exchange. The service account exchange can typically be tri;ggered by the point

in time that the user enters account information.

[00499] In some embodiments, the aforementioned ambient service is partly implemented
with a combination of the techniques for pre-provisioning during manufacturing or distribution
and at least partially implementing the service activity control (e.g., access control, routing
policy, traffic control, usage limits, and/or policy for usage limit overage) required for
implementing ambient using the service policy provisioning capabilities in the data path
gateways, routers or switches in the network. The gateways, router or switches are pre-
programmed as discussed herein according to the ambient access profile for the device to
“implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments;lthe prov'isioning
credential elements are not all pre-programmed before the device ships, but a subset of the
credential elements are programmed using the activation server technique discussed herein. This
over the air automated provisioning is combined with the activation server reading the device
credentials io derive the service activity control settings for the gateways, routers or switches that

will result in the desired ambient services activity controls.

[00500] In some embodiments, the aforementioned ambient service is implemented with a
combination of the techniques for pre-activation during manufacturing or distribution and at least
partially implementing the service activity control (e.g., access control, roﬁting policy, traffic
control, usage limits, and/or policy for usage limit overage) required for implementing ambient
using the service policy control capabilities in the data path gateways, routers or switches in the -
network. The gateways, router or switches are programmed to recognize the pre-activated
device credentials as discussed herein according to the ambient access profile for the device to
implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments, the device
activation profile and/or service account are not pre-programmed in the network and/or the

device before the device ships but the activation profile and/or service account are programmed
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using the activation server technique discussed herein. This over the air automated provisioning
is combined with the activation server reading the device credentials to derive the service profile
activity control settings for the gateways, routers or switches that results in the desired ambient

services activity controls.

[00501] In some embodiment, a VSP capability is enabled by providing a secure network
connection to the service policy settings tools that define the device pre-provisioning settings, the
device pre-activation service profile settings, the network equipment service activity control
policy settings (e.g., access control, routing policy, traffic cbntrol, usage limits, and/or policy for
usage limit overagé), and the network billing system database. By providing server tools that
enable all these settings to be controlled (or perhaps only observed in the case of the billing
system) by a secure workstation or secure website interface that networks into the equipment that
programs the settings, and providing for a secure partitioning of the devices that can be
controlled by a given secure workstation or secure website interface, a central provider can
'provide VSP services to multiple entities who all have different device and service plan
combinations that they desire different flavors of ambient services for. These techniques can
also be extended beyond ambient to any device/service profile/service plan combo the VSP
desires to create. In some embodiments, the networking equipment is implemented to secure
device service group domains in which the ser{lice policies for a group of devices can be
controlled. In some embodiments, the pre-provisioning and pre-activation techniques are
substituted with the over the air activation server techniques discussed herein, and a secure
device group partition capability is provided in the activation server as well so that the activation
server device group partition control capabilities can be added to the secure device group
partition control capabilities of the network gateways, routers and/or switches, the device
_programming tools and the billing system to form a VSP partition solution for over the air
activation of various device/service plan combinations. In some embodiments, the device groups
are reiatively small so that beta trials of arbitrarily large or small size can be designed and
implemented by defining a service control group as described above, and after fine tuning and
perfecting the beta trial settings the device group can be expanded to publish the automated
provisioning and activation service settings to a larger user or device group for production

services.
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[00502] In some embodiments, device based service activity control assistance (e.g., based
on the various service processor embodiments described herein) is combined with simplified
provisioning techniques described herein so that service processor enabled devices can be
shipped with pre-provisioned credentials (temporary or permanent) or can obtain credentials in .
an automated manner that is convenient and efficient for the user or device owner. In some
embodiments, the service processor embodiments in combination with the manufacturing and
supbly chain credentials and provisioning apparatus described elsewhere provide various
approaches for provisioning pre-provisioned service processor enabled devices. In some
embodiments, the service processor embodiments in combination with the activation server -
variants discussed above provide various approaches for over the air or over the network
simplified post-sale provisioning for service processor enabled devices. For example, these
embodiments can also be used for ambient services given that as discussed herein the service
processor has capability to implement service profile policies for deep control of ambient service

activity control.

[00503] In some embodiments, provisioning includes provisioning partial device
credentials that include, for example, a secure certificate that is used to authorize full credential
provisioning and/or activation by performing a process for a later look-up/validation of the full
device credentials. For example, the look-up/validation of the full device credenti’als can be
performed by a gateway, router or similar network device that re-directs to a provisioning server
and/or activation server or other network components that either: (1) recognizes the partial
credentials that serve as a reference to direct the device communication to a specific
provisioning/activation server determined from the partial credentials; or (2) does not recognize
the partial credentials, and directs the device communication to a less specific
provisioning/activation server that is not necessarily associated with a reference to the partial

credentials.

[00504] In some embodiments, if the partial device credentials (e.g., temporary or
permanent credentials) are being used for provisioning, then the partial credentials are read (e.g.,
and/or other credentials can be looked up based on the partial credentials as described above).
The device is authorized if the proper credentials and/or secure certificate is present. The device

credential provisioning is then completed (e.g., using activation server commands or settings to a
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device based software and/or hardware element), and the credentials are, in some cases, also

communicated to the various network equipment elements.

[00505] In some embodiments, if the partial device credentials are being used for
activation, then partial or full device credential provisioning is performed, such as described
above. A service account (e.g., temporary or permanent service account) is created or looked up
based on the partial device credentials (e.g., a user account associated with the device through
embedded partial or full credentials or a look up process, or based on a dynamically
created/assigned temporary account associated with the device through embedded partial or full
credentials). An initial service profile and, in some cases, an initial service plan (e.g., service
control policy settings including a billing profile) are determined from embedded information
and/or using a look up process (e.g., based on the device type and/or partial or full device
'credentials). The device is then programmed to enable access with the service profile and plan,
and, in some cases, the various network components/elements are programmed to enable the
service profile and plan, and, in some cases, proper entries in the billing system are made or

confirmed, and the device ¢redentials are, thus, activated for service.

[00506] In some embodiments, the above described provisioning and/or activation
processes are performed with the provisioning server(s) and/or activation server(s) in the
background with reduced, minimal or no user input required, for example, after the device is sold
to the user and the user turns on the device so that by the time the user attempts to access the

service using the device, the provisioning and/or activation process is already completed.

[00507] In some embodiments, device based service activity control assistance (e.g., based
on the service processor embodiments) is combined with simplified activation techniques
described herein so that service processor enabled devices can be shipped with pre-activated
accounts (temporary or permanent), or can obtain activated account status in an automated
manner that is convenient and efficient for the user or device owner. In some embodiments, the
service processor embodiments in combination with the manufacturing and supply chain
activation and provisioning apparatus described elsewhere provide various approaches for pre-
activated service processor enabled devices. In some embodiments, the service processor

embodiments in combination with the activation server variants discussed above provide various
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approaches for over the air or over the network simplified post-sale account activation for service
processor enabled devices. These embodiments can also be used for ambient services given that
as discussed herein the service processor has capability to implement service profile policies for

deep control of ambient service activity control.

[00508] In some embodiments, the service processor can be combined with the pre-
provisioning and pre-activation techniques described above to create an ambient service solution
that will work on roaming networks in which the central provider or VSP has no control or
minimal control over the network elements. For example, the device includes a service
processor pre-programmed for ambient service activity control as discussed herein, and the
device credentials and other settings are pre-provisioned and pre-activated for the central
provider network, all of which is described in numerous embodiments disclosed herein.
Provided that the service provider has a roaming agreement with other service providérs, or
provided that the device may gain access to the roaming network, when the device is roaming it
will be capable of ambient connectivity with bill by account functionality and all the other
features of ambient. Furthermore, as also discussed herein, the ambient service activity control
policies can be different for different roaming networks to accommodate the varying network

~ costs and performance. Also, for example, it would be permissible to sign up for initial services
or additional upgrade services with the central provider while roaming on the roaming partner
network. One of ordinary skill in the art Will appreciate that this also allows for creating a VSP
or MVNO for the purpose of creaﬁng a clearing house for central provider service activations
according to geography or user choice. By using a global multi-mode modem module, and
maintaining service agreements with a multitude of carriers, the MVNO or VSP can provide
consistent ambient services across multiple carriers and multiple geographies while still
maintaining a good degree of cost control. Using bill by account capabilities, it is also possible
to have an activation agreement where a roaming service provider agrees to refund the cost of
ambient roaming. From the ambient service platform, the VSP or MVNO can then provide
service purchase options to the user based on the carrier networks available to the device, or the
VSP or MVNO can broker the user off to any of the carriers by activating the device onto the

carriers main central provider service.
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[00509] Accordingly, these embodiments provide flexible capabilities for activating a
device or group of devices with a broad range of service profiles and service plans by simply
programming the device with the proper credentials at some time duﬁng manufacturing or
distribution, or simply programming a database associated with the network so that a portion of
the device credentials can be used to look up the desired service profile and service plan. For
example, various activation embodiments described herein are highly convenient for the end user

and need not, in many cases, involve any human intervention.

[00510] The service processor 115, service controller 122, policy ﬁnplementation and/or
profile implementation and various embodiments disclosed herein are applicable to conventional
communication products as well as machine to machine applications. For example, if the
machine to machine device includes a service processor 115 with an activated account, then the
service profile settings can be optimized for machine communications to provide only the limited
access required to support the particular machine to machine application. “This allows for cost
optimized access services and prevents the machine to machine device or access modem from

' being misappropriated and used for some other service access than that intended. For example,
by programming the machine to machine communications device at time of manufacture or
during distribution with credentials or partial credentials that provide for automated provisioning
and activation as described herein, the device can be automatically provisioned and activated on
the service network with a service account when deployed, thus eliminating the need for costly
or time consuming human intervention. The various embodiments that make it simpler to
design, manufacture, test and deploy devices may also be equally applied to machine to machine
devices. These embodiments include the service processor 115 developers kit and the automated
provisioning and activation management tools among others. Also, the service analysis and test
‘tools and the virtual service provider émbodiments can also be applied to machine to machine

applications.

[00511] Verifiable Device Assisted Services For Intermediate Networking Devices

[00512] It should be appreciated that the various service monitoring, notification, control
and billing embodiments disclosed herein can also be applied to intermediate networking device

applications.
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[00513] In some embodiments, an intermediate networking device is a communications
device in which the service processor 115 is configured at least in part to allow the intermediate
networking device to act as a service intermediary or intermediate connection between the
network and one or more end point devices (e.g., communications devices). In additioﬁ, a
service controller 122 or other suitable network functions can be employed to assist with the
verifiable service usage monitoring, control and verification as disclosed in numerous

_embodiments described herein. In some embodiments, an intermediate networking device does
this by implementing the service policies required for assisting service usage control of the
intermediate networking device and connecting the network to provide services to one or more
end point devices that are connected to the intermediate networking device. In some
embodiments, the intermediate networking device also monitors the service use activities of the
intermediate networking device and/or the end point devices connected to the intermediate
networking device. In some embodiments, the intermediate networking device and/or end point
device service usage is verified to ensure that the service usage is within the expected ranges for
the policies that are implemented. In some embodiments, the intermediate networking device
connects with the network using one modem technology and connects with the end point devices
using one or more additional technologies. In some embodiments, an intermediate networking
device connects the end point devices to the network by passing, bridging, forwarding, routing,
traffic shaping or otherwise allowing the end point devices to communicate with the network.
Example intermediate networking device embodiments include a Wi-Fi to WWAN (e.g., 2G, 3G,
4G or other wireless wide area networking access technology) bridge or router device, a Wi-Fi to
DSL, cable or fiber gateway device, a WWAN to DSL or Cable femto cell device, a WWAN and
Wi-Fi to DSL, Cable or fiber back-hauled femto cell device,a WWAN to WWAN router device,
a WWAN to WLAN, WPAN or LAN bridge, router or gateway device, or a WWAN back up

connection device for an enterprise router.

[060514] An intermediate networking device can also be provided in some embodiments by
including a bridging, forwarding or routing function between two modems in a communications
enabled device that connects to the network. For example, an intermediate networking device
configuration can be a cell phone, smart phone, mobile intérnet device or any other mobile
device that includes a WWAN modem and a Wi-Fi, WLAN, WPAN or LAN connection that can

be used to connect to other end point devices. For example, the mobile device WW AN modem
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can connect to the network, a service processor 115 can be included on the device processor to
assist monitoring, controlling and billing for services between the WWAN network and end
point devices connected to a Wi-Fi modem. In addition, a service controller 122 or other suitable
network functions can be employed to assist with verifiable service usage monitoring, control
and verification as disclosed in numerous embodiments disclosed throughout herein; In some
embodiments, the Wi-Fi modem can be configured in access point mode or in ad hoc mode to
communicate with other end point devices in the area covered by the mobile device WLAN
modem. In this manner, a service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments described herein.

[00515] Another example embodiment is a notebook or sub-notebook computer with a
WWAN modem and a Wi-Fi, Ethernet, Firewire, Bluetooth, near field or Zigbee modem in
which the notebook processor has a service processor 115 running on the notebook processor and
the service processor 115 is used to assist monitoring, control and billing for services
communicated between the WWAN network and end point devices connected to the notebook or
sub-notebook WLAN, LAN or WPAN. Another example embodiment is a Wi-Fi hot spot with
a service processor 115 capability. Another example embodiment is a WWAN back up modem
in an access network router where the back up modem cénnection to the WWAN network is used
when the main wired network connection goes down, and a router processor or a WWAN back
up modem processor runs a service processor 115 to assist monitoring, controlling and billing for
services between the WWAN network and the access router (e.g., the service provider may only
wish to enable a connection when the main wired network is down to ensure that the WWAN
modem is not used for everyday access). In this manner, a service processor 115 andl a service
controller 122 or other suitable network functions can be employed to enable the verifiable -
service usage monitoring, control and verification as disclosed in numerous embodiments

described herein.

[00516] Another example embodiment is a two-way home gateway configured to perform
various functions such as reading power consumption of the home and/or components in the
home, providing WLAN, WPAN or LAN connectivity for such components or to the power

meters/controllers attached to such components, providing a WWAN or WAN connection to a
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network that reads, records, monitors and/or controls the home and/or component power
consumption, and possibly to provide other wide area network services for other devices in the
home such as computers or entertainment electronics in a similar manner to the WWAN, DSL,
cable and fiber gateway embodiments. The WLAN, WPAN connections can be made with one
or more of Wi-Fi, Zigbee, Bluetooth, NFC or any other suitable wireless modem technology, and
any desired wired LAN connections may be made with one or more of Ethernet, USB, Firewire,
data over cable, data over power line or any other suitable wired modem technol‘ogy. The
WWAN connections can be made with one or more of 2G (e.g. CDMA 1xRT, GPRS), 3G (e.g.
WCDMA UMTS/HSPA/non-MIMO HSPA+, CDMA EVDOrA/B, 802.16d/e WiMax), 4G (e.g.
LTE, MIMO HSPA+, MIMO 802.16m WiMax) or any other suitable modem technologies and
the wired WAN connections may be made with one or more of DSL, Cable, fiber or any other
~wired modem technology. A service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments disclosed throughout herein.

[00517] In some embodiments, an intermediate networking device can be used to connect
one end point device to a network and assist in implementing service policies, or an intermediate
networking device can connect multiple end point devices to one or more hetworks and assist in
implementing service policies. In some embodiments, an intermediate networking device céln be
associated with one service profile, one service plan or one service account, or an intermediate
networking device can be associated with multiple service profiles, multiple service plans or
multiple service accounts. In some embodiments, end point devices connected to an
intermediate networking device can have service usage policies implemented in aggregate for all
end point devices, or service policies can be implemented differentially for different end point

devices.

[00518] In some embodiments, an intermediate networking device can have a network
connection associated with a single account and manage QOS between end point devices under
one umbrella service profile or collection of profiles. In some embodiments, an intermediate
networking device can treat all connected end point devices equally from a service sharing or
QOS perspective so that, for example, service usage is based on end point device demand and/or

contention. In some embodiments, an intermediate networking device differentiates service
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QOS between different end point devices based on end point device service demand or service
usage patterns, EDP device type or device group, end point device user or user group, end point
device service account status or service plan status, or end point device application type, and/or

traffic type or service type.

[00519] As discussed herein, the service processor 115 function assisting intermediate
networking device implementation can be included on the intermediate networking device, can
be included in part on the intermediate networking device and one or more end point devices, or

can be implemented mainly or entirely on one or more end point devices.

[00520] In some embodiments, an intermediate networking device can be constructed in
which end point devices connect to the intermediate networking device and gain access services
to a WWAN network through a WWAN/Wi-Fi enabled intermediate networking device that is
supplied with services associated with a single account and service profile. The intermediate

" networking device service processor 115 can assist in monitoring, control and billing for WWAN
service usage for all end point devices in the area covered by the intermediate networking device
Wi-Fi link. In some embodiments, end point devices receive service on first come first serve
basis with no differentiation. In some embod:ments end point devices receive fair distribution
of services so that if one end point device is using more SIgmﬁcantly more service than the other
end point devices, or is demanding more service than the intermediate networking device service
profile settings provide for a single end point device (e.g., “bandwidth hogging”), then the high
demand end 'point device is throttled and the other end point devices are not. In some
embodiments, end point devices receive hierarchical distribution of services based on one or
more of service type, device type, user type, and/or account status. In some embodiments, an
intermediate networking device can provide for a large or unlimited number of end point devices
to connect to the network and simply control aggregate service usage parameters for the
intermediate networking device WWAN connection. In some embodiments, the intermediate
networking device limits the number of end point devices that are allowed to connect to the
WWAN network according the end point device count limits programmed in the service
processor 115 service profile settings in the intermediate networking device.' In some
embodiments, end point device traffic can be identified by various end. point device credential

aspects including, for example, by Wi-Fi ID, MAC ID, IP address, user ID; LAN tag, end point
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device agent credentials, and/or browser token or cookie. In some embodiments, the
intermediate networking device service account can be billed for overall service usage and/or by
number of end point device connections allowed or experienced. In some embodiments, as the
intermediate networking device user or owner signs up for a higher end point device connection
count, one ore more aspects of the service usage policy implementation and/or profile

implementations in the service processor 115 profile settings can be increased.

[00521] The various verification techniques described herein can also be applied to the
intermediate networking device and extended to multiple end point devices. For example,
network based service usage measures for verification can be applied to the intermediate
networking device just as if the intermediate networking device were an end point device. For
example, network based service usage measures (e.g., IPDR information) can be used to perform
network verification checks to ensure that intermediate networking device service usage is within
acceptable ranges based on intermediate networking device policy settings as similarly described
with respect to various device embodiments. In some embodiments, in the event intermediate
networking device service usage is outside the policy limits set for the intermediate networking
device service processor 115, a notification can be sent to the intermediate networking device

 main account owner. The main intermediate networking device account owner can also be
required to acknowledge the notification. The notification can also be sent to one or more other
users of the intermediate networking device connection, including possibly all users. Other
actions that can be taken if the network based intermediate networking device service usage
measure does not match the policy limits set on the service processor 115 include nofify the user,
notify the user and require acknowledgement, bill the user for service overage, suspend the end
point device, quarantine the end point device, SPAN the end point device, and/or alert network
manager or alert an automated network troubleshooting function. In some embodiments, a
device based usage measure can be verified against a network based service usage measure. It
will now be apparent that the various service processor 115 verification embodiments, service
controller 122 verification embodiments, network verification embodiments, authentication
embodiments, and tamper prevention or detection embodiments, such as those shown in and
described with respect to Figures 22, 23, 26, 27 and 28, can be applied to intermediate

networking device applications and embodiments.
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[00522] In some embodiments, it is desirable to match up individual end point device or
user intermediate networking device service usage with other service usage measures. For
example, the individual end point device service usage measures logged or reported from the end
point devices and/or the intermediate networking device can .be aggregated to form a total
intermediate networking device usage measure that is compared to an aggregate intermediate
networking device usage measure logged or reported in the network. In some embodiments, if
these measures do not match, then an error condition results and an action is taken. In some
embodiments, the aggregate intermediate networking device service usage measure is compared
to the aggregate network based service usage measure and as long as these two measures are
within an acceptable tolerance, then the intermediate networking device service usage measures
are trusted and can be used for deeper intermediate networking device and end point device -
usage measures for service control and/or billing than may be possible in the network. In such
embodiments, the individual end point device service usage measures gained from the
intermediate networking device or end point device can be used to verify end point device
service usage versus service policy allowances. In some embodiments, end point device service
usage measures are compared with intermediate networking device measures for the same end

point devices.

[00523] In some embodiments, the IPDR records for one or more networks can include
individual end point device service usage information. This is the case for example when the
IPDRs include information broken down by end point device credential, such as IP address or
other end point device credential. In such cases, intermediate networking device embodiments
can be employed in which the individual end point device service usage information measured in
the network can be compared with the service usage policy allowances or limits for the end point
device. Also, in some embodiments, the individual end point device service usage measures
from an end point device service usage monitor and/or an intermediate networking device
service usage monitor can be compared with the hetwork based service usage information to
verify an end point device and/or an intermediate networking device service usage monitor is

operating properly.

[00524] As similarly described with respect to end point device embodiments with no

intermediate networking device between the end point device and the network, in some
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intermediate networking device embodiments, service usage and service usage monitor reports
-can be periodically verified by performing a SPAN function on the traffic for an intermediate
networking device. The SPAN traffic can be analyzed in a real-time manner or in a non-real-
time manner in the network and the results can be compared with the intermediate networking

device or end point device service policies or service usage measures.

[00525] The synchronized device notification and acknowledgement embodiments can
also be employed in the case in which one service account is applied to the intermediate
networking device. The service usage counters in the intermediate networking device can be
synchronized or updated with the network based measures and the differences between the two
may be minimized. The service usage notification can be sent to one or more of the end point
devices connected to the intermediate networking device. For example, the notification can be
sent to the intermediate networking device manager or service owner, all end point devices or the

most active end point devices.

[00526] Similarly, user preference feedback can be collected from one or mdre of the
service users connected to the intermediate networking device. In some embodiments, user
preferences or user service selections or service settings are collected from one user or a subset
of end point devices used by the service subscriber. In some embodiments, more than one
service user can provide preference information or service settings even if there is only one user
account. In some embodiments, there are multiple service subscribers each providing
preferences. In some embodiments, as similarly described with respect to various device
embodiments, user preferences can be used set service control policies that provide the user with
their selected balance of cost and service capability in a manner that meets network neutrality
requirements. Similarly, in some embodiments, the service monitoring and customer resource
management information collected on the intermediate networking device or end point devices
can be filtered according to user privacy preferences to maintain the level of user privacy

selected by the user.

[00527] Adaptive intermediate networking device policy implementation can also be
performed in the intermediate networking device service processor 115 embodiments, as

similarly described with respect to various device embodiments. In some embodiments, the
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service policy implementation for the intermediate networking device can be adapted by the
service processor 115 agents (e.g., policy control agent 1692 working to control the settings in
policy implementation agent 1690, and/or another service processor agent or function) to achieve
a higher level service usage goal. In some embodiments, the usage goals or adaptation can be
based on aggregate end point device ﬁsage for the intermediate networking device network
services, and in some embodiments, the higher level usage goals or adaptation can apply to one

or more individual end point devices.

[00528] In some embodiments, even though there is one intermediate networking device
account, there can be multiple options for multi-end point device or multi-user operation in
which the number of end point devices, number of users or service capabilities for some of the
end point devices or users are selectable. These parameters are accommodated by an
intermediate networking device service profile that includes the service capabilities that are to be
delivered to a multit'ude of end point devices or users. In some cases, some end pdint devicés or
users have a different profile within the intermediate networking device service processor 115
with differentiated capabilities as compared to the intermediate networking device service
processor 115 profile for other end point devices or users. This is-the case for some of the
examples provided herein. These multi-end point device or multi-user service profiles in the
intermediate networking device service processor 115 can share sérvices equally or can allow
more capable access services to some end point devices or users than others. In some
embodiments, a service profile implemented by the intermediate networking device service
processor 115 for one end point device or user is different than that in the service profile
implemented by the service processor 115 for another end point device or user (e.g., providing
differentiated service profile implementations by end point devices and/or users). End point
devices can be uniquely identified for purposes involving implementation of different service
profiles in the intermediate networking device service processor 115 agents (e.g., depending on
the embodiment, service monitor agent 1696, policy implementation agent 1690, policy control
agent 1692, application interface agent 1693 and/or other service processor agents or functions)
based on a number of parameters, such as 1P address, local area network address (e.g., Wi-Fi
address), MAC address end point device ID, user ID, and/or end point device application layer
tag. This allows for independent service usage monitoring and control for different end point

devices or users.
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[00529] In some embodiments, an intermediate networking device also bridges services to
end point devices or users that have individually managed service profiles, service plans or
service accounts. As discussed herein, individual end point device service policy
implementation and/or service profile implementation can be accomplished by classifying end
point device service usage according to an end point device identifier so that service monitoring,
control assistance and reporting may be differentiated between one or more end point devices.
These end point device identifiers can then be associated with a different service plan or account
in the service processor 115 and/or billing system 123. The end point device or user specific
service usage monitoring, reporting, notification and control assistance can be accomplished by

running one or more profiles for each end point device or each user.

-[00530] It will now be apparent that billing can also be implemented with a single account
encompassing service usage for all users or end point devices connected to an intermediate
networking device, or for individual users, end point devices, user groups or end point device
groups connected to an intermediate networking device. As similarly described with'respecfto
the service profile, this is accomplished by aésociating service usage events and associated
billing events with a end point device identifier, user identifier, end point device group identifier,

and/or user group identifier.

[00531] - Insome embodiments, end point devices or users connect to more than one
intermediate networking device with the same service account, service plan or service profile. In
some embodiments, the intermediate networking device requires an authentication sequence for
the end point device or user before allowing connection to the network through the intermediate
networking device. This authentication sequence can involve the end point device
communicating an active account or admission credential with the intermediate networking
device. The intermediate networking device can compare the credential with a local database or
may query a database in the network to admit the end point device to the intermediate
networking device network connection. In either case, provided the user credential or network
authorization process is passed, the service processor 115 service profile settings for the end
point device are applied and service is then established as discussed herein. In these cases, the
verification can be accomplished as described herein. In some embodiments, even if the end

point device does not have a service processor 115, provided that the intermediate networking
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device service policy implementations and/or service profile implementations are verified as
‘described herein, then the intermediate networking device will accurately assist in control and
reporting of service usage for the different end point devices or users, and the appropriate service

policy controls and/or billing can be maintained.

[00532] In some embodiments, when the end point device attempts connection to the
intermediate networking device, if the user or end point device does not already have an active
account or logon credential that the intermediate networking device recognizes, then the
intermediate networking device can offer the end point device or user a service sign up
experience. This experience can be implemented in a number of ways, including a website,
WAP site, portal, download of agent software, and other methods. For example, an automated
recognition of new devices can redirect unauthorized end point devices to browse into a website,
WAP site, or portal site located on the intermediate networking device or in the network. If the
site is located on the intermediate networking device, it can be cached and refreshed at a time of
day when the network is not overly busy. Once on the site, the user or end point device selects
the plan choice they desire, inputs account information and, in some embodiments, downloads
device agent software to aid in network service policy implementation and/or profile
implementation with the intermediate networking device. Oﬁce the user signs up, the
information is logged into the network data base, the service account is established and the
intermediate networking device service profile for that user or end point device is activated and

the user can begin using the service.

[00533] In some'embodiments‘, a website, WARP site, or portal site located in the
intermediate networking device can be used to provide the end point device user with a service
usage monitor interface and a service purchase interface for cases in which the end point device
does not posses any special software to allow it to display a more specialized service usage .
monitor function for information received from the intermediate networking device or network
service usage counters. The service usage monitor for the intermediate networking device can be
synchronized, as similarly described with respect to various device embodiments. In some
embodiments, the service usége notification system can also display cost data from a usage to
cost look-up function. In some embodiments, the service usage notification system can display

projected service usage or projected cost, as similarly described with respect to various device
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embodiments. The service usage monitor to drive these service notification embodiments can be
located on one or more of the end point device, the intermediate networking device or the

network.

[00534] - In some embodiments, if multiple accounts are serviced by one or more
intermediate networking devices, verification can be performed on the service controls for the
end point device or user service usage. As will now be apparent, just as with the intermediate
networking device, the end point device or user service usage comparison with usage policy
settings can be verified in the ways described herein. If the usage is found to be out of policy,
then any of the out of policy actions described herein can be performed, including, for example,
notify the end user, notify and require acknowledgement, bill for dverage, suspend, quarantine,
SPAN, and/or flag to network manager or network error handling function. For example, the
verification methods shown in and described with respect to Figures 22, 23, 26, 27 and 28 can be
applied for the embodiments where intermediate networking devices have multiple account,

- multiple service plan, multiple service profile, multiple end point device, and/or multiple user

capabilities.

[00535]) It will be apparent that the various embodiments described herein for automated
provisioning and activation also can similarly be applied to the intermediate networking device
embodiments. It will also be apparent that the various virtual service provider embodiments can

similarly be applied to the intermediate networking device embodiments.

[00536] Ambient services can be employed on the intermediate networking device and the
ambient services can thus be provided to the end point devices. It will be apparent that the

- ambient service profile embodifnents disclosed herein can similarly be applied to the
intermediate networking device, and then the intermediate networking device can supply those
ambient services to end point devices connected to the intermediate networking device. It will
also be apparent that the intermediate networking device can provide an ambient service profile
as described herein to end point devices or users that have not yet signed up for service, while
providing other paid for service profiles to end point devices or users that have signed up for

service.
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[00537] Bill by account embodiments can similarly be applied to the intermediate
networking device embodiments. For example, bill by account can be used in embodiments in
which all end point devices or users are connected to the intermediate networking device under
one account, or to embodiments in which some end point devices or uéers are accounted for
separately with different service accounts, service plans or service profiles. In either case, it will
be apparent that using one or more of the end point device or user identification credential
aspects discussed herein can be used in a bill by account profile to account for any end point
device or service activity. In such embodiments, billing event reports for those activities that
include the end point device or user identifiers can also be provided for billing mediation and
reconciliation down to the individual end point device or user level. For example, this allows for

very deep service monitoring and billing capabilities with intermediate networking devices.

[00538] The intermediate networking device embodiments described above also have uses
in machine to machine applications. It will be apparent that if the end point device includes the
correct credentials to gain access to an existing account, or to allow an automated provisioning
and activation account to be established, then the end point device can be connected to the
network through the intermediate networking device without human intervention. Furthermore,
the service profile that is e‘stabl‘ished with the end point device for machine to machine _
comn-mnications can be set up to provide the access required to support the machine to machine
application allowing for low cost access services and preventing the end point device from being
misused for some service other than that intended. For example, the verification techniques and

embodiments disclosed herein can similarly be applied to such machine to machine applications.

[60539] It will be apparent that the identifiers discussed above for bill by account
mediation with accounting down to the individual end point device or user level can be
combined with a billing mediation server in the network that accepts intermediate networking
device billing events with end point device identification or user identification indexed billing,
performs the necessary bill by account mediation functions, formats the billing events into the
format used by the billing system, and transmits the mediated billing information to the billing

system 123.
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[00540] In some embodiments, the intermediate networking device service processor 115
functionality can be split. The division ranges from some or all of the service processor 115 on

the device to some or all of the service processor 115 on the intermediate networking device.

[00541] In some embodiments, allv of the service processor 115 is on the intermediate
networking device. The end point device does not participate in service processor 115 functions
and has no service processor 115 interface software. In some embodiments, the end point
device has small subset of service processor 115 capabilities, including, for example, a service
notification UI or a logon client with credentials. In some embodiments, service monitoring is
implemented on the end point device or on both the end point device and in the intermediate
networking device. In some embodiments, the end point device has additional service processor
115 capabilities including, for example, application layer tagging that associates application
layer activity with service processor 115 service monitoring or service policy implementation
and/or service profile implementation information. This can be accomplished by a range of
techniques, for example, transmitting the application tagging information disclosed elsewhere to
the intermediate networking device service processor 115 so that the policy ifnplementation may
be accomplished with knowledge of the application layer information. Another example
involves assigning IP addresses in the intermediate networking device networking stack to the
end point devices so that different types _of end point device traffic can be routed into service
processor 115 traffic shaping queues, each queue having a policy profile implementation engine,
and application layer tagging information or similar traffic indentifying information is used to
determine which policy implementation engine the traffic should be routed to in order to
accomplish the desired traffic shaping for the traffic type, application type, service type, and/or
content type. In some embodiments, the traffic control policy is implemented on the end point
_device either with an application layer traffic controller, or by implementing more of the service
processor 115 functionality, as similarly described with respect to various device embodiments.
In the end point device service functionality example, most or all of the service processor 115
functionality is implemented on the end point device and the intermediate networking device
functionality can be reduced to a bridging, forwarding or routing function between the end point
devices and the network that performs little or no service control, monitoring and/or billing
functions. For example, the service usage monitoring agents can also be provided on the end

point device to aid in verification.
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[00542] In embodiments in which the end point device requires agent software, the
software can be loaded at time of manufacture or during distribution, loaded later, and/or made
available for download through the intermediate networking device. In the case in which the end
point device agent SW is downloaded through the end point device, there 'can be locally cached
copies of the SW for one or more OS variants stored in a cache on the intermediate networking
device, with the cache being updated over the network at convenient or conducive times, or the
software can be downloaded live over the network when it is needed by the end point device.
Logging the service usage to download this softwafe is another example in which bill by account
functionality can be used to track network traffic that may not be desirable to bill to a end point
device owner or user, and bill by account functionality can be used to log and mediate such

usage out of the user or end point device owner’s bill.

[00543] Any end point device agent software required to connect to the intermediate
networking device can also be implemented as a service processor 115 developer’s kit as
described herein and distributed to aid manufacturers, service provider and virtual service

providers in bringing new devices onto networks with intermediate networking device capability.

'[00544) In the case of a femto cell intermediate networking device, in some embodiments,
it is desirable to facilitate handover from the WWAN network to the femto cell. In some
embodiments, this provided in the intermediate networking device service processor 115 in a
variety of ways. In some embodiments, the voice and data traffic is routed through a VPN tunnel
controlled by the service processor 115 and connected to a network element, such as the
transport gateway or another specified traffic concentration destination for the femto cell. In
some embodiments, the voice traffic, the data traffic or both can be routed in secure or open
Internet channels to different destinations, or the data can be routed directly to the Internet
destination specified by the packets. In some embodiments, the femto cell intermediate
networking device controls the femto cell frequencies or local frequency channel strength
surveys 6ver the intermediate networking device control channel. In some embodiments, the
service processor 115 has a VPN connection to a network base station hand off controller to
assist.in handoff to and from the WW AN network and/or has the capability to instruct the end
point device and the base station handoff controller. In some embodiment, whenever an end

point device authenticated for femto cell access is within range of the femto cell, the service
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provider desires to set up a service processor 115 profile to get the end point device to connect to
the femto cell even if it has a strong signal with one or more WWAN base stations so that the
WWAN traffic may be offloaded. In some embodiments, the service processor 115 can form a
secure control plane link with network AAA functions to manage authorization and admission of
end point devices the femto cell has not yet admitted, or the network policies can require re-
authorization every time a end point device attempts access. Once an end point device is
connected to the femto cell intermediate networking device, the verifiable traffic monitoring, -
control and billing functions described herein can be applied t6 various application

embodiments. For example, the intermediate networking device service policy verification
techniques disclosed herein, as similarly described with respect to various device embodiments,

can similarly be applied to the femto cell intermediate networking device embodiments.

[00545] In some embodiments, the service provider desires to keep the number of end
point devices or users that access an intermediate networking device below a certain count
specified in the service processor 115 profile. In some embodiments, this is accomplished by
controlling the number of IP addresses allowed onto the intermediate networking device local
area side connection. In some embodiments, this is facilitated by observing the end point device
identification parameters available in the end point device traffic. In some embodiments, this is
facilitated by observing the traffic patterns to determine the likely number of devices connecting
to the network. For example, traffic demand patterns can be examined to determine how many
users are likely to be demanding access at one time. Although the foregoing embodiments have
been described in some detail for purposes of clarity of understanding, the invention is not
limited to the details provided. There are many alternative ways of implementing the invention.

The disclosed embodiments are illustrative and not restrictive.

[00546] WHAT IS CLAIMED IS:

Attorney Docket No. RALEP004 238 PATENT

Page 657 of 754



10

20

25

CLAIMS

1. A system, comprising:
a processor of a communications device configured to:
implement a first service policy for assisting billing for the communications
device use of a first service on a first network; and }
monitor use of the first service based on the first service policy; and
a memory of the communications device coupled to the processor and configured to
provide the processor with instructions,

wherein a local service usage is synchronized with a network based service usage.

2. The system recited in claim 1, wherein the processor of the communications device is
further configured to: '
determine bill by account information based on the monitored use of the first service; and

report the bill by account information.

3. The system recited in claim 1, wherein the processor of the communications device is
further configured to: »

determine bill by account information based on the monitored use of the first service,
wherein the bill by account information associates the monitored use of the first service based on
one or more of the following: application type, content type, network address identifier,
transaction, and network chatter; and

report the bill by account information.

4. The system recited in claim 1, wherein the processor of the communications device is
further configured to:
determine bill by account information based on the monitored use of the first service; and
send a billing report to a billing server, wherein the billing report includes billing
allocations based on one or more of the following: service usage information for an ambient
service, service usage information for a transaction based service, service usage information for a

partner application, and service usage information for network chatter.
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5. The system recited in claim 1, wherein the processor of the communications device is
further configured to:

report a cost of service usage for the communications device based on one or more of the
following: a network address identifier, an a}')plication type, a service type, a content type, a time

of day, and an associated service usage level.

6. The system recited in claim 1, wherein the processor of the communications device is
further configured to: ‘

determine a cost projection for a projected service usage for the communications device,
wherein the cost projection excludes service usage costs for the communications device that are

related to one or more of the following: network chatter and bill by account.

7. The system recited in claim 1, wherein the processor of the communications device is
further configured to:

determine a cost projection for a projected service usage for the communications device;
and ‘

display a notification, the notification including the cost projection.
8. The system recited in claim 1, wherein the processor of the communications device is
further configured to:

determine if the monitored use of the first service exceeds a service usage limit setting of
a first service plan associated with the communications device, wherein the use of the first
service results in a service cost overage, and wherein the service usage limit setting is stored in
the communications device, and the service usage limit setting is associated with a service usage
level record stored in a network device; a_nd

billing for the service cost overage.

9. The system recited in claim 1, wherein the processor of the communicationé device is
further configured to:

receive network based service usage information;

determine if the monitored use of the first service exceeds a service usage limit setting of
a first service plan associated with the communications device using the network based service
usage information, wherein the use of the first service results in a service cost overage, and

wherein the service usage limit setting is stored in the communications device, and the service
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usage limit setting is associated with a service usage level record stored in a network device; and

billing for the service cost overage.

10. A xﬁethod, comprising:

implementing a first service policy for assisting billing for the communications device

use of a first service on a first network; and

monitoring use of the first service using a processor of the communications device based

on the first service policy,

wherein a local service usage is synchronized with a network based service usage.

11. A computer program product, the computer program product being embodied in a
computer readable storage medium and comprising computer instructions for:
implementing a first service policy for assisting billing for the communications device
us-e of a first service on a first network; and
monitoring use of the first service based on thé first service policy,

wherein a local service usage is synchronized with a network based service usage.

12. A system, comprising:
a processor of a communications device configured to:
implement a first service policy for assisting billing for the communications
device use of a first service on a first network; and
monitor use of the first service based on the first service policy; and
a memory of the communications device coupled to the processor and configured to
provide the processor with instructions,

wherein the implementation of the first service policy is verified.

13. A system, comprising: _
a processor of a communications device configured to:
implement a first billing policy for assisting billing for the communications
device use of a first service on a first network; and V

monitor use of the first service based on the first billing policy; and
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a memory of the communications device coupled to the processor and configured to
provide the processor with instructions,
wherein the implementation of the first billing policy is verified based at least on a

periodic synchronization of a local service usage with a network based service usage.

14. A system, comprising:
a processor of a network device configured to:
implement a first service policy for assisting billing for a first communications
device use of a first service on a first network; and
monitor use of the first service by the first communications device based on the
first service policy; and V
a memory of the network device coupled to the processor and configured to provide the
processor with instructions,

wherein a local service usage is synchronized with a network based service usage.

15. The system recited in claim 14, wherein the processor of the network device is further.
configured to:

monitor service usage by the first communications device to bill by account.

16.  The system recited in claim 14, wherein the processor of the network device is further
configured to: | ,

monitor service usage by the first communications device to facilitate bill by account,
wherein the bill by account for the first service is controlled by a service provider, a mobile

virtual network operator, or a virtual service provider.

17.  The system recited in claim 14, wherein the processor of the network device is further
configured to:

A receive a billing report including device based service usage billing information from the
first communications device; \
verify the billing report; and

send the billing report to a billing server.

18. . The system recited in claim 14, wherein the processor of the network device is further

configured to:
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collect a plurality of network based service usage measurements for the first
communications device;

receive a billing report including a plurality of device based service usage measurements
from the first communications device; and

compare the plurality of network based service usage measurements and plurality of the

device based service usage measurements to verify the billing report.

19.  The system recited in claim 14, wherein the processor of the network device is further
configured to:

determine bill by account information for a plurality of service usage measurements for
the first communications device; and

report the bill by account information to a billing server.

20. The system recited in claim 14, wherein the processor of the network device is further
configured to: .

~ determine bill by account information for a plurality of service usage measurements for
the first communications device, wherein the bill by account information categorizes service
usage based on one or more of the following: application type, content type, website, transaction
and network chatter; and

report the bill by account information to a billing server.

21.  The system recited in claim 14, wherein the processor of the network device is further
configured to: |

determine bill by account information for a plurality of service usage measurements for
the first communications device; and

send a billing report, wherein the billing report includes billing allocations based on one
or more of the following: service usage information for an ambient service, service usage
information for a transaction based service, service usage information for a partner application,

and service usage information for network chatter.

22.  The system recited in claim 14, wherein the processor of the network device is further
configured to:
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report billing for service usage information for the first communications device based on
one or more of the following: network address identifier, application, service type, content type,

time of day and associated service usage level.

23..  The system recited in claim 14, wherein the processor of the network device is further

configured to:

determine if the use of the first service by the first communications device exceeds a
service usage limit for a first service plan associated with the first communications device,
wherein the use of the first service by the first communications device results in a service cost
overage; and .

billing for the service cost overage.

24. The system recited in claim 14, wherein the processor of the network device is further

configured to:

associate a service usage limit record with a service usage limit setting, wherein the
service usage limit setting is based on a service usage limit of a first service plan associated with
the first communications device, and wherein the service usage limit setting is stored in the first
communications device, and the service usage limit record is stored in the network device;

determine if the use of the first service by the first communications device exceeds the
service usage limit setting, wherein the use of the first service by the first communications device
results in a service cost overage; and

billing for the service cost overage.

25.  The system recited in claim 14, wherein the processor of the network device is further

configured to:

associate a service usage limit record with a service usage limit setting, wherein the
service usage limit setting is based on a service usage limit of a first service plan associated with
the first communications device, and wherein the service usage limit setting is stored in the first
communications device, and the service usage limit record is stored in the network device;
.determine if the use of the first service by the first communications device exceeds the
service usage limit setting using network based service usage information, wherein the use of the

first service by the first communications device results in a service cost overage; and
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billing for the service cost overage.

26. The system recited in claim 14, wherein the processor of the network device is further

configured to:

associate a service usage limit record with a service usage limit setting, wherein the
service usage limit setting is based on a service usage limit for the first communications device
that is received or requested from a billing system, an intermediary billing system, or the first
communications device, and' wherein the service usage limit setting is stored in the first
communications device, and the service usage limit record is stored in the network device;

determine if the use of the;ﬁrst service by the first communications device exceeds the
service usage limit setting using network based service usage information, wherein the use of the
first service by the first communications device results in a service cost overage; and

billing for the service cost overage.

27. The system recited in claim 14, wherein the processor of the network device is further
configured to:

determine a cost projection for a projected service usage for the first communications
device, wherein the cost projection excludes service usage costs for the first communications

device that are related to one or more of the following: network chatter and bill by account.

28.  The system récited in claim 14, wherein the processor of the network device is further
configured to: A
determine a cost projection for a projected service usage for the first communications
device; and |
send a notification to the first communications device, the notification including the cost

projection.

29. The system recited in claim 14, wherein the processor of the network device is further
configured to:

perform deep packet inspection to monitor service usage by the first communications
device based on the first service policy;

send a notification to the first communications device, the notification including the

monitored service usage by the first communications device; and
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report billing for the monitored service usage by the first communications device to the

first communications device or to a billing server.

30. The system recited in claim 14, wherein the processor of the network device is further
configured to:

perform deep packet inspection to monitor service usage by the first communications
device based on the first service policy;

send a notification to the first communications device, the notification including the
monitored service usage by the first communications device;

~implement a deep packef control policy based on the first service policy;

store the monitored service usage in a service usage history based on the first service

policy; and

determine billing for the monitored service usage based on the first service policy.

31. The system recited in claim 14, wherein the processor of the network device is further
configured to:

perform deep packet inspection to monitor service usage by the first communications
device based on the first service policy;

send a notification to the first communications device, the notification including the
monitored service usage by the first communications device;

implement a deep packet control policy based on the first service policy;

store the monitored service usage in a service usage history based on the first service
policy;

determine billing for the monitored service usage based on the first service policy; and -

communicate with a service processor located on the first communications device using a

service control server link.

32.  The system recited in claim 14, further comprising:

a billing server; and

a service usage monitoring aggregation and billing intermediary server in communication
with the first communications device, wherein the service usage monitoring aggregation and

billing intermediary server collects device based service usage information and network based
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service usage information, and wherein the intermediate service usage monitoring aggregation

server is integrated with or in communication with the billing server.

33,  The system recited in claim 14, further comprising:

collect device based service usage information and network based service usage
information, wherein the network based service usage information is based at least in part on a
CDR information feed; and

determine a billing offset based on the collected device service usage information and
network based service usage information, wherein the billing offset is reported to one or more of
the following: a billing server, a billing intermediary server, and the first communications |

device.

34. A system, comprising:
a processor of a network device configured to:
implement a first service policy for assisting billing for the first communications
device use of a first service on a first network; and
monitor use of the first service by the first communications device based on the
first service policy; and ‘
a memory of the network device coupled to the processor and configured to provide the
processor with instructio-ns,

wherein the implementation of the first service policy is verified.

35. A system, comprising:
a processor of a network device configured to:
implement a first billing policy for assisting billing for the first communications
device use of a first service on a first network; and
monitor use of the first service by the first communications device based on the

first billing policy; and
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a memory of the network device coupled to the processor and configured to provide the
processor with instructions,

wherein the implementation of the first billing policy is verified based at least on a
periodic synchronization of a local service usage located on the first communications device with

a network based service usage.

36. A method, comprising:

implementing a first service policy for assisting billing for a first communications device
use of a first service on a first network; and

monitoring use of the first service by the first communications device based on the first

service policy using a processor of the network device.

37. A computer program product, the computer program product being embodied in a
computer readable storage medium and comprising computer instructions for:

implementing a first service policy for assisting billing for a first communications device
use of a first service on a first network; and

monitoring use of the first service by the first communications device based on the first

service policy.
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VERIFIABLE DEVICE ASSISTED SERVICE USAGE BILLING WITH
INTEGRATED ACCOUNTING, MEDIATION ACCOUNTING, AND
MULTI-ACCOUNT

ABSTRACT OF THE DISCLOSURE

[00547] Various embodiments are disclosed for a services policy communication system
and method. In some embodiments, a communications device implements a service policy for

assisting billing for the communications device use of a service on a network; and monitors use
of the service based on the service policy, in which a local service usage is synchronvized with a

network based service usage.
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SCORE Placeholder Sheet for IFW Content

Application Number: 12380778 Document Date: 03/02/2009

The presence of this form in the IFW record indicates that the following document type was received in paper
and is scanned and stored in the SCORE database.

e Drawings

Images of the original documents are scanned in gray scale or color and stored in SCORE. Bi-tonal images are
also stored in IFW. Defects visible in both IFW and SCORE are indicative of defects in the original paper
documents.

To access the documents in the SCORE database, refer to instructions developed by SIRA.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWeb/).
e External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: December 8, 2006
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Approved for use through 7/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
j fi -87
Substitute for Form PTO-875 12/380,778
APPLICATION AS FILED - PART | . : OTHER THAN
(Column 1) {Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE (8) RATE ($) FEE ($)
BASIC FEE
N/A
(37 CFR 1.18(a), (b), or (c)) NIA NIA NiA 330
SEARCH FEE
N/A
(37 CFR 1.16(K), (i), or (m)) NIA NIA N/A 540
EXAMINATION FEE
(37 CFR 1.16(0). (p). of ()) N/A NiA N/A N/A 220
TOTAL CLAIMS
(37 CFR 1.16(i)) _ 37 minus 20 = 17 x$26 OR %352 884
INDEPENDENT CLAIMS . N
(37 CFR 1.16(n) 10 minus 3 = 7 x§110 x$220 1540
If the specification and drawings exceed 100 | T
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $260 ($130 for small entity) for sach additional 1350
50 sheets or fraction thereof. See * 2
(87 GFR 1.16(<)) 35U.5.C. 41(a)(1)(G) and 37 CFR '
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 195 390
* If the difference in column 1 is less than zero, enter "0" in column 2, TOTAL TOTAL 4864
APPLICATION AS AMENDED — PART Il OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE ($) ;&N(’;'; RATE (8) :EEN:;
5 AMENDMENT PAID FOR
w Total . X . . _ - OR —
Z | ercrr 1.166) Minus = X = X =
Z [ Independent |, : pe = = =
£ | 37CFR 1.160n) Minus - X ~ or | X -
< | Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADD'T FEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
@ AFTER PREVIOUSLY EXTRA RATE () TN RATE (%) I?EN':"
= AMENDMENT PAID FOR ® @
|
Total . ; - N - OR =
E (37 CFR 1.16()) Minus = X = X =
Independent :
w M ikl = = =
= | 37 cFR 1.16() Minus X or | X
< Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) N/A OR N/A
TOTAL R TOTAL
ADD'T FEE ol ADD'T FEE
* If the entry in column 1 is less than the entry in column 2, write ‘0" in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter 20"
*** if the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter *3".
The “Highest Number Previously Paid For” (Total or independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten
and Trademark Office, U.S, Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS.
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