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a generalized network address translator (gNAT) at the
kcrncl level that is under user-mode proxy control through
a proxy application pro ramming interface (API). Initially,
thc proxy binds to a local socket and commands the API to
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retneve the address information of the server to which the
client has attempted to connect so that a proper translation
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rcqucst itself, establish a session on thc client's behalf with
thc rcqucsted scrvcr, establish a session on thc client's behalf
with a dinerent server, etc. The proxy may also request that
the API commaml an address translauon in the gNAT so that
further messages between the chant aml the server need not
pass up to the user-mode, but may be dynamically redirectecl
within the kernel-mode.
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1

APPLICATION PROGRAMMING
INTERFACE AND GENERALIZED

NETWORK ADDRL'SS TRANSLATOR I'OR
INTELLI('L'NT TRANSPARL'NT

APPI,ICATION GATEWAY PROCFSSFS

'I'L('I IN I CAI . I &I LI .O

This invention relates generally lo network adilress trans-
lola(ion and proxy apphcanon control oi networl commum-

cation and, more particularly, relates to the combination of
net&vork address translation anil proxy application function-
ality into a transparent application amway process.

IIACKGROUND Ol THL'NVf N11ON I

As the number of computers that needed or wanted to be
connected to the Intcrnct continued to grow, il soon bccamc
obvious that this number could not be accommodated by thc
number of. ava&labia IP addresses, known as doued-quads In
response lo this address deplenon problem, a methorl as
illustrated in I'IG 2 was rlevised whereby a number of
computers ('I, (', etc could be located on a 'pnvale**
net&vork 60 and would use private IP addresses 62 to
coniniunicate with each other. Thcsc private IP addrcsscs,s
could be reused on other private networks since no one
outside Ihe pnvale network could see these addresses. In
order to allow the computers on the pnvale network to
communicate with other computes So Se, etc on a public
net&vork, such as the Internet 64, the private network utilizes
one machine 66 to provirle the gateway for all of the
computers on thc private network to reach the public net-
work. Throu h thc usc of thc private addrcsscs 62 on thc
pnvale network 60 and lhe gateway computer 66, Ihe
address deplenon problem iv at least slowed.

This gateway computer 66 runs a program called a
net&vork address translator (NAT) that has both a private IP
address 62 and a public IP arldress 68 As computers on the
private network attempt to establish sessions with a server
on a public network (or another private nct&vork), the NAT ao
chan es thc source adrlrcss 70 of thc mcssagc packets 72
from the pnvate address of lhe client computer to its pubic
IP address. In this way, the private IP address is nol
communicated on the public network The messages all
aPPear to have come from the Public IP address of the NAT as
machine. Thc NAT maintains a mapping 74 of thc transla-
tion from thc private to thc public IP address so that when
messages are rcceivctl from thc public network in response
as fihtvtraled by line 76, lhe NAT can forwaril them to the
proper chant machine This operation of the NAT is com-
pletely transparent to the client computers on the private
net&vork, i.e they each believe that they are communicating
directly with thc public servers.

FIG. 3 illustrates this redirect capability of the NAT
machine. Specitically, a client machine C, attempts to s
eslabhsh a session 78 directly with public server S, as
indicated by dashed hne 80. However, when the message
from C„ is detected by the NAT 66, it dynamically redirects
82 the messa e to S, and changes the source address as
described above. 'I'he client process does not know that the ro
NAT has changed its mcssagcs'ource address, and contin-
ues to bclicvc that it is communicating directly v ith thc
public server. Messages from the server S, are dynamically
red&reeled 82 to the client C, based on lhe mappmg of the
address tranvlauon. As may be seen i rom FIG. 4, this address as
translation takes place at a low level, e g. at the kernel level
84 in a Windoiv*s architecture.

While the NAT has greatly alleviated the address deple-
tion problem, especially lor home and small business
networks, its translation of source addresses is fixe within
its pro ramming. That is, the tratlitional NAT (loca not allow
any application control of the address translations that it
performs Additionally, since the address translation is per-
iormed on Ihe message peel els at such a low level within the
kernel 84, Ihe NAT can add almost no value, other than
providing thc raw source address translation. Thc NAT
cannot even provide any destination adrlrcss translations,
and does not fully support applications that either assume
client and server addresses are both public and therefore
equally accessible, or require that servers aLso initiate nel-
worl sessions to clients. If added value is desired, such av
ccntralizcd virus scanning, site blockin (parental-control
filtcrin ), white listing, caching (to speed up responsc-time),
data-transfomiation (e g. dithering of images to match
screen size), etc., a proxy application must be used instearl

Traditional proxies, as illustrated in FIG. 5, are applica-
tion pro rams existing in thc user mode 86 that scrvc as thc
interface between the private 60 and the public 64 network
(see I'IG 6) Unlike NAI's, the proxy 88 must be adrlressed
ihrectly by the chen( machines as seen in the desunation
arlrlress iield 90 of. message packet 92, and therefore requires
that thc client applications C„Ce, etc. be setup to opcratc
with a proxy 88. Many applications cannot do this, or require
specific contiguration changes to allow the use of a proxy,
and therefore a proxy contiguration may not be appropriate,
or even possible, for use with all applicanons.

When a proxy application 98 is uscrl, all communications
are sent lo the proxy in Ihe user mode 86 (see FIG. 5) av
illustrated by lines 94, 96. The proxy 98 then determines
whether and to &vhom to forward the communication on the
public netivork If the proxy determines that the message
may bc passed to a scrvcr on thc public network, thc proxy
cstablishcs a second session 100, copies thc rlata to lhc
second session, chan cs thc source and destination address,
anil sends out the message (see, aL&o FIG 7). In operational
terms as illustrated in FIG. 7, a client process C, establishes
a first session 94 with the proxy 88 requesting access to a

public server Si. If the proxy agrees, a second session 100
is established with thc server S, on thc public network 64.
Since all messages niust pass from the kcrncl-mode network
transport, c.g. TCP,'1P 102, to the user-motte proxy 98, bc
copied to a seconrl session, transferred back down to the
kernel-mode dnver 102, aml linally transmittetl lo the net-
work for the network application's other session, a signifi-
cant performance degradation occurs Ilowever, proxy sys-
tem promoters have begrudgingly accepted this performance
tlc radation as thr inevitable cost of thc added value pro-
vided thcrel&y.

Rccognizin that thc inability of vanous applications to
utilize a proxy system prcclutlcs thc arldin of value to thc
network sessions usin thcsc applications, various software
vemlors have introduced transparent prox&as. Transparent
proxies operate like a traditional proxy in that they provide
value to the network connection, and like a traditional NAT
in that the netivork client need not specihcally adrlress them
Thc term transparent rcfcrs to the fact that thc network client
is unaware that its communication is bein provided up to
thc proxy application. Thc client thinl s that its communi-
cation is going directly to the network server, in much the
same way as il does when a Iradinonal NAT is used.
However, the communication is actually rerlirecterl to the
proxy application before heing sent to the public network as
illustrated FIG. 8.

As maybe seen fmm this I'IG 8, as a client C, on private
network 91 attempts to contact a server S, on a public

Page 8 of 15



US 6,754,709 B1

network 64, the gateway machine 93 running the transparent
proxy intercepts its messages. The transparent proxy oper-
ates liy performing an address rcdircction through a tradi-
tional NAT 95 up to thc proxy application 97. Once thc
proxy 97 has processed the message, it is passed hack down
to be sent lo the server S,. While this redirection is trans-
parent to the client thereby allowing operation of the proxy
wilh clients whose apphcauons would not allow operalion
with a traditional proxy, this redirection is fixe v ithin thc
NAT 95. This requires that all communication be transfcrrcd

lo
up to the proxy at the application level or user-mode, and
back doivn to the transpon level or kernel-mode prior to
being transminerl to the server. Therefore, the performance
degradation of the traditional proxy discussed above still
plagues the transparent proxy system.

i
SUMMARY Ol'I'IIL'NVLNTION

The instant invenuon overcomes these and other problems
by providing an applicauon programming mterface for intel-
li cnt transparent appfication gateway proccsscs.
Specifically, thc inventive concepts of thc instant invention zo
rclatc to an intclli cnt transparent proxy that utilizes an
application pro ramming intcrfacc for translation of
transport-layer sessions and an applicauon programmin ~

interface for port-reservauon routines to provitle proxy
services without requinng that client applications be notified
of the proxy al all More particularly, the inventive concepts
of the instant invention rclatc to a gcncralizcd network
address translator anil associated application programming
intcrfacc (API) that allow both source and destination
address lranslauons to be made. The API allows control of
the NAT by the proxy thereby providing the benetits of both
a proxy server and a network arldress translator (NAT) vvhile
minimizing the transmission delays normally associated
vvith traditional and transparent proxies.

With the intelligent transparent proxy of the instant zs
invention, client applications do not know that they are
communicating through a proxy, and thercforc need not bc
configured to rlo so. This is accomplished by the instant
invention by allowing the proxy to dynamically command a
generalized NAT to el(act both source anil tlestmahon so
address translauons to, essentiallv, reroute data fiow up
through the proxy without the client knowing The address
changes are mapped in the gNA'I; and result in apparent
sessions bctwccn dificrcnt clients and scrvcrs. As thc proxy
identifie data transfers that need not lic processed by the a-

proxy, the proxy commanrls a dynamic address translation at
the transport layer. This bypasses the necessny of transfer-
wng the data up to the proxy, thereby greatly increasing the
performance of the system

As an example of lhe operation of ihe inlelligenl trans- o

parent gateway of the instant invention, assume that a client
application wanted to establish a session from itself to a
server on a public network 'I'he message would hit the
translation mapping of thc gNAT, and bc converted to a
messa c from client to thc transparent gateway. Thc trans- s
pareni gateway would pass the message up to the proxy for
servicing. The proxy is able to then service the message
itself., deny transmission of the message, pass the message
on ivithout modification, etc. If the message is forwarded to
the server, it appears to have originated from the gateway. ro
Thc translation mapping is recorded so that any return
messages may bc forwarded to thc client application, if thc
proxy determines that it is appropnate to do so. This
forwarding may require servicing by the proxy or may be
passed without servicing, dependent only on the proxy es
commanded translation in the gNAT. 'I'his control provided
to the proxy is unknown in prinr systems.

Adrfitional features aiul advantages of the invenuon will
be made apparent from the following detailed description of
illustrative embodiments that proceeds with reference to the
accompanying figures

BRIEF DESCRIPTION OF THE DRAWINGS

While the appended claims set forth the features of the
prcscnt invention vvith particularity, thc invention, together
with its objects and advantages, may bc best understood
from thc following detailcrl description taken in conjunction
with the accompanyin ~ drawmgs of which.

I'IG I is a block diagram enerally illustrating an exem-
plary cnmputer system on ivhich the present invention
rcsirlcs;

FIG 2 is a nelworl block diagram illustrating architec-
tural anil communicauve aspects of a traditional nelworl
address translatnr;

FIG. 3 is an operational block diagram of a traditional
network address translator;

FIG 4 is an architectural diagram illustraung a traditional
network address translator;

FIG 5 is an architectural dia ram illustrating a traditional
pfoxi'I

FIG 6 is a nelworl block diagram illustrating architec-
tural and communicative aspects of a traditional proxy;

FIG. 7 is an operational block diagram of a traditional
proxy;

I IG 5 is an architectural diagram illustrating a traditional
transparent provy;

FIG 9 is an architectural diagram illustratin thc gcncr-
alizcd network address translator anti its associated appli-
cation programming interface of the instant invention,

I'IG 10 is a I'unctional architectural diagram of the instant
invention;

FIG 11 is an operauonal block dia ram illustrating an
aspect of lhe instant mvenuon; and

FIG 12 ts an operauonal block dia ram illustrating an
alternate aspect nf the instant invention

DETAILED DES('.RIPTION OF THE
INVENTION

Turning to thc dravvings, whcrcin like rcfcrcncc numerals
rcfcr to like clemcnts, the invention is illustrated as lacing
implemented in a suitable computing environment.
Although not required, the invention will be described in the
general contevt of computer-executable instructions, such as
program modules, heing executed by a personal computer
Gcncrally, program modules inclurlc routines, programs,
objects, components, data structures, ctc. that perform par-
ticular tasks or implement particular abstract (tata types.
Moreover, those skilled in the art will appreciate that the
invention may be practiced with other computer system
conhgurations, includin hand-held devices, multi-
processor systems, microprocessor based or programmable
consumer electronics, network PCs, minicomputers, main-
frame computers, and the like. The invention may also lic
practiced in distributed computing cnvironmcnts whcrc
tasks are periormed by remote processing devices that are
linkeil through a communications network. In a distributed
computing envirnnment, program modules may be located
in both local and remote memory storage devices.

With reference to FIG. 1, an exemplary system ior imple-
menting the invention includes a general purpnse computing
device in the fnrm of a conventional personal cnmputer 20,
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including a processing unit 21, a system memory 2Z, anti a

system bus 23 that couples vanoua system components
inclucling the system memory to thc processing unit 21 The
system bus 23 may be any of scvcral types of bus structures
including a memory bus or memory controller, a peripheral
fius, and a local bus using any of a variety of bus architec-
tures. The system memory includes read only memory
(ROM) Z4 and ramfom access memory (RAM) 25. A basic
input,'output system (BIOS) 26, containing the basic routines
that help to transfer information between elements within
the personal computer ZU, such as dunng start-up, is stored
in ROM Z4. The personal computer 20 further includes a
hard disk drive 27 for reading from and writing to a hard
disk, not shown, a magnetic rlisk drive 28 for reading from
or writing to a rcmovablc magnetic disk 29, and an optical i
disk drive 30 for rcadin from or writing to a removable
ophcal disk 31 such as a CD ROM or other opucal media.

Thc hard disk clnvc 27, magnetic disk rlrivc 28, and
optical disk drive 30 arc conncctcd to thc system bus 23 by
a hard disk dnve interface 32, a ma mene disk dove inter-
face 33, and an ophcal disk drive interface 34, respechvely.
'I'he drives anal their associated computer-readable media
provide nonvolatile storage of computer readafile
instructions, data structures, program modules and other
data for thc personal computer 20. Although thc cxcmplary,s
environment described hcrcin employs a hard rlisk, a remov-
able magnetic disk 29, and a removable opncal ilisk 31, it
wdl be appreciated by those skilled in the art that other types
of computer readable media which can store data that is
accessible by a computer, such as magnetic cassettes, flash
memory cards, digital video disks, 13ernoulli cartridges,
ran(lorn access memories, read only memories, and thc like
may also bc use(I in thc cxcmplary operating environment.

A number of program morlulcs may bc stored on thc hard
disk, magnetic disk 29, optical disk 31, ROM 24 or RAM 25, ss
inclucling an operating system 35, onc or more applications
programs 36, other program modules 37, and pro ram data
38. A user may enter commands aml informanon into the
personal computer 20 through input devices such as a

keyboard 40 and a pointing device 42 Other input devices
(not shown) may include a microphone, joystick, amc pad,
satcllitc dish, scanner, or thc like. These and other input
clcvices are often conncctcrl to the processing unit 21
through a serial port interface 46 that is coupleil to the
system bus, but may be connected by other interfaces, such
as a parallel port, game port or a universal serial bus (USI3).
A monitor 47 or other type of disftfay device is also
connected to the system bus 23 via an interface, such as a
video adapter 48. In addition to thc monitor, personal
coniputcrs typically include other pcriphcral output devices, sc
not shown, such as speakers and printers.

Thc personal computer 20 may operate in a networkccl
cnvironmcnt using logical connections to one or morc
remote computers, such as a remote computer 49. The
remote rximputer 49 may be another personal computer, a
server, a router, a network PC, a peer device or other
common network node, and typically includes many or all of
the clcnients described above relative to the personal com-
puter 20, although only a memory storage dcvicc 50 has
been illustrated in FIG. 1. Thc logical connections dcpictcd ac
in FIG. 1 inclucie a local area network (LAN) 51 and a wiile
area network (WAN) 52. Such networlon ~ environments are
commonplace in offices, enterprise-wide computer
netivorks, intranets and the Internet.

When used in a LAN networl ing environment, the per- as
senal computer 20 is connecterl to the local network 51
through a network interface or adapter 53 When used in a

WAN networl ing environment, the person computer 20
typically includes a modem 54 or other means for establish-
in communications over thc WAN 52. Thc modem 54,
which may bc internal or external, is connected to thc system
bus 23 via the serial port interface 46 In a networkerl
environment, program modules depicted relative to the
personal computer ZU, or poruons thereof, may be atoreci in
the remote memory storage device It ivill be appreciated
that the network connections shown are exemplary anal other
means of establishing a communications link between the
computers may bc use(I.

In the description that follows, the mvention will be
dcscmbcd with rcfcrcncc to acts and symbolic rcprcscnta-
tions of operations that are performed by one or morc
computer, unicss indicatccl othcrwisc. As such, it will bc
understood that such acts and operahons, which are at hmes
referred to as being computer-execu teel, include the manipu-
lation by the processing unit of the computer of electrical
signals representing data in a structured form 'I'his manipu-
lation transfornis thc data or maintains it at locations in thc
memory systeni of thc computer, which rcconfigurcs or
othcrwisc alters the operation of thc computer in a manner
well understood by those skilled in the art. The data struc-
tu res where data is mamtained are physical locauons of: the
memory that have particular properties dehned by the format
of the rlata I lowever, while the invention is heing described
in thc foregoing context, it is not meant to be limiting as
those of skill in the art ivill appreciate that vamous of thc acts
and operation dcscriiied hcrcinaftcr may also bc imple-
mented in harcfware.

In accordance with thc invention, gcneralizcd network
aririress translation funchonahty that allows the develop-
ment of. the intelligent transparent proxy is provided io the
transparent proxy application 1U4 by the architecture illus-
trated in I'l(l 9 'I'his functionality includes kernel-mode
support for proxy-controlled network address translation
through the generalize(I network address translator (gNAT)
106, and user-niode implementation of thcsc rcdircct appli-
cation programming interface (API) 1U8 rouunes. In this
way, the system of: the instant invennon allows a transparent
proxy application 104 ui request that a network gateway
modify the source and or destination address of a given
network session in a manner transparent to the original
source host and'or the rcplaccmcnt destination host. This
ability made available iiy thc instant invention allows true
intelligent proxy-controlled arbitrary rcdircction on network
sessions. While ihe apiphcauon process 1(l4 is illustrated in
the user-mode, it should be recognized by those skilled in the
art that the invention is not so limited to only user-mode
applications. Indeed, a netivork application 104 using the
scrviccs of thc NAT 106 may rcsidc in kcrncl-mode. In
such a situation, the API 108 would also exist in thc
kcrncl-mode, and such a situation is within thc scope of thc
instant invention. Further, it should be recognmed thai the
proxy applicauon and the gNAT gateway may be physically
located on different computers, and that such implementa-
tion is aLso within the scope of the instant invention.

By generalizing the operauon of network address trans-
lation and putting that operation under proxy 104 control,
the system of the instant invention allows the proxy 104 to
achicvc a number of bcncfits. This functionality may be used
to rcdircct sessions to support migration of services for
enhanced availability. This funcuonahty is unique to the
system of the instant invention in that the application
programming interface 108 allows proxy applicauons 1U4 to
gain explicit control over the translation performed by the
gNAT 106, unlike traditional transparent proxies which rki
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not have any control over the NAT to commanil dynamic
address redirecuon

I'urther, since the traditional transparent proxy transfers
information between separate network sessions, it typically
sulfers performance degradation. As discussed, this is
because the network data must be receivecl from the network
for onc of thc proxy's sessions, delivered to thc user-mode
proxy by thc kernel-motte network transport, read by thc
proxy, ivritten to the proxy *s other session, transferred to the
kernel-mode driver, and transmitted tn the network for the ic
proxyN other session. Instead of taking the above steps to
copy data from one network session to another, the apph-
cation programming intcrfacc 108 allows such proxies 104
to instruct the network gateway or generalizeil NAT (gNAT)
106 Lo translate one network session into another.

i
As niay bc seen from thc architectural diagram of FIG. 9,

Lhe system of Lhe instant invenuon comprises a kernel-mode
translation module 1U6 that processes packets received from
Lhe network and modilies those pacl ets in real-time in
accordance with dynamic rerlirect instructions frnm the
transparent proxy 104 The system further includes a user-
moclc application programming module 108 that implements
thc interface invoked by transparent proxy 104. As will
become apparent from the following description, the appli-
cation programming module 1U8 consists of two API suites
that together enable Lhe development of Lhe intelhgent
transparent proxy of the instant invention.

The lirst of the Lwo API suites provides the dynamic
redirect AVI routines. 'I'hese routines allniv an application
process to redirect to itself all sessions for a certain TCV or
UDV port numlier (e g, rerlirecting all II'I I'V sessions to a
local socket). These API routines cause the rcqucsts from
clients to lie translated in such a way that they arc dclivcrccl
by the network gateway to Lhe application process, rather
than being forwarded through the normal mechamsm to the
client's intended server

The second of the two API suites provides Lhe port-
reservation API routines. These routines allow an apphca-
tion process to reserve for itself blocks nf TCV or UDP port
numbers. In the process of acting as a transparent proxy, the ap
proxy may finrl it necessary to intcrvcnc in thc cstablishmcnt
of additional network sessions between a client and a scrvcr.
In order to do so, thc process of Lhc instant invention may
need to replace port numbers advernsed by clients with port
numbers valid on the proxy process's host machine. To
address this requirement, routines are provided to alloiv the
transparent proxy to reserve 'I'CV anil UDP port numbers for
its oivn use, with the assurance that the reserved numliers
ivill not be allocatcrl for usc liy any other applications

The kernel-mode translation module 106 perfnrms the so
functions of a gcncralizcd network address translator
(gNAT). This moduk 106 is implcmcnterl in a prefcrrccl
embodiment as a Windows Z(KLU driver that registers itself as
a lirewall ilnver with Lhe Windows 200(L TCPLIP dnver 110.
Of. course, one skilled in Lhe art will readily appreciate that
this module may also be adapted tn operate in other oper-
ating systems without unrlue experimentation and without
departing from the scope anti spirit of thc instant invention.
Therefore, thcsc alternate cmbodimcnts are hcrcby rcscrvcd.
In its registration, the morlulc 106 supplies an entry-point ro
that is called by the TCP,'IP driver 110 upon reception of
every incoming packet and before transmission of every
outgoing packet 'I'his ensures that all packets wdl lie
observed by the kernel-mode translation module 106 liefore
bein sent, rcccivcrl, or forwarded. es

Hach proxy-requested translation is recorded by the
kernel-mode translation mnrlule 106 as a redirect Such a

rerhrect consists of a descnption of the session to be
translated, along with a description of Lhe translauon Lo be
pcrformcd. For cxaniplc, the rlcscription of thc translation
may state that when a session is detcctccl with source address
S and destination address D, translate it so that the source
address becnmes S* and the destination address becomes D*

When the module 1U6 detects any new network session, it
determines whether there is a redirect that applies to the
session. If thr module 106 determines that thcrc is a redirect
lor this session, the reihrect is acnvated. The networl
session is automaucally translated anil a mapping m created
to ensure that the same translation is done for all peel ets in
the session The nomial processing is then continued on the
session's translated packets, causing them to be rlelivererl
locally or forwarded depending on thc ncw source and
clcstination.

'I'he user-mode application programming mndule 108 is
also prcfi:rably implemented as a Windows 200(L library that
is loadccl by thc transparent proxy application 104. As with
the above, the invention is not so hmited to a parucular
operating system, but is apphcable to any operaLing system
which allows network communication. 'I'herefnre, the exem-
plary embodiments described herein are by way of illustra-
tion and not by way of limitation. A proxy application 104
calls thc library 108 to initialize thc kcrncl-mode translation
moclulc 106, and then crcatcs one or more rcchrccts for Lhc

networl sessions to be translated. To allow the proxy 104 to
arlrl value aml observe the requested sessiong the inuial
redirects commanded by the proxy 104 provide redirection
of all message packets up to the proxy 104

Using the API routines provided by Lhe NAT API 108, a
process might act as a transparent proxy for I I'ITV sessions,
for example, by starting up, binding to a local socket, anil
initializing the transparent proxy API library on thc network
gateway machine. Thc transparent proxy 104 then rctrievcs
thc address ot'ts local socket and invokes thc transparent
proxy API IU8 to create a 'dynamic port-redirect* lor TCP
port number 8U (which is the HTTP port) using its local
socket*s address While this exemplary operatinn is
descnbed for an HTIV port, one skilled in the art will
rccognizc that thc dynamic port-rcdircct may bc accom-
plished for any port number.

I'he port-redirect command tells the API library 108 to
instruct thc network atcway that all sessions dcstincd for
TCP port number 80 must bc dircctcd instead to the trans-
parent proxy's socket. As a client starts an Intcrnct browser,
it sends a connecuon-request to TCP port number 80 of a

server on the Internet through the network gateway. The
network gateway determines that the client*s connection-
request matches the transparent proxy's cnmmanded
rcdircct, and it triggers the kcrncl-mode network address
translation module 106.

I'he kernel-mode translation module 106 changes the
clcstination address of thc client's connection-rcqucst Lo lic
thc local address of thc transparent proxy's socket, records
the change made in a translation mapping, aml returns the
connection request to the networl gateway. The networl
gateway forwards the chen('s connecuon-request, which is
now destined for the transparent proxy mstead of the Inter-
net server to which the request ives originally sent 'I'he

transparent proxy 104 rcccives thc client's conncction-
rcqucst and invokes thc transparent proxy API 108 to
tie(ermine the address of. Lhe Internet server Lo which the
request was originally senh The transparent proxy 104
performs processing on the client's request, including
optionally initiating a secondary connection nn the client's
behalf to the original target Internet server or to another
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server or servers. The transparent proxy 104 then sends
responses to lhe chant, which pass through the network
gateway and arc translated by the kcrncl-motte lranslanon
module 106 so that thc client continues to belicvc that it is
communicating with its original target Internet server

In a preferred embodiment, lhe library 108 proviiles
routines to perform at least the initializin and shutnng
down of thc hbrary. The initialization ensures that thc
kernel-mode translation module 106 is loaded and registered
in preparation for translating network sessions The shutting ic
down of thc lilirary concludes lhc proxy's usc of thc kcrncl-
modc translation module, which may bc unloaded if it has no
other clients. Further, the library 108 also incluites routines
for creating a redirect Ior a network service. This operation
supplies information identifying a network service, along
with information describing the translation to be done for all
clients of the network service Its protocol, its destination
port, its rcplaccmcnt destination IP address, and its rcplacc-
mcnt destination port identify a network service. Thc pro-
tocol indicates the transport-layer protocol of the network
session, which may be either TCP or UDP. The destinahon
port indicates the port number of the network service, e g.
port 80 for the II I"I'V service Any client attempting to
connect to this port on any Internet server is then redirected
to the host given as part of this dynamic redirect.

The replacement destination IV address indicates the IV

address of thc host to which any matching session should bc
rcdircctcd. Thc replaccmcnt destination port indicates thc
port number to which any matching session should bc
redirected on lhe given host. By replacing the port number
rather than retaining the service's on nnal port number, a
transparent proxy can be more tlexible about which port
number can be used for the socket on which it accepts
clients'cqucsts. Thc library also provides retrieving of the
original destination for a rcdirccted network session. This as
operation supplies thc original source aml destination for a
network session which has been redirecled by the network
gateway, given the post-retlirection source anil desunation
for the session. This information is retrieved by the netivork
gateway from the translation mapping maintained hy the ap
kcrncl-morlc translation module 106 for each translated
session. Finally, thc library provides routines to cancel a
rcdircct for a network session. This operation rcvokcs a
previous translauon-request issued by lhe proxy 104.

Thc port-reservation API is implemcntcd as part of the a-
Windows ZOOO library 108 that contains the dynamic redi-
rect API routines. The transparent proxy 104 calls the library
upon ininalizauon, and then creates one or more port pools
that contain port numbers reserved from the network gate-
way's range of TCV and UDV port numbers. 'I'he proxy can so
then rcscrvc and rclcasc port numbers from thc created
pools. Thc routines provided by lhc lilirary include creating
and destroying a port reservation, and acquiring and rckas-
ing a port number. The creation ol. a porl reservation
prepares the network gateway lo receive requesls for port
numbers from the library, and returns a handle to the
netivork application that can be used for requesting port
numbers. Thc destroying of a port rcscrvation destroys a
handle supplied by thc previous operation, returning all
outstanding port numbers to the nctvvork gateway The ru
acquinng of a port number from a reservation requests one
or more conuguous port numbers from the networl gateway.
I'inally, the releasing of a port number to a reservation
returns one or more previously acquired contiguous port
nunibcrs to thc network gateway. es

The operation of translating network sessions at the
transport-layer is illustrated in I'IG 10 to which specihc

reference ts now made. Upon establishment of a nelworl
session by Ihe receipt of. network data on session line 112,
thc data is communicated to the proxy 104. Upon processing
by thc proxy 104, this initial data is copied to a second
session 114, and transmitted to the network by the driver
110. This initial operation is much like a traditional proxy,
except that the gNAT 1U6 may transparently redirect the data
to the proxy 104 even if the client process is not aware of the
network application, much like a traditional transparent
proxy. Unlike a traditional or transparent proxy, the trans-
parent proxy 104 of thc instant invention is now able to
utilize the API 108 to command (illustrated by linc 116) a
dynamic redirect so that further data transitions from kernel-
mode to user-mode are no longer required. This establishes
a fast-path for proxy-like applications in which rlatagrams
must be copied from one session to another. This fast-path
transfer is ideal for data streammg applications, on-line
gaming, multi-party confcrcncing, ctc.

Once the proxy 104 has determined that a dynamic
rcdircct is appropriate and such has bccn commanded of Ihc
gNAT 106, it cstablishcs a dynamic redirect mapping 118.
All network data that is rcceivcrl from thc network for lhc
proper proxy's session (as delerminetl by the gNAT 106 in
accorilance with its commanileil dynamic redirect 118) is
automatically translated by the gNAT 106 so that its
transport-layer address matches the proxy*s other session
This data is then transmitted to the network for thc proxy's
other session. Graphically, this dynamic rcdircction at thc
transport layer is illustrated by line 120. As may bc scen
Irom line 12U, the commumcauon of lhe data lo the nelworl
server no longer requires Ihal the data go through two
kernel-user mode translations, i.e the trip to the proxy 104
is short circuited l.ikewise, return data on line 122 may also
bc dynamically redircctcd to thc client if so commanded by
thc proxy 104. Thc approach allows such applications to
achicvc a considerable improvement in their pcrformancc.

This pcrformancc improvement becomes vividly apparent
if thc initial communication on line 112 opens an ftp control
session carrying an ltp gel Iile request. Umler a trruhtional
transparent proxy scenario, Ihe ftp data channel created lo
recetve the Iile requested woulil Iirst be passed Irom the
kernel-mode to the user-mode to the proxy, and then woulrl
be passed hack doivn to the kernel-mode to be forwarrled to
thc client. As may well bc ima incd, this process incurs
significant performance dc radation, cspccially if the fil is
quite large. Under thc system of thc instant invention,
however, the network apphcauon 104 may open a data
session that does nol require any transitions lo the user-mode
by commanding a dynamic redirection at the transport-layer
Now, as the data is received from the ftp server, thegNA'I'06

performs the dynamic redirection in accordance with thc
intclligcnt transparent proxy's command. Thc destination
address of thc data is simply translated and passed to thc
chant as inrlicaterl by line 12Z. Significant perlormance
improvement is achieved in this way.

The system of lhe instant invenuon also allows session
payload editing. Cerlmn apphcauons include addressing
information within lhe dale streams of their sessions. For
instance, many streaming applications use a control session
to establish a secondary data session similar to that
dcscmbcd above. This poses a problem for a traditional NAT
in its primary application, i.e. transparent sharing of a single
Internet connechon among muluple machines. When run-
ning on clients ihat are shanng a connecuon, such applica-
uons would senti pnvate, unreachable addressing inlorma-
tion to remote peers, and the latter would be unable to
respond to the clients'equests I'o solve this problem, the

Page 12 of 15



US 6,754,709 B1
12

system of Ihe instant invention supports an exlensibie means
of modiTy&ng a session's applicanon-layer data in fli hl,
beyond the modifications made to the session's nctwork-
laycr anti transport-layer adclrcssing information. Extensi-
bility is achieved by allowing third-party drivers to inspect
the application-layer rlata in each packet received for a
session, aml to edn the applicanon data in each packet.
These editors register themselves with the gNAT of the
instant invention as handlers for a specific TCP UDP port
number, aml are henceforth invoked for each message
translaleil in matching sess&ons.

In operational terms, thc dynamic redirection made avail-
able by the system of the &natant invention is illustrated in
FIG. 11. As illustrated therein, a cl&ent process C, on a

private network 123 senrls a message packet destined to
server Si on a public network 125 'I'he apparent path of the
message packet &s as illustrated by clashed line 127
Howcvcr, when thc message packet hits the dynamic rcdi-
rcct 129 of thc gateway machine 131 running the intelli cnt
transparent proxy application, the message peeler is redi-
recled to a proxy session 133. The intelligent transparent
proxy of the instant invention then services this message
packet by, &n this case, forwarrling it to a second session 135
for transport to the server S, The proxy could have denied
the nicssagc packet, forwarded it to a local scrvcr (not,s
shosvn) for servicing, scrviccd the mcssagc itself, ctc

Typical transparent proxies also service the rcsponsivc
communication from thc scrvcr S, as a matter of course.
While this is also possible with thc intelli ent transparent
proxy of the instant &nvenuon, &I may decide to open a
fast-path data transfer session and forego transitions to and
from the user-mode in the gateway machine. The proxy
accomplishes this by commanding a dynamic redirect to be
mappcrl in thc gNAT When thc scrvcr S, responds
(illustrated l&y linc 137), thc message packet is scen by the ss
gNAT, which vcrifics that it has a proxy commanderl rcdircct
for that message, aml &s red&rected at the transport-layer to
the chen& C, as &nd&cated by line 139. Th&s transmit-proxy,
receive-NAT functional operation significantly improves the
performance of the system, especially in situations of data ap
streaming, multi-party confcrcncing, multi-party gamin,
rtc.

A further dynamic reel irect ion that may be u&m m anded by
the intafli cnt transparent proxy of thc instant invention is
illustrated in FIG 12 A client C, may wish to establish a a-
scssion with scrvcr S, by acldrcssin mcssa cs thereto This
&s lhe apparent session i rom the client C, 's

porn& of view, as
illustrated by the dashed hne 124. However, when the gNAT
machine 126 detects the message from (.'I addressed to Sl,
it checks to determine if a dynamic redirect exists for such so
a session as discussed above. As illustratcrl in FIG. 12, a
clynamic rcdircct 128 clocs exist to forward thc messy c to
thc proxy session 141. Thc proxy may include a transkation
of both the source anal desunanon iukiresses such that the
messages are actually forwarded by the proxy to server S.
with an indication that the source was Ca. I rom the server
8 'S point of view, an apparent session 130 has been
established bctwccn S. and C,. Thc actual session 132 that
has l&cen cstablishcd is bctwccn C, and S, althou h ncithcr
C, nor S, knows that this is thc case. Each of thc required re
translations is accompl&shed transparently.

As dcscril&cd above, thc intclligcnt transparent proxy may
use the NAT API 108 (see FIG. 9) to commanil a tlynamic
redirect in the gNAT 106 so that when messages are received
from server S. they may be properly routed to the correct as
client (C,). I'his dynam&c rerhrection may be commanded to
take place at the transpon-layer (kernel-mode) to speed

perfi&rmance, or may require that lhe messages be forwarded
up to the proxy for processing prior to heing delivered to the
client Indeed, the proxy may decide not to forwarrl the
message at all (e g. based on site blockmg or parental control
pro ramming within thc proxy). Since thc gNAT allows
dynamic address translation of both source and destination
IP aridresses, the proxy can u&mmand various translations
that may be made al Ihe transport-layer, establ&sh&ng any
number of apparent sessions as desirerl Placmg this
dynamic redirection ability under the explic&t control of the
proxy provides significant advantages, not the least of which
is performance improvenicnt. Inclccd, this system allows thc
bcncfits of both proxies and NATs to be achicvrxl at each
dale sea&non. Further, these advantages may be maximized
umler proxy control for each sess&on, &.e. for the
transmissioi&, reception, and redirection of message flow as
well as for control versus data sessions

All of the rcferenccs cited barmn, inclurling patents,
patent applications, aml publications, are hereby incorpo-
rate&i in their en&&rat&es by reierence.

In view of the many possible embodiments to which the
pnnciples of this invention may be appl&ed, it should be
recognized that the cml&odiment clcscribccl hcrcin with
rcspcct to thr drawing figures is meant to bc illustrative only
anal shoul&l nol be lal en as lim&ting the scope of invention.
For example, those of sk&ll in Ihe art will reu&gn&ze that the
elements of the illustrated embodiment shown in software
may be implemented in hardware and vice versa or that the
illustrated embodiment can be modified in arrangement and
detail without drpartin from thc spint of thc invention.
Thcrcforc, thc invention as rlcscribcd hcrcin contcmplatcs
all such embod&ments as may come w&th&n the scope of the
iollow&ng claims and equ&valents thereof.

I claim:
I A method of providing an intelligent transparent appli-

cation gateway between a private and a public network, the
pnvatc network srrvin at least onc client and thc public
network including at least onc scrvcr, comprising thc a&cps
of.

binding a proxy application to a local socket;

commandin, by the proxy application, a gcncraiizcd
network address translator (gNAT) to gcncrak a

dynamic port-re&bract from a desunation pon number
to Ihe local sockel;

race&ving, by the gNAT, a request from a client to connect
to the destination port number;

redirecting the request to the local socket; anal

serv&cing the request by the prnxy appl&cat&on.
2 Thc method of claim I, wherein thc step of command-

in a dynamic port-redirect comprises thc steps of:

invoking a transparent proxy application pro ramming
interface (API) to create the dynam&c port-redirect, and

instructing a generalized network address translation
mo&lule (gNATh by Ihe API, to perform lhe dynamic
port-redirect at a kernel-mode.

3 The method of claim 2, wherein the step of redirecting
thc rcqucst to thc local socket comprises thc steps of:

changing, by thc NAT, a clcstination adrlrcss of thc
connection rcqucst to a local adrlrcss of the local
socl et,

recor&hng Ihe change made in a translauon mapping, and

forwarding the connection request lo the proxy applica-
t&on.

4 The method of claim 3, wherein the step of servicing
the request in the proxy application comprises the steps of;
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invoking the API to determine the address of the server to

which the request was originally sent;
cstalilishing a session on thc client's behalf v ith the

server; anil

fiirwarding the request to the server.
5 'I'he method of claim 4, further comprising the step

performed by the proxy applicatinn of establishing a data
session for rcsponscs from thc server to thc client.

6. Thc method of claim 5, wherein thc step of establishing
a data session comprises thc steps of: lc

commanding a dynamic address translation fiir message
packets received frnm the server to the client;

receiving a massa c packet from thc server at thc kcrncl-
mode gNAT; i

translatin a destination address of the message packet to
the client in the kernel-morle gNAT;

forwarding thc mcssagc packet directly to thc chcnt,
thereby bypassing the proxy applicauon.

7. The method of claim 4, iurther comprising the step
performed by the proxy application oi establishing a session
for communication between the client and the server

g The method of claim 7, wherein the step of establishing
a session for communication between the client and thc
server comprises the steps of:

commanilin ~ a dynamic sniurce address translation for
client message packets arlrlressed to the server frnm the
client;

commanding a dynamic destination address translation
for server message packets from the server,

translating a source address of the client message packet
from the client to the server in the kernel-mode gNAT,

forwardin the client mcssagc packet directly to thc
rver, thereby bypassing the proxy application, 35

translatin a destination address of the server message
packet from the server to the client in the kernel-mode
gNAT; and

forwarding the server message pacl et directly to the
client, thereby bypassing the proxy applicauon. tn

9 'I'he method of claim 4, further comprising the step
performed by the proxy application of estalilishing a data
session for client message packets from the client to the
server.

lb. The method of claim 9, whcrcin thc step of establish-
ing a data session i or client massa e packets compnses the
steps of.

commanding a dynamic address translation for chent
message packets rcccivcrl from the client to thc scrvcr,

receiving a chant message packet from the client at the
kernel-mode gNAT,

translating a source address of the client message packet
to thc scrvcr in thc kcrncl-mode gNAT;

fiirwarding the message packet directly to the server,
thereby bypassing the proxy apphcauon.

11 The method of claim 3, wherein the step of servicing
the request in the proxy applicatinn comprises the steps of,

invoking thc API to dctcrminc thc address of thc server to
which the request was originally sent; an

commanding the API to establish an address translation of
the address of the server to which the request was
originally sent to an altcrnatc address of another scrvcr,

establishing a session on the client's behalf with the other
server; aml

forwarding the request to the other server.

12. The method of. claim 11, turther composing the steps
of

mapping thc commanded address translation in thc NAT;

receiving a message packet from the client at the I ernel-
mode gNAT aridressed to the server,

translating the destination address of the message packet
in accordance with thc commanded arlrlrcss translation;

passing the message peel et with the translated desunation
address to a kernel-mode dover, aml

forwarding the message packet to the other server
13. Thc method of claim 1, further comprisin thc step of

rcscrving a plurality of port numbers.
14. The method of. claim 13 wherein the request includes

therein advertised port numbers, turther composing the step
of replacing advertised port numbers by the client within the
request with at least one of the plurahty of pnrt numbers
reserved.

15. A method of communicating bctwccn a client and a
scrvcr through a ateway, comprisin thc steps of:

commanding, by a proxy application, that a generahzed
netivnrk address translator ( NAT) generate a dynamic
port-redirect ivithin the gateway from a specifie first
port to a specitierl second port, the scconrl port bein
bound to the proxy application;

receiving, by ihe gNAT, a connecuon request directed to
the tirst port;

pcrformin a kernel-mode dynamic address translation in
accordance with thc conimanrlcd dynamic port-redirect
to ihrect the connecnon request to the proxy applica-
uon;

invnking, by the proxy application, an application pro-
gramming interface to determine an address of thc
scrvcr to ivhich thc rcqucst was originally sent; and

servicing the connection request by the proxy application.
16. The method of clrnm 15, wherein the step of servicing

the connection request comprises the steps of
establishing a session ivith thc server to which thc rcqucst

was originally sent;
commanding a dynamic address redirect associated with

the server at a kernel-level within the gateway; anil

dynamically redirecting messages at the kernel-level in
accordance with thc commanded rlynamic address
redirect, thereby bypassing thc proxy.

17. Thc method of claim 15, whcrcin thc step of servicin
the connection request comprises the steps of.

establishing a session with an alternate server other than
that to which the request was onginally sent,

commanding a dynamic address redirect associaterl with
the alternate server at a kernel-level within the gate-
way; and

dynamically redirecting nicssagcs in thc kcrncl-mode in
accordance ivith thc proxy commanrlcd dynamic
address rethrect, thereby bypassing the proxy.

lg. The method of claim 15, further composing the step
of reserving a plurality of. TCP and UDP port numbers.

19 I'he method of claim III ivherein the client transmits
messages hound for the server, the messages inclurling
thcrcin advertised port nunibcrs, further composing thc step
of replacing thc advcrtiscd port numbers from the client
within the request with at least one of the plurality of TCP
anti UDP port numbers reserved.

20. A computer-readable medium having stored thereon
modules for transparently prnxying communications
between a client and a server, comprising
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a proxy applmauon module existing at a user-mode level

for servicing client and server communications;
a proxy application programming intcrfacc module called

by said proxy application module; and

a generalized network ruldress translation module existing
at a kernel-mode for performing rlynamic address trans-
lation; and

whcrcin said proxy application module commands sairl
proxy applicauon programming interface module to

command a dynamic address tranvlauon between specs-
ficd addresses by said gcneralizcd network address
translation module in the kernel-mnde; and

wherein saul generalized network address translation
module translates source and destmation addresses of
messages at the kernel-mode in accordance with the
proxy application module commanded translation

r r t
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