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bility to participate in on-line gaming includes performing
one or more verification checks for the player. The method
includes, for each verification check, requesting data about
the player from one or more data source providers. The
method includes receiving the data from the one or more
data source providers. The method includes, for each veri-
fication check, calculating a check score based on received
data from the one or more data source providers. The method
includes calculating a verification score that is based on the
check scores.

18 Claims, 11 Drawing Sheets

(100

1

114
Store verification information | /
for user

116

Output data L/

DRAFTKINGS 1007



U.S. Patent Feb. 8, 2005 Sheet 1 of 11 US 6,853,973 B2

'/— 100

102
Receive user information L/

'

114
v Store verification information | /
for user
104
Determine which verification | /
checks will be performed
Y
116
Y Output data L/
For each verification check, 106
request data from one or more _/

data source providers

108
Receive data from data source W
providers
A
110
Translate data _/
y
) 112
Calculate a final evaluation W,
result

FIG. 1



U.S. Patent Feb. 8, 2005 Sheet 2 of 11 US 6,853,973 B2

202 Verification Process

Get Player Data& IP address J
200
V/ e 220

Face Value Check lllegal jurisdiction and age >
Location Check core < Min. Score »
Required
Log in database:
- Response from DSP
- Result Code
- Score
Score < Min. Score -
Age Check Required »
Log in database:
- Response from DSP
- Result Code
- Score 210
Score < Min. Score
Residence Check Required » Reject
Log in database:
- Response from DSP
- Result Code
- Score 212
Financial Institution ore < Min. Score >
Check Required
Log in database:
- Evaluation
- Result Code
- Score
Score < Min. Score
Required >
Log in database:
- Response from DSP
- Result Code
- Score
Verification Score Reject —_  »
Log in database:
218 - Final Verification Score
( - Verification Action \ Total score:
(Accept, Reject, Manual Score > X = Accept
Verification Required) Score < Y = Reject
Accept Manual Verification Score <=X or »>= Y = Manual
Required

L 222
FIG. 2



US 6,853,973 B2

Sheet 3 of 11

Feb. 8, 2005

U.S. Patent

anIvA
AN3 7 ga00v (o™

80¢ - 20€

90¢

§S3a204d

uosivag Q

sdojg ssaooid
UOHEDUUBA

ESE

2100g pasnbay
U =< 81 100G J|

81008
bay uiy s
o} paredwod
S| 8J00S
)sabie

ey uIsdsa
e j0 81008 Jsafue)
8y} Sa1e[nojed WA

€ o

N - L Woy = OA uaAlb e 10§ S4SQ JO Jequiny

Jun ajbuis e palapisuod -
OA UIAID B pue 4gQg uaalb
e Jo uoneuiquo? abuls y

J9pIAOId P2uNOS BlRg =

dnoio uopesyuaa =

A

DAdsa

dsa

OA

N 21008 < apoD Unsay N dSa
J 8008 < apod JINsdY 0 dsa
g 93I100g « 9p0OJ )nsay ddsd
%849
UonedyuaA 1ey) Joj
dSa peEuay 1ed
Y 480
¥ 8008 < 8poJ ynsey wol asucdsay

o€ \

weabeiq ssa20.4d J99Y9)

mom\

Nom.\

N X+




U.S. Patent Feb. 8, 2005 Sheet 4 of 11 US 6,853,973 B2

402

Called by log on process

Log in database:
Perform location Check |—» - Score

- Result Code

- Response from DSP

408

Location YES
check score > Pass
>= minimum score
required
NO
410

Fail -/ FIG. 4

STEP — DSPVG
DSP
501 + V6 — Combination
STEP DSP/ . DSP/VG and
502 VGCombin -+ Country —_ Country
ation Combination
STEP A —_— VG/Jurisdiction
503 VG + Jurisdiction —_ Combination
STEP o —_ Country/
504 Country -+ Jurisdiction _ Jurisdiction
Combination

FIG. 5



U.S. Patent Feb. 8, 2005

START

>
L
Y

Entry Point # 1

Enable DSP for
VG

604
N
¢—_-

Adjust Result

606
Score

A
Entry Point # Nﬁ;

Enable VG/DSP

Sheet 5 of 11

602

Bypass - {Optional)

for Country
\_ 608

Bypass - (Optional)

Does each Country have a
DSP to serve this VG in this
Jurisdiction?

610

Bypass

YES
v

612

Enable VG in
Jurisdiction

v

Adjust Weights,
Min. Accept Score
Min. Req. Score
for that VG

614
e’

YES

Adjust Thresholds
for Verification
Actions
(Optional)

616

Bypass

» | Include Country in
Jurisdiction

618
—

620

Can you successfully

S

NO

Bypass - {(Optional)

NO

~

Note:
One or more countries
do not have a DSP to
serve this Verification
Group

add the Country to the
Jurisdiction?

YES
622

YES Repeat for other

Countries?

END

] %

US 6,853,973 B2

Process for
Adding:

* DSPs
VGs
Countries
* Jurisdictions

KEY

Verification Group

VG

DSP Data Source Provider

DSPNVG A single combination of a
given DSP and a given VG -
considered a single unit

Bypass Optional route for flow

Entry Points - Related Tasks

Use Entry Point # 1 when:
*  Enableing a DSP for a VG

Use Entry Point # 2 when:
*  Enabling a VG/DSP combinationfor
a Country
* Including a Country in a
Jurisdiction

’/\600

FIG. 6



U.S. Patent Feb. 8, 2005 Sheet 6 of 11 US 6,853,973 B2

Process for Removing: psps, VGs, Countries, and Jurisdictions

Removing:A DSP/ 70\2J START | Removing: A DSP
VG combination fromaVG
from a country
\Entry Point #2

L Rermove DSP
- fromthe VG

710

Is ViG containing 704

s -

Entry Point #1

VG = Verification Group
DSP = Data Source Provider

Select the DSPAVG and country YES
cambinatinon that you went to

706 y 700

718

Remove DSPVG
(] fromthe courtry

Entry Points
- Related Tasks

Use Entry Pointt # 1 when:
¢  Removing a DSPVG froma
Country

Use Entry Point # 2 when:
*  Removing a DSP froma VG

Use Entry Point # 3 when:
Rermoving a Country froma
Jurisdiction

Use Entry Point # 4 when:
*  Removing a VG froma Jurisdiction

724

Removal:
\_{ Operation | | the country ’;‘%"‘m‘:’;,“: AVGfroma
jurisdiction || Jurisdiction jurisdiction

O ] \ 722

olher two options) Entry Point # 4
Removing: / (
A fcountry Mt acfust Weight for
roma . that VGtobe = 0%
Entry Point #3
jurisdiction | 5/ 730 | mstasorscist te e 726
\ |, veigtsfortheother
VG's to compensate for
Sdlect courtryfurisdiction 732 the adusiment
combinetion N YES
NOTE: :
SdedwEﬁs;rc;nmr”n:eﬁe 734 The VGis removed for el Remove the VG 728
usisciction N courtries lCi rt:;d jurisdiction j m&; N

e 1 0° FIG. 7




U.S. Patent

Feb. 8, 2005 Sheet 7 of 11 US 6,853,973 B2

Process for Fine-Tuning Scores for DSP Results

START | &%

KEY
k— Entry Point # 1 VG = Verification Group

DSP = Data Source Provider

Assign Scores to

y

Result Codes for a 804

DSP " Entry Points - Related
Tasks

Use Entry Point # 1 when:
*  Assigning Scores to Result Codes

Add another

806
DSP?

Use Entry Point # 2 when:

*  Adjusting Weights for Min.
AcceptedScore , Min.
RequiredScore

NO

HE
© O
k]
>0
L)
N

Use Entry Point # 3 when:
+e§—————Entry Point # 2 *  Adjusting Thresholds which

determine Verification Actions

OPTIONAL
Adjust Weights
and Min. Accepted 808

Score and N
Min.Required

Score for DSP

w___800

Bypass
(Optional)

e Entry Point # 3

OPTIONAL

Adjust Thresholds 810
which determine N/

Verification Action

A

FIG. 8



U.S. Patent Feb. 8, 2005

Sheet 8 of 11

Lontng fudermy

US 6,853,973 B2

Verify Gro

R P e R BT e

FIG. 9B




U.S. Patent Feb. 8, 2005 Sheet 9 of 11 US 6,853,973 B2

R . N N .
IRisknigeenianhl
3 R’aauﬂe‘nra‘\ﬁtmcéﬂun-

2 Lecalion vereaton

YFingnein metiution Chsl




U.S. Patent

Feb. 8, 2005 Sheet 10 of 11

US 6,853,973 B2

Jadsas

AN 2Ly,

sl Hnil e

o L N A A B e ¢ S AR S A © o

HERY R SSRE

Biok Rsts

Wl Bl et e esinan s 6 R £350er0 1 M Sitcenig

Eir:

Orfsr




U.S. Patent Feb. 8, 2005 Sheet 11 of 11 US 6,853,973 B2

s AR~ Bl > Ve S Irgnt -

. -R%lﬁznwi&qﬁﬁ:eﬁgﬁ:i REREEN "?B

H mestion vadbeatan

e
Sty vbos Sheok IS

FIG. 9F



US 6,853,973 B2

1

CONFIGURABLE AND STAND-ALONE
VERIFICATION MODULE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority based on U.S. Patent
Application No. 60/337,562 for Method and Apparatus for
Verifying Location, Qualification and Age of One Intending
To Wager on an Internet Gaming Website, filed Oct. 24,
2001, the disclosure of which is incorporated here by
reference in its entirety.

BACKGROUND

The present invention relates to verifying user informa-
tion in the context of e-commerce.

E-commerce generally relates to business transactions
conducted electronically. Examples of e-commerce applica-
tions include, for example, on-line banking and on-line
gaming. In general, on-line gaming is subject to the laws of
the jurisdiction in which players are located. The scope of a
jurisdiction generally coincides with the geographical bor-
ders of a country but need not do so. Some jurisdictions,
such as that of the United States, prohibit its residences to
participate in on-line gaming. Other jurisdictions allow
participation only if a player is of a certain age. Thus, a
player’s eligibility often depends on the jurisdiction to
which the player is subject.

In addition to ensuring a player’s eligibility, proprietors of
on-line gaming systems generally also want to ensure that
the player is risk worthy, which includes assessing whether
the player has good credit and is in good standing with the
law and with other gaming proprietors.

On-line gaming systems generally include one or more
servers and connections between the servers and a network
such as the Internet. The systems also usually include
network applications that, for example, provide to players
gaming functions and services related to the gaming. The
network applications typically reside on the servers.

A player operating a client computer can establish com-
munication with one of the gaming system servers from a
point in the network and interact with one of the network
applications. Typically, a player can access the gaming
applications from any geographic location.

SUMMARY

The present invention provides methods and apparatus,
including computer program products, for a configurable
verification module. The verification module verifies the
eligibility of a player to participate in one or more
e-commerce applications such as on-line gaming. The veri-
fication includes a risk assessment of allowing the player to
participate.

In general, in one aspect, a method for verifying a player’s
eligibility to participate in on-line gaming includes perform-
ing one or more verification checks for the player. The
method includes, for each verification check, requesting data
about the player from one or more data source providers.
The method includes receiving the data from the one or more
data source providers. The method includes, for each veri-
fication check, calculating a check score based on received
data from the one or more data source providers. The method
includes calculating a verification score that is based on the
check scores.

In general, in another aspect, a computer program
product, for verifying a player’s eligibility for participating
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in on-line gaming, includes instructions operable to cause a
programmable processor to receive information about the
player. The product includes instructions to select one or
more verification checks that will be performed to verify the
player’s eligibility. The selection is based on the received
information and on configurable criteria. The product can
include instructions to determine the order in which the
verification checks is to be performed. The determination
can be based on the configurable criteria. The product can
include instructions to select, for a selected verification
check, one or more data sources from which additional
information about the player is to be obtained. The selection
can be based on the configurable criteria. The product can
include instructions to calculate a check score for each
verification check. The calculation can be based on the
additional information received. The product can include
instructions to weight the check scores. The weighting is
based on the configurable criteria. The product includes
instructions to calculate a verification score. The calculation
can be based on the weighted check scores.

The invention can be implemented to realize one or more
of the following advantages. The verification module can
aggregate information from different data sources, enhanc-
ing the ability to accurately verify the eligibility of a player
to participate in an e-commerce application such as on-line
gaming. Because the verification module acquires data from
multiple data sources, the chance of detecting false infor-
mation is improved.

The verification module can adapt the data from a data
source for purposes that are independent of the data source’s
data format and intended function. For example, the verifi-
cation module can translate an address received from a data
source as a matched or not-matched value, where the match
value indicates that the address received from the data
source matches an address provided by a user, and where the
not-matched value indicates that the address received from
the data source does not match the address received from the
user.

The verification module can collect information in real
time, allowing for rapid and easy verification. For example,
the verification module can provide verification results to a
user shortly after the user registers with the e-commerce
system while the user waits.

The verification module is extremely flexible and,
furthermore, configurable based on operator input. The
verification module can be customized to meet the require-
ments of a particular e-commerce system. For example, the
threshold for verifying the eligibility of a user seeking
participation can be raised or lowered. When a particular
e-commerce application involves high stakes, the threshold
can be raised. When a particular e-commerce application
does not involve high stakes, the threshold can be lowered.

The importance of information from a particular data
source can be varied, advantageously allowing the verifica-
tion module to accommodate limitations of a particular data
source. For example, if a data source has limited capabilities
to verify the information of users residing in a certain
geographic location, the verification module can be config-
ured to give less weight to data from the data source when
verifying users from the geographic location. Consequently,
the risk of erroneously rejecting an eligible user because of
the limitations of the data source is reduced.

The verification module can process the same data from
a data source in different ways. For example, the same data
can be used for multiple and different verification checks.
For a given verification check, the same data can be used
differently for different jurisdictions and countries.
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The verification module can be used to facilitate verifi-
cation for multiple jurisdictions and countries. The verifi-
cation module can be configured to performed different
verification processes for different jurisdictions or countries.
The verification module is configurable to ensure compli-
ance with regional regulations, manage risk, and increase
revenue by streamlining the process of confirming the
validity of player-supplied credentials. The verification pro-
cesses of the verification module can be fine-tuned. The
verification module is stand-alone and will generally not
consume computing resources of an e-commerce system the
verification module supports.

The details of one or more embodiments of the invention
are set forth in the accompanying drawings and the descrip-
tion below. Other features and advantages of the invention
will become apparent from the description, the drawings,
and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a method for verifying a player’s eligibility
for participation in on-line gaming.
FIG. 2 shows an implementation of the method of FIG. 1.

FIG. 3 shows a method for performing a verification
check.

FIG. 4 shows a method for logging on a player.

FIG. 5 shows a method for configuring a verification
module.

FIG. 6 shows a method for adding either a data source
provider, a verification check, a country, or a jurisdiction.

FIG. 7 shows a method for removing either a data source
provider, a verification check, a country, or a jurisdiction.

FIG. 8 shows a method for fine tuning the verification
module.

FIGS. 9A-F show examples of a user interface for con-
figuring the verification module.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

Overview

A configurable verification module operates as a stand-
alone component in an e-commerce system. The verification
module can be used in conjunction with user registration and
user log on.

The verification module receives preliminary information
that a user submits at registration. The preliminary informa-
tion can be submitted to the verification module by, for
example, completing a standard form. Using the preliminary
information, the verification module accesses data from one
or more data source providers (“DSPs”). A DSP can be an
on-line application that provides information but need not be
so. For example, a DSP can be a bank identification number
that is part of a user’s credit card number. The verification
module uses the data accessed from the DSPs to confirm the
user’s personal information and evaluate the user’s eligibil-
ity to participate in one or more e-commerce applications of
the system. Evaluation can, for example, include an assess-
ment of whether the user is located in a jurisdiction where
the user’s participation in a particular e-commerce applica-
tion is legal, whether the user is located in a jurisdiction
where the user is subject to certain local regulations, if the
player is of legal age for participation, and if the player
provided accurate preliminary information. Evaluation can
include determining a user’s geographical location,
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residence, credit card fraud risk, age, and identity. The
verification module can express its evaluation as one of three
verification actions: approve, reject, and manual verification
required.

At log on, the verification module can access data and
evaluate a player’s eligibility for participation. The verifi-
cation module can express its evaluation as either a pass or
a fail. The player is logged on if the evaluation is a pass.

The verification module allows for the introduction of
new DSPs and the removal of DSPs already identified. The
verification module can be further configured. Configuring
as well as adding and removing DSPs are further described
below.

Method for Verifying a Player’s Eligibility to Participate
in an E-commerce Application

Verification includes a series of evaluations, referred to in
this specification as verification checks or verification
groups (“VGs”), to determine whether a user is eligible to
participate. Verification can be applied based on the user’s
jurisdiction. The verification module can log the data used in
each verification check, as well as the evaluation result.

FIG. 1 shows a method 100 for verifying a user’s eligi-
bility to participate in an e-commerce application. As shown,
an e-commerce system performing the method 100 receives
user information (step 102). As discussed, the information
can be received as a standard form that the user completes
and submits. The system determines which verification
checks will be performed (step 104). The determination can
be based on the jurisdiction to which the user is subject, the
country in which the user resides, the particular user, or any
combination of these factors. For each verification check,
the system requests data about the user from one or more
DSPs (step 106). The system receives the requested data
(step 108). As required, the system can optionally translate
the data received from the DSPs (step 110). Alternatively,
the system can use the received data without translating the
data. The system calculates a final evaluation result (step
112). The calculation is based on the data received from the
DSPs. Optionally, the system stores the data used to verify
the user and the evaluation result (step 114). Optionally, the
system outputs the data (step 116). The system can, for
example, output the check scores and the verification scores.

Verifying a Player’s Eligibility to Participate in On-line
Gaming

In one implementation, the verification module is part of
a gaming system. A player must register with the system to
participate in on-line gaming. Registration and verification
are different processes. Registration is a process a player
initiates when the player completes and submits an on-line
registration form. Verification is a process of evaluating the
eligibility of a player to participate in on-line gaming.

In one implementation, the verification checks that are
used depend on the player’s jurisdiction. In one
implementation, the verification module determines a play-
er’s jurisdiction based on the residence address that the
player provided during registration. The verification module
can be configured, based on operator input, to use a different
verification process for each jurisdiction. An operator can,
for example, define jurisdiction, the application verification
checks that will be performed, and the scoring for each
jurisdiction.

To evaluate a new player, the verification module starts
with the information the player provided during registration
(“registration information”) and performs the verification
checks required for the player’s jurisdiction. A verification
check can include accessing data from one or more DSPs. A
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DSP provides a result code, which the verification module
can translate. Each verification check uses data from the
DSPs to produce a check score, which can be weighted. If
a player fails a verification check, the player is immediately
rejected without proceeding with another verification check.
The verification module combines the check scores to cal-
culate a final or verification score. The verification score
determines the verification action, which can be approve,
reject, or recommend manual verification. In the first case,
the player is verified and is eligible for on-line gaming. In
the second case, the player is verified but is not eligible for
on-line gaming. In the last case, the verification module
cannot verify the player with sufficient confidence using the
information the verification module received. Manual veri-
fication is required before the player is allowed to partici-
pate.

To determine a verification action, the verification module
compares the verification score to a scoring matrix, in which
a range of scores indicates an action. In one implementation,
there are three ranges of scores. The highest, middle, and
lowest range correspond to an approve, recommend manual
verification required, and reject verification action, respec-
tively. Table 1 shows an example of a scoring matrix.

TABLE 1
Verification action Verification score
Reject 0-50
Manual verification required 51-75
Accept 76-100

The following describes DSPs used in verification checks.
In implementation described here, the following DSPs are
used: Quova’s™ GeoPoint™ application, Aristotle’s™
VeriftyME™ application, bank identification numbers that
are part of a credit card number, CyberSource’s™ Internet
Fraud Screen™ application, Experian’s™ E-identity™
application, and a temporary DSP that is a placeholder to be
used when no DSP is available. Alternatively, other DSPs
can be used.

Quova’s GeoPoint application provides IP address analy-
sis. Given an IP address a player is using to access the
Internet, GeoPoint can determine the following information:
Physical location (i.e., continent, country, state, city, and
postal or zip code), latitude and longitude, connection type
(ie., dial-up, cable, or DSL), internet service provider, and
a first and second level domain name.

Aristotle’s VerifyME application uses government
records to evaluate a player’s identity and residence data.
VerityME indicates whether the information provided by the
player matches the information describing the player in
government records. To protect player information, the
verification module and VerifyME can communicate with
each other using a secure socket layer protocol.

The first six numbers of a credit card number are referred
to as a bank identification number (“BIN™). The system can
maintain in, e.g., a database, a list of all applicable BINSs,
which the verification module can use to evaluate a player’s
credit card number. Alternatively, the list of BINs can be
maintained externally but is accessible to the system. The
verification module can, for example, use BINs to determine
from which country a credit card was issued.

The CyberSource Internet Fraud Screen (“IFS”) system
calculates credit card fraud risk based on a player’s credit
card account number. IFS uses over 150 factors in its scoring
calculations to produce a composite risk score. In order to
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protect the player’s credit card information, all information
sent to IFS is encrypted prior to be being sent. Encryption
can be performed using a public and private key.

Experian calculates a relative risk score taking into
account a multitude of factors, including: credit history,
voter registration, and address records. Experian is the
United Kingdom’s largest credit bureau, and provides cov-
erage that it is largely specific to the United Kingdom.

A Temporary DSP can be used when a DSP is not
available for a particular country. A Temporary DSP is a
placeholder that does not perform any verification, and when
used, can send players into the manual verification category.

In one implementation, the verification module performs
the verification checks as specified in Table 2. Alternatively,
the verification module can use any combination of the
verification checks.

TABLE 2

Check Registration Log on

Face Value
Location
Age
Residence
Financial
Institution
Risk Check
Result

X
X
X
X
X

X
Accept/Reject/
Manual Verification Required

Pass/Fail

FIG. 2 shows method 200 that is an implementation of
method 100. A player registers and provides the following
information: an IP address, a forename, a surname, date of
birth, government identification (national identification or
driver license), street address and city of residence, postal
code, country of residence, credit card number, and credit
card expiration month and year. Alternatively, different
information can be used. The registration information is
stored in a database accessible to the verification module. As
shown in FIG. 2, the verification module accesses the
database and gets the player’s personal information and IP
address (step 202). Thereafter, the verification module per-
forms a series of verification checks. For each verification
check and depending on the check score produce from the
check, the verification module can either approve the player
and continue with other verification checks or reject the
player and end the verification process. The verification
check process is further described below.

The verification module performs a face value check (step
204). The face value check rejects players who indicated at
registration that they live in a jurisdiction which prohibits
on-line gaming, or players who are younger than the legal
gambling age for the jurisdiction indicated by the registra-
tion information. The verification module performs a loca-
tion check (step 206). The location check prevents a player
from accessing the system while physically located in a
jurisdiction that prohibits on-line gaming. In one
implementation, the location check analyzes a player’s cur-
rent IP address to determine the player’s current physical
location. The verification module performs an age check
(step 208). The age check evaluates whether the player is
providing an accurate date of birth and name. The verifica-
tion module performs a residence check (step 210). The
residence check evaluates whether the player is providing an
accurate residence address. The verification module per-
forms a financial institution check (step 212). The financial
institution check evaluates whether the player is using a
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credit card issued from the player’s resident country, and
whether the player is accessing the site from the player’s
country of residence. The verification module performs a
credit card fraud check (i.e., risk assessment check) (step

8

The following describes the verification checks in detail.
Face Value Check

The data source for this verification check is the country

214). The risk check evaluates whether the player is a credit 5 of residence and the date of birth the player specified at
risk or may be involved in fraudulent credit card usage. registration. The verification module compares the country
The verification module calculates a verification score of residence to a list of jurisdictions where on-line gaming
(step 216). In one implementation, the verification module is legal. The system can store the list in the system’s
weights the checks score in accordance with criteria that can database. If the country of residence is not on the list, then
be specified by an operator and adds the welghteq Ch‘ka 19" the verification module rejects the player. If the country of
scores to calculate a verification score. When the verification residence is on the list, then the verification module deter-
score is greater than a ﬁrst. thrgshold, the VtelﬁcatIOIl module mines whether the player is of the legal age to gamble in the
recomzrilgnd\;]; paﬁs Ver.glcagon aCtiOFl l(l.e.,hacceptance()i jurisdiction. If, according to the date of birth specified by the
(step 218). When t e verification result 1s less than a secon player at registration, the player is of legal gambling age,
threshold, the verification module recommends a reject 15 . .
. . . . . : then the verification module proceeds to performs other
verification action (step 220). When the verification score is . . . . .
. . verification checks. Otherwise, the verification module
between the first and second thresholds, the verification ects the ol
module recommends manual verification (step 222). Table 3 fejects the player.
shows scoring examples. The verification module can notify Location Check
a component of the system that registers players of the 20 b ficati dul ds the olaver dd
verification results. The verification mo ule sends the p ayer’s IP address to
a DSP, such as the GeoPoint system provided by Quova. The
TABLE 3 DSP uses the IP addres§ to determ%ne the geographlcal
location of the player’s internet service provider (“ISP”).
Verif. Checks Check Scores ~ Weights  Verification Score 25 The DSP returns information that includes IP type,
Example 1 continent, .country, zip code, connect.ion. type (i.e., cable,
DSL, or dial-up), and a message that indicates whether the
Location 65 15% 9.75 player is using, e.g., AOL as an ISP. The verification module
Age 50 25% 12.5 the IP t t tion t dth
Residence s 0% 275 30 uses the IP type, country, connection type, and the message.
Financial Institution 80 10% 8 The verification module translates the country and connec-
Credit Card Fraud 80 20% 16 tion type into simplified values for each parameter. Based on
Total 100% 6 the described list of legal jurisdictions maintained in the
(Sum is 68.75, database, the verification module determines whether the IP
however fractional 35 address is from a country that permits on-line gaming. Based
scores azoze 5) are on the connection type returned from the DSP, the verifica-
rounded uj . . . .
Example 2 P tion module summarlzed the connection type as either
- dial-up or non-dial-up.
Location 65 20% 13 .
Age 50 20% 10 Table 4 shows an example of data received from
Residence 75 20% 15 40 GeoPoint, the analyses the verification module performs on
Financial Institution 80 20% 16 the data, and the value to which the verification module
Credit Card Fraud 80 2% 16 maps the received data. The first column describes the name
Total 100% 0 of fields verification module receives. The verification mod-
ule assigns a result code to the player based on the values.
able 5 shows examples of result codes.
Table 5 sh ples of It cod
TABLE 4
Value Used
Data from in Location
GeoPoint  Check Based on Example
IP Type Mapped/Not Data directly from GeoPoint. GeoPoint returns “mapped”,
Mapped Location Check uses it
directly
Country  Legal/Illegal Location Check compares a  GeoPoint returns “US”,
list of legal onlinegambling  Location Check uses internal
jurisdictions defined in the list of legal onlinegaming
gaming system database to jurisdiction to determine
the country value returned illegal.
by GeoPoint.
Connect-  Dial-up/Non Location Check translates GeoPoint returns “cable”,
ion type  Dial-up connection parameter Location Check determines
returned from GeoPoint into  non dial-up.
Dial-up/Non Dial-up.
Message  AOL/Non-  Message parameter returned  GeoPoint returns “AOL”,
AOL from GeoPoint. Location check uses AOL

directly.
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TABLE 5

Result
IP Type Country Connection Message Code
Mapped Legal Non-dialup Irrelevant 0001
Mapped Legal Dialup AOL 0002
Mapped Legal Dialup Non-AOL 0003
Mapped Illegal Non-dialup Irrelevant 0004
Mapped Illegal Dialup AOL 0005
Mapped Illegal Dialup Non-AOL 0006
Non-Mapped  Irrelevant Irrelevant Irrelevant 0007

The following describe the logic behind the result codes
of Table 5.

IP Type. If an IP address is mapped, GeoPoint can
determine the physical location of the IP address based on
the information in its database. If the IP address is not
mapped, GeoPoint cannot determine the IP address’s origin,
and therefore cannot determine the location of the player’s
ISP.

Country. The location check determines whether the
player is located in a legal online gaming jurisdiction. As
discussed, GeoPoint only returns country information; the
verification module uses a list of legal online gaming
jurisdictions held in the database to determine whether the
country is legal or illegal.

Connection. GeoPoint maps the physical location of an IP
address. When GeoPoint maps a player’s IP address, it is
actually mapping the location of the server the ISP is using
to host the player’s Internet access, rather than the actual
location of the player’s client computer.

The verification module makes the distinction between
dial-up and non dial-up Internet connections because it is
less likely that a mapped IP address for a dial-up connection
provides accurate information describing the physical loca-
tion of a player. ISPs with dial-up customers often maintain
a pool of IP addresses that they randomly assign to their
customers. Many ISPs provide 800 numbers to their cus-
tomers and use servers located throughout their network to
host Internet access. If GeoPoint maps an IP address to a
specific ISP server, it is difficult to tell the exact location of
the player using dial-up access because the IP address may
be used by any one of the ISP’s customers.

10

Non dial-up customers need to use a local ISP. ISPs
hosting non dial-up customers use local hosting locations
rather than accepting national or international customers at
a single hosting location.

Message. America Online (“AOL”) is the largest ISP.
Unlike many ISPs, AOL has an international presence. If a
player is using a dial-up AOL connection, AOL may assign
them an IP address mapped to a server in different country.
For example, an English AOL customer could receive an IP
address that is mapped to a server in France. Because of
AOL’s international reach, it is more difficult to determine
the physical location of a dial-up AOL customer with
confidence.

10

Each result code indicates a different location check score.
In one implementation, the highest scores are assigned to
legal, non dial-up result codes. The lowest scores are
assigned to illegal, non-dial-up result codes.

15

At registration and log on, the location check score is used
to ensure the player meets or exceeds the minimum required
score. To verify new players, the location check score is
weighted and added into the overall verification score after
the verification module completes all verification checks.

Age check

20

2 The goal of the age check is to assess the accuracy of the

identity information the player provides during registration.
The age check is used to ensure that players do not register
using a fictitious name or provide inaccurate information
regarding their age. DSPs available for the age check

30 includes Aristotle’s VerifyME and Experian.

VerifyME Operation. The age check sends the following
information to VerifyME: first name, last name, date of birth,
postal code, country, and government ID (exact form of ID
depends on the country where the player resides). VerifyME
returns a result code indicating the degree of confidence that
the information provided by the player matches the infor-
mation describing the player in government records.

35

The age check uses result codes returned directly from
VeriftyME rather than translating the VerifyME response into
an internally defined result code. There are 140 seperate
result codes that may be returned from VerifyME. Table 6
includes examples of some of the result codes.

40

TABLE 6

Result
Code

Matching Data

5

10

15

20

25

29

30

34

35

39

40

Country Mail Zip/Lastname/Firstname/Suffix/1st 8 Chars of Mail
Address/DOB(dd/mm/yyyy)

Country Mail Zip/Lastname/Firstname/Sufflx/1st 8 Chars of Mail
Address/DOB(mm/yyyy)

Country Mail Zip/Lastname/Firstname/Suffix/1st 8 Chars of Mail
Address/DOB(yyyy)

Country Mail Zip/Lastname/Firstname/Suffix/1st 8 Chars of Mail
Address/DOB(yyy)

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(dd/mm/yyyy)

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(mm/yyyy)/ID#

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(mm/yyyy)

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(yyyy)/ID #

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(yyyy)

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail
Address/DOB(yyy)/ID#

Country Mail Zip/Lastname/Firstname/1st 8 Chars of Mail Address/DOB(yyy)
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When VerifyME receives player data it searches its
records for combinations of matching data. VerifyME may
be able to match all of the player’s data, or may only be able
to match portions of the data. Each result code represents a
unique combination of matching player data.

The age check and the residence check both, in one
implementation, use VerifyME. The verification module
only makes one call to VerifyME, returning one result code.
The result codes used in the age check represent VerifyME’s
combined assessment of a player’s identity and residence
data.

VerityME Scoring. As discussed, the VerifyME result
codes indicate a combined age and residence assessment.
The verification module separates age and residence verifi-
cation to allow operators greater control over the verification
process. In order to keep age and residence as distinct,
separate checks, a different score is used for the same result
code in each check. For example, VerifyME returns result
code of 85. This result code can indicate a score of 90 in the
residence check, but a score of 25 in the age check.

Each result code indicates an age check score. Check
scores range from O to 100. In one implementation, the
highest scores are be assigned to result codes indicating that
VeriftyME can match a player’s first name, last name, date of
birth, and government ID data.

Because VerifyME returns a result code that indicates the
consistency of both identity and residence data, there are
several result codes that represent a “perfect” match on a
player’s age information. As a result, several response codes
may be assigned identical scores.

Experian Operation. The age check sends the following
information to Experian: forename, surname, title (such as
Mr. or Mrs.), house name or house number, postal or zip
code, address or street address, and city/town. Experian
returns a result code indicating the relative accuracy of the
information supplied by the player.

Experian Result Codes. Experian result codes indicate
two types of results: Relative risk codes indicating a level of
authentication that ranges from 20 to 90, and numeric codes
within the range of 0 to 20 that indicate player data violates
a high risk policy rule. Risk policy rules detect suspicious
patterns in player information, such as date of birth mis-
match or a credit card that was issued overseas. The result
codes returned by Experian are described in the Table 7.

TABLE 7

Result Code Description

R0O00 No trace of supplied address.

R0O01 Reserved for future use - not used in scoring.

RO02 BIN number invalid or indicates card issued overseas.

R0O03 Reserved for future use - not used in scoring.

RO04 Current address found on Accommodations address file.

ROOS Delivery Address found on the Accommodation Address
file.

R0O06 Reserved for future use - not used in scoring.

R0O07 Potential “developed” identity.

R0O08 Unable to verify delivery address.

R0O09 Office of National Statistics inconsistencies present.

RO10 Reserved for future use - not used in scoring.

RO11 Reserved for future use - not used in scoring.

RO12 Reserved for future use - not used in scoring.

RO13 Current address found in Post Office re-directions
file.

RO14 Reserved for future use - not used in scoring.

RO15 Reserved for future use - not used in scoring.

RO16 Reserved for future use - not used in scoring.

RO17 Reserved for future use - not used in scoring.
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TABLE 7-continued
Result Code Description
RO18 Significant application data inconsistencies present.
RO19 Reserved for future use - not used in scoring.
RO20 Not authenticated - indicates likely fraud, possibly
because a risk policy rules has been triggered.
R030 Not authenticated - indicates there is no evidence to
locate the individual at the supplied address.
R040 Low level of authentication.
R0O50 Medium level of authentication.
RO60 Medium level of authentication - slighter higher than
indicated by 50.
RO70 High level of authentication.
RO80 Very high level of authentication.
R0O90 Very high level of authentication - slighter higher

than indicated by 80.

When Experian receives a request from the verification
module, Experian compares the player data to several data
sources, such as the credit bureau identity information, voter
rolls and other public information, and a telephone directory.

Based on the results of the comparison, Experian attempts
to determine whether the information provided by the player
at registration is accurate. Experian uses several risk policy
rules that identify likely cases of fraud. If the information
submitted by a player triggers one of Experian’s risk policy
rules, it returns a result code between 0 and 20. If Experian
is able to successfully analyze player information, and no
risk policy rules are triggered, it returns a result code
between 20 and 90, indicating the relative risk associated
with the player.

In one implementation, the verification module uses
Experian as a DSP for the age check and residence check.
Only one call to Experian is made, and Experian only returns
one result code. The verification module keeps age and
residence verification separate to allow operators greater
control over the verification process. In order to keep age
and residence as distinct and separate checks, a different
score is used in each check for the same result code.

Experian scoring. Experian returns several result codes
(those within the 0-20 range) that indicate the player infor-
mation triggered a risk policy rule. It may be appropriate to
assign all of these results the same score. The Experian result
codes within the 20-90 range indicate relative fraud risk
with 90 being the most desirable result code. In one
implementation, result codes indicating a high level of
authentication receives higher scores.

Experian can be used for more than one verification
check. Depending on a particular operator’s
implementation, the analysis indicated by Experian result
codes may warrant consistent scoring across all of the
checks that use it as a DSP. For example, in contrast to
Aristotle result codes, it is probably reasonable to assign the
result code of 90 a score of 100 in the age check and
Residence Check.

Residence Check

The goal of the residence check is to ensure that the
address provided by a player matches the address associated
with the player in public and private databases. The resi-
dence check assesses the accuracy of the residence address
the player provides. DSPs available for use with this veri-
fication check includes Aristotle’s VerifyME and Experian.

VerifyME Operation. The verification module sends the
following information to VerifyME: first name, last name,
address, postal or zip code, country, and government ID
(exact form of ID depends on country). Only one call is
made to VerifyME for both the age check and the residence
check.
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VerityME Result Code. As discussed, VerifyME returns a
result code indicating whether the information provided by
the player matches the information describing the player in
government records. As discussed in the age check section,
the residence check uses the result codes returned directly
from VerifyME rather than translating the VerifyME
response into an internally defined result code.

Scoring. In one implementation, the highest scores are
assigned to result codes indicating that VerifyME could
match the player’s address data. Because VerifyME returns
result codes that indicate the consistency of both age and
residence data, there are several result codes that represent
a “perfect” match on a player’s residence information. As a
result, several response codes may be assigned identical
scores. Each result code indicates a residence check score.
Check scores range from O to 100.

Experian Operation. The Residence Check sends the
following information to Experian: forename, surname, title
(such as Mr. or Mrs.), house name or house number, postal
or zip code, address or street address, and city/town. An
operator can choose to use Experian for the age check and
residence check. Only one call is made to Experian, return-
ing one result code.

Experian Result Codes. As discussed, Experian result
codes indicate two types of results: Relative risk codes
indicating a level of authentication that ranges from 0 to 90,
and numeric codes that indicate player data violates a high
risk policy rule. Risk policy rules detect suspicious patterns
in player information, such as date or birth mismatch or
credit card issued overseas.

Experian Scoring. Experian returns several result codes
(e.g., those within the 0-20 range) that would indicate player
information triggered a risk policy rule. It may be appro-
priate to assign all of these results the same score. The
Experian result codes within the 20-90 range indicate rela-
tive fraud risk with 90 being the most desirable result code.
In one implementation, result codes indicating a high level
of authentication receive higher scores.

Financial Institution Check

In one implementation, the financial institution check has
two goals, verify that the player’s credit card number was
issued from a bank in a legal online gaming jurisdiction and
verify that the player’s credit card number was issued from
a bank in the same country as the player’s residence address,
and as the IP address used to access the system.

In one implementation, the financial institution check
does not make a call to an external DSP. The financial
institution check uses bank identification numbers stored in
the system’s database and information provided by the
location check to perform its evaluation.

Operation. In one implementation, the financial institution
check takes place after the location check because the
financial institution check relies on IP address mapping
provided by the location check. The financial institution
check performs the following steps: (i) identify the country
from which a player’s credit card was issued, termed the
“bank country”; and (ii) compare the bank country to the
calling country and home country.

Bank Country Determination. As discussed, the first six
digits of a credit card number are referred to as a BIN. The
BIN can be used to determine a player’s bank country. The
financial institution check compares the bank country to a
list of legal jurisdictions maintained in the system’s data-
base. Based on this comparison, the check categorizes the
bank country as legal or illegal.

Country Comparison. After the BIN is evaluated to deter-
mine a bank country, the financial institution check com-
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pares the bank country against the player’s home country (as
stated at registration), and the determination made by the
location check on whether the country (i.e., the calling
country) is one that permits on-line gambling.

The financial institution check represents the consistency
and legality of these countries as a result code. Table 8
describes the results codes used in the financial institution
check. The home country/bank country/calling country com-
parison is not performed if the home country is a country
that prohibits on-line gambling (i.e., an illegal country). If
players indicate that they live in a country that prohibits
on-line gambling, the financial institution check can deter-
mine the result code without performing the comparison.

TABLE 8

Home

country Bank Country Calling Country Result Code
Illegal Irrelevant Irrelevant 0000
Legal Same/Legal Same/Legal 0001
Legal Same/Legal Different/Legal 0002
Legal Same/Legal Different/Tllegal 0003
Legal Different/Legal Same/Legal 0004
Legal Different/Illegal Same/Legal 0005
Legal Different/Legal Different/Legal 0006
Legal Different/Legal Different/Tllegal 0007
Legal Different/Illegal Different/Legal 0008
Legal Different/Illegal Different/Tllegal 0009
Legal Different/Legal Unknown 0010
Legal Different/Illegal Unknown 0011
Legal Same/Legal Unknown 0012
Irrelevant Unknown Irrelevant 0013

Scoring. Each result code indicates a different financial
institution check score. Check scores range from 0 to 100.
The financial institution check score is used to ensure the
player meets or exceeds the minimum required score. The
financial institution check score is weighted and added into
the overall verification score after the verification module
completes its verification checks.

In the implementation described, the location check is
used before the financial institution check. The financial
institution check relies on the IP address mapping performed
by the location check.

Risk Check

The goal of the Risk Check is to evaluate the risk that a
player may be involved in fraudulent credit card activities.
Suspicious or fraudulent credit card usage may indicate that
an identity theft has occurred.

CyberSource Internet Fraud Screen (“IFS”) is a data
source the verification module can access in performing this
verification check. The verification module sends IFS the
following information describing a player: first name, last
name, e-mail address, street number from the player’s
residence address, country, credit card number, credit card
expiration month, and credit card expiration year. IFS evalu-
ates the credit risk involved with a credit card purchase. In
order to prompt an IFS evaluation, the verification module
performs a credit card purchase of $0.

IFS returns one of two types of information to the
verification module: risk scores and invalid card message.
IFS returns either the risk score or the invalid card message,
never both. If IFS is able to successfully evaluate the
information sent by the verification module, IFS returns a
risk score. IFS risk scores indicate relative fraud risk using
a 0 to 99 scale. IFS uses a risk scoring system where a score
of 0 indicates the lowest risk and a score of 99 indicate the
highest relative risk. In one implementation, this scoring
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system is the exact opposite of that used by the verification
module, in which 100 is the most desirable score. The
verification module assigns a result code to each risk score
returned by the IFS. By using a verification module admin-
istrative interface to assign a score to each result code, the
response received from the IFS can be translated into a score
appropriate for use in the verification module’s scoring
system.

If IFS determines that the player’s credit card account is
invalid, it cannot return a risk score. Instead, IFS returns an
invalid card message. The verification module interprets
both risk scores and the invalid card message as result codes.
Table 9 provides some examples of result codes of the risk
check.

TABLE 9

Result Code Description

R0O01 Invalid card number
R100 Risk score = 0
R101 Risk score = 1
R102 Risk score = 2
R103 Risk score = 3
R104 Risk score = 4
R105 Risk score = 5
R106 Risk score = 6
R107 Risk score = 7
R108 Risk score = 8
R109 Risk score = 9
R110 Risk score = 10
R111 Risk score = 11
R112 Risk score = 12

Risk scores =
113 through 199

Many more result
codes (R113-R199)

IFS Scoring. Check scores for the risk check range from
0 to 99. In one implementation, the lower the risk score
returned by the IFS, the higher the score assigned to the
corresponding result code should be.

DSP Usage

Each DSP uses its own set of data to perform player
verification. In many cases, the data set a DSP uses allows
the DSP to perform player verification in a specific group of
countries, but does not allow the DSP to verify player’s
registering from other countries. To ensure that all players
are adequately verified prior to registration, DSPs are
selected for verification checks on a region-by-region basis
(e.g., country-by-country). Only DSPs that have adequate
coverage for a given region may be used for that region.

In one implementation, all countries within a given juris-
diction use the same verification checks. However, because
DSPs are assigned on a region-by-region basis, the same
checks may use different DSPs in each country within the
same jurisdiction. If there is no DSP that provides coverage
for a country for a particular verification check, then the
Temporary DSP can be used.

The temporary DSP is a placeholder DSP. It does not
perform any verification or provide any information to the
verification process. The temporary DSP serves to allow the
use of a check in a jurisdiction, even though there may be no
DSPs to support that check in one or more of the countries
within the jurisdiction.

When a temporary DSP is used for a check, players are
given the minimum required score for that check so that they
are not rejected. If a temporary DSP is used for any check,
after all checks are performed, the player is always sent into
the manual verification required category, regardless of the
final verification score. When a temporary DSP is used, a

10

15

20

25

30

35

40

45

50

55

60

65

16

player may still be rejected if they do not obtain the
minimum required score on any of the other checks. Tem-
porary DSP can be limited for use on performing the age
check, residence check, and risk check.

Verification Check Methodology

As discussed, the purpose of each verification check is to
produce a check score. Each check can call one or more
DSPs to obtain data. DSPs have and are called in an order
of priority. The priority order can be configured by an
operator.

After receiving data from the first DSP, the verification
module can either perform internal logic to translate the data
into pre-defined result codes. Alternatively, the verification
module can use the result code returned from the DSP. The
verification module maps each result code to a check score.

In one implementation, if the check score meets a mini-
mum required score for the current verification check, then
the verification module passes the player for the current
verification check and the next DSP associated with the
verification check is not called.

In one implementation, for each verification check, the
largest DSP score for the verification check is compared to
a first threshold, which must be met or exceed to accept data
from a DSP. If the current score does not satisty the first
threshold, then the next highest priority DSP in the current
verification check is called. If any additional DSPs are
called, the comparison is run again, until a DSP is found that
returns a current score that satisfies the first threshold. After
all DSPs are called or the first threshold is met or exceeded,
then the largest score is compared to a second threshold,
which must be exceed to pass the current verification check.
If the second threshold is exceed, then the value for the
current verification check is accepted. Otherwise, the veri-
fication process stops.

FIG. 3 shows an example method 300 for performing a
verification check as described above. As shown, the veri-
fication module receives a response from DSP A, which is
the DSP with the highest priority that has not been called
prior to the current call for the current verification check
(step 302). The verification module either extracts a result
code directly from the DSP’s response or translates data
from the response into a result code (step 303). The verifi-
cation module determines a score from the result code (step
304). The verification module determines if the score is
greater or equal to a minimum score accepted (decision step
305). The minimum score accepted is defined as the score
that must be met or exceeded in order for a result from a DSP
to be considered for verification without having to call
another DSP. If the score is greater than or equal to the
minimum score accepted, then the verification module cal-
culates the largest score so far derived from all DSP
responses that have been received in the current verification
check (step 306). The verification module checks if the
largest score calculated is greater than the minimum score
required (step 307). The minimum required score is defined
as the score that that must be met or surpassed for a given
verification check for the player to pass the check. If yes,
then the player passes the current verification check, and the
verification module accepts the value of the score and
proceeds to a next verification check (step 308). If no, then
the verification module stops the verification process (step
309).

If, in decision step 305, the verification module deter-
mines that the score derived from the current DSP is not
greater than or equal to the minimum score accepted, then
the verification module determines whether the DSP is the
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last DSP available for the current verification check (step
310). If yes, then the verification module proceeds to step
306. Otherwise, the verification module calls the next DSP
(step 311) and repeats the steps described above until there
are no more DSPs.

Logon to an On-line Gaming System

The verification module can be used in conjunction with
a log on process. The verification module verifies that a
player seeking to use the gaming system is currently physi-
cally located in a jurisdiction that allows on-line gaming.
FIG. 4 shows an example method for logging on a player.
The verification module is called by a log on process (step
402). The verification module performs a location check to
obtain a location check score (step 404). The verification
module determines whether the location check score
exceeds a minimum score required (step 406). If yes, then
the player is allowed to access the system (i.e., the module
returns a pass to the log on process) (step 408). Otherwise,
the player is not allowed access to the system (i.e., the
verification module returns a fail to the log on process) (step
410).

Configuring the Verification module

As discussed, the verification module can be configured.
The verification module includes criteria that determines, for
example, the scoring. The criteria, which can be based on
operator input, can specify the weight factors for a verifi-
cation check.

The verification module can receive a weighting from,
e.g., an operator, for each verification check to determine the
importance of each verification check in the overall verifi-
cation score. In one implementation, the weights of all
verification checks add up to one hundred percent. Table 3
above depicts examples of weighting.

The criteria can also specify relationships between or
among DSPs, verification checks (also referred to as veri-
fication groups), jurisdictions, and countries. A DSP can be
assigned (or added) to a verification check so that the DSP
is called during the check. The DSP/verification check
combination can be assigned to a region (e.g., a country).
Furthermore, a verification check can be assigned to a
jurisdiction, and a country can be assigned to a jurisdiction.
Conversely, any assignment can be negated.

In one implementation, the verification module includes
an administrative tool and provides a user-friendly and
web-based interface implemented as JSP/EJB-driven HTML
pages. Pages of the interface can be served using a secured
socket layer (“SSL”).

10

15

20

25

30

35

40

45

18

The administration tool allows an operator to define and
implement business rules and internal control procedures to
manage risk. Using the administration tool, the operator can
change which DSPs are used to change the breadth of
coverage, define how the data is interpreted, and adjust the
scoring algorithm to either increase or decrease the level of
acceptable risk.

The administrative tool allows an operator to configure
how the verification module works. In one implementation,
the verification module requires minimal intervention on the
part of the operator, because the values for operator-
configurable fields are pre-populated with default values.

The interface provides access to configurable fields,
which define values such as what countries belong to a
certain jurisdiction, and what the minimum required score
should be for a particular check. These values are used in the
calculations performed during the verification process.
There are two primary categories of tasks for configuring the
verification module. These are assign tasks and score tasks.

Assign tasks define relationships of the DSPs, verification
checks, jurisdiction, and countries. Assign tasks allows an
operator to alter relationships between entities that have
already been entered into the verification module. Assign
tasks focus on altering the relationships between geographi-
cal grouping components (e.g., countries and sub-countries)
and logical grouping components (e.g., jurisdiction ID’s and
verification checks), and how they interact with the verifi-
cation checks (and the DSPs in assigned to the verification
checks).

Score tasks quantify the nature of the relationships set up
with the assign tasks. Score tasks allows an operator to
configure the values that determine the results from various
DSPs and determine the criteria for verification. Score tasks
also permit the operator to fine-tune the system by adjusting
values such as the minimum score required, minimum score
accepted, and DSP priority. For example, score tasks allows
an operator to activate or deactivate DSPs for use in a
verification check, country, jurisdiction, or any combination
of these. For example, a DSP is upgrading its database in the
United Kingdom. As a result of the upgrade, the DSP will
not be available for two months in that country. In this case,
the operator can temporarily deactivate (i.e., de-select) this
DSP, and then reactivate (i.e., select) the DSP when the DSP
is available again. Table 10 shows examples of the assign
and score tasks.

TABLE 10

Administrative Tasks - Managing...

Example

Assign Tasks

Managing Relationships between a Data Source

Provider and a Verification Group

Assigning a Data Source Provider to a Verification

Group

Removing a Data Source Provider from a Verification

Group

Managing Relationships between a Data Source

Assign the DSP Quova ™ to the Age
VG.

Remove the DSP Quova to the Age
VG.

Provider/Verification Group and a Country

Assigning a Country to a Data Source

Provider/Verification Group Combination
Removing a Country from a Data Source
Provider/Verification Group Combination

Assign the VG - Age/DSP-Quova
combination to the United Kingdom.
Remove the country United Kingdom
from the VG - Age/DSP-Quova
combination.

Managing Relationships between a Verification Group —
and a Jurisdiction ID



19

US 6,853,973 B2
20

TABLE 10-continued

Administrative Tasks - Managing...

Example

Assigning a Verification Group to a Country

Removing a Verification Group from a Country

Managing Relationships between a Country and a
Jurisdiction ID
Assigning a Country to a Jurisdiction ID

Removing a Country from a Jurisdiction ID

Assigning a Priority to a DSP within a Verification
Group

Selecting whether a DSP is called in a Verification
Group

Score Tasks

Fine-Tuning a Score Mapped to a DSP Result Code
Assigning Weight to each Verification Group
Defining the Min. Score Required for a Given
Verification Group

Defining the Min. Score Accepted for a Given
Verification Group

DSP Score Process Diagram

Designating a Verification Check Priority No.

Configuring the Verification Score Matrix

Assigning the VGs Age, Financial, and
Location to the Country - United
Kingdom.

Removing the VGs Age, Financial,
and Location VGs from the Country -
United Kingdom.

Assign the country China, to the
Jurisdiction ID Asia.

Remove the country China, from the
Jurisdiction ID Asia.

Assigning the priority of 1 to the DSP
Aristotle for the Location Verification
Group for a given Country.

Quova is called (or not called) in the
Location Verification Group for a
given Country

Maps a Result Code to a Score that is
meaningful to the Administrator.
Location - 60%, Financial - 40% .
Designating the value 18 for the
Location Check.

Designating the value 45 for the
Location Check.

A diagram depicting the DSP Score
Process.

Set the priority to 1 for the DSP Quova
in the Verification Group, Location.
Reject - 35.

Manual verification required - 65.

Accept - 100.

The following describes examples of assign tasks. As
discussed, a DSP can be a third-party vendor that performs
a particular type of verification check. To provide
redundancy, it is likely that there will be more than one DSP
serving a given verification check. DSPs are assigned to the
verification check, and together they form a unique DSP/
verification check (or “DSP/VG”) combination. This
combination, logically considered to be a single unit, will
then be used in subsequent assign tasks.

In general, a DSP can be assigned to or removed from a
particular verification check. A country can be assigned to or
removed to a DSP/VG combination. A verification check
can be assigned to or removed from a jurisdiction. A country
can be assigned to or removed from a jurisdiction. FIG. §
shows one example process for establishing relationships to
configure the verification module. A DSP is assigned to a
verification check (step 501). That is, the DSP is enabled for
the verification check. The DSP and verification check
combination defined in step 1 is then assigned to a country
(step 502). The verification check is assigned to a jurisdic-
tion (step 503). The country is assigned to a jurisdiction (step
504). Steps 503 and 504 are interchangeable.

The relationships between verification checks and juris-
dictions can be changed. Jurisdictions are logical groupings
of countries/sub-countries that usually have the same, or
similar gaming regulations. Jurisdictions also provide a
convenient way to administer multiple countries (e.g., their
member countries) simultaneously. The verification module
allows an operator to configure what mix of verification
checks will be used for a given jurisdiction. Regulatory
requirements are likely to differ from jurisdiction to juris-
diction. It may be necessary to perform all of the verification
checks (location, age, residence, risk, financial institution),
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or it may only be necessary to perform a subset. The
verification module allows an operator to define which
verification checks are used in each jurisdiction.

The verification module allows an operator to define
relationships between a country and a jurisdiction. As
discussed, a jurisdiction can be a logical grouping of
countries/sub-countries that have member countries with the
same or similar gaming regulations.

An example of when an operator might want to add a
country to a jurisdiction is when a country has just legalized
on-line gaming. The operator would probably want to
increase their potential customer base, and add the country
to an appropriate jurisdiction that contains countries with
similar online gaming regulations. This unique mix of
gaming regulations combined with what verification checks
are required will determine into which jurisdiction to place
the new country. The verification module also allows an
operator to adjust the list of countries that are assigned to a
jurisdiction.

Multiple DSPs can be assigned to a given verification
check for redundancy to provide, for example, fault toler-
ance. When there are multiple DSPs assigned to a verifica-
tion check, the order in which the DSPs will be called during
the verification check can be defined.

FIG. 6 is a flowchart showing a process 600 for adding
one or more of a DSP, a verification check (i.e., verification
group or VG), a country, and a jurisdiction. As can be seen
in the flowchart, there are two different entry points. The first
entry point, Entry Point #1, is located between steps 602 and
604 and is used when a DSP is to be enabled for a
verification check. The second entry point, Entry Point #2,
is located between steps 606 and 608 and is used when a
single combination of a given DSP and a given verification



US 6,853,973 B2

21

check is to be enabled for a particular country, or when a
country is to be included into a jurisdiction.

When a DSP is to be enabled for a verification check, the
process starts by enabling the DSP for the verification check
(step 604). If it is determined to be necessary, the process
adjusts the result score (step 606), but if no adjustment has
to be made, the process continues by enabling the DSP/VG
combination (which from this point and onward is treated as
a single unit) for the selected country (step 608). As can be
seen in FIG. 6, step 608 is also the first step that takes place
if there already is a DSP/VG combination in place that is to
be enabled for a particular country. The process can then, for
example, based on user input, decide whether accepted
score, required score, and so on should be adjusted for that
verification check. If no particular adjustments need to be
made, then the process bypasses steps 610-616 and pro-
ceeds directly to step 618, where the country is included in
the jurisdiction, which will be further explained below.

If the values need to be adjusted, the process continues to
step 610, where it checks whether each country in the
jurisdiction has a DSP to serve the verification check. If
there is no DSP to serve the verification check, the process
returns to step 608 and takes the bypass route to step 618, as
discussed above. However, if there is a DSP that can serve
the verification check, the process continues by enabling the
verification check within the jurisdiction (step 612). The
process then adjusts the weights, the minimum accepted
score, and the minimum required score for that verification
check (step 614). Optionally, the threshold values for veri-
fication actions can also be adjusted (step 616), but if this is
not necessary or desired, the process continues directly to
step 618, and attempts to include the country in the juris-
diction.

The process then checks if the attempt to add the country
to the jurisdiction was successful (step 620). If the attempt
was not successful, the process returns to step 608 and
continues as described above. If the country was success-
fully included into the jurisdiction, the process moves on to
step 622, where it investigates whether there are any other
countries that should be included. If more countries are to be
included, then the process returns to step 608, where a
VG/DSP combination is enabled for a different country. If no
more countries are to be included, the adding process ends
(step 624).

FIG. 7 is a flowchart showing a process 700 for removing
one or more of a DSP, a verification check (i.e., verification
group or VG), a country, and a jurisdiction. As can be seen
in the flowchart, there are four different entry points. The
first entry point, Entry Point #1, is located just before step
710 and is used when a DSP/VG combination is to be
removed from a country. The second entry point, Entry Point
#2, is located just before step 704 and is used when a DSP
is to be removed from a verification check. The third entry
point, Entry Point #3, is located just before step 732 and is
used when a country is to be removed from a jurisdiction.
Finally, the fourth entry point, Entry Point #4, is located just
before step 726 and is used when a verification check is to
be removed from a jurisdiction. Each of these scenarios will
now be described.

When a DSP/VG combination is to be removed from a
country the process starts by selecting the DSP/VG and
country combination that is to be removed (step 710). It then
checks whether the country is part of a jurisdiction, (step
712). If the country is not part of a jurisdiction, the process
moves to step 718, where the DSP/VG combination is
removed before the process ends (step 736). If the process
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determines in step 712 that the country is part of a
jurisdiction, it proceeds with checking whether the verifi-
cation check is part of a jurisdiction (step 714). If the
verification check is not part of a jurisdiction, the process
moves to step 718 and ends as described above. If the
verification check is part of a jurisdiction, the process
continues by checking if the DSP is the last DSP in that
jurisdiction (step 716). If the DSP is not the last DSP in that
jurisdiction, the process moves to step 718 and ends as
described above. If the DSP is the last DSP in the
jurisdiction, then the remove operation is not allowed (i.e.,
the operation fails). However, the failed operation can be
overridden by removing the country from the jurisdiction
(step 722), by removing the verification check from the
jurisdiction (step 724), or both. Steps 720, 722 and 724 can
also occur as a result of an attempt to remove a DSP from
a verification check, which will now be discussed.

When a DSP is to be removed from a verification check,
the process starts by examining whether the verification
check that contains the DSP is part of any jurisdiction (step
704). If the verification check is not part of a jurisdiction, the
DSP is removed from the verification check (step 708) and
the process ends (step 736). If the verification check is part
of a jurisdiction, the process proceeds with checking
whether the DSP is the last DSP for any active country (step
706). If the DSP is not the last DSP for any active country,
the process proceeds to step 708, as described above.
However, if the DSP is the last DSP for an active country,
then the same three things that were discussed above may
happen, that is, the country has to be removed from the
jurisdiction (step 722), the verification check has to be
removed from the jurisdiction (step 724), or the operation
fails (step 720).

If the country has to be removed from the jurisdiction
(step 722), which also corresponds to entry point #3 of the
flowchart, the process continues by selecting the country and
jurisdiction combination (step 732). An expire command is
then issued (step 734) to remove the country from the
jurisdiction, and the process ends (step 736).

If the verification check has to be removed from the
jurisdiction (step 724), which also corresponds to entry point
#4 of the flowchart, the process continues by checking if the
weight for that verification check is equal to 0% (step 726),
which is a necessary condition for removing a verification
check from a jurisdiction. If the weight is greater than 0%,
then the process adjusts the weight for the verification check
to be 0% and readjusts the weights for the other verification
checks to compensate for the first adjustment (step 730).
When this is done, the process returns to step 726. As soon
as an affirmative answer is obtained in step 726, the verifi-
cation check is removed from the jurisdiction (step 728), and
the process ends (step 736).

The following describes examples of score tasks. The
verification module allows an operator to determine what
score is assigned to each result code. After a DSP performs
a verification check (for example, age), the DSP returns a
result code, which is then mapped to a score. Each DSP can
be handled differently regarding how result codes are
mapped to scores. (Some DSP’s result codes are used
directly, where others are translated.) The mapped score
represents the operator’s interpretation of that DSP’s result
code.

The mapping of DSP result codes to scores can be defined.
The DSPs provide an array of result codes that describe how
accurately the information the verification module provided
to the DSP matched the DSP records. By assigning a single
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score to a single result code, an operator can define the
acceptance (and confidence) level for each result.

In one implementation, the location check, for example,
uses seven internally defined result codes. Each result code
represents a unique combination of the data obtained from
GeoPoint. When using VerifyME as a DSP for the age check
and residence check, the verification module uses result
codes returned directly from VerifyME rather than translat-
ing the VerifyME response into an internally defined result
code. When using Experian as a DSP, the result codes
returned from Experian are mapped to a score. The financial
institution check does not call a DSP, but contains 14
internally defined result codes that are map to a score. The
risk check uses CyberSource’s IFS as a DSP. IFS returns
either an invalid card message or a risk score. Both risk
scores and the invalid card message are translated into
configurable result codes.

The verification module allows an operator to assign
weights to each verification check in a given jurisdiction.
Operators can fine-tune the settings of the verification
checks by selecting the weights assigned to each of the
verification checks in a jurisdiction. This feature allows
operators to meet the specific objectives for that jurisdiction.
Weighting (expressed as, e.g., percentages) can be allocated
among the verification checks.

In one implementation, the minimum required score for a
given verification check can be defined. Verification checks
are independent. If any of them fail, then the verification
process stops. If any of the checks return a score that is
below the minimum required score, the verification process
also stops. The minimum required score is defined as the
score that that must be met or surpassed for a given
verification check for the player to pass the check.

The minimum accepted score for a given verification
check can be defined. The minimum accepted score can be
set by default or from operator input. This value dictates the
minimum value that must be met or exceeded in order for a
result from a DSP to be considered for verification without
having to call the next highest priority DSP from the
verification check.

In one implementation, verification checks can be given a
priority order in which they are called during a verification
check. Each DSP can be assigned a priority number. The
priority number determines the order in which the verifica-
tion checks are performed for a given jurisdiction. The order
can be determined by analyzing the value of the input
integer, with the lowest value equaling the highest priority.
Table 11 shows an example of a verification check order. In
this example, the face value check is first, and its priority is

not configurable by an operator.
TABLE 11

Check Name Priority No.
Face Value N/A
Location 1
Financial Institution 2

Age 3
Residence 4
Risk 5

The verification score matrix, such as the one shown in
Table 1, can be configured. The verification module calcu-
lates the total weighted score of all of the verification
checks, and returns an evaluation of that player. This evalu-
ation of eligibility is expressed in terms of defined verifi-
cation action codes: accept (“ACP”), reject (“REJ”), or
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manual verification required (“MVF”). The range of verifi-
cation scores can be adjusted to obtain different evaluation
results.

Configuration can include fine tuning. The verification
module allows an operator to fine tune the scores assigned
to result codes for a DSP, the minimum score accepted, the
minimum score required for a DSP, or adjust the weights for
a given verification check to which a number of DSPs are
assigned. FIG. 8 shows an example method for fine tuning.

FIG. 8 shows a process 800 for fine tuning scores for DSP
results. Again there is a number of different possible entry
points, Entry point #1, Entry point #2, and Entry point #3,
depending on which scores are to be fine tuned. Entry point
#1, which is located just before step 804 is used when scores
are to be assigned to result codes. Entry point #2, which is
located just before step 808 is used when weights are to be
adjusted for minimum accepted score and minimum
required score. Entry point #3, which is located just before
step 810 is used thresholds for determining verification
actions are to be adjusted.

If scores are to be assigned to result codes, the process
starts at step 804, where the scores are assigned to result
codes for a particular DSP. The process then checks whether
another DSP is to be added (step 806). If another DSP is to
be added, the process returns to step 804 and continues to
loop through steps 804 and 806 until all DSPs have been
added. When the process determines in step 806 that no
further DSP is to be added, the process can either end (step
812) or adjust weights or threshold values, as will be
described below.

If weights are to be adjusted for minimum accepted score
and minimum required score, the process starts (or
continues) at step 808, where the weights, the minimum
accepted score, and the minimum required score is adjusted.
Again, the process can then either end (step 812) or proceed
by adjusting threshold values that determine verification
actions (step 810) before ending. Step 810 is also the starting
point if the only desired action of the process is to adjust
threshold values that determine verification actions. This
completes the fine tuning process 800.

FIG. 9A-F show examples of a user interface for config-
uring the verification module. FIG. 9A shows the user
interface being used to assign a DSP to a verification check.
FIG. 9B shows the user interface being used to assign a
country to a DSP/verification check combination. FIG. 9C
shows the user interface being used to prioritized DSPs for
a verification check. FIG. 9D shows the user interface being
used to assign weights to verification checks. FIG. 9E shows
the user interface being used to fine tune scores. FIG. 9F
shows the user interface being used to set define the mini-
mum score required.

The invention can be implemented in digital electronic
circuitry, or in computer hardware, firmware, software, or in
combinations of them. The invention can be implemented as
a computer program product, i.c., a computer program
tangibly embodied in an information carrier, e.g., in a
machine-readable storage device or in a propagated signal,
for execution by, or to control the operation of, data pro-
cessing apparatus, e.g., a programmable processor, a
computer, or multiple computers. A computer program can
be written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in
any form, including as a stand-alone program or as a
verification module, component, subroutine, or other unit
suitable for use in a computing environment. A computer
program can be deployed to be executed on one computer or
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on multiple computers at one site or distributed across
multiple sites and interconnected by a communication net-
work.

Method steps of the invention can be performed by one or
more programmable processors executing a computer pro-
gram to perform functions of the invention by operating on
input data and generating output. Method steps can also be
performed by, and apparatus of the invention can be imple-
mented as, special purpose logic circuitry, e.g., an FPGA
(field programmable gate array) or an ASIC (application-
specific integrated circuit).

Processors suitable for the execution of a computer pro-
gram include, by way of example, both general and special
purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will
receive instructions and data from a read-only memory or a
random access memory or both. The essential elements of a
computer are a processor for executing instructions and one
or more memory devices for storing instructions and data.
Generally, a computer will also include, or be operatively
coupled to receive data from or transfer data to, or both, one
or more mass storage devices for storing data, e.g.,
magnetic, magneto-optical disks, or optical disks. Informa-
tion carriers suitable for embodying computer program
instructions and data include all forms of non-volatile
memory, including by way of example semiconductor
memory devices, e.g., EPROM, EEPROM, and flash
memory devices; magnetic disks such as internal hard disks
and removable disks; magneto-optical disks; and CD-ROM
and DVD-ROM disks. The processor and the memory can
be supplemented by, or incorporated in special purpose logic
circuitry.

The invention has been described in terms of particular
embodiments. Other embodiments are within the scope of
the following claims. For example, the steps of the invention
can be performed in a different order and still achieve
desirable results. The verification module can use any data
source providers and is not limited to the examples
described. For example, the verification module can obtain
longitude and latitude information from a data source that
uses GPS to locate a user. The verification module can
support other e-commerce applications and is not limited to
supporting on-line gaming applications. For example, the
verification module can verify user information for on-line
banking applications, such as loan processing and financing.

What is claimed is:

1. A computer program product, tangibly stored on a
machine-readable medium, for verifying a player’s eligibil-
ity for participating in on-line gaming, comprising instruc-
tions operable to cause a programmable processor to:

receive information about a player;
select two or more verification checks that will be per-
formed to verify an eligibility of the player for partici-
pating in on-line gaming, the selection being based on
the received information and on configurable criteria;

determine an order in which the verification checks are to
be performed, the determination being based on the
configurable criteria;

for a selected verification check, select one or more data

sources from which additional information about the
player is to be obtained, the selection being based on
the configurable criteria;

calculate a check score for each verification check, the

calculation being based on the additional information;
weight the check scores, the weighting being based on the
configurable criteria; and
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calculate a verification score to be used to verify the
player’s eligibility for participating in on-line gaming,
the calculation being based on the weighted check
scores.
2. The product of claim 1, further comprising instructions
to:
determine if a check score exceeds a threshold; and
stop the verification checks when the check score fails to
exceed the threshold.
3. The product of claim 2, further comprising instructions
to:
select data sources based on rules that specity which data
source is to be used for a verification check.
4. The product of claim 3, further comprising instructions
to:
select verification checks based on rules that specify
which verification check is to be performed for a
jurisdiction.
5. The product of claim 4, further comprising instructions
to:
select verification checks based on rules that specify
which countries are included in a jurisdiction.
6. The product of claim 5, further comprising instructions
to:
select data sources based on rules that specity which data
source is to be used in a jurisdiction.
7. The product of claim 6, further comprising instructions
to:
determine an order in which data sources are used, the
determining being based on rules that specify a priority
for the data sources.
8. The product of claim 7, further comprising instructions
to:
for a current verification check, obtain additional infor-
mation from a data source having a next highest
priority when a data source having a highest priority
does not provide sufficient additional information.
9. The product of claim 8, further comprising instructions
to:
determine a verification action based on the verification
score.
10. A method for verifying eligibility for participating in
on-line gaming, the method comprising:
receiving information about a player;
selecting two or more verification checks that will be
performed to verify an eligibility of the player to
participate in on-line gaming, the selection being based
on the received information and on configurable crite-
ria;
determining an order in which the verification cheeks are
to be performed, the determination being based on the
configurable criteria;
for a selected verification check, selecting one or more
data sources from which additional information about
the player is to be obtained, the selection being based
on the configurable criteria;
calculating a check score for each verification check, the
calculation being based on the additional information;
weighting the check scores, the weighting being based on
the configurable criteria; and
calculating a verification score to be used to verify the
player’s eligibility for participating in on-line gaming,
the calculation being based on the weighted check
scores.
11. The method of claim 10, further comprising:
determining if a check score exceeds a threshold; and
stopping the verification checks when the check score
fails to exceed the threshold.



US 6,853,973 B2

27

12. The method of claim 10, wherein selecting one or
more data sources includes selecting based on configurable
criteria that include rules that specify which data source is to
be used for a verification check.

13. The method of claim 10, wherein selecting verifica-
tion checks includes selecting based on configurable criteria
that include rules that specify which verification check is to
be performed for a jurisdiction.

14. The method of claim 10, wherein selecting verifica-
tion checks includes selecting based on configurable criteria
that include rules that specify which countries are included
in a jurisdiction.

15. The method of claim 10, wherein selecting data
sources includes selecting based on configurable criteria that
include rules that specify which data source is to be used in
a jurisdiction.
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16. The method of claim 10, further comprising:
determining an order in which the data sources are used,
the determining being based on configurable criteria
that include rules that specify a priority for the data
sources.
17. The method of claim 16, further comprising:

for a current verification check, obtaining additional
information from a data source having a next highest
priority when a data source having a highest priority
does not provide sufficient additional information.

18. The method of claim 10, further comprising:

determining a verification action based on the verification
score.
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