
 

IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF TEXAS 

MARSHALL DIVISION 

SANDPIPER CDN, LLC, 
 

  Plaintiff, 

 
 
 

 
Case No. 2:25-cv-00664-JRG-RSP 

 
JURY TRIAL DEMANDED 

 
 

 

v. 
 

MICROSOFT CORPORATION, 
 

 
  Defendant. 

 
SANDPIPER CDN’S DISCLOSURE OF ASSERTED  

CLAIMS AND INFRINGEMENT CONTENTIONS TO MICROSOFT 
 

Under Local Patent Rules 3-1 and 3-2, Sandpiper CDN, LLC (“Sandpiper”) makes the 

following Disclosure of Asserted Claims and Infringement Contentions and Accompanying 

Document Production as to Defendant Microsoft Corporation (“Microsoft”). Sandpiper waives no 

claim, contention, or argument regarding the factual and/or legal details of the following 

preliminary infringement contentions. The following should not be construed as Sandpiper’s 

preliminary construction of any asserted claim or claim term. Sandpiper reserves the right to 

change, amend, supplement, or otherwise alter these contentions based on receipt of further 

information that will be provided by, produced by, or otherwise made available by Microsoft 

through discovery that is not available at the time of these disclosures. For example, but without 

limitation, because Microsoft’s Accused Functionalities use software and/or firmware to perform 

certain operations, details regarding the operation of the Accused Functionalities are unavailable 

to Sandpiper. As such, Sandpiper does not have available to it, and Microsoft has not yet produced, 

internal Microsoft documents describing the Accused Functionalities, such as source code, 

specifications, schematics, flow charts, etc. Sandpiper thus reserves the right to amend its 
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contentions under the Court’s Discovery Order. Sandpiper also reserves the right to contend that 

the claims do not require further construction, clarification, or interpretation. The claim charts in 

the attached Exhibits are not designed to represent the entire scope of infringement but are merely 

intended to illustrate examples of manners in which the Accused Functionalities infringe the 

identified claims of Sandpiper’s Patents. Further, the division of claim elements in the attached 

claim charts is neither intended to be a modification of the claim language itself nor an admission 

that the claims should be construed by the division. Rather, the division of claim elements is 

provided for convenience and clarity. Sandpiper’s contentions apply to Microsoft’s products and 

any other similar past, present, or future products, as well as systems incorporating Microsoft’s 

products or other products with the same or substantially similar features. Sandpiper reserves all 

rights to rely on additional evidence in its possession and evidence yet to be discovered. 

The Accused Functionalities 

As described in the Complaint, the Microsoft CDN technology and architecture, and the 

services Microsoft offers for sale and uses internally that utilize this technology and architecture, 

are collectively referred to herein as the “Accused Functionalities.” The Accused Functionalities 

include Microsoft’s products and services that satisfy each step of the method claims of the 

Sandpiper Patents, including Microsoft’s Azure CDN and Azure Front Door (classic, standard, 

and premium) platforms that provide public CDN services to Microsoft customers and/or third 

parties, as well as Microsoft’s internal use of these and similar CDN services, including those that 

support gaming (e.g., Xbox console and cloud gaming and downloads/updates; other cloud and 

mobile gaming and downloads/updates; PC gaming and downloads/updates; third-party gaming 

and downloads/updates using Microsoft’s CDN infrastructure), Office 365 (e.g., Teams, 
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OneDrive, Outlook, Access, SharePoint, Copilot), Windows downloads and updates, and web 

resources (e.g., Edge, Linkedin, Bing, GitHub) (collectively, “Microsoft’s Services”). 

 Each step of the asserted claims of the Sandpiper Patents are either performed by or 

otherwise attributable to Microsoft.  To the extent another actor performs any of these steps, it 

does so as an agent of Microsoft. Moreover, Microsoft directs and/or controls that performance, 

conditioning participation in the activity or the receipt of a benefit upon performance of the 

patented method steps, and establishing the manner or timing of that performance.  Alternatively, 

Microsoft has formed a joint enterprise with others, to perform the patented method steps in an 

infringing manner, such as through (1) express or implied agreements, (2) with a common purpose 

to be carried out, (3) a common pecuniary interest, and (4) with an equal right to a voice in the 

direction of the enterprise, providing an equal right of control. Additionally, Microsoft profits from 

the infringement of third parties that perform one or more steps of the patented method and has 

the right and ability to stop or limit the infringement. For example, insofar as any third party is 

deemed to perform any step of the asserted claims, Microsoft directs and controls its infringement, 

profits from its infringement, and has the right and ability to stop or limit its infringement. As such, 

the performance of any or all steps of the methods claimed by the Sandpiper Patents are directly 

attributable to Microsoft such that Microsoft directly infringes each asserted claim of the Sandpiper 

Patents.  

Disclosure of Asserted Claims and Infringement Contentions 

1. Disclosure Under P.R. 3-1(a)  

Sandpiper asserts that the Microsoft infringes at least: 

• Claims 28–32, 34, 36, and 37–39 of U.S. Pat. No. 8,478,903 (the “’903 Patent”); 

• Claims 1–5 and 7–11 of U.S. Pat. No. 8,924,466 (the “’466 Patent”); 
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• Claims 27–29, 31, 33–35, 37–42, 44–50 of U.S. Pat. No. 9,456,053 (the “’053 Patent”); 

• Claims 1, 2, 5–9, 11, 14, 15, 17–21, and 23 of U.S. Pat. No. 9,722,883 (the “’883 

Patent”); 

• Claims 1, 2, 4, 5, 7, 8, 15, 17, and 18 of U.S. Pat. No. 9,762,692 (the “’692 Patent”); 

• Claims 1–7 of U.S. Pat. No. 10,701,173 (the “’173 Patent”). 

Sandpiper alleges that Microsoft infringes each of the asserted claims of the Sandpiper 

Patents directly (including, for example, through divided and/or joint-direct infringement).   

2. Disclosure Under P.R. 3-1(b)  

Sandpiper accuses Microsoft of infringement of: 

• Each of the Asserted Claims in Exhibit A of the ’903 Patent by its Azure CDN service, 

Azure Front Door service (classic, standard, and premium), and variants thereof serving 

Microsoft’s Services. 

• Each of the Asserted Claims in Exhibit B of the ’466 Patent by its Azure CDN service, 

Azure Front Door service (classic, standard, and premium), and variants thereof serving 

Microsoft’s Services. 

• Each of the Asserted Claims in Exhibit C of the ’053 Patent by its by its Azure CDN 

service, Azure Front Door service (classic, standard, and premium), and variants 

thereof serving Microsoft’s Services. 

• Each of the Asserted Claims in Exhibit D of the ’883 Patent by its Azure Service Fabric 

service. 

• Each of the Asserted Claims in Exhibit E of the ’692 Patent by its Azure CDN service, 

Azure Front Door service (classic, standard, and premium), and variants thereof serving 

Microsoft’s Services. 
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• Each of the Asserted Claims in Exhibit F of the ’173 Patent by its Azure CDN service, 

Azure Front Door service (classic, standard, and premium), and variants thereof serving 

Microsoft’s Services. 

These disclosures are based at least in part on Sandpiper’s present understanding of the 

meaning and scope of the claims of the patents-in-suit absent discovery. Discovery in this matter 

is ongoing and Sandpiper’s investigation regarding the grounds contained herein and other grounds 

of infringement continues. Sandpiper has not yet obtained source code through discovery, which 

prevents Sandpiper from ascertaining certain details of the Accused Functionalities. Further, 

Sandpiper has not yet obtained 30(b)(6) deposition testimony on the operation of the Accused 

Functionalities. This disclosure is given without prejudice to Sandpiper’s right to amend or 

supplement this disclosure as additional facts are ascertained, analysis is made, research is 

completed, and claims are construed.  

3. Disclosure of Under P.R. 3-1(c)  

Charts identifying where each element of each asserted claim is found within the Accused 

Functionalities are in the attached Exhibits. Sandpiper expressly reserves the right  to augment and 

supplement its infringement contentions based upon additional information obtained, including 

but not limited to source code, through formal discovery. 

4. Disclosure Under P.R. 3-1(d)  

Sandpiper believes that each element of each asserted claim is literally present in the 

Accused Functionalities. To the extent any element of any claim is not literally present in any 

Accused Functionality, Sandpiper contends that each such element is present under the doctrine of 

equivalents. Sandpiper reserves the right to supplement and/or amend its infringement contentions 
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regarding the doctrine of equivalents in light of ongoing discovery and/or the Court’s claim 

construction rulings.  

5. Disclosure Under P.R. 3-1(e)  

Each of the Asserted Claims of the ’903 Patent is entitled to a priority date of at least 

February 10, 1998.  

Each of the Asserted Claims of the ’466 Patent is entitled to a priority date of at least 

February 14, 2002.  

Each of the Asserted Claims of the ’053 Patent is entitled to a priority date of at least 

December 14, 2011.  

Each of the Asserted Claims of the ’883 Patent is entitled to a priority date of at least 

December 13, 2012.  

Each of the Asserted Claims of the ’692 Patent is entitled to a priority date of at least April 

4, 2008.  

Each of the Asserted Claims of the ’173 Patent is entitled to a priority date of at least 

December 15, 2014.  

Sandpiper reserves its right to amend the priority date of the Patents based on discovery in 

this case, including any discovery from third parties.  

6. Disclosure Under P.R. 3-1(f)        

Sandpiper does not contend that its own apparatus, product, device, process, method, act, 

or other instrumentality practices the claimed inventions of the Asserted Patents. Previous 

assignees of the Asserted Patents may have practiced the claimed inventions.  
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Document Production Accompanying Disclosure 

1. Disclosure Under P.R. 3-2(a)  

Sandpiper is not aware of any documents in its possession, custody, or control that describe 

the subject matter set forth by this Rule. 

2. Disclosure Under P.R. 3-2(b) 

Sandpiper has produced contemporaneously herewith various documents related to the 

conception, reduction to practice, design, and development of the claimed invention at the 

following bates ranges: SANDPIPER-M-00000001 to SANDPIPER-M-00001726. 

3. Disclosure Under P.R. 3-2(c)  

Sandpiper has produced contemporaneously herewith a copy of the file histories of the 

patents-in-suit at the following bates ranges: SANDPIPER-M-00001727 TO SANDPIPER-M-

00005200. 

CONCLUSION 

Consistent with the Federal Rules of Civil Procedure and the local rules of this Court, 

Sandpiper expressly reserves the right to supplement this disclosure, including the right to 

supplement its disclosure of asserted claims and infringement contentions, as discovery is ongoing 

and additional information regarding Microsoft’s acts of infringement are likely to be uncovered 

through the course of discovery. 
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Dated: September 16, 2025 
 

Respectfully Submitted, 
 
/s/ Ryan D. Dykal  
Ryan D. Dykal (MO State Bar No. 60905)  
Mark D. Schafer (pro hac vice) 
Phillip Eckert (pro hac vice) 
Carolyn Drell (pro hac vice) 
BOIES SCHILLER FLEXNER LLP  
1401 New York Ave, NW  
Washington, DC 20005  
(t): 202-274-1109  
rdykal@bsfllp.com  
mschafer@bsfllp.com  
peckert@bsfllp.com  
cdrell@bsfllp.com  
Counsel for Plaintiff Sandpiper CDN, LLC 
 

 

CERTIFICATE OF SERVICE 

Pursuant to the Federal Rules of Civil Procedure and Local Rule CV-5, I hereby certify 

that on September 16, 2025 I electronically produced the foregoing with all counsel of record by 

electronic mail.   

 

/s/ Ryan Dykal 



EXHIBIT A



1 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
28[Pre]. A method, in a content 
delivery system operative in a 
computer network for 
delivering content to client 
machines, the computer 
network comprising a plurality 
of origin servers, each of said 
origin servers having resources 
associated therewith, and the 
content delivery system 
comprising at least one shared 
repeater server operable to 
replicate resources associated 
with the plurality of origin 
servers, the method 
comprising: 

Microsoft performs a method in a content delivery system operative in a computer network for delivering content 
to client machines, the computer network comprising a plurality of origin servers, each of said origin servers 
having resources associated therewith, and the content delivery system comprising at least one shared repeater 
server operable to replicate resources associated with the plurality of origin servers as set forth below.  For 
instance, Microsoft Azure CDN and/or Azure Front Door comprises a plurality of origin servers hosting 
associated resources as well as shared repeater servers (e.g., Edge Nodes or Endpoints or Points of Presence) to 
replicate resources associated with the origin servers.  
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
Microsoft Azure CDN additionally includes products such as Azure Front Door as well as Standard and 
Premium CDN services from Edgio (formerly Verizon). 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
Microsoft also performs the methods of the asserted claims of the ’903 Patent to serve Microsoft resources and 
services using the same or similar infrastructure. For example, Microsoft uses internal CDN technologies such 
as its Azure CDN to support at least Xbox gaming, Office 365, Windows updates, and web resources like 
Linkedin and Bing. 
 

 
 

https://azure.microsoft.com/en-us/blog/azure-front-door-enhances-secure-cloud-cdn-with-intelligent-threat-
protection/ 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

https://www.computerworld.com/article/1614540/what-is-windows-365-microsoft-s-cloud-based-os-
explained.html 
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https://learn.microsoft.com/en-us/microsoft-365/enterprise/use-microsoft-365-cdn-with-spo?view=o365-
worldwide  
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://www.edgeir.com/how-linkedin-is-using-azure-front-door-for-edge-build-out-20220306 
 
 

 
[28.a] associating the at least 
one repeater server with a first 
alias name, wherein requests 
for a first resource located on a 
first origin server are directed, 
based at least in part on said 
first alias name, to the at least 
one repeater server for delivery 
of the first resource from said at 
least one repeater server; 

Microsoft associates the at least one repeater server with a first alias name, wherein requests for a first resource 
located on a first origin server are directed, based at least in part on said first alias name, to the at least one 
repeater server for delivery of the first resource from said at least one repeater server. 
For example, Microsoft provides Point of Presence Edge Servers associated with alias names, and directs 
requests for resources located on an origin server based at least in part on this alias name. These requests may 
be for resources of third-party customers of Azure CDN and/or Azure Front Door services, or Microsoft internal 
resources.  
 

https://www.edgeir.com/how-linkedin-is-using-azure-front-door-for-edge-build-out-20220306


23 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
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Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
Microsoft associates alias records with Azure CDN endpoints for users of both Azure DNS and third-party 
DNS providers.  
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
Requests for resources located on a first origin server are directed based at least in part on the alias name 
associated with the shared repeater server.  For instance, Microsoft Azure CDN supports custom domain alias 
creation for multiple CDN hosting clients accessing content from various origin servers cached by Azure CDN 
endpoints. 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 
 
Microsoft Azure additionally integrates Edgio (formerly Verizon) CDN features via Azure Front Door. 
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critical-content-delivery 
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U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
 

 
DNS query response for avanade.com returns avadotcomprod-fug4gsdtd0fmcrhx.z01.azurefd.net 
 

 
avadotcomprod-fug4gsdtd0fmcrhx.z01.azurefd.net directs traffic to 13.107.246.38 
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13.107.246.38 belongs to Microsoft Corporation 
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13.107.246.38 landing page indicates Azure Front Door server 
 

[28.b] associating the at least 
one repeater server with a 
second alias name, wherein 
requests for a second resource 
located on a second origin 
server are directed, based at 
least in part on said second 
alias name, to the at least one 
repeater server for delivery of 
the second resource from said 

Microsoft associates the at least one repeater server with a second alias name, wherein requests for a second 
resource located on a second origin server are directed, based at least in part on said second alias name, to the 
at least one repeater server for delivery of the second resource from said at least one repeater server, wherein 
the second origin server is distinct from the first origin server.  For example, Azure CDN and/or Front Door 
provide services for many different third parties, each of which have different origin servers. Additionally, on 
information and belief, third-party content hosted on Azure CDN and/or Front Door and Microsoft-owned 
resources are hosted on different origin servers in Microsoft’s network.  
 
As discussed above with respect to claim limitation [28.a], Microsoft provides instructions on creating alias 
records associated with Azure CDN endpoints for users of both Azure DNS and third-party DNS providers. 
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at least one repeater server, 
wherein the second origin 
server is distinct from the first 
origin server; 

 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 
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https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 
 
See also Claim 28.a. 
 

https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain
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Further, requests for second resources located on a second origin server are directed based at least in part on 
the second alias name associated with the shared repeater server.  For instance, Microsoft Azure CDN and/or 
Azure Front Door support custom domain alias creation for multiple CDN hosting clients accessing content 
from various origin servers cached by CDN endpoints. 
 

 
https://azure.microsoft.com/en-us/products/cdn#customer-stories 
 

https://azure.microsoft.com/en-us/products/cdn#customer-stories
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https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 
 

 
DNS query response for myboseid.bose.com returns boseprodb2c-e3e4h3cfb6bye6a3.z01.azurefd.net 
 

https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain
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boseprodb2c-e3e4h3cfb6bye6a3.z01.azurefd.net directs traffic to 13.107.246.38 
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13.107.246.38 belongs to Microsoft 
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13.107.246.38 landing page indicates Azure Front Door server 
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https://trends.builtwith.com/websitelist/Microsoft-Azure-CDN/United-States 
 

[28.c] providing a table listing 
origin servers having content 
located thereon, wherein said 
content is authorized for 

Microsoft provides a table listing origin servers having content located thereon, wherein said content is 
authorized for delivery to client machines via the at least one shared repeater server, and wherein the origin 
servers comprise the first origin server and the second origin server.  For instance, Microsoft Azure CDN and/or 
Azure Front Door utilize a table to correlate requests to origin servers hosting the requested content. 

https://trends.builtwith.com/websitelist/Microsoft-Azure-CDN/United-States
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delivery to client machines via 
the at least one shared repeater 
server, and wherein the origin 
servers comprise the first origin 
server and the second origin 
server; and 

 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-overview 

https://learn.microsoft.com/en-us/azure/cdn/cdn-overview
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https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn 
 

https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn


51 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn 
 

https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn


52 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn 
 

https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn


53 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://trends.builtwith.com/websitelist/Microsoft-Azure-CDN/United-States 
 

https://trends.builtwith.com/websitelist/Microsoft-Azure-CDN/United-States


54 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 
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Microsoft Azure additionally integrates Edgio (formerly Verizon) CDN features via Azure Front Door. 
 

 
https://learn.microsoft.com/en-us/azure/architecture/guide/networking/global-web-applications/mission-
critical-content-delivery 

 

https://learn.microsoft.com/en-us/azure/architecture/guide/networking/global-web-applications/mission-critical-content-delivery
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https://learn.microsoft.com/en-us/azure/architecture/guide/networking/global-web-applications/mission-
critical-content-delivery 
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To the extent this limitation is not literally present, it is nonetheless present under the doctrine of equivalents 
because it performs substantially the same function, in substantially the same way, to achieve substantially the 
same result. Specifically, other data structures can perform the function of a table listing origin servers having 
content located thereon. Data structures in Microsoft servers, to the extent are not explicitly defined as a table, 
provide information sufficient for a repeater server to identify individual origins. This information is identified 
in substantially the same way—namely, as information stored in a data structure in Microsoft’s network. The 
information contained in the data structures also achieve substantially the same result, by providing the requisite 
information for the repeater to analyze and determine an origin server associated with the particular resource.   
 
 

[28.d] wherein the at least one 
repeater server is further 
constructed and adapted to 
analyze, using the table, an 
alias name received with a 
client request for a particular 
resource to determine an origin 
server associated with the 
particular resource. 

Microsoft repeater servers are constructed and adapted to analyze, using the table, an alias name received with 
a client request for a particular resource to determine an origin server associated with the particular resource.  
For instance, Microsoft Azure CDN and/or Azure Front Door include servers in the edge infrastructure that 
cache content for multiple Azure CDN customers and/or Microsoft resources and which use a table to determine 
an origin server for a CDN customer. 
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Microsoft Azure additionally integrates Edgio (formerly Verizon) CDN features via Azure Front Door. 
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29. The method of claim 28, 
further comprising:  
 
[29.a] in response to a request 
for the first resource issued by 
a particular client machine, 
identifying the at least one 
shared repeater server from a 
set of shared repeater servers 
based at least in part on a 
network cost of delivering 
resources to the particular 
client machine; and 

Microsoft performs the method of claim 28 as set forth above.   Further, in response to a request for the first 
resource issued by a particular client machine, Microsoft identifies the at least one shared repeater server from 
a set of shared repeater servers based at least in part on a network cost of delivering resources to the particular 
client machine.  For instance, Microsoft Azure CDN and/or Azure Front Door utilize traffic metering which 
factors in the cost of delivering network resources (e.g., requested content) to a particular client machine. 
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https://learn.microsoft.com/en-us/azure/frontdoor/billing 
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https://learn.microsoft.com/en-us/azure/frontdoor/billing 

 

 
https://learn.microsoft.com/en-us/azure/frontdoor/billing 

 
[29.b] associating the first 
resource with the first alias 
name. 

Microsoft associates the first resource with the first alias name.  For instance, Microsoft Azure CDN and/or 
Front Door associate requested resources with the alias name received with the client request. 
 

https://learn.microsoft.com/en-us/azure/frontdoor/billing
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See also Claim elements 28.a and 28.b. 
 

30. The method of claim 28, 
further comprising: 
 
[30.a] in response to a request 
for the first resource issued by 
a particular client machine, 
identifying the at least one 
repeater server from a set of 
shared repeater servers based at 
least in part on load 
characteristics of the set of 
shared repeater servers; and 

Microsoft performs the method of claim 28 as set forth above.  Further, in response to a request for the first 
resource issued by a particular client machine, Microsoft identifies the at least one repeater server from a set of 
shared repeater servers based at least in part on load characteristics of the set of shared repeater servers.  For 
instance, Microsoft Azure CDN and/or Azure Front Door use load balancing in order to direct requests to shared 
repeater servers based on load characteristics. 
 

 
https://learn.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-overview 
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https://learn.microsoft.com/en-us/azure/networking/load-balancer-content-delivery/load-balancing-content-
delivery-overview 
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https://learn.microsoft.com/en-us/azure/networking/load-balancer-content-delivery/load-balancing-content-
delivery-overview 

 
[30.b] associating the first 
resource with the first alias 
name. 

Microsoft associates the first resource with the first alias name.  For instance, Microsoft Azure CDN and/or 
Azure Front Door associate requested resources with the alias name received with the client request. 
 

https://learn.microsoft.com/en-us/azure/networking/load-balancer-content-delivery/load-balancing-content-delivery-overview
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See also Claim elements 28.a and 28.b. 
 

31. The method of claim 28, 
further comprising: 
 
[31.a] in response to a request 
for the first resource issued by 
a particular client machine, 
identifying the at least one 
repeater server from a set of 
shared repeater servers based at 
least in part on a location of the 
particular client machine 
relative to the at least one 
shared repeater server; and 

Microsoft performs the method of claim 28 as set forth above.  Further, in response to a request for the first 
resource issued by a particular client machine, Microsoft identifies the at least one repeater server from a set of 
shared repeater servers based at least in part on a location of the particular client machine relative to the at least 
one shared repeater server.  For instance, Microsoft Azure CDN and/or Front Door identify repeater servers at 
least partly based on the location of the client machine relative to the shared repeater server (e.g., in order to 
reduce latency). 
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[31.b] associating the first 
resource with the first alias 
name. 

Microsoft associates the first resource with the first alias name.  For instance, Microsoft Azure CDN and/or 
Azure Front Door associate requested resources with the alias name received with the client request. 
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See also Claim elements 28.a and 28.b. 
 

32. The method as recited in 
claim 28, wherein the resources 
comprise an HTTP-based 
resource. 

Microsoft performs the method of claim 28, wherein the resources comprise an HTTP-based resource. For 
example, Microsoft hosts the web content of numerous third-party websites through its Azure services, as well 
as hosting Microsoft’s own internet content, which each comprise an HTTP-based resource.  
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34. A method as recited in 
claim 28, wherein at least the 
first alias name is a domain 
name and the computer 
network further comprises at 
least one name server that 
provides domain name service 
(DNS) resolution, the method 
further comprising: 

Microsoft performs the method of claim 28, wherein at least the first alias name is a domain name and the 
computer network further comprises at least one name server that provides domain name service (DNS) 
resolution.  For instance, an alias name may be a domain name such as a custom domain. 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-map-content-to-custom-domain 

 
Microsoft provides instructions on creating alias records associated with Azure CDN endpoints for users of 
both Azure DNS and third-party DNS providers. 
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See also Claim limitation 28.a. 
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Microsoft additionally provides name servers (e.g., Azure DNS servers) that provide DNS resolution. 
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https://learn.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns 
 

[34.a] receiving, at the at least 
one name server, the first alias 

Microsoft receives, at the at least one name server, the first alias name as part of a client request.  For instance, 
a request includes the domain name as part of the URL. 

https://learn.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns
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name as part of a client request; 
and 

 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-overview 

https://learn.microsoft.com/en-us/azure/cdn/cdn-overview


99 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-overview 
 

https://learn.microsoft.com/en-us/azure/cdn/cdn-overview


100 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,478,903 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn 
 

[34.b] resolving, at the at least 
one name server, the received 
first alias name to identify the 
at least one shared repeater 

Microsoft resolves, at the at least one name server, the received first alias name to identify the at least one shared 
repeater server to deliver the first resource in response to the client request.  For instance, Microsoft Azure DNS 
resolves domain names to identify shared repeater servers to deliver requested resources. The Azure DNS does 
this in response to client requests (e.g. a resource request).  

https://learn.microsoft.com/en-us/azure/architecture/best-practices/cdn
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36. A method as recited in 
claim 28, further comprising: 
 
[36.a] rejecting the client 
request for the particular 
resource if the alias name 
received with the client request 
is not included the table. 

Microsoft performs the method of claim 28 as set forth above.  Further, Microsoft rejects the client request for 
the particular resource if the alias name received with the client request is not included in the table.  For instance, 
Microsoft Azure CDN and/or Azure Front Door reject client requests including alias names that are not included 
in the table (e.g., non-validated domains). 
 

https://learn.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns
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37[Pre]. A method, in a content 
delivery system operative in a 
computer network for 
delivering content to client 
machines and comprising at 
least one shared repeater server 
operable to replicate resources 
stored on a plurality of origin 

Microsoft performs a method, in a content delivery system operative in a computer network for delivering 
content to client machines and comprising at least one shared repeater server operable to replicate resources 
stored on a plurality of origin servers.  For instance, Microsoft Azure CDN and/or Front Door comprise a 
plurality of origin servers hosting associated resources as well as shared repeater servers (e.g., Edge Nodes, 
Endpoints, or Points of Presence) to replicate resources associated with the origin servers. 
 
See Claim limitation 28[Pre]. 

https://learn.microsoft.com/en-us/rest/api/cdn/endpoints/validate-custom-domain?view=rest-cdn-2025-04-15&tabs=HTTP
https://learn.microsoft.com/en-us/rest/api/cdn/endpoints/validate-custom-domain?view=rest-cdn-2025-04-15&tabs=HTTP
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servers, the method 
comprising: 
[37.a] associating a plurality of 
alias names with the at least 
one shared repeater server, 
each of said plurality of alias 
names being associated with an 
origin server, wherein a first 
alias name of said plurality of 
alias names is associated with a 
first origin server, and at least a 
second alias name of said 
plurality of alias names is 
associated with a second origin 
server distinct from said first 
origin server, 

Microsoft associates a plurality of alias names with the at least one shared repeater server, each of said plurality 
of alias names being associated with an origin server, wherein a first alias name of said plurality of alias names 
is associated with a first origin server, and at least a second alias name of said plurality of alias names is 
associated with a second origin server distinct from said first origin server. 
 
See Claim limitations 28.a and 28.b. 

[37.b] providing at least one 
table associating alias names 
with origin servers having 
content located thereon, 
wherein said content is 
authorized for delivery to client 
machines via the at least one 
shared repeater server, wherein 
the origin servers comprise the 
first origin server and the 
second origin server; 

Microsoft provides at least one table associating alias names with origin servers having content located thereon, 
wherein said content is authorized for delivery to client machines via the at least one shared repeater server, 
wherein the origin servers comprise the first origin server and the second origin server.  For instance, Microsoft 
Azure CDN and/or Azure Front Door utilize a table to correlate shared repeater servers to origin servers hosting 
the requested content. 
 
See Claim limitation 28.c. 

[37.c] wherein requests for a 
first resource originating on the 
first origin server are directed, 
based at least in part on said 
first alias name, to the at least 
one shared repeater server for 
delivery of the first resource 

Requests for a first resource originating on the first origin server are directed, based at least in part on said first 
alias name, to the at least one shared repeater server for delivery of the first resource from said at least one 
repeater server.  Requests for resources located on a first origin server are directed based at least in part on the 
alias name associated with the shared repeater server.  For instance, Microsoft Azure CDN and/or Azure Front 
Door support custom domain alias creation for multiple CDN hosting clients accessing content from various 
origin servers cached by Azure CDN endpoints. 
 
See Claim limitation 28.a. 
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from said at least one repeater 
server; and 
[37.d] wherein requests for a 
second resource originating on 
the second origin server are 
directed, based at least in part 
on said second alias name, to 
the at least one shared repeater 
server for delivery of the 
second resource from said at 
least one repeater server; and 

Requests for a second resource originating on the second origin server are directed, based at least in part on 
said second alias name, to the at least one shared repeater server for delivery of the second resource from said 
at least one repeater server.  Requests for second resources located on a second origin server are directed based 
at least in part on the second alias name associated with the shared repeater server.  For instance, Microsoft 
Azure CDN and/or Azure Front Door support custom domain alias creation for multiple CDN hosting clients 
accessing content from various origin servers cached by Azure CDN endpoints. 
 
See Claim limitation 28.b. 

[37.e] wherein the at least one 
repeater server uses the at least 
one table and an alias name 
received with a client request 
for a resource to determine an 
origin server associated with 
the requested resource. 

The at least one repeater server uses the at least one table and an alias name received with a client request for a 
resource to determine an origin server associated with the requested resource.  For instance, Microsoft Azure 
CDN and/or Azure Front Door include servers in the edge infrastructure that cache content for multiple Azure 
CDN customers and which use a table to determine an origin server for a CDN customer. 
 
See Claim limitation 28.d. 

38. The method as in claim 37, 
wherein a copy of the at least 
one table is located on each of 
a plurality of repeater servers. 

Microsoft performs the method of claim 37, wherein a copy of the at least one table is located on each of a 
plurality of repeater servers.  For instance, Microsoft Azure CDN and/or Azure Front Door repeater servers 
(e.g., Edge Nodes, Endpoints, or Points of Presence) store a copy of the table listing origin servers in order to 
correlate requests for content to origin servers for a CDN customer. 
 
See Claim limitation 28.d. 
 

39. A method as recited in 
claim 37, further comprising: 
rejecting the client request for 
the resource if the alias name 
received with the client request 
is not included the table. 

Microsoft performs the method of claim 37, further comprising rejecting the client request for the resource if 
the alias name received with the client request is not included the table.  For instance, Microsoft Azure CDN 
and/or Azure Front Door reject client requests including alias names that are not included in the table  (e.g., non-
validated domains). 
 
See Claim 36. 
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1[Pre]. A content delivery 
method for distributing 
objects maintained on at 
least one origin server via a 
content delivery network 
(CDN), the method 
comprising: 

Microsoft performs a content delivery method for distributing objects maintained on at least one origin server via a 
content delivery network (CDN) as set forth below.  For instance, Microsoft Azure CDN and/or Azure Front Door 
distribute objects maintained on origin servers via content delivery networks in the manner of claim 1.  
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Microsoft Azure CDN additionally includes products such as Azure Front Door as well as Standard and Premium 
CDN services from Edgio (formerly Verizon). 
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Microsoft also performs the methods of the asserted claims of the ’466 Patent to serve Microsoft resources and 
services using the same or similar infrastructure. For example, Microsoft uses internal CDN technologies such as its 
Azure CDN to support at least Xbox gaming, Office 365, Windows updates, and web resources like Linkedin and 
Bing. 
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[1.a] providing a plurality 
of servers in the CDN, 
wherein each of the 
plurality of servers is 
distinct from the at least 
one origin server, the 
plurality of servers 
comprising a plurality of 
edge servers and a plurality 
of parent servers; 

Microsoft provides a plurality of servers in the CDN, wherein each of the plurality of servers is distinct from the at 
least one origin server, the plurality of servers comprising a plurality of edge servers and a plurality of parent servers.  
For instance, Microsoft Azure CDN and/or Azure Front Door provide servers including edge servers (e.g., 
EdgeNodes, Edge POPs) and parent servers (e.g., regional cache POPs or origin shield servers) distinct from the 
origin server. 
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[1.b] directing a request by 
a client for an object to a 
first edge server in the 
CDN, regardless of 
whether the first edge 
server has the requested 
object, wherein said first 

Microsoft directs a request by a client for an object to a first edge server in the CDN, regardless of whether the first 
edge server has the requested object, wherein said first edge server was selected based at least in part on network 
traffic conditions.  For instance, in Azure CDN and/or Azure Front Door, client requests are directed to edge nodes 
selected at least in part based on network traffic conditions (e.g. a performance traffic-routing method, a Traffic 
Manager policy, a load balancing policy, etc.). 
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based at least in part on 
network traffic conditions; 
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[1.c] if the first edge server 
has the requested object, 
serving the requested 
object to the client from the 
first edge server; 

If the first edge server (e.g. edge node or POP server) has the requested object, Microsoft serves the requested object 
to the client from the first edge server. 
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[1.d] otherwise, sending 
the client a response that 
causes the client to be 
redirected to a second 
server in the CDN to 
handle the request, wherein 
the second server 

If the first edge server does not have the requested object, Microsoft sends the client a response that causes the client 
to be redirected to a second server in the CDN to handle the request, wherein the second server comprises a parent 
server of the first edge server.  For instance, if a first edge server (e.g. edge node or POP server) does not have a 
requested object, the client is sent a response to be redirected to a second server (e.g., a parent, origin shield, or 
regional POP) in the CDN to handle the request. 
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[1.e] receiving, at the 
second server, a second 
request for the object from 
the client and serving the 
requested object to the 
client from the second 
server, wherein if a copy of 
the requested object is not 
stored on the second 
server, directing the client 
to another server in the 
CDN. 

Microsoft receives, at the second server, a second request for the object from the client and serving the requested 
object to the client from the second server, wherein if a copy of the requested object is not stored on the second 
server, directing the client to another server in the CDN.  For instance, if the requested object is not stored on the 
second server (e.g., a parent, shield, or regional POP), the client is directed to another server in the CDN (e.g., a peer 
second server, a third-tier parent server, or an origin server) to serve the requested object. 
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2. A method as recited in 
claim 1, wherein said 
serving the requested 
object to the client from the 
second server is responsive 
to said second request. 

Microsoft performs the method of claim 1, wherein said serving the requested object to the client from the second 
server is responsive to said second request.  For instance, the second server (e.g., a parent or regional POP) serves 
the requested object to the client responsive to the second request from the client.  
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3. A method as recited in 
claim 1, wherein the object 
is a streaming object. 

Microsoft performs the method of claim 1, wherein the object is a streaming object.  For instance, Microsoft Azure 
CDN and/or Azure Front Door support delivery of streaming objects (e.g. media streaming).  
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4. A method as recited in 
claim 1, wherein said first 
edge server was selected 
based at least in part on 
server load. 

Microsoft performs the method of claim 1, wherein said first edge server was selected based at least in part on server 
load.  For instance, Microsoft Azure CDN supports scalability features that select edge servers based at least in part 
on server load such as by using load-balancing or other redirect policies. 
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Microsoft Azure also features load balancing services for CDNs including, e.g., Azure Front Door, Azure Load 
Balancer, and Azure Traffic Manager. 
 

 
https://learn.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-overview  
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5. A method as recited in 
claim 1, further 
comprising: attempting to 
serve the requested object 
to the client from the 
second server in the CDN. 

Microsoft performs the method of claim 1, further comprising: attempting to serve the requested object to the client 
from the second server in the CDN.  For instance, the second server (e.g., a parent or regional POP) attempts to 
serve the requested object to the client.  
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7[Pre]. A method, in a 
framework in which 
resources maintained on 
one or more origin servers 
of content providers are 
delivered to end user 
clients via a shared content 
delivery network (CDN), 
the method comprising: 

Microsoft performs a method, in a framework in which resources maintained on one or more origin servers of content 
providers are delivered to end user clients via a shared content delivery network (CDN) as set forth below. 
 
See Claim limitation 1.Pre. 

[7.a] providing a plurality 
of server sites in the CDN, 
wherein each of the 
plurality of server sites 
comprises one or more 
servers distinct from the 
one or more origin servers, 
the plurality of server sites 
comprising a plurality of 
edge server sites and a 
plurality of parent server 
sites; 

Microsoft provides a plurality of server sites in the CDN, wherein each of the plurality of server sites comprises one 
or more servers distinct from the one or more origin servers, the plurality of server sites comprising a plurality of 
edge server sites and a plurality of parent server sites. 
 
See Claim limitation 1.a. 

https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log
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[7.b] causing a client 
request for a resource to be 
directed to a first edge 
server site in said CDN, 
without consideration as to 
whether the first edge 
server site has a copy of the 
requested resource, 
wherein said first edge 
server site was selected 
based at least in part on 
network traffic conditions; 

Microsoft causes a client request for a resource to be directed to a first edge server site in said CDN, without 
consideration as to whether the first edge server site has a copy of the requested resource, wherein said first edge 
server site was selected based at least in part on network traffic conditions. 
 
See Claim limitation 1.b. 

[7.c] if the first edge server 
site has a copy of the 
requested resource, then 
serving the requested 
resource to the client from 
the first edge server site; 
otherwise, 

If the first edge server site has a copy of the requested resource, then serving the requested resource to the client 
from the first edge server site. 
 
See Claim limitation 1.c. 

[7.d] if the first edge server 
site does not have a copy of 
the requested resource, 
sending the client a 
response that causes the 
client to be directed to a 
second server site in the 
CDN, wherein the second 
server site comprises a 
parent server site of the 
first edge server site; and 

If the first edge server site does not have a copy of the requested resource, sending the client a response that causes 
the client to be directed to a second server site in the CDN, wherein the second server site comprises a parent server 
site of the first edge server site. 
 
See Claim limitation 1.d. 

[7.e] receiving, at the 
second server site, a second 
request for the resource 
from the client and serving 
the requested resource to 

Microsoft receives, at the second server site, a second request for the resource from the client and serving the 
requested resource to the client from the second server site, wherein if a copy of the requested resource is not stored 
on the second server site, directing the client to another server site in the CDN. 
 
See Claim limitation 1.e. 



55 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,924,466 Microsoft Accused Functionalities 
the client from the second 
server site, wherein if a 
copy of the requested 
resource is not stored on 
the second server site, 
directing the client to 
another server site in the 
CDN. 
8. A method as recited in 
claim 7, further 
comprising: attempting to 
serve the requested 
resource to the client from 
the second server site in the 
CDN. 

Microsoft performs the method of claim 7, further comprising: attempting to serve the requested resource to the 
client from the second server site in the CDN. 
 
See Claim 5. 

9. A method as recited in 
claim 7, wherein a copy of 
the requested resource is 
stored at the second server 
site prior to the issuance of 
the resource request by the 
client. 

Microsoft performs the method of claim 7, wherein a copy of the requested resource is stored at the second server 
site prior to the issuance of the resource request by the client.  For instance, a copy of the requested resource may 
be stored (e.g., cached) at the second server site (e.g., a parent or regional POP) prior to the issuance of the resource 
request by the client. 
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10[Pre]. A method, in a 
framework in which 
resources maintained on 
one or more origin servers 
of at least one content 
provider are delivered to 
end user clients via a 
content delivery network 

Microsoft performs a method, in a framework in which resources maintained on one or more origin servers of at 
least one content provider are delivered to end user clients via a content delivery network (CDN) as set forth below. 
 
See Claim limitation 1.Pre. 

https://learn.microsoft.com/en-us/azure/cdn/cdn-how-caching-works


59 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 8,924,466 Microsoft Accused Functionalities 
(CDN), the method 
comprising: 
[10.a] providing a plurality 
of server sites in CDN, 
wherein each of the 
plurality of server sites 
comprises one or more 
servers distinct from the 
one or more origin servers, 
the plurality of server sites 
comprising a plurality of 
edge server sites and a 
plurality of parent server 
sites; 

Microsoft provides a plurality of server sites in CDN, wherein each of the plurality of server sites comprises one or 
more servers distinct from the one or more origin servers, the plurality of server sites comprising a plurality of edge 
server sites and a plurality of parent server sites. 
 
See Claim limitation 1.a. 

[10.b] receiving a client 
request for a resource at a 
first edge server site in said 
CDN, wherein said first 
edge server site was 
selected based at least in 
part on network traffic 
conditions; 

Microsoft receives a client request for a resource at a first edge server site in said CDN, wherein said first edge 
server site was selected based at least in part on network traffic conditions. 
 
See Claim limitation 1.b. 

[10.c] if the first edge 
server site has a copy of the 
requested resource, then 
serving the requested 
resource to the client from 
the first edge server site; 
otherwise, 

If the first edge server site has a copy of the requested resource, then Microsoft serves the requested resource to the 
client from the first edge server site. 
 
See Claim limitation 1.c. 

[10.d] if the first edge 
server site does not have a 
copy of the requested 
resource, then sending the 
client a response that 
causes the client to retrieve 

If the first edge server site does not have a copy of the requested resource, then Microsoft sends the client a response 
that causes the client to retrieve the requested resource from a second server site in the CDN, wherein the second 
server site comprises a parent server site of the first edge server site. 
 
See Claim limitation 1.d. 
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the requested resource 
from a second server site in 
the CDN, wherein the 
second server site 
comprises a parent server 
site of the first edge server 
site; and 
[10.e] receiving, at the 
second server site, a second 
request for the resource 
from the client and serving 
the requested resource to 
the client from the second 
server site, wherein if a 
copy of the requested 
resource is not stored on 
the second server site, 
directing the client to 
another server site in the 
CDN. 

Microsoft receives, at the second server site, a second request for the resource from the client and serving the 
requested resource to the client from the second server site, wherein if a copy of the requested resource is not stored 
on the second server site, directing the client to another server site in the CDN. 
 
See Claim limitation 1.e. 

11. A method as recited in 
claim 10, a copy of the 
requested resource is 
stored at the second server 
site prior to receipt of the 
client request by the first 
server site. 

Microsoft performs the method of claim 10, wherein a copy of the requested resource is stored at the second server 
site prior to receipt of the client request by the first server site. 
 
See Claim 9. 
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27[Pre]. A computer-
implemented method, 
operable in a content 
delivery network (CDN) 
comprising: (a) a control 
core; and (b) a plurality of 
cache servers, the CDN 
serving resources on behalf 
of one or more customers 
of the CDN, the method 
comprising, by hardware 
and software on a 
particular cache server of 
said plurality of cache 
servers: 

Microsoft performs a computer-implemented method operable in a content delivery network (CDN) comprising a 
control core and a plurality of cache servers, the CDN serving resources on behalf of one or more customers of the 
CDN as set forth below.  For instance, Azure CDN and/or Azure Front Door include a control core and a plurality 
of cache servers with hardware and software components serving resources on behalf of customers of the CDN in 
the manner of claim 27. 
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Microsoft also performs the methods of the asserted claims of the ’053 Patent to serve Microsoft resources and 
services using the same or similar infrastructure. For example, Microsoft uses internal CDN technologies such as its 
Azure Front Door to support at least Xbox gaming, Office 365, Windows updates, and web resources like Linkedin 
and Bing. 
 

 
 

https://azure.microsoft.com/en-us/blog/azure-front-door-enhances-secure-cloud-cdn-with-intelligent-threat-
protection/ 
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https://www.computerworld.com/article/1614540/what-is-windows-365-microsoft-s-cloud-based-os-
explained.html 
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[27.a] (A) obtaining global 
configuration data from the 
control core; 

Microsoft obtains global configuration data from the control core.  For instance, Azure CDN and/or Azure Front 
Door cache servers obtain global configuration data (e.g., routing policies, caching rules, content updates, and 
security settings) from a control core such as Azure Resource Manager. 
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[27.b] (B) selectively 
obtaining updated global 
configuration data; and 

Microsoft selectively obtains updated global configuration data.  For instance, Azure CDN and/or Azure Front Door 
cache servers selectively obtain updated global configuration data.  As an example, an edge node may obtain updated 
global routing policies or caching rules as needed, such as from Azure Resource Manager. 
 
See Claim limitation 27.a. 
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https://learn.microsoft.com/en-us/azure/reliability/regions-list?source=recommendations

https://learn.microsoft.com/en-us/azure/frontdoor/edge-locations-by-region 
 

[27.c] (C) obtaining 
customer configuration 
information associated 
with a particular customer 
of the CDN; 

Microsoft obtains customer configuration information associated with a particular customer of the CDN.  For 
instance, Azure CDN and/or Azure Front Door provide rule sets configurable specific to CDN customers. 
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[27.d] (D) serving, to a 
client, a particular resource 
associated with the 
particular customer in 
accordance with (i) the 
global configuration data; 
and (ii) the customer 
configuration information 
associated with the 
particular customer. 

Microsoft serves to a client a particular resource associated with the particular customer in accordance with the 
global configuration data and the customer configuration information associated with the particular customer.  For 
instance, Azure CDN and/or Azure Front Door serves resources according to global configuration data (e.g., routing 
policies, caching rules, content updates, and security settings) and customer configuration data (e.g., rule sets) 
associated with the particular customer. 
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28. The method of claim 
27 further comprising: 
(A)(2) obtaining data from 
one or more other locations 
in the CDN. 

Microsoft performs the method of claim 27 further comprising obtaining data from one or more other locations in 
the CDN.  For instance, Azure CDN and/or Azure Front Door obtains data from locations in the CDN including 
from Azure Resource Manager. 
 
See Claim limitation 27.a. 
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29. The method of claim 
27 wherein the obtaining 
of said customer 
configuration information 
in (C) occurs upon receipt 
of a request of said 
particular cache server for 
a resource associated with 
the particular customer. 

Microsoft performs the method of claim 27 wherein the obtaining of said customer configuration information in (C) 
occurs upon receipt of a request of said particular cache server for a resource associated with the particular customer.  
For instance, Azure CDN and/or Azure Front Door provide rule sets configurable specific to CDN customers, which 
may be processed upon receipt of a request. 
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31. The method of claim 
27 wherein the customer 
configuration information 
comprises one or more 
scripts to be used by the 
particular cache server to 
process requests for 
resources associated with 
the particular customer. 

Microsoft performs the method of claim 27 wherein the customer configuration information comprises one or more 
scripts to be used by the particular cache server to process requests for resources associated with the particular 
customer.  For instance, on information and belief, Azure Front Door rule sets comprise scripts (e.g., a series of 
executable instructions) to process requests for resources associated with a particular customer. 
 
See also Claim limitation 27.c 

33. The method of claim 
27 wherein the customer 
configuration information 
comprises at least one 
customer configuration 
script (CCS) associated 
with the particular 
customer. 

Microsoft performs the method of claim 27 wherein the customer configuration information comprises at least one 
customer configuration script (CCS) associated with the particular customer.  For instance, Azure CDN and/or Azure 
Front Door rule sets comprise customer configuration scripts (e.g. series of executable instructions) to process 
requests for resources associated with a particular customer. 
 
See also Claim limitation 27.c. 

34. The method of claim 
27 wherein the customer 
configuration information 
associated with the 
particular customer 
specifies customer-specific 
processing for resources 
served on behalf of that 
customer. 

Microsoft performs the method of claim 27 wherein the customer configuration information associated with the 
particular customer specifies customer-specific processing for resources served on behalf of that customer.  For 
instance, Azure CDN and/or Azure Front Door provide rule sets to configure request processing specific to CDN 
customers. 
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35. The method of claim 
27 wherein the global 
configuration data 
comprises at least one 
CDN resource. 

Microsoft performs the method of claim 27 wherein the global configuration data comprises at least one CDN 
resource.  For instance, Azure CDN and/or Azure Front Door global configuration data (e.g., routing policies, 
caching rules, content updates, and security settings) comprise CDN resources. 
 
See Claim limitation 27.a. 
 

37. The method of claim 
28 wherein the one or more 
other locations in the CDN 
comprise at least one 
location selected from: a 
cache server, a cache 
server site, a region of 
cache servers, a cache 
cluster, and a cache cluster 
site. 

Microsoft performs the method of claim 28 wherein the one or more other locations in the CDN comprise at least 
one location selected from: a cache server, a cache server site, a region of cache servers, a cache cluster, and a cache 
cluster site.  For instance, Azure CDN and/or Azure Front Door locations comprise at least cache servers, cache 
server sites, and regions of cache servers from which data may be obtained. 
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https://azure.microsoft.com/es-es/blog/new-locations-for-azure-cdn-now-available/ 
 
See also Claim 28. 
 

38. The method of claim 
37 wherein the one or more 
other locations in the CDN 
comprise at least one peer 
location. 

Microsoft performs the method of claim 37 wherein the one or more other locations in the CDN comprise at least 
one peer location.  For instance, other Azure CDN locations comprise at least one peer location (e.g. peer edge 
POPs). 
 
See also Claim 37. 
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39. The method of claim 
28 wherein the particular 
cache server determines 
said one or more other 
locations using said 
information in said global 
configuration data. 

Microsoft performs the method of claim 28 wherein the particular cache server determines said one or more other 
locations using said information in said global configuration data.  For instance, Azure CDN and/or Azure Front 
Door cache servers determine other CDN locations for obtaining data based on information in the global 
configuration data (e.g., routing policies, caching rules, content updates, and security settings). 
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See also Claim limitation 27.a. 
 

40. The method of claim 
27 wherein said particular 
cache server obtains said 
updated global 
configuration data in (B) 
from one or more locations 
in the CDN. 

Microsoft performs the method of claim 27 wherein said particular cache server obtains said updated global 
configuration data in (B) from one or more locations in the CDN.  For instance, an edge node may obtain updated 
global routing policies or caching rules from one or more locations in the CDN, such as Azure Resource Manager 
and/or an intermediate node in the CDN between Azure Resource Manager and the cache server. 
 
See Claim limitation 27.a and 28. 
 

41. The method of claim 
40 wherein the one or more 
locations in the CDN 
comprise one or more 
locations selected from: (i) 
the control core; and (ii) 
one or more locations 
selected from: a cache 

Microsoft performs the method of claim 40 wherein the one or more locations in the CDN comprise one or more 
locations selected from: (i) the control core; and (ii) one or more locations selected from: a cache server, a cache 
server site, a region of cache servers, a cache cluster, and a cache cluster site.  For instance, Azure CDN locations 
comprise one or more of at least Azure Resource Manager, cache servers, cache server sites, and regions of cache 
servers from which data may be obtained. 
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server, a cache server site, 
a region of cache servers, a 
cache cluster, and a cache 
cluster site. 

 
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/overview  
 
See also Claim 37 and 40. 
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42. The method of claim 
27 wherein the control core 
comprises a distributed 
system consisting of a 
plurality of machines. 

Microsoft performs the method of claim 27 wherein the control core comprises a distributed system consisting of a 
plurality of machines.  For instance, Azure Resource Manager comprises a distributed system consisting of a 
plurality of machines (e.g., virtual machine servers).  
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See also Claim limitation 27.a. 
 

44. The method of claim 
27 further comprising, by 
said particular cache 
server:  
 
[44.a] (F) determining 
validity of a version of 
global configuration data 
stored on said particular 
cache server, and 

Microsoft performs the method of claim 27 further comprising, by said particular cache server, determining validity 
of a version of global configuration data stored on said particular cache server.  For instance, the validity of a version 
of the global configuration data (e.g., routing policies, caching rules, content updates, and security settings) is 
determined, e.g., before applying during request processing. 
 
See Claim limitation 27.a. 

[44.b] wherein said 
particular cache server 
obtains updated global 
configuration data in (B) 
when said particular cache 
server determines that said 
version of said global 
configuration data stored 
on said particular cache 
server is invalid. 

Said particular cache server obtains updated global configuration data in (B) when said particular cache server 
determines that said version of said global configuration data stored on said particular cache server is invalid.  For 
instance, an edge node may obtain updated global routing policies or caching rules when the version of configuration 
data is determined to be invalid. 
 
See Claim limitation 27.a. 
 

45. The method of claim 
27 further comprising, by 
said particular cache 
server: 
 
[45.a] (G) determining 
validity of a version of 
particular customer 
configuration information 
associated with the 
particular customer and 
stored on said particular 
cache server, and 

Microsoft performs the method of claim 27 further comprising, by said particular cache server, determining validity 
of a version of particular customer configuration information associated with the particular customer and stored on 
said particular cache server.  For instance, the validity of a version of the customer configuration information (e.g., 
whether the Azure Front Door rule sets are stale or updated) is determined, e.g., before applying during request 
processing. 
 
See Claim limitation 27.c. 
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[45.b] wherein said 
particular cache server 
obtains customer 
configuration information 
in (C) when said particular 
cache server determines 
that said version of said 
particular customer 
configuration information 
stored on said particular 
cache server is invalid. 

Said particular cache server obtains customer configuration information in (C) when said particular cache server 
determines that said version of said particular customer configuration information stored on said particular cache 
server is invalid.  For instance, an edge node may obtain updated rule sets when the version of customer 
configuration information is determined to be invalid. 
 
See Claim limitation 27.c. 
 

46. The method of claim 
45 wherein said particular 
cache server determines 
validity of said version of 
particular customer 
configuration information 
in (G) in response to a 
request to serve content 
associated with said 
particular customer. 

Microsoft performs the method of claim 45 wherein said particular cache server determines validity of said version 
of particular customer configuration information in (G) in response to a request to serve content associated with said 
particular customer.  For instance, the validity of a version of the customer configuration information (e.g., Azure 
Front Door rule sets) is determined in response to a request to serve content associated with a particular customer. 
 
See Claim 45. 

47. The method of claim 
27 wherein the CDN 
further comprises:  
 
[47.a] (d) a collector 
system comprising one or 
more collector 
mechanisms, each of said 
collector mechanisms 
being constructed and 
adapted to obtain 
information from at least 
one cache server, the 
method further comprising,  

Microsoft performs the method of claim 27 wherein the CDN further comprises: a collector system comprising one 
or more collector mechanisms, each of said collector mechanisms being constructed and adapted to obtain 
information from at least one cache server.  For instance, Azure Monitor collects information from nodes. 
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by said particular cache 
server:  
[47.b] (E) generating 
information; and 

Microsoft generates information by said particular cache server.  For instance, Azure CDN and/or Azure Front Door 
cache servers generate information related to performance. 
 
See Claim limitation 47.a. 
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[47.c] (F) providing at least 
some of said generated 
information to said 
collector system. 

Microsoft provides at least some of said generated information to said collector system.  For instance, Azure CDN 
and/or Azure Front Door cache servers provide generated information to Azure Monitor. 
 
See Claim limitation 47.a. 
 

48. The method of claim 
47 wherein said providing 
in (F) comprises:  (F)(1) 
streaming said at least 
some of said generated 
information to one or more 
collector mechanisms in 
said collector system. 

Microsoft performs the method of claim 47 wherein said providing in (F) comprises:  streaming said at least some 
of said generated information to one or more collector mechanisms in said collector system.  For instance, Azure 
CDN and/or Azure Front Door cache servers stream generated information to Azure Monitor. 
 
See Claim limitation 47.a. 
 

49. The method of claim 
27 further comprising, by 
said particular cache server 
of said plurality of cache 
servers: 
 
[49.a] (E) obtaining second 
customer configuration 
information associated 
with a second customer of 
the CDN, said second 
customer being distinct 
from said particular 
customer; and 

Microsoft performs the method of claim 27 further comprising, by said particular cache server of said plurality of 
cache servers, obtaining second customer configuration information associated with a second customer of the CDN, 
said second customer being distinct from said particular customer.  For instance, Azure CDN and/or Azure Front 
Door cache servers obtain configuration information associated with different CDN customers in a similar manner 
as previously described. 
 
See Claim limitation 27.c. 

[49.b] (F) serving a second 
particular resource 
associated with the second 
customer in accordance 
with (i) the global 
configuration data, and (ii) 
the second customer 
configuration information 

Microsoft serves a second particular resource associated with the second customer in accordance with (i) the global 
configuration data, and (ii) the second customer configuration information associated with the second customer.  For 
instance, Azure CDN and/or Azure Front Door cache servers serve resources associated with different CDN 
customers in accordance with the global configuration data and customer configuration information in a similar 
manner as previously described. 
 
See Claim limitation 27.d. 
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associated with the second 
customer. 
50. The method of claim 
27 wherein the CDN has 
customer configuration 
information associated 
therewith, and wherein the 
particular cache server 
serves CDN resources in 
accordance with the global 
configuration data and the 
customer configuration 
information associated 
with the CDN. 

Microsoft performs the method of claim 27 wherein the CDN has customer configuration information associated 
therewith, and wherein the particular cache server serves CDN resources in accordance with the global configuration 
data and the customer configuration information associated with the CDN.  For instance, Azure CDN and/or Azure 
Front Door provide rule sets configurable specific to CDN customers, which are processed along with global 
configuration data (e.g., routing policies, caching rules, content updates, and security settings) to serve CDN 
resources. 
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1[Pre]. A computer-
implemented method, 
operable in a network 
comprising multiple 
service endpoints running 
on a plurality of devices, 
the method operable on a 
device comprising 
hardware including 
memory and at least one 
processor, the method 
comprising, 

Microsoft performs a computer-implemented method, operable in a network comprising multiple service endpoints 
running on a plurality of devices, the method operable on a device comprising hardware including memory and at 
least one processor as set forth below.  For instance, Azure Service Fabric provides a network comprising multiple 
service endpoints (e.g., nodes in a cluster) running on a plurality of devices (e.g., virtual machine servers) comprising 
hardware including memory and at least one processor in the manner of claim 1. 
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[1.Pre.1] by a node in a 
group of said multiple 
service endpoints, wherein 
each node in the group 
assumes one or more 
discrete responsibilities 
involved in collaborative 
processing of a request 
across the group, and  

Microsoft performs the method steps below by a node in a group of said multiple service endpoints, wherein each 
node in the group assumes one or more discrete responsibilities involved in collaborative processing of a request 
across the group.  For instance, Azure Service Fabric clusters assume one or more discrete responsibilities (e.g., 
services or microservices) in order to collaboratively process requests across the group of service endpoints (e.g., 
nodes in a cluster). 
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[1.Pre.2] wherein a 
configurable policy defines 
a mapping from a number 
of discrete resource types 
to a request peering type 
with a capacity allocation 

Microsoft Azure Service Fabric features a configurable policy which defines a mapping from a number of discrete 
resource types to a request peering type with a capacity allocation for each responsibility in the request peering type.  
For instance, Azure Service fabric supports defined policies for resource balancing (or service orchestration) that 
map services based on a node's capacity (e.g., processor, memory, and network availability). 
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[21.a] (A) receiving, at said 
node, a request relating to a 
particular resource; 

Microsoft receives, at said node, a request relating to a particular resource.  For instance, a request for a resource 
(e.g., a service provided by an application) is received at an Azure Service Fabric cluster node. 
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[1.b] (B) determining what 
kind of responsibility said 
node has for said request 
based on at least one kind 
of responsibility assigned 
to said node for requests 
relating to said particular 
resource, and (ii) said 
mapping; and 

Microsoft determines what kind of responsibility said node has for said request based on at least one kind of 
responsibility assigned to said node for requests relating to said particular resource, and (ii) said mapping.  For 
instance, Azure Service Fabric nodes may be responsible for system services (e.g., name resolution, service 
discovery), application hosting (e.g., handling client requests), primary and non-primary workloads, resource 
management (e.g., scaling, load balancing), or health monitoring. Determining what kind of responsibility the node 
in the cluster assumes is based on the kind of responsibility assigned to a node for requests relating to a particular 
resource and the mapping in 1.Pre.2 above. 
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[1.c] (C) based on said 
determining in (B), 
attempting to process said 
request in accordance with 
the type of said particular 
resource and the kind of 

Based on said determining in (B), Microsoft attempts to process said request in accordance with the type of said 
particular resource and the kind of responsibility said node has for said particular resource.  For instance, Azure 
Service Fabric nodes may process requests in accordance with the type of resource and kind of responsibility the 
node has for said resource.  For instance, Azure Service Fabric nodes may be responsible for system services (e.g., 
name resolution, service discovery), application hosting (e.g., handling client requests), primary and non-primary 
workloads, resource management (e.g., scaling, load balancing), or health monitoring. 
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2. The method of claim 
1 wherein the group of said 
multiple service endpoints 
comprise a peer group. 

Microsoft performs the method of claim 1 wherein the group of said multiple service endpoints comprise a peer 
group.  For instance, Microsoft Azure Service Fabric clusters comprise groups of peer nodes. 
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https://learn.microsoft.com/en-us/azure/service-fabric/cluster-security-certificates 
 
As another example, Service Cluster nodes may belong to network security groups (NSGs) in which virtual machines 
may communicate to one another as peers. 
 

 
https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-azure-clusters-overview 
 

5. The method of claim 
1 wherein each resource 
has a resource type selected 
from a discrete set of 
resource types. 

Microsoft performs the method of claim 1 wherein each resource has a resource type selected from a discrete set of 
resource types.  For instance, Microsoft Azure Service Fabric resources (e.g., services) have defined service types 
as well as application types. 
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6. The method of claim 
1 wherein each node of 
said group is assigned at 
least one kind of 
responsibility for certain 
resources. 

Microsoft performs the method of claim 1 wherein each node of said group is assigned at least one kind of 
responsibility for certain resources.  For instance, Microsoft Service Fabric nodes are assigned to at least one kind 
of responsibility for certain resources (e.g., name resolution, service discovery), application hosting (e.g., handling 
client requests), primary and non-primary workloads, resource management (e.g., scaling, load balancing), or health 
monitoring. 
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See also Claim limitation 1.b. 
 

7. The method of claim 
6 wherein the at least one 
kind of responsibility is 
selected from a discrete set 
of kinds of responsibilities. 

Microsoft performs the method of claim 6 wherein the at least one kind of responsibility is selected from a discrete 
set of kinds of responsibilities.  For instance, Azure Service Fabric nodes may be responsible for system services 
(e.g., name resolution, service discovery), application hosting (e.g., handling client requests), primary and non-
primary workloads, resource management (e.g., scaling, load balancing), or health monitoring. 
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See also Claim 6. 
 

8. The method of claim 
6 wherein at least one kind 
of responsibility is 
dynamically assigned to 
each node of the group. 

Microsoft performs the method of claim 6 wherein at least one kind of responsibility is dynamically assigned to 
each node of the group.  For instance, Microsoft Azure Service Fabric allows dynamic assignment (e.g., scalability) 
of services to nodes. 
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https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-concepts-scalability 
 
Azure Service fabric additionally supports resource balancing (or service orchestration) that dynamically assign 
services based on a node's capacity (e.g., processor, memory, and network availability). 

https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-concepts-scalability
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https://learn.microsoft.com/en-us/archive/msdn-magazine/2015/december/microsoft-azure-azure-service-fabric-
and-the-microservices-architecture  
 
 

9. The method of claim 
6 wherein there is a 
responsibility set 
corresponding to each kind 

Microsoft performs the method of claim 6 wherein there is a responsibility set corresponding to each kind of 
responsibility, and wherein each node in the group is assigned to at least one responsibility set.  For instance, Azure 
Service Fabric supports categorization (e.g., classes or types) of applications and services.  Azure Service Fabric 
includes responsibility sets (e.g., categorizations or bundles or service types) corresponding to each kind of 

https://learn.microsoft.com/en-us/archive/msdn-magazine/2015/december/microsoft-azure-azure-service-fabric-and-the-microservices-architecture
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of responsibility, and 
wherein each node in the 
group is assigned to at least 
one responsibility set. 

responsibility (e.g., service or microservice) such as system services (e.g., name resolution, service discovery), 
application hosting (e.g., handling client requests), primary and non-primary workloads, resource management (e.g., 
scaling, load balancing), or health monitoring.  
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See also Claim 6. 
 

11. The method of claim 
9 wherein each 
responsibility set has a 
corresponding size, and 
wherein a policy 
determines the size of each 
responsibility set based on 
a measured load on at least 
a part of the group. 

Microsoft performs the method of claim 9 wherein each responsibility set has a corresponding size, and wherein a 
policy determines the size of each responsibility set based on a measured load on at least a part of the group.  For 
instance, Microsoft Service Fabric clusters have a defined size and responsibility sets (e.g., services) may scale 
across instances according to a measured load. 
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https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-concepts-scalability 
 

14. The method of claim 
1 wherein attempting to 
process said request in (C) 
comprises:  
 
[14.a] (C)(1) attempting to 
pass at least some 
processing of the request to 
another node in the group. 

Microsoft performs the method of claim 1 wherein attempting to process said request in (C) comprises (C)(1) 
attempting to pass at least some processing of the request to another node in the group.  For instance, Microsoft 
Azure Service Fabric and Azure Load Balancer attempt to send traffic to a particular node, but may send traffic to 
another node for processing based on capacity constraints or other factors. 
 

https://learn.microsoft.com/en-us/azure/service-fabric/service-fabric-concepts-scalability
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https://learn.microsoft.com/en-us/azure/service-fabric/how-to-managed-cluster-networking 
 

15. The method of claim 
14, wherein said 
attempting to pass in (C)(1) 
comprises at least one of: 

Microsoft performs the method of claim 14 wherein said attempting to pass in (C)(1) comprises at least one of the 
following. 

[15.a] (i) attempting to 
transfer at least some 
processing of the request to 

Microsoft attempts to redirect at least some processing of the request to said other node in the group.  For instance, 
Microsoft Azure Service Fabric and Azure Load Balancer attempt to redirect at least some processing of requests to 
an available node in the group. 

https://learn.microsoft.com/en-us/azure/service-fabric/how-to-managed-cluster-networking
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said other node in the 
group; 
 
(ii) attempting to proxy at 
least some processing of 
the request to said other 
node in the group; 
 
(iii) attempting to redirect 
at least some processing of 
the request to said other 
node in the group. 
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https://learn.microsoft.com/en-us/azure/service-fabric/how-to-managed-cluster-networking 
 

17. The method of claim 
14 wherein said other node 
in the group is a node with 
responsibility for the 
request. 

Microsoft performs the method of claim 14 wherein said other node in the group is a node with responsibility for 
the request.  For instance, Azure Service Fabric nodes may be responsible for system services (e.g., name resolution, 
service discovery), application hosting (e.g., handling client requests), primary and non-primary workloads, resource 
management (e.g., scaling, load balancing), or health monitoring. 
 

https://learn.microsoft.com/en-us/azure/service-fabric/how-to-managed-cluster-networking
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18. The method of claim 
14 wherein processing of 
said request requires a 
certain kind of 
responsibility, and wherein 
the other node has said 
certain kind of 
responsibility. 

Microsoft performs the method of claim 14 wherein processing of said request requires a certain kind of 
responsibility, and wherein the other node has said certain kind of responsibility.  For instance, Azure Service Fabric 
nodes may be responsible for system services (e.g., name resolution, service discovery), application hosting (e.g., 
handling client requests), primary and non-primary workloads, resource management (e.g., scaling, load balancing), 
or health monitoring. 
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19. The method of claim 
18 wherein there is a 
responsibility set 
corresponding to each kind 
of responsibility, and 
wherein each node in the 
group is assigned to at least 
one responsibility set, and 
wherein said other node is 
in the set of nodes having 
said certain kind of 
responsibility. 

Microsoft performs the method of claim 18 wherein there is a responsibility set corresponding to each kind of 
responsibility, and wherein each node in the group is assigned to at least one responsibility set, and wherein said 
other node is in the set of nodes having said certain kind of responsibility.  For instance, Azure Service Fabric 
supports categorization (e.g., classes or types) of applications and services.  Azure Service Fabric includes 
responsibility sets (e.g., categorizations or bundles or service types) corresponding to each kind of responsibility 
(e.g., service or microservice) such as system services (e.g., name resolution, service discovery), application hosting 
(e.g., handling client requests), primary and non-primary workloads, resource management (e.g., scaling, load 
balancing), or health monitoring. 
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20. The method of claim 
14 further comprising:  
 
[20.a] (C)(2) in response to 
said attempting to pass, 
when said other node does 
not respond, attempting to 
pass said at least some 
processing of the request to 
at least one second other 
node having the kind of 
responsibility to process 
the request. 

Microsoft performs the method of claim 14 further comprising (C)(2) in response to said attempting to pass, when 
said other node does not respond, attempting to pass said at least some processing of the request to at least one 
second other node having the kind of responsibility to process the request.  For instance, Microsoft Azure Service 
Fabric and Azure Load Balancer attempt to redirect at least some processing of requests to an available node in the 
group or cluster. 
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https://learn.microsoft.com/en-us/azure/service-fabric/how-to-managed-cluster-networking 
 

21. The method of claim 
20 further comprising:  
 
[21.a] (C)(3) repeating act 
(C)(2) until either [21.b] (i) 
another node accepts 

Microsoft performs the method of claim 20 further comprising (C)(3) repeating act (C)(2) until another node accepts 
responsibility for said request.  For instance, on information and belief, Azure Load Balancer repeats the act of 
attempting to pass processing of a request until a node accepts responsibility. 
 
See Claim 20. 
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responsibility for said 
request, or 
[21.c] (ii) the attempting to 
pass in(C)(1) has been tried 
for all other nodes having 
the kind of responsibility to 
process the request. 

Alternatively, Microsoft repeats act (C)(2) until the attempting to pass in (C)(1) has been tried for all other nodes 
having the kind of responsibility to process the request.  For instance, on information and belief, Azure Load 
Balancer repeats the act of attempting to pass processing of a request until all available nodes have been tried. 
 
See Claim 20. 
 

23. The method of claim 
14 wherein, in (C)(1), said 
node attempts to pass all 
processing of the request to 
another node in the group. 

Microsoft performs the method of claim 14 wherein, in (C)(1), said node attempts to pass all processing of the 
request to another node in the group.  For instance, on information and belief, Azure Load Balancer attempts to pass 
all processing of a request to a node in the group. 
 
See Claim 14. 
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1[Pre]. A method of content 
delivery in a content delivery 
network comprising at least a 
first tier of servers, the method 
comprising: 

Microsoft performs a method of content delivery in a content delivery network comprising at least a first tier of 
servers as set forth below.  For instance, Microsoft Azure CDN and/or Azure Front Door comprise at least a 
first tier of servers (e.g., edge nodes or edge POPs). 
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https://azure.microsoft.com/es-es/blog/new-locations-for-azure-cdn-now-available/ 
 
Microsoft Azure CDN additionally includes products such as Azure Front Door as well as Standard and 
Premium CDN services from Edgio (formerly Verizon). 
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Microsoft also performs the methods of the asserted claims of the ’692 Patent to serve Microsoft resources and 
services using the same or similar infrastructure. For example, Microsoft uses internal CDN technologies such 
as its Azure CDN to support at least Xbox gaming, Office 365, Windows updates, and web resources like 
Linkedin and Bing. 
 
 

 
 

https://azure.microsoft.com/en-us/blog/azure-front-door-enhances-secure-cloud-cdn-with-intelligent-threat-
protection/ 
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https://learn.microsoft.com/en-us/microsoft-365/enterprise/use-microsoft-365-cdn-with-spo?view=o365-
worldwide  
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[1.a] at a first server in the first 
tier of servers, obtaining a 
request from a client for a 
resource, wherein the resource 
is available as part of a content 
provider's library; 

Microsoft obtains, at a first server in the first tier of servers, a request from a client for a resource, wherein the 
resource is available as part of a content provider's library. For instance, Microsoft Azure CDN and/or Azure 
Front Door contain edge servers like POP servers that obtain a client resource request, wherein the requested 
resource is part of a content library provided by Microsoft or an Azure CDN customer.  
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[1.b] if the resource is not 
available at the first server or at 
a peer of the first server, 
determining if the resource is 
popular; 

If the resource is not available at the first server or at a peer of the first server, Microsoft determines if the 
resource is popular, for example based on cache eviction policies or other popularity services.  
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[1.c] if the resource is 
determined to be popular, then 
the first server obtaining the 
resource and the first server 

If the resource is determined to be popular, for example, based on the cache eviction policy, then Microsoft 
obtains the resource at the first server and serves the resource to the client via the first server. 
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[1.d] if the resource is 
determined not to be popular, 
directing the client to a second 
server in a second tier of 
servers distinct from the first 
tier of servers,  

If the resource is determined to not be popular, for example, based on the cache eviction policy, Microsoft directs 
the client to a second server in a second tier of servers in a second tier of servers distinct from the first tier of 
servers.  If the resource is determined not to be popular, the client is directed to a second server in a second tier 
of servers (e.g., a parent, origin shield, origin tier, or regional POP) distinct from the first tier of servers (e.g., 
an edge server). 
 

https://learn.microsoft.com/en-us/azure/cdn/cdn-how-caching-works


 

37 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 9,762,692 Accused Microsoft Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log 
 

 
https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log 

https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log
https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log


 

38 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 9,762,692 Accused Microsoft Functionalities 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-how-caching-works 
 

https://learn.microsoft.com/en-us/azure/reliability/regions-overview 
 

https://learn.microsoft.com/en-us/azure/cdn/cdn-how-caching-works


 

39 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 9,762,692 Accused Microsoft Functionalities 
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[1.e] wherein the second server 
comprises a first portion of the 
content provider's library, the 
first portion comprising at least 
the resource, wherein at least 
one other server in the second 
tier comprises a second portion 
of the content provider's 
library,  

Microsoft’s second server comprises a first portion of the content provider's library, the first portion comprising 
at least the resource, wherein at least one other server in the second tier comprises a second portion of the content 
provider's library.  For instance, a content provider’s library may be stored across multiple servers in the second 
tier (e.g., parent or regional POPs or origin tier or origin shield servers). 
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[1.e.1] wherein the first portion 
of the content provider's library 
is distinct from the second 
portion, and  

The first portion of the content provider's library is distinct from the second portion. 
 
For instance, a content provider’s library may be stored across multiple servers in the second tier (e.g., parent 
or regional POPs or origin tier or origin shield servers). 
 

 
 
https://learn.microsoft.com/en-us/azure/frontdoor/monitor-front-door?pivots=front-door-classic 
 

[1.e.2] wherein the second tier 
is any intermediate tier 
between the first tier and an 
origin server that stores 
resources associated with the 
content provider's library, and 

The second tier is any intermediate tier between the first tier and an origin server that stores resources associated 
with the content provider's library.  For instance, Microsoft Azure CDN and/or Azure Front Door provide an 
intermediate tier of servers (e.g., parent or regional POPs or origin tier or origin shield) between the first tier 
(e.g., edge nodes or edge POPs) and an origin server. 
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[1.f] the second server serving 
the resource to the client. 

Microsoft’s second server serves the resource to the client.  For instance, the second server (e.g., a parent or 
regional POP or origin tier or origin shield) serves the requested object to the client. 
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https://learn.microsoft.com/en-us/azure/cdn/monitoring-and-access-log 
 

2. A method as recited in claim 
1, wherein portions of the 
content provider's library are 
logically partitioned across 
servers in the second tier. 

Microsoft performs the method of claim 1, wherein portions of the content provider's library are logically 
partitioned across servers in the second tier (e.g. based on content type, file size, traffic behavior, etc.).  
 
See Claim limitation 1[e].  

4. A method as recited in claim 
1, wherein the content 
provider's library comprises a 
plurality of content-types, each 
resource in the library being 
associated with one of the 
plurality of content-types. 

Microsoft performs the method of claim 1, wherein the content provider's library comprises a plurality of 
content-types, each resource in the library being associated with one of the plurality of content-types.  For 
instance, Azure CDN and/or Azure Front Door support a plurality of content types including “audio, video, 
apps, photos, and other files” of a content provider’s library. 
 

 
https://azure.microsoft.com/en-us/pricing/details/cdn/ 
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5. A method as recited in claim 
4 further comprising storing 
distinct portions of the content 
provider's library on two or 
more servers in the second tier, 
wherein the content-types on 

Microsoft performs the method of claim further comprising storing distinct portions of the content provider's 
library on two or more servers in the second tier, wherein the content-types on each of the two or more servers 
are proportionally distributed, the content-types comprising at least one of audio content, video content, gaming 
content, and software content.  For instance, Azure CDN and/or Front Door support proportional distribution of 
content types including audio content, video content, gaming content, and software content. 
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are proportionally distributed, 
the content-types comprising at 
least one of audio content, 
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See also Claim 4. 
 

7. A method as recited in claim 
1, wherein the step of directing 
the client to a second server in 
a second tier is performed in 

Microsoft performs the method of claim 1, wherein the step of directing the client to a second server in a second 
tier is performed in response to a step of using a hash to determine which second server in the second tier stores 
the first portion of the content provider's library.  For instance, on information and belief, Azure CDN and/or 

https://docs.azure.cn/en-us/cdn/cdn-overview
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response to a step of using a 
hash to determine which 
second server in the second tier 
stores the first portion of the 
content provider's library. 

Azure Front Door use a hash of the request URL to compute a cache key used to determine whether a particular 
object is stored in the cache. 
 

 
https://learn.microsoft.com/en-us/azure/frontdoor/front-door-rules-engine-
actions?utm_source=chatgpt.com&tabs=portal&pivots=front-door-standard-premium 
 
 
 

8. A method as recited in claim 
1 wherein the step of 
determining whether the 
resource is popular comprises 
determining whether a current 
popularity value for the 
resource exceeds a popularity 
threshold. 

Microsoft performs the method of claim 1 wherein the step of determining whether the resource is popular 
comprises determining whether a current popularity value for the resource exceeds a popularity threshold.  For 
instance, Microsoft determines if a popularity value for the resource exceeds a popularity threshold (e.g. via a 
cache eviction policy).  
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https://docs.azure.cn/en-us/frontdoor/front-door-caching 
 

15[Pre]. A method of content 
delivery in a content delivery 
network comprising a plurality 
of tiers of servers, including at 
least a first tier of servers and a 
second tier of servers, the 
method comprising: 

Microsoft performs a method of content delivery in a content delivery network comprising a plurality of tiers of 
servers, including at least a first tier of servers and a second tier of servers as set forth below. 
 
See Claim limitation 1.Pre. 

[15.a] at a first server in one 
tier of the tiers of servers, 
obtaining a request from a 
client for a resource, wherein 
the resource is available as part 
of a content provider's library; 

At a first server in one tier of the tiers of servers, Microsoft obtains a request from a client for a resource, wherein 
the resource is available as part of a content provider's library. 
 
See Claim limitation 1.a. 

[15.b] if the resource is not 
available at the first server or at 
a peer of the first server, then 
selectively redirecting the 
request from the client to a 
second tier server,  

If the resource is not available at the first server or at a peer of the first server, then Microsoft selectively redirects 
the request from the client to a second tier server. 
 
See Claim limitations 1.b, 1.c, and 1.d. 
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[15.b.1] the second tier server 
being in a tier distinct from the 
tier containing the first server,  

The second tier server is in a tier distinct from the tier containing the first server. 
 
See Claim limitation 1.d. 
 

[15.b.2] the redirecting being 
based, at least in part, on a 
current popularity value for the 
resource; 

The redirecting is based at least in part on a current popularity value for the resource. Azure CDN and/or Azure 
Front Door redirect requests based at least in part on a current popularity value for the resource. 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-how-caching-works 
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[15.c] wherein the second tier 
server comprises a first portion 
of the content provider's 

The second tier server comprises a first portion of the content provider’s library and the first portion comprises 
at least the resource. 
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library, the first portion 
comprising at least the 
resource,  

See Claim limitation 1.e. 
 

[15.c.1] wherein at least one 
other second tier server 
comprises a second portion of 
the content provider's library 
distinct from the first portion, 
and  

At least one other second tier server comprises a second portion of the content provider’s library distinct from 
the first portion. 
 
See Claim limitations 1.e and 1.e.1. 
 

[15.c.2] wherein the second tier 
of servers is any intermediate 
tier between the first tier and an 
origin server that stores the 
content provider's library, and 

The second tier of servers is any intermediate tier between the first tier and an origin server that stores the content 
provider’s library. 
 
See Claim limitation 1.e.2. 
 

[15.d] wherein the step of 
selectively redirecting the 
request from the client to a 
second tier server comprises 
determining to which second 
tier server the request should be 
directed,  

The step of selectively redirecting the request from the client to a second tier server comprises determining to 
which second tier server the request should be directed.  For instance, Azure CDN and/or Azure Front Door 
determine to which second tier server the request should be directed. 
 
See Claim limitation 1.d. 
 

[15.d.1] the determining step 
using a hash function to 
identify a second tier server 
that stores the first portion of 
the content provider's library. 

The determining step uses a hash function to identify a second tier server that stores the first portion of the 
content provider's library.  For instance, Azure CDN and/or Azure Front Door use a hash of the request URL to 
compute a cache key used to determine whether a particular object is stored in the cache. 
 
See Claim 7. 
 

17. A method as recited in 
claim 15 wherein the first tier 
of servers comprises a plurality 
of edge servers and the second 
tier of servers comprises a 
plurality of parent servers, and 
wherein the first server is an 
edge server in the first tier and 

Microsoft performs the method of claim 15 wherein the first tier of servers comprises a plurality of edge servers 
and the second tier of servers comprises a plurality of parent servers, and wherein the first server is an edge 
server in the first tier and the second server is a parent server in the second tier.  For instance, Microsoft Azure 
CDN and/or Azure Front Door comprise at least a first tier of servers (e.g., edge nodes or edge POPs) and a 
second tier of servers (e.g., parent or regional POPs or origin shield servers). 
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18. A method as recited in 
claim 15 wherein the first tier 
of servers comprises a plurality 
of edge servers and the second 
tier of servers comprises a 
plurality of parent servers, and 
wherein the plurality of tiers of 
servers further comprises an 
origin tier, and wherein the first 
server is a parent server in the 
second tier and the second 
server is a server in the origin 
tier. 

Microsoft performs the method of claim 15 wherein the first tier of servers comprises a plurality of edge servers 
and the second tier of servers comprises a plurality of parent servers, and wherein the plurality of tiers of servers 
further comprises an origin tier, and wherein the first server is a parent server in the second tier and the second 
server is a server in the origin tier. For instance, Microsoft Azure CDN and/or Azure Front Door comprise at 
least a first tier of servers (e.g., edge nodes or edge POPs), a second tier of servers (e.g., parent or regional 
POPs), and an origin tier. 
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1[Pre]. A computer-
implemented method, 
operable with a content 
delivery network (CDN), 
the method comprising: 

Microsoft performs a computer-implemented method, operable with a content delivery network (CDN) as set forth 
below.  For instance, Microsoft Azure CDN and/or Azure Front Door comprise nodes (e.g., EdgeNodes or 
Endpoints or Points of Presence) with locally cached content as well as policy-based caching and content versioning 
in the manner of claim 1. 
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Microsoft Azure CDN additionally includes products such as Azure Front Door as well as Standard and Premium 
CDN services from Edgio (formerly Verizon). 
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Microsoft also performs the methods of the asserted claims of the ’173 Patent to serve Microsoft resources and 
services using the same or similar infrastructure. For example, Microsoft uses internal CDN technologies such as 
its Azure CDN to support at least Xbox gaming, Office 365, Windows updates, and web resources like Linkedin 
and Bing. 
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https://www.computerworld.com/article/1614540/what-is-windows-365-microsoft-s-cloud-based-os-
explained.html 
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[1.a] (A) in response to a 
request for content, 
determining, by a node in 
the CDN, if the content is 
cached locally at the node; 

Microsoft determines, by a node in the CDN, if content is cached locally at the node in response to a request for 
content.  For instance, Microsoft Azure CDN and/or Azure Front Door nodes (e.g., EdgeNodes or Endpoints or 
Points of Presence) determine if content is cached locally at the CDN node in response to a request for content. 
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[1.b] (B) when it is 
determined by the node that 
said content is cached 
locally, then, after 
determining that the content 
is cached locally: 
 
[1.b.1] (B)(1) determining, 
by the node, a current cache 
policy associated with the 
content, wherein 
determining the current 
cache policy comprises 
determining a time period 
for expiration of content in 
the cache; and then 

When it is determined by the node that the content is cached locally, Microsoft then determines, by the node, a 
current cache policy associated with the content, wherein determining the current cache policy comprises 
determining a time period for expiration of content in the cache.  For instance, Microsoft Azure CDN offers content 
caching rules which determine time periods for expiration of content in the cache.  A Microsoft Azure CDN node 
(e.g., EdgeNode or Endpoint or Point of Presence) determines the current cache policy associated with requested 
content (e.g. a cache eviction policy, TTL, TTR, etc.) when it is determined the node has a local copy of the 
requested content.  
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[1.b.2] (B)(2) determining, 
by the node and based on 
said current cache policy 
associated with the content, 
whether it is acceptable to 

Microsoft determines, by the node and based on said current cache policy associated with the content, whether it is 
acceptable to serve the content that is cached locally.  For instance, based on the associated caching rule, Microsoft 
Azure CDN and/or Azure Front Door nodes determine whether they can serve the requested content. 
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cached locally; 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


41 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


42 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 
 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


43 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


44 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


45 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


46 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  

 

https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


47 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 

 
https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules  
 

[1.b.3] (B)(3) based on said 
determining in (B)(2), 
 
(i) when it is not acceptable 
to serve the content that is 

Microsoft, when it is not acceptable to serve the content that is cached locally, obtains, by the node, a new version 
of the content and then serving, by the node, the new version of the content.  For instance, based on the cache policy 
and file validation, Microsoft Azure CDN and/or Azure Front Door nodes may obtain a new version of content to 
be served, such as when the cached content has expired or has become stale and needs to be refreshed.  
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cached locally, obtaining, 
by the node, a new version 
of the content and then 
serving, by the node, the 
new version of the content, 
and 
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[1.b.4] (ii) when it is 
acceptable to serve the 
content that is cached 
locally, serving, by the 
node, the content that is 
cached locally. 

Microsoft, when it is acceptable to serve the content that is cached locally, serves, by the node, the content that is 
cached locally.  For instance, Microsoft Azure CDN and/or Azure Front Door nodes may serve content cached 
locally based on the cache policy and file validation. 
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2. The method as recited in 
claim 1 further comprising: 
(C) when it is determined 
that said content is not 
cached locally, then (C)(1) 
obtaining the content and 
then (C)(2) serving the 
content obtained in (C)(1). 

When it is determined that said content is not cached locally, Microsoft then obtains the content and then serves 
the content obtained in (C)(1).  For instance, if content is not cached locally, the node (e.g., an EdgeNode or 
Endpoint or Point of Presence) obtains the content (e.g. from a parent or origin server) and then serves it.  
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3. The method as recited in 
claim 1 wherein the request 
comprises an HTTP request 
and wherein the content 
comprises one or more 
resources. 

Microsoft performs the method of claim 1, wherein the request comprises an HTTP request and wherein the content 
comprises one or more resources.  For example, Microsoft hosts the web content of numerous third-party websites 
through its Azure services, as well as hosting Microsoft’s own internet content, such as that of Office 365, Github, 
LinkedIn, Bing, and Xbox. 
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4. The method as recited in 
claim 1 wherein the current 
cache policy is determined 
from a location distinct from 
the node. 

Microsoft performs the method of claim 1, wherein the current cache policy is determined from a location distinct 
from the node.  For instance, Microsoft Azure CDN and/or Azure Front Door offer content caching rules which 
determine time periods for expiration of content in the cache.  A Microsoft Azure CDN node (e.g., EdgeNode or 
Endpoint or Point of Presence) determines the current cache policy from a distinct location (e.g., via propagation 
from Azure Portal or Azure Resource Manager). 
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5. The method as recited in 
claim 4 wherein the location 
is a database. 

Microsoft performs the method of claim 4, wherein the location is a database.  For instance, caching policies such 
as rules are stored in a database associated with Azure Portal or Azure Resource Manager for retrieval by the CDN 
node. 
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See also Claim 4. 
 

6. The method as recited in 
claim 1 wherein the cache 

Microsoft performs the method of claim 1, wherein the cache policy relates to caching content within the CDN.  
For instance, caching policies such as rules relate to caching content within the CDN. 
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https://learn.microsoft.com/en-us/azure/cdn/cdn-caching-rules


86 
Sandpiper’s Preliminary Infringement Contentions 
 

U.S. Patent No. 10,701,173 Microsoft Accused Functionalities 
7. The method as recited in 
claim 6 wherein the cache 
policy also relates to 
caching content outside the 
CDN. 

Microsoft performs the method of claim 6, wherein the cache policy also relates to caching content outside the 
CDN.  For instance, cache policies such as rules related to cache expiration also relate to caching content outside 
the CDN (e.g. HTTP cache-directive header settings applicable to content outside of the CDN). 
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