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Doc Code: TRACK1.REQ

Document Description: TrackOne Request
PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

E\r/setnl;loared J ason Cra btree Il;l:onv;a;c)):visional Application Number (if
e CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. | understand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

I. [/] Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—--OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. [ ] Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signature/ BRIAN R. GALVIN/ e SEPtember 13, 2024

e e BI1AN R. Galvin B umper 20 I 00

Registration Number

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required.”

*Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/885,474 09/13/2024 09:25:46 PM Z ET 15386FT

Title of Invention
CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 8502 FILED BY  Aura Morrey
PATENT CENTER # 67175375 AUTHORIZED BY  Brian Galvin
CUSTOMER # 82318 FILING DATE -
CORRESPONDENCE - FIRST NAMED  Jason Crabtree
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTIONID PAYMENT AUTHORIZED BY

CARD /1009 E20249CL27015702 Aura Morrey

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
PROCESSING FEE, EXCEPT IN

1830 PROVISIONAL APPLICATIONS 140.00 1 140.00
REQUEST FOR PRIORITIZED

1817 D IATION 4200.00 1 4200.00

1 UTILITY PATENT APPL. SEARCH 00,00 1 200,00
FEE
BASIC FILING FEE - UTILITY
(PAPER FILING ALSO REQUIRES

1011 NON-ELECTRONIC FILING FEE 520.00 1 520.00
UNDER 1.16(T)

311 PATENT APPL. EXAMINATION 500,00 1 500,00
FEE

1202 EACH CLAIM IN EXCESS OF 20 100.00 10 1000.00
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EACH INDEPENDENT CLAIM IN

1201 EXCESS OF THREE 480.00 1 480.00

TOTAL

AMOUNT: $7,640.00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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Doc Code: ECOMM.AUTH/ECOMM.WTDW
Doc Description: Internet Communications Authorized/Internet Communications Authorization Withdrawn

PTO/SB/439 (11-15)
/~ AUTHORIZATION FOR INTERNET | Application No. I
COMMUNICATIONS IN A PATENT | Filing Date 2024-09-13
APPLICATION OR REQUEST TO First Named Inventor Jason Crabtree
WITHDRAW AUTHORIZATION FOR [ Artunit

INTERNET COMMUNICATIONS Examiner Name
Practitioner Docket No. | 15386FT j

To: Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

I. To authorize permission for Internet Communications.

Recognizing that Internet communications are not secure, | hereby authorize the USPTO to communicate
with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject
matter of this application via video conferencing, instant messaging, or electronic mail. | understand that a copy of
these communications will be made of record in the application file. (MPEP 502.03)

Il. To withdraw authorization for Internet Communications.

The authorization given on , to the USPTO to communicate with the undersigned and
any practitioner in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject matter of this application
via Internet communications such as video conferencing, instant messaging, or electronic mail is hereby
withdrawn. | understand that the withdrawal is effective when approved rather than when received.

| am the

D applicant.

attorney or agent of record. Registration number 50966

D attorney or agent acting under 37 CFR 1.34. Registration number

/BRIAN R. GALVIN/ September 13, 2024
Signature Date
Brian R. Galvin (360) 674-6233
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Juristic entities
must be represented by a patent practitioner (see 37 CFR 1.31, which is applicable to any paper filed on or after September 16, 2012, that is
presented on behalf of a juristic entity, regardless of application filing date). Submit multiple forms if more than one signature is required, see
below*.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent application Ser. No. 18/464,623, titled
“RISK-BASED MULTI-FACTOR AUTHENTICATION”, filed on Sept. 11, 2023, whichis a
continuation of U.S. patent application Ser. No. 17/539,137, titled “CONTEXTUAL AND RISK-
BASED MULTI-FACTOR AUTHENTICATION”, filed on Nov. 30, 2021, now issued as U.S.
Patent No. 11,757,872 on Sept. 12, 2023, which is a continuation of U.S. patent application Ser.
No. 16/856,827, titled “CONTEXTUAL AND RISK-BASED MULTI-FACTOR
AUTHENTICATION?”, filed on Apr. 23, 2020, now issued as U.S. Patent No. 11,218,474 on Jan.
4, 2022, which is a continuation of U.S. patent application Ser. No. 15/790,860, titled
“CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION?”, filed on Oct.
23,2017, now issued as U.S. Patent No. 10,742,647 on Aug. 11, 2020, which claims priority to
U.S. provisional patent application 62/574,708 titled “CONTEXTUAL AND RISK-BASED
MULTI-FACTOR AUTHENTICATION”, filed on Oct. 19, 2017, and is also a continuation-in-
part of U.S. patent application Ser. No. 15/616,427 titled “RAPID PREDICTIVE ANALYSIS OF
VERY LARGE DATA SETS USING AN ACTOR-DRIVEN DISTRIBUTED
COMPUTATIONAL GRAPH”, filed on Jun. 7, 2017, which is a continuation-in-part of U.S.
patent application Ser. No. 14/925,974, titled “RAPID PREDICTIVE ANALYSIS OF VERY
LARGE DATA SETS USING THE DISTRIBUTED COMPUTATIONAL GRAPH?”, filed on
Oct. 28, 2015; said application Ser. No. 15/790,860 is also a continuation-in-part of U.S. patent
application Ser. No. 15/237,625, titled “DETECTION MITIGATION AND REMEDIATION OF
CYBERATTACKS EMPLOYING AN ADVANCED CYBER-DECISION PLATFORM?”, filed
on Aug. 15, 2016, now issued as U.S. Patent No. 10,248,910 on Apr. 2, 2019, which is a
continuation-in-part of U.S. patent application Ser. No. 15/206,195, titled “ACCURATE AND
DETAILED MODELING OF SYSTEMS WITH LARGE COMPLEX DATA SETS USING A
DISTRIBUTED SIMULATION ENGINE”, filed on Jul. 8, 2016, which is continuation-in-part
of U.S. patent application Ser. No. 15/186,453, titled “SYSTEM FOR AUTOMATED
CAPTURE AND ANALYSIS OF BUSINESS INFORMATION FOR RELIABLE BUSINESS
VENTURE OUTCOME PREDICTION”, filed on Jun. 18, 2016, which is a continuation-in-part
of U.S. patent application Ser. No. 15/166,158, titled “SYSTEM FOR AUTOMATED

1
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CAPTURE AND ANALYSIS OF BUSINESS INFORMATION FOR SECURITY AND
CLIENT-FACING INFRASTRUCTURE RELIABILITY”, filed on May 26, 2016, which is a
continuation-in-part of U.S. patent application Ser. No. 15/141,752, titled “SYSTEM FOR
FULLY INTEGRATED CAPTURE, AND ANALYSIS OF BUSINESS INFORMATION
RESULTING IN PREDICTIVE DECISION MAKING AND SIMULATION”, filed on Apr. 28,
2016, now issued as 10,860,962 on Dec. 8, 2020, which is a continuation-in-part of U.S. patent
application Ser. No. 15/091,563, titled “SYSTEM FOR CAPTURE, ANALY SIS AND
STORAGE OF TIME SERIES DATA FROM SENSORS WITH HETEROGENEOUS REPORT
INTERVAL PROFILES”, filed on Apr. 5, 2016, now issued as U.S. Patent No. 10,204,147 on
Feb. 12, 2019, and is also a continuation-in-part of U.S. patent application Ser. No. 14/986,536,
titled “DISTRIBUTED SYSTEM FOR LARGE VOLUME DEEP WEB DATA
EXTRACTION”, filed on Dec. 31, 2015, now issued as U.S. Patent No. 10,210,255 on Feb. 19,
2019, and is also a continuation-in-part of U.S. patent application Ser. No. 14/925,974, titled
“RAPID PREDICTIVE ANALYSIS OF VERY LARGE DATA SETS USING THE
DISTRIBUTED COMPUTATIONAL GRAPH”, filed on Oct. 28, 2015, the entire contents of all

of which are incorporated herein by reference in their entirety.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] The disclosure relates to the field of network security, particularly to multi-factor user

authentication.

Discussion of the State of the Art

[0003] Multi-factor authentication (MFA) is widely used today as an additional verification step
often used in conjunction with a traditional login and password as a way to further secure a
user’s online accounts. MFA methods commonly used today includes one-time use codes sent to
a user’s mobile device or email, confirming through a uniquely generated link sent to the user, or
using authenticator devices and apps that generate a code on-demand. However, the system is not
without its faults. One such fault is over-reliance on a single method of delivery. For example,
once a user’s email is compromised, it may be trivial to gain access to that user’s other accounts

by simply requesting a password reset, which are usually conducted through the user’s email.
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One-time use codes, such as those from banking websites, are also often sent to the user’s email
address.

[0004] What is needed is a system that uses a combination of verification methods so that over-
reliance on a single, and possibly compromised, method is eliminated. Such a system should be
able to dynamically determine the varying amounts of verification needed, based on the context

and risks associated with the connection.
SUMMARY OF THE INVENTION

[0005] Accordingly, the inventor has conceived, and reduced to practice, a system and method
for contextual and risk-based multi-factor authentication.

[0006] In a typical embodiment, a server may be configured to dynamically determine a
necessary verification score that must be obtained by a user before the user may access requested
resources. The score may be based on context and risks associated with the connection request,
such as, connection origin, how unusual the connection request is determined to be by the server,
and the like. The user may then collect verification points via a plurality of verification methods
to gain access.

[0007] According to one aspect of the invention, a system for contextual and risk-based multi-
factor authentication is provided, comprising a multi-dimensional time series data server
comprising a memory, a processor, and a plurality of programming instructions stored in the
memory thereof and operable on the processor thereof, wherein the programmable instructions,
when operating on the processor, cause the processor to monitor and record a network’s traffic
data, and serve the traffic data to other modules; and a directed computation graph module
comprising a memory, a processor, and a plurality of programming instructions stored in the
memory thereof and operable on the processor thereof, wherein the programmable instructions,
when operating on the processor, cause the processor to receive traffic data from the multi-
dimensional time series data server, determine a network traffic baseline from the traffic data,
and determine a required verification score needed before granting access by a user to a network
resource based at least in part by the network traffic baseline; wherein the user uses the plurality
of verification methods to build up the required verification score in order to gain access to the

network resource.
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[0008] According to another embodiment, the verification score is based at least in part by a
security-level associated with resources being accessed by the user. According to another
embodiment, the verification score is based at least in part by the origin of the user’s connection.
According to another embodiment, at least a portion of the verification methods verifies visual
media pertaining to the user. According to another embodiment, at least a portion of the
verification methods checks and verifies biometric features of the user.

[0009] According to another embodiment, at least a portion of the verification methods used are
based on information obtained from untrusted parties.

[0010] According to another embodiment, at least a portion of the verification methods used are
based on information pertaining to the user’s device.

[0011] According to another aspect of the invention, a method for contextual and risk-based
multi-factor authentication is provided, comprising the steps of: (a) monitoring and recording a
network’s traffic data, with a multi-dimensional time series data server; (b) serving the traffic
data to other modules, with the multi-dimensional time series data server; (c¢) receiving the traffic
data from the multi-dimensional time series data server, with a directed computation graph
module; (d) determining a network traffic baseline from the traffic data, with the directed
computation graph module; (e) determining a required verification score needed before granting
access by a user to network resource based at least in part by the network traffic baseline, with
the directed computation graph module; and (f) requiring a user to use a plurality of verification

methods to earn enough verification score in order to gain access to the network resource.
BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0012] The accompanying drawings illustrate several aspects and, together with the description,
serve to explain the principles of the invention according to the aspects. It will be appreciated by
one skilled in the art that the particular arrangements illustrated in the drawings are merely
exemplary, and are not to be considered as limiting of the scope of the invention or the claims
herein in any way.

[0013] Fig. 1 is a diagram of an exemplary architecture of a business operating system according

to an embodiment of the invention.
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[0014] Fig. 2 is a flow diagram of an exemplary function of the business operating system in the
detection and mitigation of predetermining factors leading to and steps to mitigate ongoing
cyberattacks.

[0015] Fig. 3 is a process diagram showing business operating system functions in use to
mitigate cyberattacks.

[0016] Fig. 4 is an illustration of an example architecture system used for contextual and risk-
based multi-factor authentication as used in various embodiments of the present invention.
[0017] Fig. S is a sequence flow diagram summarizing one method for a user to connect to a
server used in various embodiments of the invention.

[0018] Fig. 6 is a flow chart of an example method to grant user access to a network resource
used in various embodiments of the invention.

[0019] Fig. 7 is a flow chart of an example method for increasing a user’s verification score as
used in various embodiments of the invention.

[0020] Fig. 8 is a block diagram illustrating an exemplary hardware architecture of a computing
device used in various embodiments of the invention.

[0021] Fig. 9 is a block diagram illustrating an exemplary logical architecture for a client device,
according to various embodiments of the invention.

[0022] Fig. 10 is a block diagram illustrating an exemplary architectural arrangement of clients,
servers, and external services, according to various embodiments of the invention.

[0023] Fig. 11 is another block diagram illustrating an exemplary hardware architecture of a
computing device used in various embodiments of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0024] The inventor has conceived, and reduced to practice, a system and method for contextual
and risk-based multi-factor authentication.

[0025] One or more different aspects may be described in the present application. Further, for
one or more of the aspects described herein, numerous alternative arrangements may be
described; it should be appreciated that these are presented for illustrative purposes only and are
not limiting of the aspects contained herein or the claims presented herein in any way. One or
more of the arrangements may be widely applicable to numerous aspects, as may be readily
apparent from the disclosure. In general, arrangements are described in sufficient detail to enable

those skilled in the art to practice one or more of the aspects, and it should be appreciated that

5
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other arrangements may be utilized and that structural, logical, software, electrical and other
changes may be made without departing from the scope of the particular aspects. Particular
features of one or more of the aspects described herein may be described with reference to one or
more particular aspects or figures that form a part of the present disclosure, and in which are
shown, by way of illustration, specific arrangements of one or more of the aspects. It should be
appreciated, however, that such features are not limited to usage in the one or more particular
aspects or figures with reference to which they are described. The present disclosure is neither a
literal description of all arrangements of one or more of the aspects nor a listing of features of
one or more of the aspects that must be present in all arrangements.

[0026] Headings of sections provided in this patent application and the title of this patent
application are for convenience only, and are not to be taken as limiting the disclosure in any
way.

[0027] Devices that are in communication with each other need not be in continuous
communication with each other, unless expressly specified otherwise. In addition, devices that
are in communication with each other may communicate directly or indirectly through one or
more communication means or intermediaries, logical or physical.

[0028] A description of an aspect with several components in communication with each other
does not imply that all such components are required. To the contrary, a variety of optional
components may be described to illustrate a wide variety of possible aspects and in order to more
fully illustrate one or more aspects. Similarly, although process steps, method steps, algorithms
or the like may be described in a sequential order, such processes, methods and algorithms may
generally be configured to work in alternate orders, unless specifically stated to the contrary. In
other words, any sequence or order of steps that may be described in this patent application does
not, in and of itself, indicate a requirement that the steps be performed in that order. The steps of
described processes may be performed in any order practical. Further, some steps may be
performed simultaneously despite being described or implied as occurring non-simultaneously
(e.g., because one step is described after the other step). Moreover, the illustration of a process
by its depiction in a drawing does not imply that the illustrated process is exclusive of other
variations and modifications thereto, does not imply that the illustrated process or any of its steps
are necessary to one or more of the aspects, and does not imply that the illustrated process is

preferred. Also, steps are generally described once per aspect, but this does not mean they must
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occur once, or that they may only occur once each time a process, method, or algorithm is carried
out or executed. Some steps may be omitted in some aspects or some occurrences, or some steps
may be executed more than once in a given aspect or occurrence.

[0029] When a single device or article is described herein, it will be readily apparent that more
than one device or article may be used in place of a single device or article. Similarly, where
more than one device or article is described herein, it will be readily apparent that a single device
or article may be used in place of the more than one device or article.

[0030] The functionality or the features of a device may be alternatively embodied by one or
more other devices that are not explicitly described as having such functionality or features.
Thus, other aspects need not include the device itself.

[0031] Techniques and mechanisms described or referenced herein will sometimes be described
in singular form for clarity. However, it should be appreciated that particular aspects may include
multiple iterations of a technique or multiple instantiations of a mechanism unless noted
otherwise. Process descriptions or blocks in figures should be understood as representing
modules, segments, or portions of code which include one or more executable instructions for
implementing specific logical functions or steps in the process. Alternate implementations are
included within the scope of various aspects in which, for example, functions may be executed
out of order from that shown or discussed, including substantially concurrently or in reverse
order, depending on the functionality involved, as would be understood by those having ordinary

skill in the art.

Conceptual Architecture

[0032] Fig. 1 is a diagram of an exemplary architecture of a business operating system 100
according to an embodiment of the invention. Client access to network resource or system 105
for specific data entry, system control and for interaction with system output such as automated
predictive decision making and planning and alternate pathway simulations, occurs through the
system’s distributed, extensible high bandwidth cloud interface 110 which uses a versatile, robust
web application driven interface for both input and display of client-facing information and a
data store 112 such as, but not limited to MONGODB™, COUCHDB™, CASSANDRA™ or
REDIS™ depending on the embodiment. Much of the business data analyzed by the system both
from sources within the confines of the client business, and from cloud based sources 107, public

or proprietary such as, but not limited to: subscribed business field specific data services,
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external remote sensors, subscribed satellite image and data feeds and web sites of interest to
business operations both general and field specific, also enter the system through the cloud
interface 110, data being passed to the connector module 135 which may possess the API
routines 135a needed to accept and convert the external data and then pass the normalized
information to other analysis and transformation components of the system, the directed
computational graph module 155, high volume web crawler module 115, multidimensional time
series database 120 and a graph stack service 145. Directed computational graph module 155
retrieves one or more streams of data from a plurality of sources, which includes, but is not
limited to, a plurality of physical sensors, network service providers, web based questionnaires
and surveys, monitoring of electronic infrastructure, crowd sourcing campaigns, and human
input device information. Within directed computational graph module 155, data may be split
into two identical streams in a specialized pre-programmed data pipeline 155a, wherein one sub-
stream may be sent for batch processing and storage while the other sub-stream may be
reformatted for transformation pipeline analysis. The data may be then transferred to a general
transformer service module 160 for linear data transformation as part of analysis or the
decomposable transformer service module 150 for branching or iterative transformations that are
part of analysis. Directed computational graph module 155 represents all data as directed graphs
where the transformations are nodes and the result messages between transformations edges of
the graph. High-volume web crawling module 115 may use multiple server hosted
preprogrammed web spiders which, while autonomously configured, may be deployed within a
web scraping framework 115a of which SCRAPY™ is an example, to identify and retrieve data
of interest from web based sources that are not well tagged by conventional web crawling
technology. Multiple dimension time series data store module 120 may receive streaming data
from a large plurality of sensors that may be of several different types. Multiple dimension time
series data store module 120 may also store any time series data encountered by system 100 such
as, but not limited to, environmental factors at insured client infrastructure sites, component
sensor readings and system logs of some or all insured client equipment, weather and
catastrophic event reports for regions an insured client occupies, political communiques and/or
news from regions hosting insured client infrastructure and network service information captures
(such as, but not limited to, news, capital funding opportunities and financial feeds, and sales,

market condition), and service related customer data. Multiple dimension time series data store
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module 120 may accommodate irregular and high-volume surges by dynamically allotting
network bandwidth and server processing channels to process the incoming data. Inclusion of
programming wrappers 120a for languages—examples of which may include, but are not limited
to, C++, PERL, PYTHON, and ERLANG™—allows sophisticated programming logic to be
added to default functions of multidimensional time series database 120 without intimate
knowledge of the core programming, greatly extending breadth of function. Data retrieved by
multidimensional time series database 120 and high-volume web crawling module 115 may be
further analyzed and transformed into task-optimized results by directed computational graph
155 and associated general transformer service 160 and decomposable transformer service 150
modules. Alternately, data from the multidimensional time series database and high-volume web
crawling modules may be sent, often with scripted cuing information determining important
vertices 145a, to graph stack service module 145 which, employing standardized protocols for
converting streams of information into graph representations of that data, for example open
graph internet technology (although the invention is not reliant on any one standard). Through
the steps, graph stack service module 145 represents data in graphical form influenced by any
pre-determined scripted modifications 145a and stores it in a graph-based data store 145b such
as GIRAPH™ or a key-value pair type data store REDIS™, or RIAK™, among others, any of
which are suitable for storing graph-based information.

[0033] Results of the transformative analysis process may then be combined with further client
directives, additional business rules and practices relevant to the analysis and situational
information external to the data already available in automated planning service module 130,
which also runs powerful information theory-based predictive statistics functions and machine
learning algorithms 130a to allow future trends and outcomes to be rapidly forecast based upon
the current system derived results and choosing each a plurality of possible business decisions.
Then, using all or most available data, automated planning service module 130 may propose
business decisions most likely to result in favorable business outcomes with a usably high level
of certainty. Closely related to the automated planning service module 130 in the use of system-
derived results in conjunction with possible externally supplied additional information in the
assistance of end user business decision making, action outcome simulation module 125 with a
discrete event simulator programming module 125a coupled with an end user-facing observation

and state estimation service 140, which is highly scriptable 140b as circumstances require and
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has a game engine 140a to more realistically stage possible outcomes of business decisions under
consideration, allows business decision makers to investigate the probable outcomes of choosing
one pending course of action over another based upon analysis of the current available data.
[0034] Fig. 2 is a flow diagram of an exemplary function 200 of the business operating system in
the detection and mitigation of predetermining factors leading to and steps to mitigate ongoing
cyberattacks. The system continuously retrieves network traffic data, at step 201, which may be
stored and preprocessed by the multidimensional time series data store 120 and its programming
wrappers 120a. All captured data are then analyzed to predict the normal usage patterns of
network nodes such as internal users, network connected systems and equipment and sanctioned
users external to the enterprise boundaries for example off-site employees, contractors and
vendors, just to name a few likely participants. Of course, normal other network traffic may also
be known to those skilled in the field, the list given is not meant to be exclusive and other
possibilities would not fall outside the design of the invention. Analysis of network traffic may
include graphical analysis of parameters such as network item to network usage using
specifically developed programming in the graphstack service 145, 145a, analysis of usage by
each network item may be accomplished by specifically predeveloped algorithms associated with
the directed computational graph module 155, general transformer service module 160 and
decomposable service module 150, depending on the complexity of the individual usage profile
at step 201. These usage pattern analyses, in conjunction with additional data concerning an
enterprise’s network topology; gateway firewall programming; internal firewall configuration;
directory services protocols and configuration; and permissions profiles for both users and for
access to network resources and/or sensitive information, just to list a few non-exclusive
examples may then be analyzed further within the automated planning service module 130,
where machine learning techniques which include but are not limited to information theory
statistics 130a may be employed and the action outcome simulation module 125, specialized for
predictive simulation of outcome based on current data 125a may be applied to formulate a
current, up-to-date and continuously evolving baseline network usage profile at step 202. This
same data would be combined with up-to-date known cyberattack methodology reports, possibly
retrieved from several divergent and exogenous sources through the use of the multi-application
programming interface aware connector module 135 to present preventative recommendations to

the enterprise decision makers for network infrastructure changes, physical and configuration-
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based to cost effectively reduce the probability of a cyberattack and to significantly and most
cost effectively mitigate data exposure and loss in the event of attack at steps 203 and 204.
[0035] While some of these options may have been partially available as piecemeal solutions in
the past, we believe the ability to intelligently integrate the large volume of data from a plurality
of sources on an ongoing basis followed by predictive simulation and analysis of outcome based
upon that current data such that actionable, business practice efficient recommendations can be
presented is both novel and necessary in this field.

[0036] Once a comprehensive baseline profile of network usage using all available network
traffic data has been formulated, the specifically tasked business operating system continuously
polls the incoming traffic data for activities anomalous to that baseline as determined by pre-
designated boundaries at step 205. Examples of anomalous activities may include a user
attempting to gain access several network resources such as workstations or servers in rapid
succession, or a user attempting to gain access to a domain server of server with sensitive
information using random userIDs or another user’s userID and password, or attempts by any
user to brute force crack a privileged user’s password, or replay of recently issued ACTIVE
DIRECTORY™/Kerberos ticket granting tickets, or the presence on any known, ongoing exploit
on the network or the introduction of known malware to the network, just to name a very small
sample of the cyberattack profiles known to those skilled in the field. The invention, being
predictive as well as aware of known exploits is designed to analyze any anomalous network
behavior, formulate probable outcomes of the behavior, and to then issue any needed alerts
regardless of whether the attack follows a published exploit specification or exhibits novel
characteristics deviant to normal network practice. Once a probable cyberattack is detected, the
system then is designed to get needed information to responding parties at step 206, and tailored,
where possible, to each role in mitigating the attack and damage arising from it at step 207. This
may include the exact subset of information included in alerts and updates and the format in
which the information is presented which may be through the enterprise’s existing security
information and event management system. Network administrators, then, might receive
information such as but not limited to where on the network the attack is believed to have
originated, what systems are believed currently affected, predictive information on where the
attack may progress, what enterprise information is at risk and actionable recommendations on

repelling the intrusion and mitigating the damage, whereas a chief information security officer
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may receive alert including but not limited to a timeline of the cyberattack, the services and
information believed compromised, what action, if any has been taken to mitigate the attack, a
prediction of how the attack may unfold and the recommendations given to control and repel the
attack at step 207, although all parties may access any network resources and cyberattack
information for which they have granted access at any time, unless compromise is suspected.
Other specifically tailored updates may be issued by the system at steps 206 and 207.

[0037] Fig. 3 is a process diagram showing business operating system functions 300 in use to
mitigate cyberattacks. Input network data which may include network flow patterns 321, the
origin and destination of each piece of measurable network traffic 322, system logs from servers
and workstations on the network 323, endpoint data 323a, any security event log data from
servers or available security information and event (SIEM) systems 324, identity and assessment
contexts 325, external network health or cybersecurity feeds 326, Kerberos domain controller or
ACTIVE DIRECTORY™ server logs or instrumentation 327, business unit performance related
data 328, and external threat intelligence feeds 329, among many other possible data types for
which the invention was designed to analyze and integrate, may pass into 315 the business
operating system 310 for analysis as part of its cyber security function. These multiple types of
data from a plurality of sources may be transformed for analysis 311, 312 using at least one of
the specialized cybersecurity, risk assessment or common functions of the business operating
system in the role of cybersecurity system, such as, but not limited to network and system user
privilege oversight 331, network and system user behavior analytics 332, attacker and defender
action timeline 333, SIEM integration and analysis 334, dynamic benchmarking 335, and
incident identification and resolution performance analytics 336 among other possible
cybersecurity functions; value at risk (VAR) modeling and simulation 341, anticipatory vs.
reactive cost estimations of different types of data breaches to establish priorities 342, work
factor analysis 343 and cyber event discovery rate 344 as part of the system’s risk analytics
capabilities; and the ability to format and deliver customized reports and dashboards 351,
perform generalized, ad hoc data analytics on demand 352, continuously monitor, process and
explore incoming data for subtle changes or diffuse informational threads 353 and generate
cyber-physical systems graphing 354 as part of the business operating system’s common
capabilities. Output 317 can be used to configure network gateway security appliances 361, to

assist in preventing network intrusion through predictive change to infrastructure
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recommendations 362, to alert an enterprise of ongoing cyberattack early in the attack cycle,
possibly thwarting it but at least mitigating the damage 362, to record compliance to
standardized guidelines or SLA requirements 363, to continuously probe existing network
infrastructure and issue alerts to any changes which may make a breach more likely 364, suggest
solutions to any domain controller ticketing weaknesses detected 365, detect presence of
malware 366, and perform one time or continuous vulnerability scanning depending on client
directives 367. These examples are, of course, only a subset of the possible uses of the system,
they are exemplary in nature and do not reflect any boundaries in the capabilities of the
invention.

[0038] Along with the features discussed above, business operating system 100 functions may be
configured to operate as a server that utilizes contextual and risk-based multi-factor
authentication. Fig. 4 is an illustration of an example architecture system 400 used for contextual
and risk-based multi-factor authentication as used in various embodiments of the present
invention. System 400 comprises a server 405, a plurality of users 410[a-r], and a plurality of
verification methods 415[a-g]. Although, system 400 illustrates a direct connection between
users and server, it should be understood that this is not indicative of a limitation of the system.
Server 405 may be an authentication server for security device, such as a badge reader or
biometric scanner or a security terminal, that may need to check a database on the server.
Examples may include initiating a peer-to-peer connection, accessing a protected computer,
gaining access to restricted physical locations, or the like. For simplicity, intermediate security
devices are omitted in the examples used in the present disclosure.

[0039] In system 400, users 410[a-r], connects to server 405. In addition to a primary
authentication method, such as a user identification and password, the user may be required to
undergo additional verification. Server 405 may be configured to run business operating system
100, and further configured to dynamically determine a required verification score based at least
on the circumstances of the connection before granting access to the user. Circumstances that
may affect the score may include, but is not limited to, origin of the user’s connection, whether
the access request is determined to be anomalous using the cybersecurity functions of business
operating system 100, accessing files or drives with a higher-level security assignment, and the

like. Verification points may be obstained via one or more verification methods 415[a-g], which
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may include, without limitation, sensors 415a, trusted parties 415b, untrusted parties 415¢, video
or picture 415d, network monitoring 415e, device ID 415f, and one-time-use codes 415g.

[0040] To provide to some specific examples of the various verification methods, sensors 415a
may include biometrics scans, such as fingerprint scan, iris scan, facial recognition, and the like;
voice recognition; and employee badge scanning using some near-field technology such as radio-
frequency identification (RFID), or near field communication (NFC). Sensors may be sensors
built into a user’s mobile device, or it may be installed semi-permanently at a secure location, for
example, at a security desk at an office.

[0041] Trusted parties 415b may include a user’s co-worker or security personnel that may have
received a request by server 405 during the additional verification step to verify whether the user
requesting access is actually the user, and not a malicious party. For example, a user may request
access from a server, and once the server requires additional verification it may send an alert to a
random co-worker in the proximity of the user. The co-worker may verify, for example, with
their own badge scanner or biometric scanner, or taking and submitting a photograph or video.
[0042] Untrusted parties 415¢ may be verification via a third party not normally associated with
the user. For example, the third party may be a member of a rewards program incentivizing
submission of pictures, posting comments, or the like at the request of the server. The rewards
program may additionally be disguised so that it may appear as a simple activity the third party
may participate in to earn rewards without overtly making it a means of verifying the user. For
example, the rewards program may be disguised as an augmented reality game that requests
players to submitting pictures and videos, or commenting on their surroundings to earn points.
Penalties may also be implemented to deter wrongful verification by untrusted parties.

[0043] Video or picture 415d may include videos or pictures taken with the camera on a laptop,
desktop computer, or mobile device; cameras installed at secure locations at an office; video or
pictures taken by an autonomous drone sent by the server; or the like.

[0044] Network monitoring 415e may be passive verification by the server based on information
regarding the connection requesting access, and analyzed using the cybersecurity functions of
business operating system 100. Such information may include, for instance, access or traffic
compared to a pre-established network baseline, origin of the user connection, time of access
request, and the like. For example, a user connecting from within an office, perhaps determined

through determining the IP address of the user, during normal work hours may be provided more
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verification points during verification than a user who is connecting using an airport’s Wi-Fi
network during odd hours.

[0045] Device ID 415f may be another passive verification by the server that takes into account
the user’s connecting device, such as, a MAC address, or a device fingerprint generated by the
server based on the hardware and software configuration of the user’s device.

[0046] One-time-use codes 415g may be uniquely generated codes that are sent to the user
through a text message or email, or generated on-demand on the user’s mobile device. The code
may also take the form of a uniquely generated hyperlink that the user may simply click on to
verify. Various implementations of the one-time-use code are presently used in the art.

[0047] The various verification methods may be configured so that each method may grant
different amounts of verification points based on metrics defined by the user, such as how secure
the method is. For example, a badge reader at an office that has a security personnel keeping
watch may grant the user more points than a fingerprint scan on a mobile device.

[0048] Fig. S is a sequence flow diagram summarizing one method 500 for a user to connect to a
server used in various embodiments of the invention. For the purposes of this sequence flow
diagram, it will be presumed that the user is successfully verified at all authentication and
verification steps. At an initial step 505, a user requests access from a server. The server may
prompt the user for some initial form of authentication, such as a login and password. At step
510, the server dynamically determines a verification score required for the user to be granted
access. At step 515, the server may request that the user use a plurality of verification methods to
reach the verification score needed before access is granted. The various verification methods are
discussed above in system 400. Depending on the verification method used, the method may be
initiated by either the user or the server. Once verification is successful, the user is granted access
by the server at step 520. In some embodiments, instead of using points, the system may be
configured to require a certain number of verification methods to be used, or requiring a
particular verification method to be used in conjunction with a number of other verification
methods. Other embodiments may use a combination of the points-based system, and the

method-count system.

Detailed Description of Exemplary Aspects

[0049] Fig. 6 is a flow chart of an example method 600 to grant user access to a server used in

various embodiments of the invention. At an initial step 603, a user requests access from a server.
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At step 606, the server requests login credentials from the user. At step 609, if the credential
check fails, the connection is terminated at step 612. The server may be configured to institute a
certain lockout period after a set number of failed attempts. If the login is successful at step 609,
the server dynamically determines a required verification score required before the user can
access the server at step 615. The score may be based on, for example, origin of the user
connection, whether the connection is determined to be anomalous, security-level of the resource
or resources requested by the user, and the like. Other criteria may be found discussed above. At
step 618, a plurality of verification methods may be used to verify the user, which may be
initiated by either the user or the server, depending on the method used. If the verification is
unsuccessful at step 621, the user’s connection is terminated at step 612. The verification may
fail, for example, if a preset timeout period has been exceeded, or the server has determined that
the user attempting to access the server is actually a malicious party. A lockout period may also
be instituted here that may take affect after a preset number of attempts. If the verification is
successful at step 621, the user is granted access at step 624.

[0050] Fig. 7 is a flow chart of an example method 700 for increasing a user’s verification score
as used in various embodiments of the invention. Method 700 may be viewed as a more in-depth
description of steps 615, 618, and 624 from method 600. At an initial step 703, the server
dynamically determines a required verification score before the user may access the server. As
mentioned above, the amount of score required may be based on such metrics as origin of the
user’s connection, whether the access request is determined to be anomalous by the server based
on a predetermined network baseline, accessing files or drives with a higher-level security
assignment, and the like. Other metrics are discussed above. At step 706, the server may request
additional verification from the user. At step 709, a plurality of verification methods may be
initiated by the user, such as, biometric scan on the user’s device, employee badge scan, voice
recognition, or the like. At step 712, a plurality of verification methods may be initiated by the
server, such as, requesting confirmation from trusted and untrusted parties, sending a drone for
visual confirmation, analyzing the user’s connection and devices, and the like. Steps 709 and 712
may be executed in parallel, or one of the steps may not be executed at all, depending on the
situation. At step 715, the system does a check to see whether the user has collected enough
verification points. If not, the flow chart loops back to execute steps 709 and/or 712 again. If the

score has reached the required level, the user is granted access at step 718.
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[0051] For brevity, method 700 does not include a fail step for during verification of the user, but
it should be understood that various methods may be instituted that may cause the user to fail the
verification check, and, thusly, denied access. For example, if a video or picture submitted during
the verification process that shows that an unknown party is attempting to masquerade as another
user, the verification check may fail immediately. Another method, for example, may be to
institute a timeout period to give the user a limited amount of time to earn enough verification

points.

Hardware Architecture

[0052] Generally, the techniques disclosed herein may be implemented on hardware or a
combination of software and hardware. For example, they may be implemented in an operating
system kernel, in a separate user process, in a library package bound into network applications,
on a specially constructed machine, on an application-specific integrated circuit (ASIC), or on a
network interface card.

[0053] Software/hardware hybrid implementations of at least some of the aspects disclosed
herein may be implemented on a programmable network-resident machine (which should be
understood to include intermittently connected network-aware machines) selectively activated or
reconfigured by a computer program stored in memory. Such network devices may have multiple
network interfaces that may be configured or designed to utilize different types of network
communication protocols. A general architecture for some of these machines may be described
herein in order to illustrate one or more exemplary means by which a given unit of functionality
may be implemented. According to specific aspects, at least some of the features or
functionalities of the various aspects disclosed herein may be implemented on one or more
general-purpose computers associated with one or more networks, such as for example an end-
user computer system, a client computer, a network server or other server system, a mobile
computing device (e.g., tablet computing device, mobile phone, smartphone, laptop, or other
appropriate computing device), a consumer electronic device, a music player, or any other
suitable electronic device, router, switch, or other suitable device, or any combination thereof. In
at least some aspects, at least some of the features or functionalities of the various aspects
disclosed herein may be implemented in one or more virtualized computing environments (e.g.,
network computing clouds, virtual machines hosted on one or more physical computing

machines, or other appropriate virtual environments).
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[0054] Referring now to Fig. 8, there is shown a block diagram depicting an exemplary
computing device 10 suitable for implementing at least a portion of the features or functionalities
disclosed herein. Computing device 10 may be, for example, any one of the computing machines
listed in the previous paragraph, or indeed any other electronic device capable of executing
software- or hardware-based instructions according to one or more programs stored in memory.
Computing device 10 may be configured to communicate with a plurality of other computing
devices, such as clients or servers, over communications networks such as a wide area network a
metropolitan area network, a local area network, a wireless network, the Internet, or any other
network, using known protocols for such communication, whether wireless or wired.

[0055] In one aspect, computing device 10 includes one or more central processing units (CPU)
12, one or more interfaces 15, and one or more busses 14 (such as a peripheral component
interconnect (PCI) bus). When acting under the control of appropriate software or firmware,
CPU 12 may be responsible for implementing specific functions associated with the functions of
a specifically configured computing device or machine. For example, in at least one aspect, a
computing device 10 may be configured or designed to function as a server system utilizing CPU
12, local memory 11 and/or remote memory 16, and interface(s) 15. In at least one aspect, CPU
12 may be caused to perform one or more of the different types of functions and/or operations
under the control of software modules or components, which for example, may include an
operating system and any appropriate applications software, drivers, and the like.

[0056] CPU 12 may include one or more processors 13 such as, for example, a processor from
one of the Intel, ARM, Qualcomm, and AMD families of microprocessors. In some aspects,
processors 13 may include specially designed hardware such as application-specific integrated
circuits (ASICs), electrically erasable programmable read-only memories (EEPROMs), field-
programmable gate arrays (FPGAs), and so forth, for controlling operations of computing device
10. In a particular aspect, a local memory 11 (such as non-volatile random access memory
(RAM) and/or read-only memory (ROM), including for example one or more levels of cached
memory) may also form part of CPU 12. However, there are many different ways in which
memory may be coupled to system 10. Memory 11 may be used for a variety of purposes such
as, for example, caching and/or storing data, programming instructions, and the like. It should be
further appreciated that CPU 12 may be one of a variety of system-on-a-chip (SOC) type

hardware that may include additional hardware such as memory or graphics processing chips,
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such as a QUALCOMM SNAPDRAGON™ or SAMSUNG EXYNOS™ CPU as are becoming
increasingly common in the art, such as for use in mobile devices or integrated devices.

[0057] As used herein, the term “processor” is not limited merely to those integrated circuits
referred to in the art as a processor, a mobile processor, or a microprocessor, but broadly refers to
a microcontroller, a microcomputer, a programmable logic controller, an application-specific
integrated circuit, and any other programmable circuit.

[0058] In one aspect, interfaces 15 are provided as network interface cards (NICs). Generally,
NICs control the sending and receiving of data packets over a computer network; other types of
interfaces 15 may for example support other peripherals used with computing device 10. Among
the interfaces that may be provided are Ethernet interfaces, frame relay interfaces, cable
interfaces, DSL interfaces, token ring interfaces, graphics interfaces, and the like. In addition,
various types of interfaces may be provided such as, for example, universal serial bus (USB),
Serial, Ethernet, FIREWIRE™, THUNDERBOLT™, PCI, parallel, radio frequency (RF),
BLUETOOTH™, near-field communications (e.g., using near-field magnetics), 802.11 (WiFi),
frame relay, TCP/IP, ISDN, fast Ethernet interfaces, Gigabit Ethernet interfaces, Serial ATA
(SATA) or external SATA (ESATA) interfaces, high-definition multimedia interface (HDMI),
digital visual interface (DVI), analog or digital audio interfaces, asynchronous transfer mode
(ATM) interfaces, high-speed serial interface (HSSI) interfaces, Point of Sale (POS) interfaces,
fiber data distributed interfaces (FDDIs), and the like. Generally, such interfaces 15 may include
physical ports appropriate for communication with appropriate media. In some cases, they may
also include an independent processor (such as a dedicated audio or video processor, as is
common in the art for high-fidelity A/V hardware interfaces) and, in some instances, volatile
and/or non-volatile memory (e.g., RAM).

[0059] Although the system shown in Fig. 8 illustrates one specific architecture for a computing
device 10 for implementing one or more of the aspects described herein, it is by no means the
only device architecture on which at least a portion of the features and techniques described
herein may be implemented. For example, architectures having one or any number of processors
13 may be used, and such processors 13 may be present in a single device or distributed among
any number of devices. In one aspect, a single processor 13 handles communications as well as
routing computations, while in other aspects a separate dedicated communications processor may

be provided. In various aspects, different types of features or functionalities may be implemented
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in a system according to the aspect that includes a client device (such as a tablet device or
smartphone running client software) and server systems (such as a server system described in
more detail below).

[0060] Regardless of network device configuration, the system of an aspect may employ one or
more memories or memory modules (such as, for example, remote memory block 16 and local
memory 11) configured to store data, program instructions for the general-purpose network
operations, or other information relating to the functionality of the aspects described herein (or
any combinations of the above). Program instructions may control execution of or comprise an
operating system and/or one or more applications, for example. Memory 16 or memories 11, 16
may also be configured to store data structures, configuration data, encryption data, historical
system operations information, or any other specific or generic non-program information
described herein.

[0061] Because such information and program instructions may be employed to implement one
or more systems or methods described herein, at least some network device aspects may include
nontransitory machine-readable storage media, which, for example, may be configured or
designed to store program instructions, state information, and the like for performing various
operations described herein. Examples of such nontransitory machine-readable storage media
include, but are not limited to, magnetic media such as hard disks, floppy disks, and magnetic
tape; optical media such as CD-ROM disks; magneto-optical media such as optical disks, and
hardware devices that are specially configured to store and perform program instructions, such as
read-only memory devices (ROM), flash memory (as is common in mobile devices and
integrated systems), solid state drives (SSD) and “hybrid SSD” storage drives that may combine
physical components of solid state and hard disk drives in a single hardware device (as are
becoming increasingly common in the art with regard to personal computers), memristor
memory, random access memory (RAM), and the like. It should be appreciated that such storage
means may be integral and non-removable (such as RAM hardware modules that may be
soldered onto a motherboard or otherwise integrated into an electronic device), or they may be
removable such as swappable flash memory modules (such as “thumb drives” or other
removable media designed for rapidly exchanging physical storage devices), “hot-swappable”
hard disk drives or solid state drives, removable optical storage discs, or other such removable

media, and that such integral and removable storage media may be utilized interchangeably.
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Examples of program instructions include both object code, such as may be produced by a
compiler, machine code, such as may be produced by an assembler or a linker, byte code, such as
may be generated by for example a JAVA™ compiler and may be executed using a Java virtual
machine or equivalent, or files containing higher level code that may be executed by the
computer using an interpreter (for example, scripts written in Python, Perl, Ruby, Groovy, or any
other scripting language).

[0062] In some aspects, systems may be implemented on a standalone computing system.
Referring now to Fig. 9, there is shown a block diagram depicting a typical exemplary
architecture of one or more aspects or components thereof on a standalone computing system.
Computing device 20 includes processors 21 that may run software that carry out one or more
functions or applications of aspects, such as for example a client application 24. Processors 21
may carry out computing instructions under control of an operating system 22 such as, for
example, a version of MICROSOFT WINDOWS™ operating system, APPLE macOS™ or
10S™ operating systems, some variety of the Linux operating system, ANDROID™ operating
system, or the like. In many cases, one or more shared services 23 may be operable in system 20,
and may be useful for providing common services to client applications 24. Services 23 may for
example be WINDOWS™ services, user-space common services in a Linux environment, or any
other type of common service architecture used with operating system 21. Input devices 28 may
be of any type suitable for receiving user input, including for example a keyboard, touchscreen,
microphone (for example, for voice input), mouse, touchpad, trackball, or any combination
thereof. Output devices 27 may be of any type suitable for providing output to one or more users,
whether remote or local to system 20, and may include for example one or more screens for
visual output, speakers, printers, or any combination thereof. Memory 25 may be random-access
memory having any structure and architecture known in the art, for use by processors 21, for
example to run software. Storage devices 26 may be any magnetic, optical, mechanical,
memristor, or electrical storage device for storage of data in digital form (such as those described
above, referring to Fig. 8). Examples of storage devices 26 include flash memory, magnetic hard
drive, CD-ROM, and/or the like.

[0063] In some aspects, systems may be implemented on a distributed computing network, such
as one having any number of clients and/or servers. Referring now to Fig. 10, there is shown a

block diagram depicting an exemplary architecture 30 for implementing at least a portion of a
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system according to one aspect on a distributed computing network. According to the aspect, any
number of clients 33 may be provided. Each client 33 may run software for implementing client-
side portions of a system; clients may comprise a system 20 such as that illustrated in Fig. 9. In
addition, any number of servers 32 may be provided for handling requests received from one or
more clients 33. Clients 33 and servers 32 may communicate with one another via one or more
electronic networks 31, which may be in various aspects any of the Internet, a wide area
network, a mobile telephony network (such as CDMA or GSM cellular networks), a wireless
network (such as WiFi, WIMAX, LTE, and so forth), or a local area network (or indeed any
network topology known in the art; the aspect does not prefer any one network topology over
any other). Networks 31 may be implemented using any known network protocols, including for
example wired and/or wireless protocols.

[0064] In addition, in some aspects, servers 32 may call external services 37 when needed to
obtain additional information, or to refer to additional data concerning a particular call.
Communications with external services 37 may take place, for example, via one or more
networks 31. In various aspects, external services 37 may comprise web-enabled services or
functionality related to or installed on the hardware device itself. For example, in one aspect
where client applications 24 are implemented on a smartphone or other electronic device, client
applications 24 may obtain information stored in a server system 32 in the cloud or on an
external service 37 deployed on one or more of a particular enterprise’s or user’s premises.
[0065] In some aspects, clients 33 or servers 32 (or both) may make use of one or more
specialized services or appliances that may be deployed locally or remotely across one or more
networks 31. For example, one or more databases 34 may be used or referred to by one or more
aspects. It should be understood by one having ordinary skill in the art that databases 34 may be
arranged in a wide variety of architectures and using a wide variety of data access and
manipulation means. For example, in various aspects one or more databases 34 may comprise a
relational database system using a structured query language (SQL), while others may comprise
an alternative data storage technology such as those referred to in the art as “NoSQL” (for
example, HADOOP CASSANDRA™, GOOGLE BIGTABLE™, and so forth). In some aspects,
variant database architectures such as column-oriented databases, in-memory databases,
clustered databases, distributed databases, or even flat file data repositories may be used

according to the aspect. It will be appreciated by one having ordinary skill in the art that any
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combination of known or future database technologies may be used as appropriate, unless a
specific database technology or a specific arrangement of components is specified for a
particular aspect described herein. Moreover, it should be appreciated that the term “database” as
used herein may refer to a physical database machine, a cluster of machines acting as a single
database system, or a logical database within an overall database management system. Unless a
specific meaning is specified for a given use of the term “database”, it should be construed to
mean any of these senses of the word, all of which are understood as a plain meaning of the term
“database” by those having ordinary skill in the art.

[0066] Similarly, some aspects may make use of one or more security systems 36 and
configuration systems 35. Security and configuration management are common information
technology (IT) and web functions, and some amount of each are generally associated with any
IT or web systems. It should be understood by one having ordinary skill in the art that any
configuration or security subsystems known in the art now or in the future may be used in
conjunction with aspects without limitation, unless a specific security 36 or configuration system
35 or approach is specifically required by the description of any specific aspect.

[0067] Fig. 11 shows an exemplary overview of a computer system 40 as may be used in any of
the various locations throughout the system. It is exemplary of any computer that may execute
code to process data. Various modifications and changes may be made to computer system 40
without departing from the broader scope of the system and method disclosed herein. Central
processor unit (CPU) 41 is connected to bus 42, to which bus is also connected memory 43,
nonvolatile memory 44, display 47, input/output (I/O) unit 48, and network interface card (NIC)
53. /O unit 48 may, typically, be connected to keyboard 49, pointing device 50, hard disk 52,
and real-time clock 51. NIC 53 connects to network 54, which may be the Internet or a local
network, which local network may or may not have connections to the Internet. Also shown as
part of system 40 is power supply unit 45 connected, in this example, to a main alternating
current (AC) supply 46. Not shown are batteries that could be present, and many other devices
and modifications that are well known but are not applicable to the specific novel functions of
the current system and method disclosed herein. It should be appreciated that some or all
components illustrated may be combined, such as in various integrated applications, for example
Qualcomm or Samsung system-on-a-chip (SOC) devices, or whenever it may be appropriate to

combine multiple capabilities or functions into a single hardware device (for instance, in mobile
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devices such as smartphones, video game consoles, in-vehicle computer systems such as
navigation or multimedia systems in automobiles, or other integrated hardware devices).

[0068] In various aspects, functionality for implementing systems or methods of various aspects
may be distributed among any number of client and/or server components. For example, various
software modules may be implemented for performing various functions in connection with the
system of any particular aspect, and such modules may be variously implemented to run on
server and/or client components.

[0069] The skilled person will be aware of a range of possible modifications of the various
aspects described above. Accordingly, the present invention is defined by the claims and their
equivalents.

[0070] Where a method is claimed below, the steps of the method are intended to be construed

without any order unless it is impossible to perform a given step before another.
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What is claimed is:

1. A computer system comprising a memory, wherein the computer system is configured to
execute software instructions stored on nontransitory machine-readable storage media that:
receive a request to authenticate a client, wherein the request comprises an identifier and a
password,
store, in a multidimensional time-series database, information about the request,
determine whether the password corresponds to a user account identified by the identifier,
determine whether the request to authenticate the client requires additional verification,
wherein determining whether the request to authenticate the client requires additional
verification comprises:
retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and
determining, based at least on the historical information, whether the user account is
associated with a previous access request to a network resource, wherein the previous
access request to the network resource is anomalous relative to a baseline profile of
access requests; and,
if the request to authenticate the client is determined to require additional verification,
select an additional verification method from a plurality of verification methods,
cause the client to be prompted to complete the additional verification method, and

determine whether the additional verification method has been completed correctly.

2. The computer system of claim 1, wherein the historical information about previous access
requests associated with the user account comprises historical information about previous

requests to authenticate, wherein the previous requests to authenticate comprise the identifier.
3. The computer system of claim 1, wherein determining whether the request to authenticate the

client requires additional verification further comprises processing endpoint data from entities

connected to the network.
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4. The computer system of claim 1, wherein determining whether the request to authenticate the
client requires additional verification further comprises processing an external threat intelligence

feed.

5. The computer system of claim 1, further configured to execute software instructions stored on
nontransitory machine-readable storage media that:
if the request to authenticate the client is determined to require additional verification,
determine that a probable cyberattack is detected, and
provide an alert,
wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be provided to an administrator of the network.

6. The computer system of claim 5, wherein the alert further includes an indication of where the

probable cyberattack may have originated.

7. The computer system of claim 5, wherein the alert further includes an indication of what

enterprise information may be at risk in the probable cyberattack.

8. The computer system of claim 1, further configured to execute software instructions stored on
nontransitory machine-readable storage media that:

deny the request if the user identification and the password are not associated with any user
account, and

deny the request if the client fails to complete the additional verification method correctly.

9. The computer system of claim 1, wherein the computer system comprises a plurality of

physical computing machines.

10. The computer system of claim 1, wherein the computer system comprises a plurality of

virtual computing machines.
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11. A method implemented on a computer system connected to a network, the method
comprising:
receiving a request to authenticate a client, wherein the request comprises an identifier and a
password,
storing, in a multidimensional time-series database, information about the request,
determining whether the password corresponds to a user account identified by the identifier,
determining whether the request to authenticate the client requires additional verification,
wherein determining whether the request to authenticate the client requires additional
verification comprises:
retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account,
determining, based at least on the historical information, whether the user account is
associated with a previous access request to a network resource, wherein the previous access
request to the network resource is anomalous relative to a baseline profile of access requests;
and,
if the request to authenticate the client is determined to require additional verification,
selecting an additional verification method from a plurality of verification methods,
causing the client to be prompted to complete the additional verification method, and

determining whether the additional verification method has been completed correctly.

12. The method of claim 11, wherein the historical information about previous access requests
associated with the user account comprises historical information about previous requests to

authenticate, wherein the previous requests to authenticate comprise the identifier.
13. The method of claim 11, wherein determining whether the request to authenticate the client
requires additional verification further comprises processing endpoint data from entities

connected to the network.

14. The method of claim 11, wherein determining whether the request to authenticate the client

requires additional verification further comprises processing an external threat intelligence feed.
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15. The method of claim 11, further comprising:
if the request to authenticate the client is determined to require additional verification,
determining that a probable cyberattack is detected, and
delivering an alert,
wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be delivered to an administrator of the network.

16. The method of claim 15, wherein the alert further includes an indication of where the

probable cyberattack may have originated.

17. The method of claim 15, wherein the alert further includes an indication of what enterprise

information may be at risk in the probable cyberattack.

18. A computer system comprising a memory, wherein the computer system is configured to
execute software instructions stored on nontransitory machine-readable storage media that:
receive a request to authenticate a client, wherein the request comprises an identifier and a
password,
store, in a multidimensional time-series database, information about the request,
determine whether the password corresponds to a user account identified by the identifier,
determine whether the request to authenticate the client requires additional verification,
wherein determining whether the request to authenticate the client requires additional
verification comprises:
retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and
determining, based at least on the historical information, whether the user account is
associated with a plurality of requests to authenticate comprising a brute force attack;
and,
if the request to authenticate the client is determined to require additional verification,
select an additional verification method from a plurality of verification methods,

cause the client to be prompted to complete the additional verification method, and
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determine whether the additional verification method has been completed correctly.

19. The computer system of claim 18, wherein determining whether the request to authenticate
the client requires additional verification further comprises processing endpoint data from

entities connected to the network.

20. The computer system of claim 18 wherein determining whether the request to authenticate
the client requires additional verification further comprises processing an external threat

intelligence feed.

21. The computer system of claim 18, further configured to execute software instructions stored
on nontransitory machine-readable storage media that:
if the request to authenticate the client is determined to require additional verification,
determine that a probable cyberattack is detected, and
provide an alert,
wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be provided to an administrator of the network.

22. The computer system of claim 21, wherein the alert further includes an indication of where

the probable cyberattack may have originated.

23. The computer system of claim 21, wherein the alert further includes an indication of what

enterprise information may be at risk in the probable cyberattack.

24. The computer system of claim 18, wherein the computer system comprises a plurality of

physical computing machines.

25. The computer system of claim 18, wherein the computer system comprises a plurality of

virtual computing machines.
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26. A method implemented on a computer system connected to a network, the method
comprising:
receiving a request to authenticate a client, wherein the request comprises an identifier and a
password,
storing, in a multidimensional time-series database, information about the request,
determining whether the password corresponds to a user account identified by the identifier,
determining whether the request to authenticate the client requires additional verification,
wherein determining whether the request to authenticate the client requires additional
verification comprises:
retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and
determining, based at least on the historical information, whether the user account is
associated with a plurality of requests to authenticate comprising a brute force attack;
and,
if the request to authenticate the client is determined to require additional verification,
selecting an additional verification method from a plurality of verification methods,
causing the client to be prompted to complete the additional verification method, and

determining whether the additional verification method has been completed correctly.

27. The method of claim 26, wherein determining whether the request to authenticate the client
requires additional verification further comprises processing endpoint data from entities

connected to the network.

28. The method of claim 26, wherein determining whether the request to authenticate the client

requires additional verification further comprises processing an external threat intelligence feed.

29. The method of claim 26 further comprising:
if the request to authenticate the client is determined to require additional verification,
determining that a probable cyberattack is detected, and

delivering an alert,
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wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be delivered to an administrator of the network.

30. The method of claim 29, wherein the alert further includes an indication of where the

probable cyberattack may have originated.
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ABSTRACT

A system for contextual and risk-based multi-factor authentication having a multi-dimensional
time series data server configured to monitor and record a network’s traffic data and to serve the
traffic data to other modules and a directed computation graph module configured to receive
network traffic data from the multi-dimensional time series data server, determine a network
traffic baseline from the network traffic data, and determine a verification score needed before
granting access based at least in part by the network traffic baseline. A plurality of verification

methods build up a user’s verification score to required level to gain access.
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court,
magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member
with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the
information in order to perform a contract. Recipients of information shall be required to comply with the requirements of
the Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may
be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to
the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/
her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to recommend
improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such
disclosure shall be made in accordance with the GSA regulations governing inspection of records for this purpose, and
any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement
agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

PC 6.1.24
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P.O. Box 1450
Alexandria, VA 22313 - 1450
WWWw.uspto.gov

UNITED STATES
PATENT AND TRADEMARK OFFICE

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

18/885,474 09/13/2024 09:25:46 PM Z ET 15386FT
Title of Invention
CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION
Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #

under 35 USC 111(a)
CONFIRMATION # 8502 FILED BY  Aura Morrey
PATENT CENTER # 67175375 FILING DATE

CUSTOMER # 82318 FIRST NAMED  Jason Crabtree

INVENTOR
CORRESPONDENCE AUTHORIZED BY  Brian Galvin
ADDRESS

Documents TOTAL DOCUMENTS: 14

SIZE
DOCUMENT PAGES DESCRIPTION (KB)
240913_15386FT_ADS_AS_ L
FILED. palf 10 Application Data Sheet 2225 KB
240913 _15386FT_TrackOne
Request AS_FILED.pdf 2 Track One Request 112 KB
240913_15386FT_FINAL_A 30 Application body structured 44 KB
S FILED-APP.TEXT.docx text document
240913_15386FT_Drawings 11 Drawings-only black and white 878 KB
_AS_FILED.pdf line drawings
240913_15386FT_QOMPLX
LLC_POA_AS.FILED.pdf 1 Power of Attorney 135 KB
240913_15386FT_Declaratio 1 Oath or Declaration filed 98 KB

n_Crabtree_AS_FILED.pdf
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240913 _15386FT_Declaratio
n_Sellers_ AS_FILED.pdf

240913 _15386FT_Declaratio
n_MacLeod_AS_FILED.pdf

240913_15386FT_IDS_AS_
FILED.pdf

240913 _15386FT_NPL_Sim
onian_Robust Value at Risk
an Information Theoretic
Approach_AS_FILED.pdf

240913 _15386FT _IntComm
Auth_AS_FILED.pdf

240913_15386FT_NPL_Hua
ng_Comparison of Value at
Risk
Approaches_AS_FILED.pdf

240913_15386FT_NPL_Mar
0zzo_P2P MapReduce
Parallel Data
Processing...Environments_A
S_FILED.pdf

240913_15386FT_FINAL_A
S_FILED.pdf

Digest

DOCUMENT

240913_15386FT_ADS_AS_FlI

LED.pdf

240913 _15386FT_TrackOne
Request_AS_FILED.pdf

240913_15386FT_FINAL_AS_

FILED-APP.TEXT.docx

240913_15386FT_Drawings_A

S_FILED.pdf

Page 2 of 4

1 QOath or Declaration filed 86 KB

1 QOath or Declaration filed 86 KB

Information Disclosure
® Statement (IDS) Form (SB08) 1333 KB

3 Non Patent Literature 608 KB

5 Interne_t Cc_)mmunlcatlons 28 KB
Authorization

34 Non Patent Literature 10606 KB
21 Non Patent Literature 16172 KB
32 Auxiliary PDF of Application 183 KB

MESSAGE DIGEST(SHA-512)

2A1A717FFB74C6854FF83FAE8A31602AF56176E039FDDE4D6
3A5AC493D0D29366D5F439B15EEF2027BB311B7C12D92005D
424599B43DA0A63A176 CFDF63CCC2C

6D71C2229ADD46451C5B830DF1186C1EEQEBAB61173A61345
E817D6ABCCAE77A26257C873CC175B0C590BB01C2C8281F2
5EBEOAA9DBADI93EFCC5C8D06AF58D60

07BCA79370A67559D2D079EAA7E21458B1110DB9C80B4C86E
27815EC7F6C41A2A15A84542FC5C6561BBFOF057124D000C5
B1DD354AEC21EAF272CED1F199CC15

A8840B58A0E765D3A447BE4831090D2355F527E50B0D934E51
8972BDECD83921C8DC199B62B77A0A5457E45E00A842BEC4
68630C71B827FD56C750AE379A789F
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240913_15386FT_QOMPLX
LLC_POA_AS_FILED.pdf

240913 _15386FT_Declaration_
Crabtree_AS_FILED.pdf

240913 _15386FT_Declaration_
Sellers_AS_FILED.pdf

240913 _15386FT_Declaration_
MacLeod AS_FILED.pdf

240913_15386FT_IDS_AS_FIL
ED.pdf

240913 _15386FT_NPL_Simoni
an_Robust Value at Risk an
Information Theoretic
Approach_AS_FILED.pdf

240913_15386FT_IntCommAut
h_AS_FILED.pdf

240913_15386FT_NPL_Huang
_Comparison of Value at Risk
Approaches_AS_FILED.pdf

240913_15386FT_NPL_Marozz
o_P2P MapReduce Parallel
Data
Processing...Environments_AS
_FILED.pdf

240913_15386FT_FINAL_AS_
FILED.pdf

Page 3 of 4

EDCO005E6378BCF5F1E3532F6F080D77BF62CF956498DCFCF
05F68CF3E6FE88E498D69439B5E1B5BECS51EFDC1BB57AB8C
5733AC2A8E33F048C1244E71134F132C

1F9011A96F83362285CA485ADFFO8E64B90D3B7EAG6483293A
4BDD0152D35F8512BB9BB516C93BDA0B689063C903BF3D16
F6D52674521F1B676B5AFBD2FAC1F28

E521CEDOD64DA77E1248BB1BF563FABC5DAB78EQACBS872
4EEFEDCFDD77AACE2759C160BA1AES252A704DD536794AC
32286AD39B41198DA702200CA4D16CE341

O0FA0142780EF1ABA5A14C1COD8F9830D9305CA1A92985351C
A700070745E1C317936517E6EO0D7A1447C4071D7F9CEB720D
639097FAO03AB9153A4D2FF88797D74

621F6C91652745B50DA2181EEB1341F5ECAD89A34B9296E94
08247F29B655BED2497570D0CC2B4DE1797D2E930C6ESACA
OEC739E1B2B5976085E57EAOD7E3CD3

7FOE2610827EF5534F3B356EF8F6DBF58714E4557D2EFDF07
9D938C2BF3EC1FDE4D3847D45F221F6804E036788ECF4C6C
DBC90299A8210071FA3C94C42F46AAD

4513F6B9663F56385440DC285C43CBBD0A34F70BB6C4337CF
CC692E1C0459A17BBDB2F491896FC382D083A3561275F7CC5
DB2A6DDB7EDA15A8D52C288EF1110D

8E90B3CCD95F8E55857D086509B80FOFF6F28D125F3D69724
ACF3272F8742003AF31C5CAAF8E8SE11D35002797D40BF7DC9
88E6BE932BA9D3351A1AS559F88B3A8

817C3F53CF2F765BCC8C6D969AE1E0119BDCA3D9198A1AEQ
8E10646F11FB23D4591A766BDFE46139D154AC357375DCF4B
O0AGE70F964272314FA4927E04BB76CD

2B4F7447C5F7EB44F1C5D7B8FDA636955967F58A8778BC085
5448CF701851D34DC04CF248BC4CBBF86CFF4E97C5C26314
D93028EFOABAGFE45571E282739B15B

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as

described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
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371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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[ ]
201 Continuously monitor and retrieve normal Flg * 2
enterprise network use behavior patterns by

equipment, internal and external users

Formulate evolving comprehensive baseline

network usage profile using graphical
representation, analytics and machine learning
algorithms

202

Determine probable areas of cybersecurity
'weakness and cost in current infrastructure using

monitored data and robust attack simulation
capabilities

205

4

Continuously auto-poll for anomalous
network traffic and user credential usage
comparing comprehensive baseline data to
currently accruing patterns

204

A

Provide actionable findings and
recommendations concerning current network
vulnerabilities, risk assessments and most
economical resolutions for each

206

Provide near real time analysis of suspected ongoing attack including
timeline, affected systems, current probable damage, expected progression
of attack and actionable mitigation steps to minimize losses

207

Send customized alert information about an attack for
different concerned parties to keep distractive information
minimal and concentration on needed response by each
group optimized

200
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( 400

Verification Methods
415[a-¢]

S Trusted Untrusted Video or
Zlissors Party Party Picture
204 415b 415c¢ 415d

Network ] One-time
Monitor De;nlcse fID Use Codes
415e — 415¢g
Server
405

User 1 User 2 cee User n
410a 410b 410n

Fig. 4
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( User initiates connection with server >
603

A 4

User enters credentials
606

N04,< Terminate connection >
612

Server determines required
verifcation score
615

Login
successful?
609

Yes
¥

No

Y

A plurality of verification methods

used to verify user
618

Verification

successful?
621

User granted access by server
624

< 00 Fig. 6
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Server determines verification score required

before user is granted access
703

A 4

Server requests addition verification of user

706
Use user-initiated Use server-initiated
verification methods verification methods
709 712
No requirement
reached?

715

Yes

l

Grant access to the user
718

(700 Fig. 7
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PTO/AIAD (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required o respond to a collection of information unless it displays a valid CMB controf number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN N
APPLICATION DATA SHEET (37 CFR 1.76)

Tileof | CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

invention

As the below named inventor, | hereby declare that:

This declaration - it
is directed to- The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (8) years, or both.

WARNING:

Petitioner/applicant is cautioned 1o aveid submitting personal information in documenis filed in a paient appiication that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
1o support a petition or an application. If this type of personal information is included in documents subimitied to the USPTQ,
petitioners/applicants should consider redacting such personal information from the documents before submitling them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (uniess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referanced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTC-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Jason Cra};’)treg

fnventor: Date {Optional} :

L/ v
/wmw--c/: A
Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/Q1 form for each additional inventor.

This coliection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process)y an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated to take 1 minute to
complete, including gathering, preparing, and submitling the compieted application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.8. Department of Commerce, P.QO. Box 1450, Alexandria, VA 22313-1450. DO NOT SERD FEES OR COMPLETED FORMS TO

THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA 22313-1450.
i you need assistance in compleling the form, call 1-800-PT0-9199 and select opfion 2.
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PTO/AIA/Q1 (06-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Invention

As the below named inventor, | hereby declare that:

This declaration I~
is directed to- Iil The attached application, or

|:| United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

lan MaCLf__O,E— A Date (Optional) :
S AW

Inventor:

Signature;

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Doc Code: PA..

. PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 82,318

I:l | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:

OR
Firm or
Individual Name

Address

City | state | Zip
Country

Telephone | Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

QOMPLX LLC

|:| Inventor or Joint Inventor (title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent
The undersigned (whoseitle ig supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature \.}M&m Wt’wﬂ, | Date (Optional) |
Name gAason Crabtree
Title CEO

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Attorney Docket Number | 15386FT

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Jason Crabtree

Residence Information (Select One) (o) US Residency () Non US Residency () Active US Military Service

City | Vienna State/Province | VA Country of Residencd | US

Mailing Address of Inventor:

Address 1 10208 Westford Drive

Address 2

City Vienna | State/Province VA

Postal Code 22182 | Countryi us

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Andrew Sellers

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service

City | Monument State/Province | CO | Country of Residencé | US

Mailing Address of Inventor:

Address 1 16258 Windsor Creek Dr.

Address 2

City Monument | State/Province CO

Postal Code 80132 | Countryi us

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
lan MacLeod

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service
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Attorney Docket Number | 15386FT

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

City | Arlington State/Province |VA |Country of Residencd us

Mailing Address of Inventor:

Address 1 520 25th St. S

Address 2

City Arlington | State/Province | VA
Postal Code | 22202 | Countryi us

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 82318

Email Address uspto@galvinpatentlaw.com

Application Information:

Title of the Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Attorney Docket Number| 15386FT Small Entity Status Claimed [ ]

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 11 Suggested Figure for Publication (if any) | 1

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). )
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country B

filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

[] 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

15386FT

Application Number

Title of Invention

CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer

Number will be used for the Representative Information during processing.

Please Select One:

(® Customer Number

(O US Patent Practitioner

O Limited Recognition (37 CFR 11.9)

Customer Number

82318

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.
Prior Application Status | Pending
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of 18464623 2023-09-11
Prior Application Status | Patented
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
18464623 Continuation of 17539137 2021-11-30 11757872 2023-09-12
Prior Application Status | Patented
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17539137 Continuation of 16856827 2020-04-23 11218474 2022-01-04
Prior Application Status | Patented
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16856827 Continuation of 15790860 2017-10-23 10742647 2020-08-11
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15790860 Claims beneéfit of provisional 62574708 2017-10-19
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

15386FT

Application Number

Title of Invention

CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Prior Application Status | Abandoned
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15790860 Continuation in part of 15616427 2017-06-07
Prior Application Status | Abandoned
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15616427 Continuation in part of 14925974 2015-10-28
Prior Application Status | Patented
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15790860 Continuation in part of 15237625 2016-08-15 10248910 2019-04-02
Prior Application Status | Abandoned
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15237625 Continuation in part of 15206195 2016-07-08

Prior Application Status | Abandoned :
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15206195 Continuation in part of 15186453 2016-06-18
Prior Application Status | Abandoned
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15186453 Continuation in part of 15166158 2016-05-26
Prior Application Status | Patented
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15166158 Continuation in part of 15141752 2016-04-28 10860962 2020-12-08
Prior Application Status | Patented
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15141752 Continuation in part of 15091563 2016-04-05 10204147 2019-02-12
Prior Application Status | Patented
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15141752 Continuation in part of 14986536 2015-12-31 10210255 2019-02-19
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. . Attorney Docket Number | 15386FT
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Prior Application Status | Abandoned

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15141752 Continuation in part of 14925974 2015-10-28

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)i the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code! (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number | 15386FT

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | 15386FT

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(® Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here.

Organization Name QOMPLX LLC

Mailing Address Information For Applicant:

Address 1 1900 Reston Metro Plaza

Address 2 Ste. 600

City Reston State/Province VA
Country | Us Postal Code 20190
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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. . Attorney Docket Number | 15386FT
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here.

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/BRIAN R. GALVIN/ Date (YYYY-MM-DD)| 2024-09-13

First Name | Brian Last Name | Galvin Registration Number | 50966

Additional Signature may be generated within this form by selecting the Add button.
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Attorney Docket Number | 15386FT

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Invention

As the below named inventor, | hereby declare that:

This declaration I~
is directed to- Iil The attached application, or

|:| United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor:

A

Andrew Sellgrs Date (Optional) :

Signature;

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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A\ UNITED STATES PATENT AND TRADEMARK OFFIGE
N

S

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

‘www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
18/885,474 09/13/2024 3300 15386FT 30 4
CONFIRMATION NO. 8502
82318 FILING RECEIPT

RSN I

2916 NW Bucklin Hill Road
Suite 485
Silverdale, WA 98383

Date Mailed: 09/26/2024

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Jason Crabtree, Vienna, VA;
Andrew Sellers, Monument, CO;
lan MacLeod, Arlington, VA;
Applicant(s)
QOMPLX LLC, Reston, VA;

Power of Attorney: The patent practitioners associated with Customer Number 82318

Domestic Priority data as claimed by applicant

This application is a CON of 18/464,623 09/11/2023
which is a CON of 17/539,137 11/30/2021 PAT 11,757,872
which is a CON of 16/856,827 04/23/2020 PAT 11,218,474
which is a CON of 15/790,860 10/23/2017 PAT 10,742,647
which claims benefit of 62/574,708 10/19/2017

and is a CIP of 15/616,427 06/07/2017 ABN
which is a CIP of 14/925,974 10/28/2015 ABN

and said 15/790,860 10/23/2017 is a CIP of 15/237,625 08/15/2016 PAT 10,248,910
which is a CIP of 15/206,195 07/08/2016 ABN
which is a CIP of 15/186,453 06/18/2016 ABN
which is a CIP of 15/166,158 05/26/2016 ABN
which is a CIP of 15/141,752 04/28/2016 PAT 10,860,962
which is a CIP of 15/091,563 04/05/2016 PAT 10,204,147

and is a CIP of 14/986,536 12/31/2015 PAT 10,210,255
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and is a CIP of 14/925,974 10/28/2015 ABN

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/24/2024
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 18/885,474
Projected Publication Date: 01/02/2025
Non-Publication Request: No

Early Publication Request: No
Title

CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.
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Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at hitp://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 18/885,474
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
27 OFR 1.16(a), (b), or (c)) N/A N/A N/A N/A 320
SEARCH FEE
27 GFR 116K, (), or (m)) N/A N/A N/A N/A 700
EXAMINATION FEE
(27 GFR 1.16(0), (p), or (@) N/A N/A N/A N/A 800
T GLAIMS 30  minus20-|" 10 OR [x 100 - 1000
I(217DCEFFF,E.’\1‘3I1E))’\IT CLAIMS 4 minus 3 - | 1 x 480 - 480
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 0
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 3300
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE(®) FEE($)
E AMENDMENT PAID FOR
i Total . i - =
= @7 ch ?.160)) Minus X = OR |«x =
[m] 7 - =
E (:I;g%erRe? .?g(nht)) s x = OR |x =
<§E Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE(®) FEE($)
E AMENDMENT PAID FOR
L Total * Minus ** = X =
= (a7 ch ?.160)) OR |« =
% Independent * Minus |+ = % - OR |«x =
w | ©rcerr1160y)
<§E Application Size Fee (37 CFR 1.16(s))
R
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) o
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

boxincolumn 1
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United States Patent and Trademark Office

Under Sacretary of Commerce for intellectual Property and
Director of the United States Pafent and Trademark Office

WELCOMETO THE UNITED STATES PATENT AND TRADEMARK OFFICE (USPTO)

Congratulations on taking the first step to prolect your invention. You can now advertise or mark any products
covered by this application for your invention as “Patent Pending” for as long as this epplication is pending!

We are here to help you on the rest of your journey.

New to the process? The Patent Basics page will take vou from Contact us:

“What is a patent?” to assistance with the application process. s General information: USPTO Contact Center

*  www.usplo.gov/PaleniBasics - www.uspto.gov/heip

*  Patent Center
Patent Electronic Business Center
- www.uspto.gov/EBC

Consider cost savings. You might qualify for small entity or
micro entity status, which means a discount on most USPTO
patent fees.
o www,uspto.gov/ EntityStatus = Pre or post-examination: Application Assistance Unit
- www.uspto.gov/PatentAssistance
Become a registered electronic filer (eFiler). You'll gain access

L e ~ ) ) - \ oe?
to the full capabilities of Patent Center. As a registerad eFiler, Want to learn more

vou ean electronically view your submission, track the progress ~ * Aceess our free services all in one spot. Find all of our
of your application, and respond to USPTO correspondence. coniact centers, nationwide services, evenis, aducation,

and training.
- www.uspto.gov/ FreeServices

= www.uspio.gov/NewPatentFilers

Learn how to identify which of your creative ideas might be
intellectual property assets and how to protect them by using
tha USPTO intellectual Property (IP) Identifier,

«  Connect with us on Instagram, Linkedin, Twitter,
Facebook, and YouTube,

° ipidentifier.uspto.gov »  Hear about resources for startups, inventors, and
Wa also provide Pro Se Assistance, support specifically entrapreneurs, as well as our initiatives engaging women,
gearaed for independent inventors without an attorney or the military community, and others. These programs offer
agent. Follow the link below, call us at B&6-767-3R4E, or emnail helpful tips and tricks on identifying and managing your P
prosaassistancecenter@uspto.gov. finding options for funding, and expanding your network to
= www.usplto.gov/ProSePatents support your business.

- www.usplo.gov/startups
Mead help near you? We hava regional offices across the
country, as well as Patent and Trademark Rescurce Centers in
libraries in nearly every state, with specialists standing by 1o - www.uspto.gov/initiatives
help you at no cost.

- www.uspto.gov/inventors

) = We hope you connect with us by subscribing to receive
¢ N ] N . o
www.uspto.gov/locations important notifications by amaii.

* WWW.uspio.gov/ptrc - www.uspto.gov/subscribe

. 0 7 r
o Vidal_ Y Y

Kathi Vidal Derrick Brent
Under Secretary of Commerce for Intellectual Property and Deputy Under Secretary of Commerce for Intellectual Property and
Director of the United States Patent and Trademark Office Deputy Director of the United States Patent and Trademark Cffice

Page 82 of 295



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
18/885,474 09/13/2024 15386FT 8502
82318 70 10/22/2024 | EXAMINER
Brian Galvin
Galvin Patent Law LLC CENTRAL, DOCKET
2916 NW Bucklin Hill Road
Suite 485 | ART UNIT | PAPER NUMBER
Silverdale, WA 98383 OPAP
| NOTIFICATION DATE | DELIVERY MODE
10/22/2024 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

USPTO@GALVINPATENTLAW.COM

eofficeaction@appcoll.com

PTOL-90A (Rev. 04/07)

Page 83 of 295



Application No. Applicant(s)
18/885,474 Crabtree et al.
Decision Granting Request for
Prioritized Examination (Track /) Examiner Art Unit AIA (FITF) Status
CHERYL P GIBSON OPET Yes
BAYLOR

1. THE REQUEST FILED 13 September 2024 IS GRANTED .

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track ).
B. (J for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendmen mend th lication ntain more than f
independent claims. more than thirty total claims , or a multiple dependent claim;

filing a request for continued examination ;
filing a notice of appeal;

filing a request for suspension of action;
mailing of a notice of allowance;

mailing of a final Office action;

r o mmo o

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to CHERYL GIBSON BAYLOR at
(571)272-3213. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

{CHERYL GIBSON BAYLOR/
Paralegal Specialist, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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Doc Code: P.AS.V

Document Description: Patents Assignment Verification request

PTO/SB/460 (08-24)

PATENT APPLICATION FILE

CERTIFICATION AND REQUEST TO PLACE THE PATENT ASSIGNMENTABSTRACT OF TITLE INTO THE

Jason Crabtree

Practitioner Docket No.: Application No.: Filing Date:
15386FT 18/885,474 September 13, 2024
First Named Inventor: Title:

CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

APPLICANTHEREBY CERTIFIES THE FOLLOWING AND REQUESTS THAT THE USPTO PLACE THE
PATENT ASSIGNMENTABSTRACT OF TITLE INTO THE ABOVE-IDENTIFIED PATENT APPLICATION

/BRIAN R. GALVIN/

November 1, 2024

FILE.

1. This form is being filed by a practitioner or the applicant for this application.

2. This form is being transmitted by electronic mail to RecordedissignmentPlacerment @ uspto. gov.

3. This patent application is not open to the public.

4. Recognizing that Internet communications are not secure, | hereby authorize the USPTO to
communicate with the undersigned and practitioners in accordance with 37 CFR 1.33 and
37 CFR 1.34 concerning any subject matter of this application by video conferencing, instant
meassaging, or electronic mail. | understand that a copy of these communications will be made
of record in the application file.

5. The undersigned reguests that the Patent Assignment Abstract of Title for this application be
paced into the patent application file.

Signature Date Practitioner Registration No.

50,966

Name (Print/Typed)

Brian R. Galvin

Telephone Number

(360) 674-6233

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

* Total of 1 forms are submitted.
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PrivacyAct Statement

The Privacy Act of 1974 (P.L. 93-579)requires thatyou be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patentand
Trademark Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s
system ofrecordsis used to manage all applicantand ownerinformation including name, citizenship,
residence, postoffice address, and otherinformation with respectto inventors and theirlegal representatives
pertaining to the applicant's/owner’s activities in connection with the invention forwhich a patentis soughtor
has been granted. The applicable Privacy Act System of Records Notice forthe information collected in this
form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Registerat78 FR 19243
(March 29, 2013), hifps fiwww govindo goviconientiokg/FR-2013-03-28/pdf2013-07 34 1 .pdf.

Routine uses ofthe information in this record may include disclosure to: 1) law enforcement, in the eventthat
the system ofrecordsindicates a violation or potential violation of law; 2) a federal, state,local, or international
agency,inresponse to its request; 3) a contractorofthe USPTO having need forthe information in order to
perform a contract; 4) the Departmentof Justice for determination of whetherthe Freedom of Information Act
(FOIA) requires disclosure of the record;5) a Member of Congress submitting a requestinvolving an individual
to whom the record pertains, when the individual has requested the Member’s assistance with respectto the
subjectmatter of the record; 6) a court, magistrate, oradministrative tribunal, in the course of presenting
evidence, including disclosures to opposing counsel in the course of settlementnegotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection ofrecords
conducted by GSA under authority of44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and
any other relevant(i.e., GSA or Commerce) directive, where such disclosure shall notbe used to make
determinations aboutindividuals; 8) another federal agency for purposes of National Security review (35 U.SC.
181) and forreview pursuantto the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel
Management(OPM) for personnel research purposes; and 10) the Office of Managementand Budget (OMB)
forlegislative coordination and clearance.

If you do not furnish the information requested on this form,the USPTO maynotbe able to process and/or

examine your submission,which mayresultin termination of proceedings, abandonment of the application,
and/or expiration of the patent.
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Application/Control No.

Applicant(s)/Patent Under

18/885,474 Reexamination
. . Crabtree et al.
Notice of References Cited Exarminer AT URT
SHARIF E ULLAH 2495 Page 1 0f 5
U.S. PATENT DOCUMENTS
Document Number Date I -

Country Code-Number-Kind Code YYYY-MM-DD Name CPC Classification US Classification
A | US-20160006629-A1 2016-01-07 lanakiev; George GO06F21/85 709/224
B | US-20140359552-A1 2014-12-04 Misra; Prateep HO4L67/12 717100
C | US-7171515-B2 2007-01-30 Ohta; Yoshiyuki GO6F12/127 711/E12.076
D | US-20050000165-A1 2005-01-06 Dischinat, Greg E0BB7/23 49/496.1
E | US-6256544-B1 2001-07-03 Weissinger; Wolfgang G05B19/0421 700/1
F | US-20160275123-A1 2016-09-22 LIN; WUJUAN GO6F9/5083 MM
G | US-20150020199-A1 2015-01-15 Neil; Joshua Charles H04L63/1408 726123
H | US-20130117852-A1 2013-05-09 Stute; Michael Roy H04L63/1425 726123
| US-20070226796-A1 2007-09-27 Gilbert; Logan GO6F21/577 726125
J | US-20130111592-A1 2013-05-02 ZHU; Fang Julie GO6F21/577 726125
K | US-10846391-B1 2020-11-24 Bonney; Jordan C. G06V40/70 MM
L | US-10643144-B2 2020-05-05 Bowers; Stuart Michael GOBN20/00 MM
M | US-10333992-B2 2019-06-25 Kinder; Ross R. H04L63/1416 171

FOREIGN PATENT DOCUMENTS
Document Number Date -

Country Code-Number-Kind Code YYYY-MM-DD Country Name CPC Classification
N
O
P
Q
R
S
T

NON-PATENT DOCUMENTS
Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U
\
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in YYYY-MM-DD format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 11-2023)

Notice of References Cited

Part of Paper No. 20241102
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Noftice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

18/885,474 Reexamination
Crabtree et al.
Examiner Art Unit
SHARIF E ULLAH 2495 Page 2 of 5

U.S. PATENT DOCUMENTS

Countzoggg‘fﬁ:gbf:sﬁg Code YYY\?-aI\t/IeM-DD Name CPC Classification US Classification
A | US-10270748-B2 2019-04-23 Briceno; Marc HO4L9/006 171
B | US-10216485-B2 2019-02-26 Misra; Prateep HO4L67/10 171
C | US-10210246-B2 2019-02-19 Stojanovic; Alexander Sasha G06Q30/02 1M
D | US-10044726-B2 2018-08-07 Dulkin; Andrey HO04163/1441 171
E | US-10191768-B2 2019-01-29 Bishop; Elden Gregory GOB6F9/4881 171
F | US-20180082304-A1 2018-03-22 Summerlin; William Christopher G06Q20/3229 171
G | US-9774522-B2 2017-09-26 Vasseur; Jean-Philippe HO4L41/16 171
H | US-9652538-B2 2017-05-16 Shivaswamy; Gurudatta Horantur HO4N7/16 MM
I | US-9560065-B2 2017-01-31 Neil; Joshua Charles HO04163/1425 171
J | US-20170090893-A1 2017-03-30 Aditya; Abhimanyu GO6F8/51 171
K | US-9558220-B2 2017-01-31 Nixon; Mark J. G05B19/042 171
L | US-9400962-B2 2016-07-26 Prasad; Mukul Ranjan G06Q10/06 171
M | US-9466041-B2 2016-10-11 Simitsis; Alkiviadis G06Q10/0633 171
FOREIGN PATENT DOCUMENTS
Countlrjyoc(:::g«m:n’:lbtmﬁg code | YYYY MM.DD Country Name CPC Classification
N
o
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in YYYY-MM-DD format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office

PTO-892 (Rev. 11-2023) Notice of References Cited

Part of Paper No. 20241102
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Noftice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

18/885,474 Reexamination
Crabtree et al.
Examiner Art Unit
SHARIF E ULLAH 2495 Page 3 of 5

U.S. PATENT DOCUMENTS

Countzoggg‘fﬁ:gbf:sﬁg Code YYY\?-aI\t/IeM-DD Name CPC Classification US Classification

A | US-9256735-B2 2016-02-09 Stute; Michael Roy HO04163/1425 171

B | US-20160012235-A1 2016-01-14 Lee; Thomas Elliott G06F21/6218 726/25
* | ¢ | US-20150319156-A1 2015-11-05 GUCCIONE; Louis J. HO4L63/083 72617
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(cyber$1security) USOCR; FPRS; EPO; 01:40 PM
JPO; DERWENT;
IBM_TDB)
L19 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
planning) USOCR; FPRS; EPO; 01:40 PM
JPO; DERWENT;
IBM_TDB)
L20 624 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
planning) USOCR; FPRS; EPO; 01:41 PM
JPO; DERWENT;
IBM_TDB)
L21 5 L20 and (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
(cyber$1security) USOCR; FPRS; EPO; 01:41 PM
JPO; DERWENT;
IBM_TDB)
L22 5 L21 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
(G06Q30/0202 OR USOCR; FPRS; EPO; 01:41 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L23 8283 726/2.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)
L24 2933 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2018/11/26
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USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L25 361 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L26 5002 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L27 926 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L28 1754 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L29 3070 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L30 351 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:03 PM
JPO; DERWENT;
IBM_TDB)

L31 134 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L32 0 L21 and L23 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L33 0 L21 and L24 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L34 0 L21 and L25 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L35 0 L21 and L26 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L36 0 L21 and L27 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)

L37 0 L21 and L28 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
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JPO; DERWENT;
IBM_TDB)
L38 0 L21 and L29 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)
L39 0 L21 and L30 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:04 PM
JPO; DERWENT;
IBM_TDB)
L40 0 L21 and L31 (US-PGPUB; USPAT; [OR OFF OFF 2018/11/26
USOCR; FPRS; EPO; 02:05 PM
JPO; DERWENT;
IBM_TDB)
L41 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2018/11/26
359552"|"20160006629 02:07 PM
"|"71715615").PN.
L48 32 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L49 12163 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L50 9487 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L51 32 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L52 74 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
crabtree).inv. USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L53 0 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
industries).as. USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L54 54 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L55 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L56 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
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L57 18 L48 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

series).cim. USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L58 1 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L59 3885161 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L60 1 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L61 21 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
triage with analysis) USOCR; FPRS; EPO; 01:59 PM

JPO; DERWENT;
IBM_TDB)

L62 0 L61 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

near2 planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L63 1 L61 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
attack$5) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L64 1 L61 and (cybersecurity) [(US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L65 1 L61 and (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

(cyber$1security) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L66 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L67 646 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L68 5 L67 and (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

(cyber$1security) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L69 5 L68 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 01:59 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
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G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
HO04L63/1425 OR
HO04L63/1441).CPC.)
L70 8322 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L71 2948 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L72 365 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L73 5033 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L74 938 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L75 1772 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L76 3084 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L77 354 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L78 134 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L79 0 L68 and L70 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L8O 0 L68 and L71 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L81 0 L68 and L72 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
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JPO; DERWENT;
IBM_TDB)
L82 0 L68 and L73 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L83 0 L68 and L74 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L84 0 L68 and L75 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L85 0 L68 and L76 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L86 0 L68 and L77 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L87 0 L68 and L78 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L88 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
359552"|"20160006629 01:59 PM
"|"71715615").PN.
L95 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L96 12835 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L97 9918 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L98 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L99 88 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
crabtree).inv. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L100 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
industries).as. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
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L101 56 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L102 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L103 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L104 20 L95 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
series).cim. USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L105 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L106 4018664  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L107 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L108 23 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
triage with analysis) USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L109 0 L108 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

near2 planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L110 2 L108 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/21

attack$5) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L111 2 L108 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

(cybersecurity) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L112 2 L108 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L113 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L114 681 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
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planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L115 7 L114 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L116 6 L115 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(G06Q30/0202 OR USOCR; FPRS; EPO; 11:40 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L117 8466 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L118 2992 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L119 375 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L120 5135 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L121 963 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L122 1821 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L123 3147 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L124 359 380/264.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L125 136 380/276.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
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USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L126 0 L115 and L117 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L127 0 L1156 and L118 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L128 0 L1156 and L119 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L129 0 L1156 and L120 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L130 0 L1156 and L121 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L131 0 L1156 and L122 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L132 0 L1156 and L123 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L133 0 L1156 and L124 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L134 0 L1156 and L125 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L135 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21

359552"|"20160006629 11:40 PM
"|"71715615").PN.

L136 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L137 12835 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L138 9918 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
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IBM_TDB)

L139 34 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L140 88 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
crabtree).inv. USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)
L141 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
industries).as. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L142 56 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L143 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L144 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L145 20 L136 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

series).cim. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L146 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L147 4018664  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L148 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L149 23 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
triage with analysis) USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L150 0 L149 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

near2 planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L151 2 L149 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
attack$5) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
11/02/2024 06:56:54 PM Page 11 of 43

Workspace: 18885474

Page 114 of 295

SU




L152 2 L149 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cybersecurity) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L153 2 L149 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L154 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L155 681 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L156 7 L155 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L157 6 L156 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(G06Q30/0202 OR USOCR; FPRS; EPO; 11:40 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L158 8466 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L159 2992 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L160 375 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L161 5135 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L162 963 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
11/02/2024 06:56:54 PM Page 12 of 43

Workspace: 18885474

Page 115 of 295

SU




L163 1821 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L164 3147 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L165 359 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L166 136 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L167 0 L156 and L1568 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L168 0 L156 and L159 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L169 0 L156 and L160 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L170 0 L156 and L161 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L171 0 L156 and L162 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L172 0 L156 and L163 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L173 0 L156 and L164 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L174 0 L156 and L165 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L1756 0 L156 and L166 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L176 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
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359552"|"20160006629 11:40 PM
""7171515").PN.

L177 23 L99 and (time near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

series).clm. USOCR; FPRS; EPO; 11:57 PM
JPO; DERWENT;
IBM_TDB)

L178 11 L99 and ((time near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
series) with USOCR; FPRS; EPO; 11:57 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L179 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) |OR OFF OFF 2019/06/22
44" .PN. 12:07 AM
L180 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 12:16 AM
JPO; DERWENT;
IBM_TDB)

L181 6 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 12:17 AM
JPO; DERWENT;
IBM_TDB)

L182 8 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:08 AM
JPO; DERWENT;
IBM_TDB)

L183 3 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:09 AM
JPO; DERWENT;
IBM_TDB)

L184 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2019/06/22
US-20140359552-$ or 01:27 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
$ or US-6256544-$).did.

L185 0 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
traffice with monitor$s) [USOCR; FPRS; EPO; 01:28 AM

JPO; DERWENT;
IBM_TDB)

L186 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22

traffic with monitor$5) [USOCR; FPRS; EPO; 01:28 AM
JPO; DERWENT;
IBM_TDB)

L187 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
traffic with (scan$56 or [USOCR; FPRS; EPO; 01:28 AM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L188 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
(flow$1 or traffic) with USOCR; FPRS; EPO; 01:28 AM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L189 1 L184 and (network (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
near3 (scan$s or USOCR; FPRS; EPO; 01:29 AM
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monitor$5)) JPO; DERWENT;
IBM_TDB)

L190 5 L184 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22
or threshold$1 or USOCR; FPRS; EPO; 01:31 AM
limit$1) JPO; DERWENT;

IBM_TDB)

L191 1 L184 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:41 AM
JPO; DERWENT;
IBM_TDB)

L192 6 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L193 3 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L194 10 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
US-20140359552-$ or |DERWENT) 01:42 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L195 2 L194 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L196 260473 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 01:44 AM
JPO; DERWENT;
IBM_TDB)

L209 260955 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 01:46 AM
JPO; DERWENT;
IBM_TDB)

L210 596 L209 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
access$6 with USOCR; FPRS; EPO; 01:46 AM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L211 330 L210 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
@ad<"20151028" USOCR; FPRS; EPO; 01:46 AM

JPO; DERWENT;
IBM_TDB)

L212 7 L211 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
(security or threat) with |USOCR; FPRS; EPO; 01:47 AM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
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or application$1 or
program$1))

L213 0 L212 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22
connection) USOCR; FPRS; EPO; 01:48 AM

JPO; DERWENT;
IBM_TDB)

L214 1 L212 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22

media) USOCR; FPRS; EPO; 01:48 AM
JPO; DERWENT;
IBM_TDB)

L215 11 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2019/12/16
US-20140359552-$ or |DERWENT) 01:05 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L216 0 L215 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/12/16
(verification or USOCR; FPRS; EPO; 01:05 AM
authentication)) JPO; DERWENT;

IBM_TDB)

L217 0 L215 and (score$1 (US-PGPUB; USPAT; |OR OFF OFF 2019/12/16
same (verification or USOCR; FPRS; EPO; 01:05 AM
authentication)) JPO; DERWENT;

IBM_TDB)

L218 2 L215 and ((verification [(US-PGPUB; USPAT; [OR OFF OFF 2019/12/16

or authentication)) USOCR; FPRS; EPO; 01:06 AM
JPO; DERWENT;
IBM_TDB)
L219 10 L215 and (access$4 or [(US-PGPUB; USPAT; [OR OFF OFF 2019/12/16
permission$1) USOCR; FPRS; EPO; 01:06 AM

JPO; DERWENT;
IBM_TDB)

L220 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L221 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L222 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L223 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
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L224 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L225 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L226 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L227 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L228 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L229 27 L220 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L230 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L231 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L232 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L233 25 ((real near2 time) with | (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L234 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L235 2 L233 and (cyber near3 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L236 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cybersecurity) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L237 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
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(cyber$1security) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L238 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L239 748 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L240 8 L239 and (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L241 7 L240 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:28 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L242 8604 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L243 3036 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L244 384 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L245 5181 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L246 973 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L247 1850 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L248 3222 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
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USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L249 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L250 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L251 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L252 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L253 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L254 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L255 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L256 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L257 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L258 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L259 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L260 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31

359552"|"20160006629 02:28 PM
"|"71715615").PN.

L261 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
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IBM_TDB)

L262 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L263 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L264 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L265 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)
L266 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L267 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L268 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L269 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L270 27 L261 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

series).clm. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L271 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L272 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L273 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L274 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)
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L275 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
near2 planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L276 2 L274 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
attack$5) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L277 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cybersecurity) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L278 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L279 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L280 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L281 8 L280 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L282 7 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:29 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L283 8604 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L284 3036 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L285 384 726/36.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
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L286 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L287 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L288 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L289 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L290 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L291 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L292 0 L281 and L283 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L293 0 L281 and L284 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L294 0 L281 and L285 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L295 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L296 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L297 0 L281 and L288 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L298 0 L281 and L289 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L299 0 L281 and L290 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
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USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L300 0 L281 and L291 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L301 4 ("20050000165"|'20140 | (US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
359552"|"20160006629 02:29 PM
""7171515").PN.
L302 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L303 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L304 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L305 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L306 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)
L307 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L308 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L309 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L310 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L311 27 L302 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

series).clm. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L312 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time near2 triage [JPO; DERWENT,;
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near2 analysis)) IBM_TDB)

L313 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L314 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L315 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)

L316 0 L315 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L317 2 L315 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L318 2 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L319 2 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L320 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L321 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L322 8 L321 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L323 7 L322 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:29 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
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HO04L63/1441).CPC.)

L324 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L325 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L326 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L327 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L328 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L329 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L330 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L331 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L332 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L333 0 L322 and L324 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L334 0 L322 and L325 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L335 0 L322 and L326 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L336 0 L322 and L327 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
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L337 0 L322 and L328 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L338 0 L322 and L329 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L339 0 L322 and L330 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L340 0 L322 and L331 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L341 0 L322 and L332 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L342 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
359552"|"20160006629 02:29 PM
"|"71715615").PN.
L343 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L344 14367 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L345 9800 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L346 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L347 125 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L348 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L349 68 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L350 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
11/02/2024 06:56:54 PM Page 26 of 43

Workspace: 18885474

Page 129 of 295

SU




JPO; DERWENT;
IBM_TDB)

L351 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L352 27 L343 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L353 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L354 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L355 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L356 25 ((real near2 time) with | (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L357 0 L356 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L358 2 L356 and (cyber near3 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L359 2 L356 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L360 2 L356 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L361 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L362 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L363 8 L362 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)
L364 7 L363 AND ( (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:30 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
HO04L63/1425 OR
HO04L63/1441).CPC.)
L365 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L366 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L367 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L368 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L369 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L370 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L371 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L372 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L373 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L374 0 L363 and L365 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)

L375 0 L363 and L366 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L376 0 L363 and L367 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L377 0 L363 and L368 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L378 0 L363 and L369 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L379 0 L363 and L370 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L380 0 L363 and L371 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L381 0 L363 and L372 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L382 0 L363 and L373 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L383 4 ("20050000165"|"20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
359552""20160006629 02:30 PM
""7171515").PN.

L384 30 L306 and (time near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L385 13 L306 and ((time near2 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
series) with USOCR; FPRS; EPO; 02:30 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L386 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
44").PN. 02:30 PM
L387 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L388 6 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)

L389 8 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L390 3 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L391 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
US-20140359552-$ or 02:30 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
$ or US-6256544-$).did.

L392 0 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
traffice with monitor$s) [USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L393 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

traffic with monitor$5) [USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L394 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
traffic with (scan$56 or [USOCR; FPRS; EPO; 02:30 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L395 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(flow$1 or traffic) with USOCR; FPRS; EPO; 02:30 PM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L396 1 L391 and (network (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
near3 (scan$s or USOCR; FPRS; EPO; 02:30 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L397 5 L391 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
or threshold$1 or USOCR; FPRS; EPO; 02:30 PM
limit$1) JPO; DERWENT;

IBM_TDB)

L398 1 L391 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L399 6 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L400 3 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L401 10 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
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US-20140359552-$ or |DERWENT) 02:30 PM

US-20050000165-$ or

US-20160275123-$ or

US-20150020199-$ or

US-20130117852-$ or

US-20070226796-

$).did. or (US-7171515-

$ or US-6256544-$).did.

or (US-20070226796-

$).did.

L402 2 L401 and (score$1) (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L403 288969 (network near3 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 02:31 PM

JPO; DERWENT;
IBM_TDB)

L404 288969 (network near3 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L405 703 L404 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
access$6 with USOCR; FPRS; EPO; 02:31 PM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L406 338 L405 and (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
@ad<"20151028" USOCR; FPRS; EPO; 02:31 PM

JPO; DERWENT;
IBM_TDB)

L407 7 L406 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(security or threat) with [USOCR; FPRS; EPO; 02:31 PM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
or application$1 or
program$1))

L408 0 L407 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

connection) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L409 1 L407 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

media) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L410 11 (US-20160006629-$ or [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
US-20140359552-$ or |DERWENT) 02:31 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
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or (US-20070226796-
$).did.

L411 0 L410 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
(verification or USOCR; FPRS; EPO; 02:31 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L412 0 L410 and (score$1 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
same (verification or USOCR; FPRS; EPO; 02:31 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L413 2 L410 and ((verification [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

or authentication)) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)
L414 10 L410 and (access$4 or [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
permission$1) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)
L415 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:39 PM
JPO; DERWENT;
IBM_TDB)
L416 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L417 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L418 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L419 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L420 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L421 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L422 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L423 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
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IBM_TDB)

L424 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L425 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L426 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L427 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L428 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L429 2 L233 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L430 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L431 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L432 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L433 8 L239 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L434 7 L240 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:40 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
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HO04L63/1441).CPC.)

L435 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L436 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L437 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L438 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L439 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L440 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L441 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L442 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L443 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L444 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4456 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L446 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L447 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
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L448 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L449 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L450 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L451 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L452 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L453 14367 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L454 9800 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4556 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L456 125 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L457 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

industries).as. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L458 68 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L459 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L460 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L461 2 ((predictive near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
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planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L462 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L463 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L464 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L465 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L466 2 L274 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L467 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L468 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L469 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L470 8 L280 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L471 7 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:40 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)

G06Q10/067 OR

G06Q30/0201 OR

G06Q30/0205 OR

G06Q40/06 OR

G06Q40/08 OR

GO6N5/04 OR

GO6N7/005 OR

GO6N99/005 OR

H04L63/1425 OR

H04L63/1441).CPC.)
L472 8604 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
11/02/2024 06:56:54 PM Page 36 of 43

Workspace: 18885474

Page 139 of 295

SU




USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L473 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L474 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4756 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L476 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L477 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L478 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L479 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L480 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L481 0 L281 and L283 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L482 0 L281 and L284 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L483 0 L281 and L285 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L484 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L485 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
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JPO; DERWENT;
IBM_TDB)

L486 0 L281 and L288 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L487 0 L281 and L289 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L488 0 L281 and L290 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L489 0 L281 and L291 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L490 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L491 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L492 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L493 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)
L494 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L495 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L496 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L497 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L498 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
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L499

L500

L501

L502

L503

L504

L505

L506

L507

L508

412

45

42

17

19

44

near2 analysis))
"18885474"

(jason near2
crabtree).inv.

L500 AND (receive
near2 request$1).clm.

L501 AND (time near2
series)

L501 AND (time near2
series).cim.

L500 AND (additional
near?2 verification).clm.

L500 AND
(historical).clm.

L505 AND
(authenticat$6).clm.

"17106479"

("10044726" OR
"10191768" OR
"10210246" OR
"10216485" OR
"10270748" OR
"10333992" OR
"10643144" OR
"10846391" OR
"20050165822" OR
"20110307467" OR
"20140324521" OR
"20150319156" OR
"20160006629" OR
"20160012235" OR
"20170090893" OR
"20180082304" OR
"6477572" OR
"6857073" OR
"7139747" OR
"7227948" OR
"7310632" OR
"7322044" OR
"7530105" OR
"7546333" OR
"7685296" OR
"7818224" OR
"7818417" OR
"7925561" OR
"8069190" OR
"8346753" OR
"8457996" OR
"8751867" OR
"8832840" OR
"8949960" OR
"9069976" OR

IBM_TDB)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2024/11/01
05:52 PM

2024/11/01
06:04 PM

2024/11/01
06:04 PM

2024/11/01
06:05 PM

2024/11/01
06:05 PM

2024/11/01
06:10 PM

2024/11/01
06:10 PM

2024/11/02
04:00 PM

2024/11/02
04:04 PM

2024/11/02
06:34 PM

11/02/2024 06:56:54 PM
Workspace: 18885474

Page 142 of 295

Page 39 of 43

SU




"9110706" OR
"9152727" OR
"9256735" OR
"9400962" OR
"9466041" OR
"9558220" OR
"9560065" OR
"9652538" OR
"9774522").pn.
L509 22 L281 AND ( (US-PGPUB; USPAT; [OR OFF OFF 2024/11/02
(G06Q30/0202 OR USOCR; FPRS; EPO; 06:39 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441 OR
H04L63/0861).CPC.)
PE2E SEARCH - Search History (Interference)
Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
N42 5257 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2018/11/26
near2 data).cim. 02:35 PM
N43 12 N42 and (computational [ (US-PGPUB; USPAT) |OR OFF OFF 2018/11/26
near2 graph$1).clm. 02:36 PM
N44 0 N43 and (US-PGPUB; USPAT) [OR OFF OFF 2018/11/26
(real$time).clm. 02:37 PM
N45 62 N42 and (network near2 | (US-PGPUB; USPAT) |OR OFF OFF 2018/11/26
traffic).cim. 02:38 PM
N46 10 N45 and pattern.cim. (US-PGPUB; USPAT) [OR OFF OFF 2018/11/26
02:38 PM
N47 14 N45 and pattern$1.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2018/11/26
02:38 PM
N89 5390 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
near2 data).cim. 01:59 PM
N90 12 N89 and (computational [ (US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
near2 graph$1).clm. 01:59 PM
N91 0 N90 and (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
(real$time).clm. 01:59 PM
N92 66 N89 and (network near2|(US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
traffic).cim. 01:59 PM
N93 11 N92 and pattern.cim. (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
01:59 PM
N94 15 N92 and pattern$1.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
01:59 PM
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N197 5699 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near2 data).cim. 11:40 PM
N198 13 N197 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(computational near2 11:40 PM
graph$1).clm.
N199 1 N198 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(real$time).clm. 11:40 PM
N200 73 N197 and (network (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near? traffic).cim. 11:40 PM
N201 12 N200 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/06/21
11:40 PM
N202 17 N200 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
pattern$1.cim. 11:40 PM
N203 5699 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near2 data).cim. 11:40 PM
N204 13 N203 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(computational near2 11:40 PM
graph$1).clm.
N205 1 N204 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(real$time).clm. 11:40 PM
N206 73 N203 and (network (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near? traffic).cim. 11:40 PM
N207 12 N206 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/06/21
11:40 PM
N208 17 N206 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
pattern$1.cim. 11:40 PM
N499 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:28 PM
N500 19 N499 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:28 PM
graph$1).clm.
N501 1 N500 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:28 PM
N502 83 N499 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:28 PM
N503 12 N502 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:28 PM
N504 18 N502 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:28 PM
N505 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:29 PM
N506 19 N505 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:29 PM
graph$1).clm.
N507 1 N506 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:29 PM
N508 83 N505 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:29 PM
N509 12 N508 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:29 PM
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N510 18 N508 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:29 PM
N511 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:31 PM
N512 19 N511 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:31 PM
graph$1).clm.
N513 1 N512 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:31 PM
N514 83 N511 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:31 PM
N515 12 N514 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:31 PM
N516 18 N514 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:31 PM
N517 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:31 PM
N518 19 N517 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:31 PM
graph$1).clm.
N519 1 N518 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:31 PM
N520 83 N517 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:31 PM
N521 12 N520 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:31 PM
N522 18 N520 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:31 PM
N523 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:40 PM
N524 19 N499 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:40 PM
graph$1).clm.
N525 1 N500 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:40 PM
N526 83 N499 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:40 PM
N527 12 N502 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:40 PM
N528 18 N502 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:40 PM
N529 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:40 PM
N530 19 N505 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:40 PM
graph$1).clm.
N531 1 N506 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:40 PM
N532 83 N505 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:40 PM
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N533 12 N508 and pattern.cim. |(US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
02:40 PM
N534 18 N508 and (US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
pattern$1.cim. 02:40 PM
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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following e-mail address(es):

USPTO@GALVINPATENTLAW.COM

eofficeaction@appcoll.com
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Application No. Applicant(s)

18/885,474 Crabtree et al.
Office Actlon Summary Examiner ArtUnit | AIA (FITF) Status
SHARIF E ULLAH 2495 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)@ Responsive to communication(s) filed on 09/13/24.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-30 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s)___is/are allowed.
7) Claim(s) 1-30 is/are rejected.
8) [0 Claim(s) ____is/are objected to.
9) (OJ Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0 The specification is objected to by the Examiner.
11)[ The drawing(s) filed on 09/13/24 is/are: a)¥) accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)lJ All b)) Some**  ¢)(J None of the:
1.(]) Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4y (] Other:

Paper No(s)/Mail Date 09/13/24.

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20241102
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Application/Control Number: 18/885,474 Page 2
Art Unit: 2495

DETAILED ACTION

Notice of Pre-AlA or AlA Status

The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Information Disclosure Statement
The information disclosure statement (IDS) submitted on 09/13/2024 is in compliance with the
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being considered by the
examiner.
Claim Rejections - 35 USC § 112
The following is a quotation of 35 U.S.C. 112(b):
(b) CONCLUSION.—The specification shall conclude with one or more claims particularly

pointing out and distinctly claiming the subject matter which the inventor or a joint
inventor regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:

The specification shall conclude with one or more claims particularly pointing out and

distinctly claiming the subject matter which the applicant regards as his invention.

Claims 11-17 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second paragraph,
as being indefinite for failing to particularly point out and distinctly claim the subject matter which the
inventor or a joint inventor (or for applications subject to pre-AlA35 U.S.C. 112, the applicant), regards
asthe invention. Claim 11 is a method claim that includes an “if” element. Itis unclear if the “if” element
is optional or required in this method.

Dependent claims 12-17 do not cure this deficiency and there are also rejected under 35 USC

112 (b).
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Application/Control Number: 18/885,474 Page3
Art Unit: 2495

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded
in public policy (a policy reflected in the statute) soas to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory double patenting rejection is appropriate where the conflicting claims are not
identical, but at least one examined application claim is hot patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have been obvious
over, the reference claim(s). See, e.g., Inre Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); Inre
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); /nre Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); Inre Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); in re Vogel, 422 F.2d 438, 164
USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

Atimely filed terminaldisclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be used to
overcome an actual or provisional rejection based on nonstatutory double patenting provided the
reference application or patent eitheris shown to be commonly owned withthe examined application,
or claims an invention made as a result of activities undertaken within the scope of a joint research
agreement. See MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AIA as explained in MPEP § 2159. See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for
applications not subject to examination under the first inventor to file provisions of the AlA. A terminal
disclaimer must be sighedin compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit

www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is filed
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Application/Control Number: 18/885,474 Page 4
Art Unit: 2495

determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A
web-based eTerminal Disclaimer may be filled out completely online using web-screens. AneTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.
For more information about eTerminal Disclaimers, refer to
ww.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

Claims 1-30 are provisionally rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-30 of copending Application No. 18/885510. Although the claims atissue are
not identical, they are not patentably distinct from each other because claims 1-30 of application
18/885510 contains every element of claims 1-30 of the instant application and thus anticipate the
claims of the instant application.

This is a provisional nonstatutory double patenting rejection because the patentably indistinct

claims have not in fact been patented.

Allowable Subject Matter

Claims 1-30 would be allowable if the applicant overcame the rejection(s) under Double

Patenting and 35 USC 112.
Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded of the
extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from
the mailing date of this action. Inthe event afirst reply is filed within TWO MONTHS of the mailing date

of this final action and the advisory action is hot mailed until afterthe end of the THREE-MONTH

Page 152 of 295



Application/Control Number: 18/885,474 Page 5
Art Unit: 2495

shortenedstatutory period, then the shortened statutory period will expire on the date the advisory
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing
date of the advisory action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the examiner
should be directedto SHARIF E ULLAH whose telephone number is (571)272-5453. The examiner can
normally be reached on Mon-Fri 7:00-5:30.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.
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Primary Examiner, Art Unit 2495
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New Applications Under 35 U.S.C. 111
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and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Art Unit: 2495 Examiner: Sharif E. Ullah
In Re: Jason Crabtree et al.
Case: 15386FT
Serial No.: 18/885,474
Filed: September 13, 2024
Subject: CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Commissioner for Patents
PO Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

Response A
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In the Claims
All of the claims standing for examination are reproduced below with appropriate status

indication.

1. (Currently amended) A computer system cemprising-a-memory—whereinthe-computersystem

ts configured to execute software instructions stored on nontransitory machine-readable storage

media, wherein the software instructions comprise instructions that:

receive a request to authenticate a client, wherein the request comprises an identifier and a
password,

store, in a multidimensional time-series database, information about the request,

determine whether the password corresponds to a user account identified by the identifier,

determine whether the-request-to-authenticate-the-client requires an additional verification is

required to grant access,

wherein determining whether the request-to-authenticate-the-eltent requires additional

verification is required to grant access comprises:

retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and

determining, based at least on the historical information, whether the user account is
associated with a previous access request to a network resource, wherein the previous
access request to the network resource is anomalous relative to a baseline profile of
access requests; and,

tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

select an additional verification method from a plurality of verification methods,
cause the client to be prompted to complete the additional verification method, and

determine whether the additional verification method has been completed correctly.
2. (Original) The computer system of claim 1, wherein the historical information about previous

access requests associated with the user account comprises historical information about previous

requests to authenticate, wherein the previous requests to authenticate comprise the identifier.
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3. (Currently amended) The computer system of claim 1, wherein determining whether the

requestto-authenticate-the-clientrequires additional verification is required to grant access

further comprises processing endpoint data from entities connected to the network.

4. (Currently amended) The computer system of claim 1, wherein determining whether the

requestto-authenticate-the-clientrequires additional verification is required to grant access

further comprises processing an external threat intelligence feed.

5. (Currently amended) The computer system of claim 1, wherein the furtherconfigured-to
exeeute software instructions stored-en-nontransitory-machine-readable storage-medta further

comprise instructions that:

tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

determine that a probable cyberattack is detected, and
provide an alert,

wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be provided to an administrator of the network.

6. (Original) The computer system of claim 5, wherein the alert further includes an indication of

where the probable cyberattack may have originated.

7. (Original) The computer system of claim 5, wherein the alert further includes an indication of

what enterprise information may be at risk in the probable cyberattack.

8. (Currently amended) The computer system of claim 1, wherein the furtherconfigured-to
exeeute software instructions stored-en-nontransitory-machine-readable storage-medta further

comprise instructions that:

deny the request [[if]] based on determining that the user identification and the password are

not associated with any user account, and
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deny the request [[if]] based on determining that the client failed[[s]] to complete the

additional verification method correctly.

9. (Original) The computer system of claim 1, wherein the computer system comprises a

plurality of physical computing machines.

10. (Original) The computer system of claim 1, wherein the computer system comprises a

plurality of virtual computing machines.

11. (Currently amended) A method implemented on a computer system connected to a network,
the method comprising:

receiving a request to authenticate a client, wherein the request comprises an identifier and a
password,

storing, in a multidimensional time-series database, information about the request,

determining whether the password corresponds to a user account identified by the identifier,

determining whether therequestto-authenticate-the-clientrequires an additional verification

is required to grant access,

wherein determining whether the request-to-authenticate-the-eltent requires additional

verification is required to grant access comprises:

retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account,
determining, based at least on the historical information, whether the user account is
associated with a previous access request to a network resource, wherein the previous access
request to the network resource is anomalous relative to a baseline profile of access requests;

and

2

tfthe requestto-authenticate-the-chentis-determined-to require based on the additional

verification being required to grant access:[[,]]

selecting an additional verification method from a plurality of verification methods,
causing the client to be prompted to complete the additional verification method, and

determining whether the additional verification method has been completed correctly.
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12. (Original) The method of claim 11, wherein the historical information about previous access
requests associated with the user account comprises historical information about previous

requests to authenticate, wherein the previous requests to authenticate comprise the identifier.

13. (Currently amended) The method of claim 11, wherein determining whether the requestte
authenticate the-clientrequires additional verification is required to grant access further

comprises processing endpoint data from entities connected to the network.

14. (Currently amended) The method of claim 11, wherein determining whether the requestte
authenticate the-clientrequires additional verification is required to grant access further

comprises processing an external threat intelligence feed.

15. (Currently amended) The method of claim 11, further comprising:

tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

determining that a probable cyberattack is detected, and
delivering an alert,

wherein the alert includes the identifier and an indicator that a probable cyberattack is

detected, and

wherein the alert is designated to be delivered to an administrator of the network.

16. (Original) The method of claim 15, wherein the alert further includes an indication of where

the probable cyberattack may have originated.

17. (Original) The method of claim 15, wherein the alert further includes an indication of what

enterprise information may be at risk in the probable cyberattack.

18. (Currently amended) A computer system comprising-a-memeory;-wherein-the-computer

systemts-configured to execute software instructions stored on nontransitory machine-readable

storage media, wherein the software instructions comprise instructions that:
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receive a request to authenticate a client, wherein the request comprises an identifier and a
password,

store, in a multidimensional time-series database, information about the request,

determine whether the password corresponds to a user account identified by the identifier,

determine whether the-request-to-authenticate-the-client requires an additional verification is

required to grant access,

wherein determining whether the request-to-authenticate-the-eltent requires additional

verification is required to grant access comprises:

retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and

determining, based at least on the historical information, whether the user account is
associated with a plurality of requests to authenticate comprising a brute force attack;

and

2

tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

select an additional verification method from a plurality of verification methods,
cause the client to be prompted to complete the additional verification method, and

determine whether the additional verification method has been completed correctly.

19. (Currently amended) The computer system of claim 18, wherein determining whether the

requestto-authenticate-the-clientrequires additional verification is required to grant access

further comprises processing endpoint data from entities connected to the network.

20. (Currently amended) The computer system of claim 18 wherein determining whether the

requestto-authenticate-the-clientrequires additional verification is required to grant access

further comprises processing an external threat intelligence feed.

21. (Currently amended) The computer system of claim 18, wherein the furtherconfigured-to
exeeute software instructions stored-en-nontransitory-machine-readable storage-medta further

comprise instructions that:
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tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

determine that a probable cyberattack is detected, and
provide an alert,

wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be provided to an administrator of the network.

22. (Original) The computer system of claim 21, wherein the alert further includes an indication

of where the probable cyberattack may have originated.

23. (Original) The computer system of claim 21, wherein the alert further includes an indication

of what enterprise information may be at risk in the probable cyberattack.

24. (Original) The computer system of claim 18, wherein the computer system comprises a

plurality of physical computing machines.

25. (Original) The computer system of claim 18, wherein the computer system comprises a

plurality of virtual computing machines.

26. (Currently amended) A method implemented on a computer system connected to a network,
the method comprising:

receiving a request to authenticate a client, wherein the request comprises an identifier and a
password,

storing, in a multidimensional time-series database, information about the request,

determining whether the password corresponds to a user account identified by the identifier,

determining whether therequestto-authenticate-the-clientrequires an additional verification

is required to grant access,

wherein determining whether the request-to-authenticate-the-eltent requires additional

verification is required to grant access comprises:
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retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and

determining, based at least on the historical information, whether the user account is
associated with a plurality of requests to authenticate comprising a brute force attack;

and

2

tfthe requestto-authenticate-the-chentis-determined-torequire based on the additional

verification being required to grant access:[[,]]

selecting an additional verification method from a plurality of verification methods,
causing the client to be prompted to complete the additional verification method, and

determining whether the additional verification method has been completed correctly.

27. (Currently amended) The method of claim 26, wherein determining whether the requestte
authenticate the-clientrequires additional verification is required to grant access further

comprises processing endpoint data from entities connected to the network.

28. (Currently amended) The method of claim 26, wherein determining whether the requestte
authenticate the-clientrequires additional verification is required to grant access further

comprises processing an external threat intelligence feed.

29. (Currently amended) The method of claim 26, further comprising:

the request-to-authenticate the-clientis-determined-to-require based on the additional

verification being required to grant access:[[,]]

determining that a probable cyberattack is detected, and
delivering an alert,

wherein the alert includes the identifier and an indicator that a probable cyberattack is
detected, and

wherein the alert is designated to be delivered to an administrator of the network.

30. (Original) The method of claim 29, wherein the alert further includes an indication of where

the probable cyberattack may have originated.
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REMARKS
This communication is responsive to the office action pertaining to the instant invention that was

mailed on November 7, 2024.

From the Action:

Claims 11-17 are rejected under 35 U.S.C. §112(b) or 35 U.S.C. §112 (pre-AlIA), second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject
matter which the inventor or a joint inventor (or for applications subject to pre-AIA 35 U.S.C.
§112, the applicant), regards as the invention. Claim 11 is a method claim that includes an “if”

element. It is unclear if the “if” element is optional or required in this method.

Dependent claims 12-17 do not cure this deficiency and there are also rejected under 35 USC

§112 (b).

Applicant’s Response

Independent claims 1, 11, 18, and 26 have been amended to rephrase the limitation that recited
the word, “if”; no new matter has been added. Dependent claims 3-5, 8, 13-15, 19-21, and 27-29

have been amended for consistency with claims 1, 11, 18, and 26.

Applicant respectfully requests that the §112 rejections be withdrawn accordingly.

From the Action:

Claims 1-30 are provisionally rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-30 of copending Application No. 18/885,510. Although the claims at

issue are not identical, they are not patentably distinct from each other.

A timely filed terminal disclaimer in compliance with 37 CFR §1.321(c) or §1.321(d) may be
used to overcome an actual or provisional rejection based on a nonstatutory double patenting
ground provided the reference application or patent either is shown to be commonly owned with
this application, or claims an invention made as a result of activities undertaken within the scope
of a joint research agreement. See MPEP §717.02 for applications subject to examination under
the first inventor to file provisions of the AIA as explained in MPEP §2159. See MPEP
§§706.02(1)(1) - 706.02(1)(3) for applications not subject to examination under the first inventor
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to file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR
§1.321(b).

Applicant’s Response

Without conceding the propriety of the rejection, and in the interest of furthering prosecution, a
terminal disclaimer is filed herewith, disclaiming all patent term beyond that of U.S. Application
No. 18/885,510. The applicant therefore respectfully requests that the double patenting rejections

be withdrawn accordingly.

SUMMARY
As all of the claims are believed to be, and to have been shown to be, patentable over the
references cited, applicant respectfully requests that the case be passed quickly to issue. If any
time extension is needed beyond any extension requested with this amendment, such extension is

hereby requested.

Respectfully Submitted,

Jason Crabtree

By:/BRIAN R. GALVIN/

Brian R. Galvin
Reg. No. 50,966

Galvin Patent Law LLC
2916 NW Bucklin Hill Road
Suite 485

Silverdale, WA 98383

(360) 674-6233

November 19, 2024

10
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industries).as. USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L54 54 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L55 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L56 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
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L57 18 L48 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

series).cim. USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L58 1 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L59 3885161 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L60 1 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
planning) same (real USOCR; FPRS; EPO; 01:59 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L61 21 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
triage with analysis) USOCR; FPRS; EPO; 01:59 PM

JPO; DERWENT;
IBM_TDB)

L62 0 L61 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

near2 planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L63 1 L61 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
attack$5) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L64 1 L61 and (cybersecurity) [(US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L65 1 L61 and (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

(cyber$1security) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L66 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L67 646 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

planning) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L68 5 L67 and (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31

(cyber$1security) USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)

L69 5 L68 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 01:59 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
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G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L70 8322 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L71 2948 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L72 365 726/36.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L73 5033 713/150.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L74 938 713/163.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L75 1772 713/181 cals. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L76 3084 380/255.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L77 354 380/264 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L78 134 380/276.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L79 0 L68 and L70 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L80 0 L68 and L71 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L81 0 L68 and L72 (US-PGPUB; USPAT; |OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
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JPO; DERWENT;
IBM_TDB)
L82 0 L68 and L73 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L83 0 L68 and L74 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L84 0 L68 and L75 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L85 0 L68 and L76 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L86 0 L68 and L77 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L87 0 L68 and L78 (US-PGPUB; USPAT; [OR OFF OFF 2019/01/31
USOCR; FPRS; EPO; 01:59 PM
JPO; DERWENT;
IBM_TDB)
L88 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
359552"|"20160006629 01:59 PM
"|"71715615").PN.
L95 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L96 12835 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L97 9918 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L98 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L99 88 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
crabtree).inv. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L100 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
industries).as. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
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L101 56 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L102 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L103 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L104 20 L95 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
series).cim. USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L105 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L106 4018664  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L107 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L108 23 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
triage with analysis) USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L109 0 L108 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

near2 planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L110 2 L108 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/21

attack$5) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L111 2 L108 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

(cybersecurity) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L112 2 L108 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L113 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L114 681 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
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planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L115 7 L114 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L116 6 L115 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(G06Q30/0202 OR USOCR; FPRS; EPO; 11:40 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L117 8466 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L118 2992 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L119 375 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L120 5135 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L121 963 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L122 1821 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L123 3147 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L124 359 380/264.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L125 136 380/276.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
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USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L126 0 L115 and L117 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L127 0 L1156 and L118 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L128 0 L1156 and L119 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L129 0 L1156 and L120 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L130 0 L1156 and L121 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L131 0 L1156 and L122 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L132 0 L1156 and L123 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L133 0 L1156 and L124 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L134 0 L1156 and L125 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L135 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21

359552"|"20160006629 11:40 PM
"|"71715615").PN.

L136 34 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L137 12835 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L138 9918 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
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IBM_TDB)

L139 34 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L140 88 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
crabtree).inv. USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)
L141 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
industries).as. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L142 56 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L143 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L144 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L145 20 L136 and (time (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

series).cim. USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L146 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L147 4018664  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L148 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
planning) same (real USOCR; FPRS; EPQ; 11:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L149 23 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
triage with analysis) USOCR; FPRS; EPO; 11:40 PM

JPO; DERWENT;
IBM_TDB)

L150 0 L149 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

near2 planning) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
L151 2 L149 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
attack$5) USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)
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L152 2 L149 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cybersecurity) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L153 2 L149 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L154 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L155 681 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
planning) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L156 7 L155 and (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(cyber$1security) USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L157 6 L156 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
(G06Q30/0202 OR USOCR; FPRS; EPO; 11:40 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L158 8466 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L159 2992 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L160 375 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L161 5135 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
L162 963 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO: DERWENT;
IBM_TDB)
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L163 1821 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L164 3147 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L165 359 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L166 136 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L167 0 L156 and L1568 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L168 0 L156 and L159 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L169 0 L156 and L160 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L170 0 L156 and L161 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L171 0 L156 and L162 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L172 0 L156 and L163 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L173 0 L156 and L164 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L174 0 L156 and L165 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L1756 0 L156 and L166 (US-PGPUB; USPAT; [OR OFF OFF 2019/06/21
USOCR; FPRS; EPO; 11:40 PM
JPO; DERWENT;
IBM_TDB)

L176 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
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359552"|"20160006629 11:40 PM
""7171515").PN.

L177 23 L99 and (time near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21

series).clm. USOCR; FPRS; EPO; 11:57 PM
JPO; DERWENT;
IBM_TDB)

L178 11 L99 and ((time near2 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/21
series) with USOCR; FPRS; EPO; 11:57 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L179 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) |OR OFF OFF 2019/06/22
44" .PN. 12:07 AM
L180 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 12:16 AM
JPO; DERWENT;
IBM_TDB)

L181 6 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 12:17 AM
JPO; DERWENT;
IBM_TDB)

L182 8 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:08 AM
JPO; DERWENT;
IBM_TDB)

L183 3 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:09 AM
JPO; DERWENT;
IBM_TDB)

L184 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2019/06/22
US-20140359552-$ or 01:27 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
$ or US-6256544-$).did.

L185 0 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
traffice with monitor$s) [USOCR; FPRS; EPO; 01:28 AM

JPO; DERWENT;
IBM_TDB)

L186 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22

traffic with monitor$5) [USOCR; FPRS; EPO; 01:28 AM
JPO; DERWENT;
IBM_TDB)

L187 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
traffic with (scan$56 or [USOCR; FPRS; EPO; 01:28 AM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L188 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2019/06/22
(flow$1 or traffic) with USOCR; FPRS; EPO; 01:28 AM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L189 1 L184 and (network (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
near3 (scan$s or USOCR; FPRS; EPO; 01:29 AM
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monitor$5)) JPO; DERWENT;
IBM_TDB)

L190 5 L184 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22
or threshold$1 or USOCR; FPRS; EPO; 01:31 AM
limit$1) JPO; DERWENT;

IBM_TDB)

L191 1 L184 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:41 AM
JPO; DERWENT;
IBM_TDB)

L192 6 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L193 3 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L194 10 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
US-20140359552-$ or |DERWENT) 01:42 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L195 2 L194 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

USOCR; FPRS; EPO; 01:42 AM
JPO; DERWENT;
IBM_TDB)

L196 260473 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 01:44 AM
JPO; DERWENT;
IBM_TDB)

L209 260955 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 01:46 AM
JPO; DERWENT;
IBM_TDB)

L210 596 L209 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
access$6 with USOCR; FPRS; EPO; 01:46 AM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L211 330 L210 and (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
@ad<"20151028" USOCR; FPRS; EPO; 01:46 AM

JPO; DERWENT;
IBM_TDB)

L212 7 L211 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2019/06/22
(security or threat) with |USOCR; FPRS; EPO; 01:47 AM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
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or application$1 or
program$1))

L213 0 L212 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22
connection) USOCR; FPRS; EPO; 01:48 AM

JPO; DERWENT;
IBM_TDB)

L214 1 L212 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/06/22

media) USOCR; FPRS; EPO; 01:48 AM
JPO; DERWENT;
IBM_TDB)

L215 11 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2019/12/16
US-20140359552-$ or |DERWENT) 01:05 AM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L216 0 L215 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2019/12/16
(verification or USOCR; FPRS; EPO; 01:05 AM
authentication)) JPO; DERWENT;

IBM_TDB)

L217 0 L215 and (score$1 (US-PGPUB; USPAT; |OR OFF OFF 2019/12/16
same (verification or USOCR; FPRS; EPO; 01:05 AM
authentication)) JPO; DERWENT;

IBM_TDB)

L218 2 L215 and ((verification [(US-PGPUB; USPAT; [OR OFF OFF 2019/12/16

or authentication)) USOCR; FPRS; EPO; 01:06 AM
JPO; DERWENT;
IBM_TDB)
L219 10 L215 and (access$4 or [(US-PGPUB; USPAT; [OR OFF OFF 2019/12/16
permission$1) USOCR; FPRS; EPO; 01:06 AM

JPO; DERWENT;
IBM_TDB)

L220 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L221 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L222 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L223 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
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L224 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L225 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L226 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L227 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L228 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L229 27 L220 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L230 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L231 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L232 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:28 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L233 25 ((real near2 time) with | (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)

L234 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L235 2 L233 and (cyber near3 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L236 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cybersecurity) USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L237 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
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(cyber$1security) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L238 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L239 748 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L240 8 L239 and (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L241 7 L240 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:28 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L242 8604 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L243 3036 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L244 384 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L245 5181 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L246 973 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L247 1850 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO: DERWENT;
IBM_TDB)
L248 3222 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2020/03/31
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USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L249 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L250 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L251 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L252 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L253 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L254 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L255 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L256 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L257 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L258 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L259 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L260 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31

359552"|"20160006629 02:28 PM
"|"71715615").PN.

L261 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
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IBM_TDB)

L262 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L263 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L264 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L265 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:28 PM

JPO; DERWENT;
IBM_TDB)
L266 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L267 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L268 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)
L269 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:28 PM
JPO; DERWENT;
IBM_TDB)

L270 27 L261 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

series).clm. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L271 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L272 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L273 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L274 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)
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L275 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
near2 planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L276 2 L274 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
attack$5) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L277 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cybersecurity) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L278 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L279 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L280 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L281 8 L280 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L282 7 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:29 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L283 8604 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L284 3036 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L285 384 726/36.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
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L286 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L287 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L288 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L289 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L290 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L291 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L292 0 L281 and L283 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L293 0 L281 and L284 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L294 0 L281 and L285 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L295 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L296 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L297 0 L281 and L288 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L298 0 L281 and L289 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L299 0 L281 and L290 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
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USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L300 0 L281 and L291 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L301 4 ("20050000165"|'20140 | (US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
359552"|"20160006629 02:29 PM
""7171515").PN.
L302 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L303 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L304 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L305 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L306 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)
L307 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L308 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L309 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L310 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L311 27 L302 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

series).clm. USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L312 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time near2 triage [JPO; DERWENT,;
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near2 analysis)) IBM_TDB)

L313 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L314 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:29 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L315 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:29 PM

JPO; DERWENT;
IBM_TDB)

L316 0 L315 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L317 2 L315 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L318 2 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L319 2 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L320 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L321 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L322 8 L321 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L323 7 L322 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:29 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
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HO04L63/1441).CPC.)

L324 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L325 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L326 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L327 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L328 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L329 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L330 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L331 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L332 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L333 0 L322 and L324 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L334 0 L322 and L325 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L335 0 L322 and L326 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)

L336 0 L322 and L327 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
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L337 0 L322 and L328 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L338 0 L322 and L329 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L339 0 L322 and L330 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L340 0 L322 and L331 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L341 0 L322 and L332 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L342 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
359552"|"20160006629 02:29 PM
"|"71715615").PN.
L343 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L344 14367 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L345 9800 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:29 PM
JPO; DERWENT;
IBM_TDB)
L346 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L347 125 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L348 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L349 68 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L350 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
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JPO; DERWENT;
IBM_TDB)

L351 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L352 27 L343 and (time (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L353 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L354 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L355 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:30 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L356 25 ((real near2 time) with | (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L357 0 L356 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L358 2 L356 and (cyber near3 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L359 2 L356 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L360 2 L356 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L361 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L362 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L363 8 L362 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)
L364 7 L363 AND ( (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:30 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
HO04L63/1425 OR
HO04L63/1441).CPC.)
L365 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L366 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L367 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L368 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L369 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L370 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L371 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L372 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L373 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)
L374 0 L363 and L365 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)

L375 0 L363 and L366 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L376 0 L363 and L367 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L377 0 L363 and L368 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L378 0 L363 and L369 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L379 0 L363 and L370 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L380 0 L363 and L371 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L381 0 L363 and L372 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L382 0 L363 and L373 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L383 4 ("20050000165"|"20140 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
359552""20160006629 02:30 PM
""7171515").PN.

L384 30 L306 and (time near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
series).clm. USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L385 13 L306 and ((time near2 |(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
series) with USOCR; FPRS; EPO; 02:30 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L386 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
44").PN. 02:30 PM
L387 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L388 6 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
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IBM_TDB)

L389 8 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L390 3 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L391 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
US-20140359552-$ or 02:30 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
$ or US-6256544-$).did.

L392 0 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
traffice with monitor$s) [USOCR; FPRS; EPO; 02:30 PM

JPO; DERWENT;
IBM_TDB)

L393 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

traffic with monitor$5) [USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L394 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
traffic with (scan$56 or [USOCR; FPRS; EPO; 02:30 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L395 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(flow$1 or traffic) with USOCR; FPRS; EPO; 02:30 PM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L396 1 L391 and (network (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
near3 (scan$s or USOCR; FPRS; EPO; 02:30 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L397 5 L391 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
or threshold$1 or USOCR; FPRS; EPO; 02:30 PM
limit$1) JPO; DERWENT;

IBM_TDB)

L398 1 L391 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L399 6 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L400 3 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L401 10 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
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US-20140359552-$ or |DERWENT) 02:30 PM

US-20050000165-$ or

US-20160275123-$ or

US-20150020199-$ or

US-20130117852-$ or

US-20070226796-

$).did. or (US-7171515-

$ or US-6256544-$).did.

or (US-20070226796-

$).did.

L402 2 L401 and (score$1) (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

USOCR; FPRS; EPO; 02:30 PM
JPO; DERWENT;
IBM_TDB)

L403 288969 (network near3 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 02:31 PM

JPO; DERWENT;
IBM_TDB)

L404 288969 (network near3 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L405 703 L404 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
access$6 with USOCR; FPRS; EPO; 02:31 PM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L406 338 L405 and (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
@ad<"20151028" USOCR; FPRS; EPO; 02:31 PM

JPO; DERWENT;
IBM_TDB)

L407 7 L406 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
(security or threat) with [USOCR; FPRS; EPO; 02:31 PM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
or application$1 or
program$1))

L408 0 L407 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

connection) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L409 1 L407 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

media) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)

L410 11 (US-20160006629-$ or [(US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
US-20140359552-$ or |DERWENT) 02:31 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
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or (US-20070226796-
$).did.

L411 0 L410 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
(verification or USOCR; FPRS; EPO; 02:31 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L412 0 L410 and (score$1 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
same (verification or USOCR; FPRS; EPO; 02:31 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L413 2 L410 and ((verification [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

or authentication)) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)
L414 10 L410 and (access$4 or [(US-PGPUB; USPAT; |[OR OFF OFF 2020/03/31
permission$1) USOCR; FPRS; EPO; 02:31 PM
JPO; DERWENT;
IBM_TDB)
L415 1 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:39 PM
JPO; DERWENT;
IBM_TDB)
L416 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L417 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L418 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L419 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L420 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L421 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L422 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L423 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
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IBM_TDB)

L424 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L425 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L426 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L427 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L428 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L429 2 L233 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L430 2 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L431 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L432 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L433 8 L239 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L434 7 L240 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:40 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
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HO04L63/1441).CPC.)

L435 8604 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L436 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L437 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L438 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L439 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L440 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L441 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L442 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L443 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L444 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4456 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L446 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L447 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
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L448 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L449 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L450 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L451 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L452 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L453 14367 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L454 9800 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4556 44 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L456 125 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

crabtree).inv. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L457 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

industries).as. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L458 68 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L459 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L460 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L461 2 ((predictive near2 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
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planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L462 4322122  |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L463 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L464 25 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
triage with analysis) USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)

L465 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

near2 planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L466 2 L274 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2020/03/31

attack$5) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L467 2 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cybersecurity) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L468 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L469 748 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

planning) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L470 8 L280 and (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31

(cyber$1security) USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L471 7 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
(G06Q30/0202 OR USOCR; FPRS; EPO; 02:40 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)

G06Q10/067 OR

G06Q30/0201 OR

G06Q30/0205 OR

G06Q40/06 OR

G06Q40/08 OR

GO6N5/04 OR

GO6N7/005 OR

GO6N99/005 OR

H04L63/1425 OR

H04L63/1441).CPC.)
L472 8604 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
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USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L473 3036 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L474 384 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L4756 5181 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L476 973 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L477 1850 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L478 3222 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L479 361 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L480 137 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L481 0 L281 and L283 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L482 0 L281 and L284 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L483 0 L281 and L285 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L484 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L485 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM

12/23/2024 10:36:17 AM age 37 of 82

Workspace: 18885474

Page 222 of 295

U




JPO; DERWENT;
IBM_TDB)

L486 0 L281 and L288 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L487 0 L281 and L289 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L488 0 L281 and L290 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L489 0 L281 and L291 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L490 14367 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L491 9800 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L492 44 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L493 125 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
crabtree).inv. USOCR; FPRS; EPO; 02:40 PM

JPO; DERWENT;
IBM_TDB)
L494 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
industries).as. USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L495 68 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L496 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)
L497 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
USOCR; FPRS; EPO; 02:40 PM
JPO; DERWENT;
IBM_TDB)

L498 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2020/03/31
planning) same (real USOCR; FPRS; EPO; 02:40 PM
near?2 time near2 triage [JPO; DERWENT,;
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L499

L500

L501

L502

L503

L504

L505

L506

L507

L508

412

45

42

17

19

44

near2 analysis))
"18885474"

(jason near2
crabtree).inv.

L500 AND (receive
near2 request$1).clm.

L501 AND (time near2
series)

L501 AND (time near2
series).cim.

L500 AND (additional
near?2 verification).clm.

L500 AND
(historical).clm.

L505 AND
(authenticat$6).clm.

"17106479"

("10044726" OR
"10191768" OR
"10210246" OR
"10216485" OR
"10270748" OR
"10333992" OR
"10643144" OR
"10846391" OR
"20050165822" OR
"20110307467" OR
"20140324521" OR
"20150319156" OR
"20160006629" OR
"20160012235" OR
"20170090893" OR
"20180082304" OR
"6477572" OR
"6857073" OR
"7139747" OR
"7227948" OR
"7310632" OR
"7322044" OR
"7530105" OR
"7546333" OR
"7685296" OR
"7818224" OR
"7818417" OR
"7925561" OR
"8069190" OR
"8346753" OR
"8457996" OR
"8751867" OR
"8832840" OR
"8949960" OR
"9069976" OR

IBM_TDB)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;
EPO)

(US-PGPUB;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON ON

ON ON

ON ON

ON ON

ON ON

ON ON

ON ON

ON ON

ON ON

ON ON

2024/11/01
05:52 PM

2024/11/01
06:04 PM

2024/11/01
06:04 PM

2024/11/01
06:05 PM

2024/11/01
06:05 PM

2024/11/01
06:10 PM

2024/11/01
06:10 PM

2024/11/02
04:00 PM

2024/11/02
04:04 PM

2024/11/02
06:34 PM
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"9110706" OR
"9152727" OR
"9256735" OR
"9400962" OR
"9466041" OR
"9558220" OR
"9560065" OR
"9652538" OR
"9774522").pn.
L509 22 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2024/11/02
(G06Q30/0202 OR USOCR; FPRS; EPO; 06:39 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
HO04L63/1425 OR
HO04L63/1441 OR
H04L63/0861).CPC. )
L510 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L511 28028 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L512 11197 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L513 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L514 525 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L515 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L516 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L517 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
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IBM_TDB)

L518 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L519 158 L1 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L520 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L521 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L5622 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L523 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L524 0 L14 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L525 2 L14 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L526 6 L14 and (cybersecurity) [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L5627 6 L14 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L528 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L529 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L530 24 L20 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
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L531 22 L21 AND ( (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
HO04L63/1425 OR
HO04L63/1441).CPC.)
L532 9988 726/2 .ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L533 3429 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L534 389 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L535 5930 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L536 1147 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L537 2183 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L538 3674 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L539 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L540 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L541 0 L21 and L23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
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L542 0 L21 and L24 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L543 0 L21 and L25 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L544 0 L21 and L26 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L5456 0 L21 and L27 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L546 0 L21 and L28 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L547 0 L21 and L29 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L548 0 L21 and L30 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L549 0 L21 and L31 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L550 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30
359552"|"20160006629 03:25 PM
"|"71715615").PN.
L551 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L552 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L553 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L554 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L5556 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)
L556 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L557 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L558 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L559 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L560 158 L48 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L561 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L562 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L563 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L564 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L565 0 L61 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L566 2 L61 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L567 6 L61 and (cybersecurity) [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L568 6 L61 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
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IBM_TDB)
L569 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L570 1293 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L571 24 L67 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L572 22 L68 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L573 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L574 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L575 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L576 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L577 1147 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L578 2183 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L579 3674 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
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IBM_TDB)

L580 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L581 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L582 0 L68 and L70 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L583 0 L68 and L71 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L584 0 L68 and L72 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L585 0 L68 and L73 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L586 0 L68 and L74 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L587 0 L68 and L75 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L588 0 L68 and L76 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L589 0 L68 and L77 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L590 0 L68 and L78 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L591 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30

359552"|"20160006629 03:25 PM
"|"71715615").PN.

L592 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L593 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
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USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L594 11197 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L595 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L596 525 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)
L597 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L598 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L599 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L600 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L601 158 L95 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L602 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L603 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L604 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L605 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L606 0 L108 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
near2 planning) USOCR; FPRS; EPO; 03:25 PM
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JPO: DERWENT;
IBM_TDB)
L607 2 L108 and (cyber near3 |(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L608 6 L108 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L609 6 L108 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L610 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L611 1293 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L612 24 L114 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L613 22 L115 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L614 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L615 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L616 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L617 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L618 1147 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L619 2183 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L620 3674 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L621 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L622 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L623 0 L115 and L117 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L624 0 L1156 and L118 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L625 0 L1156 and L119 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L626 0 L1156 and L120 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L627 0 L1156 and L121 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L628 0 L1156 and L122 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L629 0 L1156 and L123 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L630 0 L1156 and L124 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
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IBM_TDB)

L631 0 L115 and L125 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L632 4 ("20050000165"|"20140 [(US-PGPUB; USPAT) |OR OFF OFF 2024/11/30
359552"|"20160006629 03:25 PM
"|"7171515").PN.
L633 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L634 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L635 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L636 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L637 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)
L638 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L639 409 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L640 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L641 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L642 158 L136 and (time (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L643 2 ((predictive near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L644 6410653 |((predictive near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
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planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L645 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L646 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L647 0 L149 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L648 2 L149 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L649 6 L149 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L650 6 L149 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L651 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L652 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L653 24 L155 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L654 22 L156 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)

G06Q10/067 OR

G06Q30/0201 OR

G06Q30/0205 OR

G06Q40/06 OR

G06Q40/08 OR

GO6N5/04 OR

GO6N7/005 OR

GO6N99/005 OR

H04L63/1425 OR

H04L63/1441).CPC.)
L655 9988 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
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USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L656 3429 726/21.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L657 389 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L658 5930 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L659 1147 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L660 2183 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L661 3674 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L662 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L663 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L664 0 L156 and L1568 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L665 0 L156 and L159 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L666 0 L156 and L160 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L667 0 L156 and L161 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L668 0 L156 and L162 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L669 0 L156 and L163 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L670 0 L156 and L164 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L671 0 L156 and L165 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L672 0 L156 and L166 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L673 4 ("20050000165"|"20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30
359552""20160006629 03:25 PM
""7171515").PN.

L674 124 L99 and (time near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).clm. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L675 50 L99 and ((time near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series) with USOCR; FPRS; EPO; 03:25 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L676 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30
44").PN. 03:25 PM
L677 17 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L678 28 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L679 28 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L680 40 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L681 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2024/11/30
US-20140359552-$ or 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
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$ or US-6256544-$).did.

L682 0 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

traffice with monitor$s) [USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L683 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

traffic with monitor$5) [USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L684 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
traffic with (scan$56 or [USOCR; FPRS; EPO; 03:25 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L685 1 L184 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
(flow$1 or traffic) with USOCR; FPRS; EPO; 03:25 PM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L686 1 L184 and (network (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
near3 (scan$s or USOCR; FPRS; EPO; 03:25 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L687 5 L184 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
or threshold$1 or USOCR; FPRS; EPO; 03:25 PM
limit$1) JPO; DERWENT;

IBM_TDB)

L688 1 L184 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L689 75 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L690 33 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L691 18 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
US-20140359552-$ or |DERWENT) 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L692 3 L194 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L693 424641 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L694 424641 (network near3 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L695 1583 L209 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
access$6 with USOCR; FPRS; EPO; 03:25 PM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L696 338 L210 and (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
@ad<"20151028" USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L697 10 L211 and (score with (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
(security or threat) with [USOCR; FPRS; EPO; 03:25 PM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
or application$1 or
program$1))

L698 0 L212 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

connection) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L699 2 L212 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

media) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L700 20 (US-20160006629-$ or [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
US-20140359552-$ or |DERWENT) 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L701 0 L215 and (score$1 with [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(verification or USOCR; FPRS; EPO; 03:25 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L702 0 L215 and (score$1 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
same (verification or USOCR; FPRS; EPO; 03:25 PM
authentication)) JPO; DERWENT;

IBM_TDB)
L703 4 L215 and ((verification [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
or authentication)) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L704 14 L215 and (access$4 or [(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
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permission$1) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L705 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L706 28028 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L707 11197 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L708 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L709 525 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)
L710 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L711 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L712 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L713 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L714 158 L220 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L715 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L716 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L717 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
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near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)
L718 59 ((real near2 time) with | (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L719 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L720 2 L233 and (cyber near3 |(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L721 6 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L722 6 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L723 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L724 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L725 24 L239 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L726 22 L240 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO; DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L727 9988 726/2.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L728 3429 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L729 389 726/36.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L730 5930 713/150.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L731 1147 713/163.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L732 2183 713/181.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L733 3674 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L734 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L735 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L736 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L737 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L738 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L739 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L740 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L741 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
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IBM_TDB)
L742 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L743 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L744 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L7456 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30
359552"|"20160006629 03:25 PM
"|"71715615").PN.
L746 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L747 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L748 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L749 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L750 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L751 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L752 409 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L753 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L754 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L7556 158 L261 and (time (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
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series).cim. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L756 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L757 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L758 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L759 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L760 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L761 2 L274 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L762 6 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L763 6 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L764 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L765 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L766 24 L280 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L767 22 L281 AND ( (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO; DERWENT;

G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
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G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO6N99/005 OR
H04L63/1425 OR
H04L63/1441).CPC.)
L768 9988 726/2 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L769 3429 726/21.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L770 389 726/36.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L771 5930 713/150.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L772 1147 713/163.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L773 2183 713/181 cals. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L774 3674 380/255.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L775 432 380/264 ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L776 163 380/276.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L777 0 L281 and L283 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L778 0 L281 and L284 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L779 0 L281 and L285 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
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IBM_TDB)
L780 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L781 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L782 0 L281 and L288 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L783 0 L281 and L289 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L784 0 L281 and L290 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L785 0 L281 and L291 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L786 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30
359552"|"20160006629 03:25 PM
"|"71715615").PN.
L787 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L788 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L789 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L790 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L791 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L792 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L793 409 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
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USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L794 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L795 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L796 158 L302 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L797 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L798 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L799 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L800 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L801 0 L315 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L802 2 L315 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30

attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L803 6 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L804 6 L315 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L805 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L806 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
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JPO: DERWENT;
IBM_TDB)
L807 24 L321 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L808 22 L322 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L809 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L810 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L811 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L812 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L813 1147 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L814 2183 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L815 3674 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L816 432 380/264.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L817 163 380/276.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L818 0 L322 and L324 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L819 0 L322 and L325 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L820 0 L322 and L326 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L821 0 L322 and L327 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L822 0 L322 and L328 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L823 0 L322 and L329 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L824 0 L322 and L330 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L825 0 L322 and L331 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L826 0 L322 and L332 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L827 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30

359552"|"20160006629 03:25 PM
"|"71715615").PN.

L828 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L829 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L830 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
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L831 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L832 525 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)
L833 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L834 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L835 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L836 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L837 158 L343 and (time (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
series).cim. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L838 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L839 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L840 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L841 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L842 0 L356 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L843 2 L356 and (cyber near3 [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L844 6 L356 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
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(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L845 6 L356 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L846 0 (predicitve near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L847 1293 (predictive near2 (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L848 24 L362 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L849 22 L363 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L850 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L851 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L852 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L853 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L854 1147 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L855 2183 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
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USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L856 3674 380/255.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L857 432 380/264.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L858 163 380/276.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L859 0 L363 and L365 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L860 0 L363 and L366 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L861 0 L363 and L367 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L862 0 L363 and L368 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L863 0 L363 and L369 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L864 0 L363 and L370 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L865 0 L363 and L371 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L866 0 L363 and L372 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L867 0 L363 and L373 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L868 4 ("20050000165"'20140 | (US-PGPUB; USPAT) [OR OFF OFF 2024/11/30

359552"|"20160006629 03:25 PM
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""7171515").PN.

L869 124 L306 and (time near2 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

series).clm. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L870 50 L306 and ((time near2 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
series) with USOCR; FPRS; EPO; 03:25 PM
multi$dimensional).cim. |JPO; DERWENT;

IBM_TDB)
L871 2 ("20160275123"|"62565 | (US-PGPUB; USPAT) |OR OFF OFF 2024/11/30
44" .PN. 03:25 PM
L872 17 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L873 28 "20150020199" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L874 28 "20160006629" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L875 40 "20140359552" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L8876 7 (US-20160006629-$ or |(US-PGPUB; USPAT) |OR OFF OFF 2024/11/30
US-20140359552-$ or 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-
$).did. or (US-7171515-
$ or US-6256544-$).did.

L877 0 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
traffice with monitor$s) [USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L878 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

traffic with monitor$5) [USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L879 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
traffic with (scan$56 or [USOCR; FPRS; EPO; 03:25 PM
monitor$5)) JPO; DERWENT;

IBM_TDB)

L880 1 L391 and (network with [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
(flow$1 or traffic) with USOCR; FPRS; EPO; 03:25 PM
(scan$b or monitor$5)) |JPO; DERWENT;

IBM_TDB)

L881 1 L391 and (network (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
near3 (scan$s or USOCR; FPRS; EPO; 03:25 PM
monitor$5)) JPO; DERWENT;
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IBM_TDB)

L882 5 L391 and (baseline$1 [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
or threshold$1 or USOCR; FPRS; EPO; 03:25 PM
limit$1) JPO; DERWENT,

IBM_TDB)

L883 1 L391 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L884 75 "20130117852" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L885 33 "20070226796" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L886 18 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
US-20140359552-$ or |DERWENT) 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L887 3 L401 and (score$1) (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L888 424641 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L889 424641 (network near3 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(monitor$5 or scan$5)) |USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L890 1583 L404 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
access$6 with USOCR; FPRS; EPO; 03:25 PM
(resource$1 or content |JPO; DERWENT;
or application$1 or IBM_TDB)
program$1))

L891 338 L405 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
@ad<"20151028" USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L892 10 L406 and (score with (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
(security or threat) with |USOCR; FPRS; EPO; 03:25 PM
level$1 with JPO; DERWENT;

(resource$1 or content |IBM_TDB)
or application$1 or
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program$1))

L893 0 L407 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30

connection) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L894 2 L407 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30

media) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L895 20 (US-20160006629-$ or |(US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
US-20140359552-$ or |DERWENT) 03:25 PM
US-20050000165-$ or
US-20160275123-$ or
US-20150020199-$ or
US-20130117852-$ or
US-20070226796-$ or
US-20130111592-
$).did. or (US-7171515-
$ or US-6256544-$).did.
or (US-20070226796-
$).did.

L896 0 L410 and (score$1 with [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
(verification or USOCR; FPRS; EPO; 03:25 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L897 0 L410 and (score$1 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
same (verification or USOCR; FPRS; EPO; 03:25 PM
authentication)) JPO; DERWENT;

IBM_TDB)

L898 4 L410 and ((verification [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

or authentication)) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L899 14 L410 and (access$4 or [(US-PGPUB; USPAT; |[OR OFF OFF 2024/11/30
permission$1) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L900 17 "15790860" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L901 28028 726/23 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L902 11197 726/23.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L903 329 "15237625" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L904 525 (jason near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
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crabtree).inv. USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L905 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L906 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L907 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L908 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L909 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L910 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L9111 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L912 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L913 0 L233 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L914 2 L233 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L915 6 L233 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L916 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L917 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
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JPO: DERWENT;
IBM_TDB)
L918 24 L239 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L919 22 L240 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L920 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L921 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L922 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L923 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L924 1147 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L925 2183 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L926 3674 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L927 432 380/264.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L928 163 380/276.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
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JPO; DERWENT;
IBM_TDB)

L929 0 L240 and L242 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L930 0 L240 and L243 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L931 0 L240 and L244 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L932 0 L240 and L245 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L933 0 L240 and L246 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L934 0 L240 and L247 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L935 0 L240 and L248 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L936 0 L240 and L249 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L937 0 L240 and L250 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L938 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L939 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L940 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L941 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
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IBM_TDB)
L942 4 (fractal near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L943 409 "14925974" (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L944 0 ("14925974").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L945 0 ("15237625").PN. (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L946 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L947 6410653 |((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
analysis) IBM_TDB)

L948 2 ((predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time) with triage [JPO; DERWENT,;
with analysis) IBM_TDB)

L949 59 ((real near2 time) with | (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
triage with analysis) USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L950 0 L274 and (predicitve (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

near2 planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L951 2 L274 and (cyber near3 [(US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

attack$5) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L952 6 L274 and (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

(cybersecurity) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L953 0 (predicitve near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30

planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
L954 1293 (predictive near2 (US-PGPUB; USPAT; |OR OFF OFF 2024/11/30
planning) USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)
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L955 24 L280 and (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(cyber$1security) USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L956 22 L281 AND ( (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
(G06Q30/0202 OR USOCR; FPRS; EPO; 03:25 PM
G06Q40/04 OR JPO: DERWENT;
G06Q10/0637 OR IBM_TDB)
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
H04L63/1441).CPC. )
L957 9988 726/2.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L958 3429 726/21.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L959 389 726/36.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L960 5930 713/150.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L961 1147 713/163.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L962 2183 713/181.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L963 3674 380/255.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L964 432 380/264.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
L965 163 380/276.ccls. (US-PGPUB; USPAT: |OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO: DERWENT;
IBM_TDB)
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L966 0 L281 and L283 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L967 0 L281 and L284 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L968 0 L281 and L285 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L969 0 L281 and L286 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L970 0 L281 and L287 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L971 0 L281 and L288 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L972 0 L281 and L289 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L973 0 L281 and L290 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L974 0 L281 and L291 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L975 28028 726/23 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L976 11197 726/23.ccls. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L977 329 "15237625" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L978 525 (jason near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30

crabtree).inv. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L979 4 (fractal near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
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industries).as. USOCR; FPRS; EPO; 03:25 PM

JPO; DERWENT;
IBM_TDB)

L980 409 "14925974" (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L981 0 ("14925974").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L982 0 ("15237625").PN. (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
USOCR; FPRS; EPO; 03:25 PM
JPO; DERWENT;
IBM_TDB)

L983 2 ((predictive near2 (US-PGPUB; USPAT; [OR OFF OFF 2024/11/30
planning) same (real USOCR; FPRS; EPO; 03:25 PM
near?2 time near2 triage [JPO; DERWENT,;
near2 analysis)) IBM_TDB)

L984 0 "18885474" (US-PGPUB; USPAT; [OR ON ON 2024/11/30

EPO) 03:25 PM

L985 424 (jason near2 (US-PGPUB; USPAT; [OR ON ON 2024/11/30
crabtree).inv. EPO) 03:25 PM

L986 45 L500 AND (receive (US-PGPUB; USPAT; [OR ON ON 2024/11/30
near2 request$1).cim. |EPO) 03:25 PM

L987 42 L501 AND (time near2 [(US-PGPUB; USPAT; |OR ON ON 2024/11/30
series) EPO) 03:25 PM

L988 17 L501 AND (time near2 [(US-PGPUB; USPAT; |OR ON ON 2024/11/30
series).clm. EPO) 03:25 PM

L989 0 L500 AND (additional [(US-PGPUB; USPAT; |OR ON ON 2024/11/30
near?2 verification).cim. [EPO) 03:25 PM

L990 19 L500 AND (US-PGPUB; USPAT; [OR ON ON 2024/11/30
(historical).clm. EPO) 03:25 PM

L991 4 L505 AND (US-PGPUB; USPAT; [OR ON ON 2024/11/30
(authenticat$6).clm. EPO) 03:25 PM

L992 2 "17106479" (US-PGPUB; USPAT; [OR ON ON 2024/11/30

EPO) 03:25 PM

L993 44 ("10044726" OR (US-PGPUB; USPAT) [OR ON ON 2024/11/30
"10191768" OR 03:25 PM
"10210246" OR
"10216485" OR
"10270748" OR
"10333992" OR
"10643144" OR
"10846391" OR
"20050165822" OR
"20110307467" OR
"20140324521" OR
"20150319156" OR
"20160006629" OR
"20160012235" OR
"20170090893" OR
"20180082304" OR
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L994

22

"6477572" OR
"6857073" OR
"7139747" OR
"7227948" OR
"7310632" OR
"7322044" OR
"7530105" OR
"7546333" OR
"7685296" OR
"7818224" OR
"7818417" OR
"7925561" OR
"8069190" OR
"8346753" OR
"8457996" OR
"8751867" OR
"8832840" OR
"8949960" OR
"9069976" OR
"9110706" OR
"9152727" OR
"9256735" OR
"9400962" OR
"9466041" OR
"9558220" OR
"9560065" OR
"9652538" OR
"9774522").pn.

L281 AND (
(G06Q30/0202 OR
G06Q40/04 OR
G06Q10/0637 OR
G06Q10/067 OR
G06Q30/0201 OR
G06Q30/0205 OR
G06Q40/06 OR
G06Q40/08 OR
GO6N5/04 OR
GO6N7/005 OR
GO06N99/005 OR
HO04L63/1425 OR
HO04L63/1441 OR
H04L63/0861).CPC. )

(US-PGPUB; USPAT,;
USOCR; FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

OFF

OFF

2024/11/30
03:25 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N42

N43

N44

N45

5257

12

62

(time near2 series
near2 data).cim.

N42 and (computational
near2 graph$1).clm.
N43 and
(real$time).clm.

N42 and (network near2
traffic).cim.

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OFF

OFF

OFF

OFF

OFF

OFF

OFF

OFF

2018/11/26
02:35 PM

2018/11/26
02:36 PM

2018/11/26
02:37 PM

2018/11/26
02:38 PM

12/23/2024 10:36:17 AM
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N46 10 N45 and pattern.cim. (US-PGPUB; USPAT) [OR OFF OFF 2018/11/26
02:38 PM
N47 14 N45 and pattern$1.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2018/11/26
02:38 PM
N89 5390 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
near2 data).cim. 01:59 PM
N90 12 N89 and (computational [ (US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
near2 graph$1).clm. 01:59 PM
N91 0 N90 and (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
(real$time).clm. 01:59 PM
N92 66 N89 and (network near2|(US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
traffic).cim. 01:59 PM
N93 11 N92 and pattern.cim. (US-PGPUB; USPAT) [OR OFF OFF 2019/01/31
01:59 PM
N94 15 N92 and pattern$1.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/01/31
01:59 PM
N197 5699 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near2 data).cim. 11:40 PM
N198 13 N197 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(computational near2 11:40 PM
graph$1).clm.
N199 1 N198 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(real$time).clm. 11:40 PM
N200 73 N197 and (network (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near? traffic).cim. 11:40 PM
N201 12 N200 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/06/21
11:40 PM
N202 17 N200 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
pattern$1.cim. 11:40 PM
N203 5699 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near2 data).cim. 11:40 PM
N204 13 N203 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(computational near2 11:40 PM
graph$1).clm.
N205 1 N204 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
(real$time).clm. 11:40 PM
N206 73 N203 and (network (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
near? traffic).cim. 11:40 PM
N207 12 N206 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2019/06/21
11:40 PM
N208 17 N206 and (US-PGPUB; USPAT) [OR OFF OFF 2019/06/21
pattern$1.cim. 11:40 PM
N499 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:28 PM
N500 19 N499 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:28 PM
graph$1).clm.
N501 1 N500 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:28 PM
N502 83 N499 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
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near? traffic).cim. 02:28 PM
N503 12 N502 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:28 PM
N504 18 N502 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:28 PM
N505 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:29 PM
N506 19 N505 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:29 PM
graph$1).clm.
N507 1 N506 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:29 PM
N508 83 N505 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:29 PM
N509 12 N508 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:29 PM
N510 18 N508 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:29 PM
N511 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:31 PM
N512 19 N511 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:31 PM
graph$1).clm.
N513 1 N512 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:31 PM
N514 83 N511 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:31 PM
N515 12 N514 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:31 PM
N516 18 N514 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:31 PM
N517 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:31 PM
N518 19 N517 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:31 PM
graph$1).clm.
N519 1 N518 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:31 PM
N520 83 N517 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:31 PM
N521 12 N520 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:31 PM
N522 18 N520 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:31 PM
N523 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:40 PM
N524 19 N499 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:40 PM
graph$1).clm.
N525 1 N500 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
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(real$time).clm. 02:40 PM
N526 83 N499 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:40 PM
N527 12 N502 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:40 PM
N528 18 N502 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:40 PM
N529 6443 (time near2 series (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near2 data).cim. 02:40 PM
N530 19 N505 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(computational near2 02:40 PM
graph$1).clm.
N531 1 N506 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
(real$time).clm. 02:40 PM
N532 83 N505 and (network (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
near? traffic).cim. 02:40 PM
N533 12 N508 and pattern.cim. [(US-PGPUB; USPAT) |OR OFF OFF 2020/03/31
02:40 PM
N534 18 N508 and (US-PGPUB; USPAT) [OR OFF OFF 2020/03/31
pattern$1.cim. 02:40 PM
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NOTICE OF ALLOWANCE AND FEE(S) DUE

82318 7590 12/27/2024 | EXAMINER |
Brian Galvin ULLAH, SHARIF E
Galvin Patent Law LLC
2916 NW Bucklin Hill Road | ART UNIT | PAPER NUMBER |
Suite 485 2495

Silverdale, WA 98383 DATE MATLED: 12/27/2024

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

18/885.474 09/13/2024 Jason Crabtree 15386FT 8502

TITLE OF INVENTION: CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 03/27/2025

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. _THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. Al communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.
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Galvin P Law LLC States Postal Service with sufficient postage for first class mail in an envelope
alvin Patent Law addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the
2916 NW Bucklin Hill Road USPTO via the USPTO patent electronic filing system or by facsimile to (571)
. 273-2885, on the date below.
Suite 485 .
. (Typed or printed name)
Silverdale, WA 98383 -
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
18/885,474 09/13/2024 Jason Crabtree 15386FT 8502

TITLE OF INVENTION: CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 03/27/2025
| EXAMINER | ART UNIT | CLASS SUBCLASS |
ULLAH, SHARIF E 2495 726-007000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
ATA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ individuat ([ Corporation or other private group entity [ Government

4a. Fees submitted: (Dissue Fee [Jpublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via the USPTO patent electronic filing system [ Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)

() The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
] Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

Q Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

D Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/885,474 09/13/2024 Jason Crabtree 15386FT 8502
| EXAMINER |
82318 7590 122712024
Brian Galvin ULLAH, SHARIF E
Galvin Patent Law LLC
2916 NW Bucklin Hill Road | ART UNIT PAPERNUMBER |
Suite 485 2495

Silverdale, WA 98383 DATE MATLED: 12/27/2024

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to acollection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post office
address, and other information with respect to inventors and their legal representatives pertaining to the applicant's/
owner’s activities in connection with the invention for which a patent is sought or has been granted. The applicable
Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013).

5
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Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) afederal, state, local, or international agency, in response to its request;
3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations
and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10)the Office of Management and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration
of the patent.
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Application No. Applicant(s)
i . 18/885,474 Crabtree et al.
Notice of Allowabilily Examiner ArtUnit | AIA (FITF) Status
SHARIF E ULLAH 2495 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondernce address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.} This communication is responsive to 11/19/24.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-30 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 09/13/2024.

3.(J Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material .
4.[7J Interview Summary (PTO-413),
Paper No./Mail Date.

/SHARIF E ULLAH/
Primary Examiner, Art Unit 2495

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20241130
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Application/Control Number: 18/885,474 Page 2
Art Unit: 2495

DETAILED ACTION
Notice of Pre-AlA or AlA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Allowable Subject Matter

Claims 1-30 are allowed.

Examiner’s Statement of Reasons for Allowance
The following is an examiner’s statement of reasons for allowance: although the prior art of record
(such as Stute US 2013/0117852)) provide detecting emerging behaviors associated with cyber
security attacks, such as advanced persistent threat (APT) attacks, on communications networks.
Other embodiments of the present disclosure also generally provide methods of analyzing data that
reduce common occurrences of little value and identify those events that accurately indicate a
security breach has occurred or will occur. For instance, in an embodiment, the methods of analyzing
data comprise methods of analyzing metadata (data about data) such that it may produce more
actionable alerts with fewer false positives and fewer false negatives. These methods of analyzing
metadata may also reduce the number of total alerts while increasing the relevance of the alerts

that are actually releasedto a security analyst's console. .. (Para. 0006)

None of the prior art, alone or in combination, teaches:

“..receive a request to authenticate a client, wherein the request comprises an identifier and a

password, store, in a multidimensional time-series database, information about the request, determine
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whether the password corresponds to a user account identified by the identifier.... retrieving, from the
multidimensional time-series database, historical information about previous access requests associated
with the user account, and determining, based at least on the historical information, whether the user
account is associated with a previous access request to a network resource, wherein the previous access
request to the network resource is anomalous relative to a baseline profile of access requests... select an
additional verification method from a plurality of verification methods, cause the client to be prompted

to complete the additional verification...”

In view of other limitations of claim 1.

Independent Claims 1, 11, 18 & 26 are allowed based on reasons mentioned above in

regards toindependent claim 1.

Dependent claims are allowed as they depend from an allowable independent claim.

The closest prior are made of record are:

I.  Stute (US2013/0117852) The present invention provides decomposing a plurality of
data packets into a plurality of component data types associated witha candidate alert
representing a potential security threatin a network. The method mayalso include
retrieving, from a database, a count for each of a plurality of historical data types
matching at least a subset of the component data types, each of the counts quantifying
an amount of data of a corresponding historical data type previously detected in the
network in a given time period. The method may further include calculating a score that

indicates a discrepancy between an amount of data in each of the subset of the
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component data types and the counts for each corresponding historical data type in the
same time period, and handling the candidate alert based upon the score.

I, Neil at al. (US 2015/0020199) The present invention relates to detecting anomalous
behavior in a network. Historical parameters of the network are determined in order to
determine normal activity levels. A plurality of paths in the network are enumeratedas
part of a graphrepresenting the network, where each computing systemin the network
may be a node in the graph and the sequence of connections betweentwo computing
systems may be a directed edge in the graph. A statistical model is applied to the
plurality of paths in the graph on a sliding window basis to detect anomalous behavior.
Data collected by a Unified Host Collection Agent ("UHCA") mayalso be used to detect
anomalous behavior.

. Zhuetal.(US2013/0111592) The present invention techniques to receive a list of
applications installed on a user device; obtain application profiles that identify risklevels
associated with the applications; obtain a user profile that identifies a job level, security
risk level, or an access level to confidential information associated with the user of the
user device; identify a highest risklevel authorized for the user device based on whether
the job level is greaterthana first threshold, the securityrisk level is greaterthana
second threshold, or the access levelis greaterthana third threshold; determine
whether any of the risk levels are greater thanthe highest risk level; and transmit a
notification that one of the applications is to be removed from the user device when
one of the risklevels, associated with the one of the applications, is greaterthanthe

highest risk level.
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Any comments considered necessary by applicant must be submitted no later than the payment
of theissue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearlylabeled “Comments on Statement of Reasons for Allowance”.

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner
should be directedto SHARIF E ULLAH whose telephone number is (571)272-5453. The examiner can
normally be reached Mon-Fri 7:00-5:30.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts toreachthe examiner by telephone are unsuccessful, the examiner’s supervisor,
Farid Homayounmehr can be reached on 571-272-3739. The fax phone number for the organization
where this application or proceeding is assighedis 571-273-8300.

Information regarding the status of published or unpublished applications may be obtained from
Patent Center. Unpublished application information in Patent Centeris available to registered users. To
file and manage patent submissions in Patent Center, visit: https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more information about Patent Centerand
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For additional
guestions, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like
assistance froma USPTO Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or

571-272-1000.
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/SHARIF E ULLAH/
Primary Examiner, Art Unit 2495
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PAYMENT METHOD PAYMENT TRANSACTIONID PAYMENT AUTHORIZED BY
CARD / 1009 E2024BQH17405460 Aura Morrey
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
1501 UTILITY ISSUE FEE 1200.00 1 1200.00
TOTAL
AMOUNT: $1,200.00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
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New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

82318 7590 12/27/2024 Certificate of Mailing or Transmission
Brian Galvin I hereby certify that this Fee(s) Transmittal is being deposited with the United
Galvin P Law LLC States Postal Service with sufficient postage for first class mail in an envelope
alvin Patent Law addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the
2916 NW Bucklin Hill Road USPTO via the USPTO patent electronic filing system or by facsimile to (571)
. 273-2885, on the date below.
Suite 485 .
. (Typed or printed name)
Silverdale, WA 98383 -
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
18/885.474 09/13/2024 Jason Crabtree 15386FT 8502
TITLE OF INVENTION: CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 03/27/2025
| EXAMINER | ART UNIT | CLASS SUBCLASS |
ULLAH, SHARIF E 2495 726-007000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys GALVIN PATENT LAW LLC
or agents OR, alternatively, 1

| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of upto 2 Brian R. Galvin
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
ATA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
QOMPLX LLC Reston, VA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ mndividuat Corporation or other private group entity [ Government

4a. Fees submitted: Rlissue Fee [Jpublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

Electronic Payment via the USPTO patent electronic filing system [ Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)

() The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
] Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

Q Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

D Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.
Authorized Signature /BRIAN R. GALVIN/ pate December 27, 2024
50,966

Brian R. Galvin

Typed or printed name Registration No.
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UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/885,474 12/27/2024 05:16:46 PM Z ET 15386FT

Title of Invention
CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 8502 FILED BY Aura Morrey
PATENT CENTER # 68537930 FILING DATE (09/13/2024
CUSTOMER # 82318 FIRST NAMED  Jason Crabtree
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Brian Galvin
ADDRESS
Documents TOTAL DOCUMENTS: 1
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
241227 _15386F T_lIssue Fee 1 lssue Fee Payment (PTO-85B) 148 KB

Payment_AS_FILED.pdf

Digest

DOCUMENT MESSAGE DIGEST(SHA-512)

AO06EC33DDD5F71CE4C794F55C8E669E6F75035F6443A0AD
ODF7C5A40B28647A126DB4AC1AF55E76BEAC472067A1D14A
0BA0695297B5B345E158109A303FAC55

241227 _15386FT _lIssue Fee
Payment_AS_FILED.pdf

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.
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New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

‘www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
18/885,474 09/13/2024 Jason Crabtree 15386FT

CONFIRMATION NO. 8502

82318 PUBLICATION NOTICE
Brian Galvin

Galvin Patent Law LLC AR A A
2916 NW Bucklin Hill Road ©C000000082596436
Suite 485

Silverdale, WA 98383
Date Mailed: 01/03/2025

Title:CONTEXTUAL AND RISK-BASED MULTI-FACTOR AUTHENTICATION

Publication No.US-2025-0007907-A1
Publication Date:01/02/2025

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be viewed using the USPTO's publicly available Searchable Databases via the Patent
Public Search tool at www.uspto.gov. The direct link to access the Patent Public Search tool is currently
https://ppubs.uspto.gov/pubwebapp/static/pages/ppubsbasic.html.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the dates
of receipt of correspondence filed in the Office, may also be accessed via the Internet through Patent Center,
the USPTO’s electronic patent application filing and management system. The direct link to access this status
information is currently https:/patentcenter.uspto.gov/. Prior to publication, such status information is confidential
and may only be obtained by applicant using the private side of Patent Center.

Further assistance in electronically accessing the publication, or about Patent Center, is available by calling the
Patent Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

18/885.474 02/04/2025 12218934 15386FT 8502

82318 7590 01/15/2025

Brian Galvin

Galvin Patent Law LLC
2916 NW Bucklin Hill Road
Suite 485

Silverdale, WA 98383

ISSUE NOTIFICATION

The projected patent number and issue date are specified above. The patent will issue electronically. The
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent,
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197.

The USPTO is implementing electronic patent issuance with a transition period, during which period the
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the
USPTO’s Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center
may be reached at (800)972-6382.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Center (https://
patentcenter.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

IR103 (Rev. 10/09)
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INVENTORC(S) (Please see PATENT CENTER site https:/patentcenter.uspto.gov for additional inventors):

Jason Crabtree, Vienna, VA,
Andrew Sellers, Monument, CO;
Ian MacLeod, Arlington, VA;

APPLICANT(s) (Please see PATENT CENTER site https://patentcenter.uspto.gov for additional applicants):

QOMPLX LLC, Reston, VA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)

Page 293 of 295



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
18/885,474 09/13/2024 15386FT 8502
82318 . 7590 02/04/2025 | EXAMINER
Brian Galvin
Galvin Patent Law LLC ULLAH, SHARIF E
2916 NW Bucklin Hill Road
Suite 485 | ART UNIT | PAPER NUMBER
Silverdale, WA 98383 2495
| NOTIFICATION DATE | DELIVERY MODE
02/04/2025 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

USPTO@GALVINPATENTLAW.COM

eofficeaction@appcoll.com

PTOL-90A (Rev. 04/07)

Page 294 of 295



APPLICATION NO. ISSUE DATE PATENT NO.
18/885,474 04-Feb-2025 12218934
Brian Galvin
Galvin Patent Law LLC
2916 NW Bucklin Hill Road
Silverdale, WA 98383
EGRANT NOTIFICATION

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https://

patentcenter.uspto.gov

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit

https://www.uspto.gov/electronicgrants
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