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MANDATORY NOTICES UNDER 37 C.E.R. § 42.8

1. Real Party-In-Interest

Microsoft Corporation is the sole real party-in-interest.

2. Related Matters

The 934 patent (EX1001) has been asserted against Microsoft in the
following district court litigation: Qompix LLC v. Microsoft Corporation, Case No.

1-25-cv-01383 (W.D. Tex.), filed August 28, 2025.

3. Lead And Back-Up Counsel, And Service Information

Lead Counsel Back-up Counsel
Andrew M. Mason, Reg. No. 64,034 Frank Morton-Park, Reg. No. 80,750
andrew.mason@klarquist.com frank.morton-park@klarquist.com

Todd M. Siegel, Reg. No. 73,232
todd.siegel@klarquist.com

Samuel B. Thacker, Reg. No. 78,633
samuel.thacker@klarquist.com

KLARQUIST SPARKMAN, LLP
121 SW Salmon Street, Suite 1600
Portland, Oregon, 97204
503-595-5300 (phone)
503-595-5301 (fax)

Petitioner consents to service via email at the above email addresses and the

email address of Msft-Qomplx@klarquist.com.
Pursuant to 37 C.F.R. § 42.10(b), concurrently filed with this Petition is a

Power of Attorney executed by Petitioner and appointing the above counsel.

Page x



IPR2026-00182
Patent 12,218,934

Petitioner authorizes Account No. 02-4550 to be charged for any fees,

including those enumerated in 37 C.F.R. § 42.15.
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I. INTRODUCTION

Microsoft Corporation (“Petitioner’) respectfully requests inter partes review
(“IPR”) of claims 1-30 of U.S. Patent No. 12,218,934 (the “’934 patent”) (EX1001),
allegedly assigned to QOMPLX LLC (“Patent Owner”).

The ’934 patent issued February 4, 2025, and relates to multi-factor
authentication (MFA), a concept that the patent itself admits was “widely used”
before the patent’s earliest possible effective filing date (October 2017). EX1001,
2:20. As was well known, MFA typically involves a traditional username/password
login and an additional form of verification, such as a one-time password (OTP) sent
to a mobile device, a fingerprint scan, etc.

The challenged claims are directed to performing multi-factor authentication
(“additional verification”) upon determining that a previous login attempt (“access
request”) was anomalous relative to a historic profile of access requests or upon
determining that the user account is associated with a plurality of login attempts that
comprise a “brute force” attempt to crack the user’s credentials.

Prior art patent Kirti (EX1004), however, teaches analyzing historical login
data to identify previous anomalous login requests, and expressly describes
identifying a potential “brute force” attack. Kirti also teaches to require “additional

steps for authentication” when a threat is identified (e.g., when a previous request

Petition For Inter Partes Review Of USP 12,218,934 Page 1
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was anomalous and/or when a brute force attack is detected). Kirti alone renders the
challenged claims obvious (Ground 1).

While Kirti teaches performing long-known multi-factor techniques, it does
not expressly provide certain implementation details for basic aspects of these
techniques (such as prompting the user to complete the additional authentication and
checking that it was completed correctly). To the extent these well-known basics
were not known to a POSITA, they are expressly taught by prior art Coffin. A
POSITA implementing Kirti’s system for threat detection and remediation would
have naturally turned to Coffin for any needed implementation details, further
rendering all challenged claims obvious (Ground 2).

Grounds 3-4 provide additional teachings that further show it would have been
obvious to use virtual machines in Kirti’s system, thus confirming the obviousness
of dependent claims 10 and 25.

The Examiner erred in failing to uncover Kirti and in issuing the challenged
claims without a single prior art rejection. For these and other reasons presented
more fully below, the Board should institute IPR based on the Grounds presented

herein.

Petition For Inter Partes Review Of USP 12,218,934 Page 2
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II. GROUNDS FOR STANDING PER 37 C.F.R. § 42.104(a)

Petitioner certifies that the 934 patent is available for IPR and that Petitioner
is not barred or estopped from requesting an IPR challenging the patent claims on
the grounds identified in this petition.

III. IDENTIFICATION OF CHALLENGE

A. Statement Of The Precise Relief Requested/Statutory Grounds

Petitioner requests inter partes review of claims 1-30 (the “Challenged

Claims”) of the 934 patent, on the following statutory grounds:

Reference(s) Basis Claims
Ground 1 | Kirti! 35U.S.C. § 103 | 1-30
Ground 2 | Kirti and Coffin? 35U.S.C.§ 103 | 1-30

Ground 3 | Kirti and Vemulapalli* |35 U.S.C. § 103 | 10, 25

Ground 4 | Kirti, Coffin, and |35U.S.C.§ 103 | 10, 25
Vemulapalli

'EX1004, U.S. Patent No. 10,063,654, filed June 24, 2015.
2 EX1005, Expert Oracle and Java Security, published 2011.

3 EX1046, U.S. Patent No. 9,448,852, filed August 28, 2009.

Petition For Inter Partes Review Of USP 12,218,934 Page 3
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IV. LEVEL OF SKILL IN THE ART, AND STATE OF THE ART

A. Person Of Ordinary SKkill In The Art

The person of ordinary skill in the art for the purposes of the 934 patent in
October 2017 (“POSITA”) would have had a bachelor’s degree in computer science,
or equivalent, with two to four years’ experience designing, implementing, or
otherwise working with cybersecurity technologies. More education, e.g., a Master’s
or Ph.D., would compensate for less work experience and vice versa. EX1003, 435.
A POSITA would have been familiar with common, then-existing
technologies for securing networks, applications, databases, and other digital
systems, including the following state of the art:
o Authentication techniques based on an identifier (e.g., username) and
password (infra Section [V.B.1);

o Additional or “multi-factor” authentication techniques used for added
security (e.g., a one-time passcode or “OTP” sent to a mobile phone)
(infra Section 1V.B.2);

o Tracking login attempts to determine standard behaviors and detect
anomalous login attempts, in order to remediate security threats, such
as a hacker cracking a user’s password) (infra Section IV.B.3); and

o Using virtual machines in cloud computing systems (infra Section

IV.B.4)

Petition For Inter Partes Review Of USP 12,218,934 Page 4
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EX1003, 936; see also infra Section IV.B.

B. State Of The Art

The knowledge and skill of a POSITA included the following claim-recited
features, as reflected in the 934 patent itself, background references, and the Kirti
and Coffin prior art. These features were well-known, widely deployed (including
in commercial systems), discussed in numerous patents, and often combined with
one another. EX1003, 437.

1. Authentication With Username And
Password Was Long-Known And Regularly Used

It was well known to require a user to enter a username (or other unique
identifier) and a password to gain access to their account. The ’934 patent
acknowledges that a “login and password” was a “traditional” way to authenticate a
user. EX1001, 2:22. Indeed, this authentication method was commonly employed
by at least 2004. See EX1003, 938 (citing EXS1006-1012, 1014, 1015, 1044).

Zhang, Varghese, and Mankovskii, for example, illustrate exemplary user
interfaces requiring a user to enter their username and password to access their

account.

Petition For Inter Partes Review Of USP 12,218,934 Page 5
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EX1010, FIG. 2
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2. Additional (i.e., Multi-Factor) Authentication
Was Known And Regularly Used For Added Security

It was also well known to require additional forms of authentication in
combination with a username and password. This technique, often called “multi-
factor authentication,” increased security and reduced access risks posed by stolen
or compromised usernames and passwords. See EX1003, 940 (citing EXS1005-
1008, 1010-1012, 1014, 1016-1025, 1044, EX1058).

Indeed, the patent itself acknowledges that “[m]ulti-factor authentication

(MFA) is widely used today as an additional verification step often used in
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conjunction with a traditional login and password as a way to further secure a user’s
online accounts.” EX1001, 2:20-23. EX1003, 941.

Some of these known verification methods included “a second password or
PIN code ... a CAPTCHA ... personal questions ... a biometric scan[], like
fingerprint, retina, or facial recognition ... [and] pass codes sent to [] e-mail, pager,
or cell phone.” EX1005, 177. Users could also “respon[d] to an email sent to a
registered email address” (EX1011, 12:49-50), “answer[] the phone and ... enter[]
an optional PIN” (EX1044, 9/34), and/or scan an encoded image such as a QR code
(e.g., EX1016, 17:2-10; EX1008, [0040], [0103]-[0104], FIGS. 4C, 4F). See also,
EX1001, 2:23-27 (describing ‘“one-time use codes,” “uniquely generated link,”
“authenticator devices and apps”). EX1003, J42.

Indeed, challenge questions were known by at least 1997 (see EX1019), one-
time passwords were commonly employed by at least 2007 (see EX1017), and
biometric scans were commonly employed by at least 2006 (see EX1011). E.g.,
EX1019, Abstract, 2:5-23, 5:46-65, 10:17-11:3, 11:10-36 (claims 1-3); EX1017,
[0003]; EX1011, 11:34-45; see also EX1003, 943 (citing EXS1005-1007, 1010-
1011, 1017, 1019, 1020, 1044).

Further, it was known for a single system to offer several multi-factor
verification options, each of which prompts a user to complete the additional

verification method (e.g., enter the one-time password) and checks to ensure the user

Petition For Inter Partes Review Of USP 12,218,934 Page 8
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completed the additional verification method correctly (e.g., the user-entered
passcode matches the passcode sent to the user). See EX1003, 944 (citing EXS1005-
1008, 1010, 1016-1020, 1022-1023).

Further, it was known to select a particular authentication method, including
an additional authentication method from a plurality of authentication methods, such
as based on the risk level of the access request, which authentication methods are
available, cost, user preferences, etc. EX1003, 945 (citing EXS 1006, 1011, 1016,
1026-1033, EX1061).

Indeed, more than 13 years before the 934 patent’s alleged priority date,
Golan disclosed “selecting the optimal [additional authentication] method”
(EX1006, 12:18-19) based on, e.g., a risk assessment, available authentication
methods, and deployment constraints. EX1006, 4:50-53, 6:25-29, 11:51-12:19,
19:11-22 (“[D]etermining which additional authentication options are available,
wherein the one or more additional authentication details are selected from among
the determined available authentication options™). EX1003, 946.

3. It Was Well Known To Implement Systems To Detect
Anomalous Log-In Attempts, E.g., Brute Force Attacks

It was well known for systems to detect anomalous activities (including

anomalous login requests) to, for example, prevent, report, and/or remediate security

Petition For Inter Partes Review Of USP 12,218,934 Page 9
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breaches (e.g., by requiring multi-factor authentication). EX1003, 947 (citing
EXS1004, 1009-1011, 1018, 1021, 1023-1025, 1034-1041).

The 934 patent lists several types of cyberattack profiles as examples of
anomalous activities, including a brute force attack in which a hacker tries different
username/password combinations (EX1001, 8:35-46), and admits these cyberattack
profiles were “just ... a very small sample of the cyberattack profiles known to those
skilled in the field.” EX1001, 8:45-46. Indeed, brute force attacks were well known.
EX1003, 948 (citing EXS1004, 1015, 1042, 1043).

Another type of well-known anomaly is impossible travel (e.g., a user logs in
from Portland, Oregon at 10:00 AM and minutes later logs in from Frankfurt,
Germany), which can indicate credential theft and/or VPN abuse or proxy masking
techniques typically employed by hackers. EX1003, 949 (citing EXS1004, 1011,
1022, 1036, 1037, 1040).

4. Virtual Machines

It was well known that cloud computing systems regularly utilized virtual
machines to “provide on-demand scalability, increased reliability, and decreased
capital costs for users.” EX1046, 1:25-26. See also EX1003, 50 (citing EXS1044-

1047).

Petition For Inter Partes Review Of USP 12,218,934 Page 10
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V. THE ’934 PATENT

The ’934 patent, titled “Contextual and Risk-Based Multi-Factor
Authentication,” issued February 4, 2025, from an application filed September 13,
2024. EX1001. It alleges priority via several continuation applications to a CIP
application filed on October 23, 2017, which in turn claims priority to an October
19, 2017, provisional application and two strings of CIP applications going back to
October 28, 2015.

A. The Claims’ Earliest Effective Filing Date Is October 19, 2017

In district court, Patent Owner asserts an effective filing date of October 19,
2017, the filing date of the provisional application. EX1057, 460. This is the earliest
possible effective filing date for the challenged claims at least because the earlier
applications in the priority chain lack Section 112 support for the claims’ additional
verification steps (e.g., elements [1.8]-[1.11]).

The applications prior to October 19, 2017—each of them a continuation-in-
part—describe systems for monitoring network traffic but do not disclose requiring
additional verification steps. For example, the pre-October 19, 2017 applications
lack FIGS. 4-7 of the *934 patent and the corresponding description related to multi-

factor authentication.
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B. The °934 Patent’s Specification

The 934 patent purports to relate to “multi-factor [] authentication” (e.g.,
EX1001, 2:15-16) and its claims are directed to this concept, e.g., requiring
additional verification after verifying the user’s identifier and password (e.g., id.,
18:34-41). EX1003, 952.

Yet the *934 patent also admits that “[m]ulti-factor authentication (MFA)
[was] widely used [] as an additional verification step ... in conjunction with a
traditional login and password,” (id., 2:20-22) yet faults existing systems for their
“over-reliance on a single method of deliver[ing]” the additional verification. /d.,
2:28-29. EX1003, 953.

The 934 patent alleges that “[w]hat is needed is a system that uses a
combination of verification methods.” /d., 2:35-36. It purports to solve this problem
by “requiring a user to use a plurality of verification methods to ... gain access to
the network resource.” Id., 3:38-40; see also id., 2:53-55, 3:7-9, 11:40-51. For
example, after the user performs “some initial form of authentication, such as a login
and password,” “the server may request that the user use a plurality of verification
methods to reach the verification score needed before access is granted.” Id., 11:41-
47. These additional verification methods include biometric scans (e.g., fingerprint),
badge scans (e.g., RFID, NFC), one-time-use codes, and passive information such

as IP address and device ID. Id., 10:16-11:27, 11:44-48, FIG. 4. EX1003, 954.
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Consistent with this emphasis, two earlier patents in the post-October 19, 2017

string of continuations have claims that require a p/urality of additional verification

methods. EX1062, 19:11-20:14 (claim 1) (“select a plurality of verification

methods”); EX1059, 17:49-18:25 (claim 1) (“select a plurality of verification

methods”). EX1003, §55.

The claims of the ’934 patent, however, require only “an additional

verification method” selected from the plurality of verification methods, as shown

in Element [1.9] of claim 1, which recites:

Claim Claim Language
Element

[1.1] | A computer system configured to execute software instructions stored
on nontransitory machine-readable storage media, wherein the software
instructions comprise instructions that:

[1.2] |receive a request to authenticate a client, wherein the request comprises
an identifier and a password,

[1.3] | store, in a multidimensional time-series database, information about the
request,

[1.4] | determine whether the password corresponds to a user account
identified by the identifier,

[1.5] | determine whether an additional verification is required to grant access,
wherein determining whether the additional verification is required to
grant access comprises:

[1.6] |retrieving, from the multidimensional time-series database, historical
information about previous access requests associated with the user
account, and

[1.7] | determining, based at least on the historical information, whether the
user account is associated with a previous access request to a network
resource, wherein the previous access request to the network resource
is anomalous relative to a baseline profile of access requests; and,

[1.8] | based on the additional verification being required to grant access:
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Claim Claim Language
Element

[1.9] | select an additional verification method from a plurality of verification
methods,

[1.10] | cause the client to be prompted to complete the additional verification
method, and

[1.11] |determine whether the additional verification method has been
completed correctly.

EX1003, 956.

Independent claim 11 is substantively identical to claim 1 but is written as a
method instead of a computer system. EX1003, 457.

The other two independent claims (18 and 26) have many elements identical
to claims 1 and 11 but recite language relating to a brute force attack instead of an
anomalous access request (Element [1.7]). EX1003, 458.

C. The Prosecution History

Prosecution was brief, with the Examiner allowing the claims just over three
months after the application was filed. EX1002, 2-76, 276. The Examiner issued no
prior art rejections and erred by never searching for the terms “anomalous” or “brute
force” or variations thereof (id., 186-267), even though the independent claims recite
either (1) “a previous access request” that “is anomalous relative to a baseline
profile” (EX1001, 18:10-41, 19:19-46 (claims 1 and 11) (emphasis added)), or (2)
“determining ... whether the user account is associated with a plurality of requests

to authenticate comprising a brute force attack” (id. 20:7-37, 21:1-22:4 (claims 18

Petition For Inter Partes Review Of USP 12,218,934 Page 14



IPR2026-00182
Patent 12,218,934

and 26) (emphasis added)). Instead, the Examiner searched for many terms that do

29 <6 29 <6

not even appear in the claims, such as “predictive,” “triage,” “planning,” etc.
EX1002, 186-267. Further, although the Examiner searched for “additional” near
“verification” (e.g., id., 263), the Examiner did not search for “two-factor
authentication.” Id., 186-267, 274-275. And the Examiner did not search PE2E for
“multi-factor authentication.”* Id. 186-267. As a result, the Examiner failed to
uncover the Kirti prior art reference (EX1004).

The sole Office action rejected claims 11-17 as indefinite because of a
conditional “if” in independent claim 11 and rejected claims 1-30 based on
nonstatutory double patenting over then-pending application no. 18/885,510°. Id.
149-153. Applicant filed a terminal disclaimer and amended the claims to remove

the conditional “if,” and the Examiner subsequently allowed the claims. /d., 157-

160, 165-174, 276-285.

* The Examiner appears to have searched the entire title of the patent (“contextual
and risk-based multi-factor authentication”) in Google Patents without limiting the
priority date. EX1002, 274-275. The file history shows only the first page of results,
many of which do not appear to qualify as prior art. /d.

> This application led to the 426 patent, which Petitioner concurrently challenges in

[PR2026-00184.
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VI. CLAIM CONSTRUCTION

Unless otherwise noted below, Petitioner applies the plain and ordinary
meaning of each claim term.® EX1003, 959.

VII. GROUNDS 1-2: CLAIMS 1-30 ARE OBVIOUS OVER
KIRTI (EX1004) ALONE OR COMBINED WITH COFFIN (EX1005)

As explained below, claims 1-30 are obvious over Kirti alone (Ground 1) or
Kirti and Coffin (Ground 2), as Coffin teaches implementation details for multi-
factor authentication and other additional verification processes. EX1003, 960.

For the independent claims, Kirti teaches all claim elements but lacks express
implementation details for certain well-known features. For example, while it
teaches performing additional steps for authenticating a user, Kirti does not
expressly state that this involves prompting the user to complete the additional
authentication or confirming correct completion of the additional authentication.
These details were at least obvious based on the knowledge and skill of a POSITA
(see e.g., supra Section IV.B.2). Given the knowledge and skills of a POSITA, Kirti

alone renders all challenged claims obvious under Ground 1. EX1003, q61.

¢ In any litigation, Petitioner reserves the right to raise additional issues of claim
construction and/or argue that claim terms are indefinite or otherwise invalid and

will apprise the Board of any briefing or orders that reflect such positions.
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To the extent Patent Owner argues otherwise, Coffin expressly teaches the
basic implementation details for the techniques disclosed by Kirti. As explained in
greater detail below (infra Section VII.C), a POSITA implementing Kirti would
have been motivated with a reasonable expectation of success to incorporate
Coffin’s more detailed teachings on multi-factor authentication, rendering all claims
further obvious under Ground 2. EX1003, 962.

A. Kirti (EX1004)

Kirti issued as U.S. Patent No. 10,063,654 on August 28, 2018, from an
application filed June 24, 2015 (EX1004, Cover; EX1063, Cover), and is prior art
under Section 102(a)(2). In December 2016, original assignee Palerra, Inc. assigned
Kirti to Oracle International Corporation, the named assignee. EX1004, Cover.

Kirti relates generally to a cloud-based system in which users log in to various
cloud-based applications and other services. The Kirti system analyzes user login
activity over time, to detect and remediate security threats such as brute force
hacking attempts. E.g., EX1004, 15:49-59, Abstract, claim 1. The “remedial
measures” in Kirti include “additional steps to authentication.” Id., 5:27-35; see also,
e.g.,id., 6:6-27,28:21-36. EX1003, 963.

Kirti explains how a given user “may have user accounts with various cloud
applications” (e.g., EX1004, 5:9-14) and the “[c]loud applications connect a user’s

device to remote services” (id., 1:31-32). Much like the 934 patent would later do,
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Kirti depicts a system in which various clients connect with other aspects of the

system via a network (“Internet”), as shown in Kirti FIG. 1:

110

Cloud security monitoring

104 and control system

internet 108

106

&7
Client

-.‘;5.’: T i

Chient \

:
Client
100

FIG. 1

EX1004, FIG. 1. EX1003, 964.

Based on a user’s login activity over time, Kirti creates a “baseline user
profile” and then identifies “anomalous activity using the baseline user profile.”
EX1004, 1:47-59, 2:8-16, 29:37-46; 28:66-67; see also id., 5:25-37, 10:9-59, 14:5-
7,18:14-42, 24:9-32. Login activity data includes the time of the login attempt (e.g.,

id., 12:28-57, 14:46-67, 16:53-17:8, 18:9-26); whether the login was successful, e.g.,

Petition For Inter Partes Review Of USP 12,218,934 Page 18



IPR2026-00182
Patent 12,218,934

correct username and password (see e.g., id., 10:33-36, 18:38-41); the device and/or
IP address from which the attempt was made (e.g., id., 10:33-38, 12:5-13:2, 13:52-
59, 16:28-32, 16:53-17:19, 17:44-46, 18:14-25, 18:38-41); and the resources
accessed (e.g., id., 10:33-44, 12:5-18, 16:53-61, 18:14-27). EX1003, 965.

In response to detecting anomalous activity or threats, the Kirti system may
require “a higher level of security controls” (EX1004, 28:32) such as requiring
“elevated authentication or OTP validation” (id., 28:33). See also id., 5:34 (“adding
additional steps to authentication”); EX1003, 966.

B. Coffin (EX1005)

Coffin is a book that explains how to increase security for Oracle database
applications. EX1005, 1. Coffin was published in 2011, by an established publisher
(Springer), and thus qualifies as prior art under 102(a)(1) (AIA). EX1005, ii;
EX1048 (expert librarian declaration confirming public accessibility of Coffin);
EX1049, 5-9; EX1066; Nearmap US, Inc. v. Eagle View Tech., Inc., IPR2022-01009
Paper 28 at 31 (PTAB Dec. 14, 2023) (finding “presumption of public accessibility”
for “textbook published by established publisher Springer”); see also VidStream

LLC v. Twitter, Inc., 981 F.3d 1060, 1065 (Fed. Cir. 2020) (“When there is an
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established publisher there is a presumption of public accessibility as of the
publication date.”).

Coffin teaches how to implement several types of additional verification
methods, beyond username/password, in an Oracle database system. These
additional verification methods include: a “second password or PIN,” “a
CAPTCHA,” an “answer [to] personal questions,” a “biometric scan[], like
fingerprint, retina, or facial recognition,” and “pass codes sent to [] e-mail, pager, or
cell phone.” EX1005, 177. Coffin also explains that this additional verification
beneficially provides an added layer of security by “assur[ing] [] that the person
sitting at the keyboard is who they claim to be.” Id. EX1003, 467.

Coffin provides detailed step-by-step instructions explaining how to
implement several types of one-time passcodes in Oracle database applications, such
as an SMS to a phone, a URL to a pager, and an email to supporting devices.
EX1005, 178-208. EX1003, 968. Coffin expressly teaches details for selecting one
or more of the plurality of verification methods (e.g., EX1005, 183, 185, 200, 201),
prompting the user to complete the additional verification method (e.g., id., 183, 190,
193, 194, 201, 207), and determining whether the user correctly completed the
additional verification method (e.g., id., 194, 201, 206). For example, “[b]y
preference, [the system] will send the two-factor code to the user’s pager and cell

phone. If neither of those is available, [the system] will send the code to the user’s
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e-mail.”). Id., 200. “Once the user receives the two-factor pass code” (id., 183),
“[they] will have to enter those 2-factor codes in order to get access™ (id., 207). The
computer system then “test[s] the two-factor code to see if it passes muster.” Id.,
194. EX1003, 968.

C. Combining Kirti And Coffin

The Kirti+Coffin combination combines Kirti’s threat detection and
remediation system with Coffin’s implementation details on how to select and
perform an additional verification process, such as 2-factor authentication. As noted
above, Kirti provides less implementation detail, however, on selecting and
performing its additional steps for authentication, and does not expressly disclose
some of the more basic steps recited in Elements [1.8]-[1.11] of the challenged
claims. Yet POSITAs knew that implementing an additional authentication requires
these common steps: “select[ing] an additional verification method from a plurality
of verification methods, caus[ing] the client to be prompted to complete the
additional verification method, and determin[ing] whether the additional verification
method has been completed correctly” (EX1001, 18:36-41 (claim 1)). Supra Section
IV.B.2. EX1003, 969.

To the extent a POSITA implementing Kirti (an Oracle patent) did not already
know these details, she would have naturally looked to Coffin (a book on improving

security in Oracle systems) for its detailed teachings on well-known types of
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additional verification methods and step-by-step instructions for how to implement
these additional verification methods. EX1003, 70.

A POSITA would have been motivated with a reasonable expectation of
success to incorporate Coffin’s additional verification teachings in Kirti’s system for
at least several reasons:

1. Kirti teaches requiring and performing well-known techniques for
additional verification but provides few implementation details;

2. Coffin provides details on how to implement these additional
verification techniques, with step-by-step instructions;

3. Kirti and Coffin both offer the same motivation for including this
additional verification (added security), as was well known in the art (supra Section
IV.B.2); see also EX1005, 177 (Two-factor authentication “assure[s] [] that the
person sitting at the keyboard is who they claim to be.”);

4. Coffin’s additional verification teachings would have been easily
implemented in Kirti’s system—requiring only minimal software modifications that
were well within the skill of a POSITA; and

5. Both Kirti and Coffin relate to Oracle cloud applications, making them
a natural pairing (Kirti is an Oracle patent and Coffin a textbook on how to program
secure Oracle database applications).

EX1003, §71.
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Kirti already teaches requiring additional verification. E.g., EX1004, 28:33
(“elevated authentication or OTP validation”) and 5:34 (“adding additional steps to
authentication™). Coffin provides step-by-step instructions explaining how to
implement at least some of these additional verification methods. £.g., EX1005, 177-
178, 183, 207 (“[ W]e developed a process to send 2-factor authentication codes to
our application users on their cell phones, pagers and e-mail accounts.”); see
generally id., 177-208 (Chapter 9). Moreover, implementing these additional
verification teachings in Kirti’s system would have required simple, predictable, and
straightforward software modifications. E.g., EX1005, xxv (explaining Coffin
purpose to “provide you tools and knowledge that you can put to immediate use ...
[and] get you thinking about how you can write bulletproof applications of your
own”), xxvi (explaining how book provides “a template that we can provide to other
application programmers so that they can implement the same security structures™);
EX1003, 472; KEYnetik, Inc. v. Samsung Elecs. Co., LTD., No. 2022-1127, 2023
WL 2003932, at **1-2 (Fed. Cir. Feb. 15, 2023) (expert testimony that “the software
modifications needed to combine the prior art references would be ‘straightforward’

99 ¢¢

and ‘simple’ for a skilled artisan™ ““sufficient to establish a reasonable expectation
of success”).

Further, Kirti is a patent assigned to Oracle and Coffin provides teachings on

how to improve security in Oracle systems. Indeed, Kirti includes what appears to
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be a screen shot from Palerra’s LORIC product (EX1004, FIG. 5D), which Oracle
integrated into its CASB Cloud Service after acquiring Palerra in September 2016
(EX1053, 3 n.1; EX1050; EX1051; EX1052; EX1054; EX1055). This further
establishes both motivation and reasonable expectation of success in applying
Coffin’s Oracle-centered teachings to the threat detection systems of Kirti.
Moreover, Coffin provides “a foundation for secure programming in Java and
Oracle, and their common ground, Java Stored Procedures (JSP).” EX1005, xxv; see
also id., 1 (“[M]uch of what we will do here can be acquired through commercial
products from Oracle corporation and elsewhere.”), 2 (explaining that Coffin
provides a foundation for achieving “application security using the basic Oracle
Database and Java services™), 27 (noting that Oracle provides the Java Development
Kit), 193 (describing Oracle “Java stored procedure” used “to send two-factor codes
to auser”). EX1003, §73.

The narrative claim mappings below provide additional explanation, as
pertinent, on why and how a POSITA would have incorporated Coffin’s teachings

into a system like that taught by Kirti. EX1003, §74.
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1. Claim 1

a) Element [1.1]7

[1.1] A computer system configured to execute software instructions stored on
nontransitory machine-readable storage media, wherein the software instructions
comprise instructions that:

If the preamble is limiting, Kirti satisfies it. Kirti teaches a system, such as
“system 100 including a cloud security monitoring and control system 102, client
devices 106 ... and cloud services 110.” E.g., EX1004, 4:14-19, FIG. 1. The system
includes “software modules” and a processor, and Kirti teaches storing the software
modules “in volatile or non-volatile memory and,” that these modules “configure the
processor 201 to perform certain functions or processes.” Id., 5:38-44. The software
modules include Kirti’s threat detection and prediction analytics and other
applications. Id., 5:44-6:35. See also id., 2:37-51 (discussing memory containing
applications), 29:66-30:39 (claim 15) which recites inter alia “memory including
one or more instructions that, when executed by the processor, cause the processor
to” carry out various steps such as determine anomalous activity using a user profile
and send instructions to change security controls), 4:5-13 (describing system

components including “software applications and/or modules that configure a server

7 Reference numbers in the format of [claim#.limitation#] are added throughout for

ease of reference.
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or other computing device to perform processes”), 4:29-45. These software modules
include instructions that cause the system to carry out the steps recited in the body
of the claim, as explained in the following sections. EX1003, q75.

b)  Elements [1.2], [1.4]

[1.2] receive a request to authenticate a client, wherein the request comprises an
identifier and a password,

[1.4] determine whether the password corresponds to a user account identified by
the identifier,

Kirti teaches these claim elements at least because it teaches tracking whether
requests to authenticate (“login attempts™) are successful and that “login attempts”

99 ¢

include an identifier (e.g., “identifier,” “username”) and “password.” E.g., EX1004,
10:9-46, 22:3-10. A POSITA would have understood or at least found it obvious
that, as part of tracking whether the requests are successful, the Kirti system receives
each such request and determine whether the password is correct (i.e., corresponds
to the user account identified by the identifier). EX1003, 976.

Kirti discloses users logging in to cloud applications from various “client

devices,” as shown in FIG. 1:
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EX1004, FIG. 1; id., 4:15-20 (“client devices 106 that can be used to access the
cloud security system 102”), 1:31-34 (““Cloud applications connect a user’s device
to remote services that provide an additional functionality.”), 9:38 (“user login[]
attempts™), 15:36-37, 16:31-32 (“how a user does or is expected to log in or access
a cloud application™), 17:4-5, 18:40-41, 28:4 (“user logins™). EX1003, 4477-79.

Kirti discloses login attempts that include a username or other identifier. E.g.,
EX1004, 15:55-59 (describing “login attempts with invalid or terminal/suspended

usernames”), 13:47-51 (“A single user can be identified across multiple clouds using
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one or more attributes or identification factors, such as a primary user identifier
(ID).”), 22:3-12 (tracking distance between ‘“login attempts, successful logins,
and/or failed logins,” accounting for a user’s “different usernames” for “different
cloud applications”), 18:17-23 (“events such as ... logging in to the cloud
application ... [include] event details such as ... user name”); see also id., 10:30-46
(“types of activity data can include ... login and logout statistics ... [and] can include
the user account or other user identifier for the user associated with the events or
statistics”), 7:30-67 (Tables 1-2) (“Credentials and Identifiers”)’ 13:62-67
(describing “the user identifier associated with” a user’s different cloud application
accounts and providing example identifiers “jdoe, john.doe, etc.””). EX1003, 480.

Kirti also teaches that its login attempts include a password and discloses that
the system determines whether a given login attempts succeeds or fails. EX1004,
10:35-36 (tracking “login and logout statistics (including attempts and successes)”);
2:23-25 (tracking failures); see also id., 12:9, 12:19-20, 12:65-13:17, 13:52-59, 15:4-
7, 15:14-16, 15:47-59, 18:38-41, 19:25-59 (Table 4), 21:19-52, 22:8, 29:53-55,
FIGS. 8C (“Failed logins™), 8D (“failed logins™). EX1003, q81.

For example, Kirti discloses detecting a threat if a user has several failed login
attempts because such activity “indicate[s] a concerted effort to crack the user’s
password.” EX1004, 13:14-16; see also id., 13:56-57 (identifying “users who have

several failed login attempts and then change their password™), 15:49-59 (“A brute
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force attack scenario may refer to an attacker's attempts to try many passwords in
order to discover a correct password and compromise a user account.”). Kirti also
discloses changing and/or resetting the user’s password (id., 5:35, 12:13, 13:57,
24:45, 25:34-40, 25:48) and password policies (id., 7:30-67 (Tables 1-2), 14:40-45,
19:25-59 (Table 4), 26:33-38, 27:23-26, 27:31-35, 27:39-42, FIG. 8E (illustrating
different password options for a given user account)). Kirti (EX1004) FIG. 8E shows
a user interface with “Password Controls” that include example “password

requirements for a user account.” EX1004, FIG. 8E, 26:29-38; id., 6:32-38.

Manage app instances| | Register an app instance
Registef an app instance

|1. Selectan app type v ] i 3. Select security controls )]
Modify app instances -
R ...... |?ypp| ......................... IE_ Salect monitoring type o ‘ I @ .
Yormove 2P INKAN0GS [3:’iSéIe'cié’a’cﬁi;itjr._ﬁﬁm'rﬁéi s Standard Stringent Custom
|4_ Enter cradentials v Password Controls
Security Control Value
Minimum required characters i
b?x Require numbers{s) 2
Require special character(s) 1
Require at least one uppercase letter Lo

Prevent common words [ email address as a password €0
Password resets: Require users to reset password every: 30 days
Prevent reusing passwords from Last 10 times
Motify admins when users reques! a forget password emall €D
Motify admings when users change passwords in Setfings @D
Require strong passwords for external collaborators €D
= Authentication Policies

= Session Policies
= Settings
Approval

O understand and explicitly approve the seedings of controls
in to "Box - test” with controls setling as "Stringent”

[= Previous |[Enter credentials =1 Cancel

FIG. 8E

EX1004, FIG. 8E; EX1003, 982.
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POSITASs understood that the success or failure of a given login attempt in
Kirti resulted from the system determining whether the received password
corresponded to a user account identified by the received username or other
identifier, consistent with known login conventions. Supra Section [V.B.1. The *934
patent confirms that this was conventional by noting “traditional login and
password” in its “State of the Art” section without providing any detail on how to
implement this “traditional” functionality. EX1001, 2:18-23. EX1003, 483.

A POSITA also would have understood that a user enters a username and
password when connecting to the cloud application(s) at least because this is what
an administrator does when connecting to the cloud. EX1004, 5:20-24, 6:60-65,
10:9-15, 26:49-54. EX1003, 9484.

Thus, Kirti teaches that a client (“user”) submits a request to authenticate

29 ¢¢

(“login attempt[]”), which includes an identifier (e.g., “identifier,” “username”) and
“password,” and that the system receives this request and determines whether the
password corresponds to a user account identified by the identifier (i.e., determines,
based on the received username and password, whether the login succeeds or fails).
Further supporting that it was obvious to implement Kirti’s system to receive and

check the user’s username and password, this was a well-known, standard, and

conventional technique for authenticating a user. Supra Section 1V.B.1. EX1003,

q85.
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c) Element [1.3]

[1.3] store, in a multidimensional time-series database, information about the
request,

Kirti teaches this claim element at least because it discloses that its system
stores, in a multidimensional time-series database (e.g., “analytics and threat
intelligence repository database”), information about requests for authentication
(e.g., “activity data,” for “login and logout statistics (including attempts and
successes)”). E.g., EX1004, 10:33-36, 10:60-61. The information includes
timestamp (e.g., id., 12:35-54, 14:48-54, 16:49-60, 18:9-23), whether the request
was successful (e.g., id., 10:34-44, 18:38-41), the device and/or IP address of the
request (e.g., id., 10:34-44, 12:1-18, 12:35-13:29, 13:44-59, 16:28-40, 16:55-67,
17:9-55, 18:17-23, 18:38-41), and what resources were accessed (e.g., id., 10:34-44,
12:7-18, 16:49-60, 18:17-23). Id., 10:35-39 (“activity data can include ... login and
logout statistics (including attempts and successes), [P addresses used to access the
application, devices used to access the application, and cloud resources that were
accessed”). EX1003, q86.

Kirti’s analytics and threat intelligence repository database is a
multidimensional time-series database. It is multidimensional because each time
point includes activity data for multiple parameters/attributes (e.g., [P address, login

attempt result (success or failure), identifier (e.g., username), resources accessed,
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etc.). EX1004, 4:46-5:3, 10:25-50, 10:60-11:4, 12:1-18, 12:35-13:29, 13:44-59,
14:48-54, 16:28-40, 16:55-67, 17:9-55, 18:9-23, 18:38-41). And it is a time-series
database at least because it includes the same activity data (i.e., values for the same
parameters/attributes) for multiple time points. E.g., EX1004, 13:27-30 (“[D]ata
collected over time is used to build models of normal behavior (e.g., patterns of
events and activity) and flag behavior that deviates from normal as abnormal

behavior.”).
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EX1004, FIG. 2 (red annotations added). EX1003, q87.
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Consistent with its time-series nature, Kirti’s database stores weeks’ worth of

activity data that “‘can be utilized to generate reports that may be presented visually.”

EX1004, 4:54-59; see also id., 6:35-44, 11:15-58, 12:5-35, 12:50-57, 14:46-15:16,

FIGS. 8B-8D. For example, FIG. 8C “displays a count of events by date in each of

the color coded categories such as activities at an unusual time, after-hours

downloads, failed logins, etc.,” for prior four-week and twelve-week periods, thus

confirming that Kirti’s multidimensional time-series database stores timestamped

data for multiple attributes/parameters over a period of time. /d., 15:5-7.

10/26

“Threats
Identified Abnormal Event - Time Range [Last 4 weeks w|
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£20
S
o
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.. Sk
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< After-hours Downloads == Unigue IPs for Downlods
-~ Failed Logins -~ Unigue Login IPs
-¢ File Download Actions

| Application:

Box:RI

Category:
Anomalous Activity

Details:

Account boxme2013@hotmail.com of
Box application instance Rl performed
suspicious activities on 2014-10-08.
{Failed logins: 6, After hour access: 9)

Predicted Threal:
| Likely account hijacking attempt for

boxmeZ013@hotmail.com of Box
application instance Ri

| View incident

FIG. 8C
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Identified Abnormal Event - Time Range [Last 12 weeks v]

8/24  8/30 95 oM 8117 9/23 929 105
Trending per day

E Activities at Unusal Time [0 Failed Logins
O Activities from Suspicious IPs File Download Actions

FIG. 8C (Cont.)

EX1004, FIG. 8C. EX1003, 988.

d) Element [1.5]

- Application: %
Box:RI

Category:
- Anomalous Activity

- Details:

- Account mary.philips@keytech.com of

. Box application instance Rl performed

. suspicious activities. (Failed logins: 5,

- Activities from suspicious ip-addresses:12,
. After hour access: 4, File downloads:2)

on 08-09-2014

Predicted Threat:
| Likely account hijacking attempt for

- mary.philips@keytech.com of Box
- application instance RI

Created On:
- Sep 08, 2014 11:21:07 AM UTC

I [1.5] determine whether an additional verification is required to grant access, I

Kirti teaches this claim element. The Kirti system analyzes a user’s historic

login activity to identify potential threats and determine whether to apply “remedial

measures, such as adding additional steps to authentication.” E.g., EX1004, 5:25-

37 (emphasis added); see also id., 3:53-58 (system performs “threat detection” and

recommends “appropriate responses to different categories of threat”), 3:58-4:3

(system determines “models of normal and/or abnormal behavior in user activity,”

detects “patterns of suspicious activity,” and then recommends ‘“remedial
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measures”). Kirti teaches carrying out this remediation “automatically.” 25:49-52.
EX1003, 989.

Kirti explains that “[a]ny of a variety of security measures may be taken to
address an identified threat such as, but not limited to ... setting stronger security
controls.” EX1004 25:46-49 (within section titled “Remediation™); see also id.,
25:16-20 (describing alert with recommended “remediation action(s), such as
implementing stronger security controls”). Example stronger security controls
include requiring “elevated authentication or OTP validation.” Id., 28:31-33.
POSITAs knew that “OTP validation” in Kirti referred to “one-time passwords,” a
commonly-used secondary authentication technique. E.g., EX1020, 2 (2014 thesis,
stating “the most commonly used second factor is one-time passwords™); see also
EX1001, 2:23-25 (“MFA methods commonly used today includes one-time use
codes sent to a user’s mobile device or email”); EX1014, 4:17-18 (“some users may
be required to engage in a token-based one-time password (OTP) process™);
EX1016, 1:58-59 (“Another authentication approach is for a service provider to
equip the user with a One Time Password (OTP) device.”); EX1018, 3:3-4 (“One
solution to avoid attacks with replaying captured reusable passwords is to use one-
time passwords (OTP).”). EX1003, 990.

POSITAs would have understood that Kirti’s “additional steps to

authentication” and other “stronger security controls” are additional verification
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beyond the traditional username/identifier and password authentication used by Kirti
client devices. EX1003, q91. Kirti describes logins as involving username and
password (supra Section VII.C.1.b) and POSITAs would have understood that the
“stronger security controls” are in addition to that baseline username/password
requirement. EX1003, 491.

Thus, Kirti’s recommended “additional steps to authentication”—such as
elevated authentication or OTP validation—satisfy the claimed ‘“additional
verification [] required to grant access.” EX1003, 992. The ’934 patent itself
characterizes types of additional authentication as additional verification: “Multi-
factor authentication (MFA) is widely used today as an additional verification step
often used in conjunction with a traditional login and password ....” EX1001, 2:20-
23. EX1003, 992.

Thus, Kirti determines that additional verification is required to grant a client
access to a cloud application or other network resource. That Kirti makes this
determination is further shown by the fact that Kirti discloses performing the
additional steps to authentication (additional verification). Infra Section VII.C.1.f)
(mapping Element [1.8]-[1.11]). EX1003, 993.

Coffin’s teachings

To the extent Kirti’s remedial measures alone do not satisfy the claimed

“additional verification,” a POSITA would have found it obvious to implement
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Kirti’s system with the specific types of measures taught by Coffin, thus satisfying
these claim elements. EX1003, 994.

Coffin expressly discloses several types of additional verification for an
Oracle system, including: a “second password or PIN,” “a CAPTCHA,” an “answer
[to] personal questions,” a “biometric scan[], like fingerprint, retina, or facial
recognition,” and “pass codes sent to [] e-mail, pager, or cell phone.” EX1005, 177,
see also id., 178-208 (explaining how to implement some of these additional
verification methods). Coffin also explains the benefits of this additional
verification: it “assure[s] us that the person sitting at the keyboard is who they claim
to be.” Id., 177. EX1003, 995.

Thus, to the extent Kirti does not render obvious implementing its system to
require this additional authentication, a POSITA would have been motivated to do
so in view of Coffin, which teaches use of this authentication to provide an added
layer of security. Supra Section VII.C. A POSITA would have reasonably expected
to succeed in implementing Coffin’s additional verification teachings in Kirti’s
disclosed system for at least three reasons: (1) Kirti already discloses performing
remedial actions and expressly mentions additional verification steps including one-
time passwords (OTPs) (e.g., EX1004, 3:53-4:1, 5:27-37, 5:55-6:34, 14:48-54,
14:61-67, 24:43-47, 24:66-67, 25:16-20, 25:34-52, 25:61-26:5, 28:22-36, FIGS. 5B,

6), (2) Coffin expressly teaches a POSITA how to implement at least some of the
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additional verification methods (EX1005, 178-208), and (3) implementing this
additional verification functionality in Kirti’s disclosed system requires only minor
software changes that were well within the skill of a POSITA. E.g., KEYnetik, 2023
WL 2003932, at *2; see also supra Section IV.B.2 (explaining that additional
authentication was well known in the art). EX1003, 996.

e) Elements [1.6]-[1.7]

[1.6] wherein determining whether the additional verification is required to grant
access comprises:

retrieving, from the multidimensional time-series database, historical
information about previous access requests associated with the user
account, and

[1.7] determining, based at least on the historical information, whether the
user account is associated with a previous access request to a network
resource, wherein the previous access request to the network resource is
anomalous relative to a baseline profile of access requests; and,

Kirti teaches these claim elements. For example, Kirti teaches determining
whether to require additional authentication steps using ‘“analytics and security
intelligence processes.” E.g., EX1004, 24:67-25:5 (“process for remediating threats”
“includes identifying (602) a threat”); see also id., FIG. 6. These processes involve
retrieving historic user login data from Kirti’s analytics and threat repository
database and using that information to detect “anomalous behavior” relative to
“baseline user profiles over various periods of time.” Id., 14:5-7, 24:33-50; see also

id., FIG. 5B (exemplary process for “detecting threats”), 3:53-4:1 (“detecting
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patterns of suspicious activity” and “recommending remedial measures™), 14:5-14
(system “tracks user activity for anomalous behavior to detect attacks and unknown
threats” and provides “recommendations for remediation”); id., 28:22-36. EX1003,
q197.

As explained above for element [1.3] (supra Section VII.C.1.c), the activity
data stored in Kirti’s analytics and threat intelligence repository database (a
multidimensional, time-series database) is historical at least because the database
stores data collected over a relatively long time period (e.g., several weeks) and
receives new data in batches (e.g., from the most recent 24-hour period). E.g.,
EX1004, 4:54-59, 6:35-44, 11:15-58, 12:5-35, 12:50-57, 13:27-30, 14:46-15:16,
FIGS. 8B-8D. Thus, even the most recent data in the database is historical. EX1003,
998.

And, as also explained above for element [1.3] (supra Section VII.C.1.c), the
historical activity data stored in Kirti’s analytics and threat intelligence repository
database includes information about previous access requests, such as “login and
logout statistics (including attempts and successes)” (EX1004, 10:35-40), a
timestamp (e.g., EX1004, 12:35-54, 14:48-54, 16:49-60, 18:9-23), whether the
request was successful (e.g., id., 10:34-44, 18:38-41), the device and/or IP address

of the request (e.g., id., 10:34-44, 12:1-18, 12:35-13:29, 13:44-59, 16:28-40, 16:55-
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67,17:9-55,18:17-23, 18:38-41), and what resources were accessed (e.g., id., 10:34-
44,12:7-18, 16:49-60, 18:17-23). E.g., EX1004, FIG. 4 (step 406). EX1003, 999.
Kirti teaches its “Threat Detection and Prediction Analytics Application 212,”
retrieves this past activity data from Kirti’s “Analytics & Threat Intelligence
Repository 2117 to detect threats. £.g., EX1004, 18:10-14. Indeed, Kirti describes
how its analytics tool (e.g., threat detection and prediction analytics application 212)
builds a baseline user profile based on data collected over time and stored in the
analytics and threat intelligence repository, and uses this profile to detect anomalous
login attempts (e.g., in the most recent batch of data). For example, Kirti describes
how “data collected over time is used to build models of normal behavior (e.g.,
patterns of events and activity) and flag behavior that deviates from normal as
abnormal behavior” (EX1004, 13:27-30), including behaviors related to “failed
logins” (id., 13:10-17). See also id., 1:47-59 (“determining the likelithood of
anomalous activity using the baseline user profile”), 1:66-2:18 (“the baseline profile
is derived from activity data collected over a time period”), 2:37-51, 4:46-5:3 (“The
aggregation of activity information in the analytics repository 211 concerning access
patterns and other event statistics enables the system to establish baselines of user
behavior.”), 5:46-54 (“The threat detection and prediction analytics application 212
can generate analytics .... Analytics may be performed using data stored in the

analytics and threat intelligence repository 211.”), 14:5-14 (“a recommendation
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engine tracks user activity for anomalous behavior to detect attacks and unknown
threats” and provides ‘“recommendations for remediation”); 14:27-31
(“[T]echniques such as outlier detection establish a baseline that is useful for
detecting anomalous activities. Such anomalous activities along with contextual
threat intelligence can provide more accurate prediction of threats with low
prediction errors.”), 15:24-16:18 (describing detecting specific types of threats,
including brute force attacks and describing how “[d]etection processes may track a
user’s normal behavior and generate alerts when events or activities associated with
the user's account(s) deviate from the norm™), 19:61-24:47 (describing various
“behavior analytics algorithms” for detecting “anomalous activity” in the user’s

activity data to “determine the likelihood of various threats”), 29:23-27.
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EX1004, FIG. 2 (red annotations added). EX1003, 4100.
Kirti (EX1004) FIG. 5B shows an exemplary process in which activity data is
retrieved and used to generate threat models (step 506) that “include baseline user

profiles over various periods of time.” EX1004, 24:33-38. These threat models are

Petition For Inter Partes Review Of USP 12,218,934 Page 42



IPR2026-00182
Patent 12,218,934

then “used to determine (508) the likelithood of anomalous activity that may warrant

additional verification.” Id., 24:39-42.

\

502
- Collect activily data from one or /

mare cloud applications

or more applications

—

504
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!
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|
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/ S08

“[A]ctivity data can
include, but are not
limited to, login and
logout statistics (including
attempts and successes).”
EX1004, 10:35-36; id.,
24:8-15

activity data used to
determine threat model,
including baseline profile

threat model used to detect
anomalous activity

EX1004, FIG. 5B (cropped and annotated in red); see also id., FIG. 4 (showing

process with step 406, “[s]tore activity data in analytics database,” and 410,

“[g]enerate system reports and/or threat intelligence”); id., 10:60-61 (“retrieved

activity data is stored (406) in an analytics and threat intelligence repository database
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2117); id., 10:35-36 (“activity data can include, but are not limited to, login and
logout statistics (including attempts and successes)””). EX1003, 44101-102.

As shown in (EX1004) FIG. 5, Kirti teaches that its analyzer (e.g., threat
detection and prediction analytics application 212) retrieves historic activity data
from the Analytics and Threat Intelligence Repository 211, to “[d]iscover threats

and risks.”
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EX1004, FIG. 5 (red annotations added); see also id., Abstract, 1:44-59, 2:37-51,
3:53-4:3, 4:60-66 (“The aggregation of activity information in the analytics
repository 211 concerning access patterns and other event statistics enables the
system to establish baselines of user behavior. Machine learning techniques can then
be applied to detect threats and provide recommendations concerning how to
respond to threats.”), 5:25-37, 5:53-54, 5:55-6:5, 12:1-57. EX1003, 49103-104.
The Kirti system thus satisfies the claimed “retrieving ... historical
information about previous access requests” at least by its analytics and threat
detection processes that retrieve a user’s historic login activity over time and then
analyze that historical information to determine a baseline profile. £.g., EX1004,
1:47-59, 2:37-51, 4:46-5:3, 5:46-54 (“The threat detection and prediction analytics
application 212 can generate analytics .... Analytics may be performed using data
stored in the analytics and threat intelligence repository 211.”), 29:23-27. And the
Kirti system satisfies the claimed “determining, based at least on the historical
information whether the user account is associated with a previous [anomalous]
access request ...” at least by using the retrieved historic login data to generate
baseline user-behavior models and then determining anomalous activity, such as
anomalous login attempts in the most recent batch of past activity data. These
anomalous login attempts (access requests) are “previous” because they are from the

past activity data that is collected in batches (e.g., each batch includes activity data
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from the most recent collection period, such as the most recent 24-hour period). E.g.,
EX1004, 10:25-42. Even if Kirti’s system identified a current login attempt as
anomalous, that anomalous login attempt would still be a “previous” login attempt
by the time of the next login attempt where the system would require additional
verification. EX1003, §105.

Kirti teaches different types of anomalous access requests, including requests
that originate from a new IP address not associated with the user’s baseline profile
and/or from an IP address that has been flagged as suspicious. EX1004, 1:66-2:7
(“the baseline profile includes a list of IP addresses ... [and] a threat is recognized
when activity occurs from a geolocation that is not on the list of IP addresses™), 5:57-
6:5, 12:28-57, 15:31-48, 16:6-11, 16:60-17:8, 28:26-31, 29:31-36, FIG. 8C.
EX1003, 9106.

Another anomalous access request is a brute force attack, where a hacker uses
different passwords to try and brute force crack the user’s password. EX1004, 15:49-
59. EX1003, q107.

Further, Kirti, discloses an “advanced persistent threat (APT) scenario,” in
which, for example, a user does “not access[] a particular cloud application in several
months and then show[s] high activity in the next month.” EX1004, 13:21-27.

EX1003, 9108.
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Moreover, Kirti at least suggests other types of anomalous access requests,

such as impossible travel (EX1004, 1:63-65, 13:52-56, 15:31-43, 17:13-19, 19:12-

15, FIG. 5C), that were well known in the art. Supra Section IV.B.3. EX1003, 4109.

After detecting previous anomalous access requests, Kirti teaches displaying

them (e.g., to an administrator) in a historical report, further confirming that the

anomalous access requests are previous access requests. E.g., EX1004, 4:46-59,

6:35-44, 9:34-66, 11:15-58, 12:5-35, 12:50-57, 14:46-15:16, FIGS. 8B-8D. For

example, FIG. 8C illustrates a report from October 26 that shows previous

anomalous access requests (six failed logins and nine after hours accesses) on

October 9.
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FIG. 8C (Cont.) also illustrates a report from October that indicates previous
anomalous access requests (five failed logins, 12 suspicious IP addresses, four after

hour accesses) on September 8. EX1004, FIG. 8C.

Threats
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7
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EX1004, FIG. 8C. EX1003, q111.
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f) Element [1.8]-[1.11]

[1.8] based on the additional verification being required to grant access:

[1.9] select an additional verification method from a plurality of
verification methods,

[1.10] cause the client to be prompted to complete the additional
verification method, and

[1.11] determine whether the additional verification method has been
completed correctly.

Kirti alone or in combination with Coffin teaches these claim elements. As
explained above for elements [1.5]-[1.7] (supra Sections VII.C.1.d-VIIL.C.1.e), Kirti
teaches recommending and performing a remedial action when a threat is detected
and mentions that one such remedial action is “adding additional steps to
authentication,” i.e., requiring completion of an additional verification step (e.g.,
enter a one-time password). E.g., EX1004, 5:27-37, 28:24-36. EX1003, q112.

Kirti discloses manually or automatically selecting which one of a plurality of
remedial actions to use. E.g., EX1004, 5:27-37, 5:55-57 (“embodiments of the
invention may include remediation functions that provide manual and/or automated
processes in response to threats.”), 6:10-14, 14:64-67, 25:15-20, 25:45-52, 27:10-
12. EX1003, q113.

And Kirti further specifies that the selected remedial action is “performed.”

E.g., id., 25:40-44 (“Remediation action(s) to address a threat may be performed
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automatically, if a response to such threats is predetermined, or may be instructed []
by a user selecting a remediation option from the alert that was presented.”). In the
cases where the remedial action involved “additional steps to authentication,” such
as a one-time password, performing that authentication would necessarily involve
prompting the client to complete the additional authentication and then determining
whether it was corrected completely. At the very least, this would have been obvious,
as the most obvious way to perform such additional authentication would be to
present the additional authentication steps for completion (i.e., “prompt”) and then
confirm correct completion before allowing the login to complete. It was well known
that these were necessary steps in any user-performed additional verification method
(e.g., biometric (face or fingerprint) scan, one-time passcode entry, answer to secret
question, etc.). Supra Section IV.B.2. EX1003, q114.

Coffin’s teachings

While Kirti teaches selecting and performing additional verification (e.g.,
“additional steps for authentication,” such as “elevated authentication or OTP
validation”), it provides little implementation detail for these steps. To the extent a
POSITA did not find these details obvious based on Kirti alone, they were obvious
further in view of Coffin, which expressly teaches details for selecting one of a
plurality of verification methods, prompting the user to complete the additional

verification method, and determining whether the user correctly completed the
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additional verification method. EX1005, 177-208. Coffin provides these teachings
in the context of an Oracle system, whereas Kirti is a patent assigned to Oracle, and
reflects technology ultimately deployed as part of Oracle systems. EX1005,1, 1, 178;
EX1004, Cover. EX1003, q115.

Coffin includes an entire chapter on implementing ‘“Two-Factor
Authentication.” EX1005, 177-208. Therein, Coffin teaches additional
verification/authentication methods such as: a “second password or PIN,” “a
CAPTCHA,” an “answer [to] personal questions,” a “biometric scan[], like
fingerprint, retina, or facial recognition,” and “pass codes sent to [] e-mail, pager, or
cell phone”). EX1005, 177. Coffin also explains how to implement additional
verification methods that include a passcode, such as an SMS to a phone, a URL to
a pager, and an email to supporting devices. Id., 178-208. EX1003, q116.

Coffin also teaches a heuristic for selecting an additional verification method
from the plurality of passcode verification methods: select the user’s pager and/or
cell phone if these devices are available, otherwise select email. £.g., EX1005, 183,
185, 200 (“By preference, [the system] will send the two-factor code to the user’s
pager and cell phone. If neither of those is available, [the system] will send the code
to the user’s e-mail.”), 201. It also was well known in the art to select an additional
verification method from a plurality of verification method, for example, to ensure

successful delivery of the additional verification based on the availability of the
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verification methods, cost, user preferences, etc. Supra Section IV.B.2. EX1003,
q17.

Once the additional verification method is selected, Coffin teaches sending
the passcode to the device(s), which then prompts the user to enter the provided
passcode to complete the additional verification method. EX1005, 183 (“Once the
user receives the two-factor pass code, they will submit that along with their request
for data....”), 190, 193-194, 201, 207 (“Users will have to enter those 2-factor codes
in order to get access to our application data.”). EX1003, q118.

The computer system then checks to ensure the user entered the correct code.
EX1005, 194 (“[ W]e test the two-factor code to see if it passes muster by calling the
f is cur cached cd function. If the two-factor code is good, we set the secure
application role; however, if not we let them know by raising a NO DATA FOUND
exception: they entered the wrong code, or perhaps just an old (older than 10
minutes) code.”), 201 (“[W]e want to cache [the code] for comparison to any code
the user enters.”), 206 (“One definite potential error is the possibility that the user
has entered a wrong or old code....”). EX1003, 9119.

As explained above in Section VII.C, a POSITA implementing Kirti, which
teaches additional authentication methods but without much detail, would have been
motivated to incorporate Coffin’s detailed teachings on how to implement additional

authentication methods. Given Kirti’s lack of detail on these aspects, a POSITA
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would have been motivated to look for implementation details elsewhere, naturally
leading them to Coffin and its teachings on how to implement specific types of
remedial measures in an Oracle database system. Coffin also expressly provides
motivation for implementing the additional authentication: it ensures the user is who
they say they are. EX1005, 177. EX1003, 9120.

A POSITA would have reasonably expected success in implementing Coffin’s
additional verification teachings in Kirti’s disclosed system at least because it would
require only minor software changes that were well within the skill of a POSITA.
E.g., KEYnetik, 2023 WL 2003932, at *2; see also supra Section IV.B.2 (explaining
that additional authentication was well known in the art). The reasonable expectation
of success is further supported by the fact that both Kirti and Coffin relate to the
same type of Oracle systems. EX1003, q121.

2. Claim 28

[2.1] The computer system of claim 1, wherein the historical information about
previous access requests associated with the user account comprises historical
information about previous requests to authenticate, wherein the previous
requests to authenticate comprise the identifier.

8 For each dependent claim mapped herein, Petitioner incorporates its analysis for

any claim from which that dependent claim depends.
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Claim 2 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. As explained above for elements [1.6] and [1.7], Kirti
teaches determining whether the user’s historical information (e.g., “past activity
data’) contains an anomalous access request. Supra Section VII.C.1.e. This activity
data comprises historical information about previous requests to authenticate that
include the identifier (e.g., “user name”). EX1004, 10:25-56, 12:50-13:42, 14:5-31,
18:10-27. For example, “[a]ctivity data can include ... login and logout statistics
(including attempts and successes) ... [and] “the user account or other user identifier
for the user associated with the events or statistics.” Id., 10:25-46; see also id., 18:17-
21 (“User activities may include events such as, but not limited to, logging in to the
cloud application .... Such event activities can be logged with event details such as,
but not limited to, a user name”). Thus, claim 2 is obvious at least because Kirti
teaches that the historical information about previous access requests associated with
the user account comprises historical information about previous requests to
authenticate, wherein the previous requests to authenticate comprise the identifier.
EX1003, 9122.

3. Claim 3

[3.1] The computer system of claim 1, wherein determining whether the
additional verification is required to grant access further comprises processing
endpoint data from entities connected to the network.
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Claim 3 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. As explained above for claims elements [1.5]-[1.7], Kirti
teaches determining whether additional verification is required based on whether a
threat (e.g., an anomalous access request) is detected in the past activity data. Supra
Sections VII.C.1.d-VII.C.1.e. This involves processing endpoint data (e.g., “IP
addresses,” “infected node points” and login information) from entities connected to
the network (endpoints within the network). E.g., supra Section VII.C.1.b; EX1004,
FIGS. 4, 5B; id., FIG. 1 (showing different endpoints). EX1003, q123.

For example, Kirti discloses that activity from suspicious IP addresses is a
type of threat, and discloses identifying and including these suspicious IP addresses
in a threat report to a system administrator. EX1004, 5:55-6:5, 10:34-46, 12:18-27,
12:35-57, 12:65-13:4, 15:38-59, 28:22-36, FIG. 8C. Kirti processes the “IP
addresses ... [and] devices used to access the application” (id., 10:36-38), and
identifies suspicious nodes/IP addresses based on external intelligence feeds and/or
login activity, such as a number of failed login attempts, login velocity, etc. Id., 5:55-
6:5, 12:18-27, 12:35-57 (“external information ... relating to potential security
threats such as .... identification of infected node points ....”), 12:65-13:4, 15:38-59
(“Metrics used for detection can include ... a count of the number of unique IP

addresses used by a user per day and/or a velocity ... [and] unusually high number

of login failures for existing valid accounts ....”), 28:22-36. Further, Kirti discloses
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that “[a]ctivities from suspicious ip-addresses™ is a type of threat that is reported to

a system administrator. /d., FIG. 8C.

Threats

Identified Abnormal Event - Time Range [Last 12 weeks 9]

Trending per day

824  8/30 8/5 9/11 917 923 928 105

E Activities at Unusal Time Failed Logins
0 Activities from Suspicious IPs B File Download Actions

FIG. 8C (Cont.)

EX1004, FIG. 8C. EX1003, 9124.

| Application: %
- BoxRI

Category:
- Anomalous Activity

. Details:

. Account mary.philips@keytech.com of

. Box application instance Rl performed

| suspicious activities. (Failed logins: 5,

. Activities from suspicious ip-addresses: 12,
| After hour access: 4, File downioads:2)

- on 08-09-2014

Predicted Threat:
- Likely account hijacking attempt for

| mary.philips@keytech.com of Box
. application instance RI

Created On:
- Sep 08, 2014 11:21:07 AM UTC

Thus, a POSITA would have understood or at least found it obvious that

Kirti’s system processes endpoint data from entities connected to the network at least

because Kirti identifies endpoints (“nodes” / “IP addresses™) that are suspicious.

Further a POSITA would have understood or at least found it obvious that Kirti’s

system performs this processing of endpoint data when determining whether to

require additional verification to grant access at least because Kirti teaches treating

activity from suspicious endpoints as a threat, which, as explained above for
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elements [1.5]-[1.7] (supra Sections VII.C.1.d-VIL.C.1.e), trigger the additional
verification requirement. EX1003, q125.

4. Claim 4

[4.1] The computer system of claim 1, wherein determining whether the
additional verification is required to grant access further comprises processing an
external threat intelligence feed.

Claim 4 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. As explained above for claims elements [1.5]-[1.7], Kirti
teaches determining whether additional verification is required based on whether a
threat (e.g., an anomalous access request) is detected in the past activity data. Supra
Sections VIII.C.1.d-VIIL.C.1.e. Kirti further teaches that this threat detection involves
processing an external threat intelligence feed: “Threats can also be identified by
comparing activity data with external threat intelligence information, such as
information provided by third-party providers ....” EX1004, 4:67-5:3; see also id.,
5:55-6:5 (“[A]nalytics can utilize information received from external third party
feeds ... to augment the threat intelligence by providing external information of
security threats such as, but not limited to, identification of infected node points,
malicious activity from a particular source IP address, malware infected email
messages, vulnerable web browser versions, and known attacks on clouds.”), 11:51-
58, 12:35-57, 12:65-13:4, 17:8-13. Thus, Kirti teaches processing information from

an external threat intelligence feed (e.g., information indicating that the request came
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from an infected node), as part of determining whether to require additional
verification. EX1003, 9] 126.

5. Claim 5

[5.1] The computer system of claim 1, wherein the software instructions further
comprise instructions that:
[5.2] based on the additional verification being required to grant access:
[5.3] determine that a probable cyberattack is detected, and
[5.4] provide an alert,
[5.5] wherein the alert includes the identifier and an indicator
that a probable cyberattack is detected, and
[5.6] wherein the alert is designated to be provided to an
administrator of the network.

Claim 5 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. EX1004, 3:53-4:1, 4:54-59, 5:27-36, 13:12-17, 14:5-16:5,
25:3-44, 25:55-26:5, 28:22-37, FIGS. 6, 8B-8D. EX1003, q127.

Kirti teaches that based on the additional verification being required to grant
access (e.g., due to a series of failed login attempts, a login attempt from an
unknown/suspicious IP address, etc.), determining that a probable cyberattack (e.g.,
a brute force attack) is detected. E.g., EX1004, 13:12-17, 14:5-7 (“detect[ing] attacks
and unknown threats™), 15:31-48, 15:49-59 (“Detection [of a brute force attack] may
involve evaluating the velocity of failed login attempts ....”). EX1003, q128.

99 ¢

Because Kirti discloses to “update statistics” “on various user behavioral

activities” (EX1004, 18:28-31), a POSITA would have understood or at least found

it obvious that if Kirti’s system determined that a user needs to supply additional
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verification information due to an anomalous login attempt in the most recent batch
of activity data, such as an attempt from an unknown/suspicious IP address (see
supra Sections VII.C.1.d-VII.C.1.e; EX1004, 1:66-2:7, 5:57-6:5, 12:28-57, 15:31-
48, 16:6-11, 16:60-17:8, 28:26-31, 29:31-36, FIG. 8C), the system would also
determine that a probable cyberattack is detected if that same user account is
associated with other anomalies, such as repeated failed login attempts, especially
since Kirti teaches to identify certain types of cyberattacks, including brute force
attacks (e.g., EX1004, 15:23-16:24). Thus, a POSITA would have understood or at
least found it obvious based on Kirti’s teachings to determine, for example, that a
probable brute force cyberattack is detected from a suspicious IP address based on
that [P address being required to provide additional verification (because it is
unknown/suspicious) and having failed multiple login attempts. EX1003, 4129.
Kirti further discloses providing an alert to an administrator that includes the
identifier (e.g., username) and an indicator that a probable cyberattack is detected,
such as a category or description of the probable cyberattack. EX1004, 3:53-4:1,
4:54-59, 5:27-36, 13:12-17, 14:38-15:16, 15:63-65, 25:3-44, 25:55-26:5, 28:22-37,
FIGS. 6, 8B-8D. For example, Kirti discloses to “preemptively alert a system
administrator with respect to threats” (id., 5:31-32; see also id., 14:39-40, 25:25-30,
25:55-56) and describes and illustrates a system administer user interface that

displays alerts that include the user identifier (e.g., email) and an indicator that a
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probable cyberattack is detected. /d., 6:35-44, 9:52-65, 14:46-15:16, FIGS. 2, 8B-
8D. EX1003, 4130.
For example, FIG. 8B illustrates an example of a list of alerts for several

different  user  accounts boxme2013@hotmail.com,  ralomari,

(e.g.,

ellen.schwab@keytech.com) that include the alert category and the alert details.
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l | Al i R I 2 v @ [A1___ v |Open <
[Search) Regat
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D Application |nstance Categoxy F‘I‘IOI’H}' Assmed?n Created On Details o  Stalus Action
1{}2(}225 o Ri 2“ 4 1l 2"» I reonrr:manded {]Ipﬂn .& u iﬁ
1-'32!}25[} Sux Ri h iﬁmmfa gt} ?}Eé wwiysevelmwmn rewﬁsmended Opan .@ &1 !ﬁ
Aemalous _ User Sshavior Risk Relafed to Logn Actily, Observed for
1020250 Box Ri Ay Hegium W03 b2 3@ hotmad com of BoxAgplicalion and istence R Marual  Cpen # & o
‘-;;1? . -
o Ae4-10-2
a9 b Anomaous . e aner e OO DomeZt 38 Rotmat o of Bow applluaten nstanos
5 B i : RLY! -
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2090500 £ . o it 20400 i - P s
1020300 Box ) Ri ) Jgﬁl'i’%f{ Hg I%‘Ckll.lﬁi:ﬂd 01415 ) gWOW auhﬂﬂlﬂbsaté"rﬂﬁﬁ Manugl luwn F s
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1020105 3FDC RI Aty Hgh Sapot MY ?’rfc»rmai s cious actifies Mausl  Open # 0 &
Ao Us«a Eumr Risk Fieat& En ﬁé&s E&w Tramier o
126301085F0C R T Mg Am MM Bt Oxened o el mrci@leesioml SFOC el Open £ 0 8
ey Agoiationand stace R
y User Behavior Rk Reiied sn%ar,ageuqsg,h@ges o

EX1004, FIG. 8B. EX1003, q131.
FIG. 8C illustrates “[l]ikely account hijacking attempt[s]” for two users:

boxme2013@hotmail.com and mary.philips@keytech.com.
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FIG. 8C (Cont.)

EX1004, FIG. 8C. EX1003, q132.
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Similarly, FIG. 8D illustrates a list of alerts that each include the associated

username and a description of the alert. For

example,

for user

boxme2014@hotmail.com the alert is for suspicious activities—six failed login

attempts.
@ B @ S ] £} I
¢|| ¥ || whee | boOX &2 Qo box »
RI aws_inst Rl R Ri box_inst P

Click an instance icon to show/hide its details from vour view. Showing 6 of 6 monitared application instances.
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emlywilso, [ 3%
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bl 3gh 017
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2 Hostfaled change password atempls ¢

FIG. 8D

EX1004, FIG. 8D. EX1003, q133.

Kirti’s detailed description further explains that the alerts

“can include

information about the detected event such as, but not limited to an event identifier,

date, time, risk level, event category, user account and/or security controls associated

with the event, cloud application associated with the event, description of the event,
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remediation type (e.g., manual or automatic), and/or event status (e.g., open,
closed).” EX1004, 14:48-54. EX1003, q134.

6. Claim 6

[6.1] The computer system of claim 5, wherein the alert further includes an
indication of where the probable cyberattack may have originated.

Claim 6 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. Specifically, Kirti teaches that the alert further includes an
indication of where the probable cyberattack may have originated at least because
Kirti discloses recording the IP address from which each access request was
received, checking the IP addresses’ reputation (e.g., whether it is on a watch list),
and recommending a remedial action if an anomaly is detected from that IP address
(e.g., the IP address matches a blocked IP address or an IP address on a watch list,
the IP address has suspicious activity such as a high volume of failed logins, etc.).
EX1004, 3:58-4:1, 7:3-67, 9:60-65, 10:34-44, 12:7-18, 12:35-57, 12:64-13:2, 13:40-
59, 15:31-43, 16:6-11, 16:55-17:55, 18:19-23, 18:38-42, 28:22-36, FIG. 8C
(“Activities from suspicious ip-addresses™). EX1003, 9135.

The system tracks the IP addresses associated with the requests at least
because the activity data includes this information. “Activity data can include ...
[the] IP addresses used to access the application.” EX1004, 10:33-37; see also id.,

18:38-42. Indeed, Kirti teaches “display[ing] high-level information such as a map
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of IP addresses of user accounts associated with the tenant’s account that have
accessed cloud applications.” Id., 9:61-63; see also id., FIG. 8 A (suggesting a list of
“Regular, Suspicious & Unknown Verified IPs”). EX1003, 4136.

At least some of the threats (e.g., cyberattacks) that Kirti teaches detecting
include an indication of where the detected threat originated (e.g., the IP address,
geolocation). For example, “a threat can be identified based on an account accessing
one or more files or failing a series of login attempts from an IP address that is
flagged (by a third party feed or otherwise) as malicious.” EX1004, 12:66-13:2; see
also, e.g., id., 6:3-4 (“identification of infected node points, malicious activity from
a particular source IP address”), 12:41, 28:26-31. In these examples, POSITAs
would have understood the account or IP address as the origination of the
cyberattack. EX1003, 9137. As another example, an application misuse threat is
detected if the user logs in and performs suspicious activity from an unusual IP
address or geolocation. EX1004, 16:6-11 (““Application misuse is a scenario that
may include ... a malware-infected device performing an unusual number of file
downloads/uploads using valid credentials but an unusual geolocation or IP
address.”). EX1003, q137.

Further, Kirti expressly discloses that the external intelligence feeds inform
the system of the “source of attacks” (EX1004, 12:49), and the reports displayed to

administrators include “login statistics (e.g., users with the most failed logins, IP
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address based login history including consideration of IP reputation, geolocation,
and other factors).” Id., 12:7-11. EX1003, 138. Given this, POSITAs would have
naturally implemented Kirti to provide this helpful and readily available information
in the alert to beneficially allow the individuals or systems receiving the alert to
better carry out any needed responsive action. EX1003, q138.

Thus, a POSITA would have understood or at least found it obvious that the
alert includes an indication of where the probable cyberattack may have originated
at least because Kirti tracks the IP addresses, detects IP address-based threats, and
provides an administrator with information about specific IP addresses. EX1003,
q1139.

7. Claim 7

[7.1] The computer system of claim 5, wherein the alert further includes an
indication of what enterprise information may be at risk in the probable
cyberattack.

Claim 7 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. Specifically, Kirti teaches that the alert further includes an
indication of what enterprise information may be at risk in the probable cyberattack
at least because Kirti teaches tracking the resources the user accesses and generating
an alert when the user accesses or downloads certain information, such as credit card

numbers. EX1004, 10:34-44, 14:5-14, 15:60-16:5. EX1003, 9140.
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For example, the activity data includes the “cloud resources that were
accessed (including, but not limited to, files and folders in a file management cloud
application ... employees and contractors in a human resource cloud application ...
and contacts and accounts in a customer relationship management cloud application
...).” EX1004, 10:38-44. EX1003, q141.

Further an alert is generated for certain high-risk operations, such as
“downloading a file containing credit card numbers, copying encryption keys,
elevating privileges of a normal user.” EX1004, 14:11-13. Other activities that Kirti
teaches tracking include “an unusually high use of corporate resources such as a high
number of downloads and/or an employee with a low rating downloading or sharing
an unusually high number of files/folders, deleting code from a source code control
system, or downloading, deleting, or modifying customer information/contracts.”
Id., 15:66-6:5. EX1003, 9142.

Thus, a POSITA would have understood or at least found it obvious that the
alert includes an indication of what enterprise information may be at risk in the
probably cyberattack at least because Kirti teaches tracking the enterprise
information accessed by the user and flagging suspicious activity, such as

downloads. EX1003, q143.
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8. Claim §

[8.1] The computer system of claim 1, wherein the software instructions further
comprise instructions that:

deny the request based on determining that the user identification and the
password are not associated with any user account, and

deny the request based on determining that the client failed to complete the
additional verification method correctly.

Claim 8 is obvious at least because Kirti alone or in combination with Coffin
teaches the additional features recited by this dependent claim, and because these
features were well within the knowledge of a POSITA. EX1003, 144.

Kirti teaches denying the request if the user identification and the password
are not associated with any user account at least because Kirti discloses “failed login
attempts” (e.g., EX1004, 13:12, 13:14, 13:58, 13:59, 15:7), which a POSITA would
have understood entails denying the request based on determining that the user
identification and the password are not associated with any user account since this
was well known in the art, as acknowledged by the patent itself. EX1001, 2:22; supra
Section IV.B.1. EX1003, q145.

Similarly, Kirti teaches requiring “additional steps to authentication” and/or
“elevated authentication or OTP validation” (EX1004, 5:34-35, 28:33), which a
POSITA would have understood entails denying the request based on determining
that the user failed to complete the additional verification method correctly since this

was well known in the art, as acknowledge by the patent itself. EX1001, 2:20-34;
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supra Section 1V.B.2. Further confirming that it was well known to deny access
requests if the additional verification is not completed correctly, Coffin expressly
discloses that the system checks the additional verification information (e.g., “two-
factor code”) submitted by the user, and if it is incorrect, the system denies the access
request (the user is not allowed to access the application data). EX1005, 183, 190,
193, 194 (“[W]e test the two-factor code to see if it passes muster by calling the f is
cur cached cd function. If the two-factor code is good, we set the secure application
role; however, if not we let them know by raising a NO DATA FOUND exception:
they entered the wrong code, or perhaps just an old (older than 10 minutes) code.”),
201, 206, 207 (“Users will have to enter those 2-factor codes in order to get access
to our application data.”). EX1003, q146.

Moreover, a POSITA would have understood or at least found it obvious to
deny the request if the user entered the wrong username or password or failed the
additional verification at least because the purpose of these verification processes is
to ensure that only the user of the account can gain access to their account. EX1003,
1147.

9. Claim 9

[9.1] The computer system of claim 1, wherein the computer system comprises a
plurality of physical computing machines.

Petition For Inter Partes Review Of USP 12,218,934 Page 68



IPR2026-00182
Patent 12,218,934

Claim 9 is obvious at least because Kirti teaches the additional features recited
by this dependent claim. For example, Kirti teaches that the computer system
comprises “multiple hardware platforms that are in communication with each other.”
EX1004, 4:8-9; see also id., FIG. 1; supra Section VII.C.1.a). EX1003, q148.

10. Claim 10

[10.1] The computer system of claim 1, wherein the computer system comprises
a plurality of virtual computing machines.

Claim 10 is obvious at least because Kirti expressly describes “instances of
virtual machines” (EX1004, 12:57), “relates generally to cloud computing” (id.,
1:18-19), and teaches systems that include cloud resources (e.g., id., FIGS. 1, 3, 4).
Indeed, a focus of Kirti is its “cloud security monitoring and control system.” E.g.,
id., 1:18-20, 1:24-40, 1:44-2:51, 3:41-58, 4:5-28. POSITAs knew that cloud
computing implicated virtual machines, and thus would have understood the cloud
aspects of Kirti’s system to include virtual machines—at the very least, it would
have been obvious to implement those cloud aspects using virtual machines.
EX1003, 9149. For example, by as early as 2009, others in the field noted the
“increasing popular[ity]” of “cloud computing,” and described it as “a single
computer system” that “hosts a large number of ‘virtual machines.””” EX1046, 1:20-
29 (further noting Amazon Web Services as one such cloud environment).

Consistent with this common understanding in the art, the 934 patent itself
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acknowledges “network computing clouds” as one example of ‘“virtualized
computing environments” (EX1001, 13:25-26) and provides no meaningful
explanation of virtual machines. Moreover, Kirti specifically describes its users
having “EC2 machines” (EX1004, 7:45 (Table 1), 12:11-12, 19:38 (Table 4)), which
were known to be Amazon virtual machines. EX1003, 4149; EX1060, 1 (“Amazon
EC2 ... use[s] Xen virtualization [] to support multiple virtual machine instances on
a single physical server.”).

It was commonplace to utilize virtual computing machines because of their
well-known benefits: improved resource utilization, scalability, increased reliability,
and decreased cost. Supra Section 1V.B.4. For example, a 2014 Oracle tutorial
explained the reasons “driving virtualization for industry standard computing
today.” EX1044, 14/34. Because ‘“‘the capacity in a single server is so large that it is
almost impossible for most workloads to effectively use it,” “[t]he best way to
improve resource utilization, and at the same time simplify data center management,
is through virtualization.” Id. EX1003, 9150.

Given Kirti’s teachings and disclosures on virtual machines and cloud
computing, and POSITAs knowledge of these technologies, a POSITA would have
found it at least obvious (if not inherent) when implementing a cloud computing
system like Kirti’s to include a plurality of virtual computing machines due to their

ubiquity and well-known benefits. EX1003, 4151.
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To the extent Patent Owner argues otherwise, Grounds 3-4 (infra, Section
VIII) explain how claim 10 is further obvious in view of Vemulapalli, which
expressly teaches virtual machines and their benefits. EX1003, 4152.

11. Claims 11-17

Claims 11-17 are method claims that recite elements identical or near-
identical to those of system claims 1-7, respectively, and are obvious for the same
reasons as claims 1-7. See EX1065 (claims listing, showing claims 1-7 and 11-17 in
columns 1 and 2, respectively); supra Sections VII.C.1-VII.C.7; EX1003, 4153.

12. Claims 18-25 And 26-30

Independent claims 18 and 26 are substantively identical and differ only in
that the former is written in system form and the latter in method form. The only
material difference between these two claims and independent claim 1 is that claims
18 and 26 relate to determining “a brute force attack” (Elements [18.7] and [26.7])
and claim 1 relates to determining a request is “anomalous relative to a baseline
profile of access requests” (Element [1.7]). See EX1065 (claims listing showing
elements in corresponding rows of columns 1, 3, and 4). EX1003, q154.

As explained above, however, Kirti expressly teaches that a brute force attack
is one type of anomaly that it detects and, upon detecting, triggers additional
verification. EX1004, 15:24-30, 15:49-59; supra Sections VII.C.1.d-VII.C.1.e); see

generally supra Section VII.C.1. Accordingly, Kirti teaches the determining whether
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an additional verification is required to grant access based on whether the user
account is associated with a plurality of requests to authenticate comprising a brute
force attack, as recited in Element [18.7] and [26.7]. EX1003, 9155.

Given this and the reasons explained for claim 1, Kirti also renders claims 18
and 26 obvious. Supra Section VII.C.1. EX1003, 9156.

Claims 19-25 depend, directly or indirectly, from claim 18. Claims 19-23 are
obvious for the same reasons as claims 3-7, respectively, as these two sets of
dependent claims recite elements that are materially indistinct from one another.
EX1065; EX1003, q157; Supra Sections VII.C.3-VII.C.7. Claims 24-25 are obvious
for the same reasons as claims 9-10, respectively, as these two sets of dependent
claims recite elements that are materially indistinct from one another. EX1065;
Supra Sections VII.C.9-VIL.C.10. EX1003, q157.

Claims 27-30 depend, directly or indirectly, from claim 26. Claims 27-30 are
obvious for the same reasons as claims 3-6, respectively, at least because these two
groups of claims recite substantively identical claim elements. Supra Sections
VIL.C.3-VIL.C.6. EX1003, q158.

VIII. GROUNDS 3-4: CLAIMS 10 AND 25 ARE OBVIOUS OVER

KIRTI AND VEMULAPALLI (GROUND 3) OR
KIRTI, COFFIN, AND VEMULAPALLI (GROUND 4)

As explained above, Kirti alone or in combination with Coffin renders claims

10 and 25 obvious at least because POSITAs in October 2017 knew that virtual
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machines were extremely beneficial, if not a given, in any cloud computing system
like Kirti’s. Supra Section VII.C.10. These claims are further obvious in view of
Vemulapalli (EX1046), which expressly teaches using virtual machines in cloud
computing systems, and explains the benefits of doing so: “The use of ‘cloud
computing,” in which a single computer system ... hosts a large number of ‘virtual
machines’ has become increasingly popular recently. Such environments provide
on-demand scalability, increased reliability, and decreased capital costs for users,
who no longer are forced to purchase dedicated hardware on which to run their
applications. ...” EX1046, 1:20-40; see also id., 11:35-41, 20:5-12, 20:54-57, FIGS.
3, 5. EX1003, 9159.

A POSITA would have been motivated to incorporate virtual machines in the
Kirti and Kirti-Coffin systems for the advantages expressly stated in Vemulapalli,
which were also well known in the art. Supra Section IV.B.4. A POSITA would
have reasonably expected success in doing so at least because (1) Vemulapalli (also
assigned to Oracle) describes implementing VMs in the same type of cloud
computing system disclosed by Kirti (e.g., EX1004, Abstract, 1:18-20, 1:44-2:51;
EX1046, Abstract, 2:18-20, 6:5-39, 21:32-22:39 (claim 1)), and (2) VMs were well
known and routinely—if not necessarily—implemented in a cloud computing

system like Kirti’s (supra Sections IV.B.4 and VII.C.10). See also EX1003, 9160.
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IX. NO OBJECTIVE INDICIA OF NON-OBVIOUSNESS

Petitioner is not aware of any evidence of objective indicia of non-
obviousness having a nexus to the challenged claims.

X. CONCLUSION

Based on the Grounds presented herein, Petitioner respectfully requests that
the Board institute IPR of claims 1-30 of the *934 patent.
Respectfully submitted,

Dated: December 30, 2025 By: /Andrew M. Mason/
Andrew M. Mason, Reg. No. 64,034
andrew.mason@klarquist.com
KLARQUIST SPARKMAN, LLP
One World Trade Center, Suite 1600
121 S.W. Salmon Street
Portland, Oregon 97204
Tel: 503-595-5300
Fax: 503-595-5301

Counsel for Petitioner
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