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Ex. A-11 — Invalidity of the ’934 Patent in view of Microsoft Accounts (“MSA”)  

This chart is subject to all reservations, objections, and disclaimers in Microsoft’s Invalidity Contentions and any amendment, supplement, or 
modification thereof, which are incorporated herein by reference in their entirety. 

Microsoft Accounts (“MSA”) qualifies as prior art to U.S. Patent No. 12,218,934 (“the ’934 patent”) at least under AIA 35 U.S.C. §§ 102 and/or 103. 
To the extent Plaintiff asserts that the ’934 patent is entitled to an earlier priority date pre-dating the AIA, MSA is prior art to the ’934 patent under 
pre-AIA 35 U.S.C. §§ 102 and/or 103. MSA was known to others, in public use, sold, and offered for sale, and described in printed publications at 
least by October 28, 2008, and thus is available as prior art to the ’934 patent at least under post-AIA 35 U.S.C. §§ 102 and/or 103 and, to the extent 
Plaintiff is unable to establish that the ’934 patent is entitled to a pre-AIA priority date, under re-AIA 35 U.S.C. §§ 102(a),(b), and (g) and 103.  

MSA anticipates the Asserted Claims of the ’934 patent (claims 1, 3, 5, 9, 11, and 13, as set forth in Plaintiff’s preliminary infringement contentions 
served on November 24, 2025, which Microsoft Disputes) that are allegedly practiced by features of Entra ID (“Accused Features”). However, the 
accused features were conceived and developed by Microsoft and were known and in public use before October 19, 2017. Accordingly, if the 
accused features of Entra ID are found to infringe any Asserted Claim then those features anticipate the Asserted Claims for the same reason. For 
example, the functionalities in Entra ID that Qomplx accuses of infringement (see Qomplx’s Contentions) were in existence as part of MSA before 
the ’934 patent’s priority date, and thus, MSA predates and anticipates the ʼ934 patent under Qomplx’s interpretation of the claims, which Microsoft 
disputes. Microsoft does not admit that the accused Microsoft Entra ID product practices the asserted claims of the ʼ934 patent; rather, to the extent 
Qomplx bases its infringement allegations on certain functionalities in Entra ID, those functionalities existed in MSA and predate the priority date for 
the ʼ934 patent. 

To the extent it is found that MSA does not expressly disclose certain limitations in the Asserted Claims, such limitations are at least implicitly or 
inherently disclosed based on the scope of claims asserted by Plaintiff. Moreover, to the extent it is found that MSA does not anticipate the Asserted 
Claims, MSA renders obvious the Asserted Claims, either alone or in combination with one or more of the prior art references identified in the cover 
pleading, in the chart of secondary references (Ex. A–103), and other claim charts, and/or in combination with the general knowledge of a person 
having ordinary skill in the art. 

For example, aspects of the MSA system are described in technical documents, source code, patents, and physical devices, which reflect a single 
system. Microsoft reserves the right to supplement and/or amend these contentions with additional information during discovery.  

For example, aspects of the MSA system are disclosed in the following:  

 PCQuest, Microsoft Authenticator App Is About to Release, available at https://www.pcquest.com/microsoft-authenticator-app-is-about-to-
release-on-august-15th/ (hereinafter, “PCQuest”); 

 Behind the Curtains Authentication to Azure with a Microsoft Live Account, available at https://journeyofthegeek.com/2016/04/02/behind-the-
curtains-authentication-to-azure-with-a-microsoft-live-account/ (hereinafter “Behind the Curtains”); 

 Microsoft, Understand Microsoft Accounts, available at https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-
microsoft-accounts (hereinafter “Understand Microsoft Accounts”); 
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 ZDNet, New Microsoft Authenticator App to Roll Out, available at https://www.zdnet.com/article/new-microsoft-authenticator-app-to-roll-
out-starting-august-15/ (hereinafter, “ZDNet”); 

 Elcomsoft, Microsoft Two-Factor Authentication: Always There, 
https://web.archive.org/web/20180122203044/https://blog.elcomsoft.com/2016/12/microsoft-two-factor-authentication-always-there/
(hereinafter, “MSA 2FA Always There”); 

 Microsoft, Windows Server 2012, available at https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-
and-2012/jj884082(v=ws.11) (hereinafter “Windows Server 2012”); 

 Microsoft, Microsoft Authenticator Coming August 15th, available at 
https://web.archive.org/web/20170113234208/https://blogs.technet.microsoft.com/enterprisemobility/2016/07/25/microsoft-authenticator-
coming-august-15th/ (hereinafter “Microsoft Authenticator Announcement”). 

In these contentions, Microsoft has relied in part on Plaintiff’s infringement contentions. In those contentions, Plaintiff appears to pursue overly 
broad claim constructions in an effort to assert infringement where none exists, and to accuse products that do not infringe the claims. Microsoft’s 
assertion that a particular limitation is disclosed by a prior art reference and/or is disclosed in a particular manner may be based in part on Plaintiff’s 
apparent claim interpretations. In relying on Plaintiff’s apparent claim interpretations, Microsoft does not admit that Plaintiff’s apparent claim 
interpretations are supportable or proper or that the claim limitations in question are definite or otherwise amenable to construction. 

In addition, citations to portions of any reference in this chart are examples only. Microsoft will rely on the entirety of the references cited in this 
chart to show that the Asserted Claims are invalid. 

Discovery is ongoing and Microsoft will update this chart pursuant to Federal Rule of Civil Procedure 26(e), the Local Rules, and the Orders of 
record in this matter, subject to further investigation and discovery regarding the reference, the Court’s construction of the claims at issue, and 
discovery generally, including third-party discovery. 

U.S. Pat. No. 12,218,934 Exemplary citations to MSA

1[pre]  A computer system 
configured to execute software 
instructions stored on 
nontransitory machine-readable 
storage media, wherein the 
software instructions comprise 
instructions that:

To the extent the preamble is limiting, under Plaintiff’s contentions, MSA expressly or inherently discloses 
“[a] computer system configured to execute software instructions stored on nontransitory machine-readable 
storage media,” as interpreted by Qomplx in its infringement contentions. For example: 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Understand Microsoft Accounts 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

[1a] receive a request to 
authenticate a client, wherein the 
request comprises an identifier and 
a password,

Under Plaintiff’s contentions, MSA expressly or inherently discloses “receive a request to authenticate a 
client, wherein the request comprises an identifier and a password,” as interpreted by Qomplx in its 
infringement contentions. For example: 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Windows Server 2012 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Behind the Curtain 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Behind the Curtain 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[1b] store, in a multidimensional 
time-series database, information 
about the request, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “store, in a multidimensional time-series 
database, information about the request,” as interpreted by Qomplx in its infringement contentions. For 
example: 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Windows Server 2012 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[1c] determine whether the 
password corresponds to a user 
account identified by the identifier,

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether the password 
corresponds to a user account identified by the identifier,” as interpreted by Qomplx in its infringement 
contentions.  
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

For example: 

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Windows Server 2012 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Behind the Curtain 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Behind the Curtain 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[1d] determine whether an 
additional verification is required 
to grant access,  

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether an additional 
verification is required to grant access,” as interpreted by Qomplx in its infringement contentions.  

For example: 

See [1f] and [1g] 

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

[1e] wherein determining whether 
the additional verification is 
required to grant access comprises: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein determining whether the 
additional verification is required to grant access comprises,” as interpreted by Qomplx in its infringement 
contentions.  

For example: 

See [1f] and [1g] 

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[1f] retrieving, from the 
multidimensional time-series 
database, historical information 
about previous access requests 
associated with the user account, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “retrieving, from the multidimensional 
time-series database, historical information about previous access requests associated with the user account,” 
as interpreted by Qomplx in its infringement contentions.  

For example: 

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[1g] determining, based at least on 
the historical information, whether 
the user account is associated with 
a previous access request to a 
network resource, wherein the 
previous access request to the 
network resource is anomalous 
relative to a baseline profile of 
access requests; 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining, based at least on the 
historical information, whether the user account is associated with a previous access request to a network 
resource, wherein the previous access request to the network resource is anomalous relative to a baseline 
profile of access requests,” as interpreted by Qomplx in its infringement contentions. 

For example: 

Understand Microsoft Accounts 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[1h] based on the additional 
verification being required to grant 
access: 

[1i] select an additional 
verification method from a 
plurality of verification methods 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “based on the additional verification 
being required to grant access: select an additional verification method from a plurality of verification 
methods,” as interpreted by Qomplx in its infringement contentions. 

For example: 

See claim [1i], [1j], [1k]. 

MSA 2FA Always There 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[1j] cause the client to be 
prompted to complete the 
additional verification method, and

Under Plaintiff’s contentions, MSA expressly or inherently discloses “cause the client to be prompted to 
complete the additional verification method,” as interpreted by Qomplx in its infringement contentions. For 
example: 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

ZDNet 

ZDNet 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[1k] determine whether the 
additional verification method has 
been completed correctly. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether the additional 
verification method has been completed correctly,” as interpreted by Qomplx in its infringement contentions. 
For example: 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

ZDNet 

ZDNet 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

2. The computer system of claim 
1, wherein the historical 
information about previous access 
requests associated with the user 
account comprises historical 
information about previous 
requests to authenticate, wherein 
the previous requests to 
authenticate comprise the 
identifier. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 1, 
wherein the historical information about previous access requests associated with the user account comprises 
historical information about previous requests to authenticate, wherein the previous requests to authenticate 
comprise the identifier,” as interpreted by Qomplx in its infringement contentions. For example: 

See [1f] and [1g] 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

4. The computer system of claim 
1, wherein determining whether 
the additional verification is 
required to grant access further 
comprises processing an external 
threat intelligence feed. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 1, 
wherein determining whether the additional verification is required to grant access further comprises 
processing an external threat intelligence feed,” as interpreted by Qomplx in its infringement contentions.  

For example: 

See Claim 1 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

5[a] The computer system of claim 
1, wherein the software 
instructions further comprise 
instructions that:  

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 1, 
wherein the software instructions further comprise instructions that: based on the additional verification being 
required to grant access: determine that a probable cyberattack is detected,” as interpreted by Qomplx in its 
infringement contentions.  
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

based on the additional verification 
being required to grant access:  

determine that a probable 
cyberattack is detected, and 

For example: 
See Claim 1 

MSA 2FA Always There 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[5b] provide an alert, Under Plaintiff’s contentions, MSA expressly or inherently discloses “provide an alert,” as interpreted by 
Qomplx in its infringement contentions.  

For example: 

MSA 2FA Always There 

Understanding Microsoft Accounts 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[5c] wherein the alert includes the 
identifier and an indicator that a 
probable cyberattack is detected, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert includes the identifier 
and an indicator that a probable cyberattack is detected,” as interpreted by Qomplx in its infringement 
contentions.  

For example: 

See [5b] and Claim 1. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[5d] wherein the alert is designated 
to be provided to an administrator 
of the network 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert is designated to be 
provided to an administrator of the network,” as interpreted by Qomplx in its infringement contentions.  

For example: 

See [5b] and Claim 1. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

9. The computer system of claim 
1, wherein the computer system 
comprises a plurality of physical 
computing machines. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 1, 
wherein the computer system comprises a plurality of physical computing machines,” as interpreted by 
Qomplx in its infringement contentions.  

For example: 

MSA 2FA Always There 
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

Understand Microsoft Accounts 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

11[pre]. A method implemented on 
a computer system connected to a 
network, the method comprising: 

To the extent the preamble is limiting, under Plaintiff’s contentions, MSA expressly or inherently discloses 
“[a] method implemented on a computer system connected to a network,” as interpreted by Qomplx in its 
infringement contentions.  

For example: 

See claim [1pre] 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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U.S. Pat. No. 12,218,934 Exemplary citations to MSA

[11a] receiving a request to 
authenticate a client, wherein the 
request comprises an identifier and 
a password, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “receiving a request to authenticate a 
client, wherein the request comprises an identifier and a password,” as interpreted by Qomplx in its 
infringement contentions. For example: 

See above at claim [1a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11b] storing, in a 
multidimensional time-series 
database, information about the 
request, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “storing, in a multidimensional time-
series database, information about the request,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11c] determining whether the 
password corresponds to a user 
account identified by the identifier,

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining whether the password 
corresponds to a user account identified by the identifier,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [1c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11d] determining whether an 
additional verification is required 
to grant access, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining whether an additional 
verification is required to grant access,” as interpreted by Qomplx in its infringement contentions. For 
example: 
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See above at claim [1d]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11e] wherein determining whether 
the additional verification is 
required to grant access comprises: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein determining whether the 
additional verification is required to grant access comprises,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [1e]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11f] retrieving, from the 
multidimensional time-series 
database, historical information 
about previous access requests 
associated with the user account, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “retrieving, from the multidimensional 
time-series database, historical information about previous access requests associated with the user account,” 
as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1f]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11g] determining, based at least 
on the historical information, 
whether the user account is 
associated with a previous access 
request to a network resource, 
wherein the previous access 
request to the network resource is 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining, based at least on the 
historical information, whether the user account is associated with a previous access request to a network 
resource, wherein the previous access request to the network resource is anomalous relative to a baseline 
profile of access requests,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1g]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
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anomalous relative to a baseline 
profile of access requests; and,

them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11h] to require based on the 
additional verification being 
required to grant access: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “to require based on the additional 
verification being required to grant access,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1h], [1i], [1j], and [1k]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[11i] selecting an additional 
verification method from a 
plurality of verification methods 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “selecting an additional verification 
method from a plurality of verification methods,” as interpreted by Qomplx in its infringement contentions. 
For example: 

See above at claim [1i] 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

[11j] causing the client to be 
prompted to complete the 
additional verification method, and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “ causing the client to be prompted to 
complete the additional verification method,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1j]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 
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[11k] determining whether the 
additional verification method has 
been completed correctly. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “ determining whether the additional 
verification method has been completed correctly,” as interpreted by Qomplx in its infringement contentions. 
For example: 

See above at claim [1k]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

12. The method of claim 11, 
wherein the historical information 
about previous access requests 
associated with the user account 
comprises historical information 
about previous requests to 
authenticate, wherein the previous 
requests to authenticate comprise 
the identifier. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he method of claim 11, wherein the 
historical information about previous access requests associated with the user account comprises historical 
information about previous requests to authenticate, wherein the previous requests to authenticate comprise 
the identifier,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim 2. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

14. The method of claim 11, 
wherein determining whether the 
additional verification is required 
to grant access further comprises 
processing an external threat 
intelligence feed. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he method of claim 11, wherein 
determining whether the additional verification is required to grant access further comprises processing an 
external threat intelligence feed,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim 4. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

15[a] The method of claim 11, 
further comprising: require based 
on the additional verification being 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he method of claim 11, further 
comprising: require based on the additional verification being required to grant access: determining that a 
probable cyberattack is detected,” as interpreted by Qomplx in its infringement contentions. For example: 

Qomplx LLC, Exhibit 2006 
Page 2006 - 35 

IPR2026-00182, Microsoft Corp. v. Qomplx LLC



Page 36 of 47 

U.S. Pat. No. 12,218,934 Exemplary citations to MSA

required to grant access: 
determining that a probable 
cyberattack is detected, and 

See above at claim [5a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

[15b] delivering an alert, Under Plaintiff’s contentions, MSA expressly or inherently discloses “delivering an alert,” as interpreted by 
Qomplx in its infringement contentions. For example: 

See above at claim [5b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[15c] wherein the alert includes the 
identifier and an indicator that a 
probable cyberattack is detected, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert includes the identifier 
and an indicator that a probable cyberattack is detected,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [5c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[15d] wherein the alert is 
designated to be delivered to an 
administrator of the network. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert is designated to be 
delivered to an administrator of the network,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [5d]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
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them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

18[pre]. A computer system is 
configured to execute software 
instructions stored on 
nontransitory machine-readable 
storage media, wherein the 
software instructions comprise 
instructions that: 

To the extent the preamble is limiting, under Plaintiff’s contentions, MSA expressly or inherently discloses 
“[a] computer system is configured to execute software instructions stored on nontransitory machine-readable 
storage media,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim 1[pre]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18a] receive a request to 
authenticate a client, wherein the 
request comprises an identifier and 
a password, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “receive a request to authenticate a 
client, wherein the request comprises an identifier and a password,” as interpreted by Qomplx in its 
infringement contentions. For example: 

See above at claim [1a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18b] store, in a multidimensional 
time-series database, information 
about the request, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “store, in a multidimensional time-series 
database, information about the request,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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[18c] determine whether the 
password corresponds to a user 
account identified by the identifier,

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether the password 
corresponds to a user account identified by the identifier,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [1c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18d] determine whether an 
additional verification is required 
to grant access, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether an additional 
verification is required to grant access,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1d]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18e] wherein determining whether 
the additional verification is 
required to grant access comprises: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein determining whether the 
additional verification is required to grant access comprises,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [1e]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18f] retrieving, from the 
multidimensional time-series 
database, historical information 
about previous access requests 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “retrieving, from the multidimensional 
time-series database, historical information about previous access requests associated with the user account,” 
as interpreted by Qomplx in its infringement contentions. For example: 
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associated with the user account, 
and 

See above at claim [1f]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18g] determining, based at least 
on the historical information, 
whether the user account is 
associated with a plurality of 
requests to authenticate comprising 
a brute force attack; and, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining, based at least on the 
historical information, whether the user account is associated with a plurality of requests to authenticate 
comprising a brute force attack,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1g]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18h] based on the additional 
verification being required to grant 
access: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “based on the additional verification 
being required to grant access,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1h]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18i] select an additional 
verification method from a 
plurality of verification methods, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “select an additional verification method 
from a plurality of verification methods,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1i]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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[18j] cause the client to be 
prompted to complete the 
additional verification method, and

Under Plaintiff’s contentions, MSA expressly or inherently discloses “cause the client to be prompted to 
complete the additional verification method,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1j]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[18k] determine whether the 
additional verification method has 
been completed correctly. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determine whether the additional 
verification method has been completed correctly,” as interpreted by Qomplx in its infringement contentions. 
For example: 

See above at claim [1k]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

20. The computer system of claim 
18 wherein determining whether 
the additional verification is 
required to grant access further 
comprises processing an external 
threat intelligence feed. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 18 
wherein determining whether the additional verification is required to grant access further comprises 
processing an external threat intelligence feed,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim 4. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[21a] The computer system of 
claim 18, wherein the software 
instructions further comprise 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “The computer system of claim 18, 
wherein the software instructions further comprise instructions that: based on the additional verification being 
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instructions that: based on the 
additional verification being 
required to grant access: determine 
that a probable cyberattack is 
detected, and 

required to grant access: determine that a probable cyberattack is detected,” as interpreted by Qomplx in its 
infringement contentions. For example: 

See above at claim [5a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art. 

[21b] provide an alert, Under Plaintiff’s contentions, MSA expressly or inherently discloses “provide an alert,” as interpreted by 
Qomplx in its infringement contentions. For example: 

See above at claim [5b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[21c] wherein the alert includes the 
identifier and an indicator that a 
probable cyberattack is detected, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert includes the identifier 
and an indicator that a probable cyberattack is detected,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [5c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[21d] wherein the alert is 
designated to be provided to an 
administrator of the network. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert is designated to be 
provided to an administrator of the network,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [5d]. 
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To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

24. The computer system of claim 
18, wherein the computer system 
comprises a plurality of physical 
computing machines. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he computer system of claim 18, 
wherein the computer system comprises a plurality of physical computing machines,” as interpreted by 
Qomplx in its infringement contentions. For example: 

See above at claim 9. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

26[pre]. A method implemented on 
a computer system connected to a 
network, the method comprising: 

To the extent the preamble is limiting, under Plaintiff’s contentions, MSA expressly or inherently discloses 
“[a] method implemented on a computer system connected to a network,” as interpreted by Qomplx in its 
infringement contentions. For example: 

See above at claim 1[pre]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26a] receiving a request to 
authenticate a client, wherein the 
request comprises an identifier and 
a password, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “receiving a request to authenticate a 
client, wherein the request comprises an identifier and a password,” as interpreted by Qomplx in its 
infringement contentions. For example: 

See above at claim [1a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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[26b] storing, in a 
multidimensional time-series 
database, information about the 
request, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “storing, in a multidimensional time-
series database, information about the request,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26c] determining whether the 
password corresponds to a user 
account identified by the identifier,

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining whether the password 
corresponds to a user account identified by the identifier,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [1c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26d] determining whether an 
additional verification is required 
to grant access, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining whether an additional 
verification is required to grant access,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1d]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26e] wherein determining whether 
the additional verification is 
required to grant access comprises: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein determining whether the 
additional verification is required to grant access comprises,” as interpreted by Qomplx in its infringement 
contentions. For example: 
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See above at claim [1e]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26f] retrieving, from the 
multidimensional time-series 
database, historical information 
about previous access requests 
associated with the user account, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “retrieving, from the multidimensional 
time-series database, historical information about previous access requests associated with the user account,” 
as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1f]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26g] determining, based at least 
on the historical information, 
whether the user account is 
associated with a plurality of 
requests to authenticate comprising 
a brute force attack; and, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining, based at least on the 
historical information, whether the user account is associated with a plurality of requests to authenticate 
comprising a brute force attack,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [18g]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26h] based on the additional 
verification being required to grant 
access: 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “based on the additional verification 
being required to grant access,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [1h]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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[26i] selecting an additional 
verification method from a 
plurality of verification methods, 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “selecting an additional verification 
method from a plurality of verification methods,” as interpreted by Qomplx in its infringement contentions. 
For example: 

See above at claim [1i]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26j] causing the client to be 
prompted to complete the 
additional verification method, and

Under Plaintiff’s contentions, MSA expressly or inherently discloses “causing the client to be prompted to 
complete the additional verification method,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [1j]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[26k] determining whether the 
additional verification method has 
been completed correctly. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “determining whether the additional 
verification method has been completed correctly,” as interpreted by Qomplx in its infringement contentions. 
For example: 

See above at claim [1k]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

28. The method of claim 26, 
wherein determining whether the 
additional verification is required 
to grant access further comprises 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “[t]he method of claim 26, wherein 
determining whether the additional verification is required to grant access further comprises processing an 
external threat intelligence feed,” as interpreted by Qomplx in its infringement contentions. For example: 
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processing an external threat 
intelligence feed. 

See above at claim 4. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

29[a] The method of claim 26, 
further comprising: based on the 
additional verification being 
required to grant access: 
determining that a probable 
cyberattack is detected, and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “The method of claim 26, further 
comprising: based on the additional verification being required to grant access: determining that a probable 
cyberattack is detected,” as interpreted by Qomplx in its infringement contentions. For example: 

See above at claim [5a]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art 

[29b] delivering an alert, Under Plaintiff’s contentions, MSA expressly or inherently discloses “delivering an alert,” as interpreted by 
Qomplx in its infringement contentions. For example: 

See above at claim [5b]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[29c] wherein the alert includes the 
identifier and an indicator that a 
probable cyberattack is detected, 
and 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert includes the identifier 
and an indicator that a probable cyberattack is detected,” as interpreted by Qomplx in its infringement 
contentions. For example: 

See above at claim [5c]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 

Qomplx LLC, Exhibit 2006 
Page 2006 - 46 

IPR2026-00182, Microsoft Corp. v. Qomplx LLC



Page 47 of 47 

U.S. Pat. No. 12,218,934 Exemplary citations to MSA

them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.

[29d] wherein the alert is 
designated to be delivered to an 
administrator of the network. 

Under Plaintiff’s contentions, MSA expressly or inherently discloses “wherein the alert is designated to be 
delivered to an administrator of the network,” as interpreted by Qomplx in its infringement contentions. For 
example: 

See above at claim [5d]. 

To the extent that MSA does not disclose any elements of this claim limitation, it would have been obvious to 
a person having ordinary skill in the art to combine, with the teachings of MSA , those elements, as known to 
them or as disclosed by other prior art identified herein, in the cover pleading, in Microsoft’s other claim 
charts, and/or in combination with the general knowledge of a person having ordinary skill in the art.
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