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About this report

Introduction  Our unique vantage point

Cybersecurity at Microsoft

About this report

Report scope

The data, insights, and events in this report represent
July 2023 through June 2024 (Microsoft fiscal year
2024), unless otherwise noted.

Please note that due to rounding, the percentages in
some charts may not total 100%.

Relevant discussion from the 2023 edition of the
Microsoft Digital Defense Report is referenced in this
report. You can access the 2023 report in the archive

section at & aka.ms/MDDR.

Report viewing and navigating

There are links in the headers and table of contents
for easy navigation throughout the report.

For easier viewing and navigating through the
report on certain browsers, we suggest using
Adobe Reader, which is available for free on the
Adobe website.

Our commitment to preserving privacy

Any and all data included in this report is presented
in alignment to our privacy principles. Microsoft is
committed to its focus on preserving customers’
control over their data and their ability to make
informed choices that protect their privacy.

We advocate for strong global privacy and data
protection laws requiring companies, including ours,
to only collect and use personal data in responsible,
accountable ways.

Threat actor terminology used in this report

Nation-state threat attacks/operations:
Malicious cyberattacks that originate from a
particular country and are an attempt to further
that country’s interests. These attacks are

often fueled by geopolitical competition and a
desire to gain an advantage over other nations.
Common objectives include stealing intellectual
property for economic benefit or supporting
traditional espionage.

Cybercriminal activity: Cybercriminals are
typically motivated by financial gain. They may
use similar tools and tactics as nation-state threat
actors, such as bespoke malware, password spray
infrastructure, and phishing or social engineering
campaigns. However, their primary goal is to
profit from their activities, rather than to further a
nation’s geopolitical objectives.

Cyber operations: An overarching term referring
to all computer network operations, from
computer network defense to computer network
attacks, and to computer network exploitation.

= Influence operations (I0): The coordinated,

integrated, and synchronized application of
national diplomatic, informational, military,
economic, and other capabilities in peacetime,
crisis, conflict, and post conflict to foster attitudes,
behaviors, or decisions by foreign target audiences
that further nation-state interests and objectives.
= Cyber-enabled influence operations:
Operations which combine offensive computer
network operations with messaging and
amplification in a coordinated and manipulative
fashion to shift perceptions, behaviors, or
decisions by target audiences to further
a group or a nation’s interests and objectives.

Key information

Throughout this document look out for features
offering insights and detail from Microsoft experts.

Look out for highlighted text like this and the

Actionable Insights sections:

N
Actionable Insights

Our commitment to developing
technology responsibly

As we design, build, and release Al products,
six values—transparency, accountability,
fairness, inclusiveness, reliability and safety, and
privacy and security—remain our foundation
and guide our work every day.

Links

Microsoft Privacy Statement

Microsoft EU Data Boundary Overview |
Microsoft Trust Center

Empowering responsible Al practices |
Microsoft Al

Responsible Al Transparency Report | May 2024
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About this report

Introduction  Our unique vantage point

Cybersecurity at Microsoft

Complex, challenging, and increasingly dangerous

The new cyber

(]
“We all can, and must, do better,
hardening our digital domains to
protect our networks, data, and
people at all levels.”

reat landscape: an introduction by Tom Burt

In the last year, the cyber threat landscape continued
to become more dangerous and complex.

The malign actors of the world are becoming
better resourced and better prepared, with
increasingly sophisticated tactics, techniques,
and tools that challenge even the world’s best
cybersecurity defenders.

Because these actors conduct both targeted and
opportunistic attacks, the threat they present is
universal, meaning organizations, users, and devices
are at risk anywhere, anytime. Even Microsoft has
been the victim of well-orchestrated attacks by
determined and well-resourced adversaries, and our
customers face-more than 600 million cybercriminal
and nation-state attacks every day, ranging from
ransomware to phishing to identity attacks.

These cyberattacks are continuing at a breathtaking
scale, and as they increasingly put human health

at risk, the stakes for stopping them couldn’t

be higher. In the US alone this fiscal year, 389
healthcare institutions were successfully hit by
ransomware, resulting in network closures, systems
offline, critical medical operations delayed, and
appointments rescheduled. Worse, the increased
risk of cyberattacks is no longer limited to civilian
cybercriminals. Nation-states are becoming more
aggressive in the cyber domain, with ever-growing
levels of technical sophistication that reflect
increased investment in resources and training.
These state-sponsored hackers are not just stealing
data, but launching ransomware; prepositioning
backdoors for future destruction, sabotaging
operations, and conducting influence campaigns.

Centering our organizations on security ~ Early insights: Al's impact on cybersecurity Appendix

We have to find a way to stem the tide of this
malicious cyber activity. We all can, and must, do
better, hardening our digital domains to protect
our networks, data, and people at all levels.

This challenge will not be accomplished solely by
executing a well-known checklist of cyber hygiene
measures but through a focus on and commitment
to the foundations of cyber defense from the
individual user level to the executive level.

However, improved defense will not be enough.
The sheer volume of attacks must be reduced
through effective deterrence, and while the industry
must do more to deny the efforts of attackers via
better cybersecurity, this needs to be paired with
government action to impose consequences that
further discourage the most harmful cyberattacks:
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Introduction by Tom Burt continued Our unique vantage point

Cybersecurity at Microsoft

While in recent years a great deal of attention has
been given to the development of international
norms of conduct in cyberspace, those norms

so far lack meaningful consequence for their
violation, and nation-state attacks have been
undeterred, increasing in volume and aggression.
Cybercriminals similarly continue to attack with
impunity, knowing that law enforcement is
hampered by the challenges of investigatio!
prosecution of cross-border crime, and often
operating from within apparent safe havens where
government authorities turn a blind eye to the
malicious activity.

While the immediate outlook is pessimistic, there

are changes on the near horizon that provide cause
for optimism. In this year’s Microsoft Digital Defense
Report, we dive deeper into the subject of Al in
cybersecurity. We explore the associated emerging
threats and defense strategies, as well as examine
the responses of governments around the world to
this rapidly evolving technology. And although we
must anticipate the use of Al by attackers, advances
in Al-powered cybersecurity should give defenders
an asymmetric advantage in the near future.

Centering our organizations on security ~ Early insights: Al's impact on cybersecurity Appendix

This year we will also share how Microsoft is
responding to the significant attacks on our
corporate infrastructure. This includes details of our
Secure Future Initiative and how we are orchestrating
a company-wide initiative to make security our top
corporate priority. We hope that these learnings will
help others think through their own security posture
and approach to cyber defense.

Microsoft is proud to deliver the Microsoft

Digital Defense Report, now in its fifth edition,

as part of our commitment to helping the world
understand and mitigate cyber threats. We believe
transparency and information-sharing are essential
to the protection of the global cyber ecosystem.
Communicating the insights that we derive from our
unique vantage point is one of the many ways we
work to make the cyber world a safer place.

As our CEO, Satya Nadella, has said: “This is a
consequential time.” We stand on the frontier of
an Al-empowered world. It is up to us, however,
to leverage Al most effectively. In the tug-of-
war between attackers and defenders in which
the attackers currently have an advantage, it

will take conscientiousness and commitment by
both the public and private sectors to ensure the
defenders win.

Tom Burt
Corporate Vice President,
Customer Security and Trust
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About this report

Introduction

Our unique vantage point Cybersecurity at Microsoft

Our unique vantage point

The depth and breadth of Microsoft's
presence in the digital ecosystem offers
a unique perspective that we share in
this report.

Our expansive, global vantage point gives us insight
into key trends in cybersecurity that affect everyone
from individuals to nations.

We process more than 78 trillion security signals per
day, from billions of Windows endpoints, the cloud,
and a broad spectrum of products and services.
From these signals we gain visibility into attack
activity, a unique understanding of emerging attack
techniques, and deeper insights about the overall
threat landscape.

This spectrum of security signals is further enhanced
by the diversity of our customers and partners,
including governments, enterprises large and small,
consumers, and gamers.

Microsoft's commitment to supporting the cloud
across infrastructure, platform, application, and
multi-cloud scenarios complements the diversity of
a large ecosystem of partners and suppliers which
geometrically expands the richness of the data we
use to understand the threat landscape.

Yet our understanding of the threat landscape is
more than just data. It is informed by the expertise
of our employees:

= Threat intelligence and geopolitical experts,
tracking cybercriminal and nation-state
threat actors.

= Security researchers, software architects, and
engineers, responding to new threats and adding
new security features for protection.

= Analysts, internal auditors, and risk specialists,
maintaining operational compliance within
a complex system of cybersecurity and
privacy regulations.

= Incident responders, who “run to the fire” in
support of customers.

= Security advisors, working with customers across
the spectrum of cybersecurity.

Investigators, analysts, and legal teams who work
globally to disrupt borderless criminal networks,
and align public policy objectives in support of
digital international norms on cyberpeace.

= Microsoft executives, who are directly
accountable for (and have their compensation
tied to) the achievement of these

security objectives.

Finally, the impact of Al is notable throughout

our vantage point. Security researchers and

threat hunters are seeing Al transform the threat
landscape. However, Microsoft’s recent investment
in Al technologies reflects confidence in the benefits
these tools can provide, including a perspective that
exceeds human processing capacity.

Microsoft is proud of its commitment to
cybersecurity and organizational resilience. As we
celebrate our 50th year, we have gained valuable
insights from past challenges. We are keen to
share best practices that include maintaining and
enhancing the right security culture, addressing
technical debt associated with a longstanding
corporate history, and investing in a secure future.

78 trillion

security signals per day inform our insights

34,000

full-time dedicated security engineers

15,000

partners with specialized security expertise
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Our presence in the
digital ecosystem
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observe key trends

in cybersecurity.
Microsoft's perspectives
on cybersecurity

are framed through

50 years of experience
and insight.

Introduction
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Society | Microsoft Stakeholders | Microsoft Customers

Microsoft's unique vantage point

Microsoft serves billions of customers
globally, allowing us to aggregate security
data from a broad and diverse spectrum of
companies, organizations, and consumers.

An extra 13 trillion

security signals per day
2023: 65 trillion, 2024: 78 trillion
from the cloud, endpoints, software tools,
and partner ecosystem, to understand

and protect against digital threats and
criminal cyberactivity.

1,500 unique threat
groups tracked

Microsoft Threat Intelligence now tracks more
than 1,500 unique threat groups—including
more than 600 nation-state threat actor
groups, 300 cybercrime groups, 200 influence
operations groups, and hundreds of others.

Microsoft's cybersecurity approach

Microsoft security investments

= Al Red Teams = Responsible Al
= Defending Democracy Security Engineering
= Detection and Response Security Operations

Digital Crimes Threat Analysis

) Technical
Digital Safety Threat debt

Intelligence |
Nation-state Al as
actors a threat

Incident Response
National Security
Physical Security

Public Awareness
and Education

34,000 dedicated
security engineers

focused full-time on the largest
cybersecurity engineering project
in the history of digital technology.

Current and
emerging threats

Supply chain Cybercriminals
and ecosystem |
Conflicting regulatory
requirements
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About this report

Introduction  Our unique vantage point

Cybersecurity at Microsoft

Cybersecurity at Microsoft: the CISO's perspective

This edition of the Microsoft Digital Defense Report
comes to you at a time when the cybersecurity
threat landscape has intensified for every

sector around the world. Microsoft, like many
organizations, has become a primary target, and
most notable is the dramatic increase in repeated,
sophisticated, and brazen attacks by cybercriminals
and nation-state attackers alike.

In January 2024 | took on the role of Microsoft
Chief Information Security Officer (CISO).
Immediately thereafter, we discovered we were
under a massive cyberattack by the threat actor
we refer to as Midnight Blizzard. The subsequent
days are some | remember vividly. Every available
resource across the company was utilized in our
defense against this attack—a monumental effort
that required speed, focus, and expertise. As |

was directing our response, my priority became
defending Microsoft and scaling our agility to face
future nation-state attacks. A large portion of our
third-party ecosystem was involved in this defense
as well.

Given ever-changing geopolitical conditions, the
world will face many such attacks in the future,
and Microsoft must also adjust to face these
threats. We have taken major steps over the past
year in fortifying assets across the company to
better prevent and defend against such threats.
The cornerstone of our work to protect Microsoft,
our partners, and customers is the Secure Future
Initiative' (SFI), which dedicates the entire company
to putting security above all other considerations.

As Satya Nadella, Microsoft's CEO, said in a
company-wide announcement, “Security is a team
sport, and accelerating SFl isn't just job number one
for our security teams—it's everyone's top priority
and our customers’ greatest need.” Everyone at
Microsoft is committed to making our products and
services secure by design, secure by default, and
operationally secure.

Among the most significant mitigations and actions
we have taken is a significantly expanded SFI to
improve our defense posture. We made phishing-
resistant multifactor authentication (MFA) mandatory
across the company, and we increased the
robustness of Microsoft's corporate network.

To protect Microsoft, our partners, and customers
from future attacks, we dramatically grew our teams
dedicated to monitoring of and responding to
threats. And we reassigned roughly 34,000 full-time
equivalent engineers to security initiatives. This is an
important sampling of the many steps we have taken
since the beginning of this year—with much more
work in progress.

To increase the agility of Microsoft's response to
this ever-changing threat environment, I instituted
an Office of the CISO and have hired a number

of Deputy CISOs. Our Deputy CISOs work with

our major product groups and programs to drive
greater depth and rigor in cybersecurity governance
across the entire company and to direct SFl at the
most pressing security risks. The Deputy CISOs take
responsibility for risk ownership and accountability,
determining the needed security architecture,

and providing input to me on each business unit's
progress toward our SFl goals. Based on the ongoing
SFI work—and with input from the Deputy CISOs
—I provide regular updates on existing risk and SFI
performance to Microsoft's Senior Leadership Team
and Board of Directors.

Every one of us at Microsoft shares a deep
responsibility to do our part to keep the world safe
and secure. As part of that commitment, we are
collaborating closely with security experts, industry
groups, and organizations like yours that face these
threats every day. Please read on to learn more
about the evolving threat landscape and how we are
committed to making the world safer for everyone.

Igor Tsyganskiy
Chief Information Security Officer
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Key development
The evolving cyber
threat landscape

As with any landscape, things change over
time. In the world of cybersecurity, however,
the pace of change has been astounding.

Observations over the past year have
reaffirmed the convergence of nation-state
and cybercriminal threat activity. Nation-
state threat actors used cybercrime as a

force multiplier, while financially motivated
cybercriminals pursued levels of defense
evasion and technical complexity once elusive
outside of nation-state operations.

We have also seen rapid shifts in the tactics
of hybrid war, wide-ranging attempts to
interfere in democratic elections, and a surge
in ransomware attacks and cyber-enabled
financial fraud across the globe.

These trends underscore the ongoing
necessity to enhance and implement robust
deterrence and mitigation strategies to
counter these threats effectively.

Blurred lines between nation-state
threat actor activity and cybercrime

Nation-state threat actors are conducting
operations for financial gain and enlisting
the aid of cybercriminals and commodity:
malware to collect intelligence.

Find out more on p17.

The many faces of hybrid war

Threat actors serving Russia and Iran are
leaning into cyber and influence operations
as tools to advance political and military
objectives in wartin

Find out more on p18.

The need to impose deterrent
consequences for cyber
aggression

The pace of nation-state sponsored
cyberattacks has escalated

to the point that there is now
effectively constant combat in
cyberspace without any meaningful
consequences to the attacker.

Find out more on p22.

600 million identity attacks
per day

As multifactor authentication blocks
password-based attacks, threat
actors are shifting their focus.

Find out more on p39.

Nation-state influence operations
converge on elections

By the end of 2024, 2 billion people
will have had the opportunity to vote
in nationwide elections. Russia, Iran,
and China all engaged in election
influence efforts globally in 2

Find out more on p24.

2.75x increase in human-operated
ransomware-linked encounters

By disabling or tampering with defenses,
attackers buy themselves time to install
malicious tools, exfiltrate data for
espionage or extortion, and potentially
launch attacks like ransomware.

Find out more on p27.

Ingenuity and scalability of
fraud tactics surging globally

Cyber fraud not only presents a theft
risk, t it undermines the security,
trust, and reputation of individuals,
businesses, and organizations of
all's and types, in every region
and industry.

Find out more on p31.
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Introduction: The evolving landscape of cybersecurity

[

"As we look to the future,
the dawning of the age
of Al means cybersecurity

professionals will encounter
both new opportunities and
new challenges.”

As we reflect on this past year, it is more apparent
that the lines that once divided cybercrime, nation-
state sponsored attacks, and influence operations
have continued to blur. Cybercrime has continued
to mature as a robust and elaborate ecosystem,
with cybercriminal groups utilizing a full spectrum
of tools and techniques, including those learned,
borrowed, or stolen from nation-state actors.
While these cybercriminals are evolving their
tooling and targeting to evade defenders, many of
their underlying techniques and behaviors remain
unchanged due to their continued effectiveness.
Meanwhile, nation-state actors remain committed to
pursuing new levels of sophistication. This includes
creating unique tooling, upskilling their capabilities,
and targeting major technology providers—like
Microsoft—and enterprise supply chains.

Defenders can proactively combat threats from
both cybercriminal and nation-state actors by
addressing them at the technique layer. This means
implementing and enforcing policies and tooling,
such as enhanced multifactor authentication (MFA)
and attack surface reduction rules. At the same
time, as the threat landscape evolves, securing
identities, hardening endpoints, and protecting the
cloud infrastructure has become more important
than ever.

As Microsoft continues to take steps to protect
ourselves and our customers through our Secure
Future Initiative, we encourage all organizations
to commit to the foundational security principles
of secure by design, secure by default, and secure
operations. By collectively working toward these
fundamental security concepts, defenders can
reduce the attack surface across the broader
technology landscape.

At the same time, we have seen influence operations
change and increase globally at an unprecedented
scale as nation-states seek to sway public perception
and sentiment, sow discord, and undermine trust

in public institutions. In particular, governments
have used geopolitical issues such as the Russia-
Ukraine conflict and the Israel-Hamas war to spread
divisive and misleading messages. At a time when
the world is grappling with an overwhelming influx
of information delivered through both formal

and informal channels, the issue of combatting
misinformation is becoming increasingly vital.

As we look to the future, the dawning of the age of
Al means cybersecurity professionals will encounter
both new opportunities and new challenges.
Cybercriminal groups, nation-state threat actors, and
other adversaries are exploring Al technologies to
understand whether and how to leverage them in
the course of operations. We as defenders must also
explore and test these Al technologies, not only to
understand how they can be used by adversaries,
but how we can use them to strengthen our security,
protection, and response.

Amy Hogan-Burney

Vice President and Deputy General Counsel
Customer Security and Trust,

Cybersecurity Policy & Protection Unit

John Lambert
Corporate Vice President, Security Fellow,
Microsoft Threat Intelligence Center
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Introduction

Threat actors and motivations

In this report, we discuss 30 different threat actors to provide examples of activity for a better understanding of attack targets, techniques, and motivations. Microsoft categorizes these actors
using a weather-related naming system. For example, “Flood" refers to actors who engage in influence operations. The actors included in this year's report demonstrated significant activity and
effectiveness from July 2023 through June 2024. In the chart below, we map some of the motivations tracked over the past five years, to show how these actors often have multiple motivations
driving their operations. It's important to note that the threat landscape is vast, and the threat actors and motivations detailed here represent only a small portion of those tracked by Microsoft.
KEY TO
. MOTIVATIONS MAPPING
Nation-state actors -

Cyber operators acting on behalf of or directed
by a nation-state-aligned program, irrespective of

Influence Operations

Information campaigns or groups employing

Cryptocurrency theft
Cybercrime services

whether for espionage, financial gain, or retribution.

China

communications online or offline in a manipulative

fashion to shift perceptions, behaviors, or decisions
by target audiences to further a group or a nation’s
interests and objectives.

Data destruction
Data theft for profit
Disruption

Russia

Election influence
Ruza Flood

Sefid Flood
Taizi Flood

Aqua Blizzard E Flax Typhoon Espionage

Midnight Blizzard 3 Granite Typhoon Influence operations

Seashell bd D Ransomware/Extortion

Blizzard E 1

Nylon Typhoon
Raspberry Typhoon Volga Flood

Secret Blizz
Groups in development
A temporary designation given to unknown, emerging, or developing threat activity.

This designation allows Microsoft to track a group as a discrete set of information until
we reach high confidence about the origin or identity of the actor behind the operation.

North Korea Iran Financially motivated

Cyber campaigns or groups directed by a criminal
organization or person with motivations of financial gain
and are not associated with high confidence to a known
non-nation-state or commercial entity.

Citrine Sleet Cotton

Sandstorm

Mint
Sandstorm

Storm-0501 Dt R
Storm-0539
Storm-0593
Storm-0784
Storm-0842
Storm-0867

Storm-1101
Storm-1516
Storm-1575
Storm-1679
Storm-2049

Jade Sleet

Moonstone
Sleet

Sapphire Sleet Octo Tempest

For more information on threat actor naming, pl it https://ak:
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Nation-state threats

Nation-state threat
activity by the numbers

This past year, nation-state affiliated threat actors
once again demonstrated that cyber operations—
whether for espionage, destruction, or influence—
play a persistent supporting role in broader
geopolitical conflicts. In the wars in Europe and the
Middle East, Russia and Iran centered their threat
activity on their main adversaries in those fights,
Ukraine, and Israel, respectively. Meanwhile, Beijing’s
long-term focus on controlling Taiwan drove a high
level of targeting of Taiwan-based enterprises from
Chinese threat actors, who also penetrated the
countries around the South China Sea to collect
insights into military exercises and national policy.
What follows is a snapshot of the activity by-the-
numbers.

Introduction  Nation-state threats Ransomware

The United States is consistently among the
countries most impacted by the nation-state cyber
threat activity that Microsoft observes, a reflection
of the large US representation in our customer base
and the role the United States plays in research and
development and geopolitical events. Aside from
the United States and the United Kingdom—which
was the fifth most targeted nation this year—most
of the nation-state affiliated cyber threat activity we
observed was concentrated in sites of active military
conflict or heightened regional tension: Israel,
Ukraine, the United Arab Emirates, and Taiwan.

The Education and Research sector
became the second most targeted
by nation-state threat actors

In 2024, Education and Research became the
second most targeted sector by nation-state
threat actors.

In addition to offering intelligence such as
research and policy discussions, education and
research institutions are often used as testing
grounds by threat actors before they pursue
their actual targets.

For example, QR code phishing, a technique
now used widely to compromise user accounts
at scale and create an entry point for business
email compromise (BEC) attacks discussed
later in this chapter, became widely used in
targeted attacks against this sector as early as
August 2023.

12
Top 10 targeted sectors worldwide
1 2 3 456788 1
Sector Percentage
- IT 24%
2  Education and Research 21%
3  Government 12%
. Think tanks and NGOs 5%
5 Transportation 5%
6 Consumer Retail 5%
Finance 5%
8 Manufacturing 4%
9 Communications 4%
10 Allothers 16%

Threat actors from Russia, China, Iran, and North Korea
pursued access to IT products and services, in part to
conduct supply chain attacks against government and
other sensitive organizations.

Source: Microsoft Threat Intelligence, nation-state notification data
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Nation-state threat activity by the numbers continued

Introduction ~ Nation-state threats Ransomware Fraud

Identity and social engineering  DDoS attacks

Nation-state threat actor targeting

Regional sample of activity levels observed

Europe & Sub-Saharan
Central Asia East; Asia

Africa
& Pacific

Observed

Israel

Maost targeted

Ukraine

Mast targjeted

South
Africa

Most targeted

Threat Intelligence data
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Nation-state threats Ransomware

Targeting by region

1 2 3 456

Sector Percentage
Europe & Central Asia 68%
2 North America 20%
3 Middle East & North Africa 5%
. East Asia & Pacific 3%
5 | Latin America & Caribbean 3%
6 South Asia 1%
Sub-Saharan Africa 1%

Approximately 75% of targets were in Ukraine or a NATO
member state, as Moscow seeks to collect intelligence
on the West's policies on the war. Ukraine remains the
country most targeted by Russian actors.

Source: Microsoft Threat Intelligence nation-state notification data

Most targeted sectors

4 567” 10

1 2 3
89
Sector Percentage
Government 33%
2 T 15%
3 Think tanks and NGOs 15%
. Education and Research 9%
5 Inter-governmental organization 4%
6 Defense Industry 4%
Transportation 3%
8 | Energy 2%
9 Media 2%
10 Allothers 13%

Russian actors focused their targeting against European
and North American government agencies and think
tanks, likely for intelligence collection related to the war
in Ukraine. Actors like Midnight Blizzard also targeted
the IT sector, suggesting it was in part planning supply-
chain attacks to gain access to these companies’ client's
networks for follow-on operations.

China

Nation state threat actor activity

Targeting by region

1 2 3 4 5

&7

Sector Percentage
East Asia & Pacific 39%
2 North America 33%
3 Europe & Central Asia 12%
. Latin America & Caribbean 8%
5 | South Asia 4%
6 Middle East & North Africa 2%
Sub-Saharan Africa 2%

Chinese threat actors’ targeting efforts remain similar

to the last few years in terms of geographies targeted
and intensity of targeting per location. While numerous
threat actors target the United States across a wide
variety of sectors, targeting in Taiwan is largely limited to
one threat actor, Flax Typhoon.

Most targeted sectors

1 2 3 4 567 | | 10
8¢

Sector Percentage
IT 24%
2 Education and Research 22%
3 Government 20%
. Think tanks and NGOs 10%
5 Manufacturing 4%
6 Defense Industry 3%
Communications 3%
8 | Finance 3%
9 Transportation 2%
10 Allothers 9%

Most Chinese threat activity is for intelligence collection
purposes and was especially prevalent in ASEAN
countries around the South China Sea. Granite Typhoon
and Raspberry Typhoon were the most active in the
region, while Nylon Typhoon continued to target
government and foreign affairs entities globally.
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Blurring lines between
nation-state threat actors
and cybercriminals

This year, state-affiliated threat actors increasingly
used criminal tools and tactics—and even criminals
themselves—to advance their interests, blurring the
lines between nation-state backed malign activity
and cybercriminal activity.

Microsoft observed nation-state threat actors
conduct operations for financial gain, enlist
cybercriminals to collect intelligence on the
Ukrainian military, and make use of the same
infostealers, command and control frameworks, and

other tools favored by the cybercriminal community.

$3 billion

in cryptocurrency stolen by North Korean
hackers since 2017

Introduction  Nation-state threats Ransomware
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North Korean threat actors have long straddled

this blurry line, conducting financially motivated
operations to secure funding for state coffers

and priority initiatives. The UN estimates North
Korean hackers have stolen over $3 billion US in
cryptocurrency since 2017, with heists totaling
between $600 million and $1 billion US in 2023
alone.® These stolen funds reportedly finance over
half of North Korea's nuclear and missile programs.®

Since 2023, Microsoft has identified three major
North Korean threat groups—Jade Sleet, Sapphire
Sleet, and Citrine Sleet—that have been particularly
active in targeting cryptocurrency organizations.
Moreover, North Korea may also be getting into the
ransomware game. Moonstone Sleet, a new North
Korean actor identified in May 2024, developed

a custom ransomware variant called FakePenny
which it deployed at organizations in aerospace and
defense after exfiltrating data from the impacted
networks. This behavior suggests the actor had
objectives for both intelligence gathering and
monetization of its access.

Beyond North Korea, Microsoft observed Iranian
nation-state threat actors seeking financial gain from
some of their offensive cyber operations. This marks
a change from previous behavior, whereby
ransomware attacks that were designed to appear
financially motivated were actually destructive
attacks.” For example, a cyber-enabled influence
operation run by an Islamic Revolutionary Guard
Corps (IRGC) group we track as Cotton Sandstorm
(also known as Emennet Pasargad) marketed stolen
Israeli dating website data through two of its cyber
personas between September 2023 and February
2024. The personas also offered to remove specific
individual profiles from their data repository for

a fee.

Meanwhile, Russian threat actors have integrated
evermore commodity malware in their

operations and appear to have outsourced some
cyberespionage operations to criminal groups.

In June 2024, Storm-2049 (UAC-0184) used Xworm
and Remcos RAT--commodity malware associated
with criminal activity--to compromise at least 50
Ukrainian military devices. There was no obvious
cybercriminal use for this compromise, suggesting
the group was operating in support of Russian
government objectives.

Between June-July 2023, Microsoft observed Federal
Security Service (FSB)-attributed Aqua Blizzard
appear to “hand-off” access to 34 compromised
Ukrainian devices to the cybercriminal group
Storm-0593 (also known as Invisimole). The hand-off
occurred when Aqua Blizzard invoked a Powershell
script that downloaded software from a Storm-
0593-controlled server. Storm-0593 then established
command and control infrastructure and deployed
Cobalt Strike beacons on most of the devices for
follow-on activity. This beacon was configured

with the domain dashcloudew.uk, which Microsoft
assesses Storm-0593 registered and used in a
previous spear-phishing campaign against Ukrainian
military machines last year, suggesting a pattern

by Storm-0593 of supporting state intelligence
collection objectives.
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Deterring the most
advanced threats

As highlighted throughout this report, cyberattacks
are on the rise and the pace of nation-state

sponsored attacks has escalated to the point there is

now effectively constant combat in cyberspace.

With more than 600 million attacks per day
targeting Microsoft customers alone, there must be

countervailing pressure to reduce the overall number

of attacks online. Deterring this malign activity

will require a robust combination of technological
and geopolitical solutions. This deterrence can

be achieved in two ways — by denial of intrusions
or imposing consequences. While companies like
Microsoft can help “deny” successful cyberattacks
via innovation and further improvements in
cybersecurity, enforcing international rules with
deterrent consequences must fall on governments.

Microsoft therefore urges governments to consider
the following actions to improve adherence to
international law and online norms by strengthening
digital diplomacy, sharpening public attributions,
and imposing meaningful consequences for

cyber aggression.

Nation-state threats Ransomware

Fraud
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. Strengthen international norms and

diplomacy. Deterrence requires clear
expectations around acceptable and
unacceptable behavior. To that end, Microsoft
encourages governments to embrace:

New norms: The United Nations (UN) and other
forums should recognize cloud services and the
information and communications technology
(ICT) supply chain as critical infrastructure that is
off-limits to targeting. Moreover, states should be
expected to fulfill their due diligence obligations
to address malicious activity originating from
within their territories.

Multistakeholder inclusion: States should
embrace more inclusive diplomatic processes that
ensure participation of critical non-governmental
stakeholders in discussions on peace and security
online, including leading voices from the tech
industry and civil society.

Bilateral agreements: In addition to working
through multilateral forums, governments should
explore potential bilateral agreements as a
means to set expectations and curb dangerous
cyber operations.

. Sharpen government attributions of malicious

activity. Public attribution contributes to deterrence
by calling out internationally unacceptable behavior
and serving as a necessary precursor for imposing
further consequences. The following are ways in
which governments might strengthen the impact
of public attribution statements:

= Uniformity: A single agency should handle public

attribution statements with a standard format
detailing the incident, responsible parties, impact,
evidence, rule violations, consequences, and any
preventive measures.

Contextualization: Public attributions should
also include any broader insights into the

threat actor’s activities to support more
comprehensive accountability.

Collaboration: Coalition attributions by multiple
governments help substantiate and build
confidence in findings. Governments should

also partner with the tech industry for further
validation and with civil society groups to provide
further context around impact and harms

of cyberattacks.

. Impose deterrent consequences. The escalating

volume of nation-state sponsored cyberattacks
necessitates more decisive governmental
action that stems the growth. Possible response
strategies include:

Enhanced countermeasures: Beyond public
attribution, states conducting illegal cyber
activities should expect firm countermeasures in
response, this includes targeted sanctions among
other options.

= Collective countermeasures: Governments
should embrace as lawful collective
countermeasures, multiple states imposing
countermeasures in response to illegal cyber
operations targeting any one of them.

= Clarify red lines: In line with the UN Charter’s
prohibition on “threat or use of force”, it should
be explicitly stated that state-sponsored cyber
intrusions that could be used to damage or
interrupt critical civilian services constitute an
unlawful threat of force and allow for more
significant consequences in response.

A more robust deterrent framework will help to
promote stability, protect critical infrastructure,

and avoid some of the most harmful cyberattacks.
To support this, governments should deepen
partnerships across stakeholder groups to identify
the essential critical infrastructure. Given the growing
significance of this technology, this should also
include essential Al infrastructure and the intellectual
property behind the development of new Al models
that might otherwise be attractive targets for

rival governments.
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Election interference

The goal of some nation-state-backed threat actor
groups is to influence and undermine the results of
democratic elections. These efforts to manipulate
electoral outcomes underscore the need for
continued vigilance and collaboration, enhanced
defensive measures, and content authenticity
indicators such as content provenance.” Defending
elections against influence campaigns—as well as
opportunistic cybercriminal efforts—demands a
collective commitment from industry, media, and
governments alike.

Nation-state threat actors and elections

By the end of 2024, approximately two billion people
will have had the opportunity to vote in nationwide
elections. The widespread accessibility of generative
Al tools coupled with significant geopolitical events
has created a ripe environment for nation-state
influence operations aimed at high-stakes contests.
Russia, Iran, and China all engaged in election
influence efforts in 2024, with Russia implementing
the most wide-reaching, persistent campaigns and
Iran coming into the cycle later.

Introduction  Nation-state threats Ransomware

Fraud

Identity and social engineering  DDoS attacks

Continuing its well-known influence efforts in
democratic processes, Russian influence actors
deployed a spectrum of covert and semi-covert
operations aimed at undermining trust in democratic
institutions across Europe and in the United States,
with the goal of eroding support for Ukraine.

Iran and China, meanwhile, escalated their influence
capabilities and objectives throughout 2024.

Iranian influence actors increasingly tried to influence
elections in the Middle East and in the US, to include
Israel’s February 2024 municipal elections and the
US 2024 presidential election. Cyber personas run
by Iranian influence actors sought to highlight
vulnerabilities in Israel's government and elections
infrastructure as well as Prime Minister Netanyahu's
failure to secure voting during the election to elicit

a sense of insecurity among Israelis. Weakness and
vulnerability are common themes of Iranian
influence operations, and Iran will likely continue to
use them in upcoming elections.

Russia, Iran, and China influence efforts converge
on US election

Russian influence actors launched operations

aimed at the 2024 presidential election at a

slower pace than in previous election cycles.
Nevertheless, Russian influence actors Ruza Flood
(aka Doppelganger), Volga Flood, and Storm-1516
demonstrated the ability to create dynamic and
creative content aimed at American audiences.

Ruza Flood's US election-themed websites, using
names like "50 States of Lies” and “Election Watch”,
spread anti-Ukraine, anti-US propaganda across
social media platforms. Meanwhile, videos by
Russian influence actor Storm-1516, such as a staged
video depicting the burning of an effigy of Donald
Trump, received coverage from several major
international media outlets. Russia also continued
to leverage agents-of-influence—for example,
resurrecting Russian agent Andrei Derkach's NABU
Leaks campaign, which was sanctioned by the US in
2021 for malign influence in the 2020 election.

In May of 2024, Iran began preparations for influence
operations ahead of the US elections in two ways:
conducting cyber intrusions into political accounts
potentially for hack-and-leaks and launching a
stream of polarizing content on covert news sites.

In mid-June, Mint Sandstorm sent a spear-phishing
email to a high-ranking official of a presidential
campaign from a compromised email account of

a former senior advisor. Days earlier, the same
actor, which we assess is connected to the IRGC
intelligence unit, also unsuccessfully targeted an
account of a former presidential candidate.

Iran also likely ran a network of websites
masquerading as news outlets that actively engaged
US voter groups on opposing ends of the political
spectrum with polarizing messaging on issues such
as the US presidential candidates, LGBTQ rights,

and the Israel-Hamas conflict. Microsoft found
evidence indicating the sites are using Al-enabled
services to plagiarize content from US publications.
Examination of source code and indicators in the
articles suggest the sites’ operators are using search
engine optimization (SEO) plugins and generative
Al-based tools to create article titles and keywords
and to automatically rephrase stolen contentin a
way that drives traffic to their sites while obfuscating
the content’s original source.

Meanwhile, China’s use of covert social media
networks to sow discord ahead of the presidential
election suggests the Chinese Communist Party
(CCP) was emboldened by its 2022 midterm
elections influence campaign, the first time it was
observed attempting to interfere in a US election.
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Introduction: Tackling technical debt
and shadow IT for a secure future

Threat actors prey on unaddressed
technical debt, outdated security controls,
and shadow IT.

If there is a weak point in your system, threat actors
are going to find it. You may be using the latest
security tools to fortify your core environment, but if
you still have old infrastructure, unpatched systems,
outdated configurations, and apps granted too many
permissions by departments you aren't even aware
of, then you may be unwittingly leaving security
holes for threat actors to exploit.

Leaving these issues unaddressed is like installing a
vault with an impenetrable lock, then forgetting the
vent that leads to the roof. Or, forgetting about the
drain to the sewer or the unfortified wall adjacent to
the parking lot. The burglar won't be discouraged
by the lock—they'll just find one of the alternate
pathways you have left for them.

When it comes to digital security, it doesn't matter
how locked-down your user policies are: if an
adversary can gain entry via a long-forgotten
avenue, they will.

Whether it is a test app from an untracked

satellite tenant that doesn't enforce multifactor
authentication (MFA), devices infected with malware,
or legacy authentication protocols, security teams
can't act on resources they simply don't know about.
These include:

= Unsanctioned, unmonitored or abandoned
tenants built ad hoc for development, testing,
or demos.

= Applications and workload identities with no
known owner or governance.

= Developer secrets checked into public
code repositories.

= Storage repositories with inadequate
access controls.

Clearing out technical debt

As part of our Secure Future Initiative (SFI), Microsoft
embarked on rigorous “spring cleaning” to
strengthen our environment and cloud services
against threats. We removed millions of unused

and non-compliant applications and tenants from
our environment, refreshed hundreds of thousands
of credentials (including security certificates), and
segmented and isolated our network.

SFlis a multiyear initiative to evolve the way we
design, build, test, and operate our products and
services so we can achieve the highest possible
standards for security.

We are taking proactive steps to keep security
deficits from re-accumulating:

= Maintaining a comprehensive inventory of all
production software and hardware assets.

= Enforcing a standard approach for creating
secure test tenants with zero trust principles,
automatically deleting them after use to avoid
legacy infrastructure buildup.

Increasing isolation of development and test
environments to prevent lateral movement
into production.

Enforcing the use of standard libraries and
advanced code security checks for all apps

and services.

= Automatically scanning all internal productivity
systems to remove passwords, secrets, and keys
that attackers could exploit.

Improving logging capabilities to detect,
investigate, and mitigate vulnerabilities faster, and
share insights with customers sooner.

In all cases, we're creating “paved paths” for
engineers, so that the easiest way to do something
is the also right way. We continuously apply lessons
from security incidents to improve our methods.

In response to rising phishing and social engineering
attacks, for example, we're issuing phishing-resistant
credentials like passkeys to all employees. We also
introduced video-based user verification for lost
credentials and automated processes for deploying
security keys and storing secrets. Our platforms
operate at the highest industry standards, and

we're building systems to maintain these levels as
standards evolve.

The Secure Future Initiative is not a destination, but
an ongoing commitment to a security-first culture
that proactively identifies and openly discusses risks,
issues, and blockers; quickly learns and iterates;

and standardizes tools, dashboards, practices, and
principles across all engineering teams. As with every
feature and experience we ship, we'll share with
customers what we do, how they benefit, and how
they can better protect themselves.

Joy Chik
President, Identity and Network Access
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Resilience maturity

Within the dynamic realm of cybersecurity, the IR team regularly confronts a wide spectrum of customer challenges. Drawing from this rich
experience, we have found that an organization's resilience maturity can be determined based on four pillars: Operational, Tactical, Readiness,

and Strategic. Maturity in each of these pillars is categorized as either Basic, Moderate, or Advanced.

For day-to-day IT operations, good preparation and maturity can ensure that an organization has

good visibility of its estate, documented reliable playbooks, and rapid response capabilities based

on automation.

= Deploy an endpoint detection and response solution on all desktops and servers, with a dedicated
security operations team whose primary role is monitoring and actioning alerts.

= Automation within an existing SIEM / SOAR solution.

= Test, tune, and actively manage custom playbooks and adjust them to specific needs.

= Implement a multi-tier security operations center (SOC), where common alerts are automatically
triaged. Establish a feedback loop to improve playbooks and adjust environment hardening.

Readiness

Prepare for a cybersecurity incident.

= Require employees to complete training and demonstrate understanding of material before granting
continued access to company resources and data.

= Conduct continuous access reviews for company resources and data.

= Implement service level agreements for recovery time and recovery point objectives.

Maintain up-to-date infrastructure diagrams and documentation across entire environment.

= Compare changes against an existing desired state before implementing them. Regularly update
documentation to reflect these changes. Maintain detailed asset management, including location,
owner, and automatic device discovery, and with device compliance.

Conduct tabletop exercises on a regular basis. Track and implement feedback and conclusions.

Enforce strict compliance policies to ensure only compliant devices have access to company resources.

Prepare for initial response to an incident to respond logically and efficiently.

Strategic

Maintain detailed and practiced IR plans with clear actions to be taken in the event of an incident.
Provide IR and threat-hunting teams with a clearly defined scope for proactive security hardening
duties. Enforce strong phishing resistant MFA for all user accounts.

Establish a ready, out-of-band communication channel in case there is a severe infrastructure
compromise. This helps to ensure timely and secure communication with dedicated update meetings
to keep all participants informed.

Implement firewall and endpoint containment capabilities. Set up mass password reset capabilities
and automatic attack disruption mechanisms.

Take steps to improve overall security posture in the longer term.

Actively managed software and technology, with planned migration and modernization projects to
keep infrastructure up to date. Proactively implement new technologies.

Conduct proactive and automatic vulnerability scans on a scheduled basis, for impact analysis on newly
published vulnerabilities. Track and follow up on mitigations. Ensure scheduled maintenance windows.
Clearly define access and authorization strategy to implement zero trust principles. Clearly define and
enforce just-in-time (JIT) and just-enough administration (JEA).

Use passwordless authentication for all identities, privileged or otherwise.

Implement zero trust strategy with a clear desired future state, including continuous evaluation,
improvement and defined timelines.
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Critical environments

Our previous Microsoft Digital Defense Reports have
shown that while IT hardware and software security
has strengthened, the security of loT and operational
technology (OT) devices has not kept pace. In this
section we offer security stories from the critical
infrastructure frontline.

At Microsoft, we manage a large and growing
estate of OT devices essential to the operations of
our global datacenters. The following section of
the report details our experiences managing this
infrastructure in two important aspects: building
and operating a program for reviewing the security
of third-party OT applications, and managing the
unique process of updating fleets of OT devices to
address security vulnerabilities.

Security stories from the frontline of OT

Threat actors are now exploiting OT devices to do
everything from accessing critical and operational
networks, to enabling lateral movement, establishing
a foothold in a supply chain, or disrupting the
target's OT operations.

Introduction

Strategic cybersecurity

Supporting the ecosystem Collective action

A three-step action plan: insights from
testing OT applications

Our global datacenters rely heavily on OT
equipment, such as sensors and actuators.

These devices are pivotal for managing critical
processes including power management and cooling
systems within our infrastructure. Recognizing the
need to secure these foundational technologies,
Microsoft has spearheaded a crucial initiative over
the past four years aimed at fortifying the security of
third-party OT applications which are integral to not
only our operations but also the wider ecosystem.

Our targeted security program reviewed these
third-party OT applications to identify and address
potential vulnerabilities, to help ensure their
robustness and reliability. The initiative not only
bolstered the security posture of our datacenters
but significantly contributed to enhancing security
standards across the OT industry.

We shared the findings from our reviews with the
respective vendors of the products evaluated,
creating a collaborative environment for knowledge
sharing and mutual improvement in OT application
security. Raising the security bar in this way, the
products are being made more secure for the whole
industry. For instance, this collaborative approach
has led to significant security enhancements in
products such as power monitoring systems, which
now integrate more securely with Windows Server
Active Directory, marking a substantial improvement
from non-directory based accounts.

Based on this work we've identified three core
actions that, if taken by the operations technology
industry, would significantly improve the security of
systems across the industry:

1 Adopt modern authentication for users
and devices.

~

Enable centralized device configuration
management and secure apps and devices
by default.

w

Implement a Secure Development Lifecycle
(SDLC) program for product development that is
certified by independent security experts.

Types of OT systems in datacenters

The OT infrastructure systems in datacenters

are critical for maintaining operational integrity
and safety, focusing on ensuring optimal
environmental conditions and monitoring essential
operational parameters:

= Industrial control systems (ICS): Also referred
to sometimes as OT, these systems monitor
hardware to ensure everything runs at optimal
levels. They include sensors and devices for
managing power and environmental conditions
within datacenters.

= Building automation systems: These systems
are focused on cooling systems, HVAC, water
chillers, and other mechanisms for producing
cold air. They are considered active systems with
moving parts like fans, water chillers, and pumps.

= Electrical power monitoring systems: These
systems monitor electrical power aspects such
as frequency, voltage, and wattage. They are
passive systems connected to power meters and
circuits, focusing on monitoring and situational
awareness of the health of all electrical systems
in orchestration of power flowing to customer
facing servers.

= Battery monitoring systems: These continuously
assess the health and performance of batteries
under different load conditions to ensure
datacenter availability by preventing battery
backup failures.

Building on this, the goal of any OT application
security review program is to:

= ldentify and mitigate security vulnerabilities.
Identify security vulnerabilities within third-
party OT applications, which are critical for the
operation of datacenters.

= Ensure operational integrity. Review and
secure OT applications that manage critical
infrastructure, such as the above-mentioned
systems. This is vital for maintaining the
availability and reliability of services.

= Offer compliance and risk management.
Conducting security reviews helps in compliance
with internal and external security standards
and regulations. It also plays a significant role in
risk management by proactively identifying and
addressing security risks.
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How Microsoft helps support democratic elections continued

Microsoft is also helping protect the online
environment surrounding elections by:
Defending the information environment
Identifying disinformation campaigns propagated by
nation-state actors and collaborating to mitigate the
potential risks of deepfakes.

= Tech Accord: A cross-sector coalition to combat
deceptive uses of Al in elections.*'

Public election influence operations reports:
The Microsoft Threat Analysis Center releases
timely public reports about cyber and influence
threats.#?

Introduction
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Collective action

Protecting data

Protecting elections-focused employees and official
systems, including combatting phishing lures using
elections-related themes

= Advanced security and productivity tools for
political campaigns.*

= Advanced support for customers running
elections-critical workloads in Azure, like voter
registration or results reporting systems.**

Identifying and responding to threats
Utilizing our significant threat intelligence capabilities
to identify threats and identify mitigations.

= Advanced threat detection and notification
against nation-state attacks for high-risk elections
customers available in 35 countries.*

= Election security advisors providing expert
consultation for proactive cybersecurity audits,
threat hunting, or remediating cyber incidents

Boosting public awareness of Al elections risk

public on the potential misuse of Al in elections and
promoting transparency in Al-generated content.

= Societal Resilience grants with OpenAl: $2 million
in grants to enhance Al education and literacy
among voters and vulnerable communities.#”

= Content Credentials: Implementation of
authenticity markers on Al-generated and
authentic images and video to help the public
discern if media has been created or edited
by Al#®

= Security and deepfake trainings for political

provides cybersecurity hygiene and deepfake
response trainings to political organizations.

= Public awareness campaigns: Launch of several
public awareness campaigns in the EU, US, and
globally, to ensure voters are aware of the risks
of deepfakes and to guide users to authoritative
election information sources.

These are some ways we contribute to educating the

stakeholders: Ahead of major elections, Microsoft

N
Links

Microsoft's efforts to enhance the security of
Indian elections | Jun 2024

Microsoft and OpenAl launch Societal
Resilience Fund | May 2024

Combatting abusive Al-generated content: a
comprehensive approach | Feb 2024

Al Elections accord - To Combat Deceptive Use
of Al in 2024 Elections | Feb 2024

Microsoft announces new steps to help protect
elections - Microsoft on the Issues | Nov 2023

Combatting the deceptive use of Al in elections —
Middle East & Africa News Center (microsoft.com)
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Introduction: Al's impact on cybersecurity

We are at the start of what could
become one of the most transformative
technological eras in modern history.
Much has been said and written about
how Al can have a significant effect on
every industry, but the impact it can have
on how businesses secure their most
important data and assets in the face
of ever-increasing cybersecurity threats
will be one of the most critical uses of
this technology.

Organizations of all sizes around the world are facing
the same challenges: infinite amounts of data to
manage, more endpoints to secure, and a shortage
of talent to operate security environments that are
becoming more complex every day. Cybersecurity is
a top priority for businesses of all sizes, but at the
same time, cybersecurity is an infinite game that has
no winner and no end. Defenders must constantly
be vigilant as the landscape becomes more intricate.
With threat actor adoption of Al, the economics and
sophistication of attacks are changing rapidly, and
with that, the sophistication of how we must defend.

Generative Al is ushering in a new era of
cybersecurity that can put defenders one step ahead
of threat actors. The adoption of large language
models (LLMs) tailored for security operation
scenarios will see a shift from humans having to write
manual automation of repetitive tasks to Al systems
capable of detecting and investigating security
threats at the skill level of security professionals.

Al can help develop a thorough understanding of a
security incident and how to respond in a fraction of
the time it would take a person to manually process
a multitude of alerts, malicious code files, and
corresponding impact analysis.

Introduction

Emerging threat landscape

Al for defense  Advancing global Al security

Not only can this significantly reduce the time to
identify, investigate, and respond to an incident from
days to minutes, but this Al-driven threat analysis
provides the opportunity for security teams to learn
and train in real-time, helping to reduce the skills
gap and freeing up experienced analysts to focus on
more important tasks.

Today, the industry has taken the first steps to add
assistive agency into products, and more autonomy
will be created over time, enabling agents to
perform tasks, monitor, and take action proactively
and in collaboration with security teams. Al agents
will use language models in incredible ways to get
much closer to the way security analysts operate in
reasoning, decision making, and task completion.
Not only will we see security teams supported by
these agents, but we will also see agents working
together to investigate and resolve incidents.
Agents will respond to events when activated or
given permission by an analyst, and Microsoft sees
a world where soon Al agents will potentially reason,
make mistakes, learn from mistakes, and work
together like a team of experts.

The deployment and utilization of Al and agents
will be vital, especially with threat actors becoming
more sophisticated in their tactics every day.

But as history has shown, technology can have

the ability to elevate our human potential, and
through innovation, collaboration and responsible
use of generative Al and agents, defenders will

be positioned to take on cybersecurity’s toughest
challenges and work toward making the world safer
for all.

Shawn Bice
Corporate Vice President,
Cloud Ecosystem Security
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The generative Al threat landscape continued Introduction

Emerging threat landscape Al for defense

Advancing global Al security

Ecosystem threats

Ecosystem threats often require defense outside the
Al system.

= Impersonation: Use of image, audio, and
video deepfakes to impersonate individuals.
Specific threats include fraud, blackmail,
coercion, defamation, and information warfare.
Defense against this threat includes moving
communication to authenticated channels.

= Content production: Creation of harmful content
for dissemination such as CSAM, non-consensual
intimate images, disinformation, child grooming
scripts, or spam. Threats in this category are
diverse and are typically amplifications of existing
threats, sometimes on a large scale.

* Nefarious knowledge acquisition: Acquisition
of information that helps threat actors upgrade
their skills, such as how to make drugs or
biological weapons. This threat has not emerged
at scale and is being actively researched by the
security community.

= Cyber threat amplification: Automated
generation of malware, and, more importantly,
attack command and control infrastructure,
which could give lower-tier threat actors access
to persistent attack capabilities previously limited
to advanced actors. There is significant risk that
attackers will develop Al techniques faster than
defenders adopt Al-powered defense systems,
and attackers will take advantage of that gap until
the defenders catch up.

= Direct social attacks: Malicious activities such
as scams, phishing, propaganda, and terrorist
recruitment can be automated using generative
Al and operated at far larger scales than before.
The cyber intelligence community anticipates
a large rise in all of these categories, driven by
Al enablement. Defenses against them may
focus on providing Al support to the recipient
and interdicting payloads at the communication
system level.

= Indirect social attacks: Automated harassment
and defamation are very difficult to counter.
Because someone can be harassed by targeting
their friends, colleagues, and the public, a defense
strategy for this threat type is not yet clear.

As defenders, particularly governments, are
considering the threats associated with the abuse
of Al, it is important to keep in mind that many

of the future victims will not have the benefit of
automated systems and programs to defend them.
Many ecosystem threats will have an immediate
impact on the most vulnerable targets—humans.
As difficult as it currently is to stop multi-billion-
dollar frauds against vulnerable groups like the
elderly, Al's impersonation capabilities will make it
even harder for victims to identify and resist fraud.

In the coming year, we anticipate the biggest rises
in automated fraud and election interference,
CSAM and non-consensual intimate image (NCII)
production, and the use of XPIA and deepfake
impersonation as cyberattack and fraud channels.
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Government approaches to Al security continued

The United States

The 2023 Executive Order (E.O.) 14110 on Safe,
Secure, and Trustworthy Development and Use of
Artificial Intelligence® directs US federal agencies

to implement the policies set forth in the E.O,
including taking a series of actions focused on safety
and security of Al technology. The US approach is
notable in two ways: first, it imposed mandatory
cybersecurity measures on federal agency use of

Al without extending them to the private sector.
Second, it leverages government action to enhance
Al capabilities for cyber defense. For example, EO
14110 directs the Department of Defense (DOD) and
Department of Homeland Security (DHS) to plan and
conduct pilot projects for how Al capabilities can aid
in the discovery and remediation of vulnerabilities

in critical US Government software, systems, and
networks. The DOD has been tapped to spearhead
actions for national security systems, while the

DHS will spearhead actions for US Government
civilian systems.

Furthermore, the FY24 National Defense
Authorization Act (NDAA)®" includes several
provisions designed to strengthen the DOD’s use

of Al in its defense operations. Under the NDAA,
the DOD must: develop a bug bounty program

for foundation Al models being integrated into

the “missions and operations” of the Department

to strengthen cyber defense resiliency; establish a
prize competition designed to evaluate technology
for generative Al detection and watermarking

to support the DOD's warfighting requirements;
establish and review guidance around the
Department’s near-term and long-strategies for the
adoption and use of Al; and assess the potential
vulnerabilities of Al-enabled military applications,
including assessments of research and development
efforts needed to advance Al-enabled military
applications. The US Government administration has
also announced it will release a National Security
Memorandum (NSM)®? that addresses the regulation
of Al systems for national security, military, and
intelligence purposes.

: Al'simpact on ¢
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The European Union

The EU's Artificial Intelligence Act (Al Act), the first
ever horizontal legal framework on Al, requires
providers of high-risk Al systems and general-
purpose Al (GPAI) models with systemic risk, to
implement security measures. The Al Act requires
providers of high-risk Al systems to ensure that such
systems achieve an appropriate level of accuracy,
robustness, and cybersecurity, and perform
consistently in those respects throughout their
lifecycle. Providers of GPAI models with systemic
risk are required to ensure an adequate level of
cybersecurity protection of the model, as well as

its physical infrastructure. The Al Act also requires
providers (and deployers in some cases) of high-
risk Al systems, and providers of GPAI models with
systemic risk, to report serious incidents to relevant
governmental authorities as well as relevant actors in
the Al value chain.

Otbher legislative initiatives

Brazil and Costa Rica have proposed legislation
that would impose on all Al systems certain
security requirements (for example, parameters
for separating and organizing training data;
information security measures; human rights
impact assessments), with additional requirements
for high-risk systems. Meanwhile, China has
adopted the most stringent approach imposing
security requirements on all covered Al systems.
These requirements include technology ethics
reviews; user registration and verification; measures
to counter telecommunication network fraud; and
the use of accurate and lawful training data.

Finally, other countries have published voluntary
guidelines and codes of conduct that suggest
security measures for private sector entities.

For example, under the UK National Cyber
Security Centre (NCSC)'s guidelines, companies
should consider complying with measures such
as identification of threats and risks; acquisition
of well-secured and well-documented hardware
and software; and documentation of models and
datasets. Canada, Japan, and Singapore have
published similar codes of conduct.
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Collaborative policy initiatives for Al security

Organizations around the world are collaborating to advance

government policy initiatives on enhanced Al security.
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July 2023

= Microsoft, Anthropic, Google and
OpenAl launched Frontier Model
Forum, an industry body focused
on ensuring safe and responsible
development of frontier Al
models.*

August 2023

= The White House announces
the Al Cyber Challenge, for
cybersecurity researchers to spur
the use of Al to identify and fix
software vulnerabilities.* Microsoft
committed to host competition on
Microsoft Azure.

November 2023

The UK launched the world’s first
safety institute to spur collaboration
on Al's safety with leading Al
companies and nations.®

The US Department of Commerce,
through National Institute of
Standards and Technology (NIST)
announced the US Artificial
Intelligence Safety Institute (USAISI)
to lead the US Government's efforts
on Al safety and trust, including
working with partners in academia,
industry, government, and civil
society to advance Al safety.®®

The Bletchley Agreement for
collaboration resulted from an Al
Safety Summit convened by the UK
and including the US, EU, and China,
likeminded Al companies, and 28
country delegations.®”

Microsoft contributed to the
development of secure Al system
guidelines alongside the UK National
Cyber Security Centre (NCSC), and the
US Cybersecurity and Infrastructure
Security Agency (CISA),*® among
others. It was co-sealed by 23
domestic and international
cybersecurity organizations.

This publication marked a
significant step in addressing

the intersection of Al, cybersecurity,
and critical infrastructure.

January 2024

= CISA’s cross-sector analysis
of sector-specific Al risk
assessments completed by
sector risk management
agencies. Microsoft provided
recommendations through the IT
Sector Coordinating Council - a
public private partnership for
collaboration between IT sector
and the Department of Homeland
Security (DHS).

February 2024

= The Japanese government launched
a new Al Safety Institute within the
Information-technology Promotion
Agency (IPA) in collaboration with
relevant ministries and agencies.®
The Institute aims to examine
evaluation methods and standards
related to Al. Japan plans to
collaborate with the UK and the US.

March 2024

= The US Department of Treasury
released a report on the current
state of Al-related cybersecurity
and fraud risks in financial services,
including an overview of current Al
use cases, trends of threats and risks,
best-practice recommendations,
and challenges and opportunities.”

Ap

ril 2024

In April 2024, building on the

NCSC secure Al development
guidelines release in 2023, the

US National Security Agency’s
Artificial Intelligence Security Center
published the joint Cybersecurity
Information Sheet Deploying Al
Systems Securely” in collaboration
with CISA, the US Federal Bureau of
Investigation, the Australian Signals
Directorate’s Australian Cyber
Security Centre, the Canadian Centre
for Cyber Security, the New Zealand
National Cyber Security Centre,

and the United Kingdom's National
Cyber Security Centre.

The US Department of Homeland
Security (DHS) released Safety

and Security Guidelines for

Critical Infrastructure Owners and
Operators.” Microsoft contributed
to the cross-sector risk assessments
that informed the DHS guidance.

Microsoft joined the DHS Al Safety
and Security Board (AISSB).”* The
AISSB advises the DHS Secretary, the
critical infrastructure community,
other private sector stakeholders,
and the broader public on the

safe, secure, and responsible
development and deployment

of Al technology in our nation'’s
critical infrastructure.

May 2024

= The second global Al summit secured

safety commitments from companies.

It is a new agreement™ between 10
countries and the EU to establish an
international network similar to the
UK's Al Safety Institute,” the world's
first publicly backed organization
to accelerate the advancement of
Al safety science. The network will
promote a common understanding
of Al safety and align its work with
research, standards, and testing.
Australia, Canada, the EU, France,
Germany, Italy, Japan, Singapore,
South Korea, the UK, and the US have
signed the agreement.”™

Microsoft released a blueprint

for mutual prosperity through Al
governance in Korea.””

June 2024

= Microsoft funded the Securing
Critical Infrastructure in the Age of
Al workshop led by Georgetown
University's Center for Security and
Emerging Tech (CSET). CSET will
publish a report based on findings
from the workshop offering
policy recommendations for Al
security in critical infrastructure.
Expected publication date:
September 2024.

Microsoft hosted and participated
in the first federal Al security
tabletop exercise led by CISA
JCDC.AL’® convening more

than 50 Al experts from US and
international agencies and industry
partners focused on effective

and coordinated responses to Al
security incidents.
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International standards
for Al security

Security vulnerabilities and risks arising from
adversarial manipulation of Al systems can be
exploited and impact everything from confidentiality
to human safety. Therefore, standards are becoming
essential to improve awareness and understanding
of Al, address regulatory concerns and requirements,
and extend good practice and consistency across
the industry. Standards can also help build trust and
confidence in Al systems among stakeholders such
as users, customers, regulators, and society at large.
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The benefits of international standards

The Al regulatory landscape is evolving almost as
fast as Al itself. Just as there is a demand for regional
and national standards, there are also many benefits
to international standards.

International standards can mitigate fragmentation
and ensure more consistency, good practice,
controls, and even conformity assessment, especially
where supply chains, threat actors, and applications
are of a global nature. International standards can
also help to facilitate cooperation, innovation,

and competition.

ISO/IEC 42001

Under ISO/IEC 42001, organizations are guided
in establishing continually improving risk-based
processes to support responsible use of Al
throughout the Al system lifecycle.

There are also crosswalks™ available to map the NIST
Al Risk Management Framework. Many responsible
Al practices were born out of information security
practices. Responsible Al red teaming is one such
practice, where real-world adversarial behaviors

are emulated in an attempt to expose Al system
vulnerabilities which can lead to harmful outputs,
especially through prompt injection attacks.

Introduction

Al for defense

The requirements in ISO/IEC 42001 are intended

to be auditable to achieve certification including
helping to manage responsible Al across supply
chains as well as provide a foundation that can help
with regulatory compliance.

ISO/IEC 27090

ISO/IEC 27090 is being developed to provide
guidance for addressing security threats to Al
systems. The standard aims to help organizations
better understand the consequences of security
threats specific to Al systems throughout their
lifecycle, such as evasion attacks, data poisoning,
model stealing, and membership inference attacks.
The document also describes how to detect and
mitigate such threats. ISO/IEC 27090 starts with the
premise that Al systems are information systems.
Therefore, conventional cybersecurity measures—
including those in international standards such as
ISO/IEC 27002 information security controls, and
zero trust principles—are the foundation to mitigating
security risks to Al systems and for securing the
datasets associated with Al systems.

Actionable Insights

1

~

w

Existing cybersecurity standards provide
good practice to secure all types of
information systems, including Al systems,
throughout their lifecycle. As controls to
address risks specific to Al systems mature,
new standards will be developed. A multi-
stakeholder approach is essential for the
development of pragmatic and useful
standards to help all types of organizations
to manage security.

Security underpins a responsible Al
approach; international standards can be
used to demonstrate an overall responsible
Al approach, accountability, and effective
mitigation against harm and safety risks.

International standards can help mitigate
fragmentation, ensure consistent

practices globally, and facilitate trust

and cooperation. International standards
continue to uphold the accountability of
trust even while regional standards are in
demand to support regulatory frameworks.
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