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EXHIBIT B
U.S. Patent No. 12,218,934

As used herein and with respect to the 934 Patent, the term “Accused 934 Products” means:

(a) Microsoft products that incorporate, rely upon, interact with, or otherwise utilize Microsoft Entra ID (“Entra ID”), including at
least the Microsoft Entra product family;

(b) Any other systems, services, or products that utilize the libraries, applications, scripts, packages, or other modules that
implement the functionality described below in a manner not materially different with respect to the claims charted below;

(c) any other products that infringe the asserted claims for analogous reasons to those described below; and,

(d) Microsoft products that practice one of more claims of the *934 Patent.

This claim chart for the 934 Patent covers all Accused *934 Products. The theory of infringement described below in connection with the
Asserted Claims is analogous to the theory of infringement for all the Accused *934 Products.
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l. Claim 1

A computer system
configured to execute
software instructions stored
on nontransitory machine-
readable storage media,
wherein the software
instructions comprise
instructions that:

The Accused 934 Products are computer systems configured to execute software instructions stored on
nontransitory machine-readable storage media.

For example, Entra ID is a “cloud-based identity and access management service,” which includes
features to enforce and implement multifactor authentication such as Entra ID Protection:!

receive a request to
authenticate a client, wherein
the request comprises an
identifier and a password,

The Accused 934 Products execute software instructions that receive requests to authenticate a client,
wherein the request comprises an identifier and a password.

! Microsoft, What is Microsoft Entra?, available at https://learn.microsoft.com/en-
us/entra/fundamentals/whatis [hereinafter What is Microsoft Entra?].
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For example, Entra ID supports various forms of identifiers for users, including email addresses, bank
account numbers, and IP addresses:?

As another example, Entra ID also receives and manages passwords on behalf of users and applications:®

2 Microsoft, Identity and access management fundamental concepts, available at https://learn.microsoft.com/en-
us/entra/fundamentals/identity-fundamental-concepts [hereinafter Identity Fundamentals].

3 Microsoft, How it works: Microsoft Entra self-service password reset, available at
https://learn_.microsoft.com/en-us/entra/identity/authentication/concept-sspr-howitworks
[hereinafter Entra Password Reset].
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

store, in a multidimensional
time-series database,
information about the request,

determine whether the
password corresponds to a
user account identified by the
identifier,

The Accused 934 Products execute software instructions that store, in a multidimensional time-series
database, information about the request, and determine whether the password corresponds to a user
account identified by the identifier.

For example, Entra ID stores historical data about correct and incorrect password use, among other data,
to determine risk profiles for the future.*

Microsoft’s current cloud-based systems rely on several platforms that store and manage multiple
dimensions of time-series data. For example, modern versions of Microsoft Fabric, Azure Data
Explorer, Azure Monitor, Microsoft Sentinel use the Kusto platform, described as “a powerful tool for
exploring your data and discovering patterns, identifying anomalies and outliers, creating statistical

4 Microsoft, What are risk detections?, available at https://learn_microsoft.com/en-us/entra/id-
protection/concept-identity-protection-risks [hereinafter What are risk detections?].
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modeling, and more.> Microsoft’s documentation explains that “KQL is optimal for querying telemetry,
metrics, and logs with deep support for text search and parsing, time-series operators and functions,

analytics and aggregation, geospatial, vector similarity searches, and many other language constructs that
provide the most optimal language for data analysis™:®

On information about belief, Microsoft’s use of a multi-dimensional time-series database significantly
improves the bandwidth and latency of both storing and querying past user behavior, resulting in faster
login times and the use of a larger volume of data than could be consulted in prior art systems.
Microsoft’s documentation explains that “KQL is used by many other Microsoft services.”” The
Accused ’934 Products use a multi-dimensional time series database related to Kusto and KQL.

> Microsoft, Kusto Query Language overview, available at https://learn.microsoft.com/en-us/kusto/query/
[hereinafter KQL Overview].

6 KQL Overview.
"1d.
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Further, Entra ID “verifies identities, validates access conditions, checks permissions, . . . and monitors
for compromise.”® It also performs authentication,® including via passwords.°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determine whether an
additional verification is
required to grant access,

wherein determining whether
the additional verification is
required to grant access
comprises:

retrieving, from the
multidimensional time-series
database, historical
information about previous

The software instructions of the Accused 934 Products determine whether an additional verification is
required to grant access, wherein determining whether the additional verification is required to grant
access comprises: retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and determining, based at least on the
historical information, whether the user account is associated with a previous access request to a network
resource, wherein the previous access request to the network resource is anomalous relative to a baseline
profile of access requests.

For example, Entra ID’s Conditional Access uses data about the real-time and offline behavior of users
to determine whether an access request is suspicious and thus whether to trigger MFA:!!

8 What is Microsoft Entra?.

°1d.

10 Microsoft, Reset a user’s password, available at https://learn.microsoft.com/en-
us/entra/fundamentals/users-reset-password-azure-portal [hereinafter Reset Password].

1 Microsoft, Tutorial: Use risk detections for user sign-ins to trigger Microsoft Entra multifactor authentication or password
changes, available at https://learn_microsoft.com/en-us/entra/identity/authentication/tutorial-
risk-based-sspr-mfa [hereinafter Entra Risk Detections].
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access requests associated
with the user account, and

determining, based at least on
the historical information,
whether the user account is
associated with a previous
access request to a network
resource, wherein the
previous access request to the
network resource is
anomalous relative to a
baseline profile of access
requests; and,

Entra ID’s understanding of user behavior is based at least on historical information about previous
access requests. For example, as explained in Microsoft’s documentation:*2

12 Microsoft, What is Microsoft Entra ID Protection?, available at https://learn.microsoft.com/en-
us/entra/id-protection/overview-identity-protection [hereinafter What is Microsoft Entra?].
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Session risk level can be based on, among other relevant factors, “two sign-ins originating from
geographically distant locations,” “user activities . . . originating from geographically distant locations
within a time period shorter than the time it takes to travel from the first location to the second,”
“previous malicious activity,” “access [to] multiple files from Microsoft SharePoint Online or Microsoft
OneDrive,” “password spray attack,” “suspicious email forwarding rules,” and “suspicious rules that
delete or move messages or folders.”3

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on the additional
verification being required to
grant access:

select an additional
verification method from a
plurality of verification
methods,

Based on the additional verification being required to grant access, the software instructions of the 934
Accused Products select an additional verification method from a plurality of verification methods.

For example, Entra 1D supports multiple additional verification methods, including, but not limited to,
Microsoft Authenticator, Windows Hello for Business, and voice calls:1*

13 What are risk detections?.

14 Microsoft, How it works: Microsoft Entra multifactor authentication, available at
https://learn_microsoft.com/en-us/entra/identity/authentication/concept-mfa-howitworks

[hereinafter Microsoft Entra Multifactor Authentication].
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

cause the client to be
prompted to complete the
additional verification
method, and

The Accused ’934 Products execute software instructions that, when required, cause the client to be
prompted to complete the additional verification method.
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For example, many of the additional verification methods supported by Entra ID cause the client to be
prompted to complete verification, as shown in the following screenshot informing a user to complete
verification using Microsoft Authenticator:®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

15 Microsoft, Tutorial: Secure user sign-in events with Microsoft Entra multifactor authentication, available at
https://learn_microsoft.com/en-us/entra/identity/authentication/tutorial-enable-azure-mfa

[hereinafter Secure User Sign-in].
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determine whether the
additional verification method
has been completed correctly.

The Accused 934 Products execute software instructions that, when required, determine whether the
additional verification method was completed correctly.

For example, Microsoft documentation explains that Entra ID implements the entire MFA process for
natively supported methods, meaning that Entra ID determines whether the additional verification
method has been completed correctly, allowing Entra ID to determine whether to allow access, require
further authentication, or block access:

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

16 Microsoft Entra Multifactor Authentication.
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I1. Claim 2

The computer system of claim
1, wherein

See above for an analysis of Claim 1.

the historical information
about previous access
requests associated with the
user account comprises
historical information about
previous requests to
authenticate, wherein the
previous requests to
authenticate comprise the
identifier.

The historical information about previous access requests associated with the user account of Claim 1
comprises historical information about previous requests to authenticate, wherein the previous requests
to authenticate comprise the identifier.

As discussed in connection with Claim 1, Entra ID’s understanding of user behavior is based at least on
historical information about previous access requests.

Many of these user behaviors are determined based on previous requests to authenticate that comprised
the identifier. For example, session risk level can be based on, among other relevant factors, “two sign-
ins originating from geographically distant locations,” “user activities . . . originating from
geographically distant locations within a time period shorter than the time it takes to travel from the first
location to the second,” “previous malicious activity,” “access [to] multiple files from Microsoft

11513280
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SharePoint Online or Microsoft OneDrive,” “password spray attack,” “suspicious email forwarding
rules,” “suspicious rules that delete or move messages or folders.”!’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

17 What are risk detections?.
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1. Claim 4

The computer system of claim
1, wherein

See above for an analysis of Claim 1.

determining whether the
additional verification is
required to grant access
further comprises processing
an external threat intelligence
feed.

Determining whether the additional verification is required of Claim 1 further comprises processing an
external threat intelligence feed.

For example, Microsoft Entra threat intelligence, which is “based on Microsoft’s internal and external
threat intelligence sources,” “indicates user activity that is unusual for the user”:

As another example, Entra ID detects leaked credentials which have been “post[ed] publicly on the dark
web, paste sites, or by trading and selling the credentials on the black market”:°

18 \What are risk detections?.

191d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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V. Claim5

The computer system of claim
1,

See above for an analysis of Claim 1.

wherein the software
instructions further comprise
instructions that:

based on the additional
verification being required to
grant access:

determine that a probable
cyberattack is detected, and

The software instructions of Claim 1 further comprise instructions that, based on the additional
verification being required to grant access, determine that a probable cyberattack is detected.

For example, Microsoft Entra ID “detect[s] account[s] at risk™:2°

Microsoft’s documentation explains that “[a]s a best practice, you should immediately investigate the
users at risk.”?

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

20 Microsoft, Microsoft Entra ID Protection notifications, available at https://learn.microsoft.com/en-
us/entra/id-protection/howto-i1dentity-protection-configure-notifications [hereinafter Protection

Notifications].

21 Protection Notifications.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

provide an alert,

wherein the alert includes the
identifier and an indicator that
a probable cyberattack is
detected, and

wherein the alert is designated
to be provided to an
administrator of the network.

Microsoft Entra provides an alert, wherein the alert includes the first identifier and an indicator that a
probable cyberattack is detected, and wherein the alert is designated to be delivered to an administrator
of the network.

For example, Microsoft Entra generates “an email alert with Users at risk detected as subject”:?

The alert is designated to be delivered to an administrator of the network. For example, the administrator
can “specify at what user risk level” the administrator “want[s] the alert to be generated.”?

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

22 |d.
2 d.
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V. Claim 9

The computer system of claim
1, wherein

See above for an analysis of Claim 1.

the computer system
comprises a plurality of
physical computing machines.

The computing system of claim 1 comprises a plurality of physical computing machines.

For example, Microsoft’s documentation explains that Entra ID operates across Microsoft’s Azure
datacenter infrastructure:?*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

24 Microsoft, Architecture, available at https://learn._microsoft.com/en-
us/entra/architecture/architecture [hereinafter Entra Architecture].

11513280
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VI. Claim 11

A method implemented ona | The Accused *934 Products perform a method implemented on a computer system connected to a
computer system connected to | network.

a network, the method
comprising: For example, Entra ID is a “cloud-based identity and access management service,” which includes
features to enforce and implement multifactor authentication such as Entra ID Protection:?®

receiving a request to The Accused 934 Products receive a request to authenticate a client, wherein the request comprises an
authenticate a client, wherein | identifier and a password.

the request comprises an
identifier and a password,

25 \What is Microsoft Entra?.
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For example, Entra ID supports various forms of identifiers for users, including email addresses, bank
account numbers, and IP addresses:?®

As another example, Entra ID also receives and manages passwords on behalf of users and
applications:?’

11513280

%6 1dentity Fundamentals.
27 Entra Password Reset.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

storing, in a multidimensional
time-series database,
information about the request,

determining whether the
password corresponds to a
user account identified by the
identifier,

The Accused 934 Products store, in a multidimensional time-series database, information about the
request, and determine whether the password corresponds to a user account identified by the identifier.

For example, Entra ID stores historical data about correct and incorrect password use, among other data,
to determine risk profiles for the future.?®

Microsoft’s current cloud-based systems rely on several platforms that store and manage multiple
dimensions of time-series data. For example, modern versions of Microsoft Fabric, Azure Data
Explorer, Azure Monitor, Microsoft Sentinel use the Kusto platform, described as “a powerful tool for
exploring your data and discovering patterns, identifying anomalies and outliers, creating statistical
modeling, and more.?® Microsoft’s documentation explains that “KQL is optimal for querying telemetry,
metrics, and logs with deep support for text search and parsing, time-series operators and functions,

28 \What are risk detections?.

29 KQL Overview.

11513280
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analytics and aggregation, geospatial, vector similarity searches, and many other language constructs that
provide the most optimal language for data analysis”:°

On information about belief, Microsoft’s use of a multi-dimensional time-series database significantly
improves the bandwidth and latency of both storing and querying past user behavior, resulting in faster
login times and the use of a larger volume of data than could be consulted in prior art systems.
Microsoft’s documentation explains that “KQL is used by many other Microsoft services.”3! The
Accused ’934 Products use a multi-dimensional time series database related to Kusto and KQL.

Further, Entra ID “verifies identities, validates access conditions, checks permissions, . . . and monitors
for compromise.”®? It also performs authentication,® including via passwords.3*

11513280
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81 d.

32 \What is Microsoft Entra?.

33 1d.
34 Reset Password.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determining whether an
additional verification is
required to grant access,

wherein determining whether
the additional verification is
required to grant access
comprises:

retrieving, from the
multidimensional time-series
database, historical
information about previous
access requests associated
with the user account,

determining, based at least on
the historical information,
whether the user account is
associated with a previous
access request to a network
resource, wherein the
previous access request to the
network resource is

The Accused 934 Products perform a method comprising determining whether an additional verification
is required to grant access, wherein determining whether the additional verification is required to grant
access comprises: retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and determining, based at least on the
historical information, whether the user account is associated with a previous access request to a network
resource, wherein the previous access request to the network resource is anomalous relative to a baseline
profile of access requests.

For example, Entra ID’s Conditional Access uses data about the real-time and offline behavior of users
to determine whether an access request is suspicious and thus whether to trigger MFA:*

35 Entra Risk Detections.
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anomalous relative to a
baseline profile of access
requests; and,

Entra ID’s understanding of user behavior is based at least on historical information about previous
access requests. For example, as explained in Microsoft’s documentation:

Session risk level can be based on, among other relevant factors, “two sign-ins originating from
geographically distant locations,” “user activities . . . originating from geographically distant locations
within a time period shorter than the time it takes to travel from the first location to the second,”
“previous malicious activity,” “access [to] multiple files from Microsoft SharePoint Online or Microsoft
OneDrive,” “password spray attack,” “suspicious email forwarding rules,” and “suspicious rules that
delete or move messages or folders.”’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

36 What is Microsoft Entra?.

37 What are risk detections?.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

to require based on the
additional verification being
required to grant access:

selecting an additional
verification method from a
plurality of verification
methods, causing the client to
be prompted to complete the
additional verification
method, and determining
whether the additional
verification method has been
completed correctly.

The ’934 Accused Products perform a method comprising, to require based on the additional verification
being required to grant access, selecting an additional verification method from a plurality of verification
methods, causing the client to be prompted to complete the additional verification method, and
determining whether the additional verification method has been completed correctly.

For example, Entra ID supports multiple additional verification methods, including, but not limited to,
Microsoft Authenticator, Windows Hello for Business, and voice calls:®

38 Microsoft Entra Multifactor Authentication.
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Many of the additional verification methods supported by Entra ID cause the client to be prompted to
complete verification, as shown in the following screenshot informing a user to complete verification
using Microsoft Authenticator:3°

Microsoft documentation explains that Entra ID implements the entire MFA process for natively
supported methods, meaning that Entra ID determines whether the additional verification method has

39 Secure User Sign-in.
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been completed correctly, allowing Entra ID to determine whether to allow access, require further
authentication, or block access:*°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

40 Microsoft Entra Multifactor Authentication.

-27-

11513280



Exhibit B ("934 Patent)
November 24, 2025

VII. Claim 12

The method of claim 11,
wherein

See above for an analysis of claim 11.

the historical information
about previous access
requests associated with the
user account comprises
historical information about
previous requests to
authenticate, wherein the
previous requests to
authenticate comprise the
identifier.

The historical information about previous access requests associated with the user account of Claim 11
comprises historical information about previous requests to authenticate, wherein the previous requests
to authenticate comprise the identifier.

As discussed in connection with Claim 11, Entra ID’s understanding of user behavior is based at least on
historical information about previous access requests.

Many of these user behaviors are determined based on previous requests to authenticate that comprised
the identifier. For example, session risk level can be based on, among other relevant factors, “two sign-
ins originating from geographically distant locations,” “user activities . . . originating from
geographically distant locations within a time period shorter than the time it takes to travel from the first
location to the second,” “previous malicious activity,” “access [to] multiple files from Microsoft

11513280
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SharePoint Online or Microsoft OneDrive,” “password spray attack,” “suspicious email forwarding
rules,” “suspicious rules that delete or move messages or folders.”*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

41 What are risk detections?.
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VIII. Claim 14

The method of claim 11,
wherein

See above for an analysis of Claim 11.

determining whether the
additional verification is
required to grant access
further comprises processing
an external threat intelligence
feed.

Determining whether the additional verification is required of Claim 11 further comprises processing an
external threat intelligence feed.

For example, Microsoft Entra threat intelligence, which is “based on Microsoft’s internal and external
threat intelligence sources,” “indicates user activity that is unusual for the user”:#?

As another example, Entra ID detects leaked credentials which have been “post[ed] publicly on the dark
web, paste sites, or by trading and selling the credentials on the black market”:3

42 \What are risk detections?.

43 1d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

11513280
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IX. Claim 15

The method of claim 11,
further comprising:

See above for an analysis of Claim 11.

require based on the
additional verification being
required to grant access:

determining that a probable
cyberattack is detected, and

Based on the additional verification being required to grant access, Microsoft Entra determines that a
probable cyberattack is detected.

For example, Microsoft Entra ID “detect[s] account[s] at risk”:4*

Microsoft’s documentation explains that “[a]s a best practice, you should immediately investigate the
users at risk.”#

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

44 Protection Notifications.

5 1d.
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delivering an alert,

wherein the alert includes the
identifier and an indicator that
a probable cyberattack is
detected, and

wherein the alert is designated
to be delivered to an
administrator of the network.

Microsoft Entra delivers an alert, wherein the alert includes the first identifier and an indicator that a
probable cyberattack is detected, and wherein the alert is designated to be delivered to an administrator
of the network.

For example, Microsoft Entra generates “an email alert with Users at risk detected as subject”:46

The alert is designated to be delivered to an administrator of the network. For example, the administrator
can “specify at what user risk level” the administrator “want[s] the alert to be generated.”*’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

46 1d.
47 1d.
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X. Claim 18

A computer system is
configured to execute
software instructions stored
on nontransitory machine-
readable storage media,
wherein the software
instructions comprise
instructions that:

The Accused 934 Products are computer systems configured to execute software instructions stored on
nontransitory machine-readable storage media.

For example, Entra ID is a “cloud-based identity and access management service,” which includes
features to enforce and implement multifactor authentication such as Entra ID Protection:*®

receive a request to
authenticate a client, wherein
the request comprises an
identifier and a password,

The Accused 934 Products execute software instructions that receive requests to authenticate a client,
wherein the request comprises an identifier and a password.

For example, Entra ID supports various forms of identifiers for users, including email addresses, bank
account numbers, and IP addresses:*

48 \What is Microsoft Entra?.

49 |dentity Fundamentals.
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As another example, Entra ID also receives and manages passwords on behalf of users and
applications:°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be

50 Entra Password Reset.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

store, in a multidimensional
time-series database,
information about the request,

determine whether the
password corresponds to a
user account identified by the
identifier,

The Accused ’934 Products execute software instructions that store, in a multidimensional time-series
database, information about the request, and determine whether the password corresponds to a user
account identified by the identifier.

For example, Entra ID stores historical data about correct and incorrect password use, among other data,
to determine risk profiles for the future.>

Microsoft’s current cloud-based systems rely on several platforms that store and manage multiple
dimensions of time-series data. For example, modern versions of Microsoft Fabric, Azure Data
Explorer, Azure Monitor, Microsoft Sentinel use the Kusto platform, described as “a powerful tool for
exploring your data and discovering patterns, identifying anomalies and outliers, creating statistical
modeling, and more.>? Microsoft’s documentation explains that “KQL is optimal for querying telemetry,
metrics, and logs with deep support for text search and parsing, time-series operators and functions,
analytics and aggregation, geospatial, vector similarity searches, and many other language constructs that
provide the most optimal language for data analysis”:%3

SI'What are risk detections?.

52 KQL Overview.
53 .
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On information about belief, Microsoft’s use of a multi-dimensional time-series database significantly
improves the bandwidth and latency of both storing and querying past user behavior, resulting in faster
login times and the use of a larger volume of data than could be consulted in prior art systems.
Microsoft’s documentation explains that “KQL is used by many other Microsoft services.”* The
Accused "934 Products use a multi-dimensional time series database related to Kusto and KQL.

Further, Entra ID “verifies identities, validates access conditions, checks permissions, . . . and monitors
for compromise.”® It also performs authentication,>® including via passwords.>’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

11513280
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determine whether an
additional verification is
required to grant access,

wherein determining whether
the additional verification is
required to grant access
comprises:

retrieving, from the
multidimensional time-series
database, historical
information about previous
access requests associated
with the user account, and

determining, based at least on
the historical information,
whether the user account is
associated with a plurality of
requests to authenticate
comprising a brute force
attack; and,

The software instructions of the Accused *934 Products determine whether an additional verification is
required to grant access, wherein determining whether the additional verification is required to grant
access comprises: retrieving, from the multidimensional time-series database, historical information
about previous access requests associated with the user account, and determining, based at least on the
historical information, whether the user account is associated with a plurality of requests to authenticate
comprising a brute force attack.

For example, Entra ID’s Conditional Access uses data about the real-time and offline behavior of users
to determine whether an access request is suspicious and thus whether to trigger MFA:58

Entra ID’s understanding of user behavior is based at least on historical information about previous
access requests. For example, as explained in Microsoft’s documentation:>®

11513280

58 Entra Risk Detections.
59 What is Microsoft Entra?.
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Session risk level can be based on, among other relevant factors, a “password spray attack,” which “is
where multiple identities are attacked using common passwords in a unified brute force manner.”®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be

60 What are risk detections?.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on the additional
verification being required to
grant access:

select an additional
verification method from a
plurality of verification
methods,

Based on the additional verification being required to grant access, the software instructions of the 934
Accused Products select an additional verification method from a plurality of verification methods.

For example, Entra ID supports multiple additional verification methods, including, but not limited to,
Microsoft Authenticator, Windows Hello for Business, and voice calls:5!

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

61 Microsoft Entra Multifactor Authentication.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

cause the client to be
prompted to complete the
additional verification
method, and

The Accused 934 Products execute software instructions that cause the client to be prompted to
complete the additional verification method.

For example, many of the additional verification methods supported by Entra ID cause the client to be
prompted to complete verification, as shown in the following screenshot informing a user to complete
verification using Microsoft Authenticator:5?

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

62 Secure User Sign-in.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determine whether the
additional verification method
has been completed correctly.

The Accused 934 Products execute software instructions that, when required, determine whether the
additional verification method was completed correctly.

For example, Microsoft documentation explains that Entra ID implements the entire MFA process for
natively supported methods, meaning that Entra ID determines whether the additional verification
method has been completed correctly, allowing Entra ID to determine whether to allow access, require
further authentication, or block access:®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

63 Microsoft Entra Multifactor Authentication.
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XI. Claim 20

The computer system of claim
18 wherein

See above for an analysis of Claim 18.

determining whether the
additional verification is
required to grant access
further comprises processing
an external threat intelligence
feed.

Determining whether the additional verification is required of Claim 18 further comprises processing an
external threat intelligence feed.

For example, Microsoft Entra threat intelligence, which is “based on Microsoft’s internal and external
threat intelligence sources,” “indicates user activity that is unusual for the user”:%*

As another example, Entra ID detects leaked credentials which have been “post[ed] publicly on the dark
web, paste sites, or by trading and selling the credentials on the black market”:%

64 What are risk detections?.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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XIl.  Claim 21

The computer system of claim
18,

See above for an analysis of Claim 18.

wherein the software
instructions further comprise
instructions that:

based on the additional
verification being required to
grant access:

determine that a probable
cyberattack is detected, and

Based on the additional verification being required to grant access, Microsoft Entra determines that a
probable cyberattack is detected.

For example, as explained above, Microsoft Entra ID “detect[s] account[s] at risk™:66

Microsoft’s documentation explains that “[a]s a best practice, you should immediately investigate the
users at risk.”¢’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

66 Protection Notifications.
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provide an alert,

wherein the alert includes the
identifier and an indicator that
a probable cyberattack is
detected, and

wherein the alert is designated
to be provided to an
administrator of the network.

Microsoft Entra provides an alert, wherein the alert includes the first identifier and an indicator that a
probable cyberattack is detected, and wherein the alert is designated to be delivered to an administrator
of the network.

For example, Microsoft Entra generates “an email alert with Users at risk detected as subject™:68

The alert is designated to be delivered to an administrator of the network. For example, the administrator
can “specify at what user risk level” the administrator “want[s] the alert to be generated.”°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

88 |d.
91d.
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X111, Claim 24

The computer system of claim
18, wherein

See above for an analysis of Claim 18.

the computer system
comprises a plurality of
physical computing machines.

The computing system of Claim 18 comprises a plurality of physical computing machines.

For example, Microsoft’s documentation explains that Entra ID operates across Microsoft’s Azure
datacenter infrastructure: ™

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

0 Entra Architecture.
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XIV. Claim 26

A method implemented on a
computer system connected to
a network, the method
comprising:

The Accused 934 Products perform a method implemented on a computer system connected to a
network.

For example, Entra ID is a “cloud-based identity and access management service,” which includes
features to enforce and implement multifactor authentication such as Entra ID Protection:’*

receiving a request to
authenticate a client, wherein
the request comprises an
identifier and a password,

The Accused 934 Products receive a request to authenticate a client, wherein the request comprises an
identifier and a password.

For example, Entra ID supports various forms of identifiers for users, including email addresses, bank
account numbers, and IP addresses: "2

' What is Microsoft Entra?.

72 |dentity Fundamentals.
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As another example, Entra ID also receives and manages passwords on behalf of users and
applications:”

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

73 Entra Password Reset.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

storing, in a multidimensional
time-series database,
information about the request,

determining whether the
password corresponds to a
user account identified by the
identifier,

The Accused 934 Products store, in a multidimensional time-series database, information about the
request, and determining whether the password corresponds to a user account identified by the identifier.

For example, Entra ID stores historical data about correct and incorrect password use, among other data,
to determine risk profiles for the future.’”

Microsoft’s current cloud-based systems rely on several platforms that store and manage multiple
dimensions of time-series data. For example, modern versions of Microsoft Fabric, Azure Data
Explorer, Azure Monitor, Microsoft Sentinel use the Kusto platform, described as “a powerful tool for
exploring your data and discovering patterns, identifying anomalies and outliers, creating statistical
modeling, and more.” Microsoft’s documentation explains that “KQL is optimal for querying telemetry,
metrics, and logs with deep support for text search and parsing, time-series operators and functions,
analytics and aggregation, geospatial, vector similarity searches, and many other language constructs that
provide the most optimal language for data analysis™:"®

74 \What are risk detections?.

S KQL Overview.
.
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On information about belief, Microsoft’s use of a multi-dimensional time-series database significantly
improves the bandwidth and latency of both storing and querying past user behavior, resulting in faster
login times and the use of a larger volume of data than could be consulted in prior art systems.
Microsoft’s documentation explains that “KQL is used by many other Microsoft services.”’” The
Accused ’934 Products use a multi-dimensional time series database related to Kusto and KQL.

Further, Entra ID “verifies identities, validates access conditions, checks permissions, . . . and monitors
for compromise.””® It also performs authentication,’ including via passwords.®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

11513280
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determining whether an
additional verification is
required to grant access,

wherein determining whether
the additional verification is
required to grant access
comprises:

retrieving, from the
multidimensional time-series
database, historical
information about previous
access requests associated
with the user account, and

determining, based at least on
the historical information,
whether the user account is
associated with a plurality of
requests to authenticate
comprising a brute force
attack; and,

The Accused ’934 Products determine whether an additional verification is required to grant access,
wherein determining whether the additional verification is required to grant access comprises: retrieving,
from the multidimensional time-series database, historical information about previous access requests
associated with the user account, and determining, based at least on the historical information, whether
the user account is associated with a plurality of requests to authenticate comprising a brute force attack.

For example, Entra ID’s Conditional Access uses data about the real-time and offline behavior of users
to determine whether an access request is suspicious and thus whether to trigger MFA:8!

Entra ID’s understanding of user behavior is based at least on historical information about previous
access requests. For example, as explained in Microsoft’s documentation:8

81 Entra Risk Detections.

82 \What is Microsoft Entra?.
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Session risk level can be based on, among other relevant factors, a “password spray attack,” which is
where multiple identities are attacked using common passwords in a unified brute force manner.”8

83 What are risk detections?.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on the additional
verification being required to
grant access:

selecting an additional
verification method from a
plurality of verification
methods,

The 934 Accused Products perform a method comprising, based on the additional verification being
requested to grant access, selecting an additional verification method from a plurality of verification
methods.

For example, Entra ID supports multiple additional verification methods, including, but not limited to,
Microsoft Authenticator, Windows Hello for Business, and voice calls:®*

84 Microsoft Entra Multifactor Authentication.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

causing the client to be
prompted to complete the
additional verification
method, and

The Accused 934 Products perform cause the client to be prompted to complete the additional
verification method.

11513280
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For example, many of the additional verification methods supported by Entra ID cause the client to be
prompted to complete verification, as shown in the following screenshot informing a user to complete
verification using Microsoft Authenticator:®°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

11513280
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

determining whether the
additional verification method
has been completed correctly.

The Accused 934 Products determine whether the additional verification method was completed
correctly.

For example, Microsoft documentation explains that Entra ID implements the entire MFA process for
natively supported methods, meaning that Entra ID determines whether the additional verification
method has been completed correctly, allowing Entra ID to determine whether to allow access, require
further authentication, or block access:%

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

86 Microsoft Entra Multifactor Authentication.
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XV. Claim 28

The method of claim 26,
wherein

See above for an analysis of Claim 28.

determining whether the
additional verification is
required to grant access
further comprises processing
an external threat intelligence
feed.

Determining whether the additional verification is required of Claim 28 further comprises processing an
external threat intelligence feed.

For example, Microsoft Entra threat intelligence, which is “based on Microsoft’s internal and external
threat intelligence sources,” “indicates user activity that is unusual for the user”:®’

As another example, Entra ID detects leaked credentials which have been “post[ed] publicly on the dark
web, paste sites, or by trading and selling the credentials on the black market”:8

87 What are risk detections?.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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XVI. Claim 29

The method of claim 26,
further comprising:

See above for an analysis of Claim 26.

based on the additional
verification being required to
grant access:

determining that a probable
cyberattack is detected, and

Based on the additional verification being required to grant access, Microsoft Entra determines that a
probable cyberattack is detected.

For example, as explained above, Microsoft Entra ID “detect[s] account[s] at risk™:8

Microsoft’s documentation explains that “[a]s a best practice, you should immediately investigate the
users at risk.”®°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

89 Protection Notifications.
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delivering an alert,

wherein the alert includes the
identifier and an indicator that
a probable cyberattack is
detected, and

wherein the alert is designated
to be delivered to an
administrator of the network.

Microsoft Entra delivers an alert, wherein the alert includes the first identifier and an indicator that a
probable cyberattack is detected, and wherein the alert is designated to be delivered to an administrator
of the network.

For example, Microsoft Entra generates “an email alert with Users at risk detected as subject”:

The alert is designated to be delivered to an administrator of the network. For example, the administrator
can “specify at what user risk level” the administrator “want[s] the alert to be generated.”%

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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