US 20100257258A1

a2y Patent Application Publication o) Pub. No.: US 2010/0257258 A1

a9 United States

Liu et al.

43) Pub. Date: Oct. 7, 2010

(54) DOMAIN NAME RESOLUTION USING A
DISTRIBUTED DNS NETWORK

(76) Inventors: Zaide Edward Liu, Cupertino, CA

(US); Eric Sven-Johan Swildens,

Mountain View, CA (US); Richard

David Day, Upton, MA (US)

Correspondence Address:

HICKMAN PALERMO TRUONG & BECKER,
LLP

2055 GATEWAY PLACE, SUITE 550

SAN JOSE, CA 95110 (US)

(21) Appl. No.: 12/786,895

(22) Filed: May 25, 2010

Related U.S. Application Data

(63) Continuation of application No. 11/264,616, filed on
Oct. 31, 2005, now Pat. No. 7,725,602, which is a
continuation-in-part of application No. 10/931,774,
filed on Aug. 31, 2004, now Pat. No. 7,155,723, which
is a continuation of application No. 09/909,711, filed
on Jul. 19, 2001, now Pat. No. 7,523,181.

(60) Provisional application No. 60/219,172, filed on Jul.
19, 2000, provisional application No. 60/219,166,
filed on Jul. 19, 2000, provisional application No.
60/219,946, filed on Jul. 19, 2000, provisional appli-
cation No. 60/219,177, filed on Jul. 19, 2000.

Publication Classification

(51) Int.CL

GOGF 15/177 (2006.01)

GOGF 15/16 (2006.01)
(52) US.Cl oo 709/220; 709/223
(57) ABSTRACT

A distributed DNS network includes a central origin server
that actually controls the zone, and edge DNS cache servers
configured to cache the DNS content of the origin server. The
edge DNS cache servers are published as the authoritative
servers for customer domains instead of the origin server.
When a request for a DNS record results in a cache miss, the
edge DNS cache servers get the information from the origin
server and cache it for use in response to future requests.
Multiple edge DNS cache servers can be deployed at multiple
locations. Since an unlimited number of edge DNS cache
servers can be deployed, the system is highly scalable. The
disclosed techniques protect against DoS attacks, as DNS
requests are not made to the origin server directly.

1200

CLIENT DNS

WEB BROWSER
1202

SERVER 1203

1
I |
| | POPDNSSERVER 1221 ||
! |
" [WEB CACKE|  [WEB CACHE

| SERVER SERVER ||
L 120 12228

' [wes cacHE|  [WEB CACHE

|| SERVER SERVER |
|10 12220 |,
L - - - — — - — - _ - =

POP 1220

NETWORK

ORIGIN
SERVER
1205

i |
I | POPDNS SERVER 1211 [
| |
{

| [WEBCACHE| | WEB CACHE :
.| SERVER SERVER |,
| 12124 12128 |,
" |WEB CACHE| |WEB CACHE|'
: SERVER SERVER | !
L ratac 1212D :

POP 1210

MICROSOFT-1007
Microsoft Corp. v. Sandpiper CDN, LLC
IPR2026-00190



Patent Application Publication Oct. 7,2010 Sheet 1 0f 19 US 2010/0257258 A1

www .customer.com

————————— 100 -

customer .sppedera.net

Speedera Global Traffic Management

106
Customer Origin Site-2
<7
i
| 107

123

Speedera POP

121

Clients [ = G\ g7y
= Clients [CJ
=) =h,

11
FIG. 1



Patent Application Publication Oct. 7,2010 Sheet 2 of 19 US 2010/0257258 A1

.......................................................................................................................................................................

POP server POP server POP server POP server

llll/

A
-

/

\\ /,/ : ,209
=

=] 201
- POP NetProbe Server

Local DNS
Local DNS

Local DNS Local DNS-

Service Probe ————---
Latency Probe

FIG. 2



Patent Application Publication Oct. 7,2010 Sheet 3 of 19 US 2010/0257258 A1

/‘300

o

https/ /www customer .com/ images/hetlo gif

client [ =he —

=]

J
client [ =My @
==

] ‘
clien’f E]
@ client

client B=  hitp://customer .speedera.net/www customer .com/ images/hello.gif

FIG. 3



Patent Application Publication Oct. 7,2010 Sheet 4 of 19 US 2010/0257258 A1

| | 400
. 401
(st )/
417
.V403 N
CONNECT
INVOICE -1 TRANSFER
REGISTER
422
407
SELECT PROCESS
414 411 023 425
A\ [ | N
. TRAFFIC | ¢ stor )
TRAFFIC PLUS
CONTENT

FIG. 4



Patent Application Publication Oct. 7,2010 Sheet 5 of 19 US 2010/0257258 A1

' - _ /—470
430 ~ ,
429~ : '

ACCOUNTING
MODULE
T~
" ‘ — 401
C st )
3 R 417 427
403 N\ \
/
CONNECT
INVOICE TRANSFER
——1 405 419
REGISTER
422
407
SELECT PROCESS
414—\ /—477 ' 423—/ 425
" TRAFFIC - ( stoP )
TRAFFIC PLUS’
CONTENT

FIG. 44



Patent Application Publication

Oct. 7,2010 Sheet 6 of 19

US 2010/0257258 A1

Start

Traffic Management

Content Delivery

Streaming Media

Tests

He lp

7 Content Delivery-Gache Control
é\letEye

Recent Activity | By Location | Cache Control

Enter o URL to invalidote below:

If you are using the Speedero content delivery network to deliver HTTP or HTTPS
(SSL) content, you can use this page to monually invalidate conten! that hes been
cached in the network.

Submil

Cache Control Page

FIG. 54

This page shows the domains you have set up for content delivery ond global traffic menagement.

Content Delivery

Domain Name

Origin Domains

www .speedera.net

www .speedera.com

Domains -

Page

FIG. 5B



Patent Application Publication Oct. 7,2010 Sheet 7 of 19 US 2010/0257258 A1

Megabits Per Second - Last 24 Hours - 72866.23Mb Total

1.79
1.56

1.34

-

\Nx‘-_-

N

1.12

0.89 ]

O .67 B LA

P

0.45

0.22 /
0.00

DA 12N 2P 4P 6P 8P 10P 12M 2A 4A ©BA B8A

N e s e e o e e

\:

Recent‘Act'ivity - Traffic

FIG. 5C



Patent Application Publication Oct. 7,2010 Sheet 8 of 19 US 2010/0257258 A1

Hits Per Second - Last 24 Hours - 4450616 Total

el

F

112
98
84
70
o6
42

28

. .

10A 12N 2P 4P 6P 8P 10P 12M 2A 4A BHA BA

Recent Activity - Hits
FIG. 5D



Patent Application Publication

Oct. 7,2010 Sheet9 of 19

Content Delivered -~ Last 24 Hours

teleqlobe/ lax
winstor/bvue
psi/ lox

sovvis/sclara
globix/sclare

speedera/sclara.

v
By Location - World Map

Megabits Per Location - Last 24 Hours
exodus/scklro V222277777 LIS ILIISIIE IS SIS 7 8§901.89 Mb
oW SISV IS TILI 72, Zzz7zz7) 7421.72 Mb
_qwes /nework I fIIIE 7 I I 27777 71345 60 Mb
abovn Z 2777 I T TT77 77227722273 7196 .86 Mb
exodys sierlmg = I, 7 6378.40 Mb
C”CX Ch‘ | AT PASTIA T TSI S LISSLSY, 7222 5231.34 Mb
%7 ler ny Z PTITIZET, 72 4848.71 Mb

dalias BZ 27777777772 5687 .06 Mb

uune!t/at| Rz zzzzzrrzzzzzzA 3264 56 Mb
att/rwe 7 772272273 3192 .72 Mb
exodu/london = 213029 29 Mb
abovn/'sjose Pz z7zZZZZ72 2885 .15 Mb
leleglobe/yme gz 2230 87 Mb
uunel/sjose | ezzzzzzzzzza 2147 .09 Mb

EZzzzzzzzzz2 2047 .45 Mb
ezzz2996 .13 Mb
272772919 .59 Mb

22z 601,27 Mb

Z 529 41 Mb

85 51T Mb

By Location - Traffic

FIG. 5F

US 2010/0257258 A1




Patent Application Publication Oct. 7,2010 Sheet 10 of 19 US 2010/0257258 A1
Overall Time: East-US Locations
._‘M d SISIILN, 7. ]

S o —— A e,

server-14/newark/qwes | ST VLTI, 7. 2 AT,
server-4/sterling/exodus ~/ 131 263 395 526 BB 790 921 1053 1185 13

Overall Time Table
FIG. 5G
Location:server-14,dc,cw(204.71.35.146)

www .speedera.com/ AT 7 T
www.spee...ockground.gifl -

www .spee...s/barbend.gif B

www .spee..mpany_off.gif
www.spee...clogy_off.gif B
www.spee...tners_off.gif |

www .spee .../ news_off qif %
www .spee.../ jobs_off.gif i

www spee ...pport_off.gif §

www spee... | circles.gif

www .spee...dera_logo.gif i

www spee...qes/globe .gif g

www .spee.../ speedera.gil- . i

0 . o 102 153 204 255 306 357 408 459 5N

URL

IP Address ERR | HRC | LEN CHK STT| DRT [ COT | DST | FNT | END
www .speedera.com/

209 .24 .35 130 0 200 | 7586 | 6832552 | O 0 | 214 | 130 |.136 | 482
www .speedera .net/www .speedera.com/images/background.gif

204.71.35.135 | O | 200 | 87 B934 482 | 12 0 1 0 | 496
www .speedera.net/www .speedera.com/images/barbend.gi f

204.71.35.134 0 | 200 | 3008 | 357219 | 494 | 1 1 1 0 | 498

Location Table

FIG. 5H



Patent Application Publication Oct. 7,2010 Sheet 11 of 19 US 2010/0257258 A1

This page shows the domains you have set up for content delivery and
global traffic management.

' Global Traffic Management
|Domain Name Location IP Addresses
customer .speedera.net UUNET a.b.c.d
VSNL/delhi W.X.y.Z |
Domains Page
FIG. 64
Server Scheduling - IPs Per Minute - Last 24 Hours - 198120 Totdl
224 |
|
196 j
1
168 3
140 i J
]
12 ' ! |
. )
84 ' ) i ‘ M{{ /V
WAL ( ‘l
56 ) \ ” MM
s | o
|
0 ' : -
2N 2P 4P 6P 8P 10P 12M 24 4A 6A BA . 10A
OUUNET/sclara/a.b.c d CIVSNL/delhi/w.x.y .z

Traffic Management Recent Activity graph

FIG. 6B



Patent Application Publication Oct. 7,2010 Sheet 12 of 19 US 2010/0257258 A1

Server Locations - Last 24 Hours

Server Scheduling By Location - Last 24 Hours

1. UUNET/sclara B0 2 e 7227 2 131374
VSNL/delhi 2222227222222 66746

Traffic -Management By Location -Charts

FIG. 6C



Patent Application Publication Oct. 7,2010 Sheet 13 of 19 US 2010/0257258 A1

Overall Time: East-US Locations

server—14/de/ cw [T
server—4/de/ coovn G
server-/newark/ awes 7771 LT T
server-4/sterting/ exodus Y/ L L T L LA LT LT L T
0 131 263 395 526 658 790 921 1053 185 1317

Overall Time Table

FIG. 6D

Location:server-14 dc,ow(204.71.35.146)

www _speedera.com/

www .spee...ackground.gif
www .spee...s/barbend.gif
www .spee...mpany_off.gif
www.spee...ology_of f.gif
www.spee...tners_of{ .gif
www spee.../news_off.gif
www spee.../ jobs_otf gif
www spee...pport_off.gif
www.spee...l_circles.gif
www .spee...dera_logo .gif
www .spee...ges/ globe .gif
* Ywww .spee.../speedero.gif

AL /AL, 7 4 78,

N

i\ I

O froeen B P Y

0 51 102 B3 204 255 306 357 408 459

=

URL

IP Address ERR | HRC | LEN CHK STT | DRT | COT | DST | ENT | END

www .speedera.com/

209.24.35.130 | .0 | 200 | 7586 | 632552 | O 0 | 214 130 | 136 | 482

www .speederca.net/www speedera.com/ images/background .gi

204.71.35.135 0 | 200 87 B934 |4B21 12 0 1 0 | 496

www .speedera.net/www .speedera.com/ images/barbend.gif

204 .71.35 134 0 | 200 | 3009 | 357219 | 494 | 1 1 1 O | 498

Location Table

FIG. 6F



Patent Application Publication Oct. 7,2010 Sheet 14 of 19 US 2010/0257258 A1

703

"""""""" N~ -704
' 2| 705 —\—

3708

! —- o/ : 706 i
N — 7y Te! e — N [ }

\ 1 ] "
;Lutency Probe —— Service Probe: ! Lalency Probe ) Service Probe:
! Packel Loss Probe | ' ~ Pockel Loss Probe l}
i S———— | | T
: =) == E E , p—— i
! I e
| = | | = !
! ' i
i POP 1 i | POP 2 ;

FIG.7



Patent Application Publication Oct. 7,2010 Sheet 15 of 19 US 2010/0257258 A1

Speedera West Europe Globix

=
. Router NetProbes

——————— " W iy — N
——_ "3

= . A 808~ WebCache

|
|
1 |
! : :
I' ! 809—1 ebCache
e
P 810—"WebServer
] |
| i 803~
~ i i
T N bl 1
— _{ Internet AIIIII ' e =21
NelProbes T Router T f Router ' NelProbes
81241
| - A
WebCache ' S S, ! WebCache
| —806 P g
WebCache : | 8131 WebCache
I ! | L ey
== ] U 2 BB T
WebServer | | i 814 WebServer A
i
B e ! o= <]
a NameServer A E 815—/N0me3erver
i
Speedera Operations Center i wiw .customer.com
819 I
= e T : (22272773
NetView . Router I Router
ey ) VORI i P G S __‘
o= T —
AdminTools ~&18 \805 EN=—N E==1 |A
A Search Engine  -Web Server
EE = k]
LogServer 817 : \
o 5 5 804

. LogServer 816

FIG. 8



Patent Application Publication

Oct. 7,2010 Sheet16 0of19  US 2010/0257258 A1

901
907—\ / NameServer /’902
~
NetV iew
NetProbes
T LogServer.
906 ‘\ / 903
/
WebCache
WebServer [ 904
%2 905/ Customer Site

FIG. 9




Patent Application Publication

Logging

/7007

Oct. 7,2010 Sheet 17 of 19

US 2010/0257258 A1

DnsClient IPs

=

L.ogging

~LatencyProbe

Laotency Metrics

N

LogServer

=] ‘1004

1003
l = :::}J/

ServiceProbe

Service Metrics

FIG. 10

DnsServer



Patent Application Publication Oct. 7,2010 Sheet 18 of 19 US 2010/0257258 A1

1101
\ Network Operations Center

7702—\ Network Operations Center 1105 -\\' 7707, ‘74171
Browser \ Netview Log SerLer/ - -
_ Server (sllcd) \\ P(I)(:’d Server
Database Insertor RELANS
Browser \ (:Ibd) 11108 7113
Log Server POP Server
7103/ 04 / 1109 - (sled) \{\\ sldd o
Database Insertor 1114
(slbd)
1106 A 110 1112

FIG. 11



FIG. 12

CLIENT DNS
SERVER 1203

WEB BROWSER
1202

|
POP DNS SERVER 1221 |
|
WEB CACHE WEB CACHE
SERVER SERVER |,
12227 12228 |,
WEB CACHE WEB CACHE
SERVER SERVER |!
1222C 1222D :
T T Tpopa— T T

ORIGIN
SERVER
1205

POP DNS SERVER 1

~O
—
e

|

|

|

WEB CACHE WEB CACHE :
SERVER SERVER |,
12124 12128 |,
WEB CACHE WEB CACHE | !
SERVER SERVER |
12120 12120 :

POP 1210

uonedqng uonedddy yuajeq

61 J0 61 333U4S 010T ‘L 'O

TV 85TLST0/010T SN



US 2010/0257258 Al

DOMAIN NAME RESOLUTION USING A
DISTRIBUTED DNS NETWORK

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
patent application Ser. No. 11/264,616 filed Oct. 31, 2005,
which is a continuation-in-part of Issued U.S. Pat. No. 7,155,
723 B1 filed Aug. 31, 2004, which is a continuation of Issued
U.S. Pat. No. 7,523,181 B2 filed Jul. 19, 2001, and claims
priority to Provisional U.S. Patent Application Nos. 60/219,
172, 60/219,166, 60/219,946, and 60/219,177 all filed on Jul.
19, 2000, and Issued U.S. Pat. No. 6,405,252 B1 filed Aug.
23,2000, all of which are incorporated by reference as if fully
set forth herein.

FIELD OF THE INVENTION

[0002] The invention relates to world wide area networking
in a computer environment. More particularly, the invention
relates to domain name resolution in the world wide web.

BACKGROUND

[0003] The Internet is a world wide “super-network” which
connects together millions of individual computer networks
and computers. The Internet is generally not a single entity. It
is an extremely diffuse and complex system over where no
single entity has complete authority or control. Although the
Internet is widely know for one of its ways of presenting
information through the World Wide Web (herein “Web”),
there are many other services currently available based upon
the general Internet protocols and infrastructure.

[0004] Information on the Web often is presented on
“pages” of graphics and text that contain “links” to other
pages either within the same set of data files (i.e., Web site) or
within data files located on other computer networks. Users
often access information on the Web using a “browser” pro-
gram such as one made by Netscape Communications Cor-
poration (now America Online, Inc.) of Mountain View, Calif.
or Explorer™ from Microsoft Corporation of Redmond,
Wash. Browser programs can process information from Web
sites and display the information using graphics, text, sound,
and animation.

[0005] A domain name is a meaningful and easy-to-re-
member “handle” for an Internet address. The domain name
system (DNS) is a name resolution protocol through which
Internet domain names are located and translated into Internet
Protocol addresses. DNS converts host names to IP addresses
and vice-versa. Each domain is managed by a DNS name
server, which is a server that contains the host name informa-
tion about the hosts and sub-domains within its domain.
[0006] The DNS database is partitioned into sets of related
records that are replicated on multiple servers; each such set
of records is called a zone. DNS name servers transfer zones
from each other to maintain the consistency of information in
the DNS.

[0007] As use of the Internet has grown, so too have the
number of DNS servers. Traffic management at the DNS
servers has become more important. In addition, because all
world wide web requests go through the DNS, opportunities
for hacking and other malicious behaviors exist.
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[0008] From the above, it is seen that an improved DNS
server that manages DNS traffic and detects potential attacks
is highly desirable.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG.1is asimplified diagram of a system according
to an embodiment;

[0010] FIG. 2 is a more detailed diagram of probes used in
the system according to an embodiment;

[0011] FIG. 3 is a more detailed diagram of a caching
sequence used in the system according to an embodiment;
[0012] FIG. 4 is a simplified flow diagrams of methods
according to embodiments of the present invention;

[0013] FIG. 4A is asimplified system diagram according to
an embodiment;

[0014] FIGS. 5A to 5H are simplified diagrams of content
delivery network according to an embodiment;

[0015] FIGS. 6A to 6E are simplified diagrams of global
traffic management system according to an embodiment;
[0016] FIG. 7 is a block schematic diagram showing the
interaction between the Speedera DNS Server (SPD) and
other components according to an embodiment;

[0017] FIG. 8is a block schematic diagram showing a POP
Speedera network with the invention’s software components
distributed among POP servers and Network Operations Cen-
ters according to an embodiment;

[0018] FIG. 9 is a block schematic diagram showing the
interaction between software components of the invention
according to an embodiment;

[0019] FIG. 10 is a block schematic diagram showing the
exchange of data between Latency Probes, Service Probes
and other servers within a network according to an embodi-
ment;

[0020] FIG. 11 is a block schematic diagram showing the
processes and exchange of data between logging server com-
ponents according to an embodiment; and

[0021] FIG. 12 is a block diagram illustrating a Content
Delivery Network, including cache servers and origin serv-
ers, in which an embodiment of the invention may be imple-
mented.

DETAILED DESCRIPTION

[0022] In a content delivery network (CDN), web cache
servers are used to serve content to clients. To reduce network
traffic, the entire Internet address space is broken up into
multiple zones, and each zone is assigned to a group of
caching servers. If a caching server gets a request from a
client that is not in the zone assigned to that caching server, it
forwards the request to the caching server assigned to that
zone.

[0023] As disclosed in detail herein, a distributed DNS
network is used in a CDN to provide DNS functionality. Edge
DNS cache servers are deployed at multiple locations and
published as authoritative servers for domains. The edge DNS
cache servers are configured to cache the DNS records of the
origin DNS server that actually controls the zone. Since any
number of edge DNS cache servers are allowed at any number
oflocations, the distributed DNS network provides unlimited
scalability, fast domain name resolution, and is effective
against hacker attacks, in particular Denial of Service (DoS)
attacks.

[0024] Other aspects and advantages of the invention will
become apparent from the following detailed description in
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combination with the accompanying drawings, illustrating,
by way of example, the principles of the invention.

Functional Overview of Load-Balancing Service in a
CDN

[0025] Aload-balancing service that allows DNS servers to
select content servers for serving content requests from cli-
ents is described in co-pending application U.S. patent appli-
cation Ser. No. 10/931,774 filed Aug. 31, 2004, entitled
LOAD-BALANCING SERVICE, hereinafter referred to as
the “LOAD-BALANCING SERVICE application”, which
has been incorporated by reference. The distributed DNS
network of the present invention is described herein in the
context of a system that provides a load-balancing service for
directing client requests for hosted customer content to an
appropriate web caching content server in a CDN, however it
will be apparent to those skilled in the art that the techniques
disclosed herein can be used in many other types of networks
and systems.

[0026] A method and system for providing DNS servers
with useful information to effectively perform load balancing
is described in the co-pending LOAD BALANCING SER-
VICE application. The method can be applied to a world wide
network of computers, such as the Internet or an internet.
[0027] A user interface device and system for providing a
shared GTM and CDN (collectively Universal Distribution
Network) for a service fee, where the customer or user does
not need to purchase significant hardware and/or software
features, is also described. The interface device and system
allows a customer to scale up its Web site, without a need for
expensive and difficult to use hardware and/or software. In an
embodiment, the customer merely pays a service fee.

[0028] An overall system diagram 100 is illustrated in FIG.
1. The diagram is merely an example, which should not
unduly limit the scope of the claims herein. As shown, the
system 100 includes a variety of features to define the Uni-
versal Delivery Network (UDN). The UDN has a combined
content delivery network 103 and 104 and a global traffic
management network (GTM) 105, which are coupled to each
other. This eliminates the need for independent CDN and
GTM solutions. The UDN can be implemented as a single
outsourced solution or service to a customer. When deployed
across the WAN, it creates a unified network that provides a
universal solution for content routing and high availability
delivery.

[0029] Customers can leverage the size, scope, and location
of the UDN to store content such as HTML, images, video,
sound and software for fast and highly available access by
clients. The network can also incorporate customer origin
sites 107, 109 that will then benefit from shared load balanc-
ing and traffic management. Customers with generated con-
tent, such as search engines, auctions and shopping carts, can
use the latter feature to add their own content servers to the
network. The system typically requires no software or hard-
ware to be installed or run at a customer site. A Web interface
is available for display of the network’s current status as well
as historical statistics on a per customer basis.

[0030] The system functions by mapping hostnames, such
as “www<dot>customer<dot>com” to a customer’s origin
servers 107 and 109. The local DNS 113 queries the traffic
management system 105 for name resolution of the custom-
er’s Web site and receives a response specifying the server
best suited to handle the request, either customer origin serv-
ers 107 or cache servers 103 located in the UDN. When the
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client 111 requests a customer homepage, tags within the
HTML direct the imbedded static content to the network of
cache servers 103 and 104. In this example the static content
may be tagged with a domain name like
customer<dot>customer<dot>com. Each local DNS in the
example is directed to a different resource for each hostname
based on several factors, such as proximity to the resource,
network congestion, and server load.

[0031] In this example, “www<dot>customer<dot>com”
is mapped to the customer origin servers represented by cus-
tomer origin sites 109, 107.
“Customer<dot>speedera<dot>net” is mapped to a collec-
tion of delivery nodes represented by point of presence serv-
ers, i.e., POPs 103, 104. An example of a method for using
such a UDN follows.

[0032] 1. The client 111 requests a customer home page:
www<dot>customer<dot>com from a local DNS 113.

[0033] 2. The local DNS 113 queries the traffic manage-
ment system 105 for name and address resolution and
receives a reply 125, 127 indicating the optimal cus-
tomer origin site to retrieve the homepage 131. In this
step, the traffic management system still looks at many if
not all factors; network health, server health, packet loss,
cost, etc. to determine the optimal customer origin site.

[0034] 3. The client connects to the site and retrieves the
home page (lines 123, 121).

[0035] 4. An object with the image tag specitying http://
customer<dot>speedera<dot>net/
www<dot>customer<dot>com/hello.gif is found in the
HTML of the homepage.

[0036] 5. Thelocal DNS queries the traffic management
system for name and address resolution.

[0037] 6. The traffic management system looks 129, 131
at factors such as network performance and server load
and returns the address of the POP best suited to serve
the requested content.

[0038] 7. The client then retrieves (117, 119) the content
from the specified delivery node.

[0039] This sequence of steps is merely illustrative. The
steps can be performed using computer software or hardware
or a combination of hardware and software. Any of the above
steps can also be separated or be combined, and can also be
changed in order. One of ordinary skill in the art would
recognize many other variations, modifications, and alterna-
tives. Details of each of the features noted above are more
fully described below.

[0040] The DNS server (DNS) can be thought of as the
traffic director of the system. It contains a mapping of where
resources (grouped by hostnames) have been allocated as
well as the current state of each resource and their availability
to each client. It receives the static information (the map-
pings) from the configuration file and the dynamic informa-
tion (resource availability) from the probes. The configura-
tion file also instructs the DNS server how to weight the
various criteria available when making its decisions. The
DNS is a fully functional DNS server and is compatible with
current versions of BIND. Decision criteria cover such areas
as resource availability, resource load, latency, static mapping
configuration, persistence requirements, fail over logic,
weighting parameters, and others, each of which can be alone
or combined.

[0041] Multiple DNS servers can be deployed to provide
high availability and to avoid single points of failure. DNS is
designed with the ability to proxy requests. This proxy ability



US 2010/0257258 Al

combined with algorithms to divide client latency and persis-
tence information across a group of DNS servers greatly
reduces the problems associated with WAN replication and
synchronization. Inthe event arequest arrives at a DNS server
that is not authoritative for a client, the DNS can proxy the
request to any number of servers to find an authoritative
answer.

[0042] The DNS server logs both request and operational
data to the database for subsequent viewing. Both real-time
and historical views are available. The request data allows the
administrator and customer to see to the number of requests
directed to each POP on a per hostname basis. The operational
data provides statistics about the DNS server and is typically
viewed only by the administrator.

[0043] One or more probes can be used to detect informa-
tion about certain criteria from the network. There are probes
including NetProbes, ServiceProbes and LatencyProbes. Ser-
viceProbes test local server resources while LatencyProbes
conduct network round trip tests to clients. Each POP in the
network is assigned a ServiceProbe and a LatencyProbe—
these can be separate machines but in most cases, the same
machine will perform both types of probes.

[0044] The NetProbes are responsible for providing the
traffic management system with service and latency metrics.
The metrics are reported to the DNS server and LogServers.
FIG. 2 is an example simplified diagram 200 of these probes.
One of ordinary skill in the art would recognize many varia-
tions, alternatives, and modifications. The diagram 200
includes a POP 201, which includes a NetProbes server. Ser-
vice probes monitor the POP servers to test the availability
and load of the services they support. The latency probe tests
the round trip time between the POP and the DNS servers.
[0045] A ServiceProbe determines service metric informa-
tion for servers in the UDN and reports them to the DNS
server. Service metrics are one of the decision criteria used by
the DNS to make its routing determinations. Each server in
the UDN supports one or more services—e.g., a Web server
provides HTTP service, a FTP server provides FTP service.
The service probe uses various approaches for gathering
data—such as a service test or statistical monitoring. The
value of a service metric is dependent on the metric type and
its implementation.

[0046] The HTTP service is an example of the service test
approach. Rather than try to test the individual characteristics
of a server that may have an impact on performance, the
service itself is evaluated as a user would experience it, in
order to determine its response time and validity. LOADP, a
process running on each server, is implemented as a statistical
monitor and is used as a generic service for testing purposes.
LOADP provides direct measurement of many system
parameters including CPU load, memory usage, swap and
disk status, and is used in load balancing decisions.

[0047] Hostnames in the system are mapped to service
types. This allows a given server to support multiple services
and be evaluated independently for each of them. When a
request for a particular hostname arrives at a DNS, the service
associated with that hostname is compared on each of the
machines to find the best-suited server. The data from the
probes are sent to both the DNS as well as the database. By
sending the data to the database, it allows the performance of
the network to be viewed in real time as well as over a period
of time.

[0048] Every server in the UDN is housed in a POP and
each POP has a Latency Probe assigned to it. The Latency
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Probes determine the latency from their location to other
locations on the Internet (specifically to client DNS’ request-
ing name resolution). The DNS’ use this information in deter-
mining the best server for a particular request. The list of
locations that are used to determine the latency is driven by
the DNS. When it is determined by a DNS server that its
current information regarding latency between a POP and a
client’s local DNS has become stale, it will instruct the probe
for that particular POP to recalculate the latency.

[0049] The probes utilize a collection of methods to deter-
mine the latency based on cost. The probe uses the least
expensive method first and moves on to more expensive meth-
ods ifno results are determined. The probe is designed so new
methods can be plugged in as they are developed. The meth-
ods can be either active or passive and are prioritized based on
accuracy. Active methods may take the form of ping or trac-
eroute but are typically more sophisticated. Passive methods
could reference local BGP tables to determine cost metrics.
[0050] The individual latency data is sent to the DNS serv-
ers while operational data of each method, their success rates,
etc are sent to the database. LatencyProbes perform latency
tests to the local client DNS (LDNS). The LatencyProbes
build a table of LDNS’ to test over time, receiving the list of
which DNS client IP addresses to probe from the DNS Serv-
ers in the network.

[0051] Ina specific embodiment, the delivery nodes are the
edge delivery servers of the network. Any type of IP based
delivery servers can be supported, including but not limited to
HTTP, SSL, FTP, Streaming, NN'TP, and DNS servers. HTTP
and SSL cache servers can be used. The HT'TP and SSL
servers are identical with the exception ofthe encryption used
on the data to and from the SSL cache. These servers have a
proxy component that allows them to fill their cache by mak-
ing requests to an origin site if a requested object is not in the
cache. A method according to the invention can be briefly
described as follows in reference to the simplified diagram
300 of FIG. 3:

[0052] 1. An initial user makes a request to the cache for
an object http://customer<dot>speedera<dot>net/
www<dot>customer<dot>com/images/test.gif  (Step
1);

[0053] 2. The cache, discovering that it does not have the
object, will find the name of the origin site in the URL
(www<dot>customer<dot>com) and make a request to
the origin site for /images/test.gif (Step 2);

[0054] 3. When the cache receives the object it is saved
on disk and memory and returned to the initial user.
Subsequent users who make requests for the same object
will be satisfied by the cache directly (Step 3).

[0055] This sequence of steps is merely illustrative, and
alternative methods can be used. Other protocols will work in
a similar fashion unless there is a time concern with loading
the first request. An example of this is a live streaming event
or large file downloads (patches or video on demand). Inthese
cases the caches may be pre-filled with the data that they need
to serve. This pre-filling may take place over terrestrial lines
or via satellite. Statistics about data delivered from the deliv-
ery nodes are reported through the logging system to the
database for subsequent viewing and analysis.

[0056] Thesystem alsohas a user interface. Here, engineer-
ing staff as well as customers can login to monitor and admin-
ister the network access from any Internet connected Web
browser (with proper authentication). The user interface
includes tables and graphs from the database. Data arrives at
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the user interface through the Logging System. This system
has two parts: Log Distributor daemons and Log Collector
daemons. The Log Distributor daemon monitors a defined
directory for completed log files. Log files are defined as
complete when they reach a defined size or age. A logging
API shared by all resources controls the definitions of size and
age. When the Log Distributor finds completed log files sends
them back to one of many Log Collector daemons for inser-
tion in the database.

[0057] Asnoted, the present network has many advantages.
The network has as comprehensive, extensible, multi-faceted
global traffic management system as its core, which is
coupled to a content delivery network.

[0058] FIG. 4 is a simplified flow diagram of a service
method 400. The diagram is merely an example, and one of
ordinary skill in the art would recognize many variations. As
shown, the method begins at start step 401. The method
connects (step 403) a client to a server location through a
world wide network of computers, such as an internet, the
Internet, and others. The connection occurs via a common
protocol such as TCP/IP. The client location is coupled to a
server, which is for a specific user. The user can be any Web
site that distributes content over the network. As merely
examples, the user can be a portal such as Yahoo! Inc., an
electronic commerce site such as Amazon.com, information
sites including the educational sites, financial sites, adult
entertainment sites, service sites, business to business com-
merce sites, etc. There are many other types of users that may
use the system to distribute content in an efficient manner.
[0059] In a specific embodiment, the user registers its site
on the server, which is coupled to a content distribution server
coupled to a global traffic management server. The user reg-
isters to select (step 407) a service from the server. The
service can be either a traffic management service (step 414)
or a traffic management service and content distribution ser-
vice (step 411). Depending upon the embodiment, the user
can select either one and does not need to purchase the capital
equipment required for either service. Here, the user merely
registers for the service and pays a service fee. Once the
service has been requested, the user performs some of the
steps noted herein to use the service.

[0060] Next, the method processes (step 423) the user’s
request and allows the user to use the content distribution
network and/or global traffic management network, where
the user’s Web pages are archived and distributed through the
CDN in the manner indicated herein. The user’s Web site
should become more efficient from the use of such networks.
Once a periodic time frequency or other frequency has lapsed
(step 419), the method goes to an invoicing step, step 417. The
invoicing step sends (step 427) an invoice to the user. Alter-
natively, the process continues until the periodic time fre-
quency for the designated service lapses via line 422. The
method stops, step 425.

[0061] This sequence of steps is merely illustrative, and one
of'ordinary skill in the art would recognize many variations. It
is also understood that the examples and embodiments
described herein are for illustrative purposes only and that
various modifications or changes in light thereof will be sug-
gested to persons skilled in the art.

[0062] FIG. 4A is asimplified diagram of an example com-
puting system 430. Like reference numerals are used in this
Fig., as the previous Fig. for cross-referencing purposes only.
As shown, the computing system 430 carries out certain func-
tionality that is integrated into the method above as well as
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others. The computing system includes an accounting module
429, which carries out certain accounting functions. The
accounting module interfaces with mass memory storage
431, a microprocessing device 433, and a network interface
device 435, which couples to local and/or wide area networks.
The module oversees an invoicing step 417 and transfer step
427, as shown. Here, the accounting module is a task master
for the service based method for using the content delivery
network and/or global traffic management network.

[0063] Before discussing the accounting module in detail,
we begin an overall method at start step 401. As before, the
method connects (step 403) a client to a server location
through a network of computers via a common protocol such
as TCP/IP. The client location is coupled to a server, which is
for a specific user. The user can be any Web site or the like that
distributes content over the network.

[0064] The user registers its site on the server, which is
coupled to a content distribution server coupled to a global
traffic management server. The user registers to select (step
407) a service from the server. The service can be either a
traffic management service (step 414) or a traffic manage-
ment service and content distribution service (step 411).

[0065] Additionally, the user enters information such as the
user’s domain name, physical address, contact name, billing
and invoicing instructions, and the like. Once the service has
been requested, the user performs some of the steps noted
herein to use the service.

[0066] Next, the method processes (step 423) the user’s
request and allows the user to use the content distribution
network and/or global traffic management network, where
the user’s Web pages are archived and distributed through the
CDN in the manner indicated herein. The user’s Web site
should become more efficient from the use of such networks.
Once a periodic time frequency or other frequency has lapsed
(step 419), the method goes to an invoicing step, step 417.
Here, the method accesses the accounting module, which can
retrieve registration information about the user, service terms,
invoices, accounts receivables, and other information, but is
not limited to this information. The accounting module deter-
mines the service terms for the user, which has already reg-
istered. Once the service terms have been uncovered from
memory, the module determines the way the user would like
its invoice. The accounting module directs an invoicing step,
which sends (step 427) an invoice to the user. Alternatively,
the process continues until the periodic time frequency for the
designated service lapses vialine 422. The method stops, step
425. To finalize the transaction, an electronic mail message
can be sent to the user, which is logged in memory of the
accounting module.

[0067] This sequence of steps is merely illustrative, and one
of ordinary skill in the art would recognize many other varia-
tions, modifications, and alternatives.

EXAMPLES

[0068] To prove the principle and operation of the present
invention, we have provided examples of a user’s experience
using the present invention. These examples are merely for
illustration, and one of ordinary skill in the art would recog-
nize many other variations. For easy reading, we have pro-
vided a description for (I) a user’s experience of a content
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delivery network, and (II) a user’s experience of a global
traffic management service, which is coupled to such content
delivery network.

1. Content Delivery Network
1. Overview

[0069] In a specific embodiment, the invention provides a
content distribution network. The following description con-
tains information on how to use a graphical user interface to
monitor activity, control cache, and perform checks. In some
embodiments, the invention also provides a way for customer
feedback to improve the service.

[0070] The present network is substantially always avail-
able. The network includes a Network Operations Center
(NOC), which is dedicated to maintaining the highest pos-
sible network availability and performance. Inmost cases, the
network is supported and staffed by specially trained service
engineers, the 24-hour, 7 day NOC provides consultation,
troubleshooting, and solutions for every issue. The staff can
be reached through telephone, email, fax, or online.

[0071] In a specific embodiment, the network service can
be used as long as the user has certain desires. For example,
the user has content that needs to be delivered to end-users.
This content can be delivered through HTTP, HTTPS,
Streaming Media, FTP, etc. The server is for hosting the
content on the Internet. For standard Web content, a caching
system to distribute Web content from an origin server to a
cache server that is close to a user is used. This means an
origin server needs to exist that contains a master copy of the
content. [f the user has an existing Web site, the existing Web
site may be the origin site.

[0072] In one embodiment, the present network is com-
prised of clusters of servers at points of presence (POPs)
located on many different backbone networks around the
world. The servers provide global traffic management and
distribution services for various content, including support
for HTTP, HTTPS, FTP and streaming media.

[0073] In a specific embodiment, the present network
includes one or more services. Here, the network may offer
services, including:

[0074] 1. Global Traffic Management (GTM)—Provides
global load balancing across multiple origin sites, along
with intelligent failover and other advanced capabilities
such as persistence and static mapping.

[0075] 2. Content Delivery Network (CDN)—Supports
content distribution and delivery for HTTP, HTTPS and
FTP.

[0076] 3. Streaming—Supports distribution and delivery
of streaming media in many formats, such as Real
Media, Windows Media, QuickTime and others.

[0077] The present CDN service has advantages. For
example, the CDN service helps increase the performance of
any conventional Web site or other Internet services by reduc-
ing latency problems and packet loss, and providing for con-
tent synchronization and replication. Latency problems result
when the user’s request travels beyond a certain distance or
makes a number of network hops. When users request content
from the Web or FTP sites, the requests are routed through the
Internet to the server. If, as is true for many companies, the
servers are located at only one site or a small number of sites,
they will not be close to most of the users. Therefore, the
users’ requests for content might traverse many networks to
communicate with the desired servers.

[0078] Latency problems are often aggravated by packet
loss. Packet loss, common on the Internet, tends to worsen at
“peering points,” locations where different networks connect.
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One way to reduce packet loss and latency is to install content
servers closer to users and ensure that when a user requests
data, the request is routed to the closest available server. For
example, Web caches, streaming, and FTP servers may be
deployed throughout the Internet, on many networks close to
end users. In addition, the network uses a Global Traffic
Manager that routes traffic to the closest, most available and
least loaded server.

[0079] The network synchronizes the content on the cus-
tomer’s origin site with the Web cache servers on the network.
When new content is placed on an origin site and when users
make requests for that content, it is automatically replicated
to Web cache servers in the network. When new content is
published on the origin site with a new name, it is generally
immediately available from all caches in the present network.
For example, the network user might add an object to the site
where a similar object exists:

[0080] Add “www<dot>customer<dot>com/images/
picture2.jpg” to the same site as
“www=<dot>customer<dot>com/images/picture.jpg.”

[0081] When a request for “picture2.jpg” arrives at a cache
the first time, the cache in the network determines that it does
not have a copy of “picture2.jpg”, and the cache will request
a copy from the origin site. To keep in synchronization with
the origin site, the caches periodically check the content they
have cached against the copy of the content in the origin site.
For Web content, this is accomplished by periodically per-
forming an “If-modified-since” request back to the origin site
to see if the content has changed. This causes content changed
on the origin site to be refreshed on the caches at a predefined
interval. This interval can be configured depending upon ones
needs.

[0082] The periodic checking is a common feature of
caches. Ifa piece of content is updated, the old content may be
invalidated and the new content published to all the caches in
the network. The present CDN service makes this “purging”
possible with a cache control utility that allows a single
object, a content directory, or an entire site contained in the
caches to be invalidated. In a specific embodiment, cache
control is available as part of the service provided to all
customers that provides a comprehensive set of monitoring
and administration functions for management of the Web site.
[0083] In a specific embodiment, the service runs on a
secure server on the Internet and can be accessed only through
a Web browser that supports secure connections (SSL). A
username and password can be assigned to a user or customer.

2. Procedures

[0084] We now describe the procedures that can be used to
set up the present CDN service and to monitor the perfor-
mance of the Web site, including (A) Implementing the CDN;
(B) Invalidating content by controlling cache; (C) Monitoring
activity; and (D) Performing tests.

A. Implementing the CDN

[0085] To implement the CDN, the customer need only
make minor changes to the Web pages in order to direct
requests to the Web caches instead of to the origin site. The
method can be as simple as changing pointers in the HTML.
When a cache gets a request for content, it will return the
requested object if it exists in the cache. Ifthe content does not
exist, it will retrieve the content from the origin site and return
it to the user, and cache the content so that subsequent
requests for that object are instantly available.

[0086] To modify the site, the customer can either: (1)
change the URL; or (2) set up virtual hosting. In a specific
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embodiment, the site can be modified for redirecting requests
by changing the URL in the HTML. The following example,
arequest for a picture, shows the original html and the revised
html code.

Original homepage: The original homepage contains the fol-
lowing URL:

[0087] http://www<dot>customer<dot>com/page.html
[0088] The URL contains the following HTML:

<htm[><body>
<img src="images/picture.jpg”™>
</body></htm|>

Revised homepage: The “img src” tag has been revised:

<htm![><body>

<img

sre="http://customer<dot>speedera<dot>net/www<dot>customer
<dot>com/images/picture.jpg”>

</body></html>

With the original configuration, a user’s browser requests the
picture from the customer.com Web servers:

page.html from www<dot>customer<dot>com
images/picture.jpg from www<dot>customer<dot>com

With the revised configuration, a user’s browser requests the
picture from the customer<dot>speedera<dot>net Web serv-
ers:

page.html from www<dot>customer<dot>com
www<dot>customer<dot>conVimages/picture.jpg
from customer<dot>speedera<dot>net

[0089] Inanalternative embodiment, virtual hosting can be
set up so that the user’s request for content is directed to the
present CDN instead of the origin site. Here, the customer can
change the DNS setup to cause the domain name to resolve to
the network cache servers instead of to the origin Web server.
The domain name may be changed, for example, from
www<dot>customer<dot>com to
wwx<dot>customer<dot>com. The caches in the network
can be configured in a way such that when they get a request
for www<dot>customer<dot>com content they have not
cached, they can make a request to the
wwx<dot>customer<dot>com origin site to get the content.
Here, the URLs in the Web pages may not need to be changed.

B. Invalidating Content by Controlling Cache

[0090] To invalidate the content contained in the caches, do
the following:

[0091] 1. Access the user interface at:

[0092] hittps://speedeye<dot>speedera<dot>com

[0093] 2. Find the Cache Control page (see FIG. 5A) in

the Content Delivery section of the interface.
[0094] 3. Enter the URL in the text field.
[0095] 4. Click Submit.
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[0096] For example, if an image
“www<dot>customer<dot>com/images/picture.jpg” is used
in an URL, and the user changed the image without changing
the name and the user wants the change to be immediately
reflected in all caches in the network, the user could use the
service to invalidate the old content, as follows:

Enter “http://www<dot>customer<dot>com/images/picture.
jpg” to invalidate the individual picture, or “http://
www<dot>customer<dot>com/images/” to invalidate all
content in the images directory, or  “http://
www<dot>customer<dot>com” to invalidate all content in
the domain.

C. Monitoring Activity

[0097] A user can monitor the operation of the CDN ser-
vice, for example, by showing how much content is being
delivered and where it is being delivered. The start section of
the user interface contains a table that shows the present
domains and associated origin domains an account is setup to
use, as shown in FIG. 5B.

[0098] In one embodiment, recent activity can be moni-
tored, as shown in FIG. 5C. Here, the user can view the
current and last 24 hours of content delivery traffic for a given
domain:

[0099] 1) Access the user interface at:
[0100] https://speedeye<dot>speedera<dot>com
[0101] 2) Find the Recent Activity page in the Content

Delivery section of the interface.

[0102] As shown, the interface has more than one graph.
The first shows the amount of traffic served by the content
delivery network for that domain over the last 24 hours. The
current traffic is shown on the far right. A dotted vertical line
separates yesterday’s data on the left, and today’s data on the
right. A second graph on the same page (see FIG. 5D) shows
the number of hits per second over the last 24 hours.

[0103] In an alternative embodiment, the method includes
monitoring activity by location. Here, the user views the last
24 hours of content delivery traffic by location for a given
domain:

[0104] 1. Access the user interface at:
[0105] https://speedeye<dot>speedera<dot>com
[0106] 2. Find the By Location page in the Content Deliv-

ery section of the user interface.

[0107] A world map appears (see FIG. 5E) that shows all
the locations that served traffic for the domain. Below the
world map is a bar graph (see FIG. 5F) that shows the amount
of traffic served from each individual location over the last 24
hours for a given domain name. This graph is useful for many
purposes, such as for determining the optimal location for a
second origin site—typically, at the location serving the most
traffic, where there is not currently an origin site and when
that location is on a different network than the existing origin
site.

D. Performing Tests

[0108] Selected tests can be performed to check perfor-
mance, as follows:

[0109] 1) Access the wuser
speedeye<dot>speedera<dot>com
[0110]
[0111]

interface at https:/

2) Locate the Tests section.
3) Select the test you want to perform.
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[0112] A “page check™ test allows a user to check the per-
formance of a Web page from multiple locations. To use the
page check program, do the following:

[0113] 1) In the text field, enter the URL to test.

[0114] 2) Select the locations from which the user wants to
check the page.

[0115] 3) Click Check.

[0116] At that point, servers at the location(s) selected will

be contacted to hit the Web page associated with the URL
entered and time how long it takes to download the page and
all its components. When the servers have completed down-
loading the page, the results are shown in the form of tables
and graphs. The first table (see FIG. 5G) is the overall perfor-
mance table. It appears at the top of the results.

[0117] In this example, the page took an average of 500
milliseconds to download from the first three locations (rows)
and 1317 milliseconds from the last location. A server name,
physical location, and network location identify each loca-
tion. For example, the last location in FIG. 5G is labeled as
“server-4/sterling/exodus.” This label identifies a server on
the Exodus network located in Sterling, Va., USA.

[0118] After the overall timetable, details for each location
are presented in individual tables. FIG. 5H shows a table
containing the details for the location server-14, dc, cw, a
server located on the Cable & Wireless Network in Washing-
tonD.C., USA. The IP address of the actual server is shown in
the heading of the table so additional tests can be performed,
if needed, (traceroute and so on) on the actual server perform-
ing the test.

[0119] The Location table in FIG. 5H shows data for the
www<dot>speedera<dot>com Web site. The graph shows
the performance for downloading specific components of the
page. This table shows that the majority of the time spent in
the download was spent downloading the home page itself.
The remainder of the content (all the gifs on the subsequent
lines) has been cached and is delivered from the closest and
least loaded available server within the CDN, in a fraction of
the time. These cached items have a domain name of
www<dot>speedera<dot>net.

[0120] Inaspecific embodiment, colors in the graph can be
used to show the different components of the download
including the DNS lookup time, connect time, and so on. The
first time a page is checked, the DNS times will likely be very
high. This high reading results from the way DNS works in
the Internet. If a domain name is not accessed within a specific
amount of time (the timeout period), the information will
expire out of the DNS caches. The first request will again need
to walk through the Internet’s hierarchical system of DNS
servers to determine which one is authoritative for a given
domain name.

[0121] To get more accurate results, a page can be hit twice,
where the results from the second hit are used. This will give
a more accurate representation of what the performance is
like when the page is being hit on a regular basis. The graph
is followed by the actual raw data that make up the graph.
Each row displays the following elements:

[0122] URL. The URL component downloaded

[0123] IP Address. The IP address of the server contacted to
get the data

[0124] ERR. The error code (where O is no error)

[0125] HRC. The HTTP response code (where 200 is OK)
[0126] LEN. The length of the data downloaded

[0127] CHK. A checksum of the data

[0128] STT. The timing in milliseconds for the start time
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[0129] DRT. DNS response time in milliseconds

[0130] COT. Connection Time—Syn/SynAck/Ack Time
[0131] DST. Data start time when first packet is down-
loaded

[0132] FNT. Final time when download is complete
[0133] END. The total millisecond timings for portions of
the connection

Global Traffic Manager

[0134] A global traffic manager coupled to the CDN is

provided. The following provides a description of the global
traffic manager. The description is merely an illustration, and
one of ordinary skill would recognize many other variations.

1. Overview

[0135] To use the Global Traffic Management service, the
following techniques can be used:

A. Domain Name Representing a Service.

[0136] The domain name can be delegated for which the
users are authoritative so that the present servers are con-
tacted to resolve the domain name to an IP address, or
addresses. Alternatively, a domain name can be created. That
name will end with speedera.net, such as
customer<dot>speedera<dot>net.

B. More that One Ip Address Associated with that Service.
[0137] Obtaining more that one IP address for a given ser-
vice provides the following benefits from the Global Traffic
Management service:

[0138] Provides better service for clusters of servers on
multiple networks. If a location within a cluster fails, or
the network associated with that location {fails, the sys-
tem can route traffic to another available network
because there is more than one IP address. The system
also provides better performance by sending user
requests to the closest cluster of servers.

[0139] Provides better service for clusters of servers on a
single network. If each computer has a different IP
address, the Global Traffic Management service can be
used to load-balance between individual computers.

[0140] Reduces latency for a single cluster of servers that
is attached to multiple network feeds. In this configura-
tion, the Global Traffic Management can route around
network failures by testing each of the network connec-
tions and by routing user requests to the closest working
connection.

[0141] Inaspecific embodiment, the network is comprised
of clusters of servers at POPs located on many different
networks around the world. The servers provide global traffic
management and distribution services for content of many
kinds, including support for HTTP, HTTPS, FTP, and mul-
tiple varieties of streaming media, as noted above.

[0142] The GTM service routes requests to the closest
available and least-loaded server. The service also tests the
servers it manages for service performance and availability,
using actual application-level sessions. When a service test
fails, the system reroutes the traffic to other available servers.
The GTM service is based on Domain Name Service (DNS).
The Internet uses the DNS to allow users to identify a service
with which they want to connect. For example,
www<dot>speedera<dot>com identifies the Web service
(www) from speedera.com.
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[0143] When users request a service on the Internet, they
request it by its DNS name. When a user enters a domain
name, domain name servers on the Internet are contacted to
determine the IP addresses associated with that name.
[0144] The Network includes specialized domain name
servers that use advanced mechanisms to determine the 1P
addresses associated with a given domain name and service.
These servers work seamlessly with the Internet DNS system.
To determine the best IP address, or addresses, to return when
auser requests a service on the Internet, the DNS system does
the following:

[0145] 1. Uses IP addresses to monitor the performance
of'a service on individual computers or clusters of com-
puters.

[0146] 2. Determines latency and load metrics between
users and servers on the Internet.

[0147] 3. Performs tests on the Internet to determine the
quality of service a user would receive when connecting
to a specific computer or cluster of computers.

2. Procedures

[0148] This section describes procedures to implement and
monitor the performance of the Global Traffic Management
service. The customer or user may perform the following
procedure:

[0149] 1. Sign up for the service.

[0150] 2. Contact the server location and provide the
following information: The domain name of the service
the system is to manage; The IP addresses associated
with that service; A description of the service and how it
should be tested for performance and availability; The
interval after which tests should be performed; What the
service check should look for, such as specific informa-
tion in a returned Web page; Whether the user would like
traffic weighted so that more traffic is sent to one IP
address over another.

[0151] In addition to the normal routing around failures to
the closest server, the system can also be set up for security
purposes. The system can contain hidden IP addresses that are
only given out in the case of failure of other IP addresses. The
user might want to use this feature to prevent a denial of
service (DoS) attack. If one IP address is attacked and
becomes unavailable, another will then appear and traffic will
be routed to it. This can make attacking a Web server more
difficult since the IP address is not published until the failure
occurs.

[0152] A user can monitor the operation of the Global Traf-
fic Management service for domain names. Preferably, infor-
mation is displayed on a Web-based user interface that runs on
a secure server on the Internet that can be accessed only
through a Web browser that supports secure connections
(SSL). Here, a start section of the user interface contains a
table that shows all the domains and associated origin
domains the account is set up to use. See FIG. 6A.

[0153] Forexample, thelast 24 hours of traffic management
activity for a given domain can be viewed by:

[0154] 1) Access the wuser
speedeye<dot>speedera<dot>com
[0155] 2) Find the Recent Activity page in the Traffic Man-
agement section of the interface.

[0156] The main graph in the page shows how traffic was
routed over the last 24 hours. A dotted vertical line separates

interface at https:/
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yesterday’s data from today’s data. The lines in the graph
show how many times each IP address was given out. See
FIG. 6B.

[0157] Inthe example, the present Global Traffic Manage-
ment system made 198120 traffic routing decisions over a
24-hour period. The lower decision line in the graph repre-
sents an [P address for “Delhi, India.” The upper decision line
represents an IP address for “Santa Clara, Calif.; United
States.” The Y axis represents the activity levels. The X axis
represents the Santa Clara time: N for noon, P for p.m., A for
a.m.

[0158] At 6:00 a.m. in Santa Clara, one line dropped to the
bottom of the graph and the other spiked upward. This hap-
pened because the system routed around a failure at a data
center. When the “Delhi” IP address failed its service test, the
Global Traffic Management system routed traffic to the
“Santa Clara™ IP address.

[0159] The example also shows that the “Delhi” IP address
is more active at night (Santa Clara time), and the “Santa
Clara” IP address is more active in the daytime. The differ-
ence in activity results from the changes in time zones. When
people in India are active, the traffic manager routes their
requests to the closest available server with the best service
response time. For users in India, when it is their daylight and
their peak time, the best IP address is often the site in Delhi.
For users in the U.S., when it is their peak time, the best IP
address is the site in Santa Clara.

[0160] Alternatively, the last 24 hours of traffic manage-
ment activity by location for a given domain can be viewed:
[0161] 1. Access the wuser interface at: hittps://
speedeye<dot>speedera<dot>com

[0162] 2. Find the By Location page in the Content Deliv-
ery section of the user interface.

[0163] Here, aworld map and a bar chart appear. They show
where the traffic manager routed traffic (geographic and net-
work locations) over the last 24 hours for a given domain
name. See FIG. 6C. The bar-chart example shows the number
oftimes each location was chosen to serve traffic over the last
24 hours. In the example, the traffic manager chose the
“UUNET/sclara” (Santa Clara, Calif.; United States) location
to serve most of the traffic.

[0164] In other aspects, the interface also contains a utility
that allows the user to check a Web page from multiple loca-
tions. If an HTTP service is used, a quick status check can be
executed as follows:

[0165] 1) Access the user interface at https://speedeye.
spedera.com

[0166] 2) In the text entry field, enter the URL for the
page to check.

[0167] 3) Select the locations from which you want to
check the page.

[0168] 4) Press the Check button. This causes servers at
the location, or locations, selected to download the Web
page associated with the URL entered in Step 2.

[0169] When the servers have completed downloading the
page, the page-performance results are shown in the form of
tables and graphs. The first table (see FIG. 6D) is the overall
performance table. The graph in FIG. 6E shows the perfor-
mance for downloading specific components of the page.
This table shows that the majority of the time spent in the
download was spent downloading the home page itself.

[0170] Colors inthe graph can be used to show the different
components of the download including the DNS lookup time,
connect time, and so on. To get more accurate results, a page
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can be hit twice and the results from the second hit can be
used. This will give a more accurate representation of what
the performance is like when the page is being hit on a regular
basis. In the Location Table, the graph is followed by the
actual raw data that makes up the graph. Each row displays
the following elements:

[0171] URL. The URL component downloaded

[0172] IP Address. The IP address of the server contacted to
get the data

[0173] ERR. The error code (where O is no error)

[0174] HRC. The HTTP response code (where 200 is OK)
[0175] LEN. The length of the data downloaded

[0176] CHK. A checksum of the data

[0177] STT. The timing in milliseconds for the start time
[0178] DRT. DNS response time in milliseconds

[0179] COT. Connection Time—Syn/SynAck/Ack Time
[0180] DST. Data start time when first packet is down-
loaded

[0181] FNT. Final time when download is complete
[0182] END. The total millisecond timings for portions of
the connection

[0183] In a specific embodiment, the Global Traffic Man-

agement (GTM) system automatically routes around failures
to services on the IP addresses it manages. Here, the system
can also: Add or remove a domain name from the system; Add
or remove [P addresses from the system; and Change the way
a service is monitored.

Speedera DNS Server

[0184] The Speedera DNS server (SPD) is the core compo-
nent of the Speedera GTM solution and provides load balanc-
ing across the servers distributed all over the Internet. The
SPD acts as the traffic cop for the entire network. It handles
the DNS requests from clients, resolving hostnames to IP
addresses. SPD makes the decisions about which IP address
to return for a given hostname based on the static mapping of
hostnames to the servers (configuration file), information it
collects about the state of the servers in the network (service
probes), information about the network latency from the serv-
ers to the client (latency probes), the packet loss information
for the POP (packet loss probe), bandwidth usage for the POP
(SERVPD) and static latency information (client configura-
tion). This enables requests to be directed to the servers that
are best suited.

[0185] IfSPD cannotanswerthe request, it will forward the
request to the named server. This allows SPD to handle only
the queries that are relevant to the GTM solution. SPD
handles the following type of queries:

[0186] A Records

[0187] PTR Records

[0188] SOA Records

[0189] LOC Records

[0190] NS Records

[0191] ANY Record

[0192] SPD server is designed to work around problems in

the network. It can handle a single server or a single POP
failure. It can also work around more catastrophic failures
such as all latency probes going down. In these extreme cases,
the load balancing will not be optimal, but the SPD and the
entire Speedera Network will still function.

[0193] SPD supports a two-tier architecture that can be
used to increase the number of DNS servers in the system to
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more than the maximum allowed for .com domains. It can
also be used to direct the client DNS servers to the closet
Speedera DNS servers.

[0194] SPD logs the statistics about the IP address it gives
out in response to incoming requests. This can be used to
monitor the effectiveness of the GTM solution in distributing
load across multiple servers.

[0195] Referring to FIG. 7, the SPD is highly scalable; it
uses hashing tables optimized for block memory allocation to
speed up access to all the internal tables. It can easily scale to
handle thousand of servers and hostnames in the network. The
only limiting factor is the amount of physical memory avail-
able on the servers. FIG. 7 shows how SPDs interact with
other components.

[0196] 1.SERVPD 704, 708, sends the load information
about all the servers in the POP 707, 711, to all the SPD
servers 702, 703, periodically. This information is also
used to update the bandwidth usage for the POP 707,
711.

[0197] 2.SPKT 705,709, sends the packet loss informa-
tion to all the SPD servers 702, 703, periodically.

[0198] 3. Client DNS 701 sends a DNS request to SPD
server 702.

[0199] 3.1.Ifthe SPD server 702 is not responsible for
the zone in which the client address falls, it forwards
the request to one of the SPD servers 703 responsible
for the zone.

[0200] 4. SPD 703 uses the cached latency, load and
packet loss values to determine the address to return.
SPD 703 collects all the probe information asynchro-
nously to improve the response time for the DNS
requests.

[0201] 4.1. If it was a forwarded request, SPD server
703 sends the response back to the SPD server 702
that forwarded the original request.

[0202] 5. SPD 702 sends the response back to the client

[0203] 6. SPD 702 sends a Latency request to LATNPD
706, 710. If the probe method for the client 701 is speci-
fied in the client configuration file, it sends the probe
method to be used along with the latency request. SPD
702 sends latency requests only for the servers config-
ured for the hostname for which it got the DNS request.
Latency requests are only sent for the servers with
dynamic latency value and if latency is factored into the
load balancing algorithm.

[0204] 7. LATNPD 706, 710, probes the client 701 to
determine the latency and sends the latency information
to all the DNS servers in the same zone.

Configuration Files

[0205] The configuration file contains all the static infor-
mation about the Speedera Network. It contains the list of
POPs and the servers present at each POP. It also contains the
list of hostnames serviced by the Speedera Network and maps
the hostnames to the servers that can serve the content for that
hostname. Most of the parameters needed to configure SPD
are contained in the configuration file and can be used to
fine-tune the load-balancing algorithm, frequency of probes
etc.

[0206] In addition to the main configuration file, there is a
client configuration file that can be used to specify static
latency from a client to various servers in the network, and to
specify the latency probe type for a given client. It can also be
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used to specify conditions under which a client is probed
(e.g., never, always, in case of a server failure).

Service Probes

[0207] Service Probe Daemon (SERVPD) periodically
probes all the servers in the POP and sends the status infor-
mation back to all the SPD servers in the Speedera Network.
There is one service probe for each type of service that is
supported by the GTM. This allows the fine tuning of each
service probe to return the load metrics that accurately reflect
the load on the server for that service. For example, for HT'TP
the time taken to retrieve a standard Web page from the Web
cache can be used as the load metrics. There is also a generic
load probe that measures the CPU and memory utilization of
the servers. This probe can be used as the load metrics for the
services for which there are no custom service probes. Cur-
rently there are custom service probes for HT'TP, HTTPS,
FTP and streaming servers.

[0208] The load information is used by the SPD to make the
decision about which server to return. SPD keeps track ot how
old the load information is, so that if the entire POP goes
down, it can detect it by simply looking at the load timestamp.
If the load information for a server is stale, or the server is
down, the SPD tries not to direct any traffic to that server.
[0209] The special service type of NOLOAD has a static
load value of 1 and its time stamp is always current. This
service type can be used to load balance services for which
there is no probe, and are assumed to be always up. It can also
be used to effectively factor server load out of the load-
balancing algorithm.

Bandwidth Probe

[0210] There is no separate bandwidth probe. The SNMP
probe in SERVPD is used to measure the bandwidth utiliza-
tion for the switch. The aggregate bandwidth usage for POP is
measured as the sum of the load metrics for all the servers in
the POP with the service type of “SWITCH”.

Latency Probes

[0211] Latency Probe Daemon (LATNPD) is used to deter-
mine the network latency from a POP to the client. Whenever
SPD gets a request from a client, it sends a latency request for
that client to the latency probes. The latency probes then find
the network latency from the POP to that client and return it to
all the SPD servers in the same zone. LATNPD uses a number
of different probes to determine the latency. Multiple probe
types are required since all the clients do no respond to a
single probe type. Probe types include PING, DNS PTR,
UDP packets to high ports looking for a noport responses as
well as any others that may generate a reply without spending
much time at the target location. The order in which these
probes are used to determine the latency can be configured
using the configuration file. The type of probe used to deter-
mine the latency for a given client can also be specified in the
client configuration file.

[0212] SPD sends latency requests only for the servers con-
figured for the hostname for which it got the DNS request.
Latency requests are only sent for the servers with dynamic
latency value and if latency is factored into the load balancing
algorithm.

[0213] Both LATNPD and SPD cache the latency informa-
tion. SPD sends a latency request only to a subset of the
latency probes and it sends the request only if the latency
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information it has is stale. LATNPD does a probe only if the
latency information it has is stale, otherwise, it returns the
values from its cache in order to reduce the amount of traffic
generated from the latency probes to the client machines. To
further reduce the latency probe traffic, static latency infor-
mation can be input into SPD. SPD also saves the dynamic
latency tables across system shutdowns to reduce the latency
traffic at startup.

Packet Loss Probes

[0214] The Packet Loss Probe (SPKT)isused to determine
the packet loss for a POP. A limited subset of SPKT daemons
probe all the POPs in the Speedera Network to determine the
packet loss for the POPs and report it back to SPD. Only a
limited subset of POPs do the actual probing to reduce the
amount of network traffic. The probe interval, number of
POPs doing the probing, packet size, and number of packets
used to determine the packet loss can be fine tuned using the
configuration file.

Persistence

[0215] SPD also supports persistence. For persistent host-
names, SPD returns the same IP addresses, for a given client.
The SPD server maintains a table containing the IP address
used for a given hostname to a client. This table is created
dynamically in response to incoming requests and is synchro-
nized across all the SPD servers responsible for a given zone.
If the same client tries to resolve the hostname against a
different SPD server in the future, it will get the same result.
Also, access and refresh timeouts for the persistent entries can
be configured on a per hostname basis.

Zones

[0216] To reduce the memory requirements and network
traffic, the entire Internet address space is broken up into
multiple zones. Each zone is assigned to a group of SPD
servers. [fan SPD server gets a request from a client that is not
in the zone assigned to that SPD server, it forwards the request
to the SPD server assigned to that zone. The SPD servers keep
latency and persistence information only for the clients that
fall in their assigned zones. The latency probes only send the
client latency information back to the SPD servers respon-
sible for that client. Also the SPD servers only need to syn-
chronize the persistence table with the SPD servers respon-
sible for that zone, not all the SPD servers in the network.
[0217] Each SPD server probes all the other SPD servers to
determine the latency. When SPD forwards a DNS request to
servers in the other zone, it selects the server with the best
(lowest) latency value. This allows the SPD server to dynami-
cally load balance between the SPD servers in the same zone
and avoid servers that may be down or are having some other
problems.

[0218] Inthe DNS response SPD includes the SPD servers
that are authoritative for a given client address. That way the
client can query the authoritative name servers directly next
time, avoiding the delay involved in forwarding the DNS
request from one SPD server to another.

Two Tier Architecture

[0219] SPD supports a two-tier architecture that can be
used to increase the number of DNS servers in the system to
more than the maximum allowed for .com domains. It can
also be used to direct the client DNS servers to the closest
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Speedera DNS servers and to prevent the client DNS server
from flip-flopping between all the DNS servers authoritative
for speedera.net domain.
[0220] When returning the NS records, the normal load
balancing is performed to determine the SPD servers that are
best suited to handle the queries for the client and return only
those NS records. This helps in directing the client DNS
server towards the SPD servers that is best suited to handle the
queries for it.
[0221] To support the two-tier architecture the hostname
entries are dynamically mapped in the configuration file to the
second tier domain names (www<dot>speedera<dot>net to
www<dot>edge<dot>speedera<dot>net). SPD provides
support for any number of second level domains. The “edge”
and “persistent” domains are special domains that are used
for the dynamic transformation of the host names.
[0222] The persistent<dot>speedera<dot>net domain is
used to handle all the persistent hostname queries. If the
“persistent” domain is not defined then the root domain
(speedera<dot>net) is used to handle the persistent queries.
[0223] The following algorithm is used to generate the
mapped hostnames and validate the hostnames in the configu-
ration file:

[0224] 1. Get the domain authoritative for the hostname,

using longest suffix match. Root is authoritative for all
the hostnames that do not have the speedera.net suffix.

[0225] 2. Ifthe hostname is of the type GTM and persis-
tent
[0226] a. If persistent domain is defined and the

authoritative domain for the hostname is not
persistent<dot>speedera<dot>net then flag an error

[0227] b. If persistent domain is not defined and the
authoritative domain for the hostname is not root then
flag an error

[0228] 3. If the hostname is of the type GTM do not do
the mapping

[0229] 4.Ifthehostname is persistent and a domain other
than the root is authoritative for that hostname and if
persistent domain is defined and the authoritative
domain for the hostname is not
persistent<dot>speedera<dot>net then flag an error

[0230] 5. Ifthehostname is persistent and a domain other
than the root is authoritative for that hostname and if
persistent domain is not defined flag an error

[0231] 6. If a domain other than the root is authoritative
for the hostname do not do the mapping

[0232] 7. If the hostname is persistent and “persistent”
domain is not defined, do not do the mapping.

[0233] 8. If the hostname is not persistent and “edge”
domain is not defined, do not do the mapping.

[0234] 9. Ifthe hostname is static do not do the mapping.

[0235] 10. If the hostname is persistent, MapDomain is
persistent<dot>speedera<dot>net.

[0236] 11. If the hostname is not persistent MapDomain
is edge<dot>speedera<dot>net.

[0237] 12. Ifthe hostname belongs to one group of serv-
ers and uses global load balancing parameters, map the
hostname to <service>-<group>.<MapDomain>

[0238] 13. Remove the domain suffix from the hostname

[0239] 14. Map the hostname to <prefix>.<MapDo-
main>

[0240] The Speedera Network may consist of a number of
Linux machines running Speedera software. Speedera soft-
ware consists of eight components that are delivered as a
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single product. When deployed across a large number of
machines, it creates a network that provides a complete solu-
tion for content hosting and delivery.

[0241] Customers can store content such as HTML,
images, video, sound and software in the network for fast and
highly available access by clients. The network also provides
load balancing and high availability for servers outside the
network. Customers with generated content, such as search
engines, auctions and shopping carts, can use the latter fea-
ture to add their own content servers to the network.

[0242] The system requires no software or hardware to be
installed or run at a customer site, and can be monitored using
a standard Web browser. It provides an HTML interface that
displays the network’s current status as well as historical
statistics.

Software Components

[0243] The system is comprised of the following distinct
software components: (1) NameServer; (2) WebCache; (3)
Streaming Media Servers; (4) FileSync; (5) NetProbes; (6)
LogServer; (7) NetView; (8) AdminTools; (9) Shared. Each is
described below.

NameServer

[0244] DNS server software that performs name to IP
address mapping. When queried to resolve a name from a
client’s DNS server, it returns an IP address that has the ability
to serve content for that name and that is best suited to handle
the request in terms of load (service health), latency, packet
loss and availability. The DNS server writes log information
to files that are picked up and maintained by the LogServer
software.

WebCache

[0245] Caching Web server software is used to deliver con-
tent by responding to requests for Web content from clients
(Web browsers). If the requested content does not exist in
memory, it will generate a request to an origin site Web server
to fetch the content. The caching servers write information
about the content delivered to log files that are picked up and
maintained by the LogServer software.

Streaming Media Servers

[0246] The streaming media in the servers can be off the
shelf streaming media servers including ones from Real Net-
works, Microsoft and Apple. A logging system allows the
logs to be picked up by the LogServer software and plugins
allow the configuration of the servers remotely.

FileSync

[0247] The FileSync software is the infrastructure to sup-
port publishing files and synchronizing them to many loca-
tions. These are used to publish large download files and to
publish on-demand streaming media files to streaming media
servers.

NetProbes

[0248] A number of probes including probes that:
[0249] Determine server load and availability (e.g., ser-
vice health, load and availability)
[0250] Determine packet loss and latency problems on
links in the network
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[0251] Perform content checks to ensure servers are
delivering correct content
[0252] Determine latency between points on the network
and clients of the network
[0253] Perform ongoing monitoring of services
[0254] Probes run constantly and send results to servers
running NameServer software, and log results to a log file that
is picked up and maintained by the LogServer.

LogServer

[0255] Server software that picks up log files and then
transmits them, receives them in a central location, stores
them on disk, breaks them out into categories and processes
them to generate statistics and monitoring information. The
software also responds to requests for current and historical
information from servers running NetView software.

NetView

[0256] Server software that provides an HTML interface to
current and historical statistics for end-customers and net-
work operations. Information about the network is obtained
from servers running LogServer software. Web server CGI
programs are used to provide the HTML user-interface. Net-
View software also provides an interface that allows custom-
ers to flush content from the network as they update the
content on their servers, manage files in the network, and set
up live streaming events.

AdminTools

[0257] Tools to configure and administer the site including
tools to spider a Web site to load the caches with content and
tools to update the global configuration file.

Shared

[0258] A set of client and server programs that all the vari-
ous software components require. This includes a server that
transmits and receives configuration files. Installing this soft-
ware is not an option. It is installed automatically when any
one of the other software components is installed.

[0259] Any combination of the software components (with
the exception of “Shared” which is always installed) can be
installed on a single machine. In a normal deployment, how-
ever, many machines will serve a single purpose (DNS name
server, for instance) and will only have one of the software
components installed.

How the System Operates

[0260] The Speedera Network consists of a number of
server machines installed at various POPs around the world.
Each POP will contain some mix of the Speedera software.
The majority of POPs will contain NetProbes and WebCache
software. NetProbes software performs network latency
probes from each POP to determine the latency from users to
the POP, and will also run probes against other POPs and
perform content verification to ensure machines at the various
POPs are operating correctly.

[0261] A number of the POPs are outfitted with large disk
storage and contain Streaming Media servers and FileSync
software. A limited number of POPs will contain NameServer
software to perform traffic management for the whole system.
[0262] The Speedera Network Operations Center (NOC)
contains NetView, AdminTools and LogServer software. Two
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NOCs can be created for redundancy and in the case of the
failure of one, the backup NOC should pick up automatically.
[0263] With respect to FIG. 8, a four-POP Speedera Net-
work is shown. The dashed lines and triangles in the diagram
show the path network traffic follows when a piece of stored
content is initially published to the network. Three content
delivery POPs 802, 803, 806, and one NOC 805 are shown.

[0264] As stated above, the POP servers contain a mix of
Speedera software. POP 802 contains NetProbes 807, Web-
Cache 808, 809, and WebServer 810. POP 803 contains Net-
Probes 811, WebCache 812, 813, WebServer 814, and
NameServer 815. The NOC 805 contains NetView 819,
AdminTools 818, LogServer 817, 816.

[0265] Customers of the Speedera Network will maintain
their own Web server (or servers) with their copy of their
content on it. They don’t have to change the way they test and
manage their Web site in any way to use the content hosting
service.

[0266] The Speedera network provides two primary ser-
vices. First, it provides content hosting for content that can be
cached and stored (images, video, software, etc.). Second, it
provides load balancing and traffic management for services
that can’t be stored. The latter is used to load balance search
engines, shopping engines, etc. The network also contains
other services including monitoring and live streaming.

Content Hosting

[0267] Tohost HTTP or HTTPS Web content on the Speed-
era network, customers either delegate a DNS name to Speed-
era or host content under a speedera.net domain name.
[0268] In the former case, the customer might delegate
“images<dot>customer<dot>com” to Speedera’s DNS serv-
ers using a CNAME or by directly delegating the domain. If
the customer already uses an images.customers.com domain
(some customers use this method for static content, e.g., eBay
uses pics.ebay.com) they wouldn’t need to make any changes
to their Web site to have their content published to the net-
work. The Speedera network gets all hits to
images<dot>customer<dot>com and any time the Speedera
network gets a hit for content it does not contain, it goes back
to the customer’s Web site to retrieve the content, and store it
in the system. Once stored in the system, the customer’s Web
site is not hit for that piece of content again.

[0269] When a customer updates its Web site, it can tell the
Speedera network that the content was updated by entering its
URL on a Web page used by Speedera customers to invalidate
content. If multiple changes to their Web site are made, they
can invalidate whole trees of content or simply the whole Web
site. In the latter case, their Web site would be flushed from
the system and the next hit would cause the content to be
grabbed from their Web site.

[0270] Alternatively, the Web cache could make if-modi-
fied-since requests back to the origin site at specified intervals
to check to see if the content it has cached is fresh. Also, the
cache can look at expiry headers in the HTTP content it
retrieves from the origin site to ensure freshness.

[0271] Ifthe customer uses the speedera.net domain name
to host their content, they don’t need to delegate a domain
name to Speedera. Speedera will create a
“customer<dot>speedera<dot>net” domain name and asso-
ciate it with some portion of the customer’s Web site. If
customer<dot>speedera<dot>net gets a hit for content it does
not contain, it will hit the customer’s Web site to pick up that
content and store it in the network.
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[0272] Inboth cases, the path network traffic flows is simi-
lar. Consider the case where the customer has delegated
images<dot>customer<dot>com to Speedera to host their
images. The path of the first user request is as follows:
[0273] 1. User hits www<dot>customer<dot>com gen-
erating a DNS request to their client DNS
[0274] 2. Request to resolve
www<dot>customer<dot>com from client DNS to cus-
tomer.com DNS server
[0275] 3. customer.com DNS resolves the name to the
customer’s Web server IP address

[0276] 4. Web page is returned to user

[0277] 5. Web page has embedded tags to get images
from images.customers.com

[0278] 6. Request to resolve
images<dot>customers<dot>com goes to a Speedera
DNS server

[0279] 7. NameServer software on the DNS server

returns the Speedera WebCache IP address that is closest
to the user, available and least loaded
[0280] 8. WebCache does not have the content for the
request so it performs HTTP request to the customer’s
Web site to obtain the content
[0281] The next time the request for the same content
comes through the system, it will come directly from the
cache. Ifa customer hosts content off the speedera.net domain
name (customer<dot>speedera<dot>net), the process is
exactly the same as the process when the content is hosted on
a name delegated by the customer.

Load Balancing and Traffic Management

[0282] Another service the Speedera network provides is
load balancing and traffic management for servers that aren’t
in the network. By combining traffic management and con-
tent hosting, the network can provide a complete load balanc-
ing and high availability solution for Web sites.
[0283] The network provides load balancing at the DNS
level. As in content hosting, the customer will either delegate
a DNS name to Speedera or be assigned a speedera.net
domain name. When the Speedera DNS server receives a
request to map a name to IP address it will return an IP address
that is best suited to handle the response. The IP address
returned will be the server that is closest to the user (latency),
has the least load and that is available and can handle hits to
that domain name.
[0284] The DNS level load balancing will commonly be
used in combination with content hosting. When both are
used in combination, the path a user request follows is:
[0285] 1. User hits www<dot>customer<dot>com gen-
erating a DNS request to Speedera DNS
[0286] 2. Speedera DNS determines which customer
Web server is best to handle request
[0287] 3. Customer’s Web server generates main page
and returns to user
[0288] 4. Web page has embedded tags to get images
from images.customers.com
[0289] 5. Requestto resolve images.customers.com goes
to a Speedera DNS server
[0290] 6. NameServer software on the DNS server
returns the Speedera WebCache IP address that is closest
to the user, available and least loaded
[0291] 7. If WebCache has cached the content, it is
returned, otherwise process is as above
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[0292] Notice that high availability and high performance
are available from the beginning. All DNS requests go
through the Speedera network. Content that can be hosted is
hosted through the Speedera network and delivered from a
point closest to the user.

[0293] To determine latency from the client DNS to the
customer’s server [P addresses, latency information is used
from the closest POP to the customer location. In some cases,
the customer may be hosting at a co-location facility we
already have latency probes running on. For large customers
that have servers located at a location that is not close to one
of'our POPs, we could run a latency probe server at their site.

[0294] When used for traffic management, a setup that
allows for failover can be used. If the customer only has one
IP address for their www site, then the Speedera network
can’t provide any load balancing or high availability for it.
When the customer has multiple IP addresses, the network
can provide load balancing, high availability and closest point
matching for their service.

Configuration

[0295] The configuration of the Speedera Network is main-
tained by centrally managed configuration files. These files
are known as the “global configuration™ files or “Speedera
configuration” files. Every server in the network that needs
configuration information has a copy of the appropriate cur-
rent Speedera configuration file.

[0296] A configuration file contains all the configuration
information for that portion of the network. Some of the data
the configuration file contains is:

[0297] List of servers allowed to change the configura-
tion

[0298] List of domains the network is responsible for

[0299] List of services the machines in each POP sup-
ports

[0300] Listofprobes that perform latency checks at each
POP

[0301] At any time, a new configuration file can be pushed

to all machines that need it in a safe manner using the Admin-
Tools software. No statistics, status or extended information
is kept in the configuration file. It contains only the configu-
ration information to keep its size at a minimum, and reduce
the frequency of updates.

Monitoring

[0302] Real-time and historical information about the site
is available through HTML by connecting to a server running
NetView software.

Maintenance

[0303] The system is maintained using the AdminTools
software. Some limited maintenance is available through
HTML including the ability to purge content from all the
caches in the network when original content is updated.

Software Requirements

[0304] Referring to FIG. 9, the Speedera software consists
of several distinct software components. The various compo-
nents, NameServer server 901, NetProbes 907, LogServer
server 903, NetView server 902, WebCache server 906, and
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WebServer server 905, interact with each other and the cus-
tomer Web site 904, as described above.

Web Cache Description

[0305] A CacheServer is a POP server that serves requests
that are cached in memory and on disk. WebCache is the Web
caching server software on the CacheServer that responds to
requests for Web content from clients (Web browsers). If the
requested content does not exist in memory or on disk, it
generates a request to an origin site to obtain the content. The
caching servers write information about the content delivered
to log files that are picked up and maintained by the
LogServer software.

[0306] At a regular fixed interval, the server compresses
and sends the logs of the content delivered to the log analysis
servers. This information is used for billing as well as by
customers for log analysis.

Netprobes Description

[0307] The NetProbes software component comprises
server software executing on a computer system that per-
forms probes to:

[0308]

[0309] Perform content checks to ensure servers are deliv-
ering correct content

Determine server load and availability

[0310] Determine packet loss and latency on individual
routes
[0311] Determine latency between points on the network

and clients of the network
[0312]

[0313] Probes run constantly and send results to servers
running NameServer software. They also log results to a log
file that is picked up and maintained by the LogServer soft-
ware. The NetProbes software performs 2 fundamental
probes: (1) service probes; and (2) latency probes.

[0314] Service probes determine service availability and
load (metrics) for each content delivery machine in the net-
work. Service probes monitor things like HTTP total
response time, FTP total response time, etc. Service probes
run constantly, sending current metric and availability infor-
mation to all DNS servers in the network. Probe intervals and
configuration of service probes are set in the global configu-
ration file.

[0315] Latency probes determine latency from their point
to client DNS servers that send requests to Speedera DNS
servers. The Speedera DNS servers drive the latency probes.
When a DNS server determines that it needs latency informa-
tion from a probe, it sends a request to the probe and the
latency probe will probe the client DNS server and respond
with the result.

[0316] The probe servers do not store the results of the
probes, they simply send them to other servers over the net-
work. Each piece of probe information has a timestamp of
when the probe occurred so the receiving server can deter-
mine how stale the probe information is.

[0317] The two different types of NetProbes, ServiceProbe
1003 and LatencyProbe 1001, are shown in FIG. 10. In the
Speedera configuration file, each POP is assigned an IP
address for a ServiceProbe 1003 and LatencyProbe 1001.

Perform ongoing monitoring of services
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They may be different but in most cases, a single machine will
perform both service and latency probes.

ServiceProbes

[0318] ServiceProbe 1003 determines service metric infor-
mation for servers in the Speedera Network. Each server in
the network supports one or more services (e.g., a Web server
machine provides an HTTP service; a FTP server provides an
FTP service.) Each service supported by the Speedera Net-
work has a metric test associated with it. The value of a
service metric is dependent on the metric type. For example,
an HTTP metric may have a value that represents the
machine’s response time to an HT'TP request in milliseconds.
The service test for HTTPS is similar, except that a secure
session is established for the GET request. Secure sessions
are not shared; rather a separate secure session with full key
exchange is done for each test. For FTP, the test consists of
establishing a connection to the FTP port on the server, and
making sure that a ready response (220) is obtained from the
FTP service. Different types of search engines will have
different types of tests. Types of service probes include HT TP,
HTTPS, FTP, Streaming Media (Real, Microsoft, etc.),
Generic SNMP, etc.

[0319] At first glance, it may seem that the LOADP metric
could be used as the HTTP or FTP metric. However, the
LOADP metric doesn’t accurately reflect how long a given
HTTP request might take to execute on a server. It’s best to
produce a metric that is based on user-experience rather than
trying to infer a metric from other means.

[0320] A ServiceProbe determines which metrics to calcu-
late and what servers to probe by reading the Speedera con-
figuration file. The configuration file contains a LatencyProbe
and ServiceProbe entry for each POP.

[0321] When the ServiceProbe is configured, it will scan
the entire list of POPs in its configuration and examine each
ServiceProbe entry to determine if it is the ServiceProbe for
that POP. If it is, it will read the list of servers and services
contained in the POP and add them to the list of servers to
monitor.

[0322] The ServiceProbe performs metric tests at various
intervals and adds a line for each test to an internal table. The
internal table may look like:

TABLE 1

Server Metric Table Example

Server]P  ServiceID ErrorCode Metric TimeStamp
1.2.3.4 [1]HTTP [0] NONE 80 103019419
1.2.3.4 [0] LOADP [0] NONE 340 103019421
1.2.3.4 [2] FTP [5] BAD__REQUEST 65535 103019422
2.3.45 [1]HTTP [0] NONE 70 103019424
2.3.45 [0] LOADP [0] NONE 330 103019425
[0323] The ServicelD field in the table is the id that identi-

fies the type of service. Each service in the Speedera network
has an id specified in the services section of the Speedera
configuration file. The ErrorCode field is an internal service-
specific error code that can be used to help trace failures. An
ErrorCode of 0 is used to signify no error. A metric value of
65535 also generally denotes a verification or timeout failure.
The TimeStamp is the time the metric test was performed.

[0324] A test can fail either from a verification failure or a
timeout. An example of a verification failure might be an
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HTTP test failing because a response does not contain an
expected piece of text. A test can also time out if there is no
response for some period of time. The timeout, in millisec-
onds, for each test is set in the Speedera configuration file.

SERVP Protocol

[0325] At various intervals, the ServiceProbe sends an
update to all DnsServers in the Speedera Network using the
Speedera SERVP protocol and writes the update to a log file.
The update consists of the values of all tests since the last
update. The Speedera configuration file contains two values
that determine the interval for server metric updates “send
interval” and “send size”. The send size is the maximum size
of an individual server metric update in bytes. As the probe
runs, it accumulates metrics and keeps track of the size of the
update packet related to the metrics. If the update packet
reaches the size of the send size, the probe sends an update. If
the send size is not reached, then the packet is sent when the
send interval expires. Each update is formatted according to
the SERVP protocol. The protocol is defined in the LOAD-
BALANCING SERVICE application, previously incorpo-
rated by reference.

LOADP Protocol

[0326] To determine the load on a machine, a LOADP
server is used. The serviceProbe sends a request, a LOADP
server responds with a packet containing the various metrics
of'the server, e.g. Cpu, memory, snmp, network, scsi metrics.
The service probe combines the server metrics to arrive at a
load metric that is sent to the server.

[0327] The communication between the client and server is
accomplished using the LOADP protocol. The LOADP pro-
tocol and the protocol of a response from a LOADP server is
described in the LOAD-BALANCING SERVICE patent
application, previously incorporated by reference. LOADP
servers perform no logging of requests or responses.

[0328] The value returned by the service probe to Speedera
DNS is:

load=(10*load Average)+(swapSpaceUsed/1000000)

[0329] A machine’s loadAverage is typically in the range of
1.0-10.0. The swapSpaceUsed is in bytes and the division by
1M turns the right hand side into megabytes of swap space
currently used. If the server can’t calculate the load value for
some reason, it will return a load of 1000.

Logging

[0330] Whena SERVP server sends anupdate, the update is
also written to a log file. Referring again to FIG. 10, the
Speedera LogServer daemons 1004 perform the job of send-
ing the log file to a central location for processing. The format
of the log output is the same as the update, except:

[0331] there is no magic or numRows (no header)
[0332] the log file is in text file format
[0333] there is a delimiter between columns (pipe sym-

bol or similar)

[0334] The CPU/memory load of a machine is available
using the LOADP service if the machine is running a LOADP
daemon. LOADP is a protocol that returns a value describing
a combination of CPU load and swap memory utilization.

[0335] In the Speedera configuration file, each DNS name
has a set of services associated with it. The
ftp<dot>speedera<dot>com DNS name may serve FTP con-
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tent and therefore have an FTP service associated with it. A
www<dot>speedera<dot>com domain name would have the
HTTP service associated with it. A speedera.com domain
name may have FTP and HTTP services associated with it.
[0336] Service metrics are used by DnsServers 1008 to
determine the best server to return for a given DNS name. A
DnsServer 1008 getting a request for
fip<dot>speedera<dot>com, for example, would know the
request is for the FTP service and could compare the FTP
service metrics of two servers to determine which is the best
to return.

[0337] A DnsServer 1008 getting a request for speedera.
com may not know which service will be utilized, so it may
simply use the LOADP metric to determine which machine
has the least loaded CPU and available memory.

LatencyProbes

[0338] A LatencyProbe 1001 figures out the latency from
its location to other locations on the Internet. DnsServers
1008 use the latency from various latency points to determine
which point is closest to a user.

[0339] When a wuser hits a Web site, such as
www<dot>speedera<dot>com, his machine makes a request
to its local DnsClient. This DnsClient, in turn, ends up mak-
ing a request to a Speedera DnsServer 1008 if the server is
authoritative for the www<dot>speedera<dot>com name.
[0340] When the Speedera DnsServer 1008 gets a request
from a DnsClient, it needs to determine which servers are
closest to the client as well as which servers have the best
metrics to handle the request. To determine which servers are
closest to the client, the DnsServer 1008 will consult tables
that contain latency information from various LatencyProbes.
Each server in the Speedera Network is contained in a POP
and each POP has a LatencyProbe 1001 assigned to it.
[0341] LatencyProbes figure out the latency from the POP
location to the client’s location (normally local DNS server).
Each POP in the Speedera Network has a LatencyProbe asso-
ciated with it. Any number of POPs can share the same
LatencyProbe. A LatencyProbe 1001 builds up a table of
DnsClients to test over time, receiving the list of which
DnsClient IP addresses to probe from the DnsServers in the
network.

[0342] Inthenormal case, when a DnsServer gets a request
from a DnsClient, it refers to the metric tables it has built up
from each LatencyProbe, finds the DnsGroup entry for the
DnsClient, and compares latency values to find the best IP
address to return. If it can’t find an entry in the tables for the
DnsClient, it just returns a “best guess” IP address and sends
the IP address of the new DnsClient to all NetProbes in the
network at the next update interval.

[0343] Ataregular interval, the DnsServers in the Speedera
Network will send a list of the DnsGroups and DnsClient IP
addresses that have recently made requests back to the Net-
Probe servers. This is used by the LatencyProbe to update the
list with new DnsGroups and to update the use counter infor-
mation for existing DnsGroups.

[0344] A machine determines if it is a LatencyProbe by
looking at the LatencyProbe value for each POP in the Speed-
era configuration file. If it finds its IP address as a value for a
LatencyProbe, it becomes an active LatencyProbe. The
Latency Probe also parses the DNS Zone configuration in the
Speedera Configuration file, to determine all the DNS servers
to which latency metrics need to be sent.
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[0345] Each LatencyProbe maintains a table of latency
metrics from its location to a list of DnsGroups. A Laten-
cyProbe will scan its table at regular intervals, looking for
stale entries, and perform probes to update the stale values.
The LatencyProbe maintains an internal table, with one row
per Dns Group. The columns in the table are described in the
LOAD-BALANCING SERVICE application, incorporated
by reference above.

[0346] LatencyProbes perform latency tests by calculating
the round trip time for sending a packet to a DnsClient in a
given DnsGroup. A latency value from any DnsClient in the
group will be considered to be the latency for the whole
group.

[0347] The probe has a number of tests it can perform to
determine the round trip time. LATNPD can be configured to
try the different probe types in any order. These include:

[0348] PING
[0349] UDP Reverse Name lookup
[0350] UDP Packets to high ports numbers
[0351] Reverse name lookup is a standard DNS query that

specifies a client [P address and asks for the client DNS name.
When the client responds that gives the round trip time that is
used as a latency value. If the reverse name lookup succeeds
that latency value is FULL latency measurement. But if the
lookup fails LATNPD tries Traceroute.

[0352] The UDP packets to high ports is much like tracer-
oute which sends a raw UDP packet with large TTL value (64)
to an unreachable port (33434) on the client DNS. This gen-
erates an ICMP unreachable port error message to the latency
daemon. This response is used as a measure of latency. When
the unreachable port error arrives, it suggests that the client is
reached, this is considered to be FULL latency measurement.

[0353] However, sometimes the trace route message gets
lost and no response comes back—so the probe times out. The
probe (UDP) is repeated with a TTL value of, four, for
example, addressed to the client Dns with the hope that at
least four hops from the source can be reached. If this suc-
ceeds (LATNP gets an ICMP error message with code
TIMEXCEED), repeat this probe process with a TTL value
incremented by four, for example, (TTL now is eight) and
keep doing this until we get no response. This will indicate the
last reachable router and that is used as a proxy for the real
client to measure the latency value. This is treated as PAR-
TIAL latency data.

[0354] Once FULL latency data is achieved using a client,
the probe is sent only to that client even if Speedera DNS
sends new clients for the same group.

[0355] As mentioned above, LATNPD stores up to three [P
addresses for each client DNS group. If a new client is added
to a group that has only PARTIAL latency data available, it
designates the new client as the active client and starts the
probe process all over, starting with reverse name lookup, as
the new client might give FULL latency data.

[0356] When a new client is added to a client DNS group,
LATNPD tries to find a free dnsClient entry for the new client
address. Ifit does not find a free entry it tries to replace a client
that got only PARTIAL latency data and is not actively
probed.

[0357] At an interval set by the configuration file, the
LatencyProbe sends an update to all DnsServers in the Speed-
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era Network with new DnsGroup latency information. Each
DnsServer maintains a latency table associated with each
LatencyProbe.

LATNP Protocol

[0358] The LatencyProbe uses the Speedera LATNP pro-
tocol to receive requests for latency metrics from the DNS
servers and to update the DNS servers with the latency infor-
mation for DNS groups.

[0359] The LATNP protocol implementation is supported
using two messages. Both messages share a common header.
The header is followed by a variable number of request ele-
ments for the Latency Request, and by a variable number of
latency metric elements for the Latency Metric Message.
[0360] The Latency Request Message consists of the
header followed by a sequence of IP addresses, representing
DNS groups for which the metric is desired. The Latency
Metric Message consists of the common header followed by
the metric elements. Each metric element consists of the dns
group, latency value, and the timestamp at which latency was
measured. The format for each type of message is described in
the LOAD-BALANCING SERVICE application, incorpo-
rated by reference above.

[0361] In both cases, from the DnsClient to the Laten-
cyProbe and from the Latency Probe to the DnsClient,
updates are sent at an interval defined in the Speedera con-
figuration file. Each Latency Metric message contains any
new latency measurements made during the interval between
the previous message and the present message.

[0362] The Latency Probe logs the Statistics data periodi-
cally based on the loglnterval set in the Speedera config file.
The statistics are aggregated for all the Speedera DNS serv-
ers. The layout of the log file is as described in the LOAD-
BALANCING SERVICE application, incorporated by refer-
ence above.

LogServer Description

[0363] A POP Server is any server in a POP that runs a log
distributor daemon that sends log files to the log collector
daemons on the log servers. A Log Server/Database Server is
a server machine that collects log files from the POP servers
via the log collector daemons. These log files are then pro-
cessed and sent to a database server. The database server
stores log files generated by log servers as tables. The Net-
view servers contact the database server to extract statistics
like cache hits, billing etc.

[0364] A Netview server is a server that runs the user-
interface to the Speedera Network via a Web server. The CGI
scripts on this server generate requests to the database server
on behalf of the clients that are connected to it.

[0365] For each unique customer hostname, the server
must create a separate log file.

[0366] Log files will be rotated on a regular basis (after a
certain timeout interval or a certain size threshold).
Completed log files will be placed in a well known
directory. They will be shipped automatically by the Log
Server daemons.

[0367] Log files contains the fields Date, Time, Ful-
IURL, Request Status, Request Type, Number of Bytes,
for each serviced request. These fields are delimited by a
separator such as | or ". This allows easy insertion in to a
database on the receiving end.
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[0368] Log files will be named according to a naming
convention that uses the customer name, the machine
name, the machine number, the location, network etc.

[0369] Withrespectto FIG. 11, the logging subsystem con-
sists of the following daemons that are used to distribute log
files from the POP servers and collect them on the Log serv-
ers. In addition to the daemons, there are tools to dump log
data into a database. The database can be queried by tools on
the Netview servers for statistics and billing information etc.
[0370] The logdistributor daemon (sldd) 1113, 1114, sends
log files on a POP server 1111, 1112, to a log collector
daemon (sled) 1107, 1109, running on a Log Server 1105,
1106. Each log distributor daemon 1113, 1114, looks in a well
known location for files it needs to send. Sldds 1113,1114 are
multi-threaded and can send multiple log files simulta-
neously.

[0371] The log collector daemon (sled) 1107, 1109, col-
lects log files from the log distributor daemons (sldd) 1113,
1114, and places them in directories specified by the date on
which the files were received. This daemon is also multi-
threaded to handle simultaneous connections from multiple
log distributor daemons.

[0372] The database insertor daemon (sldb) 1108, 1110,
collects the log files from the directories where the collector
daemon (slcd) 1107, 1109, has placed them. It then opens a
connection to the database and puts the contents of the log
files into tables. The database insertor is multi-threaded and
can load multiple log files simultaneously into the database.
[0373] A log distributor daemon 1113, 1114, running on a
POP server 1111, 1112 does the following:

[0374] 1. Check a well known directory (that is config-
urable) for files that need to be sent to the log collector
daemons. The file name fully qualifies the type of file it is (one
of either NetProbe, DNS or WebCache).

[0375] 2. Create a new thread for each file that is ready.
[0376] 3. Each thread determines the Log Server ip to send
the file to by querying the DNS server. A query is made to
log<dot>speedera<dot>com. If multiple ip’s are returned,
any random ip will be selected. In case, the connection to that
ip fails, then all other ips will be tried in sequence till a
connection is established or all ip’s have been tried.

[0377] 4. Compress the log file and send it over.
[0378] 5. Exit the thread.
[0379] The log collector daemon 1107, 1109, running on

the Log Server 1105, 1106, does the following:

[0380] 1. Listen for connections from the log distributor
daemons (sldd) 1113, 1114, and create a thread for each
connection when it is established.

[0381] 2. Send a ready message indicating available pre-
allocated disk space for the file to the sldd 1113, 1114.
[0382] 3. Receive the file, uncompress it and save it to disk
in a well known location (that is configurable) under a num-
bered sub directory based on the current date.

[0383] 4. Acknowledge receipt of the file, close the connec-
tion and exit the thread.

[0384] The database insertor daemon 1108, 1110, running
on the Log Server 1105, 1106, does the following:

[0385] 1. Looks up the latest directory in which the Log
Collector daemon 1107, 1109, is placing the log files.
[0386] 2. When a new log file is found, checks to see if the
contents of the file needs to be added to the database. Some
files like the syslog files need not be processed.
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[0387] 3. Createsathread forthe file. The thread establishes
a connection to the database and inserts the contents of the log
file into the database.
[0388] 4. Exit the thread.
[0389] 5. The database insertor 1108, 1110, can also be run
in standalone mode. In this mode, sldb 1108, 1110, can be
configured to look for files starting from a specified sub
directory and insert them into the database.
[0390] Thelogdaemons do not depend onthe configuration
file. All the information they need is hard coded or DNS
based. This reduces the need to ship config files to all the
servers in the network.
[0391] The following command line options are supported
by the daemons.
[0392] d<donedir> sets the done directory for the dis-
tributor daemon
[0393] r<recvdir> sets the receive directory for the col-
lector daemon and database insertor daemon.
[0394] p<port num> sets the port num for the collector or
distributor daemon
[0395] i<ip> sets the default ip for sending log files, for
the distributor daemon
[0396] m<no. of threads> maximum number of threads
for the daemon
[0397] s run in standalone mode, not as a daemon
[0398] D<debug level> sets the debug option with the
level specified

[0399] V prints the version information
[0400] v prints the CV S version information
[0401] h/? prints usage options
[0402] Apart from the above the database insertor daemon

(sldb) also supports the following options:
[0403] S<ddmmhhyy> date dir from which to start
inserting files, default is current datedir
[0404] b<subdir num> subdir number inside the startdir
to start from, default is 0
[0405] e<end subdir> subdir at which to stop inserting
files, default is to keep up with the collector daemon

Message Formats

[0406] The message format used to communicate between
the log distributor daemon and the log collector daemon is
described below. Each message consists of an eight byte fixed
header plus a variable size payload:

Version
Payload Length
Payload Data

Opcode Info Resvd

Opcode (1 byte)
The currently defined opcodes are:

Value Name

SLU_INVALID
SLU_FILE_READY
SLU_RECV_READY
SLU_FILE_ DATA
SLU_FILE_RECD
SLU_ERROR

[ N S ™
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Info (1 byte)—Contains opcode specific information.
Version Number (1 byte)—The logging subsystem protocol
version number

Payload Length (4 bytes)—The total length of the payload
data in bytes.

Payload—Command specific payload data field.

[0407] SLU_INVALID—A place holder to detect zero-
filled or malformed messages.

[0408] SLU_FILE_READY—The log distributor daemon
sends this message to the log collector daemon after it finds a
log file and connects. The expected response from the log
collector daemon is an SLU_RECV_READY. If there is a
problem an SLU_ERROR is returned.

[0409] SLU_RECV_READY—The log collector daemon
returns this message when it is ready to receive data after a
new connect.

[0410] SLU_FILE_DATA—This message is sent when the
log distributor daemon is ready to send a file to the log
collector daemon after the collector daemon returns the SLU_
RECV_READY Message. The payload contains the com-
pressed file data.

[0411] SLU_FILE_RECD—This messageis sent when the
log collector deamon has successfully recd a file.

[0412] SLU_ERROR—This message is returned on any
non recoverable error. The info field in the message header
contains qualifying information on the error condition. The
connection is reset on any error condition.

[0413] Incasethe distributor daemon is not able to establish
a connection to any of the Log Servers, the number of active
threads is reduced to one. This thread keeps trying to connect
to the Log Server after certain time intervals. If a connection
is established, the number of threads for the distributor dae-
mon is restored back to the maximum configured value.

Distributed DNS Network

[0414] An edge server generally refers to a server placed
outside of the Internet, or at the edge of the Internet. Typically,
edge servers cache content at various geographical areas in
order to provide more efficient content delivery to clients. For
example, a Canada edge server may be placed outside the
Internet at a location that is geographically in Canada. This
Canada edge server caches content that can be requested by
users in Canada. Since the Canada edge server is typically
geographically closer to users in Canada, fewer hops along
the network will be needed to provide content from the edge
server, and therefore content can be delivered much faster.
[0415] Techniques disclosed herein allow a Speedera DNS
server as described in the UDN network above, or any other
DNS server, to be implemented as a distributed DNS network
of'edge DNS cache servers. In a distributed DNS network, a
central origin DNS server actually controls the zone, while
edge DNS cache servers are configured to cache the DNS
content of the origin DNS server. The edge DNS cache serv-
ers are published as the authoritative servers for customer
domains instead of the origin DNS server.

[0416] Like web cache servers described above, when a
request for DNS content, e.g., a DNS record, results in a cache
miss, the edge DNS cache servers get the content from the
origin server and cache it for use in response to future
requests. Caching this content in edge DNS cache servers
results in a domain name resolution service that gets faster as
additional DNS content is cached.

[0417] Multiple edge DNS cache servers can be deployed at
one or more locations. Since a virtually unlimited number of
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edge DNS cache servers can be deployed, the disclosed tech-
niques provide unlimited scalability. The disclosed tech-
niques protect against DoS attacks, as DNS requests are not
made to the origin DNS server directly.

Distributed DNS Network Architecture Overview

[0418] FIG. 12 is a block diagram illustrating a system
1200 that incorporates a CDN network. An embodiment of
the invention can be implemented in a CDN system as
described in U.S. Pat. Nos. 6,405,252, 6,754,706, 6,484,143,
6,754,699, and 6,694,358, all owned by the Applicant and
incorporated herein by reference. A plurality of Point of Pres-
ence sites (POPs) are distributed across the network 1204.
Here two POPs 1210 and 1220 are shown. The network 1204
is typically the Internet, but can be any other large scale
network such as an enterprise intranet.

[0419] Web browser 1202 refers to any functional compo-
nent that is capable of requesting a Web page or any content
that is identifiable by a URL. While only a single Web
browser 1202 is depicted in FIG. 12 for ease of explanation,
other embodiments may include any number and type of Web
browsers.

[0420] Each POP 1210, 1220 contains a plurality of Web
cache servers 1212A-1212D, 1222A-1222D. Operationally,
a Web cache server caches cacheable CDN customer content
such as images, video, documents, and static Web page con-
tent obtained from the customer’s origin server 1205 and
serves the cached content to client systems 1202. In addition,
web cache servers may act as edge DNS servers that cache
DNS content from the origin server.

[0421] In one embodiment, the origin server 1205 serves
dynamic content to the client system. The Web cache server
can also operate as a minor server, serving all of the content of
an origin server 1205.

[0422] When a client makes a request for Web content
through its Web browser 1202, the request is sent to the
client’s local DNS server 1203 for resolution of the host
name. For example, Web browser 1202 may transmit a
request to resolve the host name of
“www<dot>customer<dot>com” to client DNS server 1203.
The client DNS server 1203 sends a domain name resolution
request to a customer DNS server. Since the customer DNS
server is configured to delegate its domain to a POP DNS as
the authoritative DNS, it tells the client DNS server 1203 to
contact the authoritative POP DNS IP address for resolution
of the request. The client DNS server 1203 then sends the
request to the authoritative POP DNS server 1211.

[0423] The authoritative POP DNS server 1211 finds an
appropriate Web cache server within the Web cache servers
1212A-1212D in the POP to serve the content to the client
based on factors such as traffic load, latency, whether the
server is more likely to have the content cached, etc. The
authoritative POP DNS server 1211 returns the IP address of
the Web cache server (e.g., 1212A) to the client DNS server
1203. The client DNS server 1203 sends the address to the
client Web browser 1202.

[0424] Once the client Web browser 1202 receives the IP
address of the Web cache server 1212, it sends a request for
Web content to the Web cache server 1212A. The Web cache
server 1212 A receives the request and searches its cache for
the requested content. If the requested content is found in the
Web cache server’s cache, then the content is sent to the client
Web browser 1202. If the content is not found in the Web
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cache server’s cache, then the Web cache server 1212A can
request the content from the origin server 1205.

[0425] A Web site operator may operate several POPs, each
from a different geographical location, to minimize the dis-
tance over a network between a Web browser requesting
content from the Web site and the Web server providing the
Web site content to the requesting Web browser. While two
POPs 1210, 1220 are shown in FIG. 12, system 1200 may
include any number of POPs.

[0426] Each POP also contains one or more probes. A probe
is any functional component that is capable of determining
whether a Web cache server is operational and assessing the
load on the Web cache server. Any of the probes discussed
above can be used in system 1200. The probes are used by the
POP DNS Server to load balance requests to the web cache
servers.

[0427] In one embodiment, instead of a single physical
POP DNS server, a distributed DNS network of edge DNS
cache servers acts as a virtual DNS server for a POP. Edge
DNS cache servers work in a similar fashion to web cache
servers, and cache content from the origin server. In the case
of edge DNS cache servers, the “content” is DNS informa-
tion, such as DNS records. An optimal edge DNS cache server
within the distributed DNS network is selected to provide the
requested content, i.e., DNS records. A distributed DNS net-
work is advantageous for load-balancing, traffic management
and security purposes, as discussed herein.

[0428] Origin server 1205 is typically controlled by cus-
tomers. Customers upload zone files, modify DNS configu-
ration parameters and modify DNS records through origin
server 1205. In one embodiment, origin server 1205 is man-
aged by a third party service provider, such as Verisign,
Speedera, etc. Although only a single origin server is shown
in FIG. 12, one skilled in the art will appreciate that multiple
origin servers could be deployed.

[0429] Origin server software may include software used
for domain name resolution, such as BIND. BIND (Berkeley
Internet Name Domain) is a well-known implementation of
DNS protocols. A BIND DNS server is used on the vast
majority of name servers on the Internet. The resolver library
included in the BIND distribution provides the standard APIs
for translation between domain names and Internet addresses.

[0430] A DNS Load Balancer component, module or appli-
cation dynamically selects the best suitable edge DNS cache
server to resolve a domain name resolution request received
by the POP 1220. The selection criteria used by the DNS Load
Balancer may include server availability, server load, network
proximity between the client (requestor) and each edge DNS
cache server, etc. The DNS Load Balancer may use any of the
web cache load-balancing techniques described above. Since
some domains require that the some DNS requests go to the
same DNS server for persistency, the DNS Load Balancer
may also use persistency requirements in the edge DNS cache
server selection. Various criteria may be used together. For
example, persistency requirements may indicate that a DNS
request is to be sent to a particular edge DNS cache server;
however that server is currently indicated as being down, or
out of service. In this case, the DNS Load Balancer may send
the request to a different edge DNS cache server.

[0431] The DNS Load Balancer may use probes to obtain
information that is used to make the edge DNS cache server
selection. For example, any of the probes or probe daemons
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described above may run on edge DNS cache server
machines, and operate as described above for web cache
servers.

[0432] A probe may periodically, or on demand, check
status of various factors of an edge DNS cache server, such as
status (i.e., up or down), network proximity between an edge
DNS cache server and a client, and/or server load. There are
many ways of performing probes. For example, network
proximity could be checked by using a static table of network
proximity, or a previous snapshot of network proximity. As
another example, edge DNS cache server load could be
checked by determining CPU usage and memory utilization.
In addition, any of the specific techniques described in con-
nection with the various probes used in a CDN described
above (e.g., NetProbes, LatencyProbe, ServiceProbe, etc.)
could also be used to implement a DNS probe in a distributed
DNS network.

[0433] Administrator tools, such as NetView and Admin-
Tools described above, allow customers to control the cache
update, purge, or populate DNS content to edge DNS cache
servers. A customer may use these tools to see reports, includ-
ing statistics, of DNS requests, for example. Administrator
tool applications are preferably HT'TP-based so that it can be
accessed by customers at any location.

[0434] One skilled in the art will appreciate that any num-
ber of edge DNS cache servers can be deployed at any number
of POPs. Edge DNS cache servers can be configured to serve
multiple domains as well as multiple customers.

[0435] Origin server 1205 communicates directly with web
cache servers, including edge DNS cache servers. Edge DNS
cache servers obtain DNS content from the origin server. If a
service provider has control of the origin servers, a push mode
may be used to automatically update all edge DNS cache
servers whenever the origin server has a modification update.
In this case, the edge DNS cache servers act like “slave” DNS
servers. Alternatively, edge DNS cache servers can also peri-
odically query the origin server for updates.

[0436] When a DNS request is directed to an edge DNS
cache server, if the entry is not stored on the edge DNS cache
server, the edge DNS cache server obtains the requested infor-
mation from the origin server(s). Any results obtained this
way are cached for use in future requests. In one embodiment
the results are cached for the TTL time period specified in the
records.

[0437] In a distributed DNS network, edge DNS cache
servers directly serve all DNS requests from clients. In doing
s0, the origin server is hidden from clients. That is, clients
never communicate directly with the origin server, and
instead communicate with edge DNS cache servers.

DNS Record Update and Population

[0438] When customers register their DNS servers for
domain services, edge DNS cache servers are registered as the
actual authoritative DNS servers instead of the origin server
(s). The registered edge DNS cache servers may be imple-
mented as multiple virtual servers with virtual IP addresses,
as discussed below. In this case, the virtual IP addresses are
registered.

[0439] Origin servers include the original DNS servers
controlled by customers. Customers have total control of
DNS updates at the origin. In one embodiment, customers
may outsource management of the origin servers to the pro-
viders of the distributed DNS network, or other third parties.
DNS updates at the origin server, whether by a customer
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directly or by a third party, are distributed to the edge DNS
cache servers in the distributed DNS network.

[0440] DNS modifications can be populated to edge DNS
cache servers using various techniques. For example, if the
edge DNS cache servers are set up as “slave” servers, as
discussed above, any customer update will be pushed to all
edge DNS cache servers immediately. As another example,
customers can use the Administrator Tools to manually purge
caches in the edge DNS cache servers, or to populate any
configuration modifications to edge DNS cache servers, like
any web cache server. As another example, edge DNS cache
servers can periodically go to the origin server to update DNS
content in its cache. Any combination of these techniques
may be used.

[0441] In addition, whenever there is a cache miss at an
edge DNS cache server, the cache server will go to the origin
server to get the missing record. The edge DNS cache server
may also obtain other DNS content at this time. In one
embodiment, an edge DNS cache server could update DNS
records for the entire domain. This is particularly useful in
situations in which the number of DNS records is relatively
small.

Virtual Dns Cache Server

[0442] Inoneembodiment,the edge cache DNS servers can
be configured as one or more “virtual DNS cache servers.” In
this embodiment, a virtual DNS cache server is registered
with the root DNS as the authoritative DNS server instead of
the physical edge DNS cache servers.

[0443] Virtual DNS servers can be mapped to physical edge
DNS cache servers in a number of ways. In one embodiment,
many distributed edge DNS cache servers are assigned to a
single IP address. In this embodiment, each edge DNS cache
server in a virtual DNS cache server has an identical IP
address.

[0444] IPv6 is a protocol by the Internet Engineering Task
Force (IETF) that describes how to specify Internet packets.
IPv6 includes an “anycast” feature that allows one to specify
an anycast address (such as an IP address) that identifies
multiple interfaces. With the appropriate unicast routing
topology, packets addressed to an anycast address are deliv-
ered to a single interface, e.g. the nearest interface that is
identified by the address. The nearest interface is defined as
being the closest in terms of routing distance. Since DNS
requests consist of a single UDP packet, the “anycast” feature
of the IPv6 protocol works well for DNS. Internet routing
intelligence can be used to route client DNS requests to the
nearest edge DNS cache server in an embodiment that utilizes
anycast.

[0445] Inanother embodiment, the DNS hierarchical struc-
ture can be used to map a virtual DNS server to physical edge
DNS cache servers. In this embodiment, a domain name is
delegated to multiple physical edge DNS cache servers. For
example, CNAME records can be used to provide aliases for
an IP address. Alternatively, delegation selection can be
dynamically determined based on parameters from a DNS
Load Balancer or a probe. In this embodiment, a client sends
DNS requests to one of the delegated edge DNS cache serv-
ers.

[0446] In yet another embodiment, a separate load-bal-
ancer can be used to map a virtual IP address to multiple
physical IP addresses. For example, BigIP available from F5
Networks, Inc., can be used as a load-balancer. In this
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embodiment, the load-balancer selects one of the best suitable
edge DNS cache servers to serve a client DNS request.
[0447] In addition, any of these techniques, or other tech-
niques know to those skilled in the art, can be used in com-
bination to map a virtual DNC cache server to physical edge
DNS cache servers.

Security Features of Distributed DNS Network

[0448] An important feature of the distributed DNS net-
work disclosed herein is that the origin server is hidden from
attack. As multiple edge DNS cache servers can be deployed,
a large storm of DoS requests can be withstood.

[0449] Inone embodiment, a distributed DNS network can
filter out DoS attacks. Typically when an edge DNS cache
server does not have a requested DNS content stored locally
(i.e., a cache miss), it obtains the content from the origin
server. However, in an embodiment that filters out DoS
attacks, the distributed DNS network may be configured
check the frequency of DNS requests. If the frequency
exceeds a configurable threshold, and the requested entry is
not in the cache, it is not treated as a typical cache miss. It is
simply filtered out. The configurable threshold may be set to
any value. For example, it may be set to a number that repre-
sents 20 times the normal number of DNS requests for a
particular system.

[0450] In addition, if the same client makes many DNS
requests to edge DNS cache servers again and again in rapid
succession without regard to the DNS TTL, these requests can
be filtered out as well.

[0451] Inaddition, a second threshold may be set for attack-
ers using random source IP addresses and rapidly hit the edge
DNS cache servers. This second threshold may be set, for
example, to 50 times the normal DNS traffic for a particular
system. Once it has been determined that attackers using
random source [P addresses are rapidly hitting the edge DNS
cache servers in excess of the second threshold, all requests
from unknown sources can be filtered out, and only requests
from known good sources will be served.

[0452] In the foregoing specification, embodiments of the
invention have been described with reference to numerous
specific details that may vary from implementation to imple-
mentation. The specification and drawings are, accordingly,
to be regarded in an illustrative rather than a restrictive sense.

What is claimed is:

1. A computer-implemented method, comprising:

generating one or more first administrative interface ele-
ments, wherein each of the one or more administrative
interface elements is associated with one or more man-
agement operations for a plurality of edge DNS cache
servers;

in response to receiving a first request associated with a
first element of the one or more administrative elements,
mapping a first edge DNS cache server to a virtual DNS
server;

in response to receiving a second request associated with a
second element of the one or more administrative ele-
ments, mapping a second edge DNS cache server to the
virtual DNS server;

wherein the method is performed by one or more comput-
ing devices.

2. The method of claim 1, further comprising:

mapping an origin DNS server to the virtual DNS server.
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3. The method of claim 1, wherein the virtual DNS server
is represented by a first IP address, and mapping the first and
second edge DNS cache servers to the virtual DNS server
comprises:

assigning the first IP address to the first edge DNS cache
server;

assigning the first IP address to the second edge DNS cache
server; and

publishing the first IP address as the authoritative DNS
server for a first domain.

4. The method of claim 3, further comprising:

in response to receiving a second request associated with a
second element of the one or more administrative ele-
ments, the second request comprising the first IP
address: configuring the first [P address as an anycast
address.

5. The method of claim 1, wherein mapping the first and
second edge DNS cache servers to the virtual DNS server
comprises: providing a first alias for the first IP address using
a CNAME record associated with the first edge DNS cache
server and providing a second alias for the first IP address
using a CNAME record associated with the second edge DNS
cache server.

6. The method of claim 1, wherein mapping the first and
second edge DNS cache servers to the virtual DNS server
comprises configuring a load-balancer to select one of the
first and second edge DNS cache servers to serve DNS
requests.

7. The method of claim 1, further comprising:

in response to receiving a third request associated with a
third element of the one or more administrative ele-
ments, performing a management operation, wherein
the management operation includes at least one of: alter-
ing cache settings; purging DNS content; populating
DNS content; generating statistical information; man-
age DNS files; changing DNS server settings; configur-
ing load balancing settings; requesting probe informa-
tion; changing probe settings; configuring network
security-related settings; or configuring virtual DNS
server settings.

8. The method of claim 7, wherein the management opera-
tion includes generating statistical information, the method
further comprising:

in response to receiving the user input associated with the
first IP address, generating one or more reports associ-
ated with the first and second edge DNS cache servers.

9. The method of claim 7, wherein the management opera-
tion includes generating statistical information that includes
DNS request frequency information.

10. A computer-readable non-transitory medium storing
instructions which, when executed by one or more proces-
sors, cause the one or more processors to perform:

generating one or more first administrative interface ele-
ments, wherein each of the one or more administrative
interface elements is associated with one or more man-
agement operations for a plurality of edge DNS cache
servers;

in response to receiving a first request associated with a
first element of the one or more administrative elements,
mapping a first edge DNS cache server to a virtual DNS
server;
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in response to receiving a second request associated with a
second element of the one or more administrative ele-
ments, mapping a second edge DNS cache server to the
virtual DNS server.

11. The computer-readable non-transitory medium of

claim 10, wherein the instructions further include instructions
for mapping an origin DNS server to the virtual DNS server.

12. The computer-readable non-transitory medium of
claim 10, wherein the virtual DNS server is represented by a
first IP address, and mapping the first and second edge DNS
cache servers to the virtual DNS server comprises:

assigning the first IP address to the first edge DNS cache

server;

assigning the first IP address to the second edge DNS cache

server; and

publishing the first IP address as the authoritative DNS
server for a first domain.

13. The computer-readable non-transitory medium of
claim 12, wherein the instructions further include instructions
for:

in response to receiving a second request associated with a
second element of the one or more administrative ele-
ments, the second request comprising the first IP
address: configuring the first [P address as an anycast
address.

14. The computer-readable non-transitory medium of
claim 10, wherein mapping the first and second edge DNS
cache servers to the virtual DNS server comprises: providing
a first alias for the first IP address using a CNAME record
associated with the first edge DNS cache server and providing
a second alias for the first IP address using a CNAME record
associated with the second edge DNS cache server.

15. The computer-readable non-transitory medium of
claim 10, wherein mapping the first and second edge DNS
cache servers to the virtual DNS server comprises configuring
aload-balancer to select one of the first and second edge DNS
cache servers to serve DNS requests.

16. The computer-readable non-transitory medium of
claim 10, wherein the instructions further include instructions
for:

in response to receiving a third request associated with a
third element of the one or more administrative ele-
ments, performing a management operation, wherein
the management operation includes at least one of: alter-
ing cache settings; purging DNS content; populating
DNS content; generating statistical information; man-
age DNS files; changing DNS server settings; configur-
ing load balancing settings; requesting probe informa-
tion; changing probe settings; configuring network
security-related settings; or configuring virtual DNS
server settings.

17. The computer-readable non-transitory medium of
claim 16, wherein the management operation includes gen-
erating statistical information, wherein the instructions fur-
ther include instructions for:

in response to receiving the user input associated with the
first IP address, generating one or more reports associ-
ated with the first and second edge DNS cache servers.

18. The computer-readable non-transitory medium of
claim 16, wherein the management operation includes gen-
erating statistical information that includes DNS request fre-
quency information.
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19. An apparatus, comprising:

one Or more processors;

graphical user interface generating logic configured to gen-

erate one or more first administrative interface elements,

wherein each of the one or more administrative interface

elements is associated with one or more management

operations for a plurality of edge DNS cache servers;

mapping logic configured to:

map a first edge DNS cache server to a virtual DNS
server in response to receiving a first request associ-
ated with a first element of the one or more adminis-
trative elements;

map a second edge DNS cache server to the virtual DNS
server in response to receiving a second request asso-
ciated with a second element of the one or more
administrative elements.

20. The apparatus of claim 19, wherein the mapping logic
is further configured to map an origin DNS server to the
virtual DNS server.

21. The apparatus of claim 19, wherein the virtual DNS
server is represented by a first IP address, and mapping the
first and second edge DNS cache servers to the virtual DNS
server is performed by server configuration logic configured
to:

assign the first IP address to the first edge DNS cache

server;

assign the first IP address to the second edge DNS cache

server; and

publish the first IP address as the authoritative DNS server

for a first domain.

22. The apparatus of claim 21, further comprising:

anycast logic configured to configure the first IP address as

an anycast address in response to receiving a second
request associated with a second element of the one or
more administrative elements, the second request com-
prising the first IP address.

23. The apparatus of claim 19, wherein mapping the first
and second edge DNS cache servers to the virtual DNS server
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is performed by DNS record configuration logic configured to
provide a first alias for the first IP address using a CNAME
record associated with the first edge DNS cache server and
provide a second alias for the first IP address using a CNAME
record associated with the second edge DNS cache server.

24. The apparatus of claim 19, wherein mapping the first
and second edge DNS cache servers to the virtual DNS server
is performed by load-balancing logic configured to configure
aload-balancer to select one of the first and second edge DNS
cache servers to serve DNS requests.

25. The apparatus of claim 19, further comprising:

management operation logic, configured to perform a man-
agement operation in response to receiving a third
request associated with a third element of the one or
more administrative elements, wherein the management
operation includes at least one of: altering cache set-
tings; purging DNS content; populating DNS content;
generating statistical information; manage DNS files;
changing DNS server settings; configuring load balanc-
ing settings; requesting probe information; changing
probe settings; configuring network security-related set-
tings; or configuring virtual DNS server settings.

26. The apparatus of claim 25, wherein the management
operation includes generating statistical information, the
apparatus further comprising:

report generating logic configured to generating one or

more reports associated with the first and second edge

DNS cache servers in response to receiving the user
input associated with the first IP address.

27. The apparatus of claim 25, wherein the management

operation includes generating statistical information that
includes DNS request frequency information.
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