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(57) ABSTRACT 

A method and apparatus is provided for deploying data using 
a website development Software application and executing 
Scripts related to Such deployment. A System that utilizes the 
invention may work in Synchronicity with the application to 
deploy theses Scripts So that they can be executed in order to 
improve the delivery and maintenance of web content and 
related data. The Scripts may be deployed using the same 
means as the deployed data, or may preexist within devices 
along the deployment path. Unlike other Solutions, the 
unique use of Scripts in Such an application allows for further 
control and monitoring of locations along the deployment 
path, Such as website production Servers and other possibly 
disparate devices and Systems. Another aspect provides 
Security to deployment destinations by, requiring Screening 
of incoming data deployments. 

Client System Client Processor 

141 
Feedback 146 

WebServer 
Application 

142 
Cient 

Database 
140 

Website 
Production 
Server 
120 

Open Deploy 
(Response to 
Trigger Events) 

internet 
Or intranet 

124 

  

  

  

  

    

  

  

MICROSOFT-1026 
Microsoft Corp. v. Sandpiper CDN, LLC 

IPR2026-00190



Jan. 10, 2002 Sheet 1 of 6 US 2002/0004824A1 Patent Application Publication 

- ? ? ? ? ?- - - - r- - - - - - - - - 

| 

1- - - - - - - -–1 

  

  

  

  

  

  

  

  

  

  

  

  

    

  

  

  

  

    

  

  

  

      

  

  



Patent Application Publication Jan. 10, 2002 Sheet 2 of 6 US 2002/0004824A1 

FIG.2 206 204 
Client Computer 202 Nyk 

Memory 214 
Data Deploy Daemon 215 

Operating System 

224 

Development Server 

Work Area SW Application 216 
Template COde 218 

Data Tuple 220 

Data Files 223 

C 
Database 

246 

  

  



Patent Application Publication Jan. 10, 2002. Sheet 3 of 6 US 2002/0004824A1 

Development 
Webserver(N) 

303 
Development 
WebServer 

302 

Script Feedback 
Commands (320) 

(317) 
\ 
Deploy 
(318) 
y PrO(duction 

WebServer 
304 

Production 
Server N 
316 

Production 
Server 2 
314 

PrOCUCtion 
Server 1 
312 

    

  

  

  

  

  

    

  

  

  

  



Patent Application Publication Jan. 10, 2002 Sheet 4 of 6 US 2002/0004824A1 

Development PrOduction 
WebServer WebServer 

402 404 

Deployed 

Commands 

FIG. 4 

  



Patent Application Publication 

1 Memory 516 
Transaction LOg518 

O Transaction 1 
O Transaction 2 

O Transaction N 

SCripts List 520 
Script 1 
Script2 

Script N 

Work Space Data 522 

Transaction LOgS 540 
1 LOg 542 

O Transaction 1 

Transaction N 

1 Scripts 
List History 544 

• Script 1 

O Script N 

NLOg546 

NScripts List History 
548 

Development Server 

Persistent 
Memory 

Central Production Server 526 

Production Memory 538 

File History 554 

Jan. 10, 2002 Sheet 5 of 6 US 2002/0004824A1 

502 

500 

NetWOrk 
524 

514 

USer List 550 
User 1 Privileges 
USer2 Privileges 

User NPrivileges 

SeCurity 552 
Users 

• Privileges 
• Script Block Persistent 

Memory 
536 

  

  

  

  

  

    

    

    

    

  

    

    

    

    

    

    

  

  

  

  

    

  

    

    

  

  

  

    

  

    

  

    

  



Patent Application Publication Jan. 10, 2002. Sheet 6 of 6 US 2002/0004824A1 

Development Webserver 602 
Server Memory 604 

FIG. 6 
Work Area 606 
Web Content 608 by 

Scripts LOg 610 

Transaction Log 612 
Scripts 614 Script 

Commands 
646 

Central Production WebServer 616 
Staging Area 618 

Development Client 1 
Content 620 

PrOcuction Server 
636 

Configuration File 
Development Client N vs. 

Content 622 3 Productsever 2 
Integration 624 s Configuration File 

Integrated Content 625 9 : 

PrOduction Server N 
640 User List 626 

Security 628 

Transaction Log 630 

Configuration File 

Integrated 
Content 648 

Script 
COmmands 

650 

Scripts Log 632 

Deployment 

    

  

  

    

        

  

  

      

  

    

  

  

    

  

  

      

    

  

  

    

    

  

  

  

  

  

  

  



US 2002/0004824 A1 

METHOD AND APPARATUS FOR 
AUTOMATICALLY DEPLOYING DATA AND 
SIMULTANEOUSLY EXECUTING COMPUTER 

PROGRAM SCRIPTS IN A COMPUTER 
NETWORK 

RELATED APPLICATIONS 

0001) This application claims the benefit of U.S. Provi 
sional Application No. 60/205,805, filed May 17, 2000; 
which is hereby incorporated by reference. 

BACKGROUND 

0002 The invention relates generally to the deployment 
of data in computer networks and, more particularly, relates 
to a method and apparatus for automatically deploying data 
to a plurality of locations and executing Scripts in conjunc 
tion with Such deployment. 
0003) Applications specifically tailored to developing 
and maintaining Internet websites are well known in the 
website development industry. Many of these applications 
offer Simplified methods for designing and maintaining a 
website. These methods may include facilitating the receiv 
ing, Storing and arranging of and the delivering of web 
content and related information in a website. In more 
advanced Systems, information must be Stored in multiple 
locations and in different files So that other advanced func 
tions of the application program and related Systems can 
operate and have access to certain information. Data deploy 
ment in Such Systems becomes more difficult as these 
applications become more complex. 
0004 Deployment of web content and related informa 
tion can take on many forms. Deployments can occur 
internally in the development Systems. One example of an 
internal deployment is the deployment of in-progreSS 
changes occurring in work areas to memory locations in the 
development Server. Another example of an internal deploy 
ment is the transfer of content from a work area to other 
internal areas Such as Staging, editing and publishing areas. 
Deployments may also occur externally to the development 
System, Such as the transfer of content and related informa 
tion to outside devices or entities Such as web production 
SCWCS. 

0005. Due to the need to coordinate the efforts of many 
contributors, it is a challenge to develop large websites. 
Furthermore, many websites need to be frequently modified, 
which is usually done by numerous contributors that typi 
cally modify them in an ad hoc process. Problems occur 
when users from Separate WorkStations try to update the 
Same information on a website, confusing the process. 
Propounding the problem, many businesses require that their 
Internet Sites be updated by the day, hour or minute, and by 
numerous contributors. And, as the number of contributors 
increases, So does the Volume, and complexity of content, as 
well as its use. AS information is created, it must be Saved 
by all of these contributors, who may or may not be diligent 
in maintaining proper data preservation procedures. In Some 
applications, the information must also be deployed to 
Sometimes remote production Servers where websites are 
hosted. As a result, managing the website for efficiency and 
quality control has become difficult. 
0006. In response to these problems, system applications 
have been developed for managing website development. 
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Some of these include Software configuration management 
Systems, document management Systems and database pub 
lishing Systems. In one Such application, websites may be 
developed within work areas where individual website 
developerS construct or maintain Separate portions of con 
tent that define a website. This helps to spread out the tasks 
of website development to multiple people. The final con 
tributions from each developer may then be incorporated, 
and then deployed to a production Server that hosts the final 
website. 

0007. There are several disadvantages associated with 
conventional website development Systems. For example, 
where maintaining a website may require the efforts of large 
numbers of people, it may be desirable to have website 
contributors work in parallel. Software configuration man 
agement Systems do not allow contributors to Simulta 
neously make changes to the same area of a website. And, 
conventional Systems typically do not allow individual con 
tributors to separately test their own work without publish 
ing to the website. The result is that individual contributors 
cannot foresee the effects of their contributions when com 
bined with other contributions. Also, deployment of the 
website content is often done with little control over the 
deployment proceSS itself. As a result, conflicting changes 
may be posted to a website, corrupting its content and 
undermining the website's integrity. 

0008 Conventional systems also sometimes rely on a 
central website control person known as a “webmaster” to 
integrate all changes posted to a website. This webmaster is 
solely responsible for the quality control of the website and 
for integrating all of the content. With the existence of 
multiple content contributors, the webmaster often becomes 
a bottleneck in maintaining and developing websites. Inte 
grating the work of multiple contributors is a time consum 
ing and labor intensive task, and includes debugging the 
content and resolving conflicts among contributors. To fur 
ther complicate things, webmasters have no real-time con 
trol over the contribution proceSS and even leSS control over 
the deployment for display on the final website. This makes 
it difficult if not impossible for the webmaster to properly 
organize and maintain a website. The webmaster is left to 
Sort through errors, to resolve conflicts and to Schedule 
website changes without any real control over the overall 
proceSS. 

0009 Thus, in conventional systems, the deployment 
Scenario from the content producer to the Web Server, if it 
exists at all, is typically predetermined and inflexible to 
change. Moreover, once the deployment of the data is 
initiated, there is no further control of the deployment of the 
content to the website production Server. The conventional 
configuration may be characterized as a metaphoric equiva 
lent to a black box, wherein content is Sent and presumably 
loaded onto a website, without any further understanding or 
control of the process by the developers of the content, or 
any reassurance that the deployment has been Successful. 

0010. Therefore, there exists a need in the website devel 
opment industry for a method and apparatus configured to 
more efficiently deploy data in website development and 
maintenance applications. AS will be seen below, the inven 
tion does this in an elegant manner. 
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SUMMARY OF THE INVENTION 

0.011 The invention is directed to a method and apparatus 
for deploying data using a website development Software 
application and executing Scripts related to Such deploy 
ment. A System that utilizes the invention may work in 
Synchronicity with the application to deploy theses Scripts So 
that they can be executed in order to improve the delivery 
and maintenance of web content and related data. The Scripts 
may be deployed using the same means as the deployed data, 
or may preexist within devices along the deployment path. 
Unlike other Solutions, the unique use of Scripts in Such an 
application allows for further control and monitoring of 
locations along the deployment path, Such as website pro 
duction Servers and other possibly disparate devices and 
Systems. Another aspect provides Security to deployment 
destinations by, requiring Screening of incoming data 
deployments. These and other features of the invention will 
be apparent in detailed description below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 illustrates a computer network system for 
website development in accordance with the present inven 
tion; 
0013 FIG. 2 illustrates a development system in accor 
dance with the present invention; 
0.014 FIG. 3 illustrates a development system in accor 
dance with the present invention; 
0.015 FIG. 4 illustrates a development system in accor 
dance with the present invention; 
0016 FIG. 5 illustrate a development system in accor 
dance with the present invention; and 
0017 FIG. 6 illustrate a development system in accor 
dance with the present invention. 

DETAILED DESCRIPTION 

0.018. The invention is directed to a method and apparatus 
for efficient deployment of data as well as the execution of 
commands related to Such deployments. The invention may 
be used in a System for deploying data to disparate devices 
or Systems that may be located in remote locations. The 
Internet is made up of a multitude of disparate Systems 
eXchanging disparate web content and other types of data 
and Software programs, making up a very heterogeneous 
environment for exchanging web content and other data. 
Utilizing the invention, the deployment of Such content can 
be composed to adapt to many disparate Systems to distrib 
ute website content and related information. A System that 
utilizes the invention may work in Synchronicity with the 
application to retrieve and deploy data that is created, 
modified or otherwise changed. One or more Scripts may be 
executed over the course of deployment to exert certain 
controls on destination devices along the deployment path, 
improving the delivery and maintenance of web content and 
related data. In this context, the deployment path may be 
defined as the transmission of web content and related data 
via a Series of machines between a Source of the content and 
a destination. Such machines may be chained together or 
otherwise configured to enable the transmission of the 
content from the Source to the destination or destinations, 
Such as one or more production Servers. These executable 
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Scripts may be pre-loaded in locations along the deployment 
path where they are used, or they may be deployed along 
with the data in which they are related. If the scripts are sent 
along with the data, they may be Self-executing upon the 
occurrence of certain events. In a preferred embodiment, the 
Scripts preexist in devices or entities along the deployment 
path before the deployment. Related execution commands 
may then be deployed out along with content to execute the 
preexisting Scripts. They may also be sent by other means 
and executed according to the deployment configuration. 
The deployment and execution of the Scripts may also be 
automatic in response to the occurrence of certain events, 
making the operations operate in the background of an 
application where they are transparent to the System opera 
torS. 

0019. In one embodiment of the invention, a computer 
System may be configured to execute Software code that 
defines the relevant functions for performing web mainte 
nance and development operations at disparate device and 
System locations according to the invention. A disparate 
device may be defined as a device that has different formats 
or operations than other Systems with which it communi 
cates, as a device in a geographical location that requires 
Special processing in order to properly deploy the content, or 
as a device that needs additional processing in order to 
utilize certain web content or other information. In Such 
Systems, compatibility with other Systems or devices may be 
an issue. One embodiment of the invention is directed to the 
ability to associating executable Script commands with data 
and deploying them together to what may be disparate 
devices or Systems. The Scripts that these commands cause 
to be executed may be configured to perform operations 
related to the deployment of the data, or may be directed to 
perform other operations related to the development and 
maintenance of a website. 

0020. One embodiment of the invention may be charac 
terized as a control apparatus for controlling web related 
activities or operations in devices and Systems to locations 
where data may be deployed. Another embodiment of may 
be characterized as a messaging apparatus configured to 
broadcast the Status or result to interested or concerned 
perSons, machines or other entities. The invention is par 
ticularly adapted to deploying data and related Script execu 
tion commands in an Internet website development Software 
application and will be described in that context. It will be 
appreciated, however, that this is illustrative of only one 
utility of the invention, and that the invention has greater 
applicability and utility. 
0021. In a computer System that manages a quantity of 
data, the data is Stored in computer memory in the form of 
files. For example, in a System for maintaining and making 
changes to content for a website, extranet Site or intranet Site, 
physical memory may be allocated for work areas, Staging 
areas and edition areas. In one example of a web develop 
ment and maintenance System, work areas may store in 
progreSS changes to be made to the content by an individual 
contributor or group of contributors. Unlike conventional 
Systems, this example may be configured to automatically 
retrieve, deploy and Store content that culminates from these 
inprogreSS changes in a manner that may or may not be 
transparent to users maintaining and developing content. 
Once the changes are made in the work areas, the changed 
content may be Submitted to a staging area or areas. In the 
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Staging area, the content changes may be combined. From 
the Staging area, the changed content may be forwarded to 
an edition area or areas. The edition areas may store versions 
or editions of the content for the website, extranet site or 
intranet Site. The data may then be deployed to devices or 
Systems that may utilize Such content. According to the 
invention, executable Script commands may be deployed 
along with the data in order for operations or activities to be 
performed. These scripts allow for additional control over 
and monitoring of data destinations that may be remote and 
that may involve disparate devices or Systems. 

0022 Referring to FIG. 1, a block diagram of such an 
application is shown incorporated in a System for website 
development and maintenance. The website is maintained 
by users occupying WorkStations 102. The users develop 
particular areas for use within the website in individual work 
areas, which are Stored Separately from other areas. Once a 
user working within a work area has completed a task for the 
website, the user may Submit the content to a Staging area for 
review. The Staging area is configured to hold information 
pertaining to areas within the website from the multiple 
work areas. The proposed changes to the website can be 
displayed at the Staging area for review before they are 
published in the final website. Once the changes are 
approved at the Staging area, the changes may be published 
by deploying the web content and the website is modified. 
According to the invention, Script commands 144 may be 
deployed along with content to cause Scripts to be executed 
at locations along the deployment path to further control the 
deployment, including the web server that hosts the website. 
In a preferred embodiment, these Scripts exist in entities 
along the deployment path prior to the deployment. 

0023. In order to perform the development of content 
according to this functionality, the proper deployment of 
different types of data must be achieved. The concept of 
deployment includes the transfer of different types of data in 
particular ways to particular locations, perhaps multiple 
locations. File data, Such as web content, may be transferred 
to a target file System, Such as a production Server where the 
web content is displayed to web browsers. Metadata and 
template data, which relate to the web content or other file 
data, may be deployed to certain databases where they are 
utilized. 

0024. In order to store particular information properly, a 
user utilizing conventional methods typically must compile 
the changes created in a work area into a file and Store the 
file in the database. Taking into account the Voluminous and 
varied information produced in a work area, this can be an 
arduous task, requiring considerable time to execute. Of 
course, this takes precious time away from the task of 
producing and maintaining a website. The development 
Server may be configured to automatically Store in-progreSS 
changes of web content developed. Once completed, the 
changes may be deployed according to the invention. 

0.025 In another embodiment of the invention, a method 
and apparatus for the deployment of data is provided that 
includes the ability to execute certain Software program 
Scripts at various phases of the deployment of the data. Such 
an embodiment may be employed to monitor the deploy 
ment of the website content from the initial deployment of 
the data from where it is generated. This may be accom 
plished up to and including the website production Server by 
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broadcasting results of deployments, Such as the beginning 
and end of a deployment, the Success or failure of a 
deployment, and other information related to a deployment. 
0026. In operation, script commands may be deployed to 
destinations along the deployment path and directed to 
executable Scripts Stored in configuration files of devices 
existing along the deployment path, Such as a production 
Server. The Scripts are configured to cause operations to be 
performed on these devices upon their execution. They may 
be executed upon a deployment, upon delivery to a certain 
destination, in response to a command Sent from another 
device or entity, or upon the occurrence of certain events. 
Commands may be sent to these devices to cause the Scripts 
to be executed by a processor communicating with the 
device, causing the operations configured within the Scripts 
to be performed. For example, upon a Successful deploy 
ment, a Script may be executed to inform an interested or 
concerned party of the deployment that the content was 
delivered. An interested or concerned party may be a person, 
another machine, or Some other entity to which the deploy 
ment pertains. Similarly, upon a failed deployment, a Script 
may be executed to inform the interested party of the 
deployment, and possibly request a Subsequent re-deploy 
ment by the Source of the content, Such as the development 
Server 104. In another example, a Script may be executed on 
a Secondary development Server to further deploy the con 
tent to one or more production Servers. In general, deploy 
ments may occur between almost any device along the path 
of deployment, and in either direction. More examples are 
discussed below. 

0027. The invention allows for the deployment of website 
content and other data to website production Servers while 
being controlled and monitored at entities throughout the 
deployment process. For example, Scripts of programmable 
Software may exist on devices and can be executed at 
various points of the deployment process. The particular 
deployment transactions as well as the executed Scripts may 
be logged in a memory location that can be reviewed by 
entities throughout the process based on their authority to do 
SO. In response to certain deployment events, operations may 
be executed by Sending commands to execute the Scripts. 
Such events may include the initiation of a deployment, the 
completion of a deployment, the failure of a deployment, 
and other operations related to the deployment of content 
and other information. 

0028. A large number of disparate systems communicate 
via the Internet eXchanging disparate web content and other 
types of data and Software programs. As a result, the 
environment is terribly heterogeneous. Such an environment 
may not be Suitable for exchanging web content and other 
data among disparate devices and Systems using conven 
tional methods. Utilizing the invention, the deployment of 
content can be configured to adapt to many disparate 
devices. A device or System configured with the invention 
may also adapt itself to disparate computer Systems operat 
ing on different platforms such as Solaris, AIX, Windows 
NT, and Windows NT Alpha and other systems. The inven 
tion allows the deployment of content among these various 
platforms to provide centralized, Synchronous and Secure 
communication among the different entities. As a result, 
more robust deployments can be accomplished among dis 
parate computer Systems, using disparate content, developed 
by disparate users for access by other disparate computer 
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Systems. Now, disparate devices connected to heterogeneous 
networkS Such as the Internet can finally communicate. 
0029. Utilizing the invention, in one embodiment, a cen 
tral intranet can be accessed and updated by individuals 
from multiple locations, even if the locations are within 
Separate firewalls or Synchronized via unsecured Internet 
connections. Script commands may be attached to data Such 
as web content and Sent to various entities, Such as web 
Servers. This data may be verified and deployed according to 
a predetermined configuration. According to the invention, 
Scripts may then be executed at either the Source of the data, 
the destination of the data, Such as a destination Server, or at 
various phases of deployment. Commands may then be sent 
to execute the scripts. This would allow for external task 
execution during the deployment of the web content 
throughout the System. 

0.030. For example, a user can run a script to automati 
cally stop and restart a web server before deployment of the 
data Starts. This allows an entity deploying the content to 
control a web server by Simply Sending the commands along 
with the content to execute the Scripts. Then, the Scripts can 
cause certain tasks to be performed. Scripts may also be 
attached to content and can be executed upon delivery, 
Sending a notification to an entity on the System that verifies 
that the deployment has been completed and was Successful. 
Using this reporting capability, Scripts can also report fail 
ures in deployment So that data may be redeployed or 
otherwise analyzed. 

0031. In one embodiment, scripts may be deployed for 
running language-checking operations during deployment to 
notify the destination web server. Such a script, when 
executed, may inform a webserver that a particular format of 
data is included within the format being sent. The webserver 
can then adjust accordingly to accommodate the data if 
needed. 

0.032 Scripts can also be attached to web content in order 
to Send transactional and Script execution information. In 
Such an embodiment, Scripts may be attached to data to 
convey Status information to a central location. For example, 
the Scripts, when executed at the destination, may cause the 
recording and logging of information related to the activities 
that occurred throughout deployment of the attached data. 

0033. In order to understand one embodiment of the 
invention related to deploying Scripts in website develop 
ment and maintenance Solutions, it is useful to understandan 
example of such a solution. FIGS. 1 and 2 illustrate such an 
example of Such a System. Referring again to FIG. 1, in one 
or more development workstations 102, website developers 
may add, remove, edit and examine files for a website. 
Development WorkStations may include conventional per 
sonal computers, UNIX workstations, or other workstations 
that can be configured to develop content. The development 
workstations 102 may be connected to a development server 
104 via a computer network 106, such as the Internet or 
LAN. 

0034. The development server 104 may include a web 
server 108 for serving up content to web browsers, and a 
backing Storage 110 for Storing versions of website content. 
The server 108 processes HTTP requests from the develop 
ment stations 102 for website content (e.g., files). The 
website files may be physically Stored in the backing Store 
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110 which may be conventional, such as the WINDOWS NT 
filing system commercially available from Microsoft Cor 
poration. The backing Store may serve as a central location 
to Store all data that is created, transferred, or otherwise 
maintained within the System. The Storage of data may be 
executed transparent to the user. 
0035. The development server 104 may also include a 
conventional memory 112 (e.g., RAM) and a conventional 
processor 114, which implements the website development 
methods of the present invention by executing Software code 
116 stored in the memory 112. An HTTP protocol virtual 
ization module 118 may be executed by the processor 114, 
allowing web server 108 to operate as if it were multiple 
servers. The module may also be stored in the memory 112. 
0036) Open deploy application 119 may be included in 
development server 104 to enable the government and 
monitoring of the deployment from the development Serv 
er's point of View. Such an application may include Scripts 
that may be executed on the development Server. It may also 
include commands that may be sent to other devices or 
entities associated with the deployment of data to execute 
Scripts. Custom Systems may be written to generate other 
files or configuration files to be used by the production 
SCWC. 

0037 Data deploy daemon application 121 is configured 
to enable the deployment of metadata and templates to client 
database 140. In this example, templates and metadata may 
be transferred to client Systems as database content where 
delta tables and base tables are maintained. These templates 
and metadata may then be used by the client in maintaining 
its website. 

0038. The development server 104 may be coupled to a 
website production web server 120 via a network 122. 
Network 122 may be the same network as network 106 or a 
different network. The web server 120 may also be coupled 
to the Internet or an intranet 124. When a website is ready 
to be posted on the World Wide Web or on an intranet, the 
development server 104 sends the website content to the 
production web server 120 which then provides Internet or 
intranet access to the website, depending on the System 
configuration. Network 122 may deploy data to client data 
base 140 that originated in development server 104. 

0039 Client system 138 may include database content 
that includes delta tables and base tables used in developing 
and maintaining websites. The client System may also 
include client processor 139 for controlling the inter-work 
ings of the client System, Such as receiving and deploying 
content and related information, including Scripts and their 
respective commands that cause their execution. Client 
processor 139 may include client deploy application 141, 
that may be configured to interact with open deploy module 
119, a deploy application located in the development Server. 
Together, the deploy applications can enable the develop 
ment Sever and the client System to monitor and control the 
deployment process. 

0040. A base table may be established in client database 
140. The base table may be a Snapshot of a Staging area 
located within development server 104. These base tables 
may be updated as the Staging area changes via further data 
deployments. The database Services client WebServer appli 
cation 142, which may make changes in order to maintain its 
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own website or other application that the development 
Server Services. In this respect, delta tables may be estab 
lished in database 140 to preserve changes that users may 
make in client application 142. In one respect, the delta 
tables and base tables operate along with the client appli 
cation similar to the function of the development WorkSta 
tions 102 that Send changes to Staging areas. In this respect, 
the client application may act as the WorkStation. The 
changes in delta and base tables emulate the corresponding 
content in work areas and a Staging area. The benefit to this 
configuration is that maintenance of a website may be under 
the control of the development Server, or may be separately 
under the control of the client application in conjunction 
with the client database. 

0041) A website is generally comprised of the contents of 
an arbitrary file system. The website development system 
100 of the present invention may include hierarchical file 
Systems. Each Such file System of the present invention 
provides an environment for managing and manipulating 
individual files. When executed, the website development 
Software 116 enables the management and manipulation of 
files. The backing storage 110 is where the files and corre 
sponding metadata may be physically Stored. Metadata is 
generally data that is related to work content. Some 
examples include for example content owner identification, 
group identification, access control, file name, modification 
times, creation times, extended attributes (EAS), website 
addresses associated with the content, and other information 
related to the content. 

0.042 A hierarchical file system of the present invention 
may be referred to in the art as an “area.” There may be 
different types of areas including work areas, Staging areas 
and edition areas. A work area may be a modifiable file 
System that is used by perSons who create and maintain web 
content in work files for eventual use in a website. A Staging 
area may be an area where content from these work files is 
assembled before it is published. A central control perSon, 
Such as a webmaster, may review content Submitted from 
work areas within a staging area or an edition area. Since the 
work areas are generally areas for creating and maintaining 
content exclusively, the Staging and edition areas may be 
restricted to only assembling and displaying content. By 
design then, they may be configured as read-only file SyS 
tems. Any modifications to content may then possibly need 
to be sent from an editor back to a WorkStation to perform 
any changes that may be needed. This helps to maintain the 
integrity of the content and to Simplify the process. How 
ever, a business may want the system 100 to be more 
flexible, allowing other people Such as editors to modify the 
content before it is published. The automatic Storage and 
possibly modification of data upon the occurrence of certain 
events may be desired in order to preserve data produced or 
otherwise modified during development or maintenance of a 
website. This way, different versions of content may be 
preserved and time-Stamped, allowing developerS and poS 
sible editors and administrators the ability to revert back to 
different versions of the content. 

0.043 For example, content may be submitted to a staging 
area for review. Upon the occurrence of the Submission of 
data, metadata associated with Such content may be modi 
fied in order to distinguish the changes made from the 
original version. This way, different versions may be pre 
Served and organized. To Save Space, only the deltas, or 
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actual changes, may be Stored from each version. This can 
be useful in the day-to-day operations of a website. For 
example, an airline may advertise different fares online, to 
which purchaserS may order tickets for flights. An error in 
publishing a fare may occur, Such as a fare that is much 
lower than planned, giving purchasers a windfall. A website 
administrator may then revert back to the earlier website, 
and avoid losing money by Selling too many low fares. 
Having older versions of content, therefore, may be crucial 
to certain businesses. 

0044) In addition, the application may be configured to 
keep metadata and template data changes in delta tables, 
which emulate the corresponding content in a Staging area. 
Tracking table (not shown) tracks the different changes 
proposed for the website as it is modified in response to 
changes proposed by each client work area and may be 
accepted by an authority of the client. The tracking table is 
configured to track the various tables created, Such as base 
tables, and also tracks the interrelationship among the Vari 
ous tables. The tracking table may keep track of the char 
acteristics of the different tables Such as the times and dates 
in which they are created, the interrelationships of the tables 
such as which base tables correspond with different delta 
tables, and other characteristics. In Such a configuration, data 
may be deployed from a development Server to a webserver. 
One embodiment of the invention is directed to the ability to 
control and monitor the deployment of the data throughout 
the deployment process. 

0045. In such an embodiment, executable script com 
mands 144, generated by a Script generator (not shown), 
may be deployed along with content in order to control and 
monitor the deployment of data. For example, it may be 
desired to Start and Stop the webserver during deployment, 
So that data and possibly Software code may be loaded onto 
the Server. A Script configured to perform the operation could 
exist on the webserver. A command 144 may be deployed 
along with the data deployment to cause the Script to be 
executed. Upon execution of the Script, the webserver could 
be stopped in order for the content and other information to 
be loaded, and then could be started again once the new 
content is ready to be produced on a website. Using these 
Scripts, feedback signals 146 may be sent to the development 
server 104 to inform the server of conditions surrounding the 
deployment. For example, feedback can include information 
related to the Success or failure of a deployment, the 
beginning or end of a deployment of data Such as content or 
directories, and other information related to the deployment 
of data. These may be in the form of an email message or 
other transmission, an update to a log file, or other form of 
communication. 

0046 Referring to FIG. 2, a block diagram of a system 
employing a deployment application in accordance with the 
invention is illustrated. Such a deployment application is 
discussed in connection with a website development and 
maintenance Solution as discussed above. The System 
includes a client computer 202 connected to a monitor 204, 
which has a display 206 for displaying data to a user. The 
computer may be configured to maintain websites Served 
from a client location. The client computer 202 includes a 
CPU208 for controlling the inter-workings of the computer 
and a modem 210 connected to a network 211 for sending 
information to other destinations. The client computer 202 
further includes cache 212 for Storing frequently used data. 
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Memory 214, controlled by CPU208, can be a conventional 
memory and can be a random access memory (RAM), a 
dynamic random access memory (DRAM), a static random 
access memory (SRAM), or any other memory configured to 
store and transfer digital data therefrom. The memory 214 
may include one or more work areas that may be defined as 
a collection of directories located on the development Server, 
thus, not a separate computer in and of itself. Thus a work 
area may be defined merely as a set of files that a user at a 
client or development computer has authority to access. 
0047. If on a separate computer, it will be apparent that 
the computer 202 is conventional and that various modifi 
cations may be made to it. Also communicating with work 
area computer 202 is an optional database 222 for Storing 
data that is easily accessed by a user. Data can optionally be 
Stored in data files 223, which gives a user an organized way 
to Store data. Memory 214 may also include a conventional 
operating System, Such as Windows, for receiving content 
from the development server to further develop and main 
tain. Computer 202 also includes a keyboard 224 and mouse 
226 that allow a user to input data. 
0048. The system of FIG. 2 further includes a develop 
ment server 230 having a CPU 232 for controlling the 
inter-workings of the server 230 and a modem 234 con 
nected to network 212 for transferring data using the net 
work. The development server 230 includes memory 238 
that includes work area Software application 216 that 
includes template codes for creating and Storing templates 
used for displaying data. These templates define the displayS 
used on the website, So that a user having a graphic user 
interface (GUI) can read the data displayed in the Selected 
template format. Also Stored in the memory 214 is data tuple 
code 220 for Storing and transferring data in the tuple 
format. The server 230 further includes a cache memory 236 
for Storing frequently used data and a conventional memory 
238. This cache 236 may reside in Software in the memory 
238 as well. Thus, it will be apparent that the server 230 is 
a conventional Server and that various modifications may be 
made to it. Memory 238 may include template code 240 for 
Storing and creating templates to be used on a website. The 
server 230 may further include tuple code 242 for storing 
and transferring data in a tuple format. Tuple code may be 
a Software application configured to deploy data. Further 
included is a Staging application 244 for Staging contribu 
tions to the website by multiple work areas. The Staging 
application 244 can configure the template code and tuple 
code for displaying data on a website in a given template 
format. Also included is an optional database 246 for Storing 
data to be accessed by the development server 230. ISP248 
may also be included in the system of FIG. 2 to allow the 
work area computer 202 and development server 230 to 
eXchange data via the Internet, another example of network 
211. Data deploy daemon 252 is also located in memory 238, 
and may be a Software application that is configured to 
deploy data based on certain trigger events. Tag code 250 
may be included for associating tags with deployed data, 
files, or other information. Data deploy daemon 252 may 
correspond with data deploy daemon 215 located in the 
development Server. Together, these daemons may allow the 
monitoring and control of data deployments between the 
development Server and the client System. 
0049 Referring to FIG. 3, a network computer system 
300 is illustrated wherein one embodiment of the invention 
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is utilized. A development web server 302 communicates 
with a production web server 304 via network 306 in order 
to transfer content from the development web server 302 to 
production web server 304 with possible integration with 
other website content. The network 306 may be any number 
of networks Such as a local area network (LAN), the 
Internet, or other types of networks used to facilitate com 
munication among multiple computers. The production web 
server 304 may be connected to a second network 308 which 
could also be a LAN or could also be the Internet. The 
production web server 304 may communicate with produc 
tion servers 312-316 which communicate with network 308. 
Such a configuration may be characterized in the art as a 
“production farm', where a number of webservers, proxy 
servers, and other website host devices proliferate the web 
content via multiple Sources. 
0050. The production servers 312-316 may be subject to 
a firewall 310, which governs the transmission of data 
between the network 308 and the production servers 312 
316. According to the invention, the transmission of content 
from the development web server 302 to the ultimate web 
production servers 312-316 may be monitored and docu 
mented So that transactions and executed Scripts can be 
analyzed. When sending data in a deploy direction 318, 
Scripts can be executed throughout the entire data path in 
order to accomplish certain goals. Feedback information can 
be deployed in the feedback direction 320 so that an entity 
within the data path can analyze the entire deployment 
process as it occurs. 
0051 Referring to FIG. 4, a functional block diagram is 
shown to illustrate the use of scripts. The development 
webserver 402 is configured to deploy data to production 
webserver 404. The deploy file 406 may include content 
410, 412, 414, executable scripts 416 and script execution 
commands 418. Optionally, the scripts may be sent to the 
production webserver by the development webserver. In a 
preferred embodiment, the Scripts pre-exist in the production 
WebServer prior to deployment. 
0052 Commands 418 may be deployed along with con 
tent in order to effectuate the execution of the Scripts. Scripts 
may reside on the destination Server, Such as the production 
server. Commands 418 may be transmitted either alone or 
along with content and related information to cause the 
Scripts to be executed and to perform tasks on the production 
SCWC. 

0053. In a preferred embodiment, the scripts reside in a 
configuration file on the Server where they are executed. In 
one embodiment, Scripts may be configured on either or both 
the development webserver 402 and the production web 
Server 404. In Such a configuration, Script execution com 
mands may be sent from the development webserver 402 to 
the production webserver 404, and vice versa. This allows 
for command interaction between the two servers, making 
the deployment more robust. In one embodiment, Script 
commands are Sent in response to trigger events Such as the 
beginning and end of a deployment, the Success or failure of 
a deployment, etc. 
0054 Scripts that are run on the production webserver 
may govern operations Such as Stopping and restarting a 
WebServer before, during or after a deployment. In common 
deployment Scenarios, a webserver must be stopped, have 
new content loaded in, then restarted So that is can product 
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the new version of the website with the new content. With 
Scripts located at the production Server, commands may be 
Sent from the development Server to Start and Stop the Server 
accordingly. 

0.055 Scripts may also be run to install software compo 
nents on the production webserver. Such components may 
be Software modules configured to enable the deployment of 
content, metadata and other information to a production 
Server. For example, Software applications or modules may 
exist on the development Server that may be useful in aiding 
deployment. One example of a Script would cause the 
components to be installed in the production Server. 

0056. In another embodiment, the ability for either the 
production Server or the development Server to Send emails 
upon the execution of a Script is provided. For example, 
upon a failed deployment, both the Source and destination of 
the deployment are aware of the failure. Upon Such a failure, 
according to the invention, a message may be sent by 
common email or other means to inform other devices of the 
deployment failure, Such as other interested or concerned 
entities. These Scripts for Sending emails may reside on any 
and every entity along the deployment path, Such as in a 
configuration file of a device. This feature of the invention 
gives the development server the ability to broadcast the 
Status or result of the deployment of web content to inter 
ested or concerned entities. 

0057 Scripts may also be configured allow and entity in 
a System to Send a command to retry deployment at the 
development Server. Upon the failure of a deployment, or 
possibly upon other loSS of data needed at a production 
Server, a command may be sent to the development Server to 
deploy the content and related information again. This 
embodiment allows for control of the deployment to Switch 
to the production Server to enable a repeated deployment. In 
one embodiment, the ability to deploy again may be limited 
to authorized entities within a System, Such as designated 
production Servers that are authorized to receive the content 
and related information. In another related embodiment, the 
deployment may be configured to automatically retry a 
deployment upon a failure. 

0.058. In another embodiment of the invention, an entity 
may be configured to deploy content and related information 
to a number of destination devices. Such a configuration 
may be characterized as an administrative deployment from 
a production Server to what is known as a web farm. Such 
a production Server may be configured as a Secondary 
deployment Server that administers the deployment to these 
multiple production servers. This embodiment allows for 
Scripts to reside on the Secondary deployment Server for 
execution upon a commands Sent to them. Such a command 
may be configured to trigger a deployment to one or more 
Selected production Servers communicating with the Second 
ary development Server. Utilizing this embodiment, the 
deployment of content to particular production Servers may 
be controlled by the development server. For example, 
certain types of content may be Suitable in different geo 
graphical locations and in different cultures. Content may 
need to be translated, or otherwise modified before Sending 
it to the final destination production Server. Utilizing the 
invention, the delivery of the content can be controlled by 
Sending out commands along with content to cause properly 
configured Scripts to control the delivery of the content. 

Jan. 10, 2002 

0059. In another embodiment, certain scripts may be 
executed upon predetermined conditions. Such conditions 
may include the execution of a Script before, during or after 
deployment. Other conditions may include the execution of 
a script before or after a file is deployed, or before or after 
a directory is deployed. Utilizing this embodiment, the 
execution of Scripts may be limited to when they are 
executed. The Scripts also may be automatically executed 
upon the occurrence of a predetermined condition, Such as 
a failed deployment as discussed above. Upon a Successful 
deployment, for example, the destination device, Such as a 
production Server, may be activated. AS another example, 
upon a Successful deployment, the Subsequent installation of 
certain Software components may be executed. 

0060. In a preferred embodiment, the scripts 420 may 
exist in the destination Server prior to deployment. There 
fore, they would not need to be deployed along with the 
content and other information. In the example of FIG. 4, this 
would allow the owner of the production webserver, which 
may be different than the owner or controller of the devel 
opment Server to create its own Scripts that are compatible 
or otherwise customized for its System. In Such a configu 
ration, only the Script execution commands 418 may be 
deployed along with the content. In another embodiment, 
updates or replacement Scripts may be sent to the production 
WebServer. In one embodiment, the command is in a deploy 
ment configuration file that is fed into the open deploy 
application 119. The command is a message that is Sent over 
the network to the application 119 on the production server 
that instructs the application 119 to run the Specified Script. 

0061. At the receiving end, the deploy file 406" is 
received and parsed by the production server 404, and the 
content 410', 412", 414 may be placed in production or 
otherwise utilized. The Scripts may cause functions to be 
performed at the production webserver. AS discussed above, 
these Scripts may include a trigger element, where they are 
executed or cause functions to be performed before, after or 
during deployment. The corresponding Scripts 420 are 
executed, and the underlying functions are to be performed, 
as discussed above. This Scenario may be reversed for 
deployments that include commands Sent from a production 
or other device back to the development server. 

0062 Referring to FIG. 5, a computer network system 
500 similar to that described in FIG. 3 is illustrated. In 
another embodiment, the System includes a development 
server 502 having an optional monitor for use by a user 
operator. The development server includes a CPU 506 
configured to execute Software programs and manipulate 
and transfer data within the server. The server 502 further 
includes a modem 508 for communicating with other com 
puters and entities external to the server 502 by transferring 
and receiving data therewith. Cache memory 510 is also 
included in the Server for Storing frequently used informa 
tion executable by the CPU. Database 512 is configured to 
Store large amounts of data for access and use by the CPU. 
Persistent memory 514 is also included to store prototypes 
of code and other information used by the CPU. Memory 
516 may be a random access memory for Storing informa 
tion related to the creation and deployment of content by the 
server. Memory 516 may be any type of readable and 
Writable memory device including random acceSS memory 
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(RAM), dynamic random access memory (DRAM), flash 
memory, and any other type of memory that is readable and 
writable. 

0.063. In one embodiment, memory 516 includes a trans 
action log 518 for recording the transactions involved with 
the deployment of data for use on a web server. The 
transaction log is a useful feature that allows the recording 
of transactions involved in the deployment of data for 
review by a user or other entity. The transactions may be 
particular to the client owning or operating of the Server 502 
So that the transactions executed or otherwise involving the 
server 502 may be monitored. Memory 516 may also include 
script list 520 for storing scripts that may be stored within 
the configuration file of the web content data, for execution 
within the deployment process. The script list 520 may be a 
log of certain Scripts that were deployed and executed by the 
server 502 and may also include further information includ 
ing the viability of the Scripts, the possible Successes or 
failure of the Scripts in prior executions, and other informa 
tion related to the Scripts. The Scripts list may also contain 
the actual Scripts including Software code that may be 
executed during the deployment process. 

0064. As discussed above, these scripts can be useful in 
controlling and monitoring the deployment of data through 
out the process. These Scripts can be included in the con 
figuration file to control and monitor the deployment of the 
particular contents. For example, the Script can include 
Software code that designates certain deployment targets 
where the content is deployed. A System may have multiple 
web production Servers, the types of Servers that allow 
access to websites Stored on the Servers by users connected 
to the Internet, the Scripts within the configuration file can 
determine to which server the content will be deployed. 
Also, if multiple files are being transferred within the 
content, a Script can be included in the configuration file to 
deploy certain files to certain locations as predetermined by 
development server 502. Upon deployment, a command 
may be generated to execute a Script. Unlike the prior art, 
utilizing the invention, a user can perform a much more 
intricate and robust deployment of data that can be closely 
controlled and monitored. 

0065 Scripts can also be included to control the deploy 
ment of data of certain size files as well as certain times on 
which the data may be deployed. These are very useful 
functions that can greatly simplify the deployment of data 
over a period of time for files of various sizes. For example, 
if a website is to be updated on a daily basis, the Scripts can 
be configured So as to deploy particular data on particular 
dates and times. Also, with large size files, portions of these 
files may be deployed in Subfiles or in other configurations 
to allow the bypass of a firewall that may limit the amount 
of data that can pass into a particular computer System, 
network or other entity. 
0.066 Scripts can also be included within the configura 
tion file to deploy only portions of web content to a web 
Server. For example, if less than the entire web content on a 
web page has been modified, a comparison can be done 
between the new content and the old content. The difference 
between the data can be determined. This difference, con 
Sisting of the newly added or modified data can be trans 
ferred, rather than the entire content. This reduces the 
amount of data being transferred to the production Server. 
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0067 Scripts can also be configured to designate files to 
be excluded or ignored by certain entities. These files could 
be overwritten, encrypted or otherwise blocked out from 
particular entities as predetermined by a user. Files can also 
be renamed, deleted or otherwise modified during the 
deployment based on the Scripts within a configuration file. 

0068 Included within the scripts can also be certain 
authority or permissions that allow certain users, Servers or 
other entities access to certain data, whether it be the 
monitoring of data or the actual control of the deployment of 
the data. The Scripts can be configured to also modify the 
permissions during the deployment by certain authorized 
entities. This can greatly add to the flexibility of the deploy 
ment process, allowing for proper authority to be delegated 
So that the web content can be properly deployed in a 
multitude of Situations. 

0069. In order to deploy web content over disparate 
computer Systems, web content is often deployed in various 
formats and under various conditions in order to adapt to 
particular users, particular content and particular Systems 
that utilize the content for Serving web pages. Utilizing the 
Scripts features, web content may be deployed under various 
formats by initializing and loading data into particular 
computer Systems or entities according to the Scripts. These 
Scripts may correspond to particular computer Systems or 
formats that are utilized in computer Systems that utilize the 
web content. Scripts may include certain Special treatment 
links that may be affiliated with certain computer Systems. 
The scripts may be configured to follow the links that are 
designated by the computer Systems, or to ignore the links 
and perform its own procedures for downloading or other 
wise deploying the data into particular computer Systems. 
These Scripts can also include particular ports and Internet 
protocol (IP) addresses to which data may be deployed. 
These various addresses or ports may be configured within 
the Scripts for controlling and monitoring the deployment of 
the data within a particular System. 
0070 Scripts may be configured to spawn particular 
functions at different points along the deployment path. The 
preceding discussion is an embodiment of the invention 
where the development Server is configured to deploy and 
run the Scripts throughout the deployment process. It is also 
possible to enable other entities throughout the deployment 
process to govern the control and monitoring of the deploy 
ment process, including attaching Scripts to web content as 
well as executing certain Scripts at various points of the 
deployment process. 

0.071) Still referring to FIG. 5, production server 526 is 
included and configured to communicate with development 
server 502 via network 524. The network may be a LAN, the 
Internet or other type of computer network. The production 
server 526 may have the ability to execute certain scripts 
according to commands sent by the development server 502, 
and may also have the ability to execute certain of its own 
Stored Scripts or other protocols that may aid in the proper 
deployment of web content. Referring again to FIG. 3, this 
production server 526 similar to the production web server 
304FIG. 3, could be useful in the deployment of web 
content between multiple development web servers 302,303 
and multiple production servers 312-316. In such a configu 
ration, a central web server Such as the production web 
Server 526 may be useful in transferring data among these 
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entities, which may be disparate computer Systems and may 
also be transferring disparate web contents according to a 
number of rules as defined by the scripts located in the 
configuration files. The production server 526 may include 
internal Scripts that allow it to perform as a go-between 
among the various entities in the System. 
0072 The production server may include a CPU 528 for 
controlling the inner workings of the production Server as 
well as transferring and manipulating data both internally 
and externally to the production Server. The production 
server further includes a modem 530 for communicating 
with entities connected to the network 524 and for trans 
mitting data among these entities under the control of CPU 
528. The production server further includes a cache memory 
532 for storing data that is frequently used by the CPU. 
Database 534 is also included for storing large amounts of 
data that can be accessed using useful protocols according to 
the database. Persistent memory 536 provides a location for 
Storage of information in possibly a nonvolatile configura 
tion, which can be accessed by the CPU. 
0073. The production server further includes production 
memory 538 for storing software content such as website 
content, software programs that are executable by the CPU 
528, and other data that is useful in the production and 
deployment of web content throughout system 500. Included 
within the memory are transaction logS 540 that are config 
ured to Store and maintain transactional and Script data that 
pertains to any particular development Server, Such as devel 
opment server 502. Log 542 includes the various transac 
tions that occur between the production server 526 and the 
development server 502 that pertains to the deployment of 
data between the development Server and the production 
server as well as throughout the network 524 and other 
entities communicating there with. For example, when a file 
having web content is transferred from the development 
server 502 to the production server 526, a transaction is 
recorded in the log 542 that contains the transactional 
information. This information may include the time and date 
the content was sent, any Scripts that may have been 
executed according to commands and any results of Such 
execution, the location to which it was sent, the type of data 
that was within the content, and other information pertaining 
to the deployment of Such data. This transactional informa 
tion pertain to log 1 may be accessible by the development 
server 502, and possibly other authorized users that can 
access the production Server 526 to view the transactional 
history of the development server 502. The transactional 
logs 540 further include scripts list history 544, which may 
include certain Scripts that were transferred and possibly 
executed under the direction of the development Server 
during a deployment of data. 
0.074. In another novel aspect, certain privileges may be 
established in order to provide a level of security to deploy 
ments and related operations. These privileges may include 
the authorization of certain individuals, entities or identified 
devices to deploy data and perform certain functions related 
to deployment. The privileges are preferably predetermined 
So that the production Server may Screen incoming deploy 
ments accordingly. Screening may occur by receiving iden 
tity data from the Source of the deployment, which may be 
the original Source, or another Source along the deployment 
path. These privileges may apply to either or both sides of 
a deployment. However, in a preferred embodiment, the 
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primary use for privileges is to control access to the pro 
duction Server by entities Seeking to deploy date thereto. 
Authorized users may be identified in a authorization file 
within the production server, such as user list 550. 
0075 Script lists may also include certain privileges that 
may pertain to particular Scripts. These privileges may 
include a list of privileges for other users to acceSS and use 
these Scripts, or may also include the limited authority under 
which the development server 502 may deploy and order the 
execution of these Scripts. 

0076. The transactional logs may include the transac 
tional histories of various entities including N log 546 and 
NScripts lists history 548. These separate logs and scripts 
lists histories may be Stored in Separate locations within the 
production memory 538 for individual access by certain 
authorized users. Production memory 538 may also include 
a user list 550. This user list may include user addresses, 
other user identification information, privileges under which 
certain users may perform certain deployment of data and 
other privileges that may give particular users access to 
certain logs or Scripts lists for monitoring the deployment of 
certain data. This user list and the associated privileges may 
be predefined by development Servers that are operated by 
particular users, or may be defined to the particular produc 
tion server 526 that may be the primary authority for the 
transmission of certain web content throughout the System 
500. As discussed above, this may be important in a system 
such as that described in FIG. 3, where many computer 
entities, possibly disparate entities, transmit data among 
themselves. 

0077. In another novel aspect, production memory 538 
may also include security module 552 including code that 
may define the privileges that are associated with particular 
users. The Security module may be configured to Screen 
incoming data deployments. Such deployments may origi 
nate from remote devices Sending data Such as web content 
for display in the production server. The security code 552 
may be invoked upon the initialization of a user with the 
central production Server 526 when trying to gain access to 
particular transactional logs or when trying to deploy data. 
The Security code may also include a Script lock that may 
disallow the execution of particular Scripts under the author 
ity of the central production server 526. This function would 
be useful, again in reference to FIG. 3, if the production web 
server 304, acting as a central production server such as 526 
(FIG. 5), is acting as the central and primary authority for 
the transfer of web content within the systems 300, 500. 
Production memory 538 may also include file history 554, 
configured to track the history of the different files that may 
be transferred or otherwise deployed within the system 500. 
0078 Referring to FIG. 6, a block diagram is shown for 
illustrating a possible function of a computer network Sys 
tem 600 that utilizes one embodiment of the invention. The 
system 600 may include development web server 602 hav 
ing Server memory 604 for Storing Software applications and 
content that may be produced by certain applications for 
eventual deployment to a production web server. The Server 
may include a work area 606 that includes software appli 
cation code for creating web content 608 for eventual 
deployment. The development Web Server may also include 
a Scripts log 610 and a transaction log 612 for Storing and 
tracking certain Scripts and transactional information that 
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may have been utilized by the development web server in 
deploying data. The log may be an XML based content 
transfer log, configured to retain a complete record of any 
content transfer within a System. Such a log may contain 
information regarding Script execution or failure, error 
records from failed deployments, and other information 
related to deployment. Server memory may also include 
Scripts 614 that may be incorporated into configuration files 
of deployed web content for execution during the deploy 
ment of data. These Scripts may ultimately reside in con 
figuration files located in the memory of the development 
WebServer, the production Server or Servers, or other loca 
tions along the deployment path where the execution of Such 
Scripts may enhance the deployment process. For example, 
the log may have error entries in it, which may be parsed out 
by the Server. In response, a Script may be executed to 
Somehow deal with the condition, Such as halting the 
deployment of data. 

007.9 The development web master 602 communicates 
with network 615, which also communicates with central 
production web server 616 to enable the transmission of data 
between the two servers. Central production web server 616 
includes a staging area 618 configured to integrate and 
combine content received from possibly multiple develop 
ment Web Servers and producing a final web page that 
includes the integration of the entire content. This is very 
useful for systems that allow multiple users from different 
development Web Servers to work on one web page that is 
displayed at a production Server. The Staging area 618 may 
include content 620, 622 received from various development 
entities, or different development web servers, that may be 
integrated into a final web page. The integrated content 625 
may be Stored by the integration application code 624, which 
may include application Software for integrating various 
content received from different development web servers. 

0080 A central production web server 616 may also 
include the user list 626, security code 628, transactional 
logs 630 and scripts logs 632 such as those described above 
in connection with the central production server 526. The 
central production web server communicates with network 
634, which may be a LAN, the Internet, or other type of 
network system. The network 634 may be connected to 
several production servers 636, 640 that are configured to 
Store and allow access to web content deployed among 
possibly various development web servers, a central pro 
duction web server and other production Servers. 
0.081 Still referring to FIG. 6, in operation, the system 
may be configured to deploy data between the development 
web server 602 and the production web server 616, and also 
between production web server 616 and production servers 
636-640. A user communicating with the development web 
server 602 may create using work area 606 web content 608 
for transmissions within the system 600. The development 
web server bundles the content 642 with script commands 
646 that may be sent to Scripts Stored in a configuration file 
to spawn certain operations in the deployment process. 

0082 In a preferred embodiment, commands cause pre 
existing Scripts to be executed, possibly upon certain con 
ditions. The contents 642 along with the Script commands 
646 may be transferred to the production web server 616 via 
network 615 for processing. The configuration files associ 
ated with the production server 636-640 may include scripts 
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that define the initialization and downloading of the infor 
mation into the production web server. This may include the 
integration of the content with other content that may be 
destined for the same website production Server that hosts 
the website onto which the content is displayed. If the 
content is to be integrated with other content, it is integrated 
in the Staging area 618 using integration code 624 to create 
the final integrated content 625. In either event, either the 
original content 642 or the integrated content 625 is trans 
ferred to one or more of the production servers 636-640 for 
publication onto a website. Commands may be sent from a 
development Server to the central production Server to cause 
the deployment of content to production Servers by causing 
Scripts located on the central production webserver to be 
executed. 

0083) Publication onto a website may involve the shut 
ting down of a production Server So that the new content can 
be loaded into memory within the production server. In 
operation of the production Server, computer users having 
access to network 634 may access the Server in order to visit 
the website, i.e., read the website file located in memory in 
the production Server. The Scripts that exist in the production 
Server may define the initialization of the production Server, 
including authorization information that allows the content 
to be deployed onto the particular Server. The Script com 
mands 650 or 646 cause such scripts to be executed to 
perform operations related to deployments of data content, 
and may also include other features that relate to the 
deployment of the data. For example, once the content or 
integrated content is deployed onto a production Server, a 
notify message 654 indicating that the deployment was 
Successful. This notification could be sent production web 
server 616. The central production web server 616 may store 
the notification information into the particular transaction 
log 630 in order to log the successful or unsuccessful 
deployment of the content. The scripts log 632 may also be 
updated with this information to indicate that the Script that 
was Successfully executed. This notification message 654 
may be sent by a triggering event, Such as a Successful or 
unsuccessful deployment of data, as defined in the Scripts 
within the configuration file. This notification may also be 
Sent by configuration code located within the production 
server. Another notify message 656 may also be sent from 
the central production web server 616 to the development 
web server 602 in order to update the scripts log 610 and the 
transaction log 612. The scripts code 614 may also be 
updated. 
0084. The sending of a notification message is an 
example of an operation that is spawned from the Scripts that 
are transferred along with content, or that may reside in 
either the central production web server or a production 
Server. This particular operation is indicative of an operation 
that allows the monitoring of the data deployment through 
out the System. The notify message updates the various 
Servers to inform as to the Success or failure of the data 
deployment. Other Scripts can be included in the configu 
ration file in order to spawn different operations throughout 
the deployment process in order to enable advanced deploy 
ment operations. One example of a more advanced operation 
is the integration of web content within the central produc 
tion Web Server. AS discussed above, the Scripts may be 
located in different locations and possibly within different 
entities throughout the deployment process. The central 
production web server 616, for example, may have Script 
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commands that override and SuperSede Script commands that 
are Sent along with the content from development web 
Servers, for example, in order to ensure the uniform pro 
cessing of content and other data throughout the deployment 
proceSS. 

0085. The invention provides the ability to enable content 
production and replication throughout the deployment pro 
ceSS. For example, if data was to be deployed to various 
disparate production servers 636-640, operations can be 
performed on the content in order to conform to the different 
production ServerS So that deployment can be accomplished. 
Also, if for Some reason deployment failed on any one 
production Server, the invention allows for notification back 
to either the central production web server or the develop 
ment Web Server So that the content can be resent to the 
production Server where the deployment failed in hopes for 
a Subsequent Successful deployment. The features included 
in a System embodying the invention allow for a user or 
other entity to know what data was transferred, what deploy 
ment of data Succeeded, what deployment failed, and also 
allows access to the content or the transactions and Scripts 
asSociated with the content by authorized users for tracking 
the deployment of the content. Also, operations may be 
performed on the content that is related to the type of content 
that is sent. This can be defined by the scripts included in the 
configuration file. These operations can be spawned or can 
be originated from either end of the deployment transaction, 
whether it is the Server that is Sending the data or the Server 
that is receiving the data. 

0.086 The monitoring aspect of the invention allows for 
the possible maintenance of State tables based on which 
deployments occurred and what operations were executed 
during any particular deployment. These activities could be 
as Simple as Starting and stopping a production Server in 
order to load web content. They can be as complex and 
robust as the deployment of multiple batches of content, and 
be included along with individual Scripts that may conform 
to multiple and disparate computer Systems hosting the 
COntent. 

0.087 Another application may be the deployment of 
updated Software applications to multiple Servers that host 
content. For example, a deployment of content may be 
executed that includes Scripts within the configuration file 
that updates a multitude of production Servers. Although the 
content may be delivered to less than all of the production 
Servers, it is possible to update the Software application code 
in one or more of the Servers. The Scripts may be particularly 
configured in order to Spawn the operations that are required 
to enable particular deployments. 

0088. Unlike the prior art, the invention allows the 
deployment process to be completely transparent to autho 
rized users. The invention also allows for robust control 
during the deployment process So that certain deployment 
operations can be modified in order to accomplish certain 
goals. In conventional goals, the deployment process acted 
as a type of “black box,” the operations of which were 
completely predetermined according to a particular System. 
This is impractical for modern-day Internet operations, 
which operate with disparate content, between disparate 
users that may be operating with disparate computer SyS 
tems. The invention allows for the flexibility to work with 
these different Systems, adapting the deployment operations 
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to particular Systems according to Scripts that may be located 
within the configuration file of the content being transferred, 
or that may be configured within a Server along the deploy 
ment path having the authority to Spawn certain operations 
according to particular content deployments. 
0089. In general, the invention may include the utiliza 
tion of dedicated processors, webservers configured to 
receive and route browser requests, application Servers, State 
Servers and other types of computer processors configured to 
communicate amongst each other and that may be connected 
to one or more networks, including a Local Area Network 
(LAN), an intranet and the Internet. However, it will be 
appreciated by those skilled in the art, Such implementation 
of such devices and systems are but few illustrations of the 
utility of the invention, and that the invention may have 
greater applicability and utility in many other applications 
where efficient routing and processing of data within one or 
more networks is involved. Equivalent Structures embody 
ing the invention could be configured for Such applications 
without diverting from the Spirit and Scope of the invention. 
Although this embodiment is described and illustrated in the 
context of devices and Systems for exchanging data among 
users of a computer System or network, the invention 
extends to other applications where similar features are 
useful. The invention may include personal computers, 
application Servers, State Servers or Internet webservers that 
are designed and implemented on a computer and may be 
connected to a network for communication with other com 
puters to practice the invention. A System configured to 
operate according to the invention may include a plurality of 
personal computers connected to the Internet via individual 
modems or other communication means Such as wireleSS 
communications. 

0090 The invention may also involve a number of func 
tions to be performed by a computer processor, Such as a 
microprocessor. The microprocessor may be a specialized or 
dedicated microprocessor that is configured to perform 
particular tasks by executing machine-readable Software 
code that defines the particular tasks. The microprocessor 
may also be configured to operate and communicate with 
other devices Such as direct memory acceSS modules, 
memory Storage devices, Internet related hardware, and 
other devices that relate to the transmission of data in 
accordance with the invention. The Software code may be 
configured using Software formats Such as Java, C++, XML 
(Extensible Mark-up Language) and other languages that 
may be used to define functions that relate to operations of 
devices required to carry out the functional operations 
related to the invention. The code may be written in different 
forms and Styles, many of which are known to those skilled 
in the art. Different code formats, code configurations, Styles 
and forms of Software programs and other means of con 
figuring code to define the operations of a microprocessor in 
accordance with the invention will not depart from the Spirit 
and Scope of the invention, which is defined by the appended 
claims. 

0091. Within the different types of computers, such as 
computer Servers, that utilize the invention, there exist 
different types of memory devices for Storing and retrieving 
information while performing functions according to the 
invention. Cache memory devices are often included in Such 
computers for use by the central processing unit as a 
convenient Storage location for information that is fre 
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quently Stored and retrieved. Similarly, a persistent memory 
is also frequently used with Such computers for maintaining 
information that is frequently retrieved by a central proceSS 
ing unit, but that is not often altered within the persistent 
memory, unlike the cache memory. Main memory is also 
usually included for Storing and retrieving larger amounts of 
information Such as data and Software applications config 
ured to perform functions according to the invention when 
executed by the central processing unit. These memory 
devices may be configured as random acceSS memory 
(RAM), static random access memory (SRAM), dynamic 
random access memory (DRAM), flash memory, and other 
memory Storage devices that may be accessed by a central 
processing unit to Store and retrieve information. The inven 
tion is not limited to any particular type of memory device, 
or any commonly used protocol for Storing and retrieving 
information to and from these memory devices respectively. 
0092. The apparatus and method include a method and 
apparatus for deploying data within and Synchronously with 
the operation of a Software application, and for executing 
executable Scripts during the deployment process. Although 
this embodiment is described and illustrated in the context of 
a Software application for developing Internet websites, the 
Scope of the invention extends to other applications where 
preservation of data at either a data Source or destination is 
useful. Furthermore, while the foregoing description has 
been with reference to particular embodiments of the inven 
tion, it will be appreciated that these are only illustrative of 
the invention and that changes may be made to those 
embodiments without departing from the principles of the 
invention, the scope of which will be defined in the 
appended claims. 
What is claimed is: 

1. A System for deploying data along with asSociated 
Script execution commands in a computer network compris 
ing: 

a deploy module configured to deploy data to a destina 
tion via a deployment path; and 

a Script command generator configured to generate a 
Script command upon a predetermined event to be 
asSociated with data to be deployed to a destination, the 
Script command being configured to cause a Script 
located at a location along the deployment path to be 
executed, wherein an execution of the Script causes an 
operation to be performed by a device located at a 
location that is related to the deployment of the data. 
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2. A System according to claim 1, wherein the deploy 
module is configured to deploy web content for display to a 
production Server, and wherein the Script command genera 
tor is configured to generate a command to cause the 
production Server to shut down So that the web content may 
be loaded upon deployment of the web content to the 
production Server. 

3. A System for deploying data in a computer network 
comprising: 

a deploy module configured to deploy data to a destina 
tion; and 

a production Server configured to receive data deployed 
from the deploy module, and having a Security module 
configured to Screen incoming data deployments based 
on predetermined privileges established in the produc 
tion Server. 

4. A System according to claim 3, wherein the production 
Server is configured to receive identity data from the deploy 
module in order to identify the Source of the data deploy 
ment. 

5. A System for deploying data in a computer network 
comprising: 

a deploy module configured to deploy data to a destina 
tion; 

a Script command generator configured to generate a 
Script command upon a predetermined event to be 
asSociated with data to be deployed to a destination, the 
Script command being configured to cause a Script 
located at a location along the deployment path to be 
executed, wherein an execution of the Script causes an 
operation to be performed by a device located at a 
location that is related to the deployment of the data; 
and 

a log generator configured to generate historical data 
related to data deployments. 

6. A System according to claim 5, wherein the loggen 
erator is configured to generate historical data related to 
executed Scripts. 

7. A System according to claim 5, wherein the loggen 
erator is configured to generate historical data related one of 
the following conditions related to date deployment: begin 
ning of deployment, end of deployment, Successful deploy 
ment and failed deployment. 




