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An "on-demand" approach for a routing protocol for a
wireless network that achieves balanced energy consump-
tion among all participating nodes in the network. Synchro-
nization messages transmitted by nodes associated with an

upstream node include local node information (LNI) that a
node can use to repair or bypass a lost upstream node in a

real or virtual (temporary) manner depending upon the local

node's battery level. Only if a repair process fails will a
global re-organization (Re-Org) be initiated. The LNI also

allows for nodes having lower power availability (battery
level) not to transmit the LNI so that unaffiliated node(s) can
select an upstream node having more power availability

thereby extending network life.
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ENERGY-EFFICIENT NETWORK PROTOCOL

AND NODE DEVICE FOR SENSOR NETWORKS

RELATED APPLICATION

[0001] This application is related to commonly assigned

and co-pending U.S. application Ser. No. 11/007,259, filed
Dec. 9, 2004, entitled "Energy-Efficient Medium Access
Control Protocol and System for Sensor Networks," the
entirety of which is incorporated herein by reference.

STATEMENT REGARDING FEDERALLY

SPONSORED RESEARCH OR DEVELOPMENT

[0002] This invention was made with U.S. Government
support. The U.S. Government may have certain rights in the
invention.

FIELD OF THE INVENTION

[0003] The present invention relates to an energy-efficient

medium access control (MAC) protocol for a communica-
tion network, such as an unmanned ground sensor (UGS)
network.

BACKGROUND OF THE INVENTION

[0004] Energy efficiency is a critical issue for battery-

operated unmanned ground sensor (UGS) devices. Specifi-

cally, in a UGS network where each node is responsible for

forwarding data packets from neighboring nodes to an
upstream node, care has to be taken not only to reduce the
overall energy consumption of all associated nodes, but also

to balance battery levels (power availability) of each of the

nodes. Unbalanced energy usage will result in faster node
failures in overloaded nodes, which in turn may lead to

network partitioning and reduced network lifetime.

[0005] Generally, existing energy-aware algorithms
assume a static network. Additionally, a node must wait until

all possible paths have been evaluated based on given
energy-aware metrics before selecting the best routing path.

Conventional methods of finding a routing path would
require a relatively long period of time for collection, and
continuous updating thereafter, of the global topology
knowledge.

[0006] Many sensor routing protocols have been proposed
based on modifications to existing ad hoc network protocols.

Generally, sensor routing protocols can be classified into
three categories: one-hop, flat and cluster-based hierarchical

protocols. In one-hop protocols, a sensor node sends data
directly to the ultimate data collection device, called a sink.

This is not only expensive in terms of energy consumption,

but it is also impractical for many applications because
sensor nodes have limited transmission range. Flat protocols
involve a source node transmitting data to the sink by

forwarding its data to one of its neighbors which is closer to

the sink. Thus, data travels from the source to sink by
"hopping" from one node to another until it arrives at the

destination. Some flat protocols use optimization techniques

to enhance the energy efficiency of the devices in the

network. Although these optimization techniques improve
the performance of this model, it is still a flat model that

exhibits high latency. A cluster-based routing protocol
groups sensor nodes to efficiently relay the sensed data to the

sink. Each group of sensors has a cluster head or gateway.

Cluster heads may be specialized nodes that are less energy-

constrained. A cluster-head performs some aggregation
function on data it receives and sends it to the sink as a

representative sample of its cluster. Cluster formation is a

design approach that minimizes energy consumption and
latency. The factors affecting cluster formation, cluster-head

selection and data aggregation and fusion among clusters are
critical issues.

[0007] There are numerous drawbacks encountered when

applying existing routing protocols to UGS networks. First,

existing routing protocols can not handle time-critical appli-
cations because time synchronization was not considered in

the design of existing routing protocols. Second, in order to
maintain the routing table up to date, nodes have to peri-
odically transmit beacon messages to their neighbors to

determine their status. This generates undesirable overhead
which, in turn, drains battery power of a node device. Third,

existing protocol techniques are geared to handle very large
numbers of sensor nodes (typically >10,000) that are scat-
tered all over an area. Consequently, these techniques are not

optimal for networks having, for example, as few as 20
nodes.

[0008] There are several features desired in a routing
protocol for energy conservation in a UGS network. First, it

is important that the routing protocol accommodate dynamic
clustering architectures to prevent cluster heads from deplet-
ing their power, and hence extending the lifetime of the
network. Second, efficient selection of a path is desirable to

facilitate load balancing and, thus, be more tolerant to node

failures. This can be accomplished with routing protocols
that are capable of maintaining multiple low overhead
routing paths. Third, the protocol should minimize over-the-

air (OTA) transmissions by nodes. Fewer OTA transmission

(i.e., beacon, topology updates, etc.) contribute to preserving

battery life of a node device. Fourth, thresholds should be set

for sensor nodes to transfer data to solve "hot spot" problems
and saving energy by limiting unnecessary transmissions.

Finally, thresholds should be provided for sensor nodes to

relay data. That is, the capability to specify thresholds for
energy and time delay when relaying data between nodes
may better regulate transmissions and thereby extend the
lifetime of a node device.

SUMMARY OF THE INVENTION

[0009] Briefly, a new "on-demand" approach is provided
for a routing protocol that achieves balanced energy con-
sumption among all participating nodes. A key to the achiev-

ing the desired energy efficiency is exploiting the received

over-the-air (OTA) messages already used for certain pur-

poses, in order to build routing or topology knowledge.
These LNI messages include local node information (LNI)
that a node receiving it can use to repair or bypass a lost
upstream node in a real or virtual (temporary) manner
depending upon the local node's battery level. Only if a
repair process fails will a global re-organization be initiated.

Nodes having lower power availability (battery level) may
not transmit the LNI messages so that unaffiliated node(s)

can select an upstream node having more power availability
thereby extending network life.

[0010] According to the techniques described herein, a
node may periodically transmit LNI messages after it

becomes "Associated" with an upstream node so that it may
alert other "Isolated" nodes about its existence. As a result,
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the "Isolated" nodes may learn that the node is a candidate

upstream node for them. When a node decides to resign from

being an upstream node or selects a better upstream node for

local link repair, then the periodic LNI transmission is

terminated. Some of the LNI parameters may be included in

the broadcast messages, such as request-to-send (RTS) and

clear-to-send (CTS) messages, that all nodes in the RF

neighborhood hear and utilize when they perform a local
repair. Because the re-organization process requires numer-
ous OTA messages for the initial network formation, it is

desirable to use the local repair first even ifthe solution may
be sub-optimal until the next command of network forma-

tion is executed.

[0011] Nodes in the UGS network can gogo into a lower

power consumption Sleep state in order to save energy. If a
node has no data to transmit for a period of time defined by

an activity timer value, it goes to the Sleep state. Rather than
use a fixed activity timer value for all nodes in the network,

the activity timer value for a node is based on the number of

hops from the node to a main (or root) node so that the UGS

network goes to sleep systematically or progressively in the
event of inactivity. Similarly, rather than use a fixed refresh

timer for controlling the transmission of network formation

updates, the refresh timer for a node is based on the number

of hops between the local node and the main node so that

nodes farther downstream transmit network formation

update messages less frequently than nodes closer to the
main node.

[0012] Other objects and advantages will become more
readily apparent when reference is made to the following
description taken in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a network diagram of a sensor node radio
network architecture.

[0014] FIG. 2 is a system block diagram of a sensor node
radio device.

[0015] FIG. 3 is a flow chart of a network formation

algorithm for the network shown in FIG. 1.

[0016] FIG. 4 is a flow chart of a join tree process for the
network.

[0017] FIG. 5 is a flow chart of a join acknowledgement
process for the network.

[0018] FIG. 6 is a node diagram depicting an example of
a repair situation.

[0019] FIG. 7 is a flow chart of a route maintenance

process invoked for a repair situation.

[0020] FIG. 8 is a flow chart of a process invoked when
a downstream node receives a resign message from its
upstream node.

[0021] FIG. 9 is a flow chart of a virtual repair process
invoked when a node is under extremely low battery level
conditions.

[0022] FIG. 10 shows bar charts that illustrate the advan-

tages of the techniques described herein.

DETAILED DESCRIPTION

[0023] FIG. 1 illustrates a wireless unmanned ground

sensor (UGS) network 10 that is an example of the type of

wireless sensor network in which the techniques described
herein may be useful. The unique system requirements of the

UGS network 10 affect virtually every aspect of its design,

such as routing and link layer protocols. In the UGS network

10, the sensor derived data is forwarded to a Command &

Control vehicle, called a C2 node, for processing. The C2
node is also referred to herein as the main node, hub node

or "root" node in the sense that all other nodes feed data back

to the C2 node. Thus, when the network 10 is viewed having
a tree-like topology, the C2 node serves as a "root" node
with respect to the other nodes. Sensors are deployed in the
field in groups where sensors are located in proximity to
each other.

[0024] Pointer sensors (referred to as P nodes) form a

multi-hop network using short-range radios. Each sensor
network also includes long-range-radio-equipped recogni-
tion sensors (referred to as R nodes) used to send sensor data

back to the C2 node. For purposes of the following descrip-
tion, the C2 node is assigned reference numeral 100, the R

nodes are assigned reference numerals 200(1) to 200(N), a
P sensor field is assigned reference numerals 300(1) to

300(N) and P nodes are assigned reference numerals 400(1)
to 400(N).

[0025] The P node sensors 400(i) perform simple sensing
tasks such as target detection, location, and simple target
classification using acoustic, seismic, magnetic, and simple
motion detection. Data from a number of P nodes 400(i) are
transmitted to a central collection R node 200(i). The R node

200(i) associated with each P sensor field 300(i) gathers data
from all of its subtending sensors (P nodes) and processes
and fuses that data to remove redundant information and

false alarms. In addition to the information reported by the
P nodes 400(i), the R node 200(i) may use locally attached
sensors to further enhance the information that was received.

Such a P node will be connected to an R node radio via an

RS-232 link. The R node radio provides the networking that
forwards this data to the C2 node 100. If the distance

between the C2 node 100 and the nearest R node 200(i)
exceeds the maximum RF range, additional R nodes may be

used as relays. The UGS terms of C2 and R2 are inter-

changeable with the terms sink and source, respectively, in
sensor protocol nomenclature.

[0026] The R nodes 200(1) to 200(N) form a dynamic
self-organizing networking headed by the C2 node 100. The
C2 node provides the RF timing for the UGS network 10 and
is also the head of the connectivity tree of the network. The

following lists additional characteristics pertaining to UGS
networks.

[0027] The C2 node 100 can initiate network organization
of a tree-like network architecture. The C2 node 100 has

unlimited battery power and can leave/join the UGS network

at any time and any where. The C2 node 100 may announce

shut down of the UGS network. The C2 node 100 needs to

know the path or network route to every R node 200(1) to

200(N). However, an R node 200(i) needs to know only
about the C2 node 100.

[0028] The majority of traffic consists of unicast messages
between C2 and R nodes. Most of that traffic is in the

direction from R nodes to the C2 node. Two wake-up

sequences are available (C2-initiated and sensor-initiated).
There are messages called Late Net Entry (LNE) message

that can carry network organization parameters. Sensor data
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traffic can wake up nodes towards the path to the C2 node

100; but need not wake up the entire network. The network

protocols should be efficient so that power for each of the

nodes in the network can last as long as possible.

[0029] With reference to FIG. 2, a block diagram of the
significant components and functions of an R node 200(i)

will be described. An R node 200(i) comprises a general
purpose processor (GPP) 210 and a digital signal processor

(DSP) 220. The GPP 210 manages intranet layer functions
212 and some aspects of link layer (LL) functions 214. The
DSP 220 manages link layer functions 222, MAC functions

224, late network entry (LNE) synchronization functions
226 and a wake-up circuit 228 that generates an RF wake-up

signal. There is also a power monitor controller 230, also

called a sleep/wake-up controller that monitors power con-

sumption and availability and is coupled to a radio trans-

ceiver 240. The wake-up circuit 228 can wake-up the DSP
220 from a sleep mode.

[0030] In addition, an R node 200(i) includes a battery 250
that supplies power to the various components of the R node

and a monitoring circuit 252 coupled to the battery 250. The
monitoring circuit 252 monitors the battery level to deter-

mine the amount of power that is available to the R node.

The monitoring circuit 252 generates an output signal that
represents the battery level of the battery 250 and supplies
this signal to the GPP 210 and the DSP 220. The DSP 220

can use information about the current power availability of
the node to determine how the node may execute a repair
process in the event the node loses communication with an

upstream node, as described hereinafter.

[0031] When the R nodes 200(i) are initially deployed,
they are configured by a relayer and enter the Sleep state
after their activity timers expire. They take no further action

until the C2 node 100 has issued a network formation

command. This feature prevents deployed sensors from

becoming prematurely active and consequently depleting
their batteries. In order to organize the UGS network, the C2

node 100 issues a wake-up command, followed by an LNE

message. The LNE message is used to establish time syn-
chronization throughout the UGS network and to convey

topology information about the network. For this reason, the

LNE message is often referred to as a synchronization

message. The C2 node 100 then issues an organization
command, causing the R nodes 200(1) to 200(N) to

exchange topology information with each other. If there is
no data traffic to be sent and a node's activity timer is
expired, the node enters the Sleep state to conserve battery
power and start to monitor the wake-up channel.

[0032] The design of the UGS network takes advantage of

the fact that P sensor nodes 300(1) to 300(N) do not move

and, therefore, do not require frequent routing updates. In
the UGS network domain, the C2 node 100 is always either

the source or the destination of all traffic and any node's

configuration can be changed by a host command. The C2

node 100 can leave, join, and be configured any time during
deployment.

[0033] The bulk of the traffic is from R nodes 200(1) to
200(N) to the C2 node 100. This skewed traffic route can

significantly strain the energy resources of the R nodes near

the C2 node 100, making that neighborhood more suscep-
tible to energy depletion and failure. The C2 node 100 has

unlimited energy while the relayer R nodes (e.g., R node

200(3)), which do not have sensors, are dedicated to for-

warding the sensor data. R nodes 200(1) to 200(N) operate

on a limited battery lifetime. Hence, energy efficient proto-
cols at various levels (i.e. physical layer, link layer, network
layer, etc.) are important for the UGS network.

[0034] The network protocol described herein involves
including local node information (LNI) in LNE messages as

well as controlled transmission of messages containing LNI.
In addition, techniques are provided for a "Resign" process
for a node base on its battery level.

[0035] The transmission of over-the-air (OTA) messages
is very expensive in terms of battery consumption for a

node. Some minimum transmission of OTA messages is

required in sequence to (1) time-synchronize nodes; (2) find
an upstream node, (3) join the tree containing that upstream
node and (4) maintain the tree.

[0036] The UGS network 10 uses two distinct channels:

(1) a wake-up channel, and (2) a normal communication
channel. To receive signals on the wake-up channel, each R
node has a separate, ultra-low power receiver (receiver 240

in FIG. 2) that listens for wake-up signals. When a node

enters the Sleep state, the antenna is mechanically switched
from the normal receiver to the wake-up receiver. The LNI

message is transmitted on a frequency channel (called а
synchronization channel) with CDMA spreading codes and
transmission security (TRANSEC) based on an LNI period.
Therefore, if the internal clocks of two nodes match each

other within the coarse LNI period granularity, then either
node will be able to hear the other's LNI message. The
transmitted LNI message contains information that will

allow the receiving node to synchronize its internal clock
with that of the transmitting node to a finer level of granu-
larity. All nodes in a certain state monitor the synchroniza-

tion channel and will eventually receive synchronization

message containing the LNI from one or more other nodes.
Once time-synchronized, normal data exchange can take
place between the two nodes. LNI operations are designed

to permit rapid network formation, while ensuring minimum

impact on network components that have already been
formed. A node that has not yet discovered any RF neighbor

nodes is referred to as an "Isolated" node, whereas a node

that has discovered its neighbors is referred to as an "Asso-

ciated" node.

[0037] Overview of Network Formation Algorithm

[0038] A timing sequence for the wake-up, LNI and rout-

ing operations is depicted by the network formation event
sequences shown in FIG. 3. The R nodes can take on one of

three states: Sleep 300, Isolated 310 and Associated 320. The

C2 node is considered in the Associated state initially. When
the C2 node wants to collect the data from the sensor fields

it initiates the formation of the sensor network by transmit-

ting a C2 node wake-up signal to wake up the nodes in Sleep

state 300, followed by an LNI message. In response to the

node receiving a wake-up signal, the node enters the Isolated

state 310. A node in the Isolated state 310 rebroadcasts the

received C2 node wake-up pattern and sets its receiver to

listen on the synchronization channel for LNI messages
(synchronization messages containing LNI) in order to syn-
chronize its local clock with the clock of the C2 node

according to the LNI/TOD process 400. When an Isolated

node receives an LNI message, it synchronizes its clock with

that node (initially C2's clock) and tries to join to the
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existing tree according to the join tree process 500. In the
join tree process 500, the Isolated node transmits a join
request (JOIN_REQUEST) pаcket to an upstream node
(already Associated). The upstream node sends an acknowl-

edgement (JOIN_ACK) packet back to the requesting node.
Upon receiving the JOIN_ACK packet from the upstream
node, the downstream node enters the Associated state 320

and can behave like an upstream node with respect to other

unassociated nodes. That is, the Associated node transmits

LNI messages periodically to be received by other Isolated
nodes to enable those Isolated nodes to join to the existing
UGS network, and consequently become Associated.

[0039] If after receiving LNI message(s) an Isolated node
fails to join an existing tree in the network, the Isolated node

goes back to the LNI/TOD process 400 to try to join again
until the join timer is expired. If the Isolated node still fails
to join the existing tree, then it reverts to the Isolated state

and waits for the next network formation command. When

an Associated node needs to repair a link with itsts upstream
or downstream nodes, it uses the LNI/TOD process 400 first

to repair the local link. If the local repair fails, then a global
"Re-Org" process 900 starts and the node goes to the
Isolated state. If an Associated node is idle after its activity

timer expires, then it goes to the Sleep state 300.

[0040] The conventional LNE message containsns only the
local clock information to time synchronize with the neigh-

bor's clock. A new LNI message is provided to accommo-
date additional information:

[0042]

[0041] Sender's Local Clock

Source Node ID

[0043] C2 Address

[0044] Number of Hops To C2 Node (or Cost To C2 Node)

[0045] Battery Life Index

[0046] Number of Downstream Nodes

[0047] Maximum Number of Hops To С2

[0048] The last two items (Number of Downstream Nodes

and Maximum Number of Hops To C2) are set to 0 and the

default value (MAX_NUM_HOPS_TO_C2), respectively,

until the network is formed. Normally, the probability of
participating in the data transmission process is higher for
the node having more downstream nodes than the node

having fewer downstream nodes. Consequently, the node
having more downstream nodes could deplete its battery
sooner. To combat this unbalanced battery power consump-

tion, the last two items of node information, Number of

Downstream Nodes and Maximum Number of Hops To C2,

are added so that the downstream node can select the

upstream node energy-efficiently in the link layer. A down-

stream node in the Isolated state will receive LNI messages
from one or several upstream nodes that are in the Associ-

ated state. To the downstream node, these upstream nodes

are referred to as candidate upstream nodes. The down-

stream node can select among the candidate upstream nodes
the upstream node that has the fewest downstream nodes.

This will ensure that a balance of power consumption among

the nodes by distributing the data routing or (forwarding)
responsibility of upstream nodes. Thus, the Number of
Downstream Nodes of a node is a measure or indication of

the level or degree of data routing (forwarding) responsi-
bility of that node.

[0049] The periodic LNI message transmission rates at
each node may be modified by adding the number of
downstream nodes term:

LneXmtTime=41*LneHopInterval+

42*BatteryLifeInterval+43*LneCountInterval+
A4*NumMbrInterval+random(LneXmtInterval) (1)

[0050] where A1=number of hops to C2/maximum num-
ber of hops to C2

[0051] A2=remaining battery level/maximum battery
level

[0052] A3=LNE message count starting from 0 and
incrementing by one.

[0053] A4=Number of Downstream Nodes.

[0054] Thus, the frequency at which a node transmits LNI

messages is based on, among other factors, the number of
downstream nodes associated with that node such that the

frequency of LNI message transmission is lower (the Periop
is longer) for nodes having more downstream nodes. Thus,

a node with more data routing responsibility will transmit
the LNI messages less frequently (longer Period) than nodes

with less data routing responsibility.

[0055] While conventional network protocol techniques
attempt to form the network topology database at the net-

work layer receiving all the possible neighbors, the LNI
message technique contains all the necessary information to

form the network database efficiently at the link layer.

[0056] In some sensor networks, a carrier sense multiple
access with collision avoidance (CSMA/CA) scheme is used
to combat the so called hidden terminal problem. If the
conventional request-to-send (RTS) and clear-to-send (CTS)

waveforms do not have enough room for the LNI message

information, then only the most critical information (Cost To

C2 Node and/or Battery Life Index) is added. When a node

hears a neighbor's RTS and/or CTS transmission, i.e., "pro-

miscuous listening", it stores LNI contained in those RTS

and/or CTS packets for later use as a local repair candidate

upstream node. The broadcast RTS/CTS scheme may be also

utilized to check the link status of the current upstream node.

It is desirable to minimize the number of OTA message to
avoid the unnecessary battery power depletion. Therefore, in
some applications, any broadcast message (i.e., LNE, RTS,
and CTS) may include the additional LNI to monitor neigh-

boring nodes when in the Associated state.

[0057] Also, data packets transmitted from a downstream

node to an upstream node may include the additional LNI so

that the upstream node knows the downstream node's status.

If the downstream node has low battery reserve, then infor-
mation is transferred to the C2 node, which could initiate

placement of a relay node or further reconfiguration of the
UGS network.

[0058] Join Tree Process

[0059] When a sensor node does not have data to transmit,

then it may stay in the Sleep state. A node in Sleep state may
flush its routing table until it has data to send. When the C2

node wakes up by itself or wakes up sensor node(s), it starts
to re-synchronize and to "re-route" the UGS network. This

"on-demand" approach for UGS network routing employs a
"greedy" algorithm that always takes the best immediate, or

local, solution while meeting the UGS application require-
ments. The greedy algorithm is usually faster, since it does
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not consider the details of possible routing paths in the UGS
networks. It may find less-than-optimal solutions under
certain conditions. Many minimum cost routing algorithms

in the sensor networks can not be applied for the UGS
network because these algorithms assume that neighbor

discovery messages are transmitted periodically to monitor
the link status to its upstream and/or downstream nodes.

Also, the sleep/wake-up process and the C2 node leave/join
process in the UGS network prohibits the use of conven-

tional on-demand routing algorithms or minimum cost rout-

ing algorithms.

[0060] The C2 node initiates formation of the UGS net-

work using a sequence such as: (1) time-synchronize the
nodes, (2) select the upstream node, and (3) execute a join
tree process. Each UGS node maintains a network formation

database. It is initially cleared. The network formation

database contains (1) upstream node address, (2) C2 node
address, (3) cost-to-C2, and (4) number of sub-tree members

(number of downstream nodes). The value of cost-to-C2 can

be based on either the number of hops to C2 or the minimum

energy to С2.

[0061] FIG. 4 shows a flow diagram of the join tree
process 500 to illustrate how a network is formed using the
LNI techniques. Initially the upstream node, the C2 node
address and number of downstream nodes are set to 0 and

the cost-to-C2 to infinity. The C2 node sets the upstream
node address and C2 address to its local address and the

cost-to-C2 to 0. Then, the C2 node informs the link layer,
sends the "FORM_NETWORK" command and declares
that it is "Associated"-namely there exists a C2 node in the

UGS network. If a C2 node is not present in the network,

there is no UGS network. A node in Isolated state will

receive an LNI message from each of its candidate upstream

nodes, and will select the candidate upstream node that has

the least data routing responsibility, i.e., the candidate
upstream node that has the least number of downstream

nodes. This mechanism attempts to discourage nodes with
low remaining battery power from participating in the

routing process, thus prolonging their "lifetime" in the
network. In fact, it is more likely that the LNI message sent

from a node with a low battery will not be received by the

downstream nodes since it receives the LNI from the better

upstream node and switches the receiver to the normal

communication channel, terminating further LNI channel

monitoring. This candidate upstream node may be referred
to as a selected upstream node.

[0062] When an Isolated node selects a candidate

upstream node, it tries to join the existing tree at that selected

upstream node by transmitting a JOIN_REQUEST message

to the selected upstream node in step 510. The Isolated node

then starts a timer in step 512 and waits for a response from

the selected upstream node in step 514. If in step 516 it is
determined that the timer expires before a response from the

selected upstream node is received by the Isolated node, then

the Isolated node may repeat its attempt to join the tree at the

selected upstream node, and after a maximum number of

attempts that are not acknowledged by the selected upstream

node, that selected upstream node is "blacklisted" (deleted
as an available upstream node) in step 518, and in step 519

a determination is made as to whether other candidate

upstream nodes are available. If there are no other candidate

upstream nodes available, then a join failure declaration is

made and the node stays in the Isolated state.

[0063] On the other hand, if the Isolated node receives a
JOIN_ACK message from the selected upstream node, the
Isolated node determines whether the JOIN_ACK message

is from the selected upstream node and not some other node.
If the JOIN_ACK message is from another node, the Iso-

lated node ignores the message in step 522. If the JOIN-

_ACK message is from the selected upstream node, then in

step 530, the Isolated node examines the message to be sure

that it is the intended destination, and if so the process
continues at step 540.

[0064] In step 540, the node updates its network formation

database. In particular, it stores or updates in the database:

(1) the address for the selected upstream node, (2) the

address of the C2 node (obtained from the LNI message

received from the selected upstream node), (3) the cost-to-
C2 derived from the cost-to-C2 obtained from the selected

upstream node's LNI message and the local node's cost to

the selected upstream node, (4) number of nodes in the
selected upstream node's sub-tree, and (5) maximum num-

ber of hops to the C2 node for the UGS network. This

essentially forms the information that is a significant part of
the LNI message that the node, now in the Associated state,

will transmit in an LNI message to other Isolated nodes. In
step 542, the node will inform its neighbor discovery module
with the updated network formation data. As indicated
above, when the join tree process is successful upon receiv-

ing a JOIN_ACK message from a selected upstream node,
the Isolated node becomes Associated and can be an

upstream node candidate for other Isolated nodes to join.

[0065] FIG. 5 illustrates the join acknowledgement pro-
cess executed by an upstream node in response to receiving

a JOIN_REQUEST message from an Isolated downstream
node. When an upstream node receives a JOIN_REQUEST
message from a downstream node, in step 550 it determines

whether it is the correct destination of the JOIN REQUEST

message. If the upstream node is the correct destination, then

in step 552 the upstream nodes determines whether the
downstream node that sent the JOIN_REQUEST message is

already a member of its sub-tree. If the downstream node is

not already a member of its sub-tree, then in step 553, the

upstream node inserts information into its network forma-
tion database to indicate the new downstream node is part of

its sub-tree. If the downstream node is already a member of

the upstream node's sub-tree, then in step 554, the upstream

node updates the network formation database accordingly.

In step 555, the upstream node transmits a JOIN_ACK
message to the downstream node that sent the JOIN_RE-

QUEST message.

[0066] After transmitting the JOIN_ACK message, the
upstream node determines whether it is the C2 node, and if

so the process terminates. If not, then in step 558, the
upstream node determines whether its sub-tree is changed as

a result of transmitting the JOIN_ACK message to the
downstream node. If there is no change in its sub-tree, the

process terminates, but if there is a change, then in step 560,

the upstream node transmits a message to its upstream node,
wherein the message contains updated topology information
with respect to the change in its sub-tree, and so on.

Eventually, the updated topology information reaches the C2

node. Thus, the C2 node knows the complete tree topology
for the UGS network. This routing process simplifies main-
tenance of the routing table. Again, there is no continuous
neighbor discovery process running in order for the network














