
Align II IIIIII 11111111111101111101,11111JR111I1110 111111 HII 1111 
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2006/0274671 Al 

Budampati et al. (43) Pub. Date: Dec. 7, 2006 

(54) REDUNDANTLY CONNECTED WIRELESS (22) Filed: Jun. 3, 2005 
SENSOR NETWORKING METHODS 

Publication Classification 
(76) Inventors: Ramakrishna S. Budampati, Maple 

Grove, MN (US); Soumitri N. (51) Int. Cl. 
Kolavennu, Minneapolis, MN (US); HO4L 12/28 (2006.01) 
Patrick S. Gonia, Maplewood, MN (52) U.S. CL  370/254 
(US); Vinayak S. Kore, Bangalore 
(IN); Smriti Narang, Ahmedabad (IN) (57) ABSTRACT 

Correspondence Address: 
HONEYWELL INTERNATIONAL INC. 
101 COLUMBIA ROAD 
P O BOX 2245 
MORRISTOWN, NJ 07962-2245 (US) 

(21) Appl. No.: 11/144,321  

Methods and devices for operating a wireless network 
including redundant communication. Methods involving 
redundantly connected nodes are discussed including 
addressing methods and/or methods of creating groups for 
such redundant communication. The use of primary and 
secondary redundant connections is discussed. Also, devices 
for implementing such methods. 

BC 
LNode Sends 
Association 150 

Req. 

Nearby INodes 
Respond 

—152 

LNode Gathers 
List, Selects —154 

Primary INode 

INodes 
Receiving X,Y —150 

Indicate XRSSI 

PNode Selects -172 
SNode 

BC 
LNode TX X l 

Primary Req. —156 
(PNode) 

1601 

INodes 
Record 
LNodes 
Addr & 
RSSI 

PNode Accepts 
Association --158 

Request 

BC  

BC 
PNode Notifies 

SNode and 
LNode 

(176 

INodes 
Keep 

LNode 
Addr & 
RSSI 

Run 

—174 

PNode Y 
Broadcasts —162 

Query 

GOOGLE EXHIBIT 1007
Google v. K.Mizra

IPR2026-00254



Patent Application Publication Dec. 7, 2006 Sheet 1 of 9 US 2006/0274671 Al 

Figure 1 



Patent Application Publication Dec. 7, 2006 Sheet 2 of 9 US 2006/0274671 Al 

READY TO H100 
SEND DATA 

SEND DATA 
TO REDUNDANTLY 

CONNECTED NODES 
--102 

DATA 104 
ACKNOWLEDGED 

DATA RELAYED 
TO BASE STATION -106 

Figure 2 



-116 
ASSOCIATED NODE 
SELECTS PRIMARY/ 
SECONDARY NODES 

-110 

ASSOCIATE WITH 
BEST REACHABLE 

NODES 
-112 

SEND NODE LIST TO 
ASSOCIATED NODES 

-114 

INITIATE 108 
DISCOVERY 

GATHER LIST OF 
REACHABLE NODES 

COMMUNICATE 
GROUP ID TO 
NEW DEVICE 

Patent Application Publication Dec. 7, 2006 Sheet 3 of 9 US 2006/0274671 Al 

-118 

Figure 3 



Compare L 
to ACL 

AC 
No 

O CH X,...._ 
Delay 

ACK 
Dela 

AC 
No 

0  CH X Delay 

G ACK 
Delay A 

ACK Y t  , 
q3j 

CH Y(B.L 
I2 

ACK X 
CH X(A.1_ 

II. 

Patent Application Publication Dec. 7, 2006 Sheet 4 of 9 US 2006/0274671 Al 

AC
CH

K 

I1 

CK
 

11 

0 ACK Y 
CH Y 
I2 

I3 

Figure 4A Figure 4B 

Figure 4C Figure 4D 



ACK X 
No Delay 

CH X 

ACK X 
Delay 

ACK Y 
No Delay 

ACK X 
No Delay 

ACK Y 
Delay 

Figure 4y 

As 
B ID) 

---ACK Y 
No Delay 

ACK X 
Delay 

/ 
/ 

CH X 

/ 
_CH Y...... 

Patent Application Publication Dec. 7, 2006 Sheet 5 of 9 US 2006/0274671 Al 

CH Y 

Figure 4E 



Patent Application Publication Dec. 7, 2006 Sheet 6 of 9 US 2006/0274671 Al 

LNode Sends 
Association -----150 

Req. 

-152 

BC 

Nearby INodes 
Respond 

INodes 
Receiving X,Y -150 

Indicate XRSSI 

LNode Gathers 
List, Selects 

Primary INode 
PNode Selects 

SNode 
—172 

BC 
BC X 

—156 
LNode TX 

Primary Req. 
(PNode) 

PNode Notifies 
SNode and 

LNode 

-174 

160-\  
y ( 176 

INodes 
Record 
LNodes 
Addr & 
RSSI 

INodes 
Keep 

LNode 
Addr & 
RSSI 

PNode Accepts 
Association 

Request 
-158 -1178 Run 

BC 
Y 

—162 
PNode 

Broadcasts 
Query Figure 5 



• (Done) 
Figure 6 

222 

220—

Route to 
Control 

Center via 
2nd NWK 

Layer 

Secondary? 

Receives t---200 
Data  

Direct Frame to L204 
1st NWK Layer  

I  
Route to Control---206 
Center via 1st 

NWK Layer 

202 

Yes 

—210 
ACK from 1st 
NWK Layer (Done) 

212 

Discard Frame) 

Yes 

c216 7 -218 214 

Primary Frame Sent 
to 2nd 

NWK Layer 

Patent Application Publication Dec. 7, 2006 Sheet 7 of 9 US 2006/0274671 Al 



Third Filter Layer 272-" 

250-
(Receive Frame) 

Discard r254 
Frame  

es First Filter Layer 

Second Filter Layer 

Patent Application Publication Dec. 7, 2006 Sheet 8 of 9 US 2006/0274671 Al 

Figure 7 



310-
LNode Enters 
Orphan Mode 

300 Run 

(320 

—322 
New PNode 
Finds New 

Snode 

312— Figure 8 
Lnode TX 
Orphan 

Notification 

302-

304—

PNode Failure-
No ACK from 

PNode 

LNode 
TX Failure 

Snode RX 
Orphan 

Notification 

SNode 
Becomes 

PNode 

—314 

Max 
Comm 

Failures New PNode 
Notifies LNode 

—318 

306 

Yes 

LNode 
Assoc-
iates 
New 

PNode 

308- LNode 
Time Out 

Patent Application Publication Dec. 7, 2006 Sheet 9 of 9 US 2006/0274671 Al 



US 2006/0274671 Al Dec. 7, 2006 
1 

REDUNDANTLY CONNECTED WIRELESS 
SENSOR NETWORKING METHODS 

RELATED APPLICATIONS 

[0001] The present application is related to U.S. patent 
application Ser. No.  filed on even date herewith, 
entitled REDUNDANTLY CONNECTED WIRELESS 
SENSOR NETWORKING METHODS (Atty. File No. 
1100.1341101), the disclosure of which is incorporated 
herein by reference. 

FIELD 

[0002] The present invention is related to the field of 
wireless networks. More specifically, the present invention 
relates to methods of redundantly connecting sensor nodes 
to a base station. 

BACKGROUND 

[0003] Wireless communication systems are being consid-
ered for use in broader applications, including sensor net-
works and other networks where information from a first 
location is to be routed to a base node. New and reliable 
configurations for such systems are needed. 

SUMMARY 

[0004] The present invention in several illustrative 
embodiments provides methods and devices for operating a 
wireless network including redundant communication. An 
illustrative method embodiment uses redundantly connected 
nodes, and provides several addressing methods. Some such 
embodiments include the use of group addressing and pri-
mary and secondary redundant connections. 

[0005] Another illustrative embodiment makes use of a 
redundant network in association with a non-redundant 
network such as a Zigbee protocol network is discussed. 
Some embodiments include devices operating as data relay-
ing nodes and devices operating as data sending nodes, 
wherein the devices are specially adapted for achieving their 
respective functions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 illustrates an example wireless network 
having a base station, several infrastructure nodes, and 
several leaf nodes; 

[0007] FIG. 2 shows an illustrative method of sending 
data; 

[0008] FIG. 3 shows an illustrative method for adding a 
new device to a network; 

[0009] FIGS. 4A-4F show several redundant communi-
cation methods; 

[0010] FIG. 5 illustrates a method for adding a new device 
to a network; 

[0011] FIG. 6 illustrates an infrastructure node operation 
for receiving and retransmitting data; 

[0012] FIG. 7 illustrates a tiered filtering operation for a 
receiving method; and 

[0013] FIG. 8 illustrates a method of re-associating a node 
with a network after it loses primary communication asso-
ciation. 

DETAILED DESCRIPTION 

[0014] The following detailed description should be read 
with reference to the drawings. The drawings, which are not 
necessarily to scale, depict illustrative embodiments and are 
not intended to limit the scope of the invention. 

[0015] As used herein, the term "associate" is used in its 
more general sense as indicating the that two or more 
devices become aware of one another and take steps to 
establish a protocol for communicating with one another by 
identifying each other as "associated" devices. The term 
"associate" is not limited, unless specifically noted, to the 
specialized manner set forth by Zigbee or other communi-
cation protocols. 

[0016] FIG. 1 illustrates an example wireless network 
having a base station (B), several infrastructure nodes (I), 
and several leaf nodes (L). Most, if not all, of the commu-
nicative couplings shown in FIG. 1 are intended to indicate 
wireless communication. The network includes a base node 
10 that is communicatively coupled to a number of infra-
structure nodes (I-nodes). Some I-nodes 12, 20, 22 commu-
nicate directly with the base node 10, while other I-nodes 14, 
16, 18 send data through hops to reach base node 10. The 
I-nodes are communicatively coupled to a number of leaf 
nodes (L-nodes). 

[0017] The illustrative embodiment shows the L-nodes 
being redundantly connected to I-nodes. Other networks, for 
example, networks under the Zigbee protocol or otherwise 
in accordance with IEEE 802.15.4, do not call for redundant 
connectivity. 

[0018] If the network shown in FIG. 1 is placed as a 
sensor network, for example, some or all of the L-nodes may 
be battery powered devices, sometimes referred to as energy 
constrained devices (ECD). An ECD may have multiple 
modes including a low power sleep mode and an awake 
mode. While asleep, an ECD is out of communication with 
the rest of the network. While awake, an ECD is capable of 
transmitting and, often, receiving messages. 

[0019] The L-nodes could be defined as reduced function 
devices (RFD) at least because some are not always avail-
able for full communication in the same manner as the 
I-nodes, and therefore may not have the same level of 
programming for data hopping purposes as the I-nodes. As 
used herein, however, the terms RFD and full function 
device (FFD) are used to refer to Zigbee or other non-
redundant networks, while L-node and I-node refer to 
devices configured for redundant networking. Some I-nodes 
will be further configured to allow them to operate as FFD's 
when communicating with an RFD or when relaying data 
generated by an RFD through a hopping sequence, and as 
I-nodes when communicating with or relaying data gener-
ated by an L-node. 

[0020] Another set of terminology may consider the leaf 
nodes as examples of data sending nodes, while the infra-
structure nodes are data relaying nodes. Likewise, an RFD 
may be a data sending node and an FFD may be a data 
relaying node. The terminology may be used to indicate that 
data sending nodes are nodes in which data originates, 



US 2006/0274671 Al Dec. 7, 2006 
2 

though the data sending nodes may not perform the task of 
receiving and retransmitting data addressed to other devices. 
Data relaying nodes may receive and retransmit data while 
also originating data when desired. The data sending nodes 
may also receive data that is addressed to them, including, 
for example, acknowledgements, addressing or scheduling 
information, etc. 

[0021] In some embodiments, the data sending nodes may 
be nodes which provide access to a network layer from 
another network layer. For example, a data sending node 
may receive data gathered in a different network and send 
data in a network as shown in FIG. 1. This may be useful, 
for example, where a wireless system is retrofitted to an 
existing facility having an older, local sensor network, with 
a data sending node used to move data from the old network 
onto the new network. 

[0022] With respect to the illustrative base node 10, the 
base node may be given various descriptive terms used in the 
art. For purposes herein, the base node 10 may be considered 
as a destination node for one or more networks, where a 
destination node serves as the destination for data transmit-
ted within a network. 

[0023] Certain methods and examples for operating a 
system having the I-nodes and L-nodes of FIG. 1 are shown 
and described in copending U.S. patent application Ser. No. 
10/870,295, entitled WIRELESS COMMUNICATION 
SYSTEM WITH CHANNEL HOPPING AND REDUN-
DANT CONNECTIVITY, filed Jun. 17, 2004, and copend-
ing U.S. patent application Ser. No. 10/905,971, entitled 
WIRELESS ROUTING SYSTEMS AND METHODS, filed 
Jan. 28, 2005, the disclosures of which are incorporated 
herein by reference. For example, in some embodiments 
discussed in these patent applications, first and second 
non-overlapping redundant paths may be defined from the 
leaf nodes L to the base node 10. 

[0024] As noted above, the collection of I-nodes and 
L-nodes may be configured for redundant connectivity of the 
L-nodes. However, as further shown in FIG. 1, there may be 
additional devices that are neither I-nodes nor L-nodes. The 
illustrated network provides for interconnectivity of more 
than one type of network. More specifically, devices using 
the Zigbee protocol terminology are shown. These include 
an FFD 30 directly communicating with the base node 10. 
FFD 30 is shown also communicating with an RFD 32. 
Additionally, an FFD 34 communicates with I-node 16 as 
well as RFD 36. Finally, an RFD 38 is shown communica-
tively coupled to I-node 18. 

[0025] One inventive aspect of the system as shown in 
FIG. 1 is the provision of more than one network layer 
within the same network system. For example, I-node 18 
receives communications from I-nodes 12, 16, 22, several 
L-nodes, and an RFD 38. As such, I-node 18 is configured 
to receive, identify, filter, and/or handle various communi-
cations from each of these sources. Communications coming 
from the L-nodes may be treated differently from the com-
munications coming from the RFD 38 and/or other I-nodes 
12, 16, 22. Further, if communication from FFD 34 is routed 
from I-node 16 to I-node 18, this communication may also 
be treated differently from other messages received from 
I-node 16 by I-node 18. 

[0026] FIG. 2 shows an illustrative method of sending 
data from a redundantly connected data sending node. For  

example, the method shown in FIG. 2 may be used to relay 
data from an L-node to redundantly connected I-nodes. First, 
the data sending node determines it is ready to send data, as 
shown at 100. This may include entering an "awake" state 
(as opposed to a sleep mode) and/or determining that an 
event flag has been set for determining that data should be 
sent, for example, an event flag related to a sensed event or 
an event flag related to expiration of a time period. Interrupts 
or any other suitable software or hardware feature may be 
used in place of the flags. 

[0027] Once the data sending node is ready to send, the 
next step sends data to the redundantly connected nodes, as 
shown at 102. In some illustrative examples, the redundantly 
connected nodes may be parsed into a primary node and a 
secondary node. For some examples, step 102 may include 
a single data transmission intended for receipt at multiple 
redundantly connected nodes. In other embodiments, step 
102 may include sending data to a first redundantly con-
nected node and later, or sometimes simultaneously, on a 
different channel, sending data to a second redundantly 
connected node. 

[0028] After the data is sent, the data sending node may 
wait for the sent data to be acknowledged, as shown at 104. 
In some embodiments, if no acknowledgement is received, 
the data may be resent after time-out period. The data may 
be acknowledged by a node that receives the data, which 
then relays the data to the base station, as shown at 106. In 
other embodiments, more than one receiving node may 
acknowledge the data. 

[0029] FIG. 3 shows an illustrative method for redun-
dantly adding a new device to a network. The method begins 
when the new device initiates discovery, as shown at 108, by 
transmitting a discovery "beacon", a message including 
address information and device type information, for 
example. Devices that receive the discovery beacon may 
respond with a signal indicating address information and 
sometimes providing additional information including, for 
example, a received signal strength indicator. The new 
device may then use the responsive signals to gather a list of 
reachable nodes, as shown at 110. The new device then seeks 
to associate itself with the best reachable node from the list, 
as shown at 112. This may occur by sending an addressed 
message to the desired node, which, if it receives the 
message and is available, responds with an acknowledge-
ment to become an "associated node". For example, the new 
device may associate itself with a node indicating the 
highest received signal strength. 

[0030] Next, as shown at 114, the new device may send the 
gathered node list to the associated node. The associated 
node may then select a primary/secondary node combina-
tion, as shown at 116. For example, the associated node may 
communicate with other devices in the gathered node list to 
determine which is the most readily available, has the most 
available bandwidth, and/or has the best signal strength or 
signal-to-noise ratio in its communications with the new 
device. The associated node may then name which device 
(itself or the other selected device) will become the primary 
node, and which will be the secondary node, as shown at 
116. In some embodiments, and as shown at 118, the 
associated node will identify a group address or identifier for 
use in addressing communications within the group, and will 
communicate this to the other selected node as well as the 
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new device. For example, during redundant communication, 
the use of a group address or identifier allows a single 
communication from the new device to be received by both 
the primary and the secondary nodes without referring to an 
access control list. 

[0031] In one embodiment, the group address or group ID 
can be selected from an available set of group addresses. For 
example, certain network solutions set aside memory allow-
ing 64,000 or so device addresses to be used within the 
network. This memory may be subdivided to include a 
domain for device addresses and a domain for group 
addresses. 

[0032] In some embodiments, a group address may be 
re-used such that several leaf nodes may communicate to the 
same group of two I-node devices using a single group 
address. Rather than requiring a separate group for each 
L-node, the network thereby may have fewer groups, and 
grouped devices may simply copy a portion of received 
messages corresponding to the sending device address in 
any ACK to prevent data collisions for multiple sending 
devices. This may reduce the need for group address space 
and simply receipt of messages by a group. In some embodi-
ments, more than two I-nodes may receive messages as part 
of a group. For example, an L-node may generate a data 
packet that is received by three or more I-nodes. 

[0033] FIGS. 4A-4F show several redundant communi-
cation methods. The examples in FIGS. 4A-4F refer to 
channels X and Y; it should be understood that instead of a 
single channel, channels X or Y may refer to the channels 
traversed by a channel hopping sequence or multiple chan-
nels used during a CDMA sequence, for example. The use 
of channels X and/or Yin each example may be coordinated 
with the listening sequence of nearby nodes in any suitable 
manner, including some of the methods set forth in copend-
ing U.S. patent application Ser. No. 10/870,295, entitled 
WIRELESS COMMUNICATION SYSTEM WITH CHAN-
NEL HOPPING AND REDUNDANT CONNECTIVITY, 
filed Jun. 17, 2004, and copending U.S. patent application 
Ser. No. 10/905,971, entitled WIRELESS ROUTING SYS-
TEMS AND METHODS, filed Jan. 28, 2005, the disclosures 
of which are incorporated herein by reference. For example, 
a designated time and channel for transmission may be 
selected in advance during a previous communication 
between nodes. Such scheduling may take place and be 
communicated in any suitable manner. 

[0034] FIG. 4A illustrates communication of a data mes-
sage from an L-node, L, to first and second I-nodes, Il, I2. 
FIG. 4A shows dual channel communication by L: the data 
message is sent on channel X and addressed to Il, and also 
sent on channel Y and addressed to I2. If Il receives the 
message, it sends an ACK on channel X and, likewise, if I2 
receives the message, it sends an ACK on channel Y. I3, 
because it is not addressed in either message, does not 
acknowledge either signal. As can be seen, two transmis-
sions are needed in FIG. 4A, increasing the power drain on 
device L. 

[0035] FIG. 4B illustrates communication of a data mes-
sage from L to nodes II and I2. Node Il is denoted the 
primary node for receipt of messages from L, while node I2 
is a secondary node. The designation of primary and sec-
ondary nodes may occur as shown above in FIG. 3; it should 
be noted here that the embodiment shown in FIG. 4B does  

not call for step 118 (designation of a group address) in FIG. 
3. L sends a single message on channel X, which is received 
by each of Il, I2, and I3, which compare the message source, 
L (indicated in the data message) to an access control list 
(ACL) for each device. Il and I2 find that L is on their 
respective ACLs, and therefore will retransmit the data 
message to the base station (not shown). I3 discards the data 
message because the sending device is not found on its ACL. 
The comparison to an ACL is computationally more com-
plicated than looking at an indicator of to whom the message 
is addressed, since a plurality of addresses are contained in 
the ACL. Next, the primary device (in this case Il) sends an 
ACK to L, while the secondary device (in this case, I2) may 
simply not send the ACK if the ACK from II is detected, or 
may wait a delay period before sending an ACK to avoid 
colliding with the ACK from Il. 

[0036] FIG. 4C illustrates a method incorporating group 
addressing. For the devices shown in FIG. 4C, step 118 in 
FIG. 3 may be performed to establish a group ID or address. 
L sends its message on channel X, addressed to group G. II 
and I2 determine that the message is addressed to G, a group 
each is a part of, while I3 is not a part of group G and 
therefore discards the message. Again, Il determines it is the 
primary device in the group G and sends an ACK, while I2 
delays before sending the ACK to avoid data collision. 
Alternatively, the secondary device I2 may not send an ACK 
at all, or may determine that the primary device Il sent an 
ACK such that I2 does not need to send one as well. 

[0037] FIG. 4D illustrates a method wherein two sub-
networks are defined having separate dedication of signals, 
with a first sub-network A using a defined block of frequen-
cies including X, and sub-network B using a different block 
of frequencies excluding X but including Y. L makes use of 
frequencies in both sub-networks to address device Il in 
network A using channel X, and device I2 in network B 
using channel Y. The ACK signals from Il and I2 do not 
collide because they are sent on different networks having 
non-overlapping frequencies. 

[0038] FIG. 4E further extends the redundancy from FIG. 
4D by calling for each of networks A, B to include primary 
and secondary devices, which may or may not be grouped 
devices, for communicating with L. More particularly, it can 
be seen that a first message is sent by L on channel X using 
network A. Devices Il, I2 may respond to this message 
either using a lookup table, ACL, or the above noted group 
methods, again using their designations as primary and 
secondary to determine whether and when an ACK is sent. 
Device L also sends the message on channel Y, using 
network B. Devices I3, I4 respond as appropriate for their 
configuration in similar fashion to Il and I2, though I3 and 
I4 are on a different network B. This embodiment gives 
double redundancy on two networks. 

[0039] FIG. 4F shows another form of double redun-
dancy. In this embodiment, L generates a first message on X. 
Il and I2 each receive the message and determine the 
message is intended for their receipt. Because Il is primary 
on network A, which uses channel X, Il sends the ACK first 
and I2 sends the ACK later. If L receives one and/or the other 
ACK, then L is done. If L does not receive either ACK (in 
some embodiments, both ACK messages are needed), L 
repeats the message on channel Y using network B. Because 
I2 is primary on network B, I2 responds with the first ACK, 
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and Il sends an ACK after a delay. The second transmission 
by L only occurs if the first fails to yield an ACK that L 
receives and processes. Therefore, the second transmission 
may not always occur, saving power over the embodiment 
shown in FIG. 4E. The second message may also be sent 
from L to two different I-nodes rather than to Il and I2 again. 

[0040] FIG. 5 illustrates another method for adding a new 
device to a network and establishing a group. First, as shown 
at 150, an L-node sends an association request. As shown at 
152, nearby I-nodes respond. The L-node gathers a list of 
available I-nodes and selects a primary I-node, as shown at 
154. The L-node transmits a request to the selected I-node, 
as shown at 156. The selected I-node may then accept the 
association request (unless for some reason the I-node is 
overloaded, overused, or otherwise unavailable) as shown at 
158, and becomes designated the primary node or P-node. If 
the selected I-node does not accept the P-node designation, 
then the L-node may select a different P-node. In parallel to 
this event, the other I-nodes may record the L-node address 
and receiver signal strength indicator (RSSI), as shown at 
160. 

[0041] Next, the P-node broadcasts a query, as shown at 
162, requesting data from other I-nodes that received mes-
sage X sent by the L-node at step 156. Other I-nodes that 
received both X and message Y sent at 162 will respond to 
indicate the RSSI for message X, from the leaf node, as 
shown at 170. From this data, the P-node selects a secondary 
node from the other I-nodes, as shown at 172. Next, the 
P-node broadcasts a signal notifying the chosen I-node that 
it is to be the secondary node or S-node, as shown at 174. 
The other I-nodes that received messages X and Y may store 
the L-node address and RSSI data in memory, as noted at 
176. This data may later be used if one of the P-node or 
S-node becomes unavailable and must be replaced. The 
L-node, P-node, and S-node then go into a network level run 
state wherein ordinary communication occurs, as shown at 
178. While in the network level run state, the L-node may 
enter a sleep mode and periodically or occasionally wake up 
to transmit data to the P-node and S-node, for example, as 
set forth in one of FIGS. 4A-4F. 

[0042] Depending upon the configuration in use, several 
embodiments may be defined. For example, the P-node and 
S-node may add the L-node to their respective ACLs. 
Alternatively, in another embodiment, a group address may 
be defined for data transmission purposes. While in some 
embodiments, one of the P-node, S-node, or L-node may 
provide a group address definition, in other embodiments a 
request may be generated and sent to the base node for 
identifying a group address, allowing the base node to 
readily keep track of group addresses in use. 

[0043] FIG. 6 shows illustrative node operation for 
receiving and retransmitting data. First, the data transmis-
sion device (which is, in this instance, an I-node having FFD 
capabilities) receives data, as shown at 200, which may 
include basic data checking methods such as parity check-
ing. Next, it is determined whether the address of the data 
matches the medium access control (MAC) identifier, as 
shown at 202. This MAC identifier is used for the first 
network layer. If query 202 gets a YES, the frame is directed 
to the first network layer, as noted at 204, and routed to the 
control center or base node via the first network layer, as 
shown at 206. An ACK is also generated, again, coming 
from the first network layer, as shown at 208.  

[0044] If step 202 yields a NO, the frame is directed to a 
sub-network layer, as shown at 210. The next check is 
whether there is a group ID match—in accordance with an 
embodiment in which the data transmission node is part of 
at least one communicating group, as shown at 212. If the 
frame does not match any group ID for the device, the frame 
is discarded, as noted. Otherwise, the method goes to step 
214, where it is determined whether the device is a primary 
or secondary device in the group. If the device is the primary 
device, an ACK is sent by the second network layer, as noted 
at 218. The frame is then sent to the second network layer, 
as shown at 218, and routed to the control center via the 
second network layer, as shown at 220. Going back to step 
214, if the device is a secondary device for the group, then 
a delay may occur, as shown at 222, before the method 
returns to step 216. 

[0045] For the illustrative example shown in FIG. 6, the 
first network layer may be, for example, a Zigbee protocol 
layer or any suitable communication layer. The second 
network layer may be a network layer using a different 
communications protocol. For example, if the first network 
layer is configured for a Zigbee protocol, the second network 
layer may use, for example, a redundant network method 
such as one of the methods set out in copending U.S. patent 
application Ser. No. 10/870,295. 

[0046] FIG. 7 shows an illustrative tiered filtering opera-
tion for a receiving method. After a frame is received at 250, 
the method goes to a first filter layer. The frame check 
sequence (FCS) is considered, as shown at 252, and, if not 
passed, the frame is discarded as shown at 254. The FCS 
may be, for example, a cyclic redundancy check, a parity 
check, or any other suitable method of detecting error in the 
received frame. If the FCS is passed at step 252, the frame 
is passed to the next filter layer. 

[0047] In the second filter layer of the illustrative embodi-
ment, it is determined whether the device is operating in a 
medium-access-control promiscuous mode, as shown at 
256. If so, the frame passes through at step 258 to the third 
filter layer. Otherwise, the frame is sent to step 260, where 
it is determined whether the frame is a valid frame. If not, 
the frame is discarded at 262. If the frame is a valid frame 
at 262, then the destination address is checked at step 264 to 
see if the receiving device is the addressee. If not, the frame 
is discarded as shown at 262. If the frame and destination 
address are both valid, the frame is passed through as noted 
at 258 to the third layer of filtering. 

[0048] When in the third layer of filtering of the illustra-
tive embodiment, it is first determined whether the device is 
operating in a secured mode, as shown at 266. If not, then 
the received data may be acknowledged, as shown at 272. If 
the device is in a secured mode, then the method includes 
observing whether the source address is in the ACL, as 
shown at 268. If so, the ACK is sent at 272, and if not, the 
frame is discarded for security reasons, as shown at 270. 

[0049] FIG. 8 illustrates a method of re-associating a node 
with a network after it loses primary communication asso-
ciation. From a run state 300, during which any number of 
communications take place between an L-node and its 
associated P-node and S-node, a P-node failure takes place, 
as shown at 302, wherein no ACK is received by the L-node 
from the P-node in response to an L-node communication. 
If no such ACK is received, this may cause the L-node to 
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determine there has been a transmission failure, as shown at 
304 (this may occur even if the S-node sends an ACK which 
is received by the L-node, if the P-node ACK is missing). If 
so, then it is determined by the L-node whether there have 
been a predetermined maximum number of communications 
failures, as shown at 306. If the result at 306 is a NO, a 
transmission failure counter may be incremented, and the 
device returns to the run state 300, where the unacknowl-
edged transmission may be retried. 

[0050] If, instead, the maximum communications failures 
test is a YES at 308, the L-node may time out, as shown at 
308, and enter an orphan mode, as shown at 310. Once in 
orphan mode, the L-node transmits, using a broadcast signal 
(as best the L-node can with what may be limited power) an 
orphan notification, as shown at 312. If the secondary node 
designated for the L-node receives the orphan notification, 
as shown at 314, then the S-node will redesignate itself as 
the P-node, as shown at 316. The new P-node will notify the 
L-node of the change of P-node. In response, the L-node 
makes the association with the new P-node, as shown at 320, 
while, at the same time, the new P-node will identify and 
notify a new S-node. Once a new P-node and S-node are 
identified and the L-node is configured for the new P-node 
and S-node, the system returns again to a run state 300. 

[0051] It may be noted that during the time period relevant 
for a method such as that shown in FIG. 8, other devices in 
the network preferably continue to operate in their normal 
manner. The I-node level devices (the P-node, the new 
P-node, and the new S-node) may continue to operate as data 
transferring devices with respect to communications going 
on between other elements of the network and the base node. 

[0052] The present invention, in an illustrative embodi-
ment, includes a method of operating a communication 
system comprising a number of devices suited for wireless 
communication. The illustrative method comprises provid-
ing at least a number of infrastructure nodes and number of 
leaf nodes, the leaf nodes adapted to exchange messages 
with the infrastructure nodes, the infrastructure nodes being 
adapted to exchange messages with leaf nodes and infra-
structure nodes; and configuring a leaf node to associate 
with at least two infrastructure nodes and send a data packet 
to each of the two infrastructure nodes simultaneously via a 
first transmission, wherein each associated infrastructure 
node for the leaf node, if the first transmission is received, 
determines whether the leaf node is an associated leaf node 
and, if so, directs the data packet toward a destination. 
Another illustrative method may be such that the commu-
nication system is compatible with devices complaint to 
IEEE 802.15.4 specification. Yet another illustrative method 
may also be such that at least some of the leaf nodes are 
energy constrained devices. 

[0053] In another illustrative method, the at least two 
infrastructure nodes associated with the leaf node include a 
primary node and a secondary node and, in response to the 
first transmission, the primary node sends an acknowledge-
ment if the first transmission is received by the primary 
node; and the secondary node waits for the primary node to 
send an acknowledgement before sending an acknowledge-
ment if the first transmission is received by the secondary 
node. In a further illustrative method, if the leaf node does 
not receive an acknowledgement from either the primary 
node or the secondary node, the leaf node re-sends the data 
packet in a second transmission. 

[0054] In yet another example method, the two infrastruc-
ture nodes associated with the leaf node include a primary 
node and a secondary node; when the leaf node associates 
with the two infrastructure nodes, the leaf node indicates a 
primary node among the two infrastructure nodes, and the 
primary node selects a group address and communicates the 
group address to the leaf node and the secondary node; and 
when the leaf node sends the first transmission, the group 
address is included in the first transmission. In a further 
embodiment, if the first transmission is received by each of 
the two infrastructure nodes, the primary node generates an 
acknowledgement and the secondary node generates an 
acknowledgement after waiting for a delay period. In yet 
another illustrative method, after the first transmission is 
received by the secondary node, the secondary node waits a 
delay period to determine whether the primary node gener-
ates an acknowledgement and, if not, the secondary node 
generates an acknowledgement. 

[0055] In an illustrative method, the infrastructure nodes 
and leaf nodes may be part of a sub-network layer operating 
in cooperation with a first network layer, the method further 
including at least a first infrastructure node performing the 
following sequence: receiving a data signal; determining 
whether the data signal includes an address matching a 
medium access control identifier, and, if so, directing the 
data signal to a first network layer, routing the data signal to 
a destination node for the first network layer using the first 
network layer, and generating a signal acknowledging 
receipt of the data signal; if not: directing the data signal to 
a sub-network layer. The method may further include deter-
mining whether the data signal includes an address matching 
a group identifier associated with the first infrastructure node 
and, if not, discarding the data signal; or, if so: routing the 
data signal using a sub-network layer to a destination node 
for the sub-network layer. 

[0056] In another illustrative embodiment, the present 
invention includes a method of operating a communication 
system comprising a number of devices suited for wireless 
communication, the method comprising: providing at least a 
number of infrastructure nodes and number of leaf nodes, 
the leaf nodes adapted to exchange messages with the 
infrastructure nodes, the infrastructure nodes being adapted 
to exchange messages with leaf nodes and infrastructure 
nodes; and configuring a leaf node to associate with at least 
two infrastructure nodes and send a data packet as follows: 
in a first transmission, the leaf node sends the data packet to 
a first of the at least two infrastructure nodes by addressing 
the data packet to the first infrastructure node; in a second 
transmission, the leaf node sends the data packet to a second 
of the at least two infrastructure nodes by addressing the data 
packet to the second infrastructure node. The method may be 
such that the first infrastructure node sends an acknowledge-
ment of the first transmission if the first transmission is 
successfully received by the first infrastructure node; and the 
leaf node performs the second transmission after the first 
transmission only if the leaf node does not receive acknowl-
edgement of the first transmission from the first infrastruc-
ture node. In a further embodiment, the second infrastructure 
node sends an acknowledgement of the second transmission 
if the second transmission is performed by the leaf node and 
successfully received by the second infrastructure node. In 
yet another embodiment, if the leaf node does not receive an 
acknowledgement from either the primary node or the 
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secondary node after performing the first transmission and 
the second transmission, the leaf node re-sends the data 
packet. 

[0057] In another illustrative embodiment, the leaf node 
may perform both the first transmission and the second 
transmission regardless whether the first transmission is 
acknowledged by the first infrastructure node. The leaf node 
may be an energy-constrained-device. In some embodi-
ments, the communication system is compatible with 
devices complaint to IEEE 802.15.4 specification. The first 
transmission may be performed on a first communication 
channel and the second transmission may performed on a 
second channel. In another embodiment, both the first trans-
mission and the second transmission may be performed on 
a single communication channel. 

[0058] Yet additional embodiments of the present inven-
tion may include systems configured for performing the 
above methods. One such embodiment includes a commu-
nication system comprising at least a number of infrastruc-
ture nodes and number of leaf nodes, the leaf nodes adapted 
to exchange messages with the infrastructure nodes, the 
infrastructure nodes being adapted to exchange messages 
with leaf nodes and infrastructure nodes; wherein a leaf node 
associates with at least two infrastructure nodes; the leaf 
node sends a data packet to the two infrastructure nodes 
simultaneously via a first transmission; and each associated 
infrastructure node for the leaf node that receives the first 
transmission determines whether the leaf node is an asso-
ciated leaf node and, if so, directs the data packet toward a 
destination. In another system embodiment, the two infra-
structure nodes associated with the leaf node include a 
primary node and a secondary node and, in response to the 
single transmission: the primary node sends an acknowl-
edgement if the single transmission is received by the 
primary node; and the secondary node waits for the primary 
node to send an acknowledgement before sending an 
acknowledgement if the single transmission is received by 
the secondary node. 

[0059] In yet another embodiment, the two infrastructure 
nodes associated with the leaf node include a primary node 
and a secondary node; when the leaf node associates with the 
two infrastructure nodes, the leaf node indicates a primary 
node among the two infrastructure nodes, and the primary 
node creates a group address and communicates the group 
address to the leaf node and the secondary node; and, when 
the leaf node sends the first transmission, the group address 
is included in the single transmission. 

[0060] Another illustrative embodiment includes a com-
munication system comprising at least a number of infra-
structure nodes and number of leaf nodes, the leaf nodes 
adapted to exchange messages with the infrastructure nodes, 
the infrastructure nodes being adapted to exchange messages 
with leaf nodes and infrastructure nodes, wherein a leaf node 
associates with at least two infrastructure nodes and sends a 
data packet as follows: in a first transmission, the leaf node 
sends the data packet to a first of the at least two infrastruc-
ture nodes by addressing the data packet to the first infra-
structure node; in a second transmission, the leaf node sends 
the data packet to a second of the at least two infrastructure 
nodes by addressing the data packet to the second infra-
structure node. 

[0061] Yet another illustrative embodiment of the present 
invention includes a method of operating a communication  

system comprising a number of devices suited for wireless 
communication, the method comprising: providing at least a 
number of infrastructure nodes and number of leaf nodes, 
the leaf nodes adapted to exchange messages with the 
infrastructure nodes, the infrastructure nodes being adapted 
to exchange messages with leaf nodes and infrastructure 
nodes; and configuring a leaf node to associate with at least 
two infrastructure nodes and send a data packet as follows: 
in a first transmission on a first communication channel, the 
leaf node sends the data packet to the at least two infra-
structure nodes; and in a second transmission on a second 
communication channel, the leaf node sends the data packet 
to the at least two infrastructure nodes. 

[0062] The communication system may be compatible 
with devices complaint to IEEE 802.15.4 specification. The 
at least one associated infrastructure node may include first 
and second transceiving means for wireless communication, 
the first and second transceiving means being configured to 
simultaneously operate on different channels. At least some 
of the leaf nodes may be energy constrained devices. 

[0063] In a further method embodiment, the at least two 
infrastructure nodes associated with the leaf node include a 
primary node and a secondary node and, in response to the 
first transmission: the primary node sends an acknowledge-
ment if the first transmission is received by the primary 
node; and the secondary node waits for the primary node to 
send an acknowledgement before sending an acknowledge-
ment if the first transmission is received by the secondary 
node. In yet another embodiment, the leaf node executes the 
first transmission and, if the leaf node does not receive an 
acknowledgement from either the primary node or the 
secondary node, the leaf node executes the second trans-
mission. 

[0064] In another further embodiment, the at least two 
infrastructure nodes are configured to send an acknowledge-
ment of transmissions received from the leaf node, wherein 
the leaf node executes the first transmission and the second 
transmission, and: if the leaf node receives acknowledge-
ment of the first transmission but not of the second trans-
mission, the leaf node executes the second transmission 
again; if the leaf node receives acknowledgement of the 
second transmission but not of the first transmission, the leaf 
node executes the first transmission again; or if the leaf node 
does not receive acknowledgement of either the first trans-
mission or the second transmission, the leaf node executes 
the first transmission and the second transmission again. 
Another embodiment is configured such that the two infra-
structure nodes associated with the leaf node include a 
primary node and a secondary node; and: if the primary node 
receives the first transmission, the primary node sends an 
acknowledgement; or, if the secondary node receives the 
first transmission, the secondary node sends an acknowl-
edgement, the secondary node waiting for a delay period to 
allow the primary node to send an acknowledgement first. 

[0065] In another illustrative embodiment, the two infra-
structure nodes associated with the leaf node include a 
primary node and a secondary node; and: if the primary node 
receives the second transmission, the primary node sends an 
acknowledgement; and if the secondary node receives the 
second transmission, the secondary node sends an acknowl-
edgement, the secondary node waiting for a delay period to 
allow the primary node to send an acknowledgement first. In 
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yet another illustrative embodiment, the two infrastructure 
nodes associated with the leaf node include a primary node 
and a secondary node; when the leaf node associates with the 
two infrastructure nodes, the leaf node indicates a primary 
node among the two infrastructure nodes, and the primary 
node selects a group address and communicates the group 
address to the leaf node and the secondary node; and when 
the leaf node sends the first transmission, the group address 
is included in the first transmission. In a further embodi-
ment, after the first transmission is received by the second-
ary node, the secondary node waits a delay period to 
determine whether the primary node generates an acknowl-
edgement and, if not, the secondary node generates an 
acknowledgement. 

[0066] In another illustrative method, the two infrastruc-
ture nodes associated with the leaf node include a primary 
node and a secondary node; when the leaf node associates 
with the two infrastructure nodes, the leaf node indicates a 
primary node among the two infrastructure nodes, and the 
primary node selects a group address and communicates the 
group address to the leaf node and the secondary node; and 
when the leaf node sends the second transmission, the group 
address is included in the second transmission. In yet 
another embodiment, the infrastructure nodes and leaf nodes 
are part of a sub-network layer operating in cooperation with 
a first network layer, the method further including at least a 
first infrastructure node performing the following sequence: 
receiving a data signal; determining whether the data signal 
includes an address matching a medium access control 
identifier, and, if so, directing the data signal to a first 
network layer, routing the data signal to a destination node 
for the first network layer using the first network layer, and 
generating a signal acknowledging receipt of the data signal; 
if not: directing the data signal to a sub-network layer; 
determining whether the data signal includes an address 
matching a group identifier associated with the first infra-
structure node and, if not, discarding the data signal; else, 
routing the data signal using a sub-network layer to a 
destination node for the sub-network layer. 

[0067] Another illustrative embodiment of the present 
invention includes a method of operating a communication 
system comprising a number of devices suited for wireless 
communication, the method comprising: providing at least a 
number of infrastructure nodes and number of leaf nodes, 
the leaf nodes adapted to exchange messages with the 
infrastructure nodes, the infrastructure nodes being adapted 
to exchange messages with leaf nodes and infrastructure 
nodes; and configuring a leaf node to associate with at least 
a first infrastructure node and a second infrastructure node 
and send a data packet as follows: in a first transmission on 
a first communication channel, the leaf node sends the data 
packet to the first infrastructure node by addressing a 
message containing the data packet to the first infrastructure 
node; and in a second transmission on a second communi-
cation channel, the leaf node sends the data packet to the 
second infrastructure node by addressing a message con-
taining the data packet to the second infrastructure node. 

[0068] In a further embodiment, the leaf node executes the 
first transmission and observes whether an acknowledge-
ment is received from the first infrastructure node and, if no 
acknowledgement is received, the leaf node executes the 
second transmission. In an example embodiment, if the leaf 
node executes the first transmission, the leaf node also  

executes the second transmission. The communication sys-
tem may be compatible with devices complaint to IEEE 
802.15.4 specification. At least one associated infrastructure 
node may include first and second transceiving means for 
wireless communication, the first and second transceiving 
means being configured to simultaneously operate on dif-
ferent channels. At least some of the leaf nodes may be 
energy constrained devices. 

[0069] Yet another illustrative embodiment of the present 
invention includes a communication system comprising at 
least a number of infrastructure nodes and number of leaf 
nodes, the leaf nodes adapted to exchange messages with the 
infrastructure nodes, the infrastructure nodes being adapted 
to exchange messages with leaf nodes and infrastructure 
nodes; wherein: a leaf node associates with at least two 
infrastructure nodes; the leaf node sends a data packet as 
follows: in a first transmission on a first communication 
channel, the leaf node sends the data packet to the at least 
two infrastructure nodes; and in a second transmission on a 
second communication channel, the leaf node sends the data 
packet to the at least two infrastructure nodes. 

[0070] Another illustrative example includes a communi-
cation system comprising at least a number of infrastructure 
nodes and number of leaf nodes, the leaf nodes adapted to 
exchange messages with the infrastructure nodes, the infra-
structure nodes being adapted to exchange messages with 
leaf nodes and infrastructure nodes; wherein: a leaf node 
associates with a first infrastructure node and a second 
infrastructure node; the leaf node sends a data packet as 
follows: in a first transmission on a first communication 
channel, the leaf node sends the data packet to the first 
infrastructure node by addressing a message containing the 
data packet to the first infrastructure node; and in a second 
transmission on a second communication channel, the leaf 
node sends the data packet to the second infrastructure node 
by addressing a message containing the data packet to the 
second infrastructure node. 

[0071] Another illustrative embodiment includes a method 
of associating a data sending node with data relaying nodes 
in a communication system having a number of nodes 
adapted for wireless data transmission. The illustrative asso-
ciating method comprises the data sending node initiating a 
discovery sequence by generating and sending a discovery 
beacon; at least one data relaying node that receives the 
discovery beacon responding by sending a discovery signal 
to the data sending node; the data sending node gathering a 
list of nodes that respond, the list including data related to 
one or more characteristics of the response signal for 
responding data relaying nodes; the data sending node 
selecting a primary node from among the data relaying 
nodes on the list; the data sending node notifying a data 
relaying node that it is the primary node and provides data 
related to the list to the primary node; the primary node 
analyzing the list, selecting one or more secondary nodes, 
and generating a group address for itself, the secondary 
nodes, and the data sending node; the primary node notify-
ing other data relaying nodes that they are the secondary 
nodes; and the primary node indicating the group address to 
the secondary nodes and the data sending node. Another 
illustrative embodiment includes a method of sending data 
from a data sending node to a destination node using 
intermediate data relaying nodes, the method comprising: 
the data sending node associating itself with first and second 
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data relaying nodes using the above illustrative associating 
method; the data sending node sending a data packet to the 
primary and secondary nodes by including the group 
address; and the primary and secondary nodes forwarding 
the data signal. 

[0072] Those skilled in the art will recognize that the 
present invention may be manifested in a variety of forms 
other than the specific embodiments described and contem-
plated herein. Accordingly, departures in form and detail 
may be made without departing from the scope and spirit of 
the present invention as described in the appended claims. 

What is claimed is: 
1.A method of operating a communication system com-

prising a number of devices suited for wireless communi-
cation, the method comprising: 

providing at least a number of infrastructure nodes and 
number of leaf nodes, the leaf nodes adapted to 
exchange messages with the infrastructure nodes, the 
infrastructure nodes being adapted to exchange mes-
sages with leaf nodes and infrastructure nodes; and 

configuring a leaf node to associate with at least two 
infrastructure nodes and send a data packet as follows: 

in a first transmission on a first communication channel, 
the leaf node sends the data packet to the at least two 
infrastructure nodes; and 

in a second transmission on a second communication 
channel, the leaf node sends the data packet to the at 
least two infrastructure nodes. 

2. The method of claim 1 wherein the communication 
system is compatible with devices complaint to IEEE 
802.15.4 specification. 

3. The method of claim 1 wherein at least one associated 
infrastructure node includes first and second transceiving 
means for wireless communication, the first and second 
transceiving means being configured to simultaneously 
operate on different channels. 

4.The method of claim 1 wherein at least some of the leaf 
nodes are energy constrained devices. 

5. The method of claim 1 wherein the at least two 
infrastructure nodes associated with the leaf node include a 
primary node and a secondary node and, in response to the 
first transmission: 

the primary node sends an acknowledgement if the first 
transmission is received by the primary node; and 

the secondary node waits for the primary node to send an 
acknowledgement before sending an acknowledgement 
if the first transmission is received by the secondary 
node. 

6.The method of claim 1 wherein, the leaf node executes 
the first transmission and, if the leaf node does not receive 
an acknowledgement from either the primary node or the 
secondary node, the leaf node executes the second trans-
mission. 

7. The method of claim 1 wherein the at least two 
infrastructure nodes are configured to send an acknowledge-
ment of transmissions received from the leaf node, wherein 
the leaf node executes the first transmission and the second 
transmission, and: 

if the leaf node receives acknowledgement of the first 
transmission but not of the second transmission, the 
leaf node executes the second transmission again; 

if the leaf node receives acknowledgement of the second 
transmission but not of the first transmission, the leaf 
node executes the first transmission again; or 

if the leaf node does not receive acknowledgement of 
either the first transmission or the second transmission, 
the leaf node executes the first transmission and the 
second transmission again. 

8. The method of claim 1 wherein: 

the two infrastructure nodes associated with the leaf node 
include a primary node and a secondary node; and: 

if the primary node receives the first transmission, the 
primary node sends an acknowledgement; and 

if the secondary node receives the first transmission, the 
secondary node sends an acknowledgement, the sec-
ondary node waiting for a delay period to allow the 
primary node to send an acknowledgement first. 

9. The method of claim 1 wherein: 

the two infrastructure nodes associated with the leaf node 
include a primary node and a secondary node; and: 

if the primary node receives the second transmission, the 
primary node sends an acknowledgement; and 

if the secondary node receives the second transmission, 
the secondary node sends an acknowledgement, the 
secondary node waiting for a delay period to allow the 
primary node to send an acknowledgement first. 

10. The method of claim 1 wherein: 

the two infrastructure nodes associated with the leaf node 
include a primary node and a secondary node; 

when the leaf node associates with the two infrastructure 
nodes, the leaf node indicates a primary node among 
the two infrastructure nodes, and the primary node 
selects a group address and communicates the group 
address to the leaf node and the secondary node; and 

when the leaf node sends the first transmission, the group 
address is included in the first transmission. 

11. The method of claim 10 wherein, after the first 
transmission is received by the secondary node, the second-
ary node waits a delay period to determine whether the 
primary node generates an acknowledgement and, if not, the 
secondary node generates an acknowledgement. 

12. The method of claim 1 wherein: 

the two infrastructure nodes associated with the leaf node 
include a primary node and a secondary node; 

when the leaf node associates with the two infrastructure 
nodes, the leaf node indicates a primary node among 
the two infrastructure nodes, and the primary node 
selects a group address and communicates the group 
address to the leaf node and the secondary node; and 

when the leaf node sends the second transmission, the 
group address is included in the second transmission. 

13. The method of claim 1 wherein the infrastructure 
nodes and leaf nodes are part of a sub-network layer 
operating in cooperation with a first network layer, the 
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method further including at least a first infrastructure node 
performing the following sequence: 

receiving a data signal; 

determining whether the data signal includes an address 
matching a medium access control identifier, and, if so, 
directing the data signal to a first network layer, routing 
the data signal to a destination node for the first 
network layer using the first network layer, and gener-
ating a signal acknowledging receipt of the data signal; 
if not: 

directing the data signal to a sub-network layer; 

determining whether the data signal includes an address 
matching a group identifier associated with the first 
infrastructure node and, if not, discarding the data 
signal; else, 

routing the data signal using a sub-network layer to a 
destination node for the sub-network layer. 

14. A method of operating a communication system 
comprising a number of devices suited for wireless com-
munication, the method comprising: 

providing at least a number of infrastructure nodes and 
number of leaf nodes, the leaf nodes adapted to 
exchange messages with the infrastructure nodes, the 
infrastructure nodes being adapted to exchange mes-
sages with leaf nodes and infrastructure nodes; and 

configuring a leaf node to associate with at least a first 
infrastructure node and a second infrastructure node 
and send a data packet as follows: 

in a first transmission on a first communication channel, 
the leaf node sends the data packet to the first infra-
structure node by addressing a message containing the 
data packet to the first infrastructure node; and 

in a second transmission on a second communication 
channel, the leaf node sends the data packet to the 
second infrastructure node by addressing a message 
containing the data packet to the second infrastructure 
node. 

15. The method of claim 14 wherein the leaf node 
executes the first transmission and observes whether an 
acknowledgement is received from the first infrastructure 
node and, if no acknowledgement is received, the leaf node 
executes the second transmission. 

16. The method of claim 14 wherein, if the leaf node 
executes the first transmission, the leaf node also executes 
the second transmission. 

17.The method of claim 14 wherein the communication 
system is compatible with devices complaint to IEEE 
802.15.4 specification. 

18.The method of claim 14 wherein at least one associ-
ated infrastructure node includes first and second transceiv-
ing means for wireless communication, the first and second 
transceiving means being configured to simultaneously 
operate on different channels. 

19.The method of claim 14 wherein at least some of the 
leaf nodes are energy constrained devices. 

20.A communication system comprising at least a num-
ber of infrastructure nodes and number of leaf nodes, the leaf 
nodes adapted to exchange messages with the infrastructure 
nodes, the infrastructure nodes being adapted to exchange 
messages with leaf nodes and infrastructure nodes; wherein: 

a leaf node associates with at least two infrastructure 
nodes; 

the leaf node sends a data packet as follows: 

in a first transmission on a first communication channel, 
the leaf node sends the data packet to the at least two 
infrastructure nodes; and 

in a second transmission on a second communication 
channel, the leaf node sends the data packet to the at 
least two infrastructure nodes. 

21.A communication system comprising at least a num-
ber of infrastructure nodes and number of leaf nodes, the leaf 
nodes adapted to exchange messages with the infrastructure 
nodes, the infrastructure nodes being adapted to exchange 
messages with leaf nodes and infrastructure nodes; wherein: 

a leaf node associates with a first infrastructure node and 
a second infrastructure node; 

the leaf node sends a data packet as follows: 

in a first transmission on a first communication channel, 
the leaf node sends the data packet to the first infra-
structure node by addressing a message containing the 
data packet to the first infrastructure node; and 

in a second transmission on a second communication 
channel, the leaf node sends the data packet to the 
second infrastructure node by addressing a message 
containing the data packet to the second infrastructure 
node. 

22.A method of associating a data sending node with data 
relaying nodes in a communication system having a number 
of nodes adapted for wireless data transmission, the method 
comprising: 

the data sending node initiating a discovery sequence by 
generating and sending a discovery beacon; 

at least one data relaying node that receives the discovery 
beacon responding by sending a discovery signal to the 
data sending node; 

the data sending node gathering a list of nodes that 
respond, the list including data related to one or more 
characteristics of the response signal for responding 
data relaying nodes; 

the data sending node selecting a primary node from 
among the data relaying nodes on the list; 

the data sending node notifying a data relaying node that 
it is the primary node and provides data related to the 
list to the primary node; 

the primary node analyzing the list, selecting one or more 
secondary nodes, and generating a group address for 
itself, the secondary nodes, and the data sending node; 

the primary node notifying other data relaying nodes that 
they are the secondary nodes; and 

the primary node indicating the group address to the 
secondary nodes and the data sending node. 
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23. A method of sending data from a data sending node to 
a destination node using intermediate data relaying nodes, 
the method comprising: 

the data sending node associating itself with first and 
second data relaying nodes using the method of claim 
22; 

the data sending node sending a data packet to the primary 
and secondary nodes by including the group address; 
and 

the primary and secondary nodes forwarding the data 
signal. 

* * * * * 


