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UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

SAN FRANCISCO DIVISION 

GOOGLE LLC, 

 Plaintiff and Counter-Defendant, 

 v. 

VALTRUS INNOVATIONS LIMITED and 
KEY PATENT INNOVATIONS LIMITED., 

 Defendants and Counter-Plaintiffs.  

 Case No. 3:26-cv-00363-TLT 
 
DEFENDANTS AND COUNTER-
PLAINTIFFS’ ANSWER, AFFIRMATIVE 
DEFENSES, AND COUNTERCLAIMS TO 
PLAINTIFF’S COMPLAINT FOR 
DECLARATORY JUDGMENT 
 
 
 
 

 

Defendants and Counter-Plaintiffs Valtrus Innovations Ltd. (“Valtrus”) and Key Patent 

Innovations Ltd. (“Key Patent”) (collectively, “Defendants”) respectfully submit this Answer, 

Affirmative Defenses, and Counterclaims in response to Plaintiff Google LLC’s (“Google”) 

Complaint for Declaratory Judgment. 
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DEFENDANTS’ ANSWER 

Defendants, by and through their undersigned counsel, hereby respond to Plaintiff’s 

Complaint for Declaratory Judgment of Non-Infringement of U.S. Patent Nos. 8,379,538; 

7,251,588; 8,370,416; 7,640,332; 7,904,686; 7,730,218; 7,936,738; 7,376,953 and 6,889,244 (Dkt. 

1) as follows: 

1. Defendants admit that Google purports to seek the relief in Paragraph 1.  

2. Defendants are without information regarding who Google considers to be a 

“customer,” and Google has not identified any specific customers or communications, and on that 

basis cannot admit allegations relating to Google’s customers.  Defendants otherwise deny the 

allegations of Paragraph 2.   

3. Paragraph 3 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 3, except as they relate to the 

Asserted Patents included in Defendants’ Counterclaim, infra. 

4. Defendants admit that Valtrus has represented that it is “successor in interest to a 

substantial patent portfolio created by Hewlett Packard Enterprise and its predecessor companies, 

including Compaq, Verity, and Hewlett-Packard Development Company” and that Valtrus’ business 

involves licensing the patents it acquired from HPE. To the extent the complaint references specific 

allegations in separate actions, the pleadings of any such actions speak for themselves, and therefore 

no response is needed. Except as expressly admitted, Defendants deny the allegations of this 

paragraph. 

5.   Defendants are without information regarding who Google considers to be a 

“customer,” and Google has not identified any specific customers or communications, and on that 

basis cannot admit allegations relating to Google’s customers. Defendants otherwise deny the 

allegations of Paragraph 5. 
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6. Defendants are without information regarding who Google considers to be a 

“customer,” and Google has not identified any specific customers or communications, and on that 

basis cannot admit allegations relating to Google’s customers. Defendants otherwise deny the 

allegations of Paragraph 6. 

7. Defendants are without information regarding who Google considers to be a 

“customer,” and Google has not identified any specific customers or communications, and on that 

basis cannot admit allegations relating to Google’s customers. Defendants otherwise deny the 

allegations of Paragraph 7. 

8. Defendants admit that Valtrus has sent licensing communications to Google, in 

which Valtrus provided Google notice that Google needed a license to certain patents in the Valtrus 

patent portfolio. Defendants otherwise deny the allegations of Paragraph 8. 

9. Defendants admit that Google has been on notice of its need for a license to the 

Valtrus patent portfolio since April 14, 2021. Valtrus has directed licensing communications to 

Google, including the letter referenced, which speak for themselves. Defendants otherwise deny the 

allegations of Paragraph 9. 

10. Defendants admit that they had licensing communications with Google, which 

speaks for itself. Defendants otherwise deny the allegations of Paragraph 10 and/or are without 

information or knowledge sufficient to form a belief as to the allegations of Paragraph 10 and 

accordingly deny the allegations of Paragraph 10. 

11. Defendants admit that they sent the letter referenced to Google, which speaks for 

itself. Defendants otherwise deny the allegations of Paragraph 11. 

12. Defendants admit that they had licensing communications with Google, which speak 

for themselves. Defendants otherwise deny the allegations of Paragraph 12. 
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13. Defendants admit that they sent the email referenced, which speaks for itself. 

Defendants otherwise deny the allegations of Paragraph 13. 

14. Defendants admit that they sent the letter and email referenced, which speak for 

themselves. Defendants otherwise deny the allegations of Paragraph 14. 

15. Defendants admit that they sent the letter referenced, which speaks for itself. 

Defendants otherwise deny the allegations of Paragraph 15. 

16. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

17. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

18. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

19. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

20. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

21. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 
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22. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

23. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph. 

24. Defendants are without information or knowledge sufficient to form a belief as to the 

allegations of Paragraph 24 and accordingly deny the allegations of Paragraph 24. 

25. Defendants are without information or knowledge sufficient to form a belief as to the 

allegations of Paragraph 25 and accordingly deny the allegations of Paragraph 25. 

26. Defendants admit the allegations of Paragraph 26. 

27. Defendants admit the allegations of Paragraph 27. 

28. Paragraph 28 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 28.   

29. Paragraph 29 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 29.  

30. Paragraph 30 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 30.  

31. To the extent the complaint references specific allegations in separate actions, the 

pleadings of any such actions speak for themselves, and therefore no response is needed. Except as 

expressly admitted, Defendants deny the allegations of this paragraph.  

32. Defendants admit that they directed patent licensing and enforcement activities 

towards Google and Cloudflare. Defendants otherwise are without information or knowledge 
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sufficient to form a belief as to the allegations of Paragraph 32 and accordingly deny the allegations 

of Paragraph 32.  

33. Defendants admit that they sent licensing communications to Google, which speak 

for themselves. Defendants otherwise deny the allegations of Paragraph 33 and/or are without 

information or knowledge sufficient to form a belief as to the allegations of Paragraph 33 and 

accordingly deny the allegations of Paragraph 33. 

34. Defendants are without information regarding who Google considers to be a 

“customer,” and Google has not identified any specific customers or communications, and on that 

basis cannot admit allegations relating to Google’s customers. Defendants otherwise deny the 

allegations of Paragraph 34.  

35. Defendants admit that they contracted with and acquired the Patents-in-Suit from 

HPE. Defendants otherwise deny the allegations of Paragraph 35 and/or are without information or 

knowledge sufficient to form a belief as to the allegations of Paragraph 35 and accordingly deny the 

allegations of Paragraph 35. 

36. Defendants admit that they engaged non-party PPS in connection with intellectual 

property matters. Defendants admit that non-party PPS has an employee residing in this District. 

Defendants otherwise deny the allegations of Paragraph 36. 

37. Defendants admit that Valtrus is a wholly-owned subsidiary of Key Patent. 

Defendants further admit that Key Patent has a financial interest in the licensing of Valtrus’ patent 

portfolio and authorizes Valtrus’ licensing activities. Defendants otherwise deny the allegations of 

Paragraph 37. 

38. Defendants do not contest that venue is proper.  

39. Paragraph 39 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 39.  
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40. Defendants do not contest that this action is subject to assignment on a district-wide 

basis. 

FIRST COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 8,379,538) 

41. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

42. Defendants admit the allegations of Paragraph 42.  

43. Paragraph 43 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 43.  

44. Paragraph 44 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 44.  

45. Paragraph 45 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants do not contest that a controversy currently exists regarding the 

’538 Patent.  

46. Defendants admit that Google seeks the relief stated in Paragraph 46, but otherwise 

deny the allegations of Paragraph 46.  

SECOND COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,251,588) 

47. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

48. Defendants admit the allegations of Paragraph 48.  

49. Paragraph 49 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 49.  
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50. Paragraph 50 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 50.  

51. Paragraph 51 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 51. 

52. Defendants admit that Google seeks the relief stated in Paragraph 52, but otherwise 

deny the allegations of Paragraph 52.  

THIRD COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 8,370,416) 

53. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

54. Defendants admit the allegations of Paragraph 54.  

55. Paragraph 55 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 55.  

56. Paragraph 56 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 56.  

57. Paragraph 57 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 57. 

58. Defendants admit that Google seeks the relief stated in Paragraph 58, but otherwise 

deny the allegations of Paragraph 58.  

FOURTH COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,640,332) 

59. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

60. Defendants admit the allegations of Paragraph 60.  
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61. Paragraph 61 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 61.  

62. Paragraph 62 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 62.  

63. Paragraph 63 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants do not contest that a controversy currently exists regarding the 

’332 Patent.  

64. Defendants admit that Google seeks the relief stated in Paragraph 64, but otherwise 

deny the allegations of Paragraph 64.  

FIFTH COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,904,686) 

65. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

66. Defendants admit the allegations of Paragraph 66.  

67. Paragraph 67 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 67.  

68. Paragraph 68 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 68.  

69. Paragraph 69 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants do not contest that a controversy currently exists regarding the 

’686 Patent.  

70. Defendants admit that Google seeks the relief stated in Paragraph 70, but otherwise 

deny the allegations of Paragraph 70.  

SIXTH COUNT 
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(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,730,218) 

71. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

72. Defendants admit the allegations of Paragraph 72.  

73. Paragraph 73 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 73.  

74. Paragraph 74 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 74.  

75. Paragraph 75 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 75.  

76. Defendants admit that Google seeks the relief stated in Paragraph 76, but otherwise 

deny the allegations of Paragraph 76.  

SEVENTH COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,936,738) 

77. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

78. Defendants admit the allegations of Paragraph 78.  

79. Paragraph 79 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 79.  

80. Paragraph 80 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 80.  

81. Paragraph 81 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants do not contest that a controversy currently exists regarding the 

’738 Patent.  
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82. Defendants admit that Google seeks the relief stated in Paragraph 82, but otherwise 

deny the allegations of Paragraph 82.  

83. Defendants admit that Google seeks the relief stated in Paragraph 83, but otherwise 

deny the allegations of Paragraph 83.  

EIGHTH COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 7,376,953) 

84. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

85. Defendants admit the allegations of Paragraph 85.  

86. Paragraph 86 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 86.  

87. Paragraph 87 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 87.  

88. Paragraph 88 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 88. 

89. Defendants admit that Google seeks the relief stated in Paragraph 89, but otherwise 

deny the allegations of Paragraph 89.  

NINTH COUNT 

(Declaratory Judgment of Non-Infringement of U.S. Patent No. 6,889,244) 

90. Defendants restate and incorporate by reference the responses in Defendants’ 

Answer and the allegations in Defendants’ Counterclaims as set forth fully herein. 

91. Defendants admit the allegations of Paragraph 91.  

92. Paragraph 92 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 92.  
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93. Paragraph 93 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 93.  

94. Paragraph 94 states a legal conclusion to which no response is required. To the extent 

a response is required, Defendants deny the allegations of Paragraph 94. 

95. Defendants admit that Google seeks the relief stated in Paragraph 95, but otherwise 

deny the allegations of Paragraph 95.  

FIRST AFFIRMATIVE DEFENSE 

(Infringement) 

Google’s declaratory judgment claims should be denied because Google has infringed, 

directly and/or indirectly (including induced or contributorily), the Patents-in-Suit either literally or 

under the doctrine of equivalents.  

SECOND AFFIRMATIVE DEFENSE 

(Lack of Subject Matter Jurisdiction) 

Google’s declaratory judgment claims should be dismissed for lack of a case or controversy, 

including because Defendants have provided Google a covenant not to sue on U.S. Patent Nos. 

7,251,588; 8,370,416; 7,730,218; 7,376,953; and 6,889,244.  

THIRD AFFIRMATIVE DEFENSE 

(Failure to State a Claim) 

Google’s declaratory judgment claims should be dismissed for failure to state facts sufficient 

to constitute a cause of action against Defendants.   

FOURTH AFFIRMATIVE DEFENSE 

(Unclean Hands) 

Google’s declaratory judgment claims are barred by the doctrine of unclean hands.  

FIFTH AFFIRMATIVE DEFENSE 
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(Estoppel) 

Google is estopped from pursuing its declaratory judgment claims by reason of their own 

actions and course of conduct.  

SIXTH AFFIRMATIVE DEFENSE 

(Waiver) 

Google’s declaratory judgment claims are barred to the extent that Google waived its rights, 

if any, to pursue them by reason of its own actions and course of conduct.  

SEVENTH AFFIRMATIVE DEFENSE 

(Laches) 

Google’s declaratory judgment claims are barred by the doctrine of laches. 
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COUNTERCLAIMS 

Defendants and Counter-Plaintiffs Valtrus Innovations Ltd. and Key Patent Innovations 

Ltd., by and through their undersigned counsel, hereby plead the following Counterclaims for Patent 

Infringement against Plaintiff Google LLC and allege as follows: 

THE PARTIES AND JURISDICTION 

1. Defendant Valtrus is the successor in interest to a substantial patent portfolio created 

by Hewlett Packard Enterprise and its predecessor companies, including Compaq, Verity, and 

Hewlett-Packard Development Company (collectively, “HPE”). Valtrus is an Irish entity duly 

organized and existing under the laws of the Republic of Ireland. The address of the registered office 

of Valtrus is: The Glasshouses GH2, 92 Georges Street Lower, Dun Laoghaire, Dublin A96 VR66, 

Ireland. 

2. Valtrus is the assignee of U.S. Patent Nos. 8,379,538 (“the ’538 Patent”), 7,640,332 

(“the ’332 Patent”), 7,904,686 (“the ’686 Patent”), 7,936,738 (“the ’738 Patent”), and 7,057,509 

(“the ’509 Patent”) (collectively, the “Asserted Patents”). 

3. Defendant Key Patent is the beneficiary of a trust pursuant to which Valtrus owns, 

holds, and asserts the Asserted Patents. Key Patent is an Irish entity duly organized and existing 

under the laws of the Republic of Ireland. The address of the registered office of Key Patent is: The 

Glasshouses GH2, 92 Georges Street Lower, Dun Laoghaire, Dublin A96 VR66, Ireland.  

4. The Asserted Patents were developed by inventors working for HPE. HPE and its 

predecessors have been developing innovative search, computer processing, and server technology 

for decades. 

5. On information and belief, Defendant Google is a limited liability company duly 

organized and existing under the laws of the State of Delaware, having a regular and established 
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place of business in the Northern District of California, including at the “Googleplex” located at 

1600 Amphitheatre Parkway, Mountain View, California 94043 in Santa Clara County. 

6. These Counterclaims arise under the patent laws of the United States, 35 U.S.C. § 1 

et seq. Accordingly, this Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331 and 

1338(a). 

FIRST COUNTERCLAIM 

(Infringement of U.S. Patent No. 7,640,332) 

7. Defendants re-allege and incorporate by reference the allegations of the preceding 

paragraphs of these Counterclaims as if fully set forth herein. 

8. The ’332 Patent, entitled “System and method for hot deployment/redeployment in 

grid computing environment,” was duly and lawfully issued on December 29, 2009. A true and 

correct copy of the ’332 Patent is attached to the Complaint as Exhibit 4. See Dkt. 1, Ex. 4. 

9. Defendants own by assignment the entire right, title, and interest in and to the ’332 

Patent, including the exclusive right to seek damages for past, current, and future infringement 

thereof.  

10. Defendants are informed and believe, and on this basis allege, that Google, agents of 

Google, and/or third parties acting under Google’s direction and control, have committed and 

continue to commit acts of direct infringement of one or more claims of the ’332 Patent literally 

and/or under the doctrine of equivalents, by making, using, selling, offering to sell, and/or importing 

into the United States, Google Kubernetes Engine and all Google internal services that use 

Kubernetes or Google Kubernetes Engine. Google controls Google Kubernetes Engine and all 

Google internal services that use Kubernetes or Google Kubernetes Engine as a whole and obtains 

benefits from them. 
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11. For example, Google Kubernetes Engine embodies every limitation of at least claim 

1 of the ’332 Patent, literally or under the doctrine of equivalents, as set forth below. The further 

descriptions below, which are based on publicly available information, are preliminary examples 

and are non-limiting. 

[“1. A method for hot deployment and/or redeployment in grid computing 

environment, wherein the grid computing environment includes one or more grid 

nodes, comprising:”] 

12. Google Kubernetes Engine uses a method for hot deployment and/or redeployment 

in grid computing environment, wherein the grid computing environment includes one or more grid 

nodes. 

13. For example, Google Kubernetes Engine uses a method of rolling updates to allow 

for hot deployment and redeployment (rollouts and rollbacks). Using rolling updates, application 

bundles, packaged in Pods, are updated and scheduled on grid nodes (e.g., Worker nodes). Worker 

nodes are virtual or physical machines, the collection of which are contained in the grid computing 

environment, known as a Cluster. 

1 

 
1 https://kubernetes.io/ 
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2 

3 

4 

 
2 https://kubernetes.io/docs/concepts/overview/components/ 
3 Id. 
4 https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/#updating-an-

application 
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5 
 

6 
 

7 
 

[“adding a new version of an application release bundle in a repository server;”] 

14. Google Kubernetes Engine operates using a method further comprising adding a new 

version of an application release bundle in a repository server. 

15. For example, users add a new version of an application release bundle by uploading 

a new container image, which are software bundles, in a repository server located within the 

container registry. 

 
5 https://kubernetes.io/docs/tutorials/kubernetes-basics/explore/explore-intro/ 
6 https://docs.cloud.google.com/kubernetes-engine/docs/concepts/cluster-architecture 
7 https://kubernetes.io/blog/2018/08/03/out-of-the-clouds-onto-the-ground-how-to-make-

kubernetes-production-grade-anywhere/#critical-components-in-a-kubernetes-cluster 
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8 
 

9 

10 
 

11 

12 

 
8 https://kubernetes.io/docs/tutorials/kubernetes-basics/deploy-app/deploy-

intro/#kubernetes-deployments 
9 Id. 
10 https://kubernetes.io/docs/concepts/containers/images/ 
11 https://kubernetes.io/docs/concepts/containers/images/#multi-architecture-images-with-

image-indexes 
12 https://kubernetes.io/docs/concepts/containers/images/#image-names 
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13 
 

14 

 

[“determining by a discovery services module which of the one or more grid nodes 

are running an application associated with the added new version of the application 

release bundle upon adding the new version of the application release bundle in the 

repository server;”] 

16. Google Kubernetes Engine operates using a method further comprising determining 

by a discovery services module which of the one or more grid nodes are running an application 

associated with the added new version of the application release bundle upon adding the new version 

of the application release bundle in the repository server. 

17. For example, upon a container image being updated in a Deployment, the 

Deployment Controller creates new ReplicaSets that determine which of the one or more grid nodes 

(e.g., Worker nodes) are running an application (e.g., a Pod containing the application) associated 

 
13 https://oras.land/docs/concepts/reference/ 
14 https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-

registry/#create-a-pod-that-uses-your-secret 
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with the added new version. The new ReplicaSets version’s “.spec.selector” labels match the 

previous version’s, but the “.spec.template.” fields vary, therefore indicating which Pods contain 

the previous version of the application. Since a Pod’s lifetime is spent on a single Worker node, the 

ReplicaSet therefore determines the node(s) on which the application is running. 

15 
 

16 

 
15 https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/ 
16 https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/#how-a-replicaset-

works 
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17 

18 

19 

[“notifying a client application manager associated with one or more of the 

determined grid nodes about adding the new version of the application release bundle 

along with a type of data transfer protocol to use;”] 

18. Google Kubernetes Engine operates using a method further comprising notifying a 

client application manager associated with one or more of the determined grid nodes about adding 

the new version of the application release bundle along with a type of data transfer protocol to use. 

19. For example, when a Deployment is updated with the new version of the application 

release bundle (e.g., an updated container image), the Deployment Controller creates a new 

ReplicaSet with an associated PodSpec. The client application manager—the Kubelet, which resides 

on a Worker node—is notified by the API Server of the new PodSpec, along with the data transfer 

protocol of the Open Container Initiative Distribution Specification. 

 
17 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#rollover-aka-

multiple-updates-in-flight 
18 https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/ 
19 https://kubernetes.io/docs/concepts/architecture/nodes/ 
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20 
 

21 
 

22 

 

23 
 

 
20 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#rollover-aka-

multiple-updates-in-flight 
21 https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/#how-a-replicaset-

works 
22 https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/#synopsis 
23 https://github.com/opencontainers/distribution-spec/blob/main/spec.md 
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24 

[“hot deploying/redeploying the new version of the application release bundle on 

running one or more application servers in an associated grid node using an 

appropriate hot deployment plug-in based on the data transfer protocol by a 

respective one of the client application managers.”] 

20. Google Kubernetes Engine operates using a method further comprising hot 

deploying/redeploying the new version of the application release bundle on running one or more 

application servers in an associated grid node using an appropriate hot deployment plug-in based on 

the data transfer protocol by a respective one of the client application managers. 

21. For example, the client application manager—the Kubelet—reads the new PodSpec 

provided by the API server and instructs the hot deployment plug-in—the Container Runtime—to 

download and hot deploy/redeploy the appropriate image from the container registry onto the 

 
24 https://kubernetes.io/blog/2018/08/03/out-of-the-clouds-onto-the-ground-how-to-make-

kubernetes-production-grade-anywhere/#critical-components-in-a-kubernetes-cluster 
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Worker nodes, which the Container Runtime does in accordance with the Open Container Initiative 

Distribution Specification data transfer protocol. 

25 

26 
 

27 
 

28 
 

 
25 https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/#updating-an-

application 
26 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#use-case 
27 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#rollover-aka-

multiple-updates-in-flight 
28 https://medium.com/careerbytecode/100days-of-k8s-with-devops-challenge-week-

3recap-day-15-day-21-key-takeaways-d3747956643d  
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29 
 

30 
 

31 

 

32 
 

 
29 https://kubernetes.io/blog/2016/12/container-runtime-interface-cri-in-kubernetes/ 
30 https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/ 
31 https://github.com/opencontainers/distribution-spec/blob/main/spec.md 
32 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#creating-a-

deployment 
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33 
 

34 

 
33 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/#updating-a-

deployment 
34 Id. 
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22. According to Google’s own documentation, Google “use[s] [Google Kubernetes 

Engine] for several” internal Google services, including Vertex AI and DeepMind.35,36  On 

information and belief, those services also include Google Ads and Google Ad Manager.37 

23. Google is inducing infringement of the ’332 Patent, in violation of 35 U.S.C. § 

271(b), including by knowingly encouraging or aiding third parties to make, use, sell, or offer to sell 

Google Kubernetes Engine and all Google internal services that use Kubernetes or Google 

Kubernetes Engine in the United States, or to import Google Kubernetes Engine and all Google 

internal services that use Kubernetes or Google Kubernetes Engine into the United States, and/or in 

violation of 35 U.S.C. § 271(f)(1), by supplying or causing to be supplied Google Kubernetes Engine 

and all Google internal services that use Kubernetes or Google Kubernetes Engine in or from the 

United States, without license or authority from Defendants, with knowledge of or willful blindness 

to the fact that Google’s actions will induce others to directly infringe the ’332 Patent. Google 

actively encourages, directs, and controls third parties, including its end users, to make and/or use 

Google Kubernetes Engine and all Google internal services that use Kubernetes or Google 

Kubernetes Engine in an infringing manner, including through Google’s website, advertisements, 

documentation/instructional material, customer support, application and feature descriptions, and 

in-application instructions. Google has intentionally aided and encouraged third parties, including 

its end users, to use Google Kubernetes Engine and all Google internal services that use Kubernetes 

or Google Kubernetes Engine in the United States in a manner that it knows would infringe or have 

 
35 https://cloud.google.com/blog/products/containers-kubernetes/why-choose-gke-as-your-

kubernetes-service  
36 https://blog.google/innovation-and-ai/infrastructure-and-cloud/google-cloud/live-from-

google-cloud-next-advancing-every-business-in-the-cloud/ 
37 https://medium.com/@YodgorbekKomilo/unveiling-the-system-design-of-google-ads-

architecture-scalability-and-reliability-a8f4adeb947d. 
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a high probability of infringing the ’332 Patent, with the specific intent that those performing the 

acts infringe the ’332 Patent. 

24. Google is contributorily infringing the ’332 Patent in violation of 35 U.S.C. § 271(c), 

by selling, offering to sell, and/or importing into the United States, and/or in violation of 35 U.S.C. 

§ 271(f)(2), by supplying or causing to be supplied in or from the United States, Google Kubernetes 

Engine and all Google internal services that use Kubernetes or Google Kubernetes Engine for use 

in infringing the ’332 Patent, constituting a material part of the invention, knowing Google 

Kubernetes Engine and all Google internal services that use Kubernetes or Google Kubernetes 

Engine to be especially made or especially adapted for use in infringing the ’332 Patent. Google 

Kubernetes Engine and all Google internal services that use Kubernetes or Google Kubernetes 

Engine are not staple articles or commodities of commerce suitable for substantial non-infringing 

use. 

25. As a result of Google’s infringement of the ’332 Patent, Defendants have been 

damaged. In addition, Google’s infringing acts and practices have caused and are causing immediate 

and irreparable harm to Defendants. Defendants are entitled to recover for damages sustained as a 

result of Google’s wrongful acts in an amount yet to be determined and to receive such other and 

further relief, including equitable relief, as this Court deems just and proper. 

26. Defendants are further informed, and on this basis allege, that Google’s infringement 

of the ’332 Patent has been and continues to be deliberate and willful, and, therefore, this is an 

exceptional case warranting an award of enhanced damages for up to three times the actual damages 

awarded and attorney’s fees to Defendants pursuant to 35 U.S.C. §§ 284-285. Google has had 

knowledge of the ’332 Patent and its infringement thereof, including through its knowledge of 

Defendants’ public assertions that others, including Home Depot, infringe the ’332 Patent by using 

Google Kubernetes Engine, Valtrus Innovations Ltd. v. The Home Depot, No. 2:25-cv-00081-JRG 
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(E.D. Tex. Jan. 27, 2025), and yet Google has deliberately continued to infringe in a wanton, 

malicious, and egregious manner, with reckless disregard for Defendants’ patent rights. 

SECOND COUNTERCLAIM 

(Infringement of U.S. Patent No. 7,057,509) 

27. Defendants re-allege and incorporate by reference the allegations of the preceding 

paragraphs of these Counterclaims as if fully set forth herein. 

28. The ’509 Patent, entitled “Monitoring an object with identification data and tracking 

data,” was duly and lawfully issued on June 6, 2006. A true and correct copy of the ’509 Patent is 

attached as Exhibit 1. 

29. Defendants own by assignment the entire right, title, and interest in and to the ’509 

Patent, including the exclusive right to seek damages for past, current, and future infringement 

thereof. 

30. Defendants are informed and believe, and on this basis allege, that Google, agents of 

Google, and/or third parties acting under Google’s direction and control, have committed and 

continue to commit acts of direct infringement of one or more claims of the ’509 Patent literally 

and/or under the doctrine of equivalents, by making, using, selling, offering to sell, and/or importing 

into the United States, Google Maps and Google Pixel. Google controls Google Maps and Google 

Pixel as a whole and obtains benefits from them. 

31. For example, Google Maps and Google Pixel embody every limitation of at least 

claim 17 of the ’509 Patent, literally or under the doctrine of equivalents, as set forth below. The 

further descriptions below, which are based on publicly available information, are preliminary 

examples and are non-limiting. 

[“17. A method of monitoring an object, said method comprising:”] 

32. Google Maps and Google Pixel use a method of monitoring an object. 
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33. For example, Google Maps’ aggregating location analytics system uses a method of 

monitoring, tracking, and storing device data through Google Maps Timeline, and utilizing said data 

to provide insights to Google users. Google Pixel uses this method through Google Maps. 

38 

39 

40 

[“generating identification data associated with each monitored object located at an 

identification gateway of a monitored environment, wherein said generating 

identification data is performed by an identification system;”] 

34. Google Maps operates using a method further comprising generating identification 

data associated with each monitored object located at an identification gateway of a monitored 

environment, wherein said generating identification data is performed by an identification system. 

35. For example, the Google Maps location tracking functionality generates a personal 

identifier based on user account information for each device being tracked at an identification 

 
38 

https://support.google.com/maps/answer/6258979?hl=en&co=GENIE.Platform%3DDesktop  
39 https://policies.google.com/technologies/location-data?hl=en  
40 Id.  
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gateway, such as a cellular base station or a Wi-Fi access point, that is within the Google Maps 

monitored environment. 

36. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

41 

[“generating tracking data associated with each monitored object located within said 

monitored environment, wherein said generating tracking data is performed by a 

tracking system;”] 

37. Google Maps operates using a method further comprising generating tracking data 

associated with each monitored object located within said monitored environment, wherein said 

generating tracking data is performed by a tracking system. 

38. For example, the Google Maps location tracking functionality generates, on a regular 

basis, tracking data (e.g., location data) of a monitored device within the Google Maps monitored 

environment. 

39. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

42 

 
41 Id.  
42 https://support.google.com/accounts/answer/14200149?hl=en-419   
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[“merging and storing said identification data and said tracking data of each 

monitored object to form monitoring data for each monitored object;”] 

40. Google Maps operates using a method further comprising merging and storing said 

identification data and said tracking data of each monitored object to form monitoring data for each 

monitored object. 

41. For example, on information and belief, Google Maps’ aggregating location analytics 

system merges the identification and tracking data (e.g., aggregates the personal identifier and 

location data) for each monitored device, which is then stored by Google Maps in the memory of 

the device on which it is running. 

42. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

43 

 
43 https://policies.google.com/technologies/location-data?hl=en   
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44 

45 

[“comparing new content of said monitoring data of a monitored object with prior 

content of said monitoring data of said monitored object.”] 

43. Google Maps operates using a method further comprising comparing new content of 

said monitoring data of a monitored object with prior content of said monitoring data of said 

monitored object. 

44. For example, Google Maps’ aggregating location analytics system compares the 

aggregated data for a tracked device to determine when it arrived at a location, when it departed, 

and how often it visits said location. As a further example, the aggregating location analytics system 

compares the aggregated data for a tracked device to determine if an advertisement delivered to a 

device later drove the device user to physically visit the respective business. 

45. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

 
44 https://support.google.com/accounts/answer/14200149?hl=en-419   
45 Id.   
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46 

47 

46. Google is inducing infringement of the ’509 Patent, in violation of 35 U.S.C. § 

271(b), including by knowingly encouraging or aiding third parties to make, use, sell, or offer to sell 

Google Maps and Google Pixel in the United States, or to import Google Maps and Google Pixel 

into the United States, and/or in violation of 35 U.S.C. § 271(f)(1), by supplying or causing to be 

supplied Google Maps and Google Pixel in or from the United States, without license or authority 

from Defendants, with knowledge of or willful blindness to the fact that Google’s actions will induce 

others to directly infringe the ’509 Patent. Google actively encourages, directs, and controls third 

parties, including its end users, to make and/or use Google Maps and Google Pixel in an infringing 

manner, including through Google’s website, advertisements, documentation/instructional material, 

customer support, application and feature descriptions, and in-application instructions. Google has 

intentionally aided and encouraged third parties, including its end users, to use Google Maps and 

Google Pixel in the United States in a manner that it knows would infringe or have a high probability 

of infringing the ’509 Patent, with the specific intent that those performing the acts infringe the ’509 

Patent. 

47. Google is contributorily infringing the ’509 Patent in violation of 35 U.S.C. § 271(c), 

by selling, offering to sell, and/or importing into the United States, and/or in violation of 35 U.S.C. 

 
46 https://policies.google.com/technologies/location-data?hl=en   
47 Id.   
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§ 271(f)(2), by supplying or causing to be supplied in or from the United States, Google Maps and 

Google Pixel for use in infringing the ’509 Patent, constituting a material part of the invention, 

knowing Google Maps and Google Pixel to be especially made or especially adapted for use in 

infringing the ’509 Patent. Google Maps and Google Pixel are not staple articles or commodities of 

commerce suitable for substantial non-infringing use. 

48. As a result of Google’s infringement of the ’509 Patent, Defendants have been 

damaged. In addition, Google’s infringing acts and practices have caused and are causing immediate 

and irreparable harm to Defendants. Defendants are entitled to recover for damages sustained as a 

result of Google’s wrongful acts in an amount yet to be determined and to receive such other and 

further relief, including equitable relief, as this Court deems just and proper. 

49. Defendants are further informed, and on this basis allege, that Google’s infringement 

of the ’509 Patent has been and continues to be deliberate and willful, and, therefore, this is an 

exceptional case warranting an award of enhanced damages for up to three times the actual damages 

awarded and attorney’s fees to Defendants pursuant to 35 U.S.C. §§ 284-285. As noted above, 

Google has had knowledge of the ’509 Patent and its infringement thereof, and yet has deliberately 

continued to infringe in a wanton, malicious, and egregious manner, with reckless disregard for 

Defendants’ patent rights. 

THIRD COUNTERCLAIM 

(Infringement of U.S. Patent No. 8,379,538) 

50. Defendants re-allege and incorporate by reference the allegations of the preceding 

paragraphs of these Counterclaims as if fully set forth herein. 

51. The ’538 Patent, entitled “Model-driven monitoring architecture,” was duly and 

lawfully issued on February 19, 2013. A true and correct copy of the ’538 Patent is attached to the 

Complaint as Exhibit 1. See Dkt. 1, Ex. 1. 
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52. Defendants own by assignment the entire right, title, and interest in and to the ’538 

Patent, including the exclusive right to seek damages for past, current, and future infringement 

thereof. 

53. Defendants are informed and believe, and on this basis allege, that Google, agents of 

Google, and/or third parties acting under Google’s direction and control, have committed and 

continue to commit acts of direct infringement of one or more claims of the ’538 Patent literally 

and/or under the doctrine of equivalents, by making, using, selling, offering to sell, and/or importing 

into the United States, Google Kubernetes Engine, all Google internal services that use Kubernetes 

or Google Kubernetes Engine, Google Maps, and Google Pixel. Google controls Google Kubernetes 

Engine, all Google internal services that use Kubernetes or Google Kubernetes Engine, Google 

Maps, and Google Pixel as a whole and obtains benefits from them. 

54. For example, Google Kubernetes Engine embodies every limitation of at least claim 

7 of the ’538 Patent, literally or under the doctrine of equivalents, as set forth below. The further 

descriptions below, which are based on publicly available information, are preliminary examples 

and are non-limiting. 

[“7. A method comprising:”] 

55. Google Kubernetes Engine uses a method. For example, Google Kubernetes Engine 

uses a method for Horizontal Pod Autoscaling to scale workload resources to match demand. 

48 

[“providing a machine-readable monitoring model that defines configuration of a 

monitoring environment;”] 

 
48 https://docs.cloud.google.com/kubernetes-engine/docs/concepts/horizontalpodautoscaler 
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56. Google Kubernetes Engine operates using a method further comprising providing a 

machine-readable monitoring model that defines configuration of a monitoring environment. 

57. For example, a machine-readable monitoring model—the HorizontalPodAutoscaler 

(“HPA”) functionality—defines the configuration of the Kubernetes autoscaling monitoring 

environment through a metric model containing parameters for memory and CPU usage, or other 

custom metrics. 

49 

50 

 
49 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-autoscale/#how-

does-a-horizontalpodautoscaler-work 
50 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#support-for-resource-metrics 
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51 

[“responsive to a change occurring in said monitoring environment’s configuration, 

said machine-readable monitoring model updating to reflect said change;”] 

58. Google Kubernetes Engine operates using a method further comprising, responsive 

to a change occurring in said monitoring environment’s configuration, said machine-readable 

monitoring model updating to reflect said change. 

59. For example, responsive to an increase or decrease in the ratio between the desired 

and current CPU or memory usage (or other custom metric), the HPA Controller updates the 

Deployment’s scale subresource. 

52 

53 

 
51 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#scaling-on-custom-metrics 
52 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-autoscale/#how-

does-a-horizontalpodautoscaler-work 
53 Id. 
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54 

55 

56 

57 

 
54 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#algorithm-details 
55 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#tolerance 
56 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-autoscale/#how-

does-a-horizontalpodautoscaler-work 
57 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#autoscaling-during-rolling-update 
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[“an element of said monitoring environment reading said machine-readable model 

and autonomously adapting its operation to the changed configuration.”] 

60. Google Kubernetes Engine operates using a method further comprising an element 

of said monitoring environment reading said machine-readable model and autonomously adapting 

its operation to the changed configuration. 

61. For example, the Deployment Controller, which is an element of the Kubernetes 

autoscaling environment, reads the HPA model’s update to the Deployment’s scale subresource and 

autonomously adapts its operation to add or remove replicas of the underlying ReplicaSets so as to 

increase or decrease the number of Pods deployed. 

58 

59 

 
58 https://kubernetes.io/docs/concepts/workloads/autoscaling/horizontal-pod-

autoscale/#autoscaling-during-rolling-update 
59 https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale-

walkthrough/#create-horizontal-pod-autoscaler 
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62. According to Google’s own documentation, Google “use[s] [Google Kubernetes 

Engine] for several” internal Google services, including Vertex AI and DeepMind.60,61  On 

information and belief, those services also include Google Ads and Google Ad Manager.62    

63. In addition, Google Maps and Google Pixel embody every limitation of at least claim 

7 of the ’538 Patent, literally or under the doctrine of equivalents, as set forth below. The further 

descriptions below, which are based on publicly available information, are preliminary examples 

and are non-limiting. 

[“7. A method comprising:”] 

64. Google Maps and Google Pixel use a method. For example, Google Maps uses a 

method for sharing location on a smartphone, and Google Pixel uses a method for sharing location 

through Google Maps. 

63 

 
60 https://cloud.google.com/blog/products/containers-kubernetes/why-choose-gke-as-your-

kubernetes-service  
61 https://blog.google/innovation-and-ai/infrastructure-and-cloud/google-cloud/live-from-

google-cloud-next-advancing-every-business-in-the-cloud/ 
62 https://medium.com/@YodgorbekKomilo/unveiling-the-system-design-of-google-ads-

architecture-scalability-and-reliability-a8f4adeb947d. 
63 https://www.businessinsider.com/reference/how-to-track-someone-on-google-maps 
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64 

[“providing a machine-readable monitoring model that defines configuration of a 

monitoring environment;”] 

65. Google Maps and Google Pixel operate using a method further comprising providing 

a machine-readable monitoring model that defines configuration of a monitoring environment. 

66. For example, Google Maps’ Android or iOS/MacOS device-readable location 

tracking functionality defines the metric model that includes location tracking data of the Google 

Maps environment. 

67. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

 
64 Id. 
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65

66 

[“responsive to a change occurring in said monitoring environment’s configuration, 

said machine-readable monitoring model updating to reflect said change;”] 

68. Google Maps and Google Pixel operate using a method further comprising, 

responsive to a change occurring in said monitoring environment’s configuration, said machine-

readable monitoring model updating to reflect said change. 

 
65 Id. 
66 https://www.google.com/maps/@34.0310106,-

118.3860425,11z?authuser=0&entry=ttu&g_ep=EgoyMDI2MDMwOS4wIKXMDSoASAFQAw%
3D%3D 
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69. For example, responsive to a change in the location tracking data in the Google Maps 

environment, such as inclusion or exclusion of the location data on a person turning on or off 

location sharing, Google Maps’ location tracking functionality updates the list of tracked people for 

location data gathering and display. 

70. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 

67

68 

[“an element of said monitoring environment reading said machine-readable model 

and autonomously adapting its operation to the changed configuration.”] 

 
67 

https://support.google.com/accounts/answer/9363497?hl=en&co=GENIE.Platform%3DAndroid&oc
o=1 

68 Id. 
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71. Google Maps and Google Pixel operate using a method further comprising an 

element of said monitoring environment reading said machine-readable model and autonomously 

adapting its operation to the changed configuration. 

72. For example, an element of the Google Maps environment reads the Android or 

iOS/MacOS device-readable location tracking functionality and autonomously adapts to display 

locations for only those who are currently sharing their locations. 

73. As a further example, Google Pixel uses the above-described method through its use 

of Google Maps. 
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74. Google is inducing infringement of the ’538 Patent, in violation of 35 U.S.C. § 

271(b), including by knowingly encouraging or aiding third parties to make, use, sell, or offer to sell 

Google Kubernetes Engine, all Google internal services that use Kubernetes or Google Kubernetes 

Engine, Google Maps, and Google Pixel in the United States, or to import Google Kubernetes 

Engine, all Google internal services that use Kubernetes or Google Kubernetes Engine, Google 

Maps, and Google Pixel into the United States, and/or in violation of 35 U.S.C. § 271(f)(1), by 

supplying or causing to be supplied Google Kubernetes Engine, all Google internal services that use 

Kubernetes or Google Kubernetes Engine, Google Maps, and Google Pixel in or from the United 

States, without license or authority from Defendants, with knowledge of or willful blindness to the 

fact that Google’s actions will induce others to directly infringe the ’538 Patent. Google actively 

encourages, directs, and controls third parties, including its end users, to make and/or use Google 

Kubernetes Engine, all Google internal services that use Kubernetes or Google Kubernetes Engine, 

Google Maps, and Google Pixel in an infringing manner, including through Google’s website, 

advertisements, documentation/instructional material, customer support, application and feature 
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descriptions, and in-application instructions. Google has intentionally aided and encouraged third 

parties, including its end users, to use Google Kubernetes Engine, all Google internal services that 

use Kubernetes or Google Kubernetes Engine, Google Maps, and Google Pixel in the United States 

in a manner that it knows would infringe or have a high probability of infringing the ’538 Patent, 

with the specific intent that those performing the acts infringe the ’538 Patent. 

75. Google is contributorily infringing the ’538 Patent in violation of 35 U.S.C. § 271(c), 

by selling, offering to sell, and/or importing into the United States, and/or in violation of 35 U.S.C. 

§ 271(f)(2), by supplying or causing to be supplied in or from the United States, Google Kubernetes 

Engine, all Google internal services that use Kubernetes or Google Kubernetes Engine, Google 

Maps, and Google Pixel for use in infringing the ’538 Patent, constituting a material part of the 

invention, knowing Google Kubernetes Engine, all Google internal services that use Kubernetes or 

Google Kubernetes Engine, Google Maps, and Google Pixel to be especially made or especially 

adapted for use in infringing the ’538 Patent. Google Kubernetes Engine, all Google internal 

services that use Kubernetes or Google Kubernetes Engine, Google Maps, and Google Pixel are not 

staple articles or commodities of commerce suitable for substantial non-infringing use. 

76. As a result of Google’s infringement of the ’538 Patent, Defendants have been 

damaged. In addition, Google’s infringing acts and practices have caused and are causing immediate 

and irreparable harm to Defendants. Defendants are entitled to recover for damages sustained as a 

result of Google’s wrongful acts in an amount yet to be determined and to receive such other and 

further relief, including equitable relief, as this Court deems just and proper. 

77. Defendants are further informed, and on this basis allege, that Google’s infringement 

of the ’538 Patent has been and continues to be deliberate and willful, and, therefore, this is an 

exceptional case warranting an award of enhanced damages for up to three times the actual damages 

awarded and attorney’s fees to Defendants pursuant to 35 U.S.C. §§ 284-285. On May 13, 2021, 
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Defendants provided Google with a letter informing Google of the ’538 Patent and its infringement 

thereof, and yet Google has deliberately continued to infringe in a wanton, malicious, and egregious 

manner, with reckless disregard for Defendants’ patent rights. 

FOURTH COUNTERCLAIM 

(Infringement of U.S. Patent No. 7,904,686) 

78. Defendants re-allege and incorporate by reference the allegations of the preceding 

paragraphs of these Counterclaims as if fully set forth herein. 

79. The ’686 Patent, entitled “Data Security for Use With a File System,” was duly and 

lawfully issued on March 8, 2011. A true and correct copy of the ’686 Patent is attached to the 

Complaint as Exhibit 5. See Dkt. 1, Ex. 5. 

80. Defendants own by assignment the entire right, title, and interest in and to the ’686 

Patent, including the exclusive right to seek damages for past, current, and future infringement 

thereof. 

81. Defendants are informed and believe, and on this basis allege, that Google, agents of 

Google, and/or third parties acting under Google’s direction and control, have committed and 

continue to commit acts of direct infringement of one or more claims of the ’686 Patent literally 

and/or under the doctrine of equivalents, by making, using, selling, offering to sell, and/or importing 

into the United States, Google’s Managed Apache Hadoop with Google Dataproc (“Google 

Dataproc”). Google controls Google Dataproc as a whole and obtains benefits from it. 

82. For example, Google Dataproc embodies every limitation of at least claim 1 of the 

’686 Patent, literally or under the doctrine of equivalents, as set forth below. The further descriptions 

below, which are based on publicly available information, are preliminary examples and are non-

limiting. 
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[“1. A method of providing data security for use with a file system, the method 

comprising:”] 

83. Google Dataproc uses a method of providing data security for use with a file system. 

For example, Google Dataproc integrates and uses the Apache Hadoop Distributed File System 

(HDFS) for storage: 

69 

84. Apache Hadoop framework provides security features to protect data present in 

Hadoop clusters. Hadoop uses the HDFS file system to store data. HDFS comprises a name node 

and multiple data nodes: 

70 

 
69 https://docs.cloud.google.com/dataproc/docs/concepts/dataproc-hdfs  
70 http://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-hdfs/HdfsDesign.html 
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71 

72 

[“applying a mapping function to data block numbers that are associated with a file, 

wherein the data block numbers are contained in an index node associated with said 

file;”] 

85. Google Dataproc performs the step of applying a mapping function to data block 

numbers that are associated with a file wherein the data block numbers are contained in an index 

node associated with said file. 

86. For example, NameNode performs various operation such as opening, closing of files 

and mapping data block locations (data block number). Mapping (mapping function) is the process 

of determining which data block is stored at which location: 

73 

 
71 Id. 
72 Id. 
73 Id. 
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74 

87. Data blocks are associated with a file. The data block locations are stored in the Name 

node’s (index node) memory: 

75 

[“obtaining mapped data block numbers after applying the mapping function, 

wherein the mapped data block numbers are addresses of data of the file in a storage 

device.”] 

88. Google Dataproc performs the step of obtaining mapped data block numbers after 

applying the mapping function, wherein the mapped data block numbers are addresses of data of the 

file in a storage device. 

89. For example, Name Node determines ‘the addresses of the data nodes’ (mapped data 

block numbers) on which the data block is stored. Data nodes (storage device) store the data blocks 

of a file: 

 
74 Id. 
75 Id. 

Case 3:26-cv-00363-TLT     Document 23     Filed 04/16/26     Page 52 of 81

Page 52 of 104



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
DEFENDANTS’ ANSWER, AFFIRMATIVE 
DEFENSES, AND COUNTERCLAIMS TO 
PLAINTIFF’S COMPLAINT 
 
 

 

- 53 - 

 
 
 

Case No. 3:26-cv-00363-TLT 
 
 

 

76 

77 

90. Google is inducing infringement of the ’686 Patent, in violation of 35 U.S.C. § 

271(b), including by knowingly encouraging or aiding third parties to make, use, sell, or offer to sell 

Google Dataproc in the United States, or to import Google Dataproc into the United States, and/or 

in violation of 35 U.S.C. § 271(f)(1), by supplying or causing to be supplied Google Dataproc in or 

from the United States, without license or authority from Defendants, with knowledge of or willful 

blindness to the fact that Google’s actions will induce others to directly infringe the ’686 Patent. 

Google actively encourages, directs, and controls third parties, including its end users, to make 

and/or use Google Dataproc in an infringing manner, including through Google’s website, 

advertisements, documentation/instructional material, customer support, application and feature 

descriptions, and in-application instructions. Google has intentionally aided and encouraged third 

parties, including its end users, to use Google Dataproc in the United States in a manner that it 

 
76 Id. 
77 Id. 
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knows would infringe or have a high probability of infringing the ’686 Patent, with the specific 

intent that those performing the acts infringe the ’686 Patent. 

91. Google is contributorily infringing the ’686 Patent in violation of 35 U.S.C. § 271(c), 

by selling, offering to sell, and/or importing into the United States, and/or in violation of 35 U.S.C. 

§ 271(f)(2), by supplying or causing to be supplied in or from the United States, Google Dataproc 

for use in infringing the ’686 Patent, constituting a material part of the invention, knowing Google 

Dataproc to be especially made or especially adapted for use in infringing the ’686 Patent. Google 

Dataproc is not a staple article or commodity of commerce suitable for substantial non-infringing 

use. 

92. As a result of Google’s infringement of the ’686 Patent, Defendants have been 

damaged. In addition, Google’s infringing acts and practices have caused and are causing immediate 

and irreparable harm to Defendants. Defendants are entitled to recover for damages sustained as a 

result of Google’s wrongful acts in an amount yet to be determined and to receive such other and 

further relief, including equitable relief, as this Court deems just and proper. 

93. Defendants are further informed, and on this basis allege, that Google’s infringement 

of the ’686 Patent has been and continues to be deliberate and willful, and, therefore, this is an 

exceptional case warranting an award of enhanced damages for up to three times the actual damages 

awarded and attorney’s fees to Defendants pursuant to 35 U.S.C. §§ 284-285. As noted above, 

Google has had knowledge of the ’686 Patent and its infringement thereof, including through its 

awareness of Defendants’ action against NetApp for its use of Apache Hadoop, Valtrus Innovations 

Ltd. v. NetApp, Inc., No. 2:25-cv-00517 (E.D. Tex. May 9, 2025), and yet Google has deliberately 

continued to infringe in a wanton, malicious, and egregious manner, with reckless disregard for 

Defendants’ patent rights. 

FIFTH COUNTERCLAIM 
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(Infringement of U.S. Patent No. 7,936,738) 

94. Defendants re-allege and incorporate by reference the allegations of the preceding 

paragraphs of these Counterclaims as if fully set forth herein. 

95. The ’738 Patent, entitled “Fault Tolerant Systems,” was duly and lawfully issued on 

May 3, 2011. The ’738 Patent is entitled to a priority date of July 6, 2004. A true and correct copy 

of the ’738 Patent is attached to the Complaint as Exhibit 7. See Dkt. 1, Ex. 7. 

96. Defendants own by assignment the entire right, title, and interest in and to the ’738 

Patent, including the exclusive right to seek damages for past, current, and future infringement 

thereof.  

97. Defendants are informed and believe, and on this basis allege, that Google, agents of 

Google, and/or third parties acting under Google’s direction and control, have committed and 

continue to commit acts of direct infringement of one or more claims of the ’738 Patent literally 

and/or under the doctrine of equivalents, by making, using, selling, offering to sell, and/or importing 

into the United States, Google’s Managed Service for Apache Kafka (“Kafka Service”) and similar 

services such as Google’s Pub/Sub Messaging Service (“Pub/Sub”) and other similarly operated 

services like Google Cloud Workflow. Google controls the Kafka Service as a whole and obtains 

benefits from it and similar services such as Pub/Sub, which on information and belief functions in 

a substantially similar manner to Kafka. Google also uses Pub/Sub for internal services such as 

Google Ads, Search, and Gmail.78 

 
78 https://docs.cloud.google.com/pubsub/architecture (“Pub/Sub is an asynchronous messaging 
service designed to be highly reliable and scalable. The service is built on a core Google 
infrastructure component that many Google products have relied upon for over a decade. Google 
products including Ads, Search and Gmail use this infrastructure to send over 500 million 
messages per second, totaling over 1TB/s of data. This article describes the salient design features 
that enables Pub/Sub to provide this type of scale reliably.”) 

 

Case 3:26-cv-00363-TLT     Document 23     Filed 04/16/26     Page 55 of 81

Page 55 of 104



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
DEFENDANTS’ ANSWER, AFFIRMATIVE 
DEFENSES, AND COUNTERCLAIMS TO 
PLAINTIFF’S COMPLAINT 
 
 

 

- 56 - 

 
 
 

Case No. 3:26-cv-00363-TLT 
 
 

 

98. For example, Google’s Kafka Service embodies every limitation of at least claim 1 

of the ’738 Patent, literally or under the doctrine of equivalents, as set forth below. The further 

descriptions below, which are based on publicly available information, are preliminary examples 

and are non-limiting. 

[“1. A method of storing context information in an outgoing message sent from a 

node including a computing device using a protocol stack having at least one 

layer, comprising:”] 

99. Google’s Managed Service for Apache Kafka uses a method of storing context 

information in an outgoing message sent from a node including a computing device using a protocol 

stack having at least one layer. 

100. Google’s Managed Service for Apache Kafka helps users run Apache Kafka clusters, 

and runs the same software as Apache Kafka: 
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79 

80 

101. Kafka stores context information in outgoing messages sent from a node including a 

computing device using a protocol stack having at least one layer. As a non-limiting example, Kafka 

stores context information such as topic name and partition index in outgoing Kafka messages: 

 
79 https://docs.cloud.google.com/managed-service-for-apache-kafka/docs/overview  
80 Id.  
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81 

82 

 
81 https://kafka.apache.org/42/getting-started/introduction/ 
82 https://kafka.apache.org/42/design/protocol/#the-messages   
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102. The outgoing Kafka messages are sent from a node including a computing device 

using a protocol stack having at least one layer (e.g., the stack used with Kafka, which may, for 

example, include adapter, transport (TCP), and messaging layers): 

83 

103. Google’s Pub/Sub similarly uses a method of storing context information in an 

outgoing message sent from a node including a computing device using a protocol stack having at 

least one layer: 

 
83 https://kafka.apache.org/protocol; https://kafka.apache.org/42/getting-started/introduction/    
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84 

85 

 
84 https://docs.cloud.google.com/pubsub/docs/overview  
85 https://docs.cloud.google.com/pubsub/docs/publish-message-overview  
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104. As a non-limiting example, Pub/Sub stores context information such as topic name 

and attributes in outgoing messages: 

86 

 
86 https://docs.cloud.google.com/pubsub/docs/publisher  
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87 

105. The outgoing Pub/Sub messages are sent from a node including a computing device 

using a protocol stack having at least one layer (e.g., the stack used with Pub/Sub, which may, for 

example, include application, transport, and messaging layers): 

88 

 

 
87 Id. 
88 https://www.youtube.com/watch?v=MjEam95VLiI&t=1s  
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[“providing, by the computing device, the outgoing message from an application 

to a layer of the protocol stack, the outgoing message is destined for an application 

on a destination node;”] 

106. Google’s Managed Service for Apache Kafka performs the step of providing, by the 

computing device, the outgoing message from an application to a layer of the protocol stack, the 

outgoing message is destined for an application on a destination node. 

107. As a non-limiting example, Google’s Managed Kafka Service provides the outgoing 

message from an application (e.g., a client VM or Kafka Connect) to a layer of the protocol stack 

used with Kafka. As one example, Google explains below how to configure a client VM application 

and produce messages to a Managed Kafka Service cluster: 

89 

 
89 https://docs.cloud.google.com/managed-service-for-apache-kafka/docs/quickstart  
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90 

108. As another example, Google offers Kafka Connect as part of its Managed Kafka 

Service. Google’s Kafka Service servers provide the outgoing message from Kafka Connect to a 

layer of the protocol stack used with Kafka: 

 
90 Id.  
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91 

109. The Kafka stack includes at least adapter, messaging, and transport layers (TCP for 

transport): 

92 

 
91 https://docs.cloud.google.com/managed-service-for-apache-kafka/docs/kafka-connect-

overview 
92 https://kafka.apache.org/protocol   
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110. The outgoing message is destined for an application on a destination node, for 

example, an application running in the Kafka broker: 

93 

111. Google’s Pub/Sub performs the step of providing, by the computing device, the 

outgoing message from an application to a layer of the protocol stack, the outgoing message is 

destined for an application on a destination node: 

 
93 https://docs.cloud.google.com/managed-service-for-apache-kafka/docs/brokers  
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94 

[“selectively indicating to the layer of the protocol stack that context information is to 

be obtained for that layer;”] 

112. Google’s Kafka Service performs the step of selectively indicating to the layer of the 

protocol stack that context information is to be obtained for that layer. 

113. For example, Google’s Kafka Service allows configuration of message headers 

including context information such as the topic. Kafka will then append the context information to 

the outgoing message:  

 
94 https://docs.cloud.google.com/pubsub/docs/publish-message-overview  
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95 

114. Additionally, Kafka uses a particular request function to select and obtain different 

context information (e.g., partition index) depending on the particular request, as shown below: 

96 

 
95 https://docs.cloud.google.com/managed-service-for-apache-kafka/docs/quickstart 
96 https://kafka.apache.org/42/design/protocol/#the-messages   
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97 

115. As another example, Kafka Connect determines that a message should be directed to 

a Kafka Service Cluster and modified for use with the Kafka protocol, and thereby selectively 

indicates to the layer of the stack that context information is to be obtained for that layer.  

116. For example, Kafka Connect allows configuration and modification of message 

headers including context information such as the topic: 

98 

 
97 https://kafka.apache.org/42/design/protocol/#the-messages   
98 https://kafka.apache.org/42/kafka-connect/user-guide/ 
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117. Kafka Connect also allows modification of the content of message headers (including 

adding, editing, and deleting headers): 

99 

118. Google Pub/Sub also performs the step of selectively indicating to the layer of the 

protocol stack that context information is to be obtained for that layer. As one non-limiting example, 

Google Pub/Sub does this through the use of SMTs, which are optional. If SMTs are enabled for a 

topic, Pub/Sub selectively indicates to a layer of the stack that context information is to be obtained 

for that layer: 

 
99 Id.  
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100 

101 

102 

 

 
100 https://docs.cloud.google.com/pubsub/docs/smts/smts-overview  
101 Id. 
102 https://docs.cloud.google.com/pubsub/docs/reference/rpc/google.pubsub.v1#topic  
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[“obtaining, by the computing device, context information in accordance with the 

indication;”] 

119. Google’s Kafka Service performs the step of obtaining, by the computing device, 

context information in accordance with the indication. 

120. For example, as explained above, Kafka obtains context information (e.g., topic 

name, partition index) in accordance with the indication. One example of that is shown below: 

   103 

121. Google’s Pub/Sub performs the step of obtaining, by the computing device, context 

information in accordance with the indication. For example, as explained above, when it is 

selectively indicated that context information is to be obtained, a SMT will obtain the context 

information and append it to the message: 

 
103 https://kafka.apache.org/42/design/protocol/#the-messages   
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105 

 
104 https://docs.cloud.google.com/pubsub/docs/smts/smts-overview  
105 

https://docs.cloud.google.com/pubsub/docs/reference/rpc/google.pubsub.v1#google.pubsub.v1.Jav
aScriptUDF  
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[“and adding, by the computing device, the obtained context information to the 

outgoing message such that a response, received from the destination node, to the 

outgoing message contains the obtained context information.”] 

122. Google’s Kafka Service performs the step of adding, by the computing device, the 

obtained context information to the outgoing message such that a response, received from the 

destination node, to the outgoing message contains the obtained context information. 

123. For example, as explained above, Google’s Kafka Service appends the context 

information (e.g., topic name and partition index) to the outgoing message. A response received 

from the destination node (e.g., the Kafka broker) contains the obtained context information. The 

below is an example of both the request and response information: 

 

106 

 
106 https://kafka.apache.org/protocol  
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107 

124. Google’s Pub/Sub also performs the step of adding, by the computing device, the 

obtained context information to the outgoing message such that a response, received from the 

destination node, to the outgoing message contains the obtained context information. As explained 

above, Pub/Sub appends the obtained context information to the outgoing message. The response to 

the message contains the obtained context information, as seen below: 

 
107 Id. 
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109 

 
108 https://docs.cloud.google.com/pubsub/docs/smts/smts-overview  
109 

https://docs.cloud.google.com/pubsub/docs/reference/rpc/google.pubsub.v1#google.pubsub.v1.Pu
bsubMessage  
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110 

125. Google is also inducing infringement of the ’738 Patent, in violation of 35 U.S.C. § 

271(b), including by knowingly encouraging or aiding third parties to make, use, sell, or offer to sell 

the Kafka Service and/or Pub/Sub Service and/or Products using these Services such as Google Ads,  

Search, and Gmail  in the United States, or to import the Kafka Service and/or Pub/Sub Service 

and/or Products using these Services such as Google Ads,  Search, and Gmail into the United States, 

and/or in violation of 35 U.S.C. § 271(f)(1), by supplying or causing to be supplied the Kafka 

Service and/or Pub/Sub Service and/or Products using these Services such as Google Ads,  Search, 

and Gmail in or from the United States, without license or authority from Defendants, with 

 
110 Id.  
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knowledge of or willful blindness to the fact that Google’s actions will induce others to directly 

infringe the ’738 Patent. Google actively encourages, directs, and controls third parties, including 

its end users, to make and/or use the Kafka Service and/or Pub/Sub Service and/or Products using 

these Services such as Google Ads, Search, and Gmail in an infringing manner, including through 

Google’s website, advertisements, documentation/instructional material, customer support, 

application and feature descriptions, and in-application instructions. Google has intentionally aided 

and encouraged third parties, including its end users, to use the Kafka Service and/or Pub/Sub 

Service and/or Products using these Services such as Google Ads, Search, and Gmail in the United 

States in a manner that it knows would infringe or have a high probability of infringing the ’738 

Patent, with the specific intent that those performing the acts infringe the ’738 Patent. 

126. Google is contributorily infringing the ’738 Patent in violation of 35 U.S.C. § 271(c), 

by selling, offering to sell, and/or importing into the United States, and/or in violation of 35 U.S.C. 

§ 271(f)(2), by supplying or causing to be supplied in or from the United States, the Kafka Service 

and/or Pub/Sub Service and/or Products using these Services such as Google Ads,  Search, and 

Gmail for use in infringing the ’738 Patent, constituting a material part of the invention, knowing 

the Kafka Service and/or Pub/Sub Service and/or Products using these Services such as Google Ads,  

Search, and Gmail to be especially made or especially adapted for use in infringing the ’738 Patent. 

The Kafka Service and/or Pub/Sub Service and/or Products using these Services such as Google 

Ads, Search, and Gmail are not staple articles or commodities of commerce suitable for substantial 

non-infringing use. 

127. As a result of Google’s infringement of the ’738 Patent, Defendants have been 

damaged. In addition, Google’s infringing acts and practices have caused and are causing immediate 

and irreparable harm to Defendants. Defendants are entitled to recover for damages sustained as a 
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result of Google’s wrongful acts in an amount yet to be determined and to receive such other and 

further relief, including equitable relief, as this Court deems just and proper. 

128. Defendants are further informed, and on this basis allege, that Google’s infringement 

of the ’738 Patent has been and continues to be deliberate and willful, and, therefore, this is an 

exceptional case warranting an award of enhanced damages for up to three times the actual damages 

awarded and attorney’s fees to Defendants pursuant to 35 U.S.C. §§ 284-285. As noted above, 

Google has had knowledge of the ’738 Patent and its infringement thereof, including through its 

awareness of Defendants’ action against SAP America for its use of Apache Kafka, Valtrus 

Innovations Ltd. v. SAP America, Inc., No. 2:24-cv-00021 (E.D. Tex. Jan. 15, 2024), and yet Google 

has deliberately continued to infringe in a wanton, malicious, and egregious manner, with reckless 

disregard for Defendants’ patent rights. 

PRAYER FOR RELIEF 

WHEREFORE, Defendants request that the relief sought by Google is denied, and pray for 

judgment against Google as follows: 

A. That Google has infringed each of the Asserted Patents; 

B. That Google has willfully infringed one or more of the Asserted Patents; 

C. That Google pay Defendants damages adequate to compensate Defendants for 

Google’s past infringement of each of the Asserted Patents, together with interests and costs 

under 35 U.S.C. § 284; 

D. That Google be ordered to pay pre-judgment and post-judgment interest to 

Defendants on the damages assessed; 

E. That Google pay enhanced damages to Defendants pursuant to 35 U.S.C. § 284; 

F. That Google pay supplemental damages to Defendants, including interest, with 

accounting, as needed; 
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G. That this is an exceptional case under 35 U.S.C. § 285 and that Google pay 

Defendants’ attorneys’ fees and costs in this action; and 

H. That Defendants be awarded such other and further relief, including equitable relief, 

as this Court deems just and proper.  

DEMAND FOR JURY TRIAL 

 Pursuant to Federal Rule of Civil Procedure 38(b), Defendants hereby demand a trial by jury 

on all issues triable to a jury.  
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MONITORING AN OBJECT WITH 
IDENTIFICATION DATA AND TRACKING 

DATA 

2 
of the invention and, together with the description, serve to 
explain the principles of the present invention. 

FIG. 1 illustrates a monitoring system in accordance with 
an embodiment of the present invention. 

BACKGROUND OF THE INVENTION 5 FIG. 2 illustrates a block diagram of the monitoring unit 

1. Field of the Invention 
The present invention generally relates to methods and 

systems for monitoring an object. More particularly, the 
present invention relates to monitoring an object with iden- 10 

tification data and tracking data. 
2. Related Art 
In general, monitoring systems have been developed for 

specific applications. These monitoring systems attempt to 
let a user be aware of what is happening in the monitored 15 

environment and what objects are involved. Examples of 
objects include persons, vehicles, boxes, pallets, carts, and 
any other kind of object. 

Typically, these monitoring systems focus on either iden-
20 

tifying the objects or tracking what is happening in the 
monitored environment. 

Monitoring systems that focus on identifying the objects 
can provide high accuracy in identifying the objects. How­
ever, these monitoring systems typically are deficient in 

25 
several ways. First, the high accuracy in identifying objects 
is spatially limited. That is, the objects have to be within a 
particular distance of the identification sensors of the moni­
toring system to maintain the high accuracy. Beyond the 
particular distance, the accuracy can drop significantly. 

30 
Secondly, since the focus is on identifying the objects, these 
monitoring systems typically lack or fail to provide suffi­
ciently reliable tracking sensors to track the activity of the 
objects outside the scope of the identification sensors. 

Alternatively, monitoring systems that focus on tracking 35 
what is happening in the monitored environment can track 
the activity of the objects in the monitored environment, 
where the monitored environment typically can be any 
desired size or shape. For example, the monitored environ­
ment can be small or large in size. Unfortunately, the 40 
accuracy of these monitoring systems typically decreases as 
the size of the monitored environment is increased. More­
over, these monitoring systems tend to assign tracking 
identifiers to each monitored object. These tracking identi­
fiers usually are unrelated to the real identity of the moni- 45 
tared object. 

A monitoring system capable of providing automated 
monitoring with the desired level of accuracy and flexibility 
is needed. 

of FIG. 1 in accordance with an embodiment of the present 
invention. 

FIG. 3 illustrates data structure of monitoring data in 
accordance with an embodiment of the present invention. 

FIG. 4 illustrates a flow chart showing a method of 
monitoring an object in accordance with an embodiment of 
the present invention. 

FIG. 5 illustrates operation of identification system and 
tracking system in accordance with an embodiment of the 
present invention. 

FIG. 6 illustrates monitored environments in accordance 
with an embodiment of the present invention. 

FIG. 7 illustrates operation of the monitoring system of 
FIG. 1 in accordance with an embodiment of the present 
invention. 

FIG. 8 illustrates comparison functionality of the moni­
toring system of FIG. 1 in accordance with an embodiment 
of the present invention. 

FIG. 9 illustrates a first error recovery functionality of the 
monitoring system of FIG. 1 in accordance with an embodi­
ment of the present invention. 

FIGS. l0A and l0B illustrate a second error recovery 
functionality of the monitoring system of FIG. 1 in accor­
dance with an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Reference will now be made in detail to embodiments of 
the present invention, examples of which are illustrated in 
the accompanying drawings. While the invention will be 
described in conjunction with these embodiments, it will be 
understood that they are not intended to limit the invention 
to these embodiments. On the contrary, the invention is 
intended to cover alternatives, modifications and equiva­
lents, which may be included within the spirit and scope of 
the invention as defined by the appended claims. Further­
more, in the following detailed description of the present 
invention, numerous specific details are set forth in order to 
provide a thorough understanding of the present invention. 

In an embodiment of the present invention, a monitoring 
system merges a tracking system and an identification sys­
tem to obtain the desired level of accuracy and flexibility. 
Although the description will focus on non-invasive tracking 

SUMMARY OF THE INVENTION 

An object is monitored with identification data and track­
ing data. In an embodiment, a monitoring apparatus is 
utilized to monitor the object. The monitoring apparatus has 
a first interface for receiving identification data from an 
identification system. Moreover, the monitoring apparatus 
includes a second interface for receiving tracking data from 
a tracking system. Additionally, the monitoring apparatus 
further includes a merging unit for merging and storing the 
identification data and the tracking data of each monitored 
object to form monitoring data for each monitored object. 

50 systems, it should be understood that the present invention 
is equally applicable to invasive tracking systems. A non­
invasive tracking system is configured to provide tracking 
functionality independently of the tracked object. For 
example, a tracking system that uses cameras as sensors to 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and form a part of this specification, illustrate embodiments 

55 track the object is a type of non-invasive tracking system. An 
invasive tracking system is configured to provide tracking 
functionality dependent on something in the possession of 
the tracked object. For example, a tracking system that uses 
radio frequency transmitters coupled to the object and radio 

60 frequency sensors to track the object is a type of invasive 
tracking system. 

FIG. 1 illustrates a monitoring system 100 in accordance 
with an embodiment of the present invention. As depicted in 
FIG. 1, the monitoring system 100 includes a monitoring 

65 unit 10, an identification system 20, and a tracking system 
30. The identification system 20 and the tracking system 30 
are coupled to the monitoring unit 10 via connections 25 and 
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35, respectively. The monitoring system 100 allows users to 
be aware of what is happening in the monitored environment 
(or event) and who are the objects involved. 

The monitoring system 100 merges tracking and identi­
fication functionalities from the identification system 20 and 
the tracking system 30 to exhibit several beneficial charac­
teristics. The monitoring system 100 is able to monitor 
objects (e.g., persons, vehicles, boxes, pallets, carts, or any 
other kind of object) in a monitored environment that can 
range in size from small to large ( e.g., room, aisle, floor, 
building, parking lot, etc.). Additionally, the monitoring 
system 100 is aware of the position of the object at desired 
time intervals via the tracking sensors of the tracking system 
30. In an embodiment, the tracking system 30 uses non­
invasive sensors, reducing the invasiveness of monitoring 
system 100 on the monitored environment. Moreover, moni­
toring system 100 is able to merge and store the identifica­
tion data from the identification system 20 and the tracking 
data from the tracking system 30 for each monitored object 
to form monitoring data for each monitored object, enabling 
analysis and queries of this monitoring data. 

The merging of tracking and identification functionalities 
makes the monitoring system 100 suitable for automated 
monitoring and non-automated monitoring applications. As 
will be described below, a level of accuracy in the tracking 
functionality suitable for automated monitoring applications 
is achieved by utilizing the accuracy of the identification 
functionality. Also, a desired level of detail in the description 
of the activity (or events) and the monitored objects 
involved is achieved by utilizing the tracking functionality 
and the identification functionality. For example, a person 
can be described by unique meaningless code, name, 
employee number, passport number, height, the shape of the 
iris, or any combination thereof. Moreover, the monitoring 
system 100 is sufficiently flexible to allow a variable level of 
human interaction and automatic functionality, as needed by 
the specific application. 

4 
generated by the tracking system 30. This tracking data is 
sent to the monitoring unit 10 and processed as described 
below. 

Continuing with FIG. 1, the identification system 20 
5 identifies the object by matching the object with one of the 

plurality of identities stored by the identification system 20. 
Generally, the level of accuracy of the identification system 
20 is higher than the level of accuracy of the tracking system 
30. This is possible because the identification system 20 is 

10 local. That is, the object is identified at a particular location. 
Moreover, the identification system 20 can be implemented 
as several identification subsystems that are functionally 
integrated or functionally independent of each other. Hence, 
the identification system 20 can utilize automated identifi-

15 cation systems, human-assisted identification systems, or a 
combination of both. A typical human-assisted identification 
system is given by a police officer that checks the passport 
number from the people passing through a security point. An 
automatic identification system can be based on pattern 

20 recognition (e.g., face recognition, iris recognition, finger­
print recognition, voice recognition, etc.). As another 
example, the automatic identification system can be based 
on RFID (radio frequency identification) technology. This 
type of automatic identification system allows wireless 

25 recovery of the numeric code on an ID-tag equipped object, 
using a RFID reader. 

Further, the identification system 20 can retrieve the 
identity of the object and gathers additional data about the 
objects. For example, if the object is a person, the weight, 

30 shape, size, and carried possessions can be described. This 
description of the identified object and the identity of the 
identified object are examples of identification data gener­
ated by the identification system 20. This identification data 
is sent to the monitoring unit 10 and processed as described 

35 below. 

Referring to FIG. 1, the tracking system 30 is able to 
determine/detect the presence of objects in the monitored 

40 
environment. Moreover, the tracking system 30 associates a 
unique tracking identifier with the object. Furthermore, the 
tracking system 30 tracks the position of the object at desired 
time intervals to obtain a trajectory (e.g., in a coordinate 
system) for the object within the monitored environment. 

45 
The unique tracking identifier distinguishes the objects. 
Maintaining the correct association between the unique 
tracking identifier and the object affects the accuracy of the 
tracking system 30. Also, the tracking system 30 can be 
several tracking subsystems that are functionally integrated 

50 
or functionally independent of each other. 

Typically, the design of the identification system 20 and of 
its identification sensors determines the type/quality/accu­
racy of identification and description obtained on the iden­
tified objects. For example, if the object is a person, face 
recognition using vision sensors provides a detailed descrip­
tion but lower identification accuracy compared to the RFID 
technology. Yet, both face recognition and RFID technology 
do not provide the information about the citizenship of the 
person that could be obtained with a passport check at a 
security point. Thus, the identification system 20 can be a 
combination of multi-sensor, multi-technology, and human-
assisted systems of identification, making possible to reach 
the level of accuracy and description required by the appli­
cation utilizing the monitoring system 100. 

Referring to FIG. 1, the monitoring unit 10 receives the 
identification data from the identification system 20 and the 
tracking data from the tracking system 30. Moreover, the 
monitoring unit 10 merges and stores the identification data 
and the tracking data of each monitored object to form 
monitoring data for each monitored object. Before the 
identification data and the tracking data for each monitored 

The accuracy of the tracking system 30 widely depends 
on the number, the type, and quality of the tracking sensors 
used. The tracking system 30 is not limited to any particular 
type of tracking sensor. In an embodiment, the tracking 55 
system 30 uses tracking sensors that are cameras, reducing 
the invasiveness of the monitoring system 100 on the 
monitored environment. Examples of cameras suitable for 
the tracking system 30 include color cameras, black-and­
white cameras, infrared (IR) cameras, and range cameras. 60 
Cameras are considered non-invasive tracking sensors since 
the objects do not need to be equipped with anything specific 
to be tracked. 

object is merged, the monitoring system 100 interprets this 
data as representing tracking data for an object assigned the 
unique tracking identifier X and as identification data for an 
object identified as a person named John Smith. After the 
identification data and the tracking data for each monitored 
object is merged, the monitoring system 100 interprets this 
data as representing tracking data and identification data for 
a person named John Smith. In effect, the identification Generally, the tracking sensors provide a detailed level of 

description of the tracked objects. This description of the 
tracked object, the trajectory of the tracked object, and the 
unique tracking identifier are examples of tracking data 

65 made by the identification system 20 replaces the unique 
tracking identifier assigned by the tracking system 30 from 
the perspective of the monitoring system 100. 
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Additionally, the monitoring unit 10 is configured to 
process the monitoring data (merged tracking data and 
identification data for each monitored object). Hence, the 
monitoring unit 10 can analyze and query the monitoring 
data, as needed. 

FIG. 2 illustrates a block diagram of the monitoring unit 
10 of FIG. 1 in accordance with an embodiment of the 
present invention. As depicted in FIG. 2, the monitoring unit 
10 has an identification system interface 210 for receiving 
identification data from the identification system 20 (FIG. 
1). Additionally, the monitoring unit 10 has a tracking 
system interface 220 for receiving tracking data from the 
tracking system 30 (FIG. 1). Furthermore, the monitoring 
unit 10 includes a merging unit 230 for merging and storing 

6 
recognition, etc.) or based on RFID (radio frequency iden­
tification) technology can also represent an identification 
gateway. 

Moreover, since the monitored environment ( e.g., 510 and 
5 540 of FIG. 5) is (physically or logically) partitioned from 

a non-monitored environment, the identification gateways 
( or checkpoints) 520A and 520B can be utilized to determine 
whether monitored objects have entered or left the moni­
tored environment 510 and 540. The monitored objects 

10 transition from the non-monitored environment to the moni-
tared environment and vice versa via an identification gate­
way (e.g., 520A). Moreover, monitored objects transition 
from the monitored environment 510 to another monitored 

the identification data and the tracking data of each moni- 15 

tared object to form monitoring data 235 for each monitored 
object. The merging unit 230 includes the monitoring data 
235. Also, the monitoring unit 10 has an analyzer unit 240 

environment 540 and vice versa via an identification gate­
way (e.g., gateway 520B). 

As described above, description of the identified object 
and the identity of the identified object are examples of 
identification data 350A-350C received from the identifi­
cation system 20. Similarly, the description of the tracked 
object, the trajectory of the tracked object, and the unique 
tracking identifier are examples of tracking data 360A-360C 

for processing the monitoring data 235. The components of 
the monitoring unit 10 can be implemented in hardware, 20 

software, or a combination of software and hardware. It 
should be understood that the monitoring unit 10 can be 
implemented differently than that shown in FIG. 2. 

received from the tracking system 30. In the monitoring data 
235, the identified object and the tracked object are merged 
into the monitored object 342, 344, and 346 The merging unit is coupled to the identification system 

interface 210, the tracking system interface 220, and the 25 

analyzer unit 240 via connections 215, 225, and 242, respec­
tively. Moreover, the analyzer unit 240 is configured to 
generate messages via line 245, as will be described below. 

As will be described below, the monitoring data group 
310-330 of each monitored object 342, 344, and 346 is 
enriched with information provided when the identification 
gateways (will be described below in connection with FIGS. 
4 and 5) identify the monitored objects 342, 344, and 346. 

FIG. 3 illustrates data structure of the monitoring data 235 
in accordance with an embodiment of the present invention. 
In an embodiment, a computer-readable medium has stored 
therein the data structure of the monitoring data 235. 
Examples of a computer-readable medium include a mag­
netic disk, CD-ROM, an optical medium, a floppy disk, a 
flexible disk, a hard disk, a magnetic tape, a RAM, a ROM, 
a PROM, an EPROM, a flash-EPROM, or any other medium 
from which a computer can read. 

As shown in FIG. 3, the data structure of the monitoring 
data 235 includes a plurality of monitoring data groups 310, 
320, and 330. Each monitoring data group 310-330 is 
associated with one of a plurality of monitored objects 342, 
344, and 346. Moreover, each monitoring data group 
310-330 includes identification data 350A-350C associated 
with a monitored object 342, 344, and 346. The identifica­
tion data 350A-350C is generated when the monitored 
object 342, 344, and 346 is located at an identification 
gateway (as will be described below in connection with 
FIGS. 4 and 5) of a monitored environment. The identifi­
cation system 20 (FIG. 1) generates the identification data 
350A-350C. Each monitoring data group 310-330 includes 
tracking data 360A-360C associated with the monitored 
object 342, 344, and 346. The tracking data 360A-360C is 
generated when the monitored object 342, 344, and 346 is 
located within the monitored environment. The tracking 
system 30 (FIG. 1) generates the tracking data 360A-360C. 

The identification gateway ( e.g., 520A and 520B of FIG. 
5) represents a location where the monitored object 342, 344 
and 346 interfaces with the identification system 20 (FIG. 1). 

30 In an embodiment, new descriptive information is generated 
at the identification gateways each time the monitored object 
342, 344, and 346 is identified at any identification gateway 
and becomes part of the identification data 350A-350C. 

Moreover, the monitoring data group 310-330 of each 
35 monitored object 342, 344, and 346 is enriched when the 

tracking system 30 (FIG. 1) provides tracking data 
360A-360C having trajectories of the monitored objects 
342, 344, and 346, enabling determination of interactions 
between monitored objects 342, 344, and 346 by comparing 

40 the trajectories. 
FIG. 4 illustrates a flow chart showing a method 400 of 

monitoring an object in accordance with an embodiment of 
the present invention. Reference is made to FIGS. 1-3 and 
5. In an embodiment, the method 400 is configured as 

45 computer-executable instructions stored in a computer-read­
able medium, such as a magnetic disk, CD-ROM, an optical 
medium, a floppy disk, a flexible disk, a hard disk, a 
magnetic tape, a RAM, a ROM, a PROM, an EPROM, a 
flash-EPROM, or any other medium from which a computer 

50 can read. FIG. 5 illustrates operation of identification system 
20 and tracking system 30 in accordance with an embodi­
ment of the present invention. As depicted in FIG. 5, the 
identification system 20 and the tracking system 30 are 
deployed to monitor an object(s) in a monitored environ-

55 ment 510. In particular, the monitored environment 510 is 
(physically or logically) partitioned from a non-monitored 
environment 530. The monitored environment 510 has one 
or more identification gateways ( or checkpoints) 520A and 
520B. In an embodiment, monitored objects transition from 

60 the non-monitored environment 530 to the monitored envi-As described above, the identification system 20 can utilize 
automated identification systems, human-assisted identifi­
cation systems, or a combination of both. As an example, a 
police officer that checks the passport number at a security 
checkpoint of a monitored person can represent an identi­
fication gateway. As another example, location of identifi- 65 

cation sensors based on pattern recognition (e.g., face rec­
ognition, iris recognition, fingerprint recognition, voice 

ronment 510 and vice versa via an identification gateway 
(e.g., gateway 520A). Moreover, monitored objects transi­
tion from the monitored environment 510 to another moni­
tored environment 540 and vice versa via an identification 
gateway (e.g., gateway 520B). The monitored environment 
510 can have a wide range of sizes and shapes. Examples of 
monitored environments include a floor of a building (e.g., 
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an airport, a warehouse, a data center, etc.), a building, a 
room, a portion of a room, an aisle, etc. 

As shown in FIG. 5, the tracking system 30 tracks objects 

8 
fication system 20. Similarly, the monitoring unit 10 
receives the tracking data (e.g., object assigned unique 
tracking code Y is positioned at Pl at t=Tl, where Pl 

in each monitored environment 510 and 540. The tracking 
system 30 can be a single system or a collection of sub- 5 

systems functionally integrated or functionally independent 

represents the identification gateway 720A) from the track­
ing system 30. Since the identification data and the tracking 
data indicate object 770 is at identification gateway 720A ( or 

of one another. This flexibility allows implementation of 
different technologies for providing tracking functionality 
within the same monitored environment or in different 
monitored environments. For example, it is possible to 
implement infrared cameras in some monitored environ­
ments ( e.g., where the face detection is essential) and to 
implement video cameras in other monitored environments 
(e.g., where moving carts should be tracked). 

Continuing with FIG. 5, the identification system 20 is 
deployed such that when the monitored object is located at 
and transitions through any identification gateway 520A and 
520B, the monitored object is identified by the identification 
system 20. In an embodiment, the identification system 20 
can be implemented as several identification subsystems that 
are functionally integrated or functionally independent of 
each other. This flexibility allows implementation of differ­
ent technologies for providing identification functionality 
within the same identification gateway or in different iden­
tification gateways. 

Referring again to FIG. 4, at Step 410, identification data 
is generated, where the identification data is associated with 
each monitored object located at an identification gateway 
(e.g., gateway 520A or gateway 520B) of a monitored 
environment. The identification data is generated by an 
identification system 20 deployed such that when the moni­
tored object is located at and transitions through any iden­
tification gateway 520A and 520B, the monitored object is 
identified by the identification system 20. 

Continuing with Step 420, tracking data is generating, 
where the tracking data is associated with each monitored 
object located within the monitored environment 510 and 
540. The tracking data is generated by the tracking system 
30. 

position Pl) at t=Tl, the monitoring unit 10 determines that 
the received identification data and the tracking data should 
be merged since the position (as provided by the identifi-

10 cation system 20 and the tracking system 30) is the same 
within the same time (as provided by the identification 
system 20 and the tracking system 30). Hence, the moni­
toring unit 10 merges the received identification data and the 
tracking data to form the monitoring data for monitored 

15 object 770. Moreover, if the monitored object 770 already is 
associated with a monitoring data group (as described in 
FIG. 3), the merged data is stored with the monitoring data 
group. Typically, the identification data enables the moni­
toring unit 10 to determine whether the monitored object 

20 770 is associated with a monitoring data group. If the 
monitored object 770 is not associated with a monitoring 
data group, a monitoring data group is created for the 
monitored object 770 and the merged data is stored with the 

25 

created monitoring data group. 
At t=T2, the tracking system 30 continues to track the 

monitored object 770. The monitoring unit 10 receives the 
tracking data (e.g., object assigned unique tracking code Y 
is positioned at P2 at t=T2) from the tracking system 30. The 
monitoring unit 10 determines whether the unique tracking 

30 code Y has been assigned to any monitored object. Since 
monitored object 770 was assigned the unique tracking code 
Y by the tracking system 30, the monitoring unit 10 stores 
the tracking data with the monitoring data for monitored 
object 770. Since the monitored object 770 already is 

35 associated with a monitoring data group (as described in 
FIG. 3), the tracking data is stored with the monitoring data 
group. Moreover, the tracking data in the monitoring data 
group would indicate the monitored object 770 has the 
trajectory 780 in the monitored environment 710. 

At Step 430, the identification data and the tracking data 40 

of each monitored object is merged and stored, forming the 
monitoring data for each monitored object. The monitoring 
data can be processed, as needed. 

At t=T3, the monitored object 770 is located at identifi-
cation gateway 720B. Thus, the identification system 20 
identifies the monitored object 770. Moreover, the tracking 
system 30 continues to track the monitored object 770. The 
monitoring unit 10 receives the identification data (e.g., the FIG. 6 illustrates monitored environments in accordance 

with an embodiment of the present invention. As shown in 
FIG. 6, the tracking system (not shown) and the identifica­
tion system (not shown) of the monitoring system 100 of 
FIG. 1 have been deployed to monitor objects in three 
separate monitored environments 610, 620, and 630. More­
over, the identification gateways 650A-650E are also 
depicted. 

Operation of the monitoring system of FIG. 1 in accor­
dance with an embodiment of the present invention is 
illustrated in FIG. 7. The tracking system 30 tracks the 
monitored object 770 within the monitored environment 
710. Moreover, the identification system 20 is deployed such 
that when the monitored object 770 is located at and 
transitions through any identification gateway 720A and 
720B, the monitored object 770 is identified by the identi­
fication system 20. 

At t=Tl, the object 770 is located at identification gate­
way 720A. Thus, the identification system 20 identifies the 
object 770. Also, at t=Tl, the tracking system 30 detects the 
object 770 and starts tracking the object 770. The monitoring 
unit 10 receives the identification data (e.g., the name John 
Smith, the passport number X, identification occurred at 
identification gateway 720A at t=Tl, etc.) from the identi-

45 name John Smith, the passport number X, identification 
occurred at identification gateway 720B at t=T3, etc.) from 
the identification system 20. Similarly, the monitoring unit 
10 receives the tracking data (e.g., object assigned unique 
tracking code Y is positioned at P3 at t=T3, where P3 

50 represents the identification gateway 720B) from the track­
ing system 30. Since the identification data and the tracking 
data indicate monitored object 770 is at identification gate­
way 720B (or position P3) at t=T3, the monitoring unit 10 
determines that the received identification data and the 

55 tracking data should be merged since the position (as pro­
vided by the identification system 20 and the tracking 
system 30) is the same within the same time (as provided by 
the identification system 20 and the tracking system 30). 
Hence, the monitoring unit 10 merges the received identi-

60 fication data and the tracking data and stores it with the 
monitoring data of the monitored object 770. Since the 
monitored object 770 already is associated with a monitor­
ing data group (as described in FIG. 3), the merged data is 
stored with the monitoring data group. Moreover, the track-

65 ing data in the monitoring data group would indicate the 
monitored object 770 has the trajectory 790 in the monitored 
environment 710. 
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stores it with the monitoring data of the monitored object 37. 
Since the monitored object 37 already is associated with a 
monitoring data group (as described in FIG. 3), the merged 
data is stored with the monitoring data group. Moreover, the 

If the identification gateway 720B provides a transition 
from the monitored environment 710 to a non-monitored 
environment, the monitored object 770 is no longer moni­
tored by the monitoring system 100. However, if the iden­
tification gateway 720B provides a transition from the 
monitored environment 710 to another monitored environ­
ment, the tracking system 30 would continue to track the 
monitored object 770 in the other monitored environment. 

5 tracking data in the monitoring data group would indicate 
the monitored object 37 has the trajectory 890 in the 
monitored environment 810. 

The monitoring data 235 (FIGS. 2 and 3) can be analyzed 
Since the monitored object 37 is identified at identifica­

tion gateway 820B (or Gateway2) and identification data is 
generated, the monitoring unit 10 is able to compare the new 
content of the monitoring data (generated at identification 
gateway 820B) with the prior content of the monitoring data 
(generated at identification gateway 820A). In an embodi­
ment, the analyzer unit 240 (FIG. 2) provides this function-

to find the cause of a problem in a particular area within the 10 

monitored environment 710. For example, if the monitored 
environment 710 is an aisle in a warehouse or data center, an 
analysis of the monitoring data 235 can identify the moni­
tored objects that were in the particular area within the 
monitored environment 710. 15 ality. The result of the comparison can lead to the generation 

of a warning message. For example, if there is a mismatch, 
a warning message 870 can be generated by the analyzer unit 
240 via line 245 (FIG. 2). Under the facts of FIG. 8, "number 

In addition to supporting identification functionality, each 
identification gateway provides the opportunity to compare 
the content of the monitoring data of a monitored object at 
different times. Additionally, each identification gateway 
provides the opportunity to recover from errors arising from 20 

the tracking system 30. 
FIG. 8 illustrates comparison functionality of the moni­

toring system 100 of FIG. 1 in accordance with an embodi­
ment of the present invention. The tracking system 30 tracks 
the monitored object 37 within the monitored environment 25 

810. Moreover, the identification system 20 is deployed such 
that when the monitored object 37 is located at and transi­
tions through any identification gateway 820A and 820B, the 
monitored object 37 is identified by the identification system 

of suitcases is changed" warning message 870 would be 
generated because the monitored object 37 had two suitcases 
at identification gateway 820A at t=Tl but had only one 
suitcase at identification gateway 820B at t=T2. 

As discussed above, each identification gateway provides 
the opportunity to recover from errors arising from the 
tracking system 30. One type of error arising from the 
tracking system 30 is caused by losing track of a monitored 
object within the monitored environment. The identification 
data generated by identifying the monitored object at the 
identification gateway after losing track of the monitored 

20. 
At t=Tl, the monitored object 37 is located at identifica­

tion gateway 820A (or Gatewayl). Thus, the identification 
system 20 identifies the monitored object 37. Moreover, the 
tracking system 30 detects the monitored object 37 and starts 
tracking the monitored object 37. The monitoring unit 10 
receives the identification data (e.g., the name John Smith, 
the passport number c383902, identification occurred at 
identification gateway 820A at t=Tl, a snapshot, number of 
suitcases is 2, etc.) from the identification system 20. Simi­
larly, the monitoring unit 10 receives the tracking data (e.g., 
object assigned unique tracking code Z is positioned at Pl at 
t=Tl, where Pl represents the identification gateway 820A) 
from the tracking system 30. Since the identification data 
and the tracking data indicate monitored object 37 is at 
identification gateway 820A (or position Pl) at t=Tl, the 
monitoring unit 10 merges the received identification data 
and the tracking data and stores it with the monitoring data 

30 object facilitates recovering from this type of error. This case 
will be illustrated in FIG. 9. Another type of error arising 
from the tracking system 30 is caused by interaction 
between monitored objects, reducing the tracking system's 
30 level of certainty related to correct association between 

35 tracking data and the monitored objects. For example, two 
monitored objects may move to a location where they are 
near each other such that the tracking system 30 becomes 
confused and is unable to distinguish the two monitored 
objects. Then, the two objects separate. After the separation, 

40 the tracking system 30 will detect two monitored objects but 
will be unable to associate tracking data with the correct 
monitored object. The identification data generated by iden­
tifying a monitored object at the identification gateway after 
the tracking system 30 reduced the level of certainty facili-

45 tates recovering from this type of error. This case will be 
illustrated in FIGS. lOA and 10B. 

of the monitored object 37. Since the monitored object 37 
already is associated with a monitoring data group (as 
described in FIG. 3), the merged data is stored with the 50 

monitoring data group. 
At t=T2, the monitored object 37 is located at identifica­

tion gateway 820B (or Gateway2). Thus, the identification 
system 20 identifies the monitored object 37. Moreover, the 
tracking system 30 continues to track the monitored object 55 

770. The monitoring unit 10 receives the identification data 
(e.g., the name John Smith, the passport number c383902, 
identification occurred at identification gateway 820B at 
t=Tl, a snapshot, the number of suitcases is 1, etc.) from the 
identification system 20. Similarly, the monitoring unit 10 60 

receives the tracking data (e.g., object assigned unique 
tracking code Z is positioned at P2 at t=T2, where P2 
represents the identification gateway 820B) from the track-
ing system 30. Since the identification data and the tracking 
data indicate monitored object 37 is at identification gateway 65 

820B (or position P2) at t=T2, the monitoring unit 10 merges 
the received identification data and the tracking data and 

FIG. 9 illustrates a first error recovery functionality of the 
monitoring system 100 of FIG. 1 in accordance with an 
embodiment of the present invention. The tracking system 
30 tracks the monitored object 37 within the monitored 
environment 910. Moreover, the identification system 20 is 
deployed such that when the monitored object 37 is located 
at and transitions through any identification gateway 920A 
and 920B, the monitored object 37 is identified by the 
identification system 20. 

At t=Tl, the monitored object 37 is located at identifica­
tion gateway 920A. Thus, the identification system 20 
identifies the monitored object 37. Moreover, the tracking 
system 30 detects the monitored object 37 and starts tracking 
the monitored object 37. The monitoring unit 10 receives the 
identification data ( e.g., the name John Smith, identification 
occurred at identification gateway 920A at t=Tl, etc.) from 
the identification system 20. Similarly, the monitoring unit 
10 receives the tracking data (e.g., object assigned unique 
tracking code Z is positioned at Pl at t=Tl, where Pl 
represents the identification gateway 920A) from the track­
ing system 30. Since the identification data and the tracking 
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data indicate monitored object 37 is at identification gateway 
920A (or position Pl) at t=Tl, the monitoring unit 10 
determines that the received identification data and the 
tracking data should be merged since the position (as pro­
vided by the identification system 20 and the tracking 5 

system 30) is the same within the same time (as provided by 
the identification system 20 and the tracking system 30). 
Hence, the monitoring unit 10 merges the received identi­
fication data and the tracking data and stores it with the 
monitoring data of the monitored object 37. Since the 10 

monitored object 37 already is associated with a monitoring 
data group (as described in FIG. 3), the merged data is stored 
with the monitoring data group. 

At t=T2, the tracking system 30 loses track of the moni­
tored object 37. However, the tracking data in the monitor- 15 

ing data group would indicate the monitored object 37 has 
the trajectory 994 in the monitored environment 910 before 
loss of tracking. Later, at t=T3, the tracking system 30 
detects an object 992. From the perspective of the tracking 
system 30, the assumption can be made that object 992 is 20 

monitored object 37 after considering time and position. 
However, if this assumption is incorrect, the monitoring unit 
10 will incorrectly merge tracking data and identification 
data, raising the possibility that the ability to unwind the 
incorrectly merged data may be lost. 25 

Thus, the tracking system 30 starts tracking the object 
992, after assigning it the unique tracking code M. The 
monitoring unit 10 receives the tracking data (e.g., object 
assigned unique tracking code Mis positioned at P3 at t=T3, 
etc.) from the tracking system 30. However, the monitoring 30 

unit 10 will determine that in the monitoring data 235 (FIGS. 
2 and 3) none of the previously monitored objects has been 
assigned the unique tracking code M by the tracking system 
30. Thus, the monitoring unit creates a monitoring data 
group for the monitored object 992 and stores the tracking 35 

data in the created monitoring data group. Furthermore, at 
t=T4, the tracking system 30 continues to track the moni­
tored object 992. The monitoring unit 10 receives the 
tracking data (e.g., object assigned unique tracking code M 
is positioned at P4 at t=T4, etc.) from the tracking system 30. 40 

Since the monitored object 992 already is associated with a 
monitoring data group (as described in FIG. 3), the tracking 
data is stored with the monitoring data group. Moreover, the 
tracking data in the monitoring data group would indicate 
the monitored object 992 has the trajectory 995 in the 45 

monitored environment 910. 
At t=TS, the monitored object 992 is located at identifi­

cation gateway 920B. Thus, the identification system 20 
identifies the monitored object 992 as being the monitored 
object 37. Moreover, the tracking system 30 continues to 50 

track the monitored object 992. The monitoring unit 10 
receives the identification data (e.g., the name John Smith, 
identification occurred at identification gateway 920B at 
t=TS, etc.) from the identification system 20. Similarly, the 
monitoring unit 10 receives the tracking data (e.g., object 55 

assigned unique tracking code Mis positioned at PS at t=TS, 
where PS represents the identification gateway 920B) from 
the tracking system 30. Since the identification data indi­
cates that monitored object 992 is monitored object 37 and 
the tracking data indicates monitored object 992 is at iden- 60 

tification gateway 920B (or position PS) at t=TS, the moni­
toring unit 10 merges the received identification data and the 
tracking data and stores it with the monitoring data of the 
monitored object 37. Since the monitored object 37 already 
is associated with a monitoring data group (as described in 65 

FIG. 3), the merged data is stored with the monitoring data 
group. 

12 
Additionally, the monitoring unit 10 modifies the moni­

toring data 235 (FIGS. 2 and 3) to merge the monitoring data 
group associated with monitored object 992 (which was 
assigned the tracking code M by the tracking system 30) and 
the monitoring data group associated with monitored object 
37 (which was assigned the tracking code Z by the tracking 
system 30). Moreover, the tracking data in the monitoring 
data group would indicate the monitored object 37 has the 
trajectory 990 in the monitored environment 910. In an 
embodiment, the analyzer unit 240 (FIG. 2) provides this 
error recovery functionality that enables recovery from an 
error arising from the tracking system 30 caused by losing 
track of a monitored object within the monitored environ­
ment. 

FIGS. l0A and 10B illustrate a second error recovery 
functionality of the monitoring system 100 of FIG. 1 in 
accordance with an embodiment of the present invention. As 
depicted in FIGS. lOA and 10B, the tracking system 30 
tracks the monitored objects 37 and 5 within the monitored 
environment 1010. Moreover, the identification system 20 is 
deployed such that when the monitored object 37 or the 
monitored object 5 is located at and transitions through any 
identification gateway 1020A and 1020B, the monitored 
object 37 or 5 is identified by the identification system 20. 

Referring to FIG. l0A, at t=Tl, the tracking system 30 
continues to track the monitored objects 37 and 5, which 
have previously transitioned through any identification gate­
way 1020A and 1020B for identification by the identification 
system 20. The tracking system 30 has assigned unique 
tracking code X to monitored object 37 and has assigned 
unique tracking code W to monitored object 5. Moreover, 
the tracking system 30 is 100% certain that it is associating 
the tracking data with the correct monitored object. The 
monitoring unit 10 receives the tracking data (e.g., object 
assigned unique tracking code X is positioned at PlA at 
t=Tl, object assigned unique tracking code Wis positioned 
at PlB at t=Tl, etc.) from the tracking system 30. Since the 
monitored objects 37 and 5 already are associated with a 
corresponding monitoring data group (as described in FIG. 
3), the tracking data for each monitored object 37 and 5 is 
stored with the corresponding monitoring data group. 

At t=T2, the tracking system 30 continues to track the 
monitored objects 37 and 5. However, the monitored objects 
37 and 5 move to a location where they are near each other 
such that the tracking system 30 becomes confused and is 
unable to distinguish the two monitored objects 37 and 5. 
Although the tracking system 30 is unable to distinguish the 
two monitored objects 37 and 5, the tracking system 30 
determines that they are at positioned at P2 at t=T2. The 
monitoring unit 10 receives the tracking data (e.g., object 
assigned unique tracking code Xis positioned at P2 at t=T2, 
object assigned unique tracking code W is positioned at P2 
at t=T2, etc.) from the tracking system 30. Since the moni­
tored objects 37 and 5 already are associated with a corre­
sponding monitoring data group (as described in FIG. 3), the 
tracking data for each monitored object 37 and 5 is stored 
with the corresponding monitoring data group. Moreover, 
the tracking data in the corresponding monitoring data 
groups would indicate the monitored object 37 has the 
trajectory 1091 in the monitored environment 1010 while 
the monitored object 5 has the trajectory 1092 in the 
monitored environment 1010. 

Continuing with FIG. l0A, at t=T3, the two monitored 
objects 37 and 5 have separated. After the separation, the 
tracking system 30 detects two monitored objects 1001 and 
1002 but is unable to associate tracking data with the correct 
monitored object (e.g., monitored object 37 or monitored 
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object 5) with 100% certainty. In fact, the tracking system is 
50% certain that monitored object 1001 is monitored object 
37 and is 50% certain that monitored object 1001 is moni­
tored object 5. Similarly, the tracking system is 50% certain 
that monitored object 1002 is monitored object 37 and is 5 

50% certain that monitored object 1002 is monitored object 
5. Thus, the tracking system 30 has reduced the level of 
certainty related to correction association between tracking 
data and monitored objects. The monitoring unit 10 receives 
the tracking data (e.g., object assigned unique tracking code 10 

X or unique tracking code W is positioned at P3A at t=T3, 
object assigned unique tracking code W or unique tracking 
code Xis positioned at P3B at t=T3, etc.) from the tracking 
system 30. Since the level of certainty related to correct 
association between tracking data and monitored objects is 15 

not 100%, the monitoring unit 10 stores this tracking data 
separately from the monitoring data groups associated with 
monitored object 37 and monitored object 5. 

At t=T4, the tracking system 30 continues to track moni­
tored objects 1001 and 1002. As discussed above, the 20 

tracking system is 50% certain that monitored object 1001 is 
monitored object 37 and is 50% certain that monitored 
object 1001 is monitored object 5. Similarly, the tracking 
system is 50% certain that monitored object 1002 is moni­
tored object 37 and is 50% certain that monitored object 25 

1002 is monitored object 5. The monitoring unit 10 receives 
the tracking data (e.g., object assigned unique tracking code 
X or unique tracking code Wis positioned at P4A at t=T4, 
object assigned unique tracking code W or unique tracking 
code Xis positioned at P4B at t=T4, etc.) from the tracking 30 

system 30. Since the level of certainty related to correct 
association between tracking data and monitored objects is 
not 100%, the monitoring unit 10 continues to store this 
tracking data separately from the monitoring data groups 
associated with monitored object 37 and monitored object 5. 35 

Moreover, the tracking data in the monitoring data group 
would indicate the monitored object 1001 has the trajectory 
1093 in the monitored environment 1010 while the moni­
tored object 1002 has the trajectory 1094 in the monitored 
environment 1010. 40 

As depicted in FIG. lOA, at t=T5, the monitored object 
1002 is located at identification gateway 1020B. Thus, the 
identification system 20 identifies the monitored object 1002 
as being the monitored object 37. Moreover, the tracking 
system 30 continues to track the monitored object 37 and 45 

1001. The monitoring unit 10 receives the identification data 
(e.g., the name John Smith, identification occurred at iden­
tification gateway 1020B at t=T5, etc.) from the identifica­
tion system 20. Similarly, the monitoring unit 10 receives 

14 
37 due to the identification system 20, the monitoring unit 10 
can determine with 100% certainty that monitored object 
1001 is monitored object 5. Thus, the monitoring unit 10 
modifies the monitoring data 235 (FIGS. 2 and 3) to merge 
the monitoring data group associated with monitored object 
1001 and the monitoring data group associated with moni­
tored object 5. Furthermore, the monitoring unit 10 modifies 
the monitoring data 235 (FIGS. 2 and 3) to merge the 
monitoring data group associated with monitored object 
1001 and the monitoring data group associated with moni­
tored object 5. Therefore, the tracking data in the monitoring 
data groups would indicate the monitored object 37 has the 
trajectory 1099 in the monitored environment 1010 while 
the monitored object 5 has the trajectory 1098 in the 
monitored environment 1010. In an embodiment, the ana­
lyzer unit 240 (FIG. 2) provides this error recovery func­
tionality that enables recovery from an error arising from the 
tracking system 30 caused by confusion and inability to 
distinguish monitored objects that are near each other. 

In an embodiment, the invention is configured as com­
puter-executable instructions stored in a computer-readable 
medium, such as a magnetic disk, CD-ROM, an optical 
medium, a floppy disk, a flexible disk, a hard disk, a 
magnetic tape, a RAM, a ROM, a PROM, an EPROM, a 
flash-EPROM, or any other medium from which a computer 
can read. 

The foregoing descriptions of specific embodiments of the 
present invention have been presented for purposes of 
illustration and description. They are not intended to be 
exhaustive or to limit the invention to the precise forms 
disclosed, and many modifications and variations are pos­
sible in light of the above teaching. The embodiments were 
chosen and described in order to best explain the principles 
of the invention and its practical application, to thereby 
enable others skilled in the art to best utilize the invention 
and various embodiments with various modifications as are 
suited to the particular use contemplated. It is intended that 
the scope of the invention be defined by the claims appended 
hereto and their equivalents. 

What is claimed is: 
1. A monitoring apparatus comprising: 
a first interface for receiving identification data from an 

identification system; 
a second interface for receiving tracking data from a 

tracking system; 
a merging unit for merging and storing said identification 

data and said tracking data of each monitored object to 
form monitoring data for each monitored object; and 

an analyzer unit for processing said monitoring data, 
wherein said analyzer unit facilitates comparing new 
content of said monitoring data of a monitored object 
with prior content of said monitoring data of said 
monitored object. 

2. The monitoring apparatus as recited in claim 1 wherein 
said analyzer unit generates a message based on a result of 
said comparison of said new and said prior content. 

3. The monitoring apparatus as recited in claim 1 wherein 
if said tracking system loses track of a first monitored object 
within a monitored environment, said analyzer unit deter­
mines whether a second monitored object represents said 
first monitored object lost by said tracking system. 

the tracking data (e.g., object assigned unique tracking code 50 

X or unique tracking code W is positioned at P5A at t=T5 
where P5A represents the identification gateway 1020B, 
object assigned unique tracking code W or unique tracking 
code X is positioned at P5B at t=T5, etc.) from the tracking 
system 30. Since the identification data indicates that moni- 55 

tared object 1002 is monitored object 37 and the tracking 
data indicates monitored object 1002 is at identification 
gateway 1020B (or position P5A) at t=T5, the monitoring 
unit 10 merges the received identification data associated 
with monitored object 1002 and the tracking data associated 60 

with monitored object 1002 and stores it with the monitoring 
data of the monitored object 37. Since the monitored object 4. The monitoring apparatus as recited in claim 3 wherein 

said analyzer unit makes said determination in response to 
said identification system identifying said first monitored 

65 object after said tracking system lost track of said first 
monitored object, and wherein said analyzer unit modifies 
said monitoring data based on said determination. 

37 already is associated with a monitoring data group (as 
described in FIG. 3), the merged data is stored with the 
corresponding monitoring data group. 

Referring to FIG. 10B, since the monitoring unit 10 is 
100% certain that monitored object 1002 is monitored object 
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5. The monitoring apparatus as recited in claim 1 wherein 
16 

tracking data associated with said monitored object, 
wherein said tracking data is generated when said 
monitored object is located within said monitored 
environment; and 

merged data that is based on the comparison of new 
content of monitoring data of a monitored object and 
prior content of said monitoring data of said moni­
tored object. 

if said tracking system tracks a plurality of monitored 
objects within a monitored environment and if said tracking 
system reduces certainty related to correct association 
between tracking data and said monitored objects, said 5 

analyzer unit increases said certainty in response to said 
identification system identifying at least one of said moni­
tored objects after said tracking system reduced said cer­
tainty. 15. The computer-readable medium as recited in claim 14 

10 wherein said identification data is generated by an identifi-6. The monitoring apparatus as recited in claim 5 wherein 
said analyzer unit modifies said monitoring data upon 
increasing said certainty. 

7. A monitoring system comprising: 
an identification system for generating identification data 

associated with each monitored object located at an 15 

identification gateway of a monitored environment; 
a tracking system for generating tracking data associated 

with each monitored object located within said moni­
tored environment; and 

a monitoring unit coupled to said identification and track­
20 

ing systems, wherein said monitoring unit merges and 
stores said identification data and said tracking data of 
each monitored object to form monitoring data for each 
monitored object, wherein said monitoring unit com- 25 
pares new content of said monitoring data of a moni­
tored object with prior content of said monitoring data 
of said monitored object. 

8. The monitoring system as recited in claim 7 wherein 
said monitoring unit processes said monitoring data. 

9. The monitoring system as recited in claim 7 wherein 
said monitoring unit generates a message based on a result 
of said comparison of said new and said prior content. 

10. The monitoring system as recited in claim 8 wherein 

30 

if said tracking system loses track of a first monitored object 35 

within said monitored environment, said monitoring unit 
determines whether a second monitored object represents 
said first monitored object lost by said tracking system. 

cation system. 
16. The computer-readable medium as recited in claim 14 

wherein said tracking data is generated by a tracking system. 
17. A method of monitoring an object, said method 

comprising: 
generating identification data associated with each moni­

tored object located at an identification gateway of a 
monitored environment, wherein said generating iden­
tification data is performed by an identification system; 

generating tracking data associated with each monitored 
object located within said monitored environment, 
wherein said generating tracking data is performed by 
a tracking system; 

merging and storing said identification data and said 
tracking data of each monitored object to form moni­
toring data for each monitored object; and 

comparing new content of said monitoring data of a 
monitored object with prior content of said monitoring 
data of said monitored object. 

18. The method as recited in claim 17 further comprising: 
processing said monitoring data. 
19. The method as recited in claim 18 wherein said 

processing further includes: 
generating a message based on a result of said comparison 

of said new and said prior content. 
20. The method as recited in claim 18 wherein if said 

tracking system loses track of a first monitored object within 
said monitored environment, said processing includes: 

determining whether a second monitored object repre­
sents said first monitored object lost by said tracking 
system. 

21. The method as recited in claim 20 wherein said 
determining is performed in response to said identification 

11. The monitoring system as recited in claim 10 wherein 
said monitoring unit makes said determination in response to 40 

said identification system identifying said first monitored 
object after said tracking system lost track of said first 
monitored object, and wherein said monitoring unit modifies 
said monitoring data based on said determination. 

45 system identifying said first monitored object after said 
tracking system lost track of said first monitored object, and 
wherein said processing further includes modifying said 
monitoring data based on said determining step. 

12. The monitoring system as recited in claim 8 wherein 
if said tracking system tracks a plurality of monitored 
objects within said monitored environment and if said 
tracking system reduces certainty related to correct associa­
tion between tracking data and said monitored objects, said 
monitoring unit increases said certainty in response to said 50 

identification system identifying at least one of said moni­
tored objects after said tracking system reduced said cer­
tainty. 

13. The monitoring system as recited in claim 12 wherein 
55 

said monitoring unit modifies said monitoring data upon 
increasing said certainty. 

14. A computer-readable medium having stored therein a 
data structure compnsing: 

A plurality of monitoring data groups, each monitoring 60 
data group associated with one of a plurality of moni­
tored objects, wherein each monitoring data group 
includes: 
identification data associated with a monitored object, 

wherein said identification data is generated when 65 

said monitored object is located at an identification 
gateway of a monitored environment; 

22. The method as recited in claim 18 wherein if said 
tracking system tracks a plurality of monitored objects 
within said monitored environment and if said tracking 
system reduces certainty related to correct association 
between tracking data and said monitored objects, said 
processing includes: 

increasing said certainty in response to said identification 
system identifying at least one of said monitored 
objects after said tacking system reduced said certainty. 

23. The method as recited in claim 22 wherein said 
processing further includes modifying said monitoring data 
upon increasing said certainty. 

24. A computer-readable medium comprising computer­
executable instructions stored therein for performing a 
method of monitoring an object, said method comprising: 

generating identification data associated with each moni­
tored object located at an identification gateway of a 
monitored environment, wherein said generating iden­
tification data is performed by an identification system; 
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28. The computer-readable medium as recited in claim 27 

wherein said determining is performed in response to said 

identification system identifying said first monitored object 

generating tracking data associated with each monitored 
object located within said monitored environment, 
wherein said generating tracking data is performed by 
a tracking system; 

merging and storing said identification data and said 
tracking data of each monitored object to form moni­
toring data for each monitored object; and 

5 
after said tracking system lost track of said first monitored 

object, and wherein said processing further includes modi­

fying said monitoring data based on said determining step. 
comparing new content of said monitoring data of a 

monitored object with prior content of said monitoring 
data of said monitored object. 

25. The computer-readable medium as recited in claim 24 
wherein said method further comprises: 

29. The computer-readable medium as recited in claim 25 

10 
wherein if said tracking system tracks a plurality of moni­
tored objects within said monitored environment and if said 

processing said monitoring data. 
26. The computer-readable medium as recited in claim 25 

wherein said processing further includes: 
generating a message based on a result of said comparison 

of said new and said prior content. 

15 

27. The computer-readable medium as recited in claim 25 
wherein if said tracking system loses track of a first moni­
tored object within said monitored environment, said pro- 20 

cessing includes: 
determining whether a second monitored object repre­

sents said first monitored object lost by said tracking 
system. 

tracking system reduces certainty related to correct associa­
tion between tracking data and said monitored objects, said 
processing includes: 

increasing said certainty in response to said identification 
system identifying at least one of said monitored 
objects after said tracking system reduced said cer­
tainty. 

30. The computer-readable medium as recited in claim 29 
wherein said processing further includes modifying said 
monitoring data upon increasing said certainty. 

* * * * * 
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