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I. Introduction

The Petition fails to establish a reasonable likelihood of success because it
does not address a requirement present in every challenged claim. Both independent
claims (claims 1 and 14) require an inter-process software communication bus that
provides “secure communication” by “allowing access to the bus only for software
components identified by the access authorization information.” Ex. 1001, 167:11—
19 (limitation [1B]); id., 168:37-43 (limitation [14B]). The Petition’s invalidity
theory is entirely premised on an allegation that this limitation is satisfied by
transmitting a message on the bus only if an identified software component has been
verified to be present (so that the message reaches at least the correct software
component). See Pet. 31-32.

However, ensuring that “software components identified by the access
authorization information” will receive a message transmitted over a bus (as the
Petition’s theory entails) is not the same thing as “allowing access to the bus only
for software components identified by the access authorization information” as the
claims require. This is clear from the plain meaning of the claim limitation; ensuring
that identified software components can access the bus to receive a message does
not mean that those components are the only software components that can access
the bus. It is also clear from the surrounding claim language, which separately

recites “rout[ing] messages... via the inter-process software communication bus
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to... the [identified] software component[s].” See Ex. 1001, 167:32—-37 (limitation
[1F]); id., 168:56—61 (limitation [14E]). In other words, the claims themselves
confirm that routing messages to identified software components is a distinct and
separate requirement from “allowing access to the bus only for software components
identified by the access authorization information.”

Because the Petition identifies no mechanism in the art that restricts which
software components may access the bus (and no reason a person of ordinary skill
in the art would have supplied one), the Petition fails to demonstrate a reasonable
likelihood of prevailing as to any claim. Patent Owner thus respectfully requests that
institution be denied.

II. Overview of the 564 Patent

The ’564 patent is directed to techniques including securing inter-process
communications on a mobile end-user device. In the patented architecture, the
mobile device has “an inter-process software communication (IPC) bus that provides
secure communication between a device link agent and software component
processes.” Ex. 1001, Abstract. A “device link object maintains a secure message
link to a message link server that receives messages from plural network functions,
identified for delivery to respective software components on the mobile device, and

conveys them to the device link agent.” /d. The device link agent, in turn, delivers
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those received messages to the processes of the authorized software components. /d.
Ex. 2006, 433.

The ’564 patent additionally discloses restricting which software components
may access the bus to receive a given message. The “software processes are allowed
to access the bus based on access authorization information from a secure server that
identifies those components.” Ex. 1001, Abstract. Consistent with that design, the
specification describes “agent level access authorization, which only allows access
to the agents that are on the secure authorization list,” where “the list is provided by
the secure server and signatures are provided by the secure server.” Id., 43:5-9. In
this manner, the “bus is... protected from unauthorized monitoring or usage.” 1d.,
42:28-30. Ex. 2006, 934.

The 564 patent thus does not merely ensure that messages are routed to the
software component that is identified by the access authorization information; it
additionally teaches that software components that are not identified by the access
authorization information are prevented from reading messages intended for the
components that are identified by that information. The specification makes the point
expressly, describing “a set of secure messages that can only be decoded or observed
by the agents they are intended for.” Ex. 1001, 42:44—45. By confining who may

“decode[]” or “observe[]” a message to the “agents they are intended for,” agents
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that are not intended to receive the message are prevented from doing so. See Ex.
2006, 935.

The claims capture this requirement in a limitation that is separate from, and
additional to, the requirement of routing messages to identified components.
Independent claims 1 and 14 recite, in relevant part:

1. A mobile end-user device comprising:

[1B] an inter-process software communication bus providing secure
communication between an executing device link agent and respective
executing processes for a plurality of software components, wherein
providing secure communication comprises receiving access
authorization information from a secure server, and allowing access to
the bus only for software components identified by the access

authorization information. ...
[1C] the device link agent, configured to...

[1F] for software components identified by the access authorization
information, route messages identified for delivery to a given one of
those software components via the inter-process software
communication bus to a software process corresponding to the given

software component.

Ex. 1001, claim 1 (emphases added).
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Claim 14 similarly recites:

14. A method of operating a mobile end-user device having a wireless

modem to connect to a wireless network, the method comprising:
[14A] receiving access authorization information from a secure server;

[14B] operating an inter-process software communication bus to
provide secure communication between an executing device link agent
and respective executing processes for a plurality of software
components, the secure communication comprising allowing access to
the bus only for software components identified by the access

authorization information;

[14E] for software components identified by the access authorization
information, routing messages identified for delivery to a given one of
those software components via the inter-process software
communication bus from the device link agent to a software process

corresponding to the given software component.

Ex. 1001, claim 14.

As shown above, both claims require that the bus “provid[e] secure
communication” by “allowing access to the bus only for software components
identified by the access authorization information.” Ex. 1001, 167:11-19 (limitation

[1B]); id., 168:37—43 (limitation [ 14B]). This requirement is in addition to “rout[ing]
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messages 1dentified for delivery to” identified software components. /d., 167:32-37
(limitation [1F]); id., 168:56—61 (limitation [14E]).

The access-control limitations [1B] and [14B] therefore are not satisfied by
merely routing the message to software components identified by the access
authorization information. Instead, they require that access to the bus be confined to
the identified software components, so that components not identified by the access
authorization information cannot access the bus to read messages intended for the
identified software components. As explained below, the Petition fails to establish
this requirement is satisfied in its proposed combination of references. See Ex. 2006,
q36.

III. Level of Ordinary SKkill in the Art

The Petition proposes that a POSITA in the field of the *564 patent “would
have had (1) at least a bachelor’s degree in computer science, electrical engineering,
or a related field, and (2) 3—5 years of experience in services and application
implementation in communication networks. Additional graduate education could
substitute for professional experience, and vice versa.” Pet. 3 (citing Ex. 1003, 30—
34). For purposes of this preliminary response, Patent Owner does not challenge that

definition.
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IV. Claim Construction

The Petition does not propose any terms for construction. See Pet. 4. For
purposes of this preliminary response, Patent Owner agrees that no terms need be
expressly construed. See Ex. 2006, 932.

V. The Petition fails to establish a reasonable likelihood of success with
respect to any challenged claim.

The Petition alleges that the only two independent challenged claims—claims
1 and 14—are obvious based on four grounds, Ground 1 involving TS-23.140 (which
the Petition refers to as “MMS” because it describes a version of an MMS standard)
in view of Rakic, and Grounds 2A, 2B, and 2C involving MMS-Rakic in view of
Cole, Sathish, or Cole and Sathish together, respectively. Both independent claims
recite “allowing access to the bus only for software components identified by
[received] access authorization information.” See Ex. 1001, 167:11-19 (limitation
[1B]); id., 168:37-43 (limitation [14B]).

Despite the Petition relying on four references across Grounds 1, 2A, 2B, and
2C, the Petition does not allege that any reference standing alone discloses “allowing
access to the bus only for software components identified by the access authorization
information.” Instead, the Petition’s analysis of this limitation alleges only that the
combination of TS-23.140 with Rakic would satisfy the limitation. But as explained
in the following subsections, the Petition’s analysis is wholly conclusory, and even

if the prior art were combined in the manner the Petition alleges, the Petition’s
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combination still does not satisfy the requirements of limitations [1B] and [14B].
See Ex. 2006, q937-50.

A. The Petition’s Ground 1 fails to show the obviousness of
independent claims 1 and 14.

As noted in Section II above, both challenged independent claims recite
“allowing access to [a] bus only for software components identified by [received]
access authorization information” in limitations [1B] and [14B], and recite this as a
distinct limitation from “for software components identified by the access
authorization information, rout[ing] messages identified for delivery to a given one
of those software components via the inter-process software communication bus to
a software process corresponding to the given software component” as recited in
limitations [1F] and [14E]. In other words, the claim requires not only routing
messages to the identified software components, but alse “allowing access to the bus
only for” the identified software components. Ex. 2006, §36.

The Petition, however, fails to articulate how the prior art satisfies (or would
be modified to satisfy) this limitation. As explained below, the prior art, even if
modified to operate exactly how the Petition alleges it would operate, would not
satisfy this claim requirement, and the Petition identifies nothing that would even

arguably provide a motivation to arrive at that claim requirement.
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1. The Petition’s combination does not satisfy the requirement
of “allowing access to the bus only for software components
identified by the access authorization information.”

The Petition’s only analysis of the requirement of “allowing access to the bus
only for software components identified by the access authorization information™ is
at pages 31-32 of the Petition, which is reproduced below in its entirety (with the
Petition’s original emphases):

Moreover, in MMS-Rakic, “access to the bus” is “allow[ed]...
only for software components identified by the access authorization
information,” as claimed. EX-1003, 9120. MMS-Rakic’s User Agent
incorporates the signature validation functionality of Rakic’s secure
push message client. Supra §VII.C.4. After receiving the signed
message, MMS-Rakic’s User Agent generates a key by creating a hash
of the administrator code (which was previously provisioned during
destination application registration) and the destination application’s
identifier. EX-1003, 4120; EX-1007, [0110]-[0111]. After the key is
generated, MMS Rakic’s User Agent signs the data block of the
message with the key and compares the resulting signature to the
signature of the message. EX-1003, 4120; EX-1007, [0112]. If the
signatures match, the message is deemed valid and routed by MMS-
Rakic’s User Agent to the identified destination application. EX-1003,
9120; EX-1007, [0112]-[0119], [0122], [0131]; EX-1004, 54-56.

MMS-Rakic’s User Agent (“device link agent”) thus routes the
message to the destination application (“software component”) over

MMS-Rakic’s bus (supra §VII.D.1.c.ii1) only if the signature (which,
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as discussed, is generated using the identifier that identifies the
destination application) is valid. EX-1003, 4121. This meets [1B2]’s
“allowing access to the bus only for software components identified by
the access authorization information” requirement because the User
Agent is an end-point of MMS-Rakic’s inter-process software
communication bus, over which application-specific data received from
the network is “transported without alteration” (EX-1004, 14) to a

destination application on the device. EX-1003, 4121.

Pet. 31-32 (emphases in original).

As can be seen from the excerpt above, the Petition contends that
conditionally “rout[ing]” a “message to the destination application (‘software
component’)” over a bus “only if [a] signature... is valid” (which signature verifies
that the correct and verified destination application is resident on the device)
constitutes “allowing access to the bus only for software components identified by
the access authorization information” as required by limitations [1B] and [14B]. See
id.

The Petition’s allegation in this regard is conclusory and unsupported.
Although the Petition describes a signature-validation mechanism in detail, it never
explains why Petitioner believes that conditionally transmitting a message over a bus
(i.e., conditioning the transmission of the message on a valid signature being present)

would mean that bus access is allowed only for software components identified by

10
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the access authorization information. Nor does the Petition’s supporting declaration
supply that explanation; it does no more than repeat the Petition’s assertion. See Ex.
1003, 99120-121. Such conclusory testimony is entitled to little weight. See 37
C.F.R. § 42.108(c); Xerox Corp. v. ByteMark, Inc., IPR2022-00624, Paper 12 at 5
(PTAB Feb. 10, 2023) (Director Review decision affirming PTAB’s denial of
institution: “[T]he Board was correct in giving little weight to Petitioner’s expert
because the expert declaration merely offered conclusory assertions without
underlying factual support and repeated, verbatim, Petitioner’s conclusory
arguments.”).

Furthermore, as explained by Patent Owner’s expert, conditional transmission
of a message, dependent on a valid signature being present, does not allow access to
the bus only for software components specifically identified by the signature. At
most, it prevents message transmission when the identified software component is
not present on a device, but does nothing to prevent additional (unidentified)
software components from accessing the bus to retrieve a message transmitted to an
identified software component. Ex. 2006, §39.

For instance, consider a bus (like the communication path 310 in Rakic’s FIG.
3) to which various system components have access. These system components
might include three different applications (A, B, and C), each one of which has a

unique application identifier. Under the Petition’s theory, when a signature

11
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identifying application A 1is received, the signature will be verified, and the MMS
User Agent in the combined system would transmit the message intended for
application A along the bus. But the bus is also accessible to applications B and C;
no security mechanism is disclosed by TS-23.140 or Rakic to prevent applications
B and C from also receiving the message intended for application A, and the Petition
does not even articulate such a security mechanism (much less establish its
obviousness). Ex. 2006, 940.

This understanding i1s confirmed by documentary evidence, including
Google’s own evidence. For example, the dictionary definition of “software bus”
provided by Google indicates that the term describes a “programming interface that
allows software modules to transfer data to each other,” with no discussion of
disallowing access to any connected components. Ex. 1049 at 3. And while Google
declined to provide the definition of “bus” from which “software bus” derives its
origin, an earlier version of the same dictionary that Patent Owner was able to obtain
indicates that “[a]ll signals on the bus go to all stations or devices connected to it.”
Ex. 2008 at 4 (additional explanation and diagram accompanying the definition
reproduced below). In other words, unless specific, non-standard features are added
to a bus, a bus will transmit data to all connected components, as shown in the

diagram below. Ex. 2006, 941.

12



IPR2026-00271
Patent No. 9,491,564

Why Is It Called a Bus?

Froosescs Wisemory EZ:E'Q?' The term was coined after a real bus,
Unit because a bus stops at all the bus stops
on the route. The same goes for an
electronic bus. All signals on the bus go
{\_\ A A to all stations or devices connected to it.
BUS
Communications Disk Printer
Control Control Control
Unit Unit Unit
Ex. 2008 at 4.

The fact that a “bus” by default broadcasts to all recipients is true even where
a transmission is addressed to a particular recipient; for example, even when a “data
packet... contains the address of the destination station,” it “is broadcast to all nodes
at the same time, and the recipient computer responds by accepting it.” /d. In other
words, addressing does not restrict access to any component; it merely identifies
which connected component is the intended recipient of a message that all connected
components receive. And tellingly, the Petition identifies no mechanism (either in
the prior art relied upon or in buses more generally) that would restrict which
connected components can read data transmitted over the bus. Ex. 2006, 942.

Thus, transmitting a message across a bus conditioned upon verification of a
signature does not satisfy the challenged claims’ recitation of “allowing access to

the bus only for software components identified by the access authorization

13
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information.” Even if transmission of the message occurs only when a verified
software component on the device is identified by a signature, that does not disclose
or imply that other, non-identified software components would be disallowed from
accessing or receiving the message transmitted on the bus, as the claim requires. See
Ex. 2006, 945.

In essence, Google rewrites the claims’ recitation of “allowing access to the
bus only for software components identified by the access authorization

information,” to instead require “aHewingaceesste transmitting information across

the bus only fer when software components are identified by the access authorization
information.” Nowhere does the Petition provide any explanation why these are
equivalent to one another. And as explained above, they are not equivalent, because
transmitting a message across a bus only when the signature matches with an
identified software component on the device does nothing to disallow other software
components from accessing the bus.

The references themselves confirm the Petition’s deficiency. TS-23.140 does
not describe any inter-process software communication bus; instead, it is explicit
that “[d]etails of these applications or how an MMS User Agent or an MMS VAS
Application would interface with them are outside the scope of this specification.”
Ex. 1004, 54. Accordingly, TS-23.140 fails to disclose any mechanism that would

restrict certain software components from accessing any bus. Ex. 2006, 943.

14
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Rakic also fails to disclose any such mechanism. Rakic is directed to
validating a “secure push message” that a client device receives, and its signature
techniques serve only to “verify that an intended recipient of the secure push
message 1s the client device, and that the client device includes a correct
component.” Ex. 1007, [0041]. The only feature of Rakic that the Petition contends
relates to a “bus” is a “communication path” 310 which “provide[s] an interface
through which components of device 300 can communicate with each other” as
shown in Figure 3 of Rakic. See Ex. 1007, [0058] (cited by Pet. 15). And consistent
with the definition of “bus” provided above, Rakic’s communication path 310 links
numerous system components, with no disclosure that any system component would

be prevented from reading a message transmitted over the bus. Ex. 2006, 944.

15
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300

PROCESSOR MEMORY
302 304
310
INPUT/OUTPUT NETWORK
COMPONENTS INTERFACE
306 308

Fig. 3

Ex. 1007, FIG. 3 (showing “communication path 310” connecting several device
components with no disclosure or suggestion that any component would be restricted
from accessing any data sent across the path). Rakic’s disclosure of confirming that
a message is destined for the correct device, and that the device includes the correct
component, does not disclose or render obvious disallowing any other components
resident on that device from accessing the message once it is placed on the bus. Ex.
20006, 944.

In sum, neither TS-23.140 nor Rakic discloses preventing unidentified

software components from accessing messages transmitted across a bus, and the

16



IPR2026-00271
Patent No. 9,491,564

Petition does not articulate any modification to the prior art that would involve such
a mechanism. Ex. 2006, §943—45.

2. The Petition offers no obviousness rationale to arrive at the
claim requirements.

As explained in the preceding subsection, even accepting the Petition’s
explanation of how the prior art would be combined, that combination would not
satisfy the requirements of limitations [1B] and [14B]. This is no accident or
oversight, because the Petition provides no motivation to allow access to the bus
only for the software component identified by access authorization information. Ex.
2006, 946.

The Petition’s alleged motivations in combining TS-23.140 with Rakic are
limited to accomplishing the following results: (1) “implement[ing] the interface
between TS-23.140°’s MMS User Agent application and other applications using a
software bus for interprocess communications” (Pet. 15), and (2) “to implement
Rakic’s message signing and validation techniques” (Pet. 17). Even setting aside the
fact that the Petition’s MMS-Rakic combination would not satisfy the claim
requirements (because as discussed above neither MMS nor Rakic has any
mechanism for disallowing software components other than the identified software
component from accessing the bus), the Petition identifies no evidence that ensuring

that only the intended destination application can access the bus to retrieve a

17
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transmitted message would have been obvious. For instance, the Petition identifies
no competent evidence that a POSITA would have recognized a need to restrict
access to a bus when transmitting a message to an intended recipient. Instead, the art
is focused on ensuring the client device (e.g., mobile phone) “is the client device,”
and that the “client device includes a correct component.” Ex. 1007, [0041]. Rakic
says nothing about preventing components that are not the “correct component”
from accessing the bus, and the Petition identifies no evidence other than conclusory
expert testimony that a POSITA as of the priority date of the *564 patent would have
been motivated to attempt to achieve such a result (much less that any specific
implementation that might achieve such a result would have been obvious).! Ex.

2006, 947.

! And even if the result of “ensuring. .. that only the intended destination
application receives the message” were obvious, as explained above in Section
V.A above, the Petition’s description of how its combination would operate does
not even achieve that result, because the Petition describes no mechanism in its
combination for disallowing unidentified software components from accessing the
bus while a message is being transmitted to the identified software component.
Petitioner’s Discretionary Denial Opposition describes this as a “careful

explanation of how the MMS-Rakic combination... prevent[s] communication

18
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Furthermore, even if the Petition had provided an evidence-supported
allegation that the solution would have been obvious, it would not matter because it
1s not grounded in the prior art of record. As Acting Director Stewart made clear in
her July 31, 2025 Memorandum, “expert testimony, common sense, and other
evidence that is ‘not prior art consisting of patents or printed publications’... may
not be used to supply a missing claim limitation.”? Here, the Petition does not even
allege that “allowing access to the bus only for software components identified by

the access authorization information” is present in the prior art of record. Thus, even

with unauthorized software components.” Paper 8 at 16. But this is not a “careful
explanation™ at all—it is entirely conclusory allegation that the limitation is
obvious, without explaining how. And that allegation is supported by no evidence
other than equally conclusory expert testimony. Critically, neither the Petition nor
Dr. Traynor describe any mechanism for how the allegedly obvious result would
be accomplished. For instance, the Petition identifies no mechanism in either TS-
23.140 or Rakic that would prevent applications coupled to a bus from reading
messages transmitted over that bus if those applications are not identified by access

authorization information, as discussed extensively herein.

2 https://www.uspto.gov/sites/default/files/documents/aapa_memo_final

signed.pdf.
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if the Petition had provided evidence that could even arguably bridge this gap, that
evidence would not be “prior art consisting of patents or printed publications” and
would thus be unable to satisfy the requirement of 37 C.F.R. § 42.104(b)(4) that a
Petition “must specify where each element of the claim is found in the prior art
patents or publications relied upon.”

B. The Petition’s Grounds 2A, 2B, and 2C likewise fail.

The Petition additionally alleges that claims 1 and 14 are obvious based on
combinations of TS-23.140, Rakic, and Cole (Ground 2A); TS-23.140, Rakic, and
Sathish (Ground 2B); and TS-23.140, Rakic, Cole, and Sathish (Ground 2C). See
Pet. 64—67. However, the Petition does not allege anything in its proposed
combinations of Cole and/or Sathish that would cure the deficiencies identified
above regarding the claims’ recitation of “allowing access to the bus only for
software components identified by the access authorization information.” Ex. 2006,
48.

For instance, the Petition relies on Cole only for its teaching of “a modem to
enable communications over 2G/3G networks.” Pet. 64—66. And while the Petition
relies on Sathish for its disclosure of “a ‘D-Bus’ as ‘an example of a device inter-

process communication channel used to send information between applications’”

31d.

20
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(Pet. 66), the Petition fails to allege that Sathish’s D-Bus is configured (or would be
obviously configured) to “allow[] access to the bus only for software components
identified by the access authorization information.” See Pet. 66—67 (the Petition’s
analysis of Grounds 2B and 2C, failing to address this claim requirement). Ex. 2006,
949.

Accordingly, none of the Petition’s Grounds 2A, 2B, and 2C cure the
deficiency discussed above with respect to the Petition’s Ground 1. And because
Grounds 1, 2A, 2B, and 2C are the only grounds that challenge any independent
claims, the Petition’s remaining Grounds (which challenge only dependent claims)
fail for at least the same reasons. Ex. 2006, §50.

V1. Conclusion

Because the Petition fails to set forth any plausible theory as to any challenged
claim, the Petition does not establish a reasonable likelihood of prevailing and

should be denied.
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