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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL LETTER TO THE UNITED STATES 
DESIGNATED/ELECTED OFFICE (DO/EO/US) 

CONCERNING A SUBMISSION UNDER 35 U.S.C. 371 
International Application No. 

PCT/EP2018/081759 

Title of Invention 
I International Filing Date 

2018-11-19 

AUTHENTICATION METHOD, DEVICE AND SYSTEM 

First Named Inventor 

Fabrice DELHOSTE 

Attorney Docket No. 
1032326-001016 
U.S. Application No. (if known, see 37 CFR 1.5) 

Priority Date Claimed 

2017-12-29 

Applicant herewith submits to the United States Designated/Elected Office (D0/EO/US) the following items and other information. 

1. □ 

2. 0 
3. 

This is an express request to begin national examination procedures (35 U.S.C. 371(f)). NOTE: The express request under 
35 U.S.C. 371(f) will not be effective unless the requirements under 35 U.S.C. 371(c)(1), (2), and (4) for payment of the basic 
national fee, copy of the International Application and English translation thereof (if required), and the oath or declaration of the 
inventor(s) have been received. 

A copy of the International Application (35 U.S.C. 371 (c)(2)) is attached hereto (not required if the International Application was 
previously communicated by the International Bureau or was filed in the United States Receiving Office (RO/US)). 

An English language translation of the International Application (35 U.S.C. 371 (c)(2)) 

a. D is attached hereto. 

b. D has been previously submitted under 35 U.S.C. 154(d)(4). 

4. An oath or declaration of the inventor(s) (35 U.S.C. 371 (c)(4)) 

a. D is attached. 

b. D was previously filed in the international phase under PCT Rule 4.17(iv). 

Items 5 to 8 below concern amendments made in the international phase. 

PCT Article 19 and 34 amendments 

5. 0 
6. □ 

7. □ 

Amendments to the claims under PCT Article 19 are attached (not required if communicated by the International Bureau) 
(35 U.S.C. 371 (c)(3)). 

English translation of the PCT Article 19 amendment is attached (35 U.S.C. 371 (c)(3)). 

English translation of annexes (Article 19 and/or 34 amendments only) of the International Preliminary Examination Report is 
attached (35 U.S.C. 371 (c)(5)). 

Cancellation of amendments made in the international phase 

Ba. 0 Do not enter the amendment made in the international phase under PCT Article 19. 

Sb. D Do not enter the amendment made in the international phase under PCT Article 34. 

NOTE: A proper amendment made in English under Article 19 or 34 will be entered in the U.S. national phase application absent a clear 
instruction from applicant not to enter the amendment(s). 

The following items 9 to 17 concern a document(s) or information included. 

9. 0 An Information Disclosure Statement under 37 CFR 1.97 and 1.98. 

10. 0 A preliminary amendment. 

11. 0 An Application Data Sheet under 37 CFR 1. 76. 

12. D A substitute specification. NOTE: A substitute specification cannot include claims. See 37 CFR 1.125(b). 

13. 0 A power of attorney and/or change of address letter. 

14. D A computer-readable form of the sequence listing in accordance with PCT Rule 13ter.3 and 37 CFR 1.821-1.825 (not required if 
sequence listing in text format was indicated on the PCT Request as part of the International Application and the sequence listing 
was published as part of the international application). 

15. D Assignment papers (cover sheet and document(s)). Name of Assignee: THALES DIS FRANCE SA 

16. D 37 CFR 3.73(c) Statement (when there is an Assignee). 

This collection of information Is required by 37 CFR 1.414 and 1.491-1.492. The information Is required to obtain or retain a benefit by the public, which Is to file 
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 15 
minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual 
case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information 
Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

OKTA, INC. 10021



PTO-1390 (01-18) 
Approved for use through 8/31/2019. 0MB 0651-0021 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

U.S. APPLN. No. (if known - see 37 CFR 1.5) INTERNATIONAL APPLICATION No. ATTORNEY DOCKET No. 

PCT/EP2018/081759 1032326-001016 

17. □ Other items or information: 

The following fees have been submitted. CALCULA Tl ONS 

18. 0 Basic national fee (37 CFR 1.492(a)) .............................................................................. $300 $300.00 

19. 0 Examination fee (37 CFR 1.492(c)) 760.00 
• If the written opinion prepared by ISA/US or the international preliminary examination report 

prepared by I PEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4) .............. $0 
$ 

• All other situations ................................................................................................ $760 

20. 0 Search fee (37 CFR 1.492(b)) 520.00 
• If the written opinion prepared by ISA/US or the international preliminary examination report 

prepared by I PEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4) .............. $0 

• Search fee (37 CFR 1.445(a)(2)) has been paid on the international application to the USPTO as 
an International Searching Authority ........................................................................ . $140 $ 

• International Search Report prepared by an ISA other than the US and provided to the Office or 
previously communicated to the US by the IB ............................................................. . $520 

• All other situations ............................................................................................... ... $660 

TOTAL OF 18, 19, and 20 = $1580.00 

□ Additional fee for specification and drawings filed in paper over 100 sheets (excluding sequence listing 
in compliance with 37 CFR 1.821 (c) or (e) in an electronic medium or computer program listing in an 
electronic medium) (37 CFR 1.492(j)). 

Fee for each additional 50 sheets of paper or fraction thereof .............................................. $400 

Total Sheets Extra Sheets 
Number of each additional 50 or fraction 

RATE thereof (round up to a whole number) 

27 - 100 = I 50 = x$400 $ 
Surcharge for furnishing any of the search fee, examination fee, or the oath or declaration after the date of 

$140.00 commencement of the national stage (37 CFR 1.492(h)) ................................................................ .. $140 

CLAIMS NUMBER FILED NUMBER EXTRA RATE 

Total claims 10 - 20 = 0 x$100 $0.00 

Independent claims ~ - 3 = 1 x$460 $460.00 

MULTIPLE DEPENDENT CLAIM(S) (if applicable) + $820 $ 

Fee for submission of Sequence Listing text file of 300 MB to 800 MB (37 CFR 1.21 (o)(1)) ................ ... $1,000 $ 

Fee for submission of Sequence Listing text file of more than 800 MB (37 CFR 1.21 (o)(2)) .................. . $10,000 $ 

Processing fee for furnishing the English translation later than 30 months from the earliest claimed priority date $ (37 CFR 1.492(i)) ................................................................................................................. ... $140 + 

TOTAL OF ABOVE CALCULATIONS= $ 2180.00 

□ Applicant asserts small entity status. See 37 CFR 1.27. Fees above are reduced by½. 

□ 
Applicant certifies micro entity status. See 37 CFR 1 .29. Fees above are reduced by¾. 
Applicant must attach form PTO/SB/15A or B or equivalent. 

TOTAL NATIONAL FEE= $2180.00 

Fee for recording the enclosed assignment (37 CFR 1.21 (h)). The assignment must be accompanied by an $ 
appropriate cover sheet (37 CFR 3.28, 3.31) ........................................................ $50.00 per property + 

TOTAL FEES ENCLOSED= $2180.00 

[Page 2 of 3] 
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a. □ A check in the amount of$ to cover the above fees is enclosed. 

b. □ Please charge my Deposit Account No. in the amount of $ to cover the above fees. 

C. 0 The Director is hereby authorized to charge additional fees which may be required, or credit any overpayment, to Deposit Account 
No. 02-4800 as follows: 

i. □ any required fee. 

ii. 0 any required fee except for excess claims fees required under 37 CFR 1.492(d) and (e) and multiple dependent claim fee 
required under 37 CFR 1.492(f). 

d. 0 Fees are to be charged to a credit card. WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. The PTO-2038 should only be mailed or 
faxed to the USPTO. However, when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO. 

ADVISORY: If filing by EFS-Web, do NOT attach the PTO-2038 form as a PDF along with your EFS-Web submission. Please be 
advised that this is not recommended and by doing so your credit card information may be displayed via PAIR. To protect your 
information, it is recommended to pay fees online by using the electronic payment method. 

NOTE: Where an appropriate time limit under 37 CFR 1.495 has not been met, a petition to revive (37 CFR 1.137(a) or (b)) must be 
filed and granted to restore the International Application to pending status. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications 

□ 
This application (1) claims priority to or the benefit of an application filed before March 16, 2013, and (2) also contains, or contained at 
any time, a claim to a claimed invention that has an effective filing date on or after March 16, 2013. 

NOTE 1: By providing this statement under 37 CFR 1.55 or 1. 78, this application. with a filing date on or after March 16. 2013. will be 
examined under the first inventor to file provisions of the AIA. 

NOTE 2: A U.S. national stage application may not claim priority to the international application of which it is the national phase. The filing 
date of a U.S. national stage application is the international filing date. See 35 U.S.C. 363. 

Correspondence Address 

0 21839 D Correspondence address below The address associated with Customer Number: OR 

Name I 
Address 

City I I State I I Zip Code I 
Country I Telephone I 
Email 

Signature I /James A LaBarre/ Date IJune 26, 2020 

Name I (PrinUType) James A. LaBarre Registration No. I 
(Attorney/Agent) 28,632 

[Page 3 of 3] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc Code: ECOMM.AUTH/ECOMM.WTDW 

Doc Description: Internet Communications Authorized/Internet Communications Authorization Withdrawn 

r AUTHORIZATION FOR INTERNET 

COMMUNICATIONS IN A PATENT 

APPLICATION OR REQUEST TO 

WITHDRAW AUTHORIZATION FOR 

INTERNET COMMUNICATIONS 
\.. 

To: Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Application No. 

Filing Date 

First Named I nve nto r Fabrice DELHOSTE 
Art Unit 

Examiner Name 

Practitioner Docket No. 1032326-001016 

I. To authorize permission for Internet Communications. 

PTO/SB/439 (11-15) 

[v- I Recognizing that Internet communications are not secure, I hereby authorize the USPTO to communicate 
with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject 
matter of this application via video conferencing, instant messaging, or electronic mail. I understand that a copy of 
these communications will be made of record in the application file. (MPEP 502.03) 

II. To withdraw authorization for Internet Communications. 

D The authorization given on---------~ to the USPTO to communicate with the undersigned and 
any practitioner in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject matter of this application 
via Internet communications such as video conferencing, instant messaging, or electronic mail is hereby 
withdrawn. I understand that the withdrawal is effective when approved rather than when received. 

I am the 

D applicant. 

El attorney or agent of record. Registration number _2_8~,_6_3_2 __________ _ 

D attorney or agent acting under 37 CFR 1.34. Registration number _____________ _ 

/James A LaBarre/ June 26 2020 
Signature Date 

James A LaBarre 703-838-6648 
Typed or printed name Telephone Number 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Juristic entities 
must be represented by a patent practitioner (see 37 CFR 1.31, which is applicable to any paper filed on or after September 16, 2012, that is 
presented on behalf of a juristic entity, regardless of application filing date). Submit multiple forms if more than one signature is required, see 
below*. 

Iv I * Total of __ 1_forms are submitted. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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Patent 
Attorney Docket No. 1032326-001016 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of 

Fabrice DELHOSTE 

Application No.: Unassigned 

Filing Date: On Even Date Herewith 

) 
) 
) Group Art Unit: Unassigned 
) 
) Confirmation No.: Unassigned 
) 
) 

Title: AUTHENTICATION METHOD, DEVICE 
AND SYSTEM 

) 
) 
) 
) 

GENERAL AUTHORIZATION FOR PETITIONS 
FOR EXTENSIONS OF TIME AND PAYMENT OF FEES 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

In accordance with 37 C.F.R. § 1.136(a)(3), the U.S. Patent and Trademark Office is 
hereby provided with a general authorization to treat any concurrent or future reply requiring a 
petition for an extension of time for its timely submission as containing a request therefor for the 
appropriate length of time. 

The Commissioner is hereby authorized to charge any appropriate fees that may be 
required by this paper, or any other submissions in this application, and to credit any 
overpayment, to Deposit Account No. 02-4800. 

Date: June 26, 2020 

Customer No. 21839 
T 703 836 6620 

By: 

Respectfully submitted, 

BUCHANAN INGERSOLL & ROONEY PC 

/James A LaBarre/ 
James A. LaBarre 
Registration No. 28,632 
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\.. 

Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 01/31/2018. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 

Filing Date 

Fabrice DELHOSTE 

First Named Inventor 

Title 
AUTHENTICATION METHOD, DEVICE AND SYSTEM 

Art Unit 

Examiner Name 

Attorney Docket Number 1032326-001016 

SIGNATURE of Applicant or Patent Practitioner 

Signature /James A LaBarre/ Date (Optional) June 26, 2020 

Name 
James A. LaBarre 

Registration 
28,632 

Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) THALES DIS FRANCE SA 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

~ *Total of 1 forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ff you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 8
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Doc Code: PA.. 
Document Description: Power of Attorney 

PTO/AlA/8213 (07-13) 
Approved tor use tl;rcugh 11/30/2014. 0MB 0651-0051 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a cQfleciion of infonnation unless il displays a valid 0MB con.trol number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

I AppHcation Numbe, I Filing Date 

I 
(Note: The boxes above may be left blank if information is provided on form PTOIAIA/82A.) 

[ZJ I hereby appoint the Patent Practitioner(s) associated w1th the following Customer Number as my/our attomey{s) or ag.ent{s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for ihe application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identffied above: 

121839 I OR 

□ I hereby appoint Practitioner(s) named in th1;1 attached !1st {form PTO/AIA/82C) as my/our attomey(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIN82A} or identffied above, (Note: Complete form PTO/AlA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[l] The address associated with the above-mentioned Customer Number 

OR 

□ The address associated with Customer Number: I I OR 
Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

!THALES DIS FRANCE SA 

□ Inventor or Joint Inventor (title not required below) 

D Legai Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

[Z] Assignee or Person to Whom the Inventor is Under an Obligation to Assign (prov1de signer's title if applicant is a juristic entity) 

□ Person Who otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1 .46(b}{2) was granted in the 
aoolication or is concurrently beini:i filed with this document) {provide signer's title if aool!canUs a juristic entity) 

SIGNAJ.URE of Applicant fo.r Patent 

The undersigned (whose title is supplied below) is at1t zed to act on behalf of the applicant {e.g., where the applicant 1s a juristic entity). 

Signature -..r· ! Date (Optional) I 
Name MOUCHART Patrick /~_// 
TIile Chief Ex,,culive 0~' , ' 
NOTE: Signature - This form must be signed b · '. applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for si!Jnature requirements 
and certifications. If more than one applicant, ' . multiple forms .. 

CJrotalo:f 
l .t 

tonns are submittetL 
. , • A This ,;:ollect1on of m,ormat1on ts required by37 CFR 1.131. i.32. ano ,.33. The mformat1011 ts required to obta;nor re!ama benefit by the public whi,;:h ,s.toftle (and by the 

USPTO to process) an application. Confidenlfality is governed by 35U.S.C. 122and 37 CFR 1.11 and 1.t4. This collect,onis eslimated to take 3 minuJestocomplete, 
including gathering, preparing, and submitting the completed application form lo the USPTO. Time will varydepending upon the indillidual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing Ihis burden, should be sent lo the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce. P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Sox 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form; calf 1-800-PT0-91 gg and select option 2. 

I 

I 

) 
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Patent 
Attorney Docket No. 1032326-001016 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of 

Fabrice DELHOSTE 

Application No.: Unassigned 

Filed: On Even Date Herewith 

For: AUTHENTICATION METHOD, DEVICE 
AND SYSTEM 

Group Art Unit: Unassigned 

Examiner: Unassigned 

Confirmation No.: Unassigned 

PRELIMINARY AMENDMENT 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Prior to examination of the above-captioned patent application, kindly amend the 

application as follows: 
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AMENDMENTS TO THE ABSTRACT: 

Patent 
Attorney Docket No. 1032326-001016 

Application No. Unassigned 
Page 2 

Please replace the original Abstract with the following amended Abstract of the 

Disclosure. This new Abstract of the Disclosure is also set forth on a separate sheet attached to 

the end of this Preliminary Amendment: 

ABSTRACT OF THE DISCLOSURE 

The invention relates to an authentication method. The method comprises: [[-]] collecting 

?4, based on a predetermined authentication policy, at least one context data element; [[-]] 

constituting---;;1g, based on the at least one collected context data element, a data packet; [[-]] 

generating--,~?At}, by using a predetermined hash type algorithm and the data packet, as input to 

the predetermined hash type algorithm, a hash; [[-]] sending the generated hash; [[-]] generating 

;;?;'.,~-n. as a hash distance generation step, a hash distance between the generated hash and a 

predetermined reference hash; and [[-]] authenticating ;;;?4--successfully or not ;;1;;1~1-based on the 

generated hash distance, as an authentication step. The invention also relates to corresponding 

device and system. 
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AMENDMENTS TO THE CLAIMS: 

Patent 
Attorney Docket No. 1032326-001016 

Application No. Unassigned 
Page 3 

The following listing of claims will replace all prior versions and listings of claims in this 

application. 

LISTING OF CLAIMS: 

Claims 1-15 Cancelled. 

16. (New) An authentication method comprising: 

- collecting, based on a predetermined authentication policy, at least one context data element; 

- constituting a data packet, based on the at least one collected context data element; 

- generating a hash, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm; 

- sending the generated hash; 

- generating, as a hash distance generation step, a hash distance between the generated hash 

and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an authentication 

step. 

17. (New) The method according to claim 16, wherein, the predetermined hash type algorithm 

comprises a locality sensitive hash type algorithm, and wherein the method further comprises, as 

the hash distance generation step and the authentication step, the following steps: 

- generating a score, by using the locality sensitive hash type algorithm, as a level of similarity 

between the generated hash and the predetermined reference hash; 

- comparing the score to a predetermined threshold value; 
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Application No. Unassigned 
Page 4 

- authenticating successfully only if the score is equal to or greater than the predetermined 

threshold value. 

18. (New) The method according to claim 16, wherein, prior to generating the hash, the 

method further comprises sorting, according to a numerical order, the at least one collected 

context data element within the data packet. 

19. (New) The method according to claim 16, wherein, prior to generating the hash, the 

method further comprises weighting, according to the authentication policy, the at least one 

context data element. 

20. (New) The method according to claim 16, wherein, prior to constituting the data packet, 

the method further comprises grouping together, according to the authentication policy, at least 

two context data elements comprised within the at least one context data element, to constitute 

at least one corresponding context data group. 

21. (New) The method according to claim 16, wherein, prior to generating the hash, the 

method further comprises ciphering the data packet, according to the authentication policy. 

22. (New) The method according to claim 21, wherein a key used for the data packet ciphering 

includes a key generated by using a hash-based message authentication code key type 

derivation function. 
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23. (New) A first authentication device, wherein the first authentication device is configured 

to: 

- collect at least one context data element, based on a predetermined authentication policy; 

- constitute a data packet, based on the at least one collected context data element; 

- generate a hash, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm; and 

- send the generated hash to a second authentication device. 

24. (New) A second authentication device, wherein the second authentication device is 

configured to: 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference hash; 

and 

- authenticate successfully or not based on the generated hash distance. 

25. (New) An authentication system, comprising a first authentication device and at least one 

second authentication device, wherein the first authentication device is configured to: 

- collect at least one context data element, based on a predetermined authentication policy; 

- constitute a data packet, based on the at least one collected context data element; 

- generate a hash, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm; and 

- send to the second authentication device, the generated hash; 

- and wherein the second authentication device is configured to: 

- receive the generated hash from the first device; 
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- generate a hash distance between the generated hash and a predetermined reference hash; 

and 

- authenticate successfully or not based on the generated hash distance. 
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REMARKS 

Patent 
Attorney Docket No. 1032326-001016 

Application No. Unassigned 
Page 7 

The claims presented herein substantively correspond to the claims presented in the 

Article 19 Amendment submitted in the corresponding international application, having been 

revised to remove informalities and multiple dependencies. No new matter is introduced by 

these changes. 

Favorable consideration of the application in view of the foregoing amendments is 

respectfully requested. Should any questions arise in connection with this application, it is 

respectfully requested that the undersigned be contacted at the number indicated below. 

Date June 26, 2020 

Customer No. 21839 
703 836 6620 

Respectfully submitted, 

BUCHANAN INGERSOLL & ROONEY PC 

By: /James A LaBarre/ 
James A. LaBarre 
Registration No. 28,632 

16



ABSTRACT OF THE DISCLOSURE 

The invention relates to an authentication method. The method comprises: collecting, 

based on a predetermined authentication policy, at least one context data element; constituting, 

based on the at least one collected context data element, a data packet; generating, by using a 

predetermined hash type algorithm and the data packet, as input to the predetermined hash 

type algorithm, a hash; sending the generated hash; generating, as a hash distance generation 

step, a hash distance between the generated hash and a predetermined reference hash; and 

authenticating successfully or not based on the generated hash distance, as an authentication 

step. The invention also relates to corresponding device and system. 
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programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
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INTERNATIONAL SEARCH REPORT 
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ACTION 
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!v'x·,;·1 L:.::..J as st:,ggS:.smd b>< h':$ applicaiit 

0 aG $e:f~"}t&:.i by ih:s A.tdh.o:ity~ OOc;~.us-a th~ zp~~icant f,t~ih:~d to suoo~sf $. i~tjf~ 

C~] ~1s. s.:::~:tected by thts f\wthodt:·f:, l~-s<:iS.tJs-e th~ t~gwr¢ OOtt~r c,har~1.clerii~~ the fn:vet1t~:.n1 

nc.."">nt- f.."d the f~~Ju~-es :s lo l.~ pt.:blt$hed s'\tith th~ ,::1.bs-tr;;.~~it 

30
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Mi>)irm.H-rl i~-0:::-lrff:<::n~tjo:1 ~< ... ~r~s-d (,::-~:&$~~i'k:::,;~fo:1 sys!~:':"~ k4ow&~ b~ ~a~~ifk,~0:1 ~vn"$X:~~:) 

t,06F 

EPO- Internal 

A EP 2 924 603 A2 { FMR LLC [US] ) 
30 September 2015 (2015-09-30) 
abstract; 
ptH\'igrapi-i 
p,;lragraph 

figures 1~6 
[0005] - P<'ffagraph 
[0035] - paragraph 

A WO 2016/083216 Al (GEMALTO SA [FR]} 
2 June 2016 (2816-06-02) 

1-15 

abstract; figures 1-2 
page 1, line 23 - page 4, line 16 

US 2017/109514 Al ( CHENG HU I [US] ET AL) 
20 April 2017 (2017-04-28) 
abstract; figures 1-11 
paragraph [0017] - paragraph [0031] 
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INTERNATIONAL SEARCH REPORT 
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died iri :;i;,.::irch mport 

EP 2924603 A2 

WO 2016083215 Al 

US 2017109514 Al 
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PCT/EP2018/081759 

Pub~:i,....;.;Jli<}:1 I P,~l.,rit fo.:11H:,· 
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PATENT COOPERATION TREATY 

hmn !he 
lNTERNJ-\TlONAL SEARGHiNG AUTHORITY 

.:\pplk~ctnfs. t~" o.genrs. .ftl& :~ter~1nc~ 

see !orm PGT11SA,220 

!NV. G06F21iG2 G06F2t(35 

.il.pp!it~n\ 

C~E~1tALT{J S.A 

PCT 

WHITTEN OP1Nl0N OF THE 
INTERNATIONAL SEARCHING _t,.UTHOR!TY 

{ PCT Rule 43bis, 1) 

FOR FURTHER ACTION 

1 This opinion eonta)ns indications relating to the fo!iowing itEm,s: 

LJ 8(-:X N'..). 

[J 80:< No. i! 

LJ 8,')X N<Y i Ii 

[J Bo·:< No. iv 
[d 86:< hJo. V RG.asQnad state~n8nt undGt Ruh~ 4:~bi$ 1 {a){l) 1{1ith r~1~1fi.i tn nove!ty, trn:~:~t1v~ &t,:c3'~1 and indu-si.fla.: 

appHcabW"ty~ c~tali<:-:1s· and Et~ptanaHons s·wpportlng st~ch ~!aternen! 

[] Box No, vu (~~Ht~ir: defects in the international ~ppHc:at:on 

[..1 tk•x No, V~!! Ce~tafr: oOO=er\··ahor:s- i:.:n-1 the ~nt;~rnationaJ a.ppHcation 

2. FUffTHEfl ACTION 

lf a dernand for int~:rna.tl<H>::ai pr.sHrn~n.;uy exan-dnatfon :fs rnada,: thts opinl\)n ~~m wsuaHy be c:(:nsld-EH'ed to be a 
\❖idH:en c,pinlon of ~he ltH0rna~)on~l PrB-Hminary E\arn\n~n~;i: Authority {'lPE.A'') ax,.apt ~h~J this Ooas not ~ppfy ·r...-~hGrG 
the app!ic~nt chooses ~,n .At.Hhorit)' other than this on~ tQ be the: !F~Ef\ 8.nd the chQsen :f PEA has l:(:hfed ths 
lnt.t3rnatlnn<3l E-~\.H'{:)f3U und{:)r Huie 66.1 bh3'(b) th;3.t ~~~du0n opinions. cf this !ntt3niah::-JnaJ Se~~rchinfj Authority 
{;Vm not oe S() considered~ 

a this opinion is. tts pr(>\.'ide:d above: 1~onsid.ered tb b~ a. ~v:fU8n oph1iort of th$ lPE.A, thB.apphc:ant is invited to 
si..ibff~~t ic, ihe :PE.A a t.•vdaen n~$Yly to9.ether1 'flher~ ;;Q.ppr,0prta~$ 1 'flHh arrl0n.drr-H~ni$} before the 0:<pirahon cf 3 rnonths 
from th9 dat~1 c4 maHk'if1 of Fon1i PCTkSl~ ... ;:_~;!{) or baf◊N~ th~! ~,xplration t>f ~~~~. months from the prk-<rHy date~ 
vvhlChevt1r l?">:pfre~~ !.21t~~r, 

D~80:2SS M1.,:r:tch 
T;,I_ +49 2:9 1,399 - 0 
F;.t~: -:--49 ·39 2399 ,.. 4465 

s,ee i\:1nn 
PGT .. ~S.:.\ftiO Harrns, CMstoph 
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WRffTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

international application No. 
PCTiEP.20·1sng-1759 

1. With reg,,u-d to the language, this opinion !1as tieen established on the basis ot: 

2. CJ 

UK, international .app!icatlon ln the langaage in s•mich it was rnt,d. 

a. trnrn,lation of Hie international ar,,plicatlon lnto , which is ttie !anguagt3 of a tmnslaHon fumisfo,,cl for Hw 
purposes of international searcn (Rl,les i2<{(a1 and 23.i (b)}. 

This ooinkln t)as be(:m 0stabiist1ed tahl!K1 !nto account th(,. rectrncati(n-t ot an ob1lltius n-iista~~ a.L,ttiorizM 
by or t1otified to thls Authority tmr.1er Rule 9 i (Rule 4Jl)l~'ii.1 (a)) - . 

With regan:i to any nw::ieotide and/or amino add s-equence disclosed in tile intematim,ai application. this 
opinion ha:, tmsn established on t!1r:; basi,, o! a seqwo1nC(~ listing: 

a. CJ h:,rming part or 010 internafa.ma! <:!ppHcatiOn as filed: 

Ll on paper 1:;,r in UK, tofrn of an image file. 

b, C1 furnished togeU1er wit!1 the internaUona! appfo.:.:ation under PCT Rule 13ter, 1 {a) ir.~r lhe puq: .. 10%is of 
lntemational :search only in the form of an Annex C.BT.~?5 te:.:t tile, 

n ~n !?aper or ln tile t(;rm of an imai;ie Hie (nu!e 1 ~1ter. i (b) a.nd Admi11istraJlvt:1 !nstl'lic:tions, Section 
i1;3). 

4. f] in addition, in the case that mr.ire man one version or copy of a seqwince listing has been rnecl or furnished, 
tile required statements that the information in the subsequent or a,1':litkma.l copies ls identical to that 
!orrnlni;i part ol tl1o app!lr.:ation as rne<l or does not po l:ioyond tlie app!ication as Wed, as ai:.,µropnate, were 
furnished. 

5 Ad<litiona! comments: 
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WRffTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

International application No. 
PCTiEP.20·1sng-1759 

Box Net V Reascmed statement under Rule 43Ms.1(a){l} with t·egard to novelty, inventive step or 
industrial app!ic.a:bility; citations and eipianaUom.~ l'Wpporting s.t.ic.h statement 

1. Staternent 

Novelty (N} 

lrn::lustrial appHcability (lA} 

2, Citations and explanations 

see separate sheet 

Yes: (;{aJrns .·1--15 

No: Claims 

Yes: Claims 1-15 
No: Oalms 

Yes: Ctain1s 
No: t)iairns 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

ReJtem_v 

lnternatiOnal application No. 

PGT/EP2018/081759 

Reasoned statement with regard to ru:n1eUy 1 inventive step or industrial 
applicability; citations and explanations supporting such :statement 

1 Independent Claims 

i (methoci), i 1 {apparatus), 13 (apparatus) 

lndependt:1nt claims -1 -1 and i3 define the t1,vo authentication apparatuses 
deployed in tl1e met11od of claim '1 and are thus a!lowab!e. 

2 Basis for amendments 

no amendments 

3 Prior art; Priority if applicable 

D1 EP 2 924 603 A2 (FMR LLC [US]) 30 September 2015 (2015-09~30) 

D2 WO 2016/083216 A 1 (GEMALTO SA fFR]) 2 June 2016 (20i (H)6<i2) 

D3 US 2017/1095i 4 A 1 (CHENG HU! {US] ET Al) 20 April 2017 
(2017-04¥20) 

Only D1 teaches a video strearn being captured by a carnera i 03 \•vhich is 
subsequently decomposed into separate audio/video segments (cap 40.2, 
spoken password "Hosebud", plant 408 and cat 404)-

4 Novelty: distinguishing features 

- constituNng (28}, based on the at least orie coHec.ted context data element, a 

data paz:kst; 
- generating f216), by uskig a predetermined hash type algorithm and the 
.dat1 pacliet, as input to the predetermined !U{Si? type algorfthtn, a hash; 
, sending the generated ha.sh: 
~ generating (220), a.s a ha.sh distance generation sttip, a hash distance~ 

betvveen tl"!t? gf:neratez1 hash and a predetermined mff:renc~i ha.sh; and 

authenticating(,) based on the generated hash distance 

5 Inventive step: 

Di EP 2 924 603 A2 (FMR LLC [US]) 30 Septernber 20·15 
(20i 5,0~}·30) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

An authentication 1T1ethod (20) cornprfsjng.:-

lnternatiOnal application No. 

PGT/EP2018/081759 

.. coffecting {24), based on a predt?termkmd authentication policy, at least one 

context riatt:I element; 

y authenticating (224) .successfully or not (22:3) {,), as an authentication step, 

5.2 Technical effect and problem to be solved 

Technical security effect: accuracy of aut1~1entication 

The technical problern means how to rnodify the closest prior art D1 ln order 
to achieve the specified securltv elfoct 

' _f 

5,3 Solution (cornputer security countermeasure) 

constitution of the data packets from Um coBected context data elements 

hash type algorithm and hash distance generation as defined in the 

distinguishing features 

5A Why ls it inventive 

0-1 dlsdoses a multl"tactor authentication system in whiCh the user is 

authentlcated using t1is biornetrlcs (facial, body movernent, gesture; USER in 
Di Fig, 4) and his environrnent (scene objects cat 404 and plant 408 in Di 
Fig, 4) and hls knowlEKige {spoken password "Rosebucr 406 in 01 Fig, 4), 
The computing devlce calculates a tota! scom {'115 ln 01 table 2) of all video 

segments (\,Vhlch individually define the user blometrics, the user environment 

or the user knowledge) w'hlc!1 ls compared against a reference total score­
('145 in D 1 table 2); cf. 0-1 Table 2. 

Di, however, does not disclose nor render obvious to deploy hash functions 
for this spedflc purpose nor does it cornpute hash distances for comparing 
the sampled audio/video segments with respective mfemnce, 01 table 2 and 
parafyaptis [0035]-[0037J relies on simple numeric comparlsons -.,,vhen 
comparlng the sampled audio/video segrnent agalnst their reference values, 

The scope of .independent claim ·1 ·1 does NOT {!H) encompass the application 
of a standard hash on data {claim ii: context data e!ementis) because the 
data pach.et(s) first need to be "extracted" from the collected context data 
elements (see definition of the collect and constitute step.s) before the hash is 
applied on the preprocessed data packet(s) (and not on the context data 
e.lements), 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternatiOnal application No. 

PGT/EP2018/081759 

The tv,m-part form of the independent claims is not appropriate because it 
would complicate the wording of tlle claims, 

The above reasoning corresponds to that of the parental appncation 
EP·J 7306977.4 
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Description 

[0001] This application relates generally to methods and apparatuses, including computer program products, for au­
thentication using a video signature. 

5 [0002] Typical authentication mechanisms, such as username / password combinations, are susceptible to theft, 
spoofing, phishing, and other forms of fraudulent activity by impostors seeking access to a user's secure accounts or 
resources (e.g., websites, documents, databases). More robust authentication techniques, like biometric scanning, have 
not yet become widely available and can depend significantly on both the type of technology available to a user and the 
type of technology used by an entity monitoring access to a secure resource. 

10 [0003] Many computing devices, especially mobile devices, are equipped with cameras that can be used to record 
and transmit video segments (e.g., still images, video clips). Video segments typically incorporate a variety of visual and 
audio elements that can be used to uniquely identify the video segment in question from other video segments. 
[0004] Therefore, what is needed are methods and systems to leverage the video capture capability of computing 
devices to generate a video signature used in authenticating a user and/or computing device to a secure resource. The 

15 techniques described herein provide the advantage of generating a video signature through analysis of a user-created 
and submitted video segment that includes a plurality of distinct visual and audio elements, where the plurality of elements 
are analyzed to calculate a total score for the video segment. A video segment, submitted by a user and assigned a 
score, can be used as a video signature to authenticate subsequent attempts to access the secure resource, e.g., by 
comparing the visual and audio elements in a later-submitted video segment against the video signature associated 

20 with a previously-submitted video segment. 
[0005] The invention, in one aspect, features a method for authentication using a video signature. A computing device 
receives a request to access a secure resource, and the request includes a first video segment comprising a plurality 
of visual and audio elements. The computing device analyzes one or more of the plurality of visual and audio elements 
in the first video segment to determine a value associated with each of the one or more analyzed elements. The computing 

25 device calculates a total score for the first video segment based upon the value associated with each of the one or more 
analyzed elements. The computing device compares the total score for the first video segment to a score associated 
with a second video segment associated with the computing device. The computing device determines whether access 
to the secure resource is permitted based upon the comparison step. 
[0006] The invention, in another aspect, features a system for authentication using a video signature. The system 

30 includes a computing device configured to receive a request to access a secure resource, and the request includes a 

first video segment comprising a plurality of visual and audio elements. The computing device is configured to analyze 
one or more of the plurality of visual and audio elements in the first video segment to determine a value associated with 
each of the one or more analyzed elements. The computing device is configured to calculate a total score for the first 
video segment based upon the value associated with each of the one or more analyzed elements. The computing device 

35 is configured to compare the total score for the first video segment to a score associated with a second video segment 
associated with the computing device. The computing device is configured to determine whether access to the secure 
resource is permitted based upon the comparison step. 
[0007] The invention, in another aspect, features a computer program product, tangibly embodied in a non-transitory 
computer readable storage medium, for authentication using a video signature. The computer program product includes 

40 instructions operable to cause a computing device to receive a request to access a secure resource, and the request 
includes a first video segment comprising a plurality of visual and audio elements. The computer program product 
includes instructions operable to cause the computing device to analyze one or more of the plurality of visual and audio 
elements in the first video segment to determine a value associated with each of the one or more analyzed elements. 
The computer program product includes instructions operable to cause the computing device to calculate a total score 

45 for the first video segment based upon the value associated with each of the one or more analyzed elements. The 
computer program product includes instructions operable to cause the computing device to compare the total score for 
the first video segment to a score associated with a second video segment associated with the computing device. The 
computer program product includes instructions operable to cause the computing device to determine whether access 
to the secure resource is permitted based upon the comparison step. 

50 [0008] In a yet further aspect, the invention relates to a method for authentication using a video signature, the method 
comprising: receiving, by a computing device from a remote device associated with a user, a request to access a secure 
resource, the request including a first video segment comprising a plurality of visual and audio elements, wherein at 
least a first one of the visual elements comprises a physical characteristic of the user, at least a second one of the visual 
elements comprises a physical object in proximity to the user, and at least a third one of the visual elements comprises 

55 an element of the environment surrounding the user: determining, by the computing device, a plurality of characteristics 
associated with each of the plurality of visual and audio elements; assigning, by the computing device, a value to each 
of the characteristics based upon predetermined value information stored by the computing device; calculating, by the 
computing device, a total score for the first video segment based upon the value associated with each of the character-
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istics; comparing, by the computing device, the total score for the first video segment to a score associated with a second 
video segment previously received from the remote device; determining, by the computing device, whether to permit 
the remote device to access the secure resource based upon the comparison step; and connecting, by the computing 
device, the remote device to the secure resource if access is permitted. 

5 [0009) Any of the above aspects can include one or more of the following features. In some embodiments, the analyzing 
step includes determining one or more characteristics associated with each of the one or more plurality of visual and 
audio elements, assigning a value to the characteristics based upon predetermined value information stored by the 
computing device, and storing the values for the characteristics. In some embodiments, the one or more characteristics 
include a position of a visual element, movement of a visual element, a color of a visual element, a type of a visual 

10 element, and an absence of a visual element. In some embodiments, the computing device performs a speech-to-text 
conversion on an audio element. In some embodiments, values are assigned to the characteristics based upon frequency 
of appearance within frames of the first video segment. In some embodiments, the predetermined value information is 
adjusted based upon preferences provided by a user of the computing device. 
[0010) In some embodiments, the calculating step includes assigning a weight to one or more of the analyzed elements 

15 based upon a security profile at the computing device. In some embodiments, the comparing step further includes 
comparing the value associated with one of the analyzed elements in the first video segment to a value associated with 
an analyzed element in the second video segment, and determining a deviation value based upon the comparison of 
the analyzed element values. In some embodiments, the computing device aggregates the deviation value for the 
comparisons of each of the analyzed element values and determines whether the aggregated deviation value falls below 

20 a predetermined threshold. 
[0011) In some embodiments, the plurality of visual and audio elements includes a visual representation of a user of 
the computing device. In some embodiments, the plurality of visual and audio elements includes an object in proximity 
to the user of the computing device. In some embodiments, the plurality of visual and audio elements includes a phrase 
spoken by the user of the computing device. 

25 [0012) In some embodiments, the first video segment is captured using a camera connected to the computing device. 
In some embodiments, the computing device is a mobile device. In some embodiments, the secure resource is a website. 
[0013) Other aspects and advantages of the invention will become apparent from the following detailed description, 
taken in conjunction with the accompanying drawings, illustrating the principles of the invention by way of example only. 
[0014) The advantages of the invention described above, together with further advantages, may be better understood 

30 by referring to the following description taken in conjunction with the accompanying drawings. The drawings are not 

necessarily to scale, emphasis instead generally being placed upon illustrating the principles of the invention. 

FIG. 1 is a block diagram of a system for authentication using a video signature, according to an embodiment of the 
invention. 

35 FIG. 2 is a block diagram of a system for authentication using a video signature, according to an embodiment of the 
invention. 
FIG. 3 is a flow diagram of a method for authentication using a video signature, according to an embodiment of the 
invention. 
FIG. 4 is a diagram of an exemplary video segment to be analyzed to generate a video signature, according to an 

40 embodiment of the invention. 

45 

FIG. 5 is a diagram of an exemplary video segment to be authenticated using a video signature, according to an 
embodiment of the invention. 
FIG. 6 is a diagram of another exemplary video segment to be authenticated using a video signature, according to 
an embodiment of the invention. 

[0015) FIG. 1 is a block diagram of a system 100forauthentication using a video signature, according to an embodiment 
of the invention. The system 100 includes a client computing device 102, a camera device 103 coupled to client device 
102, a communications network 104, a server computing device 106 that includes a video signature authentication 
module 108, and a database 110. 

50 [0016) The client device 102 connects to the server computing device 106 via the communications network 104 in 
order to authenticate a video signature captured by the client device 102. Exemplary client devices include desktop 
computers, laptop computers, tablets, mobile devices, smartphones, and internet appliances. It should be appreciated 
that other types of computing devices that are capable of connecting to the server computing device 106 can be used 
without departing from the scope of invention. Although FIG. 1 depicts one client device 102, it should be appreciated 

55 that the system 100 can include any number of client devices. 
[0017) A camera device 103 is coupled to client device 102. The camera device can be any type of digital video camera 
(e.g., webcam) that is capable of capturing and transmitting video images of the user and/or the client device 102. As 
will be described in greater detail below, the camera device is configured to capture images of the user and the area 
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surrounding the user for purposes of performing authentication of the user and/or the client device. In some embodiments, 
the camera device 103 is embedded in the client device 102, for example, a smartphone with an integrated camera or 
a laptop computer with an integrated webcam. Although FIG. 1 depicts one camera device 103, it should be understood 
that the system 100 can include any number of camera devices. 

5 [0018) The communication network 104 enables the client device 102 to communicate with the server computing 
device 106 in order to perform authentication procedures. The network 104 may be a local network, such as a LAN, or 
a wide area network, such as the Internet and/or a cellular network. In some embodiments, the network 104 is comprised 
of several discrete networks and/or sub-networks (e.g., cellular ➔ Internet) that enable the client device 102 to commu­
nicate with the server computing device 106. It should be understood that the client device 102 can connect to the server 

10 computing device 106 via a wireless network (e.g., Bluetooth, WiFi, and so forth). 
[0019) The server computing device 106 is a combination of hardware and software modules that authenticates a 
video signature captured by the client device 102 and enables access by the client device to a secure resource. The 
server computing device 106 includes a video signature authentication module 108. The module 108 is a hardware 
and/or software module that resides on the server computing device 106 to perform functions associated with authen-

15 ticating the video signature provided by the client device 102. In some embodiments, the functionality of the module 108 
is distributed among a plurality of computing devices. It should be appreciated that any number of computing devices, 
arranged in a variety of architectures, resources, and configurations (e.g., cluster computing, virtual computing, cloud 
computing) can be used without departing from the scope of the invention. 
[0020) The system 100 also includes a database 110. The database 110 is coupled to the server computing device 

20 106 and stores data used by the server computing device 106 to perform the video signature authentication functionality. 
The database 110 can be integrated with the server computing device 106 or be located on a separate computing device. 
An example database that can be used with the system 100 is MySQL TM available from Oracle Corp. of Redwood City, 
California. 
[0021) FIG. 2 is a block diagram of a system 200for authentication using a video signature, according to an embodiment 

25 of the invention. The system 200 of FIG. 2 is similar to the system 100 of FIG. 1; the system 200 includes client device 
102, a camera device 103 coupled to client device 102, and a database 110. In FIG. 2, however, the client computing 
device 102 includes the video signature authentication module 108, enabling the client device to perform video signature 
authentication locally (i.e., without requiring traversal of the communications network 104 of FIG. 1). As shown in FIG. 
2, the camera device 103 is embedded within the client device 102. It should be appreciated that other configurations 

30 of the client device 102 and camera device are contemplated within the scope of invention, such as a camera device 

103 wirelessly connected to the client device 102. 
[0022) FIG. 3 is a flow diagram of a method 300 for authentication using a video signature, using the system 100 of 
FIG. 1. It should be appreciated that the system 200 of FIG. 2 can also be used to perform the method 300 depicted in 
FIG. 3. 

35 [0023) The server computing device 106 receives (302) a request to access a secure resource. In one example, a 
secure resource is a website or other service that is protected from public access and requires the submission and 
verification of authentication credentials by a user seeking access to the secure resource. The process of authenticating 
the user involves verifying the user's identity. 
[0024) For example, a user of client device 102 can navigate to a financial institution's website in order to log in to his 

40 or her account. Typically, such websites require that the user provides a form of authentication credential (e.g., user­
name/password, token, and the like) before the user is granted access to the secure portions of the website where 
account information is available. It should be appreciated that other types of secure resources (e.g., databases, files, 
software) are included within the scope of invention. 
[0025) As described herein, instead of or in addition to traditional authentication credentials, the server computing 

45 device 106 receives a new type of credential: a video segment captured by the client device 102 (e.g., using camera 
device 103 coupled to client device 102). Because video segments are multifaceted (i.e., typically including visual and 
audio elements), they can advantageously be used to generate a video signature - that is, a collection of distinct visual 
and audio elements represented in the video segment that are used to identify the associated user and can be compared 
to other video segments submitted by the user to authenticate the user's identity and allow access to the system. 

50 [0026) The request to access a secure resource includes the captured video segment which comprises a plurality of 
visual and audio elements. Continuing with the above example, upon reaching the login page of the financial institution's 
website, the client device 102 captures a video segment and transmits the video segment to the server computing device 
as part of the authentication process. In some embodiments, the video segment is a single frame (i.e., image) or set of 
frames of video data captured by the camera device 103 that is used by the server computing device 106 to authenticate 

55 the user and/or the client device 102. The video segment can include any number of visual and audio elements that, 
when analyzed together, comprise the video signature for the video segment. 
[0027) FIG. 4 is a diagram of an exemplary video segment 400 to be analyzed to generate a video signature, according 
to an embodiment of the invention. As shown in FIG. 4, the video segment comprises a video of the user wearing a 
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baseball cap 402, holding a cat 404, saying the word "Rosebud" 406, with a potted plant 408 in the corner of the room. 
Each of the visual and audio elements 402, 404, 406 and 408 are used by the system 100 during the video signature 
authentication process. In addition, other elements of the video segment can be used for authentication, such as the 
user himself, apparel that the user is wearing, elements of the room (e.g., door, window), and so forth. For example, the 

5 module 108 can use facial recognition techniques to analyze the user and the result of such facial recognition methodology 
can be used as part of the total score for the video segment (as described in greater detail below). Other examples 
include voice recognition technology to analyze the user's speech patterns, speech-to-text conversion technology to 
isolate audio cues and/or spoken words within the video segment, and motion detection technology to track movement 
of the user and/or objects within the scene of the video segment. For example, if the user nods his head during the video 

10 segment, the module 108 can analyze the speed, position, and timing of the head movement as part of the overall 
analysis process described below. 
[0028) Continuing with the method 300 of FIG. 3, the video signature authentication module 108 of server computing 
device 106 analyzes (304) one or more of the plurality of visual and audio elements 402, 404, 406, 408 in the first video 
segment 400 to determine a value associated with each of the one or more analyzed elements. As can be appreciated, 

15 the module 108 uses image and audio analysis algorithms/ techniques to extract the various visual and audio elements 
from the video segment. For example, the module 108 can extract the shape of the baseball cap 402 from the video 
segment (or a single image of the video segment) and compare it to a database (e.g., database 110) of known shapes 
to determine a match. The module 108 can also analyze other characteristics associated with the visual and audio 
elements as part of the authentication process - such as color, position, and movement. For example, the module 108 

20 determines that the baseball cap 402 is green and is positioned on top of the user's head. 
[0029) Also, one or more of the visual and audio elements in the video segment can be assigned multiple values based 
upon different characteristics of the respective element. For example, the module 108 assigns the baseball cap a first 
value based upon its color (e.g., green) and assigns the baseball cap a second value based upon its position (e.g., on 
top of the user's head). 

25 [0030) In some embodiments, the module 108 assigns a numeric value to each of the visual and audio elements 402, 
404, 406, 408 represented in the video segment during the analysis step. Table One below depicts exemplary values 
assigned to each of the visual and audio elements 402, 404, 406 and 408: 
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TABLE ONE 

Visual/ Audio Element Assigned Value 

Baseball cap 10 

Green baseball cap 15 

Baseball cap on user's head 20 

Cat 10 

White cat 15 

Holding cat in right hand 20 

Saying "Rosebud" 25 

Potted plant 10 

Plant in back corner of room 20 

TOTAL SCORE 145 

[0031) After analyzing the video segment, the server computing device 106 calculates (306) a total score for the first 
video segment 400 based upon the value associated with each of the one or more analyzed elements. As shown in the 
table above, the total score for the video segment 400 is 145, based upon the summation of the individual visual and 
audio elements analyzed by the module 108. In some embodiments, certain visual and/or audio elements are weighted 
differently according to a predetermined security profile selected by the user and/or assigned by the module 108. For 
example, a financial institution may want to weigh the audio element 406 more heavily in the total score than a visual 
element (e.g., 408) because the institution can utilize speech recognition technology to identify the user with great 
precision (e.g., it may be harder for an impostor to duplicate a video segment that includes an audio element spoken by 
the user). 
[0032) The module 108 stores the video segment and the associated values for each of the analyzed visual and audio 
elements in a database 110. The module 108 associates the stored data as a video signature for the particular user that 
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submitted the video segment. Thus, the first time a video segment is submitted for analysis by client device 102, the 
module 108 stores the video segment and associated values as the video signature against which future video segment 
submissions from the user/ client device are compared, similar to a usemame I password combination provided by a user. 
[0033) When a user subsequently attempts to authenticate and gain access to a secure resource after providing a 

5 video segment, the module 108 compares (308) the total score for the earlier-provided video segment (i.e., the video 
segment that has been analyzed and stored by the system as described above) to a score associated with a second 
video segment associated with the client device 102 and/or user in order to identify and authenticate the user. For 
example, during a subsequent request to authenticate to the server computing device 106 and access a secure resource, 
the client device 102 submits a new video segment which is then analyzed by the module 108 (as previously described). 

10 In order to successfully authenticate, the total score of the newly-submitted video segment as calculated by the module 
108 meets or exceeds a predetermined threshold when compared to the previously-stored video segment (e.g., segment 
400). 
[0034) FIG. 5 is a diagram of an exemplary video segment 500 to be authenticated using a video signature, according 
to an embodiment of the invention. As shown in FIG. 5, the same user from FIG. 4 is present in the video segment. The 

15 video segment 500 includes a plurality of video and audio elements 502, 504, 506, 508: the user has an orange baseball 
cap 502 on top of his head, is holding a white cat 504 in his right hand, and is speaking the word "Roseburg" 506. Also, 
a potted plant 508 is positioned in the rear corner of the room. 
[0035) The module 108 receives the video segment 500 from the client device 102 and analyzes the video segment 
500 in the same manner as described previously. For example, the module 108 assigns a numeric value to each of the 

20 visual and audio elements 502, 504, 506, 508 represented in the video segment 500. During this process, the values 
assigned to the elements 502, 504, 506, 508 are further scaled by com paring them to the same elements 402, 404, 406, 
408 as analyzed in the previously-stored video segment 400. Table Two below depicts exemplary values assigned to 
each of the visual and audio elements 502, 504, 506 and 508 and compared to the values previously assigned to the 
elements 402, 404, 406, 408 from the first video segment 400: 
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TABLE TWO 

Visual / Audio Element (Second Assigned Visual/ Audio Element (First Video Assigned 
Video Segment) Value Segment) Value 

Baseball cap 10 Baseball cap 10 

Orange baseball cap 0 Green baseball cap 15 

Baseball cap on user's head 20 Baseball cap on user's head 20 

Cat 10 Cat 10 

White cat 15 White cat 15 

Holding cat in right hand 20 Holding cat in right hand 20 

Saying "Roseburg" 10 Saying "Rosebud" 25 

Potted plant 10 Potted plant 10 

Plant in back corner of room 20 Plant in back corner of room 20 

TOTAL SCORE 115 TOTAL SCORE 145 

[0036) The module 108 determines a total score for the second video segment 500 to be one-hundred fifteen. The 
total score for the second video segment 500 is lower than the score for the previously-stored video segment 400 due 
to two main differences: a) the user is wearing an orange baseball cap, not a green cap; and b) the user is speaking the 
word "Roseburg" instead of "Rosebud." The differences result in the module 108 assigning a lower value to those two 
elements of the second video segment 500 (i.e., because they do not match the same characteristics of the elements 
as represented in the first video segment 400). 
[0037) The module 108 determines (310) whether access to the secure resource is permitted based upon the com­
parison step. As shown in the table above, the module 108 determines that the total score for the second video segment 
500 is within thirty points of the total score for the first video segment 400 (i.e., one-hundred fifteen to one-hundred forty­
five). As a result, the module 108 can determine that the total score for the second segment 500 is sufficient to satisfy 
a predetermined threshold for permitting access to the secure resource. For example, the module 108 may determine 
that any total score for a submitted video segment that exceeds one hundred is sufficient to permit access. 
[0038) In some embodiments, the user can provide certain scoring parameters or thresholds that provide some flexibility 
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in the visual and audio elements required to be present in video segments submitted for authentication. For example, 
the user may prefer that the color of the baseball cap 402 is not used during the analysis and authentication process -
so that he can wear any baseball cap he might have available and still be able to authenticate to the system. 
[0039) In some embodiments, the module 108 evaluates each of the visual and audio elements individually as part of 

5 the determination process to calculate a deviation value for the respective elements. For example, the module 108 may 
determine that, because only two of the nine values for the visual and audio elements in the second video segment 500 
fall more than ten points below the corresponding elements in the first video segment 400 (i.e., a deviation value of ten), 
the second video segment 500 is sufficient to authenticate the user I client device 102. In another example, the module 
108 may require that every visual and audio element in the second video segment 500 fall within at least eight points of 

10 the corresponding element in the first video segment 400 in order to permit access to the secure resource. Table Three 
below depicts exemplary values assigned to each of the visual and audio elements 502, 504, 506 and 508 and compared 
to the values previously assigned to the elements 402, 404, 406, 408 from the first video segment 400, including a 
deviation value for each element comparison: 
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TABLE THREE 

Visual / Audio Element Assigned Visual/ Audio Element (First Assigned Deviation 
(Second Video Segment) Value Video Segment) Value Value 

Baseball cap 10 Baseball cap 10 0 

Orange baseball cap 0 Green baseball cap 15 15 

Baseball cap on user's head 20 Baseball cap on user's head 20 0 

Cat 10 Cat 10 0 

White cat 15 White cat 15 0 

Holding cat in right hand 20 Holding cat in right hand 20 0 

Saying "Roseburg" 10 Saying "Rosebud" 25 15 

Potted plant 10 Potted plant 10 0 

Plant in back corner of room 20 Plant in back corner of room 20 0 

TOTAL SCORE 115 TOTAL SCORE 145 

[0040) The aggregate deviation value between the elements of the two video segments is thirty, while the average 
deviation value is 3.33. In some examples, the module 108 can use the average deviation value to determine whether 
access to the secure resource is permitted while in other examples, the aggregated deviation value can be used. As 
can be appreciated, a variety of scoring and comparison techniques can be used without departing from the scope of 
the invention. 
[0041) FIG. 6 is a diagram of another exemplary video segment 600 to be authenticated using a video signature, 
according to an embodiment of the invention. As shown in FIG. 6, the third video segment 600 includes a plurality of 
video and audio elements 604, 606, 608: a person is holding a white cat 604 in his left hand and is speaking the words 
"Play it again" 606. Also, a coat rack 608 is positioned in the rear comer of the room. The person in FIG. 6 is not wearing 
a hat. 
[0042) The module 108 receives the third video segment 600 from the client device 102 and analyzes the video 
segment 600 in the same manner as described previously. For example, the module 108 assigns a numeric value to 
each of the visual and audio elements 604, 606, 608 represented in the video segment 600. During this process, the 
values assigned to the elements 604, 606, 608 are further scaled by comparing them to the same elements 402, 404, 
406,408 as analyzed in the previously-stored video segment 400. Table Four below depicts exemplary values assigned 
to each of the visual and audio elements 604, 606, 608 in video segment 600 and compared to the values previously 
assigned to the elements 402, 404, 406, 408 from the first video segment 400: 

TABLE FOUR 

Visual/ Audio Element (Third Assigned Value Visual I Audio Element (First Assigned Value 
Video Segment) Video Segment) 

No baseball cap 0 Baseball cap 10 

No baseball cap 0 Green baseball cap 15 
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(continued) 

Visual / Audio Element (Third Assigned Value Visual/ Audio Element (First Assigned Value 
Video Segment) Video Segment) 

No baseball cap 0 Baseball cap on user's head 20 

Cat 10 Cat 10 

White cat 15 White cat 15 

Holding cat in left hand 5 Holding cat in right hand 20 

Saying "Play it again" 0 Saying "Rosebud" 25 

Coat rack 0 Potted plant 10 

Coat rack in back corner of room 5 Plant in back corner of room 20 

TOTAL SCORE 35 TOTAL SCORE 145 

[0043) The module 108 determines a total score for the third video segment 600 to be thirty-five. The total score for 
the third video segment 600 is significantly lower than the score for the previously-stored video segment 400 due to 

20 many differences between the two segments: a) the absence of a baseball cap, b) the cat positioned in the wrong hand, 
c) the person speaking the wrong phrase, and d) the wrong object being positioned in the corner of the room. In this 
example, an impostor may be trying to gain access to the secure resource by attempting to pass himself off as the user 
by submitting a fraudulent video segment (just as someone may attempt to learn a user's password by making attempts 
using random character strings). Because the total score for the third video segment 600 is far below the total score for 

25 the first video segment 400, the module 108 denies the request to access the secure resource and does not authenticate 
the person/ client device 102 to the system. 
[0044) In some embodiments, if the submitted video segment does not meet or exceed a predetermined threshold for 
permitting access to the secure resource, the module 108 can offer other authentication means to the user so that such 
access may be granted. For example, the module 108 can prompt the user and/or client device 102 for an auxiliary 

30 authentication credential (e.g., biometric information, device footprint, token, public/private key information, and the like) 
in order to verify the identity of the user. 
[0045) The above-described techniques can be implemented in digital and/or analog electronic circuitry, or in computer 
hardware, firmware, software, or in combinations of them. The implementation can be as a computer program product, 
i.e., a computer program tangibly embodied in a machine-readable storage device, for execution by, or to control the 

35 operation of, a data processing apparatus, e.g., a programmable processor, a computer, and/or multiple computers. A 
computer program can be written in any form of computer or programming language, including source code, compiled 
code, interpreted code and/or machine code, and the computer program can be deployed in any form, including as a 
stand-alone program or as a subroutine, element, or other unit suitable for use in a computing environment. A computer 
program can be deployed to be executed on one computer or on multiple computers at one or more sites. 

40 [0046) Method steps can be performed by one or more processors executing a computer program to perform functions 
of the invention by operating on input data and/or generating output data. Method steps can also be performed by, and 
an apparatus can be implemented as, special purpose logic circuitry, e.g., a FPGA (field programmable gate array), a 
FPAA (field-programmable analog array), a CPLD (complex programmable logic device), a PSoC (Programmable Sys­
tem-on-Chip), ASIP (application-specific instruction-set processor), or an ASIC (application-specific integrated circuit), 

45 or the like. Subroutines can refer to portions of the stored computer program and/or the processor, and/or the special 
circuitry that implement one or more functions. 
[0047) Processors suitable for the execution of a computer program include, by way of example, both general and 
special purpose microprocessors, and any one or more processors of any kind of digital or analog computer. Generally, 
a processor receives instructions and data from a read-only memory or a random access memory or both. The essential 

5o elements of a computer are a processor for executing instructions and one or more memory devices for storing instructions 
and/or data. Memory devices, such as a cache, can be used to temporarily store data. Memory devices can also be 
used for long-term data storage. Generally, a computer also includes, or is operatively coupled to receive data from or 
transfer data to, or both, one or more mass storage devices for storing data, e.g., magnetic, magneto-optical disks, or 
optical disks. A computer can also be operatively coupled to a communications network in order to receive instructions 

55 and/or data from the network and/or to transfer instructions and/or data to the network. Computer-readable storage 
mediums suitable for embodying computer program instructions and data include all forms of volatile and non-volatile 
memory, including by way of example semiconductor memory devices, e.g., DRAM, SRAM, EPROM, EEPROM, and 
flash memory devices; magnetic disks, e.g., internal hard disks or removable disks; magneto-optical disks; and optical 
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disks, e.g., CD, DVD, HD-DVD, and Blu-ray disks. The processor and the memory can be supplemented by and/or 
incorporated in special purpose logic circuitry. 
[0048] To provide for interaction with a user, the above described techniques can be implemented on a computing 
device in communication with a display device, e.g., a CRT (cathode ray tube), plasma, or LCD (liquid crystal display) 

5 monitor, a mobile device display or screen, a holographic device and/or projector, for displaying information to the user 
and a keyboard and a pointing device, e.g., a mouse, a trackball, a touchpad, or a motion sensor, by which the user can 
provide input to the computer (e.g., interact with a user interface element). Other kinds of devices can be used to provide 
for interaction with a user as well; for example, feedback provided to the user can be any form of sensory feedback, 
e.g., visual feedback, auditory feedback, or tactile feedback; and input from the user can be received in any form, including 

10 acoustic, speech, and/or tactile input. 
[0049] The above described techniques can be implemented in a distributed computing system that includes a back­
end component. The back-end component can, for example, be a data server, a middleware component, and/or an 
application server. The above described techniques can be implemented in a distributed computing system that includes 
a front-end component. The front-end component can, for example, be a client computer having a graphical user interface, 

15 a Web browser through which a user can interact with an example implementation, and/or other graphical user interfaces 
for a transmitting device. The above described techniques can be implemented in a distributed computing system that 
includes any combination of such back-end, middleware, or front-end components. 
[0050] The components of the computing system can be interconnected by transmission medium, which can include 
any form or medium of digital or analog data communication (e.g., a communication network). Transmission medium 

20 can include one or more packet-based networks and/or one or more circuit-based networks in any configuration. Packet­
based networks can include, for example, the Internet, a carrier internet protocol (IP) network (e.g., local area network 
(LAN), wide area network (WAN), campus area network (CAN), metropolitan area network (MAN), home area network 
(HAN)), a private IP network, an IP private branch exchange (IPBX), a wireless network (e.g., radio access network 
(RAN), Bluetooth, Wi-Fi, WiMAX, 3G, 4G, 4G L TE, 5G, general packet radio service (GPRS) network, HiperLAN), and/or 

25 other packet-based networks. Circuit-based networks can include, for example, the public switched telephone network 
(PSTN), a legacy private branch exchange (PBX), a wireless network (e.g., RAN, code-division multiple access (CDMA) 
network, time division multiple access (TDMA) network, global system for mobile communications (GSM) network), 
and/or other circuit-based networks. 
[0051] Information transfer over transmission medium can be based on one or more communication protocols. Com-

30 munication protocols can include, for example, Ethernet protocol, Internet Protocol (IP), Voice over IP (VOiP), a Peer­
to-Peer (P2P) protocol, Hypertext Transfer Protocol (HTTP), Session Initiation Protocol (SIP), H.323, Media Gateway 
Control Protocol (MGCP), Signaling System #7 (SS7), a Global System for Mobile Communications (GSM) protocol, a 
Push-to-Talk(PTT) protocol, a PTT overCellular(POC) protocol, Universal Mobile Telecommunications System (UMTS), 
3GPP Long Term Evolution (L TE) and/or other communication protocols. 

35 [0052] Devices of the computing system can include, for example, a computer, a computer with a browser device, a 
telephone, an JP phone, a mobile device (e.g., cellular phone, personal digital assistant (PDA) device, smart phone, 
tablet, laptop computer, electronic mail device), and/or other communication devices. The browser device includes, for 
example, a computer (e.g., desktop computer and/or laptop computer) with a World Wide Web browser (e.g., Chrome™ 
from Google, lnc., Microsoft® Internet Explorer® available from Microsoft Corporation, and/or Mozilla® Firefox available 

40 from Mozilla Corporation). Mobile computing device include, for example, a Blackberry® from Research in Motion, an 
iPhone® from Apple Corporation, and/or an Android™-based device. IP phones include, for example, a Cisco® Unified 
IP Phone 7985G and/or a Cisco® Unified Wireless Phone 7920 available from Cisco Systems, Inc. 
[0053] Comprise, include, and/or plural forms of each are open ended and include the listed parts and can include 
additional parts that are not listed. And/or is open ended and includes one or more of the listed parts and combinations 

45 of the listed parts. 

50 

[0054] One skilled in the art will realize the invention may be embodied in other specific forms without departing from 
the spirit or essential characteristics thereof. The foregoing embodiments are therefore to be considered in all respects 
illustrative rather than limiting of the invention described herein. 

Claims 

1. A method for authentication using a video signature, the method comprising: 

55 receiving, by a computing device from a remote device associated with a user, a request to access a secure 
resource, the request including a first video segment comprising a plurality of visual and audio elements, wherein 
at least a first one of the visual elements comprises a physical characteristic of the user, at least a second one 
of the visual elements comprises a physical object in proximity to the user, and at least a third one of the visual 
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elements comprises an element of the environment surrounding the user; 
determining, by the computing device, a plurality of characteristics associated with each of the plurality of visual 
and audio elements; 
assigning, by the computing device, a value to each of the characteristics based upon predetermined value 
information stored by the computing device; 
calculating, by the computing device, a total score for the first video segment based upon the value associated 
with each of the characteristics; 
comparing, by the computing device, the total score for the first video segment to a score associated with a 
second video segment previously received from the remote device; 
determining, by the computing device, whether to permit the remote device to access the secure resource based 
upon the comparison step; and 
connecting, by the computing device, the remote device to the secure resource if access is permitted. 

2. The method of claim 1, further comprising: 

storing, by the computing device, the values for each of the characteristics in a database coupled to the computing 
device. 

3. The method of claim 2, wherein the plurality of characteristics includes at least two of: 

a position of a visual element, movement of a visual element, a color of a visual element, a type of a visual 
element, and an absence of a visual element. 

4. The method of any preceding claim, further comprising performing, by the computing device, a speech-to-text 
25 conversion on an audio element. 

5. The method of any preceding claim, wherein the values are assigned to the characteristics based upon frequency 
of appearance within frames of the first video segment. 

30 6. The method of any preceding claim, wherein the predetermined value information is adjusted based upon preferences 

35 

40 

received from the remote device. 

7. The method of any preceding claim, wherein the calculating step includes assigning, by the computing device, a 
weight to one or more of the characteristics based upon a security profile at the computing device. 

8. The method of any preceding claim, the comparing step further comprising: 

comparing, by the computing device, the value associated with one of the characteristics in the first video 
segment to a value associated with a corresponding characteristic of the same element in the second video 
segment; and 
determining, by the computing device, a deviation value based upon the comparison of the characteristic values. 

9. The method of claim 8, further comprising: 

45 aggregating, by the computing device, the deviation value for the comparisons of each of the characteristic 
values; and 
determining, by the computing device, whether the aggregated deviation value falls below a predetermined 
threshold. 

50 10. The method of any preceding claim, wherein the plurality of visual and audio elements include a phrase spoken by 

55 

the user. 

11. The method of any preceding claim, wherein the first video segment is captured using a camera connected to the 
remote device. 

12. The method of any preceding claim, wherein the remote device is a mobile device. 

13. The method of any preceding claim, wherein the secure resource is a website. 

10 
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14. A system for authentication using a video signature, the system comprising a computing device configured to: 

receive, from a remote device associated with a user, a request to access a secure resource, the request 
including a first video segment comprising a plurality of visual and audio elements, wherein at least a first one 
of the visual elements comprises a physical characteristic ofthe user, at least a second one of the visual elements 
comprises a physical object in proximity to the user, and at least a third one of the visual elements comprises 
an element of the environment surrounding the user; 
determine a plurality of characteristics associated with each of the plurality of visual and audio elements; 
assign a value to each oft he characteristics based upon predetermined value information stored by the computing 
device; 
calculate a total score for the first video segment based upon the value associated with each of the characteristics; 
compare the total score for the first video segment to a score associated with a second video segment previously 
received from the remote device; 
determine whether to permit the remote device to access the secure resource based upon the comparison step; 
and 
connect the remote device to the secure resource if access is permitted. 

15. The system of claim 14, wherein the computing device is further configured to: 

store the values for each of the characteristics in a database coupled to the computing device. 

16. The system of claim 14 or 15, wherein the first video segment is captured using a camera connected to the remote 
device. 

25 17. The system of claim 14, 15 or 16, wherein the remote device is a mobile device. 

30 

35 

40 

45 

50 

55 

18. A computer program product, tangibly embodied in a non-transitory computer readable storage medium, for au­
thentication using a video signature, the computer program product including instructions operable to cause a 
computing device to: carry out a method according to any of claims 1 to 13. 
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(57) Abstract: The invention relates to a method 20 for accessing media data. - According to the invention, the method comprises 
the following steps. A first device 12 plays 22 media data content. The first device or a second device 14 detects 26, through at least 
one sensor, during the media data content play, at least one emotion presented 24 by at least one individual 11, the at least one indi­
vidual listening and/or viewing the played media data content. The first device, the second device or a third device cooperating with 
the second device compares 28 the at least one detected emotion to at least one predetermined reference emotion for each concerned 
individual. The first, second or third device records, based upon the at least one emotion comparison result, an audience score relat -
ing to the at least one individual. The first, second or third device sends to a server the audience score. And the server decides, based 
upon the received audience score, to carry out at least one action. The invention also relates to con-esponding device and system. 
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METHOD FOR ACCESSING MEDIA DATA AND CORRESPONDING DEVICE 

AND SYSTEM 

Field of the invention: 

The invention relates generally to a method for accessing media data. 

Furthermore, the invention also pertains to a device for accessing media data. 

Moreover, the invention relates to a system for accessing media data. 

Io State of the art: 

Nowadays, there are more and more videos and/or audios that are accessible via 

a TeleVision (or a TV) set, a radio set, a mobile (tele)phone or any other terminal. 

However, a child may access a video (data) content and/or an audio (data) 

15 content, such as a war movie, an horror movie or the like, which is able to induce the 

child to respond negatively, i.e. while being scared. 

20 

Thus, there is a need to provide a solution that allows controlling access to audio 

and/or video (data) content that is experienced by a child who is able to respond or 

react negatively. 

Summary of the invention: 

The invention proposes a solution for solving the just herein above specified need 

by providing a method for accessing media data. 

25 According to the invention, the method comprises the following steps. A first 

device plays media data content. The first device or a second device detects, through at 

least one sensor, during the media data content play, at least one emotion presented by 

at least one individual, the at least one individual listening and/or viewing the played 

media data content. The first device, the second device or a third device cooperating 

30 with the second device, as a control device, compares the at least one detected 

emotion to at least one predetermined reference emotion for each concerned individual. 

The control device decides, based upon at least one emotion comparison result, to 

carry out at least one action. 
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The principle of the invention consists in that, while a media content is played, a 

control device analyses whether a captured emotion of one (or several) individual(s) 

who experience(s) the media content is a predefined reference emotion to be tracked, 

for each concerned individual. In case the captured emotion is or is not a previously 

5 stored reference emotion, the control device decides to perform one or several actions. 

The control device tracks thus an emotional response relating to each individual 

who consumes the media content and acts according to an emotion comparison result. 

A tracked emotional response may be an emotional expression(s) and/or any 

emotional feature(s) of a body of the concerned individual. 

1 O It is noteworthy that the captured emotion and the reference emotion may be 

based on a static or a dynamic feature(s) of at least a part of the body of the concerned 

individual, like e.g. a picture or a series of pictures of a face of the concerned individual. 

Since each individual interacts, i.e. exhibits an emotion, in real time with the play 

of the concerned media content, the control device also acts in real time. 

15 It is to be noted that the invention does not impose any constraint with respect to 

the number and/or the type(s) of the predefined reference emotion(s). The reference 

emotion(s) may include, for each concerned individual, one or several pictures including 

a smile, a laugh, a fear and/or anger. Such a reference emotion(s) may be used as a 

reference emotion(s), expected and/or avoided. 

20 Due to the fact that the control device assesses the captured emotion with respect 

to a predetermined reference emotion(s), the control device acts on the basis of a real 

experience relating to the concerned individual. 

It is noteworthy that the invention does not impose any constraint with respect to 

the number and/or the type(s) of the action(s). The control device may thus carry out 

25 any number and/or any type of action(s). 

The control device may rate the concerned media content based on an emotion 

comparison result for the concerned individual. 

The control device may warn its user, other identified person(people) and/or a 

service provider, about a score obtained by a played media content that has been 

30 consumed by her/his child or another person(people), as individual(s). Such a score 

may help a media content provider, like e.g. an advertiser or a publisher, to enhance the 

media content, so as to increase its positive feedback and/or its audience. 

For instance, if an individual(s) smile(s) or laugh(s), then the control device 

authorizes the individual(s) to further consume the played media content. Otherwise, i.e. 
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if an individual(s) is(are) scared, feared or angry, the control device forbids the 

individual to further continue consuming the played media content. 

Thus, the invention solution allows a control device user to control access to a 

media (data) content for its audience, as individual(s), who consume(s) the concerned 

5 media content, in a quick, efficient and convenient manner. 

Moreover, the invention solution allows a control device user to control access to a 

media (data) content specifically for the concerned individual(s), i.e. the action(s) may 

be adapted to the thus surveyed individual(s). 

It is to be noted that the control device may be located at a place where the 

10 individual(s) consume(s) the media content or remotely, like e.g. in a network entity, 

from a distant server. 

According to a further aspect, the invention is a device for accessing media data. 

According to the invention, the device comprises means for playing a media data 

content. The device is configured to detect, through at least one sensor, during a media 

15 data content play, at least one emotion presented by at least one individual, the at least 

one individual listening and/or viewing the played media data content. The device is 

configured to compare, as a control device, the at least one detected emotion to at least 

one predetermined reference emotion for each concerned individual. The device is 

configured to decide, based upon at least one emotion comparison result, to carry out at 

20 least one action. 

As device for accessing media data, it may be a media player equipped with one 

or several sensors, like e.g. a TV set equipped with a camera, a mobile terminal or 

glasses equipped with a camera, a display screen and/or an earphone(s). 

According to still a further aspect, the invention is a system for accessing media 

25 data. 

According to the invention, the system includes a first device and a second device. 

The first device comprises means for playing a media data content. The second device 

is configured to detect, through at least one sensor, during a media data content play, at 

least one emotion presented by at least one individual, the at least one individual 

30 listening and/or viewing the played media data content. The second device is configured 

to compare, as a control device, the at least one detected emotion to at least one 

predetermined reference emotion for each concerned individual. The second device is 

configured to decide, based upon at least one emotion comparison result, to carry out at 

least one action. 

59



WO 2016/083216 PCT/EP2015/077012 
4 

As a second device, it may a terminal, a user terminal, a token, a Secure Element 

(or SE) that cooperates with a host device, such as a media player or a terminal, or a 

remote server. 

Within the present description, an SE is a smart object that, on the one hand, 

5 protects access to data that the smart object stores and, on the other hand, is intended 

to communicate with the outside world. 

The SE may be embedded, like e.g. an embedded Universal Integrated Circuit 

Card (or eUICC) 14, within a host device, such as a mobile phone, as terminal. 

Instead of being embedded, an SE chip may be included within a smart card 

10 termed Subscriber Identity Module (or SIM) type card or the like, as removable from its 

host device. 

The invention does not impose any constraint as to a kind of the SE type. As 

removable SE, it may be a SIM type card, a Secure Removable Module (or SRM), a 

smart dongle of the USB (acronym for "Universal Serial Bus") type, a (micro-) Secure 

15 Digital (or SD) type card or a Multi-Media type Card (or MMC) or any format card to be 

coupled to a host device, as first device. 

Brief description of the drawings: 

20 Additional features and advantages of the invention will be more clearly 

understandable after reading a detailed description of one preferred embodiment of the 

invention, given as an indicative and non-limitative example, in conjunction with the 

following drawings: 

- Figure 1 illustrates a simplified diagram of a mobile phone, as one exemplary 

25 embodiment of a local control device, the mobile phone being arranged to detect an 

emotion relating to an individual who consumes a played media content, to compare the 

detected emotion to a reference emotion(s) and to decide, based on an emotion 

comparison result, to carry out an action(s), according to the invention; and 

- Figure 2 represents an example of one message flow between a media player, the 

30 individual and the mobile phone of figure 1, so that the mobile phone authorizes or 

forbids the individual to further consume the played media content. 
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Detailed description: 

Herein under is considered a case in which the invention method for accessing 

media data is implemented by a TV set, as a media player and a first device, and a 

5 mobile phone, as a user terminal, a second device, a local control device and a 

standalone entity. 

According to another embodiment, the invention method for accessing media data 

is implemented by a TV set, as a media player and a first device, a mobile phone, as a 

user terminal, and a remote server, as a third device and a remote control device. In 

10 other words, the mobile phone cooperates with the remote server, so as to decide, 

based on an emotion comparison result, to carry out an action(s). According to such an 

embodiment (not represented), the mobile phone is adapted to carry out a detection of 

an emotion of an individual that is described infra and that is performed by the mobile 

phone and the remote server is adapted to carry out a comparison of the detected 

15 emotion to a reference emotion(s) and to decide, based on an emotion comparison 

result, to carry out an action(s) that are described infra and that are performed by the 

mobile phone. 

According to still another embodiment, the invention method for accessing media 

data is implemented by a TV set, as a media player and a first device, a mobile phone 

20 and a removable or incorporated SE, as a second device and a local control device. In 

other words, the SE cooperates with the mobile phone, so as to decide, based on an 

emotion comparison result, to carry out an action(s). According to such an embodiment 

(not represented), the SE is adapted to carry out the functions that are described infra 

and that are performed by the mobile phone. 

25 Naturally, the herein below described embodiment is only for exemplifying 

purposes and is not considered to reduce the scope of the invention. 

Figure 1 shows schematically an individual 11, a TV set 12, as a media player, 

and a mobile telephone 14, as a user terminal. 

For the sake of simplicity, the TV set 12 and the mobile telephone 14 are termed 

30 herein after the TV 12 and the phone 14 respectively. 

Only one individual 11 is represented. Nevertheless, the invention is also 

applicable to several individuals, the control device accesses, for each individual, one 

(or several) reference emotion(s) to be compared to each detected emotion prior to 
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deciding, based on an emotion comparison result, to carry out one or several actions, 

as further explained infra. 

The TV 12, as a media player, plays e.g. a film, a TV-series, a video clip, a TV 

show or any other media data content. 

5 The TV 12 may be compliant with Wifi, Bluetooth and/or any other Short Range (or 

SR) communication technology enabled. 

Alternately or additionally, the TV 12 includes an infrared receiver. 

Instead of a TV, the media player may be a Personal Computer (or a PC), a game 

player or any other device including means for reading media data and comprising or 

10 being connected to one or several user interfaces. As user interface(s), there may be a 

display screen(s) and/or a loudspeaker(s), so as to let view and/or listen the concerned 

media content. 

Within the present description, media data is audio and/or video data. 

The media data may originate, possibly through a set-top box, from a remote radio 

15 or TV transmitter, as a broadcaster, a Video On Demand (or VOD) provider, an Audio 

and Video On Demand (or AVOD) provider or any other remote provider(s) from a 

server (not represented). 

The media data may originate from a local Digital Video Disk (or DVD) type player, 

a set-top box or any other local provider (not represented) that is connected to the TV 

20 12. 

An individual 11 is sufficiently close to the TV 12, so as to watch and listen, i.e. 

consume or experience, a media content that is being played by the TV 12. 

The phone 14 is used for surveying the individual 11 who consumes a media 

content and may react or respond to the media content that is being played. 

25 The individual 11 may thus smile, laugh, be angry and/or feared once or several 

times from a beginning of the play of the media content. 

The individual 11 may be either a phone 14 user or a person distinct from a phone 

user, like e.g. a relative or a parent of the individual 11 or any person who desires to 

survey the individual 11. 

30 Instead of a phone, it may be a PC, a tablet or any other device including means 

for processing data, comprising or being connected to means for storing data, and 

comprising or being connected to one or several sensors for capturing or detecting an 

emotion of the individual 11. 
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The phone 14 is preferably equipped with a camera(s) 142, as one sensor for 

capturing each emotion that is visually expressed by the individual 11. The camera 142 

allows either filming continuously or taking regularly a picture of the individual 11 who is 

situated in front of the camera 142 and consumes a played media content. 

5 Instead of being equipped with a camera, the phone 14 is connected to a camera 

(not represented). 

The camera 142 that points the individual 11 is present e.g. on the front side of the 

phone 14. 

Alternately, the camera 142 that points the individual 11 is on the rear side of the 

10 phone 14. 

The camera 142 is used for detecting an (or a plurality of) emotion(s) that the 

invidual 11 presents by consuming the concerned played media content. To detect an 

emotion of the individual 11, the camera 142 may focus on a face of the individual 11, 

so as to extract either statically, i.e. through a picture, or dynamically, i.e. through a 

15 series of pictures, a facial expression. The facial expression may be based on an eye(s) 

expression and/or a mouth expression, as an individual body feature(s). 

The phone 14 may be also equipped with (or connected to) a second camera (not 

represented), so as to either film continuously or take regularly a picture of the media 

content that is being played and consumed by the individual 11 in a manner 

20 synchronized with the operation of the first camera 142. The second camera is used for 

recording what the individual 11 watches at the time she/he has an emotion that is 

captured by the first camera 142. The phone 14 is thus able to associate a captured 

emotion with the corresponding played media content, like e.g. a picture or a series of 

pictures, as an extract of the consumed played media content that allows getting an 

25 emotional expression(s) from the individual 11. 

The phone 14 is preferably equipped with one (or several) microphone(s) 144, as 

a sensor(s) for capturing each emotion that is orally expressed by the individual 11 . The 

microphone 144 is used for detecting a sound(s), like e.g. a laughter sound(s) and/or a 

cry sound(s), as an emotion(s), that the invidual 11 produces by consuming the played 

30 media content. 

The phone 14 may be provided with a bracelet (not represented) and/or another 

wearable device, as a biometric data reader and a sensor, that is used for capturing 

each emotion that is expressed by a feature(s) of the individual 11. To detect an 

emotion of the individual 11, the biometric data reader may measure or sense a body 
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temperature increase (associated with a fear), a ruffled fur (associated with a fear) 

and/or an increased heart rate (associated with a fear), as an individual body feature(s). 

The phone 14 is preferably provided with wireless communication means for 

exchanging data with outside. 

5 Within the present description, the adjective "wireless" denotes notably that the 

communication means communicates via one or several Long Range (or LR) and/or 

Short Range (or SR) Radio-Frequency (or RF) links. 

The SR RF link may be related to a Wifi or Bluetooth type link. 

Alternately or additionally, the wireless communication means includes an infrared 

10 transmitter. 

The phone 14 includes one or several microprocessors (not represented), as data 

processing means, one or several memories (not represented), data storing means, and 

two or more Input/Output (or 1/0) interfaces. 

The phone memory(ies) may comprise one or several volatile memories and/or 

15 one or several non-volatile memories. 

The phone memory stores an Operating System (or OS) and one or several 

applications to be executed by the phone microprocessor. The applications including 

the invention application are offered to the phone 14 user. 

The phone memory stores preferably one (or several) predetermined picture(s) 

20 140 that includes a laugh of the individual 11, as a reference emotion(s), that may be 

expected. Such a picture 140 presents, for instance, an individual 11 face that has a 

relatively narrow eye opening and/or a mouth that is open with lip corners that are 

pulled obliquely. 

The phone memory may store one (or several) predetermined picture(s) that 

25 include(s) a smile of the individual 11, as a reference emotion(s). 

The phone memory stores preferably one (or several) predetermined picture(s) 

141 that include(s) a fear of the individual 11, as a reference emotion(s), that may be 

feared or avoided. Such a picture 141 presents, for instance, an individual 11 face that 

has a relatively large eye opening and/or a mouth that is frankly open with lip corners 

30 that are pulled vertically. 

The phone memory may store one (or several) predetermined picture(s) that 

include(s) anger of the individual 11, as a reference emotion(s). 

The phone memory may store data relating to a Uniform Resource Identifier (or 

URI), a Uniform Resource Locator (or URL) and/or an Internet Protocol (or IP) address 
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of an external entity to be addressed, like a server, as a device that collects each 

detected emotion and/or a corresponding audience score. 

The phone 14 may be arranged to detect that a media content is being played 

and/or the individual 11 is present in front of the phone 14, as an incoming event(s), so 

5 as to awake automatically the invention application to survey the concerned individual 

11. 

The phone 14 is configured to detect, through one or several sensors, each 

emotion presented by the individual 11. Then, the phone 14 records preferably each 

detected emotion within the phone memory. 

10 At the time an emotion is detected, the invention application may allow recording, 

within the phone memory, the associated media content that is being played. 

The phone 14 is configured to analyse each emotion that is detected through the 

sensor(s) and that originates from the concerned individual 11 during a media content 

play. 

15 To analyse the detected emotion, the invention application allows comparing each 

detected emotion to one or several pre-stored reference emotions that are accessible. 

Such a reference emotion(s) to be used is(are) entered, configurable and selected 

under the phone user control. 

The invention application allows deciding, based on a result of one or several 

20 comparisons to the reference emotion(s), to carry out one or several actions. 

The actions may be of different natures. 

As actions, it may include an authorization or an interdiction to further play part or 

all of the media content that is being played. 

Alternately or additionally, it may include an analysis of the result of the 

25 comparison(s) to the reference emotion(s), so as to allocate a score, as an audience 

score, to each of the concerned individual 11 who consumes the media content. The 

invention application allows recording each audience score. The invention application 

may allow sending each audience score to a central server. The server may thus 

decide, based on the received audience score, possibly further to a comparison of an 

30 average of all the received audience scores to a predetermined reference audience 

score, like e.g. an expected audience score, to carry out one or several actions. 

The invention application may allow transmitting to an identified device(s), like e.g. 

a mobile phone, a message for warning its user, every time a detection of a 

predetermined emotion, like e.g. a fear or anger, occurs. 
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The invention application may allow transmitting wirelessly to an identified device, 

like e.g. the TV 12, a message including a command for switching off the media content 

that is being played and/or the TV 12 or a command for switching from a TV 12 source 

of the played media content to a predetermined targeted source, like e.g. a dedicated 

5 child program content provider, as a local or remote content provider, so as to stop the 

play of the media content. 

Figure 2 depicts an exemplary embodiment of a message flow 20 that involves the 

TV 12, the individual 11 and the phone 14. 

It is assumed that the phone 14 user, as a parent of a child, as the individual 11, 

10 desires to either authorize or forbid the child 11 to follow a TV program, as a media 

content, that is being played by the TV 12. 

It is assumed that only the camera 142 is used as the sensor for detecting an 

emotion presented or expressed by the child 11. It is clear that (an)other sensor(s) may 

be used for detecting an emotion. In such a case, a corresponding digital template is 

15 associated with each used sensor. For instance, a microphone is used and a pre-stored 

reference sound is to be tracked and the phone 14 is configured to compare each 

detected sound to the reference sound. Furthermore, in order to enhance the 

recognition of a particular reference emotion, like e.g. a fear, several sensors, like e.g. 

the camera 142 and the microphone 144 are used and the detected picture and the 

20 detected sound are both compared to the reference emotion picture and the reference 

emotion sound respectively. For each used sensor type, there is an associated digital 

template type. 

It is further assumed that the phone 14 stores the picture 141 that includes a fear 

of the child 11, as a fear picture 141 and reference emotion that is negative and to be 

25 avoided. The reference emotion 141 has been either loaded into the phone 14 or 

acquired with the phone camera 142. 

The phone 14 user launches an execution of the invention application after having 

placed the phone 14 between the child 11 and the TV 12, so as to observe any 

feedback or response of the child 11 to be surveyed. 

30 The child 11 consumes, i.e. views and/or listens to, the TV program. 

At a given time, the TV program includes a picture 122 that is frightening for the 

child 11, like e.g. an animal with a ferocious air and extremely big teeth. 

The TV 12 plays 22 the frightening picture 122. 
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The played frightening picture 122, as played media content, causes 24 a fear 

emotional state of the child 11. 

The phone 142 detects 26, through the camera 142, during the media content 

play, a picture of the fear emotional state of the child 11, as detected emotion data. 

5 Optionally, part or all the emotion (data) is detected, the phone 14 sends to a 

remote server (not represented) part or all of the detected emotion(s). 

The phone 14 compares 28 the detected picture of the fear emotional state of the 

child 11 to the fear picture 141, as a reference emotion data. 

If the detected picture of the fear emotional state of the child 11 matches the fear 

10 picture 141, then the phone 14 decides, based on the emotion comparison result, to 

forbid to further play the TV program by e.g. stopping the play of the TV program. To 

stop the play of the TV program, the phone 14 sends wirelessly to the TV 12 a message 

210 including a command for switching off the TV program that is being played and/or 

the TV 12 or a command for switching from a TV 12 source of the played TV program to 

15 a predetermined targeted source, like e.g. a dedicated child content provider, as a local 

or remote content provider. 

Optionally, instead of a single detection of the fear picture 141, a predetermined 

threshold, like e.g. three, possibly during a predefined period of time, such as two or 

three minutes, is or are to be reached prior to deciding to forbid to further play the TV 

20 program by e.g. stopping the play of the TV program. 

Such an interdiction of the play of the TV program prevents its audience from 

continuing to consume the concerned TV program with a frightening picture(s), violent 

picture(s), dangerous scene(s) .... 

Otherwise, i.e. while the detected emotion data relating to the child 11 does not 

25 match any (tracked) reference emotion data, the phone 14, as control device, 

authorizes 212 the TV 12, as media player, to further play part or all the TV program. 

Alternately or additionally, instead of authorizing or forbidding to further play the 

media content, the phone 14 records, based on the emotion comparison result, an 

audience score relating to child 11. The phone 14 may send to a remote server (not 

30 represented) the audience score. The server may collect from a fleet of control devices, 

like e.g. the phone 14, an audience score for the played TV program. The server 

decides, based on the received audience score(s), to carry out one or several actions, 

like e.g. an authorization or an interdiction of a server, as the provider of the concerned 

media content, to further play part or all the media content. 
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The invention allows thus a phone user who desires to survey an individual to 

control access in real time to the played media content specifically for the surveyed 

individual. As a matter of fact, for one and the same media content, a first child may 

react positively while a second child may react negatively. 

5 The invention is therefore quick, efficient, convenient for a control device user. 

The embodiment that has just been described is not intended to limit the scope of 

the concerned invention. Other embodiments may be given. As another embodiment 

example, instead of having two or three separate devices that are involved, one and the 

same device, such as e.g. a mobile terminal, a TV or glasses, that is equipped with a 

10 media player and comprises or is connected to one or several sensors, carries out the 

function that is performed by the TV 12 and the functions that are performed by the 

phone 14 that are all described supra. 
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CLAIMS 

1. A method (20) for accessing media data, 

characterized in that the method comprises the following steps: 

- a first device (12) plays (22) media data content; 

5 - the first device or a second device (14) detects (26), through at least one sensor, 

during the media data content play, at least one emotion presented (24) by at least one 

individual (11 ), the at least one individual listening and/or viewing the played media data 

content; 

- the first device, the second device or a third device cooperating with the second 

10 device, compares (28) the at least one detected emotion to at least one predetermined 

reference emotion for each concerned individual; 

- the first, second or third device records, based upon the at least one emotion 

comparison result, an audience score relating to the at least one individual; 

- the first, second or third device sends to a server the audience score; and 

15 - the server decides, based upon the received audience score, to carry out at least one 

action. 

2. Method according to claim 1, wherein, the at least one reference emotion being 

associated with an authorization or an interdiction to consume the media data content, 

20 the at least one action comprises an authorization (212) or an interdiction of the first 

device to further play at least a part of the media data content. 

3. Method according to any previous claim, wherein the first, second or third device 

records the at least one detected emotion and/or the associated extract of the played 

25 media data content. 

4. Method according to any previous claim, wherein the first, second or third device 

sends to a server at least one of the at least one detected emotion. 

30 5. Method according to any previous claim, wherein the at least one sensor 

comprises at least one element of a group including: 

- at least one camera (142); 

- at least one microphone (144); and 

- at least one biometric data reader. 
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6. Method according to any previous claim, wherein the at least one reference 

emotion comprises at least one element of a group including: 

- at least one predetermined picture including a smile relating to each of the at least one 

5 individual; 

- at least one predetermined picture (140) including a laugh relating to each of the at 

least one individual; 

- at least one predetermined picture (141) including a fear relating to each of the at least 

one individual; and 

10 - at least one predetermined picture including anger relating to each of the at least one 

individual. 

7. A device for accessing media data, 

characterized in that, the device comprising means for playing a media data 

15 content, the device is configured to: 

- detect, through at least one sensor, during a media data content play, at least one 

emotion presented by at least one individual, the at least one individual listening and/or 

viewing the played media data content; 

- compare the at least one detected emotion to at least one predetermined reference 

20 emotion for each concerned individual; 

- record, based upon the at least one emotion comparison result, an audience score 

relating to the at least one individual; and 

- send to a server the audience score. 

25 8. Device according to claim 7, wherein the device includes a mobile phone. 

9. A system for accessing media data, 

characterized in that, the system including a first device (12), a second device 

(14) and a server, the first device comprising means for playing a media data content, 

30 the second device is configured to: 

- detect (26), through at least one sensor (142, 144), during a media data content play, 

at least one emotion presented (24) by at least one individual (11), the at least one 

individual listening and/or viewing the played media data content; 
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- compare (28) the at least one detected emotion to at least one predetermined 

reference emotion for each concerned individual; 

- record, based upon the at least one emotion comparison result, an audience score 

relating to the at least one individual; 

5 - send to the server the audience score; and 

10 

in that the server is configured to decide, based upon the received audience 

score, to carry out at least one action. 

10. Device according to claim 9, wherein the first device includes a media player. 
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AUTHENTICATION METHOD, DEVICE AND SYSTEM 

Field of the invention: 

The present invention relates generally to an authentication method and an 

authentication device. 

5 Furthermore, the invention pertains to an authentication system as well. The 

system includes at least two devices. 

The present invention is notably applicable to a field in which a first device is e.g. a 

mobile (tele)phone or a Personal Computer (or PC) and a second device is e.g. a (local) 

Secure Element (or SE) or a remote server. 

10 Within the present description, an SE is a smart object that includes a chip(s) that 

protect(s), as a tamper resistant component(s), access to stored data and that is 

intended to communicate data with a device(s), like e.g., an SE host device, and/or an 

SE user. 

State of the art: 

15 EP 2 924 603 A2 describes a user authentication technique based on a 

transmission, from a client to a server, of a captured video signal including a physical 

user characteristic(s) and a physical object(s)/element(s) in the user environment. The 

sever analyses the captured video signal to determine a value associated with each of 

the visual and audio elements, as environment characteristics. The server determines a 

20 total score for the captured video signal and compares the total score to a 

predetermined reference score. The server decides to authorize (or not) based on a 

comparison result. 

However, such a known solution requires a big bandwidth, namely several Mb, for 

an upload of the captured video signal. Moreover, the uploaded captured video signal 

25 includes information that discloses the user environment and therefore private data. 

There is a need of an alternative authentication solution while being more efficient 

and more secure than such an aforementioned known solution. 

Summary of the invention: 

The invention proposes a solution for satisfying the just herein above specified 

30 need by providing an authentication method. 

According to the invention, the method comprises: 

- collecting, based on a predetermined authentication policy, at least one context data 

element; 
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- constituting, based on the at least one collected context data element, a data packet; 

- generating, by using a predetermined hash type algorithm and the data packet, as 

input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

5 - generating, as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 

authentication step. 

The principle of the invention consists in capturing, at a client device side, (local) 

10 context (or environment) data element(s) depending on an authentication policy, 

building a corresponding data packet and determining with a predefined hash type 

algorithm and, as input, the data packet a corresponding hash. The client device sends 

the determined hash. Then, a hash distance between the determined hash and a 

predefined reference hash is determined. The thus determined hash distance is then 

15 used for authenticating (or not) the tested authentication context (under survey). 

The authentication policy defines notably the number and/or the nature of the 

context data element(s) to be captured. The authentication policy may include data 

relating to the used (client) device, a user, object(s) or thing(s) to be locally present and 

detected. To capture the context data element(s), the invention does not impose any 

20 constraint. The client device may use a camera(s), a microphone(s) and/or one or 

several sensors that is(are) incorporated within or connected to the client device. 

The invention (authentication) solution is, through the authentication policy, 

configurable and therefore adaptable to different (local) environment or context 

scenario(s). 

25 Since the client device (or a cooperating device, such as an SE), where there is an 

environment to be authenticated, generates (or determines) a hash from a data packet 

resulting from captured environment or context data element(s), the hash is transmitted 

in a secure and protected manner. 

A software component, such as a library, a hardware component and/or a device 

30 may carry out the hash distance generation step and the authentication step. The 

software component may be supported by the client device, a local device, such as an 

SE, cooperating with the client device, or a remote device, such as a remote server. 

The hardware component may be incorporated within or connected or coupled to the 
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client device, a local device, such as an SE, cooperating with the client device, or a 

remote device, such as a remote server. 

It is noteworthy that the hash distance generation step provides a hash distance 

that allows to determine whether the generated hash is more or less close to a 

5 predefined reference hash. The hash distance allows inferring whether the 

corresponding captured context data element(s) is(are) or is(are) not successfully 

authenticated, i.e. sufficiently close to respective predetermined reference captured 

context data element(s). 

The hash distance may be generated through a hash type comparison algorithm. 

10 An authentication of the concerned (local) environment or context under survey is 

therefore carried out through such a hash distance that is specific to (or characterizes) 

the invention solution. 

The hash distance allows the invention solution to be resilient to more or less 

small changes with respect to the predefined reference hash while still authenticating 

15 successfully the concerned (local) environment or context, i.e. the value of at least 

some captured (or collected) context data element(s) has changed slightly. 

It is to be noted that the hash or digest, as a byte stream relating to original 

captured context data element(s), is a string of bits with a resulting length, from e.g. 32 

bytes to e.g. a few kbytes. The resulting length may be (or not) variable according to the 

20 captured context data element(s). 

The hash relates to the original (captured) context data element(s) and reduces 

the number of bits (or elements of information) to be transferred with respect to the 

original context data element(s). 

Contrary to the aforementioned prior art solution, the invention solution does not 

25 need a large bandwidth to transmit data, including the hash, relating to the concerned 

environment or context, since the data relating to the concerned context includes only a 

few data (up to a few kbytes) to be transmitted. 

Contrary to the aforementioned prior art solution, the invention solution is therefore 

efficient. 

30 Moreover, the hash obfuscates the concerned original context data element(s), i.e. 

does not disclose any original context data element(s) in plain text. 
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Since no data relating to the privacy is transmitted in plain text, the invention is 

thus compliant with data privacy and therefore the Generation Data Protection 

Regulation (or GDPR). 

Contrary to the aforementioned prior art solution, due to the use of a hash (and not 

5 the use of the concerned captured context data element(s) in plain text), the invention 

solution is secure. 

The invention solution is an environment or context authentication solution that 

allows authenticating the concerned (local) environment or context under survey. 

The invention solution is user convenient. 

10 Advantageously, the predetermined hash type algorithm comprising a Locality 

Sensitive Hash (or LSH) type algorithm, the method further comprises, as the hash 

distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

15 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

The LSH type algorithm, as a hash type algorithm, is advantageously used to 

generate a score, as a hash distance used for comparing the generated hash to the 

20 predefined reference hash. 

The generated score is then checked with respect to a predefined threshold value, 

so as to authenticate (or not) the concerned context. 

Thus, the invention solution may be, through the score, as the hash distance, 

more or less permissive with respect to the predefined reference hash that has to be 

25 approached by the generated hash from the collected context data element(s). 

It is to be noted that the score is either the hash distance itself or the result of a 

computation derived from the (hash) distance depending on the used algorithm for 

comparing the generated hash. 

According to an additional aspect, the invention is a first authentication device. 

30 According to the invention, the first authentication device is configured to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 
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- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; and 

- send to a second device the generated hash. 

The first authentication device may be a mobile phone, a PC or any computing 

5 device. 

According to an additional aspect, the invention is a second authentication device. 

According to the invention, the second authentication device is configured to: 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

10 hash; and 

- authenticate successfully or not based on the generated hash distance. 

The second authentication device may be a secure element, a remote server or 

any computing device. 

According to still a further aspect, the invention is an authentication system. 

15 According to the invention, the system comprising a first authentication device and 

at least one second authentication device, the first authentication device is configured 

to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

20 - constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

- send to the second authentication device, the generated hash; and 

the second authentication device is configured to: 

25 - receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

Brief description of the drawings: 

30 Additional features and advantages of the invention will be apparent from a 

detailed description of one preferred embodiment of the invention, given as an indicative 

and non-limitative example, in conjunction with the following drawings: 
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- Figure 1 illustrates a simplified diagram of an exemplary embodiment of a system 

comprising a mobile phone and a server, the phone being configured to collect, based 

on a predefined authentication policy, a data element(s) comprised within the phone 

context, constitute a corresponding data packet, generate a corresponding hash, and 

5 send to the server the hash, the server being configured to generate a hash distance 

between the hash and a predetermined reference hash and authenticate, based on to 

the hash distance, the concerned context, according to the invention; and 

- Figure 2 represents an example of a flow of messages exchanged between the user, 

the phone and the server of the system of figure 1, so that the server receives a hash 

10 generated at the client side, generates a corresponding hash distance and 

authenticates (or not), thanks to the generated hash distance, the concerned context. 

Detailed description: 

Herein under is considered an exemplary embodiment in which the invention 

authentication method is implemented notably by a phone, as a client (computer) device 

15 and a standalone entity, i.e. without cooperating with another device, such as an SE, 

and a remote server. 

According to another exemplary embodiment (not represented), the invention 

authentication method is implemented by a computer device, as a terminal, in 

cooperation with an SE embedded within or connected to the terminal. According to 

20 such an embodiment, the SE, as a local and second authentication device, is adapted 

to perform the functions that are carried out by the server and described herein below 

while enhancing the security of stored and/or processed data. 

The SE may be an incorporated chip, as a chip soldered, possibly in a removable 

manner, like e.g., an embedded SE, an embedded Universal Integrated Circuit Card (or 

25 eUICC) or an integrated Universal Integrated Circuit Card (or iUICC), on a Printed 

Circuit Board (or PCB) of the terminal, or a chip that is coupled to the terminal and 

included within a Universal Serial Bus (or USB), a smart card or any other medium (that 

may have different form factors), as an SE host device. The chip may thus be fixed to or 

removable from its host device, like e.g., the mobile phone. 

30 The invention does not impose any constraint as to a kind of the SE type. 

Naturally, the herein below described embodiment is only for exemplifying 

purposes and is not considered to reduce the scope of the present invention. 
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Figure 1 shows schematically an (authentication) system 10 that includes a 

(mobile) phone 14 and a remote (web) server 16. 

The system is arranged to authenticate (or not) a context 12 (or environment) 

under survey. 

5 The context 12 includes e.g. a user 11, as the owner of the phone 14. 

Additionally (or alternately), the context 12 includes e.g. a TeleVision (or TV) set 

13, as a physical object or thing. 

However, the invention (authentication) solution is also applicable when the 

context 12 includes one or several human beings (and/or animal(s)) and/or one or 

10 several (physical) things. 

For the sake of simplicity, only one phone 14, as a first (authentication) device, 

and only one user 11 and one object, as context data elements, have been represented. 

However, the server 16, as a second (authentication) device, manages a set of 

context accounts and respective reference (context) hashes that have been previously 

15 respectively registered while using the same invention authentication process. 

Instead of being constituted by a phone, the first device may be constituted by 

e.g., a smart phone, a PC, a vehicle, a virtual reality device, an augmented reality 

device, an Internet Of Things type device, a set-top box, a tablet computer, a desktop 

computer, a laptop computer, a video player, an audio player, a media-player, a game 

20 console, a netbook, a Personal Digital Assistant (or PDA), and/or any other computer 

device. Such a list of first devices is given as mere examples for a first device that may 

be used without being exhaustive. 

Instead of being constituted by a physical first device, a software component, such 

as a library, or a hardware component carries out the functions that are described infra 

25 and that are performed by the phone 14. 

The phone 14 includes one or several Central Processing Unit(s) (or CPU), 

(micro)processor(s) and/or (micro)controller(s) (not represented), as data processing 

means, one or several memories (not represented), as data storing means, and one or 

several Input/Output (or 1/0) interfaces (not represented). 

30 The (or each) phone processor processes data originating from and/or intended to 

any internal component and data originating from and/or intended to any external device 

through one or several phone 1/0 interfaces. 
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The phone memories may include one or several EEPROMs (acronym for 

"Electrically Erasable Programmable Read-Only Memory"), one or several ROMs 

(acronym for "Read Only Memory"), one or several Flash memories and/or any other 

memories of different types, like e.g., one or several RAMs (acronym for "Random 

5 Access Memory"). 

The phone 14 supports one or several Operating Systems (or OS). 

The phone 14 supports a client application that allows the phone 14 to send, after 

a context data element collection, a corresponding data packet constitution and a 

corresponding hash generation, to the server 16 information including the generated 

10 hash. The generated hash allows the server 16 to authenticate (or not) the concerned 

context 12. 

A phone 14 memory (and/or a memory of another device connected or coupled to 

the phone 14) stores a Mobile Station International Subscriber Directory Number (or 

MSISDN), as the phone 14 number, and/or the like, as a phone 14 Identifiers (or ID), , 

15 an International Mobile Equipment Identity (or IMEI), an email address and/or other data 

that allow(s) uniquely identifying the phone 14, as the first device. 

The phone 1/0 interface(s) may comprise (and/or be connected to) a display 

screen and a keyboard, as a phone Man Machine Interface (or MMI), so as to interact 

with the user 11 . 

20 The phone 1/0 interface(s) includes e.g., a camera 142, so as to capture or collect 

video or picture data that is included in the environment or context that is present in 

front of the camera 142. 

The phone 1/0 interface(s) includes e.g., one or several sensors that allow each to 

collect data relating to the context of the phone 14. 

25 The phone 1/0 interface(s) includes e.g., an antenna 144, allowing to transmit 

data, through a Radio-Frequency (or RF) link(s) 15, as a wireless link(s), via a possible 

(communication) network(s), to the server 16. 

The RF may be fixed at several hundreds of MHz, e.g., around 850, 900, 1800, 

1900 and/or 2100 MHz, as Long Range (or LR) type RF. 

30 The RF link 15 between the phone 14 and the server 16 is at least mono-

directional, namely at least an uplink, i.e. from the phone 14 to the server 16. 
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The channel may be related to an HyperText Transfer Protocol (or HTTP) (Secure) 

(registered trademark) type channel, an Over-The-Air (or OTA), an Over-The-Internet 

(or OTI) type channel or any other data communication channel. 

The channel using the RF link 15 may be secure or unsecure. 

5 The phone 14 is arranged to collect, based on a predetermined authentication 

policy, an image (or picture) (and/or a video signal) including image data relating to the 

user 11 face and image data relating to the TV 13, as data elements included in the 

context (relating to the phone 14). 

To collect a context data element(s), the phone 14 may use a Machine Learning 

10 (or ML) engine to analyse a collected (or captured) image. 

Each context data element is preferably a string of bits (or units of information) 

with an individual fixed length. 

The authentication policy allows configuring the phone 14 to process data 

originating from a surrounding environment of the phone 14, so as to authenticate the 

15 concerned environment. 

The authentication policy is preferably previously (prior to launching an 

authentication process) provided by the server 16 or another server (not represented) 

connected to the server 16. The authentication policy comprises a set of identified 

context data elements to be collected, so as to define context data element(s) to be 

20 collected. 

As context data element(s), the context data element(s) may include, besides 

image data relating to the user face and image data relating to the TV 13, other data, 

such as a phone ID, a Service Set IDentifier (or SSID), an OS version ID, geolocation 

data (like e.g., Global Positioning System (or GPS) data), a user 11 heart rate (not 

25 represented) and/or other data. To collect a context data element(s), the phone 14 may 

get or retrieve data, such as a phone ID, stored in a memory included within the phone 

14 or a device connected or coupled to the phone 14. 

The authentication policy may also define how the concerned context data 

element(s) is transformed into a corresponding data packet, how the resulting data 

30 packet is possibly processed, such as grouped, ciphered, weighted and/or sorted, 

and/or how a corresponding hash has to be generated. 

The authentication policy may comprise information allowing to group together at 

least certain collected context data elements with respect to the other collected context 
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data element(s). Thus, certain context data elements are to be grouped within one and 

the same group, such as data relating to the operation of the phone 14, like e.g., an 

SSID and/or an OS version ID, and/or data relating to the audio and/or visual 

environment. 

5 When two or more collected context data elements are grouped, the concerned 

collected context data element group impacts the corresponding generated hash 

distance (or score) by increasing the hash distance (or score) variation, i.e. if at least 

one of the collected context data elements within a concerned group changes, then the 

resulting corresponding generated hash distance (or score) varies more than if all of the 

10 collected context data elements of the group were kept (individually) separated from 

each other. 

The authentication policy may comprise data for requesting that a data packet that 

results from the context data element(s) (possibly grouped at least in part) has to be 

ciphered by using a key generated from submitted user authentication data (or one or 

15 several data items originating from one or several external sources, such as a 

thermometer) (instead of being ciphered, being processed by a keyed one way function 

(i.e. non reversible), such as HMAC type function). Such a data packet ciphering 

request may further specify to use a specific encryption key, a specific encryption key 

generation algorithm, a specific data encryption algorithm and/or a process to generate 

20 the concerned encryption key or algorithm. The encryption key may be generated by 

using user authentication data, such as a Personal Identity Number (or PIN), a One­

Time Password (or OTP), a password and/or a biometric user feature(s), such as a one 

or several user fingerprints, a user iris, a user face and/or a user palm(s), and/or data 

provided by one or several external sources, such as an SE, as input to an (identified) 

25 key generation algorithm. The encryption key may be generated by using a Hash-based 

Message Authentication Code (or HMAC) key derivation function. 

The authentication policy may comprise data for identifying a user authentication 

to be used for authenticating the user 11, when applicable, i.e. when the user 

authentication data is to be included in the context data element(s). For example, the 

30 user 11 has to authenticate by providing a PIN, an OTP, a password and/or a biometric 

user feature(s), such as a one or several user fingerprints, a user iris, a user face and/or 

a user palm(s). 
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The authentication policy may comprise one or several weights to be associated 

with a specific (identified) group(s) and/or a specific (identified) context data element(s), 

so as to give heavier importance to the concerned group(s) and/or context data 

element(s) with respect to the other collected group(s) and/or collected context data 

5 element(s) within a corresponding data packet. 

The authentication policy may comprise data for requesting that, prior to 

generating a corresponding hash, the context data element(s) (possibly grouped at least 

in part) has to be sorted, according to a predetermined numerical order, such as an 

increasing or decreasing numerical order. 

10 The authentication policy may comprise data for identifying a hash type algorithm 

to be used for generating a hash relating to the collected context data element(s). 

The authentication policy may comprise data for identifying several hash type 

algorithms to be used for generating several hashes relating to the collected context 

data elements which may have separate natures of data elements. The corresponding 

15 hash distance (or score) to be generated is then averaged (or weighted) the hashes 

resulting from each hash type algorithms. 

Optionally, the phone 14 is arranged, preferably according to the authentication 

policy, to group at least two collected context data elements within the collected context 

data elements within the data packet. 

20 The phone 14 is adapted to constitute, based on the collected context data 

element(s), a (resulting) data packet by e.g. concatenating the collected context data 

element(s). 

The data packet is a kind of passphrase comprising, as word(s), the collected 

context data element(s). 

25 The data packet is a string of bits (or units of information) with a resulting length 

that may vary depending on the collected context data element length(s) between 

separate context authentication sessions. The data packet length corresponds to an 

addition of all of the individual length(s) relating to the collected context data element(s). 

Optionally, the phone 14 is adapted, preferably according to the authentication 

30 policy, to cipher or encrypt the data packet. Each of the context data elements that are 

possibly grouped at least in part is thus ciphered by using a predetermined encryption 

key. The encryption key may have been generated by using a HMAC type derivation 

function. 
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Optionally, the phone is adapted to weigh, according to the authentication policy, 

one or several (identified) collected context data element(s) of the collected context data 

element(s) that may have been previously grouped within the data packet. Such a 

collected context data element weighing may depend on a predetermined hash type 

5 algorithm to be used for generating a hash. Such a collected context data element 

weighing allows favouring the concerned collected context data element(s) and/or the 

concerned context data group(s) with respect to the other context data elements 

comprised within the concerned data packet. To weigh the concerned context data 

element(s), the phone 14 may duplicate the concerned context data element(s). 

10 Optionally, the phone is arranged preferably according to the authentication policy, 

to sort, according to a numerical order, such as an increasing or a decreasing numerical 

order, the collected context data element(s) within the data packet. Such a (collected) 

context data element sorting allows preserving, depending on the used hash type 

algorithm, a generation of a corresponding hash and therefore a corresponding hash 

15 distance, i.e. the hash to be generated does not change when the concerned context 

data element sorting order is kept. 

According to an essential invention feature, the phone 14 is configured to generate 

a hash by using a predetermined hash type algorithm and the data packet, as input to 

the predetermined hash type algorithm. 

20 The predetermined hash type algorithm may be one of the following algorithms: a 

Locality Sensitive Hash (or LSH) type algorithm, a fuzzy matching type algorithm, a 

Trend micro Locality Sensitive Hash (or TLSH) type algorithm, a nilsimsa type 

algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

25 detection type algorithm. 

Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash with, as 

input, a data packet. 

The hash type algorithm may incorporate a weighting, within the collected context 

30 data element(s), of one or several context data elements and/or one or several context 

data element group(s). 

The phone 14 is arranged to send to the server 16, as a second (authentication) 

device, the generated hash. 
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Such a generated hash, as a cipher and a kind of context signature, allows not to 

disclose any original (user) private data that has been locally collected and therefore 

preserve the data privacy. 

The generated hash has a fixed length that is a few data (up to a few kbits). 

5 Instead of being constituted by a (physical) server, the second device may be 

constituted by e.g., a smart phone, a PC, a vehicle, a virtual reality device, an 

augmented reality device, an Internet Of Things type device, a set-top box, a tablet 

computer, a desktop computer, a laptop computer, a video player, an audio player, a 

media-player, a game console, a netbook, a Personal Digital Assistant (or PDA), and/or 

10 any other computer device. Such a list of second devices is given as mere examples for 

a second device that may be used without being exhaustive. 

Instead of being constituted by a physical second device, a software component, 

such as a library, or a hardware component carries out the functions that are described 

infra and that are performed by the server 16. 

15 The server 16 is connected to the phone 14 over the link 15. 

The server 16 is remote and accessible through possibly one, two or more 

communication networks, such as an Intranet network and/or an Internet network, that 

allow to define or form a corresponding communication channel. 

The corresponding communication channel may be secure or unsecure. 

20 According to an alternative embodiment (not represented), the server 16 is local. 

For example, the server 16 is embedded within a device, such as an SE that is 

connected or coupled to the PC 14. 

The server 16 may be operated or managed by a Mobile Network Operator (or 

MNO), a Mobile Virtual Network Operator (or MVNO), a banking Operator, a wire 

25 communication network operator, a service Operator (or administrator) or on behalf of a 

service Operator, as a service provider. 

The server 16 includes one or several CPU(s), (micro)processor(s) and/or 

(micro)controller(s) 162, as data processing means, one or several memories 164, as 

data storing means, and one or several 1/0 interfaces 166 that are internally together 

30 connected. 

A (or the) server 1/0 interface 166 is used for communicating with external 

devices, such as the first device 14. 
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A (or the) server memory 164 stores preferably, besides an OS, an invention 

(server) authentication application accessible from the server 16 processor. 

A (or the) server memory 164 stores or registers a database. 

The database includes a set of e.g. first device accounts. The database relates to 

5 a set of e.g. first devices, as a fleet of first devices. 

Each first device account may include one or several associated user identifiers, 

such as a user name. 

The database includes preferably, in association with e.g. each (identified) first 

device account, a corresponding predetermined reference hash. 

10 The predetermined reference hash has been previously (i.e. during an enrolment 

or registration phase and prior to any (context) authentication) registered while using the 

invention authentication process. 

The database may associate, for each individual first device or the first device set, 

a registered predetermined hash type algorithm. 

15 The predetermined hash type algorithm may be one of the following algorithms an 

LSH type algorithm, a fuzzy matching type algorithm, a TLSH type algorithm, a nilsimsa 

type algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

detection type algorithm. 

20 Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash distance 

with, as inputs, a generated hash (to be received from a client device) and a 

corresponding (registered) reference hash. 

The database may associate, for each individual first device or the first device set, 

25 a registered predetermined threshold value. 

The predetermined threshold value has been previously (i.e. prior to any (context) 

authentication) registered. The predetermined threshold value is configurable according 

to a level of risk that the concerned service provider may take. 

The (or each) server processor processes data originating from and/or intended to 

30 any internal component and data originating from and/or intended to any external device 

through one or several server 1/0 interfaces. 

The server 16 supports one or several OSs. 
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The server 16 supports a server application that allows the server 16, after a hash 

reception and a corresponding hash distance generation, to authenticate (or not), based 

on the hash distance, the concerned phone context. 

The server 16 may be configured to generate and send an authentication policy to 

5 the first device, such as the phone 14, prior to any first device enrolment. 

The server 1 6 is adapted to receive, from an (identified) client device, such as the 

phone 14, a generated hash. 

The server 16 identifies, based on a received e.g. client device ID(s), a 

corresponding first device registered within the database accessible to the server 16. 

10 Then, the server 16 retrieves a predetermined reference hash that is registered in 

association with the registered first device or a corresponding first device fleet. 

According to an essential invention feature, the server 16 is configured to generate 

on-the-fly, i.e. when a first device launches a login (or connection) session with the 

server 16, a score, as a hash distance between the (received) generated hash and a 

15 (registered) predetermined reference hash. 

To generate the score, the server 16 uses the (retrieved) predetermined hash type 

algorithm and the (retrieved) predetermined reference hash. 

The server 16 is adapted to authenticate successfully or not, based on the 

generated hash distance, the concerned context 12. 

20 More exactly, the server 16 is configured to fail to authenticate the context 12 if the 

generated hash distance is less than the (retrieved) predetermined threshold value. 

The server 16 is configured to succeed in authenticating the context 12 if the 

generated hash distance is equal to or greater than the (retrieved) predetermined 

threshold value. 

25 The server 16 may be adapted to store, preferably in a secure and persistent 

manner, the (received) generated hash, each time the authentication is successful. 

Such a generated hash storage when the authentication is successful allows to trace 

the success authentication history or evolvement. 

Alternately (or additionally), each time the authentication is successful, the server 

30 16 is arranged to register, instead of the predetermined reference hash, the (received) 

generated hash, as an updated reference hash to be used for a next authentication. The 

authentication process taking into account the last generated hash, as the updated 
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reference hash for a new (context) authentication, lets evolve the corresponding 

reference hash with the time at each authentication success. 

Figure 2 depicts an example of a message flow 20 that involves the phone 14 and 

the server 16, so that the server 16 authenticates the context 12 based on a hash 

5 distance between a (received) generated hash and a (registered) predetermined 

reference hash. 

It is assumed that the authentication policy has been provided during a 

personalization phase to the phone 14. The authentication policy requests to collect an 

image relating to the user 11 face, an image relating to the TV 13 and a phone ID, as 

10 three context data elements to be detected, so as to authenticate the user 11. 

It is further assumed that the server 16 has previously registered (not represented) 

a user 11 ID in association with the phone 14 number, as a phone ID, a predetermined 

reference hash corresponding to the user 11 face image, the TV 13 image and the 

phone ID, as corresponding context data elements, a predetermined threshold value, 

15 such as e.g. 75%, and a predetermined hash type algorithm to be used for generating a 

hash distance. 

It is assumed that the predetermined hash type algorithm to be used for 

generating a hash and a corresponding hash distance is e.g. a LSH type algorithm. 

The use of an LSH type algorithm allows generating similar hashes, i.e. a hash 

20 distance or score that is good, i.e. the score is equal or greater than the predefined 

threshold value, when there is a slight change between the hash relating to the current 

context under survey and the reference hash relating to a corresponding reference 

context. 

The phone 14 thus constitutes a reference first (communication) device to be 

25 locally present within the user 11 context 12, so as to authenticate, through the context 

12, the user 11. 

It is further assumed that the phone 14 accesses the phone 14 ID and an image 

signal captured by the phone camera 142. 

An execution of the client application supported by the phone 14 is automatically 

30 launched (i.e. without any involvement of the user 11 ). 

Alternately, the user 11 launches the client application while using an MMI that is 

included in or connected to the phone 14. 
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The phone 14 gets, through the phone camera 142, an image signal 22 relating to 

all the physical human(s) (and/or animal(s)) and/or thing(s) that are present in front of 

the phone 14. 

In the present scenario, the image signal includes e.g. the user 11 face image and 

5 the TV 13 image. 

The phone 14 retrieves (not represented) from a phone memory the MSISDN of 

the phone 14, as the phone 14 ID. 

Instead of collecting the phone 14 ID from a phone memory, the phone 14 collects 

from a locally connected device, such as an SE that has preferably authenticate a user 

10 e.g. through a PIN comparison to a reference PIN that is stored in an SE memory, the 

phone 14 ID 23. 

The phone 14 collects 24 the user 11 face image and the TV 13 image while 

extracting from the image signal 22 the user 11 face image and the TV 13 image and 

the phone 14 ID, as three context data elements required by the authentication policy. 

15 The phone 14 may group 26, based on the authentication policy, at least two 

context data elements, e.g., the user 11 face image and the TV 13 image, as one and 

the same context data element group, within the collected data elements. 

The phone 14 constitutes 28, based on the collected context data elements, a data 

packet by e.g. concatenating the collected context data elements 

20 Optionally, the phone 14 enciphers 210, based on the authentication policy, the 

(resulting) data packet, so as to improve the security aspect. The data packet that is 

thus enciphered while using a key depending on e.g. user authentication impacts on the 

corresponding hash distance (or score). If the user is not successfully authenticated (at 

the client side), then the corresponding resulting hash is remote from a predetermined 

25 reference hash leading to a "bad" hash distance (or score) and therefore a failure of 

context authentication (even if the other collected context data element(s) is(are) right 

with respect to a collected reference context data element(s) that produces the 

corresponding predetermined reference hash). 

The phone 14 may weigh 212, based on the authentication policy (or the used 

30 predetermined hash type algorithm), more or less heavy, one or several collected 

context data elements and/or one or several groups of collected context data elements 

with respect to the other collected context data elements within the data packet. 
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Optionally, the phone 14 sorts 214, according to a numerical order, such as a 

decreasing or an increasing order, the collected context data elements that are possibly 

grouped at least in part, possibly enciphered and/or possibly weighted, within the data 

packet. 

5 Then, the phone 14 generates 216, by using e.g. a nilsimsa algorithm and the data 

packet, as input to the nilsimsa algorithm, a hash. 

The phone 14 sends, through e.g., a Short Message Service (or SMS), Multimedia 

Messaging Service (or MMS), Transmission Control Protocol/Internet Protocol (or 

TCP/IP), or HTTP(s) type channel, to an (identified) server 16 a message 218 that 

10 includes the phone ID and the generated hash. 

Once the server 16 has received the message, the server 16 identifies (not 

represented), based on the phone ID, the concerned user 11 account and thus the 

associated predetermined reference hash and the associated predetermined hash type 

algorithm to be used for generating a hash distance. 

15 Then, the server 16 generates a hash distance between the (received) generated 

hash and the predetermined reference hash. 

To generate the hash distance, the server 16 gets the reference hash and 

generates 220 a score by using e.g. the nilsimsa algorithm and the received generated 

hash and the predetermined reference hash, as the two inputs to the nilsimsa algorithm. 

20 The score is considered as a level of similarity between the received generated hash 

and the predetermined reference hash. For instance with the nilsimsa algorithm, the 

score is "O" (zero) when there is no similarity i.e.0% of similarity, is "96" when there is 

75% of similarity and is "128" when there is a full similarity, i.e. 100% of similarity. 

Once the server 1 6 has generated the hash distance, the server 16 verifies 222 

25 whether the authentication is or is not successful based on the generated hash 

distance. To do such an authentication verification, the server 16 compares 222 the 

generated score with respect to the predetermined threshold value. 

If the generated score is less than the predetermined threshold value, then the 

server 1 6 fails 223 to authenticate, through the user context 12, the user 11 and denies 

30 user access to the service(s) managed by or through the server 16. 

Otherwise, i.e. if the generated score is equal to or greater than the predetermined 

threshold value, then the server 16 succeeds 224 in authenticating, through the user 
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context 12, the user 11 and grants user access to a service(s) managed by or through 

the server 1 6. 

Optionally, if the generated score is equal to or greater than the predetermined 

threshold value, the server 16 registers 226 the received generated hash by either 

5 further enriching (or adding to) a database relating to the reference hashes in case of 

authentication success or substituting the received generated hash to the registered 

predetermined reference hash. Thus, in this latter case, the authentication process is 

continuously adaptive along the way the authentication context is evolving. 

Optionally, the server 16 sends (not represented) to the phone 14, through the 

10 same channel or an out-of-band channel than the one used for the submission of the 

generated hash, a message that includes a request to present or display the 

authentication result. Then, the phone 14 presents or displays the authentication result 

(not represented), such as "authentication failure" or "authentication success". 

For the user, the invention solution is simple, easy, quick and practical since the 

15 user does not need to be involved. As a matter of fact, the user has just to present her 

or his face and the TV in front of the camera. The user does not need to enter any data, 

like e.g., an OTP, a number or a text on the first device, so as to let a first part collect 

the required context data elements and issue a corresponding hash to be verified by a 

second part, as its addressee, in order to be authenticated. 

20 The invention solution allows carrying out a secure and efficient context 

authentication based on a hash distance that allows keeping flexibility. 

The invention solution allows adapting to more or less small authentication context 

data element change(s), according to a level of risk to be adopted. 

The invention solution does not include any oracle on the client (device) since it 

25 has no means for validating or verifying the generated hash. As a matter of fact, only 

the server is able to verify the generated hash. 

The invention solution prevents thus from a client side brute-force attack of user 

authentication. 

The embodiment that has just been described is not intended to limit the scope of 

30 the concerned invention. Other embodiments may be given. As another embodiment, 

instead of using an LR RF technology channel to transmit information to the second 

device, the first device uses a Short Range (or SR) RF technology(ies), like e.g., a Wi-
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Fi, Bluetooth, a Near Field Communication or a Bluetooth Low Energy type 

technology(ies). 
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CLAIMS 

1. An authentication method (20) comprising: 

- collecting (24), based on a predetermined authentication policy, at least one context 

data element; 

5 - constituting (28), based on the at least one collected context data element, a data 

packet; 

- generating (216), by using a predetermined hash type algorithm and the data packet, 

as input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

10 - generating (220), as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating (224) successfully or not (223) based on the generated hash distance, 

as an authentication step. 

15 2. Method according to claim 1, wherein, the predetermined hash type algorithm 

comprising a locality sensitive hash type algorithm, the method further comprises, as 

the hash distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

20 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

3. Method according to claim 1 or 2, wherein, prior to generating the hash, the 

25 method further comprises sorting, according to a numerical order, the at least one 

collected context data element within the data packet. 

4. Method according to any previous claim, wherein, prior to generating the hash, the 

method further comprises weighting, according to the authentication policy, at least one 

30 of the at least one context data element. 

5. Method according to any previous claim, wherein, prior to constituting the data 

packet, the method further comprises grouping, according to the authentication policy, 
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together at least two context data elements comprised within the at least one context 

data element, to constitute at least one corresponding context data group. 

6. Method according to any previous claim, wherein, prior to generating the hash, the 

5 method further comprises ciphering, according to the authentication policy, the data 

packet. 

7. Method according to claim 6, wherein a key used for the data packet ciphering 

includes a key generated by using a hash-based message authentication code key type 

10 derivation function. 

8. Method according to any previous claim, wherein the hash type algorithm includes 

at least one element of a group including: 

- a locality sensitive hash type algorithm; 

15 - a Trend micro Locality Sensitive Hash type algorithm; 

- a nilsimsa type algorithm; 

- an sdhash type algorithm; 

- an ssdeep type algorithm; and 

- a fuzzy matching type algorithm; 

20 - an approximate matching type algorithm; 

- a near duplicate matching type algorithm; and 

- a similarity detection type algorithm. 

9. Method according to any previous claim, wherein, each time the authentication is 

25 successful, the method further comprises storing the generated hash. 

10. Method according to any previous claim, wherein, each time the authentication is 

successful, the method further comprises registering, instead of the predetermined 

reference hash, the generated hash, as an updated reference hash to be used for a 

30 next authentication. 

11. A first authentication device (14), characterized in that the first authentication 

device is configured to: 
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- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

5 to the predetermined hash type algorithm, a hash; and 

- send to a second authentication device the generated hash. 

12. Device according to claim 11, wherein the first authentication device includes 

includes at least one element of a group including: 

10 - a mobile phone; 

- a Personal Computer; 

- a vehicle; 

- a desktop; 

- a virtual reality device; 

15 - an augment reality device; 

- an Internet Of Things type device; and 

- a computing device. 

13. A second authentication device (16), characterized in that the second 

20 authentication device is configured to: 

25 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

14. Device according to claim 13, wherein the second authentication device includes 

at least one element of a group including: 

- a secure element; 

- a local server; 

30 - a remote server; 

- a mobile phone; 

- a Personal Computer; 

- a vehicle; 
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- a desktop; 

- a virtual reality device; 

- an augment reality device; 

- an Internet Of Things type device; 

5 - a computing device. 

15. An authentication system (10), characterized in that, the system comprising a 

first authentication device (14) and at least one second authentication device (16), the 

first authentication device is configured to: 

10 - collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

15 - send to the second authentication device, the generated hash; and 

in that the second authentication device is configured to: 

- receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

20 - authenticate successfully or not based on the generated hash distance. 
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AUTHENTICATION METHOD, DEVICE AND SYSTEM 

ABSTRACT 

The invention relates to an authentication method. The method comprises: 

5 - collecting 24, based on a predetermined authentication policy, at least one context 

data element; 

- constituting 28, based on the at least one collected context data element, a data 

packet; 

- generating 216, by using a predetermined hash type algorithm and the data packet, as 

10 input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

- generating 220, as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating 224 successfully or not 223 based on the generated hash distance, as 

15 an authentication step. 

The invention also relates to corresponding device and system. 

Figure 2 
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rc1aJm 4.l 

!Cb.im 71 

!Claim 8l 

I.Claim l Jl 

!Claim l2l 

Clahns 
A:n ::.u.riheniication ffH~thod (20) comprising: 

collecting (24), ba$ed on u pre,foterrnined ,rnth('.1Hkmion polky, at least 

one context dat.1 ckment; 
corrntimting (28t bi.tSt\·d on the at 1ea,,;t one collected cmnext datn 

generating (216), by using a predetermined hash type algodth:rn and the 

dat1 packet, a:; input to the predetennined bm,h type a1g:orithrn, a hm,h; 

sending the gcn(:rated hush; 

generating (220\ as a hash distance geiwrndon stq,, a hash distarn;:e 

bct,vccn the gcncnued hash and a prcdctennin('.d J('.fo.rencc hnsh; and 

authenticating {224) Kuccc~sfully or no! (223) kised on the generakd 

hash distanC,.:\ w:; an aufaenbcatkm sh~r'-

fV1ethod according to dairn I, wherein, the predetermined hash type 

algorithrn comprising a locality ,,;ensitive hash type nlgorithr.n, the 

- gencniting, by using the locality sensit.i ve hash type algorithm, a 

$Core, a$ a levd of $imUari!_y lxtwei,'.n the gcnfratcd h,:\!ih ~md foe pH.'.dC-

the predetcrrnined threshold \:'alue, 

i\.fothod .according to dal.m 1 or 2, wherein, prior to generating the 

hash, the mf:thod hirthtr (:oinpris~::s sorting, according to ,:1 numerical 

l\·fothnd according to ,my fH\;vinus chihn, \,1ht.rd11, prior t{) generating 

the hash, the r:nethod further ctnnprises weighting, acconfrng to the au, 

thcmicatinn policy, at k:asl one of the at le~ist one context data elen:1:cnt 
!Vk~thod according to any previou~ dair:n. \VlKrdn. prior to co11,,;thttting 

lhc data pa.cket, dK: rndhod further coi.nprises grouping, ,.tecon:ling to 

tlw authentication pofo::y, h)geHwr ,:ii lc,tst h-vo conte.:<t data clements 

comprised within the ,:il k:ast om~ comcxt data element, to co11stio.1te at 

least one corresponding context data group. 

J\·:1'<:~thod according to any prevlou,,; chlh:n, wlKrein, prior to gQ.ncrnting 

the hash, the method further comprises dphering, according to the au-
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r chi nl 141 

!Clairn 15! 

[Claim 16J 

!Cbirn 18l 

[Cairn 19] 

[Claim 25l 

!Ch1im 26.l 

J\.:ie!.hod according to claim. 6, wherein a key n;,;ed for !.he dma pach.:f 

ciphering lndudes a ki;.'.y g,'.ner,-ttcd by w:i.ng a ha,,;h .. J-nised nies:·mg:e au" 

themkaUon ,kvke is configuntd to: 

collect, based on ,tpn-x1ete:rmined autbentk:atlon polky, ,lt least one 

data pad;ct; 

genenik:, hy using a pr0deternrin,xl hash type algnrithrn a.nd the data 

packet, as input to foe predetcn:nined hash type algorithm, 11- hw;h: 1md 

-· generate a hash dhturn:;e hdV>'('-en the gem::ratcd hash and a prea1:.:­

tern1incd reft~rence ha,h; and 

- aulhe.nticate ;;-i.u:::ct'.;;sfolly nr 1Klt bJstxl on Hw genernted hash distance-, 

An auHK~ntkation system (10), charact(~t'izrd in that, the syst<:~m 

thcnfrcatinn <.kvkx: (16), the first authentk.ation dcvkc is cnnfigurcd to: 

collect, based on a predetermined authentication policy, at lea-,:t one 

daw p,:Kkt:t; 

gc.nerab::, hy using a pi--etldtrmirmd hash type algorithm a.nd the data 

packet, as input to the predetennin(xl hash (ype ilgorithnt a hash; 

send to the second au!henJication device, the generated hash; and 

in Hwt tht :>etond authc.ntkation devkc i3 configured to; 

receive frnm the first d.evict, Uw gcncnned hash; 

genenitt; ;1 hm,h dist;=i.nct; lx:,twi:X'.n the genen1ted hash Hnd u pnxk­

tenn.in1xl rcfe.rnnce hash; and 
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CLAIMS 

1. An authentication method (20) comprising: 

- collecting (24 ), based on a predetermined authentication policy, at least one context 

data element; 

5 - constituting (28), based on the at least one collected context data element, a data 

packet; 

- generating (216), by using a predetermined hash type algorithm and the data packet, 

as input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

10 - generating (220), as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating (224) successfully or not (223) based on the generated hash distance, 

as an authentication step. 

15 2. Method according to claim 1, wherein, the predetermined hash type algorithm 

comprising a locality sensitive hash type algorithm, the method further comprises, as 

the hash distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

20 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

3. Method according to claim 1 or 2, wherein, prior to generating the hash, the 

25 method further comprises sorting, according to a numerical order, the at least one 

collected context data element within the data packet. 

4. Method according to any previous claim, wherein, prior to generating the hash, the 

method further comprises weighting, according to the authentication policy, at least one 

30 of the at least one context data element. 

5. Method according to any previous claim, wherein, prior to constituting the data 

packet, the method further comprises grouping, according to the authentication policy, 
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together at least two context data elements comprised within the at least one context 

data element, to constitute at least one corresponding context data group. 

6. Method according to any previous claim, wherein, prior to generating the hash, the 

5 method further comprises ciphering, according to the authentication policy, the data 

packet. 

7. Method according to claim 6, wherein a key used for the data packet ciphering 

includes a key generated by using a hash-based message authentication code key type 

10 derivation function. 

8. A first authentication device (14 ), characterized in that the first authentication 

device is configured to: 

15 - collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; and 

20 - send to a second authentication device the generated hash. 

9. A second authentication device (16), characterized in that the second 

authentication device is configured to: 

- receive a generated hash; 

25 - generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

10. An authentication system (10), characterized in that, the system comprising a 

30 first authentication device (14) and at least one second authentication device (16), the 

first authentication device is configured to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 
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- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

- send to the second authentication device, the generated hash; and 

5 in that the second authentication device is configured to: 

- receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

10 
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(57) Abstract: The invention relates to an authentication method. The method com­
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context data element; - constituting (28), based on the at least one collected context 
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algorithm and the data packet, as input to the predetermined hash type algorithm, 
a hash; - sending the generated hash; - generating (220), as a hash distance genera­
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hash distance, as an authentication step. The invention also relates to corresponding 
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AUTHENTICATION METHOD, DEVICE AND SYSTEM 

Field of the invention: 

The present invention relates generally to an authentication method and an 

authentication device. 

5 Furthermore, the invention pertains to an authentication system as well. The 

system includes at least two devices. 

The present invention is notably applicable to a field in which a first device is e.g. a 

mobile (tele)phone or a Personal Computer (or PC) and a second device is e.g. a (local) 

Secure Element (or SE) or a remote server. 

10 Within the present description, an SE is a smart object that includes a chip(s) that 

protect(s), as a tamper resistant component(s), access to stored data and that is 

intended to communicate data with a device(s), like e.g., an SE host device, and/or an 

SE user. 

State of the art: 

15 EP 2 924 603 A2 describes a user authentication technique based on a 

transmission, from a client to a server, of a captured video signal including a physical 

user characteristic(s) and a physical object(s)/element(s) in the user environment. The 

sever analyses the captured video signal to determine a value associated with each of 

the visual and audio elements, as environment characteristics. The server determines a 

20 total score for the captured video signal and compares the total score to a 

predetermined reference score. The server decides to authorize (or not) based on a 

comparison result. 

However, such a known solution requires a big bandwidth, namely several Mb, for 

an upload of the captured video signal. Moreover, the uploaded captured video signal 

25 includes information that discloses the user environment and therefore private data. 

There is a need of an alternative authentication solution while being more efficient 

and more secure than such an aforementioned known solution. 

Summary of the invention: 

The invention proposes a solution for satisfying the just herein above specified 

30 need by providing an authentication method. 

According to the invention, the method comprises: 

- collecting, based on a predetermined authentication policy, at least one context data 

element; 
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- constituting, based on the at least one collected context data element, a data packet; 

- generating, by using a predetermined hash type algorithm and the data packet, as 

input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

5 - generating, as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 

authentication step. 

The principle of the invention consists in capturing, at a client device side, (local) 

10 context (or environment) data element(s) depending on an authentication policy, 

building a corresponding data packet and determining with a predefined hash type 

algorithm and, as input, the data packet a corresponding hash. The client device sends 

the determined hash. Then, a hash distance between the determined hash and a 

predefined reference hash is determined. The thus determined hash distance is then 

15 used for authenticating (or not) the tested authentication context (under survey). 

The authentication policy defines notably the number and/or the nature of the 

context data element(s) to be captured. The authentication policy may include data 

relating to the used (client) device, a user, object(s) or thing(s) to be locally present and 

detected. To capture the context data element(s), the invention does not impose any 

20 constraint. The client device may use a camera(s), a microphone(s) and/or one or 

several sensors that is(are) incorporated within or connected to the client device. 

The invention (authentication) solution is, through the authentication policy, 

configurable and therefore adaptable to different (local) environment or context 

scenario(s). 

25 Since the client device (or a cooperating device, such as an SE), where there is an 

environment to be authenticated, generates (or determines) a hash from a data packet 

resulting from captured environment or context data element(s), the hash is transmitted 

in a secure and protected manner. 

A software component, such as a library, a hardware component and/or a device 

30 may carry out the hash distance generation step and the authentication step. The 

software component may be supported by the client device, a local device, such as an 

SE, cooperating with the client device, or a remote device, such as a remote server. 

The hardware component may be incorporated within or connected or coupled to the 
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client device, a local device, such as an SE, cooperating with the client device, or a 

remote device, such as a remote server. 

It is noteworthy that the hash distance generation step provides a hash distance 

that allows to determine whether the generated hash is more or less close to a 

5 predefined reference hash. The hash distance allows inferring whether the 

corresponding captured context data element(s) is(are) or is(are) not successfully 

authenticated, i.e. sufficiently close to respective predetermined reference captured 

context data element(s). 

The hash distance may be generated through a hash type comparison algorithm. 

10 An authentication of the concerned (local) environment or context under survey is 

therefore carried out through such a hash distance that is specific to (or characterizes) 

the invention solution. 

The hash distance allows the invention solution to be resilient to more or less 

small changes with respect to the predefined reference hash while still authenticating 

15 successfully the concerned (local) environment or context, i.e. the value of at least 

some captured (or collected) context data element(s) has changed slightly. 

It is to be noted that the hash or digest, as a byte stream relating to original 

captured context data element(s), is a string of bits with a resulting length, from e.g. 32 

bytes to e.g. a few kbytes. The resulting length may be (or not) variable according to the 

20 captured context data element(s). 

The hash relates to the original (captured) context data element(s) and reduces 

the number of bits (or elements of information) to be transferred with respect to the 

original context data element(s). 

Contrary to the aforementioned prior art solution, the invention solution does not 

25 need a large bandwidth to transmit data, including the hash, relating to the concerned 

environment or context, since the data relating to the concerned context includes only a 

few data (up to a few kbytes) to be transmitted. 

Contrary to the aforementioned prior art solution, the invention solution is therefore 

efficient. 

30 Moreover, the hash obfuscates the concerned original context data element(s), i.e. 

does not disclose any original context data element(s) in plain text. 
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Since no data relating to the privacy is transmitted in plain text, the invention is 

thus compliant with data privacy and therefore the Generation Data Protection 

Regulation (or GDPR). 

Contrary to the aforementioned prior art solution, due to the use of a hash (and not 

5 the use of the concerned captured context data element(s) in plain text), the invention 

solution is secure. 

The invention solution is an environment or context authentication solution that 

allows authenticating the concerned (local) environment or context under survey. 

The invention solution is user convenient. 

10 Advantageously, the predetermined hash type algorithm comprising a Locality 

Sensitive Hash (or LSH) type algorithm, the method further comprises, as the hash 

distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

15 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

The LSH type algorithm, as a hash type algorithm, is advantageously used to 

generate a score, as a hash distance used for comparing the generated hash to the 

20 predefined reference hash. 

The generated score is then checked with respect to a predefined threshold value, 

so as to authenticate (or not) the concerned context. 

Thus, the invention solution may be, through the score, as the hash distance, 

more or less permissive with respect to the predefined reference hash that has to be 

25 approached by the generated hash from the collected context data element(s). 

It is to be noted that the score is either the hash distance itself or the result of a 

computation derived from the (hash) distance depending on the used algorithm for 

comparing the generated hash. 

According to an additional aspect, the invention is a first authentication device. 

30 According to the invention, the first authentication device is configured to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 
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- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; and 

- send to a second device the generated hash. 

The first authentication device may be a mobile phone, a PC or any computing 

5 device. 

According to an additional aspect, the invention is a second authentication device. 

According to the invention, the second authentication device is configured to: 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

10 hash;and 

- authenticate successfully or not based on the generated hash distance. 

The second authentication device may be a secure element, a remote server or 

any computing device. 

According to still a further aspect, the invention is an authentication system. 

15 According to the invention, the system comprising a first authentication device and 

at least one second authentication device, the first authentication device is configured 

to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

20 - constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

- send to the second authentication device, the generated hash; and 

the second authentication device is configured to: 

25 - receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

Brief description of the drawings: 

30 Additional features and advantages of the invention will be apparent from a 

detailed description of one preferred embodiment of the invention, given as an indicative 

and non-limitative example, in conjunction with the following drawings: 
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- Figure 1 illustrates a simplified diagram of an exemplary embodiment of a system 

comprising a mobile phone and a server, the phone being configured to collect, based 

on a predefined authentication policy, a data element(s) comprised within the phone 

context, constitute a corresponding data packet, generate a corresponding hash, and 

5 send to the server the hash, the server being configured to generate a hash distance 

between the hash and a predetermined reference hash and authenticate, based on to 

the hash distance, the concerned context, according to the invention; and 

- Figure 2 represents an example of a flow of messages exchanged between the user, 

the phone and the server of the system of figure 1, so that the server receives a hash 

10 generated at the client side, generates a corresponding hash distance and 

authenticates (or not), thanks to the generated hash distance, the concerned context. 

Detailed description: 

Herein under is considered an exemplary embodiment in which the invention 

authentication method is implemented notably by a phone, as a client (computer) device 

15 and a standalone entity, i.e. without cooperating with another device, such as an SE, 

and a remote server. 

According to another exemplary embodiment (not represented), the invention 

authentication method is implemented by a computer device, as a terminal, in 

cooperation with an SE embedded within or connected to the terminal. According to 

20 such an embodiment, the SE, as a local and second authentication device, is adapted 

to perform the functions that are carried out by the server and described herein below 

while enhancing the security of stored and/or processed data. 

The SE may be an incorporated chip, as a chip soldered, possibly in a removable 

manner, like e.g., an embedded SE, an embedded Universal Integrated Circuit Card (or 

25 eUICC) or an integrated Universal Integrated Circuit Card (or iUICC), on a Printed 

Circuit Board (or PCB) of the terminal, or a chip that is coupled to the terminal and 

included within a Universal Serial Bus (or USB), a smart card or any other medium (that 

may have different form factors), as an SE host device. The chip may thus be fixed to or 

removable from its host device, like e.g., the mobile phone. 

30 The invention does not impose any constraint as to a kind of the SE type. 

Naturally, the herein below described embodiment is only for exemplifying 

purposes and is not considered to reduce the scope of the present invention. 
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Figure 1 shows schematically an (authentication) system 10 that includes a 

(mobile) phone 14 and a remote (web) server 16. 

The system is arranged to authenticate (or not) a context 12 (or environment) 

under survey. 

5 The context 12 includes e.g. a user 11, as the owner of the phone 14. 

Additionally (or alternately), the context 12 includes e.g. a TeleVision (or TV) set 

13, as a physical object or thing. 

However, the invention (authentication) solution is also applicable when the 

context 12 includes one or several human beings (and/or animal(s)) and/or one or 

10 several (physical) things. 

For the sake of simplicity, only one phone 14, as a first (authentication) device, 

and only one user 11 and one object, as context data elements, have been represented. 

However, the server 16, as a second (authentication) device, manages a set of 

context accounts and respective reference (context) hashes that have been previously 

15 respectively registered while using the same invention authentication process. 

Instead of being constituted by a phone, the first device may be constituted by 

e.g., a smart phone, a PC, a vehicle, a virtual reality device, an augmented reality 

device, an Internet Of Things type device, a set-top box, a tablet computer, a desktop 

computer, a laptop computer, a video player, an audio player, a media-player, a game 

20 console, a netbook, a Personal Digital Assistant (or PDA), and/or any other computer 

device. Such a list of first devices is given as mere examples for a first device that may 

be used without being exhaustive. 

Instead of being constituted by a physical first device, a software component, such 

as a library, or a hardware component carries out the functions that are described infra 

25 and that are performed by the phone 14. 

The phone 14 includes one or several Central Processing Unit(s) (or CPU), 

(micro)processor(s) and/or (micro)controller(s) (not represented), as data processing 

means, one or several memories (not represented), as data storing means, and one or 

several Input/Output (or 1/0) interfaces (not represented). 

30 The (or each) phone processor processes data originating from and/or intended to 

any internal component and data originating from and/or intended to any external device 

through one or several phone 1/0 interfaces. 
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The phone memories may include one or several EEPROMs (acronym for 

"Electrically Erasable Programmable Read-Only Memory"), one or several ROMs 

(acronym for "Read Only Memory"), one or several Flash memories and/or any other 

memories of different types, like e.g., one or several RAMs (acronym for "Random 

5 Access Memory"). 

The phone 14 supports one or several Operating Systems (or OS). 

The phone 14 supports a client application that allows the phone 14 to send, after 

a context data element collection, a corresponding data packet constitution and a 

corresponding hash generation, to the server 16 information including the generated 

10 hash. The generated hash allows the server 16 to authenticate (or not) the concerned 

context 12. 

A phone 14 memory (and/or a memory of another device connected or coupled to 

the phone 14) stores a Mobile Station International Subscriber Directory Number (or 

MSISDN), as the phone 14 number, and/or the like, as a phone 14 Identifiers (or ID), , 

15 an International Mobile Equipment Identity (or IMEI), an email address and/or other data 

that allow(s) uniquely identifying the phone 14, as the first device. 

The phone 1/0 interface(s) may comprise (and/or be connected to) a display 

screen and a keyboard, as a phone Man Machine Interface (or MMI), so as to interact 

with the user 11 . 

20 The phone 1/0 interface(s) includes e.g., a camera 142, so as to capture or collect 

video or picture data that is included in the environment or context that is present in 

front of the camera 142. 

The phone 1/0 interface(s) includes e.g., one or several sensors that allow each to 

collect data relating to the context of the phone 14. 

25 The phone 1/0 interface(s) includes e.g., an antenna 144, allowing to transmit 

data, through a Radio-Frequency (or RF) link(s) 15, as a wireless link(s), via a possible 

(communication) network(s), to the server 16. 

The RF may be fixed at several hundreds of MHz, e.g., around 850, 900, 1800, 

1900 and/or 2100 MHz, as Long Range (or LR) type RF. 

30 The RF link 15 between the phone 14 and the server 16 is at least mono-

directional, namely at least an uplink, i.e. from the phone 14 to the server 16. 
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The channel may be related to an HyperText Transfer Protocol (or HTTP) (Secure) 

(registered trademark) type channel, an Over-The-Air (or OTA), an Over-The-Internet 

(or OTI) type channel or any other data communication channel. 

The channel using the RF link 15 may be secure or unsecure. 

5 The phone 14 is arranged to collect, based on a predetermined authentication 

policy, an image (or picture) (and/or a video signal) including image data relating to the 

user 11 face and image data relating to the TV 13, as data elements included in the 

context (relating to the phone 14). 

To collect a context data element(s), the phone 14 may use a Machine Learning 

10 (or ML) engine to analyse a collected (or captured) image. 

Each context data element is preferably a string of bits (or units of information) 

with an individual fixed length. 

The authentication policy allows configuring the phone 14 to process data 

originating from a surrounding environment of the phone 14, so as to authenticate the 

15 concerned environment. 

The authentication policy is preferably previously (prior to launching an 

authentication process) provided by the server 16 or another server (not represented) 

connected to the server 16. The authentication policy comprises a set of identified 

context data elements to be collected, so as to define context data element(s) to be 

20 collected. 

As context data element(s), the context data element(s) may include, besides 

image data relating to the user face and image data relating to the TV 13, other data, 

such as a phone ID, a Service Set IDentifier (or SSID), an OS version ID, geolocation 

data (like e.g., Global Positioning System (or GPS) data), a user 11 heart rate (not 

25 represented) and/or other data. To collect a context data element(s), the phone 14 may 

get or retrieve data, such as a phone ID, stored in a memory included within the phone 

14 or a device connected or coupled to the phone 14. 

The authentication policy may also define how the concerned context data 

element(s) is transformed into a corresponding data packet, how the resulting data 

30 packet is possibly processed, such as grouped, ciphered, weighted and/or sorted, 

and/or how a corresponding hash has to be generated. 

The authentication policy may comprise information allowing to group together at 

least certain collected context data elements with respect to the other collected context 
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data element(s). Thus, certain context data elements are to be grouped within one and 

the same group, such as data relating to the operation of the phone 14, like e.g., an 

SSID and/or an OS version ID, and/or data relating to the audio and/or visual 

environment. 

5 When two or more collected context data elements are grouped, the concerned 

collected context data element group impacts the corresponding generated hash 

distance (or score) by increasing the hash distance (or score) variation, i.e. if at least 

one of the collected context data elements within a concerned group changes, then the 

resulting corresponding generated hash distance (or score) varies more than if all of the 

10 collected context data elements of the group were kept (individually) separated from 

each other. 

The authentication policy may comprise data for requesting that a data packet that 

results from the context data element(s) (possibly grouped at least in part) has to be 

ciphered by using a key generated from submitted user authentication data (or one or 

15 several data items originating from one or several external sources, such as a 

thermometer) (instead of being ciphered, being processed by a keyed one way function 

(i.e. non reversible), such as HMAC type function). Such a data packet ciphering 

request may further specify to use a specific encryption key, a specific encryption key 

generation algorithm, a specific data encryption algorithm and/or a process to generate 

20 the concerned encryption key or algorithm. The encryption key may be generated by 

using user authentication data, such as a Personal Identity Number (or PIN), a One­

Time Password (or OTP), a password and/or a biometric user feature(s), such as a one 

or several user fingerprints, a user iris, a user face and/or a user palm(s), and/or data 

provided by one or several external sources, such as an SE, as input to an (identified) 

25 key generation algorithm. The encryption key may be generated by using a Hash-based 

Message Authentication Code (or HMAC) key derivation function. 

The authentication policy may comprise data for identifying a user authentication 

to be used for authenticating the user 11, when applicable, i.e. when the user 

authentication data is to be included in the context data element(s). For example, the 

30 user 11 has to authenticate by providing a PIN, an OTP, a password and/or a biometric 

user feature(s), such as a one or several user fingerprints, a user iris, a user face and/or 

a user palm(s). 
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The authentication policy may comprise one or several weights to be associated 

with a specific (identified) group(s) and/or a specific (identified) context data element(s), 

so as to give heavier importance to the concerned group(s) and/or context data 

element(s) with respect to the other collected group(s) and/or collected context data 

5 element(s) within a corresponding data packet. 

The authentication policy may comprise data for requesting that, prior to 

generating a corresponding hash, the context data element(s) (possibly grouped at least 

in part) has to be sorted, according to a predetermined numerical order, such as an 

increasing or decreasing numerical order. 

10 The authentication policy may comprise data for identifying a hash type algorithm 

to be used for generating a hash relating to the collected context data element(s). 

The authentication policy may comprise data for identifying several hash type 

algorithms to be used for generating several hashes relating to the collected context 

data elements which may have separate natures of data elements. The corresponding 

15 hash distance (or score) to be generated is then averaged (or weighted) the hashes 

resulting from each hash type algorithms. 

Optionally, the phone 14 is arranged, preferably according to the authentication 

policy, to group at least two collected context data elements within the collected context 

data elements within the data packet. 

20 The phone 14 is adapted to constitute, based on the collected context data 

element(s), a (resulting) data packet by e.g. concatenating the collected context data 

element(s). 

The data packet is a kind of passphrase comprising, as word(s), the collected 

context data element(s). 

25 The data packet is a string of bits (or units of information) with a resulting length 

that may vary depending on the collected context data element length(s) between 

separate context authentication sessions. The data packet length corresponds to an 

addition of all of the individual length(s) relating to the collected context data element(s). 

Optionally, the phone 14 is adapted, preferably according to the authentication 

30 policy, to cipher or encrypt the data packet. Each of the context data elements that are 

possibly grouped at least in part is thus ciphered by using a predetermined encryption 

key. The encryption key may have been generated by using a HMAC type derivation 

function. 
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Optionally, the phone is adapted to weigh, according to the authentication policy, 

one or several (identified) collected context data element(s) of the collected context data 

element(s) that may have been previously grouped within the data packet. Such a 

collected context data element weighing may depend on a predetermined hash type 

5 algorithm to be used for generating a hash. Such a collected context data element 

weighing allows favouring the concerned collected context data element(s) and/or the 

concerned context data group(s) with respect to the other context data elements 

comprised within the concerned data packet. To weigh the concerned context data 

element(s), the phone 14 may duplicate the concerned context data element(s). 

10 Optionally, the phone is arranged preferably according to the authentication policy, 

to sort, according to a numerical order, such as an increasing or a decreasing numerical 

order, the collected context data element(s) within the data packet. Such a (collected) 

context data element sorting allows preserving, depending on the used hash type 

algorithm, a generation of a corresponding hash and therefore a corresponding hash 

15 distance, i.e. the hash to be generated does not change when the concerned context 

data element sorting order is kept. 

According to an essential invention feature, the phone 14 is configured to generate 

a hash by using a predetermined hash type algorithm and the data packet, as input to 

the predetermined hash type algorithm. 

20 The predetermined hash type algorithm may be one of the following algorithms: a 

Locality Sensitive Hash (or LSH) type algorithm, a fuzzy matching type algorithm, a 

Trend micro Locality Sensitive Hash (or TLSH) type algorithm, a nilsimsa type 

algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

25 detection type algorithm. 

Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash with, as 

input, a data packet. 

The hash type algorithm may incorporate a weighting, within the collected context 

30 data element(s), of one or several context data elements and/or one or several context 

data element group(s). 

The phone 14 is arranged to send to the server 16, as a second (authentication) 

device, the generated hash. 
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Such a generated hash, as a cipher and a kind of context signature, allows not to 

disclose any original (user) private data that has been locally collected and therefore 

preserve the data privacy. 

The generated hash has a fixed length that is a few data (up to a few kbits). 

5 Instead of being constituted by a (physical) server, the second device may be 

constituted by e.g., a smart phone, a PC, a vehicle, a virtual reality device, an 

augmented reality device, an Internet Of Things type device, a set-top box, a tablet 

computer, a desktop computer, a laptop computer, a video player, an audio player, a 

media-player, a game console, a netbook, a Personal Digital Assistant (or PDA), and/or 

10 any other computer device. Such a list of second devices is given as mere examples for 

a second device that may be used without being exhaustive. 

Instead of being constituted by a physical second device, a software component, 

such as a library, or a hardware component carries out the functions that are described 

infra and that are performed by the server 16. 

15 The server 16 is connected to the phone 14 over the link 15. 

The server 16 is remote and accessible through possibly one, two or more 

communication networks, such as an Intranet network and/or an Internet network, that 

allow to define or form a corresponding communication channel. 

The corresponding communication channel may be secure or unsecure. 

20 According to an alternative embodiment (not represented), the server 16 is local. 

For example, the server 16 is embedded within a device, such as an SE that is 

connected or coupled to the PC 14. 

The server 16 may be operated or managed by a Mobile Network Operator (or 

MNO), a Mobile Virtual Network Operator (or MVNO), a banking Operator, a wire 

25 communication network operator, a service Operator (or administrator) or on behalf of a 

service Operator, as a service provider. 

The server 16 includes one or several CPU(s), (micro)processor(s) and/or 

(micro)controller(s) 162, as data processing means, one or several memories 164, as 

data storing means, and one or several 1/0 interfaces 166 that are internally together 

30 connected. 

A (or the) server 1/0 interface 166 is used for communicating with external 

devices, such as the first device 14. 
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A (or the) server memory 164 stores preferably, besides an OS, an invention 

(server) authentication application accessible from the server 16 processor. 

A (or the) server memory 164 stores or registers a database. 

The database includes a set of e.g. first device accounts. The database relates to 

5 a set of e.g. first devices, as a fleet of first devices. 

Each first device account may include one or several associated user identifiers, 

such as a user name. 

The database includes preferably, in association with e.g. each (identified) first 

device account, a corresponding predetermined reference hash. 

10 The predetermined reference hash has been previously (i.e. during an enrolment 

or registration phase and prior to any (context) authentication) registered while using the 

invention authentication process. 

The database may associate, for each individual first device or the first device set, 

a registered predetermined hash type algorithm. 

15 The predetermined hash type algorithm may be one of the following algorithms an 

LSH type algorithm, a fuzzy matching type algorithm, a TLSH type algorithm, a nilsimsa 

type algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

detection type algorithm. 

20 Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash distance 

with, as inputs, a generated hash (to be received from a client device) and a 

corresponding (registered) reference hash. 

The database may associate, for each individual first device or the first device set, 

25 a registered predetermined threshold value. 

The predetermined threshold value has been previously (i.e. prior to any (context) 

authentication) registered. The predetermined threshold value is configurable according 

to a level of risk that the concerned service provider may take. 

The (or each) server processor processes data originating from and/or intended to 

30 any internal component and data originating from and/or intended to any external device 

through one or several server 1/0 interfaces. 

The server 16 supports one or several OSs. 
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The server 16 supports a server application that allows the server 16, after a hash 

reception and a corresponding hash distance generation, to authenticate (or not), based 

on the hash distance, the concerned phone context. 

The server 16 may be configured to generate and send an authentication policy to 

5 the first device, such as the phone 14, prior to any first device enrolment. 

The server 16 is adapted to receive, from an (identified) client device, such as the 

phone 14, a generated hash. 

The server 16 identifies, based on a received e.g. client device I D(s), a 

corresponding first device registered within the database accessible to the server 16. 

10 Then, the server 16 retrieves a predetermined reference hash that is registered in 

association with the registered first device or a corresponding first device fleet. 

According to an essential invention feature, the server 16 is configured to generate 

on-the-fly, i.e. when a first device launches a login (or connection) session with the 

server 16, a score, as a hash distance between the (received) generated hash and a 

15 (registered) predetermined reference hash. 

To generate the score, the server 16 uses the (retrieved) predetermined hash type 

algorithm and the (retrieved) predetermined reference hash. 

The server 16 is adapted to authenticate successfully or not, based on the 

generated hash distance, the concerned context 12. 

20 More exactly, the server 16 is configured to fail to authenticate the context 12 if the 

generated hash distance is less than the (retrieved) predetermined threshold value. 

The server 16 is configured to succeed in authenticating the context 12 if the 

generated hash distance is equal to or greater than the (retrieved) predetermined 

threshold value. 

25 The server 16 may be adapted to store, preferably in a secure and persistent 

manner, the (received) generated hash, each time the authentication is successful. 

Such a generated hash storage when the authentication is successful allows to trace 

the success authentication history or evolvement. 

Alternately (or additionally), each time the authentication is successful, the server 

30 16 is arranged to register, instead of the predetermined reference hash, the (received) 

generated hash, as an updated reference hash to be used for a next authentication. The 

authentication process taking into account the last generated hash, as the updated 

143



WO 2019/129422 PCT/EP2018/081759 

16 

reference hash for a new (context) authentication, lets evolve the corresponding 

reference hash with the time at each authentication success. 

Figure 2 depicts an example of a message flow 20 that involves the phone 14 and 

the server 16, so that the server 1 6 authenticates the context 12 based on a hash 

5 distance between a (received) generated hash and a (registered) predetermined 

reference hash. 

It is assumed that the authentication policy has been provided during a 

personalization phase to the phone 14. The authentication policy requests to collect an 

image relating to the user 11 face, an image relating to the TV 13 and a phone ID, as 

10 three context data elements to be detected, so as to authenticate the user 11. 

It is further assumed that the server 16 has previously registered (not represented) 

a user 11 ID in association with the phone 14 number, as a phone ID, a predetermined 

reference hash corresponding to the user 11 face image, the TV 13 image and the 

phone ID, as corresponding context data elements, a predetermined threshold value, 

15 such as e.g. 75%, and a predetermined hash type algorithm to be used for generating a 

hash distance. 

It is assumed that the predetermined hash type algorithm to be used for 

generating a hash and a corresponding hash distance is e.g. a LSH type algorithm. 

The use of an LSH type algorithm allows generating similar hashes, i.e. a hash 

20 distance or score that is good, i.e. the score is equal or greater than the predefined 

threshold value, when there is a slight change between the hash relating to the current 

context under survey and the reference hash relating to a corresponding reference 

context. 

The phone 14 thus constitutes a reference first (communication) device to be 

25 locally present within the user 11 context 12, so as to authenticate, through the context 

12, the user 11 . 

It is further assumed that the phone 14 accesses the phone 14 ID and an image 

signal captured by the phone camera 142. 

An execution of the client application supported by the phone 14 is automatically 

30 launched (i.e. without any involvement of the user 11 ). 

Alternately, the user 11 launches the client application while using an MMI that is 

included in or connected to the phone 14. 
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The phone 14 gets, through the phone camera 142, an image signal 22 relating to 

all the physical human(s) (and/or animal(s)) and/or thing(s) that are present in front of 

the phone 14. 

In the present scenario, the image signal includes e.g. the user 11 face image and 

5 the TV 13 image. 

The phone 14 retrieves (not represented) from a phone memory the MSISDN of 

the phone 14, as the phone 14 ID. 

Instead of collecting the phone 14 ID from a phone memory, the phone 14 collects 

from a locally connected device, such as an SE that has preferably authenticate a user 

10 e.g. through a PIN comparison to a reference PIN that is stored in an SE memory, the 

phone 14 ID 23. 

The phone 14 collects 24 the user 11 face image and the TV 13 image while 

extracting from the image signal 22 the user 11 face image and the TV 13 image and 

the phone 14 ID, as three context data elements required by the authentication policy. 

15 The phone 14 may group 26, based on the authentication policy, at least two 

context data elements, e.g., the user 11 face image and the TV 13 image, as one and 

the same context data element group, within the collected data elements. 

The phone 14 constitutes 28, based on the collected context data elements, a data 

packet by e.g. concatenating the collected context data elements 

20 Optionally, the phone 14 enciphers 210, based on the authentication policy, the 

(resulting) data packet, so as to improve the security aspect. The data packet that is 

thus enciphered while using a key depending on e.g. user authentication impacts on the 

corresponding hash distance (or score). If the user is not successfully authenticated (at 

the client side), then the corresponding resulting hash is remote from a predetermined 

25 reference hash leading to a "bad" hash distance (or score) and therefore a failure of 

context authentication (even if the other collected context data element(s) is(are) right 

with respect to a collected reference context data element(s) that produces the 

corresponding predetermined reference hash). 

The phone 14 may weigh 212, based on the authentication policy (or the used 

30 predetermined hash type algorithm), more or less heavy, one or several collected 

context data elements and/or one or several groups of collected context data elements 

with respect to the other collected context data elements within the data packet. 
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Optionally, the phone 14 sorts 214, according to a numerical order, such as a 

decreasing or an increasing order, the collected context data elements that are possibly 

grouped at least in part, possibly enciphered and/or possibly weighted, within the data 

packet. 

5 Then, the phone 14 generates 216, by using e.g. a nilsimsa algorithm and the data 

packet, as input to the nilsimsa algorithm, a hash. 

The phone 14 sends, through e.g., a Short Message Service (or SMS), Multimedia 

Messaging Service (or MMS), Transmission Control Protocol/Internet Protocol (or 

TCP/IP), or HTTP(s) type channel, to an (identified) server 16 a message 218 that 

10 includes the phone ID and the generated hash. 

Once the server 16 has received the message, the server 16 identifies (not 

represented), based on the phone ID, the concerned user 11 account and thus the 

associated predetermined reference hash and the associated predetermined hash type 

algorithm to be used for generating a hash distance. 

15 Then, the server 16 generates a hash distance between the (received) generated 

hash and the predetermined reference hash. 

To generate the hash distance, the server 16 gets the reference hash and 

generates 220 a score by using e.g. the nilsimsa algorithm and the received generated 

hash and the predetermined reference hash, as the two inputs to the nilsimsa algorithm. 

20 The score is considered as a level of similarity between the received generated hash 

and the predetermined reference hash. For instance with the nilsimsa algorithm, the 

score is "O" (zero) when there is no similarity i.e.0% of similarity, is "96" when there is 

75% of similarity and is "128" when there is a full similarity, i.e. 100% of similarity. 

Once the server 16 has generated the hash distance, the server 16 verifies 222 

25 whether the authentication is or is not successful based on the generated hash 

distance. To do such an authentication verification, the server 16 compares 222 the 

generated score with respect to the predetermined threshold value. 

If the generated score is less than the predetermined threshold value, then the 

server 16 fails 223 to authenticate, through the user context 12, the user 11 and denies 

30 user access to the service(s) managed by or through the server 16. 

Otherwise, i.e. if the generated score is equal to or greater than the predetermined 

threshold value, then the server 16 succeeds 224 in authenticating, through the user 
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context 12, the user 11 and grants user access to a service(s) managed by or through 

the server 1 6. 

Optionally, if the generated score is equal to or greater than the predetermined 

threshold value, the server 16 registers 226 the received generated hash by either 

5 further enriching (or adding to) a database relating to the reference hashes in case of 

authentication success or substituting the received generated hash to the registered 

predetermined reference hash. Thus, in this latter case, the authentication process is 

continuously adaptive along the way the authentication context is evolving. 

Optionally, the server 16 sends (not represented) to the phone 14, through the 

10 same channel or an out-of-band channel than the one used for the submission of the 

generated hash, a message that includes a request to present or display the 

authentication result. Then, the phone 14 presents or displays the authentication result 

(not represented), such as "authentication failure" or "authentication success". 

For the user, the invention solution is simple, easy, quick and practical since the 

15 user does not need to be involved. As a matter of fact, the user has just to present her 

or his face and the TV in front of the camera. The user does not need to enter any data, 

like e.g., an OTP, a number or a text on the first device, so as to let a first part collect 

the required context data elements and issue a corresponding hash to be verified by a 

second part, as its addressee, in order to be authenticated. 

20 The invention solution allows carrying out a secure and efficient context 

authentication based on a hash distance that allows keeping flexibility. 

The invention solution allows adapting to more or less small authentication context 

data element change(s), according to a level of risk to be adopted. 

The invention solution does not include any oracle on the client (device) since it 

25 has no means for validating or verifying the generated hash. As a matter of fact, only 

the server is able to verify the generated hash. 

The invention solution prevents thus from a client side brute-force attack of user 

authentication. 

The embodiment that has just been described is not intended to limit the scope of 

30 the concerned invention. Other embodiments may be given. As another embodiment, 

instead of using an LR RF technology channel to transmit information to the second 

device, the first device uses a Short Range (or SR) RF technology(ies), like e.g., a Wi-
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Fi, Bluetooth, a Near Field Communication or a Bluetooth Low Energy type 

technology(ies). 
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AUTHENTICATION METHOD, DEVICE AND SYSTEM 

Field of the invention: 

The present invention relates generally to an authentication method and an 

authentication device. 

5 Furthermore, the invention pertains to an authentication system as well. The 

system includes at least two devices. 

The present invention is notably applicable to a field in which a first device is e.g. a 

mobile (tele)phone or a Personal Computer (or PC) and a second device is e.g. a (local) 

Secure Element (or SE) or a remote server. 

10 Within the present description, an SE is a smart object that includes a chip(s) that 

protect(s), as a tamper resistant component(s), access to stored data and that is 

intended to communicate data with a device(s), like e.g., an SE host device, and/or an 

SE user. 

State of the art: 

15 EP 2 924 603 A2 describes a user authentication technique based on a 

transmission, from a client to a server, of a captured video signal including a physical 

user characteristic(s) and a physical object(s)/element(s) in the user environment. The 

sever analyses the captured video signal to determine a value associated with each of 

the visual and audio elements, as environment characteristics. The server determines a 

20 total score for the captured video signal and compares the total score to a 

predetermined reference score. The server decides to authorize (or not) based on a 

comparison result. 

However, such a known solution requires a big bandwidth, namely several Mb, for 

an upload of the captured video signal. Moreover, the uploaded captured video signal 

25 includes information that discloses the user environment and therefore private data. 

There is a need of an alternative authentication solution while being more efficient 

and more secure than such an aforementioned known solution. 

Summary of the invention: 

The invention proposes a solution for satisfying the just herein above specified 

30 need by providing an authentication method. 

According to the invention, the method comprises: 

- collecting, based on a predetermined authentication policy, at least one context data 

element; 
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- constituting, based on the at least one collected context data element, a data packet; 

- generating, by using a predetermined hash type algorithm and the data packet, as 

input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

5 - generating, as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 

authentication step. 

The principle of the invention consists in capturing, at a client device side, (local) 

10 context (or environment) data element(s) depending on an authentication policy, 

building a corresponding data packet and determining with a predefined hash type 

algorithm and, as input, the data packet a corresponding hash. The client device sends 

the determined hash. Then, a hash distance between the determined hash and a 

predefined reference hash is determined. The thus determined hash distance is then 

15 used for authenticating (or not) the tested authentication context (under survey). 

The authentication policy defines notably the number and/or the nature of the 

context data element(s) to be captured. The authentication policy may include data 

relating to the used (client) device, a user, object(s) or thing(s) to be locally present and 

detected. To capture the context data element(s), the invention does not impose any 

20 constraint. The client device may use a camera(s), a microphone(s) and/or one or 

several sensors that is(are) incorporated within or connected to the client device. 

The invention (authentication) solution is, through the authentication policy, 

configurable and therefore adaptable to different (local) environment or context 

scenario(s). 

25 Since the client device (or a cooperating device, such as an SE), where there is an 

environment to be authenticated, generates (or determines) a hash from a data packet 

resulting from captured environment or context data element(s), the hash is transmitted 

in a secure and protected manner. 

A software component, such as a library, a hardware component and/or a device 

30 may carry out the hash distance generation step and the authentication step. The 

software component may be supported by the client device, a local device, such as an 

SE, cooperating with the client device, or a remote device, such as a remote server. 

The hardware component may be incorporated within or connected or coupled to the 
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client device, a local device, such as an SE, cooperating with the client device, or a 

remote device, such as a remote server. 

It is noteworthy that the hash distance generation step provides a hash distance 

that allows to determine whether the generated hash is more or less close to a 

5 predefined reference hash. The hash distance allows inferring whether the 

corresponding captured context data element(s) is(are) or is(are) not successfully 

authenticated, i.e. sufficiently close to respective predetermined reference captured 

context data element(s). 

The hash distance may be generated through a hash type comparison algorithm. 

10 An authentication of the concerned (local) environment or context under survey is 

therefore carried out through such a hash distance that is specific to (or characterizes) 

the invention solution. 

The hash distance allows the invention solution to be resilient to more or less 

small changes with respect to the predefined reference hash while still authenticating 

15 successfully the concerned (local) environment or context, i.e. the value of at least 

some captured (or collected) context data element(s) has changed slightly. 

It is to be noted that the hash or digest, as a byte stream relating to original 

captured context data element(s), is a string of bits with a resulting length, from e.g. 32 

bytes to e.g. a few kbytes. The resulting length may be (or not) variable according to the 

20 captured context data element(s). 

The hash relates to the original (captured) context data element(s) and reduces 

the number of bits (or elements of information) to be transferred with respect to the 

original context data element(s). 

Contrary to the aforementioned prior art solution, the invention solution does not 

25 need a large bandwidth to transmit data, including the hash, relating to the concerned 

environment or context, since the data relating to the concerned context includes only a 

few data (up to a few kbytes) to be transmitted. 

Contrary to the aforementioned prior art solution, the invention solution is therefore 

efficient. 

30 Moreover, the hash obfuscates the concerned original context data element(s), i.e. 

does not disclose any original context data element(s) in plain text. 
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Since no data relating to the privacy is transmitted in plain text, the invention is 

thus compliant with data privacy and therefore the Generation Data Protection 

Regulation (or GDPR). 

Contrary to the aforementioned prior art solution, due to the use of a hash (and not 

5 the use of the concerned captured context data element(s) in plain text), the invention 

solution is secure. 

The invention solution is an environment or context authentication solution that 

allows authenticating the concerned (local) environment or context under survey. 

The invention solution is user convenient. 

10 Advantageously, the predetermined hash type algorithm comprising a Locality 

Sensitive Hash (or LSH) type algorithm, the method further comprises, as the hash 

distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

15 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

The LSH type algorithm, as a hash type algorithm, is advantageously used to 

generate a score, as a hash distance used for comparing the generated hash to the 

20 predefined reference hash. 

The generated score is then checked with respect to a predefined threshold value, 

so as to authenticate (or not) the concerned context. 

Thus, the invention solution may be, through the score, as the hash distance, 

more or less permissive with respect to the predefined reference hash that has to be 

25 approached by the generated hash from the collected context data element(s). 

It is to be noted that the score is either the hash distance itself or the result of a 

computation derived from the (hash) distance depending on the used algorithm for 

comparing the generated hash. 

According to an additional aspect, the invention is a first authentication device. 

30 According to the invention, the first authentication device is configured to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 
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- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; and 

- send to a second device the generated hash. 

The first authentication device may be a mobile phone, a PC or any computing 

5 device. 

According to an additional aspect, the invention is a second authentication device. 

According to the invention, the second authentication device is configured to: 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

10 hash; and 

- authenticate successfully or not based on the generated hash distance. 

The second authentication device may be a secure element, a remote server or 

any computing device. 

According to still a further aspect, the invention is an authentication system. 

15 According to the invention, the system comprising a first authentication device and 

at least one second authentication device, the first authentication device is configured 

to: 

- collect, based on a predetermined authentication policy, at least one context data 

element; 

20 - constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

- send to the second authentication device, the generated hash; and 

the second authentication device is configured to: 

25 - receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

Brief description of the drawings: 

30 Additional features and advantages of the invention will be apparent from a 

detailed description of one preferred embodiment of the invention, given as an indicative 

and non-I imitative example, in conjunction with the following drawings: 
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- Figure 1 illustrates a simplified diagram of an exemplary embodiment of a system 

comprising a mobile phone and a server, the phone being configured to collect, based 

on a predefined authentication policy, a data element(s) comprised within the phone 

context, constitute a corresponding data packet, generate a corresponding hash, and 

5 send to the server the hash, the server being configured to generate a hash distance 

between the hash and a predetermined reference hash and authenticate, based on to 

the hash distance, the concerned context, according to the invention; and 

- Figure 2 represents an example of a flow of messages exchanged between the user, 

the phone and the server of the system of figure 1, so that the server receives a hash 

10 generated at the client side, generates a corresponding hash distance and 

authenticates (or not), thanks to the generated hash distance, the concerned context. 

Detailed description: 

Herein under is considered an exemplary embodiment in which the invention 

authentication method is implemented notably by a phone, as a client (computer) device 

15 and a standalone entity, i.e. without cooperating with another device, such as an SE, 

and a remote server. 

According to another exemplary embodiment (not represented), the invention 

authentication method is implemented by a computer device, as a terminal, in 

cooperation with an SE embedded within or connected to the terminal. According to 

20 such an embodiment, the SE, as a local and second authentication device, is adapted 

to perform the functions that are carried out by the server and described herein below 

while enhancing the security of stored and/or processed data. 

The SE may be an incorporated chip, as a chip soldered, possibly in a removable 

manner, like e.g., an embedded SE, an embedded Universal Integrated Circuit Card (or 

25 eUICC) or an integrated Universal Integrated Circuit Card (or iUICC), on a Printed 

Circuit Board (or PCB) of the terminal, or a chip that is coupled to the terminal and 

included within a Universal Serial Bus (or USB), a smart card or any other medium (that 

may have different form factors), as an SE host device. The chip may thus be fixed to or 

removable from its host device, like e.g., the mobile phone. 

30 The invention does not impose any constraint as to a kind of the SE type. 

Naturally, the herein below described embodiment is only for exemplifying 

purposes and is not considered to reduce the scope of the present invention. 
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Figure 1 shows schematically an (authentication) system 10 that includes a 

(mobile) phone 14 and a remote (web) server 16. 

The system is arranged to authenticate (or not) a context 12 (or environment) 

under survey. 

5 The context 12 includes e.g. a user 11, as the owner of the phone 14. 

Additionally (or alternately), the context 12 includes e.g. a TeleVision (or TV) set 

13, as a physical object or thing. 

However, the invention (authentication) solution is also applicable when the 

context 12 includes one or several human beings (and/or animal(s)) and/or one or 

10 several (physical) things. 

For the sake of simplicity, only one phone 14, as a first (authentication) device, 

and only one user 11 and one object, as context data elements, have been represented. 

However, the server 16, as a second (authentication) device, manages a set of 

context accounts and respective reference (context) hashes that have been previously 

15 respectively registered while using the same invention authentication process. 

Instead of being constituted by a phone, the first device may be constituted by 

e.g., a smart phone, a PC, a vehicle, a virtual reality device, an augmented reality 

device, an Internet Of Things type device, a set-top box, a tablet computer, a desktop 

computer, a laptop computer, a video player, an audio player, a media-player, a game 

20 console, a netbook, a Personal Digital Assistant (or PDA), and/or any other computer 

device. Such a list of first devices is given as mere examples for a first device that may 

be used without being exhaustive. 

Instead of being constituted by a physical first device, a software component, such 

as a library, or a hardware component carries out the functions that are described infra 

25 and that are performed by the phone 14. 

The phone 14 includes one or several Central Processing Unit(s) (or CPU), 

(micro)processor(s) and/or (micro)controller(s) (not represented), as data processing 

means, one or several memories (not represented), as data storing means, and one or 

several lnpuUOutput (or 1/0) interfaces (not represented). 

30 The (or each) phone processor processes data originating from and/or intended to 

any internal component and data originating from and/or intended to any external device 

through one or several phone 1/0 interfaces. 
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The phone memories may include one or several EEPROMs (acronym for 

"Electrically Erasable Programmable Read-Only Memory"), one or several ROMs 

(acronym for "Read Only Memory"), one or several Flash memories and/or any other 

memories of different types, like e.g., one or several RAMs (acronym for "Random 

5 Access Memory"). 

The phone 14 supports one or several Operating Systems (or OS). 

The phone 14 supports a client application that allows the phone 14 to send, after 

a context data element collection, a corresponding data packet constitution and a 

corresponding hash generation, to the server 16 information including the generated 

10 hash. The generated hash allows the server 16 to authenticate (or not) the concerned 

context 12. 

A phone 14 memory (and/or a memory of another device connected or coupled to 

the phone 14) stores a Mobile Station International Subscriber Directory Number (or 

MSISDN), as the phone 14 number, and/or the like, as a phone 14 Identifiers (or ID), , 

15 an International Mobile Equipment Identity (or IMEI), an email address and/or other data 

that allow(s) uniquely identifying the phone 14, as the first device. 

The phone 1/0 interface(s) may comprise (and/or be connected to) a display 

screen and a keyboard, as a phone Man Machine Interface (or MMI), so as to interact 

with the user 11. 

20 The phone 1/0 interface(s) includes e.g., a camera 142, so as to capture or collect 

video or picture data that is included in the environment or context that is present in 

front of the camera 142. 

The phone 1/0 interface(s) includes e.g., one or several sensors that allow each to 

collect data relating to the context of the phone 14. 

25 The phone 1/0 interface(s) includes e.g., an antenna 144, allowing to transmit 

data, through a Radio-Frequency (or RF) link(s) 15, as a wireless link(s), via a possible 

(communication) network(s), to the server 16. 

The RF may be fixed at several hundreds of MHz, e.g., around 850, 900, 1800, 

1900 and/or 2100 MHz, as Long Range (or LR) type RF. 

30 The RF link 15 between the phone 14 and the server 16 is at least mono-

directional, namely at least an uplink, i.e. from the phone 14 to the server 16. 
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The channel may be related to an HyperText Transfer Protocol (or HTTP) (Secure) 

(registered trademark) type channel, an Over-The-Air (or OTA), an Over-The-Internet 

(or OTI) type channel or any other data communication channel. 

The channel using the RF link 15 may be secure or unsecure. 

5 The phone 14 is arranged to collect, based on a predetermined authentication 

policy, an image (or picture) (and/or a video signal) including image data relating to the 

user 11 face and image data relating to the TV 13, as data elements included in the 

context (relating to the phone 14 ). 

To collect a context data element(s), the phone 14 may use a Machine Learning 

10 (or ML) engine to analyse a collected (or captured) image. 

Each context data element is preferably a string of bits (or units of information) 

with an individual fixed length. 

The authentication policy allows configuring the phone 14 to process data 

originating from a surrounding environment of the phone 14, so as to authenticate the 

15 concerned environment. 

The authentication policy is preferably previously (prior to launching an 

authentication process) provided by the server 16 or another server (not represented) 

connected to the server 16. The authentication policy comprises a set of identified 

context data elements to be collected, so as to define context data element(s) to be 

20 collected. 

As context data element(s), the context data element(s) may include, besides 

image data relating to the user face and image data relating to the TV 13, other data, 

such as a phone ID, a Service Set IDentifier (or SSID), an OS version ID, geolocation 

data (like e.g., Global Positioning System (or GPS) data), a user 11 heart rate (not 

25 represented) and/or other data. To collect a context data element(s), the phone 14 may 

get or retrieve data, such as a phone ID, stored in a memory included within the phone 

14 or a device connected or coupled to the phone 14. 

The authentication policy may also define how the concerned context data 

element(s) is transformed into a corresponding data packet, how the resulting data 

30 packet is possibly processed, such as grouped, ciphered, weighted and/or sorted, 

and/or how a corresponding hash has to be generated. 

The authentication policy may comprise information allowing to group together at 

least certain collected context data elements with respect to the other collected context 
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data element(s). Thus, certain context data elements are to be grouped within one and 

the same group, such as data relating to the operation of the phone 14, like e.g., an 

SSID and/or an OS version ID, and/or data relating to the audio and/or visual 

environment. 

5 When two or more collected context data elements are grouped, the concerned 

collected context data element group impacts the corresponding generated hash 

distance (or score) by increasing the hash distance (or score) variation, i.e. if at least 

one of the collected context data elements within a concerned group changes, then the 

resulting corresponding generated hash distance (or score) varies more than if all of the 

10 collected context data elements of the group were kept (individually) separated from 

each other. 

The authentication policy may comprise data for requesting that a data packet that 

results from the context data element(s) (possibly grouped at least in part) has to be 

ciphered by using a key generated from submitted user authentication data (or one or 

15 several data items originating from one or several external sources, such as a 

thermometer) (instead of being ciphered, being processed by a keyed one way function 

(i.e. non reversible), such as HMAC type function). Such a data packet ciphering 

request may further specify to use a specific encryption key, a specific encryption key 

generation algorithm, a specific data encryption algorithm and/or a process to generate 

20 the concerned encryption key or algorithm. The encryption key may be generated by 

using user authentication data, such as a Personal Identity Number (or PIN), a One­

Time Password (or OTP), a password and/or a biometric user feature(s), such as a one 

or several user fingerprints, a user iris, a user face and/or a user palm(s), and/or data 

provided by one or several external sources, such as an SE, as input to an (identified) 

25 key generation algorithm. The encryption key may be generated by using a Hash-based 

Message Authentication Code (or HMAC) key derivation function. 

The authentication policy may comprise data for identifying a user authentication 

to be used for authenticating the user 11, when applicable, i.e. when the user 

authentication data is to be included in the context data element(s). For example, the 

30 user 11 has to authenticate by providing a PIN, an OTP, a password and/or a biometric 

user feature(s), such as a one or several user fingerprints, a user iris, a user face and/or 

a user palm(s). 
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The authentication policy may comprise one or several weights to be associated 

with a specific (identified) group(s) and/or a specific (identified) context data element(s), 

so as to give heavier importance to the concerned group(s) and/or context data 

element(s) with respect to the other collected group(s) and/or collected context data 

5 element(s) within a corresponding data packet. 

The authentication policy may comprise data for requesting that, prior to 

generating a corresponding hash, the context data element(s) (possibly grouped at least 

in part) has to be sorted, according to a predetermined numerical order, such as an 

increasing or decreasing numerical order. 

10 The authentication policy may comprise data for identifying a hash type algorithm 

to be used for generating a hash relating to the collected context data element(s). 

The authentication policy may comprise data for identifying several hash type 

algorithms to be used for generating several hashes relating to the collected context 

data elements which may have separate natures of data elements. The corresponding 

15 hash distance (or score) to be generated is then averaged (or weighted) the hashes 

resulting from each hash type algorithms. 

Optionally, the phone 14 is arranged, preferably according to the authentication 

policy, to group at least two collected context data elements within the collected context 

data elements within the data packet. 

20 The phone 14 is adapted to constitute, based on the collected context data 

element(s), a (resulting) data packet by e.g. concatenating the collected context data 

element(s). 

The data packet is a kind of passphrase comprising, as word(s), the collected 

context data element(s). 

25 The data packet is a string of bits (or units of information) with a resulting length 

that may vary depending on the collected context data element length(s) between 

separate context authentication sessions. The data packet length corresponds to an 

addition of all of the individual length(s) relating to the collected context data element(s). 

Optionally, the phone 14 is adapted, preferably according to the authentication 

30 policy, to cipher or encrypt the data packet. Each of the context data elements that are 

possibly grouped at least in part is thus ciphered by using a predetermined encryption 

key. The encryption key may have been generated by using a HMAC type derivation 

function. 
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Optionally, the phone is adapted to weigh, according to the authentication policy, 

one or several (identified) collected context data element(s) of the collected context data 

element(s) that may have been previously grouped within the data packet. Such a 

collected context data element weighing may depend on a predetermined hash type 

5 algorithm to be used for generating a hash. Such a collected context data element 

weighing allows favouring the concerned collected context data element(s) and/or the 

concerned context data group(s) with respect to the other context data elements 

comprised within the concerned data packet. To weigh the concerned context data 

element(s), the phone 14 may duplicate the concerned context data element(s). 

10 Optionally, the phone is arranged preferably according to the authentication policy, 

to sort, according to a numerical order, such as an increasing or a decreasing numerical 

order, the collected context data element(s) within the data packet. Such a (collected) 

context data element sorting allows preserving, depending on the used hash type 

algorithm, a generation of a corresponding hash and therefore a corresponding hash 

15 distance, i.e. the hash to be generated does not change when the concerned context 

data element sorting order is kept. 

According to an essential invention feature, the phone 14 is configured to generate 

a hash by using a predetermined hash type algorithm and the data packet, as input to 

the predetermined hash type algorithm. 

20 The predetermined hash type algorithm may be one of the following algorithms: a 

Locality Sensitive Hash (or LSH) type algorithm, a fuzzy matching type algorithm, a 

Trend micro Locality Sensitive Hash (or TLSH) type algorithm, a nilsimsa type 

algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

25 detection type algorithm. 

Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash with, as 

input, a data packet. 

The hash type algorithm may incorporate a weighting, within the collected context 

30 data element(s), of one or several context data elements and/or one or several context 

data element group(s). 

The phone 14 is arranged to send to the server 16, as a second (authentication) 

device, the generated hash. 
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Such a generated hash, as a cipher and a kind of context signature, allows not to 

disclose any original (user) private data that has been locally collected and therefore 

preserve the data privacy. 

The generated hash has a fixed length that is a few data (up to a few kbits). 

5 Instead of being constituted by a (physical) server, the second device may be 

constituted by e.g., a smart phone, a PC, a vehicle, a virtual reality device, an 

augmented reality device, an Internet Of Things type device, a set-top box, a tablet 

computer, a desktop computer, a laptop computer, a video player, an audio player, a 

media-player, a game console, a netbook, a Personal Digital Assistant (or PDA), and/or 

10 any other computer device. Such a list of second devices is given as mere examples for 

a second device that may be used without being exhaustive. 

Instead of being constituted by a physical second device, a software component, 

such as a library, or a hardware component carries out the functions that are described 

infra and that are performed by the server 16. 

15 The server 16 is connected to the phone 14 over the link 15. 

The server 16 is remote and accessible through possibly one, two or more 

communication networks, such as an Intranet network and/or an Internet network, that 

allow to define or form a corresponding communication channel. 

The corresponding communication channel may be secure or unsecure. 

20 According to an alternative embodiment (not represented), the server 16 is local. 

For example, the server 16 is embedded within a device, such as an SE that is 

connected or coupled to the PC 14. 

The server 16 may be operated or managed by a Mobile Network Operator (or 

MNO), a Mobile Virtual Network Operator (or MVNO), a banking Operator, a wire 

25 communication network operator, a service Operator (or administrator) or on behalf of a 

service Operator, as a service provider. 

The server 16 includes one or several CPU(s), (micro)processor(s) and/or 

(micro)controller(s) 162, as data processing means, one or several memories 164, as 

data storing means, and one or several 1/0 interfaces 166 that are internally together 

30 connected. 

A (or the) server 1/0 interface 166 is used for communicating with external 

devices, such as the first device 14. 
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A (or the) server memory 164 stores preferably, besides an OS, an invention 

(server) authentication application accessible from the server 16 processor. 

A (or the) server memory 164 stores or registers a database. 

The database includes a set of e.g. first device accounts. The database relates to 

5 a set of e.g. first devices, as a fleet of first devices. 

Each first device account may include one or several associated user identifiers, 

such as a user name. 

The database includes preferably, in association with e.g. each (identified) first 

device account, a corresponding predetermined reference hash. 

10 The predetermined reference hash has been previously (i.e. during an enrolment 

or registration phase and prior to any (context) authentication) registered while using the 

invention authentication process. 

The database may associate, for each individual first device or the first device set, 

a registered predetermined hash type algorithm. 

15 The predetermined hash type algorithm may be one of the following algorithms an 

LSH type algorithm, a fuzzy matching type algorithm, a TLSH type algorithm, a nilsimsa 

type algorithm, an sdhash type algorithm, an ssdeep type algorithm, an approximate 

matching type algorithm, a near duplicate matching type algorithm and a similarity 

detection type algorithm. 

20 Such a list of hash type algorithms is given without being exhaustive as mere 

examples for an hash type algorithm that may be used for generating a hash distance 

with, as inputs, a generated hash (to be received from a client device) and a 

corresponding (registered) reference hash. 

The database may associate, for each individual first device or the first device set, 

25 a registered predetermined threshold value. 

The predetermined threshold value has been previously (i.e. prior to any (context) 

authentication) registered. The predetermined threshold value is configurable according 

to a level of risk that the concerned service provider may take. 

The (or each) server processor processes data originating from and/or intended to 

30 any internal component and data originating from and/or intended to any external device 

through one or several server 1/0 interfaces. 

The server 16 supports one or several OSs. 
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The server 16 supports a server application that allows the server 16, after a hash 

reception and a corresponding hash distance generation, to authenticate (or not), based 

on the hash distance, the concerned phone context. 

The server 16 may be configured to generate and send an authentication policy to 

5 the first device, such as the phone 14, prior to any first device enrolment. 

The server 16 is adapted to receive, from an (identified) client device, such as the 

phone 14, a generated hash. 

The server 16 identifies, based on a received e.g. client device ID(s), a 

corresponding first device registered within the database accessible to the server 16. 

10 Then, the server 16 retrieves a predetermined reference hash that is registered in 

association with the registered first device or a corresponding first device fleet. 

According to an essential invention feature, the server 16 is configured to generate 

on-the-fly, i.e. when a first device launches a login (or connection) session with the 

server 16, a score, as a hash distance between the (received) generated hash and a 

15 (registered) predetermined reference hash. 

To generate the score, the server 16 uses the (retrieved) predetermined hash type 

algorithm and the (retrieved) predetermined reference hash. 

The server 16 is adapted to authenticate successfully or not, based on the 

generated hash distance, the concerned context 12. 

20 More exactly, the server 16 is configured to fail to authenticate the context 12 if the 

generated hash distance is less than the (retrieved) predetermined threshold value. 

The server 16 is configured to succeed in authenticating the context 12 if the 

generated hash distance is equal to or greater than the (retrieved) predetermined 

threshold value. 

25 The server 16 may be adapted to store, preferably in a secure and persistent 

manner, the (received) generated hash, each time the authentication is successful. 

Such a generated hash storage when the authentication is successful allows to trace 

the success authentication history or evolvement. 

Alternately (or additionally), each time the authentication is successful, the server 

30 16 is arranged to register, instead of the predetermined reference hash, the (received) 

generated hash, as an updated reference hash to be used for a next authentication. The 

authentication process taking into account the last generated hash, as the updated 
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reference hash for a new (context) authentication, lets evolve the corresponding 

reference hash with the time at each authentication success. 

Figure 2 depicts an example of a message flow 20 that involves the phone 14 and 

the server 16, so that the server 16 authenticates the context 12 based on a hash 

5 distance between a (received) generated hash and a (registered) predetermined 

reference hash. 

It is assumed that the authentication policy has been provided during a 

personalization phase to the phone 14. The authentication policy requests to collect an 

image relating to the user 11 face, an image relating to the TV 13 and a phone ID, as 

10 three context data elements to be detected, so as to authenticate the user 11. 

It is further assumed that the server 16 has previously registered (not represented) 

a user 11 ID in association with the phone 14 number, as a phone ID, a predetermined 

reference hash corresponding to the user 11 face image, the TV 13 image and the 

phone ID, as corresponding context data elements, a predetermined threshold value, 

15 such as e.g. 75%, and a predetermined hash type algorithm to be used for generating a 

hash distance. 

It is assumed that the predetermined hash type algorithm to be used for 

generating a hash and a corresponding hash distance is e.g. a LSH type algorithm. 

The use of an LSH type algorithm allows generating similar hashes, i.e. a hash 

20 distance or score that is good, i.e. the score is equal or greater than the predefined 

threshold value, when there is a slight change between the hash relating to the current 

context under survey and the reference hash relating to a corresponding reference 

context. 

The phone 14 thus constitutes a reference first (communication) device to be 

25 locally present within the user 11 context 12, so as to authenticate, through the context 

12, the user 11 . 

It is further assumed that the phone 14 accesses the phone 14 ID and an image 

signal captured by the phone camera 142. 

An execution of the client application supported by the phone 14 is automatically 

30 launched (i.e. without any involvement of the user 11 ). 

Alternately, the user 11 launches the client application while using an MMI that is 

included in or connected to the phone 14. 
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The phone 14 gets, through the phone camera 142, an image signal 22 relating to 

all the physical human(s) (and/or animal(s)) and/or thing(s) that are present in front of 

the phone 14. 

In the present scenario, the image signal includes e.g. the user 11 face image and 

5 the TV 13 image. 

The phone 14 retrieves (not represented) from a phone memory the MSISDN of 

the phone 14, as the phone 14 ID. 

Instead of collecting the phone 14 ID from a phone memory, the phone 14 collects 

from a locally connected device, such as an SE that has preferably authenticate a user 

10 e.g. through a PIN comparison to a reference PIN that is stored in an SE memory, the 

phone 14 ID 23. 

The phone 14 collects 24 the user 11 face image and the TV 13 image while 

extracting from the image signal 22 the user 11 face image and the TV 13 image and 

the phone 14 ID, as three context data elements required by the authentication policy. 

15 The phone 14 may group 26, based on the authentication policy, at least two 

context data elements, e.g., the user 11 face image and the TV 13 image, as one and 

the same context data element group, within the collected data elements. 

The phone 14 constitutes 28, based on the collected context data elements, a data 

packet by e.g. concatenating the collected context data elements 

20 Optionally, the phone 14 enciphers 210, based on the authentication policy, the 

(resulting) data packet, so as to improve the security aspect. The data packet that is 

thus enciphered while using a key depending on e.g. user authentication impacts on the 

corresponding hash distance (or score). If the user is not successfully authenticated (at 

the client side), then the corresponding resulting hash is remote from a predetermined 

25 reference hash leading to a "bad" hash distance (or score) and therefore a failure of 

context authentication (even if the other collected context data element(s) is(are) right 

with respect to a collected reference context data element(s) that produces the 

corresponding predetermined reference hash). 

The phone 14 may weigh 212, based on the authentication policy (or the used 

30 predetermined hash type algorithm), more or less heavy, one or several collected 

context data elements and/or one or several groups of collected context data elements 

with respect to the other collected context data elements within the data packet. 
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Optionally, the phone 14 sorts 214, according to a numerical order, such as a 

decreasing or an increasing order, the collected context data elements that are possibly 

grouped at least in part, possibly enciphered and/or possibly weighted, within the data 

packet. 

5 Then, the phone 14 generates 216, by using e.g. a nilsimsa algorithm and the data 

packet, as input to the nilsimsa algorithm, a hash. 

The phone 14 sends, through e.g., a Short Message Service (or SMS), Multimedia 

Messaging Service (or MMS), Transmission Control Protocol/Internet Protocol (or 

TCP/IP), or HTTP(s) type channel, to an (identified) server 16 a message 218 that 

10 includes the phone ID and the generated hash. 

Once the server 16 has received the message, the server 16 identifies (not 

represented), based on the phone ID, the concerned user 11 account and thus the 

associated predetermined reference hash and the associated predetermined hash type 

algorithm to be used for generating a hash distance. 

15 Then, the server 16 generates a hash distance between the (received) generated 

hash and the predetermined reference hash. 

To generate the hash distance, the server 16 gets the reference hash and 

generates 220 a score by using e.g. the nilsimsa algorithm and the received generated 

hash and the predetermined reference hash, as the two inputs to the nilsimsa algorithm. 

20 The score is considered as a level of similarity between the received generated hash 

and the predetermined reference hash. For instance with the nilsimsa algorithm, the 

score is "O" (zero) when there is no similarity i.e.0% of similarity, is "96" when there is 

75% of similarity and is "128" when there is a full similarity, i.e. 100% of similarity. 

Once the server 16 has generated the hash distance, the server 16 verifies 222 

25 whether the authentication is or is not successful based on the generated hash 

distance. To do such an authentication verification, the server 16 compares 222 the 

generated score with respect to the predetermined threshold value. 

If the generated score is less than the predetermined threshold value, then the 

server 16 fails 223 to authenticate, through the user context 12, the user 11 and denies 

30 user access to the service(s) managed by or through the server 16. 

Otherwise, i.e. if the generated score is equal to or greater than the predetermined 

threshold value, then the server 16 succeeds 224 in authenticating, through the user 
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context 12, the user 11 and grants user access to a service(s) managed by or through 

the server 16. 

Optionally, if the generated score is equal to or greater than the predetermined 

threshold value, the server 16 registers 226 the received generated hash by either 

5 further enriching (or adding to) a database relating to the reference hashes in case of 

authentication success or substituting the received generated hash to the registered 

predetermined reference hash. Thus, in this latter case, the authentication process is 

continuously adaptive along the way the authentication context is evolving. 

Optionally, the server 16 sends (not represented) to the phone 14, through the 

10 same channel or an out-of-band channel than the one used for the submission of the 

generated hash, a message that includes a request to present or display the 

authentication result. Then, the phone 14 presents or displays the authentication result 

(not represented), such as "authentication failure" or "authentication success". 

For the user, the invention solution is simple, easy, quick and practical since the 

15 user does not need to be involved. As a matter of fact, the user has just to present her 

or his face and the TV in front of the camera. The user does not need to enter any data, 

like e.g., an OTP, a number or a text on the first device, so as to let a first part collect 

the required context data elements and issue a corresponding hash to be verified by a 

second part, as its addressee, in order to be authenticated. 

20 The invention solution allows carrying out a secure and efficient context 

authentication based on a hash distance that allows keeping flexibility. 

The invention solution allows adapting to more or less small authentication context 

data element change(s), according to a level of risk to be adopted. 

The invention solution does not include any oracle on the client (device) since it 

25 has no means for validating or verifying the generated hash. As a matter of fact, only 

the server is able to verify the generated hash. 

The invention solution prevents thus from a client side brute-force attack of user 

authentication. 

The embodiment that has just been described is not intended to limit the scope of 

30 the concerned invention. Other embodiments may be given. As another embodiment, 

instead of using an LR RF technology channel to transmit information to the second 

device, the first device uses a Short Range (or SR) RF technology(ies), like e.g., a Wi-
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Fi, Bluetooth, a Near Field Communication or a Bluetooth Low Energy type 

technology( ies). 
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CLAIMS 

1. An authentication method (20) comprising: 

- collecting (24 ), based on a predetermined authentication policy, at least one context 

data element; 

5 - constituting (28), based on the at least one collected context data element, a data 

packet; 

- generating (216), by using a predetermined hash type algorithm and the data packet, 

as input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

10 - generating (220), as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating (224) successfully or not (223) based on the generated hash distance, 

as an authentication step. 

15 2. Method according to claim 1, wherein, the predetermined hash type algorithm 

comprising a locality sensitive hash type algorithm, the method further comprises, as 

the hash distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

20 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

3. Method according to claim 1 or 2, wherein, prior to generating the hash, the 

25 method further comprises sorting, according to a numerical order, the at least one 

collected context data element within the data packet. 

4. Method according to any previous claim, wherein, prior to generating the hash, the 

method further comprises weighting, according to the authentication policy, at least one 

30 of the at least one context data element. 

5. Method according to any previous claim, wherein, prior to constituting the data 

packet, the method further comprises grouping, according to the authentication policy, 
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together at least two context data elements comprised within the at least one context 

data element, to constitute at least one corresponding context data group. 

6. Method according to any previous claim, wherein, prior to generating the hash, the 

5 method further comprises ciphering, according to the authentication policy, the data 

packet. 

7. Method according to claim 6, wherein a key used for the data packet ciphering 

includes a key generated by using a hash-based message authentication code key type 

10 derivation function. 

8. Method according to any previous claim, wherein the hash type algorithm includes 

at least one element of a group including: 

- a locality sensitive hash type algorithm; 

15 - a Trend micro Locality Sensitive Hash type algorithm; 

- a nilsimsa type algorithm; 

- an sdhash type algorithm; 

- an ssdeep type algorithm; and 

- a fuzzy matching type algorithm; 

20 - an approximate matching type algorithm; 

- a near duplicate matching type algorithm; and 

- a similarity detection type algorithm. 

9. Method according to any previous claim, wherein, each time the authentication is 

25 successful, the method further comprises storing the generated hash. 

10. Method according to any previous claim, wherein, each time the authentication is 

successful, the method further comprises registering, instead of the predetermined 

reference hash, the generated hash, as an updated reference hash to be used for a 

30 next authentication. 

11. A first authentication device (14), characterized in that the first authentication 

device is configured to: 
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- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

5 to the predetermined hash type algorithm, a hash; and 

- send to a second authentication device the generated hash. 

12. Device according to claim 11, wherein the first authentication device includes 

includes at least one element of a group including: 

1 O - a mobile phone; 

- a Personal Computer; 

- a vehicle; 

- a desktop; 

- a virtual reality device; 

15 - an augment reality device; 

- an Internet Of Things type device; and 

- a computing device. 

13. A second authentication device (16), characterized in that the second 

20 authentication device is configured to: 

25 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

14. Device according to claim 13, wherein the second authentication device includes 

at least one element of a group including: 

- a secure element; 

- a local server; 

30 - a remote server; 

- a mobile phone; 

- a Personal Computer; 

- a vehicle; 
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- a desktop; 

- a virtual reality device; 

- an augment reality device; 

- an Internet Of Things type device; 

5 - a computing device. 

15. An authentication system (10), characterized in that, the system comprising a 

first authentication device (14) and at least one second authentication device (16), the 

first authentication device is configured to: 

10 - collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

15 - send to the second authentication device, the generated hash; and 

in that the second authentication device is configured to: 

- receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

20 - authenticate successfully or not based on the generated hash distance. 
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AUTHENTICATION METHOD, DEVICE AND SYSTEM 

ABSTRACT 

The invention relates to an authentication method. The method comprises: 

5 - collecting 24, based on a predetermined authentication policy, at least one context 

data element; 

- constituting 28, based on the at least one collected context data element, a data 

packet; 

- generating 216, by using a predetermined hash type algorithm and the data packet, as 

10 input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

- generating 220, as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating 224 successfully or not 223 based on the generated hash distance, as 

15 an authentication step. 

The invention also relates to corresponding device and system. 

Figure 2 
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CLAIMS 

1. An authentication method (20) comprising: 

- collecting (24), based on a predetermined authentication policy, at least one context 

data element; 

5 - constituting (28), based on the at least one collected context data element, a data 

packet; 

- generating (216), by using a predetermined hash type algorithm and the data packet, 

as input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

10 - generating (220), as a hash distance generation step, a hash distance between the 

generated hash and a predetermined reference hash; and 

- authenticating (224) successfully or not (223) based on the generated hash distance, 

as an authentication step. 

15 2. Method according to claim 1, wherein, the predetermined hash type algorithm 

comprising a locality sensitive hash type algorithm, the method further comprises, as 

the hash distance generation step and the authentication step, the following steps: 

- generating, by using the locality sensitive hash type algorithm, a score, as a level of 

similarity between the generated hash and the predetermined reference hash; 

20 - comparing the score to a predetermined threshold value; 

- authenticating successfully only if the score is equal to or greater than the 

predetermined threshold value. 

3. Method according to claim 1 or 2, wherein, prior to generating the hash, the 

25 method further comprises sorting, according to a numerical order, the at least one 

collected context data element within the data packet. 

4. Method according to any previous claim, wherein, prior to generating the hash, the 

method further comprises weighting, according to the authentication policy, at least one 

30 of the at least one context data element. 

5. Method according to any previous claim, wherein, prior to constituting the data 

packet, the method further comprises grouping, according to the authentication policy, 
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together at least two context data elements comprised within the at least one context 

data element, to constitute at least one corresponding context data group. 

6. Method according to any previous claim, wherein, prior to generating the hash, the 

5 method further comprises ciphering, according to the authentication policy, the data 

packet. 

7. Method according to claim 6, wherein a key used for the data packet ciphering 

includes a key generated by using a hash-based message authentication code key type 

10 derivation function. 

8. Method according to any previous claim, wherein the hash type algorithm includes 

at least one element of a group including: 

- a locality sensitive hash type algorithm; 

15 - a Trend micro Locality Sensitive Hash type algorithm; 

- a nilsimsa type algorithm; 

- an sdhash type algorithm; 

- an ssdeep type algorithm; and 

- a fuzzy matching type algorithm; 

20 - an approximate matching type algorithm; 

- a near duplicate matching type algorithm; and 

- a similarity detection type algorithm. 

9. Method according to any previous claim, wherein, each time the authentication is 

25 successful, the method further comprises storing the generated hash. 

10. Method according to any previous claim, wherein, each time the authentication is 

successful, the method further comprises registering, instead of the predetermined 

reference hash, the generated hash, as an updated reference hash to be used for a 

30 next authentication. 

11. A first authentication device (14), characterized in that the first authentication 

device is configured to: 
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- collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

5 to the predetermined hash type algorithm, a hash; and 

- send to a second authentication device the generated hash. 

12. Device according to claim 11, wherein the first authentication device includes 

includes at least one element of a group including: 

10 - a mobile phone; 

- a Personal Computer; 

- a vehicle; 

- a desktop; 

- a virtual reality device; 

15 - an augment reality device; 

- an Internet Of Things type device; and 

- a computing device. 

13. A second authentication device (16), characterized in that the second 

20 authentication device is configured to: 

25 

- receive a generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

- authenticate successfully or not based on the generated hash distance. 

14. Device according to claim 13, wherein the second authentication device includes 

at least one element of a group including: 

- a secure element; 

- a local server; 

30 - a remote server; 

- a mobile phone; 

- a Personal Computer; 

- a vehicle; 
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- a desktop; 

- a virtual reality device; 

- an augment reality device; 

- an Internet Of Things type device; 

5 - a computing device. 

15. An authentication system (10), characterized in that, the system comprising a 

first authentication device (14) and at least one second authentication device (16), the 

first authentication device is configured to: 

10 - collect, based on a predetermined authentication policy, at least one context data 

element; 

- constitute, based on the at least one collected context data element, a data packet; 

- generate, by using a predetermined hash type algorithm and the data packet, as input 

to the predetermined hash type algorithm, a hash; 

15 - send to the second authentication device, the generated hash; and 

in that the second authentication device is configured to: 

- receive from the first device, the generated hash; 

- generate a hash distance between the generated hash and a predetermined reference 

hash;and 

20 - authenticate successfully or not based on the generated hash distance. 
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Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
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THALES DIS FRANCE SA, Meudon, FRANCE 
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Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 
EUROPEAN PATENT OFFICE (EPO) 17306977.4 12/29/2017 

Permission to Access Application via Priority Document Exchange: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 07/15/2020 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
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Projected Publication Date: 10/22/2020 
Non-Publication Request: No 
Early Publication Request: No 
Title 

AUTHENTICATION METHOD, DEVICE AND SYSTEM 

Preliminary Class 
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PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 
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No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
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Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
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and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 
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forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
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Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
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Attorney Docket No'.------

COMBINED DECLARATION 
AND ASSIGNMENT (JOINT) 

As bne of the below named inventors, I hereby declare that this Combined Declaration and Assignment is 
directed to: · · · 

{1) U.S. application number or PCT application number 1.6/958,252 

filed on November 19 2018 

entitled AUTHENTICATION METHOD DEVICEAND SYSTEM . J . . . 

or 

(2) the attached application entitled 

DECLARATION 

As one of the below named inventors, l further declare that: 

The above~identified application was made or authorized to be made by me. 

I believe thatl am an original joint inventor of a claimed invention in the application. 

I have· reviewed and. Understand· the contents of the above-identified specification, including the 
claims, 

I acknowledge the dlity to disclose to the U.S. Patent and Trademark Office all information known 
to me to be material to patentability as defined in title 37, Code of Federal Regulations,§ 1.56. 

I hereby acknowledge that any willful false .statement made in this declaration ls punishable under 
18 U.S:C. 1001 by fine or imprisonment of not more than five (5) years, or both. 

ASSIGNMENT 

THIS ASSIGNMENT, by the undersigned inventors (hereinafter referred to as "the Assignors"), 
respectively, witnesseth: 

WHEREAS, the Assignors have invented certain hew and useful improvements set forth in an 
application for Letters Patent of -the United States, which is a nonprovisional application; 

WHEREAS, THALES DIS FRANCE SA ; a corporation duly organized under arid pursuant to the 
laws of FRANCE and having a principal place of business at: ·.· 

6, rue de la Verrerie - 92190 IvIEUDON .• FRANCE 

(hereinafter referred to as "the Assignee"), is desirous of acquiring the entire right, title, and 
interest in and to said inventions, the rightto file applications on said inventions and the entire right, title 
and interest in and to any applications, including provisional applications for Letters Patent of the United 
States or other countries claiming priority to said application, and in and to any Letters Patent or Patents, 
United States or foreign, to be obtained therefor and thereon. 

Bucbananlngersoll~ Rooney Pc 
Attoin~~ &..Gciv~rrKmt fl@l.atio.n!.-.P1'of(!"i1:ui.al$ Page 1 
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Attorney Docket No. 

NOW, THEREFORE, for good and svfficient consideration, the teceipt of which is hereby 
acknowledged, the Assignor$ havf.l sold, assigned, transferred, and set over, and by these presents do 
sen, assign, transfer, and set over, unto the Asslgnee, its successors, legal representatives; and assigns 
the entire right til!e,. and interest in and to the above-mentioned inventions, the right to file applications on 
said inventions and the entire right, title and interest in and to any applications for letters Patent of the 
United Stati:is or other countries claiming priority to said applications, and any and all Letters Patent or 
Patents of the United States of America and all foreign countries that may be gratited therefor and 
thereon, and in and to any and all applications daiming priority lo said applications, divisions, 
cont!nuaUons, and contirluations-in-part of said applications, and reissues and extensions of said Letters 
Pat<,int or Patents, and all rights under the internationat Convention for the Protection of !ndustrla! 
Property, the same to be held and enjoyed by the Assignee, for its own use and behoof and the use and 
behoof of its successors, legal representatives, mid assigns, to the full end of the term or terms for which 
Letters Patent or Patents may be gran1ed as fully and entirely as the sarne would have been held and 
enjoyed by the As.signors had this sale and assignment not been made; 

AND for the same consideration, the Assignors hereby covenant and agree to and with the 
Assignee" Its successors, legal repres-entatives, and assigns, that, at the time of execution and delivery of 
these presents, the Assignors are the so!e and lawful owners of ihe entire light, title, and interest ifi. and to 
the inventions set forth in said applications and said applications, incl1Jding provisional applications, 
above-mentioned, and that the same are unencumbered, and that the Assignors have good and full right 
and lawful authority to sell and convey the same in the manner herein set forth; 

AND for the same consideration, the Assignors hereby covenant and agree to and with the 
Assignee, its successors, legal representatives, and assigns that the Assignors will, whenever counsel of 
the Assignee, or· the counsel of its successors, legal representatives., and assigns, shall advise that any 
proceedi11g in connection with said inventions or said applications for Letters Patent or Patents, or any 
proceeding in connection with Letters Patent or Patents for said inventions in any country, including 
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Application/Control Number: 16/958,252 
Art Unit: 2433 

DETAILED ACTION 

Notice of Pre-AIA or AIA Status 

Page 2 

1. The present application, filed on or after March 16, 2013, 

is being examined under the first inventor to file provisions of 

the AIA. 

2. This is the initial office action that has been issued in 

response to patent application 16/958,252, filed on 06/26/2020. 

Claims 1-15 are cancelled. Claims 16-25 as originally filed and 

are currently pending and have been considered below. 

Specification 

3. The title of the invention is not descriptive. A new title 

is required that is clearly indicative of the invention to which 

the claims are directed. 

Drawings 

4. The drawings are objected to under 37 CFR 1.83(a) because 

they fail to show details of the drawings as described in the 

specification. Any structural detail that is essential for a 

proper understanding of the disclosed invention should be shown 

in the drawing. MPEP § 608.02(d). Corrected drawing sheets in 

compliance with 37 CFR 1.121(d) are required in reply to the 

Office action to avoid abandonment of the application. Any 
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amended replacement drawing sheet should include all of the 

Page 3 

figures appearing on the immediate prior version of the sheet, 

even if only one figure is being amended. The figure or figure 

number of an amended drawing should not be labeled as "amended." 

If a drawing figure is to be canceled, the appropriate figure 

must be removed from the replacement sheet, and where necessary, 

the remaining figures must be renumbered and appropriate changes 

made to the brief description of the several views of the 

drawings for consistency. Additional replacement sheets may be 

necessary to show the renumbering of the remaining figures. Each 

drawing sheet submitted after the filing date of an application 

Claim Rejections - 35 USC§ 103 

5. The following is a quotation of 35 U.S.C. 103 which forms 

the basis for all obviousness rejections set forth in this 

Office action: 

A patent for a claimed invention may not be obtained, notwithstanding 
that the claimed invention is not identically disclosed as set forth 
in section 102, if the differences between the claimed invention and 
the prior art are such that the claimed invention as a whole would 
have been obvious before the effective filing date of the claimed 
invention to a person having ordinary skill in the art to which the 
claimed invention pertains. Patentability shall not be negated by the 
manner in which the invention was made. 
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6. Claims 16, 20 and 25 are rejected under 35 U.S.C. 103 as 

being unpatentable over Lawrence (US 2014/0108800 Al), Cheng (US 

2017/109514 Al) and Aura (US 2006/0020796 Al) in view of 

Sakamoto (US 2008/0181403 Al). 

7 00 Regarding Claim 16, Lat"vrerice ar1cj c::t1en.i:J ciiscl•:Jse r ar1 

authentication method comprising: 

Lawrence does not explicitly disclose the following limitations 

that Cheng teaches: 

- collecting, based on a predetermined authentication policy, at 

lea::3t one con.text data elemen.t (Cheng 1 [0031] 1 the utilization 

of a userrs activity context for continuous authentication, 

embodiment of the present invention may also be used for 

providing alerts, An alert generated in response to the 

detection of a predetermined activity context); 

I~ would have been obvious to one having ordinary skill in 

the art before the effective filing date of the claimed 

invention to include an authentication policy that is collected 

at the data elern.ent viherein. at least on.e cont_-_ext is extst_-_in.g, 

- constituting a data packet, based on the at least one 

collected context data element (Lawrence, [0053], the client 

device 108 seeded by the digital samples 226 collected by the 

client device in the data block 138 and authenticate); ---
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Page 5 

rJer,.e.catin(~ a hashr by us.·,_ng a predetennined hash type alrJori t_-_run 

and the data packet, as input co the predetermined hash type 

alg·orithm (Lawrencer [0070] r The function 242,. may comprise for 

example but w·itl:wut limitation,, a Secure Hash Algorith.,,:i or other 

algorithm capable of generating a repeatable hash value such as 

the hash value 152 for the same data block such as the ci.ata 

block 138.}; - sencunq the qenr:ra t.r:d hash (Lawrence 1 [ 0058 J I sends 

hash value); 

Lawrence and Cheng does not explicitly disclose the following 

limitations that Aura teaches: 

- generating, as a hash distance generation step, a hash 

distance between the generated hash and a predetermined 

refr:rence hash (Aura, [0074] 1 in a predete.r::mined portion of the 

hash value (such as a predetermined n'll.mber of the left-most 

bits),. may be the greatest n1..miber of zero bits within the 

complete computed hash value, may be the qreatest number of 

sequential zero bits within the computed hash value); 

Lawrence 1 Cheng and Aura does not explicitly disclose the 

following limitations that Sakamoto teaches: 

It would have been obvious to one havina ordinary skiil in 

the arc before the effective filing- date of the claimed 

invention co include the generated hash necween the determined 

hasho 
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Lawrence, Cheng and Aura does not explicitly disclose the 

following limitations that Sakamoto teaches: 

Page 6 

and - authenticating successfully or not based on the generated 

ha:3h d.·i_:=3tance, as an a,_1t.hent.~icat.~ion step (Sakamoto, [0002], an 

authenticating system, an authenticatinq method,, and an 

authenticating program that can be successiv·ely utilized also in 

a case where a hash algorith.~) 

8, Regarding Claim 20, La.wrr:nce, Chr:nq I Aura and Saka.1noto 

disclose, the method according to claim 

Lawrence does not explicitly disclose the following limitations 

that Cheng teaches: 

where.tr,_, prior to ccn::'.ti t_-_utin(~ the data packet 1 t_-_he method 

furthr:r c::mapri5es qroupinq toqethr:r, accordinq to the 

authentication policy, at least two cont.ext data elements 

ccmprised within the at least one context data element, tc 

ccnstitute at least one ccrresponding context data grcup (Cheng, 

[0050], modules and/or ci.ata structures .may be combined or 

divided into sub-modules,, sub-processes or other units of 

computer code or data as may be required by a particular design 

or implementation of the user authentication subsystem 1100). 

I~ wculd have been obvious tc one having ordinary skill in 

the art before the effective filing date of the claimed 
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invention combine two of the context data from the information 

nrovided in the authentication policy and include at least one 

corresponding context data. 

9. Regarding Claim 25 1 Lav✓-cence, Chenq, Aura I Sa kamo t-_o 

authentication device and at least one second authentication 

device, wherein the first authentication device is configured 

La·wrence does not explicitly disclose the follm-ring limitations 

that Cheng teaches: 

- collect a~ least one context data element 1 based on a 

predetermined authentication policy (Cheng, [0031], the 

utilization of a user's activity context for continuous 

authentication; embodiment of the present inv~ention may also 1.";e 

used for providinq alerts. an alert qenerated in response to 

the detection of a predetermined activity context [0024], the 

data signals produced by the sensinq device (s) 126 prov~ide the 

activity context inputs 128 and/or the biometric inputs 130 that 

are analyzed by the user authentication subsystem 110.); -

constitute a data packet, based on the at least one collected 

context data element (Lawrence, [0053], the client 

device 108 seeded by the digital samples 226 collected by the 

client device in the data block 138 and authenticate); - generate 
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a hash 1 by usir,_g a p.cedet_-_errn __ ·,.ned hash type a-"l.(~or.·,.t.hrn. an.d the 

Page 8 

data packet, as input to the predetermined hash type algorithm 

(Lawrence, [0070], The function 242 1 .may comprise for example 

but w·ithout limitation,, a Secure Hash Algorith.,,:i or other 

algorithm capable of generating a repeatable hash value such as 

the hash value 152 for the same data block such as the ci.ata 

qene.rated ha:.oh (Lawrence 1 [0058] 1 sends hash value); - and 

wherein the second authentication device is configured to: -

receive the generated hash from the first device (Lawrence, 

[0006] 1 a client device receives a received hash value); 

Lawrence and Cheng does not explicitly disclose the follm1ing 

limitations that Aura teaches: 

- generate a hash distance between the generated hash and a 

predetermined reference ha.s:h (Aura, [0074], in a predete.rmined 

portion of the hash value (such as a predetermined number of the 

left-most bits), may be the greatest ntmiber of zero bits within 

the complete computed hash value, may be the greatest number of 

sequential zero bits within the computed hash value); 

and - authenticate successfully or not based on the generated 

ha.s:h di.stance (Sakamoto 1 [0002] 1 an authenticatinq system, an 

authenticatinq method,, and an authenticating program that can be 

successively utilized also in a case where a hash algorithm,), 
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10. Claims 17 is rejected under 35 U.S.C. 103 as being 

unpatentable over Lawrence (US 2014/0108800 Al), Cheng (US 

2017/109514 Al), Aura (US 2006/0020796 Al) and Sakamoto (US 

2008/0181403 Al) in view of Sharifi {US 9514753 B2). 

11. Regarding Claim 1 7, Lawrence, Chenq r .i\ura, ,'3akamot. and 

Page 9 

Sharifi disclose, the method according to claim 16, wherein, the 

pre,3-etermined hash type alqorithm comprisc':s ,, loc::alit.y ~-:;ensit.ive 

ha :3 h type a lgori thrn, the met.hod further 

as the hash distance generation step and the authentication 

stepr t.he following steps: 

Lawrence, Cheng Aura, Sakamoto does not disclose the following 

limitations that Sharifi teaches: 

- generating a score, by using- t.he locality sensitive hash type 

of similarity between the generated hash 

and the predetermined reference hash (Sharifi, Col. 19, lines 

25-28, Comparing the speaker vectors in the set with the 

utterance vector includes determining similarity scores that 

each indicate a degree of similarity. Col. 9; lines 60-61, For 

each speaker vector 130 a-130 c, a hash 1ralue may be determined 

for each of multiple hash functions 140); 

Lawrence and Cheng does not disclose the following limitations 

that Sharifi teaches: 
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- comparing the score to a predetermined threshold value 

Page 10 

(Sharifi 1 Col, 12, lines 54~55 1 similarity score that satisfies 

the threshold); 

I~ would have been obvious to one having ordinary skill in 

the art before the effective filing date of the claimed 

invention to include a score that is generated using levels of 

:3imi.1_ari t-_ie~:; for predeterrn~tned reference ha~:;h and compar_-,_nq t-_he 

score to the threshold. 

qreater than the predetermined thresho}d value (Lawrence, 

[0050] 1 the data block 138 bas effectively been validated, the 

data block 138 can reliably be processed to authenticate the 

time t2 and/or the location 122 of the client device 108. [0086], 

he computed hash value 322 match, and if the time 

difference 322 (t1~t2est) is below a time threshold value, the 

authentication processor 300 authenticates possession). 

12. Claims 18 and 21-22 are rejected under 35 U.S.C. 103 as 

being unpatentable over Lawrence (US 2014/0108800 Al), Cheng (US 

2017/109514 Al), Aura (US 2006/0020796 Al) and Sakamoto (US 

2008/0181403 Al) in view of in view of Chul-min(US 20040221153 

Al) 
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13. Regarding Claim 18, Lawrence, Chenq r .i\ura; ,'3akamot.D and 

.-,i- l . '. l t·· L11u -min aisc ose, ne method according to claim 16, 

Lawrence, Cheng, Aura, Sakamoto does not explicitly disclose the 

following limitations that Chil-min teaches: 

wherein, prior to generating the hash, the method further 

comprisc':s sCJrting, accordinq to a numerical orck:r, the at lc':a~-_:;t. 

one collected cCJntext data element within t.he data packet (Chul-

min, Abstract, data packets as a combination value, which is 

obtained by dividing the fixed ,lfidth by the variable width, and 

co:mbining the same nmnber of sequentially received variable). 

It would have been obvious to one having ordinary skill in 

the art. befCJre the effective filing date of the claimed 

invention to include the generated hash and sorting the method 

in numerical order for one collected context data. 

140 Regarding Claim 21, Lawrence, Chen(}; Iu1ra, Sakamoto and 

Chul-min disclose, the method according to ciaim 16, 

Lawrence, Cheng, Aura, Sakamoto does not explicitly disclose the 

following limitations that Chil-min teaches: 

v1hereir,., prior to genera t_-_ir,.g the hash, the rr,.ethod fu_cthe_c 

comprises ciphering· the data packet, according to the 

authentication policy (Chul-min, [0050], qenerates a hash code 

providing authentication for an entire fixed width data packet. 

[0041], he enciphering unit 22 enciphers a fixed width data 
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packet. [0051], AH engine generates an authentication code of an 

entire data packet), 

It would have been obvious to one having ordinary skill i~ 

the arc before the effective filing date of the claimed 

invention to cipher the data packet with the information given 

from the authentication policy. 

Chul-min disclose, the method according to claim 21, 

La·wrence, Cheng, Aura, Sakamoto does not explicitly disclose the 

following limitations that Chil-rnin teaches: 

wherein a key used for the data packet ciphering includes a Key 

generated by using a hash-based message authentication code key 

t·.ype der.·i_vat.·i.on funct·.ion (Chul-min, [0050], the AH engine using 

a hash message authentication code (.m1-AC)~message digest 

function 95 (MD5) algorithm, 32-bit data is input and enciphered 

and 32-bit cipher data is output . .m1-AC-MD5 is a secret key 

algorithm providing authentication), 

It would have been obvious to one having ordinary skill in 

the art before the effective filing date of the claimed 

invention co include the key used to cipher the data packet 
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16. Claims 19 is are rejected under 35 U.S.C. 103 as being 

unpatentable over Lawrence (US 2014/0108800 Al), Cheng (US 

2017/109514 Al), Aura (US 2006/0020796 Al) and Sakamoto (US 

2008/0181403 Al) in view of Bisikalo (EP 2924603 A2). 

Page 13 

17. Regarding Claim 19, Lawrence, Chen:;:r, Aura; Sakamotc and 

Bisikalo disclose, the method according to claim 16, 

Lawrence, Cheng, Aura 1 Sakamoto does not explicitly disclose the 

following limitations that Bisikalo teaches: 

wherein, prior to generating the hash, the method further 

comprises: wei9hting 1 accordin(J to the authentication policy 1 the 

at least cne context data elern.ent (Bisikalo, [0031], financial 

institution may want to weigh the audio element 406 more heavily 

in the total score than a visual element (e,g., 408) because the 

institution can utilize speech recognition technology to 

identify the user with great precision)< 

I~ wculd have been obvious tc one having ordinary skill in 

the art before the effective filing date of the claimed 

invention to include weighing the hash for the context data 

element within the authenticaticn pclicy 

18. Claim 24 is rejected under 35 U.S.C. 103 as being 

unpatentable over Lawrence (US 2014/0108800 Al) and Aura (US 

2006/0020796 Al)in view of Sakamoto (US 2008/0181403 Al) 
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19 o Regarding Claim 24 1 Law_cen_ce and 1\u_ca d_-,_::3clo::3e, a second 

authentication device, wherein the second authentication device 

is configured to: - receive a generated hash (Lawrence, [0006], 

a client device receives a received hash value); 

Lawrence does not explicitly disclose the following limitations 

that Aura teaches: 

- generate a hash distance between the generated hash and a 

predetermined reference hash (Aura, [0074], in a predete1:"Tl!ined 

portion of the hash value (such as a predetermined nmnber of the 

left-most bits}, may be the greatest number of zero bits within 

the complete computed hash value 1 may be the greatest number of 

sequential zero bits within the computed hash value); 

It would have been obvious to one havina ordinary skiil in 

the ar~ before the effective filing date of the claimed 

invention co include the generated hash necween the determined 

hasho 

Lawrence and Aura does not explicitly disclose the following 

limitations that Sakamoto teaches: 

and - authenticate successfully or not based on the generated 

hash di.stance (Sakamoto, [0002], an authenticatinq system,, an 

authenticatinq method,, and an authenticating program that can be 

successively utilized also in a case where a hash algorithm,), 
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20. Claims 23 is rejected under 35 U.S.C. 103 as being 

unpatentable over Lawrence (US 2014/0108800 Al) and Cheng (US 

2017/109514 Al). 

21. Regarding Claim 23, Lawrence and Chenq dL_;clcsr:r ,, fir;_:;t 

authentication device, wherein the first authentication device 

is contiqured ~c: 

La·wrence does not explicitly disclose the follm-ring limitations 

that Cheng teaches: 

- collect at least one context data element, based on a 

predetermined authentication policy (Cheng, [0031], the 

utilization of a user's activity context for continuous 

authentication; embodiment of the present inv~ention may also 1.";e 

used for providinq alerts. an alert qenerated in response to 

the detection of a predetermined activity context [0024], the 

data signals produced by the sensinq device (s) 126 prov~ide the 

activity context inputs 128 and/or the biometric inputs 130 that 

are analyzed by the user authentication subsystem 110.); -

constitute a data packet, based on the at least one collected 

context data element (Lawrence, [0053], the client 

device 108 seeded by the digital samples 226 collected by the 

client device in the data block 138 and authenticate); - generate 
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a hash 1 by usir,_g a p.cedet_-_errn __ ·,.ned hash type a-"l.(~or.·,.t.hrn. an.d the 

data packet, as input to the predetermined hash type algorithm 

(Lawrence, [0070], The function 242 1 .may comprise for example 

but w·ithout limitation,, a Secure Hash Algorith.,,:i or other 

algorithm capable of generating a repeatable hash value such as 

the hash value 152 for the same data block such as the ci.ata 

block 138.}; dnd - send thr: qener d ted. ha.~-:;h to a ~-:;econd 

authentication deTice (Lawrence, [0058], sends hash value). 

Conclusion 

22. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to MAYASA 

SHAAWAT whose telephone number is (571)272-3939. The examiner 

can normally be reached on M-F, 8 AM TO 5 PM. If attempts to 

reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, JEFFREY PWU can be reached on (571)272-6789. The fax 

phone number for the organization where this application or 

proceeding is assigned is 571-273-8300. 

Examiner interviews are available via telephone, in-person, 

and video conferencing using a USPTO supplied web-based 

collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

Information regarding the status of an application may be 
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obtained from the Patent Application Information Retrieval 

Page 17 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have 

questions on access to the Private PAIR system, contact the 

Electronic Business Center (EBC) at 866-217-9197 (toll-free). If 

you would like assistance from a USPTO Customer Service 

Representative or access to the automated information system, 

call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/MAYASA SHAAWAT/ 
Examiner, Art Unit 2433 

/JEFFREY C PWU/ 
Supervisory Patent Examiner, Art Unit 2433 
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(54) METHOD AND SYSTEM FOR USER AUTHENTICATION BASED ON BIOMETRICS, CLOTHES 
WEARING AND SURROUNDING SCENE 

(57) Methods and apparatuses, including computer 
program products, are described for authentication using 
a video signature. A computing device receives a request 
to access a secure resource, and the request includes a 
first video segment comprising a plurality of visual and 
audio elements, wherein at least a first one of the visual 
elements comprises a physical characteristic of the user, 
e.g. biometrics, at least a second one of the visual ele­
ments comprises a physical object in proximity to the 
user, e.g. an object worn / owned by the user, and at 
least a third one of the visual elements comprises an 
element of the environment surrounding the user, e.g. 
determining geolocation. The computing device analyz-

40,1 
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es one or more of the plurality of visual and audio ele­
ments in the first video segment to determine a value 
associated with each of the one or more analyzed ele­
ments. The computing device calculates a total score for 
the first video segment based upon the value associated 
with each of the one or more analyzed elements. The 
computing device compares the total score for the first 
video segment to a score associated with a second video 
segment associated with the computing device. The 
computing device determines whether access to these­
cure resource is permitted based upon the comparison 
step. 
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Description 

[0001] This application relates generally to methods and apparatuses, including computer program products, for au­
thentication using a video signature. 

5 [0002] Typical authentication mechanisms, such as usemame / password combinations, are susceptible to theft, 
spoofing, phishing, and other forms of fraudulent activity by impostors seeking access to a user's secure accounts or 
resources (e.g., websites, documents, databases). More robust authentication techniques, like biometric scanning, have 
not yet become widely available and can depend significantly on both the type of technology available to a user and the 
type of technology used by an entity monitoring access to a secure resource. 

10 [0003] Many computing devices, especially mobile devices, are equipped with cameras that can be used to record 
and transmit video segments (e.g., still images, video clips). Video segments typically incorporate a variety of visual and 
audio elements that can be used to uniquely identify the video segment in question from other video segments. 
[0004] Therefore, what is needed are methods and systems to leverage the video capture capability of computing 
devices to generate a video signature used in authenticating a user and/or computing device to a secure resource. The 

15 techniques described herein provide the advantage of generating a video signature through analysis of a user-created 
and submitted video segment that includes a plurality of distinct visual and audio elements, where the plurality of elements 
are analyzed to calculate a total score for the video segment. A video segment, submitted by a user and assigned a 
score, can be used as a video signature to authenticate subsequent attempts to access the secure resource, e.g., by 
comparing the visual and audio elements in a later-submitted video segment against the video signature associated 

20 with a previously-submitted video segment. 
[0005] The invention, in one aspect, features a method for authentication using a video signature. A computing device 
receives a request to access a secure resource, and the request includes a first video segment comprising a plurality 
of visual and audio elements. The computing device analyzes one or more of the plurality of visual and audio elements 
in the first video segment to determine a value associated with each of the one or more analyzed elements. The computing 

25 device calculates a total score for the first video segment based upon the value associated with each of the one or more 
analyzed elements. The computing device compares the total score for the first video segment to a score associated 
with a second video segment associated with the computing device. The computing device determines whether access 
to the secure resource is permitted based upon the comparison step. 
[0006] The invention, in another aspect, features a system for authentication using a video signature. The system 

30 includes a computing device configured to receive a request to access a secure resource, and the request includes a 
first video segment comprising a plurality of visual and audio elements. The computing device is configured to analyze 
one or more of the plurality of visual and audio elements in the first video segment to determine a value associated with 
each of the one or more analyzed elements. The computing device is configured to calculate a total score for the first 
video segment based upon the value associated with each of the one or more analyzed elements. The computing device 

35 is configured to compare the total score for the first video segment to a score associated with a second video segment 
associated with the computing device. The computing device is configured to determine whether access to the secure 
resource is permitted based upon the comparison step. 
[0007] The invention, in another aspect, features a computer program product, tangibly embodied in a non-transitory 
computer readable storage medium, for authentication using a video signature. The computer program product includes 

40 instructions operable to cause a computing device to receive a request to access a secure resource, and the request 
includes a first video segment comprising a plurality of visual and audio elements. The computer program product 
includes instructions operable to cause the computing device to analyze one or more of the plurality of visual and audio 
elements in the first video segment to determine a value associated with each of the one or more analyzed elements. 
The computer program product includes instructions operable to cause the computing device to calculate a total score 

45 for the first video segment based upon the value associated with each of the one or more analyzed elements. The 
computer program product includes instructions operable to cause the computing device to compare the total score for 
the first video segment to a score associated with a second video segment associated with the computing device. The 
computer program product includes instructions operable to cause the computing device to determine whether access 
to the secure resource is permitted based upon the comparison step. 

50 [0008] In a yet further aspect, the invention relates to a method for authentication using a video signature, the method 
comprising: receiving, by a computing device from a remote device associated with a user, a request to access a secure 
resource, the request including a first video segment comprising a plurality of visual and audio elements, wherein at 
least a first one of the visual elements comprises a physical characteristic of the user, at least a second one of the visual 
elements comprises a physical object in proximity to the user, and at least a third one of the visual elements comprises 

55 an element of the environment surrounding the user; determining, by the computing device, a plurality of characteristics 
associated with each of the plurality of visual and audio elements; assigning, by the computing device, a value to each 
of the characteristics based upon predetermined value information stored by the computing device; calculating, by the 
computing device, a total score for the first video segment based upon the value associated with each of the character-
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istics; comparing, by the computing device, the total score for the first video segment to a score associated with a second 
video segment previously received from the remote device; determining, by the computing device, whether to permit 
the remote device to access the secure resource based upon the comparison step; and connecting, by the computing 
device, the remote device to the secure resource if access is permitted. 

5 [0009] Any of the above aspects can include one or more of the following features. In some embodiments, the analyzing 
step includes determining one or more characteristics associated with each of the one or more plurality of visual and 
audio elements, assigning a value to the characteristics based upon predetermined value information stored by the 
computing device, and storing the values for the characteristics. In some embodiments, the one or more characteristics 
include a position of a visual element, movement of a visual element, a color of a visual element, a type of a visual 

10 element, and an absence of a visual element. In some embodiments, the computing device performs a speech-to-text 
conversion on an audio element. In some embodiments, values are assigned to the characteristics based upon frequency 
of appearance within frames of the first video segment. In some embodiments, the predetermined value information is 
adjusted based upon preferences provided by a user of the computing device. 
[001 OJ In some embodiments, the calculating step includes assigning a weight to one or more of the analyzed elements 

15 based upon a security profile at the computing device. In some embodiments, the comparing step further includes 
comparing the value associated with one of the analyzed elements in the first video segment to a value associated with 
an analyzed element in the second video segment, and determining a deviation value based upon the comparison of 
the analyzed element values. In some embodiments, the computing device aggregates the deviation value for the 
comparisons of each of the analyzed element values and determines whether the aggregated deviation value falls below 

20 a predetermined threshold. 
[0011] In some embodiments, the plurality of visual and audio elements includes a visual representation of a user of 
the computing device. In some embodiments, the plurality of visual and audio elements includes an object in proximity 
to the user of the computing device. In some embodiments, the plurality of visual and audio elements includes a phrase 
spoken by the user of the computing device. 

25 [0012] In some embodiments, the first video segment is captured using a camera connected to the computing device. 
In some embodiments, the computing device is a mobile device. In some embodiments, the secure resource is a website. 
[0013] Other aspects and advantages of the invention will become apparent from the following detailed description, 
taken in conjunction with the accompanying drawings, illustrating the principles of the invention by way of example only. 
[0014] The advantages of the invention described above, together with further advantages, may be better understood 

30 by referring to the following description taken in conjunction with the accompanying drawings. The drawings are not 
necessarily to scale, emphasis instead generally being placed upon illustrating the principles of the invention. 

FIG. 1 is a block diagram of a system for authentication using a video signature, according to an embodiment of the 
invention. 

35 FIG. 2 is a block diagram of a system for authentication using a video signature, according to an embodiment of the 
invention. 
FIG. 3 is a flow diagram of a method for authentication using a video signature, according to an embodiment of the 
invention. 
FIG. 4 is a diagram of an exemplary video segment to be analyzed to generate a video signature, according to an 

40 embodiment of the invention. 

45 

FIG. 5 is a diagram of an exemplary video segment to be authenticated using a video signature, according to an 
embodiment of the invention. 
FIG. 6 is a diagram of another exemplary video segment to be authenticated using a video signature, according to 
an embodiment of the invention. 

[0015] FIG. 1 is a block diagram of a system 100 for authentication using a video signature, according to an embodiment 
of the invention. The system 100 includes a client computing device 102, a camera device 103 coupled to client device 
102, a communications network 104, a server computing device 106 that includes a video signature authentication 
module 108, and a database 110. 

50 [0016] The client device 102 connects to the server computing device 106 via the communications network 104 in 
order to authenticate a video signature captured by the client device 102. Exemplary client devices include desktop 
computers, laptop computers, tablets, mobile devices, smartphones, and internet appliances. It should be appreciated 
that other types of computing devices that are capable of connecting to the server computing device 106 can be used 
without departing from the scope of invention. Although FIG. 1 depicts one client device 102, it should be appreciated 

55 that the system 100 can include any number of client devices. 
[0017] A camera device 103 is coupled to client device 102. The camera device can be any type of digital video camera 
(e.g., webcam) that is capable of capturing and transmitting video images of the user and/or the client device 102. As 
will be described in greater detail below, the camera device is configured to capture images of the user and the area 
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surrounding the user for purposes of performing authentication of the user and/or the client device. In some embodiments, 
the camera device 103 is embedded in the client device 102, for example, a smartphone with an integrated camera or 
a laptop computer with an integrated webcam. Although FIG. 1 depicts one camera device 103, it should be understood 
that the system 100 can include any number of camera devices. 

5 [0018] The communication network 104 enables the client device 102 to communicate with the server computing 
device 106 in order to perform authentication procedures. The network 104 may be a local network, such as a LAN, or 
a wide area network, such as the Internet and/or a cellular network. In some embodiments, the network 104 is comprised 
of several discrete networks and/or sub-networks (e.g., cellular ➔ Internet) that enable the client device 102 to commu­
nicate with the server computing device 106. It should be understood that the client device 102 can connect to the server 

10 computing device 106 via a wireless network (e.g., Bluetooth, WiFi, and so forth). 
[0019] The server computing device 106 is a combination of hardware and software modules that authenticates a 
video signature captured by the client device 102 and enables access by the client device to a secure resource. The 
server computing device 106 includes a video signature authentication module 108. The module 108 is a hardware 
and/or software module that resides on the server computing device 106 to perform functions associated with authen-

15 ticating the video signature provided by the client device 102. In some embodiments, the functionality of the module 108 
is distributed among a plurality of computing devices. It should be appreciated that any number of computing devices, 
arranged in a variety of architectures, resources, and configurations (e.g., cluster computing, virtual computing, cloud 
computing) can be used without departing from the scope of the invention. 
[0020] The system 100 also includes a database 110. The database 110 is coupled to the server computing device 

20 106 and stores data used by the server computing device 106 to perform the video signature authentication functionality. 
The database 110 can be integrated with the server computing device 106 or be located on a separate computing device. 
An example database that can be used with the system 100 is MySQL TM available from Oracle Corp. of Redwood City, 
California. 
[0021] FIG. 2 is a block diagram of a system 200 for authentication using a video signature, according to an embodiment 

25 of the invention. The system 200 of FIG. 2 is similar to the system 100 of FIG. 1; the system 200 includes client device 
102, a camera device 103 coupled to client device 102, and a database 110. In FIG. 2, however, the client computing 
device 102 includes the video signature authentication module 108, enabling the client device to perform video signature 
authentication locally (i.e., without requiring traversal of the communications network 104 of FIG. 1). As shown in FIG. 
2, the camera device 103 is embedded within the client device 102. It should be appreciated that other configurations 

30 of the client device 102 and camera device are contemplated within the scope of invention, such as a camera device 
103 wirelessly connected to the client device 102. 
[0022] FIG. 3 is a flow diagram of a method 300 for authentication using a video signature, using the system 100 of 
FIG. 1. It should be appreciated that the system 200 of FIG. 2 can also be used to perform the method 300 depicted in 
FIG. 3. 

35 [0023] The server computing device 106 receives (302) a request to access a secure resource. In one example, a 
secure resource is a website or other service that is protected from public access and requires the submission and 
verification of authentication credentials by a user seeking access to the secure resource. The process of authenticating 
the user involves verifying the user's identity. 
[0024] For example, a user of client device 102 can navigate to a financial institution's website in order to log in to his 

40 or her account. Typically, such websites require that the user provides a form of authentication credential (e.g., user­
name/password, token, and the like) before the user is granted access to the secure portions of the website where 
account information is available. It should be appreciated that other types of secure resources (e.g., databases, files, 
software) are included within the scope of invention. 
[0025] As described herein, instead of or in addition to traditional authentication credentials, the server computing 

45 device 106 receives a new type of credential: a video segment captured by the client device 102 (e.g., using camera 
device 103 coupled to client device 102). Because video segments are multifaceted (i.e., typically including visual and 
audio elements), they can advantageously be used to generate a video signature - that is, a collection of distinct visual 
and audio elements represented in the video segment that are used to identify the associated user and can be compared 
to other video segments submitted by the user to authenticate the user's identity and allow access to the system. 

50 [0026] The request to access a secure resource includes the captured video segment which comprises a plurality of 
visual and audio elements. Continuing with the above example, upon reaching the login page of the financial institution's 
website, the client device 102 captures a video segment and transmits the video segment to the server computing device 
as part of the authentication process. In some embodiments, the video segment is a single frame (i.e., image) or set of 
frames of video data captured by the camera device 103 that is used by the server computing device 106 to authenticate 

55 the user and/or the client device 102. The video segment can include any number of visual and audio elements that, 
when analyzed together, comprise the video signature for the video segment. 
[0027] FIG. 4 is a diagram of an exemplary video segment 400 to be analyzed to generate a video signature, according 
to an embodiment of the invention. As shown in FIG. 4, the video segment comprises a video of the user wearing a 
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baseball cap 402, holding a cat 404, saying the word "Rosebud" 406, with a potted plant 408 in the corner of the room. 
Each of the visual and audio elements 402, 404, 406 and 408 are used by the system 100 during the video signature 
authentication process. In addition, other elements of the video segment can be used for authentication, such as the 
user himself, apparel that the user is wearing, elements of the room (e.g., door, window), and so forth. For example, the 

5 module 108 can use facial recognition techniques to analyze the user and the result of such facial recognition methodology 
can be used as part of the total score for the video segment (as described in greater detail below). Other examples 
include voice recognition technology to analyze the user's speech patterns, speech-to-text conversion technology to 
isolate audio cues and/or spoken words within the video segment, and motion detection technology to track movement 
of the user and/or objects within the scene of the video segment. For example, if the user nods his head during the video 

10 segment, the module 108 can analyze the speed, position, and timing of the head movement as part of the overall 
analysis process described below. 
[0028] Continuing with the method 300 of FIG. 3, the video signature authentication module 108 of server computing 
device 106 analyzes (304) one or more of the plurality of visual and audio elements 402, 404, 406, 408 in the first video 
segment 400 to determine a value associated with each of the one or more analyzed elements. As can be appreciated, 

15 the module 108 uses image and audio analysis algorithms/ techniques to extract the various visual and audio elements 
from the video segment. For example, the module 108 can extract the shape of the baseball cap 402 from the video 
segment (or a single image of the video segment) and compare it to a database (e.g., database 110) of known shapes 
to determine a match. The module 108 can also analyze other characteristics associated with the visual and audio 
elements as part of the authentication process - such as color, position, and movement. For example, the module 108 

20 determines that the baseball cap 402 is green and is positioned on top of the user's head. 
[0029] Also, one or more of the visual and audio elements in the video segment can be assigned multiple values based 
upon different characteristics of the respective element. For example, the module 108 assigns the baseball cap a first 
value based upon its color (e.g., green) and assigns the baseball cap a second value based upon its position (e.g., on 
top of the user's head). 

25 [0030] In some embodiments, the module 108 assigns a numeric value to each of the visual and audio elements 402, 
404, 406, 408 represented in the video segment during the analysis step. Table One below depicts exemplary values 
assigned to each of the visual and audio elements 402, 404, 406 and 408: 

30 

35 

40 

45 

50 

55 

TABLE ONE 

Visual / Audio Element Assigned Value 

Baseball cap 10 

Green baseball cap 15 

Baseball cap on user's head 20 

Cat 10 

White cat 15 

Holding cat in right hand 20 

Saying "Rosebud" 25 

Potted plant 10 

Plant in back corner of room 20 

TOTAL SCORE 145 

[0031] After analyzing the video segment, the server computing device 106 calculates (306) a total score for the first 
video segment 400 based upon the value associated with each of the one or more analyzed elements. As shown in the 
table above, the total score for the video segment 400 is 145, based upon the summation of the individual visual and 
audio elements analyzed by the module 108. In some embodiments, certain visual and/or audio elements are weighted 
differently according to a predetermined security profile selected by the user and/or assigned by the module 108. For 
example, a financial institution may want to weigh the audio element 406 more heavily in the total score than a visual 
element (e.g., 408) because the institution can utilize speech recognition technology to identify the user with great 
precision (e.g., it may be harder for an impostor to duplicate a video segment that includes an audio element spoken by 
the user). 
[0032] The module 108 stores the video segment and the associated values for each of the analyzed visual and audio 
elements in a database 110. The module 108 associates the stored data as a video signature for the particular user that 
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submitted the video segment. Thus, the first time a video segment is submitted for analysis by client device 102, the 
module 108 stores the video segment and associated values as the video signature against which future video segment 
submissions from the user/ client device are compared, similar to a usemame / password combination provided by a user. 
[0033] When a user subsequently attempts to authenticate and gain access to a secure resource after providing a 

5 video segment, the module 108 compares (308) the total score for the earlier-provided video segment (i.e., the video 
segment that has been analyzed and stored by the system as described above) to a score associated with a second 
video segment associated with the client device 102 and/or user in order to identify and authenticate the user. For 
example, during a subsequent request to authenticate to the server computing device 106 and access a secure resource, 
the client device 102 submits a new video segment which is then analyzed by the module 108 (as previously described). 

10 In order to successfully authenticate, the total score of the newly-submitted video segment as calculated by the module 
108 meets or exceeds a predetermined threshold when compared to the previously-stored video segment (e.g., segment 
400). 
[0034] FIG. 5 is a diagram of an exemplary video segment 500 to be authenticated using a video signature, according 
to an embodiment of the invention. As shown in FIG. 5, the same user from FIG. 4 is present in the video segment. The 

15 video segment 500 includes a plurality of video and audio elements 502,504, 506, 508: the user has an orange baseball 
cap 502 on top of his head, is holding a white cat 504 in his right hand, and is speaking the word "Roseburg" 506. Also, 
a potted plant 508 is positioned in the rear corner of the room. 
[0035] The module 108 receives the video segment 500 from the client device 102 and analyzes the video segment 
500 in the same manner as described previously. For example, the module 108 assigns a numeric value to each of the 

20 visual and audio elements 502, 504, 506, 508 represented in the video segment 500. During this process, the values 
assigned to the elements 502, 504, 506, 508 are further scaled by comparing them to the same elements 402, 404, 406, 
408 as analyzed in the previously-stored video segment 400. Table Two below depicts exemplary values assigned to 
each of the visual and audio elements 502, 504, 506 and 508 and compared to the values previously assigned to the 
elements 402, 404, 406, 408 from the first video segment 400: 

25 
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TABLE TWO 

Visual / Audio Element (Second Assigned Visual/ Audio Element (First Video Assigned 
Video Segment) Value Segment) Value 

Baseball cap 10 Baseball cap 10 

Orange baseball cap 0 Green baseball cap 15 

Baseball cap on user's head 20 Baseball cap on user's head 20 

Cat 10 Cat 10 

White cat 15 White cat 15 

Holding cat in right hand 20 Holding cat in right hand 20 

Saying "Roseburg" 10 Saying "Rosebud" 25 

Potted plant 10 Potted plant 10 

Plant in back corner of room 20 Plant in back corner of room 20 

TOTAL SCORE 115 TOTAL SCORE 145 

[0036] The module 108 determines a total score for the second video segment 500 to be one-hundred fifteen. The 
total score for the second video segment 500 is lower than the score for the previously-stored video segment 400 due 
to two main differences: a) the user is wearing an orange baseball cap, not a green cap; and b) the user is speaking the 
word "Roseburg" instead of "Rosebud." The differences result in the module 108 assigning a lower value to those two 
elements of the second video segment 500 (i.e., because they do not match the same characteristics of the elements 
as represented in the first video segment 400). 
[0037] The module 108 determines (310) whether access to the secure resource is permitted based upon the com­
parison step. As shown in the table above, the module 108 determines that the total score for the second video segment 
500 is within thirty points of the total score for the first video segment 400 (i.e., one-hundred fifteen to one-hundred forty­
five). As a result, the module 108 can determine that the total score for the second segment 500 is sufficient to satisfy 
a predetermined threshold for permitting access to the secure resource. For example, the module 108 may determine 
that any total score for a submitted video segment that exceeds one hundred is sufficient to permit access. 
[0038] In some embodiments, the user can provide certain scoring parameters or thresholds that provide some flexibility 
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in the visual and audio elements required to be present in video segments submitted for authentication. For example, 
the user may prefer that the color of the baseball cap 402 is not used during the analysis and authentication process -
so that he can wear any baseball cap he might have available and still be able to authenticate to the system. 
[0039] In some embodiments, the module 108 evaluates each of the visual and audio elements individually as part of 

5 the determination process to calculate a deviation value for the respective elements. For example, the module 108 may 
determine that, because only two of the nine values for the visual and audio elements in the second video segment 500 
fall more than ten points below the corresponding elements in the first video segment 400 (i.e., a deviation value of ten), 
the second video segment 500 is sufficient to authenticate the user/ client device 102. In another example, the module 
108 may require that every visual and audio element in the second video segment 500 fall within at least eight points of 

10 the corresponding element in the first video segment 400 in order to permit access to the secure resource. Table Three 
below depicts exemplary values assigned to each of the visual and audio elements 502, 504, 506 and 508 and compared 
to the values previously assigned to the elements 402, 404, 406, 408 from the first video segment 400, including a 
deviation value for each element comparison: 
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TABLE THREE 

Visual / Audio Element Assigned Visual / Audio Element (First Assigned Deviation 
(Second Video Segment) Value Video Segment) Value Value 

Baseball cap 10 Baseball cap 10 0 

Orange baseball cap 0 Green baseball cap 15 15 

Baseball cap on user's head 20 Baseball cap on user's head 20 0 

Cat 10 Cat 10 0 

White cat 15 White cat 15 0 

Holding cat in right hand 20 Holding cat in right hand 20 0 

Saying "Roseburg" 10 Saying "Rosebud" 25 15 

Potted plant 10 Potted plant 10 0 

Plant in back corner of room 20 Plant in back corner of room 20 0 

TOTAL SCORE 115 TOTAL SCORE 145 

[0040] The aggregate deviation value between the elements of the two video segments is thirty, while the average 
deviation value is 3.33. In some examples, the module 108 can use the average deviation value to determine whether 
access to the secure resource is permitted while in other examples, the aggregated deviation value can be used. As 
can be appreciated, a variety of scoring and comparison techniques can be used without departing from the scope of 
the invention. 
[0041] FIG. 6 is a diagram of another exemplary video segment 600 to be authenticated using a video signature, 
according to an embodiment of the invention. As shown in FIG. 6, the third video segment 600 includes a plurality of 
video and audio elements 604, 606, 608: a person is holding a white cat 604 in his left hand and is speaking the words 
"Play it again" 606. Also, a coat rack 608 is positioned in the rear comer of the room. The person in FIG. 6 is not wearing 
a hat. 
[0042] The module 108 receives the third video segment 600 from the client device 102 and analyzes the video 
segment 600 in the same manner as described previously. For example, the module 108 assigns a numeric value to 
each of the visual and audio elements 604, 606, 608 represented in the video segment 600. During this process, the 
values assigned to the elements 604, 606, 608 are further scaled by comparing them to the same elements 402, 404, 
406, 408 as analyzed in the previously-stored video segment 400. Table Four below depicts exemplary values assigned 
to each of the visual and audio elements 604, 606, 608 in video segment 600 and compared to the values previously 
assigned to the elements 402, 404, 406, 408 from the first video segment 400: 

TABLE FOUR 

Visual/ Audio Element (Third Assigned Value Visual / Audio Element (First Assigned Value 
Video Segment) Video Segment) 

No baseball cap 0 Baseball cap 10 

No baseball cap 0 Green baseball cap 15 
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(continued) 

Visual/ Audio Element (Third Assigned Value Visual / Audio Element (First Assigned Value 
Video Segment) Video Segment) 

No baseball cap 0 Baseball cap on user's head 20 

Cat 10 Cat 10 

White cat 15 White cat 15 

Holding cat in left hand 5 Holding cat in right hand 20 

Saying "Play it again" 0 Saying "Rosebud" 25 

Coat rack 0 Potted plant 10 

Coat rack in back corner of room 5 Plant in back corner of room 20 

TOTAL SCORE 35 TOTAL SCORE 145 

[0043] The module 108 determines a total score for the third video segment 600 to be thirty-five. The total score for 
the third video segment 600 is significantly lower than the score for the previously-stored video segment 400 due to 

20 many differences between the two segments: a) the absence of a baseball cap, b) the cat positioned in the wrong hand, 
c) the person speaking the wrong phrase, and d) the wrong object being positioned in the corner of the room. In this 
example, an impostor may be trying to gain access to the secure resource by attempting to pass himself off as the user 
by submitting a fraudulent video segment (just as someone may attempt to learn a user's password by making attempts 
using random character strings). Because the total score for the third video segment 600 is far below the total score for 

25 the first video segment 400, the module 108 denies the request to access the secure resource and does not authenticate 
the person / client device 102 to the system. 
[0044] In some embodiments, if the submitted video segment does not meet or exceed a predetermined threshold for 
permitting access to the secure resource, the module 108 can offer other authentication means to the user so that such 
access may be granted. For example, the module 108 can prompt the user and/or client device 102 for an auxiliary 

30 authentication credential (e.g., biometric information, device footprint, token, public/private key information, and the like) 
in order to verify the identity of the user. 
[0045] The above-described techniques can be implemented in digital and/or analog electronic circuitry, or in computer 
hardware, firmware, software, or in combinations of them. The implementation can be as a computer program product, 
i.e., a computer program tangibly embodied in a machine-readable storage device, for execution by, or to control the 

35 operation of, a data processing apparatus, e.g., a programmable processor, a computer, and/or multiple computers. A 
computer program can be written in any form of computer or programming language, including source code, compiled 
code, interpreted code and/or machine code, and the computer program can be deployed in any form, including as a 
stand-alone program or as a subroutine, element, or other unit suitable for use in a computing environment. A computer 
program can be deployed to be executed on one computer or on multiple computers at one or more sites. 

40 [0046] Method steps can be performed by one or more processors executing a computer program to perform functions 
of the invention by operating on input data and/or generating output data. Method steps can also be performed by, and 
an apparatus can be implemented as, special purpose logic circuitry, e.g., a FPGA (field programmable gate array), a 
FPAA (field-programmable analog array), a CPLD (complex programmable logic device), a PSoC (Programmable Sys­
tem-on-Chip), ASIP (application-specific instruction-set processor), or an ASIC (application-specific integrated circuit), 

45 or the like. Subroutines can refer to portions of the stored computer program and/or the processor, and/or the special 
circuitry that implement one or more functions. 
[0047] Processors suitable for the execution of a computer program include, by way of example, both general and 
special purpose microprocessors, and any one or more processors of any kind of digital or analog computer. Generally, 
a processor receives instructions and data from a read-only memory or a random access memory or both. The essential 

50 elements of a computer are a processor for executing instructions and one or more memory devices for storing instructions 
and/or data. Memory devices, such as a cache, can be used to temporarily store data. Memory devices can also be 
used for long-term data storage. Generally, a computer also includes, or is operatively coupled to receive data from or 
transfer data to, or both, one or more mass storage devices for storing data, e.g., magnetic, magneto-optical disks, or 
optical disks. A computer can also be operatively coupled to a communications network in order to receive instructions 

55 and/or data from the network and/or to transfer instructions and/or data to the network. Computer-readable storage 
mediums suitable for embodying computer program instructions and data include all forms of volatile and non-volatile 
memory, including by way of example semiconductor memory devices, e.g., DRAM, SRAM, EPROM, EEPROM, and 
flash memory devices; magnetic disks, e.g., internal hard disks or removable disks; magneto-optical disks; and optical 
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disks, e.g., CD, DVD, HD-DVD, and Blu-ray disks. The processor and the memory can be supplemented by and/or 
incorporated in special purpose logic circuitry. 
[0048] To provide for interaction with a user, the above described techniques can be implemented on a computing 
device in communication with a display device, e.g., a CRT (cathode ray tube), plasma, or LCD (liquid crystal display) 

5 monitor, a mobile device display or screen, a holographic device and/or projector, for displaying information to the user 
and a keyboard and a pointing device, e.g., a mouse, a trackball, a touchpad, or a motion sensor, by which the user can 
provide input to the computer (e.g., interact with a user interface element). Other kinds of devices can be used to provide 
for interaction with a user as well; for example, feedback provided to the user can be any form of sensory feedback, 
e.g., visual feedback, auditory feedback, or tactile feedback; and input from the user can be received in any form, including 

10 acoustic, speech, and/or tactile input. 
[0049] The above described techniques can be implemented in a distributed computing system that includes a back­
end component. The back-end component can, for example, be a data server, a middleware component, and/or an 
application server. The above described techniques can be implemented in a distributed computing system that includes 
a front-end component. The front-end component can, for example, be a client computer having a graphical user interface, 

15 a Web browser through which a user can interact with an example implementation, and/or other graphical user interfaces 
for a transmitting device. The above described techniques can be implemented in a distributed computing system that 
includes any combination of such back-end, middleware, or front-end components. 
[0050] The components of the computing system can be interconnected by transmission medium, which can include 
any form or medium of digital or analog data communication (e.g., a communication network). Transmission medium 

20 can include one or more packet-based networks and/or one or more circuit-based networks in any configuration. Packet­
based networks can include, for example, the Internet, a carrier internet protocol (IP) network (e.g., local area network 
(LAN), wide area network (WAN), campus area network (CAN), metropolitan area network (MAN), home area network 
(HAN)), a private IP network, an IP private branch exchange (IPBX), a wireless network (e.g., radio access network 
(RAN), Bluetooth, Wi-Fi, WiMAX, 3G, 4G, 4G L TE, 5G, general packet radio service (GPRS) network, HiperLAN), and/or 

25 other packet-based networks. Circuit-based networks can include, for example, the public switched telephone network 
(PSTN), a legacy private branch exchange (PBX), a wireless network (e.g., RAN, code-division multiple access (CDMA) 
network, time division multiple access (TOMA) network, global system for mobile communications (GSM) network), 
and/or other circuit-based networks. 
[0051] Information transfer over transmission medium can be based on one or more communication protocols. Com-

30 munication protocols can include, for example, Ethernet protocol, Internet Protocol (IP), Voice over IP (VOiP), a Peer­
to-Peer (P2P) protocol, Hypertext Transfer Protocol (HTTP), Session Initiation Protocol (SIP), H.323, Media Gateway 
Control Protocol (MGCP), Signaling System #7 (SS7), a Global System for Mobile Communications (GSM) protocol, a 
Push-to-Talk (PTT) protocol, a PTT over Cellular(POC) protocol, Universal Mobile Telecommunications System (UMTS), 
3GPP Long Term Evolution (L TE) and/or other communication protocols. 

35 [0052] Devices of the computing system can include, for example, a computer, a computer with a browser device, a 
telephone, an IP phone, a mobile device (e.g., cellular phone, personal digital assistant (PDA) device, smart phone, 
tablet, laptop computer, electronic mail device), and/or other communication devices. The browser device includes, for 
example, a computer (e.g., desktop computer and/or laptop computer) with a World Wide Web browser (e.g., Chrome™ 
from Google, Inc., Microsoft® Internet Explorer® available from Microsoft Corporation, and/or Mozilla® Firefox available 

40 from Mozilla Corporation). Mobile computing device include, for example, a Blackberry® from Research in Motion, an 
iPhone® from Apple Corporation, and/or an Android™-based device. IP phones include, for example, a Cisco® Unified 
IP Phone 7985G and/or a Cisco® Unified Wireless Phone 7920 available from Cisco Systems, Inc. 
[0053] Comprise, include, and/or plural forms of each are open ended and include the listed parts and can include 
additional parts that are not listed. And/or is open ended and includes one or more of the listed parts and combinations 

45 of the listed parts. 

50 

55 

[0054] One skilled in the art will realize the invention may be embodied in other specific forms without departing from 
the spirit or essential characteristics thereof. The foregoing embodiments are therefore to be considered in all respects 
illustrative rather than limiting of the invention described herein. 

Claims 

1. A method for authentication using a video signature, the method comprising: 

receiving, by a computing device from a remote device associated with a user, a request to access a secure 
resource, the request including a first video segment comprising a plurality of visual and audio elements, wherein 
at least a first one of the visual elements comprises a physical characteristic of the user, at least a second one 
of the visual elements comprises a physical object in proximity to the user, and at least a third one of the visual 

9 
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elements comprises an element of the environment surrounding the user; 
determining, by the computing device, a plurality of characteristics associated with each of the plurality of visual 
and audio elements; 
assigning, by the computing device, a value to each of the characteristics based upon predetermined value 
information stored by the computing device; 
calculating, by the computing device, a total score for the first video segment based upon the value associated 
with each of the characteristics; 
comparing, by the computing device, the total score for the first video segment to a score associated with a 
second video segment previously received from the remote device; 
determining, by the computing device, whether to permit the remote device to access the secure resource based 
upon the comparison step; and 
connecting, by the computing device, the remote device to the secure resource if access is permitted. 

2. The method of claim 1, further comprising: 

storing, by the computing device, the values for each of the characteristics in a database coupled to the computing 
device. 

3. The method of claim 2, wherein the plurality of characteristics includes at least two of: 

a position of a visual element, movement of a visual element, a color of a visual element, a type of a visual 
element, and an absence of a visual element. 

4. The method of any preceding claim, further comprising performing, by the computing device, a speech-to-text 
25 conversion on an audio element. 

5. The method of any preceding claim, wherein the values are assigned to the characteristics based upon frequency 
of appearance within frames of the first video segment. 

30 6. The method of any preceding claim, wherein the predetermined value information is adjusted based upon preferences 
received from the remote device. 

35 

40 

45 

7. The method of any preceding claim, wherein the calculating step includes assigning, by the computing device, a 
weight to one or more of the characteristics based upon a security profile at the computing device. 

8. The method of any preceding claim, the comparing step further comprising: 

comparing, by the computing device, the value associated with one of the characteristics in the first video 
segment to a value associated with a corresponding characteristic of the same element in the second video 
segment; and 
determining, by the computing device, a deviation value based upon the comparison of the characteristic values. 

9. The method of claim 8, further comprising: 

aggregating, by the computing device, the deviation value for the comparisons of each of the characteristic 
values; and 
determining, by the computing device, whether the aggregated deviation value falls below a predetermined 
threshold. 

50 10. The method of any preceding claim, wherein the plurality of visual and audio elements include a phrase spoken by 
the user. 

55 

11. The method of any preceding claim, wherein the first video segment is captured using a camera connected to the 
remote device. 

12. The method of any preceding claim, wherein the remote device is a mobile device. 

13. The method of any preceding claim, wherein the secure resource is a website. 

10 
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14. A system for authentication using a video signature, the system comprising a computing device configured to: 

receive, from a remote device associated with a user, a request to access a secure resource, the request 
including a first video segment comprising a plurality of visual and audio elements, wherein at least a first one 
of the visual elements comprises a physical characteristic of the user, at least a second one of the visual elements 
comprises a physical object in proximity to the user, and at least a third one of the visual elements comprises 
an element of the environment surrounding the user; 
determine a plurality of characteristics associated with each of the plurality of visual and audio elements; 
assign a value to each of the characteristics based upon predetermined value information stored by the computing 
device; 
calculate a total scoreforthefirstvideo segment based upon the value associated with each of the characteristics; 
compare the total score for the first video segment to a score associated with a second video segment previously 
received from the remote device; 
determine whether to permit the remote device to access the secure resource based upon the comparison step; 
and 
connect the remote device to the secure resource if access is permitted. 

15. The system of claim 14, wherein the computing device is further configured to: 

store the values for each of the characteristics in a database coupled to the computing device. 

16. The system of claim 14 or 15, wherein the first video segment is captured using a camera connected to the remote 
device. 

25 17. The system of claim 14, 15 or 16, wherein the remote device is a mobile device. 

30 

35 

40 

45 

50 

55 

18. A computer program product, tangibly embodied in a non-transitory computer readable storage medium, for au­
thentication using a video signature, the computer program product including instructions operable to cause a 
computing device to: carry out a method according to any of claims 1 to 13. 
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See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /James A LaBarre/ Date (YYYY-MM-DD) 2021-07-28 

Name/Print James A. LaBarre Registration Number ~8632 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFSWeb 2.1.18 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.A.S./ 
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Receipt date: 07/28/2021 16/958,252 - GAU: 2433 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.A.S./ 
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P'fO/Al:,.\/~"J (l,/'.·11j 
A~~·~9~~ f~r U:~<! !hrc~'S,h {.'t¾/Sl/202.t, OME ::xx;:-s~~os~ 

iJ.s·. f~;,,s:t..::t~·t ~n$ l"r;,,s:®N"J,11::-t t"'lff,<;..::; V,}, l"'!H~A.H.H;,•lE.Nr ◊t= t:OMM~~(:~ 
:t.,l<"~e< tt~ {:--;;:li~n,vork. R~t..~~,;;tx.1c-, A.<.t .;,f l'S!..~1 17'!~ f.i.tN~n ;~ r~qutN:'-t 1-» f'i:.$~,:,,m,i 1:-;, ~ -::.ul~~~.:tlmt •~ t,,.funu,;,:fam 1,1N~~:;,;;;: it ~t:;~;:-1~;:. ')~frd fJ,\-1:fh:.'-mtr•:-I <,(~t::1t~~,r 

[ POWER OF ATTORNEY TO PROSECUTE APPUCAT!ONS BEFORE THE USPTO ) 

I hereby re11oke all pre11lous powers of attomey gi'len i11 the app!ic.1ti<m identified in the attached 
statement tmder 37 CFR 3,73{c), 

I hereby appoint: 

r~ PnKlitif'1'>ers ~s,r;c.iat<.,d "~th CuslUr11"1'f r~umb~,: 

OR 1

·1·8-0-92_9_····································· .................. " ... " .. ·--~

1 
. ____________ ...................................................................... ,,,,,,,,,,,,,,,,,,,, .......... ,,~ 1 

Regtm«tlon 
Numb<lr 

llegMr~ti(>l1 
N•1imb<ir ---------···---·-----·-·-· ..................... . . ................................................................. -....-----< 

Marc BOILLOT 56164 .......................................................................... -J 
············································-----------...l 

! 
l 

;,,, ;,tturn,;;1s} u, a!!,~nt{s) !,} rnprns~nt th~ und-~,,(gr,;,(! h<1!om ttm Unl(,;,d St31<l~ i"al<lnt ;;:im TmdemarkO.i'ii◊~ !lJSl'TO) In ox,ii,;,ctktn with 
;my .;md ::.ii f>8tl'.nt ::tp;1t,r.afa;o\, as~i~w,cJ !ll)l'i !.u t.h<:c undei,ign~d- a~;o<iil•Y.'!. I◊ !h* USPTO i1S,iglllli<li">t t<lW•'ds <lt ilS1\?,<11ll<li"lt a:k,,:1,me<>l~ 
mtolth;,(l ro thi, -fm,,, in ar,,nrrfant" wi!"h n tm ,l.B{c), ...... ,. _ ···-·--· ---.-----------~ 

Please change the correspondence address forthe applic:s1tion identified in tlw attadwd statement 
undtff 37 CFR 3J3(c} to: 

[2S] The ;idci,<?ss as.;.oo;;t,,dwith Cu,ctorner Nunih,;r, 180929 

OR 

I Addtetts 
\ -.~,,,,,,,,,, .. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,.,.. ,,,,,,, .. ----------------·--------~-------·················~~ 
i Cit-y I S1;,I<; Zip ,~ ' .................................... . 

L::::•;:::n~ ................................................ ". 1··Em .. -,;i-,i-----•• -•• -.. -.. -.. -.. -.. -... -.. -.. -.. -----------------1 
------

As,lgn~,, n;ime 3nd address: THALES DIS FRANCE SA .. $, rue de la Verrerie , 92190 MEUDOM·FRJ-\NCE 

.. Accpy of this form, tugetii~rwlth a ~tatem-e-nt und~r 37 CfR3,73{cHform !>TO/t\!1'./96 or eq~!valentfii';;qulted tflbe 
flied in each app:lll::atlon lfl whkh tl-11~ foriu is used. The ~i.atement under 37 Cf~ 3. 73((:} may he <:-t>mpfoted by one ,of the 

.,J>l'attltlom,1rs appointed in this fotm, a~ ~ust idt?ntlfy the ap~liwfu:>11 lo Whic.1-1 tlils Pow~r of Att(}rney- is to b~ fifed.---------··· 
.. . -f ;' SIGN.AUlllE ot A!iS!gne•~ of Rec,mi 

................... Il:.~~.~2_dividu;,I whose ~,gn"-}~i;·e and tltte ,& suppHM ?e!ow f~ ~utlloriiecl to act on betmlf of the ;i,sig~e. ____ ... _ .. 
" .:-:: i : ' {, .~ .::.~ ~.... ~,. '~ ' 

Sign;;iture t/ i Date .(\W,❖ ,~-- ,,t•·~, ,,4,,~ __ .\ 
~~) ,--.. ,t '""' .... ,·-·· :-,.._,: . "'. \' .. ~, " ...................... . 

Namf! Patrick Mo~~~.~.:! .. ,t¾t ..... ____ ........ --.. -J -r ~!ephone --k :~'>::'> ti J-"i,, ~, ~)1,. :\\1. ~s __ ' '~-1-~----< 
Title Chief Executive Off~r 

Thb-wli-c:.t:t5,!.m: ,:,.f sf}fom,,:,,~:i-r:•n i.:,, r~q ... ,~~~d h-li} ~:P. ·t.~:S.J. .... 1.32.~ :.):~cl l.'3:~. 'th~ lnFom1~th)-rl ~~ rc::-q,;,i:k,F.dJ:-;, Ob-t'$1Fl .::~ r-;:.h~t;,,. ~ ~;:;~H~ t;;y {~ p:;:~~, whid~ ~ !:t:2- .,.;~da:{(: 
i,:mcl Et)' :th~ :t.Js.rre -to µr,::n-::{<;..;.~} th-e- Wio! ,::-if ;;.:~~#«;,.t m· t~:r.:s::,,:mi-n:ati.;:.::t :P,fQ-::-.:~~i~~- t:-:.nfo:."\"!',ntiili:t)' ~ $"Q~:;-::r1~ Q t;\r S~ V.~,e,. 12l -.,.mi 2' l CH~ }. l :t \Ind l,. ! tl. ':'ff,:~ 
:c.::Jk-,.-::tfon t .. l~stim,}fP.<l ts:- i~:k,e .1l1 min1Jt~::.::ffe~•,:;{}tc5p~:t:~~ jr.tt.u~1nij. S,;)tf:<!:2:;h"l:8.t ~r~~i-:~i:r,g;, ,.,:11~ $,;.4::rrn;t~;n~ 1i~ t<., ... n~~~ed ;;;:ti,l:,!'c~·-~•,t;u:1 ·fon1! tc- =.h~ l...~~t::'l'O. ·rfr~~~ w:tt :..:'.H~' 
~s:w:fo1~ ~j::l'Qrt tkz ·,:r:&;...,~.;:\$N:: n~~~ .Af'i'l' ?~~l:l'&::1-~~ t>I'~ th~ -)!w:.-1~nt 1-.11 ~lm,:- p.:i-t1 r•:-i:Ktfm ~<~ t:•?m~•~!\~ t~/~. foJ'i"l~ :i.:r:r,if:;,: .i:-L::s~,c,,st:}::.n~- k,;r n~:.i-t,i--::h-,.;:: 'i:hl~- hvn">~,r,., !•hc•iJM 
t-ir., ~-er,t tn tt)~ OtK·:f i,tf.:.rft~..;.t~,,i} l~f.:.:~~ .. ~.$. ~~t~m ~ix1 Tm.:lP.-r.r,,1:-;.: ,m~:1-::-e-. lf.'S. n('l:X-_rt&iP.nt i:>f :t':-:im«,R:'CR_. r--.O. Sox 14.Sl":;, _..°\}.~:t:$~-dr.i<iS,, V.A. l,:t:t:.S,·lASO. OQ ®f 
,mt, ft!'-'> t~l\ U,M~IHf.O ,-Oll_M" TC %\,s Aflt>R.fSS .. Sl:f.10 TO:: c_,,_.,,.,,i.,w,,., f<sr 1'»1 ... 1-., r.o, ~p~ l4~U, ~-•M::•.• \/A 2.Wl'S-l.4.0-

1)1}'<r;n,.- t:if'fs} ~s.si$liifl.Cr m .::;~>t~p~!f,'l$1tfa~fenm. ::.:a:H 1 ·St~·F'tf0·9:J~~ mx..i Mk.""{:~ .(.>pff,:;,n l-
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Electronic Acknowledgement Receipt 

EFSID: 43989093 

Application Number: 16958252 

International Application Number: 

Confirmation Number: 5318 

Title of Invention: AUTHENTICATION METHOD, DEVICE AND SYSTEM 

First Named Inventor/Applicant Name: Fabrice DELHOSTE 

Customer Number: 21839 

Filer: James A. LaBarre/Nina Leta 

Filer Authorized By: James A. LaBarre 

Attorney Docket Number: 1032326-001016 

Receipt Date: 08-OCT-2021 

Filing Date: 26-JUN-2020 

Time Stamp: 16:51:01 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

3850916 

1 
Assignee showing of ownership per 37 Statement_Under_37 _CFR_3_7 

no 3 
CFR 3.73 3.pdf 

5 3 e3 bSfS c2a4 2 92d Se6d 7f1 ffb 75 aS 92fa 7 d 
ba65 

Warnings: 254



Information: 

234707 

2 Power of Attorney 
THALES_DIS_FRANCE_SA_POA. 

no 1 
pdf 

f07 6ed 0da8f7 e2548c00679c1 c22 400e0 b9a 
593c 

Warnings: 

Information: 

Total Files Size (in bytes) 4085623 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant!Patent Owner: THALES DIS FRANCE SA 

Application No./Patent No.: 161958,252 Filed/Issue Date: _2_02_0_-_0_6_-2_6 ________ _ 

Titled: AUTHENTICATION METHOD, DEVICE AND SYSTEM 
THALES DIS FRANCE SA 
--------------------

, a Corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. ~ The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

D The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. ~ A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: Fabrice Delhoste, Frederic Paillart, Sebastien I To: THALES DIS FRANCE SA 

The document was recorded in the United States Patent and Trademark Office at 

Reel o5495o , Frame 0332 , or for which a copy thereof is attached. 

2. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 256



PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

~ As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/James A LaBarre/ 2021-10-08 

Signature 

James A. LaBarre 

Printed or Typed Name 

[Page 2 of 2] 

Date 

28,632 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

16/958,252 06/26/2020 

21839 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Fabrice DELHOSIB 1032326-001016 
CONFIRMATION NO. 5318 

POWER OF ATTORNEY NOTICE 
BUCHANAN, INGERSOLL & ROONEY PC 
1737 KING STREET 111111111111111111111111]~!1]!~1!~1! ~l~!!lil!H] 111111111111111 IIII IIII 
SUITE 500 
ALEXANDRIA, VA 22314-2727 

Date Mailed: 10/15/2021 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 10/08/2021. 

• The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence 
will be mailed to the new address of record(37 CFR 1.33). 

/atesfai/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

16/958,252 

180929 
THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

FILING OR 3 71 (C) DATE 

06/26/2020 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Fabrice DELHOSIB 1032326-001016 
CONFIRMATION NO. 5318 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

U.S. Appln. No. 
Applicant 
Filed 
TC/A.U. 
Examiner 
Thales Docket No. 

MAIL STOP Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Date: February 15, 2022 

16/958,252 
Fabrice DELHOSTE 
06/26/2020 
2433 
Shaawat, Mayasa A. 
GMT3707US-WO-MQ-MB 

RESPONSE TO OFFICE ACTION 

Confirmation No. 5318 

Applicant provides the present Amendment to address the issues raised in the Non-Final 

Office Action mailed September 16, 2021 (hereinafter "Office Action"). Please amend this 

application as follows and reconsider the rejections of the claims for at least the reasons 

presented in the following remarks. 

The non-statutory 3-month deadline ended December 16, 2021. This response is however 

being filed within 5 months from the mailing date. Accordingly, a two-month extension fee is 

believed due. Please charge that fee to Deposit Account No. 60-4092. 

Any additional fees believed to be due in connection with this paper may be charged to 

that same deposit account. 

Amendments to the Specification begin on page 2 of this submission. 

Amendments to the Drawings begin on page 3 of this submission. 

Remarks/Arguments begin on page 4 of this submission. 
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Application No. 16/958,252 
Reply to Office Action dated February 15, 2022 
Docket No.: GMT3707US-WO-MQ-MB 

Amendments to the Specification: 

Per CFR 1.121 (b)(1 ), Applicant hereby amends the specification of the application by 

"Amendment to delete, replace, or add a paragraph", by submitting instructions to: 

On Page 1 of the specification, please delete the title "AUTHENTICATION METHOD, 

DEVICE AND SYSTEM" and, 

by way of the replacement paragraph with markings below to show all the changes 

relative to the previous version of the paragraph "/\UTHENTIC/\TION METHOD, DEVICE 

AND SYSTEM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM 

COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, 

FIRST AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND 

AUTHENTICATION SYSTEM", 

please replace with the full text of the added paragraph without any underlining: 

"METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM COLLECTED 

CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST 

AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND 

AUTHENTICATION SYSTEM" 
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Amendments to the Drawings: 

Per MPEP 1.121 (d), Applicant hereby amends the drawings, by submitting: 

i) replacement drawing, and 

ii) an explanation of the changes. 

RE i) 

Changes to the replacement drawing is in compliance with CFR § 1 .84, and are 

submitted on a replacement sheet of drawings accompanying this document; in the top 

margin of each labeled "Replacement Sheet". 

RE ii) 

Replacement sheet for FIG. 1, adds textual descriptors to elements 162, 164, and 

166. 

The basis for these amendments can be found on page 13, lines 26-27 of the PCT 

application where it is set forth: 

"The server 16 includes one or several CPU(s), (micro)processor(s) and/or 

(micro)controller(s) 162, as data processing means, one or several memories 164, as 

data storing means, and one or several 1/0 interfaces 166 that are internally together 

connected." 

No new matter has been added. 
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Reply to Office Action dated February 15, 2022 
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REMARKS/ ARGUMENTS 

This communication is a full and timely response to the Office Action dated 

September 16, 2021. Applicant appreciates the detailed examination evidenced by the 

Office Action. 

Applicant also appreciates the return phone call on February 10, 2022 regarding 

the objection to the drawings and what would constitute an acceptable correction to 

Figure 1. 

Reconsideration and allowance of the present application are respectfully 

requested in view of the foregoing Amendments and following Remarks. 

STATUS OF CLAIMS 

Claims 1-15 were previously cancelled by way of a preliminary amendment. 

Claims 16-25 remain pending, of which claims 16, 23, 24 and 25 are the 

independent claims 

Claims 16, 20 and 25 were rejected under 35 U.S.C. 103 as being unpatentable over 

Lawrence (US 2014/0108800 Al), Cheng (US 2017/109514 Al) and Aura (US 

2006/0020796 Al) in view of Sakamoto (US 2008/0181403) - see paragraph 6, on pg 4 

of the Office Action, 

Claims 17 was rejected under 35 U.S.C. 103 as being unpatentable over Lawrence 

(US 2014/0108800 Al), Cheng (US 2017/109514 Al), Aura (US 2006/0020796 Al) and 

Sakamoto (US 2008/0181403 Al) in view of Sharifi {US 9514753 B2) - see paragraph 

10, on pg 9 of the Office Action, 

Claims 18 and 21-22 were rejected under 35 U.S.C. 103 as being unpatentable over 

Lawrence (US 2014/0108800 Al), Cheng (US 2017/109514 Al), Aura (US 2006/0020796 

Al) and Sakamoto (US 2008/0181403 Al) in view of in view of Chul-min(US 

20040221153 Al) - see paragraph 12, on pg 10 of the Office Action, 

4 
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Claim 24 was rejected under 35 U.S.C. 103 as being unpatentable over Lawrence 

(US 2014/0108800 Al) and Aura (US 2006/0020796 Al)in view of Sakamoto (US 

2008/0181403 Al)- see paragraph 18, on pg 13 of the Office Action, 

Claims 23 was rejected under 35 U.S.C. 103 as being unpatentable over Lawrence 

(US 2014/0108800 Al) and Cheng (US 2017/109514 Al) - see paragraph 20, on pg 15 

of the Office Action, 

CLAIM AMENDMENTS 

No claims have been amended. A response to the claim rejections is in order. 

Claim Rejections - 35 U.S.C. §103 

Claims 1-11 are rejected under U.S.C. §103 for alleged unpatentability over U.S. Patent 
Publication No. 2014/0108800 to Lawrence et al. ("Lawrence"), U.S. Patent Publication 
No. 2017/109514 to Cheng et al. ("Cheng"), U.S. Patent Publication No. 2006/0020796 
to Aura et al. ("Aura"), in view of U.S. Patent Publication No. 2008/0181403 to Sakamoto 
et al. ("Sakamoto"). Applicant respectfully traverses this rejection. 

At the outset, the mere fact of need to combine 4 documents in order to arrive at the 
subject-matter of claim 15 should be considered as an indicia of non-obviousness. 

On a second note, the Applicant wishes to stress out that the idea underlying the invention 
is to avoid the bandwidth-related problems found in the prior art that, once the user 
captures the context data as defined by the authentication policy, he/she needs to send 
that entire and private information to the authentication server for its subsequent 
authentication. 

This comes because the authentication policies requiring environment or context input 
are, unlike usernames and passwords, not fixed and may slightly differ in an acceptable 
manner. Therefore, if the protocol requires simply hashing the data packet before being 
sent, to save bandwidth while avoiding disclosing private data, the data originally captured 
should be identical to the template stored in the server, which is statistically impossible. 

Thus, first, the present invention dispense with uploading the entire captured signal of the 
environment that needs several Mb while, second, still allows the server to authenticate 
the received data even if slightly differs in an acceptable manner with the stored template. 

5 
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As it will be discussed herein-below, none of the cited documents addresses this very 
same problem or proposes a solution which could be applicable to solve it. 

1. US 2014/0108800 A1 - Lawrence 

Briefly, Lawrence addresses multi-factor authentication methods and, notably, discloses 
that when geolocation information is required for user's authentication it shall be 
transmitted by the client device to the authentication server which usually takes a long 
time. In [0034] it is stated an example of time delay between sending the information by 
the user device until arriving at the server side. 

In [0032], it is set out that this significant amount of time may be leveraged by a spoofer 
to generate a false geothentication signal, for example, by creating a false data set that 
would mislead a time and/or location of the client device to the authentication server. 

To solve this time delay-related issue, Lawrence proposes ([004]-[005]) sending by the 
client device hash value of the data block that enables authentication to the server, and 
also the data block itself. 

Therefore, the server first receives the hash value and stores the time when this hash 
value is actually received at server side. Then, the server receives the actual data block 
comprising the alleged transmission signal data. At server's side, a hash value of the 
received data block is computed, and its receiving time calculated based on the alleged 
transmission signal data. 

A timely possession of the received data block by the client device is authenticated based 
on a comparison of the computed hash value to the received hash value and a 
comparison of the hash value receiving time to the estimated transmission signal 
receiving time by the client. 

Thus, Lawrence simply teaches sending in advance a hash of the data pack to have a 
reliable time stamping which is afterward compared with the actual data packet received. 
That is, there is the need of sending anyway the data packet to the server, which is exactly 
what our invention attempts to avoid for the bandwidth issues commented. 

Consequently, as confirmed by the examiner, Lawrence does not disclose or suggest the 
following features: 

6 
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- collecting, based on a predetermined authentication policy, at least one context 
data element; 

- generating, as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 
authentication step. 

2. US 2017/109514 A1 - Cheng 

Cheng aims at easing the tedious ways utilized to access the mobile devices which 
sometimes may delay important and time-sensitive access to the mobile device (e.g., in 
time-critical conditions). See [003] of Cheng. 

According to its general description, for instance as per figure 1, there is a computing 
system with sensors able to capture activity context inputs and biometric inputs. In 
particular, a user authentication subsystem embodied in this computing system analyzes 
and interprets these inputs, and identifies therefrom the activity context and biometric 
signature expressed by one or more of the participants over time and in a substantially 
continuous fashion. 

Then, the user authentication subsystem assesses the level of access control via access 
control module based on the score generated by authentication module. Using the activity 
context, the user authentication subsystem selects a biometric signature of the specific 
user, which is passed to the authentication module to either generate a score (if there is 
a match with a pre-stored one) or generate a new biometric key which will be stored in 
the enrolled user model. See [019]-[020] of Cheng. 

First, Applicant wishes to remark that the whole authentication process takes place within 
the very same computing system, so in the proposed authentication method of Cheng 
there is no need to send any information or data packet outside. And, especially, Cheng 
does not focus on bandwidth restrictions or saving as the present invention does. 

Hence, there is no incentive for the skilled person to consult this document. 

Second, as everything happens internally to the computing system, there is no need to 
compute hashes and, especially, calculating hash distances for subsequent 
authentication. 

7 
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Thus, to sum up, Cheng does not disclose or suggest the following features: 

- collecting, based on a predetermined authentication policy, at least one context 
data element; 

- generating, by using a predetermined hash type algorithm and the data packet, 
as input to the predetermined hash type algorithm, a hash; 

- sending the generated hash; 

- generating, as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 
authentication step. 

3. US 2006/0020796 A1 - Aura 

Aura addresses the associated problems about handling and memorizing long security 
codes when humans are used as secure channels. For instance, it is described that 
human users have a limited capability to remember long security codes, and if the security 
code is long enough, a human user may have difficulty entering the security code 
correctly. Security codes need to have long values (e.g., 50-80 bits) in order to be secure 
against brute-force attacks. 

Thus, it proposes using a specific mechanism: extended Cryptographically Generated 
Addresses (ECGA). To generate an ECGA, an address owner computes two hash values 
using a public key and other parameters. A second hash value sets an input parameter 
for a first hash value, and at least a portion of the network address is derived from the 
first hash value. The combination of the two hash values increases the computational 
complexity of generating new addresses and, consequently, the cost of brute-force 
attacks. 

Deep diving on the cited paragraphs by the examiner, namely on [0074], the examiner 
considers that this excerpt anticipates generating a hash distance. Applicant disagrees 
for the ensuing reasons. 

The claimed feature under discussion is reproduced herein: 

- generating, as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash; and 

8 
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And [074] of Aura is also reproduced: 

A future cost of brute force attacks may be implied by the cost of generating the ECGA, e.g., the 
computing power of the computing system generating the ECGA. For example, the input N*Sec 
(e.g., Sec 302 of FIG. 3) may be replaced by a time input parameter indicating a time to be used 
for the address generation. In this manner, the generation of the second hash value may be based 
on the speed of the computing device generating the second hash value. The time input 
parameter may be set or initialized (such as in step 1102) by any suitable party, such as a device 
manufacturer or operating system vendor or by the user and may be set to the time that the user 
may be willing to spend on ECGA generation. For example, the time input may be set within a 
range of approximately 1-60 seconds if the user is waiting for the computations to approximately 
1 CPU day or more if the computation is done slowly in the background. If the ECGA generation 
is done by a fast computer or dedicated machine other than the device for which the address in 
intended, the computation time may be set depending on the capacity of the machine used for 
the ECGA generation. More particularly, rather than having an input N*Sec 302 based on a 
number referring to a number of bits, the time parameter which is input to the ECGA generator 
312 may refer to the time to compute the second hash value 500 of FIG. 5. The time parameter 
may be in any suitable form and/or units, such as an integer or real number value in seconds, 
CPU cycles, and the like. The ECGA generator may compute multiple second hash values during 
a time period defined by the time parameter input, and the output second hash value 500 may be 
selected as the 'most secure' hash value generated in that time. The most secure hash value 
may be determined in any suitable manner, such as by the generated hash value in the input time 
which has the greatest number of zero bits. If the number of zero bits is expressed as N*Sec, 
where Sec is a security parameter encoded in some bits of the address, the most secure hash 
value may be determined by selecting the hash value that has the greatest number of zero bits 
rounded down to the nearest integer multiple of N. The greatest number of zero bits may be in a 
predetermined portion of the hash value (such as a predetermined number of the left-most bits), 
may be the greatest number of zero bits within the complete computed hash value, may be the 
greatest number of sequential zero bits within the computed hash value, the greatest hash 
extension, and the like. 

Briefly, it explains that the security input parameter (N*Sec) can be replaced by a time 
input parameter indicating a time to be used for the address generation. For example, the 
time input may be set within a range of approximately 1-60 seconds if the user is waiting 
for the computations to approximately 1 CPU day or more if the computation is done 
slowly in the background. 

That is, in this approach, the ECGA generator computes multiple second hash values 
during a time period defined by the time parameter input, and the output second hash 
value is selected as the 'most secure' hash value generated in that time based on a 
specific criteria. This criterion is e.g., the hash value within the input time having the 
greatest number of zero bits. 

9 
275



Application No. 16/958,252 
Reply to Office Action dated February 15, 2022 
Docket No.: GMT3707US-WO-MQ-MB 

Nevertheless, the present invention does not want to set a specific time window and 
generate in advance the hashes. Instead, the present invention wants to authenticate the 
current and genuine context of the user according to his authentication policy. This means 
that the assessment disclosed in Aura is not directed to authentication purposes but 
simply to select in advance the most secure hash value. 

As a matter of fact, Aura's content teaches away the present invention because suggests 
setting a time window for calculating in advance the hashes and store them in the 
meantime for their subsequent local assessment before being sent outside. 

Thus, in Applicant's opinion, Aura does not disclose or suggest the following features: 

- collecting, based on a predetermined authentication policy, at least one context data 
element; 

- constituting (28), based on the at least one collected context data element, a data 
packet; 

- generating (220), as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash; and 

- authenticating (224) successfully or not (223) based on the generated hash distance, as 
an authentication step. 

4. US 2008/0181403 A1 - Sakamoto 

Finally, Sakamoto describes an authenticating system ([0021]) based on: 

• a client apparatus that includes: 
o an authenticating information inputter for inputting ID and password of the 

user; 
o a client-side hash value creator for creating 

■ a first hash value from the authentication information by employing a 
first hash algorithm that corresponds to a first hash algorithm 
identifier transmitted from the server apparatus, and 

■ a second hash value from the first hash value and a random number 
transmitted from the server apparatus by employing the first hash 
algorithm; and 

o an authentication request manager for transmitting messages with a server 

• the server apparatus that includes: 

10 
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o a user information storage including 
■ a second hash algorithm identifier that respectively corresponds for 

each the identification information of the user, and 
■ a third hash value pre-created from the authentication information 

including the identification information and the password of the user 
by employing a second hash algorithm that corresponds to this hash 
algorithm identifier; 

o a random number creator for creating a random number; 
o a server-side hash value creator for creating a hash value; and 
o an authentication information manager for, transmitting messages with the 

client apparatus. 

Thus, it describes a authentication system formed by a client-side apparatus and a server 
communicating to each other. That is, the server instructs the client apparatus about 
which algorithm should use to compute the hash and further provides a random number 
to validate the received information afterwards. 

This has nothing to do with the solution sets forth in the application or even the problem 
it attempts to solve. 

Accordingly, Sakamoto does not disclose or suggest the following features: 

- collecting, based on a predetermined authentication policy, at least one context 
data element; 

- constituting, based on the at least one collected context data element, a data 
packet; 

- sending the generated hash; 

- generating, as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash; and 

- authenticating successfully or not based on the generated hash distance, as an 
authentication step. 

That is, if there is no calculation of the hash distance, there cannot be an authentication 
based on this result. 

11 
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Consequently, none of the cited documents either recites or suggests inter alia the steps 
of: 

i. generating, as a hash distance generation step, a hash distance between the 
generated hash and a predetermined reference hash, and 

ii. authenticating successfully or not based on the generated hash distance, as an 
authentication step. 

CONCLUSION 

Accordingly, for at least the reasons set forth above, the combination of documents 
cannot support a prima facie case for rejecting claim 16 under 35 U.S.C. §103(a). As 
such, Applicant respectfully submits that independent claim 16 is patentably distinct from 
Lawrence, Cheng, Aura, in view of Sakamoto and hence requests that the rejection be 
withdrawn. 

Independent claims 23, 24 and 25 although different in scope, recites at least some 
of the same distinguishing features as recited in claim 16. Accordingly, the same 
arguments apply mutatis mutandis to independent claim 23, 24 and 25. 

By virtue of the dependency of claims 17-22 on independent claim 16 these 
dependent claims are also novel and non-obvious over the cited documents. 

The Applicant believes that this application is now in full condition for allowance. 

Allowance of the application, accordingly, is respectfully requested. The Applicant 

respectfully requests that the Examiner please call the undersigned if clarification is 

needed on any matter within this Response, or if the Examiner believes a telephone 

interview would expedite the prosecution of the subject application to completion. 

Date: February 15, 2022 

Customer No.: 180929 

12 

Respectfully submitted, 

/Marc Boillot/ 
-----' 

Marc A. Boillot 
USPTO Reg. No.: 56,164 
Telephone: (954) 658-0418 
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application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ff you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 279
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Approved for use through 03/31/2021. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid 0MB control number 

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ] 

I hereby revoke all previous powers of attorney given in the application identified in the attached 

statement under 37 CFR 3.73(c). 

I hereby appoint: 

EJ Practitioners associated with Customer Number: 

OR 

1180929 

EJ Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used): 

Name 

Marc B01 LLOT 

Registration 
Number 

56164 

Name 
Registration 

Number 

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with 
any and all patent applications assigned 9..!J.ly to the undersigned according to the USPTO assignment records or assignment documents 
attached to this form in accordance with 37 CFR 3.73(c). 

Please change the correspondence address for the application identified in the attached statement 

under 37 CFR 3.73(c) to: 

D The address associated with Customer Number: 

OR 

□ 
Firm or individual name 

Address 

City State I Zip 

Country 

Telephone Email 

Assignee name and address: 
THALES DIS FRANCE SAS - 6, rue de la Verrerie - 92190 MEUDON-FRANCE 

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be 
filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the 
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed. 

SIGNATURE of Assignee of Record 
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee. 

Signature Date January 18 2022 

Name Benoit JOUFFREY Telephone 
': 1----------------------------'--------c·c-:,·---: ------------------1 

Title Chief Technical Officer (CTO) (f~--'--:~l;,._.:_-l-·· ________ _ 
This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain orretain a benefit by the public, which is to update 
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This 
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should 
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you need assistance in completing the form, ca/11-800-PT0-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system 
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual 
Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to 
the public if the record was filed in an application which became abandoned or in which the proceedings 
were terminated and which application is referenced by either a published application, an application 
open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 45009904 

Application Number: 16958252 

International Application Number: 

Confirmation Number: 5318 

Title of Invention: AUTHENTICATION METHOD, DEVICE AND SYSTEM 

First Named Inventor/Applicant Name: Fabrice DELHOSTE 

Customer Number: 180929 

Filer: Marc Andre Boillot 

Filer Authorized By: 

Attorney Docket Number: GMT3707US_QM_0011016 

Receipt Date: 17-FEB-2022 

Filing Date: 26-JUN-2020 

Time Stamp: 08:02:26 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

152783 

1 Application Data Sheet 
GMT3707US_Corrected_ADS1. 

no 9 
pdf 

d362eb80b3ab2f1 ee6de967bf31 aeb01 eb6 
SdcSe 

Warnings: 282



Information: 

This is not an USPTO supplied ADS fillable form 

114176 

2 
Assignee showing of ownership per 37 

GMT3707US_STATE_37CFR.pdf no 3 
CFR 3.73 

1603b0f7f1 6056dae 75394988522ba7ee53 
53130 

Warnings: 

Information: 

358029 

3 Power of Attorney 
GMT3707US_APPL_GEN_POA. 

no 3 
pdf 

28dba 1 Se61 d4058e6c9d0cb8979a321f9ee 
c4b21 

Warnings: 

Information: 

Total Files Size (in bytes) 624988 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 1032326 001016 GMT3707US QM 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention AbJ+~e~J+IGA+IG~J Me+~GQ, Ql:el,llGe A~m S¥S+eM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

The application data sheet is part of the provisional or non provisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1. 76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 I RitMW~ JI 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Fabrice DELHOSTE 

Residence Information (Select One) 
-·--

US Residency @ Non US Residency 
,,....., 

Active US Military Service \...__.. ! · ...... ) 

City GeR'leRes LA CIOTAT I country of Residence i I FR 

Mailing Address of Inventor: 

Address 1 e/-e GeMAb+Q SA, SeFViee gFevets THALES DIS FRANCE SAS - IP Degartment 

Address 2 §2§ aveR1,1e 91,1 12ie 9e geFta§Re GS12023 Avenue du Jujubier - ZI Athelia IV 

City I GeFReRes LA CIOTAT I State/Provi nee I 
Postal Code ~ 13705 I Countryi I FR 

Inventor 2 ! aJtful~fl 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Frederic PAILLART 

Residence Information (Select One) 
,,.--,. 

US Residency @ Non US Residency 
r---~ 

Active US Military Service , ... ) ·-, 

City Gemenos I country of Residence i I FR 

Mailing Address of Inventor: 

Address 1 e,le GeM,O.b+Q S,O., SeFviee gFevets THALES DIS FRANCE SAS - IP Degartment 

Address 2 §2§ aveR1,1e 91,1 12ie 9e geFta§Re GS12023 Avenue du Jujubier ZI Athelia IV 

City I GeFReRes LA CIOTAT I State/Provi nee I 
Postal Code ~13705 I Countryi I FR 

Inventor 3 I RJrfuiJi fl 
Legal Name 

EFSWeb2.2.13 
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PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number I ◄ ';"nnn:: nna <; ◄ ': GMT3707US QM 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention /\bJ+HE~J+IG/\+IG~J ME+HGQ, QEVIGE A~m S¥S+EM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Prefix Given Name Middle Name Family Name Suffix 

Sebastien PETIT 

Residence Information (Select One) C US Residency @ Non US Residency 
;·, 

Active US Military Service '...__) 

City GeR'leAes LA CIOTAT I country of Residence i I FR 

Mailing Address of Inventor: 

Address 1 e,le GeM,O.b+Q g,o,, g9p,,iee gFevets THALES DIS FRANCE SAS IP Dei;1artment 

Address 2 e2e avemJe Ell:J J;1ie Ele geFta§Ae Gg~ 2Q2;3 Avenue du Jujubier ZI Athelia IV 

City I GeFReAes LA CIOTAT I State/Province I 
Postal Code ~13705 I Countryi I FR 

All Inventors Must Be Listed - Additional Inventor Information blocks may be It generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number ~180929 

Email Address us. intellectuali;1roi;1erty@thalesqroui;1.com 

Email Address marc.boillot@thalesqroui;1.com 

Application Information: 

Add JI 

Title of the Invention /\bJ+HEN+IG/\+lmJ ME+HGQ, QEVIGE A~m S¥S+EM METHOD FOR AUTHENTICATING A HASH OF A DATA 
PACKET FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST 
AUTHENTICATION DEVICE SECOND AUTHENTICATION DEVICE AND AUTHENTICJ..TION SYSTEM 

Attorney Docket Number ~ Q;32;32e QQ~ Q~ e GMT3707US QM I Small Entity Status Claimed 

Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I 2 I Suggested Figure for Publication (if any) I 2 

Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. lll(c) and 37 CFR l.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR l.57(a). 

i 
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

EFSWeb2.2.13 
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PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 103232@ 00101 e GMT3707US QM 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention /\UTl=IE~JTIG/\TlmJ METl=IOD, DEVICE /\~JD SYSTEM METHOD FOR AUTHENTICATING A HASH OF A 
DATA PACKET FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION 
STEP, FIRST AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION 
SYSTEM 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

□ 
35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

@ 

Please Select One: Customer Number I 
,..-, 

US Patent Practitioner I 
/', 

Limited Recognition (37 CFR 11.9) ' I \-...,.) '~··' 
Customer Number ~180929 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status Pending I r~mev~I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

a 371 of international PCT/EP2018/081759 2018-11-19 

Additional Domestic Benefit/National Stage Data may be generated within this form !t Add ti by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDX)i the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1 ). 

EFSWeb2.2.13 
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PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

~ gg~g~@ QQ~ Q~ e GMT3707US QM Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention AbJ+~l:e~J+IGA+IG~J Ml:e+~GQ, Ql:eVIGl:e A~m S¥S+l:eM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Application Number Filing Date (YYYY-MM-DD) 

17306977.4 EP 2017-12-29 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

[Rijffiijyij I 
Access Codei (if applicable) 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

EFSWeb2.2.13 

287



PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

I ◄ ';"nnn:: nna <; ◄ ': GMT37Q7LJS QM Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention AbJ+~l:e~J+IGA+IG~J Ml:e+~GQ, Ql:eVIGl:e A~m S¥S+l:eM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph B in subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141 (1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1 A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1 .14. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number I ◄ ';"nnn:: nna <; ◄ ~ GMT37Q7LJS QM 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention AbJ+~e~J+IGA+IG~J Me+~GQ, Ql:el,llGe A~m S¥S+eM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 I ~m2~ijl 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1 .45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

It Q@;fr JI 
@ Assignee I /'~ 

Legal Representative under 35 U.S.C. 117 Ir Joint Inventor ,,___J , I 
........ ,/ 

,.-~, 
' ' , ....... Person to whom the inventor is obligated to assign. ("'\ 

'-._.l Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I 
If the Applicant is an Organization check here. ~ 
Organization Name 

I +1-lAbeS QIS FFlcMJGe SATHALES DIS FRANCE SAS 

Mailing Address Information For Applicant: 

Address 1 6, rue de la Verrerie 

Address 2 

City Meudon State/Province 

Country' I FR Postal Code 92190 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. It Add fl 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number ~ gg~g~@ QQ~ Q~ e GMT3707US QM 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention AbJ+~e~J+IGA+IG~J Me+~GQ, Ql:el,llGe A~m S¥S+eM METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET 
FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION 
DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Assignee 1 
Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

! wmmx,1 
If the Assignee or Non-Applicant Assignee is an Organization check here. ~ 
Organization Name 

I 
+1-lAbeS QIS FFlcMJGe SATHALES DIS FRANCE SAS 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 6, rue de la Verrerie 

Address 2 

City Meudon State/Province 

Countryi I FR Postal Code 92190 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
I t rl selecting the Add button. Md 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature /Marc BOILLOT/ Date (YYYY-MM-DD) 2022-02-16 

First Name Marc I Last Name I 
BOILLOT Registration Number 56164 

Additional Signature may be generated within this form by selecting the Add button. It Aoo ti 
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PTO/AIA/14 (01-22) 
Approved for use through 05/31/2024. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

~ gg~g~@ QQ~ Q~ e GMT3707US QM Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 16/958 252 

Title of Invention /\UTl=IE~JTIG/\TlmJ METl=IOD, DEVICE /\~JD SYSTEM METHOD FOR AUTHENTICATING A HASH OF A 
DATA PACKET FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION 
STEP, FIRST AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION 
SYSTEM 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 
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PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant!Patent Owner: THALES DIS FRANCE SAS 

Application No./Patent No.: _1_6_/9_5_8_,2_5_2 ________ _ Filed/Issue Date: 
Tit I ed: METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM COLLECTED CONTEXT DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATIOI 

THALES DIS FRANCE SAS , a Corporation 
----------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. G A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: Fabrice Delhoste, Frederic Paillart,Sebastien PETIT To: THALES DIS FRANCE SA 

The document was recorded in the United States Patent and Trademark Office at 

Reel 054960 , Frame 0332 , or for which a copy thereof is attached. 

2. From: To: --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 293



PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: THALES DIS FRANCE SA To: THALES DIS FRANCE SAS 

The document was recorded in the United States Patent and Trademark Office at 

Reel 058884 , Frame 0238 , or for which a copy thereof is attached. 

4. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _____ , Frame _____ , or for which a copy thereof is attached. 

5. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _____ , Frame _____ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel _____ , Frame _____ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

Marc BOILLOT 
Signature 

/Marc BOILLOT/ 
Printed or Typed Name 

[Page 2 of 2] 

February 7 2022 
Date 

N°56164 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

295



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

16/958,252 

180929 
THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

FILING OR 3 71 (C) DATE 

06/26/2020 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE I 
Fabrice DELHOSIB GMT3707US_QM_0011016 

CONFIRMATION NO. 5318 
POA ACCEPTANCE LETTER 

1111111111111111111111 ll]~!l]!~l!~IUI jllHHI ~] 111111111111111 IIII IIII 

Date Mailed: 02/24/2022 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/17/2022. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/sleutchit/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

16/958,252 06/26/2020 2433 2180 GMT3707US_QM_0011016 10 4 

180929 
CONFIRMATION NO. 5318 

CORRECTED FILING RECEIPT 
THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

1111111111111111111111 m~m11!~m~,u~, 11111111111111111111111 

Date Mailed: 02/24/2022 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

Fabrice DELHOSTE, LA CIOTAT, FRANCE; 
Frederic PAILLART, Gemenos, FRANCE; 
Sebastien PETIT, LA CIOTAT, FRANCE; 

THALES DIS FRANCE SAS, Meudon, FRANCE; 
Assignment For Published Patent Application 

THALES DIS FRANCE SAS, Meudon, FRANCE 

Power of Attorney: The patent practitioners associated with Customer Number 180929 

Domestic Priority data as claimed by applicant 
This application is a 371 of PCT/EP2018/081759 11/19/2018 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 
EUROPEAN PATENT OFFICE (EPO) 17306977.4 12/29/2017 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 07/15/2020 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/958,252 
Projected Publication Date: Not Applicable 
Non-Publication Request: No 
Early Publication Request: No 
Title 

METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM COLLECTED CONTEXT 
DATA BASED ON A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION DEVICE, 
SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION SYSTEM 

Preliminary Class 

713 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

180929 7590 

THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

04/19/2022 

APPLICATION NO. FILING DATE 

16/958,252 06/26/2020 

FIRST NAMED INVENTOR 

Fabrice DELHOSTE 

EXAMINER 

SHAAWAT.MAYASAA. 

ART UNIT PAPER NUMBER 

2433 

DATE MAILED: 04/19/2022 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

GMT3707US_QM_0011016 5318 

TITLE OF INVENTION: METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM COLLECTED CONTEXT DATA BASED ON 
A HASH DISTANCE GENERATION STEP, FIRST AUTHENTICATION DEVICE, SECOND AUTHENTICATION DEVICE, AND AUTHENTICATION 
SYSTEM 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 07/19/2022 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part Bis filed, a request to reapply a previously paid issue fee must be 
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

180929 7590 04/19/2022 

THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

APPLICATION NO. 

16/958,252 

FILING DATE 

06/26/2020 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Fabrice DELHOSTE GMT3707US_QM_0011016 5318 

TITLE OF INVENTION: METHOD FOR AUTHENTICATING A HASH OF A DATA PACKET FROM COLLECTED CONTEXT DATA BASED ON 

nonprovisional UNDISCOUNTED $1200 

EXAMINER ART UNIT 

SHAAWAT, MAY ASA A. 2433 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/ AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

$0.00 $0.00 

CLASS-SUBCLASS 

713-189000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1200 07/19/2022 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: □Issue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

16/958,252 

180929 7590 

THALES DIS CPL US 
THALES DIS USA Inc. 
4690 Millennium Drive 
Belcamp, MD 21017 

06/26/2020 

04/19/2022 

FIRST NAMED INVENTOR 

Fabrice DELHOSTE 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

GMT3707US_QM_0011016 5318 

EXAMINER 

SHAAWAT.MAYASAA. 

ART UNIT PAPER NUMBER 

2433 

DATE MAILED: 04/19/2022 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/958,252 
Examiner 
MAYASAASHAAWAT 

Applicant(s) 
DELHOSTE et al. 

Art Unit I AIA (FITF) Status 
2433 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to 02/15/2022. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are 16-25 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) 0AII b) 0 Some* c) D None of the: 

1. 0 Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. 0 Notice of References Cited (PT0-892) 5. 0 Examiner's Amendment/Comment 

2.0 Information Disclosure Statements (PTO/SB/08), 6. 0 Examiner's Statement of Reasons for Allowance 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. __ . 

/MAYASAA. SHAAWAT/ 
Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) 

/JEFFREY C PWU/ 
Supervisory Patent Examiner, Art Unit 2433 

Notice of Allowability Part of Paper No./Mail Date 20220401 
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Application/Control Number: 16/958,252 
Art Unit: 2433 

DETAILED ACTION 

Notice of Pre-AIA or AIA Status 

Page 2 

1. The present application, filed on or after March 16, 2013, 

is being examined under the first inventor to file provisions of 

the AIA. 

Response to Arguments 

2. Applicant's arguments, see remarks, filed 02/15/2022, with 

respect to claims 16-25 have been fully considered and are 

persuasive. The rejections of claims 16-25 has been withdrawn. 

EXAMINER'S AMENDMENT 

3. An examiner's amendment to the record appears below. Should 

the changes and/or additions be unacceptable to applicant, an 

amendment may be filed as provided by 37 CFR 1.312. To ensure 

consideration of such an amendment, it MUST be submitted no 

later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in an 

interview with Marc Boillot on 04/05/2022. Claims 16, 23 and 25 

have been amended. The new amended limitations have been 

underlined. 

16. (Currently Amended) An authentication method 

comprising: 
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collecting, based on a predetermined authentication policy, 

at least one context data element; 

constituting a data packet, based on the at least one 

collected context data element; 

generating a hash, by using a predetermined hash type 

algorithm and the data packet, as input 

to the predetermined hash type algorithm 

sending the generated hash; 

generating, as a hash distance generation step, a hash 

distance between the generated hash and a predetermined 

reference hash; and 

authenticating successfully or not based on the generated 

hash distance, as an authentication; wherein said at least one 

context data element is a captured image represented as a string 

of bits with a fixed length for constituting said data packet, 

and wherein said hash is a byte stream generated from said 

string of bits representing said captured image for said data 

packet. 

23. (Currently Amended) A first authentication device, 

wherein the first authentication device is configured to: 

- collect at least one context data element, based on a 

predetermined authentication policy; 
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- constitute a data packet, based on the at least one collected 

context data element; 

- generate a hash, by using a predetermined hash type algorithm 

and the data packet, as input to the predetermined hash type 

algorithm; and 

- send the generated hash to a second authentication device; 

wherein said at least one context data element is a captured 

image represented as a string of bits with a fixed length for 

constituting said data packet, and wherein said hash is a byte 

stream generated from said string of bits representing said 

captured image for said data packet. 

25. (Currently Amended) An authentication system, 

comprising a first authentication device and at least one second 

authentication device, wherein the first authentication device 

is configured to: 

- collect at least one context data element, based on a 

predetermined authentication policy; 

- constitute a data packet, based on the at least one collected 

context data element; 

- generate a hash, by using a predetermined hash type algorithm 

and the data packet, as input to the predetermined hash type 

algorithm; and 

- send to the second authentication device, the generated hash; 
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- and wherein the second authentication device is configured 

to: 

- receive the generated hash from the first device; 

- generate a hash distance between the generated hash and a 

predetermined reference hash; and 

- authenticate successfully or not based on the generated hash 

distance; wherein said at least one context data element is a 

captured image represented as a string of bits with a fixed 

length for constituting said data packet, and wherein said hash 

is a byte stream generated from said string of bits representing 

said captured image for said data packet. 

REASONS FOR ALLOWANCE 

4. Claims 16-25 are allowed. 

5. The following is an examiner's statement of reasons for 

allowance: in combination of limitations including 

authenticating successfully or not based on the generated has 

distance, as an authentication, wherein said at least one 

context data element is a captured image represented as a string 

of bits with a fixed length for constituting said data packet in 

combination with other limitations independent claims 16, 23 and 

25. 
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Any comments considered necessary by applicant must be 

submitted no later than the payment of the issue fee and, to 

Page 6 

avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

6. Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to MAYASA 

SHAAWAT whose telephone number is (571)272-3939. The examiner 

can normally be reached on M-F, 8 AM TO 5 PM. If attempts to 

reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, JEFFREY PWU can be reached on (571)272-6789. The fax 

phone number for the organization where this application or 

proceeding is assigned is 571-273-8300. 

Examiner interviews are available via telephone, in-person, 

and video conferencing using a USPTO supplied web-based 

collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 
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information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have 

questions on access to the Private PAIR system, contact the 

Electronic Business Center (EBC) at 866-217-9197 (toll-free). If 

you would like assistance from a USPTO Customer Service 

Representative or access to the automated information system, 

call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/MAYASA A. SHAAWAT/ 
Examiner, Art Unit 2433 

/JEFFREY C PWU/ 
Supervisory Patent Examiner, Art Unit 2433 
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Application No. Applicant(s) 
16/958,252 DELHOSTE et al. 

Examiner-Initiated Interview Summary Examiner Art AIA {First Inventor Page 
MAYASAA Unit to File) Status 

SHAAWAT 2433 Yes 1 of 1 

MAY ASA A SHAAWAT Examiner Telephonic 
MARC BOILLOT Attorne 

Date of Interview: 05 April 2022 

Issues Discussed: 

Proposed Amendment(s) 

Examiner contacted applicant with proposed amendments for claims 16, 23 and 25. Applicant agreed to 
amendment. 

/MAYASA A. SHAAWAT/ 
Examiner, Art Unit 2433 I 

/JEFFREY C PWU/ 
Supervisory Patent Examiner, Art Unit 2433 

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in 
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated 
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04 
Please further see: 
MPEP 713.04 
Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b) 
37 CFR § 1 .2 Business to be transacted in writing 

Applicant recordation instructions:lt is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete 
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete 
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general 
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the 
interview, to include an indication as to whether or not agreement was reached on the issues raised. 

U.S. Patent and Trademark Office 
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220401 
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Application/Control No. Applicant(s)/Patent Under 
16/958,252 Reexamination 

Notice of References Cited 
DELHOSTE et al. 

Examiner Art Unit 
MAYASAA SHAAWAT 2433 Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Name CPC Classification US Classification 
Country Code-Number-Kind Code MM-YYYY 

* A US-20140108800-A 1 04-2014 Lawrence; David H04L9/3297 713/168 

* B US-20170109514-A 1 04-2017 Cheng; Hui G06F21/316 1 /1 

* C US-20060020796-A 1 01-2006 Aura; Tuomas H04L63/123 713/168 

* D US-9514753-B2 12-2016 Sharifi; Matthew G10L25/51 1 /1 

* E US-20080181403-A 1 07-2008 SAKAMOTO; YU H04L9/3236 380/258 

* F US-20040221153-A1 11-2004 Kim, Chui-min H04L9/0637 713/150 
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M 

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Name CPC Classification 
Country Code-Number-Kind Code MM-YYYY 

N 
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p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20220401 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Index of Claims 16/958,252 DELHOSTE et al. 

Examiner Art Unit 

MAY ASA A SHAAWAT 2433 

✓ Rejected Cancelled N Non-Elected A Appeal 

-- Allowed Restricted I Interference 0 Objected 
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