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(57) ABSTRACT 

A system and methods for time and/or location authentication 
are presented. A hash value is received from a client device 
and a hash value receiving time of the received hash value is 
stored. A data block is received after receiving the hash value 
is received, the received data block comprising alleged trans­
mission signal data. A computed hash value of the received 
data block is computed, and an estimated transmission signal 
client receiving time by the client is calculated based on the 
alleged transmission signal data. A timely possession of the 
received data block by the client device is authenticated based 
on a comparison of the computed hash value to the received 
hash value and a comparison of the hash value receiving time 
to the estimated transmission signal client receiving time. 
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SYSTEM AND METHOD FOR IMPROVED 
GEOTHENTICATION BASED ON A HASH 

FUNCTION 

FIELD 

[0001] Embodiments of the present disclosure relate gen­
erally to cyber and network security. More particularly, 
embodiments of the present disclosure relate to systems for 
time and/or location validation (authentication). 

BACKGROUND 

[0002] Cyber-security is becoming increasingly important 
as electronic systems become more engrained into everyday 
business and social tasks. Many previously managed business 
processes have expanded into electronic data processing 
online, which has made on-going information and computing 
security advancement techniques necessary in order to pro­
tect these everyday-used systems. Important documents and 
other data using information from social security numbers to 
national infrastructure related information are stored in net­
worked systems that if accessed by an unauthorized party 
would have varying degrees of societal impact from nui­
sances to major societal infrastructure breakdown. In parallel 
with increased reliance on electronic systems, an increase in 
computer hacking motivates improving methods for protect­
ing networked computer systems. Cyber-attacks and network 
penetrations are becoming more common. These frequent 
occurrences have brought potential dangers of network pen­
etrations by external threats in both commercial and military 
environments to the forefront. 
[0003] Current access control approaches are principally 
based on either static passwords, or are authentication based 
using passwords and smart badge credentials based on Public 
Key Infrastructure (PKI). As system attacks are often con­
ducted by impersonating the end user (e.g., spoofing), there 
has been a tendency for organizations to focus on user authen­
tication methods to curtail network data interception network 
vulnerabilities. These approaches continue to be vulnerable 
to sophisticated attacks. 

SUMMARY 

[0004] A system and methods for time and/or location 
authentication are presented. A hash value is received from a 
client device and a hash value receiving time of the received 
hash value is stored. A data block is received after receiving 
the received hash value, the received data block comprising 
alleged transmission signal data. A computed hash value of 
the received data block is computed, and an estimated trans­
mission signal receiving time by the client is calculated based 
on the alleged transmission signal data. A timely possession 
of the received data block by the client device is authenticated 
based on a comparison of the computed hash value to the 
received hash value and a comparison of the hash value 
receiving time to the estimated transmission signal receiving 
time by the client. 
[0005] In this manner, embodiments of the disclosure pro­
vide an authentication system that greatly reduces an oppor­
tunity for a spoofer to take advantage of a time delay that is 
typically experienced between a client device collecting digi­
tal samples of transmissions from a transmission source and 
an authentication processor receiving collected digital 
samples from the client device. 
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[0006] In an embodiment, a method for authenticating 
timely possession of a received data block by a client device 
receives a received hash value from the client device and 
stores a hash value receiving time of the received hash value. 
The method then receives a received data block after receiv­
ing the received hash value, the received data block compris­
ing alleged transmission signal data. The method then com­
putes a computed hash value of the received data block, and 
calculates an estimated transmission signal client receiving 
time by the client based on the alleged transmission signal 
data. The method further authenticates timely possession of 
the received data block by the client device based on a com­
parison of the computed hash value to the received hash value 
and a comparison of the hash value receiving time to the 
estimated transmission signal client receiving time by the 
client. 
[0007] In another embodiment, an authentication system 
for authenticating timely possession of a received data block 
by a client device comprises a processor client-data module, 
a memory module, a hash function module, a satellite pro­
cessing module and an authentication controller. The proces­
sor client-data module is configured to receive a received hash 
value from a client device and receive a received data block 
from the client device after receiving the received hash value, 
the received data block comprising alleged transmission sig­
nal data. The memory module is configured to store a hash 
value receiving time of the received hash value. The hash 
function module is configured to compute a computed hash 
value of the received data block. The satellite processing 
module is configured to calculate an estimated transmission 
signal client receiving time based on the alleged transmission 
signal data. The authentication controller is configured to 
authenticate timely possession of the received data block by 
the client device based on a comparison of the computed hash 
value to the received hash value and a comparison of the hash 
value receiving time to the estimated transmission signal 
client receiving time. 

[0008] In a further embodiment, a non-transitory computer 
readable storage medium comprises computer-executable 
instructions for authenticating timely possession of a received 
data block by a client device. The computer-executable 
instructions measures at least one client received satellite 
signal. The computer-executable instructions further adds the 
at least one client received satellite signal to a data block. The 
computer-executable instructions further computes a hash 
value of the data block at a client device. The computer­
executable instructions further transmits the hash value to a 
server and transmits the data block to the server after the hash 
value has been transmitted. 

[0009] This summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the detailed description. This summary is not intended to 
identify key features or essential features of the claimed sub­
ject matter, nor is it intended to be used as an aid in determin­
ing the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF DRAWINGS 

[001 OJ A more complete understanding of embodiments of 
the present disclosure may be derived by referring to the 
detailed description and claims when considered in conjunc­
tion with the following figures, wherein like reference num­
bers refer to similar elements throughout the figures. The 
figures are provided to facilitate understanding of the disclo-
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sure without limiting the breadth, scope, scale, or applicabil­
ity of the disclosure. The drawings are not necessarily made to 
scale. 
[0011] FIG. lA is an illustration of an exemplary wireless 
communication environment for authenticating an asserted 
location and or time of a client device according to an 
embodiment of the disclosure. 
[0012] FIG. 1B is an illustration of an exemplary wireless 
communication environment for authenticating an asserted 
location and or time of a client device according to an 
embodiment of the disclosure. 
[0013] FIG. 2 is an illustration of an exemplary simplified 
functional block diagram of a client device according to an 
embodiment of the disclosure. 
[0014] FIG. 3 is an illustration of an exemplary simplified 
functional block diagram of a server authentication processor 
according to an embodiment of the disclosure. 
[0015] FIG. 4 is an illustration of an existing authentication 
timing diagram 400 showing how an authentication process 
without using a hash function may cause a spoofing problem. 
[0016] FIG. 5 is an illustration of an authentication timing 
diagram showing an authentication process using a hash func­
tion and a legitimate-valid user that can prevent spoofing 
according to an embodiment of the disclosure. 
[0017] FIG. 6 is an illustration of an authentication timing 
diagram with a hash function and with a non-valid user such 
as a spoofer according to an embodiment of the disclosure. 
[0018] FIG. 7 is an illustration of a schematic block dia­
gram showing an authentication challenge process according 
to an embodiment of the disclosure. 
[0019] FIG. 8 is an illustration of an exemplary flowchart 
showing an authentication process that can be performed by a 
client device according to an embodiment of the disclosure. 
[0020] FIG. 9 is an illustration of an exemplary flowchart 
showing an authentication process that can be performed by a 
client device according to an embodiment of the disclosure. 
[0021] FIG. 10 is an illustration of an exemplary flowchart 
showing an authentication process that can be performed by 
an authentication processor according to an embodiment of 
the disclosure. 
[0022] FIG. 11 is an illustration of an exemplary flowchart 
showing an authentication process that can be performed by a 
client device and an authentication processor according to an 
embodiment of the disclosure. 
[0023] FIG. 12 is an illustration of an exemplary flowchart 
showing an authentication process that can be performed by a 
client device according to an embodiment of the disclosure. 

DETAILED DESCRIPTION 

[0024] The following detailed description is exemplary in 
nature and is not intended to limit the disclosure or the appli­
cation and uses of the embodiments of the disclosure. 
Descriptions of specific devices, techniques, and applications 
are provided only as examples. Modifications to the examples 
described herein will be readily apparent to those of ordinary 
skill in the art, and the general principles defined herein may 
be applied to other examples and applications without depart­
ing from the spirit and scope of the disclosure. Furthermore, 
there is no intention to be bound by any expressed or implied 
theory presented in the preceding field, background, sum­
mary or the following detailed description. The present dis­
closure should be accorded scope consistent with the claims, 
and not limited to the examples described and shown herein. 
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[0025] Embodiments of the disclosure may be described 
herein in terms of functional and/or logical block components 
and various processing steps. It should be appreciated that 
such block components may be realized by any number of 
hardware, software, and/or firmware components configured 
to perform the specified functions. For the sake of brevity, 
conventional techniques and components related to commu­
nication systems, network protocols, global positioning sys­
tems, cloud computing, and other functional aspects of the 
systems (and the individual operating components of the 
systems) may not be described in detail herein. 
[0026] Embodiments of the disclosure are described in the 
context of a non-limiting application, namely, an authentica­
tion system for a cyber and/or networking security applica­
tion. Embodiments of the disclosure, however, are not lim­
ited, and the techniques described herein may also be utilized 
in other applications requiring authentication. For example, 
embodiments may be applicable to a desktop computer, a 
laptop or notebook computer, an iPad™, an iPod™, a cell 
phone, a personal digital assistant (PDA), a mainframe, a 
server, a router, an internet protocol (IP) node, a server, a 
Wi-Fi node, a client device, or any other type of special or 
general purpose computing device as may be desirable or 
appropriate for a given application or environment. 
[0027] Furthermore, embodiments of the disclosure are 
described in the context of a non-limiting application, namely 
a client device receiving at least one transmission signal from 
a satellite that can be used for authentication. Embodiments 
of the disclosure, however, are not limited to the transmission 
signal from a satellite, and the transmission signal described 
herein may also be received from other transmission sources, 
such as a pseudo-satellite or a terrestrial transmission source. 
In some embodiments, the transmission signal comprises a 
radio frequency (RF) signal from a satellite. 
[0028] As would be apparent to one of ordinary skill in the 
art after reading this description, the following are examples 
and embodiments of the disclosure and are not limited to 
operating in accordance with these examples. Other embodi­
ments may be utilized and changes may be made without 
departing from the scope of the exemplary embodiments of 
the present disclosure. 
[0029] Embodiments of the disclosure relate generally to 
cyber and network security applications. More specifically, 
embodiments provide at least one enabled client receiver and 
at least one enabled authentication processor with access to a 
hash function or more specifically a cryptographic hash func­
tion to improve time and/or location authentication. When an 
authentication comprises at least some location element the 
authentication may also be referred to as geothentication. 
[0030] A need has developed for a new paradigm of access 
control leveraging factors beyond three factors (e.g., what 
you know, what you have, and who you are) of authentication 
by adding geospatial location/context (e.g., where you are) 
that can assist with adding a less spoofable approach. Such 
geolocation information that can be used for authentication 
(hence the term geothentication) may be transmitted by a 
client device to an authentication processor to provide further 
proof or assurance to a authentication processor that a client 
device is not tied to a spoofer or other ill-intentioned user. 
[0031] The geolocation information may be related to a 
location of a receiver that is receiving a transmission and/or 
information allowing for the receiver and/or an authentication 
processor to calculate the location of the receiver that 
received the transmission. This geolocation information may 
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comprise, for example but without limitation, a snippet of raw 
satellite data, at least part of a known or unknown code 
specific to a particular satellite beam, location information 
(such as latitude and longitude), time, sampled radio signal 
data (such as satellite RF data), information (such as unique 
codes) derived from sampled radio signals, and other infor­
mation. 
[0032] Amounts of geothentication information transmit­
ted from a client device to an authentication server may be 
large compared to a communication bandwidth between 
them. Thus, a significant amount of time may be necessary to 
transmit the geothentication information. This significant 
amount of time may provide a spoofer with a time required to 
generate a false geothentication signal, for example, to create 
a false data set that would mislead a time and/or location of 
the client device to the authentication server. Thereby, an 
inauthentic client device may provide a false geothentication 
signal to try to authenticate an inauthentic user of the inau­
thentic client device to be in a location other than a true 
location of the spoofer. Alternatively, an inauthentic client 
device may try to provide a false geothentication signal that 
may be used to authenticate the client device to be in a 
location other than a true location of the client device. 
[0033] Various methods that a spoofer might use may 
require a significant amount of time to generate a false geoth­
entication signal. Since an amount of geothentication infor­
mation transmitted from a client to an authentication proces­
sor (that may be part of a server) is potentially large compared 
to a communication bandwidth between them, a significant 
amount of time may be necessary to transmit the geothenti­
cation information. Embodiments of the disclosure signifi­
cantly reduce a time window of opportunity for a spoofer to 
generate a false geothentication signal. 
[0034] For example, a geothentication method may require 
a client device to sample 2 bits of data at 20 MHz ( digital 
communication bandwidth of the GPS P(Y) code signal) for 
five satellites, to collect this for 10 milliseconds, and to send 
this block of data to an authentication server. A block of 
authentication data in this example would be 2x20x5x0.01 =2 
megabits every 10 milliseconds. If a digital communication 
bandwidth between the client device and the authentication 
server is a maximum of 1 megabit per second, at least 2 
seconds may be needed for a 10 millisecond block of authen­
tication data to be transferred from the client device to the 
authentication server. In another example, the client device 
may sample 4 bit complex samples of spectrum data at 10 
MHz bandwidth. 
[0035] A sophisticated spoofer can potentially take advan­
tage of this time delay between collecting data at the client 
device and transmitting at least some portion of the collected 
data to the authentication server to generate and insert the 
false geothentication signal that could result in a false geoth­
entication validation. A false geothentication validation may 
lead to the spoofer gaining access to a protected resource, 
such as a protected network or piece of hardware that may 
result in undesirable affects to those working to protect the 
protected resource as well as others. 
[0036] Embodiments of the disclosure may use terms such 
as user, user device, claimant, client device, client receiver, 
client, or other similar term to refer to a computing device that 
is attempting to be validated ( authenticated) whether or not it 
is or is not, at some point validated (authenticated). The 
computing device may be further attached to a person or 
entity that is utilizing the computing device attempting to gain 
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access to a protected resource through means requiring the 
computing device to be authenticated. Furthermore, embodi­
ments of the disclosure may use the terms data buffer content, 
data block, and collected digital samples interchangeably. 
Furthermore, embodiments of the disclosure may use the 
terms hash value, hash digest, cryptographic hash digest, and 
message digest, interchangeably. 
[0037] The following distinction is made for clarity. The 
client device if legitimate and appropriately configured may 
be transmitting true (valid) data, however; from an authenti­
cation processor perspective this data is viewed as "client" 
data. Similarly, a spoofer, rogue, or other similar type of user 
device that submits invalid data (purposely or otherwise), 
may submit the invalid data to the authentication processor 
and it is still viewed as "client" data from the perspective of 
the authentication processor. 
[0038] Embodiments of the disclosure provide an authen­
tication system that reduces an opportunity for a spoofer to 
take advantage of a time delay between a client collecting 
digital samples of transmissions from the at least one trans­
mission source and an authentication processor receiving at 
least a portion of claimed collected digital samples. 
[0039] In this manner, embodiments of the disclosure pro­
vide an authentication system that significantly reduces an 
amount of transmission time necessary to prove timely exist­
ence of geothentication information. Thus, a spoofer may not 
have a required time to generate a false geothentication sig­
nal. Thereby preventing an inauthentic client device from 
providing a false geothentication signal indicating the inau­
thentic client device to be in a location other than a true 
location of the inauthentic client device. 
[0040] FIG. lA is an illustration of an exemplary wireless 
communication environment (environment 100) for authen­
ticating an asserted location and or time of a client device 
according to an embodiment of the disclosure. The environ­
ment 100 may comprise satellites 102, 104 and 106, a client 
device 108 comprising a client receiver 200, and at least one 
authentication server 112 (server 112) comprising an authen­
tication processor module 300 (authentication processor 
300). 
[0041] Each of the satellites 102-106 may comprise, for 
example but without limitation, a Global Navigation Satellite 
System (GNSS) satellite, a Global Positioning System 
(GPS™) satellite, a Globalnaya Navigatsionnaya Sputnik­
ovaya Sistema (GLONASS™) satellite, a BeiDou Navigation 
System (COMPASS™) satellite, a Galileo™ satellite, an Iri­
dium™ satellite, a GlobalStar satellite, or other satellite that 
may be utilized for position, navigation, or timing related 
applications. At least one satellite may comprise a satellite 
from a future constellation, such as the currently planned 
Iridium™ NEXT constellation. Additionally, each of the sat­
ellites 102-106 may comprise a low Earth orbiting (LEO) 
satellite, a medium Earth orbiting (MEO) satellite, and/or a 
geosynchronous Earth orbiting (GEO) satellite. An RF satel­
lite signal may comprise at least a portion of geolocation 
information. 
[0042] Furthermore, each of the satellites 102-106 may 
comprise an Iridium™ LEO satellite constellation, where 
each of the satellites in the constellation has an antenna geom­
etry that transmits forty-eight ( 48) spot beams with a distinc­
tive spot beam pattern. At least one transmission signal that 
can be used for authentication may be transmitted from at 
least one of the Iridium™ satellite(s) in the Iridium™ con­
stellation. The forty-eight (48) spot beams of an Iridium™ 
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satellite may be used to transmit localized signals that may be 
used for authentication to a network of nodes located on or 
near the Earth's surface. 
[0043] The broadcasted message burst content associated 
with these transmissions may include random data or pseu­
dorandom noise (PRN) data. Since a given message burst may 
occur within a specific satellite spot beam at a specific time, 
the message burst content including PRN and unique beam 
parameters (e.g., time, satellite identification (ID), time bias, 
orbit data, etc.) may be used as at least a portion of the 
geothentication information to authenticate a location 122 of 
the client device 108. 
[0044] When employing one of the above-described Iri­
dium LEO satellites, a transmission signal power may be 
sufficiently strong enough to allow for the transmission sig­
nals such as the satellite signals 116, 118 and 120 to penetrate 
into an indoor environment. This transmission signal power 
allows for the client device 108 to be used for many indoor 
applications for cyber, network, and computing security as 
well as authentication technologies. 
[0045] Satellite signals 116, 118 and 120 transmitted from 
the satellites 102, 104 and 106 respectively can be processed 
at the client device 108 to determine the location 122 and a 
time of the client device 108. However, satellite signals may 
be spoofed in existing systems such that an existing client 
device senses and/or reports a false position 124. 
[0046] The client device 108 comprises the client receiver 
200 and is able to collect and store at least a portion of digital 
samples 226 (FIG. 2) of the (RF signals) client received 
satellite signals 146. The client device 108 computes a hash 
value 152 of a data block 138 comprising some or all of the 
digital samples 226 and is explained in more detail. 
[0047] The client device 108 transmits a hash value 152 to 
at least one authentication server 112 for processing. The 
client device 108 may further transmit a data block 138, 
which may represent the data from the data buffer 230 (FIG. 
2), to the authentication server 112 to further prove that the 
client device 108 is a legitimate user and that the collected 
samples 226 provided by the client device 108 are as antici­
pated based on the previously transmitted hash value 152. The 
transmission of the data block 138 from the client device 108 
may be at (in response to) a request of the authentication 
server 112, such as in the form ofa challenge, or it may be part 
of a nominal process. In some embodiments, challenges may 
be issued based on reception latency. Since some packets may 
be delayed more than others, time can be better bound when 
a packet is received that has a low latency. In one embodi­
ment, a challenge is a function of latency of hash reception 
where lowest latency hashes trigger a challenge. 
[0048] In this example, the client device 108 authenticates 
its time and/or location to the authentication server 112. 
[0049] The hash value 152 of the data block 138 and the 
data block 138 are used at the authentication server( s) 112 to 
validate (authenticate) a time t2 (FIG. 5) and/or the location 
122 of the client device 108. 
[0050] The transmission of the hash value 152 from the 
client device 108 to the authentication server 112 is used to 
reduce a time window of opportunity for a spoofer to tamper 
with the data block 138 prior to sending the data block 138 to 
the authentication server 112. The data block 138 comprises 
data needed for processing and validating the location 122 of 
the client device 108. The authentication server 112 uses the 
data block 138 to validate that the data block 138 comprises 
the collected digital samples 226 that had been processed by 
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a hash function module 232 (FIG. 2) to create the transmitted 
hash value 152. Once the data block 138 has effectively been 
validated, the data block 138 can reliably be processed to 
authenticate the time t2 and/or the location 122 of the client 
device 108. 

[0051] The client device 108 may support many consumer 
applications. For example, many financial transactions utilize 
mobile devices such as cell phones or laptops as the client 
device 108 indoors such as within a city building. The client 
device 108 may comprise wired or wireless communication 
devices such as, but without limitation, a desktop computer, a 
laptop or notebook computer, an iPad™, an iPod™, a cell 
phone, a personal digital assistant (PDA), a mainframe, a 
server, a router, an internet protocol (IP) node, a server, a 
Wi-Fi node, a client, or any other type of special or general 
purpose computing device that comprises the client receiver 
200 capable of receiving the client received transmission 
signals such as the satellite signals 146, and as may be desir­
able or appropriate for a given application or environment. 

[0052] In this document, the transmitted data block 138 
may refer to the data block 138 when the data block 138 is sent 
from the client device 108 to the authentication processor 
300. The received data block 138 may refer to the data block 
138 when the data block 138 is received at the authentication 
processor 300. Similarly the transmitted hash value 152 may 
refer to the hash value 152 when the hash value 152 is sent 
from the client device 108 to the authentication processor 
300. The received hash value 152 may refer to the hash value 
152 when the hash value 152 is received at the authentication 
processor 300. Also, server 112, and authentication server 
112 may be used interchangeably. 

[0053] The authentication server 112 is configured to 
receive the hash value 152 alleged to be an output of the hash 
function module 232 of the client device 108 seeded by the 
digital samples 226 collected by the client device in the data 
block 138 and authenticate possession of the received data 
block 138 by the client device 108 at the time t2 as explained 
in more detail below. The authentication server 112 may 
receive the hash value 152 and the data block 138 via a wired 
communication link 126, a wireless communication channel 
128, through an Internet protocol, or a combination thereof. 

[0054] The authentication server 112 comprises the authen­
tication processor 300 and may also be configured to receive 
the satellite signals 116-120 through server received satellite 
signals 148 via a server antenna 114. The authentication 
processor 300 is configured to receive the received hash value 
152 and the received data block 138 comprising some or all of 
the digital samples 226 from the client device 108, and 
authenticate the time t2 and/or the location 122 of the client 
device 108 if a timely possession of the received data block 
138 by the client device 108 is authenticated as explained in 
more detail below. A server received satellite signal 148 and 
a processor received satellite signal 148 may be used inter­
changeably in this document. Similarly a server, an authenti­
cation server, an authentication processor, and a processor 
may be used interchangeably in this document. 

[0055] In at least some embodiments, the authentication 
processor 300 may challenge the client device 108, for 
example, by requiring the client receiver 200 to transmit the 
transmit hash value 152 and the collected digital samples 
from the data buffer 230 on-demand such that the authenti­
cation processor 300 of the authentication server 112 can 
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validate the time t2 and/or the location 122 of the client device 
108 as it deems necessary as explained in the context of 
discussion of FIG. 7. 

[0056] In some embodiments, an authentication process 
may further comprise at least one of the following: at least one 
client device such as the client device 108 receiving access to 
a protected resource if the authentication result is deemed 
favorable; the client device 108 being restricted from access 
to the protected resource if the authentication result is deemed 
not favorable; and at least one authentication processor such 
as the authentication processor 300 challenging the client 
device 108 if the authentication result is deemed questionable 
and/or unfavorable. 

[0057] FIG. 1B is an illustration of an exemplary wireless 
communication environment 100B for authenticating an 
asserted location and or time of a client device according to an 
embodiment of the disclosure. The embodiment shown in 
FIG. 1B may have functions, material, and structures that are 
similar to the embodiments shown in FIG. lA. Therefore 
common features, functions, and elements may not be redun­
dantly described here. 

[0058] One skilled in the art should also recognize that 
alternatives other than the embodiment shown in FIG. lA 
may be used. In at least one embodiment, an intermediary 
may exist between the client device 108 and the authentica­
tion server 112, such as a gateway 150. The gateway 150 may 
receive information from the client device 108 and forward 
the received information to the authentication processor 300 
for processing. ln one embodiment, the hash value 152 may 
be sent to the gateway 150, where the gateway 150 time 
stamps the hash value 152, and sends hash value 152 to the 
authentication processor 300 as explained in more detail 
below in the context of discussion of FIG. 3 below. This data 
transfer can be done in a secure manner such as via encryption 
to maximize an ability of the authentication processor 300 to 
trust the hash value 152 that is being received. 

[0059] Authentication information is then generated and 
sent from the authentication server(s) 112 to the gateway 150 
via an authentication message 144. The gateway 150 then 
uses the authentication message 144 to determine whether to 
provide network or other access rights to the client device 
108. 

[0060] In one embodiment, the gateway 150 and the 
authentication server(s) 112 reside in different locations and 
communicate through a public or semi-public communica­
tion network via the wired communication link 126, the wire­
less communication channel 128, an Internet protocol, or a 
combination thereof. In another embodiment, the gateway 
150 and the authentication server(s) 112 communicate 
through a virtual private network (VPN) connection or 
through some other method of encryption that would enable 
the authentication message 144 between the gateway 150 and 
the authentication server(s) 112 to be trusted. 

[0061] In one embodiment, the authentication processor 
300 is part ofortied to the gateway 150. It should be noted that 
an authentication result may be information allowing a sepa­
rate processor such as the authentication processor 300 to 
make the authentication message 144. For example, the gate­
way 150 may use the authentication message 144 to deter­
mine whether the client device 108 should have access to at 
least one protected resource and to what degree of access 
privileges the client device 108 may have using defined poli­
cies or it may be the authentication decision itself. In at least 
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one embodiment, the authentication processor 300 or the 
gateway 150 may be further tied to an authorization processor 
such as a third party host 154. 

[0062] FIG. 2 is an illustration of an exemplary simplified 
functional block diagram of the client receiver 200 (system 
200) shown in FIG. 1 according to an embodiment of the 
disclosure. The client receiver 200 may comprise a client data 
sample generator 202, and a client processing module 204 
comprising: a memory module 240 comprising a data buffer 
230, a hash function module 232 comprising a function 242, 
and a client controller 238. 

[0063] The client receiver 200 is configured to collect digi­
tal samples 226 of transmission signals such as the satellite 
signals 116-120 from at least one transmission source such as 
the satellites 102-106, store at least a portion of the collected 
digital samples 226 in the data buffer 230, generate the hash 
value 152 ( e.g., a message digest) from at least a portionofthe 
collected digital samples 226 using the function 242 ( e.g., a 
cryptographic hash function), transmit the hash value 152 at 
the output of the hash function module 232 to the authentica­
tion processor 300, and transmit the collected digital samples 
226 from the data buffer 230 to the authentication processor 
300 after transmitting the hash value 152. If there are multiple 
communication channels both the hash value 152 and the data 
block 138 can be sent significantly simultaneously, but gen­
erally the hash value 152 would likely be received first as the 
hash value 152 generally comprises less data than the data 
block 138. 

[0064] The client device 108 may comprise means such as 
the internet, to transmit the hash value 152 and the collected 
digital samples 226 in the data block 138 to the authentication 
processor 300. 

[0065] The client data sample generator 202 comprises a 
reference oscillator 206, a frequency synthesizer 208, a band 
pass filter 210, a multiplier 216, a low pass filter (LPF) 220, 
and an analog to digital (AID) converter 224. The reference 
oscillator 206 and the frequency synthesizer 208 are config­
ured to provide timing references for the client receiver 200. 
The client received satellite signals 146 received by the 
antenna 110 are passed through the low noise amplifier and 
band pass filter 210. An output signal 212 of the low noise 
amplifier and band pass filter 210 and an intermediate fre­
quency 214 from the frequency synthesizer 208 are multi­
plied at the multiplier 216 to provide a synthesized signal 218. 
The synthesized signal 218 is passed through the low-pass 
filter 220 resulting in a signal that represents the original 
signal that has been down converted to a lower frequency 
band to provide a baseband signal 222. The baseband signal 
222 is sampled by the ND converter 224 to generate the digital 
samples 226 which are collected and stored by the client 
processing module 204. 

[0066] The client processing module 204 is configured to 
compute the hash value 152, transmit the hash value 152 to 
the authentication server 112, and transmit the data block 138 
to the authentication server 112 after the hash value 152 has 
been transmitted. 

[0067] The data buffer 230 is configured to accumulate the 
digital samples 226. The digital samples 226 are also used as 
an input to the hash function module 23 2 to compute the hash 
value 152 

[0068] The hash function module 232 is configured to com­
pute the hash value 152. The hash function module 232 com-
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putes the hash value 152 based on the digital samples 226 
collected in the data block 138 and seeded as an input to the 
hash function module 232. 
[0069] The hash function module 232 is selected such that 
it makes it infeasible ( e.g., extremely difficult and therefore 
time consuming) for a spoofer or otherwise ill-intentioned 
user to modify existing data or to generate a new set of data 
that would generate a specific cryptographic hash function 
output (e.g., a specific message digest). The hash function 
module 232 may comprise a (secure) function 242 to compute 
the hash value 152. The function 242 used to compute the 
hash value 152 comprises a cryptographic hash function; 
thereby the hash value 152 comprises a cryptographic hash 
value. The output of the hash function module 232 namely the 
hash value 152 needs to be repeatable such that should the 
same block of data be used to seed the hash function module 
232 more than once the hash value 152 is the same. 
[0070] The function 242, may comprise for example but 
without limitation, a Secure Hash Algorithm, a SHA-1 algo­
rithm, a SHA-2 algorithm, a SHA-3 algorithm, a SHA-224 
algorithm, a NAVAL algorithm, a MD5 algorithm, a RIP­
EMD algorithm, or other algorithm capable of generating a 
repeatable hash value such as the hash value 152 for the same 
data block such as the data block 138. 
[0071] The client controller 238 is configured to interface 
with and manage the data buffer 230 and the hash function 
module 232. The client controller 238 is configured to clear 
the data buffer 230 and initialize the cryptographic hash func­
tion module 232, which may be an "atomic" operation. By 
clearing the data buffer 230 and initializing the hash function 
module 232 before accepting any additional data into these 
processes, the client processing module 204 can ensure that 
identical data is used as input for both the data buffer 230 and 
the cryptographic hash function module 232. An output of the 
hash function module 232 which is the hash value 152 is then 
guaranteed to be derived from the exact data in the data buffer 
230. 
[0072] The client controller 238 may perform this (e.g., 
atomic) operation very quickly between each of the digital 
samples 226 ( e.g., by temporarily stopping the sampling pro­
cess, potentially dropping samples "on the floor"), or by 
temporarily buffering the digital samples 226 in a separate 
buffer until the ( e.g., atomic) operation has been completed 
and then allowing the digital samples 226 through as inputs to 
both the data buffer 230 and the cryptographic hash function 
module 232. 
[0073] The client controller 238 is also configured to ( e.g., 
atomically) capture and read the digital samples 226 in the 
data buffer 230 and the hash value 152, and to transmit the 
content of the data buffer 230 via the data block 138, and the 
hash value 152 to at least one authentication server(s) 112.An 
important point here is that no new data is input into the data 
buffer 230 orto the hash function module 232 while the client 
controller 238 is reading data. Therefore, the hash value 152 
of the hash function module 232 is guaranteed to be derived 
from exact data in the data buffer 230. 
[0074] FIG. 3 is an illustration of an exemplary simplified 
functional block diagram of the server authentication proces­
sor 300 (authentication processor 300, system 300) of FIG. 1 
according to an embodiment of the disclosure. The authenti­
cation processor 300 may comprise a processor client-data 
module 302, an authentication controller 304 (controller 
304), a memory module 306, a hash function module 308, and 
a satellite navigation processing module 310 (transmission 
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signal processing module 310). Other functionality, such as a 
timing source 312 and a geothentication module 326 may also 
be included in the authentication processor 300, or they may 
be implemented outside of the authentication processor 300. 
Processor 300, authentication processor module 300, authen­
tication processor 300, server authentication processor 300, 
and system 300 may be used interchangeably in this docu­
ment. 
[0075] The system 300 further comprises a receiver mecha­
nism tied to the authentication processor 300 to receive the 
hash value 152 and the data block 138. The system 300 may 
further generate the authentication result using at least a por­
tion of the received digital samples 226 collected in the data 
block 138. In some embodiments, the authentication proces­
sor 300 may further be tied to a means to transmit to the client 
device 108 for instances such as challenging. 
[0076] The processor client-data module 302 is configured 
to receive the received hash value (hr) 152 from the client 
device 108, and receive the received data block 138 from the 
client device 108 after receiving the received hash value 152. 
The received data block 138 comprises alleged transmission 
signal data comprising some or all of the client received 
signal samples 226 ( digital samples 226) from the client 
device 108. 
[0077] The timing source 312 is configured to create a time 
stamp of a time that the hash value 152 was received at a hash 
value receiving time (t1) at the authentication processor 300. 
[0078] As mentioned above, an intermediary device or net­
work such the gateway 150 may comprise means to track the 
hash value receiving time (t1) ( e.g., a time of arrival of the 
hash value 152) in a way that the authentication processor 3 00 
can utilize, such as means to time stamp an (incoming) hash 
value 152. 
[0079] In an alternate embodiment, the hash value 152 may 
be sent by the client device 108 to the gateway 150. The 
gateway 150 may then substantially immediately forward the 
hash value 152 to the authentication processor 300 with a 
substantially minimum delay. Then, the authentication pro­
cessor 300 may time stamp the hash value receiving time (t1). 
A total delay may increase, but can still be less than a thresh­
old time. For example, less than an approximate time a 
spoofer may take to spoof a signal. 
[0080] The hash function module 308 is configured to com­
pute a computed hash value (he) 332 of the received data 
block 138. In an embodiment, the computed hash value (he) 
332 comprises a cryptographic value, and a function 242 used 
to compute the computed hash value 332 comprises a same 
hash function that the client device 108 utilizes as explained 
above in the context of discussion of FIG. 2. 
[0081] The satellite navigation processing module 310 
(transmission signal processing module 310) is configured to 
calculate an estimated transmission signal client receiving 
time (t2es,) at the client device 108 based on the alleged 
transmission signal data in the received data block 138. 
[0082] The authentication controller 304 comprises a hash 
value comparator 316 and a time value comparator 314. 
[0083] The hash value comparator 316 is configured to 
compare the computed hash value (he) 332 to the received 
hash value (hr) 152 and output a hash value comparison result 
320. 
[0084] The time value comparator is configured to compute 
a time difference 322 (t1 -t2es,). 
[0085] The authentication controller 304 is configured to 
authenticate timely possession of the received data block 138 
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by the client device 108 based on the hash value comparison 
result 320 and/or the time difference 322. 
[0086] In this manner, if the received hash value 152 and the 
computed hash value 322 match, and if the time difference 
322 (t1 -t2es,) is below a time threshold value, the authentica­
tion processor 300 authenticates possession of the received 
data block 318 by the client device 108 at time (t2 ) shortly 
before the hash value receiving time (t1). The time threshold 
value is explained in more detail in the context of discussion 
of FIG. 10 below. 
[0087] The authentication controller 304 may also be con­
figured to issue a challenge based on a reception latency of the 
received hash value 152. For example, the authentication 
controller 304 may issue the challenge based on a lowest 
latency hash value and/or a random challenge. The satellite 
navigation processing module 310 and/or the authentication 
controller 304 invalidates possession of the data block 138 by 
the client device 108 if the time difference 322 is above the 
time threshold value. 
[0088] If the authentication processor 300 authenticates 
possession of the received data block 138 by the client device 
108 at time (t2 ), the received data block 138 is then passed to 
the geothentication module 326 by one of the satellite navi­
gation processing module 310 or the authentication controller 
304 for time and/or location authentication of the client 
device 108. 
[0089] The geothentication module 326 (authentication 
module) is configured to authenticate or geothenticate time 
and/or the location 122 of the client device 108 based on the 
contents of the alleged transmission signal data in the 
received data block 138 comprising the client received signal 
samples 226 (digital samples 226) from the client device 108. 
[0090] The geothentication module 326 may be imple­
mented in the authentication processor 300 or by an off-board 
processor and may be configured to authenticate the time and 
the location 122 of the client device 108. 
[0091] In an embodiment, the geothentication module 326 
measures at least one server received satellite signals 148 and 
compares the alleged transmission signal data in the received 
data block 138 to the server received satellite signals 148 to 
provide a signal comparison result 324, and authenticate a 
time and/or the location 122 of the client device 108 based on 
the signal comparison result 324. Geothentication processes 
of the geothentication module 326 are described in more 
detail in U.S. Pat. Nos. 8,068,533, 8,068,534, and 7,969,354 
contents of which are incorporated by reference herein. 
[0092] The memory module 306 is configured to store, for 
example but without limitation, the received hash value 152, 
the hash value receiving time t1 of the received hash value 
152, the estimated transmission signal client receiving time 
(t2 es,) the received data block 138, the hash value comparison 
result 320, the time difference 322, the signal comparison 
result 324, contents of the alleged transmission signal data in 
the received data block 138 comprising some or all of the 
digital samples 226, and other data. 
[0093] In further embodiments, once the received data 
block 138 has effectively been validated, the authentication 
controller 304 may continue to process the digital samples 
226 in the received data block 138 to authenticate the location 
122 and/or time t2 of the client device 108. The authentication 
controller 304 is also configured to invalidate possession of 
the received data block 138 by the client device 108 at a time 
t2 based on the time difference 322. 
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[0094] The validity of time and/or the location 122 of the 
client device 108 is deduced by at least one of the following: 
a hash value receiving time (t1) which is the time of arrival 
(TOA) of the hash value 152 transmitted from the client 
device 108 to the authentication processor 300, an estimated 
transmission signal client receiving time (t2 es,) by the client 
device 108 based on the alleged transmission signal data from 
at least one transmission source such as the satellite 102-106, 
the time difference 322 is below a defined time threshold, the 
calculated hash value 336 is the same as the receive hash value 
152 transmitted from the client device 108 to the authentica­
tion processor 300, and the authentication message 144 based 
on processing the contents of the alleged transmission signal 
data from the client receiver that is received at the client 
device 108 from at least one transmission source. 
[0095] In some embodiments, the authentication processor 
300 receives the received hash value 152 that is derived using 
the hash function/function 242 and the collected digital 
samples 226 from the client device 108 that are received from 
the received satellite signal 146 that contains at least a portion 
of geolocation information. Furthermore, the authentication 
processor 300 receives the collected digital samples 226 from 
the client device 108, comprising a portion of the geolocation 
information. 
[0096] Some embodiments of the system 200-300 may 
comprise additional components and elements configured to 
support known or conventional operating features that need 
not be described in detail herein. In the embodiment shown in 
FIGS. 2-3, the systems 200-300 can be used to transmit and 
receive data in the wireless communication environment 100. 
Systems 200-300 may have functions, material, and struc­
tures that are similar to the embodiments shown in FIG. 1. 
Therefore common features, functions, and elements may not 
be redundantly described here. 
[0097] The client processing module 204, the authentica­
tion processor module 300 and the authentication controller 
304 may be implemented, or realized, with a general purpose 
processor, a content addressable memory, a digital signal 
processor, an application specific integrated circuit, a field 
programmable gate array, any suitable programmable logic 
device, discrete gate or transistor logic, discrete hardware 
components, or any combination thereof, designed to per­
form the functions described herein. In this manner, a proces­
sor may be realized as a microprocessor, a controller, a micro­
controller, a state machine, or the like. 
[0098] A processor may also be implemented as a combi­
nation of computing devices, e.g., a combination of a digital 
signal processor and a microprocessor, a plurality of micro­
processors, one or more microprocessors in conjunction with 
a digital signal processor core, or any other such configura­
tion. The client processing module 204, the authentication 
processor module 300 and the authentication controller 304 
comprise processing logic that is configured to carry out the 
functions, techniques, and processing tasks associated with 
the operation of the systems 200-300. 
[0099] In particular, the processing logic is configured to 
support the authentication method described herein. For, 
example the client processor module 204 may be suitably 
configured to send the data block 138 and the hash value 152 
from the client device 108 to the authentication server 112 via 
a client transmit antenna (not shown). For another example, 
the authentication processor 300 may be suitably configured 
to send the authentication message 144 to the gateway 150, to 
another server, or to the client device 108 via a server transmit 
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antenna (not shown), internet, or other means. Furthermore, 
the steps of a method or algorithm described in connection 
with the embodiments disclosed herein may be embodied 
directly in hardware, in firmware, in a software module 
executed by the client processing module 204, and the 
authentication processor module 300, or in any combination 
thereof. 
[0100] The memory modules 240/306, may be realized as a 
non-volatile storage device (non-volatile semiconductor 
memory, hard disk device, optical disk device, and the like), 
a random access storage device (for example, SRAM, 
DRAM), or any other form of storage medium known in the 
art. The memory module 240/306 may be coupled to the 
client processing module 204, and the authentication proces­
sor module 300 respectively such that the processor modules 
204/300 and the authentication controller 304 can read infor­
mation from, and write information to, the memory modules 
240/306. 
[0101] As an example, the client processing module 204 
and memory module 240, the authentication controller 304 
and the memory module 306 may reside in their respective 
ASICs. The memory modules 240 and 306 may also be inte­
grated into the client processing module 204 and the authen­
tication controller 304 respectively. In an embodiment, the 
memory module 240/306 may include a cache memory for 
storing temporary variables or other intermediate information 
during execution of instructions to be executed by the client 
processing module 204, and the authentication processor 
module 300 respectively. The memory modules 240/306 may 
also include non-volatile memory for storing instructions to 
be executed by the client processing module 204, and the 
authentication processor module 300 respectively. For 
example, the memory modules 240 and 306 may store 
instructions to be executed by the hash function module 232 
and 308 respectively. 
[0102] The memory modules 240 and 306 may store the 
data block 138, the hash value 152, and other data in accor­
dance with an embodiment of the disclosure. For another 
example, but without limitation, the memory module 306 
stores the received hash value 152, the hash value receiving 
time (t1) of the received hash value 152, the estimated trans­
mission signal client receiving time (t2es,) the received data 
block 138, the hash value comparison result 320, the time 
difference 322, the signal comparison result 324, the contents 
of the alleged transmission signal data comprising some or all 
of the digital samples 226, and other data in accordance with 
an embodiment of the disclosure. 
[0103] Those skilled in the art will understand that the 
various illustrative blocks, modules, circuits, and processing 
logic described in connection with the embodiments dis­
closed herein may be implemented in hardware, computer­
readable software, firmware, or other combination thereof. To 
clearly illustrate this interchangeability and compatibility of 
hardware, firmware, and software, various illustrative com­
ponents, blocks, modules, circuits, and steps are described 
generally in terms of their functionality. 
[0104] In some embodiments, the system 200-300 may 
comprise any number of processor modules, any number 
processing modules, any number of memory modules, any 
number of transmitter modules, and any number of receiver 
modules suitable for their operation described herein. The 
illustrated system 200-300 depicts a simple embodiment for 
ease of description. These and other elements of the system 
200 or system 300 are interconnected together, allowing com-
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munication between the various elements of system 200-300. 
In one embodiment, these and other elements of the system 
200-300 may be interconnected together via a respective data 
communication bus (not shown). 
[0105] A transmitter module and the receiver module may 
be located in each of the client processing module 204, and 
the authentication processor module 300 respectively 
coupled to their respective shared antenna (not shown). 
Although in a simple module only one shared antenna is 
required, more sophisticated modules may be provided with 
multiple and/or more complex antenna configurations. Addi­
tionally, although not shown in this FIGS. 2-3, those skilled in 
the art will recognize that a transmitter may transmit to more 
than one receiver, and that multiple transmitters may transmit 
to the same receiver. 
[0106] Whether such functionality is implemented as hard­
ware, firmware, or software depends upon the particular 
application and design constraints imposed on the overall 
system. Those familiar with the concepts described herein 
may implement such functionality in a suitable manner for 
each particular application, but such implementation deci­
sions should not be interpreted as causing a departure from 
the scope of the present invention. 
[0107] In this manner, systems 200 and 300 greatly reduce 
the opportunity for a spoofer to take advantage of the time 
difference between collecting data and transmitting data. 
[0108] FIG. 4 is an illustration of an existing authentication 
timing diagram 400 showing how an authentication process 
without using a hash function may cause a spoofing problem. 
A client device (not shown) collects satellite data during a 
time block A. The time block A may be about 10 milliseconds 
in this example. During a time block B the client device 
transmits data such as satellite signal samples to an authenti­
cation server (not shown). The time block B may be several 
seconds in this example. During a time block C the authenti­
cation server receives the data (satellite signal samples) from 
the client device. During a time interval 402 a spoofer of the 
client device may fabricate false data and replace data at 
nearly an end 404 of the time block B that may result in a false 
positive authentication. 
[0109] Various methods may be used by a spoofer to spoof 
a time and/or location authentication server using false digital 
samples. For example, the spoofer may need a significant 
amount of time to generate the false digital samples and spoof 
the authentication server causing the authentication server to 
incorrectly authenticate the time and/or location of the client 
device. Since an amount of digital sample data transmitted 
from a client to an authentication server may be potentially 
large compared to a communication bandwidth between 
them, a significant amount of time may be necessary just to 
transmit the digital sample data. 
[011 OJ Embodiments of the disclosure uses a hash function 
that greatly reduces an opportunity for a spoofer to take 
advantage of the time interval 402 to fabricate false data and 
replace data at near the end 404 of the data block B that may 
result in a false positive authentication. 
[0111] FIG. 5 is an illustration of an authentication timing 
diagram 500 showing an authentication process using a hash 
function and a legitimate-valid user that can prevent spoofing 
according to an embodiment of the disclosure. FIG. 5 shows 
an authentication process with the hash value 152 where a 
legitimate (valid) client device 108 is attempting to transmit 
data to the authentication server 112 according to an embodi­
ment of the disclosure. The client device 108 collects digital 
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samples such as digital samples 226 of the client received 
satellite signals 146 at time t2 , also shown as time block A. 
[0112] The time block A may be about 10 milliseconds in 
this example. Substantially immediately after collecting the 
digital samples 226, the hash value 152 based on the digital 
samples 226 is generated at the client device 108 as explained 
above. The client device 108 transmits the hash value 152 to 
the authentication server 112 during a time block D which 
may take about 1 millisecond in this example (FIG. 8, task 
812). The authentication server 112 receives the alleged hash 
value 152 at the hash value receiving time (t1), also shown as 
time block E with a start time ts and an end time te, and stores 
the hash value receiving time (t1) which is a time between or 
inclusive of ts and te. At a later time, the client device 108 
transmits the collected digital samples 226 from the data 
block 138 ( during time block B) and the authentication server 
112 receives the alleged collected digital samples from the 
data block 138 ( during time block C). 
[0113] As explained above, the hash function module 232 
of the authentication processor 300 of the authentication 
server 112 produces the computed hash value 332 for the 
authentication server 112. In this example, in an absence of 
transmission or other errors, the computed hash value 332 
matches the alleged hash value 152 supplied by the client 
device 108 since the example comprises a legitimate-valid 
user. This validates that the digital samples 226 must have 
been collected by the client device 108 before the hash value 
receiving time (t1). For example, if the digital samples 226 
were fabricated after value receiving time (t1), then the cryp­
tographic hash value 152 and the one associated with the 
digital samples 226 would not match. 
[0114] Also, in this example that assumes a (valid) client 
device 108, the authentication server 112 processes the digital 
samples 226 to estimate the time t2 est, at which the client 
device 108 collected the digital samples 226 thus the t2 est is an 
estimated transmission signal client receiving time. In a valid 
case, t 1 minus t2est is a sufficiently small value that accounts 
for transmission delay times, but does not provide enough 
time for a spoofer to have likely created false digital samples. 
False digital samples may comprise, for example, false satel­
lite data which may be used to replace data block B with data 
to create a false geothentication signal that may cause a false 
positive authentication. 
[0115] As explained above hash value receiving time (t1 ) is 
the time when the authentication server 112 receives the 
alleged hash value 152 and t2 is a time when the client device 
108 collects the digital samples 226 of the client received 
satellite signals 146. The authentication processor 300 stores 
the hash value receiving time (t1) and computes the estimated 
transmission signal client receiving time (t2es,) at which the 
client device 108 collected the digital samples 226 based on 
the alleged transmission signal data contained in the received 
data block 138. 
[0116] FIG. 6 is an illustration of an authentication timing 
diagram with a hash function and with a non-valid user such 
as a spoofer according to an embodiment of the disclosure. 
The authentication timing diagram 600 shows where a non­
legitimate client device such as a spoofer is attempting to 
transmit data to the authentication server 112. FIG. 6 illus­
trates an attempt by a spoofer to spoof an authentication 
server 112. The spoofer may collect the transmitted data 
signal at time t2 , also shown as X. The spoofer may then need 
an amount of time Y to generate false digital data. The spoofer 
may then use the false digital data to create a counterfeit hash 
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value (message digest) and send it to the authentication server 
112 during time block Z, the authentication server 112 may 
receive the hash value 152 at time t1 also shown as E. 

[0117] The client device 108 may later send the false digital 
data to the authentication server 112. The spoofer attempts to 
make the false digital data such that the authentication server 
112 matches it to the received hash value 152. However, when 
the false digital data is processed to compute the estimated 
transmission signal client receiving time (t2es,), t1 minus t2 est 
is a long enough time period (FIG. 10, task 1010) to have 
allowed the spoofer to generate false digital data. In this 
example, a threshold for t1 minus t2 est has been established 
such that a time period giving a spoofer sufficient time to 
generate the false digital data, etc. is not acceptable. There­
fore, the authentication server would not allow the client 
device 108 to be authenticated based on the false digital data. 
Thus, the authentication would reject the false digital data. 
There may be additional actions taken by the authentication 
server 112 at this time as discussed previously. 

[0118] FIG. 7 is an illustration of a schematic block dia­
gram 700 showing an authentication challenge process 
according to an embodiment of the disclosure. The authenti­
cation server 112 may send a request signal 704 to the client 
device 108 challenging the client device 108. This challeng­
ing may be carried out in a variety of ways. 

[0119] In an embodiment, the client device 108 may be 
operating as part of a defined process for authentication and/ 
or re-authentication, and may send hash value(s) 152 as 
defined by that process. For example, as part of the defined 
process, the client device 108 may be asked to transmit the 
hash value 152, for example, every 5 seconds, every 10 sec­
onds, every 1 minute, every 1 hour, every 1 day, or other time 
interval which may be dependent on a level of security desired 
for an application. 

[0120] For example, high security applications may require 
that the client device 108 transmit the hash value 152 con­
tinuously as part of the defined process. For example, the 
client device 108 may transmit the hash value 152 every 5 to 
10 seconds in order to authenticate and access a protected 
resource as well as to continue to maintain access to the 
protected resource during an associated session. 

[0121] During this time, the authentication server 112 may 
randomly or otherwise, challenge the client device 108 by 
sending a request signal 704 to the client device 108 to send 
the data block 138 associated with a particular hash value 152 
as appropriate to authenticate the client device 108. Alterna­
tively, in an alternate embodiment, the authentication server 
112 may send a request signal 704 to the client device 108 
challenging the client device 108 to transmit the data block 
138 associated with the transmitted hash value 152 to provide 
a received data block 138 at the authentication server 112. 

[0122] However, while the challenge may be done once a 
hash value 152 has been received, it should be noted that the 
authentication server 112 may additionally send a request to 
the client device 108 to modify how it transmits the hash 
value(s) 152 and associated data block(s) 138. In an embodi­
ment, the authentication server 112 may send a request to the 
client device 108 requesting the client device 108 transmit the 
hash value 152 or the data block 138 in, for example, at least 
one of the following ways: sporadic, scheduled, or an on­
demand fashion. This transmission control may further assist 
in reducing a potential for spoofing and/or other threats such 
as botnets. 
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[0123] In some embodiments, challenges may be issued 
based on reception latency. Since some packets are delayed 
more than others, time can be better bound when a packet is 
received that has a low latency. In an embodiment, a challenge 
is a function of a latency of reception of the hash value 152, 
where lowest latency hash values trigger a challenge. In 
another embodiment, a challenge may be a combination of a 
random challenge and a low latency challenge. 
[0124] The client device 108 may be asked by the authen­
tication server 112 to transmit the hash value 152 as part of an 
authentication process in order to initiate a session and 
remain active within a session of accessing a protected 
resource, such as data in a cloud computing. The client device 
108 may originally be authenticated at an initiation of the 
session. The authentication server 112 may further request in 
an on-demand fashion that the client device 108 transmit the 
data block 138 or the collected digital samples 226 based on 
specific parameters. 
[0125] For example, authentication processor 300 may 
request a data block associated with a specific time such that 
the authentication server 112 can validate the received hash 
value 152 as it determines necessary. The client device 108 
may then transmit the data block 138 via a data signal 706 
based on the authentication server 112 specification. Reoc­
currences of authentication in a sporadic, scheduled, or on­
demand fashion may assist in reducing the potential for 
spoofing and/or other threats such as botnets. 
[0126] FIGS. 8-12 are illustration of exemplary authentica­
tion processes 800-1200 acceding to embodiments of the 
disclosure. The various tasks performed in connection with 
the processes 800-1200 may be performed by software, hard­
ware, firmware, a computer-readable medium having com­
puter executable instructions for performing the process 
method, or any combination thereof. The processes 800-1100 
may be recorded in a computer-readable medium such as a 
semiconductor memory, a magnetic disk, an optical disk, and 
the like, and can be accessed and executed, for example, by a 
computer CPU such as the client processing module 204, and 
the authentication processor module 300 respectively in 
which the computer-readable medium is stored. 
[0127] It should be appreciated that processes 800-1200 
may include any number of additional or alternative tasks, the 
tasks shown in FIGS. 4-6 need not be performed in the illus­
trated order, and processes 800-1200 may be incorporated 
into a more comprehensive procedure or process having addi­
tional functionality not described in detail herein. In some 
embodiments, portions of the processes 800-1200 may be 
performed by different elements of the environment 100, 
systems 200-300 such as: the client device 108, the authenti­
cation server 112, etc. Processes 800-1200 may have func­
tions, material, and structures that are similar to the embodi­
ments shown in FIGS. 1-3. Therefore common features, 
functions, and elements may not be redundantly described 
here. 
[0128] FIG. 8 is an illustration of an exemplary flowchart 
showing an authentication process 800 that can be performed 
by the client device 108 according to an embodiment of the 
disclosure. In task 802, the data buffer 230 is cleared and the 
hash function module 232 is initialized. In task 804, a sample 
of the client received satellite signal 146 is collected by the 
client processing module 204 to provide the digital samples 
226. After some quantity of the digital samples 226 is col­
lected-for example, a byte, a word, or some other specified 
number of bits-that sample data is added to the data buffer 
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230 in task 806, and the same sample data is used as input to 
the hash function module 232 in task 808. After tasks 806 and 
808 (which may be performed in reverse order), it is deter­
mined in task 810 whether the sample just collected was the 
final sample among the digital samples 226. 

[0129] This determination may be based on a wide variety 
of factors, such as reaching a threshold data quantity, passing 
of a specified time period since a last initialization, or by a 
remote request from the gateway 150 or the authentication 
server 112. If the sample collected is not a final sample, then 
the process 800 returns to task 804 and another sample is 
collected. If the sample collected is the final sample, then the 
hash value 152 is substantially immediately sent to the 
authentication server 112 in task 812. Sometime later, but 
before any more data is added to the data buffer 230, content 
of the data buffer 230 is sent to the authentication server 112 
via the data block 138 in task 814. The process 800 may then 
be restarted immediately, may be restarted after some period 
of time has passed, or may not be restarted again until 
requested by a user, a gateway, a network management entity, 
or an authentication server. 

[0130] FIG. 9 is an illustration of an exemplary flowchart 
showing an authentication process 900 that can performed by 
the client device 108 according to an embodiment of the 
disclosure. Process 900 may have functions, material, and 
structures that are similar to the embodiments shown in pro­
cess 800. Therefore common features, functions, and ele­
ments may not be redundantly described here. 

[0131] In one embodiment, the process 900 is executed in a 
substantially continuous loop as shown in FIG. 9. In the 
embodiment shown in FIG. 9, after a final sample of the 
digital samples 226 of the client received satellite signal 146 
is identified by the client receiver module 200 in the inquiry 
task 810, another check is performed in an inquiry task 902 to 
determine if it is time for geothentication data to be sent to the 
authentication server 112. This may be necessary because a 
data bandwidth of transmission signal samples such as the 
digital samples 226 sampled by the client device 108 may 
exceed a communication channel bandwidth of communica­
tion between the client device 108 and the authentication 
server. In this manner, the final sample of the client received 
satellite signal 146 is identified and transmitted to the authen­
tication processor 300 of the authentication server 112 based 
on the bandwidth of communication between the client 
device 108 and the authentication processor 300. 

[0132] Additionally, before any more data is added to the 
data buffer 230, the collected digital samples 226 from the 
data buffer 230 are sent to the authentication processor 300. 
This process may then be restarted substantially immediately, 
after some period of time has passed, or may not be restarted 
again until requested by client device 108, the gateway 150, a 
network management entity, or the authentication processor 
300. 

[0133] In this case, the determination of the inquiry task 
902 may be made by the client device 108 (user). The deter­
mination of the inquiry task 902 may also be made by a 
request from the gateway 150 or the authentication server 
112. The determination of the inquiry task 902 may also be 
made at a periodic interval-for example, the digital samples 
226 may be sent every 5 seconds. In either case, once the 
determination of the inquiry task 902 is made, whether or not 
the data block 138 and the cryptographic hash value 152 is 
sent to the authentication server 112 (tasks 812 and 814), the 
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process 900 returns to task 802, the data buffer 230 and the 
hash function module 232 are initialized, and the process 900 
starts again. 
[0134] FIG. 10 is an illustration of an exemplary flowchart 
showing an authentication process 1000 that can performed 
by the authentication processor 300 to authenticate the loca­
tion 122 of the client device 108 according to an embodiment 
of the disclosure. The authentication processor 300 receives a 
hash function output (hash value 152) from the client device 
108 at the hash value receiving time (t1) in task 1002. The 
hash value receiving time (t1) of the received hash value 152 
is measured with high accuracy. In one embodiment, a GPS 
receiver is used as a timing reference for the accurate mea­
surement of the hash value receiving time (t1). Sometime 
later, in task 1004, the authentication processor 300 receives 
content of the data buffer 230 in the data block 138 from the 
client device 108. The data buffer content is alleged to com­
prise valid sampled RF data ( digital samples 226). 
[0135] A computed hash value 332 is generated using the 
data buffer content of the received data block 138, and the 
computed hash value 332 is compared to the received hash 
value 152 in task 1006. If the computed hash value 332 and 
the received hash value 152 do not match, then the client 
device 108 location authentication fails in task 1010. In task 
1010 corrective action may be taken such as denying access to 
the client device 108, informing the client device 108 of the 
error, informing a gateway 150 of the error, informing another 
network management entity of the error, directing the client 
device 108 to a honeypot, or informing a law enforcement 
authority of the error. 
[0136] If the computed hash value 332 and the received 
hash value 152 match, then the data buffer content of the data 
block 138 is used to compute or authenticate an accurate 
location of the client device 108 using standard geothentica­
tion techniques in task 1012.Also in task 1012, the estimated 
(t2 es,) transmission signal client receiving time (t2es,) which is 
an accurate estimate of time t2 at which the client device 108 
received the end of the data buffer is (t2es,) calculated. The 
estimated transmission signal client receiving time (t2es,) may 
be calculated based on the alleged transmission signal data 
contained in the received data block 138 by the satellite navi­
gation processing module 310 using standard geothentication 
techniques. The time difference 322 (t1 -t2 es,) is calculated in 
inquiry task 1014. In the inquiry task 1014, if time difference 
3 22 ( t 1 -t2 es,) is below a time threshold, then a valid hash value 
152 match was received in a timely manner from the client 
device 108 and the client device 108 location is authenticated 
in task 1016. If the time difference 322 (t1-t2 es,) is greater 
than the time threshold, then a valid hash value 152 match was 
not received in a timely manner from the client device 108 and 
the client device 108 location is not authenticated in task 
1010. 
[0137] The time threshold can be any useful value. In an 
embodiment, the time threshold is a function of a distance ( d) 
between a calculated location of the client device 108 and a 
location of the authentication server. In the embodiment, the 
time threshold is also a function of an expected minimum 
speed (V) of information traveling from the client device 108 
to the authentication server 112. A path from the client device 
108 to the authentication server may not be straight. In an 
embodiment, the time threshold is also a function of a rea­
sonable delay factor (1\) to account for the processing and 
transmission time. For example, the time threshold (T) might 
be calculated to be: T=o+d/V. 
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[0138] In some embodiments, a method for time or location 
authentication based on a hash function is executed with 
continuous handshaking between the client device 108 and 
the authentication server 112. This may be necessary because 
the digital samples 226 of a transmission signal sampled by 
the client device 108 may exceed a bandwidth of communi­
cation between the client device 108 and the authentication 
processor 300. Therefore, it may not be possible for all trans­
mission signal samples to be sent. 
[0139] FIG. 11 is an illustration of an exemplary flowchart 
showing a time and/or location authentication process 1100 
according to an embodiment of the disclosure. The various 
tasks performed in connection with the process 1100 may be 
performed by software, hardware, firmware, a computer­
readable medium having computer executable instructions 
for performing the process method, or any combination 
thereof. The process 1100 may be recorded in a computer­
readable medium such as a semiconductor memory, a mag­
netic disk, an optical disk, and the like, and can be accessed 
and executed, for example, by a computer CPU such as the 
client processing module 204, and the authentication proces­
sor module 300 in which the computer-readable medium is 
stored. 
[0140] It should be appreciated that process 1100 may 
include any number of additional or alternative tasks, the 
tasks shown in FIG. 11 need not be performed in the illus­
trated order, and process 1100 may be incorporated into a 
more comprehensive procedure or process having additional 
functionality not described in detail herein. In some embodi­
ments, portions of the process 1100 may be performed by 
different elements of the environment 100 and systems 200-
300 such as: the client device 108, the authentication server 
112, etc. Process 1100 may have functions, material, and 
structures that are similar to the embodiments shown in FI GS. 
1-7. Therefore common features, functions, and elements 
may not be redundantly described here. 
[0141] Process 1100 may begin by measuring at least one 
client received satellite signal 146 (task 1102). The client 
received satellite signal 146 may be transmitted from, for 
example but without limitation, a Global Navigation Satellite 
System (GNSS) satellite, a Global Positioning System 
(GPS™) satellite, a Globalnaya Navigatsionnaya Sputnik­
ovaya Sistema (GLONASS™) satellite, a BeiDou Navigation 
System (COMPASS™) satellite, a Galileo™ satellite, an Iri­
dium™ satellite, a GlobalStar satellite, or other satellite that 
may be utilized for position, navigation, or timing related 
applications. 
[0142] The satellite may also comprise at least one satellite 
from a future constellation, such as the currently planned 
Iridium™ NEXT constellation. The client received satellite 
signals 146 may comprise client received satellite navigation 
signals, or other signals. Additionally, each of the satellites 
102-106 may comprise a low Earth orbiting (LEO) satellite, a 
medium Earth orbiting (MEO) satellite, and/or a geosynchro­
nous Earth orbiting (GEO) satellite. An RF satellite signal 
may comprise at least a portion of geolocation information. 
[0143] Process 1100 may then continue by adding the at 
least one client received satellite signals 146 to the data block 
138 (task 1104). 
[0144] Process 1100 may then continue by computing a 
hash value 152 of the data block 138 at the client device 108 
(task 1106). 
[0145] Process 1100 may then continue by computing the 
hash value 152 using a function comprising one of: a Secure 
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Hash Algorithm, a SHA-1 algorithm, a SHA-2 algorithm, a 
SHA-3 algorithm, a NAVAL algorithm, a MD5 algorithm, 
and a RIPEMD algorithm (task 1108). 
[0146] Process 1100 may then continue by transmitting the 
hash value 152 (received hash value 152) to the authentication 
processor 300 (task 1110). 
[0147] Process 1100 may then continue by transmitting the 
received data block 138 to the authentication processor 300 
after the received hash value 152 has been transmitted (task 
1112). 
[0148] Process 1100 may then continue by receiving the 
received hash value 152 from the client device 108 (task 
1114). 
[0149] Process 1100 may then continue by storing a hash 
value receiving time (t1 ) of the received hash value 152 (task 
1116). 
[0150] Process 1100 may then continue by receiving the 
received data block 138 after receiving the received hash 
value 152, the received data block 138 comprising alleged 
transmission signal data (task 1118). 
[0151] Process 1100 may then continue by computing a 
computed hash value 332 of the received data block 138 (task 
1120). 
[0152] Process 1100 may then continue by calculating an 
estimated transmission signal receiving time by the client 
device 108 based on the alleged transmission signal data (task 
1122). 
[0153] Process 1100 may then continue by authenticating 
timely possession of the received data block 138 by the client 
device 108 based on a comparison of the computed hash value 
322 to the received hash value 152 and a comparison of the 
hash value receiving time t1 to the estimated transmission 
signal client receiving time t2est by the client device 108 ( task 
1124). 
[0154] Process 1100 may then continue by authenticating 
one of: a time and a location of the client device 108 based on 
the comparison of the computed hash value 332 to the 
received hash value 152; the comparison of the hash value 
receiving time t1 to the estimated transmission signal client 
receiving time t2 est and contents of the alleged transmission 
signal data (task 1126). 
[0155] Process 1100 may then continue by computing the 
time difference 322 between the hash value receiving time t 1 

and the estimated transmission signal client receiving time 
t2 es,, and invalidating timely possession of the received data 
block 138 by the client device 108 based on the time differ­
ence 322 (task 1128). 
[0156] Process 1100 may then continue by comparing the 
computed hash value to the received hash value to provide a 
hash value comparison result 320, (task 1130). 
[0157] Process 1100 may then continue by invalidating 
timely possession of the received data block 138 by the client 
device 108 based on the hash value comparison result 320 
(task 1132). 
[0158] Process 1100 may then continue by measuring at 
least one processor received satellite signal 148 (task 1134). 
The processor received satellite signals 148 may comprise 
processor received satellite signals, or other signals. 
[0159] Process 1100 may then continue by comparing the 
alleged transmission signal data to the at least one server 
received satellite signal to provide a signal comparison result 
324 (task 1136). 
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[0160] Process 1100 may then continue by authenticating 
one of: a time and a location of the client device based on the 
signal comparison result 324 (task 1138). 
[0161] Process 1100 may then continue by authenticating 
the location 122 of the client device 108 based on the time 
difference and the signal comparison result 324 (task 1140). 
[0162] FIG. 12 is an illustration of an exemplary flowchart 
showing a client time and location authentication process 
1200 according to an embodiment of the disclosure. The 
various tasks performed in connection with the process 1200 
may be performed by software, hardware, firmware, a com­
puter-readable medium having computer executable instruc­
tions for performing the process method, or any combination 
thereof. The process 1200 may be recorded in a computer­
readable medium such as a semiconductor memory, a mag­
netic disk, an optical disk, and the like, and can be accessed 
and executed, for example, by a computer CPU such as the 
client processing module 204, and the authentication proces­
sor module 300 in which the computer-readable medium is 
stored. 
[0163] It should be appreciated that process 1200 may 
include any number of additional or alternative tasks, the 
tasks shown in FIG. 12 need not be performed in the illus­
trated order, and process 1200 may be incorporated into a 
more comprehensive procedure or process having additional 
functionality not described in detail herein. In some embodi­
ments, portions of the process 1200 may be performed by 
different elements of the environment 100 and systems 300-
400 such as: the client 108, the authentication server 112, etc. 
Process 1200 may have functions, material, and structures 
that are similar to the embodiments shown in FIGS. 1-3. 
Therefore common features, functions, and elements may not 
be redundantly described here. 
[0164] Process 1200 may begin by measuring at least one 
client received satellite signal 146 (task 1202). 
[0165] Process 1200 may then continue by adding the at 
least one client received satellite signal 146 to the data block 
138 (task 1204). 
[0166] Process 1200 may then continue by computing a 
hash value 152 of the data block 138 at the client device 108 
(task 1206). 
[0167] Process 1200 may then continue by transmitting the 
hash value 152 to the a processor such as the authentication 
processor 300 (task 1208). 
[0168] Process 1200 may then continue by transmitting the 
data block 138 to the authentication processor 300 after the 
hash value 152 has been transmitted (task 1210). As men­
tioned above, if multiple channels of communication are 
available, both the hash value 152 and the data block 138 can 
be sent substantially simultaneously, but generally the hash 
value 152 would likely be received first as the hash value 152 
generally comprises less data than the data block 138. 
[0169] Process 1200 may then continue by transmitting the 
hash value 152 on one of: a periodic basis, and a demand from 
the authentication processor 300 (task 1212). 
[0170] Process 1200 may then continue transmitting the 
data block on one of: a periodic basis, and a demand from the 
server (task 1214). 
[0171] Process 1200 may then continue by receiving a chal­
lenge issued by the authentication processor 300 based on a 
reception latency of the hash value 152 received at the authen­
tication processor 300 (task 1216). 
[0172] Process 1200 may then continue by receiving the 
challenge based on a lowest latency hash value (task 1218). 
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[0173] Process 1200 may then continue by identifying a 
final sample of the at least one client received satellite signal 
146 (task 1220). 
[0174] Process 1200 may then continue by transmitting the 
at least one client received satellite signal 146 to the authen­
tication processor 300 based on a bandwidth of communica­
tion between the client device 108 and the authentication 
processor 300 when the final sample is identified (task 1222). 
[0175] Process 1200 may then continue by transmitting the 
data block 138 and the hash value 152 from the client device 
108 simultaneously to the authentication processor 300 (task 
1224). 
[0176] The process 800-1200 may further repeat process 
steps as needed in order to reasonably authenticate or reject 
the claimant. It should be noted that various aspects of this 
method may be sporadic, re-occurring ( e.g. continuous), on­
demand, and/or conform to a schedule. For example, the 
authentication processor may require that the client receiver 
provides a claimed message digest and at least a portion of the 
claimed collected digital samples for every session of time 
that the client requires authentication. Another example may 
be that the authentication processor may challenge the client 
receiver by requiring the client receiver to transmit hash val­
ues on a regular re-occurring basis and then may request the 
client receiver, in an on-demand fashion, to submit the at least 
a portion of the claimed collected digital samples associated 
with a specific time determined by the authentication proces­
sor such that the authentication processor can validate the 
time and location of the user as it deems necessary. 
[0177] The authentication processor 300 may impose addi­
tional functions that are not limited to only that which is 
identified here on the client device in terms of data transmis­
sion and data transmission content that may assist in mini­
mizing the ability of a spoofer to gain a false positive geoth­
entication validation. 
[0178] In some embodiments, a gateway may impose addi­
tional processes directly on the client device 108 or by means 
of the authentication processor 300 to assist with minimizing 
the ability of the spoofer to gain a false positive geothentica­
tion validation or rather a system user who does not have the 
appropriate authorization privileges for any protected 
resource that they may be attempting to gain access to. 
[0179] In this manner, embodiments of the disclosure pro­
vide an authentication system that greatly reduces an oppor­
tunity for a spoofer to take advantage of the time delay 
between collecting data and transmitting data. 
[0180] While at least one example embodiment has been 
presented in the foregoing detailed description, it should be 
appreciated that a vast number of variations exist. It should 
also be appreciated that the example embodiment or embodi­
ments described herein are not intended to limit the scope, 
applicability, or configuration of the subject matter in any 
way. Rather, the foregoing detailed description will provide 
those skilled in the art with a convenient road map for imple­
menting the described embodiment or embodiments. It 
should be understood that various changes can be made in the 
function and arrangement of elements without departing from 
the scope defined by the claims, which includes known 
equivalents and foreseeable equivalents at the time of filing 
this patent application. 
[0181] In this document, the term "module" as used herein, 
refers to software, firmware, hardware, and any combination 
of these elements for performing the associated functions 
described herein. Additionally, for purpose of discussion, the 
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various modules are described as discrete modules; however, 
as would be apparent one of skilled in the art, two or more 
modules may be combined to form a single module that 
performs the associated functions according the embodi­
ments of the present disclosure. 

[0182] In this document, the terms "computer program 
product", "computer-readable medium", and the like may be 
used generally to refer to media such as, for example, 
memory, storage devices, or storage unit. These and other 
forms of computer-readable media may be involved in storing 
one or more instructions for use by the client processing 
module 204, and the authentication processor module 300 
each cause the client processing module 204, and the authen­
tication processor module 300 to perform specified opera­
tions respectively. Such instructions, generally referred to as 
"computer program code" or "program code" (which may be 
grouped in the form of computer programs or other group­
ings), when executed, enable a method of using a system. 

[0183] The above description refers to elements or nodes or 
features being "connected" or "coupled" together. As used 
herein, unless expressly stated otherwise, "connected" means 
that one element/node/feature is directly joined to ( or directly 
communicates with) another element/node/feature, and not 
necessarily mechanically. Likewise, unless expressly stated 
otherwise, "coupled" means that one element/node/feature is 
directly or indirectly joined to ( or directly or indirectly com­
municates with) another element/node/feature, and not nec­
essarily mechanically. Thus, although FIGS. lA-1B, and 2-3 
depict example arrangements of elements, additional inter­
vening elements, devices, features, or components may be 
present in an embodiment of the disclosure. 

[0184] Terms and phrases used in this document, and varia­
tions thereof, unless otherwise expressly stated, should be 
construed as open ended as opposed to limiting. As examples 
of the foregoing: the term "including" should be read as mean 
"including, without limitation" or the like; the term 
"example" is used to provide exemplary instances of the item 
in discussion, not an exhaustive or limiting list thereof; and 
adjectives such as "conventional," "traditional," "normal," 
"standard," "known" and terms of similar meaning should not 
be construed as limiting the item described to a given time 
period or to an item available as of a given time, but instead 
should be read to encompass conventional, traditional, nor­
mal, or standard technologies that may be available or known 
now or at any time in the future. 

[0185] Likewise, a group of items linked with the conjunc­
tion "and" should not be read as requiring that each and every 
one of those items be present in the grouping, but rather 
should be read as "and/or" unless expressly stated otherwise. 
Similarly, a group of items linked with the conjunction "or" 
should not be read as requiring mutual exclusivity among that 
group, but rather should also be read as "and/or" unless 
expressly stated otherwise. 

[0186] Furthermore, although items, elements or compo­
nents of the disclosure may be described or claimed in the 
singular, the plural is contemplated to be within the scope 
thereof unless limitation to the singular is explicitly stated. 
The presence of broadening words and phrases such as "one 
or more," "at least," "but not limited to" or other like phrases 
in some instances shall not be read to mean that the narrower 
case is intended or required in instances where such broad­
ening phrases may be absent. The term "about" when refer-
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ring to a numerical value or range is intended to encompass 
values resulting from experimental error that can occur when 
taking measurements. 

[0187] As used herein, unless expressly stated otherwise, 
"operable" means able to be used, fit or ready for use or 
service, usable for a specific purpose, and capable of perform­
ing a recited or desired function described herein. In relation 
to systems and devices, the term "operable" means the system 
and/ or the device is fully functional and calibrated, comprises 
elements for, and meets applicable operability requirements 
to perform a recited function when activated. In relation to 
systems and circuits, the term "operable" means the system 
and/or the circuit is fully functional and calibrated, comprises 
logic for, and meets applicable operability requirements to 
perform a recited function when activated. 

1. A method for authenticating timely possession of a 
received data block by a client device, the method compris­
ing: 

receiving a received hash value from the client device; 

storing a hash value receiving time of the received hash 
value; 

receiving a received data block after receiving the received 
hash value, the received data block comprising alleged 
transmission signal data; 

computing a computed hash value of the received data 
block; 

calculating an estimated transmission signal client receiv­
ing time by the client device based on the alleged trans­
mission signal data; and 

authenticating timely possession of the received data block 
by the client device based on a comparison of the com­
puted hash value to the received hash value and a com­
parison of the hash value receiving time to the estimated 
transmission signal client receiving time. 

2. The method of claim 1, further comprising authenticat­
ing one of: a time and a location of the client device based on 
the comparison of the computed hash value to the received 
hash value, the comparison of the hash value receiving time to 
the estimated transmission signal client receiving time, and 
contents of the alleged transmission signal data. 

3. The method of claim 1, wherein the received hash value 
and computed hash value each comprises a cryptographic 
hash value, and a function used to compute the received hash 
value and the computed hash value comprises a cryptographic 
hash function. 

4. The method of claim 3, wherein the function comprises 
one of: a Secure Hash Algorithm, a SHA-1 algorithm, a 
SHA-2 algorithm, a SHA-3 algorithm, a NAVAL algorithm, a 
MD5 algorithm, and a RIPEMD algorithm. 

5. The method of claim 1, further comprising computing a 
time difference between the hash value receiving time and the 
estimated transmission signal client receiving time, and 
invalidating timely possession of the received data block by 
the client device based on the time difference. 

6. The method of claim 1, further comprising: 

comparing the computed hash value to the received hash 
value to provide a hash value comparison result; and 

invalidating timely possession of the received data block 
by the client device based on the hash value comparison 
result. 
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7. The method of claim 1, further comprising: 
measuring at least one processor received satellite signal; 
comparing the alleged transmission signal data to the at 

least one processor received satellite signal to provide a 
signal comparison result; and 

authenticating one of: a time and a location of the client 
device based on the signal comparison result. 

8. The method of claim 1, further comprising: 
computing the received hash value of the received data 

block at the client device; 
transmitting the received hash value to a processor; and 
transmitting the received data block to the processor after 

the received hash value has been transmitted. 
9. The method of claim 8, further comprising: 
measuring at least one client received satellite signal; and 
adding the at least one client received satellite signal to the 

data block. 
10. The method of claim 9, wherein the at least one client 

received satellite signal is transmitted from at least one of the 
group consisting of: an LEO satellite, an MEO satellite, a 
GEO satellite, a Global Navigation Satellite System (GNSS) 
satellite, a Global Positioning System (GPS™) satellite, a 
Globalnaya Navigatsionnaya Sputnikovaya Sistema (GLO­
NASS™) satellite, a BeiDou Navigation System (COM­
PASS™) satellite, a Galileo™ satellite, an Iridium™ satel­
lite, and an Iridium™ NEXT. 

11. An authentication system for authenticating timely 
possession of a received data block by a client device, the 
system comprising: 

a processor client-data module operable to: 
receive a received hash value from a client device; and 
receive a received data block from the client device after 

receiving the received hash value, the received data 
block comprising alleged transmission signal data; 

a memory module operable to store a hash value receiving 
time of the received hash value; and 

a hash function module operable to compute a computed 
hash value of the received data block; 

a transmission signal processing module operable to cal­
culate an estimated transmission signal client receiving 
time by the client device based on the alleged transmis­
sion signal data; and 

an authentication controller operable to authenticate timely 
possession of the received data block by the client device 
based on a comparison of the computed hash value to the 
received hash value and a comparison of the hash value 
receiving time to the estimated transmission signal cli­
ent receiving time. 

12. The system of claim 11, further comprising an authen­
tication module operable to: authenticate one of: a time and a 
location of the client device based on the comparison of the 
computed hash value to the received hash value, the compari­
son of the hash value receiving time to the estimated trans­
mission signal client receiving time, and contents of the 
alleged transmission signal data. 

13. The system of claim 11, wherein the received hash 
value and the computed hash value each comprises a crypto­
graphic hash value, and a function used to compute the 
received hash value and the computed hash value each com­
prises a cryptographic hash function. 

14. The system of claim 13, wherein the function com­
prises one of: a Secure Hash Algorithm, a SHA-1 algorithm, 
a SHA-2 algorithm, a SHA-3 algorithm, a NAVAL algorithm, 
a MD5 algorithm, and a RIPEMD algorithm. 
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15. The system of claim 11, wherein the authentication 
controller is further operable to: 

compare the computed hash value to the received hash 
value to provide a hash value comparison result; and 

invalidate timely possession of the received data block by 
the client device based on the hash value comparison 
result. 

16. The system of claim 11, further comprising an authen­
tication module operable to: 

measure at least one processor received satellite signal; 
compare the alleged transmission signal data to the at least 

one processor received satellite signal to provide a signal 
comparison result; and 

authenticate one of: a time and a location of the client 
device based on the signal comparison result. 

17. The system of claim 11, further comprising a client 
device operable to: 

compute the received hash value of the received data block 
at the client device; 

transmit the received hash value to a processor; and 
transmit the received data block to the processor after the 

received hash value has been transmitted. 
18. The system of claim 17, wherein the client device is 

further operable to: 
sample at least one client received transmission signal to 

provide client received signal samples; and 
add the client received signal samples to the received data 

block. 
19. The system of claim 18, wherein the at least one client 

received transmission signal is transmitted from at least one 
of the group consisting of: an LEO satellite, an MEO satellite, 
a GEO satellite, a Global Navigation Satellite System 
(GNSS) satellite, a Global Positioning System (GPS™) sat­
ellite, a Globalnaya Navigatsionnaya Sputnikovaya Sistema 
(GLONASS™) satellite, a BeiDou Navigation System 
(COMPASS™) satellite, a Galileo™ satellite, an Iridium™ 
satellite, and an Iridium™ NEXT. 

20. The system of claim 17, wherein the received data 
block is sent from the client device to the processor in 
response to a request of the processor based on one of: a 
challenge, and a part of a defined process. 

21. The system of claim 17, wherein the received data 
block is sent from the client device to the processor based on 
one of: a periodic basis, scheduled, and a demand from the 
processor. 

22. The system of claim 11, wherein the authentication 
controller is further operable to issue a challenge based on a 
reception latency of the received hash value. 
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23. The system of claim 22, wherein the authentication 
controller is further operable to issue the challenge based on 
at least one of the group consisting of: a lowest latency hash 
value, and a random challenge. 

24. A non-transitory computer readable storage medium 
comprising computer-executable instructions for authenticat­
ing timely possession of a received data block by a client 
device, the computer-executable instructions comprising: 

measuring at least one client received satellite signal; 
adding the at least one client received satellite signal to a 

data block; 
computing a hash value of the data block at a client device; 
transmitting the hash value to a processor; and 
transmitting the data block to the processor after the hash 

value has been transmitted. 
25. The non-transitory computer readable storage medium 

of claim 24, the computer-executable instructions further 
comprising transmitting the hash value on one of: a periodic 
basis, scheduled, and a demand from the processor. 

26. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising transmitting the data block on one of: a periodic 
basis, scheduled, and a demand from the processor. 

27. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising receiving a challenge issued by the processor 
based on a reception latency of the hash value received at the 
processor. 

28. The non-transitory computer readable storage medium 
of claim 27, the computer-executable instructions further 
comprising receiving the challenge based on a lowest latency 
hash value. 

29. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising: 

identifying a final sample of the at least one client received 
satellite signal; and 

transmitting the at least one client received satellite signal 
to the processor based on a bandwidth of communica­
tion between the client device and the processor when 
the final sample is identified. 

30. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising transmitting the data block and the hash value 
from the client device simultaneously to the processor. 

* * * * * 




