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(57) ABSTRACT 

The present invention is an authenticating system including: 
a client (hereinafter, referred to as C) including a creator for, 
by employing a first hash algorithm (hereinafter, referred to as 
1 A), creating a first hash value (hereinafter, referred to as 1 V) 
from authentication information including an ID and a pass­
word, and creating 2V from the 1 Vanda random number, and 
a receiver for receiving the random number and an IA iden­
tifier from a server (hereinafter, referred to as S), transmitting 
the ID and the 2V to the S, and receiving an authentication 
result from the S; and the S including a storage for storing 3V 
created from the authentication information by employing an 
2A identifier and the 2A ID by ID, and a device for transmit­
ting the random number and the IA identifier to a PC, receiv­
ing the ID and the 2V from the PC, determining whether the 
2A identifier, which corresponds to the ID, coincides with the 
IA identifier, creating 4V from the 3V and the random num­
ber by employing the IA in a case where it coincides, deter­
mining whether the 2V coincides with the 4\1, transmitting 
the effect that the authentication is successful to the PC in a 
case where it coincides, and transmitting the effect that the 
authentication is unsuccessful to the PC in a case where it 
does not coincide. Even in a case where a hash algorithm 
(hereinafter, referred to as A) that is used in the authentication 
system is changed, employing such a configuration enables 
the system to be successively utilized. 
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AUTHENTICATING SYSTEM, 
AUTHENTICATING METHOD, AND 

AUTHENTICATING PROGRAM 

INCORPORATION BY REFERENCE 

[0001] This application is based upon and claims the ben­
efit of priority from Japanese patent application No. 2007-
014897, filed on Jan. 25, 2007, the disclosure of which is 
incorporated herein in its entirety by reference. 

RELATED ART 

[0002] The present invention relates to an authenticating 
system, an authenticating method, and an authenticating pro­
gram that can be successively utilized also in a case where a 
hash algorithm that is used in the authenticating system has 
been changed. 
[0003] In recent years, transmission/reception of business 
secrecy, personal information, or the like has been widely 
performed between information processing units via a com­
munication line such as Internet, and thus, ensuring a security 
of communication has become extremely important. 
[0004] So as to ensure such a security of communication, 
conventionally, various technologies have been proposed, 
and the technologies that are widely utilized as a technology 
relating to a user authentication include a technology using 
the hash algorithm, which is employed for the authenticating 
system. 
[0005] The so-called hash algorithm is an algorithm for 
creating another data into which an entirety of certain data has 
been reflected as a hash value. If original data slightly differs, 
then, the hash value that is created differs, and further, the 
hash value cannot be converted into the original data. For this 
reason, the hash algorithm can be utilized preferredly for the 
authenticating system because even if the hash value becomes 
known at the worst, no possibility that the original data leaks 
out exists. 
[0006] As the related art associated with the authenticating 
system employing such a hash algorithm, the following can 
be listed. 
[0007] At first, Patent document 1 discloses the authenti­
cating apparatus for, with a created random number taken as 
challenge data, creating the hash value from a user ID and a 
password that were input, and challenge data, and utilizing it 
for authentication. 
[0008] Further, Patent document 2 discloses the individual 
authenticating system for computing a hash value on the basis 
of user's biological information and a key value, which is 
pre-registered into a sever, inputting his/her biological data 
and the key value, computing a hash value from the biological 
information and the key value that were input, comparing the 
registered hash value with the computed hash value, and 
authenticating that the user is a person in question if it equals. 
[0009] Further, Patent document 3 discloses the time 
authenticating system for computing a hash value by employ­
ing the hash algorithm having a user's terminal designated, 
comparing a hash value re-computed by employing the hash 
algorithm having an authenticating apparatus designated with 
a hash value acquired from the user's terminal, and verifying 
validity. 
[0010] These authenticating systems of the related arts, 
however, cause the problem that when the hash algorithm in 
use is changed, the user has to input the authentication infor­
mation once again to re-create the hash value of the authen-
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ti cation information because the hash value of authentication 
information recorded in the authentication server apparatus 
side cannot be inverse-transformed, and hence, the authenti­
cating system cannot be successively used as it stands. 
[0011] Further, the related arts cause the problem that the 
authentication information of all users has to be re-created 
collectively, which demands a lot of times, and the authenti­
cation system cannot be utilized during that time because, in 
such a case, the hash algorithm in use cannot be changed user 
by user. 
[0012] Further, changing the hash algorithm in the authen­
tication server apparatus side necessitates changing the hash 
algorithm as well of the authentication client apparatus side 
that corresponds hereto simultaneously. 
[0013] Herein, with regard to a method of changing the 
hash algorithm in the authenticating process, for example, the 
method of updating the authentication algorithm in a com­
puter system described in Patent document 4, or the like has 
been proposed. 
[0014] This technique of updating the algorithm assumes a 
configuration in which a first account relating to a first authen­
tication algorithm and a second account relating to a second 
authentication algorithm are filed in a memory device, the 
account is switched when a command for switching the 
account is executed, and the authentication algorithm as well 
is switched in synchronization hereto. 
[0015] [Patent document 1] JP-P2000-057099A 
[0016] [Patent document 2] JP-P2004-310202A 
[0017] [Patent document 31 JP-P2005-094146A 
[0018] [Patent document 4] JP-P2005-520423A 
[0019] However, the related arts cause the problem that 
even though this updating method is employed, the authenti­
cation information has to be input once again to re-create the 
hash value for authentication by employing a new hash algo­
rithm for switching at the time of changing the hash algorithm 
in a case of applying this updating method for the authenti­
cating system using the hash algorithm as an authentication 
algorithm because the hash value cannot be inverse-trans­
formed into original data. 

SUMMARY OF THE INVENTION 

[0020] The present invention has been accomplished in 
consideration of the above-mentioned circumstances, and an 
exemplary object thereof is to provide an authenticating sys­
tem that can be successively utilized also in a case where the 
hash algorithm, which is used in the authenticating system, 
has been changed by transmitting/receiving a hash algorithm 
identifier between an authentication client apparatus and an 
authentication server apparatus in the authenticating system, 
an authenticating method thereof, and an authenticating pro­
gram thereof. 
[0021] So as to accomplish the above-mentioned objects, 
the authenticating system of the present invention is an 
authenticating system for, with a client apparatus and a server 
apparatus connected via a communication line, executing an 
authentication of a user of the client apparatus by employing 
a hash algorithm, is configured so that: the client apparatus 
includes: an authenticating information inputter for inputting 
authentication information including identification informa­
tion and a password of the user; a client-side hash value 
creator for creating a first hash value from the authentication 
information by employing a first hash algorithm that corre­
sponds to a first hash algorithm identifier transmitted from the 
server apparatus, and creating a second hash value from the 
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first hash value and a random number transmitted from the 
server apparatus by employing the first hash algorithm; and 
an authentication request manager for transmitting authenti­
cation request information for causing the server apparatus to 
start an authenticating process to the server apparatus, receiv­
ing the random number and the first hash algorithm identifier 
from the server apparatus, transmitting the identification 
information of the user input from the authentication infor­
mation inputter and the second hash value to the server appa­
ratus, and receiving an authentication result from the server 
apparatus; and the server apparatus includes: a user informa­
tion storage in which user information has been stored that 
includes a second hash algorithm identifier that respectively 
corresponds for each the identification information of the 
user, and a third hash value pre-created from the authentica­
tion information including the identification information and 
the password of the user by employing a second hash algo­
rithm that corresponds to this hash algorithm identifier; a 
random number creator for creating a random number; a 
server-side hash value creator for creating a hash value; and 
an authentication information manager for, upon receipt of 
the authentication request information from the client appa­
ratus, causing the random number creator to create a random 
number, and transmitting the random number and the first 
hash algorithm identifier to the client apparatus, and for, upon 
receipt of the identification information of the user and the 
second hash value from the client apparatus, acquiring user 
information, which corresponds to this received identification 
information of the user, from the user information storage, 
determining whether or not the second hash algorithm iden­
tifier, which is included in the acquired user information, 
coincides with the first hash algorithm identifier, causing the 
server-side hash value creator to create a fourth hash value 
from a third hash value, which is included in the acquired user 
information, and the random number by employing the first 
hash algorithm in a case where it coincides, determining 
whether or not the second hash value coincides with the 
fourth hash value, transmitting the authentication result indi­
cating that the authentication is successful to the client appa­
ratus in a case where it coincides, and transmitting the authen­
tication result indicating that the authentication is 
unsuccessful to the client apparatus in a case where it does not 
coincide. 
[0022] Configuring the authenticating system in such a 
manner makes it possible to cause the server apparatus to 
pre-store the hash value and the identifier of the hash algo­
rithm employed for computing its hash value for each user ID 
of the user of the client apparatus as user information and to 
transmit a predetermined hash algorithm identifier respond­
ing to the authentication request by the client apparatus, and 
at the time of having received the hash value and the user ID 
from the client apparatus, to determine whether or not the 
identifier of the hash algorithm that corresponds to the above 
user ID coincides with the hash algorithm identifier transmit­
ted to the client apparatus. 
[0023] And, in a case where it has been determined that it 
coincides, comparing the hash value calculated in the server 
apparatus with the hash value calculated in the client appara­
tus makes it possible to determine success or failure of the 
authentication. 
[0024] In such a manner, the authenticating system of the 
present invention assumes a configuration of determining 
whether or not the hash algorithm employed for calculating 
the hash value in the client apparatus is identical to the hash 
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algorithm in the server apparatus user by user, in which if it is 
identical, the authenticating process can be performed by 
comparing the hash value. 
[0025] For this, in a case of changing the hash algorithm 
that is employed for the authenticating process in the authen­
ticating system, it becomes possible to update the user infor­
mation user by user at a timing at which the authenticating 
process is performed without a necessity for re-preparing all 
items of user information in the server apparatus at a stroke at 
a timing at which the hash algorithm is changed. Further, even 
though the hash algorithm in the server apparatus side is 
changed, it also becomes possible to gradually change the 
hash algorithms in the client apparatus side client apparatus 
by client apparatus without a necessity for changing all cor­
responding hash algorithms in the client apparatus at a stroke. 
[0026] Further, the authenticating system of the present 
invention is configured so that: the authentication information 
manager in the server apparatus transmits the second hash 
algorithm identifier to the client apparatus as hash algorithm 
change request information in a case of having determined 
that the second hash algorithm identifier does not coincides 
with the first hash algorithm identifier; the authentication 
request manager in the client apparatus, upon receipt of the 
second hash algorithm identifier, causes the authentication 
information inputter to re-input the identification informa­
tion, a password, and a new password of the user, causes the 
client-side hash value creator to create a new third hash value 
from the identification information and the password of the 
user, which were re-input, by employing the second hash 
algorithm, to create a new fourth hash value from the new 
third hash value and the random number by employing the 
first hash algorithm, and further to create a fifth hash value 
from the identification information and the new password of 
the user, which were re-input, by employing the first hash 
algorithm, and transmits the identification information of the 
user, the new fourth hash value, and the fifth hash value to the 
server apparatus; and the authentication information manager 
in the server apparatus, upon receipt of the identification 
information of the user, the new fourth hash value, and the 
fifth hash value, causes the server-side hash value creator to 
create a fourth hash value from the third hash value, which is 
included in the acquired user information, and the random 
number by employing the first hash algorithm, determines 
whether or not the fourth hash value coincides with the new 
fourth hash value, updates the second hash algorithm identi­
fier and the third hash value that correspond to the identifica­
tion information of the user in the user information storage 
into the first hash algorithm identifier and the fifth hash value, 
respectively, to transmit the authentication result indicating 
that the authentication is successful to the client apparatus in 
a case where it coincides, and transmits the authentication 
result indicating that the authentication is unsuccessful to the 
client apparatus in a case where it does not coincide. 
[0027] Configuring the authenticating system in such a 
manner makes it possible to update the hash algorithm that is 
used for calculating the hash value user by user in a case 
where the hash algorithm employed for calculating the hash 
value in the client apparatus is not identical to the hash algo­
rithm in the server apparatus. 
[0028] That is, the user information in the server apparatus 
does not need to be newly prepared at a timing at which the 
hash algorithm is changed, and the user information can be 
updated individually at a timing at which the authenticating of 
each user is executed. 
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[0029] For this, the authenticating system of the present 
invention makes it possible to avoid stopping utilization of the 
authenticating system for a purpose of preparing the user 
information even though the necessity for changing the hash 
algorithm in use arises. 
[0030] Further, the authenticating system of the present 
invention is configured so that: the client apparatus includes a 
hash algorithm identifier storage in which a list of hash algo­
rithm identifiers has been stored that are usable in the above 
client apparatus; the server apparatus includes a hash algo­
rithm intensity storage in which an intensity of the hash 
algorithm has been stored that corresponds for each identifier 
of the hash algorithm: the authentication request manager in 
the client apparatus, at the time of transmitting the authenti­
cation request information to the server apparatus, transmits 
the list of the hash algorithm identifiers to the server appara­
tus; and the authentication information manager in the server 
apparatus, upon receipt of the authentication request infor­
mation and the list of the hash algorithm identifiers from the 
client apparatus, selects an identifier of the hash algorithm 
having a highest intensity from among the list of the hash 
algorithm identifiers based upon the intensity of each hash 
algorithm stored in the hash algorithm intensity storage, and 
transmits this selected identifier as the first hash algorithm 
identifier together with the random number to the client appa­
ratus. 
[0031] Configuring the authenticating system in such a 
manner makes it possible to automatically update the hash 
algorithm that is used in the authenticating system user by 
user into the hash algorithm having a highest intensity that 
can be used in the client apparatus and the server apparatus. 
[0032] For this reason, when the necessity for changing the 
hash algorithm that is used in the system into the hash algo­
rithm having a higher intensity arises due to detection etc. of 
fragility of the hash algorithm, or the like, the changing of the 
hash algorithm can be easily reflected into the authenticating 
system. 
[0033] Further, the authenticating method of the present 
invention is an authenticating method of, with a client appa­
ratus and a server apparatus connected via a communication 
line, executing an authentication of a user of the client appa­
ratus by employing a hash algorithm, in which: an authenti­
cation request manager in the client apparatus transmits 
authentication request information for causing the server 
apparatus to start an authenticating process to the server appa­
ratus; an authentication information manager in the server 
apparatus, upon receipt of the authentication request infor­
mation from the client apparatus, causes a random number 
creator in the server apparatus to create a random number, and 
transmits the random number and a predetermined first hash 
algorithm identifier to the client apparatus; the authentication 
request manager in the client apparatus receives the random 
number and the first hash algorithm identifier from the server 
apparatus; an authentication information inputter in the client 
apparatus inputs authentication information including iden­
tification information and a password of the user; a client-side 
hash value creator in the client apparatus creates a first hash 
value from the authentication information by employing a 
first hash algorithm that corresponds to the first hash algo­
rithm identifier, and creates a second hash value from the first 
hash value and the random number by employing the first 
hash algorithm; the authentication request manager in the 
client apparatus transmits the identification information of 
the user and the second hash value to the server apparatus; the 
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authentication information manager in the server apparatus, 
upon receipt of the identification information of the user and 
the second hash value from the client apparatus, acquires user 
information that corresponds to this received identification 
information of the user from a user information storage in 
which user information has been pre-stored that includes a 
second hash algorithm identifier that respectively corre­
sponds for each said identification information of the user, 
and a third hash value pre-created from the authentication 
information including the identification information and the 
password of the user by employing a second hash algorithm 
that corresponds to this hash algorithm identifier, determines 
whether or not the second hash algorithm identifier, which is 
included in the acquired user information, coincides with the 
first hash algorithm identifier, causes a server-side hash value 
creator in the server apparatus to create a fourth hash value 
from a third hash value, which is included in the acquired user 
information, and the random number by employing the first 
hash algorithm in a case where it coincides, determines 
whether or not the second hash value coincides with the 
fourth hash value, transmits the authentication result indicat­
ing that the authentication is successful to the client apparatus 
in a case where it coincides, and transmits the authentication 
result indicating that the authentication is unsuccessful to the 
client apparatus in a case where it does not coincide; and the 
authentication request manager in the client apparatus 
receives the authentication result from the server apparatus. 
[0034] Further, the authenticating method of the present 
invention is a method, in which: the authentication informa­
tion manager in the server apparatus transmits the second 
hash algorithm identifier to the client apparatus as hash algo­
rithm change request information in a case of having deter­
mined that the second hash algorithm identifier does not 
coincide with the first hash algorithm identifier; the authen­
tication request manager in the client apparatus, upon receipt 
of the second hash algorithm identifier, causes the authenti­
cation information inputter in the client apparatus to re-input 
the identification information, a password, and a new pass­
word of the user, causes the client-side hash value creator in 
the client apparatus to create a new third hash value from the 
identification information and the password of the user, 
which were re-input, by employing the second hash algo­
rithm, to create a new fourth hash value from the new third 
hash value and the random number by employing the first 
hash algorithm, and further to create a fifth hash value from 
the identification information and the new password of the 
user, which were re-input, by employing the first hash algo­
rithm, and transmits the identification information of the user, 
the new fourth hash value, and the fifth hash value to the 
server apparatus; and the authentication information manager 
in the server apparatus, upon receipt of the identification 
information of the user, the new fourth hash value, and the 
fifth hash value, causes the server-side hash value creator in 
the server apparatus to create a fourth hash value from the 
third hash value, which is included in the acquired user infor­
mation, and the random number by employing the first hash 
algorithm, determines whether or not the fourth hash value 
coincides with the new fourth hash value, updates the second 
hash algorithm identifier and the third hash value that corre­
spond to the identification information of the user in the user 
information storage into the first hash algorithm identifier and 
the fifth hash value, respectively, to transmit the authentica­
tion result indicating that the authentication is successful to 
the client apparatus in a case where it coincides, and transmits 
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the authentication result indicating that the authentication is 
unsuccessful to the client apparatus in a case where it does not 
coincide. 
[0035] Further, the authenticating method of the present 
invention is a method, in which: the client apparatus includes 
a hash algorithm identifier storage in which a list of hash 
algorithm identifiers has been stored that are usable in the 
above client apparatus; the server apparatus includes a hash 
algorithm intensity storage in which an intensity of the hash 
algorithm has been stored that corresponds for each identifier 
of the hash algorithm: the authentication request manager in 
the client apparatus, at the time of transmitting the authenti­
cation request information to the server apparatus, transmits 
the list of the hash algorithm identifiers to the server appara­
tus; and the authentication information manager in the server 
apparatus, upon receipt of the authentication request infor­
mation and the list of the hash algorithm identifiers from the 
client apparatus, selects an identifier of the hash algorithm 
having a highest intensity from among the list of the hash 
algorithm identifiers based upon the intensity of each hash 
algorithm stored in the hash algorithm intensity storage, and 
transmits this selected identifier as the first hash algorithm 
identifier together with the random number to the client appa­
ratus. 
[0036] Configuring the authenticating method in such a 
manner makes it possible to change the hash algorithms in the 
server side in the first place, and to gradually change the hash 
algorithms in the client apparatus side client apparatus by 
client apparatus in a case of changing the hash algorithm that 
is used in the authenticating system to the hash algorithm 
having a higher intensity, or the like. 
[0037] Further, the user information in the server apparatus 
does not need to be pre-prepared by employing the changed 
hash algorithm at a timing at which the hash algorithm is 
changed, and can be individually updated by employing the 
highest intensity hash algorithm at a timing at which the 
authentication of the user is executed, which makes it possible 
to avoid stopping the utilization of the authenticating system 
for a purpose ofre-preparing the user information. 
[0038] Further, the authenticating program of the present 
invention, which is an authenticating program for causing a 
client apparatus and a server apparatus connected via a com­
munication line to execute an authenticate of a user of the 
client apparatus by employing a hash algorithm, is configured 
so that: the client apparatus is caused to function as: an 
authenticating information inputter for inputting authentica­
tion information including identification information and a 
password of the user: and a client-side hash value creator for 
creating a first hash value from the authentication information 
by employing a first hash algorithm that corresponds to a first 
hash algorithm identifier transmitted from the server appara­
tus, and creating a second hash value from the first hash value 
and a random number transmitted from the server apparatus 
by employing the first hash algorithm; and an authentication 
request manager for transmitting authentication request 
information for causing the server apparatus to start an 
authenticating process to the server apparatus, receiving the 
random number and the first hash algorithm identifier from 
the server apparatus, transmitting the identification informa­
tion of the user input from the authentication information 
inputter and the second hash value to the server apparatus, and 
receiving an authentication result from the server apparatus; 
and the server apparatus is caused to function as: a random 
number creator for creating a random number; a server-side 
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hash value creator for creating a hash value; and an authenti­
cation information manager for, upon receipt of the authen­
tication request information from the client apparatus, caus­
ing the random number creator to create a random number, 
and transmitting the random number and the predetermined 
first hash algorithm identifier to the client apparatus, and for, 
upon receipt of the identification information of the user and 
the second hash value from the client apparatus, acquiring the 
user information, which corresponds to this received identi­
fication information of the user, from a user information 
storage in which user information has been stored that 
includes a second hash algorithm identifier that respectively 
corresponds for each identification information of the user, 
and a third hash value pre-created from the authentication 
information including the identification information and the 
password of the user by employing the second hash algorithm 
that corresponds to this hash algorithm identifier, determining 
whether or not the second hash algorithm identifier, which is 
included in the acquired user information, coincides with the 
first hash algorithm identifier, causing the server-side hash 
value creator to create a fourth hash value from a third hash 
value, which is included in the acquired user information, and 
the random number by employing the first hash algorithm in 
a case where it coincides, determining whether or not the 
second hash value coincides with the fourth hash value, trans­
mitting the authentication result indicating that the authenti­
cation is successful to the client apparatus in a case where it 
coincides, and transmitting the authentication result indicat­
ing that the authentication is unsuccessful to the client appa­
ratus in a case where it does not coincide. 
[0039] The authenticating program of the present invention 
is configured so that: the authentication information manager 
in the server apparatus is caused to transmit the second hash 
algorithm identifier to the client apparatus as hash algorithm 
change request information in a case of having determined 
that the second hash algorithm identifier does not coincides 
with the first hash algorithm identifier; the authentication 
information inputter in the client apparatus is caused to re­
input the identification information, a password, and a new 
password of the user when the second hash algorithm identi­
fier is received by the authentication request manager in the 
client apparatus; the client-side hash value creator in the 
client apparatus is caused to create a new third hash value 
from the identification information and the password of the 
user, which were re-input, by employing the second hash 
algorithm, to create a new fourth hash value from the new 
third hash value and the random number by employing the 
first hash algorithm, and further to create a fifth hash value 
from the identification information and the new password of 
the user, which were re-input, employing the first hash algo­
rithm; the authentication request manager in the client appa­
ratus is caused to transmit the identification information of 
the user, the new fourth hash value, and the fifth hash value to 
the server apparatus; the server-side hash value creator in the 
server apparatus is caused to create a fourth hash value from 
the third hash value, which is included in the acquired user 
information, and the random number by employing the first 
hash algorithm when the identification information of the 
user, the new fourth hash value, and the fifth hash value are 
received by the authentication information manager in the 
server apparatus; and the authentication information manager 
in the server apparatus is caused to determine whether or not 
the fourth hash value coincides with the new fourth hash 
value, to respectively update the second hash algorithm iden-
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tifier and the third hash value that correspond to the identifi­
cation information of the user in the user information storage 
into the first hash algorithm identifier and the fifth hash value 
and to transmit the authentication result indicating that the 
authentication is successful to the client apparatus in a case 
where it coincides, and to transmit the authentication result 
indicating that the authentication is unsuccessful to the client 
apparatus in a case where it does not coincide. 
[0040] Further, the authenticating program of the present 
invention is configured so that: the client apparatus is caused 
to function as a hash algorithm identifier storage in which a 
list of hash algorithm identifiers has been stored that are 
usable in the above client apparatus; the server apparatus is 
caused to function as a hash algorithm intensity storage in 
which an intensity of the hash algorithm has been stored that 
corresponds for each identifier of the hash algorithm; the 
authentication request manager in the client apparatus is 
caused to transmit the list of the hash algorithm identifiers to 
the server apparatus at the time of transmitting the authenti­
cation request information to the server apparatus; and the 
authentication information manager in the server apparatus is 
caused to select an identifier of the hash algorithm having a 
highest intensity from among the list of the hash algorithm 
identifiers based upon the intensity of each hash algorithm 
stored in the hash algorithm intensity storage when the 
authentication request information and the list of the hash 
algorithm identifiers are received from the client apparatus, 
and to transmit this selected identifier as the first hash algo­
rithm identifier together with the random number to the client 
apparatus. 
[0041] Configuring the authenticating program in such a 
manner makes it possible to gradually change the hash algo­
rithm in each apparatus in a case of changing the hash algo­
rithm that is used in the authenticating system to the hash 
algorithm having a higher intensity, or the like. 
[0042] Further, the user information in the server apparatus 
does not need to be pre-prepared by employing the changed 
hash algorithm at a timing at which the hash algorithm is 
changed, and can be individually updated by employing the 
highest intensity hash algorithm at a timing at which the 
authentication of the user is executed, which makes it possible 
to avoid stopping the utilization of the authenticating system 
for a purpose ofre-preparing the user information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0043] This and other objects, features and advantages of 
the present invention will become more apparent upon a 
reading of the following detailed description and drawings, in 
which: 
[0044] FIG.1 is a block diagram illustrating a configuration 
of the authenticating system of one exemplary embodiment of 
the present invention; 
[0045] FIG. 2 is a view illustrating a hash algorithm list 14 
in the authenticating system of one exemplary embodiment of 
the present invention; 
[0046] FIG. 3 is a view illustrating a hash algorithm inten­
sity table 23 in the authenticating system of one exemplary 
embodiment of the present invention; 
[0047] FIG. 4 is a view illustrating a user information man­
agement table 24 in the authenticating system of one exem­
plary embodiment of the present invention; 
[0048] FIG. 5 is a view for explaining variables that are 
transmitted/received between an authentication client appa-
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ratus and an authentication server apparatus in the authenti­
cating system of one exemplary embodiment of the present 
invention; 
[0049] FIG. 6 is a flowchart illustrating a process procedure 
by an authentication request manager 12 in the authenticating 
system of one exemplary embodiment of the present inven­
tion; 
[0050] FIG. 7 is a flowchart illustrating a process procedure 
by the authentication request manager 12 in the authenticat­
ing system of one exemplary embodiment of the present 
invention; 
[0051] FIG. 8 is a flowchart illustrating a process procedure 
by a client communicator 13 in the authenticating system of 
one exemplary embodiment of the present invention; 
[0052] FIG. 9 is a flowchart illustrating a process procedure 
by a server communicator 21 in the authenticating system of 
one exemplary embodiment of the present invention; 
[0053] FIG. 10 is a flowchart illustrating a process proce­
dure by an authentication information manager 22 in the 
authenticating system of one exemplary embodiment of the 
present invention; 
[0054] FIG. 11 is a flowchart illustrating a process proce­
dure by the authentication information manager 22 in the 
authenticating system of one exemplary embodiment of the 
present invention; 
[0055] FIG. 12 is a flowchart illustrating a process proce­
dure by a random number creator 25 in the authenticating 
system of one exemplary embodiment of the present inven­
tion; 
[0056] FIG. 13 is a flowchart illustrating a process proce­
dure by an authentication information inputter 11 in the 
authenticating system of one exemplary embodiment of the 
present invention; 
[0057] FIG. 14 is a flowchart illustrating a process proce­
dure by a hash value creator 15 of the authentication client 
apparatus in the authenticating system of one exemplary 
embodiment of the present invention; and 
[0058] FIG. 15 is a flowchart illustrating a process proce­
dure by a hash value creator 26 of the authentication server 
apparatus in the authenticating system of one exemplary 
embodiment of the present invention. 

EXEMPLARY EMBODIMENTS 

[0059] Hereinafter, an exemplary embodiment of the 
authenticating system relating to the present invention will be 
explained by making a reference to the accompanied draw­
ings. 
[0060] Additionally, the authenticating system of the 
present invention shown in the following exemplary embodi­
ment is adapted to be operated by a computer-controlled 
program. A CPU of the computer sends a command to each 
component of the computer based upon the program, and 
causes each component to execute the predetermined pro­
cesses necessary for operations of the authentication client 
apparatus and the authentication server apparatus, for 
example, a process of creating a hash value from a user ID and 
a password by employing a predetermined hash algorithm, a 
process of comparing each of the hash values created by the 
authentication client apparatus and the authentication server 
apparatus, respectively, with the other, and so on. In such a 
manner, each process and each operation in the authenticating 
system of the present invention can be realized with specific 
device in which the program and the computer co-work. 



17

US 2008/0181403 Al 

[0061] The program, which is pre-filed into the recording 
mediums such as a ROM and a RAM, is loaded from the 
recording medium packed in a computer into the above com­
puter and is executed, can be also loaded into the computer, 
for example, via a communication line. 
[0062] Further, the recording medium for filing the pro­
gram can be configured of, for example, a semiconductor 
memory, a magnetic disc, an optical disc, or an optional 
recording device that is readable by an optional computer in 
addition hereto. 
[0063] At first, a configuration of one exemplary embodi­
ment of the present invention will be explained by making a 
reference to FIG. 1 to FIG. 4. FIG. 1 is a block diagram 
illustrating a configuration of the authenticating system of 
this exemplary embodiment. FIG. 2 is a view illustrating a 
hash algorithm list 14 in the same authenticating system. FIG. 
3 is a view illustrating a hash algorithm intensity table 23 in 
the same authenticating system. FIG. 4 is a view illustrating a 
user information management table 24 in the same authenti­
cating system. 
[0064] As shown in FIG. 1, the authenticating system of 
this exemplary embodiment, which is a system for executing 
an authentication by combining of the user ID and the pass­
word, includes an authentication client apparatus 10 and an 
authentication server apparatus 20. 
[0065] The authentication client apparatus 10, which has a 
function of receiving an authentication request by the user 
and an input of authentication information, requesting the 
authentication of the authentication server apparatus 20, noti­
fying an authentication result to the user, and so on, includes 
an authentication information inputter 11, an authentication 
request manager 12, a client communicator 13, a hash algo­
rithm list 14, and a hash value creator 15 as shown in FIG. 1. 
[0066] The authentication information inputter 11 has a 
function ofreceiving the input of the authentication informa­
tion by the user based upon a request by the authentication 
request manager 12, and a function of delivering the authen­
tication information that was input to the authentication 
request manager 12. 
[0067] That is, upon inputting information of a request for 
inputting the authentication information from the authentica­
tion request manager 12, the authentication information 
inputter 11 outputs an authentication information input 
screen etc. for urging the user to input the authentication 
information to a displaying device in the authentication client 
apparatus 10, which is not shown in the figure, and inputs the 
authentication information by the user's operation. And, the 
authentication information inputter 11 outputs this authenti­
cation information that was input to the authentication 
request manager 12. Additionally, the so-called input request 
information is information that becomes a trigger, and the 
optional content can be employed as a content of the infor­
mation. With various kinds of request information described 
below, the optional content thereof can be employed, and 
needless to say, the information that is employed in the sub­
sequent process, for example, a hash algorithm identifier etc. 
can be employed as request information. 
[0068] The authentication request manager 12 has a func­
tion of, based upon the authentication request by the user, 
acquiring a list of the hash algorithm identifiers from the hash 
algorithm list 14, and delivering it to the client communicator 
13, a function of, upon acquiring a challenge (a random 
number and a highest-intensity hash algorithm identifier) 
from the client communicator 13, requesting the authentica-
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tion information inputter 11 to receive the authentication 
information, a function of, upon acquiring the authentication 
information (the user ID and the password) from the authen­
tication information inputter 11, delivering the highest-inten­
sity hash algorithm identifier, the user ID, the password, and 
so on to the hash value creator 15, and acquiring a created 
hash value from the hash value creator 15, and a function of 
delivering the hash value to the client communicator 13, 
acquiring a request for changing the hash algorithm and an 
authentication result from the client communicator 13, and 
notifying the authentication result to the user. 
[0069] That is, upon inputting the authentication request 
information from an inputting device, which is not shown in 
the figure, by the user's operation, the authentication request 
manager 12 acquires a list of the hash algorithm identifiers 
from the hash algorithm list 14, and outputs the acquired list 
of the hash algorithm identifiers to the client communicator 
13. 
[0070] Further, upon inputting the challenge (the random 
number and the highest-intensity hash algorithm identifier) 
from the client communicator 13, the authentication request 
manager 12 outputs information of a request for receiving the 
authentication information to the authentication information 
inputter 11. 
[0071] In addition hereto, upon inputting the authentication 
information (the user ID and the password) from the authen­
tication information inputter 11, the authentication request 
manager 12 outputs the highest-intensity hash algorithm 
identifier, the user ID, the password, and so on to the hash 
value creator 15. And, it inputs a created hash value from the 
hash value creator 15. 
[0072] Further, the authentication request manager 12 out­
puts the hash value to the client communicator 13, inputs the 
request for changing the hash algorithm and the authentica­
tion result from the client communicator 13, and outputs the 
authentication result that was input to a displaying device, a 
printing device, or the like in the authentication client appa­
ratus 10, which is not shown in the figure, for a purpose of 
enabling the user to make a reference hereto. 
[0073] The details of these process that are executed by the 
authentication request manager 12 will be described later by 
employing FIG. 6 and FIG. 7. 
[007 4] The client communicator 13 has a function of trans­
mitting the information acquired from the authentication 
request manager 12 to the server communicator 21, and a 
function of delivering the information received from the 
server communicator 21 to the authentication request man­
ager 12. 
[0075] That is, the client communicator 13 transmits vari­
ous kinds of the information input from the authentication 
request manager 12 to the server communicator 21 via the 
communication line. Further, upon receipt of various kinds of 
the information transmitted from the server communicator 21 
via the communication line, the client communicator 13 out­
puts this received information to the authentication request 
manager 12. 
[0076] The hash algorithm list 14 is a storage in which a list 
of the hash algorithm identifiers has been stored that are 
usable in the hash value creator 15 of the authentication client 
apparatus 10. The data structure ofa list of the hash algorithm 
identifiers that is stored in this hash algorithm list 14 can 
assume, for example, a structure shown in FIG. 2. In an 
example of the same figure, the algorithms such as MD4, 
MD5, SHA-1, and SHA-256 are stored, respectively, as a 
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hash algorithm that can be used by the hash value creator 15 
of the authentication client apparatus 10. 

[0077] The hash value creator 15 has a function of creating 
the hash value based upon the information acquired from the 
authentication request manager 12, and delivering the created 
hash value to the authentication request manager 12. 

[0078] That is, upon inputting a certain hash algorithm 
identifier, and information that becomes a source for creating 
the hash value from the authentication request manager 12, 
the hash value creator 15 creates the hash value with the hash 
algorithm (for example, the MD4, and the SHA-1) that cor­
responds to the hash algorithm identifier, which was input, by 
employing the input information that becomes a source for 
creating the hash value. And, the hash value creator 15 outputs 
the created hash value to the authentication request manager 
12. 
[0079] The authentication server apparatus 20, which has a 
function of executing the authenticating process responding 
to the authentication request by the authentication client 
apparatus 10, and returning its result to the authentication 
client apparatus 10, as shown in FIG. 1, includes a server 
communicator 21, an authentication information manager 22, 
a hash algorithm intensity table 23, a user information man­
agement table 24, a random number creator 25, and a hash 
value creator 26. 
[0080] The server communicator 21 has a function of deliv­
ering the information received from the client communicator 
13 to the authentication information manager 22, and a func­
tion of transmitting the information acquired from the authen­
tication information manager 22 to the client communicator 
13. 
[0081] That is, upon receipt of various kinds of the infor­
mation transmitted from the client communicator 13 via the 
communication line, the server communicator 21 outputs this 
received information to the authentication information man­
ager 22. Further, the server communicator 21 transmits vari­
ous kinds of the information input from the authentication 
information manager 22 to the client communicator 13 via the 
communication line. 
[0082] The authentication information manager 22 has a 
function of, upon acquiring the authentication request and a 
list of the hash algorithm identifiers from the server commu­
nicator 21, acquiring an intensity of each hash algorithm from 
the hash algorithm intensity table 23, and selecting a highest­
intensity hash algorithm in a list of the hash algorithm iden­
tifiers, a function of acquiring the random number from the 
random number creator 25, a function of delivering the chal­
lenge (the highest-intensity hash algorithm identifier and the 
random number) to the server communicator 21, and acquir­
ing the user ID and the hash value from the server communi­
cator 21, a function of acquiring the user information that 
corresponds to the designated user ID from the user informa­
tion management table 24, a function of delivering the high­
est-intensity hash algorithm identifier, the random number, 
the hash value input from the server communicator 21, and so 
on to the hash value creator 15, and acquiring the created hash 
value from the hash value creator 15, a function of comparing 
the hash value created by the hash value creator 15 with the 
hash value input from the server communicator 21, and deter­
mining success or failure of the authentication, and a function 
of updating the highest-intensity hash algorithm identifier 
and the hash value that correspond to the user ID for the user 
information management table 24. 
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[0083] That is, upon inputting the authentication request 
information and a list of the hash algorithm identifiers from 
the server communicator 21, the authentication information 
manager 22 acquires the intensity of each hash algorithm 
from the hash algorithm intensity table 23. At this time, the 
authentication information manager 22 can acquire only the 
intensity that correspond to the hash algorithm identifier in a 
list of the hash algorithm identifiers input from the server 
communicator 21 in addition of acquirement of intensities 
that correspond to all hash algorithm identifiers stored in the 
hash algorithm intensity table 23. And, the authentication 
information manager 22 selects the identifier (the highest­
intensity hash algorithm identifier) of the hash algorithm 
having a highest intensity out of a list of the hash algorithm 
identifiers. 
[0084] Further, upon selecting the highest-intensity hash 
algorithm identifier, the authentication information manager 
22 requests the random number creator 25 to generate the 
random number, and inputs it from the random number cre­
ator 25. 
[0085] Further, upon inputting the random number from the 
random number creator 25, the authentication information 
manager 22 outputs these random number and highest-inten­
sity hash algorithm identifier as a challenge to the server 
communicator 21, and inputs the user ID and the hash value 
from the server communicator 21. 
[0086] In addition hereto, the authentication information 
manager 22, based upon the user ID input from the server 
communicator 21, acquires the user information that corre­
sponds to this user ID from the user information management 
table 24. 
[0087] Further, the authentication information manager 22 
outputs the highest-intensity hash algorithm identifier, the 
random number, the hash value input from the server com­
municator 21, and so on to the hash value creator 26, and 
inputs from the hash value creator 26 the hash value created 
by the above hash value creator 26. 
[0088] Further, the authentication information manager 22 
compares the hash value created by the hash value creator 26 
with the hash value input from the server communicator 21, 
determines that the authentication is successful if each of 
them coincides with the other, and that the authentication is 
unsuccessful if each of them does not coincide with the other, 
and outputs this determination result to the server communi­
cator 21. 
[0089] In addition hereto, the authentication information 
manager 22 updates the hash algorithm identifier and the hash 
value that correspond to the user ID for the user information 
management table 24 in a case where each of them coincides 
with the other. 
[0090] The details of each process mentioned above that is 
executed by the authentication information manager 22 will 
be described later by employing FIG. 10 and FIG. 11. 
[0091] The hash algorithm intensity table 23 is a storage in 
which a list of the hash algorithm identifiers has been stored 
that are usable in the hash value creator 26 of the authentica­
tion server apparatus 20, and intensities of respective hash 
algorithms. The data structure of this hash algorithm intensity 
table 23 can assume, for example, a structure shown in FIG. 3. 
In the same figure, it is shown that respective intensities, 
which are caused to correspond to respective identifiers indi­
cating the hash algorithms MD4, MD5, SHA-1, and SHA-
256, are 1, 1, 2, and 3. 
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[0092] The user information management table 24, which 
is a storage in which the hash value created from the user ID 
and the password user ID by user ID, and the identifier of the 
hash algorithm used at this moment as user information have 
been stored, pre-stores these items of the information prior to 
execution of the authenticating process in the authenticating 
system of this exemplary embodiment. This user information 
management table 24 can assume, for example, a table shown 
in FIG. 4. 

[0093] The random number creator 25 has a function of 
creating the random number based upon a request by the 
authentication information manager 22, and delivering the 
created random number to the authentication information 
manager 22. 
[0094] That is, upon inputting information of a request for 
creating the random number by the authentication informa­
tion manager 22, the random number creator 25 creates the 
random number with a predetermined computing method, 
and outputs the created random number to the authentication 
information manager 22. The computing method that is 
employed by the random number creator 25 is optional so 
long as it enables the random number to be created. 

[0095] The hash value creator 26 has a function of creating 
the hash value based upon the information input from the 
authentication information manager 22, and a function of 
delivering the created hash value to the authentication infor­
mation manager 22. 
[0096] That is, upon inputting a predetermined hash algo­
rithm identifier and information that becomes a source for 
creating the hash value from the authentication information 
manager 22, the hash value creator 26 creates the hash value 
with the hash algorithm, which corresponds to the hash algo­
rithm identifier that was input, by employing this input infor­
mation that becomes a source for creating the hash value, and 
outputs the created hash value to the authentication informa­
tion manager 22. 
[0097] Next, the process procedure in the authenticating 
system in this exemplary embodiment will be explained by 
making a reference to FIG. 5 to FIG. 15. FIG. 5 is a view 
illustrating a definition of variables in the authenticating sys­
tem in this exemplary embodiment. FIG. 6 and FIG. 7 are a 
flowchart illustrating a process procedure by the authentica­
tion request manager 12 in the authenticating system, respec­
tively. FIG. 8 is a flowchart illustrating a process procedure by 
the client communicator 13 in the same authenticating sys­
tem. FIG. 9 is a flowchart illustrating a process procedure by 
the server communicator 21 in the same authenticating sys­
tem. FIG.10 andFIG.11 are a flowchart illustrating a process 
procedure by the authentication information manager 22 in 
the same authenticating system, respectively. FIG. 12 is a 
flowchart illustrating a process procedure by the random 
number creator 25 in the same authenticating system. FIG. 13 
is a flowchart illustrating a process procedure by the authen­
tication information inputter 11 in the same authenticating 
system. FIG.14 is a flowchart illustrating a process procedure 
by the hash value creator 15 of the authentication client appa­
ratus in the same authenticating system. FIG.15 is a flowchart 
illustrating a process procedure by the hash value creator 26 
of the authentication server apparatus in the same authenti­
cating system. 
[0098] At first, the variables that are transmitted/received 
between the authentication client apparatus and the authenti-
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cation server apparatus in the authenticating system of this 
exemplary embodiment will be explained by making a refer­
ence to FIG. 5. 
[0099] rand! is a variable indicative of the random number 
created by the random number creator 25. Hereinafter, it is 
referred to as a random number in some cases. 
[0100] sHash_alg_id is a variable indicative of the identi­
fier of the hash algorithm having a highest intensity out of the 
hash algorithms that can be used by both of the authentication 
client apparatus 10 and the authentication server apparatus 
20. Hereinafter, it is referred to as a highest-intensity hash 
algorithm identifier in some cases. 
[0101] uid is a variable indicative of the user ID input into 
the authentication information inputter 11 by the user's 
operation. Hereinafter, it is referred to as a user ID in some 
cases. 
[0102] passwd is a variable indicative of the password input 
into the authentication information inputter 11 by the user's 
operation. Hereinafter, it is referred to as a password in some 
cases. 
[0103] uid_passwd_sHashV is a variable indicative of the 
hash value created according to the hash algorithm that 
sHash_alg_id indicates by employing uid and passwd as 
information that becomes a source for computing the hash 
value. Hereinafter, it is referred to as a first hash value in some 
cases. 
[0104] uid_passwd_sHashV _randl_sHashV is a variable 
indicative of the hash value created according to the hash 
algorithm that sHash_alg_id indicates by employing uid_ 
passwd_sHashV and rand! as information that becomes a 
source for computing the hash value. Hereinafter, it is referred 
to as a second hash value in some cases. 
[0105] uHash_alg_id is a variable indicative of the hash 
algorithm identifier in the user information stored uid by uid 
in the user information management table 24. Hereinafter, it 
is referred to as a user ID correspondence hash algorithm 
identifier in some cases. 
[0106] uid_passwd_uHashV is a variable indicative of the 
hash value created according to the hash algorithm that 
uHash_alg_id indicates by employing uid and passwd as 
information that becomes a source for computing the hash 
value. Hereinafter, it is referred to as a third hash value in 
some cases. 
[0107] uid_passwd_uHashV _randl_sHashV is a variable 
indicative of the hash value created according to the hash 
algorithm that sHash_alg_id indicates by employing uid_ 
passwd_uHashV and rand! as information that becomes a 
source for computing the hash value. Hereinafter, it is referred 
to as a fourth hash value in some cases. 
[0108] Npasswd is a variable indicative of a new password 
input by the user. Hereinafter, it is referred to as a new pass­
word in some cases. 
[0109] uid_Npasswd_sHash Vis a variable indicative of the 
hash value created according to the hash algorithm that 
sHash_alg_id indicates by employing uid and Npasswd as 
information that becomes a source for computing the hash 
value. Hereinafter, it is referred to as a fifth hash value in some 
cases. 
[0110] <Process procedure A: the case that the highest­
intensity hash algorithm that is common to the authentication 
client apparatus and the authentication server apparatus is 
identical to the hash algorithm used for creating the hash 
value in the user information> 
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[0111] Next, the process procedure in the authenticating 
system in the case that the highest-intensity hash algorithm 
that is common to the authentication client apparatus 10 and 
the authentication server apparatus 20 is identical to the hash 
algorithm used for creating the hash value stored in the user 
information management table 24 will be explained by 
employing FIG. 6 to FIG. 15. 
[0112] At first, in a case of using the authentication client 
apparatus 10 to request the authentication of the authentica­
tion server apparatus 20, the user operates the inputting 
device, which is not shown in the figure, to input authentica­
tion request information into the authentication client appa­
ratus 10. 
[0113] The authentication request manager 12, as shown in 
FIG. 6, monitors whether the authentication request informa­
tion is input into the authentication client apparatus 10, and in 
a case where the authentication request information has been 
input (Yes of step 10), acquires a list of the hash algorithm 
identifiers from the hash algorithm list 14 (step 11). 
[0114] And, the authentication request manager 12 outputs 
the authentication request information and the acquired list of 
the hash algorithm identifiers to the client communicator 13 
(step 12). 
[0115] Additionally, the authentication request information 
is information that plays a role of a trigger for executing the 
authentication in the authentication client apparatus 10, and 
its configuration is not limited particularly, so optional infor­
mation can be employed as the authentication request infor­
mation. 
[0116] Next, upon inputting the authentication request 
information and a list of the hash algorithm identifiers from 
the authentication request manager 12 as shown in FIG. 8 
(Yes of step 30), the client communicator 13 transmits these 
items of the information to the server communicator 21 (step 
31). 
[0117] Next, upon receipt of the authentication request 
information and a list of the hash algorithm identifiers from 
theclientcommunicator13 as shown in FIG. 9 (No of step 40, 
and Yes of step 42), the server communicator 21 outputs these 
items of the information to the authentication information 
manager 22 (step 43). 
[0118] Next, upon inputting the authentication request 
information and a list of the hash algorithm identifiers from 
the server communicator 21 as shown in FIG. 10 (Yes of step 
50), the authentication information manager 22 acquires the 
intensity of each hash algorithm from the hash algorithm 
intensity table 23 ( step 51 ). 
[0119] And, the authentication information manager 22 
selects the identifier (sHash_alg_id: highest-intensity hash 
algorithm identifier) of the hash algorithm having a highest 
intensity out of the hash algorithms of which the identifier 
exists in a list of the hash algorithm identifiers based upon the 
by-hash-algorithm intensity acquired from the hash algo­
rithm intensity table 23 and a list of the hash algorithm iden­
tifiers ( step 52). 
[0120] Additionally, in a case where the identifier existing 
in a list of the hash algorithm identifiers does not exist in the 
hash algorithm intensity table 23, and yet the hash algorithm 
that can be sharedly used in the authentication client appara­
tus 10 and the authentication server apparatus 20 does not 
exist, the authentication information manager 22 can perform 
the process etc. of returning response information saying that 
a connection is refused to the authentication request manager 
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12 in the authentication client apparatus 10 via the server 
communicator 21 and the client communicator 13. 
[0121] In addition hereto, the authentication information 
manager 22 outputs information of a request for creating the 
random number to the random number creator 25, and 
acquires the random number (rand!) from the random num­
ber creator 25 (step 53). 
[0122] At this time, upon inputting the information of a 
request for creating the random number from the authentica­
tion information manager 22 as shown in FIG. 12 (Yes of step 
70), the random number creator 25 creates the random num­
ber (rand!), and outputs the created random number to the 
authentication information manager 22 (step 71). 
[0123] Additionally, the method of creating the random 
number that is employed at this time is not particularly lim­
ited, and optional preferred method can be employed as a 
method of creating the random number. 
[0124] Next, the authentication information manager 22, as 
shown in FIG. 10, outputs the acquired random number 
(rand!) and highest-intensity hash algorithm identifier 
(sHash_alg_id) as a challenge to the server communicator 21 
(step 54). 
[0125] Upon inputting the random number (rand!) and the 
highest-intensity hash algorithm identifier (sHash_alg_id) 
from the authentication information manager 22 as shown in 
FIG. 9 (Yes of step 40), the server communicator 21 transmits 
these items of the information to the client communicator 13 
(step 41). 
[0126] Upon receipt of the random number (rand!) and the 
highest-intensity hash algorithm identifier (sHash_alg_id) 
from the server communicator 21 as shown in FIG. 8 (No of 
step 30 and Yes of step 32), the client communicator 13 
outputs these items of the information to the authentication 
request manager 12 (step 33). 
[0127] Upon inputting the challenge (the random number 
and the highest-intensity hash algorithm identifier) from the 
client communicator 13 as shown in FIG. 6 (Yes of step 13), 
the authentication request manager 12 outputs information of 
a request for receiving an input of the authentication infor­
mation to the authentication information inputter 11 ( step 14). 
[0128] Upon inputting the information of a request for 
receiving an input of the authentication information from the 
authentication request manager 12 as shown in FIG. 13 (Yes 
of step 80), the authentication information inputter 11 
receives the input of the authentication information (step 81). 
[0129] The details of the method of inputting the authenti­
cation information is not particularly limited, and for 
example, the method of, by the user's operation, causing the 
displaying device in the authentication client apparatus 10, 
which is not shown in the figure, to display a screen having an 
input region provided for inputting the authentication infor­
mation such as the user ID (uid) and the password (passwd), 
and causing the user to input the authentication information 
via the above screen is thinkable. 
[0130] And, upon completing the input of the authentica­
tion information (uid and passwd) (Yes of step 82), the 
authentication information inputter 11 outputs this authenti­
cation information to the authentication request manager 12 
(step 83). 
[0131] Next, upon inputting the authentication information 
(uid and passwd) from the authentication information input­
ter 11 as shown in FIG. 6 (Yes of step 15), the authentication 
request manager 12 outputs this authentication information 
(uid and passwd) and the highest-intensity hash algorithm 
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identifier (sHash_alg_id) to the hash value creator 15, and 
inputs the first hash value (uid_passwd_sHashV) from the 
hash value creator 15 (step 16) 
[0132] At this time, upon inputting the highest-intensity 
hash algorithm identifier ( sHash_alg_id) as information of a 
request for creating the hash value, and the authentication 
information (uid and passwd) as information that becomes an 
input, i.e. as input information that becomes a computation 
element for creating the hash value from the authentication 
request manager 12 as shown in FIG. 14 (Yes of step 90), the 
hash value creator 15 creates the first hash value (uid_pass­
wd_sHash V) with the hash algorithm, which corresponds to 
this input identifier, by employing the authentication infor­
mation (uid and passwd), and outputs the created first hash 
value to the authentication request manager 12 (step 91). 
[0133] Next, the authentication request manager 12, as 
shown in FIG. 6, outputs the highest-intensity hash algorithm 
identifier (sHash_alg_id), and the first hash value (uid_pass­
wd_sHash V) and the random number (rand!) as input infor­
mation for creating the hash value to the hash value creator 
15, and inputs the second hash value (uid_passwd_sHash V _ 
randl_sHashV) from the hash value creator 15 (step 17). 
[0134] At this time, upon inputting the highest-intensity 
hash algorithm identifier ( sHash_alg_id) as information of a 
request for creating the hash value, and the random number 
(rand!) and the first hash value (uid_passwd_sHashV), 
respectively, as input information for creating the hash value 
from the authentication request manager 12 as shown in FIG. 
14 (Yes of step 90), the hash value creator 15 creates the 
second hash value (uid_passwd_sHash V _randl_sHash V) 
with the hash algorithm, which corresponds to this input 
identifier, by employing the random number (rand!) and the 
first hash value (uid_passwd_sHashV), and outputs the cre­
ated second hash value to the authentication request manager 
12 (step 91). 
[0135] Next, the authentication request manager 12 outputs 
the user ID (uid) and the second hash value (uid_passwd_ 
sHash V _randl_sHash V) to the client communicator 13 (step 
18). 
[0136] Upon inputting the user ID (uid) and the second 
hash value (uid_passwd_sHash V _randl_sHash V) from the 
authentication request manager 12 as shown in FIG. 8 (Yes of 
step 30), the client communicator 13 transmits these items of 
the information to the server communicator 21 (step 31). 
[0137] Upon receipt of the user ID (uid) and the second 
hash value (uid_passwd_sHash V _randl_sHash V) from the 
client communicator 13 as shown in FIG. 9 (No of step 40 and 
Yes of step 42), the server communicator 21 outputs these 
items of the information to the authentication information 
manager 22 (step 43). 
[0138] Next, upon inputting the user ID (uid) and the sec­
ond hash value (uid_passwd_sHash V _randl_sHash V) from 
the server communicator 21 as shown in FIG. 10 (Yes of step 
55), the authentication information manager 22 extracts and 
acquires the user information that corresponds to the user ID 
(uid) from the user information management table 24 (step 
56). This user information, as explained by making a refer­
ence to FIG. 4, includes the userID, the pre-created third hash 
value, and the user ID correspondence hash algorithm iden­
tifier (uHash_alg_id). 
[0139] Additionally, in a case where the user information 
that corresponds to the user ID ( uid) does not exists in the user 
information management table 24, the authentication infor­
mation manager 22 can perform the process etc. of returning 
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the authentication result saying that the authentication is 
unsuccessful to the authentication request manager 12 via the 
server communicator 21 and the client communicator 13. 
[0140] Next, the authentication information manager 22 
compares the highest-intensity hash algorithm identifier 
(sHash_alg_id) with the user ID correspondence hash algo­
rithm identifier (uHash_alg id), and determines whether or 
not it coincides (step 57). 
[0141] In a case where each of these identifiers coincided 
with the other (Yes of step 57), the authentication information 
manager 22 outputs the identifier (sHash_alg_id) of the high­
est-intensity hash algorithm, and the third hash value (uid_ 
passwd_uHash V) and the random number (rand!) in the user 
information, each of which is input information for creating 
the hash value, to the hash value creator 26, and inputs the 
fourth hash value (uid_passwd_uHash V _randl_sHash V) 
from the hash value creator 26 (step 58) 
[0142] At this time, upon inputting the highest-intensity 
hash algorithm identifier (sHash_alg_id) as information of a 
request for creating the hash value, and the third hash value 
(uid_passwd_uHashV) and the random number (rand!), 
respectively, as input information for creating the hash value 
from the authentication information manager 22 as shown in 
FIG.15 (Yes of step 100), the hash value creator26 creates the 
fourth hash value (uid_passwd_uHash V _randl_sHash V) 
with the hash algorithm, which corresponds to this input 
identifier, by employing the third hash value (uid_passwd_ 
uHashV) and the random number (rand!), and outputs the 
created fourth hash value to the authentication information 
manager 22 (step 101). 
[0143] Next, the authentication information manager 22 
compares the fourth hash value (uid_passwd_uHashV _ 
randl_sHashV) input from the hash value creator 26 with the 
second hash value (uid_passwd_sHashV _randl_sHashV), 
and determines whether or not it coincides (step 59). 
[0144] And, in a case where each of these hash values 
coincides with the other, the authentication information man­
ager 22 outputs the effect that the authentication is successful 
to the server communicator 21 as an authentication result 
(step 60). 
[0145] On the other hand, in a case where each of these hash 
values does not coincide with the other, the authentication 
information manager 22 outputs the effect that the authenti­
cation is unsuccessful to the server communicator 21 as an 
authentication result (step 61). 
[0146] And, the server communicator 21 transmits this 
authentication result to the client communicator 13 (Yes of 
step 40, and step 41 of FIG. 9), and the client communicator 
13 outputs the authentication result received from the server 
communicator 21 to the authentication request manager 12 
(No of step 30, Yes of step 32, and step 33 of FIG. 8). 
[0147] And, upon inputting the authentication result from 
the client communicator 13 (No of step 19, and Yes of step 
20), the authentication request manager 12 notifies the 
authentication result to the user by outputting it, for example, 
to the displaying device in the authentication client apparatus 
10, which is not shown in the figure (step 21). 
[0148] <Process procedure B: the case that the highest­
intensity hash algorithm that is common to the authentication 
client apparatus and the authentication server apparatus dif­
fers from the hash algorithm used for creating the hash value 
in the user information> 
[0149] Next, the process procedure in the authenticating 
system in the case that the highest-intensity hash algorithm 



22

US 2008/0181403 Al 

that is common to the authentication client apparatus 10 and 
the authentication server apparatus 20 differs from the hash 
algorithm used for creating the hash value stored in the user 
information management table 24 will be explained by 
employing FIG. 6 to FIG. 15. 
[0150] At first, the process procedure ranging from the 
operation that in a case where the authentication request 
information has been input into the authentication client 
apparatus 10 (Yes of step 10 of FIG. 6), the authentication 
request manager 12 acquires a list of the hash algorithm 
identifiers from the hash algorithm list 14 (step 11 of FIG. 6) 
to the operation that the authentication information manager 
22 compares the highest-intensity hash algorithm identifier 
(sHash_alg_id) with the user ID correspondence hash algo­
rithm identifier (uHash_alg_id), and determines whether or 
not it coincides (step 57 of FIG. 10) is similar to that of the 
foregoing process procedure A. 
[0151] Next, in the process procedure B, it is determined in 
step 57 of FIG. 10 that the highest-intensity hash algorithm 
identifier (sHash_alg_id) does not coincide with the user ID 
correspondence hash algorithm identifier (uHash_alg_id) 
(No of step 57). 
[0152] At this time, the authentication information man­
ager 22 outputs the user ID correspondence hash algorithm 
identifier (uHash_alg_id) as information of a request for 
changing the hash algorithm to the server communicator 21 
(step 62). 
[0153] Additionally, a configuration also can be made so 
that in a case where the intensity of the hash algorithm of the 
user ID correspondence hash algorithm identifier (uHash_ 
alg_id) is higher than that ofthehashalgorithmofthe highest­
intensity hash algorithm identifier (sHash_alg_id), the 
authentication information manager 22 performs the process 
etc. of returning information saying that a connection is 
refused to the authentication request manager 12 via the 
server communicator 12 and the client communicator 13. 
[0154] Next, the server communicator 21 transmits the 
information of a request for changing the hash algorithm (the 
user ID correspondence hash algorithm identifier (uHash_ 
alg_id)) input from the authentication information manager 
22 to the client communicator 13 (Yes of step 40, and step 41), 
and the client communicator 13 outputs the received infor­
mation of a request for changing the hash algorithm to the 
authentication request manager 12 (No of step 30, Yes of step 
32, and step 33). 
[0155] Next, upon inputting the information of a request for 
changing the hash algorithm from the client communicator 13 
as shown in FIG. 6 (Yes of step 19), the authentication request 
manager 12 outputs information of a request for receiving the 
re-input of the authentication information to the authentica­
tion information inputter 11 (step 22). 
[0156] Additionally, in a case where the user ID (uid) and 
the password (passwd) acquired prior to the process of the 
step 14 have been stored in the predetermined storage in the 
authentication client apparatus 10 at the time that the authen­
tication request manager 12 has input the information of a 
request for changing the hash algorithm from the client com­
municator 13, the information of a request for receiving the 
re-input of the authentication information does not need to be 
transmitted to the authentication information inputter 11. 
[0157] In this case, with the process result of the step 23 
taken as Yes, the password (passwd) and the new password 
(Npasswd) are put in the same category, and treated in the 
processes subsequent to step 24. 
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[0158] However, from a viewpoint of an enhancement in a 
security, the password (passwd) is desirably canceled at a 
time point that the hash value creator 15 used it as input 
information for creating the hash value in the step 16. This is 
similarly applied to the case as well that the hash value creator 
15 employs the new password (Npasswd) to create the hash 
value in the step 24 and the step 26. 
[0159] Next, upon inputting the information ofa request for 
receiving the re-input of the authentication information from 
the authentication request manager 12 as shown in FIG. 13 
(No of step 80 and Yes of step 84), the authentication infor­
mation inputter 11 receives the input of the authentication 
information similarly to the case of the step 81 (step 85). 
However, in this case, the authentication information includes 
the new password (Npasswd) in addition to the user ID (uid) 
and the password (passwd). 
[0160] And, upon completing the input of the authentica­
tion information (uid, passwd, andNpasswd) (Yes of step 86), 
the authentication information inputter 11 outputs this 
authentication information to the authentication request man­
ager 12 (step 87). 
[0161] Next, upon inputting the authentication information 
(uid, passwd, and Npasswd) from the authentication informa­
tion inputter 11 as shown in FIG. 7 (Yes of step 23), the 
authentication request manager 12 outputs the user ID corre­
spondence hash algorithm identifier (uHash_alg_id), and the 
user ID (uid) and the password (passwd) as input information 
for creating the hash value to the hash value creator 15, and 
inputs the third hash value (uid_passwd_uHashV) from the 
hash value creator 15 (step 24) 
[0162] At this time, upon inputting the user ID correspon­
dence hash algorithm identifier (uHash_alg_id) as informa­
tion of a request for creating the hash value, and the user ID 
(uid) and the password (passwd), respectively, as input infor­
mation for creating the hash value from the authentication 
request manager 12 as shown in FIG. 14 (Yes of step 90), the 
hash value creator 15 creates the third hash value (uid_pass­
wd_uHash V) with the hash algorithm, which corresponds to 
this input identifier, by employing the user ID (uid) and the 
password (passwd), and outputs the created third hash value 
to the authentication request manager 12 (step 91). 
[0163] Next, the authentication request manager 12, as 
shown in FIG. 7, outputs the highest-intensity hash algorithm 
identifier (sHash_alg_id), and the random number (rand!) 
and the third hash value (uid_passwd_uHashV) acquired in 
the step 24, respectively, as input information for creating the 
hash value to the hash value creator 15, and inputs the fourth 
hash value (uid_passwd_uHash V _randl_sHash V) from the 
hash value creator 15 (step 25). 
[0164] At this time, upon inputting the highest-intensity 
hash algorithm identifier (sHash_alg_id) as information of a 
request for creating the hash value, and the random number 
(rand!) and the third hash value (uid_passwd_uHashV) 
acquired by the authentication request manager 12 in the step 
24 of FIG. 7, respectively, as input information for creating 
the hash value from the authentication request manager 12 as 
shown in FIG. 14 (Yes of step 90), the hash value creator 15 
creates the fourth hash value (uid_passwd_uHash V _rand!_ 
sHashV) with the hash algorithm, which corresponds to this 
input identifier, by employing the random number (rand!) 
and the third hash value (uid_passwd_uHash V), and outputs 
the created fourth hash value to the authentication request 
manager 12 (step 91). 
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[0165] Next, the authentication request manager 12, as 
shown in FIG. 7, outputs the highest-intensity hash algorithm 
identifier (sHash_alg_id), and the user ID (uid) and the new 
password (Npasswd), respectively, as input information for 
creating the hash value to the hash value creator 15, and inputs 
the fifth hash value (uid_Npasswd_sHashV) from the hash 
value creator 15 (step 26). 
[0166] At this time, upon inputting the highest-intensity 
hash algorithm identifier ( sHash_alg_id) as information of a 
request for creating the hash value, and the user ID (uid) and 
the new password (Npasswd), respectively, as input informa­
tion for creating the hash value from the authentication 
request manager 12 as shown in FIG. 14 (Yes of step 90), the 
hash value creator 15 creates the fifth hash value (uid_Npass­
wd_sHash V) with the hash algorithm, which corresponds to 
this input identifier, by employing the user ID (uid) and the 
new password (Npasswd), and outputs the created fifth hash 
value to the authentication request manager 12 (step 91). 
[0167] And, the authentication request manager 12 outputs 
the user ID (uid), the fourth hash value (uid_passwd_ 
uHashV _randl_sHashV) and the fifth hash value (uid_N­
passwd_sHashV) acquired as mentioned above to the client 
communicator 13 (step 27). 
[0168] The client communicator 13 transmits the user ID, 
the fourth hash value and the fifth hash value input from the 
authentication request manager 12 to the server communica­
tor 21 (Yes of step 30, and step 31), and the server commu­
nicator 21 receives these items of the information, and outputs 
them to the authentication information manager 22 (No of 
step 40, Yes of step 42, and step 43). 
[0169] Next, upon inputting the user ID, the fourth hash 
value, and the fifth hash value from the server communicator 
21 as shown in FIG. 11 (Yes of step 63), the authentication 
information manager 22 outputs the highest-intensity hash 
algorithm identifier (sHash_alg_id), and the random number 
(rand!) and the third hash value (uid_passwd_uHashV) in the 
user information acquired in the step 56, respectively, as input 
information for creating the hash value to the hash value 
creator 26, and inputs the fourth hash value (uid_passwd_ 
uHash V _randl_sHash V) from the hash value creator 26 (step 
64). 
[0170] At this time, upon inputting the highest-intensity 
hash algorithm identifier ( sHash_alg_id) as information of a 
request for creating the hash value, and the random number 
(rand!) and the third hash value (uid_passwd_uHashV) in the 
user information, respectively, as input information for cre­
ating the hash value from the authentication information man­
ager 22 as shown in FIG. 15 (Yes of step 100), the hash value 
creator 26 creates the fourth hash value (uid_passwd_ 
uHash V _randl_sHash V) with the hash algorithm, which cor­
responds to this input identifier, by employing the random 
number (rand!) and the third hash value (uid_passwd_u­
Hash V), and outputs the created fourth hash value to the 
authentication information manager 22 (step 101). 
[0171] Next, the authentication information manager 22 
compares the second hash value (uid_passwd_uHash V _ 
randl_sHashV) input from the server communicator 21 with 
the fourth hash value (uid_passwd_uHash V _randl_sHash V) 
input from the hash value creator 26, and determines whether 
or not it coincides (step 65). 
[0172] And, in a case where each of these hash values does 
not coincide with the other (No of step 65), the authentication 
information manager 22 outputs the effect that the authenti-
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cation is unsuccessful to the server communicator 21 as an 
authentication result (step 61 ofFIG.10). 
[0173] On the other hand, in a case where each of these hash 
values coincides with the other (Yes of step 65), the authen­
tication information manager 22 updates the user ID corre­
spondence hash algorithm identifier (uHash_alg_id) in the 
user information that corresponds to the user ID (uid) into the 
highest-intensity hash algorithm identifier (sHash_alg_id) 
for the user information management table 24 (step 66). 
[017 4] Further, the authentication information manager 22 
updates the third hash value (uid_passwd_uHashV) in the 
same user information into the fifth hash value (uid_Npass­
wd_sHash V) (step 66). 
[0175] And, the authentication information manager 22 
outputs the effect that the authentication is successful to the 
servercommunicator21 as an authentication result (step 60 of 
FIG. 10). 
[0176] The server communicator 21 transmits the authen­
tication result input from the authentication information man­
ager 22 to the client communicator 13 (Yes of step 40, and 
step 41 of FIG. 9), and the client communicator 13, upon 
receipt of the authentication result from the server communi­
cator 21 (No of step 30, and Yes of step 32 of FIG. 8), outputs 
it to the authentication request manager 12 (step 33). 
[0177] And, upon inputting the authentication result from 
the client communicator 13 (Yes of step 20 of FIG. 6), the 
authentication request manager 12 notifies this authentication 
result to the user by outputting it to the displaying device, or 
the like (step 21). 
[0178] As explained above, in a case of changing the hash 
algorithm in use to the hash algorithm having a higher inten­
sity, the authenticating system of this exemplary embodiment 
makes it possible to reflect the changing of the hash algorithm 
into the authenticating system by changing the hash algo­
rithms in the authentication server apparatus side in the first 
place, and gradually changing the hash algorithms in the 
authentication client apparatus side authentication client 
apparatus by authentication client apparatus without chang­
ing the corresponding hash algorithms of all authentication 
client apparatuses at a stroke. 
[0179] Further, even in a case of having changed the hash 
algorithm, it is possible to perform the authenticating process 
at a timing at which the user authentication is executed, and to 
update the existing user information by individually employ­
ing new hash algorithm, whereby the authenticating system 
does not need to be stopped for a purpose of newly preparing 
the user information in a lump at the time of changing the hash 
algorithm, and its authentication system can be successively 
utilized. 
[0180] Needless to say, the present invention is not limited 
to the exemplary embodiments mentioned above, and various 
modifications hereto may be made within the scope of the 
present invention. 
[0181] For example, in FIG. 1, only one authentication 
client apparatus 10 is shown; however a configuration can be 
made so that two authentication client apparatuses 10 or more 
are connected to one authentication server 20. Further, the 
hash algorithm also can be appropriately changed in such a 
manner that a new algorithm other than the algorithm shown 
in FIG. 2 is added. 
[0182] When the necessity for changing the hash algorithm 
that is used in the system to the hash algorithm having a higher 
intensity arises, or the like due to the detection of fragility of 
the hash algorithm, and so on, the above-mentioned present 
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invention makes it possible to change the hash algorithms in 
the authentication server apparatus side in the first place, and 
to gradually change the hash algorithms in the authentication 
client apparatus side server authentication client apparatus by 
authentication client apparatus without changing the corre­
sponding hash algorithms of all authentication client appara­
tuses at a stroke. 
[0183] Further, the above-mentioned present invention 
does not necessitate newly preparing the user information 
including the hash value at a stroke at a timing at which the 
hash algorithm is changed, and enables the user information 
to be individually updated at a timing at which the authenti­
cation of each user is executed. 
[0184] The present invention can be preferredly utilized for 
the authenticating system etc. having a high possibility of 
comparatively frequently changing the hash algorithm, which 
is employed in the authenticating process, for a purpose of 
ensuring a security of communication between the client 
apparatus and the server apparatus. 
[0185] While the invention has been particularly shown and 
described with reference to exemplary embodiments thereof, 
the invention is not limited to these embodiments. It will be 
understood by those of ordinary skill in the art that various 
changes in form and details may be made therein without 
departing from the spirit and scope of the present invention as 
defined by the claims. 

What is claimed is: 
1. An authenticating system for, with a client apparatus and 

a server apparatus connected via a communication line, 
executing an authentication of a user of said client apparatus 
by employing a hash algorithm, wherein: 

said client apparatus comprises: 
an authenticating information inputter for inputting 

authentication information including identification 
information and a password of the user: 

a client-side hash value creator for creating a first hash 
value from said authentication information by employ­
ing a first hash algorithm that corresponds to a first hash 
algorithm identifier transmitted from said server appa­
ratus, and creating a second hash value from said first 
hash value and a random number transmitted from said 
server apparatus by employing said first hash algorithm; 
and 

an authentication request manager for transmitting authen­
tication request information for causing said server 
apparatus to start an authenticating process to said server 
apparatus, receiving said random number and said first 
hash algorithm identifier from said server apparatus, 
transmitting said identification information of the user 
input from said authentication information inputter and 
said second hash value to said server apparatus, and 
receiving an authentication result from said server appa­
ratus; and 

said server apparatus comprises: 
a user information storage in which user information has 

been stored that includes a second hash algorithm iden­
tifier that respectively corresponds for each said identi­
fication information of the user, and a third hash value 
pre-created from the authentication information includ­
ing said identification information and said password of 
the user by employing a second hash algorithm that 
corresponds to this hash algorithm identifier; 

a random number creator for creating a random number; 
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a server-side hash value creator for creating a hash value; 
and 

an authentication information manager for, upon receipt of 
said authentication request information from said client 
apparatus, causing said random number creator to create 
a random number, and transmitting said random number 
and said first hash algorithm identifier to said client 
apparatus, and for, upon receipt of said identification 
information of the user and said second hash value from 
said client apparatus, acquiring user information, which 
corresponds to this received identification information 
of the user, from said user information storage, deter­
mining whether or not said second hash algorithm iden­
tifier, which is included in said acquired user informa­
tion, coincides with said first hash algorithm identifier, 
causing said server-side hash value creator to create a 
fourth hash value from a third hash value, which is 
included in said acquired user information, and said 
random number by employing said first hash algorithm 
in a case where it coincides, determining whether or not 
said second hash value coincides with said fourth hash 
value, transmitting the authentication result indicating 
that the authentication is successful to said client appa­
ratus in a case where it coincides, and transmitting the 
authentication result indicating that the authentication is 
unsuccessful to said client apparatus in a case where it 
does not coincide. 

2. The authenticating system according to claim 1, 
wherein: 

said authentication information manager in said server 
apparatus transmits said second hash algorithm identi­
fier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincides 
with said first hash algorithm identifier; 

said authentication request manager in said client appara­
tus, upon receipt of said second hash algorithm identi­
fier, causes said authentication information inputter to 
re-input said identification information, a password, and 
a new password of the user, causes said client-side hash 
value creator to create a new third hash value from said 
identification information and said password of the user, 
which were re-input, by employing said second hash 
algorithm, to create a new fourth hash value from said 
new third hash value and said random number by 
employing said first hash algorithm, and further to create 
a fifth hash value from said identification information 
and said new password of the user, which were re-input, 
by employing said first hash algorithm, and transmits 
said identification information of the user, said new 
fourth hash value, and said fifth hash value to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user, said new fourth hash value, and said fifth 
hash value, causes said server-side hash value creator to 
create a fourth hash value from the third hash value, 
which is included in said acquired user information, and 
said random number by employing said first hash algo­
rithm, determines whether or not said fourth hash value 
coincides with said new fourth hash value, updates said 
second hash algorithm identifier and said third hash 
value that correspond to said identification information 
of the user in said user information storage into said first 
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hash algorithm identifier and said fifth hash value, 
respectively, to transmit the authentication result indi­
cating that the authentication is successful to said client 
apparatus in a case where it coincides, and transmits the 
authentication result indicating that the authentication is 
unsuccessful to said client apparatus in a case where it 
does not coincide. 

3. The authenticating system according to claim 1, 
wherein: 

said client apparatus comprises a hash algorithm identifier 
storage in which a list of hash algorithm identifiers has 
been stored that are usable in the above client apparatus; 

said server apparatus comprises a hash algorithm intensity 
storage in which an intensity of the hash algorithm has 
been stored that corresponds for each identifier of the 
hash algorithm: 

said authentication request manager in said client appara­
tus, at the time of transmitting said authentication 
request information to said server apparatus, transmits 
said list of the hash algorithm identifiers to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said authentication request 
information and said list of the hash algorithm identifiers 
from said client apparatus, selects an identifier of the 
hash algorithm having a highest intensity from among 
said list of the hash algorithm identifiers based upon the 
intensity of each hash algorithm stored in said hash 
algorithm intensity storage, and transmits this selected 
identifier as said first hash algorithm identifier together 
with said random number to said client apparatus. 

4. An authenticating method of, with a client apparatus and 
a server apparatus connected via a communication line, 
executing an authentication of a user of said client apparatus 
by employing a hash algorithm, wherein: 

an authentication request manager in said client apparatus 
transmits authentication request information for causing 
said server apparatus to start an authenticating process to 
said server apparatus; 

an authentication information manager in said server appa­
ratus, upon receipt of said authentication request infor­
mation from said client apparatus, causes a random 
number creator in said server apparatus to create a ran­
dom number, and transmits said random number and a 
predetermined first hash algorithm identifier to said cli­
ent apparatus; 

said authentication request manager in said client appara­
tus receives said random number and said first hash 
algorithm identifier from said server apparatus; 

an authentication information inputter in said client appa­
ratus inputs authentication information including iden­
tification information and a password of the user; 

a client-side hash value creator in said client apparatus 
creates a first hash value from said authentication infor­
mation by employing a first hash algorithm that corre­
sponds to said first hash algorithm identifier, and creates 
a second hash value from said first hash value and said 
random number by employing said first hash algorithm; 

said authentication request manager in said client appara­
tus transmits said identification information of the user 
and said second hash value to said server apparatus; 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user and said second hash value from said 
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client apparatus, acquires user information that corre­
sponds to this received identification information of the 
user from a user information storage in which user infor­
mation has been pre-stored that includes a second hash 
algorithm identifier that respectively corresponds for 
each said identification information of the user, and a 
third hash value pre-created from the authentication 
information including said identification information 
and said password of the user by employing a second 
hash algorithm that corresponds to this hash algorithm 
identifier, determines whether or not said second hash 
algorithm identifier, which is included in said acquired 
user information, coincides with said first hash algo­
rithm identifier, causes a server-side hash value creator 
in said server apparatus to create a fourth hash value 
from a third hash value, which is included in said 
acquired user information, and said random number by 
employing said first hash algorithm in a case where it 
coincides, determines whether or not said second hash 
value coincides with said fourth hash value, transmits 
the authentication result indicating that the authentica­
tion is successful to said client apparatus in a case where 
it coincides, and transmits the authentication result indi­
cating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide; and 

said authentication request manager in said client appara­
tus receives the authentication result from said server 
apparatus. 

5. The authenticating method according to claim 4, 
wherein: 

said authentication information manager in said server 
apparatus transmits said second hash algorithm identi­
fier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincide 
with said first hash algorithm identifier; 

said authentication request manager in said client appara­
tus, upon receipt of said second hash algorithm identi­
fier, causes said authentication information inputter in 
said client apparatus to re-input said identification infor­
mation, a password, and a new password of the user, 
causes said client-side hash value creator in said client 
apparatus to create a new third hash value from said 
identification information and said password of the user, 
which were re-input, by employing said second hash 
algorithm, to create a new fourth hash value from said 
new third hash value and said random number by 
employing said first hash algorithm, and further to create 
a fifth hash value from said identification information 
and said new password of the user, which were re-input, 
by employing said first hash algorithm, and transmits 
said identification information of the user, said new 
fourth hash value, and said fifth hash value to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user, said new fourth hash value, and said fifth 
hash value, causes said server-side hash value creator in 
said server apparatus to create a fourth hash value from 
the third hash value, which is included in said acquired 
user information, and said random number by employ­
ing said first hash algorithm, determines whether or not 
said fourth hash value coincides with said new fourth 
hash value, updates said second hash algorithm identi-
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fier and said third hash value that correspond to said 
identification information of the user in said user infor­
mation storage into said first hash algorithm identifier 
and said fifth hash value, respectively, to transmit the 
authentication result indicating that the authentication is 
successful to said client apparatus in a case where it 
coincides, and transmits the authentication result indi­
cating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide. 

6. The authenticating method according to claim 4, 
wherein: 

said client apparatus comprises a hash algorithm identifier 
storage in which a list of hash algorithm identifiers has 
been stored that are usable in the above client apparatus; 

said server apparatus comprises a hash algorithm intensity 
storage in which an intensity of the hash algorithm has 
been stored that corresponds for each identifier of the 
hash algorithm: 

said authentication request manager in said client appara­
tus, at the time of transmitting said authentication 
request information to said server apparatus, transmits 
said list of the hash algorithm identifiers to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said authentication request 
information and said list of the hash algorithm identifiers 
from said client apparatus, selects an identifier of the 
hash algorithm having a highest intensity from among 
said list of the hash algorithm identifiers based upon the 
intensity of each hash algorithm stored in said hash 
algorithm intensity storage, and transmits this selected 
identifier as said first hash algorithm identifier together 
with said random number to said client apparatus. 

7. An authenticating program for causing a client apparatus 
and a server apparatus connected via a communication line to 
execute an authentication of a user of said client apparatus by 
employing a hash algorithm, said authenticating program 
causing: 

said client apparatus to function as: 
an authentication information inputter for inputting 

authentication information including identification 
information and a password of the user: 

a client-side hash value creator for creating a first hash 
value from said authentication information by employ­
ing a first hash algorithm that corresponds to a first hash 
algorithm identifier transmitted from said server appa­
ratus, and creating a second hash value from said first 
hash value and a random number transmitted from said 
server apparatus by employing said first hash algorithm; 
and 

an authentication request manager for transmitting authen­
tication request information for causing said server 
apparatus to start an authenticating process to said server 
apparatus, receiving said random number and said first 
hash algorithm identifier from said server apparatus, 
transmitting said identification information of the user 
input from said authentication information inputter and 
said second hash algorithm to said server apparatus, and 
receiving an authentication result from said server appa­
ratus; and 

said server apparatus to function as: 
a random number creator for creating a random number; 
a server-side hash value creator for creating a hash value; 

and 
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an authentication information manager for, upon receipt of 
said authentication request information from said client 
apparatus, causing said random number creator to create 
a random number, and transmitting said random number 
and a predetermined first hash algorithm identifier to 
said client apparatus, and for, upon receipt of said iden­
tification information of the user and said second hash 
value from said client apparatus, acquiring said user 
information, which corresponds to this received identi­
fication information of the user, from a user information 
storage in which user information has been stored that 
includes a second hash algorithm identifier that respec­
tively corresponds for each said identification informa­
tion of the user, and a third hash value pre-created from 
the authentication information including said identifica­
tion information and said password of the user by 
employing the second hash algorithm that corresponds 
to this hash algorithm identifier, determining whether or 
not said second hash algorithm identifier, which is 
included in said acquired user information, coincides 
with said first hash algorithm identifier, causing said 
server-side hash value creator to create a fourth hash 
value from a third hash value, which is included in said 
acquired user information, and said random number by 
employing said first hash algorithm in a case where it 
coincides, determining whether or not said second hash 
value coincides with said fourth hash value, transmitting 
the authentication result indicating that the authentica­
tion is successful to said client apparatus in a case where 
it coincides, and transmitting the authentication result 
indicating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide. 

8. The authenticating program according to claim 7, said 
authenticating program causing: 

said authentication information manager in said server 
apparatus to transmit said second hash algorithm iden­
tifier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincides 
with said first hash algorithm identifier; 

said authentication information inputter in said client appa­
ratus to re-input said identification information, a pass­
word, and a new password of the user when said second 
hash algorithm identifier is received by said authentica­
tion request manager in said client apparatus; 

said client-side hash value creator in said client apparatus 
to create a new third hash value from said identification 
information and said password of the user, which were 
re-input, by employing said second hash algorithm, to 
create a new fourth hash value from said new third hash 
value and said random number by employing said first 
hash algorithm, and further to create a fifth hash value 
from said identification information and said new pass­
word of the user, which were re-input, by employing 
said first hash algorithm; 

said authentication request manager in said client appara­
tus to transmit said identification information of the user, 
said new fourth hash value, and said fifth hash value to 
said server apparatus; 

said server-side hash value creator in said server apparatus 
to create a fourth hash value from the third hash value, 
which is included in said acquired user information, and 
said random number by employing said first hash algo­
rithm when said identification information of the user, 
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said new fourth hash value, and said fifth hash value are 
received by said authentication information manager in 
said server apparatus; and 

said authentication information manager in said server 
apparatus to determine whether or not said fourth hash 
value coincides with said new fourth hash value, to 
respectively update said second hash algorithm identi­
fier and said third hash value that correspond to said 
identification information of the user in said user infor­
mation storage into said first hash algorithm identifier 
and said fifth hash value and to transmit the authentica­
tion result indicating that the authentication is successful 
to said client apparatus in a case where it coincides, and 
to transmit the authentication result indicating that the 
authentication is unsuccessful to said client apparatus in 
a case where it does not coincide. 

9. The authenticating program according to claim 7, said 
authenticating program causing: 

said client apparatus to function as a hash algorithm iden­
tifier storage in which a list of hash algorithm identifiers 
has been stored that are usable in the above client appa­
ratus; 

16 
Jul. 31, 2008 

said server apparatus to function as a hash algorithm inten­
sity storage in which an intensity of the hash algorithm 
has been stored that corresponds for each identifier of 
the hash algorithm; 

said authentication request manager in said client appara­
tus to transmit said list of the hash algorithm identifiers 
to said server apparatus at the time of transmitting said 
authentication request information to said server appa­
ratus; and 

said authentication information manager in said server 
apparatus to select an identifier of the hash algorithm 
having a highest intensity from among said list of the 
hash algorithm identifiers based upon the intensity of 
each hash algorithm stored in said hash algorithm inten­
sity storage when said authentication request informa­
tion and said list of the hash algorithm identifiers are 
received from said client apparatus, and to transmit this 
selected identifier as said first hash algorithm identifier 
together with said random number to said client 
apparatus. 

* * * * * 




