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METHOD AND SYSTEM FOR ANNOTATING
NETWORK FLOW INFORMATION

BACKGROUND OF THE INVENTION

[0001] Host computers, including servers and client com-
puters, are typically interconnected to form computer net-
works. A computer network, and more generally a commu-
nications network, is a group of devices or network entities
that are interconnected by one or more segments of transmis-
sion media on which communications are exchanged
between those network entities. The communications can be
transmitted electrically, including wireless links, or optically.
The computer networks typically further comprise separate
network communications devices, such as routers, switches,
bridges, and hubs, for transmitting and relaying the commu-
nications between the network entities through the network’s
mesh.

[0002] Computer networks are typically classified by their
size or by the type of entity that owns the network. Often,
business organizations maintain large computer networks.
These computer networks are referred to as enterprise net-
works. Enterprise networks are typically connected to other
enterprise networks or home networks via service provider
and public networks.

[0003] At the enterprise, service provider, and public net-
work scale, network management systems are used to moni-
tor networks. These systems can exist as stand-alone, dedi-
cated systems or be embedded in network communications
devices such as routers and switches. One specific example is
NetFlow technology offered by Cisco Systems. Other tools
include special-purpose systems, such as firewalls and other
network security devices, that are typically used to manage
the communications at boundaries between the networks.
[0004] One source of information for monitoring networks
is flow information. This is defined as “a unidirectional
sequence of packets with some common properties that pass
through a network device.” Internet Engineering Task Force,
RFC 3954. Flow records are often generated by the network
devices. These are often digested information concerning
individual network flows or groups of network flows sharing
some common characteristic(s). The flow records often
include, for example, internet protocol (IP) addresses, packet
and byte counts, timestamps, Type of Service (ToS), applica-
tion ports, input and output interfaces, to list a few examples.
This information is available from Netflow technology, for
example. Generally, computer network devices that generate
flow records include, for example, routers, switches, fire-
walls, and hubs. In other examples, packet scanners/analyzers
(e.g. Arbor Networks PEAKFLOW® threat management
system (TMS)) are used. Flows may be collected and
exported for analysis. Flow analysis is a central component of
large-scale network management and service systems.
[0005] Network management systems allow the network
administrators to apply policies. Policies are typically used to
govern or dictate how entities are allowed to communicate
over the network, generally called security policies. These
policies can be applied to entities individually, by setting
operating parameters of devices separately. Policy-based
management systems have simplified configuration of
devices by allowing administrators to define a policy and
apply this policy across groups of network entities, generally.
[0006] A policy is a collection of rules. A rule, for example,
can be defined to govern what traffic a particular firewall
ignores or prevents a given address or device from accessing
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a particular service or network resource. The rules can be
applied by routers that decide whether to forward packets
from or to a particular address.

[0007] Network policies are often defined and applied
based on flow information. Moreover, many products are
available that attempt to correlate flow information with other
data sources to provide value-added analysis. These types of
analysis tools are now a central component of administering
large communication networks. Such analysis facilitates the
creation of higher level policies that facilitate the manage-
ment of the network.

[0008] By way of additional background, the process for
abstracting the dataflow between the network entities is typi-
cally articulated in the context of the OSI (Open Systems
Interconnection) model communications stack. The lowest
layer 1 describes physical layer functions such as the trans-
mission of bits over the communication medium, activation/
deactivation of the physical connection, use of idle condi-
tions, control bit generation/detection, start and stop, and zero
bit insertion. These functions are requested by data link layer
2 functions, which control the transmission of packets over a
logical communications link. Other data link functions
include establishing/releasing logical connections, error
detection, correction, and recovery, in conjunction with the
delimiting of transmitted packets.

[0009] Atthe nexthigher level of abstraction is the network
layer 3. Functions here include the transfer of units or packets
between two transport entities. Further, at this layer, routing
through the network is determined, including segmenting or
combining packets into smaller and larger data units, the
establishment, maintenance, and relinquishment of end-to-
end logical circuits, and the detection and recovery from
errors. Network management activities often take place at the
network layer and data link layer.

[0010] Then, transport layer 4 functions handle the trans-
mission of complete messages between network entities. At
this layer, sessions between the network entities are estab-
lished and then taken down. This layer ensures the correct
sequence of packets, partition, and combination of messages
into packets, and the control of data flow to avoid network
overload.

[0011] The session layer 5 organizes and synchronizes the
dialog that takes place between applications running on net-
work entities. This provides a one-to-one correspondence
between a session connection and a presentation connection
ata given time. It provides for session continuity, even when
transport connections may fail.

[0012] Finally, at the two highest levels of abstraction, lay-
ers 6 and 7, the presentation layer provides independence
from differences between data presentations, such as encryp-
tion, by translating from application to network format, and
back. The application layers support application and end user
processes. However, user authentication and privacy are also
considered and any constraints on data syntax are identified.
At this layer, communication is application-specific.

SUMMARY OF THE INVENTION

[0013] The standard flow information that is available from
network devices is limited, however. It would be desirable in
computer networks to be able to add intelligence to standard
network flow monitoring to implement new types of detection
and analysis based on flow data.

[0014] The challenge has in the past been addressed, for
example, by employing multiple flow analysis engines. Any
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additional information calculated about each flow is simply
used internally by the flow analysis engine, however. This
locally calculated flow information is not re-exported as part
of the flow record. Alternatively, some products maintain
separate data stores (e.g. a border gateway protocol (BGP)
routing table) that is distributed separately from the flow
records. Nevertheless, any receivers then have to redo the
work of correlating the flow and the BGP data since available
systems either distribute the original flow records and sepa-
rately distribute additional data, as described above, or simply
keep the flow and other databases internally. Queries are
allowed that will perform flow matching against other data at
query time. A report containing the resulting information
about the flows can then be generated.

[0015] These solutions do not provide real-time flow infor-
mation, nor is their information made available using existing
flow export methods. Thus, these solutions are not nearly as
scalable, and are much more restricted in the type of data they
can provide. It also means that accessing the data they provide
requires writing custom software, rather than being able to
reuse existing flow collection and analysis infrastructure.

[0016] The present invention can be used to facilitate the
creation of scalable flow monitoring solutions. The invention
also demonstrates that there can be a reasonably low overhead
for this approach.

[0017] An embodiment of the present invention takes in
standard flow records exported from network devices such as
routers, switches, firewalls, hubs, etc., and annotates the flow
with additional information. This information is derived from
a number of sources, including Border Gateway Protocol
(BGP), Simple Network Management Protocol (SNMP), user
configuration, and other, intelligent flow analysis. These
annotations add information to the flow data, and can be used
to perform value-added flow analysis. The annotated flow is
thenresent to a configurable set of destinations using standard
flow formatting, e.g., Cisco System Inc.’s NetFlow technol-
ogy, version 9, in one implementation. This allows the anno-
tated flow to be processed and the enhanced information to be
used by other flow analysis tools and existing flow analysis
infrastructure.

[0018] Various data sources may be used to annotate the
flow. These can include but are not limited to BGP, SNMP,
user configuration, raw packet analysis information (e.g.
from Peakflow TMS), and other flow analysis information.

[0019] Advantages over existing systems include real-time
data collection, scalability and intelligence. In contrast, cur-
rently used systems require data to be collected and analyzed
after the fact, often accompanied by long delays between the
sending of the original flow information from the network
devices and the availability of the additional information
generated by the flow analysis tools.

[0020] Furthermore, by reusing the existing flow export
protocol and resending the flow with additional annotations,
the added information can be incorporated into existing flow
monitoring tools. Existing tools need not even be able to make
sense of the information added to the flow by the present
invention—they can still access the original data put in the
flow record by the router.

[0021] Third, by resending flow to a configurable set of
destinations, the same data are reused multiple times in dif-
ferent network monitors for different applications.

[0022] In general, according to one aspect, the invention
features a method of processing network flow information.
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The method comprises receiving a flow record exported from
a network device and annotating the flow with additional
information.

[0023] Inacommon implementation, the network device is
any of: a router, a switch, a firewall and a packet scanner/
analyzer. Also, the method includes sending the annotated
flow to a configurable set of destinations using standard flow
formatting.

[0024] The additional information is derived, at least in
part, from a BGP source, in one example. The source and
destination addresses identified in the received flow record
are looked up in the BGP routing information and the BGP
attributes for the matching routes are added to the flow. In the
same or other examples, the additional information is derived,
at least in part, from a SNMP source. The flow record is
annotated with information describing interfaces which saw
the flow, including interface name and description, and a
unique identifier that maps into a database of additional inter-
face information.

[0025] The additional information can be derived, at least
in part, from user configuration information. The flow record
is annotated with information about traffic attributes which
match user configuration. The additional information can also
be derived, at least in part, from raw packet analysis. The flow
record is annotated with information derived from raw traffic.
[0026] Ingeneral accordingto another aspect, the invention
features a flow annotator. This annotator comprises a flow
analysis engine which receives flow data from a network
device, and which selects information from at least one
source to be added to the flow data. A flow encoding and
distribution engine is provided that annotates the flow data
with the selected data to create an annotated flow, and that
transmits the annotated flow to a configurable set of destina-
tions comprising at least one of an additional flow annotator
and a flow consumer.

[0027] The above and other features of the invention
including various novel details of construction and combina-
tions of parts, and other advantages, will now be more par-
ticularly described with reference to the accompanying draw-
ings and pointed out in the claims. It will be understood that
the particular method and device embodying the invention are
shown by way of illustration and not as a limitation of the
invention. The principles and features of this invention may
be employed in various and numerous embodiments without
departing from the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Intheaccompanying drawings, reference characters
refer to the same parts throughout the different views. The
drawings are not necessarily to scale; emphasis has instead
been placed upon illustrating the principles of the invention.
Of the drawings:

[0029] FIG. 1 is a block diagram of the inventive flow
annotation system deployed within a network;

[0030] FIG. 2is aschematic diagram of the flow annotating
network monitor according to the present invention;

[0031] FIG. 3 is a flowchart showing the operation of flow
annotating network monitor according to an embodiment of
the present invention;

[0032] FIG. 4 is a schematic diagram illustrating a packet
for transporting flow information;

[0033] FIG. 5isaschematic diagram illustrating flow infor-
mation in a packet;
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[0034] FIG. 6 is a schematic diagram illustrating flowset
information in a packet according to an embodiment of the
present invention; and

[0035] FIG. 7 shows one concrete example of an annotated
flow packet according to an embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0036] FIG.1 is a block diagram of a flow annotation sys-
tem 100 deployed within a network 10 according to the prin-
ciples of the present invention.

[0037] In more detail, network communication devices
such as routers 12a, 126 and/or switches 18 collect flow
information from the packet information that is transmitted
through the network 10 between other network communica-
tions devices, network nodes, and host computers. Flow
information is also collected, in some examples from packet
monitors or taps 14 that are installed usually solely to monitor
packet traffic. An example here is the Netflow Analyzer
offered by Cisco Systems, Inc. Other exemplary sources of
flow information include network security devices, e.g., fire-
walls 16, that apply security policies and monitor for mali-
cious code/packets.

[0038] The flow information 103 from these collectors is
forwarded to one or more network monitors 100a, 10054. In
some examples, these network monitors 100a, 1005 and other
network monitors in the network, 100¢, 1004, 100¢, function
in a peer-to-peer relationship. Such a relationship is used to
provide redundancy such that failure of any network monitor
does not undermine the operation of other monitors. On the
other hand, in some examples, master-slave relationships are
defined in which one of the monitors 100 functions as master
to other slave monitors. In still other examples, a separate
monitor controller 102 is deployed.

[0039] Primarily, the network monitors 100 are used to
monitor network activity based on the received flow informa-
tion 103. In a general sense, the network monitors 100a, 1005
analyze the flow to determine whether the network activity is
in compliance with policies for the network 10. Such policies
include network management policies related to traffic levels,
for example, and network security policies related to main-
taining the security of the network and protecting it against
attacks, such as denial of service attacks, viruses, or worms.
[0040] According to aspects of the invention, the network
monitors 100a, 1005 further annotate the flow information
with additional information derived from analysis of the flow
information or internally generated information, such as con-
figuration.

[0041] The network monitors 100a, 1005 annotate the flow
information and send the annotated flow information 107 to
each other and also various flow consumers 109, which
include additional flow annotating network monitors 100c,
1004 and also possibly the controller 102.

[0042] The additional flow annotators 100c¢, for example,
output one or more further annotated flows 113 to further flow
consumers and/or annotators 100e, in one example.

[0043] FIG.2 is a schematic diagram of the flow annotating
network monitors 100 of FIG. 1. Here the monitor 100 is
logically broken down into two functions: a flow analysis
engine 201 and a flow encoding and distribution engine 2203.
Although shown separately, these two functions are often
combined into a single operating module, implemented in
hardware, software, or a combination thereof
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[0044] When the flow data 103 are received from the net-
work devices 14, 16, 18, the network monitor 100 applies
available policies to the flow and analyzes the flow in term of
BGP, SNMP, its own configuration information, and other
data sources including one or more internally maintained
databases 205.

[0045] The annotated flow is then encoded and distributed
by the distribution engine 2203 to various consumers of the
flow information. A distribution list 207 identifies the entities
that will receive the annotated flow information.

[0046] FIG. 3 is a flowchart showing the operation flow
analysis engine 2201 and the encoding and distribution
engine 2203 ofthe network monitor 100. One skilled in the art
would recognize, however, that the steps relating to annotat-
ing flow according to a given input, e.g., BGP, SNMP, etc.,
could be performed in a different order.

[0047] In step 301, flow data are received. This is, in
examples, standard flow records, for example from network
communication devices such as routers 12 and switch 18 or
other network device 14, 16; or alternatively, it is annotated
flow records from another flow annotating monitor.

[0048] Instep 303, if BGP informationis available, then the
source and destination addresses of the flow are looked up in
the BGP routing information by the flow analysis engine 2201
and the BGP attributes for the matching routes are added to
the flow by the flow encoding and distribution engine 2203.

[0049] Similarly, in step 305, if SNMP is available, then the
flow analysis engine 2201 identifies information about the
interfaces that saw the flow in one example, including inter-
face name and description, and a unique identifier that maps
into a database of additional interface information. The flow
encoding and distribution engine 2203 then annotates the
flow with the identified interface information.

[0050] Instep 307, if raw packet analysis is available, then
the flow data are preferably annotated with information about
the raw traffic, including application identifier(s) based on
layer 4-7 payload analysis, virtual local area network
(VLAN) identifiers, and other information from the packet
that would not normally be available in the original flow
record.

[0051] In step 308, if user configuration is available, then
the flow is annotated with information about traffic attributes
that matched user configuration. For example, if the network
administrator configured the network monitor 100 to match a
specified IP address range to a user-readable identifier
(name), then the source and/or destination of the flow is
annotated to indicate that it matches that user-defined identi-
fier.

[0052] In addition to the above data sources, the system
performs its own flow analysis and annotates the flow with
useful information in step 310. This information can include,
for example, network topology information and/or signature
detection.

[0053] For example, network topology information poten-
tially includes information as to whether the flow is entering
or leaving the network 10 at this point; whether the flow is
entering or leaving through a peering edge or customer-facing
interface; whether the flow is entering or leaving a customer
site or other user-defined part of the network, etc. In other
examples, the network topology information includes: 1)
whether the flow belongs to a VPN (virtual private network);
2) if so, to which VPN the flow belongs; and 3) whether the
flow is leaving or entering the VPN.
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[0054] Inother examples, the flow information is annotated
with contents of the actual packets from raw packet inspec-
tion, including but not limited to universal resource locators
(URLs) and other hypertext transport protocol (http) post
information, voice and/or video call endpoints and setup
information for voice over internet protocol (VOIP) and/or
session initiation protocol (SIP) traffic, filenames or other
information from peer to peer (P2P) and bittorrent traffic.
[0055] Inexamples wherethe flow information is annotated
with network topology information, the annotation data
includes whether the flow belongs to a VPN and is entering or
leaving a particular VPN Site, whether the flow is entering or
leaving through a paid transit or complementary peering link,
for example.

[0056] Instill other examples, the flow information is anno-
tated with policy information. For example, the annotated
data describes whether the flow matches a configured net-
work traffic policy signature, or not, and identifies that sig-
nature.

[0057] Signature detection includes flags that indicate if the
flow matches a known worm or denial of service (DOS) attack
signature, or other signatures either auto-learned by the sys-
tem or configured by the user.

[0058] Generally, any given flow may be annotated by any
combination of the above information. The information cho-
sen for annotation can be based on user configuration or
automatically determined by the system based on that data
that are available for the flow.

[0059] In step 312, the annotated flow is sent to a config-
urable set of destinations that often make use of both the
original flow information and the flow annotations to do use-
ful work, either by reporting on the flow information, detect-
ing network problems, generating alerts, or other analysis.
[0060] This annotation and flow redistribution is preferably
performed in real-time. The annotated flows further prefer-
ably use a standard flow representation method to encode and
send the annotated flows, such as the industry-standard Net-
Flow version 9 format, which is maintained by Cisco Systems
Inc. and which has also been implemented by Juniper, and
which is related to ipfix (RFC 3955). Annotated flows can
thus be processed by both standard flow analysis tools as well
as flow analyzers enhanced to make use of the additional
annotations.

[0061] In one embodiment, the packets includes the anno-
tated flow information are implemented using Netflow.
According to one implementation, new “field type defini-
tions” are added and populated with the exported annotated
flow information.

[0062] In more detail, Netflow v9 information is sent in
packets that contain header information and then one or more
flow records.

[0063] Allversion 9 flow packets (including annotated flow
packets) preferably use a standard header format, which is
defined by the Netflow v9, in one implementation.

[0064] Inmore detail, as shown in FIG. 4, the packet head-
ers include the protocol (Netflow) version, record count, sys-
tem uptime, a time stamp, sequence number and source iden-
tification.

[0065] FIG. 5 shows the flow information. That is, after the
header, each packet then contains one or more flow records in
a FlowSet. The FlowSets use the following format: flowset
template identification indicating the format for the flowset,
and the length. Then a series of records are attached, each
record containing N field values.
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[0066] The content and format of these records is defined
by a Netflow v9 template, which is sent periodically by the
flow source using the Template FlowSet packet format. This
is a standard packet format for NetFlow v9. Each template
sent by a flow source is given a unique ID, which must be
placed in the FlowSet Template ID field of a FlowSet packet,
so that the receiver can know how to decode the FlowSet
records.

[0067] Thetemplate defines which data fields are present in
each FlowSet and in which order, what values represent, and
what size values are. Some example field types that might be
defined in a standard NetFlow v9 Template include:

Field
Field Type Field ID Length Description
IPV4 SRC ADDR 8 4 IPv4 Source Address
IPV4 DST ADDR 12 4 IPv4 Destination Address
L4 SRC PORT 7 2 TCP/UDP source port number
L4 DST PORT 11 2 TCP/UDP dest. port number
PROTOCOL 4 1 IP Protocol
INPUT SNMP 10 2 Input interface SNMP index
OUTPUT SNMP 14 2 Output interface SNMP index

[0068] Based on the above template, FIG. 6 shows a sample
FlowSet packet. (For readability, the size of the fields has
been rounded up to 4 bytes, even though in actuality they may
use different sizes).

[0069] According to one embodiment, annotated flow adds
new field type definitions to represent the new information
being added to the annotated flows. An annotated flow sender
(see reference 100) sends out an annotated flow template
using the standard flow template format and incorporating
these new field types. The sender then sends annotated flows
using the standard FlowSet format and incorporating the new
information defined by the template definition. Example,
additional template field types are show in the following
table:

Field  Field

Field Type ID  Length Description

SRC_PEER__AS 66 2 AS Number of source BGP
peer

INPUT_IFACE_ GID 67 4 Reference ID of input
interface in an interface
database

OUTPUT__IFACE_ GID 68 2 Reference ID of output
interface in an interface
database

CUSTOMER_MATCH_ 4 69 8  List of 4 customer IDs that
matched the flow

APPLICATION_ID 90 4 ID of flow’s application
based on packet inspection

WORM__MATCH 91 4 ID of a worm signature
which matched the flow

HTTP_URL 92 256  URL contained by HTTP
packets, based on packet
inspection

[0070] Note that in many cases the value is defined as an

identification. It is assumed that these identifications are well-
known references to either a public or private database record,
or based on a user-configured mapping (e.g. to a customer
name).
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[0071] FIG. 7 shows one concrete example of an annotated
flow packet. It uses a flow template that was the concatenation
of all template fields defined above, i.e. the “standard” flow
template plus the example flow annotation fields. (Note that
again, field sizes are shown in 4-byte multiples for readability,
even though the actual packet may store some fields as a
different size.)

[0072] The benefit of the above-described flow annotation
approach is that all standard flow template fields can now be
incorporated into annotated flow, and then additional tem-
plate fields added to provide arbitrary information. When the
flow is re-exported with the additional information, the ability
of existing flow analysis software to decode and read the
standard flow fields is not impacted. On the other hand, a
scalable and flexible way to support new analysis software is
provided, which can make use of both the standard and new
flow annotation fields, from the same NetFlow v9 packet.
[0073] While this invention has been particularly shown
and described with references to preferred embodiments
thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein
without departing from the scope of the invention encom-
passed by the appended claims.

1-27. (canceled)

28. A method, comprising:

receiving data packet flow information from a first network

device in a first network monitoring device;

analyzing the received data packet flow information in the

first network monitoring device to determine informa-
tion to be annotated in the received data packet flow
information;

encoding in the received data packet flow the determined

information to be annotated in the first network moni-
toring device; and

distributing the received data packet flow having the anno-

tated information from the first network monitoring
device to a second network monitoring device according
to a distribution list provided in the first network device.

29. The method as recited in claim 28 further comprising:

receiving in a second network monitoring device the data

packet flow information having the annotated informa-
tion distributed from the first network monitoring
device;

analyzing the received data packet flow information having

the annotated information in the second network moni-
toring device to determine additional information to be
annotated in the received data packet flow information
having the annotated information; and

encoding in the received data packet flow having the anno-

tated information the determined additional information
to be annotated in the second network monitoring
device.

30. The method as recited in claim 29 further comprising
distributing the data packet flow having the additional
encoded annotated information from the second network
monitoring device to a third network monitoring device
according to a distribution list provided in the second network
device.

31. The method as recited in claim 28 wherein the encoding
step includes encoding Border Gateway Protocol (BGP)
attributes in the received data packet.

32. The method as recited in claim 28 wherein the encoding
step includes encoding Simple Network Management Proto-
col (SNMP) attributes in the received data packet.
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33. The method as recited in claim 28 wherein the encoding
step includes encoding attributes relating to layer 4-7 payload
attributes or virtual local area network (VL AN) attributes in
the received data packet.

34. The method as recited in claim 28 wherein the encoding
step includes encoding attributes relating to data flow traffic
based upon user configuration information.

35. The method as recited in claim 28 wherein the encoding
step includes encoding attributes relating to network topol-
ogy or signature detection attributes in the received data
packet.

36. The method of claim 28 wherein the first network
device is any of: a router, a switch, a firewall and a packet
scanner/analyzer.

37. A method, comprising:

receiving data packet flow information from a first network

device in a first network monitoring device;

analyzing the received data packet flow information in the

first network monitoring device to determine informa-
tion to be annotated in the received data packet flow
information;
encoding in the received data packet flow the determined
information to be annotated in the first network moni-
toring device, the annotated information selected from
the group consisting of: Border Gateway Protocol
(BGP) attributes, Simple Network Management Proto-
col (SNMP) attributes, payload attributes, Virtual Local
Area Network (VLAN) attributes, attributes relating to
data flow traffic based upon user configuration informa-
tion, attributes relating to network topology, signature
detection attributes, network topology attributes and sig-
nature detection attributes;
distributing the received data packet flow having the anno-
tated information from the first network monitoring
device to a second network monitoring device according
to a distribution list provided in the first network device;

receiving in a second network monitoring device the data
packet flow information having the annotated informa-
tion distributed from the first network monitoring
device;

analyzing the received data packet flow information having

the annotated information in the second network moni-
toring device to determine additional information to be
annotated in the received data packet flow information
having the annotated information; and

encoding in the received data packet flow having the anno-

tated information the determined additional information
to be annotated in the second network monitoring
device.

38. The method as recited in claim 37 further comprising
distributing the data packet flow having the additional
encoded annotated information from the second network
monitoring device to a third network monitoring device
accordingto a distribution list provided in the second network
device.

39. The method of claim 37 wherein the first network
device is any of: a router, a switch, a firewall and a packet
scanner/analyzer.

40. A communication system, comprising:

a first network monitor device including:

a flow analysis engine adapted and configured to:
receive data packet flow information from a first net-
work device;
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analyze the received data packet flow information to
determine information to be annotated in the
received data packet flow information;
an encoding and distribution engine adapted and config-
ured to:
encode in the received data packet flow the deter-
mined information to be annotated; and
distribute the received data packet flow having the anno-
tated information to a second network monitoring
device in a communications network according to a
distribution list provided in the encoding and distri-
bution engine.
41. The communication system recited in claim 40 further
including:
a second network monitor device including:
a flow analysis engine adapted and configured to:
receive data packet flow information from the first
network monitor device;
analyze the received data packet flow having the
annotated information to determine information to
be additionally annotated in the received data
packet flow having the annotated information;
an encoding and distribution engine adapted and config-
ured to:
encode in the received data packet flow the deter-
mined additional information selected from the
group consisting of: Border Gateway Protocol
(BGP) attributes, Simple Network Management
Protocol (SNMP) attributes, payload attributes,
Virtual Local Area Network (VL AN) attributes,
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attributes relating to data flow traffic based upon
user configuration information, attributes relating
to network topology, signature detection attributes,
network topology attributes and signature detec-
tion attributes; and

distribute the received data packet flow having the
additional annotated information from the second
network monitoring device to another device in a
network.

42. The communication system as recited in claim 40
wherein Border Gateway Protocol (BGP) attributes are
encoded in the received data packet.

43. The communication system as recited in claim 40
wherein Simple Network Management Protocol (SNMP)
attributes are encoded in the received data packet.

44. The communication system as recited in claim 40
wherein attributes relating to layer 4-7 payload attributes or
virtual local area network (VLAN) attributes are encoded in
the received data packet.

45. The communication system as recited in claim 40
wherein attributes relating to data flow traffic based upon user
configuration information are encoded in the received data
packet.

46. The communication system as recited in claim 40
wherein attributes relating to network topology or signature
detection attributes are encoded in the received data packet.

47. The method of claim 40 wherein the first network
device is any of: a router, a switch, a firewall and a packet
scannet/analyzer.





