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METHOD AND SYSTEM FOR TRACKING AN
OPERATION PERFORMED ON AN
INFORMATION ASSET WITH METADATA
ASSOCIATED THEREWITH

RELATED APPLICATIONS

[0001] The present application is a continuation of a PCT
application filed Jun. 19, 2006 under serial number PCT/
1L.2006/000706, which claims priority of a provisional
application filed Jun. 21, 2005 under Ser. No. 60/692,260,
which are each incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention generally refers to methods
and systems for leakage protection, and more particularly to
a method and system for providing comprehensive protec-
tion against leakage of sensitive information assets from the
enterprise, using host based agents, content-meta-data and
rules-based policies.

BACKGROUND OF THE INVENTION

[0003] Host-based Information Leakage Detection and
Prevention Systems (HILDP) are closely related to Host-
based Intrusion Prevention Systems (HIPS) and therefore
both types of systems shall be considered as prior art. HIPS
focus on detecting and preventing attempts by outsiders to
gain unauthorized access to resources on the host or execu-
tion of malicious code. By contrast, HILDP systems focus
on detecting and preventing the transmission of sensitive
information from the host to unauthorized destinations out-
side the enterprise.

[0004] In spite of the difference in focus and terminology,
these systems are similar in structure and use essentially the
same technical means to achieve their goals: detection
and/or prevention of host-based activities which may con-
stitute a violation of the organization’s security policy. In
this context, HIPS and HILDP shall be considered as two
specific cases of a common class. The qualifier “Host-based”
indicates that activity is monitored within each network-
connected computer (host), in contrast to Network-based
IPS and ILDP systems which analyze the network traffic on
a shared computer network.

[0005] Application software running on the host can
directly access only the application’s memory space. Access
to any other resources such as file storage, network resources
or attached physical devices is mediated by the operating
system kernel or other system services. The application
communicates with the operating system or system services
via various Application Programming Interfaces (API), Sys-
tem calls, Inter Process Communication (IPC) or similar
software interfaces. HIPS/HILDP systems use various
means to intercept requests from the application software to
the operating system kernel or system services. The software
components performing this function are variously referred
to as Sensors, Probes, Data-gathering components or other
terminology and are tailored to the type of interface and type
of requests they are designed to intercept.

[0006] Sensors gather information about application
requests and encapsulate the request parameters and context
into a data structure which will be referred to as an Event or
Event Description. If the request is a data transmission
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request, the event may also include the actual content or
summary of the transmitted information. Events are com-
municated from the Sensors to a software component known
as an Agent.

[0007] An HILDP/HIPS agent must be able to correlate or
aggregate multiple low-level events to a smaller number of
high-level events, which may be more meaningful to the
goals of the system. The agent then applies a Policy to the
Events. A Policy is a collection of Rules. Each Rule consists
of a Condition, sometimes referred to as a Template or
Pattern, and a Reaction to be performed by the Agent when
an Event matching the Condition is detected. It is worth
noting that in order to distinguish events and potentially
respond to them with different reactions, the agent must have
the pertinent information available as part of the event
description at the time of the event.

[0008] Inthe case of HIPS, such as anti-virus applications,
the policy is established to control unauthorized access to
the host. Typically, sensors will report external access
attempts to the host as well as unusual local activity, which
may be an indication that an intruder has already gained
some access and is attempting to extend or use it. The agent
will apply a set of reactions such as ignore (allow the
operation to proceed), Block (cause the operation to fail) or
Log (allow the operation to proceed but log its details).

[0009] An ILDP system may establish a policy to control
the leakage of information from the organization by insiders.
For example, the policy may specify which applications are
allowed to access certain files, devices or network services
in order to prevent an application from reading a file and
then forward a copy of it over the network or to an external
device. Again the possible Reactions may include Ignore
(allow), Block or Log the attempted operation.

[0010] Occasionally, the information immediately avail-
able to the agent and encapsulated within an event upon a
request may not be sufficient to make a proper decision. For
example, when an attempt is made to send a file to an
external email destination, the fact that the file has been
copied several weeks earlier from a designated internal
folder may be relevant to the decision, even though this
information is not immediately available.

[0011] One approach to addressing this problem is to
compare the content of the transmitted file against a global
database of all sensitive documents in the organization. Such
an approach is implemented by existing network based ILDP
systems. However, this approach suffers from several prob-
lems. It requires a centralized database which is difficult to
scale and is bound to produce many false positives. Fur-
thermore, this database will not be available to hosts work-
ing offline, or outside the organization’s network. Finally,
this approach assumes that the content of the transmission is
always accessible. Also, if the information asset is stored in
an encrypted format this type of system will not be able to
compare it against the global database.

[0012] Thus, it would be advantageous to provide a
method that addresses the problems of comparing the con-
tent of the transmitted file against a global database of all
sensitive documents and the problem of information assets
stored in encrypted format.

[0013] Prior art includes Stamos et al, in US patent appli-
cation 20050060537, which discloses a technique for estab-
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lishing digital control over digital assets such as computer
files. There is no content analysis. The system is gateway-
based for e-mails. The system offers a way of tagging digital
assets, but does not maintain the tagging through the life
cycle of the information.

[0014] Carson et al. in US patent application
20040167921, teaches a technique for efficient representa-
tion of dependencies between electronically stored docu-
ments, such as an enterprise data processing system. The file
history of the meta-data type of information is made avail-
able, but not by paragraphs. The application aims at con-
trolling port and IP traffic.

SUMMARY OF THE INVENTION

[0015] A system and method are provided for tracking an
operation performed on an information asset The informa-
tion asset has metadata associated therewith. In use, the
metadata is preserved during the at least one operation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] In order to understand the invention and to see how
it may be carried out in practice, a preferred embodiment
will now be described, by way of a non-limiting example
only, with reference to the accompanying drawings, in
which:

[0017] FIG. 1 is an overview of a typical system deployed
in an organization’s network, constructed in accordance
with the principles of the present invention;

[0018] FIG. 2a illustrates a typical scenario of an appli-
cation accessing an information asset constructed in accor-
dance with the principles of the present invention;

[0019] FIG. 2b shows the scenario of FIG. 2a with the
agent software installed on the workstation, constructed in
accordance with the principles of the present invention;

[0020] FIG. 3 is a conceptual block diagram of the policy
resolution process, performed in accordance with the prin-
ciples of the present invention;

[0021] FIG. 4 is a diagram of the components of the agent
software, constructed in accordance with the principles of
the present invention;

[0022] FIG. 5 illustrates the process of signature extrac-
tion, performed in accordance with the principles of the
present invention;

[0023] FIG. 6 illustrates the process performed by the
content tracking module in response to an application
request to read an information asset, performed in accor-
dance with the principles of the present invention;

[0024] FIG. 7 illustrates the process performed by the
content tracking module in response to an application
request to write an information asset, performed in accor-
dance with the principles of the present invention;

[0025] FIG. 8 illustrates a scenario in which a user creates
a new document containing excerpts from two existing
documents tagged respectively with tags Tagl and Tag2,
performed in accordance with the principles of the present
invention; and

[0026] FIG. 9 illustrates an exemplary user interface of the
management console used by the system administrator to
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create and edit the system policy, constructed in accordance
with the principles of the present invention.

DETAILED DESCRIPTION OF AN
EXEMPLARY EMBODIMENT

[0027] Accordingly, it is a principal object of the present
invention to provide a method and system that addresses the
problems of comparing the content of the transmitted time
against a global database of all sensitive documents.

[0028] Tt is one more principal object of the present
invention to provide a method and system wherein an
information asset stored in an encrypted format can be
compared against the global database by attaching the
content-meta-data to the encrypted container at the time the
plaintext is transformed into the encrypted format.

[0029] Tt is one other principal object of the present
invention to provide a method and system for attaching
content meta-data to information assets in order to make this
type of information available in real time.

[0030] Tt is another principal object of the present inven-
tion to provide a method and system for comprehensive
protection against leakage of sensitive information assets
from the enterprise.

[0031] Tt is still another object of the present invention to
provide a method and system for protecting information sent
from within the organization hosts to destinations outside
the organization’s boundaries, via physical devices such as
printers, USB devices and via the communications network,
such as email, HTTP and Instant Messengers.

[0032] A method is disclosed for implementing a rule-
based policy for security of information Assets in an enter-
prise system. The system for implementing the method
includes a plurality of computers, information assets stored
as information containers on the plurality of computers, at
least one Tag attached to the information containers as
metadata and a Policy consisting of a plurality of Rules. The
system also includes an agent installed on each of the
plurality of computers, operative in a manner which enables
it to perform the functions of the method. The functions
include tracking the information assets as they are transmit-
ted between different computers of the plurality of comput-
ers, tracking the information assets as they are transmitted
between the information containers, tracking the informa-
tion assets as they are modified to different representations
tracking the information assets as they are transformed to
different representations and preserving attachment of the at
least one Tag to the information assets through the trans-
missions and transformations. The functions also include
generating descriptions of events representing at least the
transmissions and transformations applying said plurality of
Rules of the Policy to the Event Descriptions to ascertain
whether the Events comply with the Policy and Enforcing
any Reactions prescribed by the plurality of Rules of the
Policy in response to the Events. The system also includes
a Logging Server for storing the Event Descriptions gener-
ated by the Agents and a Management Console for setting
the Policy and reviewing the Event Descriptions.

[0033] The existence and validity of content meta-data is
crucial for the operation of the present invention. However,
the operating system and application software may not be
aware of the presence of such meta-data. As a result, this
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meta-data may not be preserved upon transmission and
transformation of information assets. Consequently, the
present invention contains a component for tracking host
activities and preserving content-meta-data upon transmis-
sions and transformations of information assets.

[0034] The present invention relates to the field of Host-
based Information Leakage Detection and Prevention Sys-
tems (HILDP). The primary distinguishing feature from
prior art information leakage prevention systems is associa-
tion of meta-data to information assets and preservation of
such meta-data through transmission and transformation of
information assets.

A typical usage scenario of the present invention includes
the following steps:

[0035] 1. A System Administrator sets content meta-data
types (Tags) along with Tagging Rules, which categorize
and tag information assets (for example, tag all files
residing in a certain server as ‘Finance Files’), as well as
tag any specific file of choice.

[0036] 2. The administrator then sets Reaction Rules,
which define which scenarios trigger events (For
example, emailing of contents from ‘Finance Files’
should be blocked).

[0037] 3. The policy including its rules propagates to the
workstation (for example, via Active Directory).

[0038] 4. According to tagging rules the Agent attaches
content meta-data (tags) to files and other content struc-
tures.

[0039] 5. The agent is responsible for maintaining the
attachment of tags to transformations of contents as file
copies, copy paste operations, etc.

[0040] 6. Finally, upon triggering of Reaction Rules, the
Agent Application can report the violation as well as
block the transmission and/or dispatch an event to the
logging server.

Content Tagging

[0041] The form of content meta-data used by the pre-
ferred embodiment is a set of Tags, where each tag repre-
sents a class of information assets of importance to the
organization. For example, a ‘Finance’ tag may be attached
to any confidential financial information. Information assets
containing a mixture of data from multiple sources can be
marked by a set of tags associated with these sources.

[0042] Where applicable, tags may be associated to pans
of the information asset, rather than the entire information
asset. In this case the form of meta-data is a mapping
between tags and the ranges of text within the information
asset associated to the tag. When insufficient information is
available or when the information asset is not textual, the
association is between a tag and the entire information asset.

[0043] Tagging of information can be done in several
methods; however it should be preferably done in a manner
that requires minimal manual involvement. The system uses
any combination of the following methods to attach tags to
information assets.
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[0044]

[0045] The presence of a text pattern in an information
asset, for example the word ‘confidential’, may be used
as a trigger to attach a specific tag. Note that the
subsequent removal of this text pattern shall not nec-
essarily cause the removal of the tag (e.g. erasing the
‘confidential’ title from the document, should not effect
its classification).

[0046] 2. Location based tagging.

[0047] Related documents are typically stored in the
same folder or section of a server. This practice may be
used to identify interesting information assets and tag
them accordingly.

1. Tagging using recognition of textual patterns.

[0048] 3. Tagging according to the generating application.

[0049] Often business applications are used for a spe-
cific purpose implying that any document created by
such application may be automatically categorized as
containing a specific type of information. An example
is all files created by computer-aided-design applica-
tion may be tagged as ‘Engineering’ regardless of their
location or other properties.

[0050] 4. Manual tagging.

[0051] If the above methods are not sufficient the sys-
tem may allow designated users the ability to use their
judgment and manually classify information assets by
attaching tags.

[0052] 5. Document discovery scanning.

[0053] When the system is initially installed, the orga-
nization will typically have many documents requiring
tagging, including multiple copies of the same docu-
ments scattered all over the organization. The system
can apply a scanning procedure to identify substantially
identical documents and apply the tags independently
of the normal agent operation.

[0054] The tagging techniques (1-3) are performed by the
agent in accordance with the definitions of tagging rules in
the policy. These methods are initiated in response to user
operations which are intercepted by the agent. These meth-
ods will be fully described later. The techniques (4-5) are
external to the agent interception module and are scheduled
by the user or administrator.

Storage of Content Meta-Data

[0055] Once the system identifies that an information asset
should be associated with a set of tags, it must record this
association in some form of persistent storage. Tag storage
methods are strongly dependent on the underlying informa-
tion container and therefore the system shall utilize a com-
bination of methods for content meta-data storage in order to
cope with tagging for a variety of information container
types. The current embodiment uses the following methods
for persistence of content-meta-data:

[0056] 1. File extended attributes, where supported by the
underlying file system;

[0057] 2. File alternate data stream, where supported by
the underlying file system;

[0058] 3. Database storage of tag sets indexed by file name
or by a hash function of the file content; where the
underlying file system does not support any of the above
methods;
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[0059] 4. Embedded in the information container, where
the file format supports the addition of meta-data without
disturbing the validity of the content;

[0060] 5. In email message headers, for attaching content-
meta-data to information assets incorporated into emails;
and

[0061] 6. Using Document attributes, when the informa-
tion asset is stored in the database of a document man-
agement system.

Content-Tracking

[0062] Applications running in the host manipulate infor-
mation containers. Some of these containers may have tags
attached to them. These manipulations include low level
operations such as deleting, reading and writing of infor-
mation containers. The system tracks and analyzes these
operations to infer higher lever events such as file copy, or
transformation of data from one format to another. The
purpose of the content tracking subsystem is to maintain the
persistency of tag association to content throughout these
low level operations. Note that the tracking mechanism is
active as long as the system is installed, regardless of the
agent policy. The actions performed by the content tracking
subsystem are independent of any other operations the agent
may apply according to its policy.

[0063] If the low level operation is a deletion of an
information container, the system can allow this operation to
proceed without interference. If the meta-data storage tech-
nique uses separate storage the system may need to update
the database to reflect the deletion of the information asset.
When the meta-data is attached to the container, no involve-
ment is necessary.

[0064] Ifthe low level operation is a reading operation, the
content tracking subsystem reads the content of the infor-
mation container and the associated meta-data. This infor-
mation is not used immediately but is stored in an internal
database for future reference.

[0065] If the low level operation is a write operation the
content tracking subsystem reads the written content and
compares it against its internal database. If the written
container contains content substantially identical to content
previously read, the tags associated with the matching
content are attached to the newly written container. If the
output is textual then the tag is associated to specific text
ranges in the written container.

[0066] Some file formats may require special treatment.
For example archive formats capable of containing other
information containers. When these containers are pro-
cessed, the same process must be applied recursively on all
of their embedded containers. Another special case is
encrypted formats, in which the content can not be deter-
mined by the system and therefore it shall apply a pessi-
mistic approach, assuming all content read by the process
creating the encrypted container is written to it. Conse-
quently all the tags associated with the read data are asso-
ciated with the encrypted file. The same treatment may be
applied to file formats which are not encrypted but the
system can not read their contents because of technical
limitations.

[0067] Designated applications specified by the system
administrator may be ignored by the content tracking sub-
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system. The ignore list should include applications with
known behavior that can not result with information leak-
age. Ignoring these applications conserves system resources.

[0068] Designated documents specified by the system
administrator may be ignored by the content tracking sub-
system. Content from these documents is excluded from
processing by the content comparison process.

[0069] The internal database need not be preserved after
system restart. The content of the computer’s volatile
memory is erased on restart, and therefore the potential set
of information assets from which content may have origi-
nated is limited by the set of information assets read within
the same session,

Policy Enforcement

[0070] The purpose of the tagging and content tracking
mechanisms is to make the content meta-data available to
the agent when K needs to apply the security policy. The
policy consists of a set of rules, namely tagging and reaction
rules. The set of tagging rules is used for identifying
sensitive information and performing tagging operations.
Reaction rules are used to define the set of operations the
agent should apply in case of unauthorized operations. A
Reaction Rule consists of a condition and a set of actions.
The condition is a Boolean function of the parameters of the
event description. The actions are a subset of the following
set of possible actions:

[0071] 1. Monitor the operation and log it to the system
event log;

[0072] 2. Block the attempted operation and prevent it
from completing successfully;

[0073] 3. Notify the user that the operation was monitored
or blocked;

[0074] 4. Store a copy of information assets being trans-
mitted to a dedicated storage;

[0075] 5. Store an image of the screen at the time of the
event as evidence;

[0076] 6. Allow the operation to continue but set the
system Access Control List associated with the informa-
tion container to allow access only to designated users or
groups; and

[0077] 7. Allow the operation to continue but store the
information asset in encrypted format to allow access only
to designated users or groups having the corresponding
key.

The parameters of the event description which may be
referenced by the condition are:

[0078] 1. The user performing the operation;

[0079] 2. The workstation on which the operation is being
performed;

[0080] 3. The application performing the operation on
behalf of the user;

[0081] 4. The set of tags associated with the content being
transmitted;

[0082] 5. The file type or file extension of the content
being transmitted; and
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[0083] 6. The destination to which the information is being
transmitted.

[0084] The system administrator deploys the policy to all
the installed agents in the organization through deployment
means described below.

[0085] The method of the invention may be implemented
and distributed using computer-readable media such as
diskettes, CD-ROMS, disk-on-keys, or other memory
devices for saving and using software.

[0086] There has thus been outlined, rather broadly, the
more important features of the invention in order that the
detailed description thereof that follows hereinafter may be
better understood. Additional details and advantages of the
invention will be set forth in the detailed description, and in
part will be appreciated from the description, or may be
learned by practice of the invention.

[0087] FIG. 1 is an overview of a typical system deployed
in an organization’s network, constructed in accordance
with the principles of the present invention. The manage-
ment console 110 is a software component typically installed
on the administrator’s workstation and is used to define the
organization’s security policy. Management console 110
interfaces with the organization’s directory server 130 in
order to deploy the policy to the workstations 140. This
embodiment uses Microsoft’s Active Directory server and
Group Policy infrastructure, but alternative means of
deployment may be used. Management console 110 also
interfaces with the logging server 120 in order to supply
means of viewing and analyzing collected events and alerts.

[0088] The agent software is installed on some or all of the
organization’s workstations 140 used by the end users. The
agent software receives a copy of the system policy from the
directory server via the policy distribution mechanism pro-
vided by the hosting operating system (e.g. Microsoft Group
Policy). Once the agent retrieves the system policy it begins
enforcing it. If a workstation 140 is temporarily discon-
nected from the network it will continue to enforce the last
valid received policy. When an event is processed by the
agent software, the policy may indicate that the event should
be recorded. In this case the agent software will send the
event to logging server 120. If workstation 140 is discon-
nected from the network, the agent will store the event in a
local queue and transmit it as soon as workstation 140 is
reconnected.

[0089] FIG. 2a illustrates a typical system block diagram
of an application 201 accessing an information asset 206,
constructed in accordance with the principles of the present
invention. This operation is mediated by the operating
system 202. Information assets 206 may reside in the local
file system 203, the removable storage 204 or on a network
server 205.

[0090] FIG. 25 shows the system block diagram of FIG.
2a with the agent software installed 207 on the workstation.
Agent software 207 intercepts the application’s request to
the operating system for tracking and policy resolution
purposes. Some of the information assets may have tags 208
attached to them. As long as there is no violation of policy
the user will not be able to distinguish between the two
scenarios shown in FIG. 2a and 25, and should not be aware
of the presence of agent software 207 or tags 208.
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[0091] FIG. 3 is a conceptual block diagram of the policy
resolution process, performed in accordance with the prin-
ciples of the present invention. The description of an event
301, containing the details of an attempted transmission
intercepted by the agent, is sent to the policy resolver
subcomponent 302. Policy resolver subcomponent 302 con-
sults the current effective policy 303 to produce the appro-
priate set of reactions 306 the agent should take. Current
policy 303 consists of a list of reaction rules 304, 305. Each
rule consists of a condition and a set of reactions. Policy
resolver 302 evaluates the condition of each reaction rule
304, 305 with the parameters from the details of event 301.
If a condition evaluates to TRUE, then the set of reactions
in the reaction rule is added to the set of reactions for this
event 301. Effectively, policy resolution 302 is a function
mapping an event description 301 to a set of reaction rules
304, 305.

[0092] The event description 301 comprises the following
parameters:

[0093] The application making the request;

[0094] The identity of the user currently controlling the
computer, as determined by his system authentication
credentials;

[0095] The identity of the computer on which the appli-
cation is running;

[0096] The type or resource accessed, e.g. file, network
connection, clipboard;

[0097] Additional information about the resource, e.g.
file storage location and address of remote side of
network connection; and

[0098] The tags associated with the information being
transmitted

[0099] FIG. 4 is a diagram of the components of the agent
software 207 of FIG. 25, constructed in accordance with the
principles of the present invention. The file-system probe
401 intercepts requests by application software to files
stored on local, removable or network file systems. In an
exemplary embodiment, it is implemented as a driver con-
forming to the kernel mode file system filter driver model of
the Windows NT kernel. The email probe 402 intercepts
received emails and attempts to send email. In this embodi-
ment it is implemented as a plug-in conforming to the
plug-in interface of the Microsoft Outlook email program.

[0100] The network probe 403 intercepts requests to estab-
lish network connections using the TCP/IP protocol. It is
implemented in the form of a kernel mode Transport Data
Interface (TDI) filter driver for the Windows NT kernel. The
HTTP probe 404 intercepts requests in the HTTP protocol.
In this embodiment it is implemented in the form of a
plug-in conforming to the plug-in interface of Microsoft
Internet Explorer. The printer probe 405 intercepts printing
requests.

[0101] In the current embodiment it is implemented by
replacing the printing dynamic link library of the operating
system with an alternative library, having a compatible
interface. Any API requests intercepted by the alternative
library are reported to the agent and according to the agents
policy are either forwarded to the original library or reported
to the calling application as unsuccessful (blocked).
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[0102] All probes format the gathered information into a
common representation of an event description and send the
events 406 to the policy resolver 408. Policy resolver 408
applies the current policy to the event and calculates the set
of reactions 412 to be performed in conjunction with the
policy storage and update module 407. If the reaction set
includes logging (Monitor), the event description along with
the reaction set is sent to the logging service module 414. If
the reaction set includes Block, this information is fed back
into the original reporting probe, which is responsible to
cause the original application request to fail.

[0103] The content tracking module 409 receives the low
level events from the probes, and according to the event type
(read, write, delete) consults with the fingerprinting database
410 and text extraction service 411 in order to maintain the
attachment of tags according to the undergoing transmis-
sion. Content tracking module 409 may attach new tags 413
to the accessed information asset according to the policy
tagging rules. Tag set 413 to be attached is fed back to the
original reporting probe, which is responsible for storing
them into the information asset using the method appropriate
for the type of the information container, if applicable. This
process will be described shortly in details.

[0104] Network traffic which is not intercepted by the
email or HTTP probes is handled by network probe 403.
Network probe 403 may intercept network connections by
applications using unknown or unsupported protocols. In
this case the content of the transmission is not available for
inspection. The system makes the worst case assumption
that the transmission contains the set of all tags attached to
information containers previously accessed by the same
process opening the network connection.

[0105] An event describing such a potential transmission
of information is triggered either when an application opens
a network connection after having accessed tagged infor-
mation assets or when a tagged information asset is accessed
by a process having an active network connection. A Block
reaction to this type of event may be enforced by closing the
network connection, preventing its establishment or by
preventing access to the information asset.

[0106] FIG. 5 illustrates the process of signature extrac-
tion, performed in accordance with the principles of the
present invention. This process is used by the content
tracking module for an efficient implementation for com-
parison of text against a database of previously processed
text. The input to the process is an information asset, and the
output is a set of compact fingerprints representing the
contents of the information asset. The original document 501
is fed into the text extractor module 502. Text extractor
module 502 is capable of identifying a large number of file
formats used for storing textual content, and extracting the
textual parts of the document. Several off-the-shelf imple-
mentations of this functionality are available and are typi-
cally used by indexing and search engines.

[0107] Certain applications may make superficial changes
to the text such as changing spacing and punctuation,
formatting or typographical conventions. This may cause
text comparison to fail even when the compared documents
contain significantly similar text. The purpose of the text
normalization step 503 is to remove such changes and help
identify the text correctly. A suitable algorithm is described
in the following Unicode technical reports
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[0108] TR15—unicode normalization forms
[0109] TR29—text boundaries
[0110] TR30—character foldings

[0111] The chunking process 504 takes as input a sequence
of normalized characters and breaks it down into a number
of “chunks.” A suitable algorithm for the chunking process
is described in the article “Copy detection mechanisms for
digital documents”—S Brin, J Davis, H Garcia-Molina.
Proceedings of the 1995 ACM SIGMOD international con-
ference.

[0112] The hashing step 505 calculates a fingerprint of
each chunk using a low probability of collision hash func-
tion (e.g. SHA-1). The resulting set of fingerprints is a
compact representation of the textual contents of the docu-
ment. Two documents containing matching section of
lengths exceeding some predefined threshold will contain
overlapping fingerprints.

[0113] FIG. 6 illustrates the process performed by the
content tracking module in response to an application
request to read an information asset 601, performed in
accordance with the principles of the present invention. The
first step is signature extraction 602 as shown in FIG. 5.
Next, the policy tagging rules 603 are evaluated to determine
if new tags should be attached to the information asset, if so,
the newly attached tags are associated with all fingerprints
extracted in the signature extraction step, if the information
asset has attached tags (either previously existing or as the
result of applying the tagging rules), the tag meta data are
loaded 604 into memory and associated with the correspond-
ing chunks. Any fingerprints associated with tags are merged
605 into the fingerprint database. Merging implies either
inserting a new fingerprint into the database, if it does not
already exist, or updating the tag set associated with the
fingerprint as the union of the existing tag and new sets of
tags.

[0114] FIG. 7 illustrates the process performed by the
content tracking module in response to an application
request to write an information asset 701, performed in
accordance with the principles of the present invention.
Upon interception of such request, the agent performs sig-
nature extraction of the written document 702, looks up the
extracted fingerprints in the fingerprint database 703 and
calculates the union of tags associated with all matching
fingerprints 704. This set is used as a parameter in the event
description fed to the policy resolver when applying the
reaction rules 705.

[0115] Ifthe result of applying the reaction rules indicates
that the operation is to be blocked 706, the original inter-
cepting probe returns a failure result to the application 708.
If the operation is allowed to continue the content tracking
module associates the tags identified in 704 with the written
information asset 709. If the written information assets is
non textual the tag set is associated with the entire infor-
mation asset. For textual information assets a more selective
process is applied where each tag is associated with specific
text segments of the document as described below in FIG. 8.

[0116] FIG. 8 illustrates a scenario in which a user creates
a new document 803 containing excerpts 808, 809 from two
existing documents 801, 802 tagged respectively with tags
Tag1804 and Tag2805, performed in accordance with the
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principles of the present invention. The user may, for
example, copy these excerpts from the original documents
via the system clipboard. Note that Tag1804 and Tag2805
are associated with the entire source documents 801, 802.

[0117] This is the normal situation resulting from initial
tagging via tagging rules or other initial tagging methods. As
a result of the content tracking process the new document is
also tagged with instances of Tag1806 and Tag2807. Note
that in the new document the tags are associated only with
the specific text excerpts which are copied from the source
documents, not with the entire document. The boundaries of
the identified text range may be an approximation of the
actual copied text range, as they are rounded by the chunk-
ing algorithm to the next neighboring chunk.

[0118] FIG. 9 illustrates an exemplary user interface of the
management console used by the system administrator to
create and edit the system policy, constructed in accordance
with the principles of the present invention. The main screen
in the management console 901 allows the user to select
among a list of items which may be edited and defined.
Among these items are Tagging rule, Reaction rules, and
parameter values referenced by the rules such as Applica-
tions, Tag definitions, Specific sources/destinations such as
file servers, printers and network address ranges.

[0119] Each element in the policy can be edited by a
dedicated wizard user interface component 902. In an exem-
plary embodiment a wizard for editing an email reaction rule
is described, allowing the administrator to configure a rule
by specifying the email domain, the tags associated with
potential transmission attempt and the required reaction.
This user friendly representation of the rule is subsequently
converted into a machine-readable condition embedded into
the policy as described above with reference to FIG. 3.

[0120] When the administrator completes editing the
policy it may be deployed to the agents installed on the work
stations via the system directory server 130 as shown in FIG.
1 above.

[0121] Management console 901 may also supply either a
monitoring system that allows the administrator to view
recent events. The monitoring system may be incorporated
as part of management console 901 or as a stand alone
application.

[0122] Having described the present invention with regard
to certain specific embodiments thereof, it is to be under-
stood that the description is not meant as a limitation, since
further modifications will now suggest themselves to those
skilled in the art, and it is intended to cover such modifi-
cations as fall within the scope of the appended claims.

We claim:
1. A method, comprising:

tracking an operation performed on an information asset,
the information asset having metadata associated there-
with;
wherein the metadata is preserved during the at least one
operation.
2. The method as recited in claim 1, wherein the infor-
mation asset includes a file.
3. The method as recited in claim 1, wherein the operation
includes a change made to the information asset.
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4. The method as recited in claim 3, wherein the change
includes encrypting the information asset.

5. The method as recited in claim 1, wherein the operation
includes transmitting the information asset between a plu-
rality of computers.

6. The method as recited in claim 1, wherein the operation
includes transmitting the information asset between a plu-
rality of information containers.

7. The method as recited in claim 1, and further compris-
ing generating an event associated with the operation.

8. The method as recited in claim 7, wherein the event
describes the operation.

9. The method as recited in claim 7, and further compris-
ing applying a policy to the generated event.

10. The method as recited in claim 9, and further com-
prising initiating an action if the generated event violates the
policy.

11. The method as recited in claim 1, wherein the meta-
data is associated with at least a portion of contents of the
information asset.

12. The method as recited in claim 1, wherein a plurality
of instances of metadata are each associated with a different
portion of contents of the information asset.

13. The method as recited in claim 1, wherein the meta-
data represents a confidentiality status of the information
asset.

14. The method as recited in claim 1, wherein the meta-
data represents at least one attribute of the information asset.

15. The method as recited in claim 1, wherein the meta-
data is stored as at least one of an extended attribute of the
information asset, an alternate data stream of the information
asset, data in a database indexed by a name of the informa-
tion asset, data in a database indexed by a hash function of
contents of the information asset, data embedded within the
information asset, and a header of the information asset.

16. The method as recited in claim 1, wherein the meta-
data is automatically associated with the information asset.

17. The method as recited in claim 16, wherein the
metadata is automatically associated with the information
asset based on a creation of the information asset.

18. The method as recited in claim 1, wherein the meta-
data associated with the information asset is based on at least
one of a source of the information asset and an application
that created the information asset.

19. A computer program product embodied on a tangible
computer readable medium, comprising:

computer code for tracking an operation performed on an
information asset, the information asset having meta-
data associated therewith;

wherein the metadata is preserved during the at least one
operation.
20. A data structure embodied on a computer readable
medium, comprising:

metadata associated with an information asset that is
preserved during at least one of a change and a trans-
mission of the information asset.
21. A method for implementing a rule-based policy for
security of information assets in an enterprise system com-
prising a plurality of computers, comprising:

tracking transmission of an information asset between a
plurality of computers, the information asset stored as
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an information container and having a tag in the form
of metadata attached thereto;

tracking transmission of the information asset between a
plurality of information containers;

tracking modification of the information asset to a differ-
ent representation;

tracking transformation of the information asset to differ-
ent a representation;

preserving attachment of the tag to the information asset
during the transmission and the transformation;

generating descriptions of events each representing at
least one of the transmission and the transformation;

applying a policy including a plurality of rules to the
descriptions of the events for determining whether the
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events comply with the policy, where the policy is
configured by a management console; and

enforcing a reaction prescribed by the plurality of rules of
the policy in response to the events, including storing
the descriptions of the events in a logging server and
analyzing the descriptions of the events utilizing the
management console;

wherein an agent is installed on each of the plurality of
computers for performing the tracking, the generating
of the descriptions of the events, the applying the policy
to the descriptions of the events, and the enforcing of
the reaction.





