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10 gigabit Ethernet standard encompasses a number of different physical layers (PHY ) standards. A
networking device may support different PHY types through pluggable PHY modules, such as those
based on SFP+.

The powering scheme may be based on Power-over-Ethernet (PoE), which describes a system
to pass electrical power safely, along with data, on Ethernet cabling, and may use phantom
configuration for carrying the power. The PoE technology and applications are described in the W hite
Paper "All Y ou Need To Know About Power over Ethernet (PoE) and the IEEE 802.3af Standard",
by PowerDsine Ltd., 06-0002-082 20-M ay-04, and in U.S. Pat. No. 6,473,609 to Lehr et al. entitled:
"Structure Cabling System", which are all incorporated in their entirety for all purposes as if fully set
forth herein. The IEEE standard for PoE requires category 5 cable or higher for high power levels,
but can operate with category 3 cable for low power levels. The power is supplied in common mode
over two or more of the differential pairs of wires found in the Ethernet cables, and fed from a power
supply within a PoE-enabled networking device such as an Ethernet switch, or can be injected into a
cable run with a midspan power supply. The I[EEE 802.3af-2003 PoE standard, which is incorporated
in its entirety for all purposes as if fully set forth herein, provides up to 15.4 Watts of DC power
(minimum 44V DC and 350 mA ) to each device. Only 12.95 Watts is assured to be available to the
powered device as some power is dissipated in the cable. The updated IEEE 802.3at-2009 PoE
standard, also known as PoE + or PoE plus, and which is incorporated in its entirety for all purposes
as if fully set forth herein, provides up to 25.5 Watts of power. In POE environment, a powering unit
(such as unit 81) which may be a switch, a router or a gateway, may serve as a Power Sourcing
Equipment (PSE) that provides ("sources") power on the Ethernet cable. A field unit (such as sensor
/ actuator unit 200 consuming power from the LAN is referred to as a Powered Device (PD).

The controller functionality 147 may be integrated in the router 143 (corresponding for
example to router 12in FIG. 2, router 40in FIG. 4, gateway 11in FIG. 1, or router 40ain FIGS. 4a-
4d), as shown in arrangement 145in FIG. 14. The router 143 is exampled having a port 146a for
coupling to the control network 22and a port Jd@bfor connecting to control network 22a The control
network 22 couples field units 23a, 23b and 23c to each other and to the router 143 The control
network 22acouples field units 23d, 2eand 23f to each other and to the router 143 A non-limiting
example of data flow used for implementing a control system is shown in arrangement 145ain FIG.
14. Data from a sensor in the field unit 23fis communicated to the router Jd3over the communication
path 144d, referring to the data transmitted from the field unit 23f, and carried (directly or via
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intervening devices) over the control network 22ato the port 146b of the router 143 Similarly, data
from a sensor in the field unit 23c is communicated to the router 143 over the communication path
144b, referring to the data transmitted from the field unit 23, and carried over the control network
22 to the port 146a of the router 143 The data received from the field units 23 in the router 143 s
analyzed and processed, and based on control logic that may be embedded in the controller 147, may
generate a command for activating or triggering various actuators. For example, a command to an
actuator in the field unit 23ais communicated from the router 143over the communication path 144a
referring to the data transmitted from router 143 via the port 146a, and carried over the control
network 22 the field unit 23a Similarly, a command to an actuator in the field unit 23e is
communicated from the router 143 over the communication path 14dc, referring to the data
transmitted from router 143 via the port 146k, and carried over the control network 22athe field unit
23e

While asingle sensor in a field unitis described, two or more sensors may equally be used in
the same field unit 23 Further, while two field units are described to send data to the router 143 one,
three or more field units may be part of the control system, each sending data from one or more
sensors associated with it. Further, while two field units 23c and 23f are described, each
communicating via the respective associated control network 22and 22a, a single control network or
multiple (three or more) control networks may be equally used. Further, while two field units are
described to send data to the router 143 one, three or more field units may be part of the control
system, each sending data from one or more sensors associated with it. While a single actuator in a
field unitis described, two or more actuators may equally be used in the same field unit 23 with or
without sensors associated with it. Further, while two field units are described to receive data from
the router 143 one, three or more field units may be part of the control system, each receiving data
for activating or triggering one or more actuators associated with it. Further, while two field units 23a
and 23eare described, each communicating via the respective associated control network 22and 22a
a single control network or multiple (three or more) control networks may be equally used. Further,
while two field units are described to receive data from the router 143, one, three or more field units
may be part of the control system, each receiving data for activating or triggering one or more
actuators associated with it.

Alternatively or in addition, the controller 147 may be in part or in whole located external to
the controlled premises 19. Such an arrangement 150is shown in FIG. 15, where the controller 147
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is integrated with the server 151, which may correspond to the server I7shown in FIG.1, the gateway
server 24shown in FIGS. 2 - 3, or the gateway server 48shown in FIG. 4 - 4e. In such configuration,
the router 2L may serve for relaying sensor data from the field units 23to the controller 147, and for
relaying command data from the controller 147to the field units 23in the premises 19, T he router 21
may condition or otherwise manipulate the data in one or both directions. A rrangement 150ain FIG.
15a shows a non-limiting example of data paths in the arrangement 150 T he data path 152d describes
the data flow from the field unit 23f via control network 22ato port 146b of the router 24, which in
turn transmits the data to the server 151 via the Internet 16 Similarly, the data path 152b describes
the data flow from the field unit 23c via control network 22to port 146a of the router 21, which in
turn transmits the data to the server 151 via the Internet 16 The command data is sent over the data
path 152c from the server 151 via the Internet 16 to the field unit 23e via the router 21 and control
network 22a Similarly, acommand data may be sent over data path 152afrom the server 151via the
Internet 16to the field unit 23a via the router 2Land control network 22

Alternatively or in addition, the controller functionality 147 may bein part or in whole located
internal to the controlled premises 19. In one non-limiting example, the controller 147is integrated in
a computer located inside the premises 19, as shown in arrangement 160in FIG. 16. The controller
147 in shown integrated with a personal computer 161 The computer 161 may be connected to the
router 2L directly or via a network, such as via one of the control networks, or alternatively (or in
addition) use another network, such as home network 1da as shown in FIG. 16, where the router 21
includes a port 146a connected to the home network 1da Arrangement 160a shown in FIG. 16a
shows example of the various data paths that may be used, such as the data path 162d coupling the
field unit 23f to the computer 161 via the control network 22a, router 21and the home network 14a,
the data path 162b coupling the field unit 23cto the computer 161 via the control network 22 router
21 and the home network 1da, the data path 162c coupling the computer 161to the field unit 23evia
the control network 22a router 21 and the home network 1da, and the data path 162a coupling the
computer 161 to the field unit 2Z3avia the control network 22 router 21and the home network 14a

The controller functionality 147 may consist of, or include part or whole, of the flow chart
T70shown in FIG. 17. At step 'Receive Sensor Data' 171, data sent from one or more sensors (which
are part of one or more field units) is received at the controller location. The sensor information is
checked, processed, conditioned, or otherwise manipulated in step 'Sensor Conditioning' 172 Other
signal conditioning functionalities may also be applied in order to improve the handling of the sensor
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received data or for adapting it to the next step or manipulating, such as attenuation, delay, filtering,
amplifying, digitizing, integration, derivation, and any other signal manipulation. The conditioning
may include frequency related manipulation such as filtering, spectrum analysis or noise removal,
smoothing or de-blurring in case of image enhancement, a compressor (or de-compressor) or a coder
(or decoder) in case of compression or coding/decoding, a modulator or a demodulator in case or
modulation, and an extractor for extracting or detecting a feature or parameter such as pattern
recognition or correlation analysis. The 'Sensor conditioning' step 172may apply linear or non-linear
manipulations, and the manipulation may be time-related such as delaying, integration or rate-based
manipulation. The sensors conditioned data serves as input to the step 'Logic' 173 determining the
output based on the sensors input according to a pre-determined logic function or algorithm. The
control logic executed in step 'Logic' I73outputs various actuators commands, which are conditioned
in the 'Actuator Conditioning' step 174 for proper operation of the specific actuators. The
conditioning may include attenuation, delay, filtering, amplifying, time integration, derivation, and
any other data manipulations as described above regarding the 'Sensor Conditioning' step 172 The
conditioned control commands are sent to the relevant actuators in the applicable field units in the
step 'Send A ctuator Command' 175 W hile the flowchart 170is exampled including both receiving
data from sensors and activating actuators, a controller 143 may only receive data from various
sensors in the field units (e.q., for logging purposes) while not activating any actuators, or only
transmit commands to various actuators in the field units (e.g., according to time) regardless of any
sensing information, or any combination thereof. Further, a controller 143 may use various control
logic patterns at different times, where at one time the controller only receives data from the sensors,
at another time the controller only transmit commands to the actuators, and yet at another time the
controller does both functions.

In the 'Send Notification' step 178 a message is sent to a user device to notify or alert a user.
The notification may be sent periodically and include the system or any sub-system status, or may be
sent upon an event, based on a predetermined condition or criteria. The message may be sent upon
receiving a sensor data at 'Receive Sensor Data' step 171, may include a notification of the event of
receiving the sensor data, and may include the received sensor data. A lternatively or in addition the
message may be sent before, in parallel to, or after the conditioning in step 'Sensor Conditioning' 172
may include a notification of the event of conditioning the sensor data, and may include the sensor
data before or after the conditioning of step 172 or any other conditioning. A lternatively or in addition
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the message may be sent before, in parallel to, or after the control logic process execution in step
'Logic' 173 may include a notification of the event of processing according to the logic of the sensor
data, and may include the logic input or the logic output such as the actuator commands, or may use
any other logic. Alternatively or in addition the message may be sent before, in parallel to, or after the
conditioning and the generation of the actuator commands in step ‘A ctuator Conditioning' 174 may
include a notification of the event of the conditioning, and may include the actuator commands before
or after the conditioning. The conditioning, logic or processing associated with the message sensing
in step 178 may be the same, based on, or may be different from, the condition and logic used for the
control itself, and may use the same of different predetermined criteria. For example, a message may
be sent upon receiving sensor data above or below a threshold, or upon an actuator command that is
above or below a threshold. Any event, notification, or alert may include a timestamp, which is a
sequence of characters or encoded information identifying when a certain event occurred, usually
giving date and time of day, sometimes accurate to a small fraction of a second. A notification may
include a sensor data, such as the sensor or the associated field unit address (e.g., IP address) and
location (e.g., kitchen, bedroom #1), the sensor type (e.g., temperature sensor) and make, the
measured value (e.g. 25°C), the sensor version or part-number, and the notification reason (e.g.,
periodic, pre-set time, above predetermined threshold). Similarly, a notification may include an
actuator status or commands, such as the actuator or the associated field unit address (e.g., IP address)
and location (e.g., kitchen, bedroom #1), the actuator type (e.g., heater) and make, the commanded
value (e.g. 25°C), the actuator version or part-number, and the notification reason (e.g., periodic,
preset time, above predetermined threshold). Further, the notification may include an audio such as
from a microphone serving as a sensor as in FIG. 19, or a video or images, such as from a camera
serving as a sensor asin FIG. 18.

The notification or alert to the user device may be text based, such as an electronic mail (e-
mail), website content, fax, or a Short M essage Service (SMS). Alternatively or in addition, the
notification or alert to the user device may be voice based, such as a voicemail, a voice message to a
telephone device. Alternatively or in addition, the notification or the alert to the user device may
activate a vibrator, causing vibrations that are felt by human body touching, or may be based on a
Multimedia M essage Service (MMS) or Instant Messaging (IM). The messaging, alerting, and
notifications may be based on, include part of, or may be according to U.S. Patent Application No.
2009/0024759 to M cKibben et al. entitled: “System and Method for Providing Alerting Services”,
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U.S. Patent No. 7,653,573 to Hayes, Jr. € al. entitled: “Customer M essaging Service”, U.S. Patent
No. 7,653,573 to Langseth. et al. entitled: “System and Method for a Subject-Based Channel
Distribution of Automatic, Real-Time Delivery of Personalized Informational and Transactional
Data”, U.S. Patent No. 7,334,001 to Eichstaedt et al. entitled: “M ethod and System for Data
Collection for Alert Delivery”, U.S. Patent No. 7,136,482 to Wille entitled: “Progressive Alert
Indications in a Communication Device”, U.S. Patent A pplication No. 2007/0214095 to Adams et al.
entitled: “Monitoring and Notification System and Method”, U.S. Patent Application No.
2008/0258913 to Busey entitled: “Electronic Personal Alert System”, or U.S. Patent No. 7,557,689
to Seddigh et al. entitled: “Customer M essaging Service”, which are all incorporated in their entirety
for all purposes as if fully set forth herein.

The information and the notification sent to the user device in 'Send Notification' step 178
may be further logged or recorded in a data-base in 'Log' step 176 T he data base may be accessed or
sentin 'Send Log Information' step 177. T he logging and the storing the data base may be in the same
user device receiving the notification in 'Send N otification' step 178 or may be a distinct user device,
and may be part of, or integrated with, any other device in the system.

The control logic I7Z3 may be a Single-Input-Single-Output (SISO) which is based a single
sensor and operative to control a single actuator. Alternatively or in addition, multiple sensors and
actuators may be part of the control loop, referred to as M ulti-Input-M ulti-O utput (M IM O). Similarly,
SIM O and M IS0 control may be used as well. Further, the control may use linear or non-linear control
schemes.

The control logic 173 may implement a sequential control (a.k.a. logic control), functioning
much as a Programmable Logic Controller (PLC). Such sequential controllers commonly respond to
various sensors by starting and stopping various operations, and typically make use of Boolean logic.
Typically the system operation is based a state machine (or state diagram) and can be in various states
(one state active at a time), and may transition from one state to another sequentially, or based on a
transition condition, which are based on timing and data from the sensors. T he system operation may
be described or programmed graphically such as in a Ladder diagram (LD) or in a Function block
diagram (FBD), or alternatively textually such as in Structured text (ST) and Instruction list (IL), as
described for examplein [EC 61131-3.

Alternatively or in addition, the control logic 173 implements an open-loop control, a feed-
forward control, a closed-loop control or any combination thereof. In one non-limiting example, the
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controller 143is a non-feedback controller, where the control logic 173 implemented as part of the
controller flowchart I20involves an open-loop control. In such a system, the control logic 173 does
not use any feedback, such as from the various sensors, to determine the output commands to the
actuators, but rather employs a pre-defined control mechanism. Unlike closed-control system, an
open-loop system typically cannot engage in machine learning, cannot correct errors and does not
compensate for any disturbances in the system. In some open-loop control systems, a human operator
isinvolved in order to provide a feedback' for the system operation.

Alternatively or in addition, a non-feedback control, such as feed-forward control scheme may
be used. In a typical feed-forward system, a measured disturbance is responded to in a pre-defined
way, usually to maintain some desired state of the system in a changing environment. T he disturbance
is measured and fed forward to the control loop, so that corrective action can be initiated (without an
actual feedback from the controlled element) in advance of the disturbance having an adverse effect
on the system. The control systems may combine both feed-forward and feedback control, for better
performance, such as the system disclosed in U.S. Patent No. 7,499,239 to Chang entitled:
“Feedforward Controller and Methods for Use Therewith”, which is incorporated in its entirety for
all purposes as if fully set forth herein. Such system is also described and analyzed in Ben-Gurion
University Publication entitled: "Chapter 9 — Feedforward Control" (pages 221-240) downloaded
from http://www.bgu.ac.il/chem_eng/pages/Courses/oren%20courses/Chapter 9.pdf, which is
incorporated in its entirety for all purposes as if fully set forth herein.

Alternatively or in addition, a closed-loop control is implemented by the controller 143 In
such a system, a physical phenomenon is sensed, measured, or detected by one or more sensors, and
the logic 173 responses to the data received by commanding the activity of actuators, which directly
orindirectly affects, change, regulate, or otherwise associated with, the sensed physical phenomenon.
For example, the logic I7Z3may respond to a temperature sensor data by activating a heater or a cooler
to change the measured temperature at that location. In one non-limiting example, a set-point or a
reference value is defined which is (directly or indirectly) measured or sensed by one or more sensors,
and the control loop is active to command the actuators to reach the set-point as measured by the
sensors. T he control loop may be a linear proportional only control loop, wherein the amount of the
actuator control is proportional to the calculated deviation from a set-point, a Pl (Proportional
Integral) control, a Bistable control, a Hysteretic control, or a PID (Proportional, Integral and
Derivative) control loop wherein the amount of the actuator command is calculated based on
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proportional, integral and derivative computations of the calculated deviation. Alternatively or in
addition, the PID control loop may be based on the publication: "PID Control System Analysis,
Design, and Technology" by Kiam Heong Ang, Gregory Chong, and Y un Li, published IEEE
Transaction on Control System Technology, Vol. 13 No. 4, July 2005 (pp. 559-576), which is
incorporated in its entirety for all purposes as if fully set forth herein.

Alternatively or in addition, the controller may employ a bang-bang control (a.k.a. on-off
control), where one or more of the actuators may be only in two states, turned fully ON or turned fully
OFF. Further, a sensor may be a switch-based sensor, having two states as well. For example, a
thermostat is a simple negative-feedback control: when the temperature (the "process variable" or PV)
goes below a set point (SP), the heater is switched on. Another example could be a pressure switch
on an air compressor: when the pressure (PV') drops below the threshold (SP), the pump is powered.
R efrigerators and vacuum pumps contain similar mechanisms operating in reverse, but still providing
negative feedback to correct errors. A practical on—off control system is designed to include a
hysteresis, usually in the form of an adjustable or programmable deadband, a region around the
setpoint value in which no control action occurs.

The term ‘random’ herein is intended to cover not only pure random, non-deterministically
generated signals, but also pseudo-random, deterministic signals such as the output of a shift-register
arrangement provided with a feedback circuit as used to generate pseudo-random binary signals or as
scramblers, and chaotic signals.

The system operation may involve randomness. For example, the control logic may use
randomness in order to avoid predictability, or for having a statistical-based advantage. Randomness
is commonly implemented by using random numbers, defined as a sequence of numbers or symbols
that lack any pattern and thus appear random, are often generated by a random number generator,
which may be included in one or more field units, in the router or gateway, or in the control server. A
random number generator (having either analog or digital output) can be hardware based, using a
physical process such as thermal noise, shot noise, nuclear decaying radiation, photoelectric effect or
other quantum phenomena. A lternatively, or in addition, the generation of the random numbers can
be software based, using a processor executing an algorithm for generating pseudo-random numbers
which approximates the properties of random numbers. Such algorithm may be executed by a
dedicated processor and firmware (or software), or may be integrated into one or more of the field
units, in the router or gateway, or in the control server. Non-limiting examples of pseudo-random
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numbers generators are described in U.S. Patent No. 6,285,761 to Patel et al. entitled: “M ethod for
Generating Pseudo-Random Numbers”, in U.S. Patent No. 7,512,645 to Pitz et al. entitled: “System
and M ethod for Generating Pseudorandom Numbers”, in U.S. Patent Application Publication No.
2005/0044119 to Langin-Hooper et al. entitled: “Pseudo-Random Number Generator”, and in U.S.
Patent A pplication Publication No. 2008/0263117 to Rose et al. entitled: “Initial Seed M anagement
for Pseudorandom Number Generator”, which are all incorporated in their entirety for all purposes as
if fully set forth herein.

Therandom signal generator may be hardware based, using a physical process such as thermal
noise, shot noise, nuclear decaying radiation, photoelectric effect or other quantum phenomena, or
can be software based, using a processor executing an algorithm for generating pseudo-random
numbers which approximates the properties of random numbers. A non-limiting example of random
number generators is disclosed in U.S. Patent No. 7,124,157 to Ikake entitled: “Random Number
Generator”, in U.S. Patent N0. 4,905,176 to Schulz entitled: “Random Number Generator Circuit”,
in U.S. Patent No. 4,853,884 to Brown et al. entitled: “Random Number Generator with Digital
Feedback”, and in U.S. Patent No. 7,145,933 to Szajnowski entitled: “Method and Apparatus for
generating Random signals”, which are all incorporated in their entirety for all purposes as if fully set
forth herein. The digital random signal generator may be based on ‘True Random Number Generation
IC RPG100/RPG100B’ available from FDK Corporation and described in the data sheet ‘Physical
Random number generator RPG100.RPG100B’ REV. 08 publication number HM-RAE106-0812,
which is incorporated in its entirety for all purposes as if fully set forth herein.

The controller, the control logic, or the system operation may be based on, or involves, a fuzzy
control, which is typically based on fuzzy logic. In fuzzy logic, the logical variables that take on
continuous values between 0 and 1, in contrast to classical or digital logic, which operates on discrete
values of either 1 or 0 (true or false respectively). T he fuzzy logic has the advantage that the solution
to the problem can be cast in terms that human operators can understand, so that their experience can
be used in the design of the controller. This makes it easier to mechanize tasks that are already
successfully performed by humans. Further, fuzzy logic isable to process incomplete dataand provide
approximate solutions to problems other methods find difficult to solve. T he fuzzy logic or the fuzzy
control may be in accordance with, or based on, the publication entitled: "Introduction to Fuzzy
Control" by Marcelo Godoy Simoes, or the publication entitled: "Fuzzy Logic in Embedded

166

Amazon EXI1003 Page 708



10

15

20

25

30

M icrocomputers and Control Systems" by Walter Banks and Gordon Hayward, published by the Byte
Craft Limited, which are all incorporated in their entirety for all purposes as if fully set forth herein.

Alternatively or in addition, the control loop implementation may be based on, or be according
to, the book entitled: "Sensors and Control Systems in manufacturing", Second Edition 2010, by
Sabrie Soloman, The M cGraw-Hill Companies, ISBN: 978-0-07-160573-1, or according to the book
entitled: "Fundamentals of Industrial Instrumentation and Process Control", by William C. Dunn,
2005, The M cGraw-Hill Companies, ISBN: 0-07-145735-6, which are incorporated in their entirety
for all purposes as if fully set forth herein.

The control loop may use a single fixed-value setpoint. Alternatively or addition, multiple
setpoint values may be available as continuous or discrete values, to be selected by a human, which
may be a tenant in the building. Further, a setpoint may be automatically set, such as being changed
according to a pre-configured scheme. In one example, the value of the setpoint may be time
dependent. For example, a first value may be automatically applied during day time, and a second
value may be used during the night time. Similarly, a value of a setpoint may be dependent upon, and
may be automatically changed or updated, based on TOD (Time-of-Day), day of the week, the month,
the year and so forth. In such a case, the system may comprise hardware- or software-based timer, or
may use an external timing source or signal for changing or selecting the setpoint value. Using
multiple setpoint values is described for example in U.S. Patent No. 8,214,070 to Grossmann et al.
entitled: “M ethod and Device for Controlling an A ctuator”, which is incorporated in its entirety for
all purposes as if fully set forth herein.

In one example, a setpoint affecting a control loop having a sensor (or sensors) and actuator
(or actuators) for controlling a phenomenon, is selected by the control logic based on a sensor data
thatis not part of the control loop, and is not directly sensing or measuring the controlled phenomenon.
For example, a temperature control system may have a low setpoint value such as 15°C where there
is no person in the building (or in a room) in order to preserve electricity or energy, and may have
another setpoint value such as 25 °C when there is a person in the building (or in the room). An
occupancy sensor, which is not part HV A C control loop including a thermostat and a heater, may be
used to detect the presence of a person in the house, and then the control logic may automatically
change the setpoint to the higher and more comfortable temperature. An example of adjusting a
setpoint based on the state of occupancy is described in U.S. Patent No. 8,180,492 to Steinberg
entitled: “System and M ethod for Using a Networked Electronic Device as an Occupancy Sensor for
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an Energy M anagement System”, which is incorporated in its entirety for all purposes as if fully set
forth herein.

In one non-limiting example, one (or more) of the sensors in one or more of the field units
may be, or may include, an image sensor, such as the sensor unit 50Fshown in FIG. 5f. In such a case,
information in the captured image may be extracted and used as part of the control loop. In one
example, the field unit may include, be part of, or be integrated with, a digital camera. The digital
camera may be a still camera primarily used to take photographs, or may be a video camera where
video (and commonly audio) is captured and stored. Some digital cameras can capture and store both
still and video images. The digital camera may be portable or may be fixed, such as in most
surveillance applications.

The digital camera (or the field unit including an image sensor) may communicate the
captured still image or video to the router (or other field units) via wireless communication. Digital
cameras utilizing wireless communication are disclosed in U.S. Patent No. 6,535,243 to Tullis
entitled: “Wireless Hand-Held Digital Camera”, U.S. Patent No. 6,552,743 to Rissman entitled:
“Digital Camera-Ready Printer”, U.S. Patent N0. 6,788,332 to Cook entitled: “Wireless Imaging
Device and System”, and in U.S. Patent N 0. 5,666,159 to Parulski et al. entitled: “Electronic Camera
System with Programmable Transmission Capability”, which are all incorporated in their entirety for
all purposes as if fully set forth herein. A display system and method utilizing a cellular telephone
having digital camera capability and a television linked directly over a UWB wireless signal is
disclosed in U.S. Patent No. 7,327,385 to Yamaguchi entitled: “ Home Picture/Video Display System
with Ultra Wide-Band Technology”, which is incorporated in its entirety for all purposes as if fully
set forth herein. In one embodiment, a WirelessHD standard based wireless communication is
employed, which is based on the 7GHz of continuous bandwidth around the 60GHz radio frequency
and allows for uncompressed, digital transmission.

The digital camera (or the field unit including an image sensor) may be connected via a
conductive coupling (e.g., cable) to the router or to other field units. A tethered portable electronic
camera connectable to a computer is disclosed in U.S. Patent No. 5,402,170 to Parulski et al. entitled:
“Hand-Manipulated Electronic Camera Tethered to a Personal Computer”. A digital electronic
camera which can accept various types of input/output cards or memory cards is disclosed in U.S.
Patent No. 7,432,952 to Fukuoka entitled: “Digital Image Capturing Device having an Interface for

Receiving a Control Program”, and the use of a disk drive assembly for transferring images out of an
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electronic camerais disclosed in U.S. Patent No. 5,138,459 to Roberts et al., entitled: “Electronic Still
Video Camera with Direct Personal Computer (PC) Compatible Digital Format Output”, which are
both incorporated in their entirety for all purposes as if fully set forth herein.

The connection of an image sensor unit (either a digital camera or afield unit) may be based
on a standard video connection. In this case, the modem 64and the associated connector are adapted
to output this standard video signal. Such analog interfaces can be composite video such as NTSC,
PAL or SECAM formats. Similarly, analog RGB, VGA (Video Graphics Array), SVGA (Super
Video Graphics Array), SCART, S-video and other standard analog interfaces can be used. In case of
a cable connection, the connector may be implemented as suitable standard analog video connector.
For example, F-Type, BNC (Bayonet Neill-Concelman), RCA, and similar RF /coax connectors can
be used. In one non-limiting example, the modem 64 and the related connector 65b are adapted to
supportthe digital video interface. In one example, an IEEE 1394 interface, also known as FireW ire™,
is used. Other digital interfaces that may be used are USB, SDI (Serial Digital Interface), FireWire,
HDM I (High-Definition M ultimedia Interface), DV | (Digital Visual Interface), UDI (Unified Display
Interface), DisplayPort, Digital Component Video and DV B (Digital Video Broadcast).

In the case of image capturing application, the controller functionality 147 may consist of, or
include part or whole, of the flow chart 180 shown in FIG. 18. At step 'Receive Image Data' 181,
image data sent from one or more image sensors (which are part of one or more field units) is received
at the controller location. The image sensor information is checked, processed, conditioned, or
otherwise manipulated in step 'Image Processing' 182 The image processing in this step may include
frequency related manipulation such as filtering, spectrum analysis or noise removal, smoothing or
de-blurring in case of image enhancement, a compressor (or de-compressor) or a coder (or decoder)
in case of compression or coding/decoding, a modulator or a demodulator in case or modulation, and
an extractor for extracting or detecting a feature or parameter such as pattern recognition or correlation
analysis. In one non-limiting example, a decompression is performed in order to restore the original
pre-compressed image, before the video compression such as in the video compressor 505in the field
unit 50F shown in FIG. 5f.

Other image processing functions may include adjusting color balance, gamma and
luminance, filtering pattern noise, filtering noise using Wiener filter, changing zoom factors,
recropping, applying enhancement filters, applying smoothing filters, applying subject-dependent
filters, and applying coordinate transformations. Other enhancements in the image data may include
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applying mathematical algorithms to generate greater pixel density or adjusting color balance,
contrast and / or luminance.

The 'Image Processing' step 182 may further include a face detection (also known as face
localization), which includes an algorithm for identifying a group of pixels within adigitally-acquired
image that relates to the existence, locations and sizes of human faces. Common face-detection
algorithms focused on the detection of frontal human faces, and other algorithms attempt to solve the
more general and difficult problem of multi-view face detection. That is, the detection of faces that
are either rotated along the axis from the face of the observer (in-plane rotation), or rotated along the
vertical or left-right axis (out-of-plane rotation), or both. Various face-detection techniques and
devices (e.g., cameras) having face detection features are disclosed in U.S. Patent No. 5,870,138 to
Smith et al., entitled: “Facial Image Processing”, in U.S. Patent No. 5,987,154 to Gibbon et al.,
entitled: “M ethod and M eans for D etecting People in Image Sequences”, in U.S. Patent N 0. 6,128,397
to Baluja et al., entitled: “M ethod for Finding All Frontal Faces in Arbitrarily Complex Visual
Scenes”, inU.S. PatentNo. 6,188,777 to Darrell efal., entitled: “M ethod and A pparatus for Personnel
Detection and Tracking ”,inU.S. Patent No. 6,282,317 to Luo et al., entitled: “M ethod for A utomatic
Determination of M ain Subjects in Photographic Images”, in U.S. Patent No. 6,301,370 to Steffens
etal., entitled: “Face Recognition from Video Images”, in U.S. Patent N o. 6,332,033 to Qian entitled:
“System for Detecting Skin-Tone Regions within an Image”, in U.S. Patent No. 6,404,900 to Qian &
al., entitled: “M ethod for Robust Human Face Tracking in Presence of M ultiple Persons”, in U.S.
Patent No. 6,407,777 to Del uca entitled: “Red-Eye Filter M ethod and A pparatus”, in U.S. PatentNo.
7,508,961 to Chen et al., entitled: “M ethod and System for Face Detection in Digital Images”, inU.S.
PatentNo. 7,317,815 to Steinberg et al., entitled: “Digital Image Processing Composition Using Face
Detection Information”, inU.S. Patent No. 7,315,630 to Steinberg et al., entitled: “Perfectinga Digital
Image Rendering Parameters within Rendering Devices using Face Detection”, in U.S. Patent No.
7,110,575 to Chen eétal., entitled: “M ethod for L ocating Faces in Digital Color Images”, inU.S. Patent
No. 6,526,161 to Y an entitled: “System and M ethod for Biometrics-B ased Facial F eature Extraction”,
in U.S. Patent No. 6,516,154 to Parulski et al., entitled: “Image Revising Camera and M ethod”, in
U.S. Patent No. 6,504,942 to Hong et al., entitled: “M ethod and A pparatus for D etecting a Face-Like
Region and Observer Tracking Display”, in U.S. Patent No. 6,501,857 to Gotsman et al., entitled:
“M ethod and System for Detecting and Classifying Objects in an Image”, and in U.S. Patent No.
6,473,199 to Gilman etal., entitled: “Correcting Exposure and Tone Scale of Digital Images Captured
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by an Image Capture Device”, which are all incorporated in their entirety for all purposes as if fully
set forth herein. Another camera with human face detection means is disclosed in U.S. Patent No.
6,940,545 to Ray et al., entitled: “Face Detecting Camera and Method”, which is incorporated in its
entirety for all purposes as if fully set forth herein. The image processing may use algorithms and
techniques described in the book entitled: "The Image Processing Handbook", Sixth Edition, by John
C.Russ, from CRC Press ISBN: 978-1-4398-4063-4, as well as algorithms and techniques described
in U.S. patents RE 33,682, RE 31,370, 4,047,187, 4,317,991, 4,367,027, 4,638,364, 5,291,234,
5,386,103, 5,488,429, 5,638,136, 5,642,431, 5,710,833, 5,724,456, 5,781,650, 5,812,193, 5,818,975,
5,835,616, 5,870,138, 5,978,519, 5,991,456, 6,097,470, 6,101,271, 6,148,092, 6,151,073, 6,192,149,
6,249,315, 6,263,113, 6,268,939, 6,393,148, 6,421,468, 6,438,264, 6,456,732, 6,459,436, 6,504,951,
7,466,866 and 7,508,961, which are all incorporated in their entirety for all purposes as if fully set
forth herein.

The 'Image Processing' step 182 may further include an algorithm for motion detection by
comparing the current image with a reference image and counting the number of different pixels,
where the image sensor or the digital camera are assumed to be in a fixed location and thus assumed
to capture the same image. Since images will naturally differ due to factors such as varying lighting,
camera flicker, and CCD dark currents, pre-processing is useful to reduce the number of false positive
alarms. M ore complex algorithms are necessary to detect motion when the camera itself is moving,
or when the motion of a specific object must be detected in a field containing other movement which
can be ignored.

Theimage processing may further include video enhancement such as video denoising, image
stabilization, unsharp masking, and super-resolution. Further, the image processing may include a
Video Content Analysis (V CA), where the video content is analyzed to detect and determine temporal
events based on multiple images, and is commonly used for entertainment, healthcare, retail,
automotive, transport, home automation, safety and security. VCA functionalities include Video
Motion Detection (VMD), video tracking, and egomotion estimation, as well as identification,
behavior analysis and other forms of situation awareness. A dynamic masking functionality involves
the blocking a part of the video signal based on the signal itself, for example because of privacy
concerns. A n egomotion estimation functionality involves the determining of the location of a camera
or estimating the camera motion relative to a rigid scene, by analyzing its output signal. M otion
detection is used to determine the presence of a relevant motion in the observed scene, while object
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detection is used to determine the presence of a type of object or entity, for example a person or car,
as well as fire and smoke detection. Similarly, Face recognition and Automatic Number Plate
Recognition may be used to recognize, and therefore possibly identify persons or cars. Tamper
detection is used to determine whether the camera or the output signal is tampered with, and video
tracking is used to determine the location of persons or objects in the video signal, possibly with
regard to an external reference grid. A pattern is defined as any form in an image having discernible
characteristics that provide a distinctive identity when contrasted with other forms. Pattern recognition
may also be used, for ascertaining differences, as well as similarities, between patterns under
observation and partitioning the patterns into appropriate categories based on these perceived
differences and similarities; and may include any procedure for correctly identifying a discrete
pattern, such as an alphanumeric character, as a member of a predefined pattern category. Further, the
video or image processing may use, or be based on, the algorithms and techniques disclosed in the
book entitled:"Handbook of Image & Video Processing”, edited by Al Bovik, by A cademic Press
ISBN: 0-12-119790-5, which is incorporated in its entirety for all purposes as if fully set forth herein.

In one example, the image processing may be used for non-verbal human control of the
system, such as by hand posture or gesture recognition, typically involving movement of the hands,
face, or other parts of the human body. T he recognized hand posture or gesture is used as input by the
control logic in the controller, and thus enables humans to interface with the machine (HMI) and
interact naturally without any mechanical devices, and thus to impact the system operation and the
actuators commands and operation. The image-based recognition may use a single camera, or may be
based on a 3D representation, captured by 3-D stereo cameras that is using two cameras whose
relations to one another are known, or alternatively by a depth-aware camera. T he gesture recognition
may be based on 3-D information of key elements of the body parts in order to obtain several
important parameters, like palm position or joint angles, or alternatively (or in addition) may be
appearance-based, where images or videos are used for direct interpretation.

The 3D model approach can use volumetric or skeletal models, or a combination of the two.
Skeletal-based algorithms are based on using a simplified version of jointangle parameters along with
segment lengths, known as a skeletal representation of the body, where a virtual skeleton of the person
is computed and parts of the body are mapped to certain segments. The analysis is using the position
and orientation of these segments and the relation between each one of them (for example the angle
between the joints and the relative position or orientation). A ppearance-based models derive the
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parameters directly from the images or videos using a template database. Some are based on the
deformable 2D templates of the human parts of the body, particularly hands. D eformable templates
are sets of points on the outline of an object, used as interpolation nodes for the object’s outline
approximation. T he interpolation function may be linear, which performs an average shape from point
sets, point variability parameters and external deformators. These template-based models are mostly
used for hand-tracking, but could also be of use for simple gesture classification. A second approach
in gesture detecting using appearance-based models uses image sequences as gesture templates.
Parameters for this method are either the images themselves, or certain features derived from these,
using only one (monoscopic) or two (stereoscopic) views. T he technology, algorithm or techniques
used for hand posture or gesture recognition may be based on the Brown U niversity publication CS-
99-11 entitled: "A survey of hand Posture and Gesture Recognition Techniques and Technology", by
Joseph J. LaViola]r., U.S. Patent No. 5,047,952 to Kramer et al., entitled: “Communication System
for Deaf, Deaf-Blind, or non-Vocal Individuals Using Instrumented Glove”, U.S. Patent No.
4,414,537 to Grimes, entitled: “Digital data Entry Glove Interface Device”, U.S. PatentNo. 7,702,130
to Sung-Ho Im et al., entitled: “User interface apparatus using hand gesture recognition and method
thereof”, U.S. Patent No. 7,598,942 to Underkoffler ef al., entitled: “System and M ethod for Gesture
Based Control System™, U.S. Patent Application Publication No. 2011/0222726 to Ruan, entitled:
“Gesture Recognition Apparatus, Method for Controlling Gesture Recognition A pparatus, and
Control Program™,”, U.S. Patent A pplication Publication No. 2010/0211918 to Liang et al., entitled:
“Web Cam Based User Interaction”, U.S. Patent Application Publication No. 2007/0132725 to
Kituara, entitled: “Electronic Appliance”, U.S. Patent A pplication Publication No. 2012/0268373 to
Grzesiak, entitled: “M ethod for Recognizing User's Gesture in Electronic Device”, U.S. Patent No.
5,652,849 to Conway e al., entitled: “A pparatus and M ethod for Remote Control Using a Visual
Information Stream”, U.S. Patent No. 7,289,645 to Y amamoto et al., entitled: “Hand Pattern Switch
Device”, U.S. Patent No. 7,821,541 to Delean, entitled: “Remote Control A pparatus Using Gesture
Recognition”, U.S. Patent No. 5,454,043 to Freeman, entitled: “Dynamic and Static Hand Gesture
Recognition Through Low-Level Image Analysis”, or U.S. Patent No. 5,046,022 to Conway et al.,
entitled: “Tele-Autonomous  System and M ethod Employing  Time/Position
Synchrony/Desynchrony”, which are all incorporated in their entirety for all purposes as if fully set
forth herein.
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In one non-limiting example, the control may be based on extracting the location of an
indentified element in the captured image. T he element may be a human body part such as face, hand,
and body contour. Example of a control systems which are based on the location of a human being
by analyzing the human face location are described in U.S. Patent No. 6,931,596 to Gutta et al.,
entitled: “Automatic Positioning of Display Depending upon the Viewer's Location” and in U.S.
Patent Application Publication No. 2010/0295782 to Binder, entitled: “System and M ethod for
Control Based on Face or Hand Gesture Detection", both incorporated in their entirety for all purposes
as if fully set forth herein. Further, the control may be based on the number of identified elements in
a captured image. For example, the number of human beings in a location may be determined by
using image processing, such as face detection algorithms.

Any image processing functionality may be performed only as part of the 'Image Processing'
step 182 executed as part of the controller functionality 147. Alternatively, an image processing
functionality may be performed only as part of the Image Processor 504 in the field unit 30F shown
in FIG. 5f. Further, an image processing functionality may be split between the field unit 50fand the
'Image Processing' step 182 of the controller 147. In another non-limiting example, some image
processing functionality may be split between the field unit S0F and the controller 147, where some
functionalities will be executed (in whole or in part) in the field unit 50F, while other functionalities
will be executed (in whole or in part) as part of the flow chart 180as part of the controller 147.

The information extracted from the received image serves as input to the step 'Logic' 183
determining the output based on the sensors input according to a pre-determined logic function or
algorithm. The 'Logic' step 183 may be identical, similar or different from the corresponding 'L ogic'
step 173 of the flow chart 170 The control logic executed in step 'Logic' 183 outputs various actuators
commands, which are conditioned in the 'A ctuator Conditioning' step 174, for proper operation of the
specific actuators. The conditioning may include attenuation, delay, filtering, amplifying, time
integration, derivation, and any other data manipulations as described above regarding the 'Sensor
Conditioning' step 172 The conditioned control commands are sent to the relevant actuators in the
applicable field units in the step 'Send A ctuator Command' 175 W hile the flowchart 180is exampled
including both receiving data from sensors and activating actuators, a controller 143may only receive
data from various image sensors in the field units (e.g., for logging purposes) while not activating any
actuators, or only transmit commands to various actuators in the field units (e.g., according to time)
regardless of any sensing information, or any combination thereof. Further, a controller 143 may use
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various control logic patterns at different times, where at one time the controller only receives data
from the image sensors, at another time the controller only transmit commands to the actuators, and
yet at another time the controller does both functions. In one non-limiting example, the actuators are
Pan, Tilt, and Zoom (PTZ) electric motors of the digital camera, and the commands are used to
position the image sensor and the focus in order to obtain an image of a specific location or target.

In one non-limiting example, the information extracted from the captured image as part of the
'Image Processing' step 182 detect an event that may impact the system operation. For example, in
the case of an image processing that includes a face detection function, the first detection of a face is
an event that may trigger one or more actuators into action (or to stop an activity) by the control logic.
Similarly, the lack of detection of a human face may cause activation or deactivation of one or more
actuators in the systems. Similarly, detection of a motion by the image processing may trigger
actuators for an action, or may deactivate actuators, according to a pre-defined logic.

While flowchart 180in FIG. 18 was described above where the sensors are image sensors
only, additional sensors may be equally used in the control system. In such a case, the general
flowchart I20and the image-based flow chart 180 are integrated, and the combined ‘Logic' step 173
uses both the non-related image sensor data (after conditioning in 'Sensor Conditioning' step 172) and
the image extracted data (after the 'Image Processing' step 182), to determine the output and the
commands to be sent to the actuators.

In one non-limiting example, one (or more) of the sensors in one or more of the field units
may be, or may include, a sound or voice sensor, such as a microphone. In such a case, information
in the captured voice may be extracted and used as part of the control loop. In one non-limiting
example, the field unit may include, be part of, or be integrated with, a telephone.

In the case of voice capturing application, the controller functionality 147 may consist of, or
include part or whole, of the flow chart 190shown in FIG. 19. Atstep 'ReceiveV oice Data' 191, voice
data sent from one or more microphones (which are part of one or more field units) is received at the
controller location. The voice data is checked, processed, conditioned, or otherwise manipulated in
step 'Voice Processing' 192 The voice processing in this step may include frequency related
manipulation such as filtering, spectrum analysis or noise removal, a compressor (or de-compressor)
or a coder (or decoder) in case of compression or coding/decoding, a modulator or a demodulator in
case or modulation, and an extractor for extracting or detecting a feature or parameter such as pattern

recognition or correlation analysis. In one non-limiting example, a decompression is performed in
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order to restore the original pre-compressed voice, before the voice compression executed in the field
unit. The 'V oice Processing' step 192 may further include a voice recognition, which includes an
algorithm for identifying the voice of a specific person.

Any voice processing functionality may be performed only as part of the 'V oice Processing'
step 192 executed as part of the controller functionality 147. Alternatively or in addition, a voice
processing functionality may be performed as part of the field unit. Further, an image processing
functionality may be split between the field unit and the 'V oice Processing' step 192 of the controller
147. In another example, some voice processing functionality may be split between the field unit and
the controller 147, where some functionalities will be executed (in whole or in part) in the field unit,
while other functionalities will be executed (in whole or in part) as part of the flow chart 190as part
of the controller 147.

The information extracted from the received voice serves as input to the step 'Logic' 193
determining the output based on the sensors input according to a pre-determined logic function or
algorithm. The 'Logic' step 193 may be identical, similar or different from the corresponding 'L ogic'
step 173 of the flowchart 170 The control logic executed in step 'Logic' 193 outputs various actuators
commands, which are conditioned in the 'A ctuator Conditioning' step 174, for proper operation of the
specific actuators. The conditioning may include attenuation, delay, filtering, amplifying, time
integration, derivation, and any other data manipulations as described above regarding the 'Sensor
Conditioning' step 172 The conditioned control commands are sent to the relevant actuators in the
applicable field units in the step 'Send A ctuator Command' 175 W hile the flowchart 190is exampled
including both receiving data from sensors and activating actuators, a controller 143may only receive
data from various voice or sound sensors in the field units (e.g., for logging purposes) while not
activating any actuators, or only transmit commands to various actuators in the field units (e.g.,
according to time) regardless of any sensing information, or any combination thereof. Further, a
controller 143 may use various control logic patterns at different times, where at one time the
controller only receives data from the voice sensors, at another time the controller only transmit
commands to the actuators, and yet at another time the controller does both functions.

In one non-limiting example, the information extracted from the captured voice as part of the
'V oice Processing' step 192 detect an event that may impact the system operation. For example, in
the case of a voice processing that includes a voice recognition function, the detection of a specific
human voice is an event that may trigger one or more actuators into action (or to stop an activity) by
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the control logic. Similarly, the lack of detection of a human voice may cause activation or
deactivation of one or more actuators in the systems.

Whileflowchart 190in FIG. 19 was described above where the sensors are only voice sensors,
additional sensors may be equally used in the control system. In such a case, the general flowchart
I70and the voice-based flow chart 190are integrated, and the combined 'L ogic' step 173 uses both
the non-related voice sensor data (after conditioning in 'Sensor Conditioning' step 172) and the voice
extracted data (after the 'V oice Processing' step 192), to determine the output and the commands to
be sent to the actuators.

A field unit (such as field unit 28in FIG. 2, sensor unit 30-50ein FIGS. 5-5e, or actuator unit
60-60g in FIGS. 6-6f), may be integrated, in part or in whole, in a router such as router 143
(corresponding for example to router 12in FIG. 2, router 40in FIG. 4, gateway 11in FIG. 1, or router
40a in FIGS. 4a-4d). Alternatively or in addition, a router such as router 143 (corresponding for
example to router 12in FIG. 2, router 40in FIG. 4, gateway 11in FIG. 1, or router 40ain FIGS. 4a-
4d) may be integrated, in part or in whole, in an appliance such as a home appliance. Further, a field
unit (such asfield unit 23in FIG. 2, sensor unit 50-50ein FIGS. 5-5e, or actuator unit 60-60gin FIGS.
6-6f), may be integrated, in part or in whole, in an appliance such as a home appliance. In such a case,
the sensors or the actuators (or both) of the appliance, may serve as the sensors or actuators of the
field unit, and handled as described herein. Home appliances are electrical and mechanical devices
using technology for household use, such as food handling, cleaning, clothes handling, or
environmental control. Appliances are commonly used in household, institutional, commercial or
industrial setting, for accomplishing routine housekeeping tasks, and are typically electrically
powered. T he appliance may be amajor appliance, also known as "W hite Goods", which is commonly
large, difficult to move, and generally to some extent fixed in place (usually on the floor or mounted
on a wall or ceiling), and is electrically powered from the AC power (mains) grid. Non-limiting
examples of major appliances are washing machines, clothes dryers, dehumidifiers, conventional
ovens, stoves, refrigerators, freezers, air-conditioners, trash compactors, furnaces, dishwasher, water
heaters, microwave ovens and induction cookers. T he appliance may be a small appliance, also known
as "Brown Goods", which is commonly a small home appliance that is portable or semi-portable, and
is typically a tabletop or a coutertop type. Examples of small appliances are television sets, CD and
DVD players, HiFi and home cinema systems, telephone sets and answering machines, and beverage
making devices such as coffee-makers and iced-tea makers.
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Some appliances main function is food storage, commonly refrigeration related appliances
such as refrigerators and freezers. Other appliances main function is food preparation, such as
conventional ovens (stoves) or microwave ovens, electric mixers, food processors, and electric food
blenders, as well as beverage makers such as coffee-makers and iced-tea makers. Few food related
appliances, commonly found inahomekitchen, areillustrated in FIG. 12, showing a dishwasher 121,
afood processor 122 a refrigerator 123, an oven 124, a mixer 125 and a microwave oven 126 Some
appliances main function relates to cleaning, such as clothes cleaning. Clothes cleaning appliances
examples are washing / laundry machines and clothes dryers. A vacuum cleaner is an appliance used
to suck up dust and dirt, usually from floors and other surfaces. Few cleaning-related appliances are
illustrated in FIG. 12a, showing a vacuum cleaner 127, a cloth dryer 128and a washing machine 129,
aswell as astill digital camera 1210and a digital video camera 1211 Some appliances main function
relates to temperature control, such as heating and cooling. Air conditioners and heaters, as well as
HVAC (Heating, V entilation and Air Conditioning) systems, are commonly used for climate control,
usually for thermal comfort for occupants of buildings or other enclosures. Similarly, water heaters
are used for heating water.

The system may be used for lighting control, moisture control, freeze control, pet feeding,
propane gauge, interior and exterior cameras, security, smoke alarms, or health monitoring. In one
non-limiting example, a field unit may be integrated with a smoke detector assembly, which is
typically housed in a disk-shaped plastic enclosure, which may be about 150 millimeters (6 inch) in
diameter and 25 millimeters (1 inch) thick, and is commonly mounted on a ceiling or on a wall.

The system may be used for building automation, or may be part of, integrated with, or
coupled to a building automation system, such as the building automation system described in U.S.
Patent No. 6,967,565 to Lingemann entitled: “Building A utomation System”, which is incorporated
in its entirety for all purposes as if fully set forth herein. A field unit, a sensor, or an actuator in the
system may be part of, integrated with, coupled to, or used to control indoor or outdoor lighting, fans,
sprinklers, pool/spa heaters and pumps, electronic drapes, windoware units, fireplaces, garage doors
openers, electronic door locks, hot water heaters, fire detection and monitoring equipment, electronic
gates, digital security cameras, motion sensors, flood monitors, humidifiers, home theater units, phone
PBX, voice mail, intercom, door phone, aquarium sensors and heaters, sidewalk and driveway
heaters, sprinklers, dampers, doorbells, lighting fixtures and fans. The system may further support, be
part of, or be integrated with, a Building Automation System (BAS) standard, and may further be in

178

Amazon EXI1003 Page 720



10

15

20

25

30

part or in full in accordance with Cisco Validated Design document entitled: Building Automation
System over IP (BAS/IP) Design and Implementation Guide" by Cisco Systems and Johnson
Controls, which is incorporated in its entirety for all purposes as if fully set forth herein.

The system may be used for Remote Patient M onitoring (RPM ), enabling monitoring of
patients outside of conventional clinical settings (e.g., in their home), which may increase access to
care and decrease healthcare delivery costs. The monitoring and trend analysis of physiological
parameters, enable early detection of deterioration; thereby, reducing number of emergency
department visits, hospitalizations, and duration of hospital stays. Physiological data such as blood
pressure and subjective patient data are collected by sensors on peripheral devices such as blood
pressure cuff, pulse oximeter, and glucometer. The data is transmitted to healthcare providers or third
parties via various networks, and may be evaluated for potential problems by a healthcare professional
or via a clinical decision support algorithm, and patient, caregivers, and health providers are
immediately alerted if a problem is detected. As a result, timely intervention ensures positive patient
outcomes. Other applications may provide education, test, and medication reminder alert, and may
include Telesurgery (remote surgery), enabling medical doctors to perform surgery on a patient being
physically at another location, Teleaudiology for providing audiological services, Teledentistry for
remote dental care, consultation, education, or awareness, Teledermatology for exchanging
information concerning skin conditions or tumors of the skin, T elepathology fort practicing pathology
atadistance, Teleradiology for imaging and sending radiographic images, and Telecardiology where
ECGs are transmitted for remote evaluation.

The term “outlet” herein denotes an electro-mechanical device, which facilitates easy, rapid
connection and disconnection of external devices to and from wiring installed within a building. An
outlet commonly has a fixed connection to the wiring, and permits the easy connection of external
devices as desired, commonly by means of an integrated standard connector in a faceplate. The outlet
is normally mechanically attached to, or mounted in, awall or similar surface. Non-limiting examples
of common outlets include: telephone outlets for connecting telephones and related devices; CATV
outlets for connecting television sets, VCR’s, and the like; outlets used as part of LAN wiring (i.e.
“structured wiring”) and electrical outlets for connecting power to electrical appliances. The term
“wall” herein denotes any interior or exterior surface of a building, including, but not limited to,

ceilings and floors, in addition to vertical walls. T he term "building" herein includes any site, location,
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premises, or structure with a roof and walls, such as a house, school, store, or factory, including,
without limitation, residential house, apartments, trailers, motor homes, offices, and businesses.

Outlets in general (to include LAN structured wiring, electrical power outlets, telephone
outlets, and cable television outlets) are typically passive devices being part of the wiring system
house infrastructure and solely serving the purpose of providing access to the in-wall wiring.
However, there is a trend toward embedding active circuitry in the outlet in order to use them as part
of the home/office network, and typically to provide a standard data communication interface. In most
cases, the circuits added serve the purpose of adding data interface connectivity to the outlet, added
to its basic passive connectivity function.

An outlet supporting both telephony and data interfaces for use with telephone wiring is
disclosed in U.S. Patent No. 6,549,616 to Binder entitled ‘Telephone outlet for implementing a local
area network over telephone lines and a local area network using such outlets’, and in U.S. Patent No.
6,216,160 to Dichter entitled ‘Automatically configurable computer network’, which are all
incorporated in their entirety for all purposes as if fully set forth herein. A non-limiting example of
home networking over CATV coaxial cables using outlets is described in U.S. Patent A pplication
Publication No. 2002/0194383 to Cohen et al. entitled: ‘Cableran Networking over Coaxial Cables’,
which is incorporated in its entirety for all purposes as if fully set forth herein. Such outlets are
available as part of HomeRAN™ system from TMT Ltd. of |erusalem, Israel. Outlets for use in
conjunction with wiring carrying telephony, data and entertainment signals are disclosed in U.S.
Patent A pplication Publication No. 2003/0099228 to Alcock entitled ‘Local area and multimedia
network using radio frequency and coaxial cable’, which is incorporated in its entirety for all purposes
as if fully set forth herein. Outlets for use with combined data and power using powerlines are
described in U.S. Patent Application Publication No. 2003/0062990 to Schaeffer et al. entitled
‘Powerline bridge apparatus’, which is incorporated in its entirety for all purposes as if fully set forth
herein. Such power outlets are available as part of PlugLAN™ by Asoka USA Corporation of San
Carlos, CA USA.

While the active outlets have been described above with regard to networks formed over
wiring used for basic services (e.qg., telephone, CATV and power), it will be appreciated that the
principle can be equally applied to outlets used in networks using dedicated wiring. In such a case,
the outlet circuitry is used to provide additional interfaces to an outlet, beyond the basic service of
single data connectivity interface. Asa non-limiting example, it may be used to provide multiple data
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interfaces wherein the wiring supports single such data connection. An example of such an outlet is
the Network Jack™ product family manufactured by 3Com™ of Santa-Clara, California, U.S.A. In
addition, such outlets are described in U.S. Patent No. 6,108,331 to Thompson entitled ‘Single
M edium Wiring Scheme for M ultiple Signal Distribution in Building and A ccess Port Therefor’, in
U.S. Patent Application No. 2003/0112965 to M cNamara et al. entitled ‘Active Wall Outlet’, and in
U.S. Patent Application Publication No. 2005/0010954 to Binder entitled: “Modular Outlet”, which
are all incorporated in their entirety for all purposes as if fully set forth herein.

One approach to adding functionality to existing outlets is by using a plug-in module. Such
plug-in modules are described in U.S. Patent A pplication Publication No. 2002/0039388 to Smart &
al. entitled ‘High data-rate powerline network system and method’, U.S. Patent Application
Publication No. 2002/0060617 to W albeck et al. entitled ‘Modular power line network adapter’, and
also in U.S. Patent Application Publication No. 2003/0062990 to Schaeffer, JR et al. entitled
‘Powerline bridge apparatus’, which are all incorporated in their entirety for all purposes as if fully
set forth herein. Such modules using HomePlug™ technology are available from multiple sources
such as part of PlugLink™ products by Asoka USA Corporation of San Carlos, California, U.S.A.
(HomePlug is a trademark of HomePlug Powerline Alliance, Inc. of San Ramon, California, U.S.A.).
Various types of snap-on devices are also described in U.S. Patent Application No. 2005/0180561,
and in U.S. Patent Application Publication No. 2005/0180561 to Hazani, e al. entitled: “Outlet Add-
On module”, which are all incorporated in their entirety for all purposes as if fully set forth herein. A
non-limiting example of a server-based automation system using outlets is described in U.S. Patent
Application Publication No. 2005/0125083 to K iko entitled: “A utomation A pparatus and M ethods”,
which is incorporated in its entirety for all purposes as if fully set forth herein.

In one non-limiting example, a sensor, an actuator, one or more field units, or the router are
integrated with, or are part of, an outlet or a plug-in module. The outlet may be telephone, LAN (such
as Structured Wiring based on Category 5, 6 or 7 wiring), AC power or CATV outlet. The field unit
or the router may further communicate over the in-wall wiring connected to the outlet, such as
telephone, AC power, LAN or CATV wiring. Further, the outlet associated sensor, actuator, one or
more field units, or router may be powered from a power signal carried over the in-wall wiring, and
may further communicate using the in-wall wiring as a network medium. For example, in the case of
telephone wiring and telephone outlet, the powering may be carried over the telephone wire pair using
the technique disclosed in U.S. Patent No. 6,862,353 to Rabenko et al. entitled: “System and Method
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for Providing Power over a Home Phone Line Network™, which teaches carrying AC power over
telephone wiring carrying both telephony and data, by using a part of the spectrum not used by the
other signals, or be based on U..S. Patent A pplication Publication No. 2004/0151305 to Binder, et al.
entitled: “Method and System for Providing DC Power on Local Telephone Lines”, which are all
incorporated in their entirety for all purposes as if fully set forth herein.

The system may be used for assistive domotics applications of home automation, making it
possible for the elderly and disabled to remain at home, rather than moving to a healthcare facility,
such as embedded health systems and private health networks. Embedded health systems integrate
sensors and computers / microprocessors in appliances, furniture, and clothing for collecting data that
is analyzed and can be used to diagnose diseases and recognize risk patterns. Private health networks
typically implement wireless technology to connect portable devices and store data in a household
health database. T he system may provide both the elderly and disabled with many different types of
emergency assistance systems, security features, fall prevention, automated timers, and alerts. The
system may further allow for the individual to feel secure in their homes knowing that help is only
minutes away, as well as making it possible for family members to monitor their loved ones from
anywhere via an internet or other connection. The system may track the individual person location
within the home, and may detect water on the floor, as well as a camera that allows the person to view
who is at the door and let them in using a cell phone. T he system may include devices worn around
the neck or wrist, and may be connected to a control center that is 24-hour activated, and may analyze
medical symptoms, medication allergies, and dispatch emergency services. The system generates
alarms and alerts automatically if significant changes are observed in the user's vital signs. T he system
may implement medication dispensing devices in order to ensure that necessary medications are taken
at appropriate times, and may use automated pill dispensers can dispense only the pills that are to be
taken at that time and are locked; such as the versions that are available for Alzheimer’s patients that
have a lock on them. For diabetic patients a talking glucose monitor allows the patient to check their
blood sugar level and take the appropriate injection, digital thermometers are able to recognize a fever
and alert physicians, and blood pressure and pulse monitors may dispense hypertensive medications
when needed. Other applications and advantages are described in the article entitled:" Smart Homes
for Older People: Positive Aging in a Digital World" published in Future Internet 2012, which is
incorporated in its entirety for all purposes as if fully set forth herein.
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The system may be used in biometrics (a.k.a. biometric authentication) applications, where
humans are identified by the control logic by their characteristics or traits sensed by the sensors.
Biometrics may be used for identification and access control, as well as to identify individuals in
groups that are under surveillance. Biometric identifiers or traits are typically distinctive, measurable
physiological or behavioral characteristics used to identify, label and describe individuals. Behavioral
biometrics relates to the behavior of a person, such as typing rhythm, gait, and voice, and
physiological biometric would identify using voice, DNA, hand print or behavior. Biometrics may be
based on sensors measuring or sensing a brain (electroencephalogram) or a heart (electrocardiogram)
signals.

M any different aspects of human physiology, chemistry or behavior can be used for biometric
authentication. Preferably, any person using a system should possess the trait; however the trait should
be unique and sufficiently different for individuals in the relevant population such that they can be
distinguished from one another. The control logic may accommodate both permanent traits that are
reasonably invariant over time with respect to the specific matching algorithm, as well as traits that
vary over time. Preferably the sensors easily acquire or measure the trait with accuracy, speed, and
robustness, and in a form that permits subsequent processing and extraction of the relevant feature
sets by the control logic, with minimal possibility of system circumvention such as by trait imitating
using an artifact or substitute.

The system may be used for person verification purposes, where the system performs a one-
to-one comparison of a captured biometric with a specific template stored in a biometric database that
may be stored in the control server (or in any other device in the system or external to the system such
as in another server), in order to verify the individual is the person they claim to be. R eference models
for all the users are generated and stored in the biometric database. T hen some samples are matched
with reference models to generate the genuine and impostor scores and calculate the threshold. In the
testing step, a smart card, username or ID number (e.g., PIN) is used to indicate which template should
be used for comparison.

The system may be used for identification purposes, where the system performs a one-to-
many comparison against a biometric database in an attempt to establish the identity of an unknown
individual. The system succeeds in identifying the individual 'positive recognition' if the comparison
of the biometric sample to a template in the database falls within a previously set threshold. A
'negative recognition' of the person means that the system establishes that the person is who he
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(implicitly or explicitly) denies to be, achieved through biometrics since other methods of personal
recognition such as passwords, PINs or keys may be ineffective.

The system may be a multi-biometric system that uses multiple sensors or biometrics to
overcome the limitations of unimodal biometric systems. For instance iris recognition systems can be
compromised by aging irides and finger scanning systems by worn-out or cut fingerprints. M ulti-
biometric may obtain sets of information from the same sensors or markers (i.e., multiple images of
an iris, or scans of the same finger), or may be based on information from different biometrics such
as requiring fingerprint scans, using voice recognition, and a spoken pass-code. M ulti-biometric
systems can integrate unimodal systems sequentially, simultaneously, a combination thereof, or in
series, which refer to sequential, parallel, hierarchical and serial integration modes, respectively.

The information fusion may be broadly divided into three parts: pre-mapping fusion, midst-
mapping fusion, and post-mapping fusion/late fusion. In pre-mapping fusion information can be
combined at sensor level or feature level. Sensor-level fusion may be single sensor-multiple instances,
intra-class multiple sensors, or inter-class multiple sensors. Feature-level fusion may be inter-class or
intra-class type, the latter may be based on same sensor-same features, same sensor-different features,
different sensors-same features, or different sensors-different features.

The system may be an adaptive biometric system capable of auto-updating the templates or
models to the intra-class variation of the operational data, for solving the problem of limited training
data and tracking the temporal variations of the input data through adaptation.

Soft biometrics traits are physical, behavioral, or adhered human characteristics, which have
been derived from the way human beings commonly distinguish their peers (e.g., height, gender, hair
color). Such traits include, but are not limited to, physical characteristics such as skin color, eye color,
hair color, presence of beard, presence of mustache, height, and weight, behavioral characteristics
such as gait and keystroke, and adhered human characteristics such as clothes color, tattoos, and
accessories.

The system may be a security system, and may be according to, or based on, the system
described in U.S. Patent No. 5,510,765 to M adau, entitled: “M otor V ehicle Security Sensor System”,
in U.S. Patent No. 6,934,426 to Rich et al., entitled: “Fiber Optic Security Sensor and System with
Integrated Secure Data Transmission and Power Cables", in U.S. Patent No. 7,843,336 to
K ucharyson, entitled: “Self-Contained Wireless Security Sensor Collective System and M ethod", or
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inU.S. Patent A pplication Publication No. 2007/0164865 to Giasson etal., entitled: “Security Sensor
System", which are all incorporated in their entirety for all purposes as if fully set forth herein.

The system may be an environmental control system, and may be according to, or based on,
the system described in U.S. Patent N o. 8,115,646 to Tanielian et al., entitled: “Environmental Sensor
System”, in U.S. Patent Application Publication No. 2010/0100327 to Jensen, entitled:
“Environmental Sensing and Communication”, in U.S. Patent Application Publication No.
2007/0004449 to Sham, entitled: “M obile Communication Device with Environmental Sensors", or
in U.S. Patent No. 6,452,499 to Runge et al., entitled: “Wireless Environmental Sensor System",
which are all incorporated in their entirety for all purposes as if fully set forth herein.

W hile some arrangements are exampled above where the router or gateway (such as router
40a), the field units (such as field units 23a-), the sensors, and the actuators are located in the same
building, it is apparent that this disclosure equally applies to any arrangement where one or more of
these devices or elements is located in different buildings or external to the building. In one example,
one or more of these devices or elements is located in the user premises, such as adjacent to the
building, for example located on the roof, mounted on external walls, in the outdoor part of the
premises such as garden, yard or garage. Further, one or more of these devices or elements is located
remote from the user premises, such as in another street, neighborhood, city, region, state, or country.
Anexample of such arrangement s described as arrangement 200in FIG. 20, showing two field units
23g and 23h, located externally from the building 19a The router 40a is shown located in the
building, connected to the server 48asimilar to the arrangement 49shown in FIG. 4. In the example
shown in arrangement 200 the field unit 2gmay communicate with WAN 46a In such a case, the
field unit 46amay communicate with the router 40avia the WAN 46, as shown by the data path
201a shown in arrangement 200ain FIG. 20a. Alternatively or in addition, the field unit 23a may
communicate with the server 48a via the WAN 46a, as shown by the data path 201b shown in
arrangement 200bin FIG. 20b. Similarly, the field unit 23his shown connected to the WAN 46b,
which is distinct from the WAN 46ato which the router 40ais connected. In such a case, the field
unit 22hmay communicate with the router 40avia the WAN 46a, the Internet 16 and WAN 46a as
shown by the data path 200cshown in arrangement 200cin FIG. 20c. Alternatively or in addition, the
field unit 22hmay communicate with the server 48aviathe WAN 46b(and the Internet 16), as shown
by the data path 200d shown in arrangement 200din FIG. 20d.
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In the case each of the field unit 28gor 23hinclude a sensor, the sensor information may be
part of the control logic executed by the controller as described above. In the case the controller is
located inside the building such as in the router arrangement 145shown in FIG. 14 above, the router
40a (serving also as the controller) may receive the sensor information directly from the field unit,
such as described in arrangement 200a A Iternatively or in addition, the sensor information may be
sent to the router 40a from the server 48a upon its receipt of such information, for example in the
arrangement 200d described in FIG. 20d. Similarly, in the case the controller is part of the server 48a,
sensor information reaching the router 40ais sent by the router 40ato the server 48ato be used as
part of the control logic. Similarly, actuator commands from the controller are sent to the associated
field unit via the server 48aor via the router 408, as appropriate.

W hile some arrangements are exampled above regarding the Internet, it is apparent that this
disclosure equally applies to any network suchasa LAN (Local Area Network), aWAN (Wide Area
Network), oraMAN (M etropolitan Area Network). Further, the arrangement equally applies to any
digital data network connecting multiple devices, wherein multiple distinct communication paths may
be formed between a sender and a receiver of the message. Further, non-packet based networks and
networks which use protocols other than P (e.g., cell-based networks such as ATM ) may equally use
the arrangement. In addition, while IP addresses have been exampled herein for identification of the
entities involved in the communication (such as the source and ultimate destination computers and
the intermediate servers), any other type of addresses or identifiers (involving any of the OSI layers)
may be equally used. For example, MAC (Medium Access Control) address may be used as an
alternative or in addition to the IP address.

The applications that can use the arrangement include Electronic M ail (E-M ail) and electronic
commerce such as banking, shopping, products, or services purchase. Further, the arrangement may
be used for carrying sensitive information such as passwords and public (or private) encryption keys.
M essages carried according to the arrangement may include voice, text, images, video, facsimile,
characters, numbers or any other digitally represented information. In one aspect, the messages are
carrying multimedia information, such as audio or video. The multimedia is carried as part of a one-
way or interactive audio or video service. The arrangement may be equally used for carrying any real-
time or near-real-time information. The carried audio may be speech or music, and may serve
telephony such as VolP or an Internet radio service. Similarly, the carried video may be part of video
services over the Internet such as video conferencing and IPTV (IP Television).
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There is a growing widespread use of the Internet for carrying multimedia, such as video and
audio. Various audio services include Internet-radio stations and VolP (Voice-over-IP). Video
services over the Internet include video conferencing and IPTV (IP Television). In most cases, the
multimedia service is a real-time (or near real-time) application, and thus sensitive to delays over the
Internet. In particular, two-way services such a VolP or other telephony services and video-
conferencing are delay sensitive.

In addition to the equipment cost, the costs associated with the operation of the information
device are as follows: a. Communication service. The costs associated with the communication
sessions. b. ISP, in the case of using the Internet. ¢. Information service. The costs associated with
operating the relay servers. In general, billing the user for communication services by the provider
may be based on a one -time fee; a flat fee for a period (e.g., monthly); per communication session;
per lengths of communication sessions or messages; or any combination of the above.

A Next Generation Network (NGN) is a packet based network which can provide services
including telecommunication services and able to make use of multiple broadband, Quality of Service
(QoS) — enabled transport technologies and in which service-related functions are independent from
underlying transport-related technologies. The NGN offers unrestricted access by users to different
service providers. The NGN operator or any service provider using the NGN may offer gateway
services based on the method described herein.

In one aspect the arrangement is used for security as part of cloud computing deployment. For
example, messages exchanged between a cloud services provider and a user or as part of the cloud
computing infrastructure. The cloud services may include Cloud Software as a Service (SaaS), Cloud
Platform as a Service (PaaS) and Cloud Infrastructure as a Service (laaS), and the method described
herein may be used as part of the implementing security measures such as described in the publication
"Security Guidance for Critical Areas of Focus in Cloud Computing V2.1", Prepared by the Cloud
Security Alliance, December 2009, which is incorporated in its entirety for all purposes as if fully set
forth herein.

FIG. 13 isablock diagram that illustrates a system 130including a computer system 140and
the associated Internet 11 connection upon which an embodiment may be implemented. Such
configuration is typically used for computers (hosts) connected to the Internet 11 and executing a
server or a client (or a combination) software. A source computer such as laptop 128 an ultimate
destination computer 13c and relay servers 14a14d above, as well as any computer or processor
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described herein, may use the computer system configuration and the Internet connection shown in
FIG. 13. The system 140 may be used as a portable electronic device such as a notebook / laptop
computer, a media player (e.g., MP3 based or video player), a cellular phone, a Personal Digital
Assistant (PDA ), an image processing device (e.g., a digital camera or video recorder), and / or any
other handheld computing devices, or a combination of any of these devices. Note that while FIG. 13
illustrates various components of a computer system, it is not intended to represent any particular
architecture or manner of interconnecting the components; as such details are not germane. It will
also be appreciated that network computers, handheld computers, cell phones and other data
processing systems which have fewer components or perhaps more components may also be used.
The computer system of FIG. 13 may, for example, be an A pple M acintosh computer or Power B ook,
or an IBM compatible PC. Computer system 140 includes a bus 137, an interconnect, or other
communication mechanism for communicating information, and a processor 138 commonly in the
form of an integrated circuit, coupled with bus 137 for processing information and for executing the
computer executable instructions. Computer system 140also includes a main memory 134 such as a
Random Access Memory (RAM) or other dynamic storage device, coupled to bus 137 for storing
information and instructions to be executed by processor 138 M ain memory 134 also may be used
for storing temporary variables or other intermediate information during execution of instructions to
be executed by processor 138 Computer system 14Ofurther includes a Read Only M emory (ROM)
136(or other non-volatile memory) or other static storage device coupled to bus 137for storing static
information and instructions for processor 138 A storage device 135 such as a magnetic disk or
optical disk, a hard disk drive for reading from and writing to a hard disk, a magnetic disk drive for
reading from and writing to a magnetic disk, and/or an optical disk drive (such as DV D) for reading
from and writing to a removable optical disk, is coupled to bus 137 for storing information and
instructions. The hard disk drive, magnetic disk drive, and optical disk drive may be connected to the
system bus by a hard disk drive interface, a magnetic disk drive interface, and an optical disk drive
interface, respectively. T he drives and their associated computer-readable media provide non-volatile
storage of computer readable instructions, data structures, program modules and other data for the
general purpose computing devices. Typically computer system 140includes an Operating System
(OS) stored in a non-volatile storage for managing the computer resources and provides the
applications and programs with an access to the computer resources and interfaces. An operating
system commonly processes system data and user input, and responds by allocating and managing
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tasks and internal system resources, such as controlling and allocating memory, prioritizing system
requests, controlling input and output devices, facilitating networking and managing files. Non-
limiting examples of operating systems are M icrosoft Windows, Mac OS X, and Linux.

The term "processor" is meant to include any integrated circuit or other electronic device (or
collection of devices) capable of performing an operation on at least one instruction including, without
limitation, Reduced Instruction Set Core (RISC) processors, CISC microprocessors, M icrocontroller
Units (M CUs), CISC-based Central Processing Units (CPUs), and Digital Signal Processors (DSPs).
The hardware of such devices may be integrated onto a single substrate (e.g., silicon "die"), or
distributed among two or more substrates. Furthermore, various functional aspects of the processor
may be implemented solely as software or firmware associated with the processor.

Computer system 140 may be coupled via bus 137 to a display 131, such as a Cathode Ray
Tube(CRT), aLiquid Crystal Display (LCD), aflat screen monitor, a touch screen monitor or similar
means for displaying text and graphical data to a user. The display may be connected via a video
adapter for supporting the display. The display allows a user to view, enter, and/or edit information
thatis relevant to the operation of the system. An input device 132 including alphanumeric and other
keys, is coupled to bus 137for communicating information and command selections to processor 138
Another type of user input device is cursor control 133, such as a mouse, a trackball, or cursor
direction keys for communicating direction information and command selections to processor 138
and for controlling cursor movement on display 131 This input device typically has two degrees of
freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device to specify
positions in a plane.

The computer system 140 may be used for implementing the methods and techniques
described herein. According to one embodiment, those methods and techniques are performed by
computer system 140in response to processor 138executing one or more sequences of one or more
instructions contained in main memory 134 Such instructions may be read into main memory 134
from another computer-readable medium, such as storage device 135 Execution of the sequences of
instructions contained in main memory 134 causes processor 138 to perform the process steps
described herein. In alternative embodiments, hard-wired circuitry may be used in place of or in
combination with software instructions to implement the arrangement. Thus, embodiments of the

invention are not limited to any specific combination of hardware circuitry and software.
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The term "computer-readable medium" (or "machine-readable medium") as used herein is an
extensible term that refers to any medium or any memory, that participates in providing instructions
to a processor, (such as processor 138 for execution, or any mechanism for storing or transmitting
information in a form readable by a machine (e.g., a computer). Such a medium may store computer-
executable instructions to be executed by a processing element and/or control logic, and data which
is manipulated by a processing element and/or control logic, and may take many forms, including but
not limited to, non-volatile medium, volatile medium, and transmission medium. Transmission media
includes coaxial cables, copper wire and fiber optics, including the wires that comprise bus 137.
Transmission media can also take the form of acoustic or light waves, such as those generated during
radio-wave and infrared data communications, or other form of propagating signals (e.g., carrier
waves, infrared signals, digital signals, etc.). Common forms of computer-readable media include, for
example, a floppy disk, a flexible disk, hard disk, magnetic tape, or any other magnetic medium, a
CD-ROM, any other optical medium, punch-cards, paper-tape, any other physical medium with
patterns of holes, aRAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any other medium from which a computer can
read.

Various forms of computer-readable media may be involved in carrying one or more
sequences of one or more instructions to processor 138for execution. For example, the instructions
may initially be carried on a magnetic disk of a remote computer. The remote computer can load the
instructions into its dynamic memory and send the instructions over a telephone line using a modem.
A modem local to computer system 140 can receive the data on the telephone line and use an infra-
red transmitter to convert the data to an infrared signal. An infrared detector can receive the data
carried in the infrared signal and appropriate circuitry can place the data on bus 137. Bus 137 carries
the data to main memory 134, from which processor 138retrieves and executes the instructions. The
instructions received by main memory 134 may optionally be stored on storage device 135 either
before or after execution by processor 138

Computer system 140 also includes a communication interface 141 coupled to bus 137.
Communication interface 141 provides a two-way data communication coupling to a network link
139that is connected to a local network 111 For example, communication interface 141 may be an
Integrated Services Digital Network (ISDN) card or a modem to provide a data communication
connection to a corresponding type of telephone line. As another non-limiting example,
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communication interface 141 may be a local area network (LAN) card to provide a data
communication connection to a compatible LAN. For example, Ethernet based connection based on
I[EEE802.3 standard may be used such as 10/100BaseT, 1000BaseT (gigabit Ethernet), 10 gigabit
Ethernet (10GE or 10GbE or 10 GigE per IEEE Std 802.3ae-2002as standard), 40 Gigabit Ethernet
(40GDbE), or 100 Gigabit Ethernet (100GbE as per Ethernet standard IEEE P802.3ba), as described in
Cisco Systems, Inc. Publication number 1-587005-001-3 (6/99), "Internetworking Technologies
Handbook", Chapter 7: "Ethernet Technologies", pages 7-1 to 7-38, which is incorporated in its
entirety for all purposes as if fully set forth herein. In such a case, the communication interface 141
typically include a LAN transceiver or a modem, such as Standard M icrosystems Corporation
(SMSC) LAN91C111 10/100 Ethernet transceiver described in the Standard Microsystems
Corporation (SMSC) data-sheet “LAN91C111 10/100 Non-PCI Ethernet Single Chip MAC + PHY”
Data-Sheet, Rev. 15 (02-20-04), which is incorporated in its entirety for all purposes as if fully set
forth herein.

In one non-limiting example, the communication is based on a LAN communication, such as
Ethernet, and may be partly or in full in accordance with the IEEE802.3 standard. For example,
Gigabit Ethernet (GbE or 1 GigE) may be used, describing various technologies for transmitting
Ethernet frames at a rate of a gigabit per second (1,000,000,000 bits per second), as defined by the
IEEE 802.3-2008 standard. T here are five physical layer standards for gigabit Ethernet using optical
fiber (1000BA SE-X), twisted pair cable (1000BASE-T), or balanced copper cable (L000BASE-CX).
The IEEE 802.3z standard includes 1000BASE-SX for transmission over multi-mode fiber,
1000BASE-LX for transmission over single-mode fiber, and the nearly obsolete 1000BASE-CX for
transmission over balanced copper cabling. These standards use 8b/10b encoding, which inflates the
line rate by 25%, from 1000 M bit/s to 1250 M bit/s, to ensure a DC balanced signal. T he symbols are
then sentusing NRZ. The IEEE 802.3ab, which defines the widely used 1000BA SE-T interface type,
uses a different encoding scheme in order to keep the symbol rate as low as possible, allowing
transmission over twisted pair. Similarly, The 10 gigabit Ethernet (L0GE or 10GbE or 10 GigE may
be used, which is a version of Ethernet with a nominal data rate of 10 Gbit/s (billion bits per second),
ten times faster than gigabit Ethernet. The 10 gigabit Ethernet standard defines only full duplex point
to point links which are generally connected by network switches. The 10 gigabit Ethernet standard
encompasses a number of different physical layers (PHY ) standards. A networking device may
support different PHY types through pluggable PHY modules, such as those based on SFP+.
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The powering scheme may be based on Power over Ethernet (PoE), which describes a system
to pass electrical power safely, along with data, on Ethernet cabling, and may use phantom
configuration for carrying the power. The PoE technology and applications are described in the W hite
Paper "All Y ou Need To Know About Power over Ethernet (PoE) and the IEEE 802.3af Standard",
by PowerDsine Ltd., 06-0002-082 20-M ay-04, and in U.S. Pat. No. 6,473,609 to Lehr et al. entitled:
"Structure Cabling System", which are all incorporated in their entirety for all purposes as if fully set
forth herein. The IEEE standard for PoE requires category 5 cable or higher for high power levels,
but can operate with category 3 cable for low power levels. The power is supplied in common mode
over two or more of the differential pairs of wires found in the Ethernet cables, and comes from a
power supply within a PoE-enabled networking device such as an Ethernet switch or can be injected
into a cable run with a midspan power supply. The IEEE 802.3af-2003 PoE standard, which is
incorporated in its entirety for all purposes as if fully set forth herein, provides up to 15.4 W atts of
DC power (minimum 44 V DC and 350 mA) to each device. Only 12.95 Watts is assured to be
available to the powered device as some power is dissipated in the cable. The updated IEEE 802.3at-
2009 PoE standard, also known as PoE + or PoE plus, and which is incorporated in its entirety for all
purposes as if fully set forth herein, provides up to 25.5 W atts of power. In PoE environment, a device
may serve as a Power Sourcing Equipment (PSE) that provides ("sources") power on the Ethernet
cable. A device consuming power from the LAN is referred to as a Powered Device (PD).

In the case of a dedicated or separated PCB or enclosure, the PCB or enclosure may be
designed to be easily removable, for example by an end user. Such plug-in module is commonly
designed to be installed and removed typically by respectively connecting or disconnecting the
module connectors (pins, plugs, jacks, sockets, receptacles or any other types) to or from the mating
connectors, commonly using human hand force and without any tool. The connection mechanical
support may be based only on the connectors, or supplemented by guides, rails, or any other
mechanical support. Such a plug-in module may be pluggable into a computer system, motherboard,
an intermediary device, or a memory.

Discussions herein utilizing terms such as, for example, "processing," "computing,"
"calculating," "determining," "establishing", "analyzing", "checking", or the like, may refer to
operation(s) and/or process(es) of a computer, a computing platform, a computing system, or other
electronic computing device, that manipulate and/or transform data represented as physical (e.q.,
electronic) quantities within the computer's registers and/or memories into other data similarly
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represented as physical quantities within the computer's registers and/or memories or other
information storage medium that may store instructions to perform operations and/or processes.

Throughout the description and claims of this specification, the word “couple”, and variations
of that word such as “coupling”, "coupled" and “couplable”, refer to an electrical connection (such as
a copper wire or soldered connection), a logical connection (such as through logical devices of a
semiconductor device), a virtual connection (such as through randomly assigned memory locations
of a memory device) or any other suitable direct or indirect connections (including combination or
series of connections), for example for allowing for the transfer of power, signal, or data, as well as
connections formed through intervening devices or elements.

The arrangements and methods described herein may be implemented using hardware,
software or a combination of both. The term "software integration" or any other reference to the
integration of two programs or processes herein refers to software components (e.g., programs,
modules, functions, processes etc.) that are (directly or via another component) combined, working
or functioning together or form a whole, commonly for sharing a common purpose or set of
objectives. Such software integration can take the form of sharing the same program code, exchanging
data, being managed by the same manager program, executed by the same processor, stored on the
same medium, sharing the same GUI or other user interface, sharing peripheral hardware (such as a
monitor, printer, keyboard and memory), sharing data or a database, or being part of a single package.
The term "hardware integration" or integration of hardware components herein refers to hardware
components that are (directly or via another component) combined, working or functioning together
or form a whole, commonly for sharing a common purpose or set of objectives. Such hardware
integration can take the form of sharing the same power source (or power supply) or sharing other
resources, exchanging data or control (e.g., by communicating), being managed by the same manager,
physically connected or attached, sharing peripheral hardware connection (such as a monitor, printer,
keyboard and memory), being part of a single package or mounted in a single enclosure (or any other
physical collocating), sharing a communication port, or used or controlled with the same software or
hardware. The term "integration" herein refers (as applicable) to a software integration, a hardware
integration, or any combination thereof.

The term "message" is used generically herein to describe at least an ordered series of
characters or bits intended to convey a package of information (or a portion thereof), which may be

transferred from one point to another, such as by using communication via one or more
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communication mechanisms or by transferring among processes. T he term "port" refers to a place of
access to a device, electrical circuitor network, where energy or signal may be supplied or withdrawn.
The term "interface" of a networked device refers to a physical interface, a logical interface (e.g., a
portion of aphysical interface or sometimes referred to in the industry as a sub-interface - for example,
such as, but not limited to a particular VLAN associated with a network interface), and/or a virtual
interface (e.g., traffic grouped together based on some characteristic - for example, such as, but not
limited to, a tunnel interface). As used herein, the term "independent" relating to two (or more)
elements, processes, or functionalities, refers to a scenario where one does not affect nor preclude the
other. For example, independent communication such as over a pair of independent data routes means
that communication over one data route does not affect nor preclude the communication over the
other data routes.

As used herein, the term "Integrated Circuit" (IC) shall include any type of integrated device
of any function where the electronic circuit is manufactured by the patterned diffusion of trace
elements into the surface of a thin substrate of semiconductor material (e.g., Silicon), whether single
or multiple die, or small or large scale of integration, and irrespective of process or base materials
(including, without limitation Si, SiGe, CM 0S and GAs) including without limitation applications
specific integrated circuits (ASICs), field programmable gate arrays (FPGA's), digital processors (e.g.,
DSPs, CISC microprocessors, or RISC processors), so-called "system-on-a-chip" (SoC) devices,
memory (e.g.,, DRAM, SRAM, flash memory, ROM ), mixed-signal devices, and analog ICs. The
circuitsinan IC are typically contained in a silicon piece or in a semiconductor wafer, and commonly
packaged as a unit. The solid-state circuits commonly include interconnected active and passive
devices, diffused into a single silicon chip. Integrated circuits can be classified into analog, digital and
mixed signal (both analog and digital on the same chip). Digital integrated circuits commonly contain
many of logic gates, flip-flops, multiplexers, and other circuits in a few square millimeters. The small
size of these circuits allows high speed, low power dissipation, and reduced manufacturing cost
compared with board-level integration. Further, a multi-chip module (MCM) may be used, where
multiple integrated circuits (ICs), semiconductor dies, or other discrete components are packaged onto
a unifying substrate, facilitating their use as a single component (as though alarger IC).

The term "computer" is used generically herein to describe any number of computers,
including, but not limited to personal computers, embedded processing elements and systems, control
logic, ASICs, chips, workstations, mainframes, etc. Any computer herein may consist of, or be part
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of, a handheld computer, including any portable computer which is small enough to be held and
operated while holding in one hand or fit into a pocket. Such a device, also referred to as a mobile
device, typically has a display screen with touch input and / or miniature keyboard. Non-limiting
examples of such devices include Digital Still Camera (DSC), Digital video Camera (DV C or digital
camcorder), Personal Digital Assistant (PDA), and mobile phones and Smartphones. The mobile
devices may combine video, audio and advanced communication capabilities, such as PAN and
WLAN. A mobile phone (also known as a cellular phone, cell phone and a hand phone) is a device
which can make and receive telephone calls over aradio link whilst moving around a wide geographic
area, by connecting to a cellular network provided by a mobile network operator. The calls are to and
from the public telephone network which includes other mobiles and fixed-line phones across the
world. The Smartphones may combine the functions of a personal digital assistant (PDA ), and may
serve as portable media players and camera phones with high-resolution touch-screens, web browsers
that can access, and properly display, standard web pages rather than just mobile-optimized sites, GPS
navigation, Wi-Fi and mobile broadband access. In addition to telephony, the Smartphones may
support a wide variety of other services such as text messaging, MM S, email, Internet access, short-
range wireless communications (infrared, Bluetooth), business applications, gaming and
photography.

Some embodiments may be used in conjunction with various devices and systems, for
example, a Personal Computer (PC), a desktop computer, a mobile computer, a laptop computer, a
notebook computer, a tablet computer, a server computer, a handheld computer, a handheld device, a
Personal Digital Assistant (PDA) device, a cellular handset, a handheld PDA device, an on-board
device, an off-board device, a hybrid device, a vehicular device, a non-vehicular device, a mobile or
portable device, a non-mobile or non-portable device, a wireless communication station, a wireless
communication device, a wireless A ccess Point (AP), a wired or wireless router, a wired or wireless
modem, a wired or wireless network, a Local Area Network (LAN), a Wireless LAN (WLAN), a
M etropolitan Area Network (MAN), a Wireless MAN (WMAN), a Wide Area Network (WAN), a
Wireless WAN (WWAN), a Personal Area Network (PAN), a Wireless PAN (WPAN), devices
and/or networks operating substantially in accordance with existing IEEE 802.11, 802.11a, 802.11b,
802.11g, 802.11k, 802.11n, 802.11r, 802.16, 802.16d, 802.16e, 802.20, 802.21 standards and/or
future versions and/or derivatives of the above standards, units and/or devices which are part of the

above networks, one way and/or two-way radio communication systems, cellular radio-telephone
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communication systems, a cellular telephone, a wireless telephone, a Personal Communication
Systems (PCS) device, aPDA device which incorporates a wireless communication device, a mobile
or portable Global Positioning System (GPS) device, a device which incorporates a GPS receiver or
transceiver or chip, a device which incorporates an RFID element or chip, a M ultiple Input M ultiple
Output (MIM O) transceiver or device, a Single Input M ultiple Output (SIM O) transceiver or device,
a Multiple Input Single Output (M 1SO) transceiver or device, a device having one or more internal
antennas and/or external antennas, Digital Video Broadcast (DV B) devices or systems, multi-standard
radio devices or systems, a wired or wireless handheld device (e.g., BlackBerry, Palm Treo), a
Wireless A pplication Protocol (WAP) device, or the like.

As used herein, the term "user device" is meant to include any device having a computer, a
user interface, and a network interface. The network interface allows for communication over a
network with other devices. The user interface (such as Graphical User Interface - GUI) allows for a
human to interact with the device, to operate, control, or to output information to the user device, and
to receive indications from the device. The user interface typically includes, or is based on, a Human
Interface Device (HID), used to interact directly to receive input from humans, to provide output to
humans, or both. Examples of HIDs that receive information from humans are keyboard, a pointing
device such as a mouse, a trackball or a pointing stick, a joystick, a fingerprint scanner, a dance pad,
atouch screen, a camera, a microphone, and a motion sensor (such as Wii™ remote), and such devices
may include, or be based on, a sensor, such as any one of the sensors disclosed herein. The input may
be based on a human touch, a human motion, a human voice, or a human gesture (such as hand
gesture). Examples of HIDs that output information to humans are a display (for visual presentation),
a speaker (for audio sounding), and a vibrator, and such devices may include, or be based on, an
actuator, such as any one of the actuators disclosed herein. The HID, and the operation in USB
environment, may be as described in the standard "HID Usage Tables" Version 1.12 (10/28/2004) by
the USB Implementers' Forum, which is incorporated in its entirety for all purposes as if fully set
forth herein. The user device may communicate over any of the networks described herein via its
network interface. A user device may consists of, comprises, be part of, or integrated with, a Digital
Still Camera (DSC), a Digital video Camera (DV C or digital camcorder), a landline telephone set, a
television set, a Personal Digital Assistant (PDA), a mobile phones, one way or two-way radio
communication device, a pager, a cellular radio-telephone communication device, a cellular telephone
handset, a wireless telephone, a Personal Communication Systems (PCS) device, a mobile or portable
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Global Positioning System (GPS) device, a Personal Computer (PC), a desktop computer, a mobile
computer, a laptop computer, a notebook computer, a tablet computer, a server computer, or a
handheld computer. Alternatively or in addition, a user device may consists of, comprises, be part of,
or integrated with, a personal computer (such as the personal computer 18ashown in FIG. 5i), ahome
device (such as the home devices 15aand 15bshown in FIG. 5i), a field unit (such as the field units
23a-cshown in FIG. 5i), a router (such as the router 2Lshown in FIG. 5i), an appliance, or a server
(such as the server 24 shown in FIG. 5i). A user device may communicate over a home network, a
control network, the Internet, or any other network, for communication with another device in the
system.

As used herein, the terms "program", "programmable", and "computer program" are meant to
include any sequence or human or machine cognizable steps which perform a function. Such
programs are not inherently related to any particular computer or other apparatus, and may be
rendered in virtually any programming language or environment including, for example, C/C++,
Fortran, COBOL, PASCAL, assembly language, markup languages (e.g., HTML, SGML, XML,
VoXML), and thelikes, as well as object-oriented environments such as the Common Object R equest
Broker Architecture (CORBA), Java™ (including ] 2M E, | ava Beans, etc.) and the like, as well asin
firmware or other implementations. Generally, program modules include routines, programs, objects,
components, data structures, etc., that performs particular tasks or implement particular abstract data
types.

The terms "task" and "process" are used generically herein to describe any type of running
programs, including, but not limited to a computer process, task, thread, executing application,
operating system, user process, device driver, native code, machine or other language, etc., and can
be interactive and/or non-interactive, executing locally and/or remotely, executing in foreground
and/or background, executing in the user and/or operating system address spaces, a routine of a library
and/or standalone application, and is not limited to any particular memory partitioning technique. T he
steps, connections, and processing of signals and information illustrated in the figures, including, but
not limited to any block and flow diagrams and message sequence charts, may typically be performed
in the same or in a different serial or parallel ordering and/or by different components and/or
processes, threads, etc., and/or over different connections and be combined with other functions in
other embodiments, unless this disables the embodiment or a sequence is explicitly or implicitly
required (e.g., for a sequence of reading the value, processing the value - the value must be obtained
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prior to processing it, although some of the associated processing may be performed prior to,
concurrently with, and/or after the read operation). Where certain process steps are described in a
particular order or where alphabetic and / or alphanumeric labels are used to identify certain steps, the
embodiments of the invention are not limited to any particular order of carrying out such steps. In
particular, the labels are used merely for convenient identification of steps, and are not intended to
imply, specify or require a particular order for carrying out such steps. Furthermore, other
embodiments may use more or less steps than those discussed herein. The invention may also be
practiced in distributed computing environments where tasks are performed by remote processing
devices that are linked through a communications network. In a distributed computing environment,
program modules may be located in both local and remote memory storage devices.

As used herein, the terms "network", "communication link" and "communications
mechanism" are used generically to describe one or more networks, communications media or
communications systems, including, but not limited to, the Internet, private or public telephone,
cellular, wireless, satellite, cable, data networks. Data networks include, but not limited to,
M etropolitan AreaNetworks (MANs), Wide Area Networks (WANs), Local Area Networks (LANSs),
Personal Area networks (PANs), WLANs (Wireless LANS), Internet, internets, NGN, intranets,
Hybrid Fiber Coax (HFC) networks, satellite networks, and Telco networks. Communication media
include, but not limited to, a cable, an electrical connection, a bus, and internal communications
mechanisms such as message passing, interprocess communications, and shared memory. Such
networks or portions thereof may utilize any one or more different topologies (e.g., ring, bus, star,
loop, etc.), transmission media (e.g., wired/RF cable, RF wireless, millimeter wave, optical, etc.)
and/or communications or networking protocols (e.g., SONET, DOCSIS, IEEE Std. 802.3, ATM,
X.25, FrameRelay, 3GPP, 3GPP2, WAP,SIP, UDP, FTP, RTP/RTCP, H.323, etc.). W hile exampled
herein with regard to secured communication between a pair of network endpoint devices (host-to-
host), the described method can equally be used to protect the data flow between a pair of gateways
or any other networking-associated devices (network-to-network), or between a network device (e.g.,
security gateway) and a host (network-to-host).

Some embodiments may be used in conjunction with one or more types of wireless
communication signals and/or systems, for example, Radio Frequency (RF), Infra Red (IR),
Frequency-Division M ultiplexing (FDM ), Orthogonal FDM (OFDM ), Time-Division M ultiplexing
(TDM), Time-Division Multiple Access (TDMA), Extended TDMA (E-TDMA), General Packet
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Radio Service (GPRS), extended GPRS, Code-Division Multiple Access (CDMA), Wideband
CDMA (WCDMA), CDMA 2000, single-carrier CDMA, multi-carrier CDMA, Multi-Carrier
M odulation (MDM ), Discrete Multi-Tone (DMT), Bluetooth (RTM), Global Positioning System
(GPS), Wi-Fi, Wi-Max, ZigBee (TM), Ultra-Wideband (UWB), Global System for Mobile
communication (GSM), 2G, 2.5G, 3G, 3.5G, Enhanced Data rates for GSM Evolution (EDGE), or
the like. Further, a wireless communication may be based on wireless technologies that are described
in Chapter 20: "Wireless Technologies" of the publication number 1-587005-001-3 by Cisco Systems,
Inc. (7/99) entitled: "Internetworking Technologies Handbook", which is incorporated in its entirety
for all purposes as if fully set forth herein.

A wireless communication may be partly or in full in accordance with, or based on, the
WiGig™ technology developed by the Wireless Gigabit Alliance (http://wirelessgigabitalliance.org),
and standardized as IEEE 802.11ad, allowing multi-gigabit data rate and using the unlicensed 60 GHz
frequency band. The WiGig tri-band enabled in-room devices, which operateinthe 2.4, 5 and 60 GHz
bands, supports data transmission rates up to 7 Gbit/s, and is based on, supplements and extends the
802.11 M edia A ccess Control (MAC) layer and is thus backward compatible with the IEEE 802.11
standard. The specifications further supports protocol adaptation layers are being developed to
support specific system interfaces including data buses for PC peripherals and display interfaces for
HDTV s, monitors and projectors, and is based on phase array antenna beamforming, enabling robust
communication at distances beyond 10 meters, while the beams can move within the coverage area
through modification of the transmission phase of individual antenna elements. The WiGig
technology is further described in the white paper entitled: "WiGig W hite Paper — Defining the Future
of Multi-Gigabit Wireless Communications", published by WiGig Alliance, July 2010, which is
incorporated in its entirety for all purposes as if fully set forth herein.

Alternatively or in addition, an in-room wireless communication may be in accordance with,
or based on, the WirelessHD™ technology developed by the WirelessHD™ Consortium
(http://www.wirelesshd.org) and standardized as IEEE 802.15.3¢-2009, which based on a 7 GHz
channel in the 60 GHz Extremely High Frequency radio band. It allows for either compressed (H.264)
or uncompressed digital transmission of high-definition video and audio and data signals. The 1.1
version of the specification increases the maximum data rate to 28 Ghit/s, supports common 3D
formats, 4K resolution, WPAN data, low-power mode for portable devices, and HDCP 2.0 content
protection. The 60 GHz band usually requires line of sight between transmitter and receiver, and the
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WirelessHD specification ameliorates this limitation through the use of beam forming at the receiver
and transmitter antennas to increase the signal's effective radiated power. The range obtained may be
in-room, point-to-point, non line-of-sight (NLOS) at up to 10 meters. Further, The WirelessHD
specification has provisions for content encryption via Digital Transmission Content Protection
(DTCP) as well as provisions for network management. The WirelessHD™ technology is further
described in the overview entitled: "WirelessHD Specifications V ersion 1.1 Overview", published by
the WirelessH D consortium, M ay 2010, whichisincorporated in its entirety for all purposes as if fully
set forth herein.

Alternatively or in addition, a wireless communication may be in accordance with, or based
on, the Wireless Home Digital Interface (WHDI™) technology developed by the WHDI™ Special
Interest Group (http://www.whdi.org), and provides a high-quality, uncompressed wireless link which
can support delivery of equivalent video data rates of up to 3Gbps (including uncompressed 1080p)
in a40M Hz channel in the 5GHz unlicensed band, conforming to FCC regulations. Equivalent video
data rates of up to 1.5Gbps (including uncompressed 1080i and 720p) can be delivered on a single
20M Hz channel in the 5GHz unlicensed band, conforming to worldwide 5GHz spectrum regulations.
The range is beyond 100 feet, through walls, and latency is less than one millisecond. The WHD [™
technology is further described in the technical overview entitled: "Enabling W ireless uncompressed
HDTV Connectivity with a Unique Video-M odem Approach" by Meir Feder, published by the
AMIMON Ltd., whichisincorporated in its entirety for all purposes as if fully set forth herein.

A wireless communication may use white spaces, which relates to the frequencies and
frequency bands allocated between used or licensed radio frequency bands (or channels) to avoid
interference or to serve as guard band. Further, white space refers to frequency bands between about
50 MHz and 700 MHz traditionally used for analog television broadcast, and were freed in the
switchover to digital television. In the United States, full power analog television broadcasts, which
operated between the 54 MHz and 806 MHz (54-72, 76-88, 174-216, 470-608, and 614-806)
television frequencies (Channels 2-69), ceased operating on J une 12, 2009 per a U nited States digital
switchover mandate. At that time, full power TV stations were required to switch to digital
transmission and operate only between 54 MHz and 698 M Hz. T he abandoned television frequencies
are primarily covering TV channels 52 to 69 (698 to 806 MHz), as well as unused television
frequencies between 54 MHz and 698 MHz (TV Channels 2-51). In the rest of the world, the
abandoned television channels are VHF, and the resulting large VHF white spaces are being re-
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allocated for the worldwide (except the U.S.) digital radio standard DAB and DAB+ and DMB. A
device intended to use these available channels is commonly referred to as a "W hite-Spaces Device"
(WSD), and are typically designed to detect the presence of existing but unused areas of the airwaves,
such as those reserved for analog television, and utilize these unused airwaves to transmit signals for
communication application such as for Internet connectivity. The communication over white spaces
may be partly or in full in accordance with, or based on, IEEE 802.11af or IEEE 802.22 standards
(sometimes referred to as Super Wi-Fi standards).

The wireless communication over white spaces may be partly or in full in accordance with,
or based on, Wireless Regional Area Network (WRAN) standard IEEE 802.22 — "Standard for
Wireless Regional Area Networks (WRAN) - Specific requirements - Part 22: Cognitive Wireless
RAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications: Policies and
procedures for operation in the TV Bands", described in the article lEEE 802.22: An Introduction to
the First Wireless Standard based on Cognitive Radios', by Carlos Cordeiro, Kiran Challapali,
Dagnachew Birru, and Sai Shankar, published in the Journal of Communication, Vol. 1, No. 1, April
2006, and in the presentation '|EEE 802.22 Wireless Regional Area Networks — Enabling Rural
Broadband Wireless Access Using Cognitive Radio Technology', by Apruva N. Mody and Gerald
Chouinard, Doc. #IEEE 802.22 —10/0073r03 J une 2010, which are both incorporated in their entirety
for all purposes as if fully set forth herein.

Such communication may use Cognitive Radio (CR) techniques to allow sharing of
geographically unused spectrum formerly allocated to the Television Broadcast Service, on a non-
interfering basis. Cognitive-based dynamic spectrum access is described, for example, in the
document entitled: 'Dynamic Spectrum Access In |IEEE 802.22 — Based Cognitive Wireless
Networks: A Game T heoretic M odel for Competitive Spectrum Bidding and Pricing' by Dusit N iyato
and Ekram Hossain, published IEEE Wireless Communication April 2009, which is incorporated in
its entirety for all purposes as if fully set forth herein.

The communication may operate in a point to multipoint basis (P2M P), and the network may
be formed by Base Stations (BS) and Customer-Premises Equipment (CPE), where the CPEs are
communicating with a BS via a wireless link, while the BSs control the medium access for all the
CPEs attached to it. The WRAN Base Stations may capable of performing a distributed sensing,
where the CPE s are sensing the spectrum and are sending periodic reports to the BS informing itabout
what they sense, such that the BS, with the information gathered, may evaluate whether a change is
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necessary in the channel or channels used, or on the contrary, if it should stay transmitting and
receiving in the same one. The PHY layer may use OFDM A as the modulation scheme and may use
oneTV channel (aTV channel typically has a bandwidth of 6 M Hz; in some countries 7 or §MHz is
used), and may use more than one channel using a Channel Bonding scheme.

In such environment, the gateway or router 21, 40 or 143may serve as the base station, while
the field units 23 computer 161, server 24, or the home devices 15functions as CPEs. Similarly, the
gateway or router 21, 40 or 143 may serve as the CPE, while part or all of the field units 23 computer
161, server 24, or the home devices 15functions as BS.

The wireless communication may be partly or in full in accordance with, or based on, short-
range communication such as Near Field Communication (NFC), having a theoretical working
distance of 20 centimeters and a practical working distance of about 4 centimeters, and commonly
used with mobile devices, such as smartphones. The NFC typically operates at 13.56 M Hz as defined
in ISO/IEC 18000-3 air interface and at data rates ranging from 106 Kbit/s to 424 Kbit/s. NFC
commonly involves an initiator and a target; the initiator actively generates an RF field that may
power a passive target. NFC peer-to-peer communication is possible, provided both devices are
powered. In NFC environment, the gateway or router 21, 40, or 143 may serve as the initiator, while
the field units 23 computer 161, server 24, or the home devices 15functions as targets. Similarly, the
gateway or router 21, 40 or 143may serve as the target, while part or all of the field units 23 computer
161, server 24, or the home devices 15functions as initiators.

TheNFC typically supports passive and active modes of operation. In passive communication
mode, the initiator device provides a carrier field and the target device answers by modulating the
existing field, and the target device may draw its operating power from the initiator-provided
electromagnetic field, thus making the target device a transponder. In active communication mode,
both devices typically have power supplies, and both initiator and target devices communicate by
alternately generating their own fields where a device deactivates its RF field while it is waiting for
data. NFC typically uses Amplitude-Shift Keying (ASK), and employs two different schemes to
transfer data. At the data transfer rate of 106 K bit/s, a modified M iller coding with 100% modulation
is used, while in all other cases M anchester coding is used with a modulation ratio of 10%.

The NFC communication may be partly or in full in accordance with, or based on, NFC
standards ISO/IEC 18092 or ECMA-340 entitled: "Near Field Communication Interface and
Protocol-1 (NFCIP-1)", and ISO/IEC 21481 or ECMA-352 standards entitled: "Near Field
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Communication Interface and Protocol-2 (NFCIP-2)". The NFC technology is described in ECMA
International white paper Ecma/T C32-T G 19/2005/012 entitled: "Near Field Communication — W hite
paper", in Rohde& Schwarz White Paper IMA 182 4e entitled: " Near Field Communication (NFC)
Technology and M easurements W hite Paper", and in Jan K remer Consulting Services (JKCS) white
paper entitled: "NFC - Near Field Communication — W hite paper", which are all incorporated in their
entirety for all purposes as if fully set forth herein.

The system 49%bin FIG. 4b above shows two communication routes designated as routes 400a
and 400b connecting the router 40a to servers 48a and 48b. Similarly, system 49d in FIG. 4d
examples the connection of router 40ato the ISP server 4Zavia two communication routes, consisting
of wired WAN 46aand wireless WAN 4@h. T he system 500 shown in FIG. 5j similarly shows two
communication routes 500gand 500h, connecting the field unit 22d to router 21 In the general case,
any pair of devices in the system may communicate over two or more distinct or independent
communication routes. Further, one, two, three or all of the communicating device pairs in the system
may use two, three, or more distinct or independent alternative communication routes. The
communication routes may involve direct communication between the pair of devices where the
devices communicate directly with each other over a communication network. Alternatively or in
addition, one or more of the alternative communication route use one or more intermediary device,
acting as a repeater or a router. The intermediary device may be a dedicated device functioning as a
traditional repeater, or alternatively a device in the system may double as a repeater. For example,
while the arrangement 500i in FIG. 5) shows communication route 500g using network 22a and
communication route 500gusing network 22, both routes directly connecting field unit 23d to the
router 2L In one example, a new communication route may be formed, where the field unit 23balso
serves as a repeater for field unit 23d, and passes information between these two devices.

M ultiple distinct or independent communication routes provide higher reliability such as
avoiding single point of failure (SPOF), where in the case of any failure in one of the communication
routes, the other routes may still provide the required connection and the system functionality is
preserved, thus a therein renders the system fully functional, using a backup or fail-safe scheme. The
operation of the redundant communication routes may be based on standby redundancy, (a.k.a.
Backup Redundancy), where one of the data paths or the associated hardware is considered as a
primary unit, and the other data path (or the associated hardware) is considered as the secondary unit,
serving as back up to the primary unit. The secondary unit typically does not monitor the system, but
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is there just as a spare. T he standby unit is not usually kept in sync with the primary unit, so it must
reconcile its input and output signals on the takeover of the communication. This approach does lend
itself to give a “bump” on transfer, meaning the secondary operation may not be in sync with the last
system state of the primary unit. Such mechanism may require a watchdog, which monitors the system
to decide when a switchover condition is met, and command the system to switch control to the
standby unit. Standby redundancy configurations commonly employ two basic types, namely 'Cold
Standby' and 'Hot Standby'.

In cold standby, the secondary unit is either powered off or otherwise non-active in the system
operation, thus preserving the reliability of the unit. The drawback of this design is that the downtime
is greater than in hot standby, because the standby unit needs to be powered up or activated, and
brought online into a known state.

On hot standby, the secondary unit is powered up or otherwise kept operational, and can
optionally monitor the system. T he secondary unit may serve as the watchdog and/or voter to decide
when to switch over, thus eliminating the need for an additional hardware for this job. This design
does not preserve the reliability of the standby unit as well as the cold standby design. However, it
shortens the downtime, which in turn increases the availability of the system. Some flavors of Hot
Standby are similar to Dual Modular Redundancy (DMR) or Parallel Redundancy. The main
difference between Hot Standby and DMR is how tightly the primary and the secondary are
synchronized. DM R completely synchronizes the primary and secondary units.

While a redundancy of two was exampled above, where two data paths and two hardware
devices were used, a redundancy involving three or more data paths or systems may be equally used.
The term 'N' M odular Redundancy, (a.k.a. Parallel Redundancy) refers to the approach of having
multiply units or data paths running in parallel. A ll units are highly synchronized and receive the same
input information at the same time. Their output values are then compared and a voter decides which
output values should be used. This model easily provides 'bumpless' switchovers. This model
typically has faster switchover times than Hot Standby models, thus the system availability is very
high, but because all the units are powered up and actively engaged with the system operation, the
system is at more risk of encountering a common mode failure across all the units.

Deciding which unitis correct can be challenging if only two units are used. If more than two
units are used, the problem is simpler, usually the majority wins or the two that agree win. In N
M odular Redundancy, there are three main typologies: Dual M odular Redundancy, Triple M odular
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R edundancy, and Quadruple Redundancy. Quadruple M odular Redundancy (QM R) is fundamentally
similar to TM R but using four units instead of three to increase the reliability. T he obvious drawback
is the 4X increase in system cost.

Dual Modular Redundancy (DMR) uses two functional equivalent units, thus either can
control or support the system operation. The most challenging aspect of DM R is determining when
to switch over to the secondary unit. Because both units are monitoring the application, a mechanism
is needed to decide what to do if they disagree. Either a tiebreaker vote or simply the secondary unit
may be designated as the default winner, assuming it is more trustworthy than the primary unit. Triple
M odular Redundancy (TM R) uses three functionally equivalent units to provide a redundant backup.
This approach is very common in aerospace applications where the cost of failure is extremely high.
TMR is more reliable than DMR due to two main aspects. The most obvious reason is that two
“standby” unitS are used instead of just one. The other reason is that in a technique called diversity
platforms or diversity programming may be applied. In this technique, different software or hardware
platforms are used on the redundant systems to prevent common mode failure. The voter decides
which unit will actively control the application. With TMR, the decision of which system to trust is
made democratically and the majority rules. If three different answers are obtained, the voter must
decide which system to trust or shut down the entire system, thus the switchover decision is
straightforward and fast.

Another redundancy topology is 1:N Redundancy, where a single backup is used for multiple
systems, and this backup is able to function in the place of any single one of the active systems. This
technique offers redundancy at a much lower cost than the other models by using one standby unit
for several primary units. This approach only works well when the primary units all have very similar
functions, thus allowing the standby to back up any of the primary units if one of them fails.

W hile the redundant data paths have been exampled with regard to the added reliability and
availability, redundant data paths may as well be used in order to provide higher aggregated data rate,
allowing for faster response and faster transfer of data over the multiple data paths. Further, multiple
communication routes may improve the delay through the system, in particular where the transfer
delay is statistical and practically random, such as in packet-based delivery systems or over the
Internet.

An example of part of a device 210 capable of communicating over three networks 211a,
221band 211cis shownin FIG. 21. The device may be any device, and in particular any one or more
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of the devices described herein such as the field unit 23, the router 21 or the router 40 or the home
device 15 The device 210 includes three interfaces 214a 214b and 21dc, for respectively
communicating over the networks 211a 211b, and 211c Each of the interfaces commonly includes
all the components required for the communication over the respective network, and adapted to the
specific network. The interface 214aincludes network connection 212aconnected to a modem 213a
(or a transceiver in general). Similarly, the interface 214b includes a network connection 212b
connected to a modem 213b, and the interface 214c includes network connection 212c connected to
amodem 213c In the case of a wired or a conductive medium, the network connection 212is typically
a connector, while in the case of a radio-frequency and over-the-air network, the network connection
212is commonly an antenna. A packet (or any otherwise formatted digital data information piece) to
be transmitted is received by the interface selector 215via input 217, which directs the packet to one
of more of the network interfaces 21da, 214band 214cto be sent over the respective networks 211a,
211b, and 211c T he interface selector 2150peration is controlled by the computer or processor 216
The computer 216may be in part or in whole a dedicated separated component, or may be the same
computer used by the device 210for other device functionalities, such as computer 53in the sensor
unit 50, computer 63in actuator unit 60 computer 7Lin field unit 70, or controller 147in router 143
described herein. While device 210is exampled having three network interfaces 214, two, four and
any number of interfaces may be equally used for connecting to multiple networks 211 The interface
selector 215 may be hardware based, where the input 217is a physical port or connection, or may be
implemented in software or firmware executed by the computer 216 where the packet is received
from other processes executed by the computer or processor 216

The networks 211a, 211b, and 211c may be similar, identical or different from each other.
For example, networks 211a and 211b may use different, similar or the same type of medium, and
may use different, similar or the same protocol for communication over the network medium.
Similarly, networks 211aand 211c may use different, similar or the same type of medium, and may
use different, similar or the same protocol for communication over the network medium. In the
general case, some of the networks may be similar, identical or different from each other. The network
interfaces 214a 214b, and 214c may be (in part or in whole) similar, identical or different from each
other. For example, network interfaces 21d4aand 214b may use different, similar or the same type of
physical layer or other OSI layers, and may use different, similar or the same type of modem 213 or
network connection 212
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In one example, some of the networks may be wired (or otherwise conductive) while the other
may be wireless (or otherwise using non-conductive propagation). Such example is shown in FIG.
22, where networks 211a and 211b are wired networks, using wiring 222a and 222b respectively,
while network 211cis a wireless over-the-air network using radio waves. In such scenario device 220
is used, where the generic network interface 21dais implemented as interface 224a having a wired
modem 225aand connector 221afor connecting to the mating connector 223aattached to the wiring
222a Similarly, the generic network interface 21dbis implemented as interface 2dbhaving a wired
modem 225band connector 221bfor connecting to the mating connector 223battached to the wiring
222h. The generic network interface 21dcis implemented as interface 22dchaving a wireless modem
219and an antenna 218for transmitting to, and receiving from, the wireless network 211c Similarly,
all the networks may be wired networks, using different types of medium, such that one or more
networks uses a coaxial cable (where the interface includes a coaxial connector and coaxial cable
modem), one or more of the other networks are using twisted-pair (where the interface includes a
cable connector and twisted-pair modem), while one or more of the other networks are using
powerlines, telephone lines or similar, and the interfaces are using the appropriate connectors and
modems. Further, all the networks may be wireless networks, using different types of non-conductive
medium or different types of propagation technologies. For example, one or more networks uses a
Radio Frequency (RF) propagation (where the interface includes an antenna and wireless modem),
one or more of the other networks are using light propagation such as over the air or fiber-optic cable
(where the interface includes a light emitter and detector and an appropriate modem), while one or
more of the other networks are using sound based propagation (where the interface includes a sound
emitter such as a speaker and a microphone and an appropriate modem).

Similarly, all the networks may be the same type of geographical scale or coverage networks,
suchasNFC,PAN,LAN,MAN, or WAN types. Alternatively, multiple types of geographical scales
or types may be used, such that one or more networks are PAN, one or more of the other networks
are LAN, one or more of the other networks are WA N, and so forth. Similarly, the networks may all
use the same type of modulation, such as Amplitude M odulation (AM), a Frequency M odulation
(FM), or a Phase M odulation (PM ). A lternatively, multiple types of modulations may be used, such
that one or more networks use AM, one or more of the other networks use FM, one or more of the
other networks use PM, and so forth. Similarly, the same of different line codes may be used among
the networks. Further, the networks may all use the same type of duplexing, such as full-duplex, half-
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duplex or unidirectional. A lternatively, multiple types of modulations may be used, such that one or
more networks use full-duplex communication, one or more of the other networks use half-duplex,
one or more of the other networks are unidirectional, and so forth. Similarly, the same of different
data rates may be used among the networks.

The networks may be circuit-switched based such as the PSTN, where typically two network
nodes establish a dedicated communications channel (circuit) through the network before the nodes
may communicate with each other. The circuit functions as if the nodes were physically connected as
with an electrical circuit and guarantees the full bandwidth of the channel and remains connected for
the duration of the communication session. In circuit switching, the bit delay is constant during a
connection, as opposed to packet switching, where packet queues may cause varying and potentially
indefinitely long packet transfer delays. Virtual circuit switching is a packet switching technology
that emulates circuit switching, in the sense that the connection is established before any packets are
transferred, and packets are delivered in order. T he networks may be based on packet switching based
where the data to be transmitted is divided into packets transmitted through the network
independently. In packet switching, instead of being dedicated to one communication session at a
time, the network links may be shared by packets from multiple competing communication sessions.
Similarly, the networks may be a combination of circuit- and packet-based networks.

The networks may be private data networks where the medium or the equipment are owned
by a private entity, or where the network is established, operated, or administered by a private
administration, or may be public data networks, which were established or are operated for providing
services to the public. Similarly, the networks may be a combination of private and public networks.

In one example, two or more network interfaces 214 communicate to the same network or to
same network medium, providing redundancy by having multiple interfaces, which may function as
redundant units. Such an example is shown in FIG. 22a as device 220a B oth network interfaces 224a
and 224bare communicating over the same medium 222a, sharing the connector 221afor connecting
to the same medium 222a Both network interfaces may use the wiring 222aserving as the network
medium simultaneously using the FDM technique (Frequency Division M ultiplexing). In such
configuration, the same network medium, such as the wiring 222ais used for carrying two or more
distinct communication signals, each using a distinct frequency spectrum band. Such arrangement is
shown as device 220bin FIG. 22b, based on device 220ain FIG. 22a. The network interfaces 24a
and 224b are replaced with interfaces 226a and 228k, having filters 227a and 227b respectively
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connected between the respective modem and the shared connector 221a The filters substantially
pass part of the available frequency spectrum of the wiring 222a, allowing for concurrent transmission
of two communication signals over the same physical medium. A lternatively, distinct modulation or
coding may be used in order to carry two or more signals over the same medium. Similarly, a single
antenna may be used as a network connection and shared by two more wireless modems, working on
the same frequency band, distinct frequency bands, or a combination thereof. An example of sharing
two communication signals over the same medium is described in U.S. Patent Application No.
2004/0032902 to K oifman et al., entitled: "M odem Channel Sharing Based on Frequency Division".

The flow chart 230 shown in FIG. 23 describes the packet handling in a multiple network
connection device, such as device 210 shown in FIG. 21. A packet to be sent is received by the
interface selector 215in step 'R eceive Packet' 231, for example via port 217. In step 'Check A vailable
Interfaces' 232 the interfaces that are available for transmission of the received packet are identified.
For example, interfaces may not be available due to network or interface malfunction, or the interface
may be busy in transmitting former packet or data. Similarly, in half-duplex connection, an interface
may be in the state of receiving information, hence not available for transmission at the time of
reception. Next, in 'Select Interface' 283 step, an interface to be used (or multiple interfaces) is selected
out of the available interfaces. In step 'Send Packet' 234 the packet is directed and sent to the selected
interface for being transmitted over the associated network.

In one example, the device may use a broadcast mechanism, where the packet is sent via all
available interfaces, hence obviating the need for the 'Select Interface' 233 step. Similarly, two, three,
or any other number of the available interfaces may be used to transmit the same packet. Such
mechanism allows for fault tolerant transmission, since even in the case of communication failure of
any one of parallel transmitted packet routes, one of the transmitted packets will arrive to the
destination, thus enhancing the system reliability. Further, such arrangement allows for lower delay
in the transmission, since the fastest communication route among those routes that are used will
determine the transfer time. T his may prove beneficial especially over the Internet or any other packet-
based network, typically where transfer time is not guaranteed and is practically random.

Alternatively or in addition, the packet may be directed to be transmitted over asingle network
using a single interface. The selection mechanism may be designed for optimizing load balancing
over the networks, for providing higher reliability, for reducing costs associated with the networks
usage, allowing for higher total throughput and so forth. The selection of the interface to be used in
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the 'Select Interface' 233step may use the cyclic assigning mechanism, where all interfaces are treated
equally. For example, assuming three interfaces designated as #1, #2, and #3, the first packet will be
directed to interface #1, the second packet to interface #2, the third packet to interface #3, the fourth
packet again to interface #1, the fifth packet to interface #2, and so forth in a cyclic pattern. In the
case one of the interfaces is or becomes unavailable upon its turn, the 'next' interface is selected. In
the case of two interfaces, the arriving packets to be sent are alternated between them. In the case
when the interfaces have the same or similar data-rate capability, the selection mechanism is thus
similar to, or the same as, common Time-Division M ultiplexing (TDM ) scheme, and the interface
selector 215effectively serves as a time-division multiplexer. T he data-rate provided by the multiple
network connections are thus aggregated to provide increased throughput.

In another alternative or in addition, the interface is randomly selected in the 'Select Interface'
233step, allowing for fair' and evenly distributed workload over the available network and interfaces.
The randomness may be based on a random number generated by a random number generator. The
random number generator may be based on a physical process (such as thermal noise, shot noise,
nuclear decaying radiation, photoelectric effect or other quantum phenomena), or on an algorithm for
generating pseudo-random numbers.

Further alternatively or in addition, a priority may be assigned to each network interface.
During operation in 'Select Interface' 283step, the highest priority interfaceis assigned to the outgoing
packet. In case that this highest priority interface is busy or otherwise unavailable, the second highest
priority is used. The third priority interface will be used only in the case where the highest priority
and the second in line interfaces are busy or otherwise unavailable. The priorities may be pre-set,
fixed or adaptive and changing in time.

The selection of the interface to be used, or the priorities assigned to the network interfaces,
may be based on the available networks attributes or their history. For example, based on the costs
associated with the usage of a network, the higher cost network may have lower priority and less used
than lower cost or free network. In another example, a high quality network, such as having a higher
available bandwidth or throughput, lower communication errors or packet loss, lower hops to
destination, or lower transfer delay time, is having higher priority that a lower quality network. The
system may use Bit Error Rate (BER), Received Signal Strength Indicator (RSSI), Packet Loss Ratio
(PLR), Cyclic Redundancy Check (CRC) and other indicators or measures associated with the
communication channel associated with a network interface, and may be based on, use, or include the
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methodology and schemes described in RFC 2544 entitled: "Benchmarking M ethodology for
Network Interconnect Devices", and ITU-T Y.1564 entitied: "Ethernet Service Activation Test
M ethodology", which are both incorporated in their entirety for all purposes as if fully set forth herein.
The network quality grade may be affected by the history of using such a network, for example in a
pre-set period before the network interface selection process. In one example, the network interface
where the last proper packet was received from may be selected as the interface to be used for the
next packet to be transmitted. The system may further use, or be based on, the schemes and
technologies described in U.S. Patent No. 7,027,418 to Gan et al. entitled: “A pproach for Selecting
Communications Channels Based on Performance", which is incorporated in its entirety for all
purposes as if fully set forth herein.

The selection of the interface to be used, or the priorities assigned to the network interfaces,
may be based on the attributes of the packet to be sent. In one example, the selection scheme is based
on the packet destination address, where the device assigns an outgoing interface according the
destination address in the packet, which may bea MAC or IP (such as IPv4 or IPv6) address, based
on routing tables. The routing tables may be fixed, or may change in time. The routing tables may be
dynamically updated based on the interface from which a packet from the destination arrived in an
earlier communication, similar to acommon LAN switching, as described for example in U.S. Patent
No. 5,274,631 to Bhardwaj, entitled: “Computer Network Switching System", which is incorporated
in its entirety for all purposes as if fully set forth herein.

Alternatively or in addition, the selection of the interface to be used, or the priorities assigned
to the network interfaces, may be based on the information source or on the source address. T he device
may hold fixed or dynamic routing tables associating the various sources of information to the
available network interfaces, such that when a packet is received, the data source is analyzed, and
upon the stored routing table information, the packet is routed to the associated network interface. For
example, afield unit may include, or may be connected to, four sensors designated as sensors #1, #2,
#3, and #4, and may include three network interfaces, designated as #1, #2, and #3. The routing table
may associate sensors #1 and #3 to interface #2, sensor #2 to interface #3, and sensor #4 to interface
#1. Alternatively or in addition, the selection of the interface to be used, or the priorities assigned to
the network interfaces, may be based on the type of information carried in the packet. For example,
few types of information may be defined in the system, designated as types #1, #2, #3, and #4. For
example, information type #1 may be associated with general management data, information type #2
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may be associated with real time or time-sensitive information, information type # may be associated
with images, and information type #4 may be associated with all other information types. The device
may hold fixed or dynamic routing tables associating the various types of information to the available
network interfaces, such that when a packet is received, the data type is analyzed, and upon the stored
routing table information, the packet is routed to the associated network interface.

Each of the devices in the system, such as the router (such as router 40in FIG. 4 or router 21
in F1G. 5h), the field unit (such as any of field units 23), or the control server (such as server 24), may
be addressed in a digital data network. The address may be a digital address (typically a number) for
uniquely identifying the device in one of the in-building (or in-vehicle) networks such as one of the
control networks 22or one of the home networks 14, in the external network such asone of the WAN's
46 or in the Internet 16 The address may be stored in a volatile or non-volatile memory in the
addressable device. A device address may be global and recognized and used throughout the system,
or may be used in a one or more networks, such as the networks coupled to the device and over which
the device may communicate. In one example, the address may be used for identification in the
network to which the device is coupled. Alternatively or in addition, the same address may be used
for two or all the networks in the system. The address may be associated with the M edia A ccess
Control (MAC) layer of the OSI reference model (or layer 2), such as M AC-48, Extended Unique
Identifier (EUI) -48, or EUI-64 addresses typically assigned by the Institute of Electrical and
Electronics Engineers (IEEE) and described in the IEEE 802 standard, commonly used in Ethernet,
802.11 wireless networks, Bluetooth, IEEE 802.5 token ring, FDDI, and ITU-T G.hn. The address
may be or locally administered addresses universally administered addresses, where the address is
uniquely assigned to a device by its manufacturer. The MAC address may be a permanent and
globally unique hardware-based identification, commonly stored in a non-volatile memory in the
device and programmed during manufacturing, however it may be possible to change the MAC
address on modern hardware. Changing M A C addresses (known as M A C spoofing) may be used in
network virtualization or in the process of exploiting security vulnerabilities.

Alternatively or in addition, a device may be addressable using a layer 3 addressing, such as
IP address, which may be an IPv4 or IPv6 address, commonly software-based and assigned by the
Internet Assigned Numbers Authority (IANA). The IP address may be permanently by fixed
configuration of its hardware or software such as static IP address, typically manually assigned to a
device by ahuman administrator. A lternatively or in addition, dynamic IP address may be used, where
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new address may be assigned either autonomously by a software in the device, or by another device
viaa communication interface (at the time or power-up or booting), such as an address assigned by a
server or other device using Dynamic Host Configuration Protocol (DHCP). For example, the
addresses of the field units may be assigned by the router, the in-building (or in-vehicle) computer
18 or by the control server. Similarly, the address of the router may be assigned by the router or by
the control server or by the in-building (or in-vehicle) computer 18

A device may be associated with multiple addresses. For example, a device may be addressed
using multiple addresses, each relating to a different layer of the OSI model, such as a device having
bothaMAC and IP addresses. Alternatively or in addition, a device that may communicate directly
or indirectly via few networks, may have a different addresses, each related and used in one of the
networks. For example, in the case a device may communicate over multiple networks via different
interfaces, a distinct address may be associated with each network interface. For example, the router
21is shownin FIG. 16 enabled for communicating over control network 22via interface 146a, over
the control network 22avia interface 14@h, over the home network 1davia interface 146c, and over
the Internet 16 In such a case, the router may be addressable by four different addresses, each
associated with a distinct interface connected to a distinct network. Similarly, the device 210is shown
in FIG. 21 to communicate over networks 211a 211b, and 211c via the respective network interfaces
214a 214b and 214c, and may thus be associated with three different addresses each relating to a
respective network interface 214 The network addresses may be an alternative or an addition to the
address or addresses associated with the device itself.

In one example, the sensors and actuators are individually addressed in the system. The field
unit@dhshownin FIG. 6g includes two actuators 6laand 6l1b. An address may be associated by each
actuator 61, and packets carrying commands to these actuators may be routed to the specific actuator
identified by its address. These two actuator addresses may be in addition to two addresses associated
with the network interfaces including the modems 54 and 64 of the field unit @0h Similarly, each
sensor in the system may be individually addressed, such as individually assigned addresses to sensors
5laand 51bshown as part of the field unit 50gin FIG. 5g. Any packet transmitted from the field unit
50gcarrying a sensor data, may include the specific sensor address as its identifier as the data source.
These two sensor addresses may bein addition to two addresses associated with the network interfaces
including the modems 54and 640f the field unit 50g In the case the sensor or the actuator is external
to the field unit and connected thereto, the port or connection to the sensor or actuator will be
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associated with the individual address. Similarly, other components, interfaces, or ports of the devices
in the system may be individually addressable, as an alternative or in addition to the other device
address or addresses, and thus may serve as the destination or source addresses in the packets routed
in the system. The sensors or actuators addresses, or the related connections or ports, may be uniquely
assigned to during manufacturing, or may be assigned by the associated field unit, or a device
communicating with the associated field unit.

While exampled above regarding a residential environment, in-building networks, and
communication between in-building devices to devices external to the building, the system may
equally apply to vehicular environment, such as in-vehicle communication, vehicle-to-vehicle
(sometimes referred to as V2V) designed for automobiles to communicate to each other, and
communication between the vehicle to stationary devices external to the vehicle such as
communication with or via roadside units. A vehicle is typically a mobile unit designed or used to
transport passengers or cargo between locations, such as bicycles, cars, motorcycles, trains, ships,
aircrafts, boats, and spacecrafts. In such environment, one (or more) of the buildings 19 above is
substituted by a vehicle, as schematically shown as arrangement 240shown in FIG. 24, where a car
shape 241.is replacing the building 19in the arrangement 200f FIG. 2 above. Similarly, the building
external computer or server 24 may be substituted with a roadside computer or server, or any
intermediary device for connecting to a server or computer. T he in-building networks 22and 14above
may be substituted with in-vehicle networks, and the computers 18 may similarly be replaced with
in-vehicle computers. The vehicle may be travelling on land, over or in liquid such as water, or may
be airborne. The sensors may be used to sense a phenomenon in the vehicle, external to the vehicle,
or in the surroundings around the vehicle. The actuators may affect the vehicle itself, such as the
vehicle speed, path or direction, or may affect phenomenon external to the vehicle or in the
surroundings around the vehicle.

The vehicle may be a land vehicle typically moving on the ground, using wheels, tracks, rails,
or skies. The vehicle may be locomotion-based where the vehicle is towed by another vehicle or an
animal. Propellers (as well as screws, fans, nozzles, or rotors) are used to move on or through a fluid
or air, such as in watercrafts and aircrafts. The system described herein may be used to control,
monitor or otherwise be part of, or communicate with, the vehicle motion system. Similarly, the
system described herein may be used to control, monitor or otherwise be part of, or communicate
with, the vehicle steering system. Commonly, wheeled vehicles steer by angling their front or rear (or
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both) wheels, while ships, boats, submarines, dirigibles, airplanes and other vehicles moving in or on
fluid or air usually have a rudder for steering. The vehicle may be an automobile, defined as a wheeled
passenger vehicle that carries its own motor, and primarily designed to run on roads, and have seating
for one to six people. Typically automobiles have four wheels, and are constructed to principally
transport of people.

Human power may be used as a source of energy for the vehicle, such as in non-motorized
bicycles. Further, energy may be extracted from the surrounding environment, such as solar powered
car or aircraft, a street car, as well as by sailboats and land yachts using the wind energy. A lternatively
or in addition, the vehicle may include energy storage, and the energy is converted to generate the
vehicle motion. A common type of energy source is a fuel, and external or internal combustion
engines are used to burn the fuel (such as gasoline, diesel, or ethanol) and create a pressure that is
converted to a motion. Another common medium for storing energy are batteries or fuel cells, which
store chemical energy used to power an electric motor, such as in motor vehicles, electric bicycles,
electric scooters, small boats, subways, trains, trolleybuses, and trams. The system described herein
may be used to control, monitor or otherwise be part of, or communicate with, the vehicle energy
storage and conversion system. In automobiles and other vehicles, the system may be used for control,
monitoring, or be part of, the Engine Control Unit (ECU), Transmission Control Unit (TCU), Anti-
Lock Braking System (ABS), or Body Control M odules (BCM ).

The system may employ vehicular communication systems, where vehicles may
communicate and exchange information with other vehicles and with roadside units may allow for
cooperation and may be effective in increasing safety such as sharing safety information, safety
warnings, as well as traffic information, such as to avoid traffic congestion. In safety applications,
vehicles that discover an imminent danger or obstacle in the road may inform other vehicles directly,
via other vehicles serving as repeaters, or via roadside units. Further, the system may help in deciding
right to pass first at intersections, and may provide alerts or warning about entering intersections,
departing highways, discovery of obstacles, and lane change warnings, as well as reporting accidents
and other activities in the road. The system may be used for traffic management, allowing for easy
and optimal traffic flow control, in particular in the case of specific situations such as hot pursuits and
bad weather. The traffic management may be in the form of variable speed limits, adaptable traffic
lights, traffic intersection control, and accommodating emergency vehicles such as ambulances, fire
trucks and police cars.
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The vehicular communication systems may further be used to assist the drivers, such as
helping with parking a vehicle, cruise control, lane keeping, and road sign recognition. Similarly,
better policing and enforcement may be obtained by using the system for surveillance, speed limit
warning, restricted entries, and pull-over commands. The system may be integrated with pricing and
payment systems such as toll collection, pricing management, and parking payments. T he system may
further be used for navigation and route optimization, as well as providing travel-related information
such as maps, business location, gas stations, and car service locations. Similarly, the system may be
used for emergency warning system for vehicles, cooperative adaptive cruise control, cooperative
forward collision warning, intersection collision avoidance, approaching emergency vehicle warning
(Blue Waves), vehicle safety inspection, transit or emergency vehicle signal priority, electronic
parking payments, commercial vehicle clearance and safety inspections, in-vehicle signing, rollover
warning, probe data collection, highway-rail intersection warning, and electronic toll collection.

The in-vehicle internal networks that interconnect the various devices and components inside
the vehicle may use any of the technologies and protocols described herein. Alternatively or in
addition, a vehicle specialized networking may be used, sometimes referred to as 'vehicle buses..
Common protocols used by vehicle buses include a Control Area Network (CAN) and Local
Interconnect Network (LIN). The CAN is described in the Texas Instrument A pplication Report No.
SLOA101A entitled:"Introduction to the Controller Area Network (CAN)", and may be based on, or
according to, 1ISO 11898 standards, 1SO 11992-1 standard, SAE 1939 or SAE 2411 standards,
which are all incorporated in their entirety for all purposes as if fully set forth herein. The LIN
communication may be based on, or according to, ISO 9141, and is described in "LIN Specification
Package — Revision 2.2A" by the LIN Consortium, which are all incorporated in their entirety for all
purposes as if fully set forth herein. In one example, the DC power lines in the vehicle may also be
used as the communication medium, as described for example in U.S. Patent No. 7,010,050 to
M aryanka, entitled: “Signaling over Noisy Channels", which is incorporated in its entirety for all
purposes as if fully set forth herein.

The system may be integrated or communicating with, or connected to, the vehicle self-
diagnostics and reporting capability, commonly referred to as On-Board Diagnostics (OBD), to a
Malfunction Indicator Light (MIL), or to any other vehicle network, sensors, or actuators that may
provide the vehicle owner or a repair technician access to health or state information of the various
vehicle sub-systems and to the various computers in the vehicle. Common OBD systems, such as the
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OBD-II and the EOBD (European On-Board Diagnostics), employ a diagnostic connector, allowing
for access to alist of vehicle parameters, commonly including Diagnostic Trouble Codes (DTCs) and
Parameters [Dentification numbers (PIDs). The OBD-Il is described in the presentation
entitled:"Introduction to On Board Diagnostics (II)" downloaded on 11/2012 from:
http://groups.engin.umd.umich.edu/vi/w2_workshops/OBD_ganesan_w2.pdf, which is incorporated
inits entirety for all purposes asif fully set forth herein. T he diagnostic connector commonly includes
pins that provide power for the scan tool from the vehicle battery, thus eliminating the need to connect
a scan tool to a power source separately. The status and faults of the various sub-systems accessed via
the diagnostic connector may include fuel and air metering, ignition system, misfire, auxiliary
emission control, vehicle speed and idle control, transmission, and the on-board computer. The
diagnostics system may provides access and information about the fuel level, relative throttle position,
ambient air temperature, accelerator pedal position, air flow rate, fuel type, oxygen level, fuel rail
pressure, engine oil temperature, fuel injection timing, engine torque, engine coolant temperature,
intake air temperature, exhaust gas temperature, fuel pressure, injection pressure, turbocharger
pressure, boost pressure, exhaust pressure, exhaust gas temperature, engine run time, NOx sensor,
manifold surface temperature, and the Vehicle Identification Number (VIN). The OBD-II
specifications defines the interface and the physical diagnostic connector to be according to the
Society of Automotive Engineers (SAE) ) 1962 standard, the protocol may use SAE ) 1850 and may
be based on SAE ) 1939 Surface Vehicle Recommended Practice entitled: "Recommended Practice
for a Serial Control and Communication Vehicle Network" or SAE ]J1939-01 Surface Vehicle
Standard entitled: "Recommended Practice for Control and Communication Network for On-
Highway Equipment", and the PIDs are defined in SAE International Surface V ehicle Standard | 1979
entitled: "E/E Diagnostic Test M odes", which are all incorporated in their entirety for all purposes as
if fully set forth herein. Vehicle diagnostics systems are also described in the International
Organization for Standardization (ISO) 9141 standard entitled: "Road vehicles — Diagnostic
systems.", and the ISO 15765 standard entitled: "R oad vehicles — Diagnostics on Controller Area
Networks (CAN)", which are all incorporated in their entirety for all purposes as if fully set forth
herein.

The physical layer of the in-vehicle network may be based on, or according to, ] 1939-11
Surface V ehicle Recommended Practice entitled: "Physical Layer, 250K bits/s, Twisted Shielded
Pair" or ) 1939-15 Surface V ehicle Recommended Practice entitled: "R educed Physical Layer, 250K
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bits/s, Un-Shielded Twisted Pair (UTP)", the data link may be based on, or according to, ] 1939-21
Surface V ehicle Recommended Practice entitled: "Data Link Layer", the network layer may be based
on, or according to, ] 1939-31 Surface V ehicle Recommended Practice entitled: "Network Layer", the
network management may be based on, or according to, ] 1939-81 Surface V ehicle Recommended
Practice entitled: "Network M anagement", and the application layer may be based on, or according
to, ] 1939-71 Surface V ehicle Recommended Practice entitled: "V ehicle A pplication Layer (through
December 2004)", ] 1939-73 Surface V ehicle Recommended Practice entitled: "Application Layer -
Diagnostics", J1939-74 Surface Vehicle Recommended Practice entitled: "Application —
Configurable Messaging”, or ]1939-75 Surface Vehicle Recommended Practice entitled:
"Application Layer — Generator Sets and Industrial", which are all incorporated in their entirety for
all purposes as if fully set forth herein.

In one example, the router or afield unitis connected to, or communicating with, a diagnostic
system (such as OBD-I1) inavehicle. Such communication may use OZEN Electronik EDBO/OBDII
to RS-232 gateway P/N- OE90C4000, described in the data sheet"EDBO/OBDII to RS-232 gateway
P/N- OE90C4000" by OZEN Electronik, which is incorporated in its entirety for all purposes as if
fully set forth herein.

For example, the router or the field unit may connect to the diagnostic connector for accessing
the various sensors or actuators coupled to the connector, or for accessing information available via
the connector. Further, the router or the field unit may be powered in part or in whole from the power
available at the diagnostics connector, and may communicate over (or be part of) the diagnostics
network in the vehicle.

The system may be used to measure, sense, or analyze the changes over time of a controlled item 254,
and may use the arrangement 280shown in FIG. 25. The controlled item may be an environment, a
phenomenon, or any controlled item. The actuator 251, which corresponds to any actuator described
herein, receives actuator command a(t) from the control logic 253 (preferably as an electrical signal),
and in response to the actuator 251 characteristic c(t) impacts the controlled item 254-by an output
u(t). The control logic 283 corresponds to, is based on, includes, or is part of, the logic 173 or any
other control process described herein. The change in the controlled item 254is measured by the
sensor 252 as input y(t), which is impacted by the controlled item 254 transfer function p(t). The
sensor 252 converts the sensed phenomenon y(t), and converts it to a signal f(t) using the sensor
transfer function s(t). The signal (preferably an electrical signal) f(t) is sent to the control logic 253
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A ssuming the elements are linear and time-invariant, then the system can be analyzed using Laplace
transform, where A(s), C(s), U(s), P(s), Y(s), S(s), and F(s) are the respective transformed
representations of a(t), c(t), u(t), p(t), y(t), s(t), and f(t) respectively, and where U(s)=A (s)*C(s),
Y (s)=U(s)*P(s), and F(s)=Y (s)*S(s). In one example, the controlled item 254is a temperature in a
room, the actuator 251 is a heater for heating the room, and the sensor 252 is a temperature sensor
measuring the temperature of the room, and the room temperature may be controlled in an open or
closed loop by the control logic 253 for example in order to achieve a pre-set temperature in the
room.

By generating or excitation of an actuator command and measuring the resulting sensor
output, the control logic 283 or the system in general may measure, sense, estimate, or analyze the
behavior or characteristic p(t) of the controlled item 254 Since P(s)=Y(s)/U(s)=
F(s)/[S(s)*A(s)*C(s)], and since C(s) and S(s) are known as the transfer function of the actuator 251
and the sensor 282 respectively, and since A(s) is the activation or excitation signal and F(s) is the
signal received from the actuator, P(s) can be calculated. The value of, or any change in P(s) over
time, or any conditioning or manipulating of the calculated P(s) may be used as a sensor data in the
system, and thus may be part of the system control logic. Such calculation may be used to sense or
measure a phenomenon that is not directly measured or sensed by using a corresponding sensor. For
example, the calculation may be used as a sensor data for other control loops in the system, for setpoint
adjustment of other control loop, or used for user notification. The control logic may initiate such
measurement cycle periodically, upon power up, upon the user control (for example viaa user device),
or as part of a regular control.

In one example, the controlled item 254is a temperature in a room, the actuator 251.is a heater
for heating the room, and the sensor 282 is a temperature sensor measuring the temperature of the
room. The chart 280in FIG. 26 shows the heater command a(t) in graph 261, and graphs 262 shows
the temperature sensor output f(t), along the time axis 263 Before time point t1, the system isin a
steady state, where the heater level of heating is al and the temperature measured is f1. For example,
al may be zero (no heating), and the temperature f1 is corresponding to 20°C, which may be the
environment temperature. At time point t1, the heater is activated (or the heating level increases) to
constant level a2. As a response, the room temperature, as measured by the temperature sensor, will
start to rise, as shown in graph 262a T he rate of rising is dependent upon the room isolation, other

heat sources in the room, the room size and volume, and other parameters. For example, in the case
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the room isolation is affected by an open door or open window, the temperature rise may be atalower
rate, such as shown in graph 262c Similarly, in the case a human enters the room (acting as a heat
source), electrical equipment is turned on and dissipates heat, or the isolation is improved by closing
a door, the rate of the temperature rise may be higher, such as in graph 262 Hence, by analyzing the
temperature change in the room versus the heater command, the room environment may be sensed,
for example for sensing if the room door is open or closed, or serve as an occupancy sensor that a
human is in the room, as a substitute (or in addition) to a direct and dedicated door or occupancy
sensor. A simple analysis may include time measuring, such as checking the room measured
temperature versus a threshold f2 264 In the case the door is half closed, the room temperature will
rise according to graph 262a, crossing the threshold f2 occurs at time point t3. In the case the door is
fully closed thus providing better isolation, the room temperature will rise according to graph 262h,
crossing the threshold f2 occurs at time point t2, and in the case the door is open thus providing poor
isolation, the room temperature will rise according to graph 262c, crossing the threshold f2 occurs at
time point t4. The period measured from the heater excitation t1 to the various threshold f2 crossing
points (such as t2-t1, t3-t1, and t4-t1) may serve as an indicator or sensor to the door status.

The arrangement 285 shown in FIG. 25a is a common closed loop control, where the control
logic 258 (corresponding to the control logic 283) includes a reference input r(t), a substractor 257,
and a control block 256, which may for example beaPID unitfor forminga PID closed loop. Similar
to the above scenario, the p(t) may be estimated by measuring f(t) versus the excitation a(t). In one
example, such a loop uses a bang-bang control, where the heater has a fixed single heating state,
generating a set heat. Assuming that in order to keep a pre-set temperature in a room (e.g. 209C) the
heater is operating, and the loop causes a duty cycle of the heater operation to be 50%. In the case the
control loop raises the duty-cycle to 70% (with the same set point) it may indicate an open door or a
human leaving the room. Similarly, in the case the control loop lowers the duty-cycle to 30% (with
the same set point) it may indicate close door or a human entering the room.

To allow communications between devices, a computing or networking device preferably
includes a network interface or an adapter, such as communication interface 141 or interface 214
While the preferred embodiment contemplates that communications will be exchanged primarily via
Ethernet, Internet or a broadband network, other means of exchanging communications are also
contemplated. For example, a wireless access interface that receives and processes information

exchanged via a wireless communications medium, such as, cellular communication technology,
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satellite communication technology, Bluetooth technology, WAP (Wireless Access Point)
technology, or similar means of wireless communication can be utilized by the general purpose
computing devices. Such an interface commonly includes a connector for wired or conductive
medium, an antenna for over-the-air radio-frequency based communication and fiber-optic connector
for fiber-optic cable based medium. A transceiver (transmitter / receiver set) is coupled to the
connector or antenna, for transmitting to, and receiving from, the communication medium. A
transmitter may be capable of operating at serial bit rates above 1 Gigabit/second, and a wired
transmitter commonly uses differential signaling and low voltages for faster switching, such asM OS
Current Mode Logic (MCML) based technology. The transmitter may use pre-emphasis or de-
emphasis to shape the transmitted signal to compensate for expected losses and distortion. The line-
code may employ self-clocking and other encoding schemes, and control information is transmitted
along with the data for error detection, alignment, clock correction, and channel bonding. Some
popular encoding schemes are 8B/10B, 64B/66B, and 64B/67B. A receiver is commonly designed to
mate with the corresponding transmitter and to recover the data and clock from the received signals,
and commonly use equalization, and may further include impedance matching termination. Phase
Locked Loops (PLLs) are commonly used for clock reconstruction and for achieving a serial clock
that is an exact multiple of the parallel data. The receiver commonly decodes the received signal, and
detects encoding-based errors. The byte boundaries and other alignment schemes may also be
performed by the receivers. A transceiver may include a modem (M O dulator — DEM odulator), that
modulates an analog carrier signal to encode digital information, and also demodul ates such a carrier
signal to decode the transmitted information, typically in order to produce a signal that can be
transmitted easily over a communication medium and be decoded to reproduce the original digital
data.

Any networking protocol may be utilized for exchanging information between the nodes in
the network (e.g., field units, router or gateway, a PC) within the network (such as the Internet). For
example, it is contemplated that communications can be performed using TCP/IP. Generally, HTTP
and HTTPS are utilized on top of TCP/IP as the message transport envelope. These two protocols are
able to deal with firewall technology better than other message management techniques. However,
partners may choose to use a message-queuing system instead of HTTP and HTTPS if greater
communications reliability is needed. A non-limiting example of a message queuing systemisIBM's
M Q-Series or the M icrosoft M essage Queue (M SM Q). T he system described hereinafter is suited for
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both HTTP/HTTPS, message-queuing systems, and other communications transport protocol
technologies. Furthermore, depending on the differing business and technical requirements of the
various partners within the network, the physical network may embrace and utilize multiple
communication protocol technologies.

The system may provide improved agility by allowing rapidly and inexpensively to provision
infrastructure resources such as resources available at the remote control server, and may further
provide easy accessibility to software in the control server, in the router, or in the field unit using
Application Programming Interface (API). Using a cloud-based control server or using the system
above may allow for reduced capital or operational expenditures. The users may further access the
system using a web browser regardless of their location or what device they are using, and the
virtualization technology allows servers and storage devices to be shared and utilization be increased.

The corresponding structures, materials, acts, and equivalents of all means plus function
elements in the claims below are intended to include any structure, or material, for performing the
function in combination with other claimed elements as specifically claimed. The description of the
present invention has been presented for purposes of illustration and description, but is not intended
to be exhaustive or limited to the invention in the form disclosed. The present invention should not
be considered limited to the particular embodiments described above, but rather should be understood
to cover all aspects of the invention as fairly set out in the attached claims. Various modifications,
equivalent processes, as well as numerous structures to which the present invention may be applicable,
will be readily apparent to those skilled in the art to which the present invention is directed upon
review of the present disclosure.

The control server 24 or 48 hardware, software, or functionality may be installed, operated,
maintained, supported, or hosted by a business entity. T he business entity may license or otherwise
monetize the functionality as a service, similar to any SaaS business model. The service may be
provided as a one-time, upfront fee paid license, or according to the usage of the control server.
Further, the service may be charged per user, per time, per transaction or event, or per the
communicated data amount. In one example, the business entity is the ISP that connects the building
(or the vehicle) to the Internet (such as ISP server 47 operator), or the WAN provider, such as the
telephone company (Telco') or the CATV provider owning or operating the wiring of the external
network such as WAN 46 Similarly, a cellular network operator may be the business entity in the
case the WAN 46is based on cellular communication. Such Added Revenue Per User (ARPU) is
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beneficial to most communication service providers, since the additional revenues do not require any
additional infrastructure investment. In one example, the communication service provider (such as
the WAN 460operator) may provide the router 40for a nominal cost or even lower than nominal (e.g.
free), wherein the ARPU covers the initial cost after a time. The control server service may be billed
as a one-time fee, a flat-fee per period (e.g., monthly or annually), per a communication session, per
length of the communication sessions, per the amount of information transferred in a session, per type
of communication sessions (e.g., status, control, or alert) or any combination thereof. The business
method and the system may be based on, or comprise, the structure and functionalities described in
U.S. Patent Application No. 2005/0216302 to Raji et al., entitled: "Business M ethod for Premises
M anagement".

All publications, standards, patents, and patent applications cited in this specification are
incorporated herein by reference as if each individual publication, patent, or patent application were
specifically and individually indicated to be incorporated by reference and set forth in its entirety
herein.
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request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)

s . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Yehuda Binder
Art Unit

Examiner Name

Attorney Docket Number BINDER-014-US36

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 5555498 A 1996-09-10 CHARLES J. BERRA

2 6957133 B1 2005-10-18 Robert Hunt

3 7904219 B1 2011-03-08 Larkin H. Lowrey

4 7103460 B1 2006-09-05 David S. Breed

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document .
Figures Appear
1 20140215491 A1 2014-07-31 Sateesh K. Addepalli
2 20100071053 A1 2010-03-18 Amir Ansari
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Yehuda Binder

Art Unit

Examiner Name

Attorney Docket Number

BINDER-014-US36

3 20070021847 A1 2007-01-25 Akihiko Hyodo

4 20110153149 A1 2011-06-23 Hong Seok Jeon

5 20090138136 A1 2009-05-28 Akihiro Natsume

6 20060111825 A1 2006-05-25 Minoru Okada

7 20080100428 A1 2008-05-01 Sherry D. Price

8 20070198144 A1 2007-08-23 William Robert Norris
9 20030009271 A1 2003-01-09 Susumu Akiyama

10 20100211258 A1 2010-08-19 Kohei SAKURAI

11 20100030421 A1 2010-02-04 Kentaro YOSHIMURA
12 20150046582 A1 2015-02-12 David C. Gelvin

13 20070069947 A1 2007-03-29 Matthew Banet
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor |Yehuda Binder

Art Unit

Examiner Name

Attorney Docket Number

BINDER-014-US36

14 20100023198 A1 2010-01-28 Brennan Todd Hamilton
15 20030093199 A1 2003-05-15 Michael Mavreas

16 20030130774 A1 2003-07-10 Pradeep R. Tripathi

17 20080122288 A1 2008-05-29 James Plante

18 20050146458 A1 2005-07-07 Steve Douglas Carmichael
19 20060025897 A1 2006-02-02 Oleksandr T. Shostak
20 20100305807 A1 2010-12-02 Otman A. Basir

21 20070038461 A1 2007-02-15 Lisa Abbott

22 20080215336 A1 2008-09-04 Christopher L. Oesterling
23 20120212341 A1 2012-08-23 Bernd Siber

24 20110118934 A1 2011-05-19 Larkin H. Lowrey
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor |Yehuda Binder
Art Unit

Examiner Name
Attorney Docket Number BINDER-014-US36

25 20020103576 A1 2002-08-01 Seiichi Takamura

If you wish to add additional U.S. Published Application citation information please click the Add butto

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2i Code4| Date bp Passages or Relevant
Document .
Figures Appear
1 2011051022 WO A1 2011-05-05 SIBER BERND |:|

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add butto

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at ywww USPTO.G8Y or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. $ Applicant is to place a check mark here if

English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor |Yehuda Binder

STATEMENT BY APPLICANT | ———
nit

( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number BINDER-014-US36

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Yehuda Binder/ Date (YYYY-MM-DD) 2025-05-07

Name/Print Yehuda Binder Registration Number 73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (01-22)

Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor |Yehuda BINDER

Art Unit

Examiner Name

Attorney Docket Number

BINDER-014-US36

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
. Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 8909370 2014-12-09 Stiehl; Walter Dan et al.

2 7750223 2010-07-06 Ohshima; Osamu et al.

3 7062073 2006-06-13 Tumey; David M. et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind [ Publication Name of Patentee or Applicant Pages Columns Lines where
. Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document .
Figures Appear
1 20060187034 A1 2006-08-24 Styers; Justin R. et al.
2 20120112538 A1 2012-05-10 Kesler; Morris P. et al.
3 20110067059 A1 2011-03-17 Johnston; Michael et al.
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Yehuda BINDER

Art Unit

Examiner Name

Attorney Docket Number

BINDER-014-US36

4 20110055292 A1 2011-03-03 Madau; Dinu Petre et al.

5 20110032952 A1 2011-02-10 Rochon; Michel et al.

6 20090294141 A1 2009-12-03 ROUSE; J. Paul et al.

7 20080154535 A1 2008-06-26 Sparks; Douglas Ray et al.
8 20070225873 A1 2007-09-27 Toya; Takayuki et al.

9 20070016328 A1 2007-01-18 Ziegler; Andrew et al.

10 20060237427 A1 2006-10-26 Logan; James D.

11 20060164208 A1 2006-07-27 Schaffzin; Richard A. et al.
12 20040129693 A1 2004-07-08 Hook, Roy E.

13 20020000092 A1 2002-01-03 Sharood, John N. et al.

14 20010049248 A1 2001-12-06 Choi, Kei Fung
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Application Number

Filing Date
INFORMATION DISCLOSURE First Named Inventor |Yehuda BINDER
STATEMENT BY APPLICANT [ ——

( Not for submission under 37 CFR 1.99)

Examiner Name
Attorney Docket Number BINDER-014-US36

15 20030038017 A1 2003-02-27 Boyer, Curtis Elroy et al.

If you wish to add additional U.S. Published Application citation information please click the Add butto

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2i Code4| Date bp Passages or Relevant
Document .
Figures Appear
1 L]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add butto

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at ywww USPTO.G8Y or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. $ Applicant is to place a check mark here if

English language translation is attached.
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Application Number

Filing Date
INFORMATION DISCLOSURE First Named Inventor |Yehuda BINDER
STATEMENT BY APPLICANT [ ——

( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number BINDER-014-US36

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Yehuda Binder/ Date (YYYY-MM-DD) 2025-05-07

Name/Print Yehuda BINDER Registration Number 73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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